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Abstract
The decentralized architecture of the Internet, which has been key to its development
and worldwide deployment, is making it challenging to secure Internet user experience. Many organizations claim to be playing a role in improving Internet security.
If anything, the space of security-related institutions seems on first inspection to be
over-populated, yet poor security persists. This work proposes a framework to understand the role different institutions play in cyber security. The analysis gives insights
into the broad institutional ecosystem of public, private and international actors,
and the varied nature of these institutions, their interests, incentives, and contributions to cyber security from hardware, software, protocols, standards and regulation.
Based on natural language clustering algorithms, this framework classifies institutions along five dimensions: the aspect of cyber security the institution covers (e.g.
network security, cybercrime), the industry and activity sector of the institution (e.g.
telecommunications, software and service providers), whether it is part of a specific
jurisdiction (e.g. US, Europe), specific institution's characteristics such as its working
mode (e.g. forum, information sharing) or primary focus (e.g. economic development,
consumer trust), and the governance type (for-profit, not-for-profit, government or
international organization). We developed a dataset of approximately 120 institutions that claim a role with respect to cyber security, and using the framework, we
identify areas of competing and overlapping institutional interest, relevant areas out
of scope of current institutions and dysfunctionalities that hinder overall security
improvement.
Thesis Supervisor: Dr. David D. Clark
Title: Senior Researcher
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Chapter 1
Introduction
Since the inception of the Internet, its architects and researchers have been trying to
increase the overall level of security, developing tools such as encryption and authentication protocols. The decentralized architecture of the Internet has been key to its
development, but its worldwide deployment is making it more challenging to secure
the Internet user experience. Although most providers work to secure their products
and services, these efforts are fragmented, and systemic vulnerabilities remain to be
exploited to harm Internet users when they use online services or connect devices.
In fact, there are many organizations that claim to be playing a role in improving
Internet security, with different origins, specializations and modes of operation. If
anything, the space of security-related institutions seems on first inspection to be
over-populated, yet poor security persists.
This work proposes a framework to understand the role different institutions play
in cyber security. This analysis gives insights into the broad institutional ecosystem
of public, private and international actors, and the varied nature of these institutions,
their interests, incentives, and contributions to cyber security, from hardware, software, protocols, standards and regulation. The framework classifies institutions along
four dimensions: the aspect of cyber security the institution covers, the industry and
activity sector of the institution, whether it is part of a specific jurisdiction, how the
institution carries out its work, and the institution governance type.
We developed a dataset of approximately 120 institutions that claim a role with
15

respect to cybersecurity. To create the dataset, institutions listed in cyber security
national strategies and cyber security policy literature were considered.

Addition-

ally, institutions that were involved in cyber security discussion during the Internet
Governance Forum of 2014 were also examined and considered for the dataset, capturing many more private sector actors that are actively participating in cyber security
policy-making and relevant for internet user's security.
This work used natural language clustering algorithms to extract structure from
the transcribed discourse describing the institutions and what the institutions were
doing with respect to cyber security. The aspects of cyber-security covered by the
institutions in the dataset include cybercrime, cyber defense, computer security, network security, security standards and data security. Public sector organizations, international organizations and not-for-profit organizations related to governments are
classified as to whether they are associated with the US, the EU, or other parts of
the world. Industry sectors include finance, telecommunications, software, hardware
and service providers, online services and Internet governance. Specific characteristics of institutions include the working mode of these institutions, such as forum and
convening activities, information sharing, and specific committee or working group to
address cyber security, and also the primary focus of larger institutions (such as economic development and consumer trust) that are now concerned with cyber security.
Using this framework, it is possible to understand the relationship between the
large number of security-related organizations in the dataset and identify areas of
competing and overlapping institutional interest, relevant areas out of scope of current
institutions and dysfunctionalities that hinder overall security improvement.
This chapter presents the central questions guiding the analysis, and gives the
motivation and the background of this work.

1.1

Central questions

This work is an attempt to catalog and classify the institutions related to cyber
security policy-making. One of the early challenges of this study is the nature and the
16

constant development of institutions in the internet ecosystem: structures of mixed
governance type are born in answer to very specific issues. Then, as their reputation
or user's awareness of the issue increases, institutions start extending their scope or
umbrella institutions appear to link smaller efforts, making it difficult to identify
relevant institutions as they can be focused on a very specific aspect of cyber security
such as coordinating efforts in limiting spam emails.
Consequently, cyber security policy-making is distributed among many institutions that each have a different definition and scope of cyber security, hindering
improvements that could increase the overall level of security of user's internet experience. As this difficulty becomes more salient, policy makers and organizations in
the internet ecosystem are confronted with a problem that cannot be solved narrowly
at the technology level. Because of the distributed architecture of the Internet and
the numerous entities involved in the delivery of services over the Internet, improving
security requires a broader understanding of the role and responsibilities of institutions, their economic and political structures, incentives (or externalities), the local
and global coordination efforts, as well as possible harm to users and trust issues.
We then need to understand which institutions play a role in which aspect of cyber
security, how and why.
The central questions of this work are:
e Who is shaping cyber security?
We want to catalog the institutions that are influencing the security of the
internet ecosystem or are working on policies looking to improve cyber security.
9 What specific aspects of cyber security are being addressed by the different
institutions?
We want to find what each institution is doing and what area of cyber security
they are covering.
e How are institutions approaching cyber security?
For the institutions in the dataset, we want to better understand their structures
17

and incentives. We look at their governance, the activities they do and when
possible their mode of operation and why they got involved in cyber security.
9 What can we learn from these institutions?
We want to find general lessons about how the institutions relate and interact
with each other, and how this varies.

1.2
1.2.1

Background
The increasing relevance of cyber security

Understanding how and where cyber security policy making impacts our core values
as a society is critical because many policy decisions are currently embedded and
distributed across several actors in the system. These actors are not always clearly
apparent, and most people and institutions (including governments) are not aware of
them. As more devices are connected to the Internet and our daily use of connected
technologies and social network increases, cyber security policy decisions have an
increasing significance in our day to day lives.
In fact, the results of the annual CIGI Ipsos consumer survey earlier this year
revealed that for the first time, the main user concerns relate to cyber security: 77%
are concerned about "someone hacking into their online account and stealing personal
information" and 62% are concerned about "government agencies from their country
secretly monitoring their online activity"

[1].

This survey gathered responses from

over 23 thousand internet users from 24 different countries.
Equally important, cyber security policy making has become considerably more
relevant for governments around the world in the last few years. Already in 2012
the Organisation for Economic Co-operation and Development (OECD) stated that
cybersecurity was a national priority for OECD countries after reviewing most of
their digital policies [2]. However, at that time only 8 out of 34 OECD countries
had adopted a strategy covering cyber security. But only 3 years later, 16 OECD
countries and many other countries such as Latvia, India and South Africa have also
18

developed national cyber security strategies 13].
The Snowden leaks in mid 2013 and more specifically the ones involving international leaders in early 2014

[4],

accelerated the trend of governments defining national

cyber security strategies with countries such as Brazil quickly reacting and passing
laws to protect their citizens' data from the reach of the US government. Indeed, the
whole process of the 'Marco Civil da Internet" took over seven years, but the leaks
accelerated the process of approval by the Brazilian Congress. Also, in September
2015 Russian laws concerning personal data localization went into effect after Russian President Vladimir Putin accelerated the process and changed the date from
September

1 st

2016 to September

1 st

2015.

Additionally, in 2014 and 2015 several huge data breaches got significant attention
by the international press because of the amount and the type of information that
was breached, the companies involved and the economic losses they yielded. Sony,
e-Bay, Target, JPMorgan and Ashley Madison data breaches were hot topics in the
medias for many weeks [5, 6, 7, 8, 9, 101.
Finally, both the US and the European Union are currently in the process of reviewing many of their key documents setting their cyber security practices, including
their agreement on data protection. In January 2015, Obama's administration proposed updates to the Computer Fraud and Abuse Act (CFAA) initially enacted in
1986 and amended several times by the USA Patriot Act 111]. Similarly, in June 2015
the European Council approved a general draft of the new data protection regulation
to update the version of 1995 [121. In addition, Europe's highest court ruled that
the Safe Harbor Framework for data sharing was not providing European citizens the
data protection required under the Data Protection Directive [13].
In sum, governments, industry and society as a whole are becoming more aware
of the need of cyber security policies and measures. However, efforts are distributed
among many actors and there is overall little coordination between them.

'Brazilian legislation that rights for Internet users and service providers, protection of personal
data, accessibility, and e-government services.

19

1.2.2

Cyber security policy-making: Who is in charge?

At a national level, cyber security policy-making is usually divided among many institutions with and unclear relationships between them. At an international level,
it is very difficult to single out which are the venues where international agreements
or standard development are taking place. For instance, in the US national cyber
security efforts are spread across many government departments such as the Department of Homeland Security, the Department of State, the Department of Defense,
the Department of Justice, the intelligence agencies (National Security Agency, Federal Bureau of Investigation and Central Intelligence Agency), federal agencies such
as the Federal Trade Commission and the Federal Communications Commission and
the U.S. military's Cyber Command. Additionally, the US Congress has passed specific regulations that cover distinct sectors such as the Gramm-Leach-Bliley Act for
the financial sector and the Health Insurance Portability and Accountability Act of
1996 (HIPAA), for health information [14, 15].
In Europe, cyber security policy is also divided among many European institutions. The European Commission (EC), as the executive branch of European Union
is in charge of defining the digital agenda that covers online privacy and cyber security, and therefore defines the cyber security strategy for the European Union [161.
Then, four Directorate Generals (DGs) are particularly involved in different aspects
of cyber security: DG Home for Home Affairs, DG Connect for Communications
Networks, Content and Technology, DG Digit for Informatics, and DG Growth for
Internal Market, Industry, Entrepreneurship & SMEs. They are in charge of cybercrime policies and critical infrastructure protection, executing the EU digital agenda,
information systems security and governance strategy for the EC, and of the industrial policy and standardization for a digital single market respectively. In addition,
three standard development bodies collaborate to develop cyber security standards:
the European Telecommunications Standards Institute, the European Committee for
Standardization and the European Committee for Electrotechnical Standardization.
On top of this, the EU has a Data Protection Directive, enforced by the European
20
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Figure 1-1: Internet architecture: actors involved when a user access a web page on
the internet.

Data Protection Supervisor. that set the technical standards and requirement for private institutions handling EU citizens' personal data.

Finally the European Union

Network and Security Agency (ENISA) and the European Defense Agency (EDA)
are in charge of information security and resilience, and cyber defense respectively

12. 17].
However, most of the infrastructure the different cyber security policies in the US.
EU and few other regions address is distributed among the many private institutions
that make Internet connections and information transmission possible [18].

For in-

stance. Figure 1-1 shows the actors involved when an Internet user visits a webpage.
First. we have the manufacturer of the physical infrastructure that allows us to use
the internet:

the hardware provider(s) and the owner(s) of the physical cables or

satellite connection through which we connect to the Internet: the Internet Service
Providers (ISPs). For both of these providers, although there is only usually one firm
that interacts with the consumer. many more can be involved in the service: multiple components of our computers are only assembled in by the hardware provider,
and sililarly, the path between two computers connected to the Internet will involve
several links of different ISPs.

Then, in computers, the provider of the operating

system and the browser are able to make decisions about what the computer does (or
does not) when connected to the Internet. To connect to the Internet cloud, we use
Internet Protocol addresses or Domain Names (such as www.mit.edu) and this dual
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addressing and naming system is supported by many different mostly private organizations. At the top is the Internet Corporation of Assigned Names and Numbers
(ICANN), who under a contract with the US Department of Commerce controls the
Internet Assigned Numbers Authority (IANA) functions that manage the root-file
that divides the Internet resources space 2 . The five Regional Internet Registries then
divide the IP addressees in the respective geographical regions [19]. The top-level
domain operators are the ones charged with the operation of the respective registries
such as .com, .us and .guru, sometimes allowing or even delegating in other organizations, the registrars, the registration process of domain names. Each of these
organizations has pieces of the physical infrastructure that allows us to connect with
the internet. Finally, when we connect to a web page for instance, there are other
companies that also play a role in our connection, such as Content Delivery Networks
that draw content nearer to the costumers, certificate authorities in charge of certifying that you are receiving content from the actual owner of the web page, and
web development tools such as Wordpress that help small content providers structure
their webpage.
Therefore, although the main cyber security frameworks come from national and
international regulation, multiple for profit and non-for-profit private actors that make
part of the internet ecosystem play a role in securing -or not- the system.

1.2.3

Cyber security definitions

Cyber security is a very broad concept that has different meanings depending on who
is using it. Indeed, to illustrate the divergence, the definitions of cyber security used
by three very different communities follow. For the technical community, a secure
computer system is one that functions according to its specifications [20]. For the
US Department of Defense, cyber security relates to "the confidentiality, availability,
and integrity of data" [15].

For the Freedom Online Coalition "An Internet Free

and Secure" working group, based on the outcomes of the NETMundial conference,
cyber security is "the preservation 2

through policy, technology, and education

See section 2.4.2 for more details on the IANA functions.
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of the availability, confidentiality and integrity3 of information and its underlying
infrastructure so as to preserve the security of persons both online and offline" [21, 221.
These three definitions not only have different scopes but they entail very different and
even conflicting priorities. Furthermore, secure routing, spam, critical infrastructure
security, online child safety, data protection, and the security of human rights online
are all topics that are considered relevant aspects of cyber security by some groups
and probably as out of scope by others.
As different actors approach cyber security from varying perspectives, their concerns and priorities are different and many times conflicting, making coordination
efforts more difficult and hindering the understanding of the consequences of the
different policies and measures for the broad Internet ecosystem and society.

1.3

Previous works

This work builds on previous studies of particular sets of institutions whose mission
includes cyber security. Choucri, Madnick and Ferwerda [14] provide a census and
description of the institutions-in-place for cyber security and "institutional responses
to cyber threats and cyber crime" [14, p. 97]. The inclusion criteria were based on
the data provision of the institutions and the coordination responsibility "based on
formal mandates issued by recognized international or national bodies." The authors
found about 50 organizations including CERTs, International entities, US national
entities, Non-US national entities, non-profits and private sector. However, many
organizations that play a role in cyber security were not necessarily mandated by a
recognized international body. For instance, Apple's decision to let users know when
an app wants to access their location information is a significant step towards giving
users more control of their data and it was not mandated by any recognized body.
Similarly, institutions such as the World Wide Web Consortium (W3C) that play a
main role in security standards for the web were not part of the list.
In 2013, the Center for Democracy and Technology (CDT) realized the term cy3

as defined by ISO 27000 standard.

23

ber security encapsulated too many different topics and decided to "unpack" it by
describing assets, attacks, attackers and consequences [23]. The document also reviews governmental and non-governmental solutions such as criminal law and business
practices used to limit the harm of cyber attacks. It also points out human rights
consideration that should be taken into account for the different solutions such as
de-identification of data and narrowly defining computer crimes.
Mulligan and Schneider discuss of previous doctrines of cyber security and why
they have failed. They compare public cyber security policy with public health policy
to analyze what could be measures of a public cyber security doctrine. However, they
do not focus particularly on the institutions

[24].

Other works study specific institutional environments related to cyber security. By
analyzing the feasibility and utility of international cooperation and agreements to
enhance cyber security, Clark, Sofaer and Whitfield

[25]

identify organizations that

play a main role in the convergence of international cyber security aspects. They
conclude that there are several areas covered by cyber security such as intelligence
collection or privacy where international agreements seem unlikely. Hence no institution plays a major role at an international level there, and the institutional landscape
relevant to those topics is not clear.
Moreover, in the few last years, international organizations have published documents where they explain the role of different bodies in national strategies for cyber
security. In 2012, the OECD published a description of the existing national strategies of OECD countries covering cyber security and the institutions in charge of
implementing them

[2].

The study includes a specific chapter describing the cyber

security efforts of the European Union. Although it mentions some public-private
partnerships, it mainly describes the role of international and governmental institutions in cyber security. Similarly, the Organization of American States (OAS) [261
published the results of a survey conducted in January 2015 among 20 OAS member
states about cyber security of critical infrastructure. This work provides information
about the institutions involved in critical infrastructure protection and defense in the
Americas. It is interesting to note that these international organizations acknowledge
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the fact that the definition and the scope of cyber security varies across countries,
although they have similar elements such as critical information infrastructure and
resilience against cyber threats. Finally, Purser [17] describes the complex institutional ecosystem of standards for cyber security, reviewing in particular the initiatives
of the European Union in this field in 2014.
The different parts of the institutional landscape these texts lay out are used as a
starting point of the institutional analysis.

1.4

Thesis outline

The rest of the thesis is organized as follows.

Chapter 2 describes the methods

used in the different steps of the analysis and clustering, and gives the background
of the Internet Governance Forum of 2014, which transcripts were used to extract
institutions' names from cyber security discussions between the attendees. Chapter 3
resents the proposed framework and describes the institutions in each of the clusters
organized by dimension. Chapter 4 discusses the results of the institutional study of
organizations using the framework and the relation between institutions depending
on the different studied factors. Chapter 5 presents the conclusions.
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Chapter 2
Methods
The methods to study cyber security institutions had three main steps that are depicted in Figure 2-1: (1) building the dataset of institutions, (2) extracting meaningful
clusters of institutions from the dataset to build a framework, and (3) analyzing institutions using the framework.
This chapter describes these three steps in detail and then provides an overview
of the Internet Governance Forum of 2014, which transcripts were used to extract
institution names from cyber security discussions. We define two ways in which an
institution can shape internet security:
1. the institution significantly influences the security of internet users' experience,
2. the institution is actively participating in the cyber security ecosystem.

For

instance, many private actors are publishing reports based on the information
they have access from their own data or organizing workshops to discuss particular issues.
Institutions that comply with one or both of these specifications are included in
the dataset.
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Figure 2-1: Graphical representation of the methods used for this study.
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2.1

Building the dataset

To study the institutional landscape of cyber security, the first step was to build
the dataset of institutions. We wanted to capture institutions of different and varied
nature that play a role in cyber security and are shaping internet security.
Three different sources contributed institution names to the dataset:
(a) existing cyber security policy literature,
(b) government and international organizations publications,
(c) institutions mentioned in cyber security discussions from Internet Governance
Forum transcripts.
As mentioned in section 1.3, a few previous studies listed institutions involved
in cyber security.
and Diffie

[251

The main contributions came from three works. Sofaer, Clark

discuss the feasibility of international agreements and cooperation to

enhance cyber security, mentioning the institutions that could and should be involved.
Choucri, Madnick and Ferweda

[14]

describe institutional responses to cyber threats

and cybercrime, focusing on the data availability and coordination responsibility of
institutions. The Center for Democracy and Technology [23] worked on 'unpacking'
the term 'cybersecurity' in different types of threats and possible solutions, listing
the actors involves in each case.
Additionally, in the last few years, governments and international organizations
have published documents summarizing cyber security and digital strategies that describe the role of different institutions in their state or member states. Major contributions came from United States and European Union agencies' publications as well
as from the Organization for Economic Co-operation and Development (OECD), the
Organization of American States (OAS) and the United Nations (UN) international
reviews [2, 17, 26, 27, 28].
After studying previous works and public sector publications, we realized that
there was a major gap in terms of private actors that play relevant roles in cyber
security. Indeed, as explain in 1.2.2, most of the Internet infrastructure, hardware and
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software that enable users' experience are in the hands of private actors. Therefore, it
is key to understand companies and not-for-profit organizations' role and involvement
in securing the internet. The challenge is to select these private actors.
We extracted institution names from IGF 2014 discussions because it was a venue
where many different institutions from the public and private sectors from around the
world gathered to discuss Internet Governance after events that significantly increased
cyber security awareness.

Indeed, the Snowden leaks in the second half of 2013

and the announcement that the US intended to transfer the Internet and Domain
Name System core functions (the IANA functions) to the global multistakeholder
community in early 2014 briskly increased government and private sector's interest
and involvement in cyber security. Companies and not-for-profit organizations, as well
as governments and international institutions, that participated in these debates are
as a matter of fact actively participating in shaping the internet. Even the ones that
are only mentioned by other parties are probably notably influencing the ecosystem.
Section 2.4 describes in more detail the history of IGF, the specific context of IGF
2014 and gives a general overview of the attendees, and main topics discussed in its
136 sessions, from where the organization names were extracted.
To focus on the institutions related to cyber security, we extracted entity names
of organizations in paragraphs talking about cyber security from the transcripts of
IGF meetings in 2014 that are available online. Appendix A. 1 explains in more detail
the natural language processing algorithms used. All the institutions captured from
the transcripts were considered but only the ones that are shaping internet security
according to the criterion explained above were included in the dataset.
For each institution in the dataset, we used their webpage and available publications to capture the language they used to describe their activities and what they
are doing related to cyber security to include this information in the dataset. This
was an iterative process since this information changed sometimes the assessment of
whether the institution was influencing internet security or made it clear that it was
collaborating with another organization that should be included in the dataset. We
looked for:
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"

The type of organization: is it a governmental, international, not-for-profit,
for-profit organization?

" The role of the institution: is it a forum, a provider of software, hardware or
services, an operator, etc?
" The relationship to cyber security: what is the organization doing relevant to
cyber security?
* The date of creation: date of creation of the main organization behind working
and research groups and initiatives in cyber security.
Using the three sources described above, we built a dataset of 124 institutions
with the description of their activities and role in general and specifically for cyber
security. The list of institutions can be found in Appendix B. The next step was to
explore the data to extract meaningful clusters from similarities between institutions.

2.2

Clustering institutions

To explore the data and discover underlying structures and similarities between institutions and their work, we ran clustering algorithms on the dataset. After trying
different algorithms such as k-means and Suffix Tree Clustering (STC), the Lingo
algorithm was selected as its clusters better represented distinctive characteristics of
institutions. Appendix A.3 describes in more detail the algorithm used.
The list of clusters provided by the algorithm was reviewed to check that they
corresponded to distinctive and interesting characteristics of organizations. A few
clusters were grouped together as they were capturing a similar aspect that was described in different words or was very small and could be represented in a higher level
cluster with more institutions. For instance, the cluster that captured institutions
participating in ISO cyber security standards was included in the more general 'Security Standard' cluster, and the Asia-Pacific, Latin America and Africa geographic
clusters were grouped in the 'Other Regions' cluster as each of them only had a few
institutions.
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The classification of institutions was reviewed to assess if other institutions of
the dataset should be associated with the cluster. Since the Lingo algorithm focuses
on frequency of phrases, some activities of institutions were not captured and about
35% of institutions were added to a second or third cluster that corresponded to a
characteristic that was not detected by the initial classification.
The final list included 24 clusters highlighting specific characteristics of the institutions that were categorized in four dimensions depending on the cl-uster description:
the cyber security aspects institutions were focusing on, the activity sector of the institutions, the geographical region of the institutions and specific characteristics of
the institutions mode of operation.
Additionally, a fifth dimension was added to capture the governance of institutions:
government agency, treaty organization, for profit or not-for-profit private actors.
This classification was manually obtained, since it is a classical categorization of
institutions. The final step was to use this framework and clustering to analyze the
whole body of institutions.

2.3

Analysis of clusters and institutions using the
framework

We analyze the results of the clustering by looking at the institutions in different
clusters and also studying the relationships between the clusters in different dimensions, exploring how institutions in clusters from one dimension are classified in other
dimensions. Additionally, we studied the institutions that were not classified in any
cluster in some dimension, looking to understand why there is no specific cluster
that represents their characteristic, examining in particular categories that are over
or under-represented in the different clusters. Finally, we considered how institutions
that were not in the dataset could be studied and fit in the ecosystem using the
framework.
Chapter 3 describes each cluster and the institutions that are classified in it, and
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chapter 4 focuses on the relationships between clusters in different dimensions.

2.4

Internet Governance Forum 2014

The Internet Governance Forum (IGF) is a venue where governments, the private
sector, the Internet governance organizations, the technical community, the civil society and the broader international community gather to discuss global internet policy
issues, since its first meeting in 2006. In this four-day long forum, stakeholders participgte in workshops and main sessions, and engage in the discussion of topics relevant
to their organizations, independent of their organizations' primary missions or roles
in the Internet ecosystem.

In the 2014 meeting, cyber security was mentioned in

over two-thirds of the sessions such as the one focusing on cyber security for top-level
domains, the one on advancing Internet environment including IPv6 deployment, and
the one on the Internet of Things policy challenges. This chapter will discuss the
history of IGF and the specific timing of the 2014 meeting, and give general analysis
of the attendees and the main topics of 2014.

2.4.1

The history of IGF

The Internet Governance Forum was born from the second phase of the World Summit on the Information Society (WSIS) held in Tunis in 2005 and organized by the
UN. In both WSIS phases (Geneva 2003 and Tunis 2005), many controversies about
public policies relating to the global Internet network became apparent. To promote
an internationally open and inclusive approach, the Secretary-General of the UN convened "a new forum for multi-stakeholder policy dialogue": the Internet Governance
Forum (IGF) [29].
The mandate of IGF is to be a place for discussion of Internet governance public
policy for "the sustainability, robustness, security, stability and development of the
Internet," and facilitate the exchange on "issues that do not fall within the scope of
any existing body" [30]. Since 2006, an IGF meeting has been held every year, always
including attendees of all continents representing civil society, the private sector,
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governments, inter-governmental organizations, and the technical community [31].
The main agenda and program of IGF meetings are defined by the Multistakeholder Advisory Group (MAG). Members of the MAG are appointed by the UN
Secretary-General for one year that is automatically renewed twice.

At least one-

third of the MAG membership changes every year j32].
An iterative and rolling process of open consultation to all communities overseen
by the MAG is used to develop the annual IGF meeting program. Regional and National IGF meetings are held throughout the year to help prepare the global venue

[33]. The MAG organizes the "main sessions" and all communities can submit workshop proposals on topics they consider related to the main themes discussed in the
annual meeting.
The annual meetings can also be joined through remote hubs, and after the meeting is ended, videos and transcripts of sessions are available on the IGF webpage.

2.4.2

The background of IGF 2014
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Figure 2-2: Timeline of relevant events before IGF 2014

A very particular set of events, shown in Figure 2-2, fed the 2014 meeting of the
Internet Governance Forum. In the summer of 2013, Edward Snowden, a former contractor of the National Security Agency, revealed the extent of several US intelligence
collection programs. He leaked confidential documents to journalists who then published about the different programs throughout the summer. On September
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8 th

2015,

Glen Greenwald published in a Brazilian newspaper parts of the leaked documents
that revealed the US had spied on Brazilian companies such as the oil giant Petrobras

[34, 351. Shortly after, in her speech at the opening of the United Nations General
Assembly, Brazilian President Dilma Rousseff publicly blamed the US government,
demanded that the UN play a "leading role" in the global system to regulate the Internet and announced that Brazil would present a proposal of a multilateral framework
to govern the Internet [36].
In October 2013, ICANN CEO Fadi Chehade traveled to meet with Brazilian
president Rousseff to discuss her proposal and advocate for a multistakeholder approach, independent from UN oversight. In their meeting they agreed to organize a
global conference to have internet governance issues discussed in a multi stakeholder
meeting with representatives of different governments and of the Internet governance
and technical community

1371.

NETmundial, the Global Multistakeholder Meeting

on the Future of Internet Governance, was announced in November 2013. It was held
on April

2 3 rd

and

24 th,

2014 in Sao Paulo, organized by the partnership of the Brazil-

ian Internet Steering Committee and the Inet Coordination Committee, a group of
volunteers that represent multiple stakeholders of the Internet community [38, 391.
IGF 2013 was held in December 2013, with its sessions and workshops continuing the
debate on the future of Internet governance [40].
In March 2014, the National Telecommunication and Information Administration
(NTIA) of the US Department of Commerce (US DOC) announced its intent of
transferring its Internet functions to the global multistakeholder community [411.
NTIA's current role in the Internet is authorizing changes to the authoritative root
zone file of the Domain Name System (DNS) that contains the records of the toplevel domains (TLDs). As explained in section 1.2.2, the NTIA also oversees the
IANA function management, which is currently being performed by ICANN under a
contract with the US DOC. The IANA functions in the global Internet are 142]:

1. the operation and management of change requests to the authoritative root zone
file of the DNS,
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2. the global coordination of the Internet numbering resources, and
3. the maintenance of the central repository for protocol registries.
The outcome of the Netmundial meeting in April 2014 was the Netmundial Multistakeholder Statement

[43],

which advocates for a stronger role of IGF meetings,

focusing on promoting worldwide discussions. IGF 2014 was specifically mentioned
as the next venue to keep discussing the roles and responsibilities of different stakeholders as well as the relationship with jurisdictional issues.
With all these changes in the Internet governance ecosystem and uncertainties
about the capabilities of the different actors, cyber security became crucial for the
different players.

2.4.3

The attendees of IGF 2014

IGF 2014 was held in Istanbul, September 2 "d -5th,

and over 2,400 people attended

the 4-day-long meeting. The attendees came from all over the world and represented
the different stakeholders of Internet governance and the larger internet ecosystem

[44]. Indeed, although IGF is organized in an effort lead by the UN, almost a quarter
of the attendees come from the private sector, approximately the same as the number
of government representatives. Additionally, most attendees declare to represent the
'Civil Society'. In fact, most academics attending IGF are part of that group, the
'Technical Community' being mostly people from the institutions involved in Internet
governance such as the Internet Society (ISOC), Regional Internet Registries (RIRs)
and National Interconnection Centers (NICs). Figure 2-3 shows the distribution of
attendees by sector. Looking more specifically at government representatives, most
came from Asia, as shown in Figure 2-4. Indeed, as IGF 2014 was held in Istanbul,
it was probably easier for those government representatives to participate.

2.4.4

IGF 2014 main topics

The overarching theme of the 2014 meeting of IGF was "Connecting Continents for
Enhanced Multistakeholder Internet Governance"
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[45].

The meeting had 136 different
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Figure 2-3: Distribution of IGF 2014 attendees per sector.

sessions. between main sessions and workshops. In total this represented over 200
hours of meetings and more that 2.000 pages of transcripts that are available online
at 1461.

The sessions and workshops covered different topics relevant to the main

theme.

As a summary, figure 2-5 depicts a cloud of the most used words in IGF

2014. where the font size is proportional to the number of times a word appears in
the transcripts.

All the words in this cloud appear over a thousand times in the

transcripts, which makes them words that were present in most if not all sessions.
For instance, the noun name does not appear in this picture because although all
panelists, organizer. active speakers present themselves before talking in each session.,
it was used only about 800 times. Therefore. even though Security appears as a small
word in comparison with Internet and People, it is significant that it makes it into
this group.
IGF 2014. being a venue where government, the private sector, Internet governance organizations and civil society representatives from all over the word gather

to exchange views about relevant topics for the global internet ecosystem, provides
significant insight into what institutions are doing and which topics are important
and timely for cyber security.
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Chapter 3
Institutions shaping Cyber Security
This chapter focuses on the 124 institutions in the dataset we built. Appendix B
has the full list of institutions with the cluster of each of them, and Appendix C
has the links to the main source of information about the institution itself. Specific publications used are referenced in the text. Using the procedure described in
Section 2.2 and Appendix A.3, institutions are classified into 28 different clusters corresponding to distinct characteristics of the institutions and their work. The clusters
are then organized in five dimensions capturing the different topics of the clusters:
cyber security aspects, activity sectors, jurisdictions, institutional characteristics and
governance types'. Figure 3-1 shows the five dimensions and the clusters in each of
them.
The clusters of institutions are based on similarities between institutions' role in
general and their approach and work on cyber security, to organize the landscape
and bring more insight about the role each institution is playing. This chapter will
first introduce general findings about these institutions, to then go cluster by cluster
describing the institutions in them. Except for the governance type dimension, not all
124 institutions are classified in at least one cluster in each dimension. For instance,
the scope of the work the Internet Society (ISOC) is doing in cyber security is broad
enough that ISOC is not classified in any cyber security aspect cluster. Additionally,
1In this context, governance refers to the way institutions are themselves governed, not to the

governance of the Internet or cyber security.
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institutions may be part of two or more clusters within the same dimension, except
for governance and jurisdiction where the clusters are mutually exclusive.

As an

example, PayPal, the popular online payment system, is in the online service and
financial sector cluster, in the activity sector dimension.
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Figure 3-1: Framework of institution clusters organized by dimensions.

In this chapter, we will first give a general overview of the institutions using the
governance dimension and then describe all the institutions in every cluster in each
of the four other dimensions.

3.1

The diverse governance of cyber security institutions

The institutions we found in the cvber security ecosystem have very different natures.
One of the aspects that, differentiate them is the type of governance: they can be a
not-for-profit organizations such as the industry consortium M3AAWG : Messaging,
Malware, Mobile Anti-Abuse Working Group, for-profit private actors such as Google,
international organizations based on a treaty such as the Organization of the American
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Figure 3-2: Institution counts per governance type: private sector institutions in red
and public sector institutions in blue.

States (OAS), or part of a government, 2 such as an intelligence agency or regulatory

body.
As mentioned in 2.2, clusters in the governance type dimension were added manually as they are based on an intrinsic characteristic of the institutions and only
required diligent research. In fact, some institutions do not explain their governance
upfront in their public documents and webpage.

For instance, the Internet Engi-

neering Task Force (IETF) is a not-for-profit organization as it is housed in ISOC, a
not-for.profit organization too.

Additionally, there are not-for-profit organizations,

specially in Europe, that work very closely with governments and act almost as
government agencies.

For example, the European Committee for Electrotechnical

Standardization CENELEC is a not-for-profit organization that was designated as
a European Standard Organization by the European Commission and works closely
with other European standardization bodies to support the development of a single
European market.
Figure 3-2 gives a general overview of the distribution of the different types of
governance across institutions in the dataset.

The four governance types are well

represented, with private actors playing a major role in cyber security. Indeed, more
2

In this context, the European Union agencies and bodies established by the European Union
or the European Council are considered as government organizations and not treaty organizations,
unless they are clearly based on a treaty document.
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than half the institutions found are private, whether for-profit or not-for-profit organizations.
The next sections of this chapter dive into the institutions in the different clusters of each dimension, starting with cyber security aspects, then activity sectors,
jurisdictions and finally the institutional characteristic dimension. The governance
type is mentioned as institutions are described and is used to group different types of
institutions in each cluster. In addition, in Chapter 4, the governance of institutions
is one of the analysis vectors of the clusters' differences within the dimensions.

3.2

Cyber security aspect dimension

The cyber security aspect dimension groups clusters that capture the areas of cyber security the institutions in the dataset are focusing on: Computer Emergency
Response, Computer Security, Cybercrime, Cyber Defense, Cyber Security Research,
Data Protection, Data Security, Network Security and Security Standards. Institutions in any of these clusters are associated with the specific topic of the cluster by
-

what they are doing related to cyber security. As an example, Intel Security Group

McAfee3 is in the Computer Security cluster because it specializes in computer security software and is one of the largest anti-virus companies [47, 48]. In addition, if an
institution does not have a specific area of focus in cyber security, such as ISOC, it
will not be in any of these clusters. Of the 124 institutions found, 91 can be classified
into at least one cluster of this category.

3.2.1

Computer Emergency Response

The Computer Emergency Response aspect is dominated by Computer Emergency
Response Teams (CERTs), which have steadily emerged since the creation of the first
CERT (now CERT/CC) in 1988 at Carnegie Mellon University (CMU) to coordinate
the responses to the Morris worm incident 4 . Sometimes called Computer Security
3
4

Intel bought McAfee in 201, forming Intel Security Group - McAfee
The Morris worm was one of the first computer worms to be spread across the Internet.
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Institution
US-CERT : United States Computer Emergency
Readiness Team
ICS CERT US Industrial Control Systems Cyber
Emergency Response Team
aeCERT
CERT-EU: Computer Emergency Response Team
European Union
CERT/CC : CERT Coordination Center
FIRST: Forum for Incident Response and Security
Teams
TF-CSIRT : Task Force CSIRT
FS-ISAC : Financial Sector Information Sharing
and Analysis Center
AP-CERT : Asia Pacific Computer Emergency Response Team
IMPACT : International Multilateral Partnership

Created in
2003

Governance
Government

2003

Government

2007
2012

Government
Government

1988
1990

Not-for-profit
Not-for-profit

2000
1999

Not-for-profit
Not-for-profit

2003

Treaty Organization

2008

Treaty Organization

Against Cyber Threats

Table 3.1: List of computer emergency response institutions in the dataset.
Incident Response Teams (CSIRTs), these teams are a group of experts in charge of
computer security incidents for their organization. CERTs also keep track of incidents
and share that information with other CERTs.
At a global level, there are over 400 CERTs, as many public and private organizations have a CERT. In this list, we only included the ones that are playing a larger
role than just collecting cyber threats information for their organization. As a result,
there is no CERT in the list that is housed in a for-profit organization, although
most large companies currently have at least one in-house CERT or CSIRT group.
Table 3.1 lists the CERT teams included in the dataset: four CERTs are part of a
government, four are not-for-profit organizations and one is based on a treaty.
The US-CERT and ICS CERT are both part of the US government, housed in
the Department of Homeland Security (DHS), but play different roles.

The US-

CERT coordinates cyber security information sharing at a national level, leading the
US cyber security posture and exchanging information with foreign partners. The
ICS CERT is the US Industrial Control Systems Cyber Emergency Response Team,
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focusing on control systems related incidents and shares information between Federal
and State government agencies and companies in the critical infrastructure sector,
working with their CERTs.
The aeCERT is the United Arab Emirates Computer Emergency Response Team.
It is housed in the UAE Telecommunications Regulatory Authority and along with its
national coordination and information sharing responsibilities, it offers training, promotes awareness and the establishment of sectorial CSIRTs, and assists local authorities in the development cyber security laws. It collaborates with other organizations
in the region to promote regional events related to cyber security.
The CERT-EU is the Computer Emergency Response Team for the European
Union institutions, agencies and bodies, sharing information and providing analysis
and research of cyber incidents. Additionally, it publishes guidelines for data acquisition and notifications, in accordance with the EU Data Protection Directive.
The CERT/CC mentioned at the beginning of this section, is housed in the Software Engineering Institute at CMU and is a leading institution for cyber security,
taking a comprehensive approach for improving security of computer systems and
network through cyber security research, coordination and training.
Equally important, there are several global, regional and sectorial networks that
connect CERTs and CSIRTs to share best practices, tools and enable trusted communications between teams. The Forum for Incident Response and Security Teams
(FIRST) is a generic international network of CERTs with a membership of over
300 teams from all continents. Similarly, Task Force CSIRT (TF-CSIRT) is a network for teams in Europe and neighboring regions, with over 250 members. The
AP-CERT is a network for teams of the Asia-Pacific region that have been founded
by governments or leading not-for-profit organizations in the region. The International Multilateral Partnership Against Cyber Threats (IMPACT) is a public-private
partnership against cyber threats. It partners with the ITU to enhance the global
community's capabilities in dealing with cyber threats. Finally, the Financial Sector
Information Sharing and Analysis Center FS-ISAC is a not-for-profit organization
established by the financial sector in response to a US Presidential Directive in 1998
44

w""

dA

to share cyber threat information and analysis, with over 6,000 members that are
part of the financial critical infrastructure sector around the globe.

3.2.2

Computer Security

The computer security cluster is composed of the private actors in the dataset that
have responsibilities with respect to computer security or that focus on securing computers. Table 3.2 shows the 6 companies of this cluster. There are four hardware and
software manufacturers and two computer security software companies.
Lenovo 5 and Hewlett Packard are the two of the main manufacturers of personal
computers and notebooks [49] and Intel is the leading microprocessor manufacturer
with over three quarters of the marketshare [50]. These companies are among the
oldest computer companies in the world and their products are available globally.
Therefore, the security of these products has a great impact on final user's security.
Microsoft Corporation operating system Windows is the number-one operating
system by market share in desktops and notebooks globally, and its vulnerabilities
have had a massive impact on computer security. In fact, approximately ten years
ago Microsoft started developing its own anti-virus software to offer more security to
its users. Currently, Microsoft Security Essentials and Windows Defender together
are the most employed anti-virus software.
Finally, Symantec and Intel Security Group - McAfee6 are other two leading antivirus companies that offer computer, network and data security solutions for managing security in individual devices and large networks. Using their capabilities and
access to information, these companies publish public reports on cyber security issues.
Other computer manufacturers such as Apple and Dell could be part of this group,
although their market share is less relevant than Lenovo and HP. Similarly, additional
software security companies such as Avast and AVG could be added.
5 The personal computer business of the American company IBM was bought by the Chinese

company Lenovo in 2005. Lenovo now has two headquarters: Beijing in China and Morrisville, NC
in the US.
6
McAfee Inc was bought by Intel in 2011 and is now known as Intel Security Group - McAfee.
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Institution

Created in
2005
1939
1968
1975
1982
1987

Lenovo
HP: Hewlett Packard
Intel
Microsoft Corporation
Symantec
Intel Security Group - McAfee

Governance
For profit
For profit
For profit
For profit
For profit
For profit

Table 3.2: List of institutions of the dataset working on computer security.

3.2.3

Cybercrime

Cybercrime is a cyber security aspect that is dominated by public sector institutions
in the dataset, with seven institutions part of a government, nine treaty based organizations and only three not-for-profit private actors. Table 3.3 lists the institutions
in the dataset that are part of the cybercrime cluster.
In this cluster there are many US government and European institutions. The cyber crime effort in the US is distributed among different agencies: the Secret Service,
the Department of Justice, the Federal Bureau of Investigation, the Internet Crime
Complaint Center (IC3), and the Department of Homeland Security. Additionally,
the National White Collar Crime Center (NW3C) is a not-for-profit organization that
supports US law enforcement agencies in preventing, investigating and prosecuting
economic and high-tech crime. The specific role of these agencies is further developed in section 3.4.1 dedicated to US government institutions. Similarly, there are
many institutions in Europe that support the fight against cyber crime: the Council
of Europe, the European Police Office EUROPOL, the EU Directorate General for
Migration and Home Affairs, and the European External Action Service. Again, the
role of these institutions is described in more details in section 3.4.2. As most of the
largest global companies in the Internet ecosystem are based in the US and Europe
and many countries around the globe have agreements and cooperate with one or
both of them, the policies and capabilites of these institutions influence significantly
the cyber crime effort globally. Additionally, many of these organizations publish
reports and announcements or offer training related to cyber crime issues.
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Institution
Secret Service
DoJ : Department of Justice
FBI : Federal Bureau of Investigation
IC3 : Internet Crime Complaint Center
DHS : Department of Homeland Security
DG HOME: EU Directorate General for Migration
and Home Affairs
EEAS : European External Action Service
INTERPOL : International Criminal Police Organization
OAS : Organization of American States
ASEAN : Association of South Asian Nations
G7 : Group of Seven
EUROPOL : European Police Office
African Union
Council of Europe
The Commonwealth
SCO : Shanghai Cooperation Organization
NW3C : National White Collar Crime Center
LacTLD : Latin American and Caribbean ccTLDs
Association
APWG : Anti-Phishing Working Group

Created in
1865
1870
1908
2000
2002
2010

Governance
Government
Government
Government
Government
Government
Government

2011
1923

Government
Treaty Organization

1948
1967
1975
1999
1999
2001
2011
2001
1992
1998

Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Not-for-profit
Not-for-profit

2003

Not-for-profit

Table 3.3: List of cybercrime institutions of the dataset.

Additionally, there are many global organizations that play a role helping law enforcement and enhancing collaboration between agencies of different countries. The
International Criminal Police Organization INTERPOL has a Fusion Center as part
of its research and development efforts for cooperation on digital crimes investigations
between its 190 member countries. The Organization of American States coordinates
a cooperation portal and working group on international cybercrime to support the
cybercrime effort of its 35 American member states. ASEAN, the Association of
South Asian Nations, has also established a working group on cyber crime as part
of its transnational crime initiative between its 10 member states. The 54 member
states of the African Union adopted the African Union Convention on Cyber Security
and Personal Data Protection in June 2014 that lays out a framework for collabo47

rating and cooperating in many topics related to cyber security including cybercrime
[51]. The Group of Seven, which brings together the seven more industrialized countries, also has an evolving framework for transnational cooperation on cybercrime.
The Shanghai Cooperation Organization has developed common principles between
its six member states for combating cybercrime.

The Commonwealth houses the

Commonwealth Cybercrime Initiative, which supports the 53 member states in the
cybercrime effort through capacity building and cooperation with private actors

[52].

Finally, the Latin American and Caribbean ccTLDs Association support and gives
training to regional government agencies in cyber security related topics including
cybercrime.
The last institution in this group is the Anti-Phishing Working Group, which is
global not-for-profit worldwide coalition working for a global response to cybercrime.
It has a membership of over 1800 organizations including industry, government law
enforcement agencies and non-governmental organizations.

3.2.4

Cyber Defense

The cyber defense cluster groups institution in the dataset that have responsibilities
to defend countries' critical infrastructure, government networks and other national
interest from cyber threats. Table 3.4 lists the four institutions of this cluster.
In the US, the Department of Defense and the Cyber Command are in charge of
US national security and defending US interests against cyber threat. The European
Defense Agency is defense cooperation body reporting to the Council of Europe. It
has a cyber defense group focused on defense capabilities, research and technology
against cyber threats.

Finally, the military and political alliance North Atlantic

Treaty Organization has cyber defense as a core task of collective defense and funds
the NATO Cooperative Cyber Defense Centre of Excellence.
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Institution
DoD : Department of Defense
EDA: European Defense Agency
US Cyber Command
NATO : North Atlantic Treaty Organization

Created in
1789
2004
2010
1949

Governance
Government
Government
Government
Treaty Organization

Table 3.4: List of cyber defense institutions of the dataset.

3.2.5

Cyber Security Research

The cyber security research cluster is for institutions in the dataset that explicitly
mention their cyber security research activities in their publication or webpage. The
five not-for-profit institutions in this cluster are listed in table 3.5.
European Commission Joint Research Center and European Union Institute for
Security Studies are two research organizations that support the European Commission policy-making effort in diverse areas including cyber security policy. See section
3.4.2 for more details.
As mentioned in the computer emergency response cluster description (section
3.2.1), the CERT/CC was founded at Carnegie Mellon University and is a leading
institution for cyber security research in national security, homeland security, and
critical infrastructure protection, working with many US government agencies.
CAIDA, the Center for Applied Internet Data Analysis, is a research center at
University of California San Diego that focuses on global Internet infrastructure.
It is currently developing tools to monitor, and model critical cyberinfrastructure,
sponsored by the DHS.
Finally, the Gobal Institute for Cybersecurity + Research is a public-private partnership focused on critical infrastructure resilience through research and international
and multi-sector collaboration. It organizes the Global Forum to Advance Cyber Resilience that brings together different US government agencies, private sector representatives, security experts and international partners.
There are probably many more research centers and institutions doing cyber security research but that data should be collected differently. However, this short list of
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Institution
EC JRC : European Commission Joint Research
Center
CERT/CC : CERT Coordination Center
CAIDA : Center for Applied Internet Data Analysis
EUISS: EU Institute for Security Studies
GICSR: Global Institute for Cybersecurity + Research

Created in
1961

Governance
Not-for-profit

1988
1997

Not-for-profit
Not-for-profit

2002
2010

Not-for-profit
Not-for-profit

Table 3.5: List of cyber security research institutions of the dataset.
Institution
FTC : Federal Trade Commission
DG JUST: EU Directorate General for Justice and
Consumers
EDPS : European Data Protection Supervisor
KISA: Korean Internet and Security Agency
Ministry of Administration and Digitization of
Poland
World Trade Organization
African Union
LAP : London Action Plan
DSCI: Data Security Council of India
SafeNet - Gemalto

Created in
1914
1999

Governance
Government
Government

2004
2009
2011

Government
Government
Government

1995
2014
2004
2008

Treaty Organization
Treaty Organization
Not-for-profit
Not-for-profit

1983

For profit

Table 3.6: List of institutions of the dataset covering data protection.
institutions shows that institutions need cyber security research to better understand
its impact and possible policy paths.

3.2.6

Data Protection

The data protection cluster groups institution that focus mainly on end-user personal
data protection. As a result, most of the institutions in this cluster are from the
public sector, with five government agencies, two treaty organizations, a not-forprofit international network for spam control and only one for-profit organization, an
information security company. The organizations are listed in table 3.6.
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In this cluster there are local and regional agencies that are leading efforts and
initiatives setting data protection frameworks. The US Federal Trade Commission
and the European Data Protection Supervisor are the respective enforcers of the US
and European Union users data protection legislation including the internet ecosystem. Additionally, the EU Directorate General for Justice and Consumers is in charge
of defining the framework for personal data protection in the EU. The Ministry of
Administration and Digitization of Poland is leading the country effort in digital development and created a Council for Digitization, a multistakeholder body responsible
for digital policy covering online privacy and data protection. Similarly, one of the
main tasks of the Korean Internet and Security Agency is to enhance information
security for Korea's safety. It operates the Personal Infringement Report Center and
the Illegal Spam Response of Korea and partners with the local ICT industry and
international organizations. It publishes reports on the Korean Internet

153].

As men-

tioned in 3.2.3, the African Union's 54 member states adopted a Convention on Cyber
Security and Personal Data Protection that lays out common security and privacy
rules for e-commerce and the digital space. The Data Security Council of India is
an industry body housed in the not-for-profit National Association of Software and
Services Companies in India that works with government and think tanks to develop
data protection frameworks and best practices in privacy and security.
At a global level, the World Trade Organization is the global international organization for setting rules of trade between nations.

It has a working group on

international trade and Internet privacy and data protection covering different industries. And the London Action Plan is global public-private partnership of law
enforcement and data protection agencies and the private sector for international
spam enforcement cooperation with member of over 30 countries and partnering with
other international organizations.
Finally, SafeNet - Gemalto 7 is an information security company that offers data
protection product suites compliant with the General Data Protection Regulation in
7

The American information security company SafeNet was bought by the Dutch company
Gemalto in 2011.
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Institution
IBM : IBM Corporation
Symantec

Created in
1911
1982

Governance
For profit
For profit

SafeNet - Gemalto

1983

For profit

Intel Security Group - McAfee
Amazon

1987
1994

For profit
For profit

Armor

2009

For profit

1919

Government

2002
2004

Government
Government

2009
2009
2010

Government
Not-for-profit
Not-for-profit

-

FireHost

GCHQ : Government Communications Head
Quarters UK
DHS : Department of Homeland Security
ENISA : European Union Network and Information Security Agency
Korean Internet and Security Agency
British Business Federation Authority
ODCA: The Open Data Center Alliance

Table 3.7: List of institutions in the dataset working on data security.
Europe. It is the only private information security company in the dataset linking its
data security technologies with data protection frameworks.
The next cluster, data security, is very close to this cluster but the focus is on the
tools and technology instead of the final user protection.

3.2.7

Data Security

The data security cluster is for institutions in the dataset that work on or support
the effort of developing tools and technologies to secure data. In contrast with the
data protection cluster, these organizations put forward the technologies or standards
that allow them to secure data instead of defining the minimum protection required
by the end user. Table 3.7 lists the organization in this cluster.
There are six companies in the dataset that work on data security. IBM Corporation is one of the oldest hardware and software providers. It sold its personal
computer business in 2005 to focus on software based services, such as business analytics, cloud computing and IT infrastructure security. It offer multi-platform data
security services. Symantec and Intel Security Group are two leading antivirus com52
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panies, mentioned in 3.2.2, that offer computer, network and data security software
and services. SafeNet - Gemalto is an information security company, mentioned in
3.2.6 that offers data protection products compliant with the General Data Protection
Regulation in Europe. Armor - FireHost8 is a leading security provider for securing
cloud computing platforms and services. Amazon is a major e-commerce and cloud
computing company that started offering data security services for companies using
its cloud platform AWS. Through their market share and innovative solutions, these
companies are at the edge of what can be accomplished to secure data on the internet
ecosystem.
In this cluster there are also the government agencies responsible for the security
of information, communications and critical infrastructure in their country. The Government Communications Head Quarters (GCHQ) is the British agency responsible
for the security of communications and electronic data for the government and the
public sector. The Department of Homeland Security (DHS) is in charge of the security of US critical infrastructure and information systems. Similarly, the European
Union Network and Information Security Agency is the agency in charge of network
and information security in the European Union. And the Korean Internet and Security Agency, mentioned above in the data protection cluster, is also in charge of the
security and reliability of information systems used by the government services.
Finally, there are two not-for-profit organization that are working on frameworks
and standards for data security.

The British Business Federation Authority is a

not-for-profit that was founded in the UK to develop a framework for information
security between companies in different sectors and interfacing the government. It is
now involved with many governments and international bodies for standard setting.
The Open Data Center Alliance is not-for-profit organization with over 300 private
sector members that coordinates the development of cloud computing frameworks and
standards to support adoption of enterprise cloud computing. In 2013, it published
a data security framework for enterprise cloud computing [541.
8

FireHost changed its name to Armor in 2015.
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3.2.8

Network Security

The network security cluster is the largest cluster in the cyber security aspect dimension and groups 25 institutions of the dataset that work on network security. Table 3.8
shows the 11 companies, 11 not-for-profit organizations and four government agencies
in this cluster.
The private sector institutions in this cluster offer varied types of services. First,
there are the companies that offer software for computer, data and network security
such as Symantec and the Intel Security Group - McAfee, that are mentioned in
3.2.2 and 3.2.7. IBM Corporation also provides data and network security services
to companies and governments.Then, there are large telecommunications and wired
and wireless Internet Service Providers (ISPs) that also offer network security services
and issue security reports based on their internal information: AT&T and Verizon
Communication. Similarly, the cable and ISP company Comcast offers network security solutions and is the largest ISP in the US, with over 20 million broadband
customers. Additionally, the network equipment company Cisco also has a network
security division and is the dominant global provider of routers for enterprise and
home environment. It publishes an annual report with statistics and insights [551.
CloudFlare is a web security company that offers a new kind of network security services for small website managers leveraging the access to security information from
all its community. Finally, Verisign and Farsight Security offer products related to
the Domain Name System (DNS). Verisign is the operator of the two largest top-level
domains in terms of number of domain names assigned, .com and .net, and therefore
its security practices influence a significant portion of Internet domain sites. Farsight
Security offers network and DNS security, it measures the use of DNS in different
points of the network to identify threats.
The not-for-profit organizations from the dataset in the network security cluster play necessary coordinating roles. The Internet Engineering Task Force (IETF)
has developed many Internet standards relevant for network security. NANOG, the
North America Network Operators' Group is a forum for coordination and dissemi54

]Created in

Institution
IBM : IBM Corporation
Comcast
Symantec

AT&T
CISCO
Intel Security Group - McAfee
Verisign
Verizon : Verizon Communications

Armor : FireHost
CloudFlare
Farsight Security
IETF : Internet Engineering Task Force
APNIC: Asia-Pacific Network Information Centre
NANOG : North America Network Operators Group
CENTR: Council of European Top Level Domain Registries
ICANN : Internet Corporation for Assigned Names and Numbers
ICANN SSAC : Security and Stability Advisory Committee
of ICANN
LacTLD : Latin American and Caribbean ccTLDs Association
Spamhaus
AfTLD: Africa Top Level Domains Organization
LACNIC : Latin American and Caribbean Internet Addresses
Registry
M3AAWG : Messaging, Malware, Mobile Anti-Abuse Working Group
DHS : Department of Homeland Security
ENISA : European Union Network and Information Security
Agency
AISI : Australian Internet Security Initiative
DG CONNECT : EU Directorate General for Communications Networks, Content and Technology

1911
1963
1982
1983
1984
1987
1995
2000
2010
2010
2013
1986
1993
1994
1998
1998

Governance
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit

1998

Not-for-profit

1998
1998
2002
2002

Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit

2004

Not-for-profit

2002
2004

Government
Government

2005
2012

Government
Government

Table 3.8: List of institutions in the dataset working on network security.
nation of information and best practices on Internet networks, open to network operators around the world. The Council of European Top-Level Domains Registries
CENTR, the Latin American and Caribbean ccTLDs Association LacTLD and the
Africa Top Level Domains Organization AfTLD are three regional organization of
country code top-level domain managers and offer workshop, trainings and regular
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reports to enhance network security in their region. Similarly, the Asia-Pacific Network Information Centre APNIC and the Latin American and Caribbean Internet
Addresses Registry LACNIC are regional organizations of national network information center that distribute Internet Protocol (IP) addresses and also provide training
and information on network security in their region. The Internet Corporation for
Assigned Names and Numbers (ICANN) is the not-for-profit organization that is at
the top of the Domain Name System (DNS), as explained in 1.2.2, it is in charge of
the security, stability, interoperability and reliability of the DNS. The ICANN Security and Stability Advisory Committee is an advisory body made of security experts
that gives guidance to the ICANN board of directors on security and integrity issues.
Spamhaus is an international not-for-profit organization that tracks the Internet's
spain and other threats to provide protection for Internet networks. The Messaging,
Malware, Mobile Anti-Abuse Working Group is an industry consortium focusing on
operational and network issues of Internet abuse, such as botnets, malware, spam,
viruses and Denial-of-Service attacks.
Finally, on the government side of this cluster are the government agencies in
charge of securing governmental and public networks: the US Department of Homeland Security and the European Union Network and Information Security Agency.
Additionally, in Europe, the Directorate General for Communications Networks, Content and Technology conceives and implements the policy framework for network and
information security for the EU Single Market. And the Australian Internet Security
Initiative is a public-private initiative of the Australian Communications and Media
Authority focusing on improving network security by limiting malware infections and
vulnerabilities.

3.2.9

Security Standards

The security standards cluster is composed of 13 institutions working on standardization related to cyber security on the dataset. There are three government agencies
and 10 not-for-profit organizations. They are listed in table 3.9.
The government agencies in the security standard cluster are part of the US gov56
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Created in
Institution
1901
NIST : National Institute of Standards and Technology
1961
CEN : European Committee for Standardization
2014
DG GROWTH: EU Directorate General for Internal Market, Industry, Entrepreneurship and SMEs
1906
IEC : International Electrotechnical Commission
1947
ISO International Organization for Standardization
1963
IEEE : Institute of Electrical and Electronics Engineers
1973
CENELEC: European Committee for Electrotechnical Standardization
1986
IETF : Internet Engineering Task Force
1988
ETSI : European Telecommunications Standards
Institute
1993
OASIS : Organization for the Advancement of
Structured Information Standards
1994
W3C : World Wide Web Consortium
1996
The Open Group
2010
ODCA: The Open Data Center Alliance

Governance
Government
Government
Government
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit

Table 3.9: List of institutions of the dataset working on security standards.
ernment or European Union. The National Institute of Standards and Technology
is the standard setting organization for the US. It develops standards for the Federal government in accordance with US economic strategy. For instance, it defined
the network security standards all Federal agencies should follow. The European
Committee for Standardization CEN is the association of national standardization
bodies of European countries that works with two not-for-profit organizations also
in this cluster, the European Committee for Electrotechnical Standardization CENELEC and the European Telecommunications Standards Institute ETSI, to develop
standards for the European market, as explained in 3.4.2. In particular, these three
institutions are developing standards for the EU cyber strategy. Additionally, the
EU Directorate General for Internal Market, Industry, Entrepreneurship and SMEs
(DG GROWTH), is in charge of laying the framework for intellectual property and
standardization for the European Commission.
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The other not-for-profit standard setting institutions in this cluster have varying
scopes, from being global standard setting bodies to developing a very narrow class
of standard for a specific Internet related topic. The International Organization for
Standardization ISO is the main global standard setting institution and has worked
with the International Electrotechnical Commission IEC in developing information
security and other standards related to cyber security. The Institute of Electrical and
Electronics Engineers (IEEE) is a professional association for the advancement of
electrical and electronic engineering, telecommunications, computer engineering and
related disciplines, based in the US with worldwide coverage. It houses a Standard
Association that has developed standards for network security. The Internet Engineering Task Force (IETF) is the organization that has defined most of the standards
used to communicate over the Internet, including the TCP/IP protocol suite. Similarly, the World Wide Web Consortium W3C, has defined most of the technical web
standards, including security protocols. And, as mentioned in 3.2.7, the Open Data
Center Alliance is not-for-profit organization that coordinates the development of
cloud computing frameworks and standards to support adoption of enterprise cloud
computing.

The Open Group is a global consortium of IT business vendors that

develops interoperability standards and certifications in topics such as network security.

Finally, the Organization for the Advancement of Structured Information

Standards OASIS promotes the international development, convergence, and adoption of standards for information technologies and has worked on industry consensus
and standards for information security.

3.3

Activity Sector Clusters

The Activity Sector dimension groups clusters that distinguish institutions in the
dataset by the main sector in which their activity takes place: Intelligence, Internet Governance, Internet Policy, Financial Sector, Online Service, Software Hardware and Service Provider and Telecommunications. There are 47 institutions in the
dataset that are classified in at least one of the activity cluster. Note that institutions
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Institution
Government Communications
GCHQ
Quarters UK
CIA Central Intelligence Agency
NSA : National Security Agency

Head

Created in
1919

Governance
Government

1947
1952

Government
Government

Table 3.10: Intelligence institutions in the dataset.
in this cluster may play different roles in their particular activity sector. For instance,
the online payment system Paypal and the public-private partnership Financial Services Sector Coordinating Council addressing security and resilience for the financial
sector are both in the financial sector cluster.

3.3.1

Intelligence

This cluster is formed by the three intelligence agencies in the dataset. They appear
recurrently in cyber security publications: the US Central Intelligence Agency (CIA)
and National Security Agency (NSA), and the British Government Communications
Head Quarters (GCHQ). These three agencies are home of security experts and have
actively developed their cyber security capabilities for national security (NSA and
GCHQ), and counter-terrorism and espionage (CIA and GCHQ), as mentioned in
3.4. They are listed in table 3.10

3.3.2

Internet Governance

Six institution from the dataset are in the internet governance cluster. This cluster
is composed of institutions that are involved in the governance of Internet resources
-name, number and protocol registries- at varied levels. They are listed in Table 3.11.
Four institutions in this cluster recurrently appear in the cyber security literature: the Internet Society (ISOC), the Internet Corporation for Assigned Names and
Numbers (ICANN), the Latin American and Caribbean Internet Addresses Registry
(LACNIC) and the Internet Governance Forum (IGF). ISOC is a global not-for-profit
organization, created in 1992, working to ensure the openness of the Internet and over59

Institution
ISOC : Internet Society
ICANN : Internet Corporation for Assigned Names
and Numbers
ICANN SSAC : Security and Stability Advisory
Committee of ICANN
LACNIC: Latin American and Caribbean Internet
Addresses Registry
Africa DNS Forum
IGF : Internet Governance Forum

Created in
1992
1998

Governance
Not-for-profit
Not-for-profit

1998

Not-for-profit

2002

Not-for-profit

2013
2006

Not-for-profit
Treaty Organization

Table 3.11: List of Internet governance institutions in the dataset.

sees Internet policy and standard development. As part of its Technology Matters line
of work for a healthy and sustainable Internet, it supports and oversees cyber security workshops and policy and standard developments. ICANN is the not-for-profit
organization at the top of the Domain Name System (DNS), as explained in 1.2.2.
It is in charge of the stability, interoperability and reliability of the DNS. LACNIC
is one of five Regional Internet Registries and is responsible for the distribution of
Internet numbering resources for the Latin America and the Caribbean region. It is in
charge of the security of their routing infrastructure and also plays a role in training
and bringing awareness of cyber security issues to network operators in the region.
Finally, IGF is an annual forum sponsored by the UN where stakeholders from the
different communities gather to discuss and share on Internet governance matters,
and cyber security has been a prominent topic in the last meetings. Section 2.4.1
gives more details about the history of IGF.
There are two other not-for-profit institutions in this cluster: the ICANN Security
and Stability Advisory Committee (ICANN SSAC) and the Africa DNS Forum. The
ICANN SSAC is one of the four advisory committees of ICANN and recommends the
ICANN's Board of Directors on security and integrity matters of the DNS allocation
systems, including addresses and names. The Africa DNS Forum works with other
African organizations including the ISOC African chapter to train network operators
in security issues.
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Institution
FCC : Federal Communications Commission
IETF: Internet Engineering Task Force
ISOC Internet Society
ICANN : Internet Corporation for Assigned Names
and Numbers
LACTLD : Latin American and Caribbean
ccTLDs Association
Geneva Centre for the Democratic Control of
Armed Forces
Mozilla Foundation
M3AAWG : Messaging, Malware, Mobile AntiAbuse Working Group
DDP : Digital Defenders Partnership
UN: United Nations
OECD : Organization for Economic Co-operation
and Development
ITU : International Telecommunication Union
WSIS : World Summit on the Information Society
IGF : Internet Governance Forum
IRPC : Internet Rights and Principles Coalition

Created in
1934
1986
1992
1998

Governance
Government
Not-for-profit
Not-for-profit
Not-for-profit

1998

Not-for-profit

2000

Not-for-profit

2003
2004

Not-for-profit
Not-for-profit

2012
1945
1948

Not-for-profit
Treaty Organization
Treaty Organization

1994
2003
2006
2009

Treaty
Treaty
Treaty
Treaty

Organization
Organization
Organization
Organization

Table 3.12: List of Internet policy institutions in the dataset.

3.3.3

Internet Policy

This cluster is made up of the institutions in the dataset that have devoted resources
to thinking how the Internet should be, shaping Internet policy. The 15 institutions
in this cluster are listed in Table 3.12. Three of these institutions are also in the
Internet governance cluster as they are also related to the management of Internet
resources: the Internet Society (ISOC), the Internet Corporation for Assigned Names
and Numbers (ICANN) and the Internet Governance Forum (IGF).
The United Nations (UN), the international organization to promote international
co-operation, has 193 member states. It has played a significant role in Internet policy
and cyber security by placing these topics in the international agenda.
Two other institutions in this cluster are related to the Internet governance institutions: the World Summit on the Information Society (WSIS) and the Internet
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Engineering Task Force (IETF), which was already mentioned in sections 3.2.8 and
3.2.9 for its major role in developing Internet standards. The WSIS is a UN sponsored
process, based on conferences, that is now overseeing government actions related to
the information society, including cyber security. The IETF, whose mission is to
make the Internet work better, is a key player in the Internet ecosystem. Housed
in ISOC since 1993, the Internet standards it develops have shaped the Internet. It
currently has 19 active working group in areas related to security, including the Web
Authorization Protocol and the Transport Layer Security groups.
Three more institutions in this cluster are treaty based: the Organization for
Economic Co-operation and Development (OECD), International Telecommunication
Union (ITU) and Internet Rights and Principles Coalition (IRPC). The OECD has
been concerned with global Internet governance for the last two decades, publishing
overviews of OECD members' cyber security national strategies and policy-making.
The ITU is a specialized agency of the UN for information and communication technologies. As such, it allocates global radio spectrum and satellite orbits, supports
the development of worldwide network standards, and promotes infrastructure development and capacity building in developing countries. It has cyber security training
programs and standard design projects looking to promote Internet usage o in developing countries. Finally, the IRPC is a group born from IGF in 2009, with over
300 active members working to uphold human rights in the Internet ecosystem. They
observe Internet policy development including cyber security.
The other five institutions in this cluster are not-for-profit organizations.

The

Latin American and Caribbean ccTLDs Association (LACTLD) supports the training of technical leaders, police, judges and attorneys in cyber security. The Geneva
Centre for the Democratic Control of Armed Forces has a working group overseeing cyber security, digital policy and internet governance developments in different
governments. The Mozilla Foundation supports research to develop a user-centered
cyber security policy framework and promote a web open and accessible to all. The
Messaging, Malware, Mobile Anti-Abuse Working Group, mentioned in 3.2.8 for its
role in network security, is an industry consortium where solutions to operational
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issues of Internet security such as botnets, malware, spam, viruses and Denial-ofService attacks are discussed among its over 200 members and supporters. Finally,
The Digital Defenders Partnership (DDP) focuses on mitigating digital emergencies
for keeping the Internet open, specially in repressive environments and to protect
exposed Internet users such as cyber activists and journalists.

3.3.4

Financial Sector

Four institutions in the dataset are in the financial sector cluster. Information security
plays a key role for financial services as financial institutions handle a significant
amount of sensitive user data. They are listed in Table 3.13.
In this cluster, there are two global companies, one government agency and one
not-for-profit organization. PayPal is a worldwide payment system available in over
200 countries and offering a secure transfers and payments between parties around the
globe. The fTLD is a registry service in charge of the .BANK and .INSURANCE toplevel domains offering secure domain name management for the banking and insurance
community. Additionally, fTLD is representing the interests of these communities in
the development of new generic top-level domains introduced by ICANN. The Financial Services Sector Coordinating Council (FSSCC) is a public-private partnership
between private actors in the financial sector and the US Department of Treasury
and other government agencies to addresses critical financial infrastructure security
and resilience. Finally, the Financial Sector Information Sharing and Analysis Center
(FS-ISAC) is a global not-for-profit organization for industry level information sharing and analysis of cyber threats, vulnerabilities and incidents between its over 6,000
global members in the financial sector, introduced in 3.2.1.

3.3.5

Online Services

There are seven are private companies in the dataset that offer diverse online services.
Nonetheless, these companies have in common the key roles they have played in the
development of web services. They have significantly influenced user experience on
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Institution
PayPal
fTLD
FSSCC : Financial Services Sector Coordinating
Council
FS-ISAC : Financial Sector Information Sharing
and Analysis Center

Created in
1998
2014
2003

Governance
For profit
For profit
Government

1999

Not-for-profit

Table 3.13: List of institutions found that are in the financial sector.
the Internet. Indeed, they are frequently used as examples in the literature or even
in IGF discussions. Amazon, the largest e-commerce retailer, was created in 1994. It
now offers a variety of online services such as retail video, music and cloud storage
on demand. The security of its products in key for Amazon. In particular, the offer a
product suite called AWS CloudHSM, which is a hardware security module to secure
cloud computing usage of AWS for regulatory compliance
e-Bay is an e-commerce platform created in 1995, enabling sales between consumers or between business and consumers in over 30 countries. With millions of
costumers around the globe, the security of its platform is key. In 2014, e-Bay was
attacked and hackers accessed personal information of over 200 million users worldwide, who were later requested by e-Bay to change their passwords. Similarly, Paypal
is a worldwide payment system mentioned in the financial sector cluster (see 3.3.4),
that moves over 200 billion annually across almost 200 nations.
Google is an Internet services and product that developed the most used search
engine globally, impacting strikingly how Internet users access webpages, find information and their security online.

Additionally, governments request Google to

limit access through their search engine to web content that is considered to challenge national security or citizens' rights. The details of these requests and key facts
regarding whether Google complied with such a request are available online in the
Google Transparency Report

[56].

In 2006 Google bought the online video-sharing

platform YouTube, which is one of the major sources of Internet traffic. Any user
can upload their own videos in YouTube, making them available worldwide. Some
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Created in
1994
1995
1998
1998
2004
2005
2010

Institution
Amazon
e-Bay
Paypal
Google
Facebook
Youtube
CloudFlare

Governance
For profit
For profit
For profit
For profit
For profit
For profit
For profit

Table 3.14: List of institutions found whose main product is an online or web service.
government have defined certain types of material as posing them national security
problems, bringing YouTube at the center of debates about how to handle user generated content and whether it should be available for users outside a country if that
country government requested to block that content [57].
Facebook, launched in 2004, is a social network and that has grown to be the
largest social network globally. Facebook has become a platform for Facebook applications from independent developers and also a way to authenticate people in other
online services. Securing their platform and user information is a major aspect of
their business.
Launched in 2010, CloudFlare provides small websites security and optimization
capacity that usually only big tech companies have available, such as content delivery
network and distributed domain name server services, by leveraging the community
of webmaster it brought together.

3.3.6

Software, Hardware and Service Provider

There are 16 institution in the dataset that are software, hardware or technology
service providers: 13 for-profit and two not-for-profit organizations.

Similarly to

companies in the online service cluster above, they have shaped the software market
and are usually picked as examples, specially the oldest ones among the oldest IT
companies. They are listed in Table 3.15.
The two oldest companies in this cluster, IBM Corporation and Hewlett Packard
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Institution
IBM : IBM Corporation
HP: Hewlett Packard
Intel
Microsoft Corporation
Symantec
Gemalto (SafeNet)
Cisco
Intel Security Group - McAfee
Amazon
VeriSign
Google
Verizon : Verizon Communications
Lenovo
Armor (FireHost)
DotCO : Colombia's Top level Domain
Farsight Security
fTLD
Mozilla Foundation
BBFA: British Business Federation Authority

Created in
1911
1939
1968
1975
1982
1983
1984
1987
1994
1995
1998
2000
2005
2010
2010
2013
2014
2003
2009

Governance
For profit
For profit
For profit
For profit
For profit
For profit
For Profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
For profit
Not-for-profit
Not-for-profit

Table 3.15: List of institutions in the dataset that are providers of hardware, software
or software-based technology services.
(HP), are among the first hardware and software providers and have significantly
influenced information and communication technologies, engaging very early in computer security. IBM Corporation sold its personal computer business to Lenovo in
2005, a Chinese company that is now one of the largest computer manufacturers,
as mentioned in 3.2.2. Lenovo's pre-installed software features in Lenovo's PC have
caused many security issues to the users [58]. IBM is currently a provider of software
and cloud-based services as well as consulting services in technology. Additionally,
IBM has a team working with governments helping them secure their infrastructure,
and publishes annual cyber security report with insights from its clients and networks.
Similarly, Hewlett Packard (HP) is a software and hardware company established in
1939 that also provides cyber security consulting services and publishes annual cyber
risk reports.
Intel is an American multinational technology company. It makes the microproces66
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sors found in most personal computers, motherboards, network interface controllers,
memory chips and other hardware pieces. Therefore, the security of its products has
major impacts in users' experience.
Three other companies in the software, hardware and services cluster are providers
of computer security software and services introduced in 3.2.2. First, Microsoft Corporation is a global provider of computer software and consumer electronics. It currently
dominates the operating system and office software suite markets [59]. It developed
its own anti-virus software to limit harming computer and Internet users. Second,
Symantec is a security software and information management company that is a major player in computer, data and network security. Additionally, it has a computer
security and incident response team that provides services to clients and publishes
sectorial security reports. Third, the computer software security Intel Security Group
- McAfee offers anti-virus software and anti-threat solutions. It has research capabilities focused on internet security and cyber threats.
SafeNet - Gemalto6 is an information security company that offers data protection
product suites, introduced in 3.2.6.
Cisco is a network equipment company founded in 1984. It has a network security division and is the dominant global provider of routers for enterprise and home
environment, as mentioned in 3.2.8
Six other companies in this cluster offer services on top of the Internet network
-

that were introduced in 3.2.7 or 3.2.8: VeriSign, Verizon Communications, Amor

FireHost, Amazon, Farsight Security and fTLD . The American company VeriSign
manages part of the Internet domain name system (DNS) network infrastructure.
It operates two of the thirteen root nameservers of the DNS and several top-level
domains including .com, .net and .name. In addition, VeriSigns provides Internet
security services and has a research group in network security. Verizon is an American broadband and telecommunications company, created in 2000 and currently the
largest U.S. wireless communications provider. Verizon offers network security services and has a cyber threat intelligence center. Amazon, through its product Amazon
Web Services (AWS), and Armor (previously named FireHost), offer cloud security
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services. AWS is a cloud-computing platform. Its AWS CloudHSM service offers data
security services on top of the AWS cloud for regulatory compliance, as mentioned in
3.3.5. Similarly, Amor offers cloud data security and compliance services to support
business with data management and regulatory compliance. Farsight Security offers
network and DNS security services. The fTLD is a registry service in charge of the
.BANK and .INSURANCE top-level domains offering secure domain name management for the banking and insurance community introduced in the financial sector
cluster (3.3.4).
Google and the Mozilla Foundation have both contributed to improve security
for Internet users through their products. Google, mentioned in the online service
cluster in 3.3.5, specializes in software and services over the Internet including online advertising, search, browser and online productivity software (such as email and
documents). Likewise, the Mozilla foundation (through its Mozilla Corporation subsidiary) developed one of the most used browsers and email clients (Mozilla Firefox
and Thunderbird).
Finally, the two other companies in this cluster are DotCo, the company operating
the top-level domain of Colombia (.co) and the British Business Federation Authority
(BBFA). DotCo implemented a novel approach to top-level domains security to reduce
vulnerabilities linked with malicious use of .co because of its similarity to .com. The
BBFA is an industry self-regulating body for federated trust and 'secure collaboration
interfacing government, offering for instance credential security solutions between
organizations.

3.3.7

Telecommunications

Nine institutions in the dataset are in the telecommunications sector, which has substantially increased its dependance on Internet networks over the years. Table 3.16
lists the four government agencies, three for-profit companies, one not-for-profit and
one treaty-based organizations in this cluster.
The four government agencies in the dataset are in charge of telecommunications
regulation in their country and have extended their scope to cover the Internet. They
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Institution
Comcast
AT&T
Verizon : Verizon Communications
FCC : Federal Communications Commission
Turkey Ministry of Transport, maritime affairs and
communications
Egypt Ministry of Communication and Information Technology
CRC : Colombian Communications Regulation
Commission
ETSI : European Telecommunications Standards
Institute
ITU : International Telecommunication Union

Created in
1963
1983
1983
1934
1939

Governance
For profit
For profit
For profit
Government
Government

1999

Government

2009

Government

1988

Not-for-profit

1994

Treaty Organization

Table 3.16: List of institutions found that are in the telecommunications sector.
are now active players in setting up cyber security policy frameworks in their respective countries: the US Federal Communications Commission, the Turkey Ministry of
Transport, maritime affairs and communications, the Egypt Ministry of Communication and Information Technology, and the Colombian Communications Regulation
Commission.
Additionally, the International Telecommunication Union, already mentioned in
the internet policy cluster (3.3.3), is the international organization for information
and communication technologies of the UN, and has contributed to improve cyber
security policy making at an international level. In particular, it has many programs
for capacity building in development countries, offering training for network operators
and IT managers.
Three other companies in this cluster are Internet Service Providers (ISPs): Comcast, AT&T and Verizon Communications. In their role as IPS, they give Internet
access to households and business, being responsible for the last-mile portion of their
connection to the Internet.
Finally, the European Telecommunications Standards Institute is the European
not-for-profit organization that develops international standards for information and
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communication technologies, covering internet technologies (see section 3.4.2for more
details).

3.4

Jurisdiction clusters

The jurisdiction dimension groups clusters that capture a specific geographical zone
linked to institutions. The two main clusters of the jurisdiction dimension are the
United States (US)and the European Union (EU). Indeed, the US and the EU are
among the first governments to include cyber security in their national strategy and
to begin organizing the various agency efforts inside their respective governments.
The third cluster of the jurisdiction category, Other Regions, can in fact be divided
into at least three smaller clusters: Latin America, Asia-Pacific and Africa. However,
even summing up the institutions in these three regions, there are fewer institutions
from those areas than the US or EU. These institutions were therefore combined into
a single cluster called Other Regions.

3.4.1

Unites States institutions

In the dataset, there are 20 institutions directly linked to the United States that
participate in the national effort to improve cyber security. The departments, commissions, agencies and centers are all part of the government except for the National Cyber Security Alliance (NCSA) and the National White Collar Crime Center
(NW3C). Table 3.17 lists the institutions of the dataset in this cluster with the year
of creation and the governance type.
The NCSA is a not-for-profit public-private partnership working to educate and
promote cyber security awareness in home users and small and medium enterprises.
The NW3C supports state and local law enforcement to investigate and prosecute
economic and high-tech crime. It publish an annual report with statistics and trends
[60].
The three oldest institutions of the dataset, created in 1789, are in this cluster:
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Institution
DoD Department of Defense
DoS : Department of State
US Congress
Secret Service
DoJ : Department of Justice
NIST : National Institute of Standards and Technology
FBI : Federal Bureau of Investigation
FTC : Federal Trade Commission
FCC : Federal Communications Commission
White House: Executive Office of the President
CIA : Central Intelligence Agency
NSA : National Security agency
IC3 : Internet Crime Complaint Center
DHS : Department of Homeland Security
FSSCC : Financial Services Sector Coordinating Council
ICS CERT : US Industrial Control Systems Cyber
Emergency Response Team
US-CERT : United States Computer Emergency Readiness Team
US Cyber Command
NW3C: National White Collar Crime Center
NCSA: National Cyber Security Alliance

Created in
1789
1789
1789
1865
1870
1901
1908
1914
1934
1939
1947
1952
2000
2002
2003
2003

Governance
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government
Government

2003

Government

2010
1992
2001

Government
Not-for-profit
Not-for-profit

Table 3.17: United States institutions part of the cyber security ecosystem

the Department of State (DoS), the Department of Defense (DoD), 9 and the US
Congress.The DoS is in charge of the diplomatic engagement in cyber issues through
the Office of the Coordinator for Cyber Issues, which promotes an open, interoperable,
secure and reliable information and communication system to support international
trade, commerce and security. The DoD is in charge of defending the US interest in the
cyberspace and the DoD networks. And the United State Congress is the bicameral
legislature of the US federal government, which has passed acts that have shaped the
internet ecosystem such as the Computer Fraud and Abuse Act of 1986, the Health
Insurance Portability and Accountability Act of 1996 and the Gramm-Leach-Bliley
Act of 1999.
9

The War Department, the precursor to what is now the Department of Defense, was established
in 1789.
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Five institutions within the US government share cyber crime efforts. The oldest
is the Secret Service, which is in charge of finding cyber criminals internationally.
Then, the Department of Justice (DoJ) has a section dedicated to computer crime
and intellectual property that has a cyber security unit. The Federal Bureau of Investigation (FBI), as the main federal law enforcement organization, has a cyber crime
center to investigate high-tech crime. The Internet Crime Complaint Center (IC3)
investigates internet crimes and crimes schemes. And, most recently, the Department
of Homeland Security (DHS) focuses on protecting critical infrastructure and federal
networks from cyber crime, security threats, terrorism and other potential threats.
Two federal commissions play a relevant role in cyber security as regulating bodies:
the Federal Trade Commission (FTC) and the Federal Communications Commission
(FCC). The FTC leads in consumer data protection, while the FCC has the authority
to regulate Internet Service Providers and is in charge of the security and reliability
of communications systems.
From the intelligence community, the National Security Agency (NSA) is in charge
of protecting national security information and executing national' security programs.
The Central Intelligence Agency (CIA) is in charge of developing cyber capabilities
for counter-terrorism capabilities and espionage.
In the government, there are at least three institutions for information sharing of
cyber security incidents and threats and coordination. The US Computer Emergency
Readiness Team (US-CERT) leads the national effort to improve the cyber security
posture by gathering and sharing information and managing risks. The Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT) coordinates information sharing in the critical infrastructure sector. The Financial Services Sector
Coordinating Council (FSSCC) is coordinating the main private actors with government bodies for critical infrastructure security and resilience activities in the financial
sector [61].
The National Institute of Standards and Technology (NIST) defines standards to
promote network security that all federal agencies should apply but also to support its
mission to enhance economic security, U.S. innovation and industrial competitiveness.
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The White House, formally the Executive Office of the President, is the office
housing the support staff of the current US President. It issues executive orders that
influence internal government affairs for the federal government. In particular, it issued an executive order to the review of cyber security policy for critical infrastructure
and clarifying roles of government agencies [62].
Finally, the US Cyber Command lead the US national security activities in cyberspace.
Looking at the dates these institutions were created, we can see that the institutions creates after the year 2000 are directly related to security in the cyber domain,
whereas the institutions created before extended their scope in the last decades to
cover cyber security.

3.4.2

Europe

There are 24 institutions in the dataset linked to Europe as a whole or to a group
of European governments that participate in the cyber security ecosystem. They are
listed in table 3.18.
The governance of the institutions in this cluster is varied.

Four of them are

treaty organizations supporting the development of European legal documents: the
Council of Europe, the Council of the European Union, the European Parliament
and the European Commission. The Council of Europe (CoE), based on a treaty
signed by 47 European member states, is distinct from the European Union (which
has 28 member states). The CoE cannot produce biding law or regulation but it
can enforce international agreements reached by its members such as the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal
Data of 1981 (that preceded the EU Data protection directive) and the Council of
Europe Convention on Cybercrime of 2001. The Council of the European Union and
the European Parliament form the bicameral legislature of the European Union. All
the members of the European Parliament are directly elected, whereas members of
the Council of the European Union represent executive governments of EU members.
The European Commission is the executive body of the EU, and with the Parliament
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and Council it exercises the legislative function. Its 28 members are appointed by
the Council. Directives (legal acts of the EU) are prepared by the Commission and
then have to be approved by the Council and the Parliament. One of its duties is to
define the EU digital agenda. Pillar III of the agenda for 2020 is trust and security,
which covers cyber security and online privacy with the objective of strengthening
network and information security across the EU. For instance, it developed the Data
Protection Directive adopted by the EU in 1995.
In the Europe cluster, other 18 institutions are part of or are affiliated with the
European Union government are part of the EU cyber security effort. Two not-forprofit research organizations support the European Commission policy-making with
research covering cyber security policies: the EC JRC and the EUISS, the EU Institute for Security Studies. The EC JRC has a working group within its bInformation
Society area and the EUISS conducts academic research and policy analysis of foreign,
security and defense policy issues.
Then, the Directorate General for Communications Networks, Content and Technology (DG CONNECT) manages the digital agenda and is in charge of policy-making
activities on network and Information security, critical infrastructure, e-government,
ICT trust and electronic communications. In particular, it is responsible for the cyber security strategy of the EU. The Connecting Europe Facility, housed in the DC
Connect, organizes safer internet day in Europe.
Many other directorate generals of the EU collaborate in the cyber security strategy.

The EU Directorate General for Home Affairs (DG HOME), as part of its

mission to create a stable, lawful and secure environment in the EU, is in charge of
policies for fighting cybercrime and protecting critical infrastructure.

The EU Di-

rectorate General for Internal Market, Industry, Entrepreneurship and SMEs (DG
GROWTH) deals with the EU industrial policy (protection and enforcement of intellectual property rights) and standardization for promoting a digital single market and
entrepreneurship. It manages the industrial and standardization policies related to
cyber security. The Directorate General for Informatics (DG DIGIT) handles digital
services to support EU policies and the Commission's internal administration and is
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Created in

Governance

CEN : European Committee for Standardization
CENELEC : European Committee for Electrotechnical Standardization
CENTR : Council of European Top Level Domain
Registries
CERT/EU : Computer Emergency Response Team
European Union
CoE: Council of Europe
Council of the European Union
DG CONNECT : EU Directorate General for Communications Networks, Content and Technology
DG DIGIT : EU Directorate General for Informatics
DG GROWTH : EU Directorate General for Internal
Market, Industry, Entrepreneurship and SMEs
DG HOME : EU Directorate General Home Affairs
DG JUST : EU Directorate General for Justice and

1961
1973

Government
Not-for-profit

1998

Not-for-profit

2012

Government

1949
2007
2012

Treaty Organization
Treaty Organization
Government

2013
2014

Government
Government

2010
1999

Government
Government

1961

Government

2004
2004
2011
2004

Government
Government
Government
Not-for-profit

1988

Not-for-profit

2002
1958
1958
1999
1919

Not-for-profit
Treaty Organization
Treaty Organization
Treaty Organization
Government

Consumers

-

Institution

EC JRC: European Commission Joint Research Center
EDA : European Defense Agency
EDPS : European Data Protection Supervisor
EEAS : European External Action Service
ENISA : European Union Network and Information
Security Agency
ETSI : European Telecommunications Standards Institute
EUISS : EU Institute for Security Studies
European Commission
European Parliament
EUROPOL : European Police Office
GCHQ : UK Government Communications Head
Quarters

Table 3.18: European Union institutions part of the cyber security ecosystem.
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responsible for security the information systems and the IT governance strategy for
the European Commission.
Two more institutions support cyber crime efforts. The European Police Office
EUROPOL is the law enforcement agency of the European Union. In its mission
to combat international crime and terrorism, it houses the European Cyber Crime
Center.

The European External Action Service (EEAS) is the European Union's

diplomatic service, created in 2011, that carries out the Union's Common Foreign
and Security Policy, with a center for intelligence and security. It is in charge of the
international cyber policy (i.e. with non European countries).
Additionally, there are two bodies for data protection in the EU. The Directorate
General for Justice and Consumers (DG JUST), created in 1999, is in charge of the
EU Personal Data Protection framework, as part of its responsibility over consumer
justice policies in the EU. The European Data Protection Supervisor (EDPS) is the
independent supervisory authority, established in 2004, for the protection of personal
data and privacy and promotes policies and good practices in the EU institutions and
bodies, and enforces the EU Data Protection Directive. This directive was adopted
in 1995 by the European Parliament to protect European citizens with regard to
the processing and free movement of personal data. It requires data controllers to
implement appropriate technical and organizational measures to protect this personal
data.
Equally important, there are three standardization bodies that work in cyber
security standard for the EU cyber strategy. The European Committee for Standardization (CEN, from Comiti Europeien de Normalisation in French) is an association
of national standardization bodies of 33 European countries created in 1961 that develops voluntary standards at European level. CENELEC (from ComitM Europeen de
Normalisation Electrotechniquein French), the European Committee for Electrotechnical Standardization, is a not-for-profit organization established in 1973 whose members are national electrotechnical standardization bodies of European countries. It
develops European standardization in the area of electrical engineering. Finally, the
European Telecommunications Standards Institute is a not-for-profit organization
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founded in 1988 to develop international standards for information and communication technologies, including fixed, mobile, radio, converged, broadcast and internet
technologies.
In 2004 the European Council created two institutions that support the cyber
security effort: the European Defense Agency (EDA) and the European Union Network and Information Security Agency ENISA. The EDA is the European defense
cooperation body directly reporting to the European Council. It has a cyber defense
work group focused on defense capabilities, research and technology. The ENISA is
the agency in charge of network and information security in the European Union. It
is a center of expertise in cyber security in Europe focused on critical infrastructure
protection and resilience, identity and trust, and risk management.
CERT-EU is the Computer Emergency Response Team for the European Union
institutions, agencies and bodies was established in 2012 to share information and
provide analysis of and research on cyber incidents.
Finally, two institutions in this cluster are not directly linked with the European
Union bodies : British Government Communications Head Quarters (GCHQ) and
the association of European country code top-level domain (TLD) registries CENTR.
Although it is not part of the European Union government agencies, it is in this
cluster as the UK is part of the EU. Created in 1919, the GCHQ is the security and
intelligence agency of the UK. It is in charge of the national security strategy, has a
branch, the Communications-Electronics Security Group (CESG), responsible for the
security of communications and electronic data for the government and the public
sector, and controlling cyber threats. CENTR is a not-for-profit organization that
has a European focus but no geographical restrictions on membership. It organizes
security workshops for TLD registries and shares best practices in the domain.
Compared to the US government institutions, the EU institutions are considerably
younger.

Before the efforts to build institutions with European scope, many EU

countries had their own institutions with capabilities in the different areas that are
now managed at a European level. In this transition, the EU had the opportunity
to create bodies that more directly address the goals of the European Union such as
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the DG Growth and DG DIGIT, but that as a whole still cover all traditional areas
of government.

3.4.3

Other Regions

Sixteen institutions in the dataset have a scope limited to a region of the globe other
than the US and Europe. Table 3.19 lists the institutions of this cluster, when they
were created, and their governance type. Most institutions in this cluster are from
the Asia-Pacific, African or Latin American regions, and come from treaties or are
not-for-profit organizations. In fact, in these regions, most governments do not have
cyber security strategies as developed as the US or the European Union, and their
institutions are also not as present in international venues such as IGF. The Australian
Internet Security Initiative (AISI) is one of the exceptions.

It is a public-private

partnership lead by the Australian Communication and Media Authority focused
on improving cyber security in Australia.

The other nine institutions work at a

regional level and are not directly linked to a single country. The Egypt Ministry of
Communication and Information Technology is developing with the Justice Ministry
of Egypt, a Cybersecurity law. The Ministry also chairs the High Council for cybersecurity in Egypt. The Colombian Communications Regulation Commission (CRC)
is in charge of the telecommunication market and infrastructure, and of promoting
ICT application in a 'safe and secure' environment.
In the Asia-Pacific region, three treaty organizations are shaping cyber security
policy. The Association of South Asian Nations (ASEAN) was created in 1967 to accelerate economic growth and promote regional stability. It currently has ten member
states and two working groups that address cyber security: the international crime
working group and the telecom regulation working group. The Asia-Pacific Economic
Cooperation (APEC) was established in 1989 to enhance economic growth in the
region and currently has 21 member states. It has a working group on the security
of information and telecommunications and is currently developing a cyber security
framework based on the APEC Strategy to Ensure Trusted, Secure and Sustainable
Online Environment of 2005. The Asia Pacific Computer Emergency Response Team
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Institution
AfTLD
Africa DNS Forum
African Union Convention on Cybersecurity and Personal Data Protection
ASEAN : Association of South Asian Nations
APEC : Asia-Pacific Economic Cooperation
APNIC
AP-CERT : Asia-Pacific Computer Emergency Response Team
AISI : Australian Internet Security Initiative
CRC: Colombian Communications Regulation Commission
Egypt Ministry of Communication and Information
Technology
KISA: Korean Internet and Security Agency
LacTLD : Latin American and Caribbean ccTLDs
Association
LACNIC : Latin American and Caribbean Internet
Addresses Registry
NATO : North Atlantic Treaty Organization
SCO : Shanghai Cooperation Organization
Turkey Ministry of Transport, maritime affairs and
communications

Created in
2002
2013
2014

Governance
Not-for-profit
Not-for-profit
Treaty Organization

1967
1989
1993
2003

Treaty Organization
Treaty Organization
Not-for-profit
Treaty Organization

2005
2009

Government
Government

1999

Government

2009
1998

Government
Not-for-profit

2002

Not-for-profit

1949
2001
1939

Treaty Organization
Treaty Organization
Government

Table 3.19: Institutions of the cyber security ecosystem that are from the Asia-Pacific,
African or Latin American regions.
(AP-CERT) was founded in 2003 to improve internet security through information
sharing and cooperation. Its members are CERTs from 20 economies in the AsiaPacific region. The Shanghai Cooperation Organization (SCO) is an international
organization for political, economic and military cooperation. It has 6 member states
and has defined common principles for information security and international cybercrime.
Additionally, Korean Internet and Security Agency (KISA), mentioned in 3.2.7
is in charge of information security and the security and reliability of information
systems used by the government services in Korea.
In Africa, two not-for-profit organizations and one recently created treaty organization are working to improve cyber security. The Association of African Top-Level
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Domain managers (AfTLD) and the Africa Domain Name System Forum are working
together to train top-level domain managers in several technical and security aspects.
They organize a yearly event with the help of the Internet Society Africa regional
bureau and its DNSSEC program. Additionally, the African Union Convention on
Cybersecurity and Personal Data Protection was adopted in June 2014, establishing
the foundation for cyber security and ethics in the region.
Latin America two not-for-profit organizations that were present at IGF are actively working on cyber security: the Latin American and Caribbean Internet Addresses Registry LACNIC and the association of Latin American and the Caribbean
country code Top-Level Domains registries LACTLD. LACNIC, which manages the
Internet numbering resources (IPv4, IPv6 and AS numbers) in the region, is in charge
of the security of this infrastructure and plays a significant role in the technical and
security training of national network interconnection operators. The LacTLD supports the organization of local symposium to train technical leaders, police, judges
and attorneys in cyber security topics such as network security, ethical hacking, fight
against cybercrime, international standards and computer forensics.
The North Atlantic Treaty Organization funds the NATO Cooperative Cyber Defense Centre of Excellence, and has cyber defense as one of its core task, as mentioned
in 3.2.4.
The US Government, the EU and the Other Regions clusters are the only ones
with institutions with defined geographical scope. The other categories and clusters
are based on what institutions do and how they do it, such as the Information Sharing
cluster in the Insititution type category.

3.5

Institution Type Clusters

The Institution Type dimension groups clusters that distinguish institutions by their
mode of operation or by specific characteristics of their organization. For instance,
for many institutions in the cyber security ecosystem, Information sharing of vulnerabilities, security incidents and related statistics is a key mode of operation. As cyber
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security is a field that is constantly evolving as new technologies and vulnerabilities
emerge, the ability to combine, synthesize and analyze is essential to limit harm.
Other institutions are Forums that bring members together to discuss and decide on
best practices, solutions and policies. And for many institutions, cyber security is a
secondary objective and they have a specific Working group, item or unit working in
the cyber security areas that are relevant for the main objective of the institution. For
example, the World Trade Organization's objective is to set the rules of trade between
countries, and it has two working groups that are involved in cyber security as it is
relevant for part of the trade rules and agreements between countries: international
trade and Internet privacy, and international trade and national security. Similarly,
some institutions are Consumer oriented and for them the consumer is central to
their organization. Finally, other institutions have an Economic focus and economic
growth and prosperity is central to their main objective.

3.5.1

Information sharing

Cyber security information sharing is part of the main goal of twelve institutions in
the dataset. These institutions can be not-for-profit institutions with a very specific
topic, a government lead initiative for gathering and sharing information between
different parts of the government and private actors, or a treaty organization for
information sharing. Table 3.20 shows the institutions in this cluster with their date
of creation and governance type.
Seven institutions in this cluster are Computer Emergency Readiness Teams (CERTs).
Although information sharing is not the primary objective of all CERTs, these CERTs
were also put in place to share information between their members. The UAE CERT
is the computer emergency response team of the United Arab Emirates. It is a not-forprofit organization that shares information and provides training on cyber security
issues for public and private actors. ICS CERT is the Industrial Control Systems
Cyber Emergency Response Team in the US and coordinates information sharing
of critical infrastructure security incidents between federal, state, and local agencies
and organizations, the intelligence community, and private sector constituents. The
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Institution
UAE Cert
Spamhaus
APWG : Anti-Phising Working Group
ICS CERT: US Industrial Control Systems Cyber
Emergency Response Team
US-CERT : United States Computer Emergency
Readiness Team
SAFECode : Software Assurance Forum for Excellence in Code
IMPACT : International Multilateral Partnership
Against Cyber Threats
GICSR : Global Institute for Cybersecurity + Research
AP-CERT : Asia Pacific Computer Emergency Response Team
CERT/EU: Computer Emergency Response Team
European Union
FS-ISAC : Financial Sector Information Sharing
and Analysis Center
TF-CSIRT: Task Force CSIRT

Created in
1996
1998
2003
2003

Governance
Not-for-profit
Not-for-profit
Not-for-profit
Government

2003

Government

2007

Not-for-profit

2008

Treaty Organization

2010

Not-for-profit

2003

Treaty Organization

2012

Government

1999

Not-for-profit

2000

Not-for-profit

Table 3.20: Institutions of the cyber security ecosystem whose main objective is to
promote information sharing.
US-CERT is the main coordinator of cyber security information between the public
and private sector, safeguarding confidentiality. The AP-CERT and the CERT/EU
coordinate security incidents information sharing between their members. Similarly,
the Financial Sector Information Sharing and Analysis Center (FS-ISAC) is a global
not-for-profit organization that shares industry level information and analysis of cyber
threats and incidents. TF-CSIRT, Task Force Computer Security Incident Response
Team, is a forum of the CSIRT community that promotes collaboration and information sharing between CSIRTs in Europe and neighboring regions.
Four institutions in this cluster are not-for-profit organizations that share information between private and public institutions in specific topics. Spamhaus was created
in 1998 to track the Internet's spam operations and source and provide anti-spam protection for Internet networks. It shares information with private organizations and
also law enforcement agencies to pursue malicious spam gangs worldwide. The Anti82

Phising Working Group (APWG) works to unify the global response to cybercrime.
It shares cybercrime related data and analysis with national governments and law
enforcement agencies, Internet governance bodies, multilateral treaty organizations,
non-governmental organizations and industry.
Finally, the International Multilateral Partnership Against Cyber Threats (IMPACT) is a public-private partnership lead by the International Telecommunication
Union (ITU) for training, policy coordination, research and information sharing of
cyber threats and incidents.

3.5.2

Forum

Many institutions in the dataset are structured as a Forum of similar institutions
that get together to either share best practices or agree on a common understanding
of how to deal with some aspect of cyber security. They are listed in table 3.21.
Of the 17 forums, six are international organizations or part of a larger international
organization. The other 11 forums are not-for-profit organizations that gather private
and public actors to discuss specific topics related to cyber security.
Three of the forums are international organizations. First, the Organization of
American States (OAS) brings together leaders and representative of 35 nations of the
Americas. The OAS meetings of Ministers of Justice or Other Ministers or Attorneys
General of the Americas established a cooperation portal and a working group on
international cybercrime in 1999. In the 2004 General Assembly, the OAS approved
the Inter-American Integral Strategy to Combat Threats to Cyber Security

[26|

and

has since worked in developing policies and best practices to improve cyber security,
with a focus on critical infrastructure security. Second, as mentioned in the Economic
Focus section above, the Asia-Pacific Economic Cooperation (APEC) is a forum of
21 economies of the Asia-Pacific region that is currently developing a common cyber
security framework for its members. And third, the Group of Seven 10 (G7) is governmental political forum of the leading advanced economies. It has a working group on
'The G7 is also known as Group of Eight but since the suspension of Russia in early 2014, it is
called Group of Seven.
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Institution
IEEE : Institute of Electrical and Electronics Engineers
FIRST: Forum for Incident Response and Security
Teams
OASIS : Organization for the Advancement of
Structured Information Standards
NANOG : North America Network Operators
Group
The Open Group
TF-CSIRT : Task Force CSIRT
LAP : London Action Plan
M3AAWG : Messaging, Malware, Mobile AntiAbuse Working Group
SAFECode : Software Assurance Forum for Excellence in Code
ODCA : The Open Data Center Alliance
Africa DNS Forum
OAS : Organization of American States
Group of Seven : Group of Seven
APEC : Asia-Pacific Economic Cooperation
WSIS : World Summit on the Information Society
IGF : Internet Governance Forum
IMPACT : International Multilateral Partnership
Against Cyber Threats

Created in
1963

Governance
Not-for-profit

1990

Not-for-profit

1993

Not-for-profit

1994

Not-for-profit

1996
2000
2004
2004

Not-for-profit
Not-for-profit
Not-for-profit
Not-for-profit

2007

Not-for-profit

2010
2013
1948
1975
1989
2003
2006
2008

Not-for-profit
Not-for-profit
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization
Treaty Organization

Table 3.21: Institutions of the cyber security ecosystem that are a forum of comparable members.
cybercrime to foster cooperation and government capabilities.
The three other institutions based on a treaty of this cluster are linked to the
United Nations (UN). The World Summit on the Information Society (WSIS) is a
UN sponsored process that consisted of two conferences and ended up with an annual
follow-up on work done by its members in the 11 Action Lines related to the Information Society. The C5 action line is cyber security and the International Telecommunication Union (ITU), a specialized agency of the UN for telecommunications, is
in charge of keeping a database with information on actions taken by governments in
relation to WSIS actions including C5. The Internet Governance Forum (IGF) was
born from the second phase of the WSIS in 2006. Section 2.4.1 gives more details of
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the history of IGF. Finally, the International Multilateral Partnership Against Cyber
Threats (IMPACT) is a public-private partnership lead by the ITU that acts as forum
for governments, industry, academia, think-tanks and international organizations to
coordinate and foster capabilities against cyber threats.
Two not-for-profit institutions in this cluster are professional associations: the
Institute of Electrical and Electronics Engineers (IEEE) and the North America Network Operator Group (NANOG). The IEEE is a professional association for the educational and technical advancement of electrical and electronic engineering, telecommunications, computer engineering and allied disciplines.

Its Standards Associa-

tion (IEEE-SA) develops global standards in a broad range of industries including
telecommunications and has developed standards for network security.

Addition-

ally, the IEEE organizes recurrent conferences covering cyber security. NANOG is
a professional association for internet engineering and architecture that started in
North-America in 1994. It now has an international membership of network operators and is a forum for the exchange and discussion of technical information and
implementation issues to safeguard the stability the network.
Two other not-for-profit forum institutions are focused on computer emergency
response teams (CERTs)": the Forum for Incident Response and Security Teams
(FIRST) and the Task-Force CSIRT (TF-CSIRT). FIRST is a forum for information sharing between CERTs of different natures: national, regional or international
in scope, for a particular industry, a company or research facility. TF-CSIRT is a
European initiative to enhance collaboration and coordination between members of
CSIRTs in Europe and neighboring regions. It is a forum for the CSIRT members
that also accredits CSIRTs and certifies services standards.
Three not-for profit institutions in this cluster are industry-led standard development initiatives: the Organization for the Advancement of Structured Information
Standards (OASIS), the Open Group and the Open Data Center Alliance (ODCA).
OASIS is an industry-led forum that promotes international development, conver"CERTs are also called Computer Security and Incident Response Teams (CSIRT) as CERT is a
registered trademark of Carnegie Mellon University, which was involved in the creation of the first
CERT.
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gence, and adoption of standards for information technologies including security and
emergency management. It initiated the process and was the main contributor of
the widely implemented ISO 15000 standard. The Open Group is another industry
led consortium for information technology standard and certification. It is a forum
for all sectors of the information technology community, from customer groups to
system suppliers, for achieving a trusted global supply chain. The ODCA is a global
industry consortium of information technology organizations focused on accelerating
the adoption of interoperable solutions for cloud computing, including cyber security
standards.
Two additional institutions are also industry led forums: the Messaging, Malware,
Mobile Anti- Abuse Working Group (M3AAWG) and SAFECode, the Software Assurance Forum for Excellence in Code. The M3AAWG is an industry consortium focusing
on operational issues of Internet abuse, such as botnets, malware, spam, viruses and
Denial-of-Service attacks, and whose membership includes Internet service providers,
email service providers, social networks, hardware and software companies and security vendors, as mentioned in 3.2.8. SAFECode is a global initiative to reduce code
vulnerabilities by identifying and promoting best practices to deliver more secure and
reliable software, hardware and services.
Finally, there are two more forums in this cluster: the London Action Plan (LAP)
and Africa DNS Forum. The LAP is a forum to discuss international spam enforcement cooperation between law enforcement institutions, including data protection,
telecommunications and consumer protection agencies, and private sector representatives. And, as mentioned in 3.4.3, Africa DNS Forum is a forum for members of
DNS registries, registrars, operators and government to discuss DNS policies including
cyber security.

3.5.3

Working Group

In the dataset, 12 institutions have a specific internal structure in charge of their
work related to cyber security. For these 12 institutions, cyber security is not per
se part of their main mission, but the relevance of cyber security to make their
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Institution
EDA: European Defense Agency
ISO : International Organization for Standardization
EC JRC : European Commission Joint Research
Center
World Federation of Scientists
W3C : World Wide Web Consortium
Geneva Centre for the Democratic Control of
Armed Forces
Mozilla Foundation
UN : United Nations
OAS : Organization of American States
OECD : Organization for Economic Co-operation
and Development
ASEAN : Association of South Asian Nations
G7 : Group of Seven
APEC : Asia-Pacific Economic Cooperation
World Trade Organization

Created in
2004
1947

Governance
Government
Not-for-profit

1961

Not-for-profit

1973
1994
2000

Not-for-profit
Not-for-profit
Not-for-profit

2003
1945
1948
1948

Not-for-profit
Treaty Organization
Treaty Organization
Treaty Organization

1967
1975
1989
1995

Treaty
Treaty
Treaty
Treaty

Organization
Organization
Organization
Organization

Table 3.22: Institutions of the cyber security ecosystem whose interest in cyber security is subsidiary to their main objective and have a working group or item dedicated
to the area.

mission possible pushed them to have a working group dedicated to cyber security.
Of the 12 institutions in this cluster, six are treaty organizations, five are not-for-profit
organizations and one is part of the European government.
The seven treaty organizations of this cluster are: the United Nations (UN), the
Organization of American States (OAS), the Organization for Economic Co-operation
and Development (OECD), the Association of South Asian Nations (ASEAN), the
Group of Seven (G7), the Asia-Pacific Economic Cooperation (APEC) and the World
Trade Organization (WTO). The OECD, the ASEAN, and the APEC are international organizations whose main objective is the economic development and prosperity
of their member states. In particular, the OECD was established in 1948 to advance
policies that would stimulate the economy and promote social well-being. It currently
has 34 member states. The OECD has been significantly involved in Internet governance and has shaped policy-making for the two last decade. The OECD, the ASEAN,
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and the APEC, recognizing the crucial role of information technologies in their economy, have working groups to develop common policies and share best practices related
to cyber security. The G7 is a political forum of leaders of the main industrialized
economies in the world to discuss global issues, as explained in the Forum section
above. It established a working group on cybercrime, critical infrastructure protection and emergency cooperation. Similarly, the OAS established a working group on
international cybercrime working with the Minister of Justice or Attorney General
of the Americas region to support its political dialog and cooperation mission. The
UN, the major international organization for world peace and security, has a working
group developing an international framework for cyber security with governmental
experts. And WTO, the international organization in charge of the rules of trade
between nations, has a working group concentrating on international trade, internet
privacy and national security issues.
The not-for-profit institutions of this cluster have varied primary objectives that
are increasingly influenced by cyber security. The International Organization for Standardization (ISO) develops international voluntary standards to encourage innovation
and tackle global challenges. It has a Joint Technical Committee with the International Electrotechnical Commission (IEC) that is in charge of the ISO/IEC 27000
series of information security standards. The World Wide Web Consortium (W3C),
is a global organization that develops standards for the long-term prosperity of the
Web. It has many working groups for securing different usage of the Web including
payment security, cryptography, application security and privacy. The Mozilla Foundation works to make the Web open and accessible to all. As part of its advocacy and
policy work, is started a project in 2014 to develop a user-centered cyber security policy framework 163]. The Geneva Center for the Democratic Control of Armed Forces
is a global organization for governments' security sector oversight that established a
working group looking at cyber security, digital policy and internet governance developments from different governments. The European Commission Joint Research
Center (EC-JRC) has a working group on cyber security for the information society
to provide support to the European Commission in policy making.
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Finally, the European Defense Agency is a European government institution created in 2004 to improve defense capabilities of EU members. It has a working group
focused on enhancing members' defense capabilities, research and technology in cyber
security.

3.5.4

Consumer Oriented

There are nine institutions in the dataset that are markedly oriented towards the final
consumer, i.e. Internet users. Most of them are for-profit companies, for which it is
relevant that consumer trust their product to use them, but there are also US and
EU have regulating bodies for consumer protection that also fall in this category, and
there is a not-for-profit organization focused on consumer awareness and education.
Table 3.23 lists the institutions of this cluster, their governance type and year of
creation.
Institution
DG JUST: EU Directorate General for Justice and
Consumers
eBay
Facebook
ConnectSafely
FTC : Federal Trade Commission
Google
Microsoft Corporation
NCSA : National Cyber Security Alliance
PayPal
YouTube

Created in
1999

Governance
Government

1995
2004
2005
1914
1998
1975
2001
1998
2005

For profit
For profit
Not-for-profit
Government
For profit
For profit
Not-for-profit
For profit
For profit

Table 3.23: Institutions of the cyber security ecosystem that are consumer oriented.
Five institutions in this cluster are companies based on very successful online
services that have influenced and shaped the behavior of Internet users. They were
already mentioned in 3.3.5, their description here will focus on their relationship with
users. The e-commerce company eBay, founded in 1995, is the oldest of them. eBay
is a consumer to consumer and business to consumer sales platform over the Internet,
with items selling in over 30 countries. It generates thousands of financial transactions
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per day and securing their platform to limit frauds and protect consumers has been
a key aspect of their business. The technology company Google, founded in 1998,
specializes in Internet-related services and products such as online advertising, search,
browser and online productivity software (such as email and documents). Google is
the most used search engine globally and has millions of servers around the world to
support its Internet-based services. Since its incorporation, Google development has
been focused on the user and securing their products and software has been one of their
main strategies to attract consumer. The same year, the worldwide online payment
system PayPal was established. Currently, PayPal is available in over 200 nations,
and securing their platform and financial transaction is key for keeping their costumer
base. The social network Facebook was launched in 2004, and since then has grown to
be the largest social network nowadays. Facebook has become a platform for Facebook
applications from independent developers and also a way to authenticate people in
other online services. Securing their platform and user information is a major aspect
of their business. Finally, in 2005, the online video-sharing platform YouTube was
created. YouTube, now a Google subsidiary, is one of the major platform for sharing
user generated content, making it a target of censorship by governments.
The other for-profit institutions in this cluster is Microsoft Corporation, a global
provider of computer software, consumer electronics and personal computers and
services. Microsoft was founded in 1975 and currently dominates the operating system
and the office software suite markets because of its user-friendly interfaces. Because of
its huge costumer base, securing its software and other products has a major impact
on limiting harm to computer and Internet users.
The regulating bodies for consumer protection in the US and EU are the Federal
Trade Commission (FTC) and the Directorate General for Justice and Consumers
(DG JUST) respectively. The FTC, created in 1914, is an independent agency looking
to prevent anticompetitive or unfair business practices and foster informed choice in
consumers. Using its authority to limit unfair and deceptive acts or practices, it has
been regulating customer data protection. The DG JUST was established in 1999 to
develop justice, consumer and gender equality policies. It is in charge of the EU data
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protection framework, regulating personal data protection of all EU consumers.
Finally, the National Cyber Security Alliance (NCSA) and ConnectSafely are two
not-for-profit organizations working to increase users' awareness of cyber security
vulnerabilities. The NCSA is a public-private partnership working to educate and
make consumers more aware of cyber security vulnerabilities to limit the harms in
the digital society. ConnectSafely organizes the Safer Internet day in the US, looking
to raise awareness of emergent cyber security issues.

3.5.5

Economic Focus

Economic growth and prosperity is the main objective of six institutions in the
dataset. Four of these institutions are international organizations for economic cooperation, one is part of the US government and other of the EU. The mission of the
National Institute of Standards and Technology (NIST) in the US is to support innovation and competitiveness to enhance economic security. To this end, the NIST has
produced standards to improve network security that federal agencies should apply.
Institution
NIST : National Institute of Standards and Technology
OECD : Organization for Economic Co-operation
and Development
ASEAN : Association of South Asian Nations
APEC : Asia-Pacific Economic Cooperation
SCO : Shanghai Cooperation Organization
DG GROWTH: EU Directorate General for Internal Market, Industry, Entrepreneurship and SMEs

Created in
1901

Governance
Government

1948

Treaty Organization

1967
1989
1996
2014

Treaty Organization
Treaty Organization
Treaty Organization
Government

Table 3.24: Institutions of the cyber security ecosystem for which economic prosperity
and growth is a main objective.
The Organization for Economic Co-operation and Development (OECD) has been
significantly involved in Internet governance and has shaped policy-making for the
two last decade, as mentioned in 3.5.3. More recently, it has been studying policy
emergence and trends in cyber security and has working groups with member states
focused on different aspects of cyber security.
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SCO, the Shanghai Cooperation Organization is an international organization of
six member states from Asia for political, economic and military cooperation. The
SCO has defined common principles between its member states related to information
security and international cybercrime.
The Association of South Asian Nation (ASEAN) and the Asia-Pacific Economic
Cooperation (APEC) are two international organizations focused on economic development, mentioned in 3.4.3. The ASEAN is a political and economic organization
of ten Southeast Asian countries to promote growth and stability; APEC is an economic forum of 21 Asia-Pacific economies to support sustainable growth in the region.
The ASEAN has two working groups that address cyber security, the international
crime working group and the telecom regulation working group, and the APEC is currently developing a cyber security framework based on the APEC Strategy to Ensure
Trusted, Secure and Sustainable Online Environment of 2005.
The EU Directorate General for Internal Market, Industry, Entrepreneurship and
SMEs (DG GROWTH) is in charge of EU industrial policy and standardization for
promoting a digital single market and entrepreneurship to be a source of economic
growth for the EU, as mentioned in 3.4.2.
These clusters centered on institutional characteristics give insight about why and
how is an institution working in relation to cyber security.
This chapter looked in detail at the institutions in each cluster of the framework,
describing the specific characteristic of institutions that classified them in the clusters. The next chapter studies the trends and differences between clusters in each
dimension.
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Chapter 4
The Landscape of Cyber Security
Institutions
In chapter 3 we took a deep dive into each cluster to look in detail at the institutions
in each cluster. In this chapter, we take a higher perspective and use the framework
of clusters and dimensions to derive interesting insights about how the institutional
landscape in cyber security is laid out.

First we study the establishment of the

124 institutions in the dataset, and then analyze and compare the clusters in each
dimension. Additionally, we study the areas that are under represented and look into
possible reasons and how more data could be gathered to have a better idea of those
areas. Finally, for each dimension we explore how the current landscape could change
in the next few years.

4.1

Establishment of the institutions in the dataset

Although cyber security is a fairly new domain, government institutions that are
shaping cyber security policy were created as early as 1789, and have expanded their
scope to cover cyber security. However, most institutions in the dataset are relatively
young, with over 50% created in or after 1998. Figure 4-1 depicts the number of
institutions in the dataset in place from 1789 to 2015, by type of governance.
The largest increase in the number of institutions comes from the boom of not93
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Figure 4-1: Number of institutions in place per type and per year from 1789 to 2015.

for-profit institutions created after the World Wide Web was born in 1989.

The

second largest growth happened a few years earlier, with the advent of computer and
technology companies. And after the year 2000, we can see that many national and
international government organization related to cyber security were created. Indeed.
many institutions were created as part of the development of the European Union,
and others are the result of the increasing relevance of cyber security for governments
around the globe.
In the next sections of this chapter, we study the clusters of institutions from
different angles and cross cuts between dillensions noting the most interesting insights. For convenience purpose, figure 4-2 repeats the framework of clusters in the
five dimensions introduced in chapter 3.

4.2
4.2.1

Cyber security aspect dimension
Comparing cyber security aspect clusters

There are nine clusters in the cyber security aspect dimension and 89 institutions
in the dataset are classified into at least one of these clusters. Figure 4-3 shows the
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Figure 4-2: Franework of institution clusters organized by dimensions.

proportional size of each of the clusters in the cyber security dimension. The largest
cluster is network security with 27 institutions. followed by cybercrime with 19 and
security standards with 13. The smallest clusters are cyber defense. cyber security
research and computer security, with four, five and six institutions of the dataset
respectively.
The composition of the clusters in this dimension. in terms of types and number of
institutions, is varied. For example. in the network security cluster. there are many
companies and not-for-profit organizations, but also government agencies that are
working to secure networks. In contrast, very few institutions found in the cyber security literature and the transcripts from JGF, are focused on cyber defense., and all of
them are fron the public sector. Similarly, the cyber crime cluster is dominated by the
the dataset
public sector, withi many government agencies and treaty organizations of
collaborating and cooperating in fighting cyber crilme at national and international
levels. Then, the security standard cluster has imainly not-for-profit organizations and
a few governiment agencies that are developing cyber security standards for different
products and markets.
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Figure 4-3: Distribution of institutions in the cyber security aspect dimension: iiiniber of institutions in each cluster.

The data protection and data security clusters are interesting because although
both cluster focus on information security, they have different motivations and objectives. The data protection clusters is composed of institutions that view information
security from the end user perspective and the mininun level of data protection users
should have, whereas the data security cluster is for institutions that either develop
technologies to secure data or have the responsibility of securing data.

Therefore,

most for-profit institutions are in the data security cluster, as they focus on the technology. However, there is an information security company that is in both clusters.
Gemaltol is one of the first companies to publicly disclose that its products give the
required data protection for the EU as they are compliant with the data protection
requirements of the new General Data Protection Regulation, which was approved by
the legislative institutions of the European Union on April 14th, 2016, although the

new rules will be applicable in 2018 1641.
Another cluster with no for-profit, private sector is the computer emergency reGernalto recently acquired the US-based information company SafeNet.
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sponse. As mentioned in 3.2.1, most large companies and organizations relying heavily
on IT have a Computer Emergency Response Team (CERT) or Computer Security
Incident Response Team (CSIRT). However, in the dataset were included only the
ones playing a larger role and shaping the ecosystem mainly by their role within the
CERT/CSIRT community.
For the computer security and cyber security research cluster, our methodology
to build the dataset captured specific groups of institutions. The computer security cluster is composed of large technology companies that are either manufacturers
of computers or processors such as Microsoft, Hewlett Packard and Intel, or secu-

rity software companies such as Symantec and McAfee (now Intel Security Group

McAfee), and there are no governmental institutions in this cluster. In contrast, only
not-for-profit organizations comprise the cyber security research cluster. Although
some of these organizations have a direct link with governmental institutions relevant
for cyber security, it is probably not representative of the governmental efforts in
cyber security research. Similarly, governments activities for computer security are
not captured in the dataset. As it will be discussed further in [REF], there are other
ways this information could be collected.

4.2.2

Institutions distribution in the cyber security aspect clusters

Over 50% of institutions in the dataset are specific enough that they focus on only
one cyber security aspect. In fact, as table 4.1 shows there are 76 institutions that
are classified in one cluster in the cyber security dimension and only 10 are in two
clusters and three in three clusters. The public sector institutions that are in more
than one cluster have a mandate that covers those topics. For instance, the Korean
Internet and Security Agency is in charge of data security of Korean government networks and critical infrastructure and at the same time it develops the personal data
protection framework. Similarly, the US Department of Defense (DoD) is responsible
for the security of its networks and the US cyber defense posture. The not-for-profit
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Institutions

No cluster
One cluster
Two clusters
Three clusters

35
76
10
3

Table 4.1: Number of institutions that are in zero, one, two and three clusters of the
cyber security aspect dimension
organizations that are in multiple clusters typically extended their scope probably as
a result of their leadership. As an example, the Latin American Top-Level Domain
(LacTLD) managers association provides network security training for top-level domain managers in the region and also collaborates with local law enforcement agencies
in cybercrime and computer forensic. The CERT Coordination Center (CERT/CC),
the first Computer Emergency Response Team that was created, is now also doing
cyber security research, collaborating with many US government agencies. Finally,
the companies that are in multiple cyber security aspect clusters are mainly security
software companies such as Symantec and Intel Security Group - McAfee that cover
several topics including computer, network and data security. In Figure 4-4 the red
links correspond to institutions that are in two or more clusters in the cyber security
dimension. It gives a visual idea of clusters these institutions are in. Section 3.2
provides more details on the institutions in the clusters.
Additionally, there are 34 institutions in the dataset that are not classified in any
cluster of the cyber security aspect dimension, as none is particularly focusing on any
of the aspects captured by the clusters. Indeed, the six companies not listed in those
clusters offer products and services whose security has an impact on users' experience
but these companies do not focus on any particular aspect of cyber security. For instance, many aspects of security represented by the clusters are relevant for Google,
Facebook and Paypal services and therefore they do not concentrate on only a few of
those topics. Similarly, the international institutions not listed in this cluster address
cyber security as one topic of their internet policy and regulation activity. And most
of the government institutions not classified have a high-level responsibility related
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Red links indicate

to the internet ecosystem and address cyber security in general. For example, the
Department of State coordinates the global diplomatic engagement on cyber issues
of the US, the Colombian Communications Regulation Commission is in charge of all
matter related to communications, including the internet in its country, and the Organization for Economic Co-operation and Development (OECD) studies and supports
its member countries' policy making in all aspects of cyber security. However, there
are also government institutions and not-for-profit organizations that address other
topics related to cyber security that are not narrowly focused on the cluster's aspects.
The Central Intelligence Agency and the National Security Agency are in charge of US
national security in cyberspace, covering most if not all cyber security aspects. And
the not-for-profit National Cyber Security Alliance and ConnectSafely.org work to
increase consumer awareness of cyber security threats and foster preventive practices
in many cyber security areas.

4.2.3

Governance types of institutions in cyber security clusters

Studying in more detail the governance of institutions in the different cyber security
aspects sheds light on how different priorities are according to institution governance
types. Figure 4-5 shows the number of institutions of each type in the cyber security
aspect cluster. The graphs reveal that private sector institutions (for-profit and notfor-profit) generally focus on narrowed aspects of cyber security in comparison to
the public sector (including government agencies and international organizations),
as there are very few private sector institutions that cannot be classified into these
clusters ('Not specified' category in figure 4-5 (a) and (b)).
Moreover, for-profit institutions concentrate mainly on a few areas of cyber security: network, computer, and data security. Network security is the largest cluster
among private sector institutions but there are only a few government institutions in
the cluster and no treaty organizations. This is in line with the fact that most of the
Internet infrastructure is in the hands of private institutions, as mentioned in 1.2.2,'
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treaty institutions in cyber security aspect clusters.
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although it is still remarkable that the Internet covers the whole globe without any
treaty organization overviewing interconnections.
Figure 4-5 (b) also illustrates the relevant role not-for-profit institutions play in
cyber security.

Indeed, in the dataset, there are not-for-profit organization in all

aspect clusters except computer security and cyber defense.
Government institutions are also well distributed across all clusters of the cyber
security aspect dimension (Figure 4-5 (c)). They are in all clusters except computer
security and cyber security research. However, the fact that government institutions
do not directly cover those areas does not mean that governments are not working on
those areas, as governments fund research of other institutions.
Finally, treaty organizations concentrate in the cybercrime cluster mostly, and in
a lesser extent in the data protection cluster.

4.2.4

Activity sectors of institutions in cyber security clusters

Analyzing the activity sector of institutions in the cyber security clusters we realized
most institutions in cyber security clusters do not have a specific activity sector. In
fact, only 27 of the 90 institutions in this dimension are also in a cluster in the activity
sector dimension. Furthermore, no institution from the dataset in the cyber defense
and cyber security research is in an activity cluster, and similarly, most institutions
in the computer emergency response, cybercrime and data protection clusters do not
have a specific activity sector. Although specific areas of cyber security, these topics
are transversal to many industries and activities at the national and international
levels and therefore institutions concentrating on them do not necessarily come from
a particular activity sector.
In contrast, there are many institutions in the computer, data and network security
clusters that are also in the software, hardware and service provider cluster. These are
the large hardware, software and information security companies, such as Microsoft
and Symantec, that are leading the effort to secure their products and offer security
solutions to users.
Moreover, institutions in the network security cluster come from many different
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activity sectors.

Institutions in the Internet governance, internet policy, software

hardware and services provider and telecommunications clusters are working on network security. Indeed, institutions from all these different sectors make the Internet
work and have a significant impact on the overall security of the network.

4.2.5

Jurisdiction of institutions in cyber security aspect clusters

Almost half of the institutions in the cyber security clusters have a defined jurisdiction
or geographic zone for their work. Computer security is the only cluster where there is
no institution in the dataset that is also in a jurisdiction cluster. Naturally, companies
in the computer security cluster are not attached to a particular jurisdiction and their
products are available globally.
In agreement with the findings in section 4.2.3, most institutions in the cybercrime
cluster have a specific jurisdiction as they are mostly government or international
institutions, with the US and Europe having many different institutions participating
in the cybercrime efforts.
In addition, 10 institutions from the dataset working on network security have
a defined jurisdiction.

Indeed, these institutions are either the ones in charge of

network security for their government, such as the European Union Network and
Information Security Agency, or are regional not-for-profit organizations related to
Internet resources, namely domain names and addresses, such as Asia-Pacific Network
Information Centre, which distributes Internet Protocol (IP) addresses in the AsiaPacific region.
Finally, in the security standards cluster, there are four institutions that are from
Europe. As explained in 3.4.2, these four institutions collaborate in the development
of standards for the European Union single market in accordance with the EU cyber
strategy.
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4.2.6

Other institutional characteristics of institutions

In most of the cyber security clusters, there is one or more forum institutions, only
the computer security, cyber defense and cyber security research clusters do not have
one. These forums are either not-for-profit institutions that have emerged from a need
between different actors to share experience and best practices, enhance trust and
collaboration, such as the Forum for Incident Response and Security Teams (FIRST),
or they are treaty organizations, such as the Organization of American States, that
have used their institutional background to set common ground rules between member
states in topics including cybercrime and critical infrastructure protection.
In addition, there are four forums in the security standard cluster. Three of these
forums concentrate on information standards for interoperability and convergence,
although with somewhat different interests: the Open Group focuses on technology
integration, the Open Data Center Alliance focuses on interoperable solutions for
cloud computing, and the Organization for the Advancement of Structured Information Standards focuses on open standards. Section 3.5.2 describes these institutions
in more detail.
In computer emergency response, most institutions are for information sharing
as a significant part of their objective is to consolidate and distribute information
about incidents and responses with the different organizational units of the institution they are housed in. Nonetheless, there are information sharing institutions in
other clusters such as the coalition for a global response to cybercrime Anti-Phishing
Working Group, which fosters information sharing between industry, government, law
enforcement agencies and non-governmental organizations2
In the cybercrime and security standard clusters, there are institutions that have
an economic focus as their main objective is closely related to economic development.
As cybercrime and security standard relevance for economic development increased,
these institutions started working on these cyber security aspects. Similarly, other
institutions in these clusters have a more general objective and create a working group
2

See section 3.2.1 for more information on computer emergency response institutions and section
3.5.1 for information sharing institutions.

104

to focus on these aspects, such as the International Organization for Standardization
(ISO), which has created many working groups for different cyber security standards
such as the information security suite ISO/IEC 27000.

4.2.7

Missing institutions

The dataset of institutions we built is not representative of all institutions working
on cyber security and shaping cyber security policy. The methodology used to find
institutions makes some institutions more visible than others. As explained in 2.1,
many institutions come from IGF discussions, where attendees and topics are influenced by global issues affecting the Internet ecosystem in general. As such, if we were
to capture the institutions in cyber security discussions in a conference now, probably
Apple would be part of the list, because of all the exposure related to the encryption
contention with the Federal Bureau of Investigation (FBI) in the US 3 . Furthermore,
Apple would perfectly fit in the framework: it would be in the data security and
software, hardware and services provider clusters.
Additionally, there are institutions working on some cyber security aspects that
are unlikely to be noticed with our methods and other ways of collecting data would
be more suitable. For instance, studying research funds from different government
agencies would allow to reveal the topics of interest of cyber security research for
governments. Similarly, government contractors may be supporting agencies in topics such as computer security where no government involvement was found in the
institution in the dataset.

4.2.8

Cyber security aspects in the next few years

Studying what institutions classified this dimension are doing, we can find some
incipient topics in cyber security. For instance, now that more and more services are
based on cloud computing platforms, companies are starting to develop products to
3In early 2016, the FBI wanted Apple to develop software to help them recover information from

an iPhone. Apple refused and the FBI took Apple to court
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secure cloud computing, building on data, network and computer security capabilities.
Amazon and Armor are two companies in the dataset offering such products.
Similarly, there are companies, such as Gemalto, working on securing data transfer and processing between different types of hardware. In fact, an increasing number
of organizations offer services for securing connections and identity management between different devices such as smartphone, tablets, notebooks, industrial automation
systems, wearable devices and other internet of things gadgets. In the next years, the
integral management of data security between multiple devices will probably become
key to secure software and online services.
For the next dimensions, we are going to highlight only the new insights as we
study and analyze them.

4.3
4.3.1

Activity sector dimension
General description of clusters in the Activity sector dimension

There are seven clusters in the activity sector dimension and 52 institutions from the
dataset are classified in clusters of this dimension. Figure 4-6 depicts the proportional
size of each cluster in this dimension. The largest cluster is the software, hardware
and service providers with 18 institutions, followed by Internet policy with 14 and
telecommunications with nine. The smallest clusters are the intelligence and financial
sectors with three and four institutions respectively.
Most of the clusters in this dimension are dominated by one type of institution
with the exception of the telecommunication cluster where there is a mix of institutions. This is mainly because telecommunications is a highly regulated sector with
international agreements being the instrument that allowed telecommunication cable connections globally.

Therefore, there are for-profit and not-for-profit private

actors, government agencies and international organizations in the telecom cluster.
In contrast, the software, hardware and services provider and the online services are
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Figure 4-6: Number of institutions in each cluster of the activity sector dimension.

composed of private sector institutions only andimostly for-profit organizations. The
Internet governance and Internet policy clusters are dominated by not-for-profit institutions, the big contributors to the Internet development. The intelligence sector is
composed by government institutions only, the security agencies. The few institutions
in the financial cluster are of many different types. However. there is not enough data
to make conclusions.
There are 11 institutions that are classified in two activity sector clusters and
most of them link sectors where the boundaries are blurry. Figure 4-7 reveals these
connections with red links for institutions that are in two clusters. We can see that
the Internet policy clusters shares many institutions with the Internet governance and
telecoununications clusters. Additionally, the online services and software., hardware
and services providers clusters have imany institutiolls in cnommon.
There are 73 institutions in the dataset that are not classified in any cluster of
the activity sector dimension.

These institutions are mainly government agencies,

international organizations and not-for profits that are not sector specific i)ut that
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A

are related to cyber security. For instance, the National Institute of Standards and
Technology in the US, the World Trade Organization and the Anti-Phishing Working
Group do not have a specific sector they work for.

4.3.2

Cross-cutting other dimensions by activity sectors

As mentioned in 4.2.4, there are 27 institutions in the activity sector dimension that
are also in the cyber security aspect clusters. In fact, most companies in the software,
hardware and service provider cluster are also part of the computer, data or network
security clusters from the cyber security aspect dimension. Some institutions from
the Internet policy, Internet governance and telecommunication clusters are also part
of the network security cluster. The other 24 institution in this dimension do not
have a specific focus in cyber security, their approach is as a whole from their activity
sector point of view, such as the National Institute of Standards and Technology that
covers many different areas.
There are few institutions in the activity sector dimension that are also part of a
jurisdiction cluster. The US is the most represented jurisdiction with institutions in
the financial sector, intelligence, Internet policy and telecommunication sector. Moreover, in the telecommunication sector there are institutions from the US, European
Union, Asia-Pacific and Asia.
Finally, many companies in the activity sectors are also part of the consumer
oriented cluster. These companies focus primarily on cyber security to protect users
from possible harm that would make users not use their products and services. eBay,
PayPal and Facebook are a few examples.

4.3.3

Missing institutions and future activity sector clusters

Most institutions in the dataset with a specific activity sector have an activity linked
to the development of the Internet ecosystem: telecommunications, hardware and
software providers, online services, Internet policy and governance.

The only two

sectors that are not a core part of the ecosystem are the financial and intelligence
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sectors. However, these sectors have been leveraging the development of the Internet
infrastructure for their own activities for many years now and have influenced the
ecosystem.
There are many more activity sectors where organizations are increasingly leveraging the Internet to provide new products and services. These institutions are not
(fully) integrated in the ecosystem. More targeted publications and conferences would
need to be surveyed to find the institutions in areas such as automated vehicles, education, e-governance, medical devices and connected devices in general. In the next
few years, we can expect many of those activity sectors to become more connected to
the rest of the institutions as their products get more integrated with the ecosystem.

4.4
4.4.1

Jurisdiction dimension
Description and links with other dimensions

There are three clusters in the jurisdiction dimension: the US, Europe and other
regions. The US and EU clusters have almost double as many institutions as the
other region cluster combining Asia-Pacific, Africa and Latin America. Figure 4-8
shows the proportional size of each cluster with the institution counts.
Although the US and the Europe clusters have almost the same number of institutions, their composition is quite different. For instance, the US cluster is mostly
composed of government agencies. There is only one institution that is not part of the
government, a not-for-profit institution that collaborates closely with the government.
In contrast, in the European cluster, there are treaty organizations at the EU and
Europe level, governmental organizations part of the EU governance system, and notfor-profit institutions that not only collaborate with the government, but have been
mandated by the EU governance system to develop standards. The US and Europe
clusters both have institutions that span across almost all the cyber security aspects.
The US has a noticeable concentration of institutions sharing cybercrime effort. Most
European institutions are in the cybercrime, security standards and network security
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Figure 4-8: Number of institutions in each cluster of the jurisdiction dimension.The

other regions cluster is expanded to show the institutions from the Asia Pacific, Africa
and Latin America regions.

clusters.

Furthermore, US institutions are more specific in terms of activity sector

than European institutions. Indeed, only two European institutions are classified in
the activity sector dimension. whereas there are five US institutions in four activity
sector clusters.

The institutions from other regions are different from the ones in the US and
Europe.

To start, most of them are treaty-based organizations that group a few

countries together, or not-for-profit, institutions linked to Internet registries regions.
Additionally, most institutions are in the cybercrime and network security cluster.
The Regional Internet, Registries and top-level manager association of Asia-Pacific,
Africa and Latin America., part of the Internet governance cluster, play relevant roles
of training and capacity building in those regions.
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4.4.2

Missing institutions and future activity sector clusters

Although in the dataset we included institutions scraped from the IGF 2014 meeting
that took place in Istanbul, most institutions in the dataset are western institutions.
There are a few from India and other parts of the world. However, there might be
many more institutions from other parts of the world that should be included in
the dataset. Starting from the few institutions found from other regions, the work
could be expanded by studying what else is being done in other places and which
institutions are relevant. One challenge though is that without knowledge from the
Internet ecosystem in the different parts of the world -how the Internet is used,
integrated (or not) in every day life and the infrastructure supporting it is run-, it
is difficult to evaluate if what institutions are doing there is really shaping Internet
security in that region at least.
Nonetheless, institutions from other countries will probably increase their participation in relevant global meetings and conferences covering cyber security and the
regions will become better known.

4.5

Institution Characteristics

The last dimension we are going to study in this chapter is the institutional characteristics dimension. This dimension is different from the other ones and gives information
about how and why institutions are working on cyber security. It has five clusters
that can be distinguished in two groups: the forum, information sharing and working
groups clusters that correspond to modes of operation of institutions, and the consumer oriented and economic focus clusters, which are drivers that got institutions
into cyber security. Figure 4-9 shows the count of institutions in each cluster of this
dimension.
The forum institutions are either treaty organizations, where representatives from
different governments discuss and agree upon common terms for dealing with cyber
security issues, or not-for-profit institutions that provide a space of discussion, debate
and agreement between different actors in many topics of cyber security. Information
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Figure 4-9: Number of institutions in each cluster of the institution characteristic
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sharing institutions are similar to forum institutions but are more focused on the exchange of information about incidents, statistics and experience than in the discussion
and setting of conunon standards or understanding frameworks (especially for cyber
crime). There are not-for-profit. government and treaty based organizations in this
cluster. Institutions in the working group cluster are institutions whose core activities are not directly related to cyber security and the organization decided to cover
cyber security through the work of a somewhat independent working group.

The

institutions in this cluster are mainly not-for-profit and international organizations
with a high level objective for which it became relevant to work on cyber security. For
instance. the World Trade Organization has a working group on international trade
and Internet privacy.
Consumer oriented institutions are either government agencies in charge of consumer protection, such as the Federal Trade Commission in the US, or companies
whose focus on cyber security comes from protecting the user from potential harm
that could happen when using their product or service. such as Facebook. Economic
focus institutions are mainly treaty organizations put in place to foster econonic
growth within a region or group of countries. These institutions became interested in
cyber security because of its increasing relevance in economic security.
As discussed in 4.2.6, there are clusters that have many forums or information
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1.

sharing institutions. In the next years, to prevent competing with similar institutions, these institutions could collaborate and leverage the members of all institutions
together.
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Chapter 5
Conclusions
5.1

Contributions

In this work we present three main contributions: first, we built an initial dataset
of institutions that are shaping cyber security; second, we proposed a framework to
classify and study institutions in the dataset; and third, we identified key learnings
about the cyber security landscape.
Starting from government and international organization documents, and using
automated tools to extract institution names from conference discussions in cyber
security, we built a dataset of 124 institutions. These institutions are shaping internet
security by their ability to influence policy and regulation of cyber security or directly
the security of internet users. The dataset is composed of very different institutions
in terms of governance, activity, mode of operation, relation to cyber security and
scope.
To gain insights about the landscape of institutions in the dataset, we proposed a
framework of 28 aspects organized in five dimensions corresponding to different types
of characteristics: cyber security sector, activity sector, jurisdiction, institutional
characteristics, and governance types.

The initial clusters were obtained using a

linguistical clustering algorithm and using the description of institutions and their
relationship to cyber security. The result was then complemented with the analysis
of the common factors of the institutions in each cluster. A few institutions were
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manually added to clusters when, because of word frequencies, the algorithm had not
initially picked a characteristic of an institution.
Since the time we did the initial analysis and build the dataset, more institutions
have emerged that could be added to the dataset and classified in the clusters of
the framework. Additionally, more institutions will emerge in the future that will
probably add new aspects to some dimensions of the framework.

However, it is

unlikely that categories would be erased in the medium term.
The framework of cluster is a useful tool to untangle the rich and diverse underlying structure of institutions shaping cyber security, contributing to understanding
the different perspective and incentives of institutions with respect to cyber security.
Studying the institutions in the different clusters in each dimension and cross cutting with the other dimensions revealed the trends and roles institutions have in the
ecosystem.

5.2

The landscape of cyber security institutions

The landscape of institution shaping cyber security is a rich ecosystem with institutions of varied nature. The institutions we included in the dataset focus mainly on
nine areas of cyber security: network security, cybercrime, security standards, data
security, data protection, computer emergency response, computer security, cyber security research and cyber defense, in descending number of institutions involved in
each aspect. There are other aspects of cyber security that appeared in nascent form,
such as cloud computing security and multi-platform security, that will probably become relevant in the next years.
Additionally, the institutions found come from mainly seven activity areas: hardware, software and service providers, Internet policy, telecommunications, online services, Internet governance, financial sector and intelligence; from the most to the least
common in institutions. The distinction between these activity sectors is sometimes
weak and will probably continue to merge as more sectors converge. New topics such
as the Internet of Things and automated vehicles will probably make it onto the list
116

very soon.
For-profit and not-for-profit private institutions, government institutions and international treaty organization are all well-represented in the ecosystem. The private
sector accounts for over 50% of institutions, with not-for-profit organizations being
the largest share.
In terms of geographical scope, the two main areas of institutions shaping cyber
security are the US and Europe, although a few institutions come from Asia-Pacific,
Africa and Latin America. Probably many more institutions from these other regions
are going to be part of the ecosystem in the near future.
We identify three usual modes of operation in the institutions included in the
dataset. Many institutions are forums, where members discuss views and experiences
to come up with consensus of best practices.

Another large share of institutions

are a point of information sharing between members, exchanging incidents reports,
statistics, experiences and best practice informations.

For many institutions, cyber

security is not a core area of expertise and they develop their work in cyber security
in a somewhat independent working group of experts. Similarly, in institutions whose
primary objective is not directly related to security, we identify two main reasons for
getting involved in cyber security. Institutions that are consumer oriented with products that rely significantly on the Internet infrastructure, or that are concerned about
possible harm to users, start caring about cyber security to preserve consumer trust
and limit their harm.

Likewise, organizations concerned by economic development

have begun to realize the relevance of Internet infrastructure security in economic
security and thus have started initiatives in cyber security.
In each of these dimensions of study, the aspects of cyber security covered, activity
sector, governance, geographical scope and other institutional characteristics, groups
of institutions can be very different between them, one more geared toward one topic,
or one activity sector than another, with more or less private or public institutions,
with institutions from one part of the world instead of another.

No two clusters

of institutions are really similar, and the distribution of institutions in definitely not
uniform in any dimension, with usually no institution having an established leadership
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position in cyber security topics. This systemic study allowed us to better understand
the different perspectives, incentives and roles of institutions in the large and rich
ecosystem that constitutes the institutional landscape of cyber security.

5.3

Future work

Using this work as foundation, there are three main directions for future work: expanding the dataset, using the framework to study a specific topic in cyber security,
and studying the emerging topics that are not visible in the framework. As mentioned
in chapter 4, the dataset could be expanded by using other sources of information.
For instance, papers presented in cyber security conference could be scraped to find
sources of funding. Indeed, in the current dataset very few institutions are invested
in cyber security research. However, it is an activity usually outsourced through contracts and grants to research institutions. It would be interesting to map were funds
in cyber security research are being allocated.
Furthermore, picking specific topics in cyber security, a more detailed studied of
institutions involved could be done to better understand how institutions in different
clusters interact with each other. For example, if we would be interested in understanding which institutions would participate in improving home routers' security, we
could take a look at institutions in the network security, data protection, hardware
providers, telecommunications and consumer oriented clusters as these aspects are
directly related to home router security. There are 14 institutions in the dataset that
are in two or more of those clusters that could be a starting point to investigate the
issue. Taking another approach, we could take all institutions in the cluster whose
scope appears to cover home router security and study the common aspect of these
institutions. In the dataset, 20 institutions have a scope that covers home router
security. As expected, many institutions are in the clusters mentioned above. It is
interesting to note that there is one forum institution, the Messaging, Malware, Mobile Anti-Abuse Working Group (M3AAWG), that appears to do related work in its
effort agains botnets, malware, spam, and other online exploitations. It could be a
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good lead to gain multistakeholder involvement in the issue.
Finally, there are cyber security aspects that are not in the framework because just
one or two institutions in the dataset, such as cloud computing and securing identity
management across multiple platforms. Probably more institutions are working on
those topics. It would be interesting to find out who they are and how they would fit
in the current landscape.
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Appendix A
Algorithms for entity name
extraction and clustering
Automated text analysis techniques were used to selected cyber security discussions
from the transcripts, to extract institutions names from these discussions and finally
to find clusters of institutions using the full dataset.The following sections describe
in detail the algorithms used.

A.1

Sentence selection

The raw text of each session transcript was scraped from the conference website [46]
and the procedure described in Algorithm 1 was used to obtain the cyber security
discussions of each session. As sessions' main topics are all linked to the internet
in the selected conferences, many times the word security is used instead of cyber
security or cybersecurity to refer security in the internet environment. Indeed, when
referring to other meanings of security, speakers used adjectives to indicate the specific meaning, forming bigrams (groups of words) such as social security and physical
security. Therefore, all sentences with the word security not part of a bigram modifying its meaning were considered. When a group of continuos sentences was extracted,
they were merged to form a paragraph as entity name recognition is more accurate
in larger portions of text. The tokenization was done using the sentence tokenizer of
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the Natural Language ToolKit (NLTK) package for Python.

Algorithm 1 Selection of cyber security sentences from transcripts.
Inputs:
Transcripts: list of json elements with raw text of all sessions.
for all transcriptin Transcriptsdo
sentences +- list of tokenized sentences of transcript

for all sentence in sentences do
if 'cyber security' or 'cybersecurity' in sentence then
CSsentences <- append sentence

else if 'security' in sentence and not ('social security' or 'physical security')
then
CSsentences <- append sentence

end if
end for
transcript[CS_sentences] +- CSsentences

end for

A.2

Institution name extraction

To extract institution names from cyber security discussions, the part of speech (POS)
tags of words in the selected sentences are used. Consecutive proper nouns or proper
nouns separated by and, of and for are grouped together to check if they form longer
institutions' names.

Algorithm 2 shows the procedure in more detail. As tagged

proper names also included attendees names, the list of participant available at the
conference website [46] was used to discard them. The word tokenization and the
POS-tagging was performed using the word tokenizer and POS tagger of the NLTK
package for Python.
Using this algorithm, 108 unique entity names were extracted, of which about
60 were new additions to the dataset, 25 were already in the dataset and 25 were
discarded (mainly misspellings or acronyms such as ICT, IXP and DNS).
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Algorithm 2 Extraction of entities name from cyber security discussions.
Inputs:
CSsentences: list of sentences.
Attendeesnames: list of names of conference attendees.
for all sentence in CSsentences do
sentencetokens

+-

list of tokens in sentence

sentence-taggedtokens <- list of tuples (word, POS-tag) tokens for word in
sentencetokens
Names <- append list of proper nouns chunks in sentence: single words with
NNP or NNPS POS-tag, groups of consecutive words with NNP or NNPS POStag, and group of words with NNP or NNPS POS-tag separated by and, of or
for.
end for
for all name in Names do
if name not in Attendeesnames then
Institutionsnames<- append name

end if
end for

A.3

Clustering of institutions and topics

To cluster the institutions in the dataset after adding descriptive information about
institutions activities, the Lingo algorithm was used. The Lingo algorithm was developed to classify search results and documents in meaningful groups using [65, 661.
Other clustering algorithm such as K-means and Suffix Tree Clustering (STC) were
also tried on the data and Lingo had the most meaningful clusters and labels. The
Lingo algorithm is available on Carrot2 framework

[671.

Algorithm 3 shows the procedure to cluster the institutions using the short texts
describing the institution and the relationship to cyber security.
Algorithm 3 Procedure to get clusters of institutions.
Inputs:
Institutions: list of json elements with each institution information.
institution[mission]: text describing the institution for institution in
Institutions.
institution[CS relationship]: text describing relationship to cyber security of
institution for institution in Institutions.
Clusters
list of clusters elements with a name and list of institutions associated with it obtained using the Lingo Algorithm with institution[mission]and
institution[CS_relationship] as text snippets for each institutionin Institutions.
+-
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Appendix B
List of Institutions in the Dataset
The final list of institutions included in the dataset studied for this work is in table
B.1 as well as the clusters each institution is in.
Table B.1: List of institutions in the dataset.
Name

Governance

Clusters

Africa DNS Forum

Not-for-profit

Africa, Forum, Internet Governance

African Union

AfTLD:

Africa Top Level Do-

Treaty Organi-

Africa, Data Protection, Cyber-

zation

crime

Not-for-profit

Africa, Network security

Government

Network Security, Asia Pacific

For profit

Data Security, Software and Ser-

mains Organization
AISI : Australian Internet Security Initiative
Amazon

vice Provider, Online Service
AP-CERT : Asia Pacific Com-

Treaty Organi-

Computer Emergency Response

puter Emergency Response Team

zation

Team, Asia Pacific, Information
Sharing

APEC : Asia-Pacific Economic

Treaty Organi-

Asia Pacific, Economic Focus, Fo-

Cooperation

zation

rum, Working group
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Table B.1: (continued)
Name

Governance

Clusters

APNIC: Asia-Pacific Network In-

Not-for-profit

Asia Pacific, Network security

Not-for-profit

Cybercrime, Information sharing

For profit

Software and Service Provider,

formation Centre
APWG : Anti-Phising Working
Group
Armor : FireHost

Data Security
ASEAN : Association of South

Treaty Organi-

Economic Focus, Asia Pacific, Cy-

Asian Nations

zation

bercrime, Working group

AT&T

For profit

Network Security, Telecommunications

British Business Federation Au-

Not-for-profit

thority

Software and Service Provider,
Data Security

CAIDA: Center for Applied Inter-

Not-for-profit

Cyber Security Research

Government

Security Standards, Europe

Not-for-profit

Security Standards, Europe

Not-for-profit

Network Security, Europe

Not-for-profit

Computer Emergency Response

net Data Analysis
CEN : European Committee for
Standardization
CENELEC : European Committee for Electrotechnical Standardization
CENTR : Council of European
Top Level Domain Registries
CERT/CC: CERT Coordination
Center
CERT/EU

Team, Cyber Security Research
Computer

Emer-

Government

Europe,

gency Response Team European

Response

Union

Sharing
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Computer

Emergency

Team,

Information

Table B.1: (continued)
Name

Governance

Clusters

CIA : Central Intelligence Agency

Government

Intelligence Agency, United States

CISCO

For profit

Network Security, Software and
Service Provider

CloudFlare

For profit

Online Services, Network security

Comcast

For profit

Telecommunications, Network security

Commonwealth Cybercrime Ini-

Treaty Organi-

Cybercrime

tiative

zation

ConnectSafely

Not-for-profit

Consumer Oriented

Council of Europe

Treaty Organi-

Europe, Cybercrime

zation
CRC : Colombian Communica-

Government

Telecommunications

Not-for-profit

Internet Policy

Government

Europe, Network Security

Government

Europe

Government

Europe, Security Standards, Eco-

tions Regulation Commission
DDP : Digital Defenders Partnership
DG CONNECT : EU Directorate
General for Communications Networks, Content and Technology
DG DIGIT: EU Directorate General for Informatics
DG

:

GROWTH

EU

Direc-

nomic Focus

torate General for Internal Market,

Industry,

Entrepreneurship

and SMEs
DG HOME : EU Directorate Gen-

Government

eral Home Affairs
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Europe, Cybercrime

Table B.1: (continued)
Name

Governance

Clusters

DG JUST : EU Directorate Gen-

Government

Europe, Data Protection, Con-

eral for Justice and Consumers
DHS : Department of Homeland

sumer Oriented
Government

Security
DoD

Department of Defense

Network Security, United States,
Cybercrime, Data Security

Government

Network Security, Cyber Defense,
United States

DoJ

Department of Justice

Government

United States, Cybercrime

DoS: Department of State

Government

United States

DotCO : Colombia's Top level Do-

For profit

Software and Service Provider

Not-for-profit

Data Protection

For profit

Online Services, Consumer Ori-

main
DSCI : Data Security Council of
India
e-Bay

ented
EC JRC : European Commission

Not-for-profit

Joint Research Center
EDA : European Defense Agency

Cyber Security Research, Europe,
Working Group

Government

Europe, Cyber Defense, Working
Group

EDPS : European Data Protec-

Government

Europe, Data Protection

Government

Europe, Cybercrime

Government

Telecommunications, Africa

tion Supervisor
EEAS : European External Action
Service
Egypt Ministry of Communication and Information Technology

128

Table B.1: (continued)
Name

Governance

Clusters

ENISA : European Union Net-

Government

Network Security, Europe, Data

work and Information Security

Protection

Agency
ETSI : European Telecommunica-

Not-for-profit

tions Standards Institute
EUISS : EU Institute for Security

Europe,

Security

Standards,

Telecommunications
Not-for-profit

Europe, Cyber Security Research

Treaty Organi-

Europe

Studies
European Commission

zation
European Parliament

Treaty Organi-

Europe

zation
EUROPOL : European Police Of-

Treaty Organi-

fice

zation

Facebook

For profit

Europe, Cybercrime

Online Services, Consumer Oriented

Farsight Security

For profit

Network Security, Software and
Service Provider

FBI : Federal Bureau of Investiga-

Government

United States, Cybercrime

Government

United States,

tion
FCC : Federal Communications

Telecommunications

Commission
FIRST : Forum for Incident Re-

Not-for-profit

Computer Emergency Response
Team, Forum

sponse and Security Teams
FS-ISAC : Financial Sector Infor-

Internet Policy,

Not-for-profit

Financial

Sector,

mation Sharing and Analysis Cen-

Emergency

ter

Information Sharing
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Response

Computer
Team,

Table B.1: (continued)
Name

Governance

Clusters

FSSCC : Financial Services Sector

Government

Financial Sector, United States

Government

United States, Data Protection,

Coordinating Council
FTC : Federal Trade Commission

Consumer Oriented
fTLD

For profit

Software and Service Provider, Financial Sector

G7 :

Group of Seven (formerly

Treaty Organi-

Forum,

Group of Eight)

zation

Group

GCHQ : Government Communi-

Government

Intelligence Agency, Data Secu-

cations Head Quarters UK
Geneva Centre for the Democratic

Cybercrime,

Working

rity, Europe
Not-for-profit

Internet Policy, Working group

Not-for-profit

Cyber Security Research, Infor-

Control of Armed Forces
GICSR : Global Institute for Cybersecurity + Research
Google

mation sharing
For profit

Online Services, Software and Service Provider, Consumer Oriented

HP

For profit

Software and Service Provider,
Computer Security

IBM : IBM Corporation

For profit

Software and Service Provider,
Data Security, Network security

IC3 : Internet Crime Complaint

Government

United States, Cybercrime

Not-for-profit

Internet Governance, Network se-

Center
ICANN : Internet Corporation for
Assigned Names and Numbers

curity, Internet Policy
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Table B.1: (continued)
Name

ICANN

SSAC

: Security and

Governance

Clusters

Not-for-profit

Internet Governance, Network se-

Stability Advisory Committee of

curity

ICANN
ICS CERT : US Industrial Con-

Government

United States, Computer Emer-

trol Systems Cyber Emergency

gency Response Team, Informa-

Response Team

tion Sharing

IEC : International Electrotechni-

Not-for-profit

Security Standards

Not-for-profit

Forum, Security Standards

Not-for-profit

Security Standards, Network Se-

cal Commission
IEEE : Institute of Electrical and
Electronics Engineers
IETF : Internet Engineering Task

curity, Internet Policy

Force
IGF : Internet Governance Forum

Treaty Organi-

Internet Governance, Forum, In-

zation

ternet Policy

IMPACT: International Multilat-

Treaty Organi-

Forum,

eral Partnership Against Cyber

zation

Computer Emergency Response

sharing,

Team

Threats
Intel

Information

For profit

Computer Security, Software and
Service Provider

Intel Security Group - McAfee

For profit

Software and Service Provider,
Network Security, Computer Security, Data Security

INTERPOL : International Crim-

Treaty Organi-

inal Police Organization

zation

IRPC : Internet Rights and Prin-

Treaty Organi-

ciples Coalition

zation
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Cybercrime

Internet Policy

Table B.1: (continued)
Name

Governance

Clusters

ISO : International Organization

Not-for-profit

Security

for Standardization

Standards,

Worki ng

Governance,

Interr et

group

ISOC : Internet Society

Not-for-profit

Internet
Policy

ITU : International Telecommuni-

Treaty Organi-

Internet Policy, Telecommuni ,a-

cation Union

zation

tions

Government

Data Security, Data Protection

Not-for-profit

Latin American, Network Secu-

Korean

Internet

and

Security

Agency
LACNIC : Latin American and
Caribbean

Internet

Addresses

rity, Internet Governance

Registry
LacTLD

: Latin Americanand

Not-for-profit

Caribbean ccTLDs Association

Network Security, Internet Policy,
Cybercrime, Latin American

LAP : London Action Plan

Not-for-profit

Forum, Data Protection

Lenovo

For profit

Computer Security, Software and
Service Provider

M3AAWG

:

Messaging,

Mal-

Not-for-profit

ware, Mobile Anti-Abuse Working

Forum, Internet Policy, Network
security

Group
Microsoft Corporation

For profit

Software and Service Provider,
Consumer

Oriented,

Computer

Security
Ministry of Administration and

Government

Data Protection

Not-for-profit

Software and Service Provider, In-

Digitization of Poland
Mozilla Foundation

ternet Policy, Working Group
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Table B.1: (continued)
Name

Governance

Clusters

NANOG : North America Net-

Not-for-profit

Network Security, Forum

NATO : North Atlantic Treaty

Treaty Organi-

Cyber Defense

Organization

zation

NCSA : National Cyber Security

Not-for-profit

work Operators Group

Alliance

Consumer

Oriented,

United

States

NIST : National Institute of Stan-

Government

Economic Focus, Security Standards, United States

dards and Technology
NSA : National Security agency

Government

Intelligence Agency, United States

NW3C : National White Collar

Not-for-profit

Cybercrime, United States

OAS : Organization of American

Treaty Organi-

Forum, Working group, Cyber-

States

zation

crime

OASIS : Organization for the Ad-

Not-for-profit

Security

Not-for-profit

Security Standards, Forum, Data

Crime Center

Standards, Forum

vancement of Structured Information Standards
ODCA : The Open Data Center
Alliance
OECD

Security
Organization for Eco-

nomic Co-operation and Develop-

Treaty Organi-

Working group, Internet Gover-

zation

nance, Economic Focus

For profit

Online Services, Financial Sector,

ment
Paypal

Consumer Oriented
SAFECode : Software Assurance

Not-for-profit

Forum for Excellence in Code
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Forum, Information sharing

Table B.1: (continued)
Name

Governance

Clusters

SafeNet : Gemalto

For profit

Data Security, Data Protection,
Software and Service Provider

SCO : Shanghai Cooperation Or-

Treaty Organi-

Cybercrime,

ganization

zation

Asia Pacific

Secret Service

Government

United States, Cybercrime

Spamhaus

Not-for-profit

Network

Economic

Security,

Focus,

Information

sharing
Symantec

For profit

Software and Service Provider,
Network Security, Computer Security, Data Security

TF-CSIRT : Task Force CSIRT

Not-for-profit

Forum, Computer Emergency Response Team, Information Sharing

The Open Group

Not-for-profit

Forum, Security Standards

Turkey Ministry of Transport,

Government

Telecommunications, Asia Pacific

Government

Computer Emergency Response

maritime affairs and communications
UAE Cert

Team, Information sharing
UN : United Nations

Treaty Organi-

Working Group, Internet Policy

zation

US Congress

Government

United States

US Cyber Command

Government

Cyber Defense, United States

US-CERT : United States Com-

Government

Computer Emergency Response

puter Emergency Readiness Team

Team, United States, Information
Sharing
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Table B.1: (continued)
Name

Governance

Clusters

Verisign

For profit

Network Security, Software and
Service Provider

Verizon

Verizon Communica-

For profit

tions

Network Security, Telecommunications,

Software

and

Service

Provider
W3C : World Wide Web Consor-

Not-for-profit

tium
White House: US Executive Office

Security

Standards,

Working

group
Government

United States

Treaty Organi-

Data Protection, Working Group

of the President
World Trade Organization

zation
WSIS : World Summit on the In-

Treaty Organi-

formation Society

zation

Youtube

For profit

Internet Policy, Forum

Online Services, Consumer Oriented
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Appendix C
Links to Institutions' Webpages
The following table lists the links to the main source of information for describing
institutions in the dataset, the institutions' webpages.
Table C.1: Links used to get information from institutions in the dataset.
Name

URL

Africa DNS Forum

www.aftld.org/#&panell-1

African Union

au. int/en/cyberlegislation

AfTLD: Africa Top Level Domains Orga-

www.aftid.org/#&panell-1

nization
AISI : Australian Internet Security Initia- www.acma.gov.au/Industry/Internet/
tive

e-Security/Australian-InternetSecurity-Initiative/australianinternet-security-initiative

Amazon

aws .amazon. com/cloudhsm/

AP-CERT : Asia Pacific Computer Emer-

www.apcert .org

gency Response Team
APEC : Asia-Pacific Economic Coopera- www.apec.org
tion
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Table C.1: (continued)
Name

URL

APNIC: Asia-Pacific Network Information

www. apnic .net/

Centre
APWG : Anti-Phising Working Group

www.apwg.org/about-APWG/

Armor : FireHost

www. armor. com/

ASEAN : Association of South Asian Na-

www.asean.org

tions
AT&T

www.att. com

British Business Federation Authority

www.federatedbusiness.org

CAIDA : Center for Applied Internet Data

www. caida.org

Analysis
CEN : European Committee for Standard-

www. cen.eu/

ization
CENELEC : European Committee for

www.cenelec.eu/

Electrotechnical Standardization
CENTR : Council of European Top Level

centr.org/page/centr-background-

Domain Registries

and-history

CERT/CC: CERT Coordination Center

www.cert.org

CERT/EU : Computer Emergency Re-

cert.europa.eu/

sponse Team European Union
CIA : Central Intelligence Agency

www. cia.gov

CISCO

www. cisco. com

CloudFlare

www. cloudflare. com

Comcast

www.xfinity. com

Commonwealth Cybercrime Initiative

www.securityskeptic . com/CCI*
20Quick%2OGuide.pdf
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Table C.1: (continued)
Name

URL

Council of Europe

conventions. coe. int/Treaty/EN/
Treaties/Html/185.htm

CRC

Colombian Communications Regu-

www. crcom.gov. co/es/pagina/inicio

lation Commission
DDP

Digital Defenders Partnership

digitaldefenders. org/

DG CONNECT : EU Directorate Gen-

ec.europa.eu/dgs/connect/en/

eral for Communications Networks, Con-

content/dg-connect

tent and Technology
DG DIGIT : EU Directorate General for

ec.europa.eu/dgs/informatics/

Informatics
DG GROWTH : EU Directorate Gen-

ec.europa.eu/growth/

eral for Internal Market, Industry, Entrepreneurship and SMEs
DG HOME : EU Directorate General

ec.europa.eu/dgs/home-affairs/

Home Affairs
DG JUST : EU Directorate General for

ec.europa.eu/justice/indexen.

Justice and Consumers

htmec.europa.eu/justice/dataprotection/

DHS

Department of Homeland Security

www.dhs.gov

DoD

Department of Defense

www.defense.gov

DoJ

Department of Justice

www. justice.gov

DoS: Department of State

Www.state.gov

DotCO : Colombia's Top level Domain

www .go. co

DSCI : Data Security Council of India

www.dsci. in/about-us

e-Bay

www. ebay. com
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Table C.1: (continued)
Name

URL

EC JRC : European Commission Joint Re-

ec .europa. eu/jrc/

search Center
EDA : European Defense Agency

www.eda.europa.eu/

EDPS : European Data Protection Super-

secure.edps.europa.eu/EDPSWEB/edps/

visor

EDPS

EEAS : European External Action Service

eeas. europa. eu/

Egypt Ministry of Communication and In-

www.mcit .gov. eg/

formation Technology
ENISA : European Union Network and In-

www. enisa. europa. eu

formation Security Agency
ETSI

: European

Telecommunications

www.etsi.org

Standards Institute
EUISS : EU Institute for Security Studies

www.iss.europa.eu/

European Commission

ec.europa. eu/index_en.htm

European Parliament

www.europarl.europa.eu/

EUROPOL : European Police Office

www.europol.europa. eu/

Facebook

www. facebook. com

Farsight Security

www.farsightsecurity. com/About/

FBI : Federal Bureau of Investigation

www.fbi.gov

FCC : Federal Communications Commis-

www.f cc .gov

sion
FIRST : Forum for Incident Response and

www.first.org

Security Teams
FS-ISAC : Financial Sector Information
Sharing and Analysis Center
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www. fsisac. com

Table C.1: (continued)
Name

URL

FSSCC : Financial Services Sector Coordi-

www. fsscc. org

nating Council
FTC : Federal Trade Commission

www.ftc.gov

fTLD

www. ftld. com/

G7 : Group of Seven

www.g8. co.uk

GCHQ : Government Communications

www.gchq.gov.uk

Head Quarters UK
Geneva Centre for the Democratic Control

www. dcaf . ch/

of Armed Forces
GICSR: Global Institute for Cybersecurity

www. gicsr. org

+ Research
Google

www. google . com

HP

www8.hp. com/us/ en/home

IBM : IBM Corporation

www. ibm. com

IC3 : Internet Crime Complaint Center

www. ic3.gov

ICANN : Internet Corporation for As-

www.icann.org

.html

signed Names and Numbers
ICANN SSAC : Security and Stability Ad-

www. icann.org/groups/ssac

visory Committee of ICANN
ICS CERT: US Industrial Control Systems

ics- cert

Cyber Emergency Response Team

Industrial-Control-Systems-Cyber-

.us-

cert . gov/About-

Emergency-Response-Team

IEC : International Electrotechnical Com-

www.iec.ch

mission
IEEE : Institute of Electrical and Electronics Engineers
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www. ieee. org

Table C.1: (continued)
Name

URL

IETF : Internet Engineering Task Force

www.ietf.org

IGF : Internet Governance Forum

www.intgovforum.org

IMPACT: International Multilateral Part-

impact-alliance. org

nership Against Cyber Threats
Intel

www. intel. com

Intel Security Group - McAfee

www.mcafee. com

INTERPOL : International Criminal Po- www.interpol.int
lice Organization
IRPC : Internet Rights and Principles

internetrightsandprinciples.org/

Coalition
ISO : International Organization for Stan-

www. iso.org

dardization
ISOC : Internet Society

www. internetsociety. org

ITU : International Telecommunication

www. itu. int

Union
Korean Internet and Security Agency

www.kisa.or.kr/eng/main.

LACNIC : Latin American and Caribbean

lacnic.net

jsp#second

Internet Addresses Registry
LacTLD : Latin Americanand Caribbean

www.lactld.org/en/about-us/

ccTLDs Association
LAP : London Action Plan

www.londonactionplan.org

Lenovo,

www. lenovo . com/lenovo/us/en/index.
shtml?footer- id=our_company

M3AAWG : Messaging, Malware, Mobile

www.m3aawg.org

Anti-Abuse Working Group
Microsoft Corporation

www.microsoft. com
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Table C.1: (continued)
Name

URL

Ministry of Administration and Digitiza-

mac.gov.pl/en/the-areas-of -our-

tion of Poland

activity

Mozilla Foundation

www.mozilla. org

NANOG : North America Network Oper-

www.nanog.org

ators Group
NATO : North Atlantic Treaty Organiza-

www.nato.int

tion
NCSA: National Cyber Security Alliance

www. staysafeonline. org

NIST : National Institute of Standards and

www.nist

.gov

Technology
NSA : National Security agency

www.nsa.gov

NW3C: National White Collar Crime Cen-

www

.nw3c.

org

ter
OAS : Organization of American States

www. oas . org

OASIS : Organization for the Advance-

www.oasis-open.org

ment of Structured Information Standards
ODCA : The Open Data Center Alliance

www.opendatacenteralliance

OECD

www. oecd. org

Organization for Economic Co-

.org

operation and Development
Paypal

www . paypal . com

SAFECode : Software Assurance Forum

www.safecode.org

for Excellence in Code
SafeNet : Gemalto

www.safenet-inc. com/about-safenet/

ConnectSafely

www. connectsafely. org/

SCO : Shanghai Cooperation Organization

www. sectsco. org/EN123/

Secret Service

www. secretservice
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.gov

Table C.1: (continued)
Name

URL

Spamhaus

www. spamhaus . org

Symantec

www. symantec. com

TF-CSIRT : Task Force CSIRT

www.terena.org/activities/tf-csirt/

The Open Group

www.opengroup.org

Turkey Ministry of Transport, maritime af- www. enisa. europa. eu/activities/
fairs and communications

Resilience-and-CTIP/nationalcyber-security-strategiesncsss/TURCyberSecurity.pdf

UAE Cert

aecert.ae/

UN : United Nations

www.un.org

US Congress

www.senate.gov/index.htm,www.house.
gov/

US Cyber Command

www. stratcom.mil/factsheets/2/
CyberCommand

US-CERT

:

United States

Computer

www.us-cert.gov

Emergency Readiness Team
Verisign

www

.verisign. com

Verizon: Verizon Communications

www

.verizon. com/

W3C : World Wide Web Consortium

www.w3.org

White House: US Executive Office of the

www.whitehouse.gov/administration/

President

eop

World Trade Organization

www.wto.org/index.htm

WSIS : World Summit on the Information

www. itu. int/wsis/

Society
Youtube

www . youtube. com
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