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ABSTRACT

In this work, we construct an wupdatable and unambiguous delegation scheme based on the
decisional assumption on bilinear groups introduced by Kalai, Paneth and Yang [STOC 2019].
Using this delegation scheme, we show PPAD-hardness (and hence the hardness of computing
Nash equilibria) based on the quasi-polynomial hardness of this bilinear group assumption and any
hard language that is decidable in quasi-polynomial time and polynomial space.

The delegation scheme is for super-polynomial time deterministic computations and is publicly
verifiable and non-interactive in the common reference string (CRS) model. It is updatable
meaning that given a proof for the statement that a Turing machine reaches some configuration C
in T steps, it is efficient to update it into a proof for the statement that the machine reaches the next
configuration C' in T+1 steps. It is unambiguous meaning that it is hard to produce two different
proofs for the same statement.
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1 Introduction

The computational complexity of finding a Nash equilibrium in bimatrix games has been the subject of extensive research
in recent years. In his seminal work, Papadimitriou [Pap94| defined the complexity class PPAD and showed that it
contains the problem NASH. Daskalakis, Goldberg and Papadimitriou [DGPO9|], and Chen, Deng and Teng [CDTO09]]
proved that NASH is PPAD-complete.

Currently polynomial (or even subexponential) time algorithms for PPAD are not known and NASH is conjectured
to be intractable. A promising approach to proving the hardness of PPAD, proposed by Papadimitriou, is to base
its hardness on assumptions from cryptography. Despite tremendous progress in this direction over the past five
years, PPAD-hardness is only known under very strong and “non-standard" cryptographic assumptions. Building
on [AKVO04], Bitanski, Paneth and Rosen [BPR15] show that PPAD is hard on average assuming sub-exponentially
secure indistinguishability obfuscation. Hubacek and Yogev [HY 17] extended this result to CLS, a subclass of PPAD.
The assumption was relaxed in [GPS16, KS17| from indistinguishability obfuscation to strong assumptions related to
functional encryption. Very recently, Choudhuri et al. [CHK™ 19b,|(CHK™ 19a] and Ephraim et al. [EFKP19] showed
average-case hardness of PPAD under an assumption closely related to the soundness of the Fiat-Shamir heuristic
when applied to specific protocols. See Section[2.3]for more details on related work.

Basing PPAD-hardness on weaker, well-studied cryptographic assumptions remains an important goal.

This work. We prove hardness of CLS and PPAD, under the following assumptions:

1. A decisional assumption on groups with bilinear maps (Assumption[I.3). This is a quasi-polynomial version of
an assumption recently introduced by [KPY19]. It is falsifiable (in quasi-polynomial time) and it holds in the
generic group model.

2. The existence of a hard language £ that can be decided in time 7(1°6™)° for some € < 1 and polynomial space.
For example, the assumption that SAT over m = (logn)* variables is hard for 2™ -size circuits for any
1/(1 4 ¢€) < ¢ < 1 suffices. This is (weaker than) non-uniform Exponential Time Hypothesis (ETH). If £ is
hard on average we show average-case hardness of PPAD.

Our result follows a similar approach to that of Choudhuri et al. [CHK™ 19b]] exploiting a folklore connection
between PPAD and the notion of incrementally verifiable computation [Val08]. Specifically, we consider delegation
schemes that are both updatable and unambiguous. Loosely speaking, a delegation scheme for T-time computations is
a computationally sound proof system that can be verified in time << 7. For the purpose of proving PPAD-hardness,
in this work we focus on publicly verifiable non-interactive schemes in the CRS model for delegating super-polynomial
time computations with polynomial-time verification[T A delegation scheme is said to be updatable if given a proof of
correctness for the first ¢ steps of a computation, we can extend it to a proof of correctness of the first £ 4 1 steps without
recomputing the proof from scratch (that is, in time independent of ¢). A delegation scheme is said to be unambiguous
if it is computationally hard to construct two different accepting proofs for the same statement.

We show that the existence of such a delegation scheme for a hard language £ as above, implies the hardness of a
problem known as RELAXED-SINK-OF-VERIFIABLE-LINE (rSVL) that was defined and reduced to a problem in CLS in
[CHK*19b].

Theorem 1.1 (Informal). Let £ be a hard (resp. hard on average) language decidable by a deterministic Turing
machine running in time T(n) = n*(") and space S(n) = poly(n). If there exists an updatable and unambiguous
delegation scheme for L then rSVL is hard (resp. hard on average).

We refer the reader to Theorem [4.4]for the formal statement, and to Section 3] for the definition of delegation.

Our main contribution is the construction of such a delegation scheme. Specifically, we show that for any
O0<e<landT =T(n) < n1°8™)" there exists an updatable and unambiguous delegation scheme for any T-time
polynomial-space deterministic computation under Assumption [I.3]below.

!More generally, in the literature delegation may also refer to privately verifiable schemes and interactive schemes. The focus is
often on delegating polynomial-time computations with near linear-time verification.



Theorem 1.2 (Informal). Let0 < ¢ < 1and let M be a deterministic Turing machine that runs in time T'(n) < n(l°8™)°

14e
and space S(n) = poly(n). Under Assumption|l.3|for A(k) = 21°8%) = there exists an updatable and unambiguous
delegation scheme for M with setup and verification time poly(S(n)) where the prover runs in time T (n) - poly (S(n)).

We refer the reader to Corollary for the formal statement, and to Section E] for our results with more general
parameters. We note that in Theorem the efficiency of the delegation scheme grows with the space of the
computation. This dependency can be removed using standard techniques [KRR14, [KPY19]]. However, we did
not implement this in the current work since it would further complicate the proof and is not needed for showing
PPAD-hardness.

Assumptionis a version of the bilinear group assumption from [KPY19] with a hardness parameter A = A(k).
We mention that [KPYT19] rely on this assumption for A(k) = poly(x) to construct a delegation scheme for polynomial-
time computations. To construct a delegation scheme for super-polynomial time computations, we rely on this
assumption for super-polynomial A(k).

Assumption 1.3. Let G be a group of prime order p = 22" equipped with a bilinear map. For every a(k) =
O(log A(k)) given the following 3-by-c matrix of group elements:

o gSO gs1 . gsa
(gsw) — gt gt gt
iclo, .

j€[0,a] gsot2 stt? sot2

2a+1

for random g € G and s € Zy, it is A(k)-hard to distinguish between the case where t = s and the case where t

is a random independent element in Z,,.

2 Technical Overview

In this section we give an overview of our delegation scheme with updatable and unambiguous proofs. We build on the
non-interactive delegation scheme of [KPY 19] (KPY). We start by recalling the high-level structure of their scheme.

2.1 The KPY Delegation Scheme

The KPY construction consists of two steps: first, they construct guasi-arguments for NP which, following [KRR14],
are known to imply delegation for P. The KPY quasi-arguments have a long CRS which results in a delegation scheme
for P with a long CRS (of length proportional to the running time of the computation). Then they use quasi-arguments
again to “bootstrap" a delegation scheme with a long CRS and get a delegation scheme with a short CRS.

Quasi-arguments. A quasi-argument is a relaxation of an argument-of-knowledge: in a quasi-argument, the
standard knowledge extraction requirement is replaced by a weaker requirement called non-signaling (local) extraction.
To argue about locality, the definition specifically considers the NP complete language 3SAT. Roughly speaking, in
an argument-of-knowledge for 3SAT, for any prover that convinces the verifier to accept a formula ¢ there exists an
extractor that produces a satisfying assignment for . In a quasi-argument, however, the extractor is not required to
produce a full assignment. Rather it is given a small set of variables S and it produces an assignment only for the
variables in S. This partial assignment is required to be locally consistent, satisfying every clause of ¢ over variables in
S. Furthermore, the partial assignments produced by the extractor should satisfy the non-signaling property. Loosely
speaking, this property requires that for any subsets S C S’ the distribution of the assignments produced by the
extractor for the variables in S’, when restricted to the variables in S, is independent of the variables in S’ \ S. We
refer the reader to Section [8.1] for the formal definition. The notion of a quasi-argument was introduced in [PR17]
under the name “core protocol with a local assignment generator". Prior works including [KRR13, KRR 14, BHK17]
(implicitly) construct privately verifiable two-message quasi-arguments for NP.



The BMW heuristic. The KPY quasi-argument is inspired by the BMW heuristic [BMWO8] for converting a
multi-prover interactive proof (MIP) into a two-message privately verifiable delegation scheme. In this delegation
scheme, the verifier generates the MIP queries, encrypts each query using a homomorphic encryption scheme (with a
fresh key), and sends the encrypted queries to the prover. The prover then homomorphically computes the encrypted
answers, and the verifier decrypts and checks the answers. While this heuristic is known to be insecure in general
[DNRSO03, DHRW 6], the work of [KRR13] shows that it is sound for MIPs satisfying a strong soundness condition
called non-signaling soundness.

From private to public verification. To obtain a publicly verifiable non-interactive delegation scheme, KPY
follow the blueprint of Paneth and Rothblum (PR) [PR17] and place the encrypted queries in the CRS. Now, since the
verifier does not encrypt the queries itself, it can no longer decrypt the answers. Instead, the queries are encrypted
using a special homomorphic encryption equipped with a weak zero-test that allows the verifier to check the validity
of the prover’s answers without decrypting them. Modularizing the analysis of [KRR13,[KRR14], PR show that the
resulting protocol is a quasi-argument for NP.

The CRS length. Unlike the PR solution that was based on multilinear maps, KPY construct a zero-testable
homomorphic encryption scheme based only on bilinear maps. In the KPY scheme, however, the ciphertext length
grows exponentially with the length of the encrypted query. This results in a quasi-argument with a long CRS. To
shorten the CRS, KPY use an idea known as “bootstrapping” that was previously used to obtain succinct arguments
of knowledge for NP (SNARKSs) with a short CRS [Val08, BCCT13]. In this setting, a SNARK with a long CRS is
recursively composed with itself yielding a SNARK with a short CRS. In contrast, KPY compose a delegation scheme
for P and a quasi-argument for NP, both with a long CRS to obtain a delegation scheme for P with a short CRS.

2.2 Our Delegation Scheme

We modify the KPY delegation scheme to make its proofs updatable and unambiguous. Obtaining updatability is fairly
straightforward. Previous work [ValO8, BCCT13]] used recursive proof composition to merge proofs and applied this
technique both for bootstrapping proofs (with the goal of shortening the CRS) and for creating updatable proofs. In
the setting of delegation for P, the work of KPY shows how to use quasi-arguments to merge proofs for bootstrapping.
Following KPY, our work shows how to use quasi-arguments to merge proofs for updatability.

The main technical challenge and the focus of the following overview is achieving unambiguity. We first construct
quasi-arguments for NP with a long CRS that satisfy a notion of unambiguity. Then we argue that unambiguity
is preserved in the bootstrapping step. We mention that in addition to satisfying the unambiguity property, our
quasi-arguments are also more efficient than the quasi-arguments in KPY. As a result, we can delegate n'°¢"™ -time
computations with a poly(n)-size CRS, as opposed to KPY that could only delegate n©(1°81°8 ™) _time computations.

Unambiguous quasi-arguments. The KPY delegation scheme is constructed from a quasi-argument and, there-
fore, to get an unambiguous delegation scheme we first construct unambiguous quasi-arguments. In contrast to
delegation schemes that argue about deterministic computations, quasi-arguments argue about non-deterministic for-
mulas. We therefore need to take care in defining the required notion of unambiguity. The strongest requirement
would be that the prover cannot find two accepting proofs for the same formula, even if the formula has multiple
satisfying assignments. This notion, however, is only known under very strong assumptions [SW 14l ICPW20]. A
natural relaxation is to ask for unambiguous proofs only for formulas where the satisfying assignment is unique, or
where finding multiple satisfying assignments is intractable. Even this relaxation, however, seems outside the reach
of our techniques. The issue is that there exist formulas where the full satisfying assignment is unique, however,
there exists an efficient non-signaling local extractor that can produce multiple locally consistent assignments for every
small set of variables (without violating the non-signaling property). Therefore, we further relax the unambiguity
requirement for quasi-arguments to only require that it is hard to find multiple accepting proofs for formulas where any
efficient non-signaling local extractor can only produce a unique assignment to each small set of variables. We refer to
such formulas as locally unambiguous.



We observe that instantiating the KPY delegation scheme with a quasi-argument satisfying this notion of unambi-
guity results in an unambiguous delegation scheme. To argue this we need to take a closer look at the bootstrapping
step of KPY.

The KPY delegation scheme is obtained by recursive composition of quasi-arguments. In the base of the recursion
we use a quasi-argument with a long CRS to construct a delegation scheme for P with a long CRS. The delegation
scheme simply invokes the quasi-argument for the following 3SAT formula encoding the delegated computation: The
formula contains variables describing the state of the computation in each timestep and clauses that enforce that each
state is correctly computed from the previous one. Since the computation is deterministic, we can design the formula so
it has a unique satisfying assignment. Moreover, we can show that the resulting formula is, in fact, locally unambiguous
as follows. Using the fact that the formula has a unique satisfying assignment we can argue that if a non-signaling
local extractor produces a unique assignment for the variables describing some state of the computation then, by
local-consistency, it must also produce a unique assignment for the variables describing the subsequent state. The
assignment for the variables describing the initial state must be unique, and therefore, we can use the non-signaling
property of the extractor to argue that the assignments for every set of variables must also be unique. Since the 3SAT
formula is locally unambiguous, the unambiguity of the delegation scheme follows from that of the quasi-argument.

In the induction step the delegation scheme for P is composed with a quasi-argument to reduce the length of the
CRS. The idea is to split the computation into small blocks and use the base delegation scheme to argue about each
of the blocks. Simply sending the delegation proof for each block will result in a proof that is too long. Instead
the composed delegation scheme invokes the quasi-argument for a 3SAT formula that is satisfiable if and only if the
delegation proofs for all blocks are accepting. Using an argument similar to the one used in the base case, we can
leverage the unambiguity of the base delegation scheme to show that this 3SAT formula is also locally unambiguous.

Constructing unambiguous quasi-arguments. Next we describe our high-level strategy for making the KPY
quasi-argument unambiguous. Recall that in KPY the quasi-argument CRS consists of encrypted MIP queries and the
proof contains encrypted answers. Our construction has two steps: first we modify the quasi-argument so the answers
encrypted in the proof are unambiguous. That is, for an honestly generated CRS, it is hard to find two accepting proofs
for the same locally unambiguous formula that, when decrypted, result in different answers. Then we proceed to argue
the unambiguity of the ciphertexts themselves. We show that in the KPY encryption scheme it is hard to find two
different ciphertexts that decrypt to the same value without knowing the secret key. Moreover, this task is hard even
given the ciphertexts in the CRS. Together, these two steps imply the unambiguity of the quasi-argument proof. We
first discuss the unambiguity of the ciphertexts and then explain how to achieve unambiguous answers which is the
main challenge.

Unambiguity of ciphertexts. We first show that an adversarial prover cannot find two different ciphertexts that
decrypt to the same value, even given the CRS that contains encryptions of random MIP queries. In the KPY quasi-
argument, the MIP queries are random in F* where F is a large field and / is logarithmic in the number of variables in
the formula. In the KPY encryption scheme, the secret key is a random element sk € F and a ciphertext encrypting
an element ¢ € F’ is given by a cryptographic encoding of a random low-degree polynomial P : F — F* such that
P(sk) = q. Therefore, the encryption of the random query ¢ € F* in the CRS is just an encoding of a random
polynomial and hence, it does not reveal any information about sk. Finding two ciphertexts that encrypt the same value
requires finding two encoded low-degree polynomials that agree on sk. Since sk is information theoretically hidden,
this can only be done with negligible probability.

Unambiguity of answers. Our next step is to modify the KPY quasi-argument so that it has unambiguous answers.
Together with the unambiguity of the ciphertexts this implies the unambiguity of the entire quasi-argument proof. In
the KPY quasi-argument, the prover’s answers are given by low-degree polynomials in the queries. The first polynomial
evaluated is denoted by X and it encodes the prover’s assignment. Specifically, X : F* — T is the multilinear extension
of the assignment. That is, X is multilinear, and for every variable Z of the formula there exists a Boolean input
y € {0, 1}Z such that the assignment to Z is X (y). For each encrypted query in the CRS, the proof contains the
evaluation of X on that query as well as evaluations of additional “proof polynomials" that help convince the verifier



that the X evaluations are locally consistent. In this overview we focus on making the evaluations of X unambiguous.
We use similar techniques to make the evaluations of the proof polynomials unambiguous.

Unambiguity of X. Our first goal is to ensure unambiguity of the X evaluations. That is, for a locally unambiguous
formula and an honestly generated CRS it should be hard to find two accepting proofs that encrypt different evaluations
of X. In fact, we show that for any fixed query ¢ € FF*, the evaluation X (¢) is unambiguous regardless of the other
queries encrypted in the CRS. Before proving the unambiguity of X (q) for any query ¢ € F* we focus on proving
unambiguity in the special case where g € {0, 1}Z is a Boolean query. In this case we can prove the unambiguity of
X (q) based on the fact that the formula is locally unambiguous using the properties of the KPY local extractor. To see
this, recall that for a Boolean ¢, the evaluation X (¢) gives the assignment to some variable Z of the formula. The KPY
extractor, given a small set of variables that contains Z, samples a CRS that contains an encryption of g, evaluates the
prover on the CRS and obtains an accepting proof. (If the proof is rejecting, the extractor is allowed to fail.) It then
decrypts the value X (¢) and returns it as the assignment to Z. Since the formula is locally unambiguous, the value
that the extractor assigns to Z is unambiguous. Since the CRS sampled by the extractor has the same distribution as
an honestly generated CRS that contains an encryption of g, it follows that the evaluation X (¢) in the proof is also
unambiguous for the special case of Boolean queries.

For the general case of non-Boolean queries we observe that the KPY quasi-argument does not guarantee unam-
biguity. An adversarial prover can produce a second accepting proof by computing a different polynomial X # X
that agrees with X on all inputs in {0, 1} and following the honest prover’s strategy using X instead of X. It may be
tempting to try and fix this problem by considering a variant of the KPY quasi-argument where the queries in the CRS
are Boolean rather than random in F¢. For this quasi-argument the unambiguity of the X evaluations follows by the
above argument. However, we can no longer argue the unambiguity of ciphertexts. In fact, if we let the CRS contain
only Boolean queries we can break the unambiguity of ciphertexts by evaluating two different polynomials that agree
on {0, 1}1Z over the same query resulting in two different ciphertext that encrypt the same value. We therefore proceed
to argue the unambiguity of X for any query in F.

A proof of multilinearity. Observe that in the above attack on the unambiguity of the KPY quasi-argument, while
X is multilinear, X must have individual degree > 1 since a multilinear polynomial is completely determined by its
evaluations on {0, 1}€. Intuitively, to eliminate such attacks our approach is to have the prover convince the verifier
that the polynomial X it uses is indeed multilinear. Formally defining the soundness of such a “multilinearity proof™,
however, requires some care. The main challenge is that the polynomial X used by the cheating prover is not well
defined. In fact, any small set of queries and answers is typically consistent with some multilinear polynomial. One
way to strengthen the soundness condition is to require that the prover knows the the polynomial X . This, in particular,
guarantees that a cheating prover does not choose X in a way that signals information about the queries encrypted in the
CRS. Currently, however, such succinct non-interactive arguments of knowledge are only known under non-falsifiable
knowledge assumptions [Nao03,IGW11].

In order to avoid knowledge assumptions, we introduce a new notion of a multilinearity proof that allows us to argue
the unambiguity of X for all queries. We then construct such proofs based on our bilinear assumption. Intuitively, the
main idea is to identify some property of multilinear polynomials that can be tested locally, on a small set of queries
and answers, and is sufficient to prove the unambiguity of X. We use the fact that the restriction of a multilinear
polynomial to a one-dimensional axis-parallel line is a univariate linear function. Therefore, for any set of queries
on an axis-parallel line, their answers must be consistent with some linear function. More formally, we consider the
setting where the CRS contains 1 encrypted queries qi, ..., ¢, € F’. The honest prover is given as input a multilinear
polynomial X : F* — F and it homomorphically evaluates y; = X (¢;) and sends these these m encrypted evaluations
together with a multilinearity proof. The soundness requirement is that, except with negligible probability, if the proof
is accepted then for every axis-parallel line L : F — F* there exist elements a,b € F such that for every = € F, if
gi = L(z)theny; = a-x + 0.

Unambiguity of X via proofs of multilinearity. Before describing our multilinearity proof, we show that by
adding a multilinearity proof for X to the KPY quasi-argument we get unambiguity of X. The idea is to reduce any
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attack on unambiguity for a query ¢ € F to an attack on unambiguity for a Boolean query. For the KPY quasi-
argument we have already argued the unambiguity of X for Boolean queries. Therefore, in our new quasi-argument,
the unambiguity of X must hold for any query in F*. Our strategy is to move from the query ¢ € IF‘) to a Boolean
query one coordinate at a time. That is, we reduce any attack on unambiguity for a query ¢ € {0,1}" x F*~% to an
attack on unambiguity for a query ¢’ € {0, 1}iJr1 x F*~*=1 In every step the success probability of the attack halves.
Therefore, since the dimension / is logarithmic in the size of the formula, the overall loss is polynomial.

Fix aquery g € {0, 1} x F*~% and assume there is an adversary that given arandom CRS that contains an encryption
of ¢ outputs two accepting proofs that encrypt two different answers for ¢q. For b € {0,1} let ¢, € {0, 1}“‘1 x Ft—i-1
be the query ¢ with its (¢ + 1)’st coordinate set to b. Now move to an experiment where the CRS contains encryptions
of qo,q1 and ¢. Since each query is encrypted under a fresh key, the adversary must output accepting proofs that
encrypt two different answers for ¢ with almost the same probability as before. Since the queries qg, q1, ¢ are on the
same axis-parallel line, by the soundness of the multilinearity proof, if the proofs encrypt two different answers for ¢
they must also encrypt different answers for either gg or ¢;. It follows that for some b € {0, 1}, the adversary given a
random CRS that contains an encryption of g outputs two accepting proofs that encrypt two different answers for g
with probability at least half as before.

Towards constructing a proof of multilinearity. We construct our multilinearity proof in two steps. First we
construct an “equality proof” that provides a weaker soundness than the multilinearity proof. Then we use this equality
proof to construct our multilinearity proof. Intuitively, if a multilinearity proof convinces the verifier that all queries
were answered by evaluating a single multilinear polynomial, then an equality proof convinces the verifier that all
queries were answered by evaluating a single low-degree polynomial that may not be multilinear. More formally, we
again consider the setting where the CRS contains m encrypted queries ¢1, ..., ¢,, € F¢. The honest prover is given
as input a low-degree polynomial X : F* — [ and it homomorphically evaluates y; = X (¢;) and sends these these
m encrypted evaluations together with an equality proof. The soundness requirement is that, except with negligible
probability, if the proof is accepted and g; = ¢, then y; = y;. It is easy to verify that the soundness of the equality
proof is indeed weaker than the soundness of the multilinearity proof.

Zero-testable encryption. Our equality proof relies on the weak zero-test of the homomorphic encryption used
in KPY[? Before describing the construction, we describe the properties of this test. The weak zero-test is a public
procedure (not using the secret key) that given a ciphertext, tests if it encrypts zero or not. A perfectly accurate zero-test
can clearly be used to break semantic security. Therefore, we consider a weak zero-test that has false negatives: it
never passes on encryptions of non-zero values, however, it may fail on some encryptions of zero. The test is only
guaranteed to pass on “trivial" encryptions of zero which are ciphertexts that result from homomorphically evaluating
a polynomial that is identically zero over IF on some fresh ciphertext.

To exemplify the usefulness of the weak zero-test consider the following dummy protocol: the CRS contains an
encryption of some query g € F¥. The honest prover holds three polynomials A, B, C' : F* — F such that A- B = C.
It homomorphically evaluates the polynomials A, B, C' on ¢ and sends the verifier the encrypted evaluations a, b, ¢
respectively. Now, the verifier can test that indeed a - b = ¢ by homomorphically computing the value a - b — ¢ and
zero-testing the resulting ciphertext. In the honest execution, A - B — C' is indeed the zero polynomial over F and,
therefore, the verifier evaluates a trivial encryption of zero and the weak zero-test is guaranteed to pass. If a cheating
prover, however, sends encryptions such that a - b # ¢ then the verifier’s ciphertext encrypts a non-zero value and the
weak zero-test is guaranteed to fail.

A proof of equality from zero-testable encryption. We outline our equality proof construction. For simplicity,
in this overview we assume that the number of queries in the CRS m is 2. If m > 2 we simply give a separate equality
proof for every pair of queries[?} We also assume for simplicity that the polynomial X given as input to the honest

2As a homomorphic encryption scheme, the KPY construction has several limitations: it can only encrypt short messages, and
it is limited to arity-one one-hop homomorphic computations. For simplicity, in this overview we ignore these limitations.

30Our actual construction is slightly more involved due to the limitations of the KPY homomorphic encryption. Our construction
is also more efficient with the proof length growing linearly with m and not quadratically.
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prover is multilinear. The construction can be extended to support higher degrees in a straightforward way. Note that
we do not make any assumptions on the evaluations sent by the cheating prover.

Recall that the CRS contains queries ¢, g2 € F¢ encrypted under different keys. Our construction crucially relies
on the fact that the zero-testable homomorphic encryption from KPY is multi-key homomorphic and therefore we can
compute jointly over both queries together[*] Using multi-key homomorphism, a natural approach to implementing the
equality proof is to simply have the verifier homomorphically compute the value y; — yo and zero-test the resulting
ciphertext. This approach, however, does not achieve completeness. Even if the prover is honestly evaluating the
same polynomial X on both queries, since g; and ¢o are encrypted independently, the verifier’s ciphertext would be
a non-trivial encryption of zero and may fail the zero-test. In more detail, we can think of the tested ciphertext as
the result of evaluating the polynomial D(z1, z2) = X (21) — X (22) on a ciphertext encrypting (¢1, g2). Unless X is
constant, D is not identically zero and, therefore, the verifier may reject.

Instead we take a different approach. Suppose that the prover’s polynomial X is sparse. In this case, the prover can
simply send X’s coefficients and the verifier can recompute y; and y5 on its own by evaluating X on ¢; and g». For
a general polynomial X our idea is inspired by the interactive sum-check proof [LEKN90Q|]. In a nutshell, we restrict
X to a sequence of axis-parallel lines transitioning from g; to gs. Each restriction is sparse and its consistency can be
checked by the verifier using the weak zero-test.

In more detail, for every i € [¢] the prover computes the polynomials A;, B; : F~! — T such that X (z) =
Ai(z_;) - 2 + Bi(z_;) where z_; denotes the vector z with its 4’th entry removed. For i € [0, ¢] we denote by ¢(*)
the “hybrid” input whose first i coordinates are from ¢; and whose last ¢ — i coordinates are from ¢s (so ¢(©) = ¢»
and ¢(©) = ¢;). The prover homomorphically computes the evaluations y; = X (¢1) and 7 = X (¢2) and the equality
proofs that contain for every i € [¢] the encrypted evaluations:

—1

W=X (@), o= (¢D). =B () .
yéz):X(q(i—l))’ a;ﬂ:Ai qgf1>) bén:Bi q(:ﬂ)

K2

The verifier checks that y, = yél), Y1 = yiz’, ygi) = yéiﬂ) for every i € [¢ — 1] and (agi),b(li)) = (ag),bg))
for every ¢ € [¢] by comparing the evaluated ciphertexts. The verifier also uses the weak zero-test to check that
yj(.z) = a;;) (gj)i + bg.l) for every j € [2] and i € [¢]. The completeness of the proof follows from the properties of
the weak zero-test together with the fact that, by construction, q(_lz and q(_zl_ Y are encrypted by the same ciphertext. To
show soundness, we argue that if g; = g2, then the equalities tested by the verifier imply that y; = ys.

From equality to multilinearity. We proceed to construct a multilinearity proof using the zero-testable encryption
and the equality proof. Recall that in a multilinearity proof, the CRS contains encrypted queries q, ..., ¢, € F¥, the
prover holds a multilinear polynomial X and it sends the encrypted evaluations y; = X (g; ) together with a multilinearity
proof computed as follows. For every i € [¢], the prover computes the polynomials A;, B; : F*~! — T such that
X(z) = Ai(2—;) - z; + Bi(2—;). Forevery j € [m], the prover homomorphically evaluates a; ; = A;((¢;)—;) and
b; ; = B;i((g;)—:). The proof consists of these encrypted evaluations. To ensure that the prover is evaluating the same
polynomial X on every query, the multilinearity proof also includes an equality proof for the m query-answer pairs
{(gj,y;)}- The verifier checks the equality proofs, and for every ¢, j the verifier homomorphically computes the value
a; ; - (gj)i + bi; — y; and checks that all the resulting ciphertexts pass the weak zero-test.

However the proof described above is still not sound. A cheating prover may evaluate a polynomial X of individual
degree > 1 and still produce an accepting proof by computing the encrypted evaluations a; ;, b; ; as a function of the
entire query ¢; and not just of (g;)_;. For example, it may set a; ; = 0 and b; ; = X (g;). Our solution is to add to the
proof two more equality proofs for every ¢ € [m]: one for the m query-answer pairs {((g;)—;, a; ;) } and one for the m
query-answer pairs {((g;)—;, b; ;) }. Intuitively, these extra equality proofs guarantee that a; ;, b; ; are independent of
q;. To see this, consider a CRS that contains two queries g;, ¢;- that agree on all their entries except for the 4’th entry.
Therefore, by the soundness of the equality proofs, the evaluations (a; ;,b; ;) and (a; j, b; j+) must also agree.

4In KPY, as well as in this work, multi-key homomorphism is also used to evaluate the proof polynomials over multiple queries
that are encrypted under different keys.
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To argue the soundness of the multilinearity proof, consider a set of CRS queries {g; }j cg thatlie on a line L that
is parallel to the ¢’th axis, that is, the restrictions {(qj),,-}j cg are all equal to each other. By the soundness of the
equality proofs, all the pairs {(a;;,bi,j)} ;s must also be equal to each other. Therefore, since all of the verifier’s
zero-tests pass, we have that y; = a; 1 - (¢;); + bs,1 forevery j € S.

Unambiguity of the multilinearity and equality proofs. To guarantee the unambiguity of the evaluations of
X we add a multilinearity proof to the KPY quasi-argument. Now however, to show the unambiguity of the new
quasi-argument we must also guarantee that the multilinearity proofs are themselves unambiguous. Recall that the
KPY encryptions already provide unambiguity of cipertexts and therefore, it is sufficient to prove that all the values
encrypted in the multilinearity and equality proofs are unambiguous.

We start by arguing the unambiguity of the evaluations in the multilinearity proof. Recall that the multilinearity
proof contains encrypted evaluations a; ;,b; ; and equality proofs between these evaluations. We have already
argued that the evaluations of X are unambiguous and it remains to show that the evaluations {a; ;,b; ;} are also
unambiguous. Assume towards contradiction that there exists an adversary that outputs two accepting proofs containing
the evaluations {a; ;,b; ;} and {a; i b ;} such that (a; j,b; ;) # (aj ;, b”) for some 4, j. That is, if we define the
lines L; j(2) = aij -z + b; j and L] ; (z) =a; ;-2 +b then L; ; # L ;. Now consider an experiment where the
CRS contains a query g, that agrees with g; on all entries except for the i’th entry. Since each query is encrypted under
a fresh key, the adversary must continue to output accepting proofs such that L; j # L; ;. Since (¢;)—; = (g;7)—i, by
the soundness of the equality proofs also L; ; = L; ;7 and L’ = L’Z-’ ;- Since y;, y;s are unambiguous, the verifier’s
weak zero-test guarantees that:

Lij((qj)i) = y; = Li j((g;)i) 5 Lij((g50)i) = Lijo((g5)i) = yjr = Lj ;o ((g50)i) = Li ;((gj0)i) -

However, since L; ; # L j» the two lines cannot agree on both ¢; and g;/.
Moving on to the unambiguity of the equahty proofs, recall that the equality proof for query-answer pairs

{(q],y])}J c[g) contains the evaluations a§ ,b§ and yj( 2 ever
@ i unambiguous then so are a(lz), b(lz). To see this recall that the verifier checks that

(ag ), b( )) (a5 (0 b( )). The verifier’s weak zero-test guarantees that yéi) = a(i) (g2)i + b(i) Therefore, if aéi), béi)
{0
Y

for every j € [2] and i € [¢]. First observe that it is
sufficient to prove that if y;

are unambiguous, then so is yéi). Finally, since the verifier checks that yy) (H_l) , the unambiguity of y; =

guarantees the unambiguity of the entire proof.

In an honestly generated equality proof, the evaluations ag ), b( " are computed from q (recall that q( - q(Z 1))

A cheating prover, however, may be able to output two accepting proofs with the same y( ) but with different ag ) bg )
by computing these evaluations also using (q1);, (g2) I | We have encountered a similar issue in arguing the soundness
of the multilinearity proof. There, the solutions was to evaluate the same polynomial on queries encrypted under
two different keys and provide an equality proof for the two evaluations. However, making the equality proof itself

unambiguous requires a different solution.

Unambiguous equality proofs from rerandomized ciphertexts. To get unambiguous equality proofs we use
a similar solution to the one used in the multilinearity proof, but instead of evaluating the same polynomial on queries
encrypted under two different keys, we evaluate it on two encryptions of the same query, generated in a correlated
way. In more detail, we add to the KPY zero-testable encryption a rerandomization operation that given a ciphertext ¢
encrypting ¢ € F* under a secret key sk, produces a new ciphertext ¢ encrypting ¢ under a correlated key sk. To explain
the nature of the correlation between ¢ and ¢ consider evaluating the same polynomial X on both ¢ and ¢ and obtaining
the evaluated ciphertexts e and e respectively. The correlation between the two ciphertexts allows us to efficiently
verify that e and € indeed encrypt the same value. However, given the ciphertexts ¢ and ¢_;, which is obtained from
¢ by removing the encryption of the ¢’th entry ¢;, it should be hard to recover ¢. In fact, to make the equality proofs
unambiguous we need to rely on a stronger requlrement given ¢ and c_; it is hard to generate a pair of ciphertexts
encrypting values a, b € I under sk such that G - q + b=0butd a, b are not both zero.

5This can be done by viewing the verifier’s checks as an underdetermined system of linear equations in the proof’s ciphertexts.
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Next we show how to use rerandomization to ensure the unambiguity of the equality proofs. As argued above, it is

sufficient to prove that if y§ D is unambiguous then so are al , b( " To this end we modify the equality proof as follows.

Let ¢() be the encryption of the hybrid query ¢(*) given in the CRS. We rerandomize ¢(*), remove the encryption

of the ’th element q( " and add the resulting ciphertext ¢ A(Z) to the CRS. As before, the prover homomorphically

: @) () 40

evaluates the polynomials A; and B; on c._; to obtain the encrypted evaluations a; Then the verifier uses the

weak zero-test to check that yg D= ( ) ( ) + b( ), Now, the prover also evaluates the polynomials A; and B;
on 2 ) to obtain the encrypted evaluatlons al ,b( . Since c(fz and E(fz are correlated, the verifier can check that

(agl), b(l)) =(a gz)’ bg )) and, thus, yg D= g) (q1): —&—B(i) Assuming y%i) is unambiguous, if a cheating prover given
the CRS containing ¢(*) and & ) could find two accepting equality proof where the values (a1 Db l)) (A(Z) b(l))
d1fferent by subtracting the c1phertext from the two proofs, we would obtain a pair of 01phertexts encrypting Values

a, b€ Fsuchthata- g+ b=0buta a, b are not both zero, in contradiction to our requirement on correlated ciphertexts.

2.3 Related Work

Comparison with Choudhuri et al. and followup work. The PPAD-hardness proof of Choudhuri et al.
[CHK™19b] and followup work [CHK™19a, [EFKPI9, [LV20] can all be seen as constructing an updatable and un-
ambiguous delegation scheme for some particular contrived language. In [CHK™19b] the language is related to the
computation of a round-collapsed sum-check proof and [[CHK™ 19a, EFKP19] start from the protocol of Pietrzak
[Piel9] instead of sum-check. In contrast, this work constructs an updatable and unambiguous delegation scheme for
general (bounded space) deterministic computations.

The delegation schemes in [CHK*19b, |CHK™ 19a, EFKP19, [[LV20] are based on an interactive protocol that is
made non-interactive via the Fiat-Shamir transform. The unambiguity property is inherited from that of the original
protocol. Updatability relies on the recursive structure of the interactive protocol and requires augmenting the language
to depend on the protocol itself. In comparison, the delegation scheme in our work is based on the scheme from
[KPY19]] for general computation and relies on a quasi-polynomial version of their assumption on bilinear groups.
Updatability follows from the bootstrapping technique developed in [KPY 19] and the focus of this work is on achieving
unambiguity.

Following the work of Canetti et al. [CCHT 19] on instantiating the Fiat-Shamir huristic from simpler assumptions,
Choudhuri et al. [CHK™ 19b] show that the security of their sum-check based scheme follows from a strong assumption
on the “optimal security" of Learning with Errors against quasi-polynomial attacks. In a recent work (concurrent to
ours) Lombardi and Vaikuntanathan [LV20] start from Pietrzak’s protocol and replace the Fiat-Shamir assumption by
sub-exponential hardness of Learning with Errors.

In addition to the assumption behind the delegation scheme, previous work as well as ours rely on the hardness
of an underlying language. Choudhuri et al. [CHKT 19b|] assume hardness of #SAT with poly-logarithmic number of
variables, while [CHK™ 19a, EFKP19, [LV20] rely on super-polynomial or sub-exponential hardness of the repeated
squaring problem that is behind Pietrzak’s protocol and the time-lock puzzle of [RSW96]. Since our delegation
scheme supports general languages we can rely on any hard language that can be decided in quasi-polynomial time and
polynomial space.

Hardness of local search. Recently, Bitansky and Gerichter [BG20] showed the hardness of the class Polynomial
Local Search (PLS), which is a different subclass of TFNP that contains CLS, based on the delegation scheme of KPY
[KPY19]]. They observe that the KPY delegation scheme can be made incremental and use this to show PLS hardness.
For hardness in PPAD and CLS, however, we need the unambiguity property achieved in this work.

3 Delegation
In this section we define the notion of a non-interactive delegation scheme for deterministic Turing machines.

Fix any Turing machine M. Let T'(n) be an upper bound on the running time of M on inputs of length n and let
S(n) be an upper bound on the size of M’s configuration which includes the machine’s state, input tape and all of the
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work tapes. We always assume, without loss of generality, that T'(n) > S(n) > n. Let Y™ denote the language such
that (cf,cf’,¢) € UM if and only if M transitions from configuration cf to configuration cf’ in exactly ¢ steps. Let
UM C UM be the set of instances (cf,cf’,¢) € U™ such that the input tapes in cf, cf” are of length n. Let n = n(k)
be a function of the security parameter.

A non-interactive delegation scheme for /™ consists of algorithms (Del.S, Del.P, Del.V) with the following
syntax:

Setup: The probabilistic setup algorithm Del.S takes as input a security parameter x € N and outputs a pair of public
keys: a prover key pk and a verifier key vk.

Prover: The deterministic prover algorithm Del.P takes as input a prover key pk and an instance = € U™ It outputs
a proof II.

Verifier: The deterministic verifier algorithm Del.V takes as input a verifier key vk, an instance 2 € ™ and a proof
II. It outputs a bit indicating if it accepts or rejects.

Definition 3.1. A A-sound non-interactive delegation scheme (Del.S, Del.P, Del.V) for UM with input length n, setup
time Ts = Ts(k) and proof length Ly = Ly (k) satisfies the following requirements:
Completeness. For every k € N and x = (cf, cf',t) € UM:

(pk, vk) < Del.S(k)

Pr |Del.V(vk,z,II) = 1 T <~ Del.P(pk, z)

=1.

Efficiency. In the completeness experiment above:

o The setup algorithm runs in time Ts.
o The prover runs in time O(t - Ly1) and outputs a proof of length L.

o The verifier runs in time O(|z| + L)

A-Soundness. For every poly(A(k))-size adversary Adv there exists a negligible function p such that for every k. € N:

Del.V(vk,2,TT) = 1 | (pk,vk) ¢ Del.S(x)
Prl e gum (Zﬂ)  Adv(pk,vk) | = HAK) -

Next we define the notion of an updatable delegation scheme (incrementally verifiable computation [ValO8]).

Definition 3.2 (Updatability). A non-interactive delegation scheme (Del.S, Del.P, Del.V) for UM with input length n is
updatable if there exists a deterministic polynomial-time algorithm Del.U such that for every k € N and x1, x5 € U,/LM
of the form x1 = (cf, cfy,t) and x9 = (cf, cfy, t + 1):

(pk,vk) < Del.S(k)
Cflz = Cfg II; «+ DeI.P(pkmcl)
H/2 =1l Il DeIP(pk,xg)

(cfh, I1%) < Del.U(pk, z1,114)

Pr

Lastly we define the notion of an unambiguous delegation scheme (adapting the definition in [RRR16]).

Definition 3.3 (A-Unambiguity). A non-interactive delegation scheme (Del.S, Del.P, Del.V) for UM with input length
n is A-unambiguous if for every poly(A(k))-size adversary Adv there exists a negligible function p such that for every
ke N:
Del.V(vk, z,IT) = 1
Pr | Del.V(vk,z,II') =1
IT # 11

(pk, vk) < Del.5(x)
(Z,H,H’) e;dv(pk,vk) < p(A(R)) -
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4 PPAD-Hardness

The complexity class PPAD is a subclass of TFNP that consists of all problems that are polynomial-time reducible to
the End-of-the-Line problem. We show PPAD-hardness by following the blueprint of Choudhuri ef al. [CHKT 19b]
and refer the reader to their work for background material. Specifically, we show the hardness of the subclass CLS that
lies in the intersection of PPAD and PLS. Towards this end, we consider the Relaxed-Sink-of-Verifiable-Line problem
that was defined and proven to be reducible to a problem in CLS in [CHK™ 19b].

Definition 4.1 (JCHK T 19b]). A Relaxed-Sink-of-Verifiable-Line (rSVL) instance (Succ, Ver, T, vq) consists of T €
[2™], vo € {0,1}™ and circuits Succ : {0,1}"™ — {0,1}" and Ver : {0, 1} x [T] — {0, 1} with the guarantee that
for every (v,i) € {0,1}™ X [T] such that v = Succ'(vy), it holds that Ver(v,i) = 1. A solution consists of one of the
following:

1. The sink: A vertex v € {0,1}"™ such that Ver(v,T) = 1.

2. A false positive: A pair (v,i) € {0,1}™ x [2] such that v # Succ'(vo) and Ver(v,i) = 1.

Lemma 4.2 ((CHKT 19b])). Relaxed-Sink-of-Verifiable-Line is polynomial-time reducible to a problem in CLS.

Average-case hardness. Let 7' = T'(n) be a function. A decision problem given by a language £ is weakly
T-hard on average if there exists an efficiently sampleable distribution D = {D,,} and polynomial p such that for every
poly(T)-size circuit Adv = {Adv,,} and n € N:

Pr [Adv,(z)=1<2ze€L]<1-1/p(n) .

<D,

To prove the main theorem in this section (Theorem [4.4)) it will be convenient to rely on a hard search problem
rather than a hard decision problem. We start by stating a direct product theorem giving a hard search problem from
a hard decision problem. A search problem given by a relation R is 7T-hard on average if there exists an efficiently
sampleable distribution D = {D,,} such that for every poly(T)-size circuit Adv = {Adv,,} there exists a negligible
function g such that for every n € N:

Pr [(z,Adv,(z)) € R] < u(T(n)) .
z<D,,
Lemma 4.3. [f there exists a language L that is decidable in time T (n) and space S(n) that is weakly T-hard on
average for some function T'(n) > n, then there exists a search problem R that is solvable in time T(n) - poly(n) and
space S(n) + poly(n) and is T-hard on average for any T'(n) = T(n)°™M.

Proof. Let £ be T-hard with respect to D = {D,,} and polynomial p, let t(n) = p(n) - log T, and let
R:{(l‘l...l‘t,bl...bt) Vi e [ﬂ r, € LS b = 1} .

Indeed, R is solvable in time T'(n) - poly(n) and space S(n) + poly(n). The fact that R is 7°(})-hard on average
follows from the Concatenation Lemma of [GNW11]]. The lemma states that if every s(n)-size circuit decides £ with
probability at most d(n) over D, then for any function €(n), every (¢/n)¢ - s(n)-size circuit solves R with probability
at most 8" + € over D' = {D'} where ¢ > 0 is some constant. Setting s = 7271, § = 1 —1/p, and € = 1/T we have
that by the T-hardness of £ any circuit of size:

€\¢ 1\~ ~ ~
—) s=(=—) T*' >T > poly(T) ,
(”) (T . n> - i
solves R with probability at most:

= negl(T) .

+=<

My =
=N

N
o e=(1-05)
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Next we show that the existence of a hard search problem and an updatable unambiguous non-interactive delegation
scheme implies rSVL is hard.

Theorem 4.4. Let R be a search problem that is solvable by a deterministic Turing machine M that runs in time
T =T(n) = n“M and space S = S(n) = poly(n) that is T-hard on average (in the worst-case respectively) for
some function T(n) > n. Let n = n(r), A = A(k) be functions such that T(n) < A.

If there exists a non-interactive delegation scheme for UM with input length n, setup time Ts = poly(n) and
proof length L1 = poly(n) that is updatable A-sound, and A-unambiguous, then rSVL is T-hard on average (in the
worst-case respectively) for some T = T( )= T (nOW),

Proof. We start with the proof for average-case hardness. Then we explain how to modify the proof for worst-case
hardness. .

Let R be T-hard with respect to a distribution D = {D,,}. Let (Del.S, Del.P,Del.V, Del.U) be a delegation
scheme as in the theorem statement. Let A’ denote a circuit for solving rSVL. We construct a circuit A that uses A’ to
solve k.

Given as input an instance = € {0, 1}", the algorithm A proceeds as follows:

1. Set the security parameter x such that |z| = n. Sample (pk, vk) < Del.S(x). Let m = S(n) + L (k).

2. Let cf( be the initial configuration of the Turing machine M on input z. We assume without loss of generality
that at every time step, the configuration of M contains an index i € [T'] corresponding to the current time step.
Let vy = (cfo, IIp) where IIy <— Del.P(pk, (cfo, cfo, 0)).

3. Let Succ = Succy pk : {0,1}™ — {0,1}™ be the circuit that on input (cf;, II;), parses the index i € [0,T]
from cf; and outputs (cf; 1, 11;41) « Del.U(pk, (cfo, cf;,7), IT;).

4. Let Ver = Ver, w : {0,1}™ x [T] — {0,1} be the circuit that on input (v,i) € {0,1}™ x [T, parses
v = (cf, II) and returns the output of Del.V(vk, (cfy, cf, 7), IT).

5. Run A’ on (Succ, Ver, T, vg).

(a) If A’ outputs v € {0,1}" such that Ver(v,T) = 1 (the sink), then parse v = (cf,II) and output the
solution for x contained in cf.

(b) Otherwise output L.

We construct the following T-hard distribution D’ of rSVL instances: sample < D,, and run Steps to of A
to generate (Succ, Ver, T, vg) of length £ = £(n) > n.

First we show D’ = {Dj} is efficiently sampleable. By the efficiency guarantees of the delegation scheme
(Del.S, Del.P, Del.V, Del.U) (given by the theorem statement, Deﬁnition Deﬁnition Stepstotake poly(n) =
poly(¢) steps. Since D is efficiently sampleable, this shows D’ is efficiently sampleable.

Next we argue that D’ is supported on valid rSVL instances. We show that for any = € {0,1}", A generates
(Succ, Ver, T, vg) such that for every i € [T] it holds that Ver(Succ'(vo),i) = 1. Consider any i € [T and
let v = (cf,II) = Succ’(vg). Let cf; be the unique configuration such that (cfo,cf;, i) € UM and let IT; =
Del.P(pk, (cfo,cf;,7)). By the updatability of the delegation scheme (Definition (cf,II) = (cf;,I1;) so by the
completeness of the delegatlon scheme (Deﬁnltlonn 3.1) Ver(v,4) = 1, as desired.

To show that rSVL is 7-hard with respect to D/, assume towards contradiction that there exists a poly (T'(¢))-size
circuit A” = {A}} and polynomial function p’ such that for infinitely many ¢ € N, given an rSVL instance sampled
from D}, A, outputs a solution (the sink or a false positive) with 1 probability at least 1 /P (T(¢)). Since Steps
to Htake poly(n) steps, £ = poly(n) = n¢ for some ¢ > 0 so T'(¢) = T(n). Let p be a polynomial such that
P (T(0)) < p(T(n)). Since D’ is efficiently sampleable and A’ is a circuit of size poly(T'(n)), A is a circuit of size
poly(f(n)). It follows from our assumption that for « < D, A’ outputs a rSVL solution (the sink or a false positive)
in Step |§| with probability at least 1/p(T'(n)). Below we show A’ outputs a false positive with probability at most
1/2p(T(n)) and therefore it outputs the sink with probability at least 1/2p(T'(n)). In this case, we use the sink to
recover a solution for x.
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Assume towards contradiction that for infinitely many n € N, A’ outputs a false positive (v,7) with probability
at least 1/2p(f(n)) > 1/2p(A(k)) (since f(n) < T(n) < A(k)). If (v = (cf,II),7) is a false positive, then
Del.V(vk, (cfo, cf,i),II) = Ver(v,i) = 1 and (cf,TI) # (cf;, II;) = Succ’(vg), so either cf # cf;, or cf = cf; and
IT # TII;. One of the two cases must occur for infinitely many x € N with probability at least 1/4p(A(x)). In the
first case, cf # cf;, and A’ can be used to break the A-soundness of the delegation (Definition : (cfo,cf i) & Z/{,,/LV‘
but Del.V(vk, (cfg, cf, i), II) accepts. In the second case, cf = cf; and IT # II;, and A’ can be used to break the
A-unambiguity of the delegation (Deﬁnition: by the efficiency of the delegation (cf;, II;) can be computed in time
T(n) - poly(n) < poly(A(k)), and Del.V(vk, (cfq, cf;, ), IT) and Del.V(vk, (cfo, cf;, ), I1;) both accept.

This shows A’ outputs a false positive with probability at most 1/ 2p(f(n)) Thus for infinitely many n € N, with
probability at least 1/2p(T'(n)), A’ outputs the sink v = (cf,II) and (cf, II) = Succ” (vg). By the updatability of the
delegation (Deﬁnition (cfo,cf, T) € UM, i.e. cf is the configuration of M on input x after T" steps so it contains
a solution for x. In this case, A outputs this solution, contradicting the T-hardness of R.

Now we explain how to modify this proof to show worst-case hardness of rSVL. If A’ solves rSVL in the worst-case
then A is a randomized circuit that solves R with probability 1 — negl(7'(n)) for every z € {0,1}". By standard
techniques, such a randomized circuit can be converted into a deterministic circgit that solves R in the worst-case,
contradicting the T-hardness of R. This conversion only requires running poly(7'(n)) independent executions of A.

~

Since A is of size poly(7'(n)), the final deterministic circuit is of size poly(7'(n)). O

5 Our Results

In this section we state our results: we show the existence of an updatable unambiguous delegation scheme and use it
to show PPAD-hardness. Our results are based on the following decisional assumption on groups with bilinear maps.
For a function A = A(k), the assumption is a A-secure version of the assumption in [KPYT19].

Assumption 5.1. There exists an ensemble of groups G = {G,.} of prime order p = p(k) = 2°0) with a non-
degenerate bilinear map such that for every d(rx) = O(log A(x)) and poly(A)-size adversary Adv, there exists a
negligible function . such that for every k € N:

b+ {0,1}
g+ G
5 < Ly

1
Pr|o/=b| toZp <=
tl(*52d+1 2

b+ Adv ((gsi'ti)iqo,d]>

J€[0,2]

We show the existence of a non-interactive delegation scheme that is updatable and unambiguous under this
assumption. Specifically, in Section [6] we construct an encryption scheme based on this assumption and use it to
construct a quasi-argument in Section[8] In Section [9] we use a quasi-argument to construct a delegation scheme. By
combining Theorem|[6.16| Theorem|[8.6] and Theorem[9.1] we obtain our main theorem:

Theorem 5.2 (Updatable Unambiguous Delegation). For any deterministic Turing machine M that runs in time
T = T(n) and space S = S(n) > n and functions n = n(x) > k and A = A(k) such that T(n) < A < 2°0%),
under Assumption there exists a non-interactive delegation scheme for UM with input length n, setup time
Ts = poly(S(n), &2 T and proof length Ly; = poly(S(n), k% T(™) that is updatable, A-sound, and A-
unambiguous.
Proof. Let N = 2S(n), M = poly(S(n), '8 T(™), ¢ = log M, and § = 2. Since n > x and T'(n) < A,
K182 T(") < A Thus 6 = M = poly(S(n), k%= T(M) < poly(A).

The encryption scheme in Section |§§I is defined over ' = Z, where p = 20(%) 50 A < 2009 < [F|o),
By Theorem [6.16| there exists a A-secure zero-testable homomorphic encryption scheme (Definition [6.14) under
Assumption|5.1
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Since N < M < poly(A) by Theorem.there exists a A-secure A-unambiguous quasi-argument (Definitions|8.
and [8.4) with formula size bound M and input length N. Finally by Theorem - there exists an updatable A-sound
A—unamblguous delegation scheme for /™ with input length n, setup time Ts = poly(M) = poly(S(n), x1°8= (")
and proof length Ly = poly(M) = poly(S(n), £°8» (")) as desired. O

Next we state corollaries of Theorem[5.2]for different settings of parameters.

Corollary 5.3 (Quasi-polynomial Secure Delegation). For any constant ¢ > 1 and any deterministic Turing machine
M that runs in time T < n(1°8™" where a = (c — 1)/(c + 1) and space S = poly(n), let A = 21°8%)° and

n = 2VieeAlogk ey Assumptionﬂthere exists a non-interactive delegation scheme for UM with input length n,
setup time Ts = poly(n) and proof length L1 = poly(n) that is updatable, A-sound, and A-unambiguous.

Proof. Note that n = 9V/log Alogr — 94/(logr)+! > k. Next we show T'(n) < A by showing:

pllosm)® — glosm)*™ < 9(logr)” for ¢ = (¢ —1)/(c+1) .

It suffices to prove that:
(logn)**™ < (logk)© for a = (c—1)/(c+1) .

This follows from the calculation:

1 (ct+1)(at1)

=(logr) 2 = (logk)*

(logn)*™ = (log A - log k) o= = ((log k)¢ - log n) 2

Finally note that A = 2(108%)° < 90(x),
The above shows the conditions of Theorem [5.2]hold and since:

log A-log K
k108, T(n) < glog, A — 9™ 5gm®™ _ 9y/logAdogr _ )

we have poly(S(n), £°8 T(")) = poly(n). Thus Corollary 5.3 follows. O

Corollary 5.4 (Sub-exponential Secure Delegation). For any constant() < € < 1 and any deterministic Turing machine

€ log n €
M that runs in time T < n? Tsiosn and space S = poly(n), let A = 2 andn = 2V1og Mlogr, UnderAssumption
there exists a non-interactive delegation scheme for U™ with input length n, setup time Ts = poly(n) and proof length
Ly = poly(n) that is updatable, A-sound, and A-unambiguous.

Proof. Note that k¢ > log ks so n = 2VIeelogr > glogr — 1 Next we show T'(n) < A by showing:

€ logn e (log n)
n2 Toglogn — 22loglogn < 2'{

It suffices to prove that:
. 2
e (logn) < ke
2loglogn —

This follows from the calculation:

logn = (log A - log k)2 = (k¢ - log k)2 > k/?

€ (logn)? _e-rklogk €-klogk .

2loglogn _ 2loglogn — 2-(¢/2) -logk
Finally note that A = oK < oK),
The above shows the conditions of Theorem[5.2/hold and since:

logA log k. \/7
Hlogn T(n) < Hlogn — 9 Togn =9 logA-logr _ n

we have poly(S(n), x'°8» T(")) = poly(n). Thus Corollaryfollows. O
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By Lemma [4.3]and Theorem [4.4] Corollaries [5.3] and [5.4]imply the hardness of rSVL. ~ We remark that a hard
language £ can be based on a non-uniform version of the Exponential Time Hypothesis (ETH) for SAT.

Corollary 5.5 (rSVL Hardness based on Quasi-polynomial Hardness). Assume Assumptionholds for A = 2(logr)°
for some ¢ > 1. If there exists a language L that is decidable by a deterministic Turing machine M that runs in time
T < nl1e™)” where a = (c —1)/(c + 1) and space S = poly(n) that is weakly T-hard on average (in the worst-case
respectively) for some function f(n) > n, then rSVL is T-hard on average (in the worst-case respectively) for any
T(n) = T(n)°® for some € > 0.

Corollary 5.6 (rSVL Hardness based on Sub-exponential Hardness). Assume Assumption holds for A = 25 for
some 0 < € < 1. If there exists a language L that is decidable by a deterministic Turing machine M that runs in time

T < n? Tog Tog and space S = poly(n) that is weakly T-hard on average (in the worst-case respectively) for some
Sunction T'(n) > n, then rSVL is T-hard on average (in the worst-case respectively) for any T'(n) = T(ng)o(l) for
some € > 0.

6 Zero-Testable Homomorphic Encryption
Our delegation scheme is based on a variant of the notion of zero-testable homomorphic encryption [PR17, KPY19].

We define this variant of zero-testable homomorphic encryption in Section In Section we construct such an
encryption scheme based on bilinear maps, and in Section [6.4] we analyze the construction.

6.1 Notation

Let £ denote the empty string. For any vector v = (vy,...,v,) and ¢ € [n] let v; denote the element v;. Let v_;
denote the vector (vy,...,V;—1,Vit1,...,Vy). For any pair of vectors v = (v1,...,v,) and w = (wy,...,wy,) let
(v | w) denote the concatenated vector (vy, ..., Up, W1, ..., Wy). We denote by [v, w]_, the pair (v_;, w) if i <n

and the pair (v, w_(;_,)) if i > n.

Polynomials. We represent a polynomial P : F* — [F over a field F by a list of its coefficients. For a polynomial

P : F* — F of individual degree § € Nand i € [¢], let P|,,..., P|, 5 : F*~! — F be the unique polynomials such
that:
P(z)= > Pl (z)-2 . (1)
7€[0,4]

Namely, interpreting P as a univariate polynomial in the ¢’th variable z;, P|Z.7 j (z_;) is the coefficient of zg .

For a € F we denote by @ : F* — T the constant polynomial o when the number of variables / is clear from the
context.

6.2 Definition

The notion of zero-testable homomorphic encryption introduced in this section is quite complex. While some of the
details are similar to standard formulations of homomorphic encryption in the literature, other details are tailored to
the applications presented in the subsequent sections. The definition in this section serves as an abstraction of the
properties of our group-based construction that are required for our applications.

We present the definition of our zero-testable homomorphic encryption scheme in several stages. In Section[6.2.1]
we present a bare-bones version of the notion featuring the basic interface and properties. In Section we define
the unambiguity of ciphertexts property. In Section [6.2.3] we introduce the zero-test operation. In Section [6.2.4] we
define operations for extending and restricting ciphertexts. In Section [6.2.5] we introduce ciphertext rerandomization.
The interface and properties defined in Sections [6.2.1] and are similar to the properties in [KPY 19| (with the
exception of Definitions[6.2]and[6.3). The rest of the properties are new to this work.
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6.2.1 Bare-bones encryption.

In this section we define a bare-bones version of our encryption scheme that includes the basic interface, correctness
properties and semantic security. We first describe the syntax and then highlight some important differences between
the notion here and the standard formulations of homomorphic encryption in the literature. For security parameter
k € N, the encryption scheme is parameterized by a bound § = ¢ (k) on the individual degree of homomorphic

computations and by a bound ¢ = /() on the length of plaintexts. The plaintext space is of the form F<! where
F = F,, is a field.
The bare-bones encryption scheme is given by the algorithms:

(ParamGen, KeyGen, Enc, MEnc, Eval, Dec)
with the following syntax.

Parameter generation: the probabilistic parameter generation algorithm ParamGen takes as input the security pa-
rameter £ € N. It outputs public parameters pp. The running time of ParamGen is poly(k, log £).

Key generation: the PPT key generation algorithm KeyGen takes as input the public parameters pp and outputs a
secret key sk.

Encryption: the probabilistic encryption algorithm Enc takes an input a secret key sk, a message m € F* such
that ¢ < 7, and randomness r € {0, 1}"*"
poly(k, 8°). We explicitly refer to the randomness r € {0, 1}, where r; € {0,1}" is the randomness used
to encrypt the 7’th element of the message. This explicit notation will be useful later on.

. It outputs a single-key ciphertext c¢. The running time of Enc is

Multi-key encryption: the probabilistic multi-key encryption algorithm MEnc takes as input a pair (v1,72). For
every i € [2], 7; is a tuple (sk;, m;, r;) including a secret key sk;, a message m; € F% such that ¢; < ¢, and
randomness r; € {0, 1}”&. It outputs a multi-key ciphertext I'. The running time of MEnc is poly(x, 6°).

Homomorphic evaluation: the deterministic polynomial-time homomorphic evaluation algorithm Eval takes as input
the public parameters pp, a (single-key or multi-key) ciphertext I encrypting messages of lengths £1, £, < ¢ (in
the case that I' is a single-key ciphertext either £ or /5 is zero) and a polynomial P : F1+¢2 — F of individual
degree § < 4. It outputs a (single-key or multi-key) evaluated ciphertext e. The length of e is poly (, £1 + 2, 0).

Encoded elements. Before we introduce the syntax of the decryption algorithm, we introduce the notion of encoded
elements. The encryption’s public parameters pp define for every element o € F an encoded element <a>pp. Given
o and pp computing <a>pp is efficient. While the encoding is injective, the inversion operation may not be efficient.
The encoding is additively homomorphic meaning that given encodings of two elements we can efficiently compute
the encoding of their sum or difference. We also define homomorphic multiplication of encodings. This operation
however may not be efficient.

Decryption: the deterministic polynomial-time decryption algorithm Dec takes as input either a secret key sk and a
single-key evaluated ciphertext e, or a pair of secret keys (ski, ska) and a multi-key evaluated ciphertext e. It
outputs the encoding (o), of an element « € F.

Notation. When the public parameters are clear from context, we may omit them from the inputs to the algorithms.
We denote single-key ciphertexts by c and use I' to denote ciphertexts that can be either single-key or multi-key. For a
ciphertext T', we denote by £(T") the total length of the message it encrypts. That is, I is either a single-key ciphertext
encrypting a message of length ¢(T") or a multi-key ciphertext encrypting two messages of lengths /1, {5 such that
0+ 4o = ¢(T).

We highlight some important differences between the notion here and the standard formulations of homomorphic
encryption in the literature:

* We only support “arity-one" homomorphic evaluation. That is, the homomorphic evaluation algorithm can only
operate on a single ciphertext at a time.
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¢ To homomorphically compute over multiple field elements, these elements must be encrypted together in a
single ciphertext. Specifically, we can encrypt a message m € F* into a single ciphertext where the ciphertext
size is exponential in £.

» Evaluation is “one-hop” meaning that we cannot continue to compute homomorphically over evaluated cipher-
texts. Unlike fresh ciphertexts that can encrypt long messages, an evaluated ciphertext only encrypts a single
feild element.

* The homomorphically evaluated polynomial P is represented as a list of monomials with coefficients in F.
Note that the size of this representation may be exponentially larger than the size of an arithmetic circuit for P.
We emphasize that the running time of the homomorphic evaluation algorithm is polynomial in the number of
monomials in P.

* Decryption outputs an additivly homomorphic encoding of the encrypted element rather than the element itself.

Next we define the properties of the encryption scheme. We start by defining the correctness of evaluation for
single-key and multi-key ciphertexts. This property requires that evaluated ciphertexts encrypt the correct value.

Definition 6.1 (Correctness of Evaluation). For every k € N, message m € F¢ such that £ < ¢ and polynomial
P :F* — T of individual degree at most 0:

pp « ParamGen(k)
sk « KeyGen(pp)
r « {0,1}"%¢

PP | ¢ < Enc(sk,m,r)
e «+ Eval(c, P)

v < Dec(sk, €)

Pr |v = (P(m)) =1.

Similarly, for every messages m; € F, my € F® such that 01,0y < { and polynomial P : F@t2 — T of
individual degree at most §:

pp « ParamGen(k)

skq,sky < KeyGen(pp)

ry < {0,117 1y« {0,1}7°7

PP I+ I\/IEnc((sk17m1,r1)7(skg,m2,r2))
e < Eval(T', P)

v < Dec((sky, ska), €)

Pr ’U:<P(m1,m2)> =1.

In the experiments above, the polynomial P is evaluated over T.

Next we define the stability of evaluation. This property requires that when evaluating a polynomial P that is
independent of its ¢’th input, the evaluated ciphertext is independent of the ¢’th element of the encrypted message.

Definition 6.2 (Stability of Evaluation). For every k € N, message m € F¢ such that ¢ < 0, index i € [¢] and
polynomials P : F* — F and P' : F*~' — F of individual degree at most & such that P(z) = P'(z_;):

pp + ParamGen(k)
sk «+ KeyGen(pp)
r + {0,1}"%,

Pr (¢’ =e| c< Enc(sk,m,r) =1.
e < Eval(c, P)

¢ + Enc(sk,m_;,r_;)
e’ + Eval(d, P’)
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Similarly, for every messages m; € F my € F® such that by, 0y < {, index i € [(1 + ls] and polynomials
P :Fatt 5 Fand P’ : Fhat%2~1 5 F of individual degree at most § such that P(z) = P'(z_;):

pp < ParamGen(k)

skq, ske « KeyGen(pp)

ry {0,117 ry « {0,1}7°%

I' < MEnc((sky, my,ry), (ska, mg, r3))
Pr|e'=e| e+ Eval(l',P) =1.
(mllﬂ m/Q) — [ml’ mQ]—i

(rll>r/2) A [r1’r2]—z‘

I + MEnc((sky, m}, r}), (ske, mj, r}))
e/ «+ Eval(IT, P')

Next we require that the encryption of the empty message is independent of the secret key.
Definition 6.3 (Empty Message Encryption). For every k € N:

pp < ParamGen(k)
Pr| e = e skq,sky < KeyGen)(pp) 1.
)

c1 + Enc(skq, &€
co « Enc(skq, &, E

Next we define the correctness of encryption. We require that the ciphertext generated by encrypting a message
m using Enc is identical to the ciphertext generated by encrypting messages m and £ using MEnc.

Definition 6.4 (Correctness of Encryption ). For every r € N and message m € F such that ¢ < {:

pp < ParamGen(k)

sk, sk’ +— KeyGen(pp)

Ii=c | r«{0,1}"

'y =c | ¢+ Enc(sk,m,r)

I'; < MEnc((sk, m, ), (sk’, £, &))
Iy < MEnc((sk’, €, &), (sk,m, ))

Next we define one-time semantic security.

Definition 6.5 (A-Semantic Security). For every poly(A)-size adversary Adv there exists a negligible function p such
that for every r € N and messages mg, m; € F¢ such that { < (:

b+ {0,1}

pp + ParamGen(k)
sk « KeyGen(pp)
Pr(bt/=b| r« {0,1}" <
¢ < Enc(sk,mg,r)
¢1 < Enc(sk,my,r)
b+ Adv(pp, cp)

In the above definition we implicitly require that the size of the ciphertext is bounded by the size of Adv. We
therefore require that 6* < poly(A).
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6.2.2 Unambiguity of ciphertexts.

The next property that we require is the unambiguity of ciphertexts. The unambiguity property for evaluated ciphertexts
states that without knowing the secret key, an adversary cannot produce two different ciphertexts that encrypt the same
value. We require this to hold even if the adversary is given an encryption of a random message in [F’.

We note that the adversary can always start with an honestly generated ciphertext and pad it with two different
strings. In this case we could treat the padded ciphertexts as encrypting an undefined value. However, we choose
to define the function Dec that never fails and always returns some encoded element. Instead we require that the set
Valid = Valid,; of valid evaluated ciphertext is recognizable in polynomial time.

Definition 6.6 (Unambiguity of Ciphertexts). For every adversary Adv, k € N and { < {:

pp < ParamGen(x) ]

m « F¢,
e e € Valid sk «+ KeyGen(pp) o
Pr e’;é e’ r {0, I}RM < 71001}’(5 )
o= ¢ < Enc(sk,m,r) - |F|

(e, €") < Adv(pp,¢)
v  Dec(sk, e)
v' + Dec(sk, ¢)

Similarly, for every adversary Adv, k € N and 01,0y < £:

pp + ParamGen(k)
m; < Fél, my < Ft2
skq,sky < KeyGen(pp) o
ry < {0, 1} ry « {0,1}77% _ poly(8-£)
I' « MEnc((sky, my,r1), (ske, mo,r3)) | — |F|
(e,€’) <= Adv(pp,T)

v + Dec((sky, ska), €)
v" < Dec((sky,skz),€’)

e, e’ € Valid
Pr| e#¢

v="1

6.2.3 Quadratic zero-test.

The encryption scheme supports a zero-test operation. We start with an informal discussion of this notion.

Intuitively, the zero-test indicates whether a given evaluated ciphertext e decrypts to zero or not. If defined naively,
however, such zero-test can be used to break the encryption’s semantic security. We therefore consider a zero-test
satisfying a weak notion of correctness: the test never passes if e does not decrypt to zero, but it may fail even if e does
decrypt to zero. The zero-test is only required to pass if there exists an honestly generated ciphertext c such that e is
obtained by homomorphically evaluating the zero polynomial P = 0 on c.

Two-hop homomorphism. The encryption scheme defined in Section[6.2.1Jonly supports one-hop homomorphic
evaluation. Our application, however, requires a restricted type of two-hop homomorphic evaluation: given two vectors
of evaluated ciphertexts e = (ey,...,e,) and € = (e],..., e, ) and a coefficient vector &« = (o, ..., a,) € F"itis
possible to further evaluate the weighted inner product . [n] Qi€ e}. The ciphertext resulting from the second-hop
evaluation can then be zero-tested.

For simplicity, we unify the second-hop evaluation and the zero-test into one operation that we call quadratic
zero-test. Given vectors e, e’ and «, the quadratic zero-test is only guaranteed to pass if there exists an honestly
generated ciphertext ¢ and vectors of polynomials (P4, ..., P,) and (P, ..., P,) such that 3, o - P - P/ = 0
and the ciphertexts e; and ¢} are obtained by homomorphically evaluating P; and P/, respectively, on c. If e; and €]
encrypt values m; and m;, respectively, such that 3, @i - m; - m; # 0 the quadratic zero-test fails.

Formally, quadratic zero-test ZT has the following syntax:
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uadratic zero-test: the deterministic polynomial-time quadratic zero-test algorithm ZT takes as input the public
poly q g p p
parameters pp, two vectors of evaluated ciphertexts e = (e1,...,e,) and € = (ef,...,e,), and a vector

a = (aq,...,ap) € F™. It outputs a bit indicating if the test passes or fails. The running time of ZT is linear
in n. We may omit the input vector o when all its entries are ones.

The zero-test satisfies the following completeness and soundness requirements.

Definition 6.7 (Weak Completeness of Zero-Test). For every k € N, messages my € F“ my € F* such that
0y, ly < 4, vector a = (a1, ..., o) € F™ and polynomials {Pi, P! Fétlz F}ie[n] of individual degree at most

8 such that Zie[n] a; - P - P =0:

pp < ParamGen(k)

sky, sk <— KeyGen(pp)

ry < {0,117 1y« {0,1}7°%

Pr |ZT La)=1 =1.
r (pp,e,e 7a) I« MEnc((skl,ml,rl),(skg,mg,rg))
e=(e; < Eval(T,P,) : i€ [n])
e = (e« Eval(l', P!) : i€[n])
Definition 6.8 (Soundness of Zero-Test). For every k € N, vectors of single-key evaluated ciphertextse = (e, ..., ey)
and e’ = (e},...,el) andvector a = (a1,...,a,) € F™:
pp < ParamGen(k)
pr | ZT(ppee’ ) =1 sk < KeyGen(pp) =0
r Dicm) @i ViV # (0)yy | Vi€ [n]: v < Dec(sk,e;) |
Vi € [n] : v} + Dec(sk,e})
Similarly, for every k € N, vectors of multi-key evaluated ciphertexts e = (e1,...,e,) and €' = (€},...,el) and
vector a = (aq, ..., ap) € F™:
pp < ParamGen(k)
Pr ZT(pp,e,e’,a) =1 skq, ske < KeyGen(pp) _0

Dicm) Qi ViV # (0)y, | Vi€ [n]: v < Dec((ski,ska), e;)
Vi € [n] : v} + Dec((skq,skz),€})

6.2.4 Ciphertext extension and restriction.

The encryption scheme supports operations for adding and removing elements from a given ciphertext (with knowing
the secret key). The ciphertext extension operation Extend turns a single-key ciphertext into a multi-key one. The
restriction operation Restrict removes the element in a given location from the encrypted message. The ciphertext
random extension operation RandExtend adds a random unknown element to the encrypted message in a given location.
In contrast to the ciphertext extension operation, the random extension operation does not add a new key to the ciphertext
and the new element is encrypted under the original key. Formally, the extension, restriction and random extension
operations have the following syntax:

Ciphertext extension: the probabilistic ciphertext extension algorithm Extend takes as input y; and 7y, such that for
some ¢ € [2], 7; is a single-key ciphertext ¢ and for j € [2]\ {i}, 7; is a a tuple (sk, m, r) including a secret key
sk, a message m € ' such that £ < /£, and randomness r € {0, 1}”4
running time of Extend is poly(k, 5‘7).

. It outputs a multi-key ciphertext I". The

Ciphertext restriction: the deterministic polynomial-time ciphertext restriction algorithm Restrict takes as input the
public parameters pp, a ciphertext I' and an index i € [¢(T")]. It outputs a ciphertext I'_; that omits the i’th
element of the message.
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Ciphertext random extension: the PPT ciphertext random extension algorithm RandExtend takes as input the public
parameters pp, a multi-key ciphertext I, and an index ¢ € [¢(T") + 2]. It outputs a ciphertext I'” that includes an
encryption of a random element from IF inserted at the specified index (if I" encrypts messages of lengths /1, {5,
then i € [¢; + 1] index into the first message and ¢ € [¢; + 2, £(T") + 2]) index into the second message).

We may replace the index ¢ with a set of indices [ as a shorthand for applying Restrict or RandExtend successively
for every index ¢ € I. For Restrict the applications on ¢ € I are in decreasing order, and for RandExtend the
applications are in increasing order.

Next we define the correctness of the extension algorithm. We require that a ciphertext generated by first encrypting
a message using Enc and then extending this ciphertext using Extend, is identical to the multi-key ciphertext generated
by MEnc.

Definition 6.9 (Correctness of Extension). For every k € N and messages m; € F&. my € F such that by, 0y < l:

pp + ParamGen(k)

sk1, sk < KeyGen(pp)

r; + {0, 1}'\”"%1 , T2 + {0, 1}KX£2
I't=T | ¢ + Enc(sk;,my,r) -1
I'y=T ¢o + Enc(skg, mo, r2) .
I' <~ MEnc((ski, my, 1), (ska, mg,r3))
Iy + Extend(cy, (skg, my, r3))

Iy « Extend((sky, mq,r1),c2)

Next we define the correctness of the restriction algorithm. We require that the ciphertext obtained by first
encrypting a message m and then applying Restrict to an index ¢ is identical to the ciphertext generated by encrypting
m_;.

Definition 6.10 (Correctness of Restriction). For every k € N, message m € ¢ such that ¢ < € and index i € [4):

pp + ParamGen(x) |
sk < KeyGen(pp)

r + {0,1}"*¢

¢ « Enc(sk,m,r)

c_; < Restrict(c, 1)
m <~ m_;

r«r_;

¢ < Enc(sk,m’,r’) |

Pr|cd =c_;

Similarly, for every k € N, messages my € F* my € F% such that 01,05 < { and index i € [¢1 + £5):

pp < ParamGen(k)

sky, ska « KeyGen(pp)

ry {0,117 ry « {0,1}7°7

I' + MEnc((sk1, my,r1), (sko, mo, r3))
I'_; + Restrict(T, 1)

(mj, my) « [my, my]_;

(rll’ I‘/2) — [1‘1, 1‘2]71-

I < MEnc((sky, m},r}), (ske, mj,15)) |

Pr|I"=T_

Next we define the correctness of the random extension algorithm. We require that the distribution of ciphertexts
obtained by encrypting messages using MEnc and then extending the ¢’th coordinate using RandExtend is identical to
the distribution of ciphertexts obtained by encrypting the same messages with an additional random ¢’th coordinate.
In the following definition, for a vector v = (vy,...,vs) € A* (where A is either F or {0,1}") and index i € [/] let
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v4; denote the random variable (vy,...,v;—1,v*,v;,...,v7) where v* < A, or (v | v*) if i = £ + 1. For vectors
v, w we denote by [v, w]; the random variable (v, w) if i < |v| + 1 and the random variable (v, Wy (;_|v|—1)) if
i>|v|+1.

Definition 6.11 (Correctness of Random Extension). For every k € N, messages my € F“ ,my € F* such that
01,00 <€ —1andindexi € [(1 + o + 2]:

pp < ParamGen(k)

sky, sky < KeyGen(pp)

v {0, 1 e - {0,137
(mf, mj) < [my, my)]
(I"17I'/2) ~ [rlﬂr2]+i
I' <+ MEnc((skq, mj,r}), (ske, mj, r5))

pp < ParamGen(k)
skq, sky < KeyGen(pp)

i | ey {0,115 rp = {0,117
I« MEnc((skl, mi, I'1), (Skg, mo, 1‘2))
I';; + RandExtend(T', )

If
—

+i

6.2.5 Ciphertext rerandomization.

We add to the encryption scheme the algorithm Rerand with the following syntax:

Ciphertext rerandomization: the PPT ciphertext rerandomization algorithm Rerand takes as input the public param-
eters pp and a ciphertext I'. It outputs a rerandomized ciphertext I'. We extend the syntax of the algorithms in
Sections and to rerandomized ciphertexts.

Next we define the weak completeness of the zero-test for rerandomized ciphertexts. This property is similar to the
weak completeness of the zero-test (Definition[6.7) except here we require that the zero-test still passes if one vector of
evaluated ciphertexts results from evaluating polynomials on a rerandomization of I".

Definition 6.12 (Weak Completeness of Zero-Test for Rerandomized Ciphertexts). For every k € N, messages my €
Fé, my € F® such that 01,0y < £, vector a = (a1, ..., a,) € F* and polynomials {Pl-7 P! . Fhattz F}ie[n] of
individual degree at most & such that Zie[n] a;- P - P =0:

i pp < ParamGen(k)

skq,sky < KeyGen(pp)

rp {0,117 ry 0,1}
Pr |ZT(pp,e, €', a) = I’ + MEnc((ski, my,r7), (sko, mg,13)) | =1 .
T «+ Rerand(pp,T)

e=(¢; + Eval(l', P) : i €[n])
e = (¢) «+ Eval(T, P)) : i€ [n)])

Next we define the unambiguity of decompositions for rerandomized ciphertexts. In the following definition, the
adversary is given a ciphertext I' and a rerandomization f,i with the ¢’th coordinate omitted. We require that the
adversary cannot compute a ciphertext e along with two different pairs (Q?, Ql) #(Q?, @2) that each consist of a
decomposition and rerandomized decomposition; namely, for every k € {1,2}, QF is the decomposition for e and Q’“
is the rerandomization of Q.

Definition 6.13 (A-Unambiguity of Decompositions for Rerandomized Ciphertexts). For every poly(A)-size adversary
Adv there exists a negligible function i such that for every k € N, messages m; € F, my € F such that (1,05 < {
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and i € [l + Lo):

pp < ParamGen(k)
skq, ske + KeyGen(pp)

(Q.Q") #(Q*.Q?) r1 e {0,110 by < {0,1)5%
vk Gk[Q],J ek[O,é] : I’ < MEnc((ski, my,r1), (sko, mg, 1))
Q"= (Qé)ée[O,S] T, « Rerand(Restrict(T, 7))
Pr Qk _ (Ak 1 A1 9 Ao ~ S :LL(A(’%))
) sen (e.Q1.Q1,Q%Q?) « Adv(pp,I.T )

ZT((E | 671)7 (Q | 6/)\) =1 e_1 < EvaI(F,?l)
ZT((Q? | 6—1)7 (Al | Q?) =1 el Eval(f_i,T)
E= (Ej “Evall,Zl) : je [0,8])

In the experiment above, Z? : Fi*2 — T denotes the monomial Z} (21, ..., 24, +4,) = 2.

In the above definition we implicitly require that the size of the ciphertext is bounded by the size of Adv. We
therefore require that 6° < poly(A).

We note that this property holds more generally for any vector of evaluated ciphertexts E containing at least one
ciphertext computed by homomorphically evaluating a polynomial F' that depends on z;.

The final definition. Putting together the definitions from Sections to[6.2.5] we get the following definition.

Definition 6.14 (Zero-testable Homomorphic Encryption). A A-secure zero-testable homomorphic encryption scheme:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

with degree bound § and message length bound { satisfies the requirements in Definitions to

6.3 Construction

In this section we construct a zero-testable homomorphic encryption scheme from bilinear maps. We begin with
notation.

Notation. For a vector of polynomials C = (Cy,...,Cy) € (F[x])’ and a vector § = (J1,...,d¢) € [0,]", we
denote by C? the polynomial Hie[é] Cfi.

For every security parameter x € N, fix a group G = G, of prime order p = p(k) = 20(%) with a non-degenerate
bilinearmap e : G x G — Gr and let F = Z,,.

For any t € F and g € G, we refer to the element g' as the encoding of t under g and denote it by (t) - For
any n-variate polynomial P(x) = > sef0,6m 6 x® € F[x] of individual degree < §, the encoding of P under g

consists of the encodings of its coefficients ((a(;) g) and we denote it by (P) . Observe that given the encoded

6€[0,6]"
polynomial (P) g and the elements t € F™ we can homomorphically evaluate P on t. That is, we can efliciently

compute the encoding:
<P<t>>g< > t> = I (tea),)

6¢€[0,6]™ 6¢€[0,0]"

Similarly, we can efficiently compute (P(t)),, given the polynomial P and the encoded elements (<t5>g) .
€[0,5]™

Next we describe the algorithms of our encryption scheme with degree bound § = & (k) and message length bound

(= U(K).
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The parameter generation algorithm ParamGen. Given as input the security parameter » the parameter
generation algorithm samples a random group generator g <— G and outputs the public parameters pp = (1%, g). In
what follows, let d = ¢ ¢ and d’ = 2d + 1. The encoding (c) , of an element o € F is () .
The Kkey generation algorithm KeyGen. Given as input the public parameters pp, the key generation algorithm
samples a random element s < F and outputs the secret key sk = (pp, s).

The encryption algorithm Enc. Given as input the secret key sk = (pp, s), a message m = (my, ..., my) such
that ¢ < ¢ and randomness r = (r1,...,7¢) € {0, 1}”4, the encryption algorithm samples a vector of polynomials
C = (C4,...,C) as follows: for every i € [¢] it uses randomness r; € {0,1}" to sample a random polynomial

C; € Flz] of degree d’ satisfying C;(s) = m;. It computes and outputs the ciphertext:

c= (<C5 € F[x]>g)

5€[0,8)*

The multi-key encryption algorithm MEnc. Given as input a pair (v1,v2) where +; is a tuple containing a

secret key sk; = (pp, s;), a message m; = (m; 1, ..., M; ) such that ¢; < ¢ and randomness r; = (15,1,...,7i¢;) €
{0,1}" b the multi-key encryption algorithm proceeds as follows: for every i € [2] it samples a vector of polynomials
C;, = (Cia,...,Ciy,) by using the randomness 7; ; € {0, 1}" to sample a random polynomial C; ; € F[z;] of degree
d’ satisfying C; ;(s;) = m; ;. It computes and outputs the multi-key ciphertext:

B 5
I'= <<(Cl | C2)% € F[xl’xng)ée{oﬁ]“”z

If ¢ = 0 or £5 = 0 then the encoded polynomials in I" are treated as polynomials in a single variable.

The homomorphic evaluation algorithm Eval. The homomorphic evaluation algorithm is given as input:

* The public parameters pp.

* A (single-key or multi-key) ciphertext I' = (<05>g) _, of length £ = ((T").

6€0,6]¢
* An {-variate polynomial P(x) = Zae[o 5] Q6 x? of individual degree § < §.

The homomorphic evaluation algorithm computes and outputs the evaluated ciphertext:

e= <P(C)>g_< > a5-05>

£
6¢€[0,6] g

Note that if I' is single-key (resp. multi-key), then e is single-key (resp. multi-key). Since P is an {-variate polynomial
of individual degree < ¢ and each element of C is a polynomial of degree d’, the individual degree of P(C) is at most:

Smax =L 0-d =20262 + 165 .

We therefore define the set Valid of valid evaluated ciphertexts to be the set of all encoded polynomials in F[z] or
Flx1, z2] of individual degree < dmax.

The decryption algorithm Dec. The decryption algorithm operates on either single-key or multi-key evaluated
ciphertexts. In the single-key case, it is given as input a secret key sk = (pp, s) and a single-key evaluated ciphertext
e = (R € Fz]),. In the multi-key case, it is given as input a pair of secret keys (ski,sk2) such that sk; = (pp, s;)
and a multi-key evaluated ciphertext e = (R € F[21,22]),. Let s = (s) in the single-key case and s = (s1, s2) in the
multi-key case. The decryption algorithm outputs the encoding (R(s)),,.
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The quadratic zero-test algorithm ZT. The quadratic zero-test algorithm is given as input:

* The public parameters pp.

* Two vectors of evaluated ciphertexts e = (e1,...,€,),€" = (e1,...,e;,) where ¢; = (R; € Flz]) ,e; =
(R} € Fla]),.
o Avectora = (ay,...,q,) € F™.

If for some i € [n], e; ¢ Valid or e} ¢ Valid then it outputs 0. Using the bilinear map it computes the encoded

polynomial:
i€n] e(9,9)

If this encoded polynomial is (0), (9.9) (that is, if every coefficient is zero) then it outputs 1. Otherwise it outputs 0.

The ciphertext extension algorithm Extend. Given as input 71 and 72 such that for some i € [2], ; is a
5

¢ >9) 5€[0,8]%

7 kXL

sk = (pp, s), a message m = (my,...,my,) such that £; < /, and randomness r = (r1,...,7¢;) € {0,1}""", the
ciphertext extension algorithm samples a vector of polynomials C; = (Cj 1,...,C} ;) as follows: forevery k € [{;] it
uses the randomness r, € {0,1}" to sample a random polynomial C; , € F[z;] of degree d’ satisfying C; 1 (s) = my.
It computes and outputs the multi-key ciphertext:

r= (((01 | C,)? € F[xl,xzbg)

single-key ciphertext ¢ = (<C and for j € [2] \ {3}, 75 is a tuple (sk,m,r) including a secret key

8€[0,8]¢1+¢2

Note that the encoded polynomials in I" can be computed efficiently since C; is not encoded.

The ciphertext restriction algorithm Restrict. Given as input the public parameters pp, a ciphertext I' =
(<Cé>g> sefo.d) and an index ¢ € [/], the ciphertext restriction algorithm outputs the ciphertext:
€lo,

r_; = (<(Ci)6>g> - (<C6>9)6e[0,8]l:5i:0 ’

se[0,3]¢—1

The ciphertext random extension algorithm RandExtend. Given as input the public parameters pp, a

multi-key ciphertext I' = <<(01 | Cy)d € F[xl’ng)ée[o er s and i € [(4 + €2+ 2], if i < ¢4 + 1, the

ciphertext random extension algorithm samples a random polynomial C’ € F[z;] of degree d’ and sets C] =
(C11,y..,C1-1,C" Cr gy, Cryy) if i < £y or C)p = (Cyp | C') if i = ¢1 + 1. Tt computes and outputs the
ciphertext:

I = ({(C} | G € Flan, ),

Note that the encoded polynomials in T can be computed efficiently since C” is not encoded.

Alternatively, if ¢ > ¢; 4+ 1, it samples a random polynomial C’ € F[zs], and for i’ = ¢ — ¢; — 1 it sets
ChL = (Coa,...,02-1,C",Cayr,...,Coy,) if i’ <LlyorCh=(Cq|C)if ¢’ = {5+ 1. It computes and outputs
the ciphertext:

56[0,5]‘1 +l2+1

r = (((C1 | C)* € Flar.aa)),)

8€[0,5]¢1+e2+1

The ciphertext rerandomization algorithm Rerand. Given as input the public parameters pp and a ciphertext
T = (<Cé>g) scio.de’ the rerandomization algorithm samples a random element A <— F. It computes and outputs the
elo

P= <<CS>9*)ae[0,S]f
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6.4 Analysis

In this section we prove the construction in Section m with degree bound § and message length bound ¢ is a
A-secure zero-testable homomorphic encryption scheme (Definition 6.14) under the following hardness assumption
parameterized by ¢ and A. For § = O(1) this is identical to Assumption

Assumption 6.15. Forevery d(k) = O(6-log A(x)) and poly(A)-size adversary Adv, there exists a negligible function
W such that for every xk € N:

b+ {0,1}
g+ G
$ < Ly
to%Zp
t1%82d+1

b« Adv <<S . tg>g> .y

j€[0,8]

Theorem 6.16. For any A = A(x) < |F|°(®), § = O(1) and (k) such that 5° < poly(\) the encryption scheme:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

given in Section is a A-secure zero-testable homomorphic encryption scheme (Definition under Assump-
tionl6.13]

To prove Theorem [6.16] we focus on proving that our construction satisfies the following properties: semantic
security (Definition unambiguity of ciphertexts (Definition and unambiguity of zero-test for rerandomized
ciphertexts (Definition [6.13)). The remaining requirements in Definition [6.14]follow from the construction.

6.4.1 Semantic security.

Assume towards contradiction that there exists a poly (A )-size adversary Adv and a polynomial p such that for infinitely
many € N, there exists £ < £ and m°, m! € F¢ such that:

b+ {0,1}

pp < ParamGen(k)
sk «+ KeyGen(pp)
Pr (bt =b| r {0,1}" >
co + Enc(sk,m® r)
c1 + Enc(sk,m', r)
b+ Adv(pp, cp)

Fix any such £, £ and m®, m'. For every i € [0, /] define the message m’ € F as follows: let m’ = mj for j < i
and m’, = m for j > 4. Therefore, there exists i* € [{] such that:

b+ {0,1}

pp < ParamGen(k)
sk «+ KeyGen(pp)
Pr |0 =b| r+ {0,1}" >
co « Enc(sk,m’ ~1r)
c1 < Enc(sk,m’", r)
b+ Adv(pp, )

+ . )
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Fix such 7 € [¢]. Next we construct an adversary breaking Assumption with parameter 6 and d = ¢ - /.
Since § = O(1) and §° < poly(A) we have £ = O(log A) and indeed d(x) = O(6 - log A(k)). First we construct an
adversary Adv,, for any m € F* such that:

g G pp « ParamGen(k)
s <= ]F2d+1 sk < KeyGen(pp)
Prib=1] t<s =Pr|b=1| 1« {0,1}"* 3)
i 4 Enc(sk, m,r)
b Adv., (sl-tj ) € 11,
( (s ), i b + Adv(pp, ¢)
and
QEI‘G |\AdV;n@* <(<Si . tj>g)i€[0,d]) = 1] = QEI.G Adv:rhi**l <<<Sl . t7>g) iG[O,d]) = ].‘| . (4)
5,tF J€[0,9] 5,tF J€[0,9]
By Equations (2) and (3):
Pr | Advp,. <<<51 'tj>q>ie[o,d]> =1l- Pr lAdV:hi*l <(<5z ’tj>q)¢e[o,d]> - 1] Z g;j\ :
o 7 jelo.d] o " jelos] P(A(r))
te—s2dt1 teg2d+1

Therefore, for some m € {m’ ,m’ ~'}, Adv, breaks Assumption

Now we construct Advy, for m = (my,...,m¢). Given as input the encodings (s* - tJ >g for every i € [0,d] and

j € [0, 6], the adversary Adv,, proceeds as follows:
1. Letpp=(1%,g)and d’ = 2d + 1.
2. Forevery i € [¢] sample a random polynomial C! € F|x] of degree d’ — 1.

3. Fori € [\ {i*} let C; = = - C! — s - C] + m;. Observe that C; is distributed like a random degree-d’
polynomial subject to C;(s) = m;. Note that the adversary cannot compute the polynomial C; since it is only
given encodings of s.

4. LetCj» = 2-Cl. —s - Cl. +my- + (% —t). Observe that if t = s¢ then C; is distributed like a random
degree-d’ polynomial subject to C;(s) = m;«. If t is random and independent of s, then C; is distributed like a
random degree-d’ polynomial.

5. Use the encodings (s - t/ >g fori € [0,d] and j € [0, 6] to compute the ciphertext:

e=({(C1.C0),) o

Observe that for every i € [¢], every coefficient of C; depends linearly on s. Moreover, the free coefficient of
C;« depends linearly on ¢. Therefore, every encoded polynomial in ¢ can indeed be computed from the input.

6. Output the bit returned by Adv(pp, ¢).

By construction, if ¢t = s then the ciphertext ¢ generated by Adv,, is distributed exactly like an encryption of m and

hence Equation (B)) follows. If ¢ is random and independent of s, then the output of Adv,,, is independent of m;-. Since

m’ ~! and m’ only differ in location i*, Equation (@) follows.
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6.4.2 Unambiguity of ciphertexts

We prove the property for multi-key ciphertexts. The proof for single-key ciphertexts is similar. We first define the

distribution of ciphertexts RandEnc(pp, ¢1, ¢2) for public parameters pp and ¢1,¢> € [0,¢]. RandEnc generates a
ciphertext as follows:

1. Letd =2-5-0+ 1.

2. Forevery i € [2] sample a vector of polynomials C; = (C; 1,...,C; e, ) suchthat forevery j € [¢;], C; ; € Flx;]
is a random polynomial of degree d’.

3. Compute and output the ciphertext:

(((01 | Cy)? € F[x1,$2]>g)6e[o,g]zl+lz

It follows from the construction of MEnc and RandEnc that for any € N and /1, ¢, € [0, /], the distribution of
(pp, ski1, sko, I') in Deﬁnitionis the same as the distribution of (pp, sky, ska, I'’) sampled as follows:

pp « ParamGen(k)
sky, ska < KeyGen(pp)
IV + RandEnc(pp, 41, {2) .

Therefore it suffices to show that for every adversary Adv, x € N and ¢1, {5 € [0, {]:

pp + ParamGen(k)

I + RandEnc(pp, ¢1, {2) o
(e, €) < Adv(pp,T”) < poly(0-4)
ski, ske + KeyGen(pp) = |F| ’
v  Dec((sky, ska), €)

v’ + Dec((sky,ska),€’)

e,e € Valid
Pr| e#¢

v =1

Fix any x € N and {1, {5 € [0,£]. In this experiment Adv outputs evaluated ciphertexts e = (R) and ¢’ = (R'),

such that R, R’ € Flz1,25]. If e,¢’ € Valid then the individual degree of R, R’ is at most dyay = 20262 + £5. If
e # ¢’ then (R — R') € F[x1, x2] is a nonzero polynomial of individual degree < dax-

Since sk; = (pp,s1) and ska = (pp, s2) for random elements s1,so < F that are independent of R, R’, if
e # € then (R — R')(s1, s2) = 0 with probability at most 26max/|F| so v = (R(s1, s2)), = (' (51, 82)), = v with
probability at most 20,45 /|F| = poly(d - £) /|F|.

6.4.3 Unambiguity of zero-test for rerandomized ciphertexts

The proof considers a sequence of experiments. The first experiment, Exp,, corresponds to Deﬁnitionm

pp < ParamGen(k)

ski, sko « KeyGen(pp)

ry {0,117 1y« {0,1}7°7

I’ < MEnc((sk1, my,r7), (sko, mo, 1))
T, « Rerand(Restrict(T", 7))

<6’Q1 = (@)seps Q' = (@5)
e_1 Eval/gf,j)
€1 + Eval(T'_;, 1)
E= (Ej —Eval(l,Z}) : je [0,5})

,Q*= (Qg)ée[o,g] ’QQ - (@§>

« Ad T,
5[0 ) v(pp,I',T_;)

5€[0,4]
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Assume towards contradiction that there exists a poly(A)-size adversary Adv and a polynomial p such that for
infinitely many s € N there exist messages m; € F*, my € F’2 such that ¢;,/, < fand i € [¢1 + ¢5] such that:

3j €[0,6]: (Q}, Q) # (Q3,Q3)
Pr Vk€[2}7j [0,0] : 5 1
Expo ZT((E |e- 1) Q" [e) =1 ~ p(A(k))
ZT((QF [e—1), (&1 | Q%)) =

Let Exp; be the experiment that is defined like Exp, except that we sample random independent messages
m; < F% and my < F®. By semantic security (Deﬁnltlonn for infinitely many x € N:

0,5]: (Q}, Q%) # (@3, Q2)
b 2.5 €[0.9]: .o
&, ZT<<E|e D@ ) =1 | T plAw)
ZT((Q) | e), (@ | Q4) =

Fori € [2] let sk; = (pp, s;). For k € [2] and j € [0, d] let Q? = <R§?>q and @f = <§§“> . Let:
{ g

b

j €
ke

(ak), = (RE(s1,52)), = Dec((ski,sk2), Q%) (Bl = <1§§(51,32)>g — Dec((ski, ska), Q)

and let a; = o — a5 and 8; = B} — f37.
Recall that ZT only accepts if Q?, @;“ € Valid for all k € [2],j € [0,6]. Therefore, by the unambiguity of
ciphertexts (Definition|6.6) for infinitely many x € N:

aj €10,9]: (<aj>g,<ﬂj>g) # (10}, (0),)

Pr €[2],5€[0,0]: L Q) _poly(6-0 QM)
By Z (B e_1), Q" e)) =1 p(A(r)) IF| P(A(R)
ZT((QF [ e—1). (&1 | QY)) =

Since & = O(1), 87 < poly(A) and A < |F|°(®), indeed poly (8 - £)/|F| = negl(A(x)).

Next we define an algorithm S that samples ciphertexts (T, f_z) given encoded group elements. Given as input the
encodings <sj >g for j € [0, 6] and (t) 4 the algorithm S samples I" that encrypts a random message whose 7’th element

is s and f_i that is a rerandomized version of T" encoded in base g* with the 4’th element removed. The algorithm S
proceeds as follows:

1. For every j € [(1]\ {i} sample a random polynomial C; € F[z,] of degree d’ = 2 -6 - + 1. For every
J € [t1 +1,45] \ {i} sample a random polynomial C; € F[z5] of degree d'.

2. If i < {1, sample a random polynomial C/ € F[z;] of degree d’ such that then C{(s1) = 0. If i > ¢, sample a
random polynomial C/ € F[z5] of degree d’ such that then C(s3) = 0. Let C; = C! + s.

3. Let C = (C4,...,Cf 44,)- Use the encodings (<sz>g> 0. to compute the ciphertext:
i€lo,

I'= (<C6>9)ae[o,(§]ll+ez

4. Use the encoding (t) , to compute the ciphertext:

= (<C‘ii>9t)(56[075]"1”2*1

Observe that in I" and f,i, only the constant coefficient of C; is encoded so I' and f,i can indeed be computed
from the input.
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5. Output (T, f,l)

Let Exp, be the experiment that is defined like Exp; except that the ciphertexts (T, f_l) are generated by S on
encodings of random elements s,t < [F:

s« F

t+ T

pp < ParamGen(k)
ski, ske < KeyGen(pp)

(7 5 () )

<6,Q1 (%)56[0 5 Q' = (@ ) 0.3 ,Q* = (Q?s)se[o,c?] Q= <@§>56[0,5]> = Adv(pp. I T
e_1 < EV3|< ,—1>

81 < Eval(f—z‘j)

E= (Ej «Eval(l,Z]) : je [0,50

We argue that I, f,i have the same distribution in Exp; and Exp,. S samples I' by encrypting messages mj, ms
such that (m; | my)_; consists of independent random elements of F and (m; | ms); = s. Since s < F in Exp,, the
distribution of I" in both experiments is identical. In Exp,; we compute:

~ s , _ s ;
I, = (<C—i>g*)5€[o7g]zl+£2—1 < Rerand (Restrlct (I‘ = (<C >g>5€[07g]21“2 ,2>) )

for a random element X\ <— FF. Since ¢ <— F in Exp,, the distribution of f,i in both experiments is identical.
Since I', I'_; have the same distribution in Exp; and Exp, we have that for infinitely many x € N:

3 Qa@g,«%%)sﬁ(«»gmog)
r €[2],j €[0,0] : ,
EI:pg z (Ele1),(Q[e) = - p(A(k))
ZT((QI? le-1), (€1 | Q?)

EI]E[

Let Expg be the experiment that is defined like Exp; except that set ¢ = s25+1 instead of sampling an independent

random element ¢ < . By Assumption |6.15 with parameter 6 and d = § we have that for infinitely many x € N:

3 €10,3]: ({az), . (8),) # (00, (0),)
pr | VE€[2,5€[0,0]: S ) )
Exps ZT((E | e1),(QF | ¢) = 1 ~ p(A(r))
ZT((QF [ e—1). (&1 | QF)) =

Using Equation (5) we construct an adversary Adv’ breaking Assumption |6.15|with parameter dandd = 26 + 1.
Given as input the encodings (s* - ¢/ >g for every i € [0,d] and j € [0, 6], Adv’ uses only the encodings of s to emulate

Exp;. Let AC be the event tested in Equation (5). If AC does not occur Adv’ outputs a random bit. Otherwise, if AC
occurs, let j' be the maximal index such that ((aj/>g , <ﬁj’>g) =+ ((O)Q , (O)g). AdV' test that:

e ((ag), 0),) - TT € ((Bridy (7)) =1€Gr . (6)

JE[i']

If this test passes, Adv’ output 1. Otherwise it output 0. Note that emulating Adv requires time poly(A) and the rest of
the execution requires time poly (k).
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Claim 6.17.

P AC — A VP L e o =1.
SN DL
Jel

Proof. Assume AC occurs and, therefore:

({05, (8),) # (0. (0),)

295> 5+ ({ag), (8, ) = (00, (0), )

3. Forevery k € [2: ZT((E | e—1),(QF | e)) =1

4. Forevery k € [2],7 € [0,4]: ZT((Q? le_1), (€1 | @?)) =1

Lete = (R), and (), = (R(s1, s2)), = Dec((sk1, sk2), €). Recall that:
e_1 = EV8|(F,T1) = <j1>g s <j1(81782)>g = <_1>g
e = Eval(f_i,T) = <T>gsd , <T(Sl,52)>gsd = <1>gsd = <5d>g

E; = Eval(l, ZJ) = <Z§'(C)> , <Z§'(C)(sl,32) = (s7),

g9

~_—
Q

Therefore, since ZT accepts we have that for all k& € [2], 5 € [0,]:

Za;?-sj:a = Zaj~sj:0 (7)

7€[0,8] j€[0,8]
¥

k .d_ pk Led 3.
aj st =07 = aj-s* =B .

Since a;; = 0 for j > j/, by Equation (7):

S s =0 = Y a0 s Y e

Jj€l0,57] j€l0,5']

s2H1=i =0 .

J€[0,57]

By Equation (8):
ay -S4 N g st =0

JEli']

By Equation (5) and Claim[6.17|for infinitely many x € N:

Pr [AC A a«p-s2tl 4 L g8 — g > _
Exp,, J jez[j:’] Bir= ~ p(A(k))

Therefore, if t = s2?*! then Equation (6) holds and Adv outputs 1 with probability > Q(1)/p(A(k)). If t < Fis
independent of s then Equation () holds with probability at most 1/|F| = negl(A(x)). Therefore, Adv"’ contradicts

Assumption[6.13]
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7 Auxiliary Protocols

In this section we introduce a sequence of sub-protocols used in our unambiguous quasi-argument construction. The
protocols in this section are defined with respect to the interface of the encryption scheme introduced in Section [6]and
they follow a common framework. Given a (single-key or multi-key) ciphertext I" as input, we run the protocol’s setup
algorithm to generate a prover key pk (which includes I') and a verifier key vk. The prover is given as input pk and
some polynomial (or a sequence of polynomials) to be evaluated homomorphically on I'. The polynomial must belong
to some restricted set of valid polynomials specified by the protocols. The prover sends to the verifier a single message
that contains the evaluated ciphertext (or ciphertexts) together with a proof. Intuitively, this proof certifies that the
evaluated polynomial is indeed in the set of valid polynomials. Using the verification key vk the verifier can check the
proof against the evaluated ciphertext and either accept or reject. While the setup and prover algorithms may run in
time that is polynomial in 2¢ (the length of T'), we require that the running time of the verifier is polynomial in £ and
the security parameter.

For each protocol we define completeness, efficiency, soundness and unambiguity requirements. The completeness
requirement says that when the prover honestly evaluates a valid polynomial on I" the verifier accepts. The soundness
requirement says that if the verifier accepts, then the values encrypted in the evaluated ciphertext and in I" satisfy some
conditions. Intuitively, these conditions should only be satisfied if the prover honestly evaluates a valid polynomial.
The unambiguity requirement says that it is hard to find two different accepting proofs for the same evaluated ciphertext
with respect to the same verification key.

7.1 Notation
Let:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

be a zero-testable homomorphic encryption scheme with degree bound § = d(k) = O(1), message length bound
¢ = {(k) and field F = F;, (Definition . The interface of the protocols in this section are defined with respect to
this scheme. We use the notation introduced in Section as well as the following shorthand:

Encryption: for a message m, we denote by Enc [m]pp the output (sk, ¢, r) in the following experiment:
sk < KeyGen(pp)
r « {0, 1}
¢ < Enc(sk,m,r)
Multi-key encryption: for messages mj, ms, we denote by MEnc [m;, l’l’lg]pp the output:
(sk = (ski,sko) ,I',r = (r1,12)) ,

in the following experiment:
skq, sky < KeyGen(pp)
ry ¢ {0,1}7ml ey o (0, 1)l
I' < MEnc((sky, my,ry), (ska, mo, r3))

Vector encryption: for a vector of messages V = (my, ..., mg) € F**¥ we denote by VEnc [V}pp R the output:
(sk = (ski,...,skix),c=(c1,...,¢k),r = (r1,...,TK)) ,
in the following experiment:
Vk € [K] : sky < KeyGen(pp)
Vk € [K]: 1y « {0,1}"*¢
Vk € [K] L Cp — Enc(skk,mk,rk)
Homomorphic evaluation: fora ciphertextI' and a polynomial P, we denote by [P(I")]  the output of Eval(pp, I, P).
Quadratic zero-test: for two vectors of evaluated ciphertexts a, a’ of length n1 and two vectors of evaluated ciphertexts
b, b’ of length ns, we denote by [a-a’ =b-b']  the output of ZT(pp, e,e’, ) where e = (a | b),e’ =
(@’ | b')and oo = (1™ | (—=1)"2).
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7.2 Decomposition Protocol

This section describes the decomposition protocol. The protocol’s CRS contains a ciphertext I" encrypting a message
m = (my,...,my) € F’. The honest prover is given a polynomial F' : F¢ — F of individual degree at most 5. The
prover homomorphically evaluates F' on I' and sends the resulting ciphertext e to the verifier. The prover also provides
a decomposition Q = (Qo, ..., Qj) of e along some coordinate 7 € [¢]. The decomposition is computed as follows:
let F[, o,..., F; 5 F‘~! — F be the unique polynomials such that:

F(z)= Y Fl, ()7 .

j€[0,8]

The ciphertext (); is obtained by homomorphically evaluating F \ -on I'_; which is obtained from I' by removing the
encryption of m;.

The verifier uses the zero-test to check that the decomposition Q is consistent with the evaluation e. In more detail,
the verifier interprets the decomposition Q as an encryption of a univariate degree-6 polynomial. Using the zero-test
the verifier checks that the evaluation of this polynomial on m; is indeed equal to the value encrypted in e.

This simple decomposition protocol is ambiguous, meaning that a cheating prover can produce different decom-
positions of the same evaluated ciphertext e that are both accepted by the verifier. Such an attack can be carried out by
homomorphically computing a decomposition that depends on m; (and the honest decomposition that does not depend
on m;). To prevent this attack and ensure unambiguous decompositions we add to the CRS a rerandomization I'_;
of the 01phertext I'_; which contains no information about m;. The prover also pr0v1des a rerandomized decompo-
sition Qo, cee Q 5 Where Qj is obtained by homomorphically evaluating F | on F, The verifier will also check
that the rerandomized decomposition and the original one are consistent. The unambiguity of the resulting protocol
follows directly from the unambiguity of decompositions for rerandomized ciphertexts property of the encryption
(Definition [6.13).

Another useful property of the decomposition protocol is injectivity, meaning that different evaluated ciphertexts
cannot have the same decomposition under the same CRS.

7.2.1 Definition.

The decomposition protocol consists of algorithms (DC.S, DC.P, DC.V) with the following syntax:

Setup: The PPT setup algorithm DC.S takes as input public parameters pp for the encryption scheme, a ciphertext I
and an index ¢ € [¢(T')]. It outputs a prover key pk and a verifier key vk.

Prover: The deterministic polynomial-time prover algorithm DC.P takes as input a prover key pk and a polynomial
F : F* — T of individual degree at most §. It outputs an evaluated ciphertext e, a decomposition Q and a proof
I1.

Verifier: The deterministic polynomial-time verifier algorithm DC.V takes as input a verifier key vk, an evaluated
ciphertext e, a decomposition Q and a proof II. It outputs a bit indicating if it accepts or rejects.

Definition 7.1. A A-secure decomposition protocol (DC.S,DC.P,DC.V) with degree bound 8 and message length
bound { satisfies the following requirements:

Completeness. For every k € N, messages m; € F* m, eﬁIF@ such that 01,0y < 0, index i € [¢61 + €3] and
polynomial F : F\1t% 5 T of individual degree at most 6:

pp « ParamGen(k)

DC.V (vk,e,Q,II) =1 (sk,T',r) < MEnc [1’1’117m2]pp
pr| e=[F@)], (pk,vk) <= DC.S(pp, T, 1) =1.
¥ el0.8] Q= [Fliy)] | (eQ=(Q)ep4:TT)  DCP(pK, F)
I'_; + Restrict(T, 7)
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Efficiency. In the completeness experiment above |vk| = poly(k, £, ) and |II| = poly(k, £, ).

Soundness. For every k € N, message m € F¢ such that ¢ < ¢, index i € [€), and adversary Adv:

I pp <+ ParamGen(k) T
Z = (sk,¢,r) + Enc [m]pp
DC.V (vk, e, Q,II) = 1 (pk, vk) <= DC.S(pp, ¢, %)
Pr| az S B -2 (e,Q - (Qj)je[oyg],n) « Adv(pk,vk,Z) | =0 .
7€[0,9] a + Dec(sk, e)
Vj € [0,8] : B; « Dec(sk, Q)
i z 4 (my),, ]

Similarly, for every k € N, messages m; € F my € F such that (1,05 < {, index i € [61 + £2] and
adversary Adv:

pp < ParamGen(x)

Z = (sk,I',r) <~ MEnc[m;, my] |
DC.V (vk,e,Q,I) =1 | (PK/vk) <= DC.S(pp.T',1)
Priaz 3 B2 (e,Q = (Qj)je[oj],n) +— Adv(pk,vk,Z) | =0 .
J€l0,3] a < Dec(sk,e)

Vj €1[0,6] : B; < Dec(sk, Q;)

i z < ((my | mo);),, |

A-Injectivity. For every poly(A)-size adversary Adv there exists a negligible function i such that for every r € N,
messages m; € F my € F such that (1,0 < { and index i € [¢1 + £o]:

K e pp < ParamGen(k)
' k,T',r) < MEnc [m;, m]
Pr | DCV (vk,e/,Q,II') =1 (sk, I, » M2y, < wA(K))
e # e’( Q.17) (pk,vk) < DC.S(pp, I, ) < u(A(r))
(67 Qu H7 el; H/) — AdV(pk, Vk, F)

A-Unambiguity. For every poly(A)-size adversary Adv there exists a negligible function ju such that for every r € N,
messages m; € F' my € F’2 such that ¢, ¢y < { and index i € [{1 + {3):

pp < ParamGen(k)
DC.V (vk, e, Q,II) = 1
T (sk,I',r) - MEnc [mj, mo] |
Pr | DCV (vk,e,Q',II') =1 (pk.vK) < DC.S(pp, T, ) < u(A(k)) .

(Q.1D) # (Q',IT') (e, Q,IL, Q' IT') < Adv(pk, vk, T)

7.2.2 Construction.
We construct a decomposition protocol (DC.S, DC.P,DC.V) with degree bound & and message length bound /¢ as
follows.
The setup algorithm DC.S. The setup algorithm is given as input:
* Public parameters pp for the encryption scheme.
* A ciphertext I’ with ¢ = ¢(T").
* Anindex i € [{].

It proceeds as follows:
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e SetT'_; « Rerand(Restrict(T', 7)).

Il
N
LSS

* SetE = (Ej — [ZZ(F)} > where Z7 : T — T denotes the monomial Z7 (21, ... , z)
PP/ j€l0,9]

e Setey +— [T(F)]pp and €] |:T(f_z):| o

* Output the prover key pk = (pp, T, f_i) and verifier key vk = (pp, E, e1,€1).

The prover algorithm DC.P. The prover algorithm is given as input:
¢ A prover key pk = (pp7 I, f_l)
* A polynomial F' : F — F of individual degree at most 0.
It proceeds as follows:
* Sete + [F(F)]pp.
o SetT'_; + Restrict(T", ).

+ SetQ = <Qj « [FM(F‘I')LP)

jel0.3]
. Setll = <Qj « [F|ij(f_i)} > .
’ PP/ jel0,3]
¢ Output the evaluated ciphertext e, decomposition Q and proof II.
The verifier algorithm DC.V. The verifier algorithm is given as input:
* A verifier key vk = (pp, E= (Ej)je[o 51 €15 51).
* An evaluated ciphertext e.
* A decomposition Q = (Q;) j¢(0,5)-
e A proof IT = (Qj)je[o’g].
It proceeds as follows:

e Test that e € Valid (see Definition [6.6).
o Testthat [Q-E = e - e]

PP°

» Forevery j € [0, 6] test that |:Qj ‘e1=eq - @J]
PP

* Output 1 if all tests pass. Otherwise output 0.

7.2.3 Analysis.
In this section we prove the following theorem:
Theorem 7.2. For any A(k), §(k) and {(k) such that A - § - £ = |F|°(), assuming that:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

is a A-secure zero-testable homomorphic encryption scheme (Definition with degree bound & and message length
bound {, the decomposition protocol (DC.S, DC.P,DC.V) given in Section is a A-secure decomposition protocol
(Definition with degree bound 6 and message length bound (.
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Completeness. Fix any x € N, messages m; € F1, my € 2 such that £1,¢ < £, index i € [¢; + 5] and
polynomial F' : F&i+¢2 — T of individual degree at most 6. Consider the completeness experiment where the setup
algorithm output the keys:

pk = (pp,F,i,f_l) , vk = <pp,E = (Ej = [ZZ(F)} pp> Jep = [T(F)]pp,Al = |:1(f_i):|pp> ,

j€[0,8]

and the prover outputs:

(e = [F(D)],, Q = (Qf‘ = [Flyw-0] ) = (@j = [0 pp)je[o,a]>

J€[0,0]
Next we show that every test in DC.V passes:
* For every j € [0,0] let F],; : F* — F be the polynomial such that F} ;(z) = F|; ;(z—;). By the stability
of evaluation (Definition and the correctness of restriction (Definition i for every j € [0, 5], Q; =
[F’ (1")] o’ By the weak completeness of the zero-test (Deﬁnition Q-E=¢- el]pp passes since:

.9

S F, zZl=F-T.
7€10,3]

* By the stability of evaluation (Definition|6.2) and the correctness of restriction (Definition i e = [T(F_i)} op"
By the weak completeness of zero-test for rerandomized ciphertexts (Definition i for every j € [0,6],

[Qj ‘e =eq- @j passes.
PP

Soundness. We prove soundness in the multi-key setting. The single-key setting is analogous. Fix x € N, messages
m; € F, my € F% such that ¢1,¢, < ¢, index i € [¢1 + ¢5] and adversary Adv. We consider the soundness
experiment where the verifier’s input includes:

vk= (pp’E = (i)jep. ’61’61) 2 €0 Q= (@))jep - = (Qj>j€[0,5]
Assume the verifier accepts in the soundness experiment. By the correctness of evaluation (Definition for every
j €1[0,0]:
Dec((skq,skq), E;) = <(m1 | m2)3> , Dec((sky,sks),e1) = <1>pp :
PP

Since [ Q-E=¢- el]pp passes, the soundness of the zero-test (Deﬁnition implies that:

Z Dec((skq,ska), Q;) - Dec((ski,ska), E;) = Dec((ski, ska), e) - Dec((ski,ska),e1) =0 .
7€[0,9]

Therefore:

Z ﬁj-zj:oz.

j€l0,8)

A-Injectivity. Assume towards contradiction that there exists a poly(A)-size adversary Adv and a polynomial p such
that for infinitely many x € N there exist messages m; € F‘1, my € F such that ¢,/ < ¢ and index i € [¢1 + £5]

such that:

DC.V (vk,e,Q,1I) = 1 pp « ParamGen(k)

k,T',r) + MEnc [m;, m;] 1
Pr | DC.V (vk,¢/,Q,IT') =1 (sk, T, ;Mo > 1
r| DC /(v €, Q,1II') (pk,vk) <~ DC.S(pp, T', ) = p(A(k))
e#e
(e, Q,IL, ¢, II') < Adv(pk, vk, T)
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By semantic security (Definition [6.5) for infinitely many x € N:

pp + ParamGen(k)

DC.V (vke,Q,I) =1 | my « F% m, « F% Q1)
Pr | DC.V (vk, e/, Q,II') =1 (sk,T',r) « MEnc [ml,mg]pp > .
e e (pk,vk) < DC.S(pp, T, %) p(A(x))
(e, Q,II, ¢, II") < Adv(pk, vk,T")

We construct an adversary Adv’ that contradicts the unambiguity of ciphertexts (Definition . AdV' is given as
input public parameters pp and a multi-key ciphertext [' encrypting messages of lengths /1, > under sk. It sets:

(pk,vk = (pp, E, e1,€1)) <~ DC.S(pp, T, 7)

(e,Q, 1L, ¢/, I') < Adv(pk,vk,T) ,
and outputs (e, e'). With probability p > Q(1)/p(A(k)), both DC.V (vk, e, Q,II) and DC.V (vk, ¢/, Q,II") accept and
e # ¢'. In this case, e,e’ € Valid and both [Q-E =e-e1] , and [Q - E = ¢’ -e1],, pass. By the soundness of the

zero-test (Definition[6.8):
Dec(sk, e) - Dec(sk, e;) = Dec(sk, ¢’) - Dec(sk, e1) .

By the correctness of evaluation (Definition i Dec(sk, e1) = (1), and therefore:
Dec(sk, e) = Dec(sk, ¢’) .

Overall, Adv’ breaks the unambiguity of ciphertexts with probability p > Q(1)/p(A(k)). Since A -6 - £ = [F|°(), we
have that p > poly(d - £)/|FF| for sufficiently large < € N, in contradiction to the unambiguity of ciphertexts.

A-Unambiguity. Assume towards contradiction that there exists a poly(A)-size adversary Adv and a polynomial
p such that for infinitely many x € N there exist messages m; € F%, my € F% such that 01,05 < £ and index
i € [f1 + o] such that:

DC.V (vk,e, Q,IT) = 1 pp < ParamGen(k)

[N (sk,F,r) < MEnc [ml,mg] 1
"l @ \r/n(7E a J=1 1 (pkovk) « DTSR, 1) | 2 pAe)) ©)
’ ’ (e, Q.11,Q, H’) — Adv(pk,vk,F)

We construct an adversary Adv’ that contradicts the unambiguity of the zero-test for rerandomized ciphertexts
(Definition . Given as input public parameters pp and ciphertexts I' and I' _; with ¢(T") = £ and ¢(T'_;) = ¢ — 1,
the adversary Adv’ proceeds as follows:

1. Emulate the setup algorithm DC.S to compute (pk, vk):
(a) Set E = (Ej — [Zg’ (F)] ) .
PP/ j€l0,8]

(b) Seter « [I(I)]  and @y [T(f—i)} "

(c) Set pk <+ (pp,F, i,f_i> and vk < (pp, E,e1,€1).
2. Set (e,Q,II,Q’,I") + Adv(pk, vk, T) and output (e, Q,II, Q’, IT').

When (pp, T, f,l) are distributed according to Definition 6.13L the keys (pk, vk) computed by Adv’ are distributed
as in Equation (9). Therefore with probability > 1/p(A(k)), both DC.V (vk, e, Q,II) and DC.V (vk, e, Q’, II') accept
and (Q,II) # (Q’,IT') so the event in Definition occurs. Therefore Adv’ contradicts Definition
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7.3 Equality Protocol

This section describes the equality protocol. The protocol’s CRS contains a multi-key ciphertext I' encrypting two
messages my, my of equal length £ under two secret keys sky, sky. The honest prover is given a polynomial F' : F¢ —
of individual degree at most 8. The prover homomorphically evaluates F* on each of the messages encrypted in I" and
sends the resulting ciphertexts e, es to the verifier. The prover also sends a proof to convince the verifier that indeed it
evaluated the same polynomial on both messages. More formally, the soundness requirement is that if m; = ms and
the verifier accepts the proof, then e; and e encrypt the same value.

The equality protocol is constructed as follows. First, for every ¢ € [0,¢] we consider the hybrid multi-key
ciphertext I'! encrypting the first 7 elements of m; under sk; and the last £ — i elements of my under sky. In particular
I'* encrypts m; and I'? encrypts mj. The proof of equality consists of multiple decompositions of F'. In more detail,
for every ¢ € [¢], the prover decomposes F' along its i’th coordinate by invoking the decomposition protocol twice:
once evaluating F on I'* and once on I'*~!. This results in the evaluations A% and A% and the decompositions Qi and
Q}, respectively.

The verifier first checks that all decompositions are accepting. Next it checks that indeed, A{ = e;, A} = ey and
for every i € [ — 1], A} = ALT. Finally it checks that for every i € [¢], Qi = Qj. These decompositions should
indeed be equal since I'* and I'*~! differ only on the i’th encrypted element. The intuition behind soundness is that
if m; = my and Q} = Qj, it follows from the soundness of the decomposition protocol that A} and A} encrypt the
same value. By induction, e; and e, encrypt the same value as well.

The unambiguity of the decomposition protocol guarantees that this equality protocol is also unambiguous in the
following sense: a cheating prover cannot find two different accepting equality proofs for (ej, e2) and (e}, e}) such
that e; = €} or es = ¢).

7.3.1 Definition.
The equality protocol consists of algorithms (EQ.S, EQ.P, EQ.V) with the following syntax:

Setup: The PPT setup algorithm EQ.S takes as input public parameters pp for the encryption scheme and a multi-key
ciphertext I" encrypting two messages, each of length ¢. It outputs a prover key pk and a verifier key vk.

Prover: The deterministic polynomial-time prover algorithm EQ.P takes as input a prover key pk and a polynomial
F : F’ — T of individual degree at most 6. It outputs two single-key evaluated ciphertexts e1, 5 and a proof II.

Verifier: The deterministic polynomial-time verifier algorithm EQ.V takes as input a verifier key vk, two single-key
evaluated ciphertexts e, eo and a proof II. It outputs a bit indicating if it accepts or rejects.

Definition 7.3. A A-secure equality protocol (EQ.S,EQ.P, EQ.V) with degree bound & and message length bound {
satisfies the following requirements:

Completeness. For every x € N, messages my, my € F* such that ¢ < ¢ and polynomial F : F* — F of individual
degree at most §:

pp « ParamGen(k)

(sk,T',r) « MEnc[m;, mg]pp
EQ.V(vk,e1,eq,IT) =1 (pk,vk) + EQ.S(pp,T")

Vi€ [2] 1 e = [F(¢)] (e1, e2, 1) < EQ.P(pk, F)

¢1 < Restrict(T, [¢ + 1, 2¢])
co  Restrict(T, [¢])

Pr
PP

Efficiency. In the completeness experiment above |vk| = poly(k, ¢, §) and |TI| = poly(k, £, ).
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Soundness. For every r € N, message m € F¢ such that ¢ < { and adversary Adv:

pp « ParamGen(k)
B Z = (sk,I',r) +~ MEnc[m,m]
EQ;/f}Vk’el’e2’H) =1 (pk,vk) < EQ.S(pp,T) =0 .
b (e1, €2, 11) < Adv(pk, vk, Z)
Vi € [2] : v; + Dec(sk;,e;)

Pr

A-Unambiguity. For every poly(A)-size adversary Adv there exists a negligible function p such that for every r € N,
messages my, my € F’ such that { < { and index i € [2]:

EQ.V (vk,eq,eq,11) =1 pp < ParamGen(k)

EQ.V (vk, e}, e5, IT') =1 (sk,I',r) <~ MEnc[mi, mo] |
< .
P erven, I # (¢, ¢4, 1) | (pkovk) - EQ.S(pp,T) = HA)
e =€} (e1,e9,11, €, €5, TI') «— Adv(pk, vk, T')

7.3.2 Construction.

We construct an equality protocol (EQ.S, EQ.P, EQ.V) with degree bound & and message length bound ¢ as follows.
The construction uses a decomposition protocol (DC.S, DC.P, DC.V) with degree bound ¢ and message length bound
L.

The setup algorithm EQ.S. The setup algorithm EQ.S is given as input:
 Public parameters pp for the encryption scheme.
¢ A multi-key ciphertext " encrypting two messages, each of length /.
It proceeds as follows:
* Forevery i € [0, /] set I'; < Restrict (I', [¢ + 1,7 + £]).
« Forevery i € [/] set (DC.pk;, DC.vk;) - DC.S(pp,T;,) and (DC.pk;, DC.vk;) < DC.S(pp, i_1, ).
* Output the prover key and verifier key:

pk = (pp,r, (DC.pki,DC.p~ki)i€[e]) . vk = (DCvk;, DC.vky),

The prover algorithm EQ.P. The prover algorithm EQ.P is given as input:
* A prover key pk = (pp7 I, (DC.pk;, DC.;;ki)ie[g]).

* A polynomial F' : F¢ — F of individual degree at most 4.
It proceeds as follows:

* Setcy « Restrict(T, [ + 1,2¢]) and ¢z + Restrict(T, [¢]).

» Setey [F(cl)]pp and ey + [F(cz)]pp.

* Forevery i € [{] set (4;, Q;, DC.IT;) +- DC.P(DC.pk;, F') and (4;, Q;, DC.II;) < DC.P(DC.pk;, F).

¢ Output the single-key evaluated ciphertexts and proof:

€1, €2, = (A’H Qiu DCH’MA’H Q’h DC]-:-[Z)7€[(]
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The verifier algorithm EQ.V. The verifier algorithm EQ.V is given as input:

A verifier key vk = (DC.vk;, DC.v~ki)i€m.

Two single-key evaluated ciphertexts e; and es.

A pI'OOfH = (A,L', Q,L', DCI_L,7 Ai, Qi, DCﬁb)lE[@]

It proceeds as follows:

7.3.3

Test that e; = Ay and ey = A;.

For every i € [{] test that DC.V(DC.vk;, A;, Q;, DC.II;) and DC.V(D(f.ka-7 A;,Qs, DC.I:IZ-) both accepts.
For every i € [( — 1] test that A; = A; ;.

For every i € [/] test that Q; = Q;.

Output 1 if all tests pass. Otherwise output 0.

Analysis.

In this section we prove the following theorem:

Theorem 7.4. For any A(k), §(k) and (k) such that £ < A°Y) and A - 6 = |F|°D, assuming that:

(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

is a A-secure zero-testable homomorphic encryption scheme (Definition with degree bound 6 and message
length bound {, the equality protocol (EQ.S,EQ.P,EQ.V) given in Sectlon is a A-secure equality protocol

(Definition n) with degree bound § and message length bound /.

Completeness. Fix any x € N, messages m;, my € IF* such that ¢ < £ and polynomial F : F* — F of individual
degree at most . We consider the completeness experiment and show that each of the verifier’s tests passes.

The setup algorithmsets I'; = ¢; and (DC.pk,, DC.vk¢) <= DC.S(pp, c1, £). The proversets ey < [F'(c1)],, and
(As, Qe,DC.IL,) + DC.P(DC.pk,, F'). By the correctness of restriction (Definition[6.10) ¢; is in the support

of MEnc[my, £] . By the correctness of the decomposition protocol (Deﬁnition Ap = [F(a1)],, = e

Similarly, the setup algorithm sets I'y = ¢z and (~DC.p~k1, DC.vk;) ¢ DC.S(pp,ca,1). The prover sets
ez < [F(c2)],, and (A1, Qq, DC.II;) « DC.P(DC.pky, F). By the correctness of restriction (Definition|6.10
co is in the support of MEnc[€, mg]pp. By the correctness of the decomposition protocol (Definition [7.

Al = [F(CQ)]pp = €9.

By the correctness of restriction (Definition for every i € [0,/] the ciphertexts I'; computed by the
setup algorithm are in the support of MEnc [mj, mQ] pp_fOr some m) € F' m} € F'~%. Therefore, by the
completeness of the decomposition protocol (Definition [7.1) for every i € [E] DC.V(DC.vk;, A;, Q;, DC.IL;)
and DC.V(DC. vk, A;, Q;, DC.II;) both accept.

By the completeness of the decomposition protocol (Definition for every ¢ € [{], A; = [F(T;)],, and
A= [F'(L'i-1)],p- Therefore forevery i € [{ — 1], A; = Aipr.

By the correctness of restriction (Definition 0.10) for every i € [¢]:
Restrict(T';, i) = Restrict(T, [i, £ + i]) = Restrict(T';—1,%) .

Therefore, by the completeness of the decomposition protocol (Definition Q; = Qi.
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Soundness. Fix any x € N, message m = (my,...,my) € F¢ such that £ < ¢ and adversary Adv. We consider
the soundness experiment. By the correctness of restriction (Definition [6.10) for every ¢ € [0, ¢] the ciphertext I';
computed by the setup algorithm is in the support of:

MEnc [(m1,...,m4), (Miv1,....me)l,,
encrypted under sk. Let the output of Adv be:
(61762,H — (4, Qi = (Qi0y---,Q,5),DCI, A, Qi = (Qig, -, Q1 5) ’Dc'ﬁi)ie[é])
For every i € [¢] and j € [0, 6] let:
a; = Dec(sk, A;) , B;; = Dec(sk,Q; ;) , &; = Dec(sk, Ay, B” = Dec(sk,@i,j) )

The tests in EQ.V imply that:
1. V1 = and Vo = dl.

2. By the correctness of restriction (Definition [6.10) and the soundness of the decomposition protocol (Defini-
tion[7.1) for every i € [{]:

o = Z Bij - <mf>

j€0,8]

;o Q= Z Bzg<mf>

PP =
J€[0,9]

PP

3. Forevery: € [{ —1]: a;; = @11
4. Foreveryi € [],j €[0,6]: Bi; = Bij-

The above equalities imply that v; = vs.

A-Unambiguity. Fix any poly(A)-size adversary Adv, x € N, messages m;, my € F* such that £ < £ and an index
j € [2] and let Exp denote the unambiguity experiment:

pp + ParamGen(k)
(sk,T,r) « MEnc[m;, mg]pp

(pk,vk — (DC.vk;, DC.v~ki)iem) < EQ.S(pp,T)
(61, €2, Ha 6117 6l2a H/) A AdV(pk, Vka F)
where: o 5 o .
IT= (Ai7Qi7DC-HhAi?inDC-Hi)iE[Z] ) I = (A;7Q27DCH;7A;7Q;7DCH;)1E[Z]
Let AC be the event that EQ.V/(vk, e1, e2, IT) and EQ.V(vk, €7, €5, I1") both accept and e; = ¢’.. We need to show that:

E’r [AC A (eq,ez,II) # (e, €5, IT')] < negl(A(k)) - (10)
xp

We prove Equation for j = 1. The proof for j = 2 is analogous. We rely on the following claim.

Claim 7.5. For every i € [{]:

7

Pr[AC A Qi =Q; - AC A A; = 4] — (Q;,DC.IL) = (Q}, DC.IL})] > 1 — negl(A(x)) .
xp

Pr [ACA Qi=Q - AC A 4; = 4] — (Q;,DC.IL) = (Q},DCIIL)] > 1 — negl(A(x)) -
Xp

Before proving the claim we use it to prove Equation (10). If AC occurs then:
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By Claim [7.5]for every i € [{]:

Pr(AC A A; = A} = (Qi,DCIL) = (Q}, DCIT)] = 1 - negl(A(x)) -
xp

* Since Q; = Q; and Q; = Q) we have that Q; = Q, = Q; = Q/. Therefore, by Claim

Exp

e Ay =e1 =€) = Aj. Also, since A; = A and Al = A;+1, we have that A; = fl; = A=A,
Therefore:

(A, Qi, DCIL) e = (A7, Q;, DCIL), g

(4:, Qi DCIL), ) = (47, Qi DC.IT)

Pr
Exp

AC —

] >1—{-negl(A(K)) .
1€[{]

* Since e = A; and ¢}, = A}, we have that A; = A} = ey = €.
Since ¢ = A°(Y), Equation follows. It remains to prove Claim [7.5]

Proof of Claim[7.3] Fix i* € [¢]. We prove the first part of the claim:

PrAC A Qi = Q). — AC A Ape = Al = (Qi,DCIL:) = (Q}, DCIIL)] = 1 — negl(A(x)) -
xp

The proof of the second part is analogues. Let Exp; be the experiment that is defined just like Exp except that we
sample random messages m;, my < F‘. We can emulate Exp, given I as input. Therefore, by semantic security
(Definition[6.3) it is sufficient to prove that:

EPr [AC A Qi- =Ql — AC A Aj = AL, — (Qu+,DC.ILx) = (Q}, DC.IL. )] > 1 — negl(A(k)) .
XP1

Let Exp, be the experiment that is defined just like Exp; except that instead of sampling:

(sk,I',r) <~ MEnc[m;, mo] |
(pk, vk) <~ EQ.S(pp,T) ,
we sample (pk™*, vk™) as follows:
« Sample m* « F* | mj € F¢0.
* Set (sk,I'",r) <~ MEnc[mj, m3] .
* Set (DC.pk™, DC.vk*) <— DC.S(pp,T'*,i*)
« SetT + RandExtend (I, [* + 1,£] U [£ + 2,2 — i* + 1]).

. Set (pk - (pp,r, (DC.pk;, DC.kai)iem) vk = (DC.vk;, DC.v~ki)iem) < EQ.S(pp,T).

* Let (pk™,vk™) be the same as (pk, vk) except that we replace (DC.pk;., DC.vk;+) by (DC.pk*, DC.vk™).

In the rest of the experiment we use (pk*,vk™) instead of (pk, vk). By the correctness of random extension (Defini-

tion[6.11) the distribution of T in Exp, and in Exp, is identical and By the correctness of restriction (Definition[6.10),
I'™* = Restrict (T, [* + 1,i* 4 £]). Therefore, it is sufficient to prove that:

EPr [AC A Qi- =Q). — AC A Aj = AL, — (Qu+,DC.IILx) = (Q},DC.IT,.)] > 1 —negl(A(x)) . (11)
XPp2
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If AC occurs then DC.V(DC.vk;«, A;«, Q;«, DC.II;+ ) and DC.V(DC.vk;«, A., Q}., DC.II..) both accept. Also,
we can emulate Exp,, given (DC.pk™, DC.vk™) and T'* as input. Therefore, by the unambiguity of the decomposition
protocol (Definition[7.1):

Pr [AC A A = Al — (Qi-,DCIL-) = (Q.,DC.IT,)] > 1 — negl(A(k))

Exp,
Also, by the injectivity of the decomposition protocol (Definition|7.1):
Pr [AC A Qi =Ql. — A;» = Al.] > 1 —negl(A(x)) .

Exp,

Equation follows, concluding the proof of the claim. O

7.4 Multi-equality Protocol
7.4.1 Definition.
The multi-equality protocol consists of algorithms (MEQ.S, MEQ.P, MEQ.V) with the following syntax:

Setup: The PPT setup algorithm MEQ.S takes as input public parameters pp for the encryption scheme and a vector
c of K single-key ciphertexts each encrypting a message of length ¢. It outputs a prover key pk and a verifier
key vk.

Prover: The deterministic polynomial-time prover algorithm MEQ.P takes as input a prover key pk and a polynomial
F : F* — T of individual degree at most 0. It outputs a vector e of K single-key evaluated ciphertexts and a
proof II.

Verifier: The deterministic polynomial-time verifier algorithm MEQ.V takes as input a verifier key vk, a vector e of
K single-key evaluated ciphertexts and a proof II. It outputs a bit indicating if it accepts or rejects.

Definition 7.6. A A-secure multi-equality protocol (MEQ.S, MEQ.P,EQ.V) with degree bound 8, message length
bound ¢ and locality bound K satisfies the following requirements:

Completeness. Forevery x € N, vector of messages V € FK such that ¢ < {, K < K and polynomial F : F* — F
of individual degree at most §:

pp < ParamGen(k)
MEQ.V(vk,e,II) =1 (sk,c,r) < VEnc[V] | _1
Vk € [K]: ey =[F(ck)l,, | (pk,vk) <~ MEQ.S(pp,c) | '
(e, II) + MEQ.P(pk, F)

Pr

Efficiency. In the completeness experiment above |vk| = K - poly(k, £,0) and |II| = K - poly(x, £, ).

A-Soundness. For every poly(A)-size adversary Adv there exists a negligible function i such that for every k € N,
vector of messages V. € F* X such that ¢ < ¢, K < K and indices ky, ky € [K] such that Vi, = Vi,:

pp « ParamGen(k)
Z = (sk,c,r) + VEnc[V]
MEQ.V(vk, e, TT) = 1 PP
MEQVLee =1 (o, k)  MEQS(pp, o) < (A (K) -
ki 7 Pk (e,1I) + Adv(pk, vk, Z)
Vk € [K] : vy < Dec(skg,e)

Pr

A-Unambiguity. For every poly(A)-size adversary Adv there exists a negligible function p such that for every r € N,
vector of messages V. € F*X such that ¢ < ¢, K < K and index k* € [K]:

MEQ.V (vk,e,II) =1 pp < ParamGen(k)
MEQ.V (vk,e',IT') = 1 (sk,c,r) < VEnc[V] |

< .
(e,II) # (&/,IT) (pk, vk) + MEQ.S(pp, c) < w(AK))
ep = €. (e,€,I1,1I") < Adv(pk, vk, c)

Pr
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7.4.2 Construction.

We construct a multi-equality protocol (MEQ.S, MEQ.P, MEQ.V) with degree bound §, message length bound f and
locality K™ as follows. The construction uses an equality protocol (EQ.S,EQ.P,EQ.V) with degree bound ¢ and
message length bound /.

The setup algorithm MEQ.S. The setup algorithm MEQ.S is given as input:

 Public parameters pp for the encryption scheme.

* Avector ¢ = (cg),, c[K] of single-key ciphertexts each encrypting a message of length £.
It proceeds as follows:

« Sample sk < KeyGen(pp) and  « {0, 1}"**.

« Forevery k € [K] set T < Extend(cy, (sk, 0¢, F)).

* Forevery k € [K] set (EQ.pky, EQ.vky) < EQ.S(pp, k)

* Output the prover key pk = (EQ.pky) .| and verifier key vk = (EQ.vky )¢

The prover algorithm MEQ.P. The prover algorithm MEQ.P is given as input:
* A prover key pk = (EQ.pkk)ke[K].
* A polynomial F' : F* — T of individual degree at most J.

It proceeds as follows:
* Forevery k € [K] set (e, éx, EQ.II;) < EQ.P(EQ.pky,, F').

* Output the vector of single-key evaluated ciphertexts and proof

€= (€k>ke[K] , = (e, EQ-Hk)kG[K]

The verifier algorithm MEQ.V. The verifier algorithm MEQ.V is given as input:
* A verifier key vk = (EQ.vkg) ¢ -
* Avector e = (k)¢ Of evaluated ciphertexts.
* Aproof IT = (€, EQ.Ik) -
It proceeds as follows:
* Forevery k € [K] test that &, = éy.
* Forevery k € [K] test that EQ.V(EQ.vkg, e, €x, EQ.IIj) accepts.

* Output 1 if all tests pass. Otherwise output 0.

7.4.3 Analysis.

In this section we prove the following theorem:

Theorem 7.7. For any A(k), §(k),0(r) and K (k) such that £, K < A°M) and A - 6 = |[F|°Y), assuming that:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

is a A-secure zero-testable homomorphic encryption scheme (Definition with degree bound & and message length
bound {, the multi-equality protocol (MEQ.S, MEQ.P,MEQ.V) given in Section is a A-secure equality protocol
(Deﬁnition with degree bound 0, message length bound ¢ and locality K.
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Completeness. Fix any « € N, vector of messages V = (my,...,mg) € F*¥ such that £ < (,K < K and
polynomial F' : F* — T of individual degree at most 5. We need to show that:

pp « ParamGen(k)
MEQ.V(Vk,e, H) -1 Sk7 Cc = (Ck)kG[K] ,I‘) <~ VEnc [V]pp
Vk € [K]: e = [F(cx)],, pk, vk = (EQ.vkk)ke[K]) + MEQ.S(pp, c)
e = (er)pep) 1 = (B EQ.Hk)ke[K]) « MEQ.P(pk, F)

Pr

By the correctness of extension (Deﬁnition forevery k € [ K] the ciphertext 'y, computed by the setup algorithm
is in the support of MEnc [mk, 05] op" Therefore, by the completeness of the equality protocol (Definition for

every k € [K|:
* ex = [F(Restrict(T'y, [£ + 1,24]))] ..
¢ & = [F(Restrict(L'y, [€]))],,,-
* EQ.V(EQ.vky, e, éx, EQ.II) accepts.
By the correctness of restriction (Deﬁnition for every k € [K]:
¢, = Restrict(T', [¢ 4+ 1,2¢4]) Enc(sk, 0%, ¥) = Restrict(T, [ .

It follows that ej, = [F(ck)]pp and that é; = éj,.

A-Soundness. Assume towards contradiction that there exists a poly (A )-size adversary Adv and a polynomial p such
that for infinitely many x € N there exist a vector of messages V = (my, ..., mg) € F*>*& suchthat { < (, K < K
and indexes k1, k2 € [K] such that mj, = my, and:

pp < ParamGen(k)
7 = (sk = (ski)peqr» € = (@) nern) ,r)  VEnc[V],,
ok, vk = (EQ.vkk)ke[K]) < EQ.S(pp, c) >

e = (er)pep) 11 = (s EQ.Hk)kE[K]) < Adv(pk, vk, Z)
Vk € [K] Vg Dec(skk,ek)

EQ.V(vk, e, IT) = 1
Uk, 7é Uk,

Let Exp; be the experiment that is defined just like in Equation (12) except that we modify the step algorithm
EQ.S as follows: instead of setting I'y, ¢ Extend(cy, (sk, 0% F)), it first sets ¢ = Enc(sk,0%,#) and then sets
'),  Extend((sky, my,1y), ¢). By the correctness of extension (Definition[6.9):

EQ.V(vk,e,II) =1 1
{ vk, # i, } = A

Let Exp, be the experiment that is defined just like Exp; except that instead of setting ¢ = Enc(s~k, 0f, 1) we set
¢ = Enc(sk, m, ¥) where m = my, = my,. We can emulate Exp, given ¢ as input. Therefore, by semantic security

(Definition [6.5):

Pr

Exp,

. [ EQ.V(vk, e, IT) = 1 } o) 03

Expy | Vky 7 Uky ~ p(A(K))

For k* € {ky,ka} let Tj~ be the encoded element Dec(sk, &f). When EQ.V(vk,e, IT) accepts we have that

EQ.V(EQ.vky~, e, €x, EQ.II;~ ) accepts. By the correctness of extension (Definition the ciphertext 'y is in

the support of MEnc [my-, m],,. Since m = my- for k* € {ki,k2}, by the soundness of the equality protocol

(Definition[7.3), vg+ = Og~. When EQ.V(vk, e, II) accepts also é; = é, = &, and, therefore, U, = Uy,. It follows
that:

PrEQV(vkeI) =1 — v =vy,]=1,
XP2

contradicting Equation (13)).
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A-Unambiguity. Fix any poly(A)-size adversary Adv, x € N, vector of messages V = (my,...,mg) € FexK
such that £ < ¢, K < K and an index k* € [K]. Let Exp denote the unambiguity experiment:

pp < ParamGen(k)
(sk,c,r) < VEnc[V] |

ok, vk = (EQ.vkk)ke[Kl) « MEQ.S(pp, c)
e = (er)peir) € = (€hrepsey - T = (0, EQIIL) e ey 11 = (&, EQ.H;)ke[K]) < Adv(pk, vk, c)
Let AC be the event that MEQ.V (vk, e, IT) and MEQ.V (vk, €', II') both accept and ey~ = €e)... We need to show that:
PriAC A (e,II) # (¢, I')] < negl(A(x)) - (14)

We rely on the following claim.
Claim 7.8. Forevery k € [K|:

E’r [AC A (e, ér, EQ.IIL) # (€}, €, EQIL,) — er # e A € # €] > 1 —negl(A(k)) .
xp

Before proving the claim we use it to prove Equation (14). If AC occurs then ej- = €},... Therefore, by Claim

E’r [AC — ép+ = €).] > 1 —negl(A(k)) .
xp

When AC occurs, MEQ.V (vk, e, IT) and MEQ.V (vk, €', II') both accept and, hence, for every k € [K], é; = &
and &) = €),. Therefore:

Pr [Ac A e = = (60 pep = (é;)kem} > 1 — negl(A()) .

By Claim[7.8}
br {AC A (Ek)eim) = Ck)eirg = (ery EQIIE) e (r) = (%»EQ-HZ)ke[K]} 21— K -negl(A(k)) .

Since K < A°(), Equation follows. It remains to prove Claim

Proof of Claim[7.8] Fix k* € [K]. Let Exp; be the experiment that is defined just like Exp except that instead of
sampling:
(sk,c,r) «= VEnc[V] |
(pk, vk) <= MEQ.S(pp, c)
we sample (pk, vk) as follows:
* Sample (sk,I';+,r) < MEnc [my-, 0] op"
* Set (EQ.pkgs, EQ.vky+) + EQ.S(pp, I'k+)
* Set ¢ < Restrict(I'y~, [€]).
« Forevery k € [K]\{k*},sampleskj, < KeyGen(pp) , r) < {0,1}"*“andsetT;, <+ Extend((skx, my, 1), ).
* Forevery k € [K] set (EQ.pky, EQ.vky) < EQ.S(pp, k)
° Let pk - (EQ'pkk)kG[K] and Vk - (EQ'ka)kE[K]'

By the correctness of random extension (Definition §l !) and the correctness of restriction (Definition @ the

distribution of I';. ..., 'k in Exp and in Exp; is identical. Therefore, it is sufficient to prove that:
Pr[AC A (ex, ek, EQIIk) # (€}, &, EQIT,) — e # €) A &k # €] > 1 negl(A()) . (15)
XP1

If AC occurs then EQ.V(EQ.vkg«, €, €+, EQ.II+) and EQ.V(EQ.vky+, €}, €).., EQ.II}.. ) both accept. Also, we
can emulate Exp, given (EQ.pkj,., EQ.vky) and I'- as input. Therefore, Equation follows from the unambiguity
of the equality protocol (Definition[7.3)), concluding the proof of the claim. O
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7.5 Multilinearity Protocol

This section describes the multilinearity protocol. The protocol’s CRS contains a single-key ciphertext ¢ encrypting
a message m of length ¢ under a secret key sk. The honest prover is given a multilinear polynomial F' : F* — FF and it
homomorphically evaluates F' on c. It sends the resulting ciphertext e to the verifier together with a proof convincing
the verifier that F' is indeed multilinear. More formally, in the soundness experiment, a cheating prover produces two
evaluated ciphertexts e; and e, each with a proof of multilinearity. We say that the prover splits the ciphertexts e; and
eq if both proofs are accepting and e; and e, encrypt different values. The soundness requirement is that if for some
message m € ¢ encrypted in ¢ the prover splits the ciphertexts with probability p then there exists a binary message
m* € {0, 1}e such that when c encrypts m*, the same prover splits the ciphertexts with probability > p - 27¢.

We explain why this soundness requirement intuitively captures the multilinearity of the evaluated polynomial.
Consider a cheating prover that computes e; by homomorphically evaluating some polynomial Fj of degree > 1 on
c. If the prover is able to produce an accepting proof for e; then we can use it to violate the soundness requirement.
Let F» be the multilinear polynomial that agrees with F; on inputs in {0, 1}Z. We compute es by homomorphically
evaluating F, on ¢ and compute the proof of multilinearity honestly. Since F; and F, must disagree on some m € F¥,
if ¢ encrypts m, then we split e; and es. If, however, ¢ encrypts a Boolean message m € {0, 1}é then we do not split
the ciphertexts.

We note that when switching ¢ from an encryption of a message in F¢ to an encryption of a message in {0, 1}£
the probability of splitting may drop by a factor of 2~ in general. Consider a prover that samples a random message
m* + {0, 1}£ and homomorphically evaluates two random multilinear polynomials that agree on every Boolean input
except m*. If ¢ encrypts any message outside {0, 1}Z then the prover splits the ciphertexts with probability 1 — 1/|F|
while if ¢ encrypts any Boolean message, the prover splits the ciphertexts with probability 2.

The multilinearity protocol is constructed as follows. The setup algorithm first extends c into a multi-key ciphertext
I encrypting m under sk and a random message m’ € FF* under an independent key sk’. Given a multilinear polynomial
F :F* — T, the prover uses the decomposition protocol to compute the decomposition of F along every coordinate
i € [¢] evaluated once on m_; and once on m’_,. The verifier checks that the decompositions interpreted as encryptions
of univariate polynomials are indeed linear . To convince the verifier that the decomposition evaluated on m_; is indeed
independent of m;, the prover uses the equality protocol to prove that if m_; and once on m’_; the two decompositions
along the 7’th coordinate encrypt the same values.

The unambiguity of this multilinearity protocol follows directly from the unambiguity of the decomposition
protocol and the equality protocol.

7.5.1 Definition.

The multilinearity protocol consists of algorithms (ML.S, ML.P, ML.V) with the following syntax:

Setup: The PPT setup algorithm ML.S takes as input public parameters pp for the encryption scheme and a vector ¢
of K single-key ciphertexts each encrypting a message of length ¢. It outputs a prover key pk and a verifier key
vk.

Prover: The deterministic polynomial-time prover algorithm ML.P takes as input a prover key pk and a multilinear
polynomial F' : F¢ — FF. It outputs a vector e of K single-key evaluated ciphertexts and a proof II.

Verifier: The deterministic polynomial-time verifier algorithm ML.V takes as input a verifier key vk, a vector e of K
evaluated ciphertexts and a proof II. It outputs a bit indicating if it accepts or rejects.

Definition 7.9. A A-secure multilinearity protocol (ML.S, ML.P, ML.V) with message length bound 0 and locality K
satisfies the following requirements:

Completeness. For every k € N, vector of messages V€ FK such that ¢ < 0, K < K and multilinear polynomial
F:Ft > F:
pp < ParamGen(k)
ML.V(vk,e,II) =1 (sk,c,r) <= VEnc[V] |
Vk € [K]: ex = [F(ck)],, (pk, vk) < ML.S(pp, )
(e,II) <~ ML.P(pk, F)

Pr =1.
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Efficiency. In the completeness experiment above |vk| = K - poly(k, £) and |I1| = K - poly(k, £).

A-Soundness. For every poly(A)-size adversary Adv there exists a negligible function y such that for every k € N,
vector of messages V.= (my, ..., mg) € F>& sych that ¢ < ¢, K < K, index i € [(] and set S C [K] such

that (my,)_, = (my)_, forallk, k' € S:
pp < ParamGen(k)
ML.V(vk,e,II) =1 Z = (sk,c,r) < VEnc[V]
Pr | Vf, P €F: (pk,vk) <= ML.S(pp, c) < u(A(K)) .

Ikt €St (B (mp), + Po)y # vie | (e, 1)  Adv(pk, vk, Z)
Vk € [K] Vg Dec(skk,ek)

A-Unambiguity. For every poly(A)-size adversary Adv there exists a negligible function ju such that for every x € N,
vector of messages V € FK such that ¢ < ¢, K < K and index k* € [K]:

ML.V (vk, e, II) =1 pp + ParamGen(k)
ML.V (vk,e/,IT') = 1 (sk,c,r) <= VEnc[V]
<
(e.T1) # (€. 1) (pk. vK) < ML.S(pp. ) = HA)
ey = €. (e, €, II,II') < Adv(pk, vk,c)

Pr

7.5.2 Construction.

We construct a multilinearity protocol (ML.S, ML.P, ML.V) with message length bound ¢ and locality K as follows.
The construction uses a decomposition protocol (DC.S, DC.P, DC.V) with degree bound § = 1 and message length
bound ¢ and a multi-equality protocol (MEQ.S, MEQ.P, MEQ.V) with degree bound § = 1 message length bound ¢
and locality K.

The setup algorithm ML.S. The setup algorithm ML.S is given as input:

 Public parameters pp for the encryption scheme.

* A vector ¢ = (cg),, clK] of single-key ciphertexts each encrypting a message of length £.
It proceeds as follows:

* Forevery k € [K] and i € [(] set (DC.pky, ;,, DC.vky, ) <= DC.S(pp, cx, 7).

* Forevery k € [K] and i € [{] set ¢y ; < Restrict(cy, {}).

¢ Forevery i € [¢] set (MEQ.pk;, MEQ.vk;) +— MEQ.S(pp, (Ckﬂ‘)ke[}q)-

* Output the prover key and verifier key:
pk = (pp, (Dc'pkk»i)ke[K],ie[z] ) (MEkaz)ze[l]) ) vk = ((DC'ka,i)ke[K]’ig[g] ) (MEQVkl)ze[ZO

The prover algorithm ML.P. The prover algorithm ML.P is given as input:

* A prover key:
pk = (pp7 (Dc'pkkﬂ)ke[K],ie[e] B (MEkaz)le[f])

+ A multilinear polynomial F' : F* — F.
It proceeds as follows:
* Forevery k € [K] set ey < [F(ck)],,-
* Forevery k € [K] and i € [{] set (A, Qg,i, DC.IIy ;) <~ DC.P(DC.pk, ;, F').
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* Foreveryi € [{] and j € [0, 4] set (B, j, MEQ.IT; ;) +~ MEQ.P(MEQ.pk;, ;)

* Output the vector of evaluated ciphertexts and proof:

e=(er)pepr) » 1= ((Ak,ka,z', DC'Hk,i>ke[K]7ie[é] :(Bij, MEQ'Hi’j)ie[é],je[O,g})

The verifier algorithm ML.V. The verifier algorithm ML.V is given as input:
* A verifier key:
vk = ((DC.vkkyi)ke[K]}iem : (MEQ.kav)iEm)
* Avector € = (k)¢ Of evaluated ciphertexts.
¢ A proof:

ke[K],i€[f] ) (BZ,] = (Bk,i,j)ke[K] 5 MEQH%‘])

= <(A’“’ Qi = (@ria)jens DCH’”) ie[z],je[o,(s])

It proceeds as follows. For every i € [{]:
* Forevery k € [K] test that e, = Ay ;.
* Forevery k € [K] test that DC.V(DC.vky, ;, Ak i, Qg,i, DC.II ;) accepts.
* Forevery k € [K]and j € [0,0] test that Q. ; j = By ;-
* Forevery j € [0, 4] test that MEQ.V(MEQ.vk;, B; j, MEQ.II; ;) accepts.
* Output 1 if all tests pass. Otherwise output 0.

7.5.3 Analysis.

In this section we prove the following theorem:

Theorem 7.10. Forany A(k),{(r) and K (r) such that £ = O(log A), £, K < A°M) and A = |F|°Y), assuming that:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

is a A-secure zero-testable homomorphic encryption scheme (Definition with degree bound & > 1 and message
length bound (, the multilinearity protocol (ML.S,ML.P,ML.V) given in Section is a A-secure multilinearity
protocol (Deﬁm'tion with message length bound ¢ and locality K.

=

Completeness. Fix any x € N, vector of messages V = (my,...,mg) € F**¥ such that £ < (,K < K and

multilinear polynomial F : F* — F. We need to show that:

pp < ParamGen(k)
ML.V(vk, e, IT) = 1 (sk,c = (R ki ,r) < VEnc[V]
Vk € [K]: ex = [F(ce)l,, | (pk,vk) « ML.S(pp,c)

(e = (er)pex - 1) < ML.P(pk, F)

Pr o =1

)

where:

vk = <(DC-ka7i)ke[K],¢e[e] , (MEQ-Vki)ie[Z]) ;

II = ((Ak,i7 Qk,i = (Qk,i,j)je[o’g] s DC.HkJ) Bz,] = (Bkﬂ’v])ke[K] ,MEQHL])

ie[z],je[O,S])

By construction for every k € [K] the prover sets ej, < [F'(ck)],,,- Next we show that for every i € [¢] each of the
verifier’s tests passes. By the completeness of the decomposition protocol (Deﬁnition for every k € [K]:

ke[K],icle) (
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b Ak,i = [F(Ck)]pp = €éL.
o DC.V(DC.vky i, Ak i, Qk,i, DC.II ;) accepts.
* Forevery j € [0,6], Qr.i; = [F\ij(Restrict(ck,i))}
’ pp
By the correctness of restriction (Definition i for every k € [K] the ciphertext ¢y ; computed by the setup
algorithm is in the support of Enc [(mk.)_ l] op" Therefore, by the completeness of the multi-equality protocol (Defini-
tion for every j € [0, 4]:
* MEQ.V(MEQ.vk;, B; ;, MEQ.II; ;) accepts.

» Forevery k € [K|, B, ; = [F\” (c;“)}
’ PP

For every k € [K] and j € [0, 9], since ¢ ; = Restrict(cy, ¢) we have that Q ; j = By, ;-

Soundness. Fix any poly(A)-size adversary Adv, x € N, vector of messages V = (my,...,mg) € F*EK guch
that ¢ < ¢, K < K, index i* € [¢] and set S C [K] such that (my,)_,. = (my/)_,. forall k, k" € S. Let Exp denote
the soundness experiment:

pp < ParamGen(k)

Z = (sk = (ski)perry € = (k) pex] ,r) < VEnc[V],
(pk,vk) <= ML.S(pp,c)

(e = (ek)ke[K] 71_[) A AdV(pk,Vk, Z)

Vk € [K] Vg Dec(skk,ek)

p

where:

vk = <(DC'ka7i)k€[K],i€[Z] ) (MEQ'Vki>i€[f]) ’

II = ((Ak,ink,i = (Qk,i,j)je[oj] s DC-Hk,i> ) (Bi,j = (Bkaivj)ke[K] ,MEQ.HiJ)

ke[K] icle] iEV]JGWﬁ])
For k € [K] and j € [0, 0] let:

ap = Dec(skg, A=) ,  Brj; = Dec(sky, Qr,i=,j) , Cr,; = Dec(sky, B - ;) -
We need to show that:

ML.V(vk,e,II) =1

P | Vo dh € F 50 €81 (- (i) + Bo)gp 7 Uk | < ecaie 6y

We rely on the following claim.
Claim 7.11. For every ki, ky € S and j € [0,0]:
gqr) [ML.V(vk,e,II) =1 — (g, j = Cryi] > 1 —negl(A(k)) .
Before proving the claim we use it to prove Equation (10). If S is empty, soundness holds trivially. Otherwise, fix
some k' € S and for j € [0,0], let §; = By ;. If ML.V(vk, e, IT) accepts then:
* By Claimfor every k* € Sand j € [0, 4]:

E’r IML.V(vk,e,I1) =1 — (prj = G+ j] > 1 —negl(A(k)) .
xp

Since § = 1 and S| < K < A9,

Il;r [ML.V(vk,e,IT) =1 — Vk* € 8,5 €[0,6]: (o j = Crej] =1 —negl(A(k)) .
xp
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s Forevery k € [K] and j € [0,4], Bx; = (x.;» and therefore:

Pr [ML.V(vk,e,II) =1 — Vk* € 8,5 €[0,0]: B; =B ; = B~ ;] =1 —negl(A(r)) .
xp

* For every k* € S, DC.V(DC.vkg= 4+, Ag= i+, Qg i+, DC.II; ;+) accepts. Therefore, by the soundness of the
decomposition protocol (Definition[7.1):

Pr [ML.V(vk,e,H) =1 = Vk* €S (B (mp);. + fo),, = ak*} > 1 —negl(A(k)) .

Exp

e Forevery k* € S, v« = ay~, and therefore:

Pr [ML.V(vk,e,H) =1 = Wk €S: (B (my);. + fo),, = vk*} > 1 — negl(A(x)) .
xp

Equation follows. It remains to prove Claim

Proof of Claim Fix any k1, ko € Sand j € [0, S]_ Let Exp; be the experiment that is defined just like Exp except
that instead of sampling:

(sk,c,r) <= VEnc[V]
(pk, vk) <= ML.S(pp; c)

we sample (pk™*, vk™) as follows:

Let V* = ((mk)ﬂ*)

keK"®

* Sample Z = (sk = (ski) (g, € 1" = (r,";)ke[K]) < VEnc[V~] .
Set (MEQ.pk*, MEQ.vk™) < MEQ.S(pp, c*)

« For k € [K] sample ry, + {0,1}"* such that (rg)_;« =1} and set ¢, = Enc(sky, my, ry).

Set (pk, vk) <= ML.S(pp, ¢ = (ck )y () Where:

pk = (pp, (Dc-pkk,i)ke[K],iE[Z] ’ (MEQ'pki>i€[Z]) , vk = ((DC-ka,i)ke[K],ie[é] ) (MEQ'Vki)ie[f])

e Let (pk™, vk™) be the same as (pk, vk) except that we replace (MEQ.pk;., MEQ.vk; ) by (MEQ.pk*, MEQ.vk™).

Observe that the distribution of ¢ in Exp and in Exp; is identical. Also, by the correctness of restriction
(Definition , c* = (Cri* )y, c K] Therefore, it is sufficient to prove that:

EPr [ML.V(vk,e,II) =1 — Cgy,j = Cryj] = 1 —negl(A(x)) . (17)
XPy

If ML.V(vk, e, IT) accept then MEQ.V(MEQ.vk;», B+ ;, MEQ.IL;- ;) accepts as well. Since k1, ko € S, we have
that (my,)_,. = (myg,)_,.. Also, we can emulate Exp; given (MEQ.pk*, MEQ.vk™) and Z as input. Therefore,

Equation follows from the soundness of the multi-equality protocol (Definition [7.6)), concluding the proof of the
claim. O
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A-Unambiguity. Fix any poly(A)-size adversary Adv, x € N, vector of messages V = (my,...,mg) € FexK
such that £ < ¢, K < K and an index k* € [K]. Let Exp denote the unambiguity experiment:

pp < ParamGen(k)

(sk, ¢ = (@) reix] ,r) < VEnc[V]
(pk,vk) = ML.S(pp, c)

(e = (et)ner) @ = (e - T H’) « Adv(pk, vk, c)

pp

where:

| |
VN

pp, (DC.pky,;) rei)ici * (MEQ-Pk; %e[ﬂ) ’

(DCovki) e ) cel (MEQ.vk,-)iem) ,

=
Il
/\/\/‘\

(Aks: Qui = (@k.)epo 5, DCTI Bij = (Bris)perse » MEQIT, )
boir Qi = (@) jero ’“)kemze[e]( 3= Briilienq  MEQ ’j)ie[f],jG[Oﬁ])

/ / o ! /
ki Qi = (@, w);e[o 5D Hkﬂ‘)ke[m,ie[z] ’ (B i3 = (B ket ’MEQ'Hi’j)z‘e[Z],je[OﬁJ
Let AC be the event that ML.V (vk, e, IT) and ML.V (vk, ', II') both accept and ey~ = e}... We need to show that:

E(f) [AC A (e,II) # (€/,11')] < negl(A(k)) . (18)

We rely on the following claim.
Claim 7.12. For everyi € [{] and j € [0, 9]:

Pr[AC A By = Bii; — (Biy, MEQL ) = (B's;, MEQII] ;)] > 1 - negl(A(x)) -
xp

Before proving the claim we use it to prove Equation (18). If AC occurs then for every i € [(]:
. Ak*,i = € = 6;6* = A;c*,i'

* DC.V(DC.vky= 4, A= i, Qp= i, DC.II- ;) and DC.V(DC.vkk*,i,Aﬁc*’i,Q’*’i, DC.H;CW) both accept. Also,
we can emulate Exp given (DC.pk,. ;,DC.vkg« ;) and cg~ as input. Therefore, by the unambiguity of the
decomposition protocol (Definition|7.1):

g’r [AC A Ape i = Ay = (Qpe i, DCILke ) = (Qpe 4, DCII ;) | > 1 — megl(A(x)) -
xp
* Forevery j € [0,4], Qk+,i,j = By~ ,; and Q;C*)i’j = B,’c*’m. Therefore:
Qri=Qh-; = Vj€[0,0]: Breij= B,
« By Claim|[7.12] for every j € [0, 4]:
E’r [AC A By ;i = B}Q*,m‘ — (B;;,MEQ.IL, ;) = (B i MEQ. H’ )] > 1 —negl(A(x)) .
Xp ’
* Forevery k € [K] and j € [0,6], Qxij = B, and @}, ; = By, ;. Therefore:

Vj€0,6]: B;;=B; — Vke[K]: Qu;=Q, -
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* For every k € [K], DC.V(DC.vky i, Ak, Qg,i, DC.II; ;) and DC.V(DC.vkkﬁi,Azﬂ-, Q;C,i, DC.H;M-) both ac-
cept. Also, we can emulate Exp given (DC.pk;, ;, DC.vky ;) and ¢y, as input. Therefore, by the injectivity of the
decomposition protocol (Definition[7.1):

Pr[AC A Qi = Qh; = Avi = 4j,] = 1 —negl(A(x)) -
Xp ’ )

Also, by the unambiguity of the decomposition protocol (Definition [7.1):

Pr [AC A Ag; = Aj; — DCIly; = DCII, ;] > 1 —negl(A(x)) .

Exp

Since d = 1 and (K < ACQ) Equation follows. It remains to prove Claim 7.12L

Proof of Claim Fix any i € [¢] and j € [0,0]. Let Exp, be the experiment that is defined just like Exp except
that we sample random messages my, ..., mg < F¢. Also, we can emulate Exp, given c as input. Therefore, by
semantic security (Definition i and since K < M < poly(A) it is sufficient to prove that:

EPI' [AC A Bk*,i,j = Bl/c*,i,j — (Bi,j; MEQHZ,]) = (B/i,j» MEQH;J)] Z 1-— negl(A(m)) .
XP1

Let Exp, be the experiment that is defined just like Exp; except that instead of sampling:

(sk,c,r) <= VEnc[V]
(pk, vk) = ML.S(pp, c)
we sample (pk™*, vk™) as follows:

e LetV* = ((mk)*»kEK'

* Sample (sk = (ski) e k7> €" = (e T = (Fo)pepr)) < VEnc Vo
Set (MEQ.pk*, MEQ.vk™) < MEQ.S(pp, c*)
For k € [K] set ¢, < RandExtend(c}, [i]).

Set (pk, vk) + ML.S(pp,c = (Ck)ke[K]) where:

pk = (pp, (DC-PKk) ke icyieie (MEkai)ie[Z]) , vk= ((DC-ka,i)ke[KHe[@] ; (MEQ-Vki)ie[z])

* Let (pk™, vk™) be the same as (pk, vk) except that we replace (MEQ.pk;., MEQ.vk;- ) by (MEQ.pk™, MEQ.vk™).

In the rest of the experiment we use (pk™, vk™) instead of (pk, vk). By the correctness of random extension (Defini-

tion[6.11), the distribution of ¢ in Exp, and in Exp, is identical. Also, by the correctness of restriction (Definition[6.10),
c* = (Cr,), cx]- Therefore, it is sufficient to prove that:

Pr [AC A Bk*,i,j = Bl/c*,i,j — (Bi,jv MEQHZJ) = (B/i,ja MEQH;J)} Z 1-— negl(A(f@)) . (19)

Exp,

We can emulate Exp, given (MEQ.pk*, MEQ.vk™) and ¢* as input. Therefore, Equation follows by the
unambiguity of the multi-equality protocol (Definition[7.6), concluding the proof of the claim. O
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7.6 Sum-check Protocol

This section describes the sum-check protocol which is implicit in [PR17, [KPY19]. The protocol’s CRS contains
a single-key ciphertext ¢ encrypting a message m = (mq,...,my). The honest prover is given a polynomial
F : F* — T of individual degree at most 0 such that F'(m*) = 0 for every Boolean input m* € {0, 1}5. The prover
homomorphically evaluates F' on c and sends the resulting ciphertext e to the verifier together with a proof convincing
the verifier that F’ vanishes on Boolean inputs. Formally, the soundness requirement states that if m € {0, 1}2 and the
verifier accepts the proof then e encrypts 0.

Note that the verifier cannot simply apply the zero-test to e. This test will fail since F' is not the zero polynomial.
Instead we use a sum-check proof, based on the PCP of [BFLS91]. For every i € [¢] let F; be the polynomial that is
obtained from F’ by linearizing the first ¢ variables:

Fi(zl,...,Zg)E Z |D<Zl,...,Zi,’U1,...,’Ui)'F(Ul,...,vi,zi+1,...,Zg) s

where 1D(z, v) is the multilinear extension of the Boolean identity function that outputs 1 if and only if z = v. Note
that since F' vanishes on Boolean inputs, so does F; for every i € [¢]. In particular, since Fy is multilinear, it is the
zero polynomial.

For every i € [¢] the sum-check proof includes the ciphertext e; that results from homomorphically evaluating F;
on c. Let Fy = F and eg = e. Using the zero-test, the verifier checks that e; and e;_; are consistent following the
identity:

Fi(Zl,...,Zg)E Z |D(Zi,’01')'Fi_l(zl,...,Zi_l,Ui7Zi+1,...,Zg) .
v;€{0,1}

To allow the verifier to perform these tests, the CRS also includes encryptions of the values ID(z;, v;) for v; € {0,1}
and the sum-check proof includes the decomposition of F;_; in the i’th coordinate. Finally, the verifier checks that e,
encrypts zero by using the zero-test. This zero-test passes since F} is the zero polynomial.

The soundness of the sum-check proof follows from the soundness of the zero-test. Since e, passes the zero-test,
it must encrypt zero. If m € {0, 1}2 we have that ID(m;,v;) = 1 for m; = v; and ID(m;,v;) = 0 for m; # v;.
Therefore, the consistency test between e; and e;_; guarantees that the two ciphertexts encrypt the same value. It
follows that e = ey must also encrypt zero.

To show the unambiguity of the sum-check protocol we show that the unambiguity of e; follows from that of e; .
We then use the unambiguity of the decomposition protocol to argue that the entire sum-check proof is unambiguous.
To argue the the unambiguity of e;, we consider a CRS that contains an encryption of a random message m € F’. We
first show that if e;_; is unambiguous, then the value encrypted in e; must also be unambiguous. This follows from
the consistency between e; and e; 1. (This holds for arbitrary message m € F¢, not just for a Boolean one.) Then, the
unambiguity of e; follows from the unambiguity of ciphertexts property of the encryption.

7.6.1 Definition.

The sum-check protocol consists of algorithms (SC.S, SC.P, SC.V) with the following syntax:

Setup: The PPT setup algorithm SC.S takes as input public parameters pp for the encryption scheme and a single-key
ciphertext ¢ encrypting a message of length £. It outputs a prover key pk and a verifier key vk.

Prover: The deterministic polynomial-time prover algorithm SC.P takes as input a prover key pk and a polynomial
F : F* — T of individual degree at most § such that F(z) = 0 for every z € {0, 1}€. It outputs an evaluated
ciphertext e and a proof II.

Verifier: The deterministic polynomial-time verifier algorithm SC.V takes as input a verifier key vk, an evaluated
ciphertext e and a proof II. It outputs a bit indicating if it accepts or rejects.

Definition 7.13. A A-secure sum-check protocol (SC.S,SC.P,SC.V) with degree bound 8 and message length bound
{ satisfies the following requirements:
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Completeness. For every x € N, message m € F* such that ¢ < { and polynomial F : F¢ — F of individual degree
at most § such that F(z) = 0 for every z € {0,1}":

pp < ParamGen(k)
SC.V (vk,e,II) =1 (sk,c,r) = Enc[m] |
€= [F(C)]pp (pk7Vk) A Scs(pp7 C)

(e,II) + SC.P(pk, F)

Pr =1.

Efficiency. In the completeness experiment above |vk| = poly(k, £, ) and |II| = poly(k, ¢, ).
Soundness. For every k € N, message m € {0, 1}E such that ¢ < { and adversary Adv:

pp + ParamGen(k)
B Z = (sk,¢,r) < Enc [m}pp
iC#V«g;k SI=1 (ko) SCS(pe) | =0 .
PP (e, IT) < Adv(pk, vk, Z)
V DeC(Sk7 6)

Pr

A-Unambiguity. For every poly(A)-size adversary Adv there exists a negligible function i such that for every k € N
and message m € F¢ such that { < {:

pp « ParamGen(k)

(sk,c,r) < Enc [m]pp

(pk, vk) < SC.S(pp, ¢) < n(A(k)) -
(e, I, TI') + Adv(pk, vk, c)

SC.V (vk,e,II) =1
Pr | SC.V (vk,e, II') =1
I #IT

7.6.2 Construction.

We construct a sum-check protocol (SC.S, SC.P,SC.V) with degree bound & and message length bound ¢ as follows.
The construction uses a decomposition protocol (DC.S, DC.P, DC.V) with degree bound ¢ and message length bound
L.

The setup algorithm SC.S. The setup algorithm is given as input:
 Public parameters pp for the encryption scheme.
A single-key ciphertext ¢ encrypting a message of length £.
It proceeds as follows:
* Forevery i € [{] set (DC.pk;, DC.vk;) <— DC.S(pp, ¢, ).
* Forie [(]andb e {0,1} letI1D; p(21,...,20) = 2z - b+ (1 — 2z;)(1 — b).
* Foreveryi € [{] set B < [ID;o(c)],, and B;;1 < [ID;;1(c)] .-

* Sete; + [T(c)]pp and Apyq [ﬁ(c)]pp.

¢ Output the prover key and verifier key:

pk = (PP»Ca (DC'Pki)ie[q) , vk= (PP, (DCuvks, Bijo, Bit) e ,61,A£+1)
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The prover algorithm SC.P. The prover algorithm is given as input:
* A prover key pk = (c, (DC~Pki)¢e[e]>-

* A polynomial F : F — T of individual degree at most § such that F(z) = 0 for every z € {0, 1}5.
It proceeds as follows:

e Let I : F* — T be the polynomial F.

* For every i € [¢] let ID(z1,...,2;,21,...,4) be the multilinear polynomial extending the Boolean equality
function:
ID(21, ..y 2iy 2150 ey2h) = H (zj z; +(1—z)(1 —z;)) )
Jjelil

s Forevery i € [( — 1] let F; : F* — T be the polynomial:

Fi(z1,...,20) = Z ID(21,. .+, 20,01, -+, 03) - Fo(V1, ooy Uiy Zig 1y vy 20)
v1,...,0;€{0,1}

* Sete < [F(c)],,-
* Forevery i € [{] set (4;,Q;, DC.IL;) « DC.P(DC.pk;, F;_1).
* Output the evaluated ciphertext e and proof Il = (4;, Q;, DC.IL;) ;¢ -

The verifier algorithm SC.V. The verifier algorithm is given as input:
« A verifier key vk — (pp, (DCovki, Bio. Bin)seqq -1, AM).
* An evaluated ciphertext e.

° AproofH = (Al, Ql = (inj)je[o,g] 7DCH1)

i€[f]
It proceeds as follows:
o Test thate = A;.
* Forevery i € [{] test that DC.V(DC.vk;, A;, Q;, DC.II;) accepts.

* Forevery i € [{] test that:

Bio-Qio+ B - Z Qi = Aip1- e
7€10,3] PP

* Output 1 if all tests pass. Otherwise output 0.

7.6.3 Analysis.

In this section we prove the following theorem:
Theorem 7.14. For any A(k), 6(r) and £(r) such that £ < A°Y) and A - § = |F|°Y), assuming that:
(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

is a A-secure zero-testable homomorphic encryption scheme (Definition with degree bound 6 and message
length bound {, the sum-check protocol (SC.S,SC.P,SC.V) given in Section is a A-secure sum-check protocol
(Definition with degree bound 0 and message length bound ¢.
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Completeness. Fix any x € N, message m € F’ such that £ < / and polynomial F' : F* — F of individual degree
at most 0 such that F'(z) = 0 for every z € {0, 1}[. Let the verifier’s input in the completeness experiment include the
key vk, ciphertext e and proof II where:

vk = (pp. (DC.vki, Bi, Bin)igqg e Aern) o = (40 Qi = (@i OCTL)

By construction, for every ¢ € [¢] and b € {0, 1}:

By = “Di,b(c)]pp . e1=[1(c)] . A = [0(c)] ,e=[F(o)],, -

By the completeness of the decomposition protocol (Deﬁnition foreveryi € [¢], DC.V(DC.vk;, A;, Q;, DC.IL;)
accepts and for every j € [0, 0]:

PP PP

A; = [Fi—l(c)]pp , Qi = |:Fi—1|i,j(c_i):|pp .

Let F;; : F* — F be the polynomial such that F; j(z) = i—1|; j(z—;). By the correctness of restriction

(Definition [6.10) and the stability of evaluation (Deﬁnition|6._2}5 we have that Q; ; = [F; ;(c)] op"
Recall that Fy = F and for every i € [¢ — 1] we set:

Fi(Zl,...7Zg)E Z |D(Zl,...,Zi,Ul,...,Ui)-F()(’Uh...,’Ui,ZiJrl,...,Zg) .

Similarly, let £} be the polynomial:

Fy(z) = Z ID(z,v) - Fo(v) .

ve{0,1}¢

Since F(v) = 0 for every v € {0,1}" we have that F, = 0 and in particular, A, = [Fy(c)]
For every i € [¢] we have that:

Pp*

|Di’0(Z) . Fi’o(z) + |Di’1(Z) . Z Fi’j(Z)
J€[0,3)
Z IDi,b(Z) . Fi71<zla cees 21, ba Zitly--ns ZZ)
be{0,1}

F;-1.
Therefore, by the weak completeness of the zero-test (Definition the verifier’s zero-test passes:

Bio-Qio+Bi1- Z Qij=Aif1-e

j€[0,8] pp

Soundness. Fix any € N, message m = (my, ..., my) € {0,1}" such that ¢ € [¢] and adversary Adv. Let the
verifier’s input in the soundness experiment include the key vk, ciphertext e and proof Il where:

vk = (PP7 (DCuvks, Bijo, Bit) e ,6’17Ae+1) , = (Aini = (Qij)jep0.5 ,DC-Hz‘)iem

By construction, for i € [¢]:

Dec(sk, Bi o) = (1 —m;) Dec(sk, B; 1) = (m;)

Let v < Dec(sk, e), and for every ¢ € [¢] and j € [0, J] let:
a; < Dec(sk, A;) , Bij; < Dec(sk, Qi ;) ,

Dec(sk, e1) = (1)

pp pp pp -

and let oy 1 = Dec(sk, Ar11) = (0)
If the verifier SC.V accepts then:

PP’
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¢ ¢ = A and therefore v = a;j.

* For every i € [¢{], DC.V(DC.vk;, A;, Q;, DC.IL;) accepts. Therefore, by the soundness of the decomposition
protocol (Definition [7.1):
- Z Bisg - (migp -
3€[0,9)

* For every i € [{] the following zero-test passes:

Bio-Qio+ B - Z Qij=Ait1-e
j€[0,8] op
Therefore, by the soundness of the zero-test (Definition for every i € [{]:

Qi1 = <1 > /BZO + ml Z /Bl,j 57,0 + mz Z ﬁz,] .

j€[0,3] J€l]
Since m € {0,1}":

Qi1 = ﬁz 0+ mz Z 61,] = Z 61’,]’ : <mz>f)p =04 .
j€ld] 7€10,6]
Therefore, v = a3 = a1 = <0>pp as required.

A-Unambiguity. Fix any poly(A)-size adversary Adv, x € N and message m € F* such that £ < ¢ and let Exp
denote the unambiguity experiment:

pp « ParamGen(k)
(sk, ¢) <= Enc[m]

(Pk = (07 (DCPki)ie[g]) , vk = (PP» (DC.vks, Bi o, Bi,1)ie[¢] ,61,A£+1>> + SC.S(pp, ¢)
(e,H - (Ai’ Qi = (Qi’j)je[ofg] ’ DC'Hi)ie[e] . (A;’ Qi = (Q;’j)jE[O,S] ’H2>z‘€[e]> £ Adv(pk,vk)

Let AC be the event that SC.V (vk, e, IT) and SC.V (vk, e, IT') both accept. We need to show that:

EIF“) [AC A TI # 1T'] < negl(A(k)) .

Let Exp, be the experiment that is defined just like Exp except that we sample m < F*. We can emulate Exp,
given c as input. Therefore, by semantic security (Definition [6.5) it is sufficient to prove that:

EPr [AC A TI # IT'] < negl(A(k)) . (20)
XP1

If AC occurs then:
¢ e= A1 = A/1

* For every i € [¢], DC.V(DC.vk;, A;, Q;, DC.IL;) and DC.V(DC.vk;, A5, Q},II}) both accept. Also, we can
emulate Exp,; given (DC.pk;, DC.vk;) and ¢ as input. Therefore, by the unambiguity of the decomposition
protocol (Definition [7.1):

PrAC A Aj=A] = (QiIL) = (Q)TI))] > 1 - negl(A(x)) .
XP1

63



* Forevery i € [¢ — 1] the following zero-tests pass:

Bio-Qio+ Bia - Z Qij = Ait1- € ;| Bio- Qo+ Bix- Z Qi;=A el

7€[0,3] j€[0,8)

pp PP

By construction Dec(sk, e1) # (0),,, and thus, by the soundness of the zero-test (Definition :

EPr [AC A Q; = Q] — Dec(sk, A;41) = Dec(sk, Aj )] =1 .
XP1

We have that DC.V(DC.vk; 11, Ajy1,Qiy1, DC.IL;1 1) and DC.V(DCuvk; i1, Aj 1, Q; 1,11, ) both accept.
Therefore, A;;1, Aj,; € Valid. Also, we can emulate Exp, given c as input. Therefore, by the unambiguity of
ciphertexts (Definition[6.6):

ly(6- ¢
Dr [AC A Dec(sk,A;1) = Dec(sk, A} 1) — A1 =Aj,] >1— W )
XP1

Since § = 2, ¢ = 3log M < poly(A) and A = |F|°(V):

Pr [AC A Dec(sk, A;41) = Dec(sk, A1) — A1 = Al 4] >1—negl(A(x)) .

Exp,

Since £ = A°(Y), Equation follows.

8 Quasi-argument

This section describes the unambiguous quasi-argument. We define quasi-arguments in Section Our construction
is given in Section|[8.2|and the analysis is given in Section ??. Parts of this section are taken verbatim from [KPY19].

8.1 Definition

Given an M -variate 3CNF formula and a locality parameter K < M, the quasi-argument setup algorithm generates
prover and verifier keys. The honest prover is given an assignment o satisfying the formula that includes an assignment
x for the formula’s input variables. It produces a proof that can be checked using x. Quasi-arguments satisfy a relaxed
notion of soundness called non-signaling extraction. Loosely speaking, we consider an adaptive adversary acting as
the prover that given honestly generated keys, produces an input x for ¢ together with a proof. We require that there
exists a non-signaling extractor E that takes as input the formula ¢ along with a subset S of ¢’s variables of size at
most K and samples an input x together with a partial assignment for the variables in S.

We make the following requirements of the extractor E. First, we require that for every formula ¢ and set S,
whenever E samples x # L, the partial assignment sampled by E is consistent with = and it satisfies all of ¢’s clauses
that are over the variables in S. Second, the output distribution of E must satisfy the non-signaling requirement. Finally,
for every formula ¢ and set S, E must produce partial assignments for a distribution of inputs x that is indistinguishable
from the distribution sampled by the adversary when its corresponding proof is accepting. More formally, we consider
an experiment where the adversary produces an input x together with a proof, and if the proof is rejecting then we
replace x with L. We require that this distribution of z is indistinguishable from = sampled by E.

Formally, for security parameter x € N, the quasi-argument is parameterized by a formula size bound M = M ()
on the number of variables in the 3CNF formula and by the number of input variables n = n(x). The quasi-argument
consists of algorithms (QA.S, QA.P, QA.V) with the following syntax.

Setup: The probabilistic setup algorithm QA.S takes as input a security parameter #, an M-variate 3CNF formula ¢
such that M < M and a locality parameter K < M. It outputs a prover key pk and a verifier key vk.
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Prover: The deterministic prover algorithm QA.P takes as input a prover key pk and an assignment o : [M] — {0, 1}.
It outputs a proof II.

Verifier: The deterministic verifier algorithm QA.V takes as input a verifier key vk, an input x € {0,1}" and a proof
II. Tt outputs a bit indicating if it accepts or rejects.

We rely on the following notion of locally satisfying assignments. In what follows, we denote the M variables of
the formula ¢ by z1, . .., zps and assume, without loss of generality, that for ¢ € [n], the ’th input variable is z;.

Definition 8.1 (Locally Satisfying Assignment). For an M -variate 3CNF formula ¢ and a set S C [M] we say that a
partial assignment o : S — {0, 1} locally satisfies o if every clause in  that only contains variables in S is satisfied
by 0. We denote by (o) the bit indicating whether or not o locally satisfies .

Next we define the notion of a non-signaling extractor used in the definition of a quasi-argument.

Definition 8.2 (A-Non-signaling Extractor). A A-non-signaling extractor E with formula size bound M, input length
n and locality K satisfies the following requirements:

A-Local consistency: There exists a negligible function p such that for every k € N, M-variate formula ¢ such that
M < M and set S C [M] of size at most K :

Pr {x:L V

[n]: o(i) = Al
(2,0)E(¢,8) } > 1—p(A(k)) -

A-Non-signaling: For every poly(A)-size distinguisher D there exists a negligible function y such that for every
k € N, M-variate formula ¢ such that M < M and sets S C S C [M] of size at most K :

D, o(S) = 1] - D(a,o") = 1]\ < u(A(R) .

Pr Pr
(z,0)«E(p,S) (z,0")«+E(¢,S")

Definition 8.3 (Quasi-argument). A A-secure quasi-argument (QA.S, QA.P, QA.V) with formula size bound M and
input length n satisfies the following requirements:

Completeness. For every k € N, M-variate 3CNF formula o such that M < M locality parameter K < M and
assignment o : [M] — {0, 1} satisfying p:

(pk,vk) < QA.S(k, ¢, K)
Pr |QAV(vk,z,II) =1 | x+ o([n]) =1.
II <+ QA.P(pk, o)

Efficiency. In the completeness experiment above:

e The setup algorithm runs in time poly (r, M).
e The prover runs in polynomial time and it outputs a proof II of length K - poly(k, log M).
e The verifier runs in time (K + n) - poly(r,log M).
A-Non-signaling extraction. For every function K there exists a PPT oracle machine E such that for every poly(A)-
size adversary Adv:
o E makes a single oracle query to Adv.
e EAY s a A-non-signaling extractor with formula size bound M, input length n and locality K.
e For every poly(A)-size distinguisher D there exists a negligible function i such that for every . € N and
M -variate formula  such that K < M < M:

(pk, vk) + QA.S(k, p, K)
Pr [D(z) =1 (z,II) + Adv(pk,vk) - Pr [D(z) = 1]| < u(A(k)) .
if QAN (vk,z,IT) =0 : set z = L (@) B (0,0)
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Below we define the notion of an unambiguous quasi-argument. Since in general, a formula p may have multiple
satisfying assignments, we cannot hope to construct a quasi-argument that has completeness, for every ¢ and satisfying
assignment o, and also has unambiguous proofs. The unambiguity property of our quasi-argument states that if a
prover outputs two different accepting proofs, then there exist two non-signaling local extractors that output different
assignments for some variable of ¢.

Definition 8.4 (A-Unambiguity). A quasi-argument (QA.S, QA.P, QA.V) with formula size bound M and input
length n is A-unambiguous if for every function K there exist a pair of PPT oracle machines E1, E5 such that for every
poly(A)-size adversary Adv:

e £, and E; make a single oracle query to Adv.

o E1Y and E5Y are A-non-signaling extractors with formula size bound M, input length n and locality K.

e There exists a negligible function y such that for every x € N, M-variate formula o such that K < M < M
and sets Sy, ..., Sp such that |S;| < K and () Si = [M]:

QAV(vk,z,II) =1
Pr | QAV(vk,z,II') =1
I #I

(pk,vk) < QA.S(k, p, K)
(x, II,T1") <= Adv(pk, vk)

T Pr[ T =23 # L ‘Vje 2): (25.07) — EN(0. 8, )| + p(AG))
i€[B] " o1 7& 72

8.2 Construction

We construct a quasi-argument (QA.S, QA.P, QA.V) with formula size bound M and input length n. We start by
introducing notation.
The construction uses a zero-testable homomorphic encryption scheme:

(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

with degree bound § = 2, message length bound ¢ = 3log M and field F = F,. (Definition [6.14). We also use the
multilinearity protocol (ML.S, ML.P, ML.V) with message length bound ¢ and locality K = M 4 ¢+ 3 (Definition|7.9)
and the sum-check protocol (SC.S,SC.P,SC.V) with degree bound § and message length bound ¢ (Definition [7.13).
We use the notation introduced in Sections[6.1]and [7.1

The input formula. In our quasi-argument, the 3CNF formula ¢ has n input variables and M variables in total.
The honest prover is given an assignment o that satisfies ¢ and is consistent with some input z € {0,1}" given to
the verifier. It produces a proof II. To check the consistency of x and II we define an a 3CNF formula I,.. For every
i € [n]and b € {0,1} let I;, be the clause I; ,(z;) = (2 =b V 2; =b V z =) and for any z € {0,1}" let
I, =\, en] I; ;. We assume without loss of generality that ¢ does not contain any clauses of the form I; ;. Note that
for every set S and partial assignment o : S — {0, 1}, if I,,(¢) = 1 then o (i) = x; for every i € SN [n].

Formula arithmetization. We represent 3CNF formulas as multilinear polynomials. Let ¢ be an M -variate 3CNF
formula over the variables z1, . . ., z);. We identify the variables’ indices with strings in {0, l}e for ¢ = log M.

Definition 8.5. A multilinear polynomial ¢ : F3+3 — T is an arithmetization of the 3CNF formula o if the following
holds: for every triplet of indices v1,va,vs € {0, 1}5 and bits by, ba, bs € {0,1}, $(v1,Va, Vs, b1, ba, bs) outputs 1 if
@ contains the clause (zy, = b1 V 2y, = by V zy, = b3) and 0 otherwise.

Let ¢, I Wby I « denote the arithmetizations of the formulas ¢, I; 3, I, respectively. Observe that fm = Zl €n] I i

Since ¢ and I, do not have any clauses in common, ¢ + I « 18 an arithmetization of the formula ¢ A I,,.

Next we describe the quasi-argument algorithms (QA.S, QA.P, QA.V).
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The setup algorithm QA.S. The setup algorithm is given as input:
* A security parameter k.
* An M-variate 3CNF formula ¢ such that M < M.
* A locality parameter K < M.
It proceeds as follows:
e Let{ =logM and K' = K + /.
* Set pp < ParamGen(k).
« Forevery k € [K’] sample sk, < KeyGen(pp), rj, < {0,1}"** and set cj, < Enc(sky, 0%, r},).
+ Sample sk < KeyGen(pp). For every j € [3] sample #; + {0, 1} and set ¢; < Enc(sk, 0%, #).
* Set & + Enc(sk, 0%, (¥ | T2 | ¥3))
* For j € [3] set (ML.pk;, ML.vk;) <= ML.S(pp, (c1, .., CcK’,Ej))-
* Set (SC.pk, SC.vk) « SC.S(pp, ¢).
* Seteg < [ﬁ(é)]pp and e; [T(é)]pp
« Forevery b € {0,1}° set Ay, « [¢(¢, b)],,-
* Foreveryb € {0,1}",i € [n] and b € {0, 1} set By {fi,b(é, b)} .

* Output the prover key and verifier key:
pk = (go, PP, (ML'pkj)je[:s] ,SC.pk,é) ,
vk = (Pp, (ML.Vk)je[:s] ,SC.Vk, €0, €1, (Ab)be{0,1}3 ; (Bb”vb)bG{O,l}B,vie[n],be{0,1})

The prover algorithm QA.P. The prover algorithm is given as input:

* A prover key pk = (gp, PP, (ML'pkj)jeB] ,SC.pk,E).
* Anassignment o : [M] — {0, 1} satisfying ¢ .
It proceeds as follows:

¢ Let ID(z, v) be the multilinear polynomial extending the Boolean equality function:

ID(21,. -5 20,01, - ,0p) i= H (zj - vj+ (1 —2z)(1—wvy)) .
Jel]

+ Let ¥ : F¥ — T be the multilinear extension of the assignment o

X(z) := Z ID(z,v)-o(v) .

ve{0,1}*
« Forevery b = (b, by, bs) € {0,1}" and non-empty subset .J C [3] let ¥, s : F3¢ — I be the polynomial:

Yb,7(21,22,23) = H (3(z;) —bj) -
jeg
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* Let z = o([n]) and for every b € {0,1}” let Py, : F3 — F be the polynomial:
Po(2) = (¢ + 1)(2,b) - T 3 (2) -

* For j € [3] set (C;, ML.IL;) +~ ML.P(ML.pk;, ¥).

« Forevery b € {0,1}* set (Dp, SC.II},) < SC.P(SC.pk, Py).

« Forevery b € {0,1}” and J C [3] set Ep_; + [2b,s(0)],p-

* Output the proof:
I = ((Cja MLIL) ;e3> (Db, SCIlb )pe 0,133 (Eb,J)be{o,1}3,Jg3])

The verifier algorithm QA.V. The verifier algorithm is given as input:

* A verifier key:
vk = (pp7 (I\/IL.vkj)je[B] ,SC.vk, eg, €1, (Ab)be{0,1}3 , (Bbyivb)be{o,l}:s,ie[n],bG{O,l})

e Aninputz € {0,1}".
* A proof:
= ((cj = (Cj1r 2 Cirer, C5) S MLIL) ot (D, ST e 0.1 (Eb,J)be{O}l}s’JgB])
It proceeds as follows:
* Forevery k € [K'] test that Cy , = Ca, = C3
* Fork € [K'],b e {0,1}* and J C [3] test that Cik, Dy, Ep,y € Valid (see Deﬁnition.
* Forevery j € [3] test that ML.V(ML.vk;, C;, ML.II;) accepts.

* Forevery b € {0, 1}3 test that SC.V(SC.vk, Dy, SC.II,) accepts.
« Forevery b = (b1, by, bs) € {0,1}° and j € [3] test that:

I:(Ebv{]} + 6bj) te1 = é] : 61} pp

« For every b € {0, 1}* and pair of non-empty disjoint subsets .J, J' C [3] test that:

[Eb,7 - Eb,5 = En jgug '61]pp .

« Forevery b € {0,1} test that:

Dy -e1 = | Ap + Z Buyiw, | - Eb,[3]

i€[n] pp

* Output 1 if all tests pass. Otherwise output 0.
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8.3 Analysis

In this section we prove the following theorem:

Theorem 8.6. For any A(k), M (x) and n(r) such thatn < M < poly(A) and A = |F|°), if there exists a A-secure
zero-testable homomorphic encryption scheme (Definition[6.14):

(ParamGen, KeyGen, Enc, MEnc, Eval, Dec, ZT, Extend, Restrict, RandExtend, Rerand)

for degree bound 6 = 2 and message length bound { = 3log M, then the quasi-argument (QA.S, QA.P, QA.V) given

in Sectlonls a A-secure A-unambiguous quasi-argument (Deﬁnmonsmand .) with formula size bound M and
input length n.

8.3.1 Completeness.

Fix any x € N, M-variate 3CNF formula ¢ such that 2¢ = M < M, locality parameter X' < M and assignment
o : [M] — {0, 1} satisfying . We need to prove that:

(pk,vk) <= QA.S(k, ¢, K)
Pr |QAV(vk,z,II) =1 | x <+ o([n]) =1
I + QA.P(pk, 0)

where:
vk = (PP, ML.vK, (SCVK), cig) s 0,1, (Ab)pe oy (Boit)peto )t icimveion) -
= ((Cj = (Cj1s-- Cixr, Cj) ML) o+ (Db, SCIIb e 0,171 (Eb,J)be{o,1}3,Jg[3])
and:
er = [b(0)] be{0,1} ,
Ab = [A(Eﬂ b)]pp : b e {07 1}3
Boiy=[Lu@b)] : be{o1}iemlbe{o1}
pp
By = [Ep,s(0)],, be{0,1}",7C 3 .

We show that every test in QA.V passes.
* Since ¥ is a multilinear polynomial, by the completeness of the multilinearity protocol (Definition [7.9), for
every j € [3], ML.V(ML.vk;, C;, ML.II;) accepts and for every k € [K']:
Cik =2y » C5=1[2E)],, -
In particular C j, = Cy , = C3 1, and C ; € Valid.

« Since the assignment o satisfies  and 2 = o([n]), the assignment o also satisfies ¢ A I,.. Since ¢ + I, is an
arithmetization of ¢ A I, we have that for every b € {0,1}* and z = (21, 22, z3) € {0, 1}*":

Py(z) = (¢ + 1.)(2,b) - Sy p3(2) = (¢ + L) (z.b) - [] (E(z)) — b)) =

JE[3]

Therefore, by the correctness of the sum-check protocol (Definition [7.13), SC.V(SC.vk, Dy,, SC.II},) accepts
and:

Dy, = [P(8)],,

69



* By the stability of evaluation (Definition , for every b = (by, by, b3) € {0,1} and j € [3):
By iy = [Zo30)],, = [2(&) = bj],, » e=[00)],,=[0)], . e=[10)],=I[1)], -
Therefore, by the weak completeness of the zero-test (Definition the following zero-test passes:

I:(Eba{J} + ebj) Te1 = é] : 61} pp

* Forevery b € {0, 1}3 and pair of non-empty disjoint subsets J, J' C [3], ¥p, ; - Xp, ;v = Xp,jugr. Therefore,
by the weak completeness of the zero-test (Definition the following zero-test passes:

[Eb,s - Eb,;» = Ev juyr - 61]pp .
* Forevery b € {0, 1}3 we have that:

Py(z) = (¢ + L,)(z,b) - Yp,3(2) = (& + Z —fj,mj)(zab) Y, [3)(2) -

j€ln]

Therefore, by the weak completeness of the zero-test (Definition the following zero-test passes:

Dy -e1= | Ap + Z By je; | - B3

J€[n] op

8.3.2 Non-signaling extraction.

For every function K (k) we construct a PPT oracle machine E. E is given as input an M -variate formula ¢ such that

M < MandasetS C [M] = {0, 1}6 of size at most K. It is also given oracle access to an adversary Adv. E proceeds
as follows:

* Setvy,...,V|g| to be the elements of S in an arbitrary order and set v|g|41,- .., VK’ = 0°.
e Setuy,...,uk to be arandom reordering of vy,...,Vgr.

* Emulate the setup algorithm QA.S(k, ¢, K) to sample keys (pk,vk) except that instead of setting c; <«
EnC(Skk, OZ, I‘k), set ¢ < Enc(skk, uy, I'k).

* Set (z,II) < Adv(pk, vk) where:
= ((cj = (Cj1r 2 Cirer, C5) MLIL) ot (D, SCT e 0.1, (Eb}J)be{O}l}s’JgB])

o If QA.V(vk, z, II) rejects then set « = L and set o(v) = 0 for every v € S.

* If QA.V(vk, z, IT) accepts then for k € [K'] such that uy, € S, if Dec(sk;, C1,x) = (b),, for some b € {0,1},
set o(uy) = b. Otherwise set o(uy) = 0.

* Output (z,0).

Fix any poly(A)-size adversary Adv. We show that EAYY is indeed a A-non-signaling extractor (Deﬁnition and
that for every poly(A)-size distinguisher D there exists a negligible function p such that for every x € N and M -variate
formula ¢ such that K < M < M:

(pk,vk) + QA.S(k, p, K)
Pr |D(z)=1| (z,II) + Adv(pk,vk) -

- Pr [D(x) =1]| < p(Ak) . 2D
if QAV(vk,z,IT) =0 :setx = L | (@D)<E @D

Since E given S = () sets ¢; < Enc(sk;, 0%, r;) for very i € [K’] the distribution of (pk, vk) in both experiments in
Equation isidentical. Since in both experiment we set (x, IT) <— Adv(pk, vk) and then set z = L if QA.V(vk, z, IT)
rejects, Equation follows. Next we show that EAY satisfies the local consistency and non-signaling requirements
(Definition [8.2).
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Local consistency. Assume towards contradiction that there exists a polynomial p such that for infinitely many
k € N, there exists an M-variate formula ¢ such that M < M and a set S C [M] of size at most K such that:

x#£ L 1
Pr > .
(@,0)—EM(0,S) { (N Iz)(0) =0 ] ~ p(A(k))
It follows that there exists v1, Vo, V3 € S such that:

x# 1 __
(m,a)jé/{dv(ga.,s) { (e A1) (o({¥1,V2,V3})) =0 ] =S TE p(A(r))

Let Exp; be the experiment that emulates EA% (¢, S) except that instead of setting Cj < Enc(s~k, 0°, I';j) we set:
¢ = Restrict(é,[¢ +1,3¢]) , &2 = Restrict(¢,[{]U[2¢+1,3¢]) , & = Restrict(¢, [24]) .

By the correctness of restriction (Definition [6.10):

£ L 1
EPX);; |: ((p/\Iz)(U({{’h‘NI??{’S})) =0 :| = M3 p(A(K)) .

Let Exp, be the experiment that is defined just like Exp; except thatinstead of setting & <— Enc(sk, 03, (¥ | T2 | ¥3))
we set ¢ < Enc(sk, (V1 | Vo | V3),(F1 | T2 | F'3)). We can emulate Exp, given ¢ as input. Therefore, by semantic
security (Definition[6.5):

z ?é _L “““‘;E“““* — ne K
o { (6 A L) (0({¥1,92,95))) = 0 ] 2B () AR
Since M < M < poly(A):
. { x#£ L ] S Q(1)
Expy | (P A L) (0({V1,V2,V3})) =0 | = M3 . p(A(k))

Let Exp; be the experiment that is defined just like Exp; except that instead of setting ¢; by restricting ¢, we set
¢; < Enc(sk, v;,T;). By the correctness of restriction (Definition :

x# L Q(1)
5 { (0 A L) (0 ({91, 92, ¥3})) = 0 ] =M p(A(m)

Let AC be the event that  # 1 and QA.V(vk, x,IT) accepts. Since E sets x = | whenever QA.V(vk, z, IT)

rejects, it follows that:
AC Q(1)
P | (o n 1o (50,051 =0 | > T 9T 22

Expg

In the experiment Exp; let:
pk = ((p, [s]oR (ML.pkj)je[?)] , SC.pk, é)
vk = (PP, (ML.vK) jeg3 - SCVK; o, €15 (Ab)pe 0,133 » (Bb,i,b)be{m}a,ie[n],be{o,1}> ’
IT = ((Cj = (nylv - ~7Cj7K’7C~'j) 7ML'Hj)j€[3} a(Db7SC-Hb)be{0,1}3, (Eb,J)be{O,l}ng[S])

By construction we have that:

Dec(sk, e) = (0) pp be{0,1} ,
Dec(sk, Ap) = ((¥1, V2, ¥3,b)) . be{0,1)
Dec(sk, By ) = <fj,b(vl,vg,og,b)> . be{0,1}%,j€en,be {01} ,

pp
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Let:
ok = Dec(sky, Cjx) : je[3ke[K],

&; = Dec(sk, C;) o Jje3,
&b = Dec(sk, Dp) : be{0,1}" ,
(b.s = Dec(sk, B ;) : be{0,1}*,JC 3 .

For every j € [3], let k; € [K] be the index such that v; = uy;.
The proof of local consistency relies on the following claim.

Claim 8.7. For every j € [3]:
Pr [AC — aji, = &;] > 1 —negl(A(r)) .

Exps
Before proving the claim we use it to prove local consistency. If AC occurs then QA.V(vk, z,II) accepts and,
therefore:
e Forevery k € [K'], ajr = qo ) = a3 k.
* For every j € [3], by Claim[8.7}

EPr [AC = aji, =a;] > 1—negl(A(r)) .
XP3

* For every b € {0, 1}3, SC.V(SC.vk, Dy, SC.IIp) accepts. By the soundness of the sum-check protocol
(Definition [7.13)):

Pr [AC - <0>pp] =1.

Exps
* Forevery b = (by, by, b3) € {0,1}” and j € [3] the following zero-test passes:
[(Bo.5y +ev,) - e1=Cj-en]

By the soundness of the zero-test (Definition [6.8):

Pr {AC S Gy :@j—<bj>pp] -1 .

Exps

pp -’

« Forevery b € {0,1}* and pair of non-empty disjoint subsets .J, J' C [3] the following zero-test passes:

[Eb,7 - Eb,y» = Ev juyr - 61],,,, .

By the soundness of the zero-test (Definition [6.8):
Pr[AC =  (by-Cosr =Cur]=1.

Exps

* Forevery b € {0, 1}3 the following zero-test passes:

Dy -e1= | Ap + Z By jz; | - Eb,3)

J€[n] PP

By the soundness of the zero-test (Definition [6.8):
Efx’r AC — &= <¢(‘71,‘72,‘73,b) + Z fj,xj(‘N’1,\~’27‘737b)> “Cpy3 | =1 -
P j€[n] op
Since I, = 3

jE€[n] Ij@j :

Pr[AC = &= (¢ + L)(¥1,¥2,V3,b))pp G| = 1 -

Expg
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For every b = (by, by, bs) € {0, 1} the above equities imply that:

EPE AC — <O>pp = <(¢+Im)(‘~fla‘~72v‘73vb)>pp' H (aij - <bj>pp) =1.
e jel3

Recall that if a1k, = (b)), then E sets 0(V;) = b;. Therefore:

Pr |AC  — 0= (p+ L)(¥1,92,93,b) - [] (0(¥;) —b;)| =1 .
Exps jel3]

Since ¢ + I, is an arithmetization of ¢ A I (Definition[8.5) it follows that:

Pr [AC —  (oAI)(c({v1,V2,v3}))=1]=1,

Expg
contradicting Equation (22)). It remains to prove Claim[8.7]
Proof of Claim[8.7, Fix any j € [3]. In the experiment Exps let:
Z = (sk = (sky,...,skgr,sk) , ¢ = (c1,.. L CK,G), T = (rl,...,rK/,f‘j))

If AC occurs then QA.V(vk, z, IT) accepts and, therefore, ML.V(ML.vk;, C;, ML.II;) also accepts. Also, recall
that in Exp; we set: .
cr; < Enc(skg;,ug;,rx;) , ¢ < Enc(sk,v;,F;) .

Since uy, = v, we have that for any i* € [£]:
(ukj)i* = (Vj)i* ) (uk’j)ﬂ‘* = (Vj)—i*

We can emulate Exp; given (ML.pk;, ML.vk;) and Z as input. Therefore, by the soundness of the multilinearity
protocol (Definition [7.9):

Pr [AC AN VB, B €F: Ja* € {aj,kj7dj} : <51 (V)i +Bo>pp # a*] < K’ -negl(A(k)) .

Expg

Since K’ < poly(A):

Pr [AC A VBo,p1r €F: o € {ayp,, ;) <,31 (Vi) +5O>pp # a*} < negl(A(k)) .

Expg

The claim follows since:
e, 0 — VB, B €F: ot € {aju,, ;) <51 (Vi) +ﬁo>pp #Fa’ .

O

Non-signaling. Fix any poly(A)-size distinguisher D. We show that for every x € N, M-variate formula ¢ such
that M < M and sets S’ C S C [M] of size at most K:

Pr [D(z,0(S") =1] —

T
(2,0)EA(p,8) (.07 ) EAY (.87

D(z,0") = 11| < negl(A(x) - @3

Let Exp,, be the experiment that is defined just like the execution of EA4' (¢, S’) except that instead of setting o (uy,)
for every uy € S, set o(uy) only for u, € S’. Let E; be the oracle machine that is defined just like Eq except that for
every k € [K] such that uy, € S\ S’instead of setting ¢z, < Enc(skg, uy, ry,) it sets ¢, < Enc(sky, 0°, ry).
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E¢ and E; only differ in the values encrypted in ¢, for k € [K] such that uy, € S\ S’. Also, we can emulate E;
given ¢y, as input. Therefore, by semantic security (Definition[6.5):

Pr [D(z,0)=1]—- Pr [D(z,0)= 1]‘ < IS\ S| - negl(A(k)) .

(z,0)«Eo (z,0)E1

Since |S\ S'| < M < poly(A):

Pr [D(z,0)=1]—- Pr [D(z,0)= 1]’ < negl(A(k)) .

(z,0)Eo (w,0)E1

Observe that the distribution of (pk, vk) generated by Eg is identical to the distribution of (pk, vk) generated by
E(y, S) and, therefore:
[(z,0) | (z,0) < Eo] = [(2,0(8)) | (x,0) < E(¢,8)]

Recall that E(¢, S) sets vy, ..., V|g/| to be the elements of S’ in some arbitrary order and sets v|g/|11,..., VK = 0¢.
Since the ciphertexts ¢y, ..., ¢k in both E(¢,S’) and E; encrypt the same values vy, ..., Vg in a random order, it
follows that the distribution of (pk, vk) generated by E; is identical to the distribution of (pk, vk) generated by E(p, S’)

and, therefore:
[(z,0) | (z,0) < Ei] = [(z,0(8")) | (z,0) < E(,8)]

Equation follows.

8.3.3 Unambiguity.

For every function K (x) we define a pair of PPT oracle machines E;, Es just like the machine E defined in the
non-signaling extraction proof in Section except that:

 E; and E; make an oracle call to Adv and obtain z, IT, IT’ instead of a single proof.

* E; continues just like E using the proof IT and E5 continues using the proof IT'.

« If QA.V(vk, z, IT) accepts then for k € [K’] such that u, € S N {0, 1}", if Dec(sk;, Cik) ¢ {<O>pp ) (1)pp},
instead of setting o(uy) = 0, E; sets o(uy,) as follows:

— If Dec(sk;, C1 ;) = (b),, for some b € {0,1} set o(uy) =1 —b.
~ If Dec(sk;, C} ;) ¢ {<o>pp,<1>pp} set o(uy) = 0.
If Dec(sk;, C ) ¢ {<O>pp , <1>pp}, instead of setting o(uy,) to a the default value 0, E; sets o (uy) as follows:
— If Dec(sk;, C1,k) = (b),, for some b € {0,1} set o(uy) =1 —b.
— 1f Dec(ski, 1 1) ¢ {<o>pp,<1>pp} set o(uy) = 1.

Before proving that E; and E, satisfy the required properties we start by introducing some notation.

The experiment Exp(S). Forany x € N fix an M-variate formula ¢ such that K < M < M. ForasetS C F’ of
size at most K let Exp(S) be the experiment where we execute E{% (¢, S) and E5% (¢, S) with the same randomness
7. We note that:

1. In general, a non-signaling extractor with locality K is only defined on subsets of {0, l}é of size at most K.
The construction of E; and E;, however, supports subsets of IF of size at most K.

2. We assume without loss of generality that Adv is deterministic. Therefore, the two execution are identical up
until they obtain output (z, II, II') from Adv.
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In the experiment Exp(S) let:

pk = (9,pp, (ML.pK;) iy SC.pk, )

= (ppv ML Vk aSC'Vkv €0, €1, (Ab)be{o,l}?’ ) (Bbaivb)be{o,l}a,ie[n],bE{O,l}) )
H: ( C - jl?"'aCj,K’7C~’j) ’MLH])]GB] 7(Db?SC‘Hb)bE{O,l}S"(Eb7J)b€{0,1}3,Jg[3]) 5
= ( glv"‘ jK’ C/) ML‘H;')J‘G[;),] ’(D{)’SCH/b)be{O,l}:‘v(E{),,])b€{0,1}3,J§[3]) )
Let:
oy = Dec(ski, C1x) , «) = Dec(sky,C1 ;) : ke[K],
£, = Dec(sk, Dy,) , & = Dec(sk, D}) : be{o, 1}

(b.s = Dec(sk, By 7) , ¢, =Dec(sk, B}, ;) : be{0,1}°, J c[3 .
For v € Slet k(v) € [K'] denote the index such that u,) = v.

The non-signaling property. The following claim generalizes the non-signaling property (Definition [8.2).

Claim 8.8. For every poly(A)-size distinguisher D there exists a negligible function p such that for every sets
S’ C S C F! of size at most K':

/ /
p— < .
XP(I‘) l:D <(O¢k(v),ak(v)) [ /]) = 1:| — XP(r/) |:D <(o¢k(v),ak(v)) [ ,]) 1” ,u(A(K;))

Proof. Fix any poly(A)-size distinguisher D and sets S’ C S C F* of size at most K.
Let Exp’(S) be the experiment that is defined just like Exp(S) except that for every v € S \ S’, instead of setting
Cr(v) < Enc(skp(v), Uk(v)s Ti(v)) We set Cr(yy < Enc(skp (v, 0¢, T'i(v))- Exp(S) and Exp’(S) only differ in the values

encrypted in ¢y () for v € S\ S’. Also, we can emulate Exp’(S) and decrypt the values (ak(u), a;“(“)>ue[sq given

Ci(v) for v € S\ 8’ as input. Therefore, by semantic security (Definition|6.5):

P D v, O =1- P D v, O =1(| <|S\¥Y]- 1(A .
Exp(rS) |: <(Oék,( ) ak(v))ve[s’]) :| Exp’fS) |: ((Oék,( ) O%(V)>v€[s/]) :H - | \ ‘ neg( (H))
Since [S\ S'| < M < poly(A):

/ /
= — = < .
EXIZ(I‘S) [D ((ak(")’ ak("))ve[s']> 1} EfoS) [D ((ak(")’ ak("))ve[s']> 1} ’ < negl(A(x))

Recall thatin Exp(S’) weset vy, ..., v|g/| tobe the elements of S in some arbitrary order and sets vs/| 11, . . ., ViK' =
0°. Since the ciphertexts ci, ..., cxs in both Exp(S’) and Exp’(S) encrypt the same values v, ..., Vg in a random
order, it follows that:

Qg(v), O ) Exp’(S E(av,a’ ) Exp(S’
{( KW O ) gy | BXP (S) KO %) ) g p(S’)
The claim follows. O

The events AC and EQ. For aset S C [’ of size at most K’ let AC be the event that in the experiment Exp(S),
Adv outputs (z, IT, II') such that both QA.V(vk, z,II) and QA.V(vk,z,II") accept. Since E; outputs 1 = L when
QA.V(vk, z, IT) rejects and E; outputs 2o = L when QA.V(vk, z, II') rejects, it follows that:

Pr [AC & z1 =12z 1] . 24
EXP(S)[ 1= xp # 1] (24)

For v € S let EQ,, be the event that in the experiment Exp(S), a(v) = a;c(v). For S’ C S let EQ(S’) be the event
that EQ,, occurs for every u € S'. For j € [2], let o; denote the assignment generated by E;.
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Claim 8.9. For any set S C F' of size at most K' and v € S {0,1}":

EX};’(rS) [AC A =EQy — o1(v) #o2(v) ] =1 .

Proof. Assume AC and EQ,, occur. We consider the following cases:

o If a(v) = (b),, and o () = (1 = b),,, forb € {0,1} then 01 (v) = band o2(v) =1 —b.
o If agp(v) = (b),, forb € {0, 1} and v () ¢ {(0>pp , <1>pp} then o1 (v) =band o2(v) =1 —b.
. oy ¢ {<o>pp , <1>pp} and of, ) = (b),,, for b € {0,1} then oy (v) = 1 — band o2(v) = b.

* If Qo) Oy {<o>pp , <1>pp} then o1 (v) = 0 and o(v) = 1.

In any case 01 (v) # 02(V). O
The experiment Exp’(S). For a string u € {0,1}=" and a vector t = (t1,...,t;) € £ let [u], denote the string
(| (tuj41,----te)) € F. Foraset S C F<* let [S], denote the set {[u], : u € S}. Foraset S C F<* of size at

most K’ let Exp’(S) be the experiment Exp([S];) for a random t < F*. For u € S let EQ,, be the event that in the
experiment Exp’(S), the event EQ[uj, occurs. For 8" C S let EQ(S’) be the event that in the experiment Exp’(S), the
event EQ([S'],) occurs.

The sets S<, and Q<. Forany x € N fix sets Sq,...,Sp such that |S;| < K and Uie[B] S; = {0, 1}6. We

assume without loss of generality that the sets Sy, . . ., S g are pairwise disjoint. For every v € {0, 1}‘7 let Sy, denote the
unique set S; that contains v. Let S<, denote the set {u : u € S, A u < v} and let S<,, denote the set S<, U {v}.

For every v € {0, l}e we define a set Q< C {0, l}g. Let Qcoe = {OZ} and for every v > 0° we compute Q<
as follows:

* Set Qcv + Qov-1U{v}

« While there exists u € {0,1}<" such that {u0,ul} C Q<+, remove u0 and ul from Q< and add u.
Let Q_oc = () and for every v > 0 let Qy = Q<y_1. The following claim give some useful properties of Q<y:
Claim 8.10. For every v € {0,1}":

* Q[ <t

e For every u < v, Q< contains a prefix of u.

* Qe ={&}

The proof of the unambiguity property relies on the following claims.

Claim 8.11.
Pr  [AC A EQ(Q<y¢) — I =1II'] > 1 — negl(A(r)) .
Exp’(Qcy¢) -
Claim 8.12. For every v € {0,1}':

B (Qu bR o ULv)) [AC A EQ(Q<v) A BQv = EQ(Q<y)] 2 1 —negl(A(x)) -

Claim 8.13. For every v € {0,1}":

LR [AC A EQ(Q<v) — EQ(S<v)] > 1 —negl(A(x)) -
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Before proving the claims we use them to prove that E; and Es satisfy the required properties. Fix any poly(A)-size
adversary Adv. It follows from the analysis in Section that E; and E; are A-non-signaling extractors with formula
size bound M, input length n and locality K (Definition . Note that in the experiment Exp(S), for v € SN {0, 1}8,

if ag(v) ¢ {<0>pp , <1>pp} then E; sets o(v) differently than the extractor E in Section|8.3.2{(and similarly for o )

and E). The proof of the non-signaling extraction property in Section [8.3.2] however, only relies in the fact that if
ak(v) = (b),, forb € {0,1} then o (v) = b.
It remains to show that for every x € N:

(pk,vk) < QA.S(k, ¢, K) ]

(2,11, I1") + Adv(pk, vk)

Pr |AC A TT#£TT
' { 7 Exp/(S)) | 01 # 02

Pr { T=r27 L } +negl(A(k)) . (25)
1€[B]

Observe that in the experiment Exp’(()) the distribution of (pk, vk) is identical to the output distribution of the
setup algorithm QA.S. Therefore:

Pr {AC ATL#£TT EZE‘H”"I)I,TBQ':V(&"P\’/S) } =P [AC A TL£TT] . (26)
By Claim [8.1Tt
Exp,&ll)[Ac AT#T] < EXP%SIZ) [AC A —EQ(Q<1¢)] + negl(A(r)) .
By Claim 8.8}
EXEIE@) [AC A TTAT] < Exp«PéSl@) [AC A —EQ(Q<1¢)] + negl(A(k)) . (27)

By Claim[8.12]for every v € {0, 1}, v > 0¢:

Pr AC A —EQ vl < Pr AC A EQ v) A —EQy
EXP/(Q<VUQSVU{V})[ (QS )] EXPI(Q<VUQSVU{V})[ (Q< ) ]
Pr AC AN —EQ v +Fnegl(A(r)) .
Exp’(Q<VUQ§VU{v})[ (Q<v)] gl(A(k))
By Claim 8.8
Pr AC A =EQ V< Pr AC A EQ v) N —EQy
Exp'(an[ Q< o ! Q<) ]
+ Pr  [AC A -EQ(Q<v)] + negl(A(k)) .
EXP/(Q<V)
Therefore:
Pr [AC A —EQ < Pr AC A EQ(Q<v) A —EQ,] +2° negl(A(k)) . (28
EXp’(lez)[ (lez)] Z EXp’(Q<vU{V})[ Q<) ] Bl(Ax)) - @28)

ve{0,1}¢

By Claim|[8.13/for every v € {0,1}":

Exp/(Sf\,rUQ<v) [AC A EQ(Q<v) — EQ(S<v)] > 1 —mnegl(A(k)) .

By Claim[8.8
Pr [AC A EQ(Q<v) A "EQy — EQ(S<v) A —EQy] > 1 —negl(A(k)) .
Exp’(S<vUQ<v) -
Therefore:
AC A EQ v) A "EQy] < Pr AC N EQ(S<v) A —EQy] + negl(A(k)) .
EXP/(SSVUQ<V)[ (Q< ) ] EXp,(SSVUQ<v)[ ( < ) } g( ( ))
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By Claim 88}

Exp/(lezu{v}) [AC A EQ(Q<v) AN —EQy] < Ex[;E(rSV) [AC A EQ(S<v) A —EQy] + negl(A(k)) . (29)

By Equation (24} and Claim 3.9}

e P/’(rs)[AC ANEQS<) N EQy — zi =z # L NorFog]=1.
Xp v

Since for every i € [B] and v, v’ € S, the events (EQ(S<v) A “EQy) and (EQ(S<v+) A “EQy-) are disjoint:

P AC N EQ(S<yv) AN mEQy] < P = 1 A
2 Exp’(rsi)[ Q(S<v) Qv] Exp/(rsi) [21 =22 # o1 # 03]

Since J;¢ (5 Si = {0, 1}

> Pr [AC A EQ(S<y) A —EQy] < Pr [zy=a0# L1 A o1 #09] . (30)
,Exp’(Sy) ) Exp’(S:)
ve{0,1} i€[B]

Putting together Equations (26)) to (30) we get:

(pk, vk) <= QA.S(k, ¢, K)
(z,I1,I1") + Adv(pk, vk)
< Pr [AC A TT#TT'] + negl(A(k))

Pr[AC A T4 TT

Exp'(Qcq¢)
< Pr [AC A —EQ(Q<y¢)] + negl(A(x))
Exp'(Qy¢) -
< Y Pr [AC A EQ(Q<v) A —EQy] + 2° - negl(A(k))
, Exp(QeyU{v})
ve{0,1}
< > _Pr [AC A EQ(S<y) A ~EQy]+2° - negl(A(x))
VE{O,l}Z xp’ (Sv)
< Pr [z =20 # L A 01 # 09) +2° negl(A(x)) .
ierm) P89

Since 2 = M < M < poly(A), Equation follows. It remains to prove Claims tom

Proof of Claim[811] Let Exp, be the experiment that is define just like Exp’(Q<;¢) except that instead of setting
¢j < Enc(sk, 0, F;) we set:

¢ = Restrict(¢, [0+ 1,3¢]) , & = Restrict(¢,[(JU[2041,3(]) , & = Restrict(¢,[2/]) .
By the correctness of restriction (Definition [6.10) it is sufficient to prove that:
EPr [AC A EQ(Q<ye) — II=1I"] > 1 —negl(A(k)) .
Xpy -

Let Exp,, be the experiment that is defined just like Exp, except that instead of setting & <— Enc(sk, 03¢, (¥, | To | T3))

we sample z1, z2,z3  F* and set ¢ < Enc(sk, (z1 | 22 | z3), (F1 | T2 | T3)). We can emulate Exp, given ¢ as input.
Therefore, by semantic security (Definition b and since M < M < poly(A) it is sufficient to prove that:

EPr [AC A EQ(Q<y¢) — H=1II'] >1—negl(A(r)) .
XPo

By Claim[8.10, Q<q¢ = {£}. Therefore, we need to prove that:
Pr [AC A EQy — I1=1I' > 1 — negl(A(x)) . 31)

Exp,

We rely on the following claim.
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Claim 8.14. For every j € [3]:

Pr [Ac A Cirey = Chey — (CjuMLIL) = (€', MLIT))| > 1 — negl(A(x)) .

Exp, /

Before proving Claim we use it to prove Equation (31). If AC occurs:

. C’k(t),C,’g(t) € Valid. Also, we can emulate the experiment Exp, given cy) as input. Therefore, by the
unambiguity of ciphertexts (Definition [6.6):

K’ - poly(d - £)
!
= > —
552 [Ac A EQy — Ciig CLW} > 1 F
Since § = 2, K’, ¢ = 3log M < poly(A) and A = |F|°():

EPIE [AC N EQy — Cirw) = Ci,k(t)] > 1—negl(A(k)) .
XP2

* Since Cy j, = Ca, = C3 1 and C{)k = Cé’k = C’é’k we have that for every j € [3]:

Cirw) = C{,k(t) = Cir) = Cal',k(t) :

¢ By Claim[3.14}

Pr [Ac A Ciniey = Claey — (CjuMLIL) = (c;,ML.H;)] > 1 — negl(A(k)) .
« Forevery b = (b1, bs, bs) € {0,1}” and j € [3] the following zero-tests pass:

[(Eb’{j} + ebj) e =0 el]pp ’ KE‘/D’{J‘} + ebﬂ') = C’JI ' el}pp

By construction Dec(sk, e) # (0),,, and thus, by the soundness of the zero-test (Definition :

Pr [Ac A Cy=Ch = (o gy :C‘/C)v{j}} =1

Exp,

By, v, B} Gy € Valid. Also, we can emulate Exp, given ¢ as input. Therefore, by the unambiguity of
ciphertexts (Definition [6.6):

poly(é - £)

Pr [Ac A oty = sy = Bt :E,’),{j}} = 1=

Exp,

Since § = 2, £ = 3log M < poly(A) and A = |F|°(V):

Pr AC A Gogiy = sy = Bty = Bhgyy| 21— negl(A(x)) -

« Forevery b € {0, 1}* and pair of non-empty disjoint subsets .J, J' C [3] the following zero-tests pass:
[Eb,y - B,y = Evguy - e1],, -

By construction Dec(sk, e1) # (0),p and thus, by the soundness of the zero-test (Definition :

Elz;‘ [AC AN Eb,J:El/)’J AN Eb)J':El/))J/ — Cb)JUJ/:C]/))JUJ/:I =1.
2
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By gugr, E,’D’ Jugr € Valid. Also, we can emulate Exp, given ¢ as input. Therefore, by the unambiguity of
ciphertexts (Definition [6.6):

oly(6- €
EPpr [AC A Cogus = Co v = Bogur =By jup] =1- 10}|,]E_“|)
XP2

Since § = 2, £ = 3log M < poly(A) and A = |F|°(V):

Pr [AC A Cogur = Chyuy — Eour = By o] =1 —negl(A(x)) .

Exp,

* Forevery b € {0, 1}3 the following zero-tests pass:

Dy -e; = | Ap + Z Buix, | - Eb,[3)

i€[n] pp

By construction Dec(sk, e1) # (0),p and thus, by the soundness of the zero-test (Definition :

Ep[AC/\EbH E]/;,7[3]_>§b:£]l3:|:1-
XP2

€ Valid. Also, we can emulate Exp, given ¢ as input. Therefore, by the unambiguity of ciphertexts
(Deﬁnmonb o
poly(d - £)

Pr {AC A ot = by — Db :Dg} =1-

Exp,

Since § = 2, £ = 3log M < poly(A) and A = |F|°(!)

[AC A €5 = b — Db = D{)} > 1 — negl(A(x)) .

EXP2

« Forevery b € {0,1}*, SC.V(SC.vk, Dy, SC.ITp) and SC.V(SC.vk, Dy, SC.II}) both accepts. We can emulate
Exp, given ¢ as input. Therefore, by the unambiguity of the sum-check protocol (Definition [7.13):

Pr [AC A Dy, = Dy, — SCIIy, = SC.II;,] > 1 — negl(A(k)) .

Exp,

Equation follows. It remains to prove Claim [8.14]

Proof of Claim[8.14] Fix any j € [3]. Let Exps be the experiment that is define just like Exp, except that instead of
setting:
¢; = Restrict(¢,[(j — 1) - U [j- €+ 1,3¢]) ,

we set &; + Enc(sk, z;, ¥;). By the correctness of restriction (Definition|6.10) it is sufficient to prove that:

Pr [Ac A Ciniey = Clhagey — (Cj MLIL) = (C’j7ML.H;-)} > 1 — negl(A(x)) .

Exps

Let Exp, be the experiment that is defined just like Exp except that instead of setting & < Enc(sk, z, (1 | F2 | 3))
we set:
¢ = RandExtend(¢;,[(j — 1) - U [j- €+ 1,3¢]) .

By the correctness of random extension (Definition [6.11) it is sufficient to prove that:

[Ac A Ciney = Chaey — (CjuMLIL) = (C';,MLIT})| > 1 — negl(A(x)) .

EXP4
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We can emulate Exp, given (ML.pk;, ML.vk;) and (c1, . . ., ¢k, ¢;) as input. Therefore, by the by the unambiguity
of the multilinearity protocol (Definition [7.9):

Pr |[AC A Cj,k(t) = C;,k(t) — (Cj, MLH]) = (C/j, MLH;):| Z 1-— K/ . negl(A(m)) . (32)

Exp,

Since K’ < M < poly(A), Equation (32), concluding the proof of the claim.

Proof of Claim[8.12] We rely on the following claim.
Claim 8.15. Foreveryu € {0,1}<%:

Pr AC AN EQuo N EQui — EQul > 1 —negl(A(k)) .
Exp’({u,u0,ul}) [ 0 ! ] & ( ( ))
Before proving Claim [8.15|we use it to prove Claim[8.12]
Fix any v € {0, 1}‘7. By the definition of the set Q< there exists a sequence of sets Qg, ..., Qs such that
Qo = Q<v UV, Qr = Q< and for every i € [¢] there exists u; € F<* such that:

w;0,u,1 € Qi1 , Q; =(Qi—1\ {w0,u;1}) U{u;} .

By Claim , |Q<v| < ¢ and, hence, ¢/ < {. Since ¢ < M < poly(A), it is sufficient to prove that for every
i€0,¢]:

EXP/(g({UQi) [AC A EQ(Qo) — EQ(Qi)] > 1 —i-negl(A(x)) . (33)

We prove Equation by induction on ¢. For ¢ = 0 Equation holds trivially. Assume that Equation holds
fori — 1:

gy [AC A EQQo) = EQQi-1)] 21~ (i 1) - negl(A(x)) -

By Claim[8.8}
) >1_-(5-1)- )
EXPI(QOLFQrHUQi) [AC A EQ(Qo) — EQ(Qi—1)] > 1 —(i—1) - negl(A(k))
By Claim[8.T5]and Claim 88}
Pr [AC A EQu,0 N EQu;1 — EQu,] > 1 —negl(A(k)) .

Exp’ (QoUQ:i-1UQ;)
Since u;0,u;1 € Q;—1 and Q; € Q;—1 U {w;}:

b (@t gy AC A EQ(Qo) = EQ(Qi-1) — EQ(Q)] 21~ i negl(A(x)) -

Equation follows by Claim [8.8]concluding the proof of the claim.
Proof of Claim[8.15] Leti = |u0|. We have that:
(u); =ti , ([w0ly); =0 , ([ully),=1 , ([uf)_; = (0]y)_;, = ((ul]y)_; -
In the experiment Exp’({u, u0, ul}) let:
Z = (sk = (skq,...,skgr k), ¢ = (c1,...,cxr,¢1) , r=(r1,... ,rK/,f'j))
Also, let By, 81, B}, B1 € F be the unique values such that:

(B1-0+Bo)pp = h(uoy,) » (B1-1+ Bo)pp = Qk(fur,) »
(P10 Bodpp = Aol (B1 14 Bodpp = Ohu,) -
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When AC occurs ML.V(ML.vky, Cy, ML.IT) and ML.V(ML.vky, C{, ML.IT") both accept. Also, we can emulate
Exp’({u, u0, ul}) given (ML.pk;, ML.vk;) and Z as input. Therefore, by the soundness of the multilinearity protocol
(Definition [7.9):

t’L = u !
AC — b Dol — Okl } >1— K negl(A(x)) .

Pr
Exp’ ({u,u0,ul}) |: <ﬁi -t + 6(/)>pp = a;e([u]t) -
Since K’ < poly(A):

(B1-ti + Bo)yp = Ak(lu),) ]
Pr AC — PP t >1—negl(A(r)) .
Exp’ ({u,u0,ul}) [ (B1-ti + 56>pp = a;e([u]t) B sl(A ()
When EQ,o and EQy; both occur, we have that (8y, 31) = (5}, 81) and, therefore:

Pr [AC A EQuo A EQui — B1-ti+80 =01 -ti+ 8y — EQu] >1—negl(A(r)) .
Exp’ ({u,u0,ul})

Proof of Claim We rely on the following claim.
Claim 8.16. For every u € {0,1}" and prefix w of u:

Pr  [AC A EQw — EQu] >1—negl(A(k)) .
Exp’ ({u,w})

Before proving Claim|8.16 we use it to prove Claim By Claim[8.10|for every u € S<y,, the set Q< contains
a prefix w of u. By Claim|8.16]and Claim [8.8}

r AC A EQy, — EQu] > 1 —negl(A(k)) .
eorsT sy AC A EQu = EQU l(A(x))

Since [S<y| < M < poly(A) the claim follows.

Proof of Claim[8.16] We prove the claim by induction on the length ¢ of the prefix w. If i = ¢ we have that w = u
and the claim holds trivially. Assume that the claim holds for the length ¢ prefix w of u:

. l(I?r . [AC A EQw — EQu] =1 —negl(A(k)) . (34)
xp’ ({u,w

We show that the claim holds also for the prefix w’ of length ¢ — 1. Let w be the prefix w with its last bit flipped.
We have that:

(W) =ti » (W), =w , (W), =1-w , (W) ;= (Wl)_,=(Wl)_, -
In the experiment Exp’ ({w’, w, w}) let:
Z = (sk = (Skl,...,SkK/,SNk) ,c=(c1y...,Ccx,C1), T = (rl,...,rK/,fj))
Also, let 8y, 1, 8, 31 € F be the unique values such that:

(B1-ui + 50>pp = Qk(lwl,) > (Br- (1 —uy) + Bo>pp = Qk(lw],) »
(B i+ B0)pp = A(wi,y > B (1= W) +B0) 5y = Wi, -
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When AC occurs ML.V(ML.vky, Cy, ML.IT) and ML.V(ML.vky, C{, ML.IT") both accept. Also, we can emulate
Exp’({w', w,w}) given (ML.pk;, ML.vk;) and Z as input. Therefore, by the soundness of the multilinearity protocol
(Definition[7.9):

Exp’ ({W' ,W,W})

t?, - w/
Pr {AC L, (Bt Bolg, = ) } >1- K negl(A(x)) .

(B1-ti 4+ B0)pp = Uwrr,) |
Since K’ < poly(A):

(Br-ti+ Bo)pp = Qk(iw,)

Pr AC — > 1 —negl(A(r)) .
Exp’ ({w’,w,w}) { (B1 -t + 56>pp = O‘%([w/]t) ] B gl(A(x)

When EQy,- occurs, Qk(fw'],) = az([w,]t). Therefore:

{AC A EQuw — (B1-ti+ Bo),, = (B1 - ti + ﬁ6>pp} > 1—negl(A(k)) .

Pr
Exp’ ({w’,w,w})

When —EQy, occurs, a(jw,) # a?c([w] ) and, therefore, (5o, 81) # (B0, 81)- In this case, let ¢ € F be the unique
element such that 81 - t + 89 = 1 - t + (. We, therefore, have that:

[AC A EQuwr AN EQy — t; =1¢] > 1 —negl(A(k)) .

Exp’({w’,w,w})
It follows that:

Pr [AC A EQuw 4 EQu] < Pr [FEQw A t; =] + negl(A(k)) .

Exp’ ({w’,w,w}) Exp’ ({w’,w,w})

Given t; and the encoding elements o ((wl,), Ak ([w],)s a;c([w] ) a;([w] ) we can efficiently test whether or not
t t t t
t; = t using the fact that the encoding is additively homomorphic. Therefore, by Claim 8.8}

Pr AC A EQ —-EQyu| < Pr -EQw A t; = t] + negl(A(k)) .
Exp/({wuwn[ 7 ] Exp’({w,W}>[ v ] gl(A(x))

Since the experiment Exp’({w, w}) is completely independent of t; we have that:

1
Pr AC A EQy EQu| < — + negl(A(k)) .
LB # EQu] < 17 + nel(A(x)

Since A = |F|°(1):
Pr [AC A EQw — EQu] > 1 —negl(A(k)) .
Exp! ({w’,w})
By the inductive hypothesis (Equation (34)) and Claim [88}

e P ) [AC A EQur = AC A EQu = EQu) > 1~ negl(A(r) -
xp’ ({u,w’,w

The claim follows by Claim [8.8]

9 Updatable Unambiguous Delegation

In this section we construct an updatable unambiguous delegation scheme.
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9.1 Construction

Fix an input length n = n(x) and a Turing machine M that runs in time T = T'(n) and space S = S(n) > n.
Recall that ™ consists of tuples (cf, cf’, #) such that M transitions from cf to cf’ in exactly # steps, and UM C UM
consists of such tuples where the input tapes in cf, cf’ are of length n. Let M = M (k) be a size bound that is specified
below, and let / = log M. Let (QA.S, QA.P, QA.V) be a quasi-argument with formula size bound M and input length
N = 25 (Definition[3.3).

High-level structure. The delegation scheme for 2/ is based on recursive proof composition. The recursion has
d = log,, T'(n) levels, and the proof in each level is composed of B = n proofs in the level below. For ¢ € [0, d], in the
i’th level of the recursion we invoke the quasi-argument setup algorithm on a formula ¢, with locality parameter K;
and obtain the verification key vk;. Let M; denote the number of variables in ¢; and let ¢; = log M;. Next we define
the formula ¢; and specify K;. For each ¢ > 0, the formula ¢; is defined using the previous level’s verification key
Vki, 1-

The base formula . Let o be a 3CNF formula that checks a single computation step of the Turing machine M
on inputs of length n. The formula g has My = poly(S) variables describing:

* Aninput z of length N.

A witness w of length poly(S).
We require that ¢ satisfies the following properties:

« For every input z = (cf, cf’) € {0,1}" there exists w such that @y (z, w) = 1 if and only if (cf,cf’, 1) € UM.
Given  we can compute w in time poly(.9).

* For every z there exists at most one w such that g (x, w) = 1.

Since M is deterministic machine with space .S, there exists such a formula y. We set Ky = M.

The quasi-argument verification formula. To define the formula ; for i € [d], we use the formula ¢®* that
verifies a single quasi-argument proof form level ¢ — 1. For security parameter x € N, let vk,_; and K;_; be the
verification key and locality parameter of the quasi-argument in level ¢ — 1. The formula @?A has (K;_1+N)-poly(k, E)
variables describing:

* An input z of length N.
* A quasi-argument proof IT of length K;_; - poly(x;, £).
* A witness w of length (K;_; + N) - poly(x, £).
We require that @?A satisfies the following properties:
* Forevery (x = (cf, cf’), II) there is a witness w such that @?A(az, IT,w) = 1 if and only if:
QA.V(vk;_1, (cf,cf'),TI) =1 .

Given (z, II) we can compute w in time (K,;_1 + N) - poly(k, £).
« For every (z, IT) there exists at most one w such that o (2, IT, w) = 1.

Since QA.V is a deterministic algorithm running it time (K;_; + N) - poly(x, £), there exists such a formula @?A.
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The batch verification formula. For i € [d] the formula ¢, verifies B successive quasi-argument proofs form
level © — 1. For security parameter x € N the formula ¢; has M; variables:

M;=B-(K;—1+ N)-poly(s,£) ,
describing:
* Aninput z = (cfo,cfp) of length N.
* Forevery j € [B — 1], a configuration cf,; of length S.
» Forevery j € [B], a quasi-argument proof IT; of length K;_; - poly(k, £).
« Forevery j € [B], a witness w; of length (K;_; + N) - poly(k, £).
The formula ¢; is given by:
@i (Cfm (ijvﬂjij)je[go = N\ o ((cfjmrscf)), 1L ;)
jelB]

We set K; = (K;_; + N) - poly(x, £) to be the number of variables in the formula @?A. Therefore, we have that
M; < B-K;.

Setting the formula size bound M. We need to set M such that M; < M for every i € [d]. To this end we
assume that T'(n) < 2". Recall that we set Ko = My > N. Since K; > K;_ for every ¢ € [d], also K; > N and,
therefore:

K;= (Ki—1 + N)-poly(k,l) = K;_1 - poly(k, £) .
Since My = poly(S) and £ = log M:
K; = poly(S) - (poly(k, £))" = poly(S, k', log" M) .

Since M; < B-K;and B=n < S: ' o
M; = poly(S, &', log" M) .

Since T'(n) < 2% it follows that d = log,, T(n) < . Therefore, we can set M = poly(S, x%) such that log M <
poly(log S, k) and for every i € [d]: o -
M; = poly(S, k", log" M) < M .
For such M we have that: _ '
M; = poly(S,x") , K;=poly(S,k") . (35)

We can now describe the scheme’s algorithms (Del.S, Del.P, Del.V, Del.U).

The setup algorithm Del.S. The setup algorithm is given as input the security parameter x and it proceeds as
follows:

* Forevery i € [0,d] set (pk;,vk;) < QA.S (k, i, K5).
* Output the prover key pk = (pk;, vk;);c[0,q) and verifier key vk = (vk;);c[0,q)-

The prover algorithm Del.P. The prover algorithm is given as input:
* A prover key pk = (pk;, vki)ic[o,q-
* Aninput z = (cf, cf’, t) € UM.
It proceeds as follows:
e Setcfg < cfand Iy < &.
* Forevery i € [t] set (cf;, IT;) < Del.U(pk, (cfo,cf;—1,i — 1), IT;_1).
* Output the proof II;.
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The verifier algorithm Del.V. The verifier algorithm is given as input:

A verifier key vk = (vk;)ic(o,q)-
An input z = (cf, cf’ t).
A proof II.

It proceeds as follows:

Test that cf and cf’ contain the same input tape of length n.

Let Bo, ..., B4 € [0,B — 1] besuch thatt =37, ; 4 i - B,
Parse II = (I’iJ’, Hivj)ie[o,d],je[ﬁi]'
Forevery i € [0,d] and j € [3;] test that QA.V(vk;, z; ;,II; ;) accepts.

Let (Y&) e 5] be alexicographic ordering of (@i5) first by decreasing order of 7 and then by increasing

i€[0,d],j€[Bi]
order of j. That is, for y,, = x; ; and yp = s j, if K < k' then either ¢ > ', or¢ = ¢' and j < j'.

Parse yj, = (cfy, cf},) and test that (cfy, cff) = (cf, cf’) and for every k € [k — 1], cf}, = cfpy1.

Output 1 if all tests pass. Otherwise output 0.

The update algorithm Del.U. The update algorithm is given as input:

A prover key pk = (pk;, vki)ic[o,q-
An input z = (cf, cf’,t) € UM.
A proof I1.

It proceeds as follows:

Let cf” by the configuration such that (cf’, cf”, 1) € UM.
Let w be such that ¢q((cf’, cf”), w) = 1.

Let Bo, ..., B4 € [0, B — 1] besuch thatt =37, ; 4 Bi - B
Parse IT = (z; ;, Hi’j)ie[o,d],je[ﬂi]'
Set Bo < Bo + 1, zo g, < (cf’,cf”) and Iy g, < QA.P(pky, (%0, 5,, w))-
While there exists ¢ € [0, d] such that 3; = B:

For every j € [B] let w; be such that 9" (z; ;, TI; ;, w;) = 1.

For every j € [B] parse z; j = (cf, cf}).
Set ﬂl < 0 and ,81'_;,_1 — 5i+1 + 1.
Set Tit1,8i41 = (Cfl, Cf/B) and Hi+1,ﬂi+1 — QAP (pki—&-l’ (Cfl, (Cf;, Hi,j7 w;)Je[B]))

Output the configuration cf” and proof Il = (z; ;, Hivj)ie[o,d],je[ﬁi]'
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9.2 Analysis

In this section we prove the following theorem:

Theorem 9.1. For any deterministic Turing machine M that runs in time T = T (n) and space S = S(n) > n and
any functions n = n(k), A = A(k) such that n > k and T'(n) < A < 2%, assuming that (QA.S,QA.P,QA.V) is a
A-secure A-unambiguous quasi-argument ( Deﬁnitionsand with formula size bound M = poly (S, k'°&n T("))
and input length N = 25, the delegation scheme (Del.S, Del.P,Del.V, Del.U) given in Section is an updatable
A-sound A-unambiguous delegation scheme for UM with input length n, setup time Ts = poly(M) and proof length
Ly = poly(M).

The completeness, efficiency, and updatability requirements follow by construction and by the completeness and
efficiency of the quasi-argument. We focus on proving the soundness and unambiguity.

9.2.1 Soundness

We rely on the following claim.

Claim 9.2. For every poly(A)-size adversary Adv there exists a negligible function p such that for every x € N and
i* €10,d):
QA.V(vkjs,z,II) = 1 (pk, vk = (vki)ie[0,a]) < Del.S(x)

Pl (ef,of By guM | (2= (cF.cf). 1) < Adv(pk,vk) | = HAE) -

Before proving Claim we use it to prove soundness. Fix a poly(A)-size adversary Adv and x € N. Let Exp
denote the soundness experiment:

(pk, vk = (vk;);c0,q)) + Del.S(k)
(z = (cf,cf’,t),II) + Adv(pk, vk)
Let fo, ..., € [0, B — 1] be such that t = 3=, 1 Bi - BiandletII = (z;; = (cfi7j,cf§,j),Hi7j)i€[07d]7jem].

Let (y = (cfy, cf})) kelh] be a lexicographic ordering of (x; ;) (5, first by decreasing order of i and then by

i€[0,d],j€
increasing order of j. If Del.V(vk, x, IT) accepts than:

» Forevery i € [0,d] and j € [5;], QA.V(vk;, z; ;,II; ;) accepts. Therefore, by Claim|9.2

Pr [Del.V(vk,z,11) — Vi€ [0,d],j € [8] : (cfi,cf,

£ 1B EUM >1—d- B-negl(A(x)) .
Xp
Since d, B < T(n) < A:

BY e UM > 1 —negl(A(k)) .

9,50

g’r [Del.V(vk,z,1I) — Vi€ [0,d],j € [B;] : (cfi,cf
xp

o (cfy,cff) = (cf,cf’) and for every k € [k — 1], cf}, = cfjy1 Therefore:

Pr [Del.V(vk,2,II) A Vi€ [0,d],j € [Bi] : (cfijicfi;,BY) e UM — (cf,cf ;) et =1 .
Xp

9,7
Soundness follows. It remains to prove Claim (9.2

Proof of Claim[9.2] For an adversary Adv and x € N, let EprdV denote the experiment:

(pk, vk = (Vki)ie[o,d}) < Del.S(k)
(x = (cf, cf"),II) + Adv(pk, vk)

For i € [0, d] let AC; be the event that in the experiment Exp*®, QA.V(vk;, z;, IT) accepts and (cf, cf’, BY) ¢ UM.
We rely on the following claims.

87



Claim 9.3. For every poly(A)-size adversary Adv there exists a negligible function p such that for every r € N:

Pr [ACy] < u(A(x)) -

Exp/dv

Claim 9.4. For every poly(A\)-size adversary Adv and function e there exists an adversary Adv' of size |Adv|+poly(A)
and negligible function p such that for every k € N and i € [d] if:

Pr [AC]<B- Pr / [AC;_1] + u(A(k)) .

EprdV EXpAdv

Since B4 = T(n) < A, Claimfollows. It remains to prove Claimsand

Proof of Claim[9.3] Fix any poly(A)-size adversary Adv. Let Adv’ be the adversary that is given (pk, vko) emulates
the experiment Exp”?" except that in the emulation of Del.S it uses (pky,Vvko) given as input instead of having Del.S
sample these keys. Since Del.S runs in time poly (M) = poly(S, %) and k? < n¢ = T(n) < A we have that Adv’ is
also of size poly(A) and for every x € N:

Pr [AC ] — Pr QA.V(Vko,Jﬁ,H) =1 (pko,vko) — QA.S (/@'74)00’[(0)
Bpr 0| (cfcf 1) ¢ U (z = (cf,cf'), IT) « Adv'(pkq, vko)

Or, equivalently:
# L (pkO?VkO) — QAS (’Lia(meO)

(x = (cf,cf’),II) < Adv'(pkg, vko)
if QA.V(vko,z,II) =0 :setx = L

B (cf,cf) =2

ek ACOl =P 1) ¢ um

By the non-signaling extraction of the quasi-argument (Definition [8.3) there exists an oracle machine E such that:
o EAY j5a A-non-signaling extractor with formula size bound M, input length N and locality K.

* Since we can test if (cf,cf’, 1) ¢ UM in time poly(S) < poly(A) we have that for every x € N:

Pr [ACo] < Pr [ E;f ?1:) ;’ jj Aﬁ } + negl(A(k)) .

ExpAdv (z,0)EAY (©0,0)

Recall that Ky = M is the number of variables in the formula ¢q. Therefore, by the non-signaling of E
(Definition|[8.2) for every x € N:

Pr [ACy] < Pr [ EE:: 2:/?1:);;;{ } + negl(A(k)) .

ExpAdv (z,0)EAY (00,[Mo])
Let (Z,w) be the values described by the assignment o : [My] — {0,1}. By the local consistency of E
(Definition|[8.2) for every x € N:

Pr {x =1 Vv
(xvo')(*E(‘PCHUWO])

Therefore, we have that for every k € N:
(cf,cf ) =2 # L

Pr [ACy < Pr wo(z,w) =1 + negl(A(k)) .
EXpAdv (I,U)(—EAd"/(cpo,[]Wo]) (Cf, Cfl, 1) ¢ Z/l;/L\/l

By the construction of ¢ there exists @ such that oo (x, ) = 1 only if (cf,cf’, 1) € Y. Therefore:

Pr [ACo] < negl(A(k)) .

EXpAdv
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Proof of Claim Fix any poly(A)-size adversary Adv and for every x € N fix any i € [d]. Let Exp] be the
experiment Exp”®’ where we fix the randomness r of Del.S used to sample the keys (pkj,vkj) for every j < i.
Therefore, we have that:
Pr [AG] = Pr AC;
eon, [ACT = Pr [ACH
For every x € N, fix some . Note that this also fixes the formula ¢;. Let Adv’. be the adversary that is given
(pk;, vk;) emulates the experiment Exp/. except that in the emulation of Del.S it uses (pk;, vk;) given as input instead
of having Del.S sample these keys. Since Del.S runs in time poly(M) = poly(S, k%) and k¢ < n? = T'(n) < A, we
have that Adv.. is also of size poly(A) and for every x € N:

QA V(vk;, z,II) =1 (pk;, vk;) < QA.S (K, @i, K;)

S ACT=Prl 6 0 By g uM | (2= (cf,cf'), IT)  Adv. (pky, vk:)
Or, equivalently:
pk;, vk;) + QA.S (k, @i, K;)
L (cf,cfy =2 # L (pk; p .
EEE; [AC;] = Pr (cf.cf', BY) ¢ UM (z,II) < Adv..(pk;, vk;)

n if QAV(vk;, 2, II) =0 :setx = L

For z = (cf,cf’) and j € [0, B] we denote by cf; the unique configuration such that (cf,cf;,j - Bi1) € UM.
The configuration cf; can computed in time poly(S) - B* < poly(A) given z. We have that for every x € N:

vt L (pk;, vk;) < QA.S (K, @;, K;)
Pr [AC;] = Pr £ £ cf (z,T1) < AdV..(pk;, vk;)
Expr ¢ 'n if QA.V(vk;, 2, II) =0:setx = L

By the non-signaling extraction requirement of the quasi-argument (Definition[8.3) there exists an oracle machine
E such that:

« E runs in time poly(M) and makes a single oracle call to Adv’.. Therefore, we can emulate EA%" in time
poly(A).

o EAM:jsa A- -non-signaling extractor with formula size bound M, input length N and locality K.

« Since the configuration cf 3 can computed in time poly(A), we have that for every xk € N:

x# L
r [AG] < Pr — + negl(A(k)) .
EXp'T [ ] (I,U)%EAdv‘lf'(@i,@) |: Cf/ 7é CfB :| & ( ( ))

Recall that the formula ¢; is given by:

®i (cfo,(cfj,Hj,wj jE[B]) /\ e ((cfj_1,cf), T, w;)
je(Bl]

and that K; is the number of variables in the formula @?A. Forevery j € [B]letS; be the set of K; variables describing
the values (cf;_1,cf;, I1;,w;). By the non-signaling of E (Definition[8.2) for every j € [B] and x € N:

x# L
1 [AG] < Pr - + negl(A(k)) . 36
EXP’T[ | (@,0) —EA (,.,8;) [ cf' #cfp } gl(A(x)) (36)

Let (cf;_y,cf;,II;,4;) be the values described by the assignment o : S; — {0,1}. By the local consistency of
E (Definition [8.2) for every j € [B] and x € N:

. by VieS;nIN]: o)

= X
NS > 1 —negl(A(k)) .
(z,0) B (,,8;) @QA((CfJ 17Cf ), 1L, @) =1 } N Bl(A())
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By the construction of p®” there exists w; such that o ((cf;_1, cf;), T1;, ;) = 1 only if:
QA.V(Vkifl, ((;fjfl,gfj),ﬁj) =1.
Therefore, we have that for every j € [B] and k € N:

Pr [#L —  QAV(vki_1,(cfj_1,cf;),II;) = 1] > 1 — negl(A(x)) .

(2,0) B (¢:,85)
Additionally, for j = 1:

Pr [# L — cfg=cf=cfo] >1—negl(A(x)) .
(2,0) B (:,8;)

Similarly, for j = B:

Pr [t#L — cfp #cf = c~fB] > 1 —negl(A(k)) .

(z,0)EM (;,8;)

By the non-signaling of E (Deﬁnition forevery j € [B—1]and k € N:

v# L r# L
Pr cf #cfp | — Pr cf #cfp || < negl(A(k)) .
(z,0)+EAr (;,S;) C_fj = C~f] (,0) B (9i,8;41) C_fj = C~f]

For every j € [B], since cf; is the unique configuration such that (cf;_y,cf;, B*~') € UM. Therefore:

r#FL
Pr cf’ #cfp
Adv/ ~ —~
(z,0)«E"r (¢;,S;) ij—l — ij—l
r#L r#F L
< Pr of #cfp + Pr cf' #cfp
(.0) B (2083) | (cf;_y, cf;, B ¢ UM (@) B (008)) | ¢f; = cf
By Equations and (38):
r#£L
EPrI [AC;] < 1;:5 c~f/ # cfp | +negl(A(k)) -
XPr (:C,O')(—E T(‘pivsl) Cfo = Cfo
By Equations and @1):
r# L
Pr [AC] < Z Pr cf: #cfp
Expr j€([B] (@,0) BN (:,8;) (ij_l, ij, Biil) ¢ uij\/[
T#FL
+ Pr cf' #cfp | +negl(A(k)) .
(m,o’)(—EAd"T(gOi,SB) EfB — ng
By Equation (39):
z#L
Pr [AC;] < ) Py of #cfp + negl(A(k)) .
Exp. je[B) (@) <ET (0i85) (cfj_1,cf;, B ¢ UM
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By Equation (37):

Pr [AG] < > Pr

{ QA.V(vki_1, (cfj_1,cf,), IT;) = 1
Exp. jelB) (2,0)EAr (,,8;)

(cFyo1,cfy, BI1) ¢ UM ] +negl(A(x)) -

Therefore, there exists j* € [B] such that:

QA.V(Vk'fl (C~f‘*71 C~f*) ].:.[ '*) =1
Pr [AC;]= Pr [AC] < B- ~ N A A 1(A .
EXPXdV A TvEXI;’? AG] < r,EAd"lr(sZmSj*) [ (cfje_1,cfym, B ¢ ur.i\/l - negl(Alx)

Let Adv’ be the adversary that given (pk, vk = (vk;);c[0,4)) sampled from Del.S(x) emulates EAIV: (¢, S+ ) except
that in the emulation of Del.S it uses the input keys (pk;, vk;) for every j < i instead of having Del.S sample these
keys using the randomness 7 (note that 7 is not used anywhere else in the emulation). The adversary Adv’ outputs
((cfjs—1,cfj+),IL;+). We have that:

AV(vk;_1, (cfie_q,cfie), ) =1
P e ST T | = e ac
r,EAMT (0,8;) G*—1,CTj%, )¢ n ExpAdv

Therefore:
Pr [AC;| < B- Pr [AC;_1] + negl(A(x)) .

Eprdv EXpAdv

9.2.2 Unambiguity.

We rely on the following claim.

Claim 9.5. For every poly(A)-size adversary Adv there exists a negligible function p such that for every x € N and
i* €[0,d:

QA (vki-, 2, 11) = 1 (
_ =\ pk,vk = (Vki)ie[g,d]) — DelS(K)
Pr givé"k“’m’n) =1 (02 (e, of ). ILID < Adv(pk,vk) | = HAF)) -

Before proving Claim we use it to prove unambiguity. Fix a poly(A)-size adversary Adv and x € N. Let Exp
denote the unambiguity experiment:

(Pk, vk = (vki)ief0,q) + Del.S(k)
(z = (cf,cf’,¢), I, II) < Adv(pk, vk)

Let Bo, ..., B4 € [0,B — 1] besuch thatt =37, 4 Bi - B and let

_ - —/
II = (xz}j = (Cfi’j’Cfgvj)’Hi’-j)iG[O,d],je[[ii] s II = (xi,j = (cf@j,cfi’j),l_[i,j)

i€[0,d],5€[Bi]

Let (yk = (cfy, cfﬁc)) kel be a lexicographic ordering of (z; ;) first by decreasing order of ¢ and then

i€[0,d],j€[B;]
by increasing order of j. Similarly, let (gjk = (cf, c_f;))k - be a lexicographic ordering of (Z; ;)
Ik

Del.V(vk, z, IT) and Del.V(vk, z, IT) both accept then:

iclo.d) jelg;)- 1
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* Forevery i € [0,d] and j € [B;], QA.V(vk;, z; ;,11; ;) and QA.V(vk;, Z; j,II; ;) both accept. Therefore, by
Claim@.2

Pr [Del.V(vk,z,TT) — Vi € [0,d],j € [8i] : (cfi.cf;
xp

B € UM >1—d- B negl(A(r)) .
Since d, B < T(n) < A:

Pr [Del.V(vk,2,II) — Vi€ [0,d],5 € [8;] : (cfij,cf; . B) € UM] > 1 — negl(A(k)) -
xp

4,37
o (cfy,cff) = (cf,cf’) and forevery k € [k —1], cf}, = cfyyy. Lett; ; = (Zi’e[iJrl,d} By ~Bi/) +j- B. Since
M is deterministic, the following holds:

Del.V(vk, x, IT)
b | Vi€ [0,d],j €[] :(cfiscf B el

NE n

M Vi € [O,d],j S [ﬁz] : (Cf, cf’ ti,j) S U,/LV‘] =1.

nE
Together this implies:

g&; [Del.V(vk,z,1I) — Vi€ [0,d],j € [Bi] : (cf,cf;,j,tw-) € U,{Vl] > 1 —negl(A(k)) -
Similarly:

Pr [Dew(vk,x,ﬁ) — Vi€ [0,d],j€ (8] : (cf,cfitiy) eu,ffl] > 1 — negl(A()) .
Since M is deterministic, if (cf, cf} ;,t; ;) € UM and (cf, cif;j, tij) € UM then cff ;= Ef;’j. Thus:

E T |: DeI.V(vk,:c,l:[) — Vi S [O,d],j S [ﬁl] Ty = i‘i7j:| Z 1-— negl(A(f{)) .
Xp

Del.V(vk, z, IT)
Then by Claim[9.5}
Del.V(vk, z, IT) B
Pr | Del.V(vk,z,II) — Viel0,d,je (8] :1; =1I; ;| >1—d-B-negl(A(k)) .

= | vie0,d],j €[] LT =T
Unambiguity follows. It remains to prove Claim[9.5]
Proof of Claim[9.3] For an adversary Adv and x € N, let Exp”®" denote the experiment:

(pk, vk = (Vki)ie[(_),d]) + Del.S(k)
(x = (cf, cf’), I, 1) < Adv(pk, vk)

For i € [0,d] let AC; be the event that in the experiment Exp®, QA.V(vk;, z,IT) and QA.V(vk;, z, IT) both accept
and IT # II.
We rely on the following claims.

Claim 9.6. For every poly(A)-size adversary Adv there exists a negligible function p such that for every r € N:

Pr [ACo] < u(A(k)) -

EXpAdv

Claim 9.7. For every poly(A)-size adversary Adv there exists an adversary AdV’ of size |Adv|+poly(A) and negligible
Sunction p such that for every k € Nand i € [d]:

Pr [AC;] < B- Pr [AC;,_1] + pu(A(K)) .

EXpAdV Eprdv
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Since B¢ = T(n) <A, Claimfollows. It remains to prove Claimsand

Proof of Claim[9.6] Fix any poly(A)-size adversary Adv. Let Adv’ be the adversary that is given (pk, vko) emulates
the experiment Exp™®¥ except that in the emulation of Del.S it uses (pky, vko) given as input instead of having Del.S
sample these keys. Since Del.S runs in time poly(M) = poly(S, k%) and k? < n? = T(n) < A we have that Adv’ is
also of size poly(A) and for every x € N:

AV (vk m=1
Pr [ACo] = Pr an v&“’ﬁ’ ﬁ% =1 | (Plovko) € QAS (1 70 o)
o 0 nAm (2 = (cfycf'), L, TT) <+ Adv'(pko, vko)
For every i’ € [B] let S; = [Mo] and note that [S;/| < Ko and U, ¢z S = [Mo]. By the A-unambiguity of the
quasi-argument (Definition [8.4) there exist oracle machines E, E5 such that for every x € N:

QA.V(vk,z,II) =1

(
Pr| QAV(vk,z,1I) =1
I #4111

(Pko, vko) = QA.S(k, o, Ko)
(z = (cf, cf'), T, TT) + Adv/(pky, vko)

Z Pr { 1 =x2F# L ‘ Vje2]: (xj,0; = (Tj,w))) « E;\dv'(@o’si, ; T)] + negl(A(k)) .
ieB o1 F 02

Furthermore:

> Pr [ Ty =m0 # L ’Vj €2 (xj,05 = (&, w;)) < EX (0, Sir ; T)} <

vem "L 702 -

r1=x9 F# L . . o fm Adv’ .
.%]Prr [ €2z #T;Veolo) #1 ‘ vi€ Pl (@g 05 = (@505)) =BT (@, S r)]
e

Fori € [B], j € [2] by the local consistency of E; (Definition [.2):

T;=IT;
Pr r;i=1 V J J ]>1—nelA/@ .
(25,05=(2;,;))—EX (0,8:) [ ! wo(oj) =1 ]~ gl(Ax)
Thus:
$1:$2#J— . . ) o (ma Adv’ .
s ]?;r [ Jje2] : x; #%;Volo;) #1 ’V] €2: (zj,05 = (Z5,w;)) < E5* (o, S 7“)} <
I]#J— ) o m Adv’ . '
_ %: mlir { ) £ 5;V oloy) £ 1 | T = (@5,85)) < B (po, i 77“)] < B-negl(A(r)) -
e ,J€

The above together with B < T'(n) < A shows that:

Pr [ACo] < negl(A(k)) .

EXpAdv

O

Proof of Claim Fix any poly(A)-size adversary Adv and for every x € N fix any i € [d]. Let Exp] be the
experiment Exp”®” where we fix the randomness r of Del.S used to sample the keys (pk;,vk;) for every j < i.
Therefore, we have that:
Pr [AC;] = Pr [AC]
ExpAdv r,Exp’.
For every x € N, fix some 7. Note that this also fixes the formula ;. Let Adv.. be the adversary that is given
(pk;, vk;) emulates the experiment Exp.. except that in the emulation of Del.S it uses (pk;, vk;) given as input instead
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of having Del.S sample these keys. Since Del.S runs in time poly(M) = poly(S, #%) and k? < n? = T'(n) < A, we
have that Adv.. is also of size poly(A) and for every s € N:

QAV(vk;, z,II) =1
1 _’ T o (pk“Vkl) < QA§ (Fu’, SauKi)
Lr [AC] = Pr 19[2\’1%“"“ TA) =1 G2 (cf o), 1, ) < Adv (pky, vky)

Recall that the formula (; is given by:

©; (Cfm(cfjvﬂjij)je[g]) = N\ o ((cfjorscfy), T, wy)
jelB]

and that K; is the number of variables in the formula @?A. For every j € [B] let S; be the set of K; variables
describing the values (cf;_1, cf;, II;, w;). Note that |J; e Si = [M;]. By the A-unambiguity of the quasi-argument
(Definition|[8.4) for every r € N:

QA.V(vk;,z,II) =1

(z,T1,IT) < AdV..(pk;, vk;) =

I #11
= J_ . V/
Z P;r [ il b Ty # ‘ Vje2]: (xj,05) « E?d "(@is Sjx r)] + negl(A(k)) .
17 02
j*€[B]
By the equations above:
T = 1 ) Adv,
EE;XdV [AC;] < Z Pr [ 01 By Uz 7 ’VJ €[2]: (zj,05) < E; (¢, S+ ; 7’)} + negl(A(k)) . (42)

j*€[B]

Fix any j* € [B]. Let (cfj«_1,cfj«,IL«,w;+) and (cfj«_q,cf;«, I+, ;+) be the values described by the
assignments oy : S;» — {0,1} and 03 : S;+ — {0, 1} respectively. By the local consistency of E; (Definition|8.2) for
every k € N:

Vi € Sj* N [N] : O'1(i) =1,

Pr rn=1 VvV
[ ! I ((cfjomr, cf o), T wye ) = 1

Adv’
(21,01)«E}"7 (01,8;%)

} > 1 —negl(A(k)) .

This implies:

Pr, [aﬁl 1 = cplQA((cfj*,l,cfj*),Hj*,wj*) = 1} > 1—negl(A(k)) .
(21,01)+Ey "7 (:,8;+)
Similarly:
Pr [3:2 A1 = @((cfje_1,cfj-), T, - ) = 1] > 1 —negl(A(k)) .

Adv’,
(z2,02)+E; " (¢i,S;+)

Let Expi* denote the experiment:

. Adv’,
Vi€ [2]: (w5,05) < E; (i, Sy 5 1)
Then:
Xr1 = T2 75 1
$1:$2§£J_:| 01 # 09
Pr < Pr + negl(A(k)) . 43
r,Expi.” |: 01 75 02 h 7, Expi.” @?A((efj**h(ifj*)’I:Ij*7wj*> = g( ( )) )

1
1

P ((cFje 1, cfje), e, 50 )
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By the construction of @™ if (cf;« 1, cfj«, I1;-) = (cfj« 1, cf;«, I1;-) and both @@ ((cf -1, cf =), T, wj-) =
1 and @@ ((cf;_1,cf;-), T+, w;-) = 1 then o, = o5. Additionally there exists w;-, w;« such that

M ((cfjo—r, cf o), Tje wyn ) = 1

A((cfjo 1y cf jo ), Tje, e ) = 1
only if:
QA.V(Vkifl, (ij*,l, ij*), Hj*) =1
QAV(vki_1, (cfju1,cfje), T) = 1
Therefore:
Tr1 = Ty 7& 1
g1 7é g9
Pr < 44
et | PRl 1) g = 1| 5 s
@; ((cfje1,cfje) e, w50 ) =1
[ r1 = T2 #fl_ T
P cfje1 = e
Pr | o ’; ey + Pr_| cfj. #cfy (45)
r,Expl. =1 j*—1 r,Exp?. QA.V(vki,l, ((ifj*fhcfj*)y l:IJ*) -1
L QA.V(Vkifl, (ij*,l,ij*),Hj*) =1 |
[ r1 = T2 }é 1 B B T
(cfje_1,cfjr) = (cfjon, cfj)
+ Pr | II;- # 115+ . (46)
7 Expy. QA.V(Vkifl, ((ifj*,l, ij*), 1:.[J*) =1
L QA.V(Vkifl, (ij*,l,ij*),Hj*) =1 |
In what follows, we upper bound each of the probabilities on the right. First note that:
Tr1 = X2 7é 1L B B
(ij*,llcfj*) = (ij*,l, ij*) QA.V(Vkifl, (ij*,l, ij*), 1:[3*) =1
Pr Hj* 7& Hj* S PI"Y* QA.V(V_ki_l, (cfj*_l,cfj*), H]*) =1

r,EXpi* QA.V(qu;_l, (ij*_l,C_fj*),I:I )

: i r,Exp?. Hj* # Hj*
QA.V(Vki_h (Cf]’*_l, C]cj* ), H]‘* )

=1
=1

Let Adv’ be the adversary that given (pk,vk = (vk;);c[0,q) sampled from Del.S(x) samples r and for j € [2]

emulates E?dvi' (i, S+ ) except that in the emulation of Del.S it uses the input keys (pk ./, vk;) for every j' < i instead
of having Del.S sample these keys using the randomness r (note that 7 is not used anywhere else in the emulation).
The adversary Adv’ outputs ((cfj«_1, cfj«),I1;«, IL;+ ). We have that:

QA.V(sz‘,l, (ij*,l, ij*), I:IJ*) =1
Pr QA.V(Vki_l, (ij*—1>ij*)7Hj*) =1 = Pr [Aclfl]
r Expl” = wxpAdv/
Ber | T # Exp
)
T = Ty 7& 1 B B
(cfj1,cfjr) = (cfjnn,cfj)
Pr | T 10, < Pr [ACii] . (47)
rBer | QANV(vki—1, (cfj- 1, cfj-), I ) = 1 B
QA.V(VkZ‘_l, (ij*_l, ij*)7 Hj*) =1
Let Adv” be the adversary that given (pk,vk = (vk;);e[o,4)) sampled from Del.S() samples 7 and for j € [2]
emulates E?d"; (¢i, S;j+) except that in the emulation of Del.S it uses the input keys (pk;., vk;) for every j" < i instead
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of having Del.S sample these keys using the randomness r. Adv” outputs ((cf;«_1, cf;-), IL;+ ) or ((gf 1, Ef , 1:I x
with equal probability. Since M is deterministic, if cf j« _1 = cfj«_1 and cf j« # cf;« theneither (cf;«_1, cf;+, B*~}

UM or (cfj-_y,cfj, B™1) ¢ UM. Therefore:

i)
) ¢

X1 = T2 #ﬁJ_
ij*,l = Cf]’*,l QA V(Vkz 1, (ij*,l,cf ) i ) =1
Pr cf j« # cf j« < Pr_| QAV(vki1, (cfjn_1,cfjs ),I0-) =1

rExpl QA.V(vk;_1, (cfj«_1,cfj+), IT;.) = 1 mBer | (cfjeq,cfje, BT 1)¢Z/{,{V‘ (cfj*,l,gfj*,Bi*1)¢M,§\4
QA.V(vki_1, (cfj_1,cf =), I ) = 1

QA.V(vk;—1,2z,1I) =1 (pk, vk = (vk;)ie[0,q]) < Del.S(k)

=2 (e o B UM | (= (cf o), TT) < Adv(pk, k)
By Claim[0.2}
Tl = T2 ;éL
ij*71 = ij*fl
Pr | cfj # cfe < negl(A(x)) - (%)

r Expl” QA Vivk, 1, (cfje_1, cf ), I0;0)
QAV(vki_1, (cfj 1, cfj), TT;-)

1
1

Next we prove the following claim.

Claim 9.8. For every j* € |B] there exists a negligible function 1 such that for every x € N:

|: X1 75 1
" (piSjx)

Pr ~
ij*—l 7é ij*—l

o | < utao)

(281,0'1)<—E1 v

where x1 = (cf,cf’), o1 = (cfj_1,cfj, 1L+, wj+) and éfj* is the unique configuration of M after j* - B*~! steps
starting from cf. Similarly:

Pr {xQ#L
Advr(LPZ ) cf 1 #Cf *_1

(:l)g JQ)(*E

} < ul(A(R)) -

Proof. We focus on proving the claim for E;. The proof for E; is analogous. By the non-signaling of E; (Definition[8.4)
for every j' € [j* — 1] and k € N, since cf i can be computed in time A(x) given cf we have that:

- 1

Pr |: xfl 7 s ] - Pr { $f1 # 8 } < negl(A(K) .

(II’UI)HETdVTV(¢i7SjI+1) c j, # ¢ j, (II,UI)HE?C‘V" (‘P‘L CT # C jl
Therefore:
1
Pll" [ 517f1 #+ 8 ] - .
(wl’gl)HE/‘idvT(%,Sj’-u) cryr F#c J’
Ty # L

J_ A

PI‘/ |: ijl# Af_ :| + Pr, ijlfl = ij/71 + negl(A(/{)) ' (50)
(m,m)eE?dvr(%,Sj/) o g7 #c §/-1 (Tl,Ul)HETdV”'(W’sj,) o S cAfj/

If cfji_y = cfj_y and cf ;s # cf;r then (cfji_y,cf;r) ¢ UM. Thus:

Ty 75 L
A~ T 7é 1
Pr ij/—l = ij’—l S Pr ) ) i—1 M
(o120 B (01.8,1) cfy # gfj, (21,00 —E" (0:.5,) (cfjrcq,cf, B) ¢ U
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By the local consistency of E; (Definition[8.2) for every j” € [j* — 1] and € N:

Pr [:171 £1 = @(cfyy, o), T, wy) = 1| > 1 — negl(A(k)) .
(ml,al)eE?dvr(npi,Sj/)
Therefore:
T 7& 1
SN L SN ety et R S
(@1,00)<E" (¢1,8,0) cfj # CAfj’ (@1,01) By (4,8) J=b n

Let AdV’ be the adversary that given (pk,vk = (vk;);c[0,q)) sampled from Del.S(x) emulates E/fdvlr(gpi, S;/) except
that in the emulation of Del.S it uses the input keys (pk;, vk;) for every j < i instead of having Del.S sample these
keys using the randomness 7. The adversary Adv’ outputs ((cf; _1,cf;),IL;/). By Claim

Pr QA.V(Vkifl, (lej/,l, ij/), Hj/) =1
(ij’flv ij’a BZil) ¢ uvjz\/l

Adv/
(z1 7‘71)‘_E1 r (Saivsj/)

QAV(vk;—1,z,1T) =1 (pk,vk = (Vki)ie[o,d]) + Del.S(k)
Pr { (cfjr_r,cfjr, BY) ¢ UM | (& = (cFjr_y,cfy),11)  Adv/(pk,vk) | = negl(A(k)) -

Therefore:
T1 7é L
Pr ij/—l = ij’—l S negl(A(f{)) .
Adv/ ~
(xlvo-l)(_El T(Wi7sj/) ij/ 7& ij/
Then by (@9):
1 1
Pr { xfl 7 . } < Pr { mfl 7 " } + negl(A(k)) .
(21,00 B (9i,8,1,,) L €I’ # cfj (21,00 E,* " (pi,8,) L C13'=1 #cfja

Since j* < B < A summing over j € [j* — 1] we have that:

4 1
Pr. [ SUf1 7 ¥ ] < Pr [ xfl 7 ¢ } + negl(A(k)) . (51
($1701)<_E/:dvr(89'ias_i*) Clyr—1 7 Jr-l (wl,Ul)FE?dvr(%Sﬂ to ?é to
By the local consistency of E; (Definition|[8.2) for every x € N:
Pr [x1#L — VYieSiN[N]: 01(3) = z1,] > 1 —negl(A(k)) .
($17”1)<—Efdvr(%vsl)
Since S; N [N] consists of the indices corresponding to cf:
Pr. [xl #1 — cfg=cf = cAfo} > 1 —negl(A(k)) .
(21,01)E " (:,81)
Thus by (51):
Pr. [ xfl 7L ¥ ] < negl(A(k)) .
(w1701)<—E/1\dv7‘(<pi,Sj*) C J*=1 7& c j*—1
This concludes the proof of Claim[9.8] O
By Claim 0.8}
Pr [ 1 = X2 7é 1 — Cf]’*,l = C/\fj*,l = gfj*fl } Z 1-— negl(A(Fa)) . (52)

*
r,Exp?.
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where if z; = x5 then éfj*,l is the unique configuration of M after (j* — 1) - B*~! steps starting from cf = cf.

Combining @7 we have:

T‘,EXP‘Z.* g1 7é g9 ExpAdv

Finally by and since B < T < A:

Pr [AC;] < B- Pr [AC,_i]+ negl(A(k)) .

Eprd" Eprd"/

This concludes the proof of Claim[9.7]
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Pr { T=r2 7L } < Pr [ACi—1] + negl(A(x)) .

(53)
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