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Abstract The purpose of this paper is to conceptualize

the hitherto separate domains of Cyberspace and Interna-

tional Relations into an integrated socio-technical system

that we jointly call the cyber International Relations

(Cyber-IR) system and to identify and analyze its emergent

properties utilizing the methods common to science and

engineering systems adapted here for the social sciences.

Our work is an exploration in both theory and methodol-

ogy. This paper (a) identifies the actors and functions in the

core systems, Cyberspace, and IR, (b) disambiguates sys-

tem boundary, (c) creates a design structure matrix (DSM),

a matrix of the interdependencies among functions of

actors, (d) analyzes DSM qualitatively to show multiple

interdependent and heterogeneous Cyber-IR properties,

and (e) analyzes quantitatively the differential importance

of core functions as well as the impact of actor attributes on

influence in Cyber-IR. This work forms a baseline for

further understanding of the nature of the heterogeneous

influences of the various actors and the various outcomes

that could result from it.

Keywords Internet � Cyberspace � International

Relations � Design structure matrix � DSM

1 Introduction: challenges of complex systems

Almost everyone recognizes that Cyberspace is a fact of

daily life. Given its ubiquity, scale, and scope, Cyber-

space—including the Internet, the hundreds of millions of

computers it connects, its management, and the experi-

ences it enables—has become a fundamental feature of the

world we live in and has created a new reality for almost

everyone in the developed world and rapidly growing

numbers of people in the developing world.

Until recently, Cyberspace was considered largely a

matter of low-politics—the term used to denote back-

ground conditions and routine decisions and processes. By

contrast, high politics is about national security, core

institutions, and decision systems that are critical to the

State, its interests, and its underlying values. Cyberspace is

now a matter of high politics. The new practice of turning

off the Internet during times of unrest in various countries,

the effective leakage of confidential government docu-

ments on Wikileaks, the cyber-attacks that accompanied

recent events in Georgia and Estonia, and the use of cyber-

based attacks to degrade Iran’s nuclear capabilities all

illustrate new challenges for the State system and the

complexities created by the increasing salience of Cyber-

space and its enabling capabilities.

In short, all aspects of International Relations today may

well intersect with or rely upon one form of cyber venue or

another. Cyberspace evolves rapidly, and these changes

have occurred faster than our ability to fully appreciate

their significance. The result is a powerful disconnect

between twentieth century International Relations and the

realities of the twenty-first century. An entirely new

vocabulary has emerged surrounding the cyber features of

national security, International Relations, world politics, or

the global system more broadly defined.
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This vocabulary operates in something of a vacuum—at

least with some distance from the literatures in the field of

International Relations. A critical review of the literature

published in the International Political Science Review

concludes theoretical contentions in the field such that they

are ‘‘implying great difficulties for theoretical adaptation

and application in analyses of the complexities of the

emerging new digital world’’ (Eriksson and Giacomello

2006: 236). The authors reference here the contributions of

the Millennium special issue on International Relations and

the digital age (2002). A recently completed working paper

for the joint MIT-Harvard University collaboration on

explorations in cyber International Relations (Cyber-IR)

reviewed 18 major journals in the field of International

Relations over a 10-year period 2000–2012 (Reardon and

Choucri 2012). It found the prevalence of pockets of dis-

crete research activities segmented according to a specific

theoretical focus in International Relations (realism, insti-

tutionalism, and constructivism) at distinctive specific

levels of analysis (the individual, the State, the interna-

tional system, and the global system) with few discernible,

generalizable findings or propositions (Reardon and

Choucri 2012).

All things considered, the fact is that the scientific

community has not yet developed a ‘‘map’’ of cyber fea-

tures in International Relations or even the basic coordi-

nates required for such a map. While both systems are

constructed by humans, they differ significantly in their

characteristic features.

In this paper, we address the challenge of identifying,

characterizing, and representing interdependencies within

and across these two domains, as foundational to under-

standing how any two domains as important and pervasive

as Cyberspace and International Relations influence each

other, on the one hand, and shape a joint domain on the

other.

For systems defined by both technological and human

complexities, design structure matrix (DSM) has emerged

as a useful technique for jointly analyzing fundamentally

different domains (Steward 1981). The DSM is a simple

tool to perform both the analysis and the management of

complex systems. It enables the user to model, visualize,

and analyze the dependencies among the entities of any

system and derive suggestions for the improvement or

synthesis of a system.

Minimally, creating a DSM involves (1) identifying

boundaries of a system (or systems) to be analyzed, (2)

identifying the elements of the system(s), (3) identifying

interactions/interdependencies/inferences among the ele-

ments and representing them as a matrix, and (4) analyzing

the matrix. The final step of analysis may draw from

techniques of matrix algebra or other disciplines such

as graph theory, engineering systems, or network and

complexity science. Overall, DSM provides a compact and

clear representation of a complex system and captures

interactions between the elements of a single system or

multiple disparate systems.

Such a system has been used in the past to analyze more

deterministic environments such as product architecture or

an engineering design process (Ulrich and Eppinger 2012;

Eppinger and Browning 2012). By contrast, in this paper,

we create a DSM to explore a relatively non-deterministic

environment, formed due to interconnections and interde-

pendencies of Cyberspace with its rapidly evolving tech-

nology, and International Relations with its complex

decision-making.

Our purpose here is to utilize the DSM method for

tracking and analyzing the interdependencies anchored

within the Internet, which forms the core of Cyberspace,

with some extensions beyond this core; within the domain

of International Relations (i.e., interactions among sover-

eign states and other entities in world politics); and

between these two domains. Thus, an important methodo-

logical contribution of this work has to do with abstracting

the common elements shared by both systems, namely the

actors, their attributes, functions, and connections. On this

basis, a related contribution is to identify potential dis-

connects between the two systems.

The remainder of the paper proceeds as follows: Sect.

2 presents a brief review of International Relations, old

and new, in order to provide a situational context for our

investigations. Then, in Sect. 3, we define the research

questions that arise when considering Cyberspace and

International Relations as an interdependent and inte-

grated system, we can call cyber International Relations.

By definition, the joint system is characterized by the

fundamentally different features of Cyberspace and of

International Relations. However, they are connected by

an important common element—decision actors affecting

the structure and function of the separate and the joint

entities. Section 4 develops a method for representing the

joint domain. In Sect. 5, we analyze the matrix to

answer questions raised in this paper. The conclusion in

Sect. 6 synthesizes the lessons learned and discusses

future research required to address the limitations of this

paper.

2 International Relations: the ‘‘Old’’ and the ‘‘New’’

A brief sketch of the traditional international system—the

world of the twentieth century—helps us highlight the new

features created by the construction of Cyberspace. Here

we introduce briefly the traditional International Relations

and then turn to the ‘‘new’’ changes in the international

system created almost entirely by the salience of
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Cyberspace and its growth and expansion since the end of

the twentieth century.

2.1 Changes in traditional International Relations

By definition, the traditional international system consists

of interactions among sovereign states. The organizing

principle, sovereignty, is the anchor upon which the entire

system rests. Also by definition, all other actors and entities

are derivative, legitimized at their origin by the State. At

the end of World War II, there were 55 sovereign states.

Today, there is more than three times that number. The

State remains the dominant actor but it is increasingly

subject to pressures from various types of non-state actors.

Below is a brief, illustrative review of recent changes in

International Relations to provide a context for the inves-

tigations that follow.

Among the important legacies of the twentieth century

are the end of the Cold War, the consolidation of the

United States as the only ‘‘hegemony’’ and the growth in

the number of sovereign states (due to the decolonization

process, the breakup of the Soviet Union, and common

consensus), all with new claims on the international com-

munity. There are new regional centers of power with new

political aspirations and new competitions on a global

scale. In addition, the evolution of new norms and the

proliferation of international organizations—with diverse

functions and responsibilities to facilitate development and

sustainability—provide a legitimate basis for intrusion and

influence deep into the structure of the State system.

The traditional systems of twentieth century Interna-

tional Relations—such as those with bi-polar, multipolar,

or unipolar structures, and generally characterized by

hierarchical power relations—have gradually given way to

new structural configurations characterized by different

types of asymmetries and relatively weak hierarchies, if

any, thus replacing the well-known ‘‘vertically organized’’

structures of power and influence.

We have seen the expansion of private and public

interests coupled with the creation of new markets and

innovative practices that create overlapping spheres of

influences and ever-fluid ‘‘playing fields’’—each governed

by distinctive rules and regulations—making it ever more

difficult to understand and track the various systems of

interaction. In some cases, we observe something akin to

different entities behaving as if they were competing

‘‘sovereignties’’ seeking to expand their control and

establish their legitimacy within and across the same ter-

ritorial domains.

Various types of non-state actors—such as those

focusing on development assistance and humanitarian

needs, religious groups, those with various ideological or

political agendas—seem to be growing faster than our

ability to track and assess their roles and responsibilities,

constraints and contributions, as well as threats and

vulnerabilities.

We have also witnessed changes in the nature of conflict

and war in all parts of the world. Large-scale war among

major powers no longer seems likely, but we have seen the

State seeking to retain control in its efforts to contain or

prevent the evolution of new types of conflict and violence

with varying degrees of formal organization. For example,

wars for national liberation from colonial rule have grad-

ually been superseded by conflicts waged by non-state

actors, expansion of civil conflicts, and a wide range of

terrorist initiatives. Conflicts between major powers over

spheres of influence are replaced by contentions over

control of these spheres by various local entities.

(Afghanistan is a good case in point.)

Toward the end of the twentieth century, we saw a

gradual appreciation of the unintended consequences of

economic growth as the prime target for all future devel-

opments and a shift toward a quest for ‘‘sustainable

development’’—an improvement in the human condition

devoid of the most damaging by-products of growth. The

potential for sustainability is now a central feature of the

international agenda.

In sum, each one of these changes in traditional Inter-

national Relations is embedded in its own situational

context and is important in its own right. Jointly they are

fundamental features of our world today. The important

point is this: none of these powerful shifts are due to the

construction of Cyberspace nor are they contingent on the

expansion of cyber venues or the increase in cyber access.

But together they constitute the context within which the

construction of Cyberspace has already contributed to new

and unprecedented shifts in power and influence and forged

new types of threat and new forms of vulnerability.

2.2 Cyberspace and ‘‘New’’ International Relations

Many of these features are already influencing, if not

challenging, traditional theory, policy, and practice of

International Relations. We also point to notable shifts and

political realignments to date. Of the many changes trig-

gered by the expansion of cyber venues, the following are

ranked among the most important implications of Cyber-

space as a new domain of interaction.

One Technological innovations aside, the single most

distinctive feature of this new reality is the dominance of

the private sector in an international system defined by the

principle of sovereignty and shaped by the demands and

capabilities of sovereign states. In many if not most

countries, Cyberspace is organized, managed, and main-

tained entirely by private sector entities. Specifically, the

Internet is constructed and operated by private sector actors
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(Internet service providers) located in various legal juris-

dictions and minimally regulated in many contexts. The

standardization and governance of the Internet is carried

out by organizations such as the Internet Corporation for

Assigned Names and Numbers (ICANN) and the Internet

Engineering Task Force (IETF), which are, to some extent,

private actors. At this point, the entire cyber system rests

on the integrity and effectiveness of their performance—

and increasing their legitimacy as well.

Two The major actor that constitutes and defines Inter-

national Relations—the State—is unable to control the

cyber domain to any meaningful extent or to insulate itself

from the implications of the new cyber realities. There are

unmistakable new challenges to national security, with new

sources of vulnerability (cyber threats), new dimensions of

national security (cybersecurity), and new sources of fear

and uncertainty. Concurrently, we see the growing use of

cyber venues by non-state groups whose objectives are to

undermine the security of the State or to alter its founda-

tions. The recent Wikileaks episodes showed, with no

uncertainty, the politicization and disruptiveness of

Cyberspace.

Three The increasing evidence of cyber threats to

security reinforces the politicization of Cyberspace and its

salience in emergent policy discourses. Among the prob-

lems with security today is that we do not yet have a full

understanding of the sources of threats, the venues, or the

targets. Moreover, we do not have a common agreement on

the concept of cyber ‘‘security’’ itself. As a result, the

tendency is to draw upon known measures and recombine

them in arguably more effective ways. In the United States,

for example, the Patriot Act adopted by Congress in

response to the tragic events of September 11, 2001,

included provisions enabling the government to monitor

Internet communications without obtaining prior permis-

sion from the Justice Department. President Obama’s Sixty

Day Review of the cyber situation in early 2009 also rec-

ognized vulnerabilities and was designed to bring Cyber-

space into the policy domain.

Four New types of asymmetries—notably the extent to

which weaker actors can influence or even threaten stron-

ger actors (such as press reports of anonymous penetration

incidences of the US government computer systems)—

have little precedence in world politics. At the same time,

however, such asymmetries may actually point to the

emergence of new symmetries (such as the ability of a

weaker actor to penetrate the computers of stronger actors).

Five The creation of new actors—some with formal

identities and others without—and their cyber empower-

ment is altering the traditional international decision

landscape in potentially significant ways. More specifi-

cally, growth in the number of actors increases the density

of decision-entities—each with new interests and new

capabilities to pursue their interests—and thus increases

potential for intersections in spheres of influence, with

possibilities for new and different types of contention and

possible conflict. Among the new non-state entities are

commercial entities, creators of new markets, proxies for

State actors, cyber-criminals (generally too varied to list

and too anonymous to identify), and not-for-profit actors

(faith groups, international interest groups, agenda setters,

etc.), and the anonymous actors—‘‘good’’ and ‘‘bad’’ as the

case may be—whose anonymity itself conflicts with tra-

ditional principles of international interactions.

Six The growing contestation of influence and control

over cyber venues between the new institutions established

to manage Cyberspace (ICANN, IETF and others) and the

traditional international institutions [such as the Interna-

tional Telecommunications Union (ITU) or other United

Nations organizations] creates new tensions of legitimacy

and responsibility, which further complicates the already

thorny issue of international accountability. International

organizations are drawing on their established legiti-

macy—based on their traditional mandate and legal status

buttressed by sovereign support—to influence the private

sector. Often, such contestations are reinforced by ambient

stress as some (developed) states object to what they regard

as excessive American control over cyber management,

and other (developing) states seek influence in the inter-

national management structures already in place, tradi-

tional as well as new.

Seven Various types of cyber conflicts (between and

within states, of known and unknown identity and prove-

nance) are becoming apparent with the potentials for new

modes and manifestations thereof. Many contaminate the

traditional calculus of conflict and cooperation and the

assumptions that are anchored in the physical domain,

largely derived from the historical experience of major

powers, and based on the assumptions that the military

instruments of power dominate. The identity of the con-

tenders is known and that, in the last analysis, ‘‘might’’ be

relied upon to make ‘‘right,’’ and so forth.

Eight Concurrently, we are also observing different

modes of cyber collaboration in the effort to reduce

uncertainty and introduce some measure of order in an

‘‘environment’’ that is increasingly perceived as ‘‘anar-

chic.’’ Among the most notable initiatives is the develop-

ment of Computer Emergency Response Teams (CERTs),

a loose network of organizations around the world seeking

to take stock of and reduce breaches of cyber security.

Another important development is the Cyber Crime Con-

vention, but there are, as yet, no initiatives that span the

entire domain of Cyberspace.

Nine There is a new cyber-based mobilization of civil

society (the aggregations of individuals in their private

capacity as well as organized elements of the private
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sector) and its potential empowerment across jurisdictions

and in all parts of the world.

Ten The intersection in spheres of influence—with the

private sector managing order in Cyberspace and sovereign

authority managing order in the traditional domain world-

wide—provided much of the rationale for organization of

the first World Summit on the Information Society (WSIS).

In part to avoid contentions over power and legitimacy,

WSIS was conceived as a high-level, inclusive, and over-

arching meeting of all relevant entities and interests—

organized under the auspices of the State system in Inter-

national Relations.

These are some of the more notable influences of

Cyberspace in International Relations. While the proverbial

skeptic will argue that ‘‘plus ça change, plus c’est la même

chose,’’ it is difficult to envisage a world in which we can

effectively ‘‘roll back’’ any one of these factors to their pre-

2000 status.

3 Research questions: in search of an integrated system

We argue that the interwoven nature of Cyberspace and

International Relations require the properties of informa-

tion goods such as information security, control or free-

dom, or those of international activities such as trade or

diplomacy to be framed in the context of emergent

behaviors of a system where Cyberspace interacts with

traditional IR.

As yet, very little literature directly has taken on the

problem of framing and examining Cyberspace and Inter-

national Relations jointly. Cyberpolitics in International

Relations (Choucri 2012) provides a detailed analysis of

the impacts of Cyberspace on International Relations, and

to some extent, ways in which the cyber domain has begun

to influence world politics. Drawing on a traditional

framework in the analysis of world politics, first introduced

by Waltz (1959) and developed further by North (1990).

Choucri (2012) also addressed propensities for cyber con-

flict and cooperation, as well as contending models for the

future of cyber politics. This provided the basis for

exploring the interconnections between these two domains.

A joint paper entitled, ‘‘Cyberspace and International

Relations: Toward an Integrated System’’ (Choucri and

Clark 2011) addressed this issue from theoretical per-

spectives in computer science, engineering and political

science. The Choucri–Clark paper develops a candidate

framework—combining layered models of the Cyberspace

familiar to engineers, and levels of analysis familiar to

political scientists—to position actors, functions, and cur-

rent issues and concerns in the integrated cyber Interna-

tional Relations system. The present research takes its

inspiration from these earlier works and develops a

theoretically driven and empirically based framework of

the joint domain of Cyberspace and International Relations.

Of the many complexities of Cyber-IR, we focus on two

fundamental features of the multiple actors who perform in

the joint domain: (1) role heterogeneity, in that the multiple

actors operating in both Cyber and IR domains perform a

variety of functions, and (2) attribute heterogeneity,

because these actors are heterogeneous in their attributes.

3.1 Role heterogeneity

The modular architecture of the Internet enables multiple

actor types, as defined by the different roles they play in the

design, provisioning, management, and usage of Cyber-

space. For example, equipment providers design network

equipment, Internet service providers (ISPs) build net-

works and provide Internet service, applications providers

create Internet applications, standards organizations

develop and coordinate Internet standards, and so on. Each

actor type performs a unique set of core functions (dis-

cussed further in the next section).

3.2 Attribute heterogeneity

Cyber-IR actors can be heterogeneous in their attributes.

One dimension of attribute heterogeneity is the geograph-

ical location of the actor. For example, ISPs are local

actors, but information platforms such as Facebook are

international actors from the perspective of many states.

Another dimension of attribute heterogeneity is the eco-

nomic status of the actors. For example, ISPs are for-profit,

private entities in some nations, but are not-for-profit,

public entities in others. Finally, attribute heterogeneity

could arise due to the State versus non-state nature of

actors. For example, International Telecommunications

Union (ITU) as a standards body is a State actor that rep-

resents interests of the various nation states, but Internet

Engineering Task Force (IETF) as a standards body is a

private, non-state actor.

The above factors motivate the overarching query

driving our research. It is this: Does heterogeneity of the

actors (their attributes and the functions they perform)

create opportunities to gain advantage in the joint domain

of Cyberspace and International Relations? In this paper,

we will focus on three specific questions related to this

overarching query:

1. Are some actors/functions more important for the

structure and performance of the Cyber-IR system than

others? This question is important because many other

functions in the Cyber-IR system depend on such

functions. Therefore, muting of such a function
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hampers many dependent functions, and enabling it

accentuates them, and thereby, the whole system.

2. What dependencies are critical for functioning of

Cyberspace, IR, and the relationship between the two?

Given that Cyberspace is rapidly changing, highly

fluid, and increasingly subject to technological inno-

vations in some cases, and to State policies and

interventions in others, the purpose of identifying such

critical areas of dependencies is so that they can be

tracked over time and studied in more detail in future

work.

3. How do actor attributes such as location (local vs. non-

local) or status (State vs. non-state) inform (support,

reject or qualify) findings of questions 1 and 2? This

question is especially relevant as it provides insights

into the relative importance of select attributes for the

relevance and performance of an actor at any point in

time.

4 Method and application

Our purpose in using design structure matrix (DSM)

method is to construct the Cyber-IR interdependency

matrix. However, to appropriately frame the scope of the

matrix and make its structure and interpretation more rel-

evant and meaningful to the overall investigation, we must

create several additional constructs, meanings, rules, and

assumptions.

4.1 Overview of methodology

The ‘‘raw’’ application of DSM generates a critical anchor

for the remainder of the investigation. This anchor provides

internal consistency in the logic of interconnections

between the cyber domain and International Relations.

However, it is only an entry point for our investigation.

More must be done. In Table 1, we provide an overview of

the overall methodology and its application. Each step in

Table 1 can be viewed as ‘‘belonging’’ to one of two dis-

tinct phases of inquiry: (a) creation of the interdependency

matrix (steps 1–3), and (b) analysis of the interdependen-

cies (step 4). Please note that the somewhat abstract

description of rules in Table 1 is discussed with concrete

examples of their application in Sect. 4.2 to follow.

4.2 Operational details: application of the ‘‘Rules’’

We now turn to a brief discussion of each step:

Step 1: Identifying important actors in Cyberspace and

International Relations

To begin, we must identify the functional categories of

Cyberspace and International Relations-related actors. For

Cyberspace, the first set of actors are those who provision

the various functions of the Internet, namely equipment

providers (e.g., Cisco, Ericsson), Internet service providers

or ISPs (e.g., Comcast and Verizon in the United States),

information communications and applications platforms

(e.g., Google, Facebook), device makers (e.g., Apple, No-

kia), application providers (e.g., Skype), and individuals

(e.g., individual users or businesses). The first set of actors

(functional categories) is well accepted when discussing

Internet architecture, supply chains, or policy (Vaishnav

2010).

The second set of Internet actors are those who create

and manage standards or other operational issues, namely

the Institute for Electrical and Electronics Engineers

(IEEE), Internet Engineering Task Force (IETF), Internet

Corporation for Assigned Names and Numbers (ICANN),

World Wide Web Consortium (W3C), and the North

American Network Operators’ Group (NANOG).1 They

are critical to the overall configuration of Cyberspace.

Some were established long before the construction of the

Table 1 Overview of methodology

Step 1: Identify important actors in Cyberspace and International

Relations

Rule 1: Differentiate actors based on a set of functions they

perform with respect to the Internet, not the bases of functions

they could potentially own

Step 2: Identify core functions performed by the actors

To enlist core functions of an actor ask the following question: can

the actor be that actor without performing a given function?

Rule 2: When attribute heterogeneity does not determine core

functions performed: take core functions that the actor type

performs

Rule 3: When attribute heterogeneity does determine core

functions performed: take the union of all core functions that the

actor type could perform

Step 3: Identify interdependencies among core functions

To identify interdependency between any two core functions ask

the following question: Is ‘‘Function B’’ necessary to fully or

partially perform ‘‘Function A’’? If yes, then A depends on B

Rule 4: Capture only the direct dependencies of core functions.

Indirect dependencies of core functions are derived from the

direct ones, as mediated by other core functions

Rule 5: Disaggregate an actor type to avoid loss of

interdependency information

Step 4: Code and analyze the structure of interdependencies

Code and analyze two types of matrices

Qualitative Matrix

Binary Matrix

1 As a representation of other similar groups such as SANOG.
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Internet and are thus cyber-centered rather than Internet-

focused. We are beginning to identify and examine the

importance of the second set of actors in the context of

Cyber-IR.2

For International Relations, we focus on established

actors who perform Internet-related functions with direct

international implications, namely the sovereign State,

International Telecommunications Union (ITU), and World

Trade Organization (WTO; Choucri 2012).3 There are

other actors, to be sure, but for the sake of parsimony, we

highlight the most relevant.

Step 2: Identifying core functions performed by the actors

The second step is to identify the core functions of an

actor. These are a set of functions it must perform to be

that actor type. For example, providing connectivity and

Internet service are core functions of an ISP, without

which it would cease to be an ISP. Table 2 shows actors

to date and their core functions. The core functions listed

here are derived based upon the following process. A

rather exhaustive list of functions performed by the

Internet actors like equipment makers, ISPs, devise

makers, and application providers is available in Vaish-

nav (2010), chapter 2. A similar list for the role of

individual, standards organizations, and the State that

allows us to derive the core functions of these actors is

available in Choucri and Clark (2011). Finally, the role

of organizations such as IEEE, IETF, W3C, ICANN,

NANOG, ITU, and WTO is further crystalized by their

mission statements. Such an exhaustive list of core

functions is then further pruned to list just the essential

functions of each actor by asking the following question:

Can the actor be defined as that actor without performing

a given function?

Several aspects of the core functions listed in Table 2

are especially relevant to this inquiry. First, all actors

perform both technical and economic core functions. For

example, for ISPs, developing capacity to meet demand

and generating funds to survive are primarily economic

functions, even though capacity expansion could some-

times depend upon technological advance. By contrast, the

rest of the functions performed by an ISP are primarily

technical functions, even though they have economic

implications.

Second, the final core function—generate funds to sur-

vive—is relevant for all actors, except possibly the State.

We interpret this function broadly. While financial viability

is important for all, mechanisms for survival could be

different for different actors. For example, with the

exception of individual users, for all Internet-related actors

‘‘to survive’’ means remaining profitable by managing

revenues and costs (when the actor is private) or being

supported by the State (when State-owned). By contrast,

for a State, the notion of fund generation in this matrix is

limited to funds necessary to support viable cyber access

where such funds may be generated through a combination

of taxation of individuals and businesses, import, and

export, etc. The survival of a State is a concept that has

implications far beyond this inquiry, so it is not addressed

here.

Third, for many actors, the attribute heterogeneity does

not change the core functions they must perform. For

example, equipment providers, device makers, and appli-

cation providers must perform the same core functions

whether they are small, medium, or large, for profit or not-

for-profit, local or international. In this case, we simply use

Rule 2 described in Table 2. By contrast, for some actors,

attribute heterogeneity does determine the core functions

they perform. For example, small ISPs may not directly

connect to the Internet backbone, not all individuals

develop Internet applications, or all states do not own ISPs,

and so on. In this case, we apply Rule 3 described in

Table 2 to take a union of core functions an actor type

performs to arrive at the complete list.

Finally, two methodological issues must be noted. First,

as stated in Rule 1 of Table 2, the Internet actors and their

functions were identified according to the functions they do

perform, and not functions they could potentially own. For

example, an ISP could also decide to become an infor-

mation platform, but the majority does not.

The second methodological issue is whether the func-

tional classification is identified at the appropriate level of

aggregation. For example, is it better to aggregate equip-

ment providers, device makers, and application providers

into a single actor called hardware/software providers?

Conversely, could we not disaggregate platform providers

into information platforms, communications platforms, and

applications? We argue that the disaggregation of actor

type produced here is appropriate, as any further aggre-

gation would result in loss of information (Rule 5,

Table 2). For example, if we were to combine equipment

providers and device makers into an aggregated actor,

ISP’s unique dependencies on equipment providers and

individual’s unique dependencies on the device makers

will not have to be attributed to this new aggregated actor,

thereby inflicting some loss of information. Such choices

related to the levels of aggregation raise important quali-

tative issues that must be kept in mind when interpreting

the results.

2 Choucri–Clark Paper discussed in the Introduction section of this

paper.
3 We base our selection of IR actors on the Choucri–Clark Paper.

Here we have eliminated a few new actors, namely IGF and WSIS, as

it is unclear what operations of the Internet would cease to exist in the

absence of these organizations as yet.

Environ Syst Decis (2013) 33:561–576 567

123



T
a

b
le

2
A

ct
o

rs
an

d
co

re
fu

n
ct

io
n

s

In
te

rn
et

ac
to

rs
an

d
co

re
fu

n
ct

io
n

s
IR

ac
to

rs
an

d
In

te
rn

et
-r

el
at

ed
co

re
fu

n
ct

io
n

s

E
q

u
ip

m
en

t
p

ro
vi

d
er

s

D
es

ig
n

an
d

d
ev

el
o

p
n

et
w

o
rk

eq
u

ip
m

en
t

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

S
ta

te

G
ra

n
t

p
ri

v
at

e
eq

u
ip

m
en

t
p

ro
v

id
er

sa

G
ra

n
t

p
ri

v
at

e
IS

P
s

G
ra

n
t

in
fo

rm
at

io
n

/c
o

m
m

u
n

ic
at

io
n

s/
ap

p
li

ca
ti

o
n

s
p

la
tf

o
rm

G
ra

n
t

p
ri

v
at

e
d

ev
ic

e
m

ak
er

s

G
ra

n
t

p
ri

v
at

e
ap

p
li

ca
ti

o
n

p
ro

v
id

er
s

O
w

n
an

d
o

p
er

at
e

n
et

w
o

rk
eq

u
ip

m
en

t
m

an
u

fa
ct

u
ri

n
g

O
w

n
an

d
o

p
er

at
e

IS
P

fu
n

ct
io

n
s

O
w

n
an

d
o

p
er

at
e

In
fo

rm
at

io
n

/c
o

m
m

u
n

ic
at

io
n

s/
ap

p
li

ca
ti

o
n

s
p

la
tf

o
rm

s

O
w

n
an

d
o

p
er

at
e

d
ev

ic
e

m
an

u
fa

ct
u

ri
n

g
an

d
m

ai
n

te
n

an
ce

O
w

n
an

d
o

p
er

at
e

ap
p

li
ca

ti
o

n
d

ev
el

o
p

m
en

t

Im
p

o
rt

h
ar

d
w

ar
e/

so
ft

w
ar

e
p

ro
d

u
ct

s

E
x

p
o

rt
h

ar
d

w
ar

e/
so

ft
w

ar
e

p
ro

d
u

ct
s

C
en

so
r

co
n

te
n

t

F
il

te
r

co
n

te
n

t

P
h

y
si

ca
ll

y
se

cu
re

In
te

rn
et

ac
ce

ss
,

se
rv

ic
es

,
an

d
in

fo
rm

at
io

n
fl

o
w

s

G
en

er
at

e
fu

n
d

s

IS
P

s

C
o

n
n

ec
t

w
it

h
in

d
iv

id
u

al
s

an
d

b
u

si
n

es
se

s

C
o

n
n

ec
t

w
it

h
d

o
m

es
ti

c
IS

P
s

C
o

n
n

ec
t

w
it

h
in

te
rn

at
io

n
al

b
ac

k
b

o
n

e
IS

P
s

P
ro

v
id

e
In

te
rn

et
se

rv
ic

e

S
ec

u
re

li
n

k
s

an
d

se
rv

er
s

D
ev

el
o

p
ca

p
ac

it
y

to
m

ee
t

d
em

an
d

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

In
fo

rm
a

ti
o

n
/c

o
m

m
u

n
ic

a
ti

o
n

s/
a

p
p

li
ca

ti
o

n
s

p
la

tf
o

rm

G
en

er
at

e
co

n
te

n
tb

S
to

re
co

n
te

n
t

P
ro

v
id

e
ac

ce
ss

to
co

n
te

n
t

P
ro

v
id

e
co

m
m

u
n

ic
at

io
n

s
p

la
tf

o
rm

c

D
is

tr
ib

u
te

ap
p

li
ca

ti
o

n
sd

S
ec

u
re

co
n

te
n

t

D
ev

el
o

p
ca

p
ac

it
y

to
m

ee
t

d
em

an
d

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

D
ev

ic
e

m
a

ke
rs

D
es

ig
n

an
d

d
ev

el
o

p
en

d
d

ev
ic

es
fo

r
co

m
m

u
n

ic
at

io
n

s

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

IT
U

P
ro

d
u

ce
In

te
rn

et
an

d
T

el
ec

o
m

S
ta

n
d

ar
d

s

C
o

o
rd

in
at

e
In

te
rn

et
an

d
T

el
ec

o
m

S
ta

n
d

ar
d

s

C
o

o
rd

in
at

e
R

ad
io

C
o

m
m

u
n

ic
at

io
n

s
S

er
v

ic
es

In
te

rn
at

io
n

al
m

an
ag

em
en

t
o

f
ra

d
io

sp
ec

tr
u

m
an

d
sa

te
ll

it
e

o
rb

it
s

F
ac

il
it

at
e

in
it

ia
ti

v
es

in
em

er
g

in
g

m
ar

k
et

P
u

b
li

sh
IC

T
S

ta
ti

st
ic

s

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

A
p

p
li

ca
ti

o
n

p
ro

vi
d

er
s

D
es

ig
n

an
d

d
ev

el
o

p
In

te
rn

et
ap

p
li

ca
ti

o
n

s

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

In
d

iv
id

u
a

ls

A
cc

es
s

co
n

te
n

t

G
en

er
at

e
co

n
te

n
t

S
h

ar
e

co
n

te
n

te

D
ev

el
o

p
In

te
rn

et
ap

p
li

ca
ti

o
n

s

S
ec

u
re

li
n

k
s/

co
n

te
n

t

In
v

es
t

in
In

te
rn

et
te

ch
n

o
lo

g
ie

s

568 Environ Syst Decis (2013) 33:561–576

123



T
a

b
le

2
co

n
ti

n
u

ed

In
te

rn
et

ac
to

rs
an

d
co

re
fu

n
ct

io
n

s
IR

ac
to

rs
an

d
In

te
rn

et
-r

el
at

ed
co

re
fu

n
ct

io
n

s

IE
E

E

D
ev

el
o

p
h

ar
d

w
ar

e
st

an
d

ar
d

s

C
o

o
rd

in
at

e
h

ar
d

w
ar

e
st

an
d

ar
d

sf

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

W
T

O

P
ro

d
u

ce
tr

ad
e

ag
re

em
en

ts
fo

r
g

o
o

d
s,

se
rv

ic
es

,
an

d
in

te
ll

ec
tu

al
p

ro
p

er
ty

Im
p

le
m

en
t

an
d

m
o

n
it

o
r

tr
ad

e
ag

re
em

en
ts

D
is

p
u

te
se

tt
le

m
en

t

IE
T

F

P
ro

d
u

ce
In

te
rn

et
st

an
d

ar
d

s

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

IC
A

N
N

C
o

o
rd

in
at

e
In

te
rn

et
ad

d
re

ss
es

g

C
o

o
rd

in
at

e
th

e
D

N
S

h

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

W
3

C

D
ev

el
o

p
W

eb
st

an
d

ar
d

si

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

N
A

N
O

G

Id
en

ti
fy

an
d

so
lv

e
p

ro
b

le
m

s
o

f
In

te
rn

et
o

p
er

at
io

n
s

an
d

g
ro

w
th

j

G
en

er
at

e
fu

n
d

s
to

su
rv

iv
e

a
‘‘

G
ra

n
ti

n
g

’’
p

ri
v

at
e

p
ro

v
is

io
n

in
g

o
f

an
y

ac
to

r
ty

p
e

is
co

n
st

ru
ed

b
ro

ad
ly

to
in

cl
u

d
e

si
tu

at
io

n
s

w
h

er
e

n
o

fo
rm

al
p

er
m

is
si

o
n

is
n

ec
es

sa
ry

to
p

er
fo

rm
as

th
at

ac
to

r.
F

o
r

ex
am

p
le

,
it

is
n

o
t

n
ec

es
sa

ry

to
o

b
ta

in
a

li
ce

n
se

to
b

ec
o

m
e

an
IS

P
in

th
e

U
n

it
ed

S
ta

te
s,

w
h

er
ea

s
a

li
ce

n
se

is
n

ec
es

sa
ry

to
d

o
so

in
m

o
st

o
th

er
n

at
io

n
s

b
C

o
n

te
n

t
is

co
n

st
ru

ed
b

ro
ad

ly
h

er
e

to
in

cl
u

d
e

th
at

g
en

er
at

ed
b

y
h

u
m

an
s

an
d

m
ac

h
in

e,
p

u
re

co
n

te
n

t
an

d
co

n
te

n
t

ab
o

u
t

co
n

te
n

t,
an

d
co

n
te

n
t

in
te

x
t,

v
o

ic
e,

an
d

v
id

eo
fo

rm
at

s
c

E
x

am
p

le
s

o
f

a
co

m
m

u
n

ic
at

io
n

s
p

la
tf

o
rm

ar
e

th
e

li
k

es
o

f
em

ai
l

p
la

tf
o

rm
(e

.g
.,

H
o

tm
ai

l)
,

o
r

so
ci

al
n

et
w

o
rk

in
g

p
la

tf
o

rm
s

(e
.g

.,
F

ac
eb

o
o

k
)

d
A

p
la

tf
o

rm
m

ay
d

is
tr

ib
u

te
ap

p
li

ca
ti

o
n

s
g

en
er

at
ed

b
y

it
o

r
so

m
eo

n
e

el
se

(e
.g

.,
A

p
p

le
’s

iT
u

n
es

S
to

re
)

e
G

en
er

at
io

n
an

d
sh

ar
in

g
o

f
co

n
te

n
t

is
co

n
st

ru
ed

b
ro

ad
ly

h
er

e
to

in
cl

u
d

e
co

n
te

n
t

g
en

er
at

ed
an

d
sh

ar
ed

b
et

w
ee

n
u

se
rs

,
o

r
b

et
w

ee
n

a
u

se
r

an
d

a
m

ac
h

in
e

f
C

o
o

rd
in

at
io

n
o

f
h

ar
d

w
ar

e
st

an
d

ar
d

s
is

to
en

su
re

in
te

ro
p

er
ab

il
it

y
am

o
n

g
h

ar
d

w
ar

e
d

ev
ic

es
g

A
n

In
te

rn
et

P
ro

to
co

l
ad

d
re

ss
(I

P
ad

d
re

ss
)

is
a

n
u

m
er

ic
al

la
b

el
as

si
g

n
ed

to
ea

ch
d

ev
ic

e
(e

.g
.,

co
m

p
u

te
r,

p
ri

n
te

r)
p

ar
ti

ci
p

at
in

g
in

a
co

m
p

u
te

r
n

et
w

o
rk

th
at

u
se

s
th

e
In

te
rn

et
P

ro
to

co
l

fo
r

co
m

m
u

n
ic

at
io

n
h

T
h

e
d

es
ig

n
n

am
e

sy
st

em
(D

N
S

)
is

a
h

ie
ra

rc
h

ic
al

d
is

tr
ib

u
te

d
n

am
in

g
sy

st
em

fo
r

co
m

p
u

te
rs

,
se

rv
ic

es
,

o
r

an
y

re
so

u
rc

e
co

n
n

ec
te

d
to

th
e

In
te

rn
et

o
r

a
p

ri
v

at
e

n
et

w
o

rk
.

It
as

so
ci

at
es

v
ar

io
u

s

in
fo

rm
at

io
n

w
it

h
d

o
m

ai
n

n
am

es
as

si
g

n
ed

to
ea

ch
o

f
th

e
p

ar
ti

ci
p

at
in

g
en

ti
ti

es
.

M
o

st
im

p
o

rt
an

tl
y

,
it

tr
an

sl
at

es
d

o
m

ai
n

n
am

es
m

ea
n

in
g

fu
l

to
h

u
m

an
s

in
to

th
e

n
u

m
er

ic
al

id
en

ti
fi

er
s

as
so

ci
at

ed
w

it
h

n
et

w
o

rk
in

g
eq

u
ip

m
en

t
fo

r
th

e
p

u
rp

o
se

o
f

lo
ca

ti
n

g
an

d
ad

d
re

ss
in

g
th

es
e

d
ev

ic
es

w
o

rl
d

w
id

e
i

‘‘
W

eb
st

an
d

ar
d

s’
’

is
a

g
en

er
al

te
rm

fo
r

th
e

fo
rm

al
st

an
d

ar
d

s
an

d
o

th
er

te
ch

n
ic

al
sp

ec
ifi

ca
ti

o
n

s
th

at
d

efi
n

e
an

d
d

es
cr

ib
e

as
p

ec
ts

o
f

th
e

W
o

rl
d

W
id

e
W

eb
j

C
o

n
ce

rn
s

in
te

rc
o

n
n

ec
ti

o
n

an
d

p
ee

ri
n

g
in

th
e

In
te

rn
et

b
ac

k
b

o
n

e

Environ Syst Decis (2013) 33:561–576 569

123



Step 3: Identify dependencies among core functions

Having identified and listed the core functions of actors,

we now seek to identify the interdependencies among the

core functions they perform. To identify interdependency

between any two core functions, we ask the following

question: Is ‘‘Function B’’ necessary to fully or partially

perform ‘‘Function A’’? If yes, then A depends on B. This

inquiry generates a dependency matrix of all functions

performed in the Cyber-IR system.

Figure 1 shows the components of the Cyber-IR

dependency matrix: two types of actors (Cyber and IR),

core functions they perform, and the resulting four types of

dependencies (within Internet (Cyberspace), Internet on IR,

IR on Internet, and within IR). The ‘‘Appendix’’ at the end

shows a populated version of the Cyber-IR dependency

matrix produced from this step.4

Step 4: Code and analyze the structure of

interdependencies

The next step is to code the data and then analyze the

matrix. This is done in two ways. The first is to construct a

heavily annotated version of the dependency matrix and

footnote, in detail, each individual dependency. From this

matrix, we produce a descriptive document on the nature of

dependencies faced by each core function. Such a bottom-

up process allows us to identify equivalence classes of

dependencies (discussed later). It allows us to analyze the

question we raised earlier about the nature of dependencies

within the Internet, within IR, and between the two

domains.

The second way we analyze the matrix is by converting

the qualitative matrix to a binary matrix, where a populated

cell is marked as ‘‘1’’ and empty cells as ‘‘0.’’ From the

binary matrix, we can begin to study the nature of inter-

dependencies algebraically. Doing so allows us to analyze

the question we raised earlier about the relative importance

of actors and functions in the Cyber-IR system.

5 Analysis, results, and ‘‘Lessons’’

We now turn to analysis of the dependency matrix to

answer the research questions we raised in Sect. 3. Pro-

cedurally, we focus on Question 1 and 2 and in discussing

them interweave the implications of Question 3.

Question 1 Are some actors/functions more important in

Cyber-IR than others?

To answer this question, let us look at two different

views of the dependencies: functions most depended upon

(Fig. 2) and most dependent functions.

Figure 2 should be considered important because many

other functions in the Cyber-IR system depend on them.

So, muting of such highly depended upon functions ham-

pers many dependent functions, and enabling it accentuates

them, and thereby, the whole system.

Figure 2 can be interpreted as follows: (1) for those

States that neither own the manufacturing of devices, net-

work equipment, application providers, nor host informa-

tion and communications platforms in its jurisdiction,

import of such hardware and software is critical for a stable

Internet experience; (2) ISP’s ability to provide connec-

tivity and survive economically is critical for all states; and

(3) because it engages in standards creation and coordi-

nation that caters to a variety of interests at the State level;

put together, ITU activities have more varied dependencies

across all layers of the Internet than any other standards

organization such as IEEE, IETF, or W3C.

Figure 3 shows functions that are most dependent on

other functions. These functions are important because they

are the most complex to produce or perform. In some cases,

it is easier to grasp why their production may be more

difficult than others. For example, the State’s decision to

import hardware and software, the individual’s decision to

invest in Internet technologies, and ITU’s ability to facil-

itate initiatives in emerging markets necessarily depend

upon many other activities. Similarly, core functions such

as survival of ISPs and equipment makers are complex

4 As discussed in the next section, we produce qualitative and binary

versions of the dependency matrix. The matrix shown in the

‘‘Appendix’’ is the binary matrix with all the cells with 0’s turned

into empty cells, to enhance readability.

Fig. 1 The components of cyber-IR dependency matrix
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because these actors are deep into the communications

supply chain.

In other cases, our findings may appear surprising at

first. For example, platforms such as Google depend upon

many functions to provide access to content. As an indi-

vidual user, it might appear that much of what one could do

depends upon platforms such as Google or Facebook. But,

from the perspective of the Cyber-IR system, these plat-

forms depend too heavily on the individual user’s ability to

generate and share content and the availability of Internet

connectivity and service. While we have come to a point

where individuals easily share and access content and

develop applications, arriving to this point has taken time,

as all of these functions depend upon many others. For this

reason, individual-level activity is marginal in states where

Internet architecture is weak.

Question 2 What dependencies are critical for (a) the

Internet and Cyberspace and (b) International Relations,

and (c) the relationship of the two?

We address this question by noting results and drawing

lessons about the nature of dependencies in four domains:

Within Cyberspace, within IR, and those at the seams (of

Cyberspace on IR, and of IR on Cyberspace). Below, we

highlight these findings sequentially as classified in these

four domains.5 As noted earlier, the purpose of identifying

such critical areas of dependencies is so that they can be

examined in greater detail when needed.

(a) Results on dependencies within Cyberspace

First Technological dependencies run from upper (e.g.,

applications) onto the lower Internet layers (e.g., service),

which is a fact that engineers have known for long since

each layer of the Internet is relatively autonomous. How-

ever, this is not always true. For properties such as security,

the dependencies are at all layers of the Internet. Further,

economic dependencies such as survival of actors who

provide technology for the Internet run in the opposite

Fig. 2 Core functions most

depended upon

Fig. 3 Most dependent core

functions

5 The lessons discussed in this section are deduced from the analysis

of the qualitative matrix in the ‘‘Appendix’’. The footnotes to follow

detail the analysis behind each of the ten lessons in this section.

Please read these methodological notes in conjunction with matrix in

the ‘‘Appendix’’.
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direction, that is, from lower onto the upper Internet

layers.6

Second While much of the literature on standards

focuses on how the various technology providers depend

upon standards organizations, the converse is also true—

standards organizations also depend upon technology pro-

viders for standard creation and the economic viability of

the standards body altogether. This point is not merely an

artifact of how the dependency matrix is coded; rather it

highlights the importance of leverages in standards creation

and coordination. For example, if a monopolistic power

emerges on any layer of the Internet, it is bound to bias the

nature of standards because of the standards organization’s

dependency on the monopolist not just for the adoption of

technology but also for its own economic survival.7

(b) Results on dependencies within IR

Third Public provisioning of Internet functions occurs in

most cases when depending upon the provider of com-

munications infrastructure, public provision remains the

only viable option of Internet provisioning in large parts.

Such states are in turn likely to be heavily dependent upon

their ability to import necessary technology. Special cases

are states like China where public provisioning is done

with the added objective of controlling information content

and flow.8

Fourth While there is currently little evidence of whether

ITU depends upon the activities of WTO, the matrix sug-

gests that managing international communications over the

Internet and international trade will likely become

increasingly common. For example, as Cyberspace

becomes further woven into the fabric of international trade,

ITU functions such as coordinating radio communications

services, international management of radio spectrum and

satellite services, or coordinating emerging markets must

normatively have involvement of WTO through their

functions such as implementing and monitoring trade

agreements, and dispute resolution is inevitable.9

(c) Results on dependencies at the seams (of Cyberspace

on IR)

Fifth In many cases, provisioning of technological

functions for the Internet still depends upon State permis-

sion. State-level regulatory machinery is often ill equipped

to systematically deal with all new Internet technologies

such as Voice over Internet Protocol (VoIP), Facebook,

etc.10

6 Methodological note for the first lesson: This lesson can be

analyzed in three parts. Part one states that technological dependen-

cies run from higher to lower layers of the Internet. This fact can be

visualized in the Cyber-IR Dependency Matrix by staring at the

functions of the Internet actors (i.e., the square matrix formed by

functions A1-F6, equipment makers to individuals). Even without any

descriptive analysis, one can see that in this sub-matrix, there are

more cells marked below the diagonal as compared to above it. This

situation visually represents how functions at higher layers of the

Internet depend on lower layers as compared to the other way around

(e.g., ISPs depend more on equipment providers more than on device

makers or application providers). One might argue that this notion is

not strictly adhered to, so let us discuss some exceptions. The second

part of lesson one states that security depends on all layers of the

Internet. To understand this point, study security related functions of

each actor (viz. dependencies of functions B5 for ISPs, C6 for

platforms, and F5 for individuals). In all cases, we see dependency on

all the rest of the actors, meaning, on all layers of the Internet. Finally,

part three of lesson states that economic dependencies run from the

lower to higher layers of the Internet. To visualize this point, look at

economic functions performed by each Internet actors (viz. depen-

dencies of the final function for each Internet actor, ‘‘Generate funds

to survive’’, i.e., functions A2, B7, C8, D2, E2, F6), we will then see

two types of dependencies for such functions, (a) on other functions

performed by that actor, but (b) on functions performed by the higher

layer actors. For example, economic health of ISPs depends more on

functions performed by platforms, device makers, application

providers, and individuals as compared to those performed by the

equipment providers.
7 Methodological note for the second lesson: This conclusion is

learned from rows G1–J2, which show how standards organizations

depend upon technology providers and others, and from columns G1–

J2, which show how technology providers and others depend upon

standards organizations.

8 Methodological note for the third lesson: This conclusion is inferred

from dependencies at three levels. At the first level, whether to

provision the Internet publicly and privately depends upon how

economically viable will be the various actors provisioning the

Internet (equipment providers, ISPs, platforms, device makers, and

application providers). Therefore, State’s decisions to grant private

provisioning or to ownership of a certain Internet function depends

upon the economic viability of the actor performing that function This

situation is represented by the dependencies of grant versus own

decisions in row pairs Z1 & Z6, Z2 &Z7, Z3 & Z8, Z4 & Z9, and Z5

& Z10, on various actors ability to generate funds to survive. At the

second level, any Internet actor’s ability generates funds to survive is

in turn dependent upon the functions it performs. For example, ISP’s

ability to generate funds and survive (row B7) depends upon all the

technical functions it performs (rows B1–B5). At the third level,

technical functions of an actor in turn depend upon being able to

import (study column Z11 to understand technical functions depen-

dent on import).
9 Methodological note for the fourth lesson: This conclusion has an

element of prediction. Today, there is very little evidence of any clear

interdependencies between ITU and WTO (see the matrix created by

rows and columns Y1–X4). However, as one thinks about dependen-

cies, several of the ITU functions, such as coordinating radio

communications services, international management of radio spec-

trum and satellite services, or coordinating emerging markets, must

normatively have, involvement of WTO through their functions such

as implementing and monitoring trade agreements, and dispute

resolution is inevitable. In this sense, our conclusion predicts that the

matrix Y1–X4 is likely to become denser, and it would be better if the

interactions between these two institutions are put in place proactively

rather than as an afterthought.
10 Methodological note for fifth lesson: This lesson simply reflects

the operationalization of Rule 3 we discussed in Table 1. A great

diversity exists in regulatory oversight in provisioning Internet

functions across the many states. For example, ISP functions may
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This finding is somewhat at odds with—or provides a

constraint on—our statement about the dominance of the

private sector early in this paper. Such a contradiction is a

representation of the impact of attribute heterogeneity,

where Internet actors are private entities in some states, but

not in all.

Sixth For poorer states with little production capability,

provisioning all technological functions could especially

depend upon imports and subsidies. Of course, such

dependence on imports is not limited to poorer states. In

technologically advanced states, a complex web of depen-

dencies on global supply chains determines the necessary

import.11 For example, shutting down the semiconductor

manufacturing in Japan during the 2011 Tsunami hampered

the shipments of highly desirable Apple products.12

Seventh Information access depends upon State cen-

sorship and content filtering. This is an area of growing

interest. States like China are far ahead of other states in

censorship and content filtering on the Internet. Most other

states, especially those where citizens use information

platforms (such as Facebook) that are outside the State’s

jurisdiction, are trying hard to align their ability to protect

information with what they have decided their citizen’s

rights are. A manifestation of such concern is India’s

demand for locating Facebook’s servers within their sov-

ereign territory.13

Eighth Our matrix indicates that parallel streams of

decisions are likely to create a dependency of the standards

organization on the balance of State versus non-state

interests. One stream consists of various states that permit

more private or State-owned Internet actors (ISPs, Plat-

forms, etc.). The other stream is the increasing number of

these Internet actors that participate in the non-state stan-

dards organizations such as IETF, ICANN. Such depen-

dency increases coordination costs and reduces speed at

which decisions can be made.14

(d) Results on dependencies at the seams (of IR on

Cyberspace)

Ninth State censoring and filtering capabilities depend

on actors at all Internet layers as well as the standards

organizations, many of whom today are non-state, private

actors (e.g., IETF, IEEE, ICANN). This means that the

proverbial State is constrained in its decisions pertaining to

content control. Again, China is a special case where

control of information is created, by what appears like a

conscious decision of the State, at all layers of the

Internet.15

Tenth Security of State cyber infrastructure depends

upon security at all layers of the Internet. For many states,

however, one or more Internet layers are located outside

territorial boundaries and legal jurisdiction. This type of

situation creates a new set of problems in International

Relations, as evident in episodes such as Google’s pulling

out of China, Stuxnet attack on Iran, etc.16

6 Conclusion

We began this paper with three questions: (1) Are some

actors/functions more important for the structure and

Footnote 10 continued

be provisioned in the United States without a license but such market

entry is regulated in many other nations. We have taken a union of

these possibilities (per Rule 3) to show that most Internet functions,

when thought about in aggregate, continue to depend upon State.
11 Methodological note for the sixth lesson: This lesson is learned

from a qualitative understanding of the matrix, where the meaning of

dependencies on importing hardware/software products (column

Z11). Imports for provisioning various Internet functions may be

necessary because a State simply does not have indigenous capability

to manufacture equipment or develop software, or they may be

necessary because cost reasons as core competencies for manufac-

turing various hardware components and software is certainly

distributed across various nations. Once again, column Z11 takes

the union of all such possibilities.
12 http://www.computerworld.com/s/article/9214687/Japanese_disaster_

could_affect_Apple_say_experts.
13 Methodological note for the seventh lesson: This lesson is learned

from a qualitative understanding of the State’s functions censor

content (row Z13) and filter content (row Z14). Both functions depend

upon technical capability of Internet actors as well as the State’s

control over these actors. The lesson here highlights that while

functions such as ISPs are more amenable to State because they much

locate their hardware within the State’s jurisdiction, such is not the

case for provisioning information platforms. Similarly, while states

importing network equipment or devices can easily put them through

appropriate approval process, doing so for software applications if far

harder. These differences directly import State’s ability to filter and

censor content.

14 Methodological note for the eighth lesson: This lesson is inferred

from two levels of dependencies. First, much of the standards activity

by IEEE, IETF, W3C, ICANN, and ITU depend upon activities of

various Internet actors (see dependencies of rows G1–J2 and Y1–Y7

on columns A1–E2). The Internet activities (A1–E2) in turn can be

provisioned privately or be owned by the State (columns Z1–Z10).

When taken in aggregate across all states, standards organizations

begin to experience private versus public interests. For example,

repercussions of such changing balance are increasingly felt by

ICANN as more states get interested in who controls the Internet

DNS. Or similarly, by IETF as it encounters growing interest from

states and not just the private who increasingly encounters State

interest it hardly did two decades ago.
15 Methodological note for the ninth lesson: Further to the method-

ological note accompanying lesson seven (footnote 30), this lesson

observes that the State’s ability to filter or censor content depends on

all layers of the Internet. Consequently, some layers may be more

important in rendering the desired control, but no layer can be

excluded.
16 Methodological note for the tenth lesson: This lesson is learned

from the dependencies a State has in physically securing Internet

access, service, and applications (row Z15) on functions performed by

actors at all layers of the Internet (A1–F6).
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performance of the Cyber-IR system than others? (2) What

dependencies are critical for the functioning of the Internet,

IR, and the relationship between the two? (3) How do actor

attributes inform the findings pertaining to questions (1)

and (2)? The body of the paper addressed each question

and presented the results. In this conclusion, we take a step

further to highlight some of the implications.

Our analysis began with an observation that, because

cyber and International Relations are sufficiently interwo-

ven in various ways, they best be viewed as an integrated

system. This can only be done if their interconnections and

linkages are systematically identified. Furthermore, it is

essential that we first identify and understand the properties

of the joint system in its static form before we can improve

our understanding of dynamic change or emergent behav-

iors—as well as sources and consequences thereof.

6.1 The logic of inquiry

In the absence of quantitative foundations for an integrated

investigation, we selected to utilize a methodology that

allows us to represent the structure of a system. We have

selected to use the design structure matrix method (DSM)

and to augment (extend or enhance) its core features in

order to address the challenge at hand. By augmenting

DSM with several essential functions, we derived an

empirically based representation of a joint system cyber-IR

system.

As we proceeded, our investigation exposed clusters of

dependencies that are most critical to the conduct of

activities in the cyber domain and in International Rela-

tions. We focused on four specific areas: (1) within

Cyberspace, (2) within IR, (3) Cyberspace dependence on

IR, and (4) IR dependence on Cyberspace. We have found

that the two domains ‘‘at the seams’’—meaning, where

Cyberspace depends upon IR and vice versa—are most

revealing of potential changes in each of the individual

domains. In addition, the revealing signals ‘‘at the seams’’

are due largely to the interactions between the two

domains, the cyber and the international.

Furthermore, by synthesizing the lessons learnt about

the dependencies ‘‘at the seams’’ (answer to Q2) in con-

junction with the relative criticality of these dependencies

(answer to Q1), we are able to derive some predictive

inferences, despite the fact that our inquiry created a

dependency matrix that is purely static in form.

6.2 Cyber dependence on the state

It is true that in its early years, the Internet grew in the

United States in research laboratories followed by the

private sector (Abbate 1999). This is the reason for the

regulatory dilemma about whether and how much to

regulate it (Vaishnav 2010). At the global scale, however,

our analysis reveals that the growth of the Internet, or more

fully the Cyberspace, has not been as independent from the

State as we usually believed.

First, not in all states are the entities provisioning

physical and logical layers of Cyberspace public and state-

owned. This situation is also prevalent in those states where

the technological capacity is limited. And the understand-

ing of the regulatory implications of new technologies at

the cyber information layer (e.g., VoIP, Facebook) is also

limited. There may even be an unwillingness to adopt a

‘‘hands off’’ approach to Cyberspace.

Another cyber dependence on the traditional State

relates to imports and subsidies. In poorer states, it is the

very provisioning of the physical layer of Cyberspace that

depends upon imports. But even technologically advanced

states must rely on imports given the complex web of

dependencies created by global supply chains associated

with the cyber-centered structures and functions.

Finally, even in states with the best of cyber infra-

structures, the very access to information ultimately

depends upon the State’s politics on censorship and content

filtering. Even China, for example, has demonstrated that

despite being more complex than previous communications

technologies, controlling information in Cyberspace is not

impossible.

Arguably, as the State becomes more cognizant of the

criticality of Cyberspace in performing some of its

important functions, they may become even more strategic

and possibly effective in preserving and managing these

points of control. Thus, while the cyber domain has always

been dependent on the State, such dependence may grow

further.

6.3 State external functions dependence on Cyberspace

Our analysis shows that two functions traditionally con-

sidered critical in IR are deeply intertwined with Cyber-

space today. First is the security of State cyber

infrastructure that is determined by the level of security at

all layers of the Cyberspace. For many states, however, the

information and the logical layers of the Cyberspace are

located outside their territorial boundaries and legal juris-

dictions. Such situation creates a new set of issues, even

problems or dilemmas, in International Relations—such as

Google’s withdrawal from China, or Pakistan turning off

YouTube stream to many South Asian nations, among

others.

Second, the State’s ability to censor and filter informa-

tion depends upon actors at all layers of the Internet as well

as the standards organizations, many of whom today are

non-state, private actors (e.g., IETF, IEEE, ICANN). This

means that the proverbial State is constrained in its control
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over content. Indeed, the complexity of controlling infor-

mation is apparent even in China, where the State has

seemingly made a conscious effort to create controls at all

layers of Cyberspace. Such an effort requires far more

coordination when the actors are private.

6.4 Dynamic inquiry necessary

The interdependencies of the State and cyber examined in

this paper—and the methodology that we have employed—

are based largely on a static logic. Nonetheless, we have

been able highlight some important features of structure

and function in both domains and in their interconnections.

Clearly, this is only a first but important foundational step.

At the same time, however, it signals the critical challenge

of addressing the dynamics of change. More to the point,

this challenge amounts to a necessity if the full connections

and the evolutionary trajectories of this integrated system

are to be explored, and perhaps in time even understood.

The urgency of developing a dynamic view to under-

stand the trajectory of the cyber International Relations

system can be appreciated by understanding the limitations

of the current approach. Consider the predicament of

standards organizations such as IETF, ICANN that have

been the key to developing the present Cyberspace. The

nature of standards setting—not what standards to set, but

the process of standard setting that will lead to a resolution

that will satisfy all actors—is likely change in a way that

cannot be captured in the static view of interdependency

we created in this paper. The reason for it is that, over time,

the decisions by states worldwide to provision Cyberspace

either privately or publicly dynamically alter the mix of

state versus non-state voices participating in standards

setting at any given layer of the Cyberspace, thus, altering

the nature of standards setting. To study such an evolution

with the present method would mean creating multiple

snapshots of the interdependency matrix over time and

studying how various dependencies appear and disappear.

Studying such a dynamic evolution would be our next step.
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Appendix: The cyber-IR dependency matrix

In the above matrix, actors and their core functions from

Table 2 are listed along rows and columns. A marked cell

of the matrix represents a dependency of the corresponding
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row core function on the column core function. Blank cells

in the matrix indicate no dependency of the corresponding

row and column functions.
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