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Blockchain technology can shape innovation
and competition in digital platforms, but
under what conditions?

| BY CHRISTIAN CATALINI AND JOSHUA S. GANS

Some Simple
Economics
of the
Blockchain

IN OCTOBER 2008, a few weeks after the Emergency
Economic Stabilization Act rescued the U.S. financial
system from collapse, Satoshi Nakamoto** introduced
a cryptography mailing list to Bitcoin, a peer-to-peer
electronic cash system “based on crypto graphic proof
instead of trust, allowing any two willing parties to
transact directly with each other without the need for

a trusted third party.” With Bitcoin, for the first time,
value could be reliably transferred between two distant,
untrusting parties without the need of an intermediary.
Through a clever combination of cryptography and
game theory, the Bitcoin ‘blockchain’—a distributed,
public transaction ledger—could be used by any
participant in the network to cheaply verify and settle
transactions in the cryptocurrency. Thanks to rules
designed to incentivize the propagation of new
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legitimate transactions, to reconcile
conflicting information, and to ulti-
mately agree at regular intervals about
the true state of a shared ledger (a
blockchain)? in an environment where
not all participating agents can be
trusted, Bitcoin was also the first plat-
form, at scale, to rely on decentralized,
Internet-level ‘consensus’ for its opera-
tions. Without involving a central clear-
inghouse or market maker, the plat-
form was able to settle the transfer of
property rights in the underlying digital
token (bitcoin) by simply combining a
shared ledger with an incentive system
designed to securely maintain it.

From an economics perspective,
this new market design solution pro-
vides some of the advantages of a
centralized digital platform (for ex-
ample, the ability of participants to
rely on a shared network and benefit
from network effects) without some
of the consequences the presence of
an intermediary may introduce such
as increased market power, ability to
renege on commitments to ecosystem
participants, control over participants’
data, and presence of a single point of
failure. As a result, relative to existing
financial networks, a cryptocurrency
such as Bitcoin may be able to offer
lower barriers to entry for new service
providers and application developers,
and an alternative monetary policy for

a See online appendix for more details;
https://dl.acm.org/d0i/10.1145/3359552

key insights

m We discuss how blockchain technology
can shape innovation and competition by
identifying two key costs affected by the
technology: the cost of verification and
the cost of networking.

m The cost of verification relates to the
ability to cheaply verify state.

® The cost of networking relates to the
ability to bootstrap and operate a
marketplace without assigning control
to a centralized intermediary. This is
achieved by combining the ability to
verify state with economic incentives
targeted at rewarding state transitions
that are particularly valuable from
a network perspective.


http://dx.doi.org/10.1145/3359552
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individuals that do not live in coun-
tries with trustworthy institutions. Key
commitments encoded in the Bitcoin
protocol are its fixed supply, predeter-
mined release schedule, and the fact
that rules can only be changed with
support from a majority of partici-
pants. While the resulting ecosystem
may not offer an improvement for in-
dividuals living in countries with reli-
able and independent central banks,
it may represent an option in countries
that are unable to maintain their mon-
etary policy commitments. Of course,
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the open and “permissionless” nature
of the Bitcoin network, and the inabil-
ity to adjust its supply also introduce
new challenges, as the network can be
used for illegal activity, and the value of
the cryptocurrency can fluctuate wildly
with changes in expectations about its
future success, limiting its use as an ef-
fective medium of exchange.

In the article, we rely on economic
theory to explain how two key costs af-
fected by blockchain technology—the
cost of verification of state, and the
cost of networking—change the types
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of transactions that can be supported
in the economy. These costs have im-
plications for the design and efficiency
of digital platforms, and open opportu-
nities for new approaches to data own-
ership, privacy, and licensing; moneti-
zation of digital content; auctions and
reputation systems.

While the reduction in the cost of
verification has economic consequences
mostly on the intensive margin of pro-
duction (improving existing applica-
tions), on the extensive margin (new
applications), the reduction in the cost
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of networking is more consequential:
Bitcoin was the first digital platform
to be bootstrapped in a decentralized
fashion without resorting to invest-
ments by an intermediary or planner.
As early adopters and investors experi-
mented with the cryptocurrency in the
hope that the network would increase
in users, security® and value, the un-
derlying token appreciated, generat-
ing the positive feedback loop needed
to attract subsequent batches of users.
This organic diffusion process uses
high-powered incentives similar to the
venture capital model to reward early
adopters for taking risks and dedicat-
ing their time, effort, and capital to a
new platform. The same incentive sys-
tem is now used by startups to raise
capital and lower switching costs for
the user base and developer commu-
nity of entrenched digital incumbents.
This allows them to compete in a con-
text where network effects are strongly
in favor of established players.

Whereas the reduction in the cost
of verification is what allows Bitcoin to
settle transactions without an interme-
diary, the reduction in the cost of net-
working is what allowed its ecosystem
to scale in the first place: Within eight
years, the digital, scarce token native to
Bitcoin went from having no value to a
total market capitalization of $180B,°
and is considered by investors to be
part of a new asset class and a novel
type of store of value.

Beyond the idiosyncratic market
design choices behind Bitcoin, the
ability to track transaction attributes,
settle trades, and enforce contracts
across a wide variety of digital assets
is what makes blockchain technology
a general-purpose technology. Entries
on a distributed ledger can represent
ownership in currency, digital content,
intellectual property, equity, informa-
tion, contracts, financial and physical
assets. As a result, the scaling model
pioneered by Bitcoin has been adopted

b In a proof-of-work blockchain, the security of
the public ledger depends on the amount of
computing power that is dedicated to verifying
and extending the log of transactions (that is,
dedicated to “mining”).

¢ The market capitalization is calculated as the
number of tokens (approximately 16.8M bitcoin)
times the value of each token (the Bitcoin to
USD exchange rate was $10,633 in January 2018;
https://coinmarketcap.com/ - accessed 01-22-2018).

by open source projects and startups
interested in creating platforms for the
exchange of other types of scarce, digi-
tal goods. For example, Ethereum used
its own token, Ether, to bootstrap a de-
centralized marketplace for computing
power and applications, Filecoin for
data storage, BAT for digital advertis-
ing, and Blockstack for digital identity.

The new types of networks that can
be created using the technology chal-
lenge the business models of incum-
bent digital platforms and financial
institutions, and open opportunities
for novel approaches to the exchange
of digital assets, data ownership and
monetization, information licensing,
and privacy. Whereas the utopian
view has argued that blockchain has
the potential to transform every digi-
tal service by removing the need for
intermediaries, we argue it is more
likely to change the nature of inter-
mediation by reducing the market
power of intermediaries, and by pro-
gressively redefining how they add
value to transactions.? This transfor-
mation will unfold slowly because
even in sectors that are well-suited
for a more decentralized exchange of
digital assets such as finance, there
are currently substantial legal and
regulatory frictions to adoption.
While blockchain allows for the cost-
less verification of state when all rele-
vant information is born digital, most
markets also rely on external informa-
tion—including information about
identity—to ensure safe and compli-
ant exchanges. As a result, ‘last mile’
frictions limit the conditions under
which blockchain-based networks can
replace existing infrastructure, as
complementary innovations are need-
ed to ensure that the shared data man-
aged through a consensus protocol is
kept in sync with critical offline infor-
mation and events.

After reviewing pertinent literature,
we discuss the effects of the reduction
in the cost of verification, later focus-
ing on the reduction in the cost of boot-
strapping and operating a network.

d While financial intermediaries are charging
high fees for cross-border payments, this reve-
nue stream will disappear if blockchain-based
payment networks commodify the transfer of
value. This does not mean that intermediaries
will not be able to provide added value services
on top of basic payments.
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Literature

This article contributes to the nascent
literature on blockchain by providing
an economic framework for under-
standing how the technology changes
the types of transactions and networks
that can be sustained in the economy.
By focusing on the two key economic
costs the technology influences, we
abstract away from some of the idio-
syncratic choices different protocols
make (for example, in terms of privacy,
consensus algorithms, and presence
of mining versus not), and surfaces
high-level dimensions that have im-
plications for market structure and
competition with existing digital plat-
forms. This level of analysis allows us
to highlight commonalities between
protocols that may be different at a
more fine-grained technical level, but
ultimately share a similar trust and
competition model, and will thus have
a similar impact on how rents are al-
located between wusers, developers
and nodes providing resources to a
network. An online appendix (https://
dl.acm.org/doi/10.1145/3359552) pro-
vides additional technical details on
how some of the most popular cryp-
tocurrencies work, and a taxonomy of
transactions that the technology can
support (for example, auctions, smart
contracts, digital identity and property
rights, and audit trails).

Previous research in this emerging
area has focused on providing an over-
view of Bitcoin and its operations;”*
has combined theory and data to ex-
plain the velocity of Bitcoin and its
use across countries as an investment
vehicle, for gambling and illegal on-
line markets;*> and has studied the role
early adopters play in the diffusion
and use of Bitcoin within a large-scale,
field experiment.'®

Researchers have also examined
competition between alternative cryp-
tocurrencies and their differences;!”1%2!
the changes they entail for trading
behavior;* their integration with flat-
based currencies and direct use for pro-
viding citizens with central bank mon-
ey;3*%4 alternative payment systems;”**
implications for regulation and gover-
nance;'%2%4%% and the privacy trade-offs
cryptocurrencies and digital wallets in-
troduce for consumers.>

From a business perspective, schol-
ars have compared the transforma-



tion brought about by blockchain to
the introduction of communication
protocols such as TCP/IP,**** and have
explored applications to digital plat-
forms beyond finance and implica-
tions for the boundaries of the firm.!!

Cost of Verification
Markets facilitate the voluntary ex-
change of goods and services between
buyers and sellers. For an exchange
to be executed, key attributes of a
transaction need to be verified by the
parties involved. When an exchange
takes place in person the buyer can
usually directly assess the quality of
the goods, and the seller can verify the
authenticity of the cash. The only in-
termediary involved in this scenario is
the central bank issuing and backing
the fiat currency used in the exchange.
When a transaction is performed on-
line instead, one or more financial
intermediaries broker it by verifying,
for example, that the buyer has suffi-
cient funds. Intermediaries add value
to marketplaces by reducing informa-
tion asymmetry and the risk of moral
hazard through third-party verifica-
tion. This often involves imposing
additional disclosures, monitoring
participants, maintaining trustwor-
thy reputation systems, and enforc-
ing contractual clauses. As markets
scale in size and geographic reach,
verification services become more
valuable, as most parties do not have
preexisting relationships, but rely on
intermediaries to ensure the safety of
transactions and enforce contracts.
In the extreme case where verification
costs are prohibitively high, markets
unravel, and beneficial trades do not
take place.®

In exchange for their services, inter-
mediaries typically charge a fee. This is
one of the costs buyers and sellers in-
cur when they cannot efficiently verify
all the relevant transaction attributes
by themselves. Additional costs may
stem from the intermediary having ac-
cess to transaction data (a privacy risk)
and being able to select which transac-
tions to execute (a censorship risk).

e Over distance, intermediaries are key for veri-
fying the quality of products or services, and
reputation of buyers and sellers. High verifica-
tion costs reduce market thickness* and pre-
vent beneficial exchanges from taking place.

Blockchain
technology can
prevent information
leakage by allowing
market participants
to verify transaction
attributes and
enforce contracts
without exposing
the underlying
information to a
third party.
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These costs are exacerbated when
intermediaries gain market power,
often as a result of the informational
advantage they develop over transact-
ing parties through their intermedia-
tion services.” Transacting through
an intermediary always involves some
degree of disclosure to a third party,
and increases the chance that the in-
formation will be later reused outside
of the original contractual arrange-
ment. Moreover, as an increasingly
large share of economic and social
activity is digitized, keeping data se-
cure has become more problematic
and information leakage more preva-
lent. Classic examples are the theft of
social security numbers (for example,
Equifax hack) and credit card data (for
example, Target’s data breach), or the
licensing of customer data to advertis-
ers. Blockchain technology can pre-
vent information leakage by allowing
market participants to verify transac-
tion attributes and enforce contracts
without exposing the underlying in-
formation to a third party.! This allows
an agent to verify that some piece of
information is true (for example, good
credit standing), without full access
to all background information (for ex-
ample, past transaction records): that
is, the technology allows for the veri-
fication of transaction attributes in a
privacy-preserving way.

Digitization has pushed verifica-
tion costs for many types of transac-
tions close to zero. When the relevant
information is digital, blockchain
technology contributes to this pro-
cess by allowing for costless verifica-
tion.8 Of course, at the interface be-
tween an offline record and its digital
representation blockchain applica-
tions still face substantial frictions
and “last mile” costs.* This explains
why, despite claims by technology en-
thusiasts about the value of using the
technology across a variety of appli-
cations including supply chain moni-
toring and digital identity, use cases
outside of cryptocurrency and fintech

f This is achieved by combining a distributed
ledger with zero-knowledge -cryptography.
Examples include cryptocurrencies such as
Zcash and Zcoin.

g In practice, verification costs will never be ex-
actly zero. What we mean by ‘costless’ is low
enough to be irrelevant from an economic per-
spective relative to the value of the transaction.
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(settings where key information and
assets are digital) have been extreme-
ly limited. The link between online
“on-chain” activities recorded on a
blockchain and offline “off-chain”
events introduces major challenges
which cannot be overcome without
complementary innovations. For ex-
ample, a blockchain such as the Bit-
coin one can be used to cheaply verify
ownership and exchanges of its na-
tive digital asset. While this techni-
cally allows anyone to send and re-
ceive bitcoin globally without using
an intermediary or being censored,
actually being able to spend bitcoin
to buy goods and services offline still
runs into last mile issues. Hence,
while Bitcoin has been used in coun-
tries with hyperinflation to escape
devaluation, its use as a medium of
exchange has been limited, and gov-
ernments can still shape how these
digital assets are used at the interface
between the digital and the physical
world. Similarly, information about
identity is often used to increase the
safety of market interactions, reduce
fraud and build robust digital reputa-
tion systems, but being able to link
an online action and digital record
on a blockchain to an offline individ-
ual or entity is as expensive with
blockchain technology as it would be
with more traditional solutions. This
drastically limits the benefits block-
chain and smart contracts can bring
in the absence of complementary
technology (for example, a tamper-
proof GPS sensor), firms and institu-
tions that can help ensure the digital
records are accurate to begin with.

The high-level process of verifica-
tion is described in the accompany-
ing figure: When a digital transac-
tion is born, it immediately inherits
some basic attributes, such as the
fact that it exists and when it was
created, information about the sell-
er and buyer involved and their cre-
dentials, and so on. We typically rely
on these attributes to perform sub-
sequent actions (for example, once
funds are transferred, the seller may
ship the goods). Some of these ac-
tions take place every time (for ex-
ample, settlement), whereas others
are only triggered by specific events.
A particularly interesting subset of
future events are those that require
additional verification. For example,
a problem may emerge, and trans-
action attributes may need to be
checked through an audit. The audit
could range from actual auditors ac-
cessing the relevant logs or request-
ing additional information from
market participants, to the execu-
tion of an internal process designed
to handle the exception. Such pro-
cesses tend to be costly, may involve
labor and capital, and may require a
third party to mediate between buyer
and seller. The ideal outcome of an
audit is the resolution of the prob-
lem that emerged.

Blockchain technology affects this
flow by allowing, when a problem
emerges, for the costless verification
of digital information. Any transac-
tion attribute or information on the
agents and goods involved that is
stored on a distributed ledger can be
cheaply verified, in real time, by any

Costly verification through an intermediary (audit) versus costless digital verification on a

blockchain.

Transaction Actions Problem
is born are performed may arise
to tn
Attributes
e.g., existence, timestamp, Reliance Verification
parties involved, - on transaction oo oo of attributes
conflict resolution rules, attributes is required
collateral, etc.

LI
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market participant. Trust in the inter-
mediary is replaced with trust in the
underlying code and consensus rules."
These rules define how a distributed
network reaches agreement, at regular
intervals, about the true state of the
shared data it needs to maintain to op-
erate a well-functioning marketplace.
At a minimum, such shared data can
represent past transactions and out-
standing balances in an underling,
cryptographic token (that is, it could
be a snapshot of the ownership rights
in the token). In more complex appli-
cations, the shared data can also cover
the rules and data required to perform
a specific operation (such as, to run
an application, verify that a contract
clause is enforced). These operations,
often referred to as “smart contracts,”
can be automated in response to new
events, adding flexibility to the veri-
fication process. For example, on a
shared ledger used to exchange finan-
cial assets, transacting institutions
can agree, ex-ante, on the rules for
the settlement and reconciliation of
trades, as well as on the process they
will follow and third parties they will
involve if an audit is necessary or a dis-
pute emerges. Trusted, independent
oracles can also be incorporated to
ensure that such financial contracts
can respond to market conditions and
new information (for example, to im-
plement a weather derivative, a smart
contract can aggregate information
across multiple weather sources to as-
sess if a payout has to be made).

As with past improvements in
information and communication
technology, reductions in the cost of
verification enable the unbundling of
services that were previously offered
together, as part of the steps tradi-
tionally performed by an interme-
diary can now be delivered through
a shared ledger. This allows these
steps to be collectively owned and

h If we think of the audit capability of a third
party as surveillance or monitoring, blockchain
technology can deliver “sousveillance,” that is,
an audit embedded within the marketplace.

i N. Szabo (1996): “The basic idea of smart
contracts is that many kinds of contractual
clauses [...] can be embedded in the hard-
ware and software we deal with, in such a
way as to make breach of contract expensive
[...] for the breacher. A canonical real-life ex-
ample [...] is the humble vending machine;”
https://bit.ly/2WZqMxM



managed by a broader group of eco-
system stakeholders, in a way that
resembles collaboration among com-
petitors and complementors in stan-
dard setting organizations,® or open
source foundations. The effects of
this change have been mostly felt on
the intensive margin of production
(that is, on improving the efficiency
of pre-existing use cases), as firms are
experimenting with moving different
types of transactions to blockchain-
based systems to reduce settlement
and reconciliation costs.

As a consequence, applications re-
sulting from the reduction in the cost
of verification have been complemen-
tary to incumbents, as they improve
existing value-chains by lowering the
cost of tracking ownership and trad-
ing digital assets without reducing the
market power of existing players. Fur-
thermore, even when verification can
be automated, intermediaries can still
add value and retain influence over a
market by supporting regulatory com-
pliance, market safety, handling edge
cases (for example, a chargeback), and
certifying information that requires
labor-intensive, offline forms of veri-
fication. This explains why implemen-
tations of the technology targeted at
identity and provenance have been
slower to diffuse: While the verifica-
tion of digital attributes can be cheap-
ly implemented on a blockchain, the
initial mapping between offline events
and their digital representations is
still costly to bootstrap and maintain.
Therefore, as digital verification costs
fall, key complements to it that can
improve the process of offline verifica-
tion become more valuable.

On one extreme, blockchain tech-
nology can be used to settle trades of
digital assets that are completely self-
contained within a shared ledger (for
example, bitcoin, ether). The consen-
sus rules established in the code define
how tokens are created and earned,
and how the network reaches agree-
ment about the true state of owner-
ship over timeJ The cost of verifying
transaction attributes and enforcing

j Changes in the rules are implemented
through a voting process similar to standard
setting negotiations, and disagreements can
lead to part of the network forking to launch a
platform with different market design.

While the
verification of
digital attributes
can be cheaply
implemented on
a blockchain, the
initial mapping
between offline
events and

their digital
representations
is still costly to
bootstrap and
maintain.
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simple contracts for self-contained
tokens can be extremely low. This is
what allows for value to be transferred
through Bitcoin across the globe at a
relatively low cost. Of course, com-
pliance with Know-Your-Customer
(KYC) and Anti-Money-Laundering
(AML) rules may require individuals
and firms to sustain additional costs
to credibly link their offline identities
with their Bitcoin ones, but as long
as individuals agree that the underly-
ing token has value, using it as a store
of value and medium of exchange is
possible. Similarly, a native crypto to-
ken can be used to facilitate low-cost
transactions of digital resources, such
as computation (Ethereum), data stor-
age (Filecoin), bandwidth, or to track
equity ownership, electricity, as in all
these cases verifying the exchange of a
resource is not too expensive.

On the other extreme, when entries
on a shared ledger are digital representa-
tions of offline identities, products, ser-
vices and related transactions, costless
verification is difficult to achieve. Under
this scenario, the reduction in the cost
of verification is contingent on main-
taining a credible link between offline
events and their online record. This
link is cheaper to establish when of-
fline attributes are easy to capture and
expensive to alter or fake: for example,
in the case of diamonds, Everledger
uses the physical properties of the
gems as a digital fingerprint that can
be recorded and tracked on a block-
chain as the products move through the
supply chain. In many cases, maintain-
ing a robust link between offline events
and distributed ledgers is very expen-
sive, and may require not only one or
more trusted intermediaries, but also
multiple parties to agree on rules for se-
cure data entry and sharing. In the ab-
sence of a strong link between offline
and online events, asymmetric informa-
tion and moral hazard will be an issue
in these markets. In this context, Inter-
net of Things devices are instrumental
in expanding the set of contracts that
can be automated on a blockchain be-
cause they can be used to record real-
world information (for example,
through sensors and GPS devices) and
substitute labor-intensive verification
with inexpensive hardware.

Overall, when last-mile problems
are limited—such as in the case of
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digital assets that are native to a block-
chain—decentralized verification goes
from being costly, scarce and prone
to abuse, to being cheap and reliable.
While this process is unlikely to be
more efficient on a per transaction ba-
sis than verification through a central-
ized intermediary, the ability to per-
form it without trusting a third party
can lead to savings from increased
competition, the absence of central-
ized control, higher privacy and cen-
sorship resistance, and the removal
of single points of failure. At the same
time, when frictions between offline
events and their digital representa-
tions are high, these improvements are
unlikely to materialize in the absence
of complementary innovations, as in-
termediaries will still be able to control
key existing complements to digital
verification and use them to exert influ-
ence over market participants.

As decentralized verification be-
comes cheaper, the scale at which it
can be efficiently implemented also
drops: On a distributed ledger, data
integrity can be built, from the ground
up, from the most basic transaction
attributes to more complex ones. For
example, a robust reputation system
can be constructed from the full set
of interactions an economic agent has
throughout the economy, increasing
transparency and accountability. Ex-
pensive audits and due diligence can
be progressively substituted with more
frequent and fine-grained verification
to ensure market safety and reduce the
risk of moral hazard. A lower cost of
verification also makes it easier to de-
fine property rights at a more granular
scale than before, as any digital asset
(or small fraction of it) can be traded,
exchanged or tracked at alow cost on a
shared ledger.*

Cost of Networking

The ability to verify state (for example,
the current ownership status of a digi-
tal asset) at a lower cost because of the
reduction in the cost of verification al-
lows a blockchain protocol to not only
reach consensus about the history and

k In the same way that Twitter, because of the
140 character limitation, enabled new forms
of communication, costless verification has
the potential to change how information mar-
kets, digital property rights, and payments are
designed.
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A permissionless
blockchain protocol
allows a network

of economic agents
to agree, at regular
intervals, on the
true state of a set of
shared data without
assigning residual
rights to trusted
entities.
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proposed evolution of a digital asset,
but also to define rules for state tran-
sitions that are particularly valuable
from a network perspective. These
transitions can be used to reward par-
ticipants for performing actions that
accelerate adoption and increase net-
work value and welfare. For example,
the protocol can be used to incentiv-
ize behavior that builds network ef-
fects (both in terms of users and ap-
plications), ensures the network has
sufficient resources available to meet
demand, guarantees its security, en-
courages savings or spending behavior.
Taken together, these incentives lower
the cost of networking, that is, the cost
of bootstrapping, operating and scal-
ing an economic network.

Whereas a reduction in the cost of
verification is a necessary condition
for a reduction in the cost of network-
ing—as it is the ability to verify state
that allows economic agents to es-
tablish property rights on network re-
sources and define incentives without
relying on an intermediary—it is not a
sufficient condition, as implementa-
tions can take advantage of the former
without the latter. In particular, when
a blockchain protocol is permissioned
and the entities developing it retain
control over which participants can
update and verify state, transitions are
not fully defined by code and self-con-
tained within the system, but rather
can be influenced by external parties
through fiat. As a result, from an eco-
nomics perspective, the network will
operate under constraints similar to
those of traditional digital platforms,
and participants will have to trust the
platform architect and core constitu-
ents through formal and relational
contracts or past reputation, among
others. This tension is an important
one from an organizational perspec-
tive, as it determines if a blockchain
network can be considered a novel or-
ganizational form versus not."

A permissionless blockchain pro-
tocol, instead, allows a network of
economic agents to agree, at regular
intervals, on the true state of a set of
shared data without assigning residual
rights to trusted entities. The flexibility
in terms of what such shared data rep-
resents across settings (for example,
currency, intellectual property, and
financial assets, contracts) makes it



a general-purpose technology (GPT).
GPTs typically take a long time to dif-
fuse through the economy, but also
lead to productivity gains across multi-
ple industries.****" Classic examples
of GPTs include the steam engine, elec-
tricity, and the Internet. While permis-
sionless networks have been compared
to communication protocols such as
TCP/IP—which focus on how informa-
tion is packetized and routed through
the Internet—they fundamentally dif-
fer from them because they allow for
the secure provision, transfer and en-
forcement of property rights. On these
networks, trust in a platform operator
isreplaced by trustin the underlying in-
centives, code and consensus rules. As
a result, market power of the interme-
diary, privacy risk and censorship risk
can be potentially reduced. The switch
in the trust model also introduces new
challenges, as bugs in the code can
leave participants with little recourse
beyond trying to coordinate a hard fork
of the network. Issues with this new
trust model have resulted from benign
programming mistakes (such as the
Parity wallet library removal), from
deliberate attempts at defrauding in-
vestors by promising high returns in
the absence of any real technical or
business plan (as in the case of fraudu-
lent initial coin offerings), as well as
from malicious attacks (such as the
DAO hack, which led to a split of the
Ethereum network).™ Similarly, while
blockchain protocols can be designed
to offer participants a high degree of
privacy (for example, Zk-Stark, Zcash,
and Monero), and users can take ad-
ditional measures to protect their
privacy from the public (for example,
using a mixing service, not reusing ad-
dresses), many shared ledgers such as
the Bitcoin one are pseudonymous,”
allowing third parties to deanonymize
transactions and trace movements of
funds over time.

Whereas permissioned networks
only take advantage of the reduction in
the cost of verification, permissionless
ones build on the first by adding a self-

1 See https://bit.ly/2Uyv3GP

m See https://www.bloomberg.com/features/
2017-the-ether-thief/

n Like a writer writing under a pseudonym, if
a Bitcoin user is ever tied to an address, the
history of her transactions can be read on
the blockchain.

contained incentives system to also
deliver a decrease in the cost of launch-
ing and operating a network without
relying on trusted intermediaries. The
effects of this reduction in the cost of
networking are felt both in the phase
of bootstrapping a new platform, and
in the phase of operating it. In the first
phase, a native token can be used to
create incentives for adoption and to
fund the development and scaling of
the network, for example by having
mining rewards or by raising capital
through an initial coin offering (ICO).
In the second phase, market design is
used to define the conditions under
which participants can earn tokens for
contributing resources to the network
(for example, computing power in the
case of Bitcoin, computing and appli-
cations for Ether, disk storage for File-
coin, digital content and advertising in
the case of the Basic Attention Token).

Since during the bootstrapping
phase the actual utility the network
can deliver to users is limited by its
small scale, and network effects work
against users switching from existing
alternatives, this phase relies on con-
tributions from early adopters and
investors with positive expectations
about the future value of the network.
As in open source projects,*’*8 early
adopters may be willing to dedicate
time and effort to support a new net-
work because they want to create a via-
ble alternative to established products
or they derive utility from advancing
the underlying technology (for exam-
ple, consumption utility from early ac-
cess, from working on novel, complex
problems, job-market signaling). In-
vestors, instead, as in traditional equi-
ty finance, may come in early because
they expect the token to appreciate in
value and reward their investment."
Of course, individuals can be simulta-
neously early adopters and investors
and contribute both effort and capital
to these projects. For this set of indi-
viduals, the presence of a native token
serves a similar purpose to founder
and early-employee equity in startups
and allows these projects to attract tal-
ent without raising investment from
traditional angels and venture capital-
ists. Since it only takes a few lines of
code to write a smart contract for an
initial coin offering, open source co-
debases can be forked or imitated at a
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low cost, and regulation is still uncer-
tain in many jurisdictions, the ability
to profit from launching a new crypto-
currency or manipulating its trading
have attracted a large number of bad
actors and speculators.

While lower entry barriers and the
presence of technical investors could
in theory open up capital for new types
of entrepreneurs and ideas that tradi-
tional investors may be more reluctant
to fund, the absence of regulation and
oversight also allows fraudulent proj-
ects to blend in with legitimate ones
and raise capital from unsophisticated
investors. Combined with the fact that
the value of a new token is, in most cas-
es, purely based on expectations about
its future success, and that such expec-
tations, because of technical, regulatory
and market uncertainty can rapidly turn
when new information emerges or sen-
timent evolves, the valuations of crypto-
currencies have been extremely volatile.
The resulting turmoil and speculative
bubbles have made it more difficult for
investors to identify high-quality proj-
ects and teams, have attracted specula-
tors and low-quality entrants and have
shifted attention from technology R&D
to short-term speculative returns.

If in the first phase of growth of a
blockchain-based network, incentives
are predominantly targeted at acceler-
ating adoption, in the second phase the
key challenges from a market design
perspective are ensuring that the incen-
tives continue to support contributions
of key resources to the ecosystem and
avoiding a tragedy of the commons. By
design, the protocol layer is a shared
resource among all network partici-
pants, and everyone benefits from in-
vestments in it—from better security
to removing technical constraints on
throughput, latency or liveness. At
the same time, because of the public
good nature of these improvements,
in the absence of proper governance,
a blockchain-based network may fail
to invest enough resources on them.
From a valuation perspective, whereas
the bootstrapping phase of a new token
is associated with extremely high vola-
tility, as uncertainty around a network’s
potential is resolved, it should enter a
more stable growth trajectory.’

o This is similar to the process of early-stage
startup funding and growth.
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Overall, relative to blockchain im-
plementations that only take advan-
tage of the reduction in the cost of veri-
fication (for example, permissioned
networks), those that also benefit from
the reduction in the cost of networking
(for example, permissionless ones) are
different on at least four dimensions.
First, they are less likely to leave market
power in the hands of their founders or
early participants. This limits the abil-
ity of any party to unilaterally censor
transactions or exclude participants
from the network, and removes single
points of failure, as the network does
not depend on the availability of one or
a few key players to operate.?

Second, they are less reliant on off-
chain governance, relational contracts
and laws to support their operations, as
by design, to take advantage of the low-
er cost of networking they need to em-
bed as much as possible of the incen-
tives and governance rules required for
their operations into the protocol. Of
course, permissionless networks still
need off-chain governance and coordi-
nation between their key stakeholders
to execute a hard fork, implement con-
troversial changes, or respond to an
attack, but relative to more closed net-
works that rely on trusted intermediar-
ies they leave less discretion to any sin-
gle party, and end up codifying more of
their rules into their codebases.

Third, they involve a lower privacy
risk, as no single entity (or group of en-
tities) has preferential access to or vis-
ibility over the information generated
by the network.t In traditional plat-
forms, the privacy risk is particularly
salient in markets where consumers
pay for services by allowing interme-
diaries to access and monetize their
data, an issue that is increasingly rel-
evant because of the role such data can
play in the training of AI algorithms."
Whereas the trend of consumers re-
linquishing private information in ex-

p The censorship risk is visible when an in-
termediary revokes or degrades access to a
participant, and when it loses control over
the marketplace because of an attack or
technical failure. All three cases have been
observed in online platforms, which are
concentrated markets because of network
effects and economies of scale in data collec-
tion, storage, and processing.

q Privacy may still be a concern if a public ledger
exposes information about participants and
their transactions.”
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change for free or subsidized digital
services is unlikely to change because
of blockchain technology—as small
incentives and frictions can be used by
digital platforms to persuade even pri-
vacy sensitive individuals to relinquish
sensitive information®>—startups in
this space are experimenting with ap-
proaches that give users greater con-
trol over how, when and why their pri-
vate data is accessed and monetized.
Fourth, blockchain implementa-
tions that take advantage of the lower
cost of networking inevitably induce
architectural changes in how firms cre-
ate and capture value within markets.
Architectural innovations, by destroy-
ing the usefulness of the assets and ac-
cumulated knowledge of incumbents,*
open opportunities for entrants to re-
shape the dimensions firms compete
on, and experiment with new business
models. In particular, by allowing for
the separation of some of the benefits
of network effects from the costs of
market power—since even in the ab-
sence of a platform architect partici-
pants in a blockchain network are able
to rely on shared infrastructure—the
technology offers new ways to reward
contributors, allocate rents in a mar-
ketplace, and build applications on
top of shared data while preserving the
privacy of the underlying information.
In traditional digital marketplaces,
platform operators have wide visibility
over all interactions that take place on
their networks, and users are unable to
directly custody or control the digital
assets they use or create while transact-
ing on them. This is a direct result of
the inability of these systems to gener-
ate and trade scarce, digital assets and
establish digital property rights with-
out also assigning control over them
to a third-party (usually the platform
operator). Before Bitcoin, for example,
a central clearing house of some type
was necessary to prevent the copying
and double spending of digital cash.
Bitcoin solves this problem by allowing
users to self-custody digital tokens and
exchange them without relinquishing
control over them to a third-party. This
reduces switching costs between digital
wallets and offers users a higher degree
of privacy from service providers. Inter-
estingly, while blockchain technology
provides individuals and organizations
with the opportunity to self-custody
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and exchange digital assets without
the need for traditional intermediar-
ies such as banks, significant work is
needed before users can reap the full
benefits of this change—such as great-
er privacy, higher portability between
service providers, and increased com-
petition—as many implementations
lack the convenience and usability of
the centralized solutions consumers
are used to. For example, while Bitcoin
users can store and protect their own
private keys, a large number of them
rely on third-party wallets to do so, es-
sentially trusting these entities with
their funds as in traditional systems.

Conclusion

The article focuses on two key costs
affected by blockchain technology:
the cost of verification, and the cost
of networking. For markets to thrive,
participants must be able to efficiently
verify and audit transaction attributes,
including, for example, the credentials
and reputation of the parties involved,
characteristics of assets exchanged,
and external events and information
that have implications for contractual
arrangements.

Outside the boundaries of an or-
ganization, this is typically achieved
by relying on trusted intermediaries.
In exchange for their services, inter-
mediaries charge fees and capitalize
on their ability to observe all transac-
tions taking place within their market-
places. This informational advantage,
combined with network effects and
economies of scale, gives them sub-
stantial market power and control over
market participants. Consequences of
market power include higher prices,
user lock-in and high switching costs,
the presence of single points of failure,
censorship risk, barriers to innovation,
and reduced privacy.

Blockchain technology, by reduc-
ing the costs of running decentralized
networks of exchange, allows for the
creation of ecosystems where the ben-
efits from network effects and shared
digital infrastructure do not come at
the cost of increased market power and
data access by platform operators. This
reduction in the cost of networking has
profound consequences for market
structure, as it allows open source proj-
ects and startups to directly compete
with entrenched incumbents through



the design of platforms where the
rents from direct and indirect network
effects are shared more widely among
participants (for example, users, appli-
cation developers, and investors), and
no single entity has full control over
the underlying digital assets.

Because of the absence of a central
clearing house or market maker, these
novel networks, when permissionless,
exhibit low barriers to entry and in-
novation. As long as applications are
compatible with the rules of the pro-
tocol, they can be deployed without
permission from other participants,
and compete for market share. This
reduces the expropriation risk appli-
cation developers face when building
on top of traditional digital platforms.
Furthermore, since contributors can
participate in governance in a way that
is often proportional to their stake in
the system, these networks can demo-
cratically evolve over time to accommo-
date changes that are beneficial to the
majority of their constituents.”

From a talent acquisition perspec-
tive, unlike open source projects, the
digital platforms built on top of cryp-
to tokens do not have to rely solely on
pro-social contributions of time and
labor and job market signaling” to
support their development. Using a
native token, they can directly incen-
tivize early contributions by develop-
ers, investors and early adopters. This
novel source of funding combines
crowdfunding with the simultane-
ous crowdsourcing of key resources
needed to scale a platform and attract
both developer and user activity on to
it. Because of the reduction in the cost
of verification, this model also allows
for equity in the system to be defined
at a much narrower scale, and to be
allocated to a wider population of
participants in response to verifiable
contributions of resources.

Similarly, by allowing for the defini-
tion of scarce digital property rights,
native tokens allow decentralized net-
works of exchange to coordinate ac-
tivity around shared objectives and

r Minorities that disagree with a change face
reduced lock-in because they can fork and
launch a backward-compatible platform. At
the same time, since forks introduce uncer-
tainty and may decrease overall value, off-
chain governance is needed to support funda-
mental changes in market design.

These changes
allow for the design
of novel types of
networks that
blend features

of competitive
markets with

the more

nuanced forms of
governance used
within vertical
integrated firms and
online platforms.
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transact digital resources without
assigning market power to a market
maker. Through blockchain-based net-
works, individuals and organizations
can source ideas, information, capital
andlabor, and enforce contracts for dig-
ital assets with substantially reduced
frictions. These changes allow for the
design of novel types of networks that
blend features of competitive markets
with the more nuanced forms of gover-
nance used within vertically integrated
firms and online platforms.*

Whereas intermediaries will still be
able to add substantial value to trans-
actions by focusing on tasks that are
complementary to digital verification
(for example, secure recording of of-
fline events, curation, and certification
of identity and services), they are likely
to face increased competition because
of the ability to establish and exchange
digital assets on decentralized open
networks without them.' This chal-
lenges some of their revenue sources
and reduces their influence over mar-
kets, opening up opportunities for new
business models and novel approaches
to data privacy, ownership and por-
tability, as well as to the regulation of
networks that should be considered
public utilities. By reducing barriers
to entry within sectors that are cur-
rently heavily concentrated because of
network effects and control over data,
the technology may enable a new wave
of innovation in digital services, and
greater consumer choice.

For these changes to materialize,
however, substantial hurdles will have
to be overcome. First, the technology
will need to reach alevel of performance
(for example, throughput, latency, and
cost per transaction) comparable to tra-
ditional networks. While decentraliza-
tion inevitably comes at a cost, the gains
from greater competition, openness,
privacy and censorship resistance will
have to outweigh the lower efficiency
of blockchain networks to make adop-
tion worthwhile. Hybrid networks that

s For example, the hedge fund Numerai uses
smart contracts to reward contributions to its
financial prediction model by a distributed
community of data scientists.

t Beyond financial applications, early applica-
tions that may be affected by these changes
are those that involve the exchange of digital
content, media, and new types of digital assets
and goods.
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embrace key features of permissionless
systems—such as low barriers to entry
and a competitive market for resources
and applications—while initially bor-
rowing trust from existing institutions
to overcome scaling problems, may also
provide a viable transition path when
performance is an obstacle to adoption.

Second, regulatory frameworks will
have to evolve to reduce uncertainty
for founders and network participants,
and to provide stronger protections for
investors and early adopters. Because
of their similarities but also their dif-
ferences with equity," crypto tokens
lend themselves to both legitimate fun-
draising activity by high quality entre-
preneurs, as well as fragrant abuse by
fraudsters.” As in other technological
bubbles, this constitutes a challenge for
the space, as investors have a difficult
time separating projects worth support-
ing from the much larger number of
low-quality imitators, and entry by spec-
ulators has brought extreme price vola-
tility and additional risks to the market.

Third, and possibly most impor-
tant, blockchain technology, like other
technological advancements, is not a
panacea for every possible technical
and market challenge a digital ecosys-
tem may face. As discussed through-
out this article, the technology can add
substantial value under fairly narrow
conditions: 1) when last mile prob-
lems are not severe and digital verifi-
cation can be implemented in a novel
or more fine-grained way because of a
reduction in the cost of verifying state
without assigning control to an inter-
mediary; 2) when the reduction in the
cost of networking allows participants
to allocate rents from a digital plat-
form more efficiently between users,
developers, and investors; 3) when the
combination of a reduction in both
costs (verification and networking) al-
lows for the definition of new types of
digital assets and property rights; 4)
when there is a need for greater privacy
and ability for users to control when
and how their data is accessed and
used. When none of these conditions
are met instead, more centralized so-
lutions that rely on traditional inter-
mediaries and relational contracts are
unlikely to be replaced, as the benefits
of transitioning to a blockchain-based
system are unlikely to counterbalance
the costs introduced by a decentralized
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infrastructure and governance, and the
replication of state across the network.
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