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Abstract

In this thesis, we study the sccurity of a block cipher design called substitution-
permutation network (SPN). We prove that when S-box is chosen uniformly at ran-
dom as a permutation, the resulting SPN is a strong pseudorandom permutation even
against an adversary having oracle access to that S-box. We then examine some spe-
cial cases of SPN for a fixed S-box and prove two special cases of SPN ingspired by
AES are 2-wise independent.
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Chapter 1

Introduction

This thesis takes a new step in closing the gap between pseudorandom permutations

and their popular bounded-input counterpart, block ciphers, used in practice.

Pseudorandom permutations are collection of permutations that can not be distin-
guished from random permutations by any eflicient adversary. It was first constructed
by Ruby and Rackoff [LR86] from pseudorandom functions, and therefore based on
one-way functions. Block ciphers are fixed-length permutations that look random in
practice. Implementations of block ciphers, such as Data Encryption Standard (DES)
and Advanced Encryption Standard (AES), are widespread all over the Internet to

secure sensitive data.

Modern block ciphers often follow the substitution-permutation network (SPN)
paradigm, e.g., AES. An SPN is computed over several rounds. In each round, the
input is first divided into blocks and a substitution function S-box is applicd to cach
block; a diffusion function is then applied to the entire blocks to spread out the local
changes; a round key is then combined to the entire blocks to mask the internal
computations. In practice, all the round keys are often derived from a shorter master
key for efficiency. But throughout the thesis, we assume that all round keys are

independently chosen uniformly at random and are hidden from the adversary.

Despite the popularity of SPN, its sccurity is not well understood. In this thesis,

we give some asymptotic analyscs of SPN.
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1.1 Random S-box

DES was once a predominant encryption scheme. Its design was based on Feistel
network. In the seminal work of Luby and Rackoff [LR86], they proved the security
of Feistel network: the permutation resulted from Feistel network is a pseudorandom
permutation if the underlying primitive used in the construction is itself a pseudo-
random function. This theoretical result gave people more confidence in using DES.

Due to its popularity, lots of efforts had been devoted to study the security of
DES in practice. Linear cryptanalysis was introduced by Matusi in 1993 [Mat94] as
a theoretical attack on DES and later successfully used in the practical cryptanalysis
of DES; differential cryptanalysis was first presented by Biham and Shamir in 1990
[BS91] and eventually the details of the attack were packaged into a book. Although
the carly target of both attacks was DES, the wide applicability of both attacks to
numerous other block ciphers has solidified the preeminence of both cryptanalysis
techniques in the consideration of the security of all block ciphers [Hey02].

As a replacement of DES, AES was designed from the beginning to resist linear
and differential cryptanalysis. It worked pretty well in practice and is still widely
used all over the Internct. However, we still lack the understanding of the security of
SPN.

Recently, a result of Miles and Viola [MV12] showed a similar result on SPN as
that was proved on Feistel network. This is the first asymptotic analysis of SPN. In
particular, they showed that the function resulted from Feistel network is a pscudo-
random function if the S-box is a pseudorandom function. Though interesting itself,

the result has two problems:

o In the design and the use of SPN, both the S-box and the resulted function are
supposed to be permutations. Besides the structural requirement, this means
that the security of SPN should also consider those adversaries that can ask

inversion queries to the resulted function.

e In the design and the use of SPN, S-box is supposed to be a public permutation.

In other words, the security of SPN should not rely on hiding the S-box from
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the adversarics.
In this thesis, we strengthen the result of [MV12] in two ways:

e Both S-box function S and the resulted function F arc permutations, and the

security of SPN considers those adversaries that can make inversion queries.

e In addition to making queries to F', the adversaries are also allowed to make

oracle queries to S (and S71).

Theorem 1. (Informal) If S is a truly random permutation, then F is indistinguish-
able from a random permutation for any (even computationally unbounded) adver-

saries given polynomially-many oracle access to F, F~1 S, S~ 1.

1.2 Fixed S-box

One caveat of the theorem above is that: in reality, the S-box is a public function,
while in the theorem above, the adversaries can only have oracle access to S. So a
natural question to ask is the security of SPN when S is public, or fixed.

There are several notions of security in cryptography. The standard notion is
computationally indistinguishability. That is, a permutation is pseudorandom if no
computationally bounded adversary can distinguish the permutation from a truly
random one. Another useful notion is almost k-wise independence. In the context
of permutation, it mcans that the outputs of any k distinct inputs are distributed
close to uniform. Although there is no obvious linkage between these two notions,
one can say a permutation that is almost k-wise indcpendent is secure against any
(even computationally unbounded) adversaries making only k£ non-adaptive queries.
By non-adaptive, it means that the adversaries can’t make later queries depending
on the answers to the querics before. Or in the other word, one can think that the
adversaries ask all the queries all together.

The second part of the thesis focuses on the almost k-wise independence of some
special cases of SPN with a fixed S box. When the S-box is fixed, the only variable

here is the round keys. In cach round, an independent uniformly at random round
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key is picked, and is used to update the internal state of SPN. The problem can then
be formulated as a random walk on the graph whose vertices are k-tuples of distinct
elements in the input domain of SPN. The number of rounds that is required to make
the result of SPN close to k-wise independence can be related to the mixing rate of
that graph.

This technique was first introduced by Hoory et al. [HMMRO4] to study how
well the composition of simple Feistel network round permutations resembles a truly
random permutation. And we apply them here on two special cases of SPN. The two
cases we study here are inspired by the design of AES. For simplicity, the number of
blocks is one and the diffusion function is the identity function. The fixed S-box is
the patched field inversion function, as that is used in AES, which has been shown
to have good resistance against linear and differential cryptanalysis. The first case
works on prime order field and the second case works on characteristic 2 field. We

prove that both two cases are almost 2-wise independent after constant rounds.

1.3 Organization

In Chapter 2, we review some preliminaries on algebra and random walks which will
be used in the later chapters.

In Chapter 3, we define the main object, the SPN structure.

In Chapter 4, we prove the main theorem that SPN is a strong pseudorandom
permutation when S is truly random (and accessible as a black box).

In Chapter 5, we study the case when the S-box is fixed and prove the 2-wise
independence of SPN for two special cases of S-boxes inspired by the AES construc-

tion.

14



Chapter 2

Preliminaries

2.1 Algebra

Let F be a finite field of size p”. An element y € F is called a quadratic residue over

I if there exists an clement x € F such that
Y=

Otherwise, y is called a quadratic nonresidue over .

The quadratic character is a function of y defined as follows:

(y) 1  yis a quadratic residue over F

0  yis a quadratic nonresidue over ¥

It is different from the Legendre symbol since 0 is counted as a residue here.

We also denote the set of quadratic residue and nonresidue over F by

QRr = {y|vis a quadratic residue over F}

(1>

NQRy

{y | y is a quadratic nonresidue over F}
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The trace map, denoted by Tr(x), is defined over F

-1

Tr(z) =z +a? + 2% + -+ a”
where p is the characteristic of F.
We are especially interested in the case when p = 2.

Proposition 2. Let F be a finite field of size 2™ and let Tr(z) be the trace map over
F. Then |

(1) Tr(z +y) = Tr(z) + Tr(y)
(2) Tr(xz) =0 or 1. Moreover, both Tr(z) and Tr(x) + 1 have 2"~ roots in F.
Proof. (1) Let xz,y € F, then

2n—l

Triz+y) = (@+y)+@+y) +@+y)' ++ (@ +y)

+
= @y + @+ + @yt o+ (0T )
= Tr(z)+Tr(y)

(2) Let x € F, then

Tr(x)* +Tr(z) = (;If2 +at+ ¥+ + :1:2") + (J‘ +ai 4+t + .+ $2n_1)

= ¥ +2=0

Thercfore T'r(x) = 0 or 1. Moreover, both Tr(z) and Tr(x)+1 arc polynomials

of degree 2"71, therefore both of them have exactly 27! roots in F.

2.2  Quadratic Equations over Finite Fields

Let IF be a finite ficld of size p™. We want to study the roots of a quadratic polynomial

flx) =ax® +br+c witha#0 (2.1)
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In the case p # 2, Equation (2.1) can be solved by reducing to the square function

u? + d, and thereby to inverting the squarc map u — u?.

1 b\> dac—b . b dac — b2
g‘f(l”f):(H%) —z Withu=z+—andd=———

Proposition 3. Let F be a finite field of odd characteristic, and let f(x) = ax®>+bx+c

be a polynomial of degree 2. Then

(1) f has no roots in F < b* — 4ac € NQRp.
(2) f has one root 0 in F < b? — 4ac = 0.
(3) f has two roots in F < b? — dac € QRyp\{0}.

The case p = 2 is somewhat different. If & = 0, f has onc root since the square
map u — u? over finite field of characteristic 2 is a bijective map. If b # 0, Equation
(2.1) can be solved by reducing to the Artin-Schreier polynomial u? + u + d, and

thereby to inverting the Artin-Schreier map u — u? + u.

2
a a a ac a ac
ﬁf(r)—(gcc) +3x+b—2 Wlthu—gxandd——ﬁ

Lemma 4. [Pom12] Let F be a finite field with 2" elements. Then the polynomial
g(u) = u® +u +d has a root in F if and only if Tr(d) = 0.

Proof. If g has a root u in F, then
Tr(d) = Tr(v* +u) =u* +u=0

If Tr(d) = 0, let F be an algebraic closure of F and « € F be a root of ¢ in T,

which always exists, then
0=Tr(d)=Tr(v*+u)=u? +u

This implies u € F since all 2" roots of 4?" + w in F are in F. Therecfore ¢ has a root

in F.
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Proposition 5. [Pom12] Let F be a finite field of characteristic 2, and let f(r) =

az® + bz + ¢ be a polynomial of degree 2. Then
(1) f has no roots in F < b # 0 and Tr (%) = 1.
(2) f has one root in F < b=0.

(3) f has two roots in F < b# 0 and Tr (g—;) =0.

2.3 Random Walks on Graphs

Let G = (V, E) be a weighted directed graph with weights A € [0,1]V*Y such that
Zj A(i,7) = 1 for all i € V. Consider a random walk on G: we start at a node v;
- if at the r-th step we are at a node v, = ¢, we move to node j with probability a;;.
Clearly, the sequence of random nodes vg, v1, s, . . . is a Markov chain. The node vg
might be fixed, or it may itself be drawn from some initial distribution V. We denote
by V. the distribution of v,:

V.(i) = Prjv, =1

The rule of the walk can be expressed by the equation
Ve =ATV, = ATV,

It follows that the probability that, starting at ¢, we rcach j in r steps is A"(¢, 7).

From now on, we focus on graphs where ), A(4,j) =1forall je V.

G is undirected if the transition matrix A is symmetric: the probability of moving
to j, given that we arc at node i, is the same as the probability of moving to node 1,
given that we are at node j.

A distribution 7 is stationary for the graph G if ATr = 7. In particular, the
uniform distribution on V is stationary if the graph is regular. .

A fundamental result of random walk is that if the graph is strongly connected
and non-bipartite, then it has a unique stationary distribution 7 and, regardless of

the initial distribution Vj, the distribution of v, converges to m as r tends to infinity.
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We are especially interested in how fast the random walk converges to the sta-
tionary distribution. To start with, we nced a way to measurc the distance of two
distributions. Lo distance is rather weak in the setting here since it does not require
convergence to 7 everywhere. A strong notion called total variation distance (also

called statistical distance) is often used in the literature.

Definition 6. (total variation distance) Let P and Q be two probability distributions

on a finite space U. The total variation distance between P and Q) is

1
A . - v _ = N .
A(P,Q) 2 max|X(J) = Y ()] = 5 D |X() - Y ()]
jeu
The total variation distance measures the largest possible difference between the
probabilities that the two probability distributions can assign to the same event.
After r steps, the total variation distance of the random walk to the stationary

distribution 7 is given by

N A Ty
A(r) £ maxmax ;A(w) w(J)
J

= —;-mlaxz IAT(’i,j) - W(j)l

The mizing rate is a measurc of how fast the random walk converges to the

stationery distribution. This can be defined as
= max min{r : A(A" (v,-), 1) <
r(6) = max min{r : A(A(v,),7) < ¢}

where A (v, -) is the distribution of the end node after an r-step random walk starting
from v.

When the graph G is undirected, the real symmetric transition matrix A is diag-
onalizable. Let |Ajy| < --- < |As] < |A1] =1 be the real eigenvalues of A. A result

relating spectral gap, 1 — |Azf, to the mixing time is the following:
Theorem 7. (Theorem 5.1 of [Lov96]) For a random walk starting at any nodei € V,
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foranyj eV andr >1

V,0) - w )l < %)M

More generally, for any J CV

7(J)

V() = mD] <47

|A2]"

where Vo(J) = 3 yvr(J)-

As a corollary,

A(r) = maxmax |Vo(J) = 7(J)| < VIVl

Proposition 8.

r(e) = 0=y &V /)

The conductance of G is defined as

|E(W, W)
L)) — U R §
(@) WQV(GI)I}{lP{}Klwl/Z d-|W|

where W = V(G)\W, and E(W, W) = {(u,v) € E(G) : u € Wandv ¢ W}. A
random walk is lazy if for some constant & > 0, it holds that Prlvo;y = v | vy =v] >0

for all v € V(G). A fundamental result relating conductance and the mixing time is

Theorem 9. [SJ89] If the random walk on G is lazy then

(e) = Ol - 1o&(|V(G)] /)

2.4 Independence of Permutations

For sct U, denote by U®* the set of all k distinct elements in U. For a collection

C = {C,} s of permutations on U, the output distribution on x = (z1,...,2) €U ®k

20



is
C(x1y. .. x1) = {(Cy(x1), .. L Cs(Th)) 1 s S}
The total variation distance of the output distribution to the uniform distribution

is given by

A(C)2  max  A(C(zy,...,zx), UP)

(:cl,...,:vk)GU@k

21






Chapter 3

Substitution-Permutation Network

3.1 Background

A substitution-permutation network (SPN) Cs : F™ — F™ is indexed by a key s =

(s0,--.,8.) € (F™)™*! | and is specified by the following parameters:

e r € N, the number of rounds

o [, the working field

e S:F — T, the S-boz

e m € N, the number of S-box invocations per round

e M :F™ — F™ the linear transformation

The S-box size is given by b = log |[F| and the input/output size of C, is n = mb bits.

C, is computed over r rounds. The ¢th round is computed over three steps:

(1) m parallel applications of S;
(2) application of M to the entire statc;

(3) m parallel field additions with the round key s;.

On input z, Cs(z) gives x + s¢ as input to the first round; the output of round 4
becomes the input to round i +1 (for 1 < ¢ < r), and Cs(z)’s output is the output of

the rth round.

23



Figure 3-1: One round of an SPN

3.2 Security against linear and differential crypt-
analysis

In practice, the security of an SPN is cvaluated against two general attacks on block
ciphers: lincar and differential cryptanalysis. Resistance td these attacks is typically
seen as the main security feature of SPNs.

For both attacks, a crucial property in the security proof is that the linear trans-

formation A has maximal branch number, defined as follows.
Definition 10. Let M : F™ — F™ be a linear transformation acting on vectors over

a field F. The branch number of M is

Br(M) = Igggl(w(a) +w(M(a)) <m+1

where w(-) denotes the number of non-zero elements.

Lemma 11. [MV12] Let M : F™ — F™ be any matriz with mazimal branch number

m+ 1. Then aoll entries of M are non-zero and M is invertible.

Proof. Assumc for contradiction that M;; = 0 for some 1 < 4,5 < m. Let @« € F™

24



be the vector such that @; = 1 and ay = 0 for 5/ # j. Then (Ma); = 0, and so
Br(M) < w(a) +w(Ma) < m.

Assume for contradiction that M is not invertible. Let «, 8 € F™ such that o # 8
and Ma = Mp, then a + 8 # 0 and M(a + 8) = 0™, so Br(M) < w(a + ) +
w(M(a+ B8)) < m. a

Lemma 12. Let M : F* — F™ be any matriz with mazimal branch number m + 1.

Then M~ also has mazximal branch number.

Proof. Because M has maximal branch number, both M and M ~! are invertible. For
any a # 0™, M~ 'a # 0™. Then, w(a) + w(M o) = w(Mta) + w(M (M 'a)) >

m + 1. Therefore M ~! has maximal branch number. O
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Chapter 4

Random S-box

In this chapter, we will prove the security of SPNs with a random S-box. Our
candidate Fj is a 2-round SPN when S is a truly random permutation. An adversary
can make oracle querics to Fy, Fy!, S, S™1. We make the assumption here that all of
them are only accessible as black boxes. We show that any adversary A has small

advantage in distinguishing Fy from a random permutation F'.
Theorem 13. If computationally unbounded A makes at most q total queries to its
oracles, then

PrA®ST AT =] - PSSV < 1)) < O(m*g?) - 270
1 »

We note that Miles and Viola [MV12] proved that Fj is a pscudorandom function
when S is a truly random permutation. Theorem 13 strengthens their result in two

ways:

e Instead of only given access to Fj (or F'), the adversary can also make queries to
S and S~1. In practice, S is public, and therefore proving the security against

adversaries that has access to S and S~! makes more sense.

e Instead of only given access to F; (or F'), the adversary can make inverse queriecs
to F; !, Therefore, we prove that F) is strong pseudorandom permutation. This

can be interpreted as securc against adaptive chosen-ciphertext attack, where
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the adversary has the additional power to ask for the decryption of ciphertexts

of his choice.

The bound achicved here is similar to the classical result of Luby and Rackoff
[LR86] on Feistel network in the sense that the advantage is exponentially small in
the size of the random permutation, with a polynomial loss in the number of queries.

The proof of the theorem follows the framework of Naor and Reingold [NR99).

Our analysis in this chapter holds for SPNs in which the linear transformation
M has maximal branch number, which is also essential in the security proof against
linear and differential cryptanalysis.

For the remainder of this section, fix any M € F™ with maximal branch number.
For any permutation S : F — F and any set of round keys (sg, s1,52) € (F™)3, let
Fy = F1(S, s9, 51, $2) be the 2-round SPN defined by these components. We will show
that F} is strong pseudorandom permutation, i.e. Theorem 13.

Similar to [MV12], the proof proceeds in two stages. In the first stage, we prove
the theorem against non-adaptive adversaries. This is equivalent to saying that Fy
is almost ¢-wise independent. In particular, we show that with all but negligible
probability, {S(u1),...,S(ug), Fi(z1),...,Fi(z4,)} is uniformly distributed.

In the sccond stage, we follow the framework of [NR99]. In particular, we consider
the distribution over transcripts of A’s interaction with its oracle, and uses the result
of the first stage in a probability argument to show that the transcripts are distributed
nearly identical in cither setting, and thus that A’s distinguishing advantage is small.

Note that 2-round SPN can be written as
Yy = M- S*(A’[ . S*(Sl' + S()) + 81) + So
where for any z = (z[1},..., z[m]) we define S*(z) = (S(z[1]),...,S(xz[m])). Then,

M7 (y— s3) = S*(M - S*(z + 50) + 51)
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4.1 Stage 1: the non-adaptive case

Fix any distinct uy,...,u, € F, any vy,...,v, € F, any distinct x1,...,14, € F™
and yi1,...,yq € F™
Let Dy be the uniform distribution on (S, sg, 51, $2). Consider another distribution

D, on (S, sg, 81, 82):
1. Uniformly choose the output of S on w4, ..., u,,.
2. Uniformly choose s, $1.

3. Compute a; = x; + 59 and b; = M - §*(a;) + s, for 1 < i < ¢o, and each time the
S-box is evaluated on a previously-unseen input, choose the output uniformly.
Let H be the set of at most mgs S-inputs whose output is determined after this

step.
4. Uniformly choose sy and compute ¢; = M~ (y; — s3) for 1 <i < qo.

5. Compute S*(b;) for 1 < i < ¢o, and cach time the S-box is evaluated on a

previously-unseen input, choose the output uniformly.

6. Uniformly choose the output of S on all remaining inputs from all remaining

outputs such that different inputs have different outputs.

Conditioned on the cvent that different inputs of S have different outputs, i.e. S is
a permutation, the above distribution is uniform. By union bound, the statistical

distance between these two distributions is bounded by
2m
A(Dy, Dy) < ((h +2mq2) 270 = O(m*¢?) - 27°

where ¢ = ¢; + ¢2.
We now define several bad cvents. The idea is that when none of these bad cvents
happen, all blocks of b; and u;’s make fresh evaluations of S, i.e. they don’t collide

cither with cach other or with other evaluations.
e BAD;: 3i,l,j s.t. afl] = u;.
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B‘qu 31, [,] s.t. b,[’] = lIJ

BADs: 3i,1,5,1 st. b{l] = a;[1].

BADy: 3,1, st. 1 # ' and b;[l] = b;[V)].

BADs: 3i,1,%,l' st. i # 1 and b;[l] = b;[l'].

We then bound each of these bad events.

By union bound, Pr[BAD1] < q; - mqs - 27 = O(mg?) .9b.
By union bound, Pr[BAD;] < q; - mqy - 27 = O(mgq?) - 27°
By union bound, Pr[BAD;3] < mgs - mqy - 27° = O(m?¢?) - 27°.
By union bound, Pr[BAD,] < mgs - m - 27% = O(m?q) - 27°.
By dcfinition, b;[l] = b;[l'] iff

l]+ZMI k] - S(xi[k] + solk] +ZM[1’ |- S(x;[k] + solk])

Let & be such that x;[k] # a;[k], which must exist because @; # x;. Arbitrarily
fix s1[l], s1[l'], so[k’] for k' # k and the outputs of S on the input sets [ =
{z:[K'] + solK'], z;[k'] + so[K') }xrs2k. This fixes an o € F such that

Ml K] - S(xi[k] + solk]) — MU, K] - S(x;[k] + solk]) =

If neither x;[k] + so[k] nor a;[k] + so[k] arc in {w,...,u,} U H U, then the
probability it holds is 27* over the choice of S on these two inputs because all
cntrics of M arc non-zero. Further, by union bound, these two inputs fall inside
{wr, ... g } U H U with probability at most 2- (q; + mgz + 2(m — 1)) - 2% =
O(mq) - 27", Thus, Pr[BADs) < 27°+ O(mq) - 27" = O(mq) - 27°.
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Finally, we have

Pr[BAD] = Pr|[BAD,UBAD,UBAD;UBAD, U BAD:s
< Pr[BAD;| + Pt[BAD;] + Pr|BADs) + Pr|BAD,] + Pr|BADs]
= O(mg*) - 272+ O(mg®) - 27° + O(m?¢?) - 27° + O(m?q) - 27 + O(mgq) - 27°
= O(m3¢)-27°

Conditioned on ~BAD, the evaluations of S on us,...,u, and S* on by,..., b,

are fresh. Then

Ef[S(ul) =vN---NS(uy) =vy NFi(z) =y1N---NFi(2g,) =Yg | "BAD)
= Pr[S(u1) = v | "BAD] x --- x Pr[S(u,,) = vy, | "BAD]
X Pr[S*(b1) = ¢y | "BAD] x -- - X Pr[S*(by,) = ¢a | " BAD]

— 9 (q1+ma2)b

Therefore, conditioned on ~BAD, and S and F; are permutations, i.e. different

inputs have different outputs, D; is the truly random permutation. Thus, we have

A(D[)? U)

IN

A(Dy, Dy) + A(Dy,U)

< O(m*¢) -2+ gr[BAD] + Br[S and F; are not permutations]
1 1
< O(m?¢?) -2+ O(m?¢?) - 2% + <Q1 -I—2mq2) . 9-b

= O(m?g?) -2

Therefore, F; is O(m?q?) - 27%-close to g-independent, and any non-adaptive ad-
versary has only O(m?¢?)-27? advantage distinguishing F} from F given oracle access

cither to S, 8L, Fy, Fy' or to 8,87}, F, F~1.
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4.2 Stage 2: the adaptive case

We now show that cven adversaries that make adaptive queries have small distin-
guishing advantage, i.c. we prove Theo_rcm 13.

Let S, 57!, P, P! be the oracle that is accessible to the adversary A (P is cither
Fy or F). There are 4 types of querics A can make: (S,u) for “what is S(u)”, (S™1,v)
for “what is S™!(v)”, (P, z) for “what is P(z)”, and (P~1,y) for “what is P~(y)".
For the ith query A makes, define the query/answer pair (s, t): (s,t) = (u,v) if either
A’s query is (S,u) and the answer is v or A’s query is (S7},v) and the answer is u,
and (s,t) = (z,y) if cither A’s query is (P,z) and the answer is y or A’s query is
(P~!,y) and the answer is z. We assume that A makes exactly ¢ queries and refer to
the sequence {(s1,1), ..., (8q, tq) } of these pairs as the transcript of A’s computation.

Because A is computationally unbounded, we can make the standard assumption
that A is deterministic by fixing the random tape that maximizes the advantage of
A. This implies that the transcript of A interacting with S, S~!, P, P~! is determined
given S, P. Let Ts p be that transeript.

For a transcript o, denote its prefix by o; = {(s1,t1),..., (si, t;)}. A transcript is
said to be possible if for every i < g, A’s next query is (S, u) or (S71, ) if (i1, ti1) =
(u,v), and (P, z) or (P71 y) if (s41,ti41) = (7, 7).

We can further assume that A never asks a query if its answer is determined by a
previous query/answer pair. That is, for i # j both s; # s; and ¢; # t;.

Let D3 be the uniform distribution on (S, F). That is, S is a uniform random
permutation on F and F' is a uniform random permutation on F™. Consider yet

another distribution D5 on (S, F'):
1. On the ith query of A

(a) If A’s query is (S, u) and for some 1 < j < ¢ the jth query/answer pair is

(u,v), then answer v.

(b) If A’s query is (S™',v) and for some 1 < j < i the jth query/answer pair

is (u,v), then answer u.



(c) If A’s query is (F, x) and for some 1 < j < i the jth query/answer pair is

(z,y), then answer y.

(d) If A’s query is (F71,y) and for some 1 < j < i the jth query/answer pair

is (x,y), then answer x.

(e) Otherwise, answer uniformly random from F if A’s query is (S,u) or

(871, v), or uniformly random from F™ if A’s query is (F,z) or (F~1,y).

2. Uniformly choose the output of S and F' on all remaining inputs from all re-

maining outputs such that different inputs have different outputs.

Conditioned on the event that different inputs of S and F' have different outputs,
i.e. S and F arc permutations, the above distribution is uniform. By union bound, for

any computationally unbounded adaptive adversary making at most ¢ oracle queries,

we have
Pr[ASSTVEFT — 1] - Pr{ASSTW T < )
Do D3
q —~b q —mb
< .2 .
= 0(¢*)-27
For any distinct uy,...,uq € F, any vy,...,v, € F, any distinct z1,...,74, € F™
and y1,...,Yq € F™, we have

EE[S(ul) =v1N---NS(ug) =vy NFi(z1) =11 N NFi(Zyg,) = Ygu)
= Pr(S(u) = n] x -+ x Pr{S(uy) = v x Pr{S* () = i x -+~ x Pr{S"(8,) = 5]

— 9~ (q1+mg2)b

= ID’f[S('ul) =v1N--NS(ug) = vy NFi(z1) =1 NN Fi(2g,) =Yg, | "BAD]
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Let T be the set of all possible transcripts such that A(o) = 1. Then,

Pr[A%S AT — 1] = Pr{a®S A <
1 2

= ;(gf[Ts,ﬁa =o]| - g;'[TS,F = 0])

IA

Z gf[BAD] : (gf[TS,Pl =0 | BAD] — E;"[T&F = o))

oel

+ ; Pr[~BAD)(Px[Tsr, = o | =BAD] - Pt{T5 r = o)

= | 2_Pi(BAD] - (Bx[Tsp =0 | BAD] - Pr{Tsr = o)

ol
< (maxPr{BAD])- |3 (Pr[Ts, = o | BAD] ~ Pr[T5p = o))

ocl’ Dy or
o

< xPr[BAD] = O(m?¢®) - 27
< 21229%}[B4D] O(m*q~) - 2

By union bound, we have

Dg D3

Pr[ASS WFLET — ] - pr{ASSTVRFT! = 1]'

Pr[ASSTH T = 1] - Pr[ASSTWAT = 1]‘
D() Dl
t

4+ lgr[AS,Sﬂ‘Fl,Ffl _ 1] . EI‘[AS’SA’F'F'I _ l]l
1 2

+

Pr{ASSTHEFTY = 9] - pr{ASSTIRFT = q
Do D3
= O(m?¢*)- 27"+ O(m’°¢*) -2 + O(¢*) - 27°

= O(m?*¢*) -2

This completes the proof of Theorem 13.

Corollary 14. If S is strong pseudorandom permutation, then FYy is strong pseudo-

random permutation against any PPT adversary A.

34



The above corollary is a straightforward application of hybrid argument on The-

orcm 13.
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Chapter 5

Fixed S-box

In this chapter, we will study the security of SPNs with a fixed S-box. In particular,
we study the k-wise independence of SPN, or equivalently, security against computa-
tionally unbounded non-adaptive adversaries that can make at most k& queries to the
function.

We formulate this question as one of the mixing rate of a random walk on the
graph whose vertices are k-tuples of distinct elements in F™, and whose edges are
induced by the operation of one SPN round pcrmutati.on on the vertices. The mixing

rate of this graph is exactly that minimal round of SPN we seck.

Definition 15. (SPN graph) A k-wise SPN graph Gy, = (V,E) is a 2™ -reqular
directed graph such that

e The vertex set V contains every k distinct elements in F™, i.e. V = (Fm)®k
e For every s € F™, there is an edge from x to &’ if M(S*(x)) + s =x'.

In order to prove that the random walk converges to the uniform distribution,
we need to argue that Gy, is strongly connected and non-bipartite. As it turns out,
bipartite is not an absolute obstacle for the convergence of random walk. We can
modify our random walk by using a lazy random walk, which we stay at the current

node with probability 1/2. The transition matrix of the lazy walk is

A+1
A=210
2
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In our sctting, one can imagine that the family of permutations is modified to {Css}
with ¢ = {0,1}". At round ¢, the round permutation P is applied to the current state
if and only if t; = 1.

5.1 Special cases

In this section we consider two special cases of SPNs and prove their 2-wise indepen-
dence. Our two candidates F; and Fj work on prime field F,, and characteristic-2 field
Fan respectively, with only single block, the linear transformation M is the identical

matrix and S-box is the patched inversion function.

The choice of patched inversion function as S-box is motivated by the design of AES,
and it is differentially uniform and has high degree.

When the reduced SPN graph G = (V, E) is undirected, we have 7(e) = O((1 —
[A2])7* - log(|V'| /€)), and thus it suffices to bound A,.

It is gencrally hard to compute |Az| exactly. Fortunately, a result of Chung,
Graham and Wilson [CGW8Y] relates |A2| to the number of 4-cycles. We generalize

their result to the weighted undirected graph case.

Theorem 16. Suppose A(i,j) = 0(1/\/|7|). If for any fized i,k € V,
5 AGDAG) - ol =0 ()
j vi| = \vi

Then |Aa| = o(1).

Proof. On one hand,
tr(AY) =D N 2 1+ hof!
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On the other hand,

tr(AY) = ZAWJ):ZA(i,j)A(j,k,)A(k,z)A(z,i)

3 7,k
= D AGD' 2D AG) +2D (D AMLDAG )
i 1<Jj i<k J

e

% ) +o(1) + (1 +0(1)) =1+ 0(1)

Combining the two facts above,

|A2| = o(1)
O

A weighted undirected graph is said to be quasi-random if it satisfies the conditions
in Theorem 16. As a corollary, a quasi-random graph is connected and non-bipartit,
and has rapid mixing time 7(e) = O(log(|V] /¢)).

Before going to the these two cases, we observe that each step of a random walk
in SPN graph can be think of has two stages: on node (x4, x2), it first chooses s, and
jumps to (z1+ 8,22+ s), then it goes to (M(S(x1 + s)), M(S(x2 + 5))). Therefore we
can view the SPN graph as having |F| clusters. The cluster u is the set of all pairs of
inputs (z1, x2) such that x5 — x; = u. The random walk first randomly pick a node
from the cluster, then follow the edge defined by S and M. So it is cquivalent to

consider the random walk in the reduced SPN graph as defined below.

Definition 17. (reduced SPN graph) A 2-wise reduced SPN graph RGy = (V, E) is
weighted directed graph that

e The vertex set V contains elements in F\0.

e For every two nodes u,u', the weight of the edge from u to u' is

Prs F:(x+u)' —z7! =

When M (S(+)) is itself’s inverse, as in the case when S is patched inversion func-

39



tion and M is the identity function, the reduced graph is undirected.

511 F=F, m=1,85(z)=1/z, M(z) =2 and k =2

We have

A(u,v') = Prz  Fp: (z +u) ™' — 27! =]

When z = 0, —u, it holds that uwu’ = 1.

When z # 0, —u, the equation is equivalent to

4 v 2 LA
_ T — — — —
w2\t 2 uu’

which has two solutions if 1 — 4/uy’ € QRp\{0}, one solution if uu’ = 4, and zero

solution otherwise.

Lemma 18. As a corollary of the law of quadratic reciprocity, —3 € QRf, if and
only if pmod 3 = 1.

Combining the facts above, we have

,

4/p w/'=1Apmod3 =1

2/p  (w/'=1Apmod3=2)V(1—4/uv’ € QRp,\{0,-3})
1/p  wu' =4

0 1—4/uv’ € NQRp,\{-3}

Alu,u’) = ¢

\

We then prove that the graph is quasi-random. In order to do this, we nced the

following theorem on the distribution of quadratic residues and nonresidues over Fp,.

Theorem 19. [Per92] Let p be a prime number and a € F,. Define the joint distri-

bution of the quadratic characters of (x,r + a) for randomly chosen x as

z r+a
] . F -
(yl)yZ) T pr Y1 A (]Fp) y Yo ( ]Fp )
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We have for all by, by € {0,1},

1| 34y
Prijgn =01 Ayo =bg] — =1 < vp

4 P

Now for any fixed ¢,k € V = F,\{0}, we have

Z A(i, ) A(, k)

o 4
= > A(i, A k) + > >3
jrije{1.4}vike{1,4} 3:1-4/45,1~4/ik€QRg, \{0,~ s}p :
1\ 4 —4 1-4/jk
- o(p )+5— p- Pr|:j(—Fp §#0A4, 5k ¢ {1, 4}/\( /”) _1/\<—F/J—) :1}

_ o(}%)ﬂL%-Pl{j«—ﬂ*‘p:j#O/\(lﬁTﬁ%)=( ]F/) (L/L;ﬁ) <:%F/—4)]

1 4 (1 1 1 1
_ o(—)+—- LiolL =_-_io(__)
P/ p \4 (\/ﬁ) p—1 p—1

as desired.

51.2 F=Fw,m=1, S(zx)=1/z, M(x) =z and k =2
We have
A(u, ) = Prlz < Fon : (1) — 27! =/

When z = 0,u, , it holds that uu’ = 1.

When z # 0, u, the equation is equivalent to

T X
—(=+1)=—
U u uu

which has two solutions if T'r(1/uv’) = 0 and zero solution otherwise.

Note Tr(1) =14+ 12+1%+--- + 1 = nmod 2.
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Combining the facts above, we have

4/2"  wi'=1Anmod2=20
Au,u') = 2/2%  (wu'=1Anmod2=1)V (uu' # LATr(1/uu’) = 0)
0 w #L1ATr(1jun’) =1

We then prove that the graph is quasi-random. In order to do this, we need the

following properties of trace.

Lemma 20. For any a,b € F2.\{0} with a # b, we have
1
Pr(z < Fo» : Tr(az) = Tr(bx) = 0] = 1

Proof. The trace map is linear over Fy, so the solution to T'r(ax) = 0 forms a vector
space of dimension n — 1 over Fy. More specifically, think of the canonical map-
ping from Fa» to (F3)", z € Fon is a solution to Tr(az) = 0 if and only if the im-
age (Tg, ..., xn_1) € (F2)" satisfies (Tr(a), Tr(2a),...,Tr(2" ) (z1,...,2,) = 0.
(Tr(a),Tr(2a),...,Tr(2" a)) and (Tr(b), Tr(2b), ..., Tr(2"1b)) arc linear indepen-
dent when a # b. Therefore the joint solution forms a vector space of dimension

n — 2. 4

Now for any fixed i,k € V' = F2.\{0}, we have

J

= 3 AGHAGE) + > )1

Jrig=1Vjk=1 GijEVAGRAIATT(1/35)=Tr(1/jk)=0 ~
1 4 .
= 0 (22> +5 2 Pr[j « Fon: j#ON G # LA Gk # 1 ATr(1/ij) = Tr(1/jk) = 0]

- 0( 1 >+ L Pr[j e Far 5 # OATr(1/ig) = Tr(1/jk) = 0]

22n I

1 4 (1 1 1 1
- O<22H)+§5'(1”§TL):2'"—1i°<2n—1>

as desired.
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