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Abstract

This thesis examines two problems concerning the secure and reliable operation of
the electric power grid. The first part studies the distributed operation of the electric
power grid using the power flow problem, which is vital to the operation of the grid.
The power flow problem is a feasibility problem for finding an assignment of complex
bus voltages that satisfies the power flow equations and is within operational and
safety limits. For reliability and privacy reasons, it is desirable to solve the power
flow problem in a distributed manner. Two novel distributed algorithms are presented
for solving convex feasibility problems for networks based on the Method of Alter-
nating Projections (MAP) and the Projected Consensus algorithm. These algorithms
distribute computation among the nodes of the network and do not require any form
of central coordination. The original problem is equivalently split into small local
sub-problems, which are coordinated locally via a thin communication protocol. Al-
though the power flow problem is non-convex, the new algorithms are demonstrated
to be powerful heuristics using [EEE test beds. Quadratically Constrained Quadratic
Programs (QCQP), which occur in the projection sub-problems, are studied and
methods for solving them efficiently are developed. The second part addresses the
robustness and resiliency of state estimation algorithms for cyber-physical systems.
The operation of the electric power grid is modeled as a dynamical system that is
supported by numerous feedback control mechanisms, which depend heavily on state
estimation algorithms. The electric power grid is constantly under attack and, if
left unchecked, these attacks may corrupt state estimates and lead to severe conse-
quences. This thesis proposes a novel dynamic state estimator that is resilient against
data injection attacks and robust to modeling errors and additive noise signals. By
leveraging principles of robust optimization, the estimator can be formulated as a
convex optimization problem and its effectiveness is demonstrated in simulations of
an IEEE 14-bus system.
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Chapter 1

Introduction

The electric power grid is the largest and most complex engineering system in the
world. For over a century, it has contributed to the growth of the world’s economy and
quality of life. As our dependence on electricity grows, it will face serious challenges
in the near future that will require the intervention of new technologies. This thesis
examines two problems concerning the privacy, security and reliability of electric
power grid operation.

The first part of this thesis studies the distributed operation of the electric power
grid. The term “distributed” will be used to denote an approach that is fully decen-
tralized, which does not require any form of central coordination, which evolves by
local message exchanges, and which is scalable. Current operations are dominated
by centralized schemes that require complicated communication protocols to monitor
operating conditions throughout the grid and a powerful central computer to process
the large amount of data, which become impractical as the size of the grid grows.
The advent of the smart grid and development of computational abilities in network
components will also encourage distributed operation schemes by means of commu-
nication between the components, while privacy and security concerns discourage
the collection and storage of information. Distributed approaches are also naturally
suited for improving system reliability in the presence of faulty processes.

Our motivating application is the power flow problem, which is vital to the oper-

ation of the electric power grid. The power flow problem is a feasibility problem for
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finding an operating point in a network that is consistent with the physical laws and
within operational and safety limits of the network. Due to the quadratic relations
between voltage and power, the power flow problem is non-convex. If the optimiza-
tion of a cost function is also sought, then the problem is equivalent to the Optimal
Power Flow (OPF) problem [15]. In the event of a contingency (e.g. a generator
or transmission line failure), the priority of the operator is the restoration of grid
operation, while optimization and cost are secondary. For this reason, the focus of

this thesis is on solving the power flow problem in a quick and reliable manner.

The second part of this thesis studies the cyber-physical security of the electric
power grid. The electric power network can be characterized as a Cyber-Physical
System (CPS), which is defined as a computer-based system that monitors and con-
trols physical processes using embedded sensors, actuators, control processing units
and communication devices. Many other infrastructure that sustain our modern so-
ciety, such as oil and naturgl gas distribution, water and waste-water treatment and

transportation systems fall under this category.

Unlike traditional research in computer security that has focused on the protec-
tion of information [1, 13], the study of cyber-physical security considers how these
attacks affect estimation and control algorithms, and ultimately, the physical infras-
tructure. The operation of a cyber-physical system can be modeled as a dynamical
system that is supported by numerous feedback control mechanisms, which depend
heavily on state estimation algorithms. As a CPS is connected to the internet for
remote monitoring and control, it becomes vulnerable to cyber attacks on its com-
munication channels, while its large scale also makes it challenging to secure every
system component. Failure to check these attacks may corrupt state estimates and

lead to physical consequences in the forms of faults and failures.

The term “resilient” will be used to describe a system that can withstand attacks,
while a “robust” system is insensitive to random disturbances and modeling errors,
i.e., discrepancies between the model used to design the state estimate and the real
dynamics of the controlled system. It is necessary to distinguish between resilient esti-

mation from the relatively well-studied field of robust estimation. The latter assumes
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that the disturbance signals are natural and that they follow a specific probabilistic
model. These assumptions are not justifiable when adversarial actions are involved.
Early research on the design of resilient systems have focused on the characteri-
zation of undetectable attacks and on attack detection and identification techniques.
These range from a simple application of data time-stamps [54] to hypothesis test-
ing using residuals [14, 37, 42]. More recent works have addressed the problem of
state estimation despite attacks, but assume the absence of modeling errors and noise
signals. These assumptions are difficult to guarantee in practice, which motivates
the goal of this thesis — to design a dynamic state estimator that is both robust and

resilient.

1.1 Literature Review

1.1.1 Electric Power Grid Operation

The electric power grid consists of three interacting physical elements: i) generating
units produces electric energy by harnessing other forms of energy; ii) loads are the
end users that consume electric energy in a multitude of ways; and iii) the transmission
and distribution network connects the generating units to the loads. In this section,
we briefly describe the main physical elements of the electric power grid and how they
operate in tandem.

Electric power is produced by generating units that convert primary energy into
electric energy. Primary energy comes from a number of sources, such as fossil and
nuclear fuels and other renewable energy sources. The transmission system carries
electric ‘power over long distances in transmission lines from the generating units
to the distribution system, which subsequently transmits electric power from dis-
tribution substations to loads that are in close proximity. Distribution networks
are distinguished from transmission networks by their voltage levels and topologies.
Transmission networks have meshed topologies with higher voltage levels to reduce

transmission losses, while distribution networks usually have radial topologies with
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lower voltage levels to cater to load requirements.

At the end users, electric power is consumed by a wide variety of loads. Loads can
have impedances that are resistive, reactive, or a combination of the two. Resistive
loads consume only real power while reactive loads may consume or supply reactive
power. To cope with different types of loads, generating units must be able to absorb
and supply both real and reactive power.

The objective of real-time operation of the electric power grid is to ensure that
the system remains stable and protected while meeting end user demands for electric
power. Unlike oil and gas, electricity cannot be stored economically except in small
quantities. The development of new storage technologies and high penetrations of
electric vehicles may change this, but these developments are unlikely to occur in the
near future. The main challenge for operators is that the supply of electricity must
match consumption at all times. Since the load is changing all the time in ways that
cannot be perfectly predicted, generation must follow the load in real time. To this
end, the operator must solve the power flow problem, which will be discussed in detail

in Appendix B.

1.1.2 Distributed Feasibility Algorithms for Networks

A feasibility or constraint satisfaction problem is defined by its three main compo-
nents: variables, values and constraints. A solution to a feasibility problem is an
assignment of values to variables that satisfies all constraints.

We are interested in solving feasibility problems that can be distributed across
many agents. The classical approach to distributed algorithms has been decomposi-
tion: based on the specific structure of the constraints, the problem is decomposed
into a number of sub-problems. These sub problems can be solved independently,
but they typically require a centralized coordinator to ensure that the local decisions
converge to a global feasible solution. In addition, the algorithm imposes a certain
computation and communication structure among the individual agents.

However, the situation is the reverse in certain emerging applications of network

problems: the communication and computation structure of the problem is given and
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the implementation of a Crent.ralized coordinator is undesirable or infeasible. Examples
include ad hoc wireless communication networks [16] and sensor networks [47] that are
characterized by a lack of centralized control and access to information. Furthermore,
a distributed approach may be preferred in the case of very-large scale networks where
sub-problems are easier to solve simply because they are smaller or because they have
a special structure that can be exploited.

We shall focus on solving feasibility problems for networks that have the following

characteristics:

1. The network has a variable-based model — there exist m nodes 1,2,--- ,m, and

each variable x; belongs to the node 1.

2. There exist constraints on each node and inter-node constraints, in which case

an edge is drawn between each pair of nodes.
3. Communication is restricted to immediate neighbors.

4. Knowledge (i.e., domains, variables and constraints) is local to nodes and their

neighbors, and cannot be centralized for different reasons.

5. A solution is an assignment of values to nodes that satisfies every constraint,

i.e. globally consistent.

6. All nodes cooperate to find a solution.

The feasibility problem considered here shares similarities with the distributed
constraint satisfaction problem that was first studied by Yokoo [52] and which has
since gained considerable interest in the field of artificial intelligence. Unlike Yokoo’s
problem, we assume a static communication structure between nodes and do not
restrict ourselves to discrete variables and constraint sets.

In any distributed algorithm, a communication and timing model is necessary.
We will use a synchronous model, which is the simplest model to describe, program,
and reason about. Steps are performed in a synchronized fashion across agents.

Synchronization solely requires that the algorithm instances each have access to a
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shared sense of time, and that this can be achieved without information sharing
or other communication between agents. A suitable protocol is the Network Time
Protocol (NTP).

In addition, we assume the existence of a reliable underlying communication struc-
ture among the nodes and are not concerned about the implementation of the physi-
cal communication network. This is because our primary concern here is cooperation
among intelligent nodes rather than solving feasibility problems by certain multipro-
cessor architectures.

Although distributed feasibility algorithms appear to be similar to parallel process-
ing methods for solving feasibility problems, research motivations are fuﬁdamentally
different. The primary concern in parallel processing is efficiency, while distributed
feasibility algorithms assume that we can choose any type of parallel computer archi-

tecture.

1.1.3 Secure State Estimation

For linear systems under attack, [22] maps the resilient state estimation problem
onto an ¢, optimization problem when the attacks are unbounded and provides a
characterization of the maximum number of attacks that can be tolerated. The
estimator is subsequently relaxed using the “f;/¢,” norm and demonstrated to be
effective under the prescribed conditions. However, this approach assumes the absence
of modeling errors and noise signals.

[41] extends the previous estimator for linear systems with bounded noise signals
and modeling errors by constraining them in the optimization problem. However,
this approach generates an estimate for the case where the noise signals and modeling
errors are benign, i.e., they cancel out the attack signals, and hence does not provide
the robustification that we seek. [53] proposes a robust and resilient estimator that
generates unbiased estimates asymptotically when the system is perturbed by noise
signals that are zero mean, Gaussian white processes. Both estimators require the
solution of a combinatorial problem, which is intractable for large systems.

A zero-sum game theoretic approach to robust and resilient estimation can be
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formulated using H,, filtering [46]. The problem is viewed as a dynamic game be-
tween two players with competing goals. The first player is the CPS operator, whose
objective is to minimize a cost function that depends on the estimation errors. The
second player is the adversary, who wants to maximize the same objective. In this
setting, the noise signals and modeling errors are assumed to be adversarial.

Even in the absence of attacks, the robust estimation problem with modeling
errors and noise signals is of significant interest and has been primarily considered
from the Bayesian perspective, i.e., with the assumption of known priors. The robust
Kalman filtering approach in [49] minimizes the mean squared state estimation error
asymptotically using multiple steady-state Riccatti equations, whereas the set-valued
filtering approach in [12] utilizes semidefinite relaxation techniques for computing
minimal size ellipsoids that bound the solution set of a system of uncertain linear
equations.

Another set of relevant literature pertains to that of robust optimization, which
addresses the problem of optimization under uncertainty, in which the uncertainty
model is not stochastic, but rather deterministic and set-based (e.g., [3, 5]). Of par-
ticular relevance is the subject of robust regression and specifically of the equivalence
of robustification and regularization in linear regression under some assumptions on
the uncertainty sets [23, 6]. This equivalence is a key tool that we will make use of

in our design of a robust and resilient estimator.

1.2 Contributions

Distributed Feasibility Algorithms with Application to the Power
Flow Problem

The first part of this thesis presents two novel feasibility algorithms that are based
on the Method of Alternating Projections (MAP) and the Projected Consensus algo-
rithms. Our algorithms solve convex feasibility problems by distributing computation

among nodes and require only local information exchanges. The main application of
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our algorithms is the power flow problem, which finds a feasible set of complex bus
voltages and is vital to the operation of the electric power grid. Although the power
flow problem is non-convex, our algorithms are demonstrated to be effective heuris-
tics using various IEEE test beds. Furthermore, it will be shown that the projection
sublproblems in our algorithms can be formulated as non-convex Quadratically Con-

strained Quadratic Programs (QCQPs) that can be solved efficiently.

Robust and Resilient State Estimation with Application to Elec-

tric Power Grid Operation

The second part of this thesis presents a novel state estimation algorithm that is
resilient to data injection attacks and robust to modeling errors and additive noise
signals. By leveraging principles of robust optimization, the estimator can be formu-
lated as a convex optimization problem and the use of cross-validation to determine
its hyperparameters is advocated. The effectiveness of our estimator is demonstrated

in simulations of an IEEE 14-bus system.

1.3 Notation and Basic Results

For any vector v € R*, v,4, 1 < a < b < n, denotes the subset of v comprising the
a-th to b-th entries of v, inclusive. We also denote the Euclidean norm by || - ||

For any matrix M € R™*", M, , € R" denotes the i-th row of M, i € {1,--- ,m},
and M ; € R™ denotes the j-th column of M, j € {1,---,n}. MT denotes the

transpose of M. We introduce several matrix norms used in this paper:
e (o norm: ||M||, = number of nonzero rows of M
o “mixed” ¢ /¢,” norm: ||M|l¢, /e, = Z:’;l | My lle, -
e ({,/¢;) subordinate norm: [|M||(,.¢) = maxg.o ”ﬁ—;ﬁi

For two matrices A, B € R™*", the trace inner-product over R™*" is defined as

A- B = trace (ATB).
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When the context makes it clear, we will use 0 (or 1) to denote either a matrix,

vector or scalar of zeros (or ones).

1.4 Thesis Overview

The thesis is organized as follows.

Chapters 2 and 3 studies the distributed operation of the electric power grid. In
Chapter 2, we first review Quadratically Constrained Quadratic Programs (QCQPs),
a class of optimization problems that occur frequently in power system analysis, and
show that certain classes of non-convex QQCPs can be solved efficiently. In Chap-
ter 3, we study feasibility problems for networks and develop two new algorithms
that distribute computation among st network nodes whilst restricting information
exchanges to take place only along network edges. We demonstrate that these al-
gorithms are powerful heuristics for solving the power flow problem using IEEE test
beds. Chapter 4, addresses the problem of grid cyber-physical security by developing
a dynamic state estimator that is resilient against adversarial actions and robust to
modeling errors and additive noise signals. We demonstrate the effectiveness of our
estimator using simulations of an IEEE 14-bus system. Finally in Chapter 5, we

conclude with a summary of our findings and suggestions for future research.
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Chapter 2

Quadratically Constrained Quadratic

Programs

A Quadratically Constrained Quadratic Program (QCQP) is an optimization problem

of the following form:

*

pi = min  fo(z)

st.  filz) <0 i=1,---,m (2.1)
z e R”
where f; : R" - R, i =0,--- ,m, are quadratic functions defined as:

filz) = xTQia: + 2 q;ra: + v

with coefficients Q; € S, ¢ € R*and v; € R, i = 0,--- ,m. @, is allowed to be a
zero matrix, thus QCQPs include Linear Programs and Quadratic Programs. Notice
that an equality constraint can be represented as two inequality constraints.

QCQP is a general class of optimization problem with a wide range of applications.
It can model binary variables with the constraint > — z = 0, allowing combinato-
rial problems such as the knapsack or max-cut problems to be cast as QCQPs [26).
QCQPs also appear in trust-region sub-problems [44] of Sequential Quadratic Pro-

gramming methods in nonlinear programming [7].
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The quadratic function f; is convex if and only if @; > 0. (2.1) is a convex
optimization problem if fy, .-, f, are convex, in which case it can be solved in
polynomial time by Semidefinite Programming methods [9], or more efficiently by
specialized Second-Order Cone Programming algorithms [36].

In general, QCQPs non-convex and therefore lack computationally tractable solu-
tion methods. The standard approach in such cases is to solve a relaxation, in which
(2.1) is cast as a Semidefinite Program or Second-Order Cone Program. In certain
cases, these relaxations are exact, i.e., the optimal value of the relaxation is equal to
the true optimal value and an solution of (2.1) can be recovered from every solution
of the relaxation. It turns out that these relaxations are exact for several classes of
non-convex QCQPs.

This chapter studies non-convex QCQPs and their relaxations. Due to the quadratic
relationship between voltage and power, QCQPs occur in electric power system analy-
sis. The two most important problems in power flow analysis, the optimal power flow
(OPF) problem and power flow problem can be formulated as QCQPs [8]. Several
conditions under which the relaxations are exact will be provided and our motivation
for studying QCQPs will become clear in Chapter 3 when QCQPs are encountered

in the projection sub-problems.

2.1 Convex Relaxations

2.1.1 Semidefinite Programming Relaxation

The homogenized version of (2.1) is

min :z:TQO:c-f-thJw—ktZ Yo
st. 2 Qr+2tqg z+t2 <0 i=1,---,m
% K (2.1A)
t? =1

zeR*, teR

If (x, t) solves (2.1A), then 1z solves (2.1) with the same objective function value.
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We adopt the following matrix notations:

i g 1 oF
M=|" %), i=0--,m and My =

g Qi 0 O

If we rewrite the quadratic functions as trace inner-products between two matrices,

it is clear that (2.1A) admits the following lifted representation to the real symmetric

space S*t1:
min M,-X

st. Mi-X<0 i=1,---,m

Mm,+1 . X =1
X = )(00 .’L'T
x .’l?'.’L'T

XpeR, zxzeR"

Notice that the non-convex equality constraint

Xoo .’IZ'T

T CL'IET

X =

is equivalent to X > 0 and rank(X) = 1. A usual approach to relax this constraint
is to drop the constraint rank(X) = 1, thus obtaining the following Semidefinite

Programming relaxation of (2.1A):

45 = min My - X
s.t. M- X<0 i=1,---,m
Mpgn-X=1
X esytt

Unlike (2.1), (2.2) is a Semidefinite Program and it can be solved in polynomial
time [9].
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2.1.2 Lagrangian Dual Relaxation

It is useful to define the following notations:

Qr = Qo+ S AQ:
i=1

m
Oo=q+ Y Nt

=1

m
M=+ > A

=1
for some )\ € R".

The Lagrangian of (2.1) can be written as
L(z,\) = 2" Qs + 2gy = + 7
To derive the Lagrange dual relaxation of (2.1),

p; = min max L(x, \)
oER" AeR™ ‘

> max min L(z,\)
AERT zERm

=: 3
Applying Shor’s relaxation scheme [45],

M3 =1Imax T

s.t. .Afo - T .}\/fm+1 -+ 21";1 /\z ]\'[1, t 0

(2.3)
AN>0, i=1---,m

TR

Notice that (2.3) is a Semidefinite Program. It is straightforward to verify that
(2.3) is also the conic dual of (2.2), i.e., p} < u3.
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2.2 Equivalence of Relaxations

Assumption 2.1. (2.1) satisfies the Slater regularity condition, i.e. there exists T
such that fi(Z) <0,i=1,--- ,m. It follows that (2.2) satisfies the Slater regqularity

condition as well.

Proposition 2.1 ([51]). (2.3) satisfies the Slater regularity condition when either

(a) at least one of the m constraints is ellipsoidal, or

(b) the objective function is strictly conver.

Proof. For case (a), let us assume that the i-th constraint is ellipsoidal, i.e. @; > 0
and 7; + ¢ Q7 'q; < 0. If we let \; > 0 be sufficiently large and A=1,7#1,, we

have

m
Qo+ Z AiQi = 0
i=1

Then we let 7 < 0 be sufficiently large in absolute value to obtain

My—7 My + Y A M; =0
=1

For case (b), we have Qo > 0. Let Ay = --- = \,, = ¢ for some ¢ > 0 that is

sufficiently small, and 7 < 0 be sufficiently large in absolute value such that

My —7 Mpy1+e)_ M0

i=1

O

It is a well-known result in optimization that strong duality holds for a convex
optimization problem under constraint qualification such as Slater regularity condi-
tion [51]. Hence, if either Assumption 2.1 or the hypothesis of Proposition 2.1 holds,
then we have strong duality between (2.2) and (2.3), i.e., u3 = uj.
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2.3 Exactness of Relaxations

In general, the solutions of the relaxations (2.2) and (2.3) do not solve (2.1) but they
can provide lower bounds, i.e., u5 < p3 < pi. If a solution of (2.1) can be recovered
from a solution of (2.2) or (2.3) in polynomial time, then (2.2) or (2.3) is said to be
an exact relaxation of (2.1). Several authors have studied conditions under which the
relaxation is exact. Here we provide a few of them.

Lemma 2.1 ([8]). Assume that the feasible set of (2.1) is bounded. If X* solves (2.2)

*

and rank (X*) < 1, then py = pf and £a* solves (2.1), where uniquely solves
. m*
-
t* t*
X* =
x* z*

Proof. Since the feasible sets of (2.1) and hence (2.2) are bounded, p} and u3 are

finite. Given any feasible solution x of (2.1),
X =

is a feasible solution of (2.2). Hence (2.2) is feasible and p} < uj.
If rank X* = 0, then X* = 0 and an optimal solution to (2.1) is z* = 0, and
therefore pu3 = p7.

If rank X* = 1, then X* has the unique decomposition

T

2
and p} = trace (My - X*) = 2*T Qoz* + t—*qiTx* + ()2 = .
8

Theorem 2.1 ([31]). Assume that there exists a sign vector o € {—1,1}"*! such that

[Afi]ijjO'k <0, 0<3< k<n, 1<i<m
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Let

)(00 “Yll T ‘Xyln
X . )(11
X nn 77 Xnn

be an optimal solution of (2.2). Then

2o o1V Xn

z :
an X‘nn
is an optimal solution of (2.1).
Proof. From our hypothesis, we observe that:
Zo=1 and f?z)i'j- 3=1---,n

Since X is positive semidefinite,

(k) < Xj5 X, 0<j<k<n

Hence, it follows that:

[Miljudsdx = [Miljrojon/ Xj5 v/ Xk

< [Mi] kX, 0<j<k<n, 0<i<m

25



For i =0,--- ,m, we obtain

~ ~ n n
To ) Lo o
A{i — [-A’{i]jk-r’;jxk
x x =0 k=0
n n
— -
< (M]3 X
=0 k=0

=M, X

This implies that % is a feasible solution of (2.1A). Since (2.2) is a relaxation

&
z
of (2.1A), °1 is also an optimal solution of (2.1A).
O
2.3.1 S-Procedure
Suppose ¢; : V — R, i = 0,---,m, are m + 1 real valued functionals defined on a
vector space V. Consider the minimization problem
pp = min  go(z)
st.  g(z) <0, i=1,---,m (P)
zev

The Lagrangian of (P) is
L(z,7) = go(z) + ZTz’ 9i(z)
i=1
Consider the following two conditions

go(x) >0 V z€V, st. g(x)<0, i=1,---,m (S1)

i3rn>0, i=1,---,m, V z€V st gg(a;)+ZTigi(:c‘)20 (S2)
=1
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It is straightforward to show that (S2) = (S1):

m
(S2) =37 >0, i=1,---,m, st go(a:)Z—ZT,-gi(:c), VzeV

i=1

= (S1)

In general, the converse may not be true. The S-Procedure for (P) is the method
of verifying (S1) using (S2). This is helpful since (S2) is generally easier to verify
than (S1). If (S1) = (S2), the S-Procedure is said to be lossless.

Theorem 2.2 (Theorem 3.1 [24]). Connection of the losslessness of the S-Procedure
with strong duality

The S-Procedure for (P) is lossless if and only if strong duality holds in (P), i.e.

m
’??5‘ min 9o(x) +ZIT¢ gi(x) = pp
Py

Proof. The proof applies the S-Procedure for the inequality go(z) — ¢ > 0 for some
¢ € R, subject to the constraints g;(z) <0,i=1,--- ,m.

We begin with the proof of the sufficient condition. Choosing ¢ = u}, (S1) gives

go)>pp V z€V, st gx) <0, i=1,---,m
Losslessness of the S-Procedure implies (S2):
m
3n>0, i=1,---,m, V z€VY, st go(x)+Z'ri gi(z) > pp
=1
Hence we obtain the inequality

m

. N s

max min go($)+2n gi(z) > pp
==
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It is straightforward to show the reverse inequality. For any 7 > 0,

m
min go(z) + ) 7 g:(x) < min go(z) = up

i=1

st. g(z)<0, i=1,---,m

Taking the maximum of both sides over all 7 > 0,
m
max min go(z) + 2; 7 gi(®) < pp
1=

Conversely, the application of strong duality and (S1) gives

m
mas min go(w) + ;n gi(z) = min go(2)

st gi(x) <0, i=1,---,m

> c

Therefore there exists 7; > 0, 4 = 1,--- ,m, such that go(x) + 31", 7 ¢ > ¢ for
alz €V, ie,

go(x) —c+> T g >0

i=1

which satisfies (S2).

Definition 2.1. (P) is said to satisfy the reqularity condition if
3 zeV, st giz)<0, j=1---,m (2.4)
Lemma 2.2 (Lemma 2.1.1 [18]). For (P), define the mapping ¢ : V — R™1

9o()

o@ = |

Im()
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If (P) satisfies the reqularity condition (2.4) and its joint image set © := {p(x) | x € V} C

R™*! 4s convex, then the S-Procedure for (P) is lossless.
Proof. An equivalent characterization of (S1) is
ON=E=0

where = = {(&, &) e R' x R™: £, < 0, £ <0} is a convex cone. The separation
theorem states that disjoint convex sets can be separated by a hyperplane, i.e., there

exists a non-zero (Ao, A) € R! x R™ such that

Xofo+ Y X6 >0 V (6,0) €O (2.5)
=1
Noo + infi <0 V (&€= (2.6)

i=1

Since (—1,0) € Z, from (2.6) we get Ao > 0. Using (—e,—e;) € Z, where e; € R™
is the i-th unit vector and £ > 0, we get Xi >0,¢=1,--- ,m.

By the regularity assumption (2.4), there exists T € V such that 6; = ¢;(T) < 0,
t=1,---,m. Thus (2.5) implies that Do > 0. If we multiply (2.5) by 71;, we obtain

m Xi
90($)+Zf\«—g¢($)20 V z€V

i=1 0

which shows that (S2) holds with A; = Z:;, i=1,---,m.
O

Remark 2.1. Yakubovich’'s S-lemma (1971) proves the losslessness of the S-Procedure

when m =1, and gy, g1 : R® — R are quadratic functions.

We now turn our attention back to quadratic functions. In the rest of the section,

we will consider the application of S-Procedure theorems on (2.1).
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Lemma 2.3. Define the mapping ¢ : R™ — R™+!

T Qox
p(z) = xTQﬂ
2T Qma
If Qi, i = 0,--- ,m, are real, diagonal matrices, then its joint image set © =

{p(z) | z € R"} is convex.

Proof. For any A € [0,1], and x,, 2> € R?, we want to prove

o) + (1= Np(ez) € © = {p(x) | = € R"}

Since Q;, i = 0,---,m, are real, diagonal, we observe that ¢(-) is linear with

respect to 27, i = 1,--- ,n, hence ¢(-) and its image set © are convex.

Lemma 2.4 (Theorem 2.1 [24]). Consider (2.1). Assume that Q;, i = 0,---,m
are real, diagonal matrices and (2.1) satisfies the regularity condition. Then the S-

Procedure for (2.1) is lossless.

Proof. Let us first assume that f;, i = 0, --- , m are homogeneous quadratic functions.
Since @, ¢ = 0,--- ,m are real, diagonal matrices, we may use Lemma 2.3 to deduce
that the joint image set of (2.1) is convex and the application of Lemma 2.2 completes
the proof.

Now let f;, i« = 0,---,m be general, not necessarily homogeneous, quadratic
functions. We may assume the Slater point to be T = 0, so that the regularity
condition is equivalent to fi(0) =y < 0, ¢ = 1,---,m; if this is not the case, we
replace f;(z) = fi(z +T).

Define homogeneous versions of our quadratic functions F; : R® x R — R, i =
q i
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0,---,m, where
efi(te) g0
2T Qix if&=0

F’i (113, 5) =
It is clear that
Fy(z,8) = 2" Qiz + 26q] + &
T
N Qi a4 x
3 % & 3
Recall that (S1) of the S-Procedure states
fo(x)>0 V zeR*, st fi(lz) <0, i=1,---,m

An equivalent statement for our new functions is

Fo(z, ) >0 V (2,6) eR"x R, st. F(z,§) <0, i=1,---,m (S1)

We now proceed to prove (S1) = (S1’). By contraposition, assume that there

exists (z,£) € R" x R such that:

Fo(z,6) <0 st Fi(z,6) <0, i=1,---,m

If £ #0,

fi(%‘”)zgﬂ(m,ﬁ)SO, i=1,---,m

which contradicts (S1).

If £ = 0, the same result is obtained by observing the continuity and boundedness

of f,i=0,---,m.
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Furthermore, choosing (z, &) = (0, 1) gives
Fy(0,1) = fi(0) <0, i=1,---,m

Therefore the regularity condition (2.4) is satisfied by the new functions, so we
can apply the homogeneous version of the theorem that has been proven above. We

obtain

3720, i=1,---,m, st F@)+) nF) >0, V ze€R" (S2)

=1

which recovers (S2) if we let £ = 1.

O

Theorem 2.3. Assume that (2.1) satisfies the regularity condition (2.4) and Q;,

J=0,---,m, are diagonal. Then its Lagrangian relazation (2.3) is tight.

Proof. The proof follows from Lemmas 2.2, 2.3, and 2.4, and Theorem 2.2.
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Chapter 3

Distributed Feasibility Algorithms for

solving the Power Flow Problem

A canonical problem in distributed systems and networks is to simultaneously satisfy
constraints between neighboring nodes. As the size of the problem grows, centralized
algorithms become impractical and undesirable, due to the reliance on a central pro-
cessor. On the other hand, distributed computing environments are on the rise due
to advances in hardware and networking technologies, leading to renewed interest
in distributed algorithms. Such algorithms have been studied in a wide variety of
feasibility problems, the most widely known being that of average consensus, i.e., of
calculating an average in a distributed manner [21, 40].

The shift towards distributed algorithms is also driven by various application do-
mains. In electric power networks or communication networks, for example, privacy
and security concerns discourage the collection and storage of information while the
growth in the number of active components with sensing and computational capa-
bilities has fueled interest in distributed operation schemes. Distributed approaches
are also naturally suited for improving system reliability in the presence of faulty
processes.

Given a network of interconnected nodes, each with its own value (such as a mea-
surement, position or vote) and with constraints between each node and its neighbors,

this chapter develops two novel algorithms for finding feasible assignments of values
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for all nodes when all constraints are convex. The algorithms, based on the Method
of Alternating Projections (MAP) and the Projected Consensus algorithm, distribute
computation among nodes and do not assume the existence of a communication in-
frastructure with topology different from the network. In other words, a node only
needs to communicate with its immediate neighbors in the network.

The main application for our algorithms is the power flow problem, which is
central to the operation of the electric power grid. The problem is formulated as a
feasibility problem for finding an operating point that is consistent with the physical
laws and within operational and safety limits of the grid. Due to the quadratic
relations between voltage and power, the power flow problem is non-convex. If the
optimization of a cost function is also sought, then the problem is equivalent to
the Optimal Power Flow problem that was first introduced by [15]. In the event of a
contingency (e.g. a generator or transmission line failure), the priority of the operator
is the restoration of grid operation, while optimization and cost are secondary. For
this reason, the focus of this chapter is on solving the power flow problem in a quick
and reliable manner.

At first glance, applying convex feasibility algorithms on a non-convex problem
would seem to contradict the convexity assumptions underlying these algorithms. But
in fact, these algorithms turn out to be well-defined for general feasibility problems
and often are powerful heuristics even for NP-hard non-convex problems in areas
such as phase retrieval in image processing and synthesis problems in low-order con-
trol design, see, e.g. [2, 29]. Furthermore, the projection sub-problems encountered
when solving the power flow problem can be formulated as Quadratically Constrained

Quadratic Programs (QCQP) that can be solved efficiently.

3.1 Problem Statement

Consider a network of interconnected nodes that is described by the undirected graph
G = (V,€), where V = {1,---,m} represents the set of nodes and £ C V x V
represents the set of undirected edges between nodes. N; := {j : (¢,j) € £} is defined
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° find =z
st. fi(xy, @2, 23) <0
° ° f2($1,$2,m3) SO

f3(z1,22,23,24) <0

fa(zs,x4) <O

Figure 3-1: Example feasibility problem with V = {1,2,3,4}

as the set of be neighbors of node i, excluding i itself, whereas I; := N; U {z;}. Each
node is assigned a value (such as a measurement, position or vote) and when it is
clear from the context, V, N; and I; will also be used to refer to the nodal values:

V=A{z1, - ,Tm}, N;y:={z;:(¢,7) € €} and I, := N; U {i}.

For each node i, its value z; and those of its neighbors are constrained to lie in
the (local constraint) set S;. It is assumed that every nodal value x; belongs to the
same Euclidean space E, thus S; C Ei and all nodal values can be aggregated into
the value tuple z = (z;,- -+ ,z,) € E™. The feasible set of the problem is denoted as
SCE™

The feasibility problem is to find an assignment of nodal values such that all
constraint sets are satisfied simultaneously, for which an example is given in Figure
3-1. In the example, the nodal values z;, x5 and z3 are constrained to lie in the set
81 = {(x1, T2, x3) € E3 : f; (21,22, 73) < 0}. Similar observations can be made for the

the constraint sets Ss, 83 and Sy.

The goal of this thesis is to develop algorithms for solving the feasibility problem
in a manner that i) distributes computation among nodes, ii) requires only (local)
information exchanges along edges (i.e., with neighbors), and iii) keeps knowledge

(e.g. domains, constraints) local to nodes.
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3.2 Preliminary Material

3.2.1 Basic Results

For some Euclidean space E, E™ consists of ordered m-tuples of elements of E.

Definition 3.1. Given a set S C E and a vector x € E, the projection (if it exists)
of x onto S is a point p € S such that

lp = zll = d(,S) := inf |lz — 5]

If p is unique, then the projection onto § is the operator Ps : E — S that maps x
to its nearest point in S. We write Ps(x) = p. When the projection is not unique we

consider Ps to be a set valued mapping, i.e. Ps(x)={peS:|p—z| =d(z,8)}.

Definition 3.2. Given a set T C E™™  its projection onto the space of the first n
coordinates is the set U C E™ that is defined as follows:

(x17“'7$n)€U<:>3(ylv"'vym)EEvm SUCh tha’t (x].s”’7xn) yl"":y"l)ET

The projection onto the space of coordinates with indices {i1,--- ,in} C {1,--- ,n+

m} is defined similarly.

3.2.2 Survey of Feasibility Algorithms

For this section, we assume that all sets belong to the same space, i.e., S; C E™.
The Method of Alternating Projections (MAP) was first proposed by Von Neu-
" mann [48] for finding thé projection of a given point onto the intersection of two closed
subspaces in a Hilbert space by iteratively projecting a point between the two sets.
The method has since been rediscovered many times in the literature due to its sim-
plicity and intuitive appeal. It extends in an obvious manner for finding points in the
intersection S of multiple closed, convex sets Sy, -+ , Sy, [11]. It is worth mentioning
that the limit point in Bregman’s scheme need not be the closest in the intersection

to the starting point.
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The MAP algorithm assumes that Ps is difficult to compute, whereas Ps,, ¢ =
1,--- ,m are easy to obtain. Beginning with the initial value 2(0), the MAP algorithm
solves a convex feasibility problem by generating a sequence of iterates {x%(¢)}, with
i=0,---,m (see Figure 3-2(a)). The superscript ¢ indicates the cyclical projection
onto the constraint sets Sy, - - - , Sm, while the subscript j represents the entry index.

The sequence is defined by the recursive formulas

z0(t) =a™(t—1)

. . (3.1)
zi(t) = Ps,(z°1(t)), i=1,---,m

with initial value 2™(0) = z(0).

As mentioned, (3.1) does not necessarily generate a limit point closest to z(0).
More recently, Boyle [10] and Dykstra [19] proposed a modification that allows MAP
to generate a limit point that is closest in the intersection to 2(0). An extra sequence
of increments {y'(t)} is generated, and the sequences are defined by the recursive

formulas

20(t) =z™(t - 1)
2'(t) = Ps, (&' () —y'(t—1) , i=1,-,m (3.2):
yt)y=s' - (@) -y(t-1) , i=1-,m

with initial values z™(0) = z(0) and *(¢) =0, =1,--- ,m. If S is non-empty, then

the sequence of iterates in (3.2) will converge to Ps(x(0)).

The appeal of the MAP algorithm for convex feasibility problems lies in the ease
of the projection sub-problem. If a closed set in a Euclidean space is convex, then the
projection of any point onto that set has a unique solution. Furthermore, comput-
ing the projection is tractable computationally using modern interior point methods
provided the set is reasonably described [39]. These properties of the MAP algo-
rithm makes it popular in a wide range of applications such as finding the correlation
between stock returns [30] and solving the positive semidefinite matrix completion

problém [9]. However, the MAP algorithm is not amenable for parallel or distributed
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implementation.

Using a different approach, the Projected Consensus algorithm [38] solves a con-
vex feasibility problem by assigning an agent to each constraint set Si,--- ,S,, and
coordinating the actions of the agents to reach a consensus on a solution that satisfies

all the constraints.

At time step t, agent i generates and stores an estimate r*(t) of x that is con-
strained to lie in S; known only to agent i. Given a (possibly time-varying) com-
munication network between agents, the collective objective of the agents is to co-
operatively reach a consensus on a common vector z, through a sequence of local
estimate updates subject to the local constraint sets and local information exchanges
with neighboring agents. The algorithm can be formulated as an iterative sequence

defined by the recursive formula

r(t+1) =P, (Sp, a) P(), i=1-.m
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E]

PO
PO R

(¢) CC algorithm (3.6) (3.7)

Figure 3-2: Comparison of the MAP, DCS and CC algorithms for two closed, convex
sets S; and Sy
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3.2.3 Feasibility Algorithms in the Absence of Convexity

The attractive theories of the MAP and Projected Consensus algorithms and their
extensive use for solving convex feasibility problems make it tempting to experiment
with analogous heuristics for non-convex feasibility problems. In fact, these heuristics
are quite popular in practice, in areas such as phase retrieval in image processing [2]
and synthesis problems in low-order control design [29].

The analogous non-convex heuristics for the MAP and Projected Consensus algo-
rithms may appear difficult to implement on non-convex problems. A key ingredient
in the proofs of these algorithms was to use the non-expansivity of projections, allow-
ing a rich fixed point theory to be applied. Such properties do not hold for general
non-convex sets. Furthermore, the projection mapping for non-convex sets will no
longer guarantee a unique solution and are hard to compute in general. As conse-
quence, global convergence of either algorithm is no longer achievable. We must be
content with a local theory.

Nevertheless, application of MAP for non-convex feasibility problems has been
studied extensively and local convergence is guaranteed under assumptions of good

geometric property of the sets [34, 35]. We state some of these results.

Definition 3.3. A closed set S C E is super-regular at s € S if, for all 6 > 0, any

two points x, y sufficiently near s with y € S and any point = € Ps(x) satisfy
(y—z,z—y) <dlly—=|-|lz -zl

Definition 3.4. Two sets S, T C E have linearly regular intersection at x* € SNT if
there exist constants o, 5 > 0 such that for all x € SNB(z*, «) and y € TN B(z*, a),
and all p € (0, a), we have

B(0, 5p) € ((S —2)NpB(0,1)) — (T —y) N B(0, p))

Theorem 3.1 ([35]). Consider closed sets S, T C E and a point z* € SNT. Suppose

S s super-regqular at x*. Furthermore, suppose that S and T have linearly reqular in-
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tersection at x*. Then for any initial point sufficiently close to x*, the MAP algorithm

converges to a point in SNT.

Proof. See Theorem 5.16 of [35].
O

The projection sub-problem for some fundamental non-convex sets is also rela-
tively easy. Examples include the set of matrices of some fixed rank and any set
defined by a single quadratic equation or inequality, which is analogous to the clas-
sical “trust region sub-problem”. When the set is defined by one or more quadratic
equations or inequalities, the projection sub-problem becomes a Quadratically Con-
strained Quadratic Program (QCQP). QCQPs are of particular interest because they
occur frequently in power flow problems. Although they are non-convex and NP-
hard in general, we show in Chapter 2 that a large class of QCQP is computationally

tractable.

3.3 Distributed Constraint Satisfaction Algorithm

The appeal of the MAP algorithm for convex feasibility problems lies in its simplicity
and ease of implementation, given a subroutine that solves the projection sub-problem
efficiently. However, it is not amenable for parallel or distributed implementation. In
this section, we propose an extension of the MAP algorithm that solves the feasibility
problem for a network in a distributed manner.

The new algorithm is inspired by the coordinate descent method: at time step ¢,
each node ¢ in the network generates an estimate of its variable x;(¢) and solves a
projection sub-problem with respect to ;(t), while keeping other variables fixed. The
sub-problem is an optimization problem with respect to a single variable and thus
it can be computed more efficiently than the sub-problem considered in the MAP
algorithm (3.1). Through a sequence of projections and message exchanges with
their neighbors, the nodes update their estimates so that, eventually, all constraints
are simultaneously satisfied (see Figure 3-2). We call our algorithm the Distributed
Constraint Satisfaction (DCS) algorithm and illustrate it with the following example.
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Figure 3-3: An iteration of the DCS algorithm for node 1. Nodes 2 and 3 broadcast

their estimates to node 1.

Example 3.3.1. Consider a feasibility problem for the network in Figure 3-1. At
time step t, the neighbors of node 1 broadcast their estimates x2(t) and w3(t) to node
1, as depicted in Figure 3-3. To obtain a new estimate, node 1 solves the projection

sub-problem

min ||xy — z1(t)|) _
w1t (3.3)
s.t. (115'1 s .Tg(f) s .I";(t)) e s

We denote the feasible set of (3.3) as X1(t) and the solution to be T (t) = Pax,z) (21(t)).
Node 1 obtains a new estimate using the relation x1(t+1) = ay (£)T (t)+(1—ay(2))z:(t)

for some weight a,(t).

The other nodes carry out the same operations simultaneously and Xa(t), Xs(t)
and Xy(t) can be derived similarly. The process is repeated until all constraints are

satisfied.

Summarizing Example 3.3.1, the DCS algorithm generates two sequences of iter-

ates {2;(t)} and {@;(¢)} that are defined by the recursive formulas':

1We assume that Py, (g (2:(£)) has a unique solution.
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Fori=1,---,m,

Ti(t) = Pry (:(t)) (3.4)

zi(t +1) = ai(t) Ti(t) + (1 — ai(t))ai(t)
where a;(t) are non-negative weights and each Z;(t) is constrained to lie in the set
X;(t) C E, which depends on the values of ¢’s neighbors and is known only to node <.
In other words, X;(t) is the projection of S; onto the space of coordinate i, with the

neighbors taking on the values z;(t), j € N(¢). For example, if i = 1, then

Xi(t) ={z1 €E| (z1,22(t), - ,zm(t)) € Si}

3.4 Constrained Consensus Algorithms

We will now develop an extension of the Projected Consensus Algorithm that solves
the feasibility problem for a network. An agent is associated with a node in the
network and its constraint set. Instead of assigning the same set of variables to every
agent, each agent is only assigned the variables of the corresponding node and its

neighbors. At time step ¢, each agent (node) ¢ generates the estimate
r(t) = {:L';(t) : J € Ii}

where ac; (t) is the estimate of variable z; generated by agent ¢ at time step ¢. Through
a sequence of projections and message exchanges with their neighbors, the agents
update their estimates so that, eventually, all constraints are simultaneously satisfied
(see Figure 3-2). We call this algorithm the Constrained Consensus (CC) algorithm

and illustrate it with the following example.
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Z(t), 4(t)

Figure 3-4: An iteration of the CC algorithm for agent 1. Agents 2 and 3 broadcast

their estimates to agent 1.

Example 3.4.1. Consider a feasibility problem for the network in Figure 3-1. At

time step t, agent 1 stores the estimate
m(t) = {xy(t) « j €L} ={zi(t), m(t), 23()}

The neighbors of agent 1 broadcast their estimates to agent 1, as depicted in Figure
3-4. Agent 1 forms a convex combination of its estimate with the estimates received

from other agents using the relation

m(t) = {T1(t) , Bt) , T30}
where

T1(t) = ay, (t) z1(t) + a1 5(2) z1(t) + a1 5(t) x3(t)
%(t) = C’f%.l(t) 113%(?5) + aé,z(t) x%(t)

Z3(t) = a3 () 23(t) +az4(t) #i(t)
To obtain its estimate for time step t + 1, agent 1 solves the projection problem

; - 2 - 2 ~ 2
min  |lvr — BN + o — BE) + llzs — ()]

T1,T2,T3 (35)
st (z1,22,23) €S
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We denote the solution of (3.5) as

r(t +1) = Ps, (71(t))

— (@t +1), T+ 1), T+ 1)}

The other agents carry out the same operations simultaneously, and the process s

repeated until all constraints are satisfied.

To summarize Example 3.4.1, the CC algorithm first assigns an agent for each
node in V. Agent i keeps the set of local decision estimates {z; : k € I;}, and at

time step t agent ¢ generates the estimate
ri(t) = {zi(t) : j e L}

where % (t) is the estimate of ; held by agent 7. In general, one or more agents may
hold estimates of the same variable. r’(t) is a vector that is constrained to lie in the
set S; C Elil,

The collective goal of the agents is to find a feasible vector x*, i.e.,
.’17*:(11');; s T /c:n)es

through the sequence of local estimate updates and local information exchanges de-
fined as follows?:

Fori=1,---,m,

Z(t) =Y aut) 2j(t), jeT (3.6)
kel;
Ti(t + 1) = Ps, (?‘(t)) (3.7)

where 7(t) = {Z}(t) : j € L} and a},(t) are non-negative weights such that 0 <
al,(t) < L.

*We assume that Pg, (7i(¢)) has a unique solution.
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3.4.1 Convergence Analysis

The convergence analysis of the CC algorithm for the case where S;,---,S,, are
closed and convex and S is non-empty is inspired by the work of [38]. We will now

state a few assumptions that will be required in our analysis.

Assumption 3.1 (Weights rule). There exists a scalar 1, with 0 < 1 < 1, such that
for all i,

(a) ai,(t) >
(b) ai(t) 2 nif (k) €€

(c) aiu(t) =0 i (k) £ €, i # ] and ik

Assumption 3.2 (Double stochasticity). For alli, the weights a ;. (t) satisfy

(a) 3ok_1a5x(t) =1 if j € N(3)

(b) Ylidt) =1 (k) €E

For full details of the analysis, the reader is referred to Appendix A.

3.5 Power Flow Problem: An Application

3.5.1 Problem Formulation

Consider an electric power grid with a set of buses V = {1, --- , m} and a set of
lines £ CV x V. Given the m x m bus admittance matrix Y := G + iB, the power
flow problem seeks to find a vector of complex bus voltages V := V; + iV, that is

consistent with the power flow equations, is within operational limits and satisfies
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complex power demands at every bus. It is formulated as

find I/;i,‘ia %J, V 1€V

st PEM < Ve Y (VayjGi — VayiBy) + Vau Y (VayGis + VigyBis) + Poy

JEI; JjEL;
< PR Y ey
O < Vs Y (VayGij — VaiByg) = Vag > (VaiGij + Va;Bi) + Qs
JEIL; jEI;
< QT ieV

(V) < VEAVE SV ey

where generator limits PE}", PE3*, Q@Y, real and reactive power demands Pp,; and
Qp,i, and QF% and voltage magnitude limits V™" and V™ are assumed to be
known. The reader is referred to Appendix B for a detailed derivation of the power

flow problem and its parameters.

3.5.2 Implementation

It is clear that the power flow problem is a feasibility problem for a network, where
the nodes are represented by buses and the constraints are local to the nodes and their
neighbors. We shall now show that the distributed feasibility algorithms developed in
Sections 3.3 and 3.4 are well-defined for the power flow problem because the projection
sub-problems can be formulated as Quadratically Constrained Quadratic Programs

(QCQPs) that can be solved efficiently.

Each bus ¢ has the local variable
zi = (Vi Vi) € B
such that the state of the transmission system is given by

€Tr = <m1,‘.. 7‘1’.777,) eRZm
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DCS algorithm

At time step ¢, bus ¢ generates the estimate
2it) = (Vaalt), Vault))

and solves the sub-problem

2
min

~ 12 ~ .
Vai = Vas®)|| + || Ve = Vasl®)

st PER <V > (Vay(t) Gy — Vig(t) By) + Vea > (Vas(t) G + Vay(8) Byg)

JEN; JEN;
+ f’il,z’ (V:i,i G — Vg Bz'i) + Vi (f’q,z‘ Gii + Vi Bii) + Pp; < Pgi{™

QB < Vs Y (Va(t) Gy — Vi (t) By) — Vai Y (Vag(t) Gij + Vay(t) By)

JEN; JEN;
+ ‘/’;:],z' (A’d,i Gi — ‘A/qz Bii) - i}d,i (‘7;],11 Gy + ‘Aftz Bz’z') +Qp; < QT
(V;min)2 < f/\'jz + ‘7;12,1 < (V;mm()z
(3.8)

The optimization variables are indicated by a “hat” (namely 17@ and ‘/;:;,i), while the
other variables (e.g. Vj;(t) and V, ;(t)) are given. Notice that (3.8) is a Quadratically
Constrained Quadratic Program and the equivalent quadratic matrices Q; (see (2.1))
are diagonal. Assuming that (3.8) satisfies the regularity condition, we can apply

Theorem 2.3 to deduce that the convex relaxation of (3.8) will be exact.

CC algorithm

Each bus is assigned an agent. At time step ¢, agent ¢ generates the estimate

r(t) = {=j(t) : je L}
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and solves the sub-problem

~ 2 ~ 2
min )2 ”Vdu‘ - Vd,j(t)” Y “Vq,j - Vq.j(t)”
JE€I; J€L;

st PEP <Vaiy (Vd,jGij - Lqu,jBij) +Vai Y (‘A/qy )Gy + ‘A@,j(t)Bij) + Ppy < Fg

Jel; JEL;

QEr < Vei Y (Vd,,-Gij — Vs B,;j) ~Vaiy (‘Zz,jGw + ‘Zt,jBij) + Qb < QG5

JEI; jel;
(V)" < Vi + Vi < (vmesy?
(3.9)
The optimization variables are indicated by a “hat” (e.g. ‘711,1' and lqu,,-), while the
other variables (e.g. Vy;(t) and V ;(t)) are given. Notice that (3.9) is a Quadratically
Coustrained Quadratic Program (QCQP). Although there are no guarantees for the
exactness of the convex relaxations of (3.9), in practice they are found to be exact by

verifying the conditions of Lemma 2.1.

3.5.3 Numerical Results

We validate the CC and DCS algorithms developed in Sections 3.4 and 3.3 using
IEEE test beds from the Power Systems Test Case Archives [17] and MATPOWER
archives by [55].

The algorithms are implemented in MATLAB and a MATLAB interface to CVX
provided by [27] and [28] is used to solve the projection sub-problems. In all cases, the
algorithms are initialized with a flat profile (i.e., Vg; =1land V,; = 0fori =1,--- ,m)
and the criteria for declaring convergence is that norm of update differences are less
than 1073, with the further requirement that constraints must be satisfied within a
precision of 1073, For comparison, the same problem is also solved with the MAP
algorithm (3.1).

The results of a serial implementation of the CC, DCS and MAP algorithms on
an Intel Core i7-3720QM 2.60 GHz Processor are summarized in Table 3.5.3. In our
serial implementation, a “cycle” of the above algorithms completes when all nodes

have consecutively solved their corresponding projection sub-problems.
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The DCS algorithm converges in the shortest time all test cases, largely due to the
ease of solving the projection sub-problems (involving the least number of variables).
The CC algorithm has an easier projection sub-problem compared to the MAP algo-
rithm, but appears to perform worse than the MAP algorithm. In practice, the CC
and DCS algorithms will be executed in parallel across processors at each node, thus

they can show even greater performance improvements over the MAP algorithm.

Number Algorithms

of buses MAP DCS CC
5 59, 6.0s 111, 0.9s | 280, 20.6s
9 25, 5.4s 79, 1.7s 73, 10.8s
14 216, 76.2s | 155, 8.3s | 345, 120.4s
30 418, 310.8s | 396, 10.6s | 446, 305.0s

Table 3.1: Comparison of algorithms for solving the power flow problem. (Number
of cycles, Total CPU time)
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Chapter 4

Secure Estimation for Cyber-Physical

Systems

Cyber-physical are computer-based systems that monitor and control physical pro-
cesses using embedded sensors, actuators, control processing units and communication
devices. They characterize many of the critical infrastructure that sustain our modern
society, such as electric power grids, oil and natural gas distribution, water treatment
and transportation systems. The disruption of their operation can have disastrous
consequences on public health and the economy.

The operation of a cyber-physical system can be modeled as a dynamical system
that is supported by numerous feedback mechanisms. These mechanisms rely heavily
on state estimation algorithms to work correctly and an entire field of research has
been dedicated to improving these algorithms. As more cyber-physical systems are
connected to the internet for remote monitoring and control, they become vulnerable
to attacks on their communication channels, while their large scales make it challeng-
ing to secure every system component. Failure to check these attacks may corrupt
state estimates and lead to physical consequences in the forms of faults and failures.

This chapter considers the problem of estimating the states of a noisy and uncer-
tain cyber-physical system that is subject to data injection attacks [14, 37, 42] on its
actuators and sensors. By leveraging principles of robust optimization, a novel robust

and resilient state estimator that can be formulated as a convex optimization problem
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is proposed. The effectiveness of our estimator is demonstrated in simulations of an

IEEE 14-bus system.

4.1 Problem Statement

A noisy and uncertain cyber-physical system that is under attack can be modeled by

the following linear, time invariant (LTI) dynamical system:

Tyl :Za:k+l§(uk+dk)+wk (4 1)
Yr zg'xk+5(uk+dk)+ek+vk

where xz, € R"™ is the state vector at time k, u; € R™ is a known input vector
and y; € RP is the measurement vector, wy € R™ and v, € RP are process and
measurement noise signals. The data injection attacks carried out by the adversary
are generalized by the attack signals d;, € R™ and e; € R? that are injected into the
actuators and sensors, respectively. The system parameters A= A+dA, B:=B +0B,
C :=C +6C and D := D + 6D each consists of a known part (4, B, C and D) as
well as an unknown part (64, 0B, 6C and 6D) that represents (possibly time-varying)
modeling errors. We shall henceforth refer to the modeling errors and noise signals

as uncertainties, and the attack signals as attacks (on actuators and sensors).

We will assume in this paper that all pairs (Z, 5’) are observable and that the
known inputs uy are independent of o (i.e., we consider the closed loop dynamics in
which the dependence of uy on g is already incorporated into the system). In addi-
tion, adversary attacks a fixed subset of the sensors and actuators. Note that if sensor
t € {1,---,p} is not attacked then necessarily egj) = 0 for all time steps k; otherwise
eg) can take any value, i.e., the attack signals are arbitrary and unpredictable. The

same observation holds for the attacks on actuators dj.

The objective of this paper is robust and resilient estimation: given T corrupted
measurements o, ¥1, - - - , Y71, we wish to obtain estimates for the states zg, - - - ,7r_;

that are 1) robust to uncertainties, and 2) resilient to attacks.
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4.2 Preliminary Material

4.2.1 Known System with Sensor Attacks Only

We begin with the following simplified system:

Ty = Az (4.2)
ye =Cap+e

The goal of the estimator is to reconstruct the initial state zy of the plant from
the corrupted measurements yo,--- ,yr—1. Since A is known, the remaining states
x1,-++ ,Zr-1, can be reconstructed from xo using (4.2) and therefore it is sufficient

for the estimator to reconstruct xzg.

The system (4.2) can be written compactly as

Y= @(1‘0) +E
where Y := [yo st ZJT-1] € RPT E := [60 yoT eT—1] € RPT and @
is a linear map defined by ® : R* — RP*T, &(z) = [Ca: CAz --- CAT—IIC]-

The optimal estimator of (4.2) is given by [22] as

0 = arg min [, = arg min[Y — $(zo)l, (43)
It has been shown that, if (A,C) is observable, then the maximum number of
attacked sensors (such that o can be reconstructed exactly) is [ —1]. Additionally,
the maximum number of correctable errors cannot increase beyond a window size of
T = n measurements (a consequence of Cayley-Hamilton theorem).
However, since (4.3) is intractable (NP-hard), we consider a convex relaxation of
the optimal estimator using a “mixed" ¢, /¢, norm that is also used in the compressed

sensing literature [20], i.e., the relaxed estimator minimizes the ¢; /¢, norm of E:

o = arg min ||E|, , = arg min|Y — ‘I’(f”O)”el/er ' (4.4)
quRn xoeRn
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The “hat” on &, denotes that the relaxed estimator (4.4) generates an estimate of
Zo, whereas the optimal estimator (4.3) recovers the exact zo. The relaxed estimator
(4.4) has been demonstrated to generate estimates that are close to the exact solutions

in [22].

4.2.2 Known System with Actuator and Sensor Attacks

Next, we consider the following system

Tp1 = Axg + B (ug + d) (45)
Yk ———C:ck—kD(uk—l-dk)—l—ek

(4.5) can be written compactly as
Y = ®(z9) + O(U)+O6(D) + E

) ; 'yT~1} € R*T and U € R™*T, D € R™7 and E € RP*7
are defined similarly. ® : R® — RP*T and © : R™*T — RP*T are linear maps defined

by

where Y = [yo

P(z) = [C.T , CAz , --- | C'AT_IQ;]
o) = [Duo , CBug+Duy , -+ , CY AT 27" By, + DuTJ]
e(D) = [Dd0 . CBdo+Ddy , - , CX2AT25Bd, 1 D dT_l]

For (4.5), the optimal estimator is given by [22] as

(0, D) = arg min 1Y — @(z0) — ©(U) = ©(D)ll,, + DIl (4.6)
o
DERmxT

In contrast to (4.3), the optimal estimator in (4.6) has to generate the initial state
xo as well as the actuator attacks D so that the remaining states x;,--- ,x7r_; can be

recovered using (4.5).
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Similar to (4.4), the following convex relaxation of (4.6) is considered:

(20,0) = arg min |[Y ~@(z0) = O(U) = 0Dl e, + MDllyye,  (47)
ToER™
DeoRmxT
where A is a tuning parameter. Since the system parameters are known, the esti-

mates of the remaining states &1, --- , Zr—; can be obtained using %o, estimates of the

actuator attacks D := [Czo, e ,jT_l] and (4.5).

4.2.3 Equivalence of Robust Regression and ¢,-Regularization

A useful theorem that we shall make use of in our design of a robust estimator is
the equivalence of robust regression and £, -regularization for the (¢,, ¢,) subordinate

norm.

Theorem 4.1 (Equivalence of Robust Regression and ¢,-Regularization |6, Corollary
1]). Let 6% be an uncertain matriz belonging to the uncertainty set U,y = {6V :
10,6y < P} If g7 € [1,00] then for for some matrizx ¥ and vectors y, B, we

have

— (U + 60 —lly-o .
.N%ﬁmuy (T +60)Blle, = lly — LBlle, + 2llBlle,

Proof. See [6, Corollary 1].

It is worth noting that there are theorems similar to Theorem 4.1 for the Schatten

and Frobenius norms [3, 6, 50].
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4.3 Robust and Resilient State Estimation

Now we are ready to consider the system in (4.1), restated below

Tpe1 = JI T + E (’ll,k -+ dk,) + Wy

- - (4.1)
ye =C xp+ D (up+dx) +ex+ v
(4.1) can be compactly written as
Y = ®(z0) +O(U) + (D) + T(W, V) + E (4.8)
where Y := [yo yT_l] € R*T and D € R™T, U € RP*T, W € R™T, V ¢

R?*T and E € RP*" are defined similarly. ®, © and T are linear maps & : R® — RP*T

6 : R™T — RP*T and T : RMT x RP*T —y RexT defined as

&) =|Cx , CAx , - , ATl

6(U) = |Du , CBu+Du , -, CXT AT Buy + Dury|

&) =|Ddo , CBdo+Ddr , --- , EX72 AT Bd; + Ddy]
TW, V) =[w , Cunto , -, O A2, tvry | -

(4.9)

In light of the uncertain parameters in (4.1), we consider the robustification of the

estimator in (4.7) by using the compact representation in (4.8), i.e.,

0, D) = arg mi E AID
(20, D) = arg min  max Bl e, + AlDllesse,

DeRmXT
— arg min _max ]Y — B(20) - B(U) = B(D) — T(W, V)| + AIDllese,
roeR”r  OWEU(, 1) 0/t

DERmXT

(4.10)

for some tuning parameter A and some uncertain ¥ belonging to the uncertainty set
Uiege,)- In Section 4.3.1, we will provide two formulas for 6% and U, ¢,y that will

lead to tractable formulations of (4.10). It is noteworthy that by substituting E into
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the objective function, we have avoided equality constraints that are known in the

robust optimization community to oftentimes cause infeasibility.

Even with the estimates (&g, D), we cannot obtain &, - - - , &7.1 using (4.1) because
the system parameters AV, B and noise signals wy are unknown. In Section 4.3.2, we

develop a robust estimator for the states zy,--- , 27— using (Zo, ]5)

4.3.1 Robust and Resilient Estimation of xy and Actuator At-
tacks

Row-wise Uncertainty Sets

Notice that we can use the definition of the ¢, /¢, norm to rewrite (4.10) as the sum
of rows:
p

(Z0,D) = arg min __ max
zoER™ S‘IIEU(gq,gr) im1

(Y — &(z0) — O(U) — O(D) — T(W, V))(i;)“[ +AlIDlle, /e,

DGRmXT
(4.11)
We first consider the sub-problem for the i-th row of E; i.e.,
max E|l, = max (Y-—fix —éU—éD—TW,V
i Bl = (¥ = B - 8(0) - BD) - T, V) )
(4.12)

for some uncertain matrix §¥; belonging to the uncertainty set U; (¢, ¢,) that we will

now define.

It is helpful to consider another compact representation of (4.1):

y:6x0+j;,(u+d)+jww+e+v (4.13)

where y := vec(Y), u := vec(U), d := vec(D), e := vec(E), w := vec(W) and
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v := vec(V), as well as the following observability and invertibility matrices

- - — - - T
O =[C7 (CAHT (@A) ... (@A)
D 0 0 . 0] [ o 0 0 |
CB D 0 .. 0 C 0 0 .0
J. =| CAB CB D . 0, J.=1| CA c 0
GAT-25 GAT-SE GAT™B ... D care gar-s gar- ... of

The matrices O and 7, are defined in a similar fashion to (4.9) with the nominal

system matrices A, B, C and D. We also define 60 := O — O and 0Ty = ju - Ju-

Definition 4.1 (Row-wise uncertainty sets). Let

0= [(60) (6Z), (0T (Fu)w+ (W) (4.14)

be an uncertain matriz belonging to the uncertainty setUs (g, ¢,y = {0; : [|0W;]|(g,,0,) <
pi} with (M); denoting the sub-matriz of M consisting of only the (i+75p)-th rows of M
forj =0, T=1. (g, Q)= [Coy @Dy @MYy ... (AT, )
Lemma 4.1. Let 0V; and U; q, ¢,y be defined according to Definition 4.1. In addition,

we define

I

[((’)), (Ju)i (Tu)i OTXI:'

v, :
) [;L;)r u’ d7 1]T

B

Then, for any q,r € [1,00], (4.12) is equivalent to

max
OWiEl; (¢ ,0r)

(Y — ®(z9) — O(U) — O(D) — T(W, V))

= 1Y) = WiBlle. + pillBlle,
£

'(iv')
Proof. We can rewrite E(; .y as follows

Biy = (¥ = B(a0) = B(U) = BD) - T(W. V) = Yo = (¥ + 508,

)
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The result follows by application of Theorem 4.1 on (4.12).
O

Assumption 4.1 (Uncoupled uncertainty sets). Let 6¥; and U; g, .,y be defined ac-
cording to Definition 4.1. We assume that the uncertainty sets U g, 0.y, © =1,--- D,

are uncoupled.
Now we are ready to develop a robust estimator for (4.10).

Proposition 4.1 (Robust Estimation of xo with ¢, /¢, relaxation and £,-regularization).
Let Assumption 4.1 hold, and let 0V € Uy, represent 6¥; € Ui, e, for i =
1,---,p. Then, for any q,r € [1,00), the robust estimator is equivalent to the follow-

ing constrained optimization problem

(#0,D) = arg min  pl|Blle, + 1Y — B(0) — O(U) = O(D)|ly, sg, + AlIDlley e,

xoER™
DER’"XT
ﬁGR"+2mT+1
s.t. Bin = To

ﬁn+l:n+mT = VeC(U)

ﬁn+mT+l:n+2mT = VQC(D)

ﬁn+2mT+1 =1

(4.15)

with p :== > 1 pi. X > 0 is a tuning parameter that controls the relative weight

between the penalty on errors corresponding to attacks on sensors and actuators.

Proof. This proposition follows the repeated application of Lemma 4.1 and noticing
that ¥(;.) — ¥; 8 = (Y — ®(x0) — O (U) — G(D))(m.
O

We next consider the case ¢, = ¢;, which significantly simplifies the robust esti-

mator.

Corollary 4.1 (Robust Estimation of 29 with ¢; /¢, relaxation and ¢;-regularization).

Let Assumption 4.1 hold, and let 6¥ € U, ¢,y denote 0U; € U (4,0, 1 = 1,-+- ,p.
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Then, for any r € [1, 0],

(#0,D) = arg %in pllzolle, + 1Y — (o) — O(U) — ©D)lly, ¢, + PIDN ey e, + MIDlle, se,
ToER?
DER”"(T

with A > 0 as a tuning parameter that controls the relative weight between the penalty
on errors corresponding to attacks on sensors and actuators while p =% " _| p;, where

pi is a robust parameter for the uncertainty set U (¢, ¢,y (see Definition 4.1).

Proof. Noting that

1Blle, = llzolle, + falle, + ldlle, + 1,
”d”& = HD“fl/fv and
Vi) — Wi = (Y — B(zp) — © (U) — O(D)),.,

Application of Lemma 4.1 on (4.12) gives

_ max
O €U, (¢q,47)

= [ — ®(@o) ~ 0 (V) D)), ||, +pillzolle + Il + el +1)

,(Y ~ &(wo) — O(U) - B(D) — T(W, V))

(11) 25

Thus (4.11) becomes

P
(#0,) = arg min 3_||(Y — ®(a0) — © (U) ~ OD)),,
ZoER™ i1
DeRmxT

)4
|, + 2 pilizolle, + lalles + IDlley e, + 1)
=1

+ AlIDlle, e,

V4 ¥4
= argégﬂ 1Y = @(zo) — © (U) — O(D)l, /4, + > pillzolle, + > " pillDlley e, + AIDlley e,
o i=1

DeR™* T i=1

since we have assumed that u is independent of z,.
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Coupled Uncertainty Set

We now consider the case ¢, = ¢, = ;. We will show that an alternative robust
counterpart can be found that accommodates a coupled uncertainty set. This is in
contrast to the uncoupled row-wise uncertainty sets in Proposition 4.1 and Corollary

4.1.

Definition 4.2 (Coupled uncertainty set). Let 0¥ := {5(9 0Ty 0Tu (jww + v)]

be an uncertain matriz belonging to the uncertainty set U, ¢y = {0 : ||6%]|(e1,e,) <

p}-

Proposition 4.2 (Robust Estimation of z with £, /¢; relaxation and ¢;-regularization).
Let the uncertain matriz 6V and its corresponding uncertainty set Uy, ¢,y be defined

according to Definition 4.2. Then,

(#,D) = arg min IY — @(z0) — ©(U) — ©D)ll,, ¢, + pllzolles + (0 + MIIDlles e,
Zo
DeRmxT

with A > 0 as a tuning parameter.

Proof. From the definition of the mixed #; /¢;-norm, we have

“Y — &(x0) — O(D) — B(U) — T(W, V)”Wl
= “y ~ Owo — Ju(u+d) — Tpyw — v”l1 (4.16)

=y — Juu — Jud — (¥ +6¥) "'"“21
T
where U := [(’) 0 0 0] and K := [x;]r u' d7 1] . Noting that

¥k = Oy,
ll&lle, = lizolle, + llulle, + [ldlle, +1, and

lldlle = IDlle,/ex
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From (4.10) and the application of Theorem 4.1,

(#9,D) — arg min __ max HY ~ 3(x0) — O(U) — B(D) - T(W, V)“ + MDles e,
1‘()€R"T J\I’eu(ll,kl) /61
DeRnL;(

=argmin max |(y — Jyu— Jud) — (¥ +6¥) k|, + A||D
Z()ER"T OV EU ey ,01)
DGRTHX

lgl/fl

= arg min ly = Jua— Jud — ¥ k|, + pli&lle, + ADlle, ey
zoER™

= arg lélin ly — Juu — Jud — Ozl,, + p (llolle, + [[alle, + [IDlleyser + 1) + A|Dlleyses
zoER™
der™T

= arg %ﬁn ly — Juu = Jud — Oxoll,, + pllzolle, + (0 + XN ID|leyse,
o ER™
der™T

since we have assumed that u is independent of xzy. The result follows from the

relation

IY = &(20) = O(U) = OD)lly, s, = ly — Fuvt = Jud — O,

Summary

We have now gained a key insight that, with an appropriate choice of an uncertainty
set from Definitions 4.1 or 4.2, a robustification of (4.7) is equivalent to a regulariza-
tion procedure. In addition, we restrict ourselves to the cases where ¢, = /.

Summarizing the results of Corollary 4.1 and Proposition 4.2, our robust estimator

is given by
A1/l A .
ooy Drob) = axg min ¥ — B(zo) ~ O(U) = O(D) gy, + lizolles + 2Dl + AIDleyse,
o
DeRmxT

(4.17)

where p is a parameter that controls the amount of robustification (a greater p indi-

cates a more conservative estimator) and A is a tuning parameter.
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In contrast, the nominal estimator in (4.7) does not consider modeling errors and
noise signals. It is given by

(25 e Dnom) = arg min|[|Y — &(x0) — ©(U) = ©(D)l, /s, + MDlles /e,

0,nom?
ToER™
DER”"XT

(4.18)

Remark 4.1. In practice, it is difficult to construct p because the modeling errors and
noise signals cannot be accurately predicted. In addition, there is no clear strategy
for selecting the ideal values for A and ¢,. Therefore it is natural to use a statistical
approach such as cross-validation with data sets to obtain p, A and ¢,, which will be

discussed in detail in Section 4.4.1.

4.3.2 Robust Estimation of the Remaining States

In the previous section, we have developed a robust and resilient estimator for ob-
taining (:i*o,f)). However, we cannot obtain &,---,&7_; using (4.1) because we do
not know the parameters K, B and noise signals wy. In this section, we will develop
a robust estimator for the states x;,--- ,z7_; using (.io, D)

The problem can be formulated as: given (£, D), we wish to obtain estimates of
the states X := [;plT Ty - x}_l]_r that are robust to modeling errors §A, 6B

and noise signals wy. First, note that (4.1) can be compactly written as
X = Pro + Ku(u+ d) + Kpw (4.19)

where the state transition and input matrices are given by

~ -~ . - T
P o=@ @ .. @y
[ B 0 0 0 o] [ 1 0 0 0 0
AB B 0 0 A I 0 0 0
K. =| A?B AB B 0 0|, Ko=| A2 A I 0 0
Ar-25 ArsF ATB .. B o Are Ars A o..oq o
(4.20)
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The matrices P, K, and K, are similarly defined with 4 and B instead of A and
B. In addition, we define 0P := P — P and oK, = /Eu - K,.

Definition 4.3. Let 6§} := [5’P K, ﬁww] be an uncertain matriz belonging to
the uncertainty set U, ¢y = {082 : ”(SQ”.(gq’e,_) < p}.

Proposition 4.3 (Robust Estimation of State Sequence). Let 62 and U, e,y be de-
fined according to Definition {.3. Then, given xq = Iy and d = vec (f)) and for some

q,7 € [1,00|, the robust estimate of X is given by

X = argmin _max ||X — Pio— Ku(u+d) — K,w|e,
XeRn(T-1) 90U o) '

= Pio + Ky(u+d).

Proof. From (4.19) and the definitions in (4.20),

X — Pio— Ky(u—d) = Kuyw = X — (Q+ 5Q),

where (0 = [’P Ky 0], 01 = [5’)3 ]Eu }Eww] and v = [f;g ' +dav 1}?
Then, by Theorem 4.1, we have

X = argmin _max | X - Q+ 60 )
Xerg{n(Tﬂ) SQEU 4, ¢y I ( 7lle

t

arg min || X — Q| +5ll7]le,
XeRn(T-1)

= arg min | X — Pdo — Ku(u+d)lle, + 5ll7]le,
XeRrn(T-1)

= Py + Ky(u +d)

since -y is known and ||z|le, = 0 if and only if z = 0. O
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4.4 Numerical Simulations

THREE  WINDING
TRANSFORMER ESQML ENT

AEP 1k BUS TEST SYSTEM BUS CODE DIACRAM

Figure 4-1: IEEE 14-bus system [17]

In this section, we demonstrate the effectiveness of our robust and resilient estima-
tor (4.17) using an IEEE 14-bus system [17]. The system, depicted in Figure 4-1,
comprises of 5 synchronous generators and 14 buses. It is represented by 10 states
comprising of the rotor angles and frequencies of each generator. The dynamics of
the system can be represented by the following uncertain and noisy continuous time

LTI model:

i(t) = Ae 2(t) + B, (u(t) +d(t)) +w(t)

,, ~ (4.21)
y(t) = C. x(t) + D, (u(t) +d(t)) + e(t) +v(t)

where the matrices EC, Ec and 5c are defined in Appendix B and ﬁc = 0. The other
variables denote the same quantities as in (4.1).

To obtain a discrete time model, we discretize (4.21) with a sampling interval of
AT = 0.05s. Similar to [43], p = 35 sensors is deployed to measure the real power
injections at every bus, the real power flows along every branch and the rotor angle of

generator 1 and the sensor measuring the rotor angle of generator 1 is also protected
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from attacks.

In the following sections, we will describe the cross validation procedure used to
determine the hyperparameters of our robust and resilient estimator, as well as the
simulations used to compare the performance of our robust and resilient estimator
(4.17) with the nominal estimator (4.18). The estimators are implemented in MAT-
LAB and a MATLAB interface to CVX |27, 28] is used to solve the optimization
problems. In all our simulations, the initial state (0) = xy and uncertainties (model-
ing errors and noise signals) are drawn from independent and identically distributed

Gaussian distributions.

4.4.1 Cross Validation Procedure for Selection of Hyperpa-

rameters

In practice, it is difficult to predict the modeling errors and noise signals for the
purpose of constructing our uncertainty sets. Thus, it is natural to use a statistical
learning procedure known as cross-validation to determine the hyperparameters of
our robust and resilient estimator — namely, given some training data, we want to
select 1) the tuning parameter A, ii) the robustification level p, and iii) the estimation
approach among our robust and resilient ¢, /¢;, ¢, /{5 and ¢, /¢, estimators.

To this end, 200 sets of data (given by the tuple (o, yo, ¥1, - - - , Y7-1) are generated
with a window size of T' = 15) using a nominal system model with modeling errors and
attack signals drawn from i.i.d. Gaussian distributions, initial states xy drawn from
the standard Gaussian distribution, different sets of attacked sensors K of cardinality
¢s = 3 and different sets of attacked actuators L of cardinality ¢, = 1. Subsequently,
the data is randomly partitioned into three sets: allocate 50% for training, 25% for
validation and 25% for testing. The procedure of cross-validation for both the nominal

and robust resilient estimators is conducted in the following phases:

Training: For each approach (¢; /41, ¢1/¢s and ¢, /¢y,), find the best values of

A and p using the training set.

Validation: Using the validation set, select the best approach among the £, /¢;,
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¢1/4y and ¢; /4., estimators with A and p that were determined in the training

phase.

Testing;: Determine how well the resilient estimator (nominal and robust) can

predict the values of x in the testing set.

When the above process is repeated 20 times, average reductions of 16.92% and
11.68% in the mean and standard deviation, respectively, of the state estimation errors
are observed. Furthermore, when the intensities of the model errors and noise signals
are increased by about 2.5 times, a similar cross-validation study shows decreases of
14.06% and 41.43% in the mean and standard deviation, respectively, of the state

estimation errors.

4.4.2 Varying intensities of modeling uncertainty and noise

signals

To observe the effects of uncertainties (modeling errors and noise signals) on the
performances of our estimators, their intensities are varied while parameters are kept
constant. For different intensity levels, the simulations are fepeated 100 times with
different sets of attacked sensors K of cardinality g, = 3, different sets of attacked
actuators L of cardinality ¢, = 1.

The procedure is repeated for different robust and resilient estimators (¢, /¢;, £1/¢,
and ¢;/f) and compared with the nominal estimator. From Figure 4-2, it is clear
that the nominal estimator has the best performance when the uncertainty intensity
is small. As the uncertainty intensity is increased, the situation is reversed, and in
addition a larger p (i.e., more conservative robust and resilient estimator) leads to

improved estimates.

4.4.3 Varying number of sensor and actuator attacks

In this task, the performances of the robust and resilient estimator and the nominal

estimator are compared for different number of attacked sensors and actuators. The
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Figure 4-2: Mean normalized errors of the nominal estimator and the robust and
resilient ¢, /¢y, €,/ly and ¢/l estimators (with A = 0.2 and different values for p)
simulated on the IEEE 14-bus system.

results of 100 simulations, summarized in 4-3, indicate that the robust and resilient
estimator performs consistently better (with a mean normalized error between 0.6072
and 0.7009) than the nominal estimator (with a mean normalized error between 0.7326

and 0.9360).
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(a) Nominal ¢ /¢, estimator (b) Robust and resilient ¢, /¢, estimator

Figure 4-3: Mean normalized errors of the nominal and robust ¢, /£, estimators (with
A =10.2 and p = 0.1) simulated on the IEEE 14-bus system. A darker shade indicates
a higher relative mean normalized error.
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4.4.4 Estimation of the Initial State for Different Attack and

Uncertainty Scenarios

Next, we compared the performances of the robust and resilient estimator and the
nominal estimator for various scenarios. The results of 500 simulations are summa-
rized in Figure 4-4.

In the first scenario, where the modeling errors and noise signals are absent (“at-
tack only”), it can be observed that the nominal estimator performs the best, thus
validating the results of 4.4.2. In the second scenario, where the attack signals are
absent (“uncertainty only”), a significant improvement in performance of the robust
and resilient estimator over the robust estimator can be observed. The same ob-
servations can be drawn from the third scenario (“uncertainty and attack”), where
modeling errors, noise signals and attacks are considered.

Boxplot of Normalized Initial State Error
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Figure 4-4: Normalized errors of the nominal ¢/, estimator and the robust and
resilient ¢, /f,, estimator (with A = 0.2 and different values for p) under different
scenarios simulated on the IEEE 14-bus system. The dashed lines represent the
support of the data, while the box represents the mean and standard deviation of the
normalized errors.

4.4.5 Estimation of the State Trajectory for Different Attack

and Uncertainty Scenarios

Lastly, the robust estimation of the state trajectory, developed in Section 4.3.2, is
validated using the same scenarios that are considered in Section 4.4.4. The results

of 100 simulations are summarized in Figure 4-5. As expected, the nominal estimator
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performs best in the “attack only” scenario, but fares worse than the robust and
Y

resilient estimators in the other scenarios.
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Figure 4-5: Normalized errors of the nominal ¢, /{y, estimator and the robust and
resilient ¢, /€., estimator (with A = 0.2 and different values for p) under different
scenarios for the IEEE 14-bus system. The curves represent mean values and the
error bars represent standard deviations.
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Chapter 5

Conclusion

Distributed Feasibility Algorithms for Networks

In the first part of this thesis, we studied the distributed operation of the electric power
grid using the power flow problem. Two novel distributed algorithms are developed
for finding feasible assignments of values in a network when all constraints are convex.
Our algorithms distribute computation among the nodes of the network and require
only local information exchanges. Although the power flow problem is non-convex,
our algorithms are demonstrated to be effective heuristics using meaningful power
flow scenarios and are shown to perform well in comparison to existing algorithms.
A number of issues, mainly related to convergence analysis, deserve future atten-
tion. Also, the choice of weights in the CC and DCS algorithms and their impact on

the algorithms’ rates of convergence remain open problems.

Secure Estimation for Cyber-Physical Systems

In the second part of this thesis, we studied the cyber-physical security of the electric
power grid by considering the problem of state estimation of a noisy and uncertain
cyber-physical system that is subjected to data injection attacks. A novel state esti-
mation algorithm that is resilient to adversarial actions and robust to modeling errors

and additive noise signals is developed. By leveraging principles of robust optimiza-
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tion, the estimator is formulated as a convex optimization problem. The use of cross
validation is also advocated for determining the hyperparameters of our estimator
and its effectiveness is demonstrated using simulations of an IEEE 14-bus system.
For future research, it will be interesting to adapt the robust and resilient estimator
developed in this thesis in a feedback loop for control and compared with a H,
controller. The robust and resilient estimator can also be improved by developing
uncertainty sets that are tailored for specific applications, by taking into account

structural vulnerabilities of the particular cyber-physical system.



Appendix A

Convergence Analysis of the CC

algorithm

In this section, we analyze the convergence of the CC algorithm for the case where
S1, -+, Sy, are closed and convex and S is non-empty. We will first introduce several
notations for representational convenience, then derive two lemmas, both of which

will then be used to establish the convergence properties of the CC algorithm.

For the m-tuple z = (21, --- , ;) and subset of indices I C V', we let [z]; denote
that the subset of decision variables {z; : ¢ € I'}. Similarly for the set S C E™, we

denote [S]; denote that projection of S onto the space of the coordinates i € 1.

Observe that the update rules (3.6) and (3.7) can be rewritten as

m(t) = {Z k() k(@) - je 1,-} (A1)

kel;

r(t+1) =7(t) + €'(t) (A.2)
where e(t) represents the error due to projection given by
é(t) = Ps, (F(8) — 7(t) (A.3)

The evolution dynamics of the estimates 7*(t) for each agent is decomposed into
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a sum of a linear term 7(t) and a non-linear term ¢'(t). The linear term captures the
effects of mixing the agent estimates, while the non-linear term captures the effects

of the projection operation.

Lemma A.1. Let S be a non-empty closed convez set in E. Then for any x € E, we

have

1Ps(z) = slI* < llz = slf” — | Ps(z) —2lI” ¥V se€S

Lemma A.2. Assume that Sy,---,S,, are closed and convex, and S is non-empty.

In addition, let Assumptions 3.1 and 3.2 hold.

(a) For all z* € § and all t, we have

() I +1) - 1, < |F @) - &),
for all i

(@) Y70 ~ @) < 3 I - o), |

F— e’

(b) Foralla* € S, the sequences {Z H?‘(t) - {w*];i[|2} and {Z v @) — [2*]n,
i=1

i=1
are monotonically non-increasing with t.

)

(c) The errors e'(t) converge to zero as t — oo.

Proof. (a) (1)
For any z* € S and ¢, we have [2*];, € [S];, and [S], € S;. It follows that

[z*]1, € S; for all i. The application of Lemma A.1 yields

HP&; (W<t)) - [m*]h

<7 - &1l = 1Ps F ) - 7o)

Substituting for the update relation (3.6) and error expression (A.3), we obtain
(2)(1)-
(a) (ii)
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By Assumption 3.2(a) we have Y \", af, = 35, af, = 1, thus

m(t) = "] = {Zan(t)( (t)—w):jelz}

kel;

Taking the squared norm of 7(t) — [z*]y,,

2
17 = 1) = Y213 al k(@) (2h(t) - 27)
jerI; llker;
DB BNOY EAORE
JEIL; k€l;

where the second inequality holds because the inner sum Y-, a2, (¢) (z5(t) — z}) is
a convex combination of £¥(t) — 2} and the norm operator || - || is a convex function.

By summing the preceding relations over %,

Sl < T3 (S0 ) 0 - 51
=1 JEI; keI =
= Z Z H% () — x;” by Assumption 3.2(a)
JEIL; kEI;
=3I - [
kel;

(b)
Combining parts (a)(i) and (a)(ii),

m

DoIFE+1) - ~ "], |I” <Z”r’(t+1) [*],.]]”
ZII o

Ms

< ”iz1 — [z ]I,

=1

Il

Ms

” ) — [=* ]1 “

=1

(6]



which proves that the sequence {E;L |7 () — [=*]s, HZ} is monotonically non-increasing

with ¢. Similarly,

Sl +n - < X IFO - 1, Zile ol

< SO IF O -
<> Ir o) ~ 1,

which proves that the sequence {E:’;l Iri(t) — [=*]1, ||2} is monotonically non-increasing

with ¢.

(c)

Summing (a)(i) over 14,
Sl < 3 IF@ = @7 = 3 I+ 1) = 7] P
i=1 i=1 i=1

Combining the above relation with (a) (ii),

Dol < 310 - @I - 3 e+~ b
<Dl @ =l = e+ D = 201

Summing the above relation over t = 0,--- s, for any s > 0 and expressing the

result as a telescoping series yields

3

> Yl < DI = = 3G+

t=0 i=1

II

IN

I7(0) =[], ||”

i
1

I

7
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By letting s — oo,

2

>3 Il < S0 - 1,

t=0 i=1

which implies lim,_,, ||€*(t)|| = 0 for all 4.

For the rest of the section, let us assume that G is a complete graph, i.e. every
pair of distinct vertices is connected by a unique edge. We proceed to show that
the proposed algorithm becomes equivalent to the Distributed Projected Consensus

algorithm and the results of [38] can be applied.

Assumption A.1. G is complete and for all i and k, the weights a;:,k(t), jEV, are

equal i.e.

ail,k(t) = a;,k(t) == a’in,k(t)

If G is complete, then I; = V for all 4, i.e. all agents have the same set of variables.

We can define the auxiliary sequence {y(t)}, where y(t) is given by

1 -y
t) = — ri(t 4
) = 7 R0 (A.4)
Lemma A.3. Assume that S1,---,Sn are closed and convex, and S is non-empty.

In addition, let Assumptions 3.1, 3.2 and A.1 hold. Then for all i,
. i _ _ . —~ _ _
lim Ir'®) —y(@®)|| =0 and Jim 7 @) —y@)|| =0
Proof. By Assumption A.1, we can define new weights @i (t) where, for all 4 and k,

TG(t) = i), j=1,---,m (A.5)
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such that our update rules (3.6) and (3.7) become

() =Y ar() (A.6)
k=1
ri(t+1) = Ps, (Fi(t)) (A7)

We can verify that (A.5), (A.6) and (A.3) satisfy Assumptions 2, 3, 4 and 5 of
[38]. The proof follows by the application of Lemma 4 in [38].
O

Proposition A.1. Assume that Sy,---,S,, are closed and conver, and S is non-
empty. In addition, let Assumptions 3.1, 3.2 and A.1 hold. Then for some z* € S,
we have

lim ||r'(t) —2*|| =0 and lim |7 (t) — ="

t—o0 t—oo

=0

Proof. The proof follows from the application of (A.5), Lemma A.3, and Proposition
2 of [38].
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Appendix B

Electric Power System Analysis

pﬁl“")Q{n 110. MW PG2+JQGZ 330 MW

+)40. MVAR

95 MW

j 50. MVAR
P +j50. M

Figure B-1: 3-bus electric power grid [33]

Electric power grids can be thought of as electric circuits of nation, or even

continent-wide, dimensions. The multivariate versions of Kirchoff’s and Ohm’s laws

apply, which are overviewed using a matrix-vector notation. As electric power grids

are alternating current circuits, all electric quantities involved are complex valued.

In power engineering nomenclature, a bus is a connection point or node in the

electric power grid. It connects various electrical elements such as transmission lines,

transformers, generating units and loads. Buses, which may have generating units

79



and loads connected to them, can inject or remove power from the grid. A bus is
called a generator bus if it has one or more generating units connected to it and a
load bus otherwise.

We restrict our analysis to a simplified one-line diagram of the electric power
grid under steady-state, synchronized operation with only buses, lines, generating
units and loads as shown in Figure B-1. All other electrical elements are assumed
to have been absorbed into the line, generating unit, or load models and are not
shown explicitly. Further, quantities are measured in the per unit (p.u.) system,
which are assumed to be properly normalized. The p.u. system enables uniform
three-phase analysis over the different voltage levels present in the electric power grid
[25]. Thus, the grid can be represented abstractly by nodes (buses) and edges (lines)

in a connected network.

B.1 Equivalent II Circuit Model

Iy Iy
Bus 1 > <& Bus 2
+ +
b
v i —;3 Vi

Figure B-2: Equivalent II circuit

Consider a system that comprises of two buses, 1 and 2, connected by a line (also
known as a branch), which may represent a transmission line or even a transformer.
A line between two nodes is represented by the equivalent IT circuit model [4] depicted
in Figure B-2.

The model entails the line series impedance z;2 and a line charging susceptance
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b12. The line series impedance consists of a resistive part 71, and a reactive (inductive)
part x1o > 0, so that zy9 = ry2 +1ix12. The line series impedance y;5 := Qi—q = gi12+iby»

is often used in place of the impedance.

Let 1} and V;, denote the complex voltages at buses 1 and 2 respectively, and [
the complex current flow from bus 1 to bus 2. Invoking Ohm’s and Kirchoff’s laws

on the circuit of Figure B-2, we obtain:

b
L = 1—%3‘/1 +y12 (Vi — fz)

The reverse current flow I, is expressed symmetrically. Note that unless bys is

zero, it holds that Iy5 # Is.

Building on the two-bus system, consider next a network consisting of a set of
buses V= {1, --- , m} and a set of lines £ C V x V. By Kirchoff’s current law, the
complex current injected at bus ¢ into the network must equal the sum of currents on

the lines incident to bus i, i.e.,

Iiz Z Iij

JEN()
by
= Z {i-—zl\/; +yi; (Vi — VJ)}
JEN()

where N (7) is the set of buses incident to bus ¢, excluding 7 itself. Collecting complex
bus voltages in the vector V € C™ and complex bus currents in the vector I € C™,

we obtain the Multivariate Ohm’s Law:

I=YV (B.1)
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where Y € C™*™ is the bus admittance matrix given by

( bir e
Z (ljk + ym) ife=j
kEN (3)

Yy = —Yij if j € N(17)

0 otherwise
\

Y is sparse and symmetric, but not necessarily Hermitian. We use a rectangular
representation for the bus admittance matrix ¥ := G + iB, where G is the bus

conductance matrix and B is the bus susceptance matrix.

B.2 Power Flow Equations

A major implication of (B.1) is the control of power flows. We denote S¢; := Pg,; +
iQ¢,; to be the complex power produced at generator bus i and Sp; := Pp; +iQp; to
be the complex power demanded by bus i. It is convenient to define S; := S¢; — Sp

to be the complex power injected at bus i to the rest of the network.

Typically, the bus voltages and bus admittances are expressed in Cartesian coor-
dinates, i.e. V; := Vy; +1iVg,; and Y;; = Gj; +1iB;;. From the definition of power and
application of the Multivariate Ohm’s Law (B.1), the complex power injected at bus

7 into the network is

Sy = VI
m H
=V (Z Yij"’j) (B2)
j=1
= (Vas +1V40) Y ((Gij — iByy) (Vas — iVy) (B.3)

Jj=1

If we resolve (B.3) into real and imaginary parts, we obtain the real and reactive
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powers injected at bus 7 into the network:

Pi=Va Y (VagGy — VayBy) + %Z(I@GH + Va;By) (B.4)
j:l =1
m .
Qi =Vai ) (VayGy — Vg Biy) — mZ (VaiGij + Va;Bij) (B.5)
j=1 j=1
We can also express the bus voltages in polar coordinates, i.e., V; := |V;]ei%. If

we resolve (B.2) into real and imaginary parts, we obtain alternative formulas for the

real and reactive power injected at bus ¢ into the network:

Py = V| Y ([Vj|Gij cos 8 + |V;| By sin 0y) (B.6)
=1
Jm

= Vi 3 (IV;|Gy; sin 05 — |V;| B cos ;) (B.7)
Jj=1

where 6;; := 6; — ;. It is common to linearize (B.6) and (B.7) to obtain the DC

power flow equations. The DC model hinges on the following assumptions:

e The power network is purely inductive, so the conductance part of the bus

admittance matrix is zero, i.e. G = 0.

e The voltage phase differences across directly connected buses are small, thus
8;; ~ 0 for every pair of neighboring buses (¢, j) and the trigonometric functions

in (B.6) and (B.7) are approximated by sinf;; ~ 6; — 8; and cos;; ~ 1.

¢ The magnitude of bus voltages is approximately one p.u., i.e. |V;| = 1 for all i.

The DC model simplifies to:

P,=) By(6: -6, (B.8)
7j=1
= PG,i - PD,i
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B.3 Power Flow Problem

An important problem in electric power grid operation is the problem of power flow,
where we want to solve for the steady-state powers and voltages of an electric power
grid that are consistent with the power flow equations and within operational limits.
The formulation of the power flow problem is based on operational limits of the grid
as well as the power flow equations and circuit model described in the preceding

sections.

Given a transmission network with a set of buses V= {1, --- | m} and a set of

transmission lines £ C V x V), the power flow problem is formulated as:

find Vi, Vi, V i€V

st PEP <V Y (VaiGij — VagBig) + Vaa Y (VeyGij + Vi Bij) + Pp
=1 j=1
<P Y eV
m m
QB < Vo > (VaiGij — VaiBy) = Vag »_ (VayiGij + Va;By) + Qg
Jj=1 7=1

<QEE ¥ ieV

(‘/imin)2 S ‘/dQ,z + Vv2 < (V;ma.x)2 v iey

q’i -

where generator limits PE}", P52, Q@7 and QF% and voltage magnitude limits V;™™®

and V;™** are assumed to be known. For load buses, we have Pg = PE® = Qg =

e =0.
The power flow problem seeks to find a set of complex bus voltages, Vy;, Vg, Vi €
V, that is consistent with the power equations and operational limits and satisfies
complex power demands at every bus. From the solution, real and reactive power

generation can be recovered using the power flow equations (B.4) and (B.5).
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B.4 Structure-Preserving Power Network Model

Consider a simplified model of an electric power grid consisting of n generating
units {g1,- - - , gn}, their associated n generator buses {by,--- ,b,}, and m load buses
{bn+1," " , bptm}. The interconnection structure of the grid is encoded by a connected
admittance-weighted graph. The generators form the vertex set of the graph and the
edges represent lines between buses or internal connections between generator buses
and their corresponding generating units

The Laplacian matrix associated with the admittance-weighted graph is the sym-

metric matrix:
*ng ﬁgl
Ly Ly

L= c R(2n+m)x(2n+m)

where the first n entries are associated with the generating units and the last n +m
entries are associated with the buses. £, € R™" is diagonal, £; € Rm+mx(n+m) jg

invertible and £y = L]

Given the transient reactances z; of the generating units,

1 1 —-L
Egg — dlag (__’ . ,_) c Rnxn, ng — 99 e R(n+m)xn’ l:gl — [:ZJ
0

1 Zn

And given the bus susceptances By;, the element in the k-th row and j-th column

of £y is can be derived using:

—By; ifj#k
[Luly; = > i Br if 7 = k and k is a load bus

Z,?&k By + Zl,f if j = k and k is a generator bus

fork=1,--- ,n+mand j=1,--- ,n+m.
A classical mathematical model to describe the behavior of the electric power

grid in transient stability studies is the structure-preserving power network model

[32, 42]. In this work, we consider the linearized small signal version of the structure-
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preserving model, which consists of the linearized swing equations and the DC power
flow equations (B.8) [43]. In addition, we use a Kron-reduced representation of the
electric power grid to reduce the number of states. The model is given by the linear

continuous-time descriptor system
@(t) = A, z(t) + B, P(t)

-
where the state z(t) = [(5T wT] € R2" consists of the rotor angles § € R" and the
frequencies w € R™. The input term

P,(t
P(t) — ( ) c Rm+2n

Py(t)

is due to known changes in mechanical input power to the generators P, (t) and power

injections at the buses Py(t). Furthermore, the descriptor matrices are:

~ 0 1

Ac — ‘ c RanQn
M= (=Lyg+ LaLly'Lyy) —MT'D

gc — 0 0 c R2nx(m+2n)

M=t M7T'LuLy!

where M = diag(M,, --- , M,) and D = diag(D; , --- ,\ D,) are the diagonal

matrices of the generating units’ inertias and damping constants respectively.
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