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Abstract

Quantum entanglement has evolved from being “spooky action at a distance” to being a
fundamental information-theoretic resource, extending the frontiers of what is possible in
communications, computation, and cryptography. It gives rise to non-local correlations
that can be harnessed to perform tasks such as certified randomness generation and clas-
sical verification of quantum computation. However, these same non-local correlations
also pose a challenge when analyzing complexity-theoretic or cryptographic protocols in a
quantum world: the soundness or security of the protocol may no longer hold in the pres-
ence of entangled adversaries. This thesis presents several results involving games and
protocols with entangled parties; in each result, we introduce new techniques and meth-
ods to analyze soundness against adversaries that can manipulate quantum entanglement.

First, we present a protocol wherein a classical verifer interacts with eight non-commu-
nicating quantum devices, and for all integer N the verifier can statistically certify that the
devices have produced N bits of randomness that is £-close to uniform, while only using
O(log? 1) bits of seed randomness. We call this an infinite randomness expansion protocol,
because the amount N of certified output randomness is independent of the verifier’s seed
length. Entanglement is both a blessing and a curse for this protocol: on one hand, the
devices need entanglement in order to successfully generate randomness to pass the pro-
tocol. But on the other hand, the devices may try to use entanglement to cheat and pass
the protocol without producing additional randomness. We show that the monogamous
nature of entanglement prevents this from happening.

Next, this thesis studies the parallel repetition of games with entangled players. Raz'’s
classical parallel repetition theorem (SICOMP 1998) is an influential result in complexity
theory showing that the maximum success probability of unentangled players in a two-
player game must decrease exponentially when the game is repeated in parallel. Its proof is
highly non-trivial, and a major open question is whether it extends to the case of entangled
players.

We make progress on this question in several ways. First, we present an efficient trans-
formation on games called “anchoring” that converts any k-player game G into a k-player
game G, such that the entangled value of its n-fold parallel repetition, G”, is exponen-
tially small in 1 (provided that the entangled value of G is less than 1). Furthermore, the
transformation is completeness preserving, in that if the entangled value of G is 1, then the
entangled value of G/ is also 1. This yields the first gap amplification procedure for general
entangled games that achieves exponential decay.

We also show that parallel repetition of a game causes the entangled value to decrease
at a polynomial rate with the number of repetitions. In particular, this gives the first proof
that the entangled value of a parallel repeated game converges to 0 for all games who
entangled value is less than 1.



The third result of this thesis on entangled parallel repetition is an improved analysis
of the parallel repetition of free games with entangled players. Free games are those where
the players” questions are independent of each other. We show how to use the fact that the
DISJOINTNESS problem of size N can be solved with O(v/N) qubits of quantum commu-
nication in order to speed up the rate of decay for the parallel repetition: given a free game
G with entangled value 1 — ¢, its n-fold parallel repetition G” has entangled value at most
(1 — /2)2(1/3) where s is the length of the players’ answers in G. In contrast, the best
parallel repetition theorem for free games with unentangled players, due to Barak, et al.
(RANDOM 2009), shows that for a free game G with entangled value 1 — 4, the classical
value of G" is at most (1 — €2)®("/%), which is a slower rate of decay. This suggests a sep-
aration between the behavior of entangled games and unentangled games under parallel
repetition.

In the final part of this thesis, we examine message authentication in a quantum world.
Message authentication is a fundamental task in cryptography that ensures data integrity
when communicating over an insecure channel. We consider two settings. One is classi-
cal authentication against quantum attacks. The other is total quantum authentication of
quantum data.

We give a new class of security definitions for both modes of message authentica-
tion. Our definitions capture and strengthen several existing definitions, including that
of Boneh-Zhandry (EUROCRYPT 2013), which pertains to superposition attacks on classi-
cal authentication schemes, as well as the definition of Barnum, et al. (FOCS 2002), which
addresses total authentication of quantum data. Our definitions give strong characteri-
zations for what a quantum adversary is able to do in a message authentication protocol,
even when the adversary has quantum side information that is entangled with the message
state. We argue that, in the “one time” setting, our definitions are the strongest possible.

We prove that our security definition for total quantum authentication has some sur-
prising implications, such as the ability to reuse the key whenever verification is successful,
and a conceptually simple quantum key distribution protocol. We then give several con-
structions of protocols that satisfy our security definitions: (1) we show that the classical
Wegman-Carter scheme with 3-universal hashing is secure against quantum adversaries
with quantum side information; (2) we present a protocol based on unitary designs that
achieves total quantum authentication, and (3) we show that using the classical Wegman-
Carter scheme to authenticate in complementary bases yields a form of total quantum
authentication, with bounded key leakage.

Thesis Supervisor: Dana Moshkovitz
Title: Assistant Professor
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Chapter 1

Introduction

The story of quantum entanglement begins as a troubling conundrum about the interpreta-
tion of quantum mechanics. The famous 1935 paper of Einstein, Podolsky and Rosen [40]
(known as EPR) considered a thought experiment involving quantumly entangled par-
ticles separated by interstellar distances, leading to what EPR considered an untenable
description of reality. How could the act of measuring one particle instantaneously affect
the state of another particle lightyears away? It must be because the quantum mechani-
cal picture of reality, EPR concluded, was incomplete. For nearly thirty years afterwards,
however, most physicists were content with ignoring thorny issues of interpretation, so
long as quantum physics continued to produce its fantastically accurate predictions.

When John Bell published his monumental 1964 paper “On the Einstein-Podolsky-
Rosen paradox” however, quantum entanglement was suddenly elevated from harmless
philosophical nuisance to empirical, falsifiable science [14]. In it, he showed that the pre-
dictions of quantum theory were inconsistent with “hidden variable” models of physics,
which are theories based on the classical principles advocated by EPR. He presented a
simple experiment — involving entangled particles — where if the outcomes were consis-
tent with quantum theory, then local hidden variable theories would be ruled out. In one
move, Bell’s theorem (as his result is known) made the foggy problem of interpretation
suddenly very concrete and very real — it was testable.

We can distill his experiment into a simple form, in terms of a game. The game consists
of three parties: Alice, Bob, and a referee. Before the start of the game, Alice and Bob
can perform any amount of collusion. Once the game begins, however, Alice and Bob
are not allowed to communicate, and the referee does the following: it picks two bits x, y
uniformly and independently at random, and sends x to Alice and y to Bob. The instant
that Alice and Bob receive their respective bits, they must perform some physical process
as fast as they can in order to produce bits of their own: Alice generates a, Bob generates
b, and both bits are sent to the referee. Their strategy for generating answer bits must be
quick so they don’t have time to signal to each other. The referee then compares whether
the parity of their answers (i.e., a ® b) is equal to the logical AND of their questions (i.e.,
x A'y). If so, then Alice and Bob win the game — otherwise they lose. This game is known
as the CHSH game, named after its inventors Clauser, Horne, Shimony, and Holt [28].

What is the maximum winning probability of Alice and Bob? In a world governed by
the classical principles posited by EPR, the answers of Alice and Bob would be generated
by hidden variables (called “elements of reality” by EPR). In this model, we can imagine
that Alice and Bob’s strategy to play this game is as follows: in the collusion phase, Alice
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and Bob flip a series of coins and each copy down the outcomes. During the game, Alice
generates her answer a solely as a deterministic function of the random coin flips from the
collusion phase and her question x. Bob does the same thing. It is an easy exercise to see
that with such a strategy, the maximum winning probability of Alice and Bob is 75%. Even
if Alice and Bob used common randomness (by flipping coins before the game, and using
the outcomes of the coins during the game to coordinate their answers), their maximum
success probability is still bounded by 75%.! |

However, quantum mechanical Alice and Bob can do significantly better. Before the
game, Alice and Bob generate two entangled particles in the state |¢) = I—@—\“/L%—Hl, fittingly
known as an EPR pair. Alice takes one particle for herself and Bob takes the other. During
the game, Alice and Bob perform measurements on their share of the EPR pair, and they
report the measurement outcomes as their answers. By choosing the measurements care-
fully, Alice and Bob can win this game with probability approximately 85.36%! This also
gives another way to formulate Bell’s theorem: using quantum resources, Alice and Bob
can win the CHSH game more often than if they were governed by hidden variables.

This immediately suggests an experiment: play the CHSH game many times, and
check how many times Alice and Bob win. Any success rate noticeably greater than 75%
would imply that the behavior of Alice and Bob — and hence the laws of physics — is non-
classical. Here, “Alice”, “Bob”, and the “referee” are personifications of measurement
apparatuses and a random number generator that a skilled experimenter could set up in
a laboratory. Assuming that (a) all the laboratory equipment is ideal, (b) the components
corresponding to Alice and Bob are separated far enough to prevent communication, and
(c) the experiment is repeatable, then the empirically observed win rate will give a reliable
criterion to reject the hidden variable model of physics.

Since 1964, countless implementations of Bell tests (as his experiments and variations
of it are called) have been conducted, each time reaffirming the quantum nature of reality.
While ideal experimental conditions cannot be achieved exactly, each experiment has come
closer in closing all the so-called Bell test “loopholes”. These are caveats that prevent one
from incontrovertibly concluding that nature is behaving non-classically: Alice and Bob
could be too close to each other, and thus in principle they could signal to each other
during the game; measurement devices could be imperfect, and thus the runs of the game
in which the devices did work could artificially inflate the success percentage of Alice and
Bob. However, the long history of performing Bell tests recently culminated in a historic
milestone: in 2015, the Hanson group of the Netherlands reported the first loophole-free Bell
test [54]. Eighty years after the EPR paper, we can finally put the classical vision of nature
to rest.

1.1 Beyond Bell

Since EPR and Bell, quantum entanglement has grown from a philosophical peculiarity to
a fundamental physical phenomenon. We now know that entanglement manifests itself in
exotic materials [99], black hole physics [4], and even plant photosynthesis [92]. As quan-
tum information processing — and one day, quantum computing — becomes widespread,
we will need precise and exquisite control of complex quantum systems, including the
manipulation of entanglement.

IThis is by averaging: for any strategy involving shared randomness, one can obtain a deterministic strat-
egy that achieves the same success probability by simply fixing the best randomness used by the players.
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Quantum entanglement can be regarded as a resource, just like time, energy, and space.
We’ve seen how entanglement is useful for games like the CHSH game: it allows Alice
and Bob to win the game with higher probability than if they didn’t have entanglement.
In quantum protocols such as device-independent quantum key distribution, or delegated
quantum computation, the use of entanglement is necessary in order for the protocols to
work at all. However, entanglement is not always “good”; it can also be a harmful resource
used by an adversary to break the security of a cryptographic protocol or the soundness of
a proof system.

This thesis focuses on constraining quantum entanglement in games and protocols.
Specifically, I will focus on the behavior of quantum entanglement in infinite randomness
expansion protocols the parallel repetition of games, and classical and quantum message authen-
tication in the presence of entangled adversaries. In each of these topics, the central problem
is that of characterizing the power of an entangled adversary who is trying to disrupt the
desired functionality of the game or protocol. The main contribution of this thesis are
techniques for characterizing and mitigating such adversarial entanglement.

1.2 Infinite randomness expansion with untrusted quantum de-
vices

The first part of this thesis studies how quantum entanglement enables classical testing of
quantum randomness generation.

The fact that Bell’s theorem gives an operational method to distinguish between (local)
hidden variable models of reality and quantum theory is only the beginning. One of the
most startling implications of Bell’s theorem, discovered only ten years ago, is that it also
gives an operational method for testing quantum randomness generation.

Recall the CHSH game. Suppose that Alice and Bob employ a deterministic strategy to
play the game. That is, Alice’s answer a is a deterministic function of her question x, and
Bob’s answer b is another deterministic function of his question y. Since this is a hidden
variable theory, Alice and Bob’s maximum winning probability is 75%, over the choice of
questions chosen by the referee. If we take this in the contrapositive, then if we we observe
that Alice and Bob were employing a strategy that allowed them to win more than 75% of
the time, we must conclude that their outputs 4 and b must contain some entropy!

It is imperative to emphasize that, while randomness generation is necessary to win the
CHSH game with better than 75% probability, it is not a sufficient condition: as mentioned
earlier, if Alice and Bob only employed shared randomness in their strategies, they would
not be able to beat the 75% bound. Thus, one should think of the CHSH game as a test for
non-classicality, which implies randomness generation.

This simple but powerful observation initiated the study of device-independent random-
ness expansion. Here, we can test that an untrusted device (consisting of multiple compo-
nents that cannot communicate with each other) produces randomness by having it play
multiple rounds of the CHSH game. Astoundingly, the amount of initial seed randomness
required to run such tests can be much less than the amount of output randomness — hence
we have expanded the amount of randomness that we started with. Note that, while ran-
domness expansion protocols sound similar to pseudorandom generators, there is nothing
“pseudo” about the output: a randomness expansion protocol guarantees that, so long as
the device passes the protocol with some minimum probability, the output will contain
much more information-theoretic entropy than was contained in the seed!
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Without this simple non-communication assumption on the devices, it is easy to see
that such black-box randomness testing is impossible. The term “device-independence”
means that, other than this, we make no additional assumption on the internal structure
of the device. In particular, it could’ve been manufactured by an adversary.

The first randomness expansion protocol was demonstrated by Roger Colbeck in his
Ph.D. thesis in 2006 [31], which expanded m bits of seed randomness to cm bits of close-to-
uniform randomness, for some constant ¢ > 1. This was followed up by quadratic random-
ness expansion: m bits expanded to @(m?) bits [84]. Then, two works (one by Vazirani and
Vidick [96], and the other by Fehr, et al. [42]) simultaneously demonstrated protocols at-
taining exponential randomness expansion: successfully passing the protocols certifies that
the outputs have 22" bits of entropy, while only starting with  initial seed bits.

The obvious open question is, “Can we do better?” Are there any fundamental lim-
its to how much randomness expansion one could achieve? In joint work with Matthew
Coudron and Thomas Vidick, we showed that a natural class of non-adaptive random-
ness expansion protocols could not achieve unbounded expansion [32]; in fact, doubly-
exponential expansion (m — 22°"y is the limit. Here, “non-adaptive” means that the
inputs given to the devices only depend on the initial seed, and not on their outputs.
This limitation applied to nearly every randomness expansion protocol in the literature
at the time. Still, the tantalizing question remainded: could we circumvent this doubly-
exponential barrier by designing adaptive randomness expansion protocols?

In joint work with Matthew Coudron, we demonstrated the existence of an adaptive
protocol that involves eight non-communicating devices, and starting with m bits of seed
randomness, produces a string of length N that is guaranteed to be exp(—poly(m))-close
to uniform in statistical distance [33]. Here, N can be arbitrarily large — to produce a larger
random string, you simply run the protocol for more iterations. This settled the “infinite
randomness expansion” conjecture.

At the heart of the analysis of our infinite randomness expansion protocol is the con-
struction of a non-adaptive randomness expansion protocol with an especially strong se-
curity guarantee about its output: if the protocol succeeds, then the output randomness
is unentangled (and hence private) from any external adversary, even if the adversary was
originally entangled with the devices used in the protocol, and also generated the seed
used by the classical user of the protocol! Given a randomness expansion protocol with
such guarantees, then one can safely combine two instances of these protocols in order to
adaptively generate an unbounded amount of private and secure randomness, by treating
each instance as the supplier of ever-growing amounts of seed randomness for the other
instance.

1.3 Parallel repetition of games in the presence of entanglement

The second part of the thesis studies the parallel repetition of games involving entangled
players.

Classical parallel repetition. The parallel repetition theorem is an important tool in clas-
sical complexity theory and cryptography for amplifying the hardness of two-player games.
We have already seen one example of a two-player game, the CHSH game. More gener-
ally, a two-player game G is played as follows: a referee samples a pair of questions (x, y)
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from some distribution y, sends x to the first player (who we call Alice) and y to the sec-
ond player (who we call Bob). Alice and Bob cannot communicate during the game. Alice
responds with an answer 4, Bob responds with an answer b, and the referee checks if
V(x,y,a,b) = 1 for some predicate V. If so, then the players win G.

When the players are classical (that is, their answers are a deterministic function of
their questions), we call the maximum success probability of the players in the game G as
the classical value of G, denoted by val(G). One of the most important results in classical
complexity theory is Raz’s parallel repetition theorem [88], which states the following;:

Theorem 1 (Raz’s parallel repetition theorem). Let G be a two-player game with classical value
val(G) =1 —¢. Then '
val(G") < (1 —¢3)2m

where the constant in the Q)(-) depends on the game G.

Here, G" denotes a two-player game called the n-fold parallel repetition of G, denoted
by G". In this game, the referee plays n independent instances of G in parallel with two
players: the referee samples n independent question pairs (x1,¥1), - - -, (xu, ¥») from p, and
sends (x1,...,x,) to Alice, and (y1,...,¥») to Bob. Alice responds with (a1, ...,4a,), and
Bob with (by, ..., by,). They win the game G” only if V(x;,y;,4;,b;)) = 1foralli=1,...,n.
Theorem 1 shows that if val(G) < 1, then the players’ success probability in the repeated
game G” is exponentially small in n. Though the statement is intuitive, the proof of Theo-
rem 1 is nontrivial, and requires clever information-theoretic arguments.

The main application of Raz’s parallel repetition theorem is to the areas of hardness of
approximation and probabilistically checkable proofs. The famous PCP Theorem [6] can be for-
mulated in terms of two-player games: it is NP-hard to approximate the (classical) value
of a game G within an additive error of, say, 0.001. The parallel repetition theorem gives
a blackbox method to amplify this inapproximability: we can then conclude that for any
¢ > 0itis NP-hard to approximate the classical value of a game G within an additive error
1 — . Since the value of a game is a number between 0 and 1, this implies strong inap-
proximability for games. From this, optimal inapproximability results for various natural
optimization problems can be obtained [52, 38].

Games with entangled players. We are primarily interested in the setting of games with
entangled players: to produce their answers, Alice and Bob make measurements on an
entangled state. When Alice and Bob are allowed to use entangled strategies, we call their
maximum success probability the entangled value, denoted by val*(G). There are games for
which the entangled value is strictly larger than the classical value; the CHSH game is one
example.

The general study of one-round games with entangled players was initiated by Cleve,
Haoyer, Toner, and Watrous [29]. This study was motivated by the important role that two-
player games have in classical complexity theory, as well as the fact that Bell’s theorem
and Bell inequalities are naturally formulated in the language of entangled games. Since
then, the field of entangled games (also called non-local games by [29]) has blossomed into
a rich area that touches upon quantum complexity theory, Hamiltonian complexity, opti-
mization, and more.

Quantum parallel repetition. Here we are interested in whether there is a quantum ana-
logue of Raz’s parallel repetition theorem. A natural open question, which we call the
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Quantum Parallel Repetition Conjecture, is whether an analogue of Raz’s parallel repeti-
tion theorem holds when the players are allowed to use shared quantum entanglement as
part of their strategy.

We've seen quantum entanglement can be a powerful information theoretic resource
(as dramatically demonstrated with the Infinite Randomness Expansion result!). But can
it be so powerful as to defeat parallel repetition? In other words, is it possible that there is
a game G such that val*(G) < 1, but for all n,val*(G") is lower bounded by some constant
independent of n? This ludicrous possibility has not been ruled out, prior to the results in
this thesis.

The parallel repetition of entangled games has been studied extensively in recent years.
A quantum analogue of Raz’s parallel repetition theorem has been established for many
special classes of games: including free games [24, 61, 27], projection games [39], XOR
games [30], and unique games [64], but the general case has resisted attack. This thesis
presents three results concerning the Quantum Parallel Repetition Conjecture, in order of
increasing generality and scope:

1. Improved parallel repetition theorems for free entangled games
2. Hardness amplification for general entangled games via anchoring

3. A parallel repetition theorem for all entangled games

In Chapter 4, I will give an in-depth survey of the subject of quantum parallel repeti-
tion, as well as summaries of the three results above.

1.4 Message authentication in a quantum world

Message authentication is a fundamental task in cryptography. While encryption hides
the contents of a message from an eavesdropper, authentication protects a message from a
tamperer. With message authentication, Alice can send a message to Bob, and he can verify
the integrity of his received message to check whether it was manipulated by an active
adversary. It is well known that encryption and authentication are orthogonal tasks?.

A simple message authentication scheme is the following: Alice and Bob share a ran-
dom secret key k, and also agree on a family of hash functions {/}. To authenticate a
message m, Alice sends m along with the hash hy(m), called the tag. When Bob receives
a message/tag pair (m’,t), he checks whether t = hi(m'). If so, then he accepts and con-
cludes that m’ is the original message m, otherwise he rejects and concludes that some
tampering must have happened. This is the classical Wegman-Carter message authentica-
tion scheme [101]. The idea is that, if an adversary does not know the secret key k and the
hash family is 2-universal, then the adversary has a small chance of successfully changing
(m, he(m)) into another valid message/ tag pair.

The last part of this thesis is on message authentication in a quantum world. The main
contributions of this work include security definitions for authentication against quantum
adversaries that subsume previous ones, as well as authentication schemes instantiating
our new definitions. We consider both classical authentication with quantum adversaries, and
fully quantum authentication with quantum adversaries.

2The famous one-time pad, while achieving perfect encryption, offers no authentication capabilities what-
soever: an adversary can flip any number of bits of the ciphertext without being detected, and the receiver
would consequently decipher a message that may have little to do with the original message. On the other
hand, many message authentication schemes do not even attempt to hide the message.
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Classical authentication in a quantum world. First, we consider what happens if ad-
versaries try to perform quantum attacks on classical authentication schemes. This is part
of the broader subject of post-quantum cryptography, where one of the central questions
is: which classical cryptographic primitives survive in a world where the adversaries are
equipped with quantum computers and are able to mount quantum attacks [15]?

In this setting, we can imagine that message authentication is performed by some
physical device, such a smart card. It is ostensibly non-quantum, performing classical
authentication on classical inputs, and returning classical outputs. However, an adver-
sary could in principle operate on this device in a quantum manner, by cooling it down
to very low temperatures, shielding it from noise and radiation, and access the device in
superposition: for example, if the device used the Wegman-Carter authentication scheme,
then the adversary could submit a superposition of messages ¥, a,,|m), and the device
would return Y, & |m, hy(m)). Furthermore, the adversary could submit a superposition
of messages that is entangled with some quantum side information: ¥, am|m)|@m), where
{l@m)} are arbitrary quantum states held by the adversary. After authentication, the state
is Zﬂl a,,,Im, hk(m)> |(Pm>

We focus on the one-time setting. That is, the adversary is only able to use the smart
card once. Still, could the adversary take advantage of superposition attacks and quantum
side information to produce a forgery, i.e., two distinct message/tag pairs (my, h(m;)) and
(m2, hy(m2))? Could the adversary extract the secret key k in this way?

In [18], Boneh and Zhandry gave the first security definition for classical authentica-
tion against superposition attacks: at minimum, if the adversary is only able to quantumly
access the authentication oracle (in this case, the smart card) g times, then it should not
be able to produce g + 1 valid message/tag pairs with non-negligible probability. When
the adversary only performs classical attacks, this coincides with the classical definition of
security for message authentication. They prove that the Wegman-Carter scheme, when
instantiated with a g-wise independent hash family, satisfies this stronger quantum secu-
rity definition.

However, the Boneh-Zhandry security definition does not constrain the relationship
between g message/tag pairs that the adversary could produce, and the g queries made
to the authentication oracle. For example, consider the case where the adversary sub-
mits one superposition of messages that all start with bob@gmail.com. Suppose the adver-
sary were able to manipulate the authenticated superposition (which may be entangled
with quantum side information) to produce an authentication of a message that started
with charlie@hotmail.com instead. This is clearly an undesirable outcome, although the
Boneh-Zhandry definition does not rule such an attack out.

Our first contribution is a significantly strengthened security definition for one-time
classical authentication schemes. It characterizes, in a strong way, the (effective) actions of
a quantum adversary, who may share arbitrary quantum entanglement with the messages
being authenticated. At a high level, the security definition says that “all the adversary
can do” is, given an authenticated state, measure the message/tag pair, and based on the
outcome of its measurement, apply an arbitrary quantum operation on its quantum side
information. Since a real adversary can certainly do this in an undetectable way, this means
that our security definition is the strongest possible.

‘From this security definition we are able to easily deduce properties such as unforge-
ability (and hence recover the Boneh-Zhandry security definition for one-time message
authentication), as well as ruling out attacks like the one given above. Then, we show how
the Wegman-Carter authentication scheme satisfies this strengthened security definition.
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Quantum authentication of quantum data. Next, we consider total quantum authentica-
tion. If we think of authentication as a general cryptographic primitive to detect tampering
of a message, then in the quantum setting we should expect that if a receiver accepts an
authenticated quantum state, the state should be indistinguishable from the original au-
thenticated message state. A classical authentication scheme like Wegman-Carter cannot
provide such functionality; for example, given the authenticated state }_,,, &, |, hy(m)), the
adversary could simply measure the state in the computational basis, producing a mixed
state; yet this would go undetected by the receiver.

In [9], Barnum et al. investigate the possibility of authenticating quantum data using
a quantum protocol. They present a definition of quantum authentication where, condi-
tioned on the protocol succeeding, the sender has effectively teleported a quantum state
to the receiver. They then give a scheme which attains this definition. Interestingly, they
show that quantum state authentication necessarily implies quantum state encryption.

However, the security definition given by Barnum et al. for quantum authentication
does not take entanglement into account; the adversary may have access to quantum
side information about the state being authenticated, which could potentially give it more
power. Follow up works [53] showed that the Barnum et al. protocol actually has universal
composable security, which implies that it remains secure in the presence of side informa-
tion. However, no general definition for authentication with quantum side information
was given.

Our second contribution is a strengthened security definition for total quantum au-
thentication that handles quantum side information. Again, our security definition gives
a strong characterization of the adversary’s actions on the authenticated message state:
essentially “all the adversary can do” conditioned on the receiver accepting is to perform
an arbitrary quantum operation on its quantum side information, independently of the
message state. Since a real adversary could do this without detection, this is the strongest
possible security definition.

This security definition subsumes the definition given by Barnum, et al. It also implies
surprising consequences: a quantum authentication scheme can be easily turned into a
quantum key distribution protocol, in which two parties Alice and Bob can generate shared
private keys that are secure against an active quantum eavesdropper. Furthermore, our
security definition implies a key reuse property: whenever the receiver accepts, not only is
the message state certified to be untouched by the adversary, the key is also guaranteed to
be independent of the adversary.?

Finally, we present two schemes that perform total quantum authentication: the first
one, based on unitary designs, satisfies the security definition outright. The second one is
based on applying the Wegman-Carter classical authentication scheme in complementary
bases. The caveat with the second scheme is that it potentially leaks certain bits of the key,
although we have control over which bits of the key are insecure. It makes up for this
caveat by being conceptually very simple.

¥Hayden, et al. [53] also show that the specific protocol of Barnum, et al. implies quantum key distribution
and (partial) key reuse.
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Chapter 2

Preliminaries

2.1 Notation

2.1.1 Sets and indices

For an integer n, we let [n] = {1,...,n}. For an alphabet X, we let X" denote the n-fold
Cartesian product of X. We denote elements of X" by x" = (x3,...,x,). For a subset
C = {i1,...,it} C [n], we let xc denote the ordered tuple (x;,, ..., x;,).

We write R to denote the field of real numbers, C to denote the field of complex num-
bers, Z to denote the ring of integers, and IN to denote the set of natural numbers {1, 2, ...}.

2.1.2 Linear algebra

We use I to denote the identity matrix. For Hermitian matrices A, B we write A =< B to
indicate that A — B is positive semidefinite. For a linear operator X acting on a complex
vector space, we let adx[-] to denote the map that takes linear operators p — XpX*.

2.1.3 Probability distributions, random variables, and expectations

We let capital letters denote random variables and lower case letters denote specific sam-
ples. We will use superscripts to denote tuples, e.g., X" := (Xy,..., Xn), x" = (x1,...,%n).
For a subset C C [n| we write X¢ to denote the sub-tuple of X" indexed by C. We use
Px to denote the probability distribution of random variable X, and Px(x) to denote the
probability that X = x for some value x. For multiple random variables, e.g., X,Y, Z,
Pxyz(x,y,z) denotes their joint distribution with respect to some probability space under-
stood from context.

We use Py|x_.(y) to denote the conditional distribution Pyx(y, x) /Px(x), which is de-
fined when Px(x) > 0. When conditioning on many variables, we usually use the short-
hand Pyj, . to denote the distribution Py|y_, ... For example, we write Py, .., to de-
note Py —w_, x;=x,Y,=y;- FOT an event W we let Pxy;y denote the distribution conditioned
on W. We use the notation Ex f(x) and Ep, f(x) to denote the expectation ", Px(x) f(x).

Let Px, be a distribution of X, and for every x in the support of Px,, let Py|x, ., be a
conditional distribution defined over ). We define the distribution Px,Py|x, over X x Y
as

(PxoPy|x,)(x,y) = PXO(X)'PY|X1=x(y)'
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Additionally, we write Px 7Py x, to denote the distribution (Px,zPy|x, ) (%, z,¥) := Px,z(x,z) -
Pyix,=x(¥)-

For two random variables Xg and X; over the same set X, Py, = Py, indicates that the
total variation distance between Py, and Px,,

1
“PXO - PX] “ = —2' Z IPXo(x) - PX1 (X)‘,
XEX

is at most €.
The following simple lemma will be used repeatedly.

Lemma 2. Let Qr and Sg be two probability distributions of some random variable F, and let Rg
be a conditional probability distribution for some random variable G, conditioned on F. Then

IQeRGiF — SFRgEll = |QF — S|

Proof. Note that ||QrR¢|r — SeRgrl| is equal to

%Zmum®ﬁvﬂﬂmam:%;muwsqw(meﬂ)
&

f.8

= 2 LIQ() ~S(P)
f

= [1QrF — Skll.

2.2 Quantum states and measurements

For comprehensive references on quantum information we refer the reader to [82, 102].

We use H to denote a finite dimensional Hilbert space. A d-dimensional quantum pure
state is a unit-length vector |¢) € C?. A matrix p € C**? is a d-dimensional density matrix
if it is positive semidefinite and has trace 1. A positive operator valued measurement (POVM)
with outcome set A is a set of positive semidefinite matrices {E?} labeled by a € A that
sum to the identity. Given a density matrix p € C?*¢ and a POVM {E,} where each E, acts
on C*4, each outcome a € A occurs with probability Tr(pE,), and for each outcome the
state p is transformed into the post-measurement state

VEipVEa

P = T (oEd)

where \/E, denotes the matrix square root of E,. The reader may be aware that the post-
measurement states of a POVM have a unitary freedom, but in this thesis we shall restrict
ourselves to the canonical post-measurement states just defined.

We will use the convention that, when |¢) is a pure state, i refers to the rank-1 density
matrix [1)(|. We use superscripts to denote system labels; so p? will denote the density
matrix on the systems A and B. A classical-quantum state p*E is classical on X and quantum
on E if it can be written as p** = ¥ p(x)|x){x|x @ pE for some probability measure p(-).
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The state pf is by definition the E part of the state pxg, conditioned on the classical register
X = x. We write pXE to denote the state |x)(x|x ® pE.

We will generally decorate states (both pure states and density matrices) with super-
scripts to indicate the spaces and registers they reside in.

2.3 Norms and distance measures

For a vector |i), we use |||¢)|| to denote its Euclidean length. For a matrix A, we will use

| All1 to denote its trace norm Tr(v/ AAt). A density matrix is a positive semidefinite matrix
with trace 1. The fidelity between two density matrices p and ¢ is defined as F(p,0) =
| /o+/7 |1 The Fuchs-van de Graaf inequalities relate fidelity and trace norm as

1-F(p,0) < llp —olh < /1~ F(p,0)2. @1)

2.3.1 Hellinger distance

The fidelity distance measure is not a metric on the space of positive semidefinite opera-
tors. For one, it does not satisfy a triangle inequality. However, one can convert fidelity
into other measures that are metrics. One such measure is the Hellinger distance, defined
ash(p,0) := /1 — F(p, o). In this paper, we will use the squared Hellinger metric, denoted
by h%(p,0) := 1 — F(p, o), as the primary distance measure between quantum states. It
satisfies many pleasant properties, including the following:

Fact 3 (Triangle inequality). Let n > 2 and let py, . .., pn41 be density matrices. Then

h(p1, put1) < 1Y B2(pi, piga)-
i

Proof. We adapt the proof from [24]. For i € [n] let a; = arccos(F(p;, pi+1)). Leta =
arccos(F(p1,pn+1))- Then, since arccos(F(-,-)) is a distance measure for quantum states,
we have & < Y ; «;. Then we have

h%(p1, pns1) = 1 — cos(a) < n%(1 — cos(a/n)) < nZ(l —cos(a;)) =n i: h%(pi, pis1)-

i=1
(]

Fact 4 (Contractivity under quantum operations). Let £ be a quantum operation, and let p and
o be density matrices. Then hW*(E(p),E(0)) < h2(p, o).

Fact 5 (Unitary invariance). Let U be unitary, and let p and o be density matrices. Then h2(UpU", UcUt) =
h2(p, o).

Fact 6 (Convexity). Let {A;} and {B;} be finite collections of positive semidefinite operators, and
let {p;} be a probability distribution. Then W2 (¥, p;A; ¥ piBi) < ¥ pih%(A;, B)).

Fact 7. Let { A;} and {B;} be finite collections of positive semidefinite operators, and let {p;} be a
probability distribution. Then W (¥, piliXi| ® A, ¥ pili)i| @ B;) = ¥ pi W2 (A}, B)).

Fact 8 ([58]). Let p and o be density matrices. Then S(p||c) > h%(p, o).
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2.4 Quantum information theory

For two positive semidefinite operators p, o, the relative entropy S(p||¢) is defined to be
Tr(p(logp — log 0)). The relative min-entropy Se(p||e) is defined as min{A : p < 2*¢}.

Let p o be a bipartite state. The mutual information I(A : B), is defined as S(p a5/[p* @
p?). For a classical-quantum state px 45 that is classical on X and quantum on AB, we write
I(A; B|x), to indicate I(A; B),,.

We define quantum min-entropy. Let p4p be a bipartite density matrix. The min-
entropy of A conditioned on B is defined as

Hmin(A|B), := max{A € R : Jog € D(Hp) s.t. pap <274 ® 0}

where D(’H ) denotes the set of density matrices on register B. Let ¢ > 0. Then e-smoothed
min-entropy of A conditioned on B is defined as

Hpin(A[B)p:= max Hupin(A|B)s,
PaBEB(papt)

where B(pag, €) is the set of sub-normalized density matrices within trace distance ¢ of
p ap- For a detailed reference on quantum min-entropy, we refer the reader to [91].
The following propositions and facts will be useful throughout this thesis.

Proposition 9 (Pinsker’s inequality). For all density matrices p, o, 3||p — o'||3 < S(p||o).
Fact 10 ([61], Fact IL8). Let p = Y. Pz(z)|z){z| ® pz, and p’ = ¥, Pz (z)|zXz| ® pL.. Then
5(0/l1p) = S(P2IPz) + B [S(Llp0)). In particular, $(¢/lp) > Er 1S(p )]

Fact 11 ([58]). Let p be a probability distribution on X. Let p = Yrex pa|xN®@|p2. Then I(X :
A)p = Exeu[S(oxll0)]-

Fact 12 ([61], Fact IL.11). Let pXY and oX¥ be quantum states. Then S(pXY||cX¥) > S(pX||c¥).
Fact 13. Let oXY and o*¥ = ¢X @ 0¥ be quantum states. Then S(pXY||cXY) > S(pX||cX) +
5" o).

Fact 14 ([61], Lemma I1.13). Let p = ppo + (1 — p)p1. Then Sw(po||0) < log1/p.

Fact 15. Let pA8 and 048 be density matrices. Then Se(0B||c48) > S (02| 0B).

Fact 16. Let p, o, and T be density matrices such that Se(p||0) < Ay and Seo(c||T) < Az. Then
Seo(pllT) < Ay + Ag.

Fact 17. Let p, o, and T be density matrices such that S(p||c) < Ay and Se(0||T) < Ao, Then
Se(p|lT) < A1+ Ap.

Proof. Seo(¢||T) = A implies that 27*2¢" < 7. Then,

S(plit) = Tr(p(log p —log 7))
< Tr(p(logp — log2™*20))
< Tr(p(logp — (—A2)I — log0))
<A+ Tr(p(logp —logo))
= A1+ Ap.
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24.1 Quantum Raz’s Lemma

We prove a quantum analogue of Raz’s Lemma, which is the central tool behind many
information-theoretic proofs of parallel repetition theorems [88, 55, 8]:

Lemma 18 (Quantum Raz’s Lemma). Let p and o be two CQ states with pxa = px,x,..x,A
and o =o0xp = 0x, Q0x, D ...Q0%, @ 0a with X = X1X»...X, classical in both states. Then

Y I(Xi : A)p < S(pxalloxa)- (2.2)
i=1

Proof. By the chain rule (Fact 10) we have

S(PXA “UXA) = S(pX1 ”(Txl) +X1pr] S(pXZ[X1=x1 ”UXz) .o+ x(—p])li.“x,, S(pAinxHUA)I (2.3)

where x; < px, means sampling x; according to the classical distribution px,, and simi-
larly for x < px,...x,. Consider any of the first n terms in (2.3). We have

IE S(pXi|x<i llUXi) Z ]E 5(PX;|x<,~||pXi) = I(Xl A Xi—] : Xi)pl

XX XX Y<itPXy Xp.. X q

where px|,_. stands for px,|x_ —x_,- Now consider the last term in (2.3):

E S(pajx=xlloa) > prXS(PA|x=x||PA) = S(pxallex ® pa)

X—px
n
=I(X:A) =) I(Xi: AlX1X2... Xi_1)p.
i=1

Summing up the last two equations and using I(X; : AX;...X;) = I(X; : X1...Xi1) +
I(X, : Ale e X,'_l) implies

n n
S(pxalloxa) = Y I(X;i: AXy... Xiz1)p = Y I(Xi: A),,
i=1 =1

where the last inequality follows from strong subadditivity, i.e., I(X; : Xy...X;_1]A), >
0. 0O
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Chapter 3

Infinite Randomness Expansion

The work presented in this chapter was conducted with Matthew Coudron, and published
in the proceedings of Symposium on Theory of Computing in 2014 under the title of “Infi-
nite Randomness Expansion with a Constant Number of Devices” [33].

3.1 Introduction

Bell’s Theorem states that the outcomes of local measurements on spatially separated sys-
tems cannot be predetermined, due to the phenomenon of quantum entanglement [14].
This is one of the most important “no-go” results in physics because it rules out the pos-
sibility of a local hidden variable theory that reproduces the predictions of quantum me-
chanics. However, Bell’s Theorem has also found application in quantum information as
a positive result, in that it gives a way to certify the generation of genuine randomness: if
measurement outcomes of separated systems exhibit non-local correlations (e.g., correla-
tions that violate so-called Bell Inequalities), then the outcomes cannot be deterministic.

While Bell’s Theorem does give a method to certify randomness, there is a caveat. The
measurement settings used on the separated systems have to be chosen at random! Never-
theless, it is possible to choose the measurement settings in a randomness-efficient manner
such that the measurement outcomes certifiably contain more randomness (as measured by,
say, min-entropy) than the amount of randomness used as input. This is the idea behind
randomness expansion protocols, in which a classical experimenter, starting with m-bits of
uniform randomness, can interact with physically isolated devices to certifiably generate
g(m) bits of (information theoretic) randomness (ideally with g(m) >> m). Furthermore,
these protocols are device-independent: the only assumption made on the devices is that
they cannot communicate, and obey the laws of quantum mechanics. In particular, there
is no a priori assumption on the internal structure or dynamics of the devices. Indeed, the
devices may even have been manufactured by an adversary!

First proposed by Colbeck [31] in 2006, device-independent randomness expansion
has flourished into an active area of research [84, 97, 93, 76]. Its study involves a diverse
array of concepts from quantum information theory, theoretical computer science, and
quantum cryptography, including the monogamy of entanglement [41], randomness ex-
tractors [91, 69, 36], and quantum key distribution [10, 97, 76]. Randomness expansion
has even been experimentally realized by [84], who reported the generation of 42 bits of
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certified randomness'.

The fundamental problem in analyzing a randomness expansion protocol is in demon-
strating a lower bound on the amount of certified randomness, usually measured by min-
entropy. There have been a couple of different approaches. A line of works, starting
with [84], gives bounds on the min-entropy by analytically relating the extent to which
a Bell inequality is violated to the “guessing probability” of the protocol’s output. Another
approach, developed in [96], is to utilize the operational definition of min-entropy in a
“guessing game", which establishes that a low min-entropy output implies that the non-
signaling devices must have communicated during the protocol (a contradiction). This
latter approach yields a protocol (which we will refer to as the Vazirani-Vidick protocol in
this paper) that not only achieves the state-of-the-art expansion factor g(m) = exp(m!/3),
but is also quantum secure: that is, the output contains high min-entropy even from the
perspective of a malicious eavesdropper that may be entangled with the protocol devices.
Recently, a work by [76] not only achieves quantum security, but randomness expansion
that tolerates a constant level of noise in the devices.

The original protocol of [31] obtained g(m) = ©(m), or linear expansion. This was im-
proved by Pironio et al. [84] to achieve quadratic expansion g(m) = ®(m?). The protocols
of [96, 42, 76] achieve exponential expansion. Perhaps the most tantalizing open question
in randomness expansion is: how large an expansion factor g(m) can we achieve? For ex-
ample, is there a protocol with expansion factor g(m) that is doubly-exponential in m? Is
there any upper bound on randomness expansion in general?

The only known upper bounds on randomness expansion apply to non-adaptive proto-
cols with two devices (i.e., where the referee’s inputs to the devices do not depend on their
previous outputs) [32]. There the authors showed that noise robust, non-adaptive protocols
must have a finite bound on their expansion factor?. With the exception of [42], random-
ness expansion protocols prior to our work were non-adaptive, and hence the results of [32]
suggest those protocols have a bounded expansion factor. Thus, going beyond the the fi-
nite expansion barrier appears to require adaptivity — but it could, a priori, be the case that
" even adaptive protocols are inherently limited to finite randomness expansion.

We present an adaptive protocol that achieves infinite certifiable randomness expan-
sion, using a constant number of non-signaling quantum devices. The output length of our
protocol depends only on the number of rounds performed in the protocol (which can be
arbitrarily large), and not on the size of the initial random seed! This shows that there is no
finite upper bound on the expansion factor of adaptive protocols. Our protocol involves a
constant number — eight, specifically — of non-communicating black-box quantum devices,
and guarantees that the output of the protocol is close to uniformly random, even from
the point of view of a quantum eavesdropper (where the closeness to uniformity is deter-
mined by the initial seed length). Our protocol works even in the presence of arbitrary
entanglement between the devices and an eavesdropper.

The key technical component of the analysis of the InfiniteExpansion protocol is to show
that a sub-protocol, which we call ClusterExpansion, is Input Secure: it generates uniform
randomness secure against a quantum adversary, even if that adversary generated the seed
randomness earlier in the protocol! Since the ClusterExpansion sub-protocol is Input Secure,
composing ClusterExpansion with itself in sequence (i.e., using the outputs of one instance
of the protocol as the inputs of another instance) yields another randomness expansion

11t took over a month to collect these many bits — but they were quantumly certified!
2They showed that g(1) < exp(exp(m)), or a doubly-exponential upper bound.
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protocol, this time with much larger expansion factor. Our InfiniteExpansion protocol is the
infinite composition of the ClusterExpansion sub-protocol.

In Section 6.1.3, we discuss two relevant and enlightening results about randomness
expansion [26, 76], which were announced after the original posting of this work (though
these results were discovered independently and, unbeknownst to the authors, developed
in parallel with this work).

We note here that any exponential randomness expansion protocol with security against
a quantum eavesdropper (such as the Vazirani-Vidick protocol, for example) readily yields

a protocol using 2N devices, which has a randomness expansion given by an exponential
aN

tower function of N (i.e. 22 ): after running such a quantum-secure expansion protocol
on one pair of devices, the devices are discarded, and their outputs are fed into a fresh
pair of devices (that did not communicate with any previous devices used in the protocol).
This “exponential tower” protocol terminates when all 2N devices have been used. This
was first observed by [104], and in [76] it is noted that the robust exponential expansion
protocol given therein can be used to obtain an analogous “tower” randomness expansion
protocol, which is also robust.

For all practical intents and purposes, a “tower” expansion protocol can certify much,

much (... much’““d‘m}'m) more randomness than would ever be needed in practice, so one
might consider it effectively an “infinite” randomness expansion protocol. However, such
a protocol avoids the need to reuse devices, and hence sidesteps the need for Input Security
~ but secure device reuse is the key conceptual issue that we find interesting.

3.1.1 Barriers to infinite randomness expansion

Here we identify the inherent technical challenges in analyzing any adaptive randomness
expansion protocol. In Section 3.2 we discuss how to overcome these challenges. Some of
the technical issues discussed here have been identified in previous work (e.g., [42]) and
in randomness expansion folklore.

The Extractor Seed and Input Security Problems. In any adaptive randomness expan-
sion scheme there is a stage when intermediate outputs of the protocol are used to generate
“derived” inputs for some devices in future stages of the protocol. This creates an inher-
ent difficulty in analyzing adaptive protocols, because the devices involved in the protocol
may adversarially take advantage of memory and shared entanglement to attempt to cre-
ate harmful correlations between intermediate outputs and the the internal state of the
devices that receive the “derived” inputs. To prove the correctness of an adaptive ran-
domness expansion protocol, one must show that the devices receiving these “derived”
inputs cannot distinguish them from inputs generated by a truly private random seed. Be-
cause of this fundamental challenge, there are very few analyses of adaptive randomness
expansion protocols (or key distribution protocols for that matter) in the existing literature.
Prior to our work, [42] gave the only analysis of an adaptive randomness expansion pro-
tocol. However, their analysis requires the assumption that entanglement is only shared
between certain pairs of devices, but otherwise that the devices are unentangled.

In the general case where devices can share arbitrary entanglement and may be entan-
gled with an eavesdropper, we face the issue of the quantum security of the intermediate
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outputs against devices that will receive the derived inputs®. This issue manifests itself in
two different forms: the Input Security Problem and the Extractor Seed Problem.

Generally, a randomness expansion protocol is comprised of two components: an ex-
pansion component and an extractor component. The expansion component will generate
an output string that, while not necessarily close to uniformly random, will be guaranteed
to have high min-entropy. The extractor component will then take this high min-entropy
source, as well as a small polylogarithmic-sized uniformly random seed (taken, for ex-
ample, from the initial seed of the randomness expansion protocol), and convert the high
min-entropy source into a string that is close to uniform.

The Input Security Problem. In an adaptive protocol, we require that the output of the
expansion component contains high min-entropy relative to a quantum eavesdropper (i.e.,
high conditional min-entropy) — where we treat the other devices in the protocol, collec-
tively, as the eavesdropper. However, the Vazirani-Vidick protocol — an quantttim-secure
exponential randomness expansion protocol that produces an output with high condi-
tional min-entropy* — uses, in its analysis, an assumption that the initial seed to the pro-
tocol is secure against the eavesdropper [96]. This is a condition that cannot be satisfied
in an adaptive protocol. Suppose in an adaptive protocol some device D produced an in-
termediate output X, which we use as the derived input to some other device D’ as input
randomness. Note that X is not secure against D. Hence, we cannot use the analysis of [96]
as is and treat D as an eavesdropper, and argue that D’ produces an output Y that is secure
against D. We refer to this issue as the Input Security Problem.

The Extractor Seed Problem. Even supposing that we had an expansion component that
was immune to the Input Security Problem (i.e., produces output that contains high con-
ditional min-entropy despite the input being known to the eavesdropper), we would still
suffer from a similar problem with the extractor component. Here, we need to use a small
polylogarithmic-sized uniform extractor seed to convert a source of high conditional min-
entropy into a string that is nearly uniform, relative to a quantum adversary.

First, note that we cannot always take the extractor seed from the original random seed
to the protocol, because this would limit us to exponential randomness expansion. Thus
to achieve super-exponential expansion, the extractor seed must eventually be generated
by intermediate outputs of the protocol.

Secondly, the existing quantum-secure extractors in the literature (e.g., see [36, 69])
require that the extractor seed be secure against the quantum eavesdropper. As pointed
out by [42], provably satisfying this requirement in an adaptive randomness expansion
protocol involves overcoming a technical difficulty similar to that of the Input Security
Problem. We refer to this technical barrier as the Extractor Seed Problem.

To summarize, in order to obtain quantum security of the output against an eavesdrop-
per E, current quantum-secure expansion protocols and extraction procedures require the
strong assumption that the joint state of the seed, the devices, and the eavesdropper pspe
is such that pspe =~ Uj5) © ppr, where Ujs| denotes the uniform distribution on |S| bits,

3We say that a string X is quantum secure, or simply secure, against an eavesdropper E if the joint state of
the string and eavesdropper px is approximately equal to U|x| @ pg, where Uy, denotes the uniform distri-
bution on | X| bits.

4Recent work by [76] gives another such protocol with quantum security. See Section 6.1.3 for more infor-
mation.
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and ppr denotes the internal state of the devices and adversary. In order to solve the Input
Security and Extractor Seed Problems, we require randomness expansion protocols and
extraction schemes that work with the weaker assumption that psp ~ Us) @ pp — with
no mention of the eavesdropper! — while still obtaining the same quantum-security guar-
antees. We call this property Input Security, and say that protocols with this property are
Input Secure.

It is interesting to note that extractors, by themselves, cannot satisfy a property like
Input Security (i.e. we cannot guarantee that an extractor will produce private randomness
when the seed is prepared by the adversary)°.

3.2 Results

We present a protocol that attains infinite randomness expansion. Our protocol, which we
denote the InfiniteExpansion protocol, involves a constant number of non-signaling devices
(eight, specifically) that, with m bits of seed randomness, can produce an arbitrarily large
amount of certified randomness. In particular, starting with m bits of random seed, if
InfiniteExpansion is run for k iterations, the output of the k iterations is a random string that
is exp(—Q(m!/3))-close to uniform, and has length

‘2(](1111 /3y
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i.e., a k-height tower of exponentials in m. The initial seed length m controls soundness
parameters of the protocol, but has no bearing on the amount of certified output randomness!

Our protocol uses as subroutines the exponential expansion protocol of [96] (which
we denote VV)?, and the sequential CHSH game protocol of Reichardt, et al. [90] (which
we denote RUV). See Section 3.4 for more detail on these sub-protocols. We describe the
protocol below, both algorithmically and schematically (see Figure 3-1).

The main result of this paper is the following theorem, stated informally here (for the
formal version see Theorems 29 and 28):

Theorem 19 (Infinite randomness expansion, informal). Let D = {Dy,..., Dg} denote eight
non-signaling quantum devices. Let E be an arbitrary quantum system that may be entangled
with the D;’s, but cannot communicate with them. Suppose that a classical referee executes the
InfiniteExpansion protocol with the {D;} devices, using an m-bit random seed S that is secure
against the devices {D;}. Then, for all k € N, if Pr(Protocol has not aborted by round k) =
exp(—O(m'/3)), then the output Ty of the protocol, conditioned on not aborting after k rounds,
is exp(—Q(m1/3))-secure against E, and has length Q(g*)(m)), where ¢%) denotes the k-fold
composition of the function g : IN — N, defined as g(m) = exp(Q(m'/3)).

Furthermore, there exists a quantum strategy for the devices such that, with high probability,
they do not abort the protocol at any round.

5Here’s a counter-example: let D be an n-bit source that is uniformly random. Let S be a O(log n1)-bit seed
that is uniform and independent of D. Let E denote the string (S, first bit of Ext(D, S)). The min-entropy of D
with respect to E is at least # — 1, and S is uniform and independent of D. However, the output of the extractor
is 1ot secure against E.

5We implicitly include the extraction procedure as part of the VV protocol, where the extractor seed is taken
from the input seed of the VV protocol.

31
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Figure 3-1: The InfiniteExpansion protocol. All arrows indicate classical operations per-
formed by the referee. S denotes the initial seed to the protocol, and T; denotes the output
of the protocol at the ith iteration. Each of the VV and RUV boxes involve two devices, for
a total of eight devices used in the protocol.

The analysis of the InfiniteExpansion protocol overcomes the challenges described in the
previous section. We now give an overview of how we solve them.

3.2.1 Our proof strategy

Solving the Extractor Seed and Input Security Problems. The key technique for solving
both the Extractor Seed and Input Security Problems is a powerful result of Reichardt,
Unger, and Vazirani [90], which is based on the phenomenon of CHSH game rigidity. Recall
that, in the CHSH game, classical referee chooses two input bits x and y uniformly at
random, and sends x to Alice and y to Bob. Alice and Bob produce binary outputs 2 and b,
and they win the game if a © b = x A y. The classical value of the CHSH game is 75%, and
the quantum value is cos?(71/8) ~ 85%. The CHSH game is frequently used in the study
of quantum entanglement and non-locality. More relevantly, it also serves as the basis for
many randomness expansion protocols in the literature: protocols will often test for Bell
inequality violations by measuring how often devices win the CHSH game.

The famous Tsirelson’s Theorem states that cos?(7t/8) is the optimal winning probabil-
ity using quantum strategies. Even more remarkable is that the CHSH game is rigid: there
is essentially a unique quantum strategy that achieves this optimum. That is, any quantum
strategy that achieves cos?(7/8) winning probability must be, in a specific sense, isomor-
phic to the “canonical” CHSH strategy which involves Alice and Bob making specific mea-
surements on separate halves of an EPR pair |¢) = % (]00) + |11)). We call this the ideal
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Non-signaling devices: Dj, ..., Ds.
Initial seed randomness: S ~ U,,.

1. Let X7 < S.
2. Fori=1,23,...
(@) Y; < VV(Dy, Dy, X;).
(b) Z; +- RUV(D3, Dy, Y;).
(C) W; VV(D5, D(,,Z,').
(d) X,‘+] — RUV(D7, Dg, Wz)

Figure 3-2: The algorithmic specification of the InfiniteExpansion protocol. VV(A, B, X)
(resp. RUV(A, B, X)) denotes executing the VV (resp. RUV) sub-protocol with devices
A and B using seed randomness X (for more details about these sub-protocols see Sec-
tion 3.4). The X;, Y;, Z;, and W; registers are all classical, and managed by the referee.

CHSH strategy. Furthermore, CHSH game rigidity is robust: any strategy that achieves
cos?(7r/8) — & winning probability must be isomorphic to a strategy that is O(1/¢)-close to
the ideal CHSH strategy. A form of CHSH game rigidity was first proved by Mayers and
Yao in the exact case [73] and later made robust by [74, 75].

Reichardt et al. proved a far-reaching generalization of CHSH game rigidity to the sit-
uation where Alice and Bob play N independent CHSH games in sequence. This can be
viewed as a larger game CHSH®Y, where Alice and Bob win CHSH®W if they win approxi-
mately cos?(71/8) N games. Reichardt et al. prove the following theorem, stated informally
here (for the precise version see [90] Theorem 5.38, or Theorem 2.8 in this paper), which
they call sequential CHSH game rigidity:

Theorem 20 (Sequential CHSH game rigidity, informal version). Suppose Alice and Bob play
N instances of the CHSH game, where the inputs to Alice and Bob in each instance are uniform and
independent of each other. Divide the N instances into N/t blocks of t games each, where t = N1/*
for some universal constant « > 1. If Alice and Bob use a strategy that, with high probability, wins
approximately cos?(7t/8)N instances, then in most blocks, Alice and Bob’s strategy is approxi-
mately isomorphic to the ideal sequential strategy, in which the ideal CHSH strategy is applied t
times in sequence to t EPR pairs that are in tensor product with each other.

Sequential CHSH game rigidity is a powerful tool that allows one to characterize the
behavior of separated quantum devices, simply from observing the correlations between
their (classical) inputs and outputs. Reichardt etal. use sequential CHSH games as a prim-
itive in a more general protocol that allows a classical computer to command non-signaling
quantum devices to perform arbitrary quantum computation — and verify that this compu-
tation has been performed correctly! Here, in contrast, our goal is much more modest: we
simply want to command non-signaling quantum devices to generate uniformly random
bits.

The CHSH®N game already yields a protocol that produces certified randomness. In
particular, we have two non-signaling devices play N games of CHSH. The referee will
check whether the devices won approximately cos?(77/8)N games. If so, the referee will
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select a block of t games at random, and use the output of one of the devices in that block
of t games be the protocol’s output ~ call this the RUV protocol.

We know from Theorem 20 that, with high probability, the outputs of the RUV proto-
col were generated by a strategy approximating the ideal sequential strategy. The ideal
sequential strategy is the ideal CHSH measurement repeatedly applied to a tensor prod-
uct of EPR pairs, so the measurement outcomes are necessarily in tensor product with an
eavesdropper. Thus the outputs of RUV are approximately secure against a quantum ad-
versary. The problem, of course, is that the amount of randomness needed by the referee
to run this RUV protocol is much greater than the amount of certified randomness in the
output (O(N) versus N/%). So we can’t use RUV by itself as a randomness expansion
scheme.

However, sequential CHSH game rigidity offers more than just the guarantee of secure
uniform randomness; observe that it does not need to assume that the inputs to the N CHSH
games were secure against an eavesdropper —only that it was secure against the devices playing
the CHSH games! This is precisely the Input Security property.

Thus, we can use the RUV protocol as a “scrambling” procedure that transforms an
input that may not be secure against an eavesdropper into a shorter string that is secure
against an eavesdropper. Recall that, because of the Input Security and Extractor Seed
Problems, the output of the VV sub-protocol in the InfiniteExpansion protocol may not be
secure against other devices (namely, the devices that produced the input to the VV sub-
protocol). However, if we invoke the RUV protocol on the outputs of VV, we obtain secure
outputs that can be used as input randomness for another VV instance.

Furthermore, observe that we still have achieved randomness expansion: the VV pro-
tocol attains exponential expansion, and the RUV protocol will only shrink that by a poly-
nomial amount.

3.2.2 Comment on the relation between our work and the works of Chung-Shi-
Wu and Miller-Shi

Here we mention work that was developed in parallel and independently of our results. In
the following description we will occasionally use the terminology of this paper to restate
results of these other works, though those papers used different terminology in the original
statements.

First, Chung, Shi and Wu [26] studied physical randomness extractors, which are device-
independent protocols that take in a weak source of randomness as seed (i.e. the seed
only has some amount of min-entropy, but is not guaranteed to be uniform), and certifi-
ably produce uniform sources of randomness. This is the device-independent analogue of
randomness extractors discussed above. The work of [26] required an Input Secure ran-
domness expansion protocol to use as a building block for their amplification protocol.
They prove a powerful result called the Equivalence Lemma, which may be informally
summarized as follows (see [26] for a formal statement):

Consider a device-independent randomness expansion protocol P that starts with a
seed S, which is uniform and unentangled with the devices D involved in the protocol as
well as a quantum adversary E. Suppose that the protocol P produces an output string X
that is certifiably close to uniform and in tensor product with E and S (conditioned on the
protocol succeeding). The Equivalence Lemma states that any such protocol P also certifies
output randomness X with the same security guarantees, without requiring that S is in tensor
product with E — in other words, any such protocol P is also Input Secure. In particular, this
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proves that the Vazirani-Vidick protocol (when implemented in composition with a strong
quantum extractor) is, in fact, Input Secure, and can be composed with itself to perform
unbounded randomness expansion in the same manner as we do here, without requiring
the use of the RUV protocol.

It is interesting to note that extractors (which have a similar input-output structure to
randomness expansion protocols) cannot possess an analogous Input Security. Thus, there
is no natural analogue of the Equivalence Lemma which will work for extractors. In this
sense, the Equivalence Lemma represents an interesting phenomenon or property which
is possessed by device independent (quantum) protocols, but not by (classical) protocols
such as extractors.

Secondly, another independent work of Miller and Shi [76] gives the first provably ro-
bust protocol for randomness expansion (and, in fact, gives robust exponential expansion).
Combining the main result of [76] with Equivalence Lemma of [26], allows one to obtain
a provably robust infinite expansion protocol requiring only four non-communicating de-
vices. Thus the combination of [26] and [76] supersedes our results, and represents (at the
current time of writing) the state-of-the-art in randomness expansion.

3.2.3 The minimum seed length required to “jumpstart” infinite randomness
expansion

In [50], Gross and Aaronson analyze the minimum amount of randomness necessary to
“jumpstart” an infinite randomness expansion protocol. They analyzed the randomness
expansion protocol of Miller and Shi [76], combined with the quantum-secure extractor
of De, et al [36]. As mentioned before, composing an Input Secure randomness expan-
sion protocol such as Miller Shi with itself, by the Equivalence Lemma, will yield infinite
randomness expansion.

The minimum seed size has a dependence on an error parameter ¢, which indicates
how close to uniform the final output is (conditioned on the protocol succeeding). They
showed that an upper bound on the minimum seed length needed to guarantee that the
output is within e = 107%, the minimum seed length is at most 715, 000 bits of uniform ran-
domness needed. When ¢ = 1071, the minimum seed length needs to be at most 225, 000.
Thus, one can fancifully say that, as long as there are 225, 000 bits of uniform randomness
scattered somewhere throughout the universe, in principle one can use these bits to certify
the production of an unbounded amount of additional randomness.

3.3 Preliminaries

3.3.1 Notation

Throughout this chapter, we will adopt the notation of using subscripts to denote the reg-
isters that a state resides in, e.g., the state p 43 denotes a bipartite density matrix in registers
A and B.

Definition 21 (Secure cq-state). Let E be an arbitrary quantum system. Let pxg be a cq-state.
For state pxg, X is -secure against E iff

loxe — Upxy @ pelh < .
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3.3.2 Modelling protocols and input robustness

In this paper, we will consider several different randomness expansion procedures (e.g.,,
the Vazirani-Vidick protocol, or the RUV protocol); a crucial element of our analysis is that
these protocols are all input robust in the sense that slight deviations from uniformity in
their input seed only mildly affect the expansion guarantees that we get when assuming
the seed is perfectly uniform. To make this input robustness property formal, we introduce
the quantum operation description of randomness expansion protocols.

In general, a randomness expansion protocol is an interaction between a classical ref-
eree R and a quantum device D, that is entirely unconstrained, except that D consists of
two or more isolated, non-signaling sub-devices (but the sub-devices may be entangled).

The important Hilbert spaces we will consider are:

1. (Pass/No Pass Flag). Hr denotes a two-dimensional Hilbert space that the referee
will use to indicate whether it accepts or rejects the interaction.

2. (Protocol seed). Hs denotes the 2™-dimensional Hilbert space that corresponds to
the (private) m-bit seed randomness that the referee will use for its interaction with
the device D.

3. (Protocol output). Hx denotes the Hilbert space that corresponds to the output of
the device D 7.

4. (Device internal state). 7{p denotes the Hilbert space corresponding to the internal
state of the device D.

5. (Eavesdropper). Hg denotes the Hilbert space corresponding to a potential quantum
eavesdropper, which may be entangled with device D.

We can view a randomness expansion protocol as a quantum operation £ acting on
states in the space Hr ® Hs @ Hx ® Hp. Of the Hilbert spaces listed above, device D only
has access to the Hilbert space #p; the other Hilbert spaces get updated by the referee’s
interaction with D (except for Hg which is controlled by the eavesdropper). For example,
the referee, by interacting with D, will write D’s outputs to register X. The states in the
Hilbert spaces Hf, Hs, and Hx will always be classical mixed states (i.e., diagonal in the
computational basis).

More precisely, let P be a randomness expansion protocol. We will model P as a quan-
tum operation £ acting on an initial state pk¢ |, in the space Hr ® Hs ® Hx ® Hp, where
pp is the internal state of D before the protocol starts, and prsy is prepared by the referee.
£ will be some unitary map Vp applied to the joint state p}.c . Now, define the quantum
operation F that takes a state prsxp, and produces the post-measurement state of prsxp
conditioned on measuring |1) in the F register, and then traces out the F and S registers,
leaving pxp r—1- We define F& to be the composition of the two quantum operations &,
followed by F. Throughout this paper, we will decorate density matrices by superscripts i
and f to denote the states before and after the protocol, respectively. For example, we will

often let Pis xp denote the state of the FSXD system after the execution of the protocol,
conditioned on the protocol succeeding (i.e., F = 1).

7Since D always consists of non-signaling subdevices, we will arbitrarily declare one of the sub-devices’
output to be the output of the overall device D.
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The completenes:; and soundness of protocol P are statements about the post-measurement
state € @ I (pEsxpg) (Where Ig is the identity on H), argued only with respect to an ideal
initial state gy such that pigyp, == [0)(0]F © Uy © [0)(0]x @ ph, (or, dependmg on the
analysis, the stronger assumption that prgypp == |0X0|F @ Up @ [0X0|x @ piyp). In other
words, the initial seed is assumed to be perfectly uniform and unentangled with the de-
vice D. However, we also have a form of input robustness: if the initial state were instead
d-close in trace distance to the ideal initial state defined above, then we would obtain the
same output parameters as P, up to an §/A additive factor in trace distance, where A is
the probability that |1) is measured in the F register. We prove this formally in Lemma 22
below.

Lemma 22. Let D be a device, and E an arbitrary quantum system that may be entangled with
D. Let orsx := |0X0|r @ U|s; @ |0)0|x. Let the quantum operations F, £, and F & be defined as
above. Suppose for all states orsxpg such that orsxp = Opsx @ 0p, there exists a state Txpg such
that Txp = u\x] @ o and

| FE @ Te(orsxpe) — TxpEllTr < &

Let 5,A > 0. Let p}SXDE be such that ||p}5XDE — orsxpellr < 6 for a state opgxpe where
orsxp = [0)0]r ® Uj5| @ [0X0|x @ op. Suppose that the probability of measuring |1) in the
F register for the state £ @ g (prgxpg) is at least A. Then, there exists a state uxpg such that
uxe = Ujx @ pg and

I6koe — Hxpell < e+ 6/2,
where plpe = FE O Te(phexpr)-

The proof of Lemma 22 is deferred to Appendix 3.5.3.

3.3.3 The Vazirani-Vidick protocol and quantum-secure extractors

Vazirani and Vidick exhibit a protocol that involves two non-signaling quantum devices
and a classical referee, that achieves randomness expansion that is secure against a quan-
tum eavesdropper [96, Protocol B]. We record a formulation of their result as it will be used
by us here:

Theorem 23 (Vazirani-Vidick protocol [96]). There exists a protocol P with the following prop-
erties. Let D1 and D» be arbitrary non-signaling quantum devices. Let E be an arbitrary quantum
system, possibly entangled with Dy and D, but cannot communicate with Dy and D> once the
protocol begins. The protocol, executed with devices D1 and Dy, has the following properties:

1. (Output length). The output of the protocol has length n(m) = exp(Cm!/3), for some
constant C;

2. (Completeness). There exists a non-signaling quantum strategy for D1 and Dy to pass the
protocol with probability 1 — exp(—Q(m?/3));

3. (Soundness). If the initial joint state png p. Of the seed S, devices Dy, Do, and eavesdropper
E is such that pg DyDaE = U,® p’bl DLE’ then if Pr(Protocol succeeds) > ¢, we have that

HE(XIE) > h(m),
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where ¢ = e(m), and P§(E denotes the joint state of device D1's output and E, conditioned
on the protocol succeeding.

where h(m) := exp(C'm'/3) and e(m) := 1/h(m), for a universal constant C'.
Another important primitive we will use is a quantum-secure extractor.

Definition 24 (Quantum-secure extractor). A function Ext : {0,1}" x {0,1}¢ — {0,1}"
is a (h,€)-quantum-secure extractor iff for all cq-states pxg classical on n-bit strings X with
Hw(X|E)p, > h, and for uniform seed S secure against X and E (that is, the joint state pxgs
is such that pxgs = pxe ® Uy), we have

loExt(x.5)Es — Ur © pEs||,. < &

where pex(x,5)Es denotes the joint cqc-state on the extractor output, quantum side information E,
and the seed S.

Theorem 25 ([36]). For all positive integers n, r, there exists a function QExt : {0,1}" x
{0,1}¢ — {0,1}" that is a (r + O(log r) + O(log 1/¢), €)-quantum-secure extractor where d =
O(log?(n/¢)logr).

3.3.4 Sequential CHSH game rigidity

We can view a sequence of N CHSH games, played by non-signaling quantum devices
D», Dy, as a protocol CHSH®N | where the referee uses a private random seed S to generate
inputs A;, B; € {0,1} to the devices D1 and D,, and obtains their respective outputs X;, Y; €
{0,1} for each round i € [N]. The protocol succeeds if W, the number of rounds i such that
X; @ Y; = A; A B;, is at least (cos?(7t/8) — O(l—(\’/i—‘ﬁN))N.

Divide the N rounds of the CHSH® protocol into blocks of t consecutive games each,
where t = | N/*| for some fixed constant «. Let X be the output register of device D;. Let
X; denote the t-qubit register of the ith block of X.

We paraphrase the sequential CHSH game rigidity theorem of [90] here. In the theo-
rem, we imagine that for each block of games, the devices Dy, D, apply some local quan-
tum operation on their respective systems to produce outputs for the block. We call the
quantum operation applied in each block i their block strategy for i. We say that a block
strategy is {-ideal if there is a local isometry Z under which their quantum operation £
and the state acted upon by £ are together {-close to the ideal CHSH strategy (for a precise
definition of {-ideal strategies, see [90]). The main property of -ideal strategy that we will
use is the following:

Lemma 26. Let Dy, D; be non-signaling quantum devices. Suppose that Dy and Dy participate
in the CHSH®N protocol. Let E be an arbitrary quantum system that may be entangled with D,
Dy, but cannot communicate with them once the CHSH®N protocol begins. Let I; be the indicator
random variable denoting whether Dy and D-’s block strategy for block i is {-ideal. Let X; be the
output of block i. Then,

loxein=1 — Un ® pgpr=1li < ¢,

where px, ;-1 denotes the joint state of X; and E, conditioned on the event I; = 1.

Proof. This is straightforward given the definition of {-ideal strategy. See [90, Definitions
5.4, 5.5 and 5.37] for more detail. O
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Theorem 27 (Sequential CHSH game rigidity; Theorem 5.38 of [90]). Let Dy, D be non-
signaling quantum devices. Suppose that D1 and Do participate in the CHSH®N protocol. Let E
be an arbitrary quantum system that may be entangled with Dy, Do, but cannot communicate with
them once the CHSH®N protocol begins. Let W be the total number of CHSH games that Dy and
D, win in the protocol. Let X be the output of Dy. Fix € > 0, and let G < N/t be the total number
of blocks i such that the strategy employed by Dy and D, in block i is k.t~ -ideal, where x, > 1is
a universal constant. Then,

1

12’

Pr(W > cos®(rt/8)N — —2—1—\/5 vVNlogNand G < (1—-v)N/t) <

where v = (12/+/2)/Tog Nt/N'/3, and t > 85.

Proof. This is Theorem 5.38 of [90], instantiated with the parameter settings used in Theo-
rem 5.39. O

3.4 The Protocol

In this section we formally define the protocol for infinite certifiable randomness expan-
sion, which we call the InfiniteExpansion protocol. The protocol uses eight non-signaling
devices, which may all share entanglement, but cannot communicate with each other. The
devices are partitioned into two Expansion Clusters Cy and C; with four devices each. In
each iteration, the InfiniteExpansion protocol alternates between clusters Cy and C;, per-
forming a sub-protocol called ClusterExpansion. The output of one cluster is used as seed
randomness for the next invocation of the ClusterExpansion sub-protocol with the other
cluster. Only the first iteration requires some seed randomness, to “jumpstart” the ran-
domness expansion process.

InfiniteExpansion Protocol

Non-signaling Clusters: Cy, C;.
Initial seed randomness: 5 ~ U,,.

1. Let X7 « S.
2. Fori=1,2,3,...

(@) Xiy1 + ClusterExpansion(C;, X;).

(b) If ClusterExpansion aborts, then abort the entire protocol, otherwise con-
tinue.

Figure 3-3: The InfiniteExpansion protocol. The classical registers X; are maintained by the
referee, and C; denotes cluster C; poq2. Xiy1 + ClusterExpansion(C;, X;) denotes execut-
ing the ClusterExpansion sub-protocol with the devices in cluster C;, using X; as the seed
randomness, and storing the sub-protocol output in register X, ;.

We now specify the sub-protocol ClusterExpansion(C, S) for a 4-device cluster C and
seed randomness S. As discussed earlier, two devices of a cluster C will be used to perform
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the Vazirani-Vidick near-exponential randomness expansion protocol, and the other two
will be used to perform a variant of the CHSH®N protocol, which we call the RUV protocol.

ClusterExpansion(C, S) Sub-Protocol

Input Non-signaling Devices: C := {Dy, D,, Ey, E2}.
Input seed randomness: S

1. Y « W(Dy, Dy, S).
2. Z + RUV(Ey, E, Y).

3. If either of the above instances of VV or RUV aborts, then abort
ClusterExpansion. Otherwise continue.

4. Output Z.

It is important that no subset of these devices can communicate with (signal to) any
other subset of the devices throughout the course of the subroutine. We now give precise
definitions of the VV and RUV sub-protocols.

3.4.1 The VV sub-protocol

The VV sub-protocol consists of performing Protocol B from [96], and then applying a ran-
domness extractor to the output of Protocol B. For any s, Protocol B takes in a uniformly
random s-bit seed, and conditioned on the protocol succeeding, produces a string of length
n(s) = exp(Q(s!/3)) with h(s) = exp(Q(s'/?)) bits of (smoothed) min-entropy (see Theo-
rem 23). We give a detailed account of the particular parameter settings we use for Protocol
B in Appendix 3.6.

We use the QExt randomness extractor given by Theorem 25. More formally, by QExt, ,
we denote the (r + O(logr) + O(log 1/¢), €)-quantum-secure extractor mapping {0,1}" x
{0,1}9 to {0,1}", where d = d(n,r,e) = O(log*(n/¢)logr).

For all s, the VV sub-protocol takes in a s-bit seed S, and outputs v(s) bits, where v(s) :=
exp(Q(s!/3)) (for more detail, see Appendix 3.6).

3.4.2 The RUV sub-protocol

The RUV sub-protocol, using a random seed S, has two devices (call them A and B) play a
number N of sequential CHSH games, where N is a function of |S|, and the inputs to the
devices in each of the CHSH games are determined by half of S. The RUV sub-protocol
aborts if they do not win nearly = cos?(7r/8) fraction of games. Then, the other half of S is
used to select a random sub-block of A’s outputs in the N CHSH games, and the sub-block
is produced as the output of RUV.

More precisely, let X € {0,1}" denote A’s outputs. Divide X into blocks of f consec-
utive bits, and further subdivide each block into v/# sub-blocks of /% bits each. We set
t = |N1/%|, where a := [16x2] and «, is the constant from [90, Theorem 5.7].

For all s, the RUV sub-protocol takes in a s-bit seed S, and outputs r(s) bits, where
H(s) = L(s/4)/ )],
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VV(A, B, S) Sub-Protocol

Input Non-signaling Devices: A, B
Input Seed : S

1. Let Sy be the first [s/2] bits of S, and S» be the last |s/2| bits of S, where
s:=|Sl.

2. Perform Protocol B of [96] with devices A and B, using S; as seed random-
ness, and store Protocol B’s output in register Y.

3. If Protocol B aborts, then abort VV. Otherwise, continue.

4. Output QExt, (Y, S2), where n = n([s/2]),r = v(s),and e = 1/h([s/2]).

Figure 3-4: The VV sub-protocol. The functions n(s) and /1(s) denote the output length and
min-entropy lower bound of Protocol B in Theorem 23 on s bits of seed.

3.5 Analysis of the InfiniteExpansion Protocol

We now analyze the InfiniteExpansion protocol. As discussed in the Preliminaries (Sec-
tion 5.2), we will use the notation pi and pf (or some variant thereof) to denote the state
of the registers, devices, eavesdroppers, etc., before and after the execution of a protocol,
respectively. We will use the following functions throughout this section: v(s) and r(s) to
denote the output lengths of the VV and RUV sub-protocols on inputs of length s, respec-
tively (defined in Section 3.4). The output length of the ClusterExpansion sub-protocol on
an s-bit seed is g(s) := r(v(s)). We will use g¥)(s) to denote the k-fold composition of g(s)
(e, gV (s) = g(s), 8% (s) = g(g(s)), etc.).

Theorem 28 establishes that there exists a quantum strategy by which the devices, with
high probability, do not abort the InfiniteExpansion protocol. Theorem 29 establishes the
soundness of the InfiniteExpansion protocol.

Theorem 28 (Completeness of the InfiniteExpansion protocol). There exists a non-signalling
quantum strategy for devices D1, ..., Dg, such that the probability that the referee aborts in any
round i in the execution of the InfiniteExpansion(Cy, Ca, S) protocol is at most exp(—Q(m'/3)),
where Cy = {Ds,...,Dy} and Co = {Ds,...,Dsg}, and S is a uniformly random m-bit seed that
is secure against Dy, . .., Ds.

Proof. We group the devices into pairs {D1, D2}, {D3, Ds}, {Ds, De}, and {Dy, Dg}, where
pairs {D1, D>} and {Ds, De } will instantiate the ideal devices for the VV protocol (see [96]
for more details), and the pairs {D3, D4} and {D7, Dg} will instantiate the ideal devices
for the RUV protocol (i.e., use the ideal CHSH strategy in every round). Fix a round i and
assume, without loss of generality, that the referee interacts with the pairs {D;, D2} (used
for the VV protocol) and {Dj3, D4} (used for the RUV protocol) in round i. The probability
that {D;, Do} abort the VV protocol is at most exp(—Q(m?/3)), and the probability that
{Ds, D4} abort the RUV protocol is at most exp(—Q(m;}/?)), where m; = ¢)) (m). Thus, by
the union bound, the probability of aborting any round i is at most exp(—Q(m!/3)). O
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RUV(A, B, S) Sub-Protocol

Input Non-signaling Devices: A, B
Input Seed : S

1. Let S be the first |s/2] bits of S, and S be the last |s/2]| bits of S, where
s:=|S].

2. Leta,b e {0,1} ls/4] be the first and last halves of S, respectively.
3. Fori=1,...,N, where N := |s/4]|:

(@) Input g;, b; to devices A and B respectively, and collect outputs x;,y; €
{0,1} from A and B respectively.

4. Let W be the number of indices i such that x; ® y; = a; A b;. If

W < cos?(rr/8)N — 21%,/1\1 logN,

then abort RUV. Otherwise, continue.

5. Output Z, the \/t-bit string that is the jth sub-block of the ith block of X,
where X is the register that holds the outputs (x;), and i and j are selected
uniformly from [N/#], [V, respectively, using the seed S».

Theorem 29 (Soundness of the InfiniteExpansion protocol). Let Cy and C; be non-signaling
Expansion Clusters. Suppose that a classical referee executes the InfiniteExpansion(Cop, C3, S) pro-
tocol, where S denotes the referee’s classical register that holds an m-bit seed. Let WIN; to be
the event that the referee did not abort the InfiniteExpansion protocol in the ith round, and let
WINg; = WINy A --- AWIN;. Let E be an arbitrary quantum system that may be entangled
with Co and C,, but cannot communicate with Co and Cy once the protocol has started. Let choQ
denote the initial joint state of the seed and the clusters. If psc,c, = Um ® pc,c,, then we have for
all k € N that if Pr(WIN<y) > A > exp(—C'm!/3) for some universal constant C', then

|Ip§(kE - ug(")(m) ®pllc3“1 < 4exp(_C”m1/3)//\2/
where
o C" is the universal constant from Theorem 30, and

. p’}‘(k g denotes the joint state of the referee’s X register and E after k rounds of the InfiniteExpansion(Co, C1)
Protocol, conditioned on the event WIN ;.

Before presenting the proof of Theorem 29, we wish to direct the reader’s attention to
the Input Security of the InfiniteExpansion protocol: the assumption on the initial seed is that
it is in tensor product with the cluster devices only, and not the eavesdropper E — however,
the output at each iteration is close to being in tensor product with the eavesdropper E.

The proof of Theorem 29 assumes the correctness of the ClusterExpansion sub-protocol
(Theorem 30), and shows that the InfiniteExpansion protocol maintains the property that
at each iteration i, the output of X of cluster C; (where C; denotes Expansion Cluster
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Figure 3-5: The RUV sub-protocol. All arrows indicate classical operations performed by
the referee.

Ci mod 2) is approximately secure against the other cluster C; ;. Thus, the the execution
of the ClusterExpansion sub-protocol with C;,, conditioned on not aborting, will continue
to produce a nearly uniform output. Furthermore, the errors accumulate linearly with each
iteration.

Proof. Define C; := C; mod 2- Divide the overall probability of success, Pr(WINy), into
conditional probabilities: let p = Pr(WIN<) and let p; = Pr(WIN;|WIN.;_;). Observe
that we have p = [ p; > A. We prove the claim by induction.

The inductive hypothesis: Recursively define (i) := egc(g1 (m), p;) + (i — 1)/ p;,
where 8(1) := egc(m, p1) and egc(-) is the error bound given by Theorem 30. For all
i=1,...,k—1, there exists a state ;.thCiCmE such that iué(,-CmE = Ugiir ) ® ,u"CmE and

lex,cicoi e — Mxcicy el < 6(0),

where Pix,-c,-cm £ is the joint state of the X; register, both clusters C; and C;;1, and E after the
ith round, conditioned on WIN;.

Let k = 1. Then, by invoking Theorem 30 with C = Cj, and treating the quantum
eavesdropper as C; and E together, we obtain that there exists a state y%(] ¢,k such that

]"%(1CZE = ug(m) @ }1232[5/ and

0%, cicor — Hxcicaelll < eec(m, pr) = 6(1).

This establishes the base case.
Now, suppose that we have run k — 1 rounds of the InfiniteExpansion protocol for some
k >.1. Using our inductive assumption for i = k — 1, we invoke Theorem 30 along with
. k k — . ) &
Lemma 22 to conclude that there exists a state jy - o psuchthat py o = Ugw (m) @
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k
HCnE and

“P’)c(kckcmz—: - i-‘{f{kckckHEHl < €EC(8(k_1)(’")rPk) +6(k— 1)/ px := 8(k).

This completes the induction argument. We now bound §(k):

1 1
S(k) = e+ — (8k‘1+-—— (€k~z+---))
Pk Pr-1

1
Sx(5k+€k—1+"'+31)
S
A

where we write ¢; := egc( g(i) (m), p;i), and use the facts that []p; > A and each ¢; is expo-
nentially smaller than ¢;_;.
Finally, for every k, we have that

||Pl§<kz = Uty @ pills < ||P§(kE - I‘I%k}s”l + ||F’§(kE = Ugiy () @ okl
< 4(k) + “Ug(k)(m) ® .ull(-j - ug(")(m) @ plé”l

= 6(k) + llux — pElh
< 25(k).

O

Next, we argue that the ClusterExpansion sub-protocol is an Input Secure randomness
expansion scheme. The correctness of the ClusterExpansion sub-protocol assumes the cor-
rectness of VV and RUV protocols (Lemmas 31 and 32, respectively).

Theorem 30. Let C be an Expansion Cluster. Suppose that a classical referee executes the ClusterExpansion(C, S)
protocol, where S denotes the referee’s classical register that holds an m-bit seed. Let E be an

arbitrary quantum system that may be entangled with C, but cannot communicate with C once

the protocol has started. If pgc =U,® p{z, and Pr(ClusterExpansion(C, S) succeeds) > A >
exp(—C'm'/3) for some universal constant C', then there exists a state Txcg such that Txp =

Ug(m) K T and

|lP§<cg — txcel1 < eec(m, A),

where egc(m, A) := exp(—C"m'/3) / A for some universal constant C"', and pg(CE is the joint state
of the protocol’s output X, the cluster C, and E conditioned on the protocol ClusterExpansion(C, S)
succeeding.

Proof. Let A1 denote the probability that Step 1 of ClusterExpansion(C, S) succeeds, and
let A, denote the probability that Step 2 of ClusterExpansion(C, S) succeeds, conditioned
on Step 1 succeeding, so that A;A» > A. Let C consist of devices D = {D;,D;} and
G = {G1, Gy}, where the D;’s are used for execution of the VV protocol, and the G;’s are
used for the execution of the RUV protocol. Let Y be the output of VV(Dy, D5, S) (which
is Step 1 of ClusterExpansion(C,S)). By definition of the VV protocol, |Y| = v(m). By
Lemma 31 and our assumption on § (in particular, that PEDG = U, ® piDG), there exists a
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v v
state Ty such that 7, = U,

v(m) @ Tg and

l6Ypce — Tpcellt < evw(m), 3.1)

where p” denotes the state of the system after running the VV protocol (and conditioned on
it succeeding) but before executing the RUV protocol, and eyy (-) is the error bound given
by Lemma 31. Let X be the output of RUV (G, G2, Y) (which is Step 2 of ClusterExpansion(C, S)).
By definition of the RUV protocol, |X| = r(|Y]) = r(v(m)).

Imagine that we executed the RUV protocol on the “ideal” input Ty, . By Lemma 32,
we would get that there existed a state T}GDG £ such that rirE = Ug(m) ® Ti_:f ,and

|‘P’§<DGE - T)j;DGEHI < eryv(v(m), A2),

where eryy(-, -) is the error bound given by Lemma 32. However, we only have the ap-
proximate guarantee on Y given by (3.1). So, by Lemma 22, we instead get that there exists

a state T{(DGE such that T';;E = Ug(m) & Tj._f, and

. eyv(m)
||P'§<DGE - T)fmceﬂl < egyv(v(m),Ar) + ——=.

Plugging in the expressions for egyy and eyy, we get that this is at most

-/{1—(\/192(v(m)/4)‘1/(8“) + \/Bexp(—C’ml/3)) < exp(—C"'m'/3)/A,
2
for some universal constant C”. O

3.5.1 Analysis of the VV protocol

In the next two sections, we analyze that the VV and the RUV components of the ClusterExpansion
sub-protocol. As discussed in the introduction, the VV protocol in a cluster C will provide
near-exponential randomness expansion, although the analysis of [96] does not allow us

to conclude that the output is secure against the other cluster C’ (i.e., the Input Security
Problem) 8. The RUV protocol in C will be used to transform the output of VV to be secure
against C’. Observe that, qualitatively, the RUV protocol solves the Input Security Problem
because in Lemma 32, the random seed is not required to be secure against an eavesdrop-

per, yet the output is guaranteed to be! On the other hand, Lemma 31 below requires the
assumption that the seed to the VV protocol is secure against the protocol’s devices and

the eavesdropper simultaneously.

Lemma 31. Let Dy, D, be non-signaling quantum devices. Suppose that a classical referee exe-
cutes the VV (D, Dy, S) protocol, where S denotes the referee’s classical register that holds an m-bit
seed. Let E be an arbitrary quantum system that may be entangled with Dy and Da, but cannot
communicate with them once the protocol begins. If the initial joint state of S, Dy, Dy, and E is
020, 0,6 = Um © p} p,p, and if Pr(VV(Dy, Da, S) succeeds) > exp(—C'm!/?) for some univer-

sal constant C’, then there exists a state Txpg where Txg = Uy(m) © pé and

lokpe — TxpEll < evw(m),

8Gee 6.1.3 for more about this issue.
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where p{mg is the joint state of E, the devices D = {Dy, D>}, and the output X of the proto-
col conditioned on the VV(D4, D,,S) protocol succeeding, eyy(m) = +/3exp(—C'm!/3), and
v(m) = exp(C'm!/3) /2.

Proof. The VV protocol consists of two parts, executing Protocol B of [96] using half of the
seed S (which we denote by S;) to produce an output Y of length exp(Q(m!/3)) which
contains high min-entropy (conditioned on Protocol B not aborting), and then applying a
randomness extractor using Y as the source, and the other half of S (which we denote by
S») as the extractor seed, to produce an output X that is close to uniform.

Let p}; denote the joint state of the output of Protocol B (Step 2 of the VV protocol) and
the eavesdropper E, conditioned on Protocol B not aborting. Then, by our assumption on
S and by Theorem 23, we get that H, (Y|E),» > h(m), where h(m) = exp(C'm'/3) and
¢ = g¢(m) = 1/h(m) for a universal constant C'.

The VV protocol then applies a quantum-secure randomness extractor to the source Y,
with seed S». The protocol uses the QExt : {0, 1}¥! x {0,1}#(™) — {0,1}("™)/2 randomness
extractor promised by Theorem 25, where d(m) = ®(m). Let pyg be a cg-state that is -
close to py; in trace distance, and is such that Ho(Y|E); > h(m) °. Then, since QExt is a
(h(m), €)-quantum-secure extractor, we have that

”pXE - Uv(m) ®p~E“1 <eg, (32)

where gxg is the joint state of the output X of the extractor QExt and E, with gy as the
source. View the application of QExt to the Y and S, register as a trace-preserving quantum

operation £, which takes states p}; and outputs states pJ(;E «(Y,5,) Lhen, by the triangle
inequality, we have

HE ® HE(P?’SZE) - uv(m) ®p£|l1 S“S ®][E(p§,/52E) =& ®]IE(pY52E)”1+

€ @ T (Pys,e) — Up(my @ PEll1+
”uv(m') ® PE — uv(m) ®p£‘ll

Since & is trace-preserving, we can bound the first term by ¢. The second term is bounded
by ¢ via equation (3.2). The third term is bounded by ¢ because the trace distance is non-
increasing with respect to the partial trace. Thus,

loke = Ung) © Il = 1€ @ Te(p3s,) — Un) © pfllr < 3.
We then apply Lemma 35 to obtain that there exists a state Txpr such that Txg = Uy ® pé

and
”Pg(ms — Txpell1 < V3e.

which proves the claim. O

3.5.2 Analysis of the RUV protocol

In this section, we analyze the RUV protocol. Before stating Lemma 32, it will be necessary
to give formal and precise definitions of several (classical) random variables, and how they

9Although the definition of smoothed min-entropy quantifies over all density states in the e-ball around
pYE, there exists a cq-state with high min-entropy in the e-ball - see, e.g., [91].
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interact with the relevant quantum states.

Let S be an m-bit seed used in the RUV protocol, performed with non-signaling devices
D; and D,. Half of S, call it Sy, is used for N CHSH games, where N = m /4. Recall
that we divide the N CHSH games into blocks of t = N'/# consecutive games. Define the
following random variables:

1. Let F denote the indicator variable that is 1 iff the RUV protocol doesn’t abort in Step
4 (i.e., the devices win ~ cos?(7/8)N CHSH games). Note that F is a deterministic
function of the devices’ outputs and 5;.

2. For all i € [N/#], let I; denote the indicator variable that is 1 iff the devices D; and
D5 used a {-ideal strategy to produce their outputs in the ith block of CHSH games,
where { := k.t™* (see Section 5.2 and [90] for more details about ideal strategies).

3. Let H denote the indicator variable thatis 1iff G > (1 —v)N /¢, where G := }_I; and
v:=(12/v/2)/log Nt/NV/* < t~«/8,

In our proof of Claim 32, we will consider states such as pr;,xpe, where X denotes the
output of device D; after N CHSH games, D denotes the devices D; and D, together, E
denotes an arbitrary quantum system, F will contain the classical bit indicating whether
the devices aborted the RUV protocol or not, and I; will contain a classical bit denoting
whether the devices used a (-ideal strategy for block i. Because F and I; are classical
variables, pr; xpE is a cccqg-state, and thus there is an ensemble {pg’g that represents the
states of the D and E systems conditioned on the classical events F = f, I; = q,and X = x,
where

peixpe = Y Pr(F = f, I = q,X = x)| /)(flr @ lg)¥ql1, @ |x)}x|x ®P{)qg‘
fax

Thus, we can meaningfully condition the state pr;,xpg on various values of F and I;.
For example, when we refer to the state pxf|r—1, we mean the state that is, up to a normal-
ization factor,

YoPr(F =11 = 4, X = x)|x)x|x @ pp-
q

In particular, we will make use of the fact that pxgp—1 = Pr(l; = O|F = 1)pxg|j—0,r=1 +
PI‘(I,’ =1 IF - l)PXEII;:l,ler where PXE|I,-=q,F-—-1 is defined similarly to PXE|F=1'

Lemma 32. Let D, D, be non-signaling quantum devices. Suppose that a classical referee executes
the RUV (D, Dy, S) protocol, where S denotes the referee’s classical register that holds an m-bit
seed. Let E be an arbitrary quantum system that may be entangled with Dy and D, but cannot
communicate with them once the protocol begins. If the initial joint state of S, Dy, and Dy is
png p, = Un® p’bl p,» and Pr(RUV(Dy, Dy, S) succeeds) > A, then, we have that there exists a
state Tzpg where Tz = U,(m) ® Tg, and

”p’ZDElel —1zpelh < eruv(m, A),

where eryy (m, A) < \/ 192(m/4)~1/ ) /A, and where péD p|F—1 1S the joint state of E, the de-
vices D = { Dy, D, }, and the output Z of the protocol, conditioned on F = 1 (i.e., the RUV(D1, D5, S)
protocol does 1ot abort).
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Proof. Let p%p,p; be the joint state of the X, D, F, and E registers before the N CHSH games
are played (so X and F are initialized to the all O state). For this proof, we will assume that
E is such that p! XDFE is a pure state. This is without loss of generality, because we can take a
non-pure state pprr and augment it with some extension E’ O E such that p! XDFE, is pure

(e.g., via a purification of the state p'.,rr). Observe that “sz re1 — Upm) © pE,IP:I h <e

implies || pé gjp=1 — Ur(m) ® pél r-1ll1 < & because the trace distance is non-increasing under
discarding the augmented system E’\E.

For notational clarity, we shall omit the superscripts i and f, because we focus on the
state prsxpg of the system after the N CHSH games (i.e., the X register holds the output
of device Dy), but before conditioning on F = 1 and before using the seed S to select a
sub-block. The i block of X will be denoted X;, and the j* sub-block of the i* block will
be denoted Xj;.

There are two main components to this proof.

1. We argue that, for the state pxgr—, there is a 1 — J fraction of sub-blocks X;; such
that
||PX,-,-E|F=1 Uy ® per=1l1 < 7,
where we set 77 and ¢ later in the proof. We say that such sub-blocks are 1-good with
respect to E.

2. We argue that the string S, (substring of the seed S used to select the sub-block that
RUV(D;, Dy, S) will output) is in tensor product with a string describing the locations
of the 17-good sub-blocks of the state pyg|p—-

In particular, let Z := Xg, denote the sub-block selected by string S,. From the above
two components, it follows that, for the state pxg|r—1, the the random variable Z is (17 + 5)-
good with respect to E, i.e.,,

lozejp—1 — Uz ® pgjp=alls < 77 +86.

We then invoke Lemma 35 to argue that there exists a state 7zpg such that 7zg = U Vi®
PE|F=1 and
lozpEIF=1 — TzDEll < V1 + 6,

and we are done. We now proceed to proving the first two components.
There are many good sub-blocks. By the definition of I; and Lemma 26,

lox;e=1 — Ut ® pej=1lh < &

It follows by Proposition 33 that, for at least a 1 — t~1/4 fraction of sub-blocks j of block i
we have that

lpx,epir=1 — Uy ® perpi=1lh < w,
where p := 2(1/Z + +~1/8). If we then condition on the event F = 1 it follows that

{
lox,E1n=1,p=1 — Uys ® PEr=1,p=1 1 < f’(_}—lj < % (3.3)

We wish to establish the above statement for the state px, JE[F=1 rather than the state
Px.E|[=1,F=1- The key to making this transition is to establish that for many values of i,
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the event F = 1 is approximately a sub-event of the event I; = 1. To do so, it is helpful to
consider the event H = 1.

Let M := N/t denote the number of blocks of CHSH games. It follows from the defi-
nition of H that };cia €[ = 0|H = 1] < vM. Thus, by Markov’s inequality we have that
at most a /v fraction of blocks i € [M] are such that Pr(I; = 0|H = 1) > /v. Thus, at least
a1l— /v fraction of blocks i € [M] have Pr(l; = 0|H = 1) < \/v.

Consider such a block i. Note that by Theorem 27, Pr(H = 0,F = 1) < t2. Thus

Pr(l; =0,F=1)=Pr(; =0|H=1,F=1)Pr(H=1,F =1)+Pr([; =0|H =0,F = 1) Pr(H=0,F = 1)
<Pr(l; =0|H=1,F=1)+Pr(; =0|H =0,F = 1)t 2
Pr(l; = 0|H = 1)

-2
Pr(F=1) i

IN

7

12
Tt

<

Since [; = 11is a classical event, we have pxgr—1 = (1 — T)pxg|,—1,F=1 + TPXE|[,=0,F=1/
where 7 := Pr(I; = O|F = 1). Thus,

”PX,-E|F=1 - PX;E)I,—:I,P:]“l = ”(—T)Px,»5|1,-=1,1:=1 + TpX;E]I,-:O,F:lHl

< t(lpxE=1,r=1ll1 + lox;ep=0,6=1l11)
<2t

By definition, v = Pr(l; = 0,F = 1)/ Pr(F = 1). Thus,

v+ A2
loxEj=1,F=1 — Px;ElF=1ll1 < 2‘\/;_2/—“
A
By tracing over all except the j sub-block we get
v+ AtT?
lox,El=1F=1 — Px;EF=1lll < 2£A2— (34)
By tracing over the entire X; register we get
v+ A2
llogj=1,7=1 — =1l < 2—\/—7“— (3.5)

Thus, at least a (1 — t71/4)(1 — /v) of all the sub-blocks X;; have the property that equa-
tions (3.3), (3.5), and (3.4) all hold. It follows by the triangle inequality that

lox,EF=1 — U, 5 ® prjp=1lh < llox;E1F=1 — Px;E|=1,F=1 Il + lox,En=1p=1 — U5 ® pejr=1,F=1l11

+ Uz @ per=1,=1 — U5 @ pgir=a |

VVFAE
< 2—)‘2— + ‘lx + ”PEU;‘:LF:] _pE|F=1“1

VVHAETE
< 5 [
~4( A2 2

96, 15
< = . .
<ot (3.6)
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Define 7 := 96t~1/8 /1. Thus, we have that at least a 1 — § fraction of the sub-blocks
X;;j are 5-good with respect to E, where § := t=V4 4+ v < 2t7V/4 Tt is easy to see that
n+6<2n=192(m/4) V60 /A.

Sy is secure against the location of good sub-blocks. Although we have established
that most of the sub-blocks of X are 7-good, we need to show that the seed S, used to
select the sub-block for the output of the RUV protocol is independent of the locations of
the good sub-blocks (i.e. the indices i, j such that X;; is #7-good with respect to E). A priori,
since S; is entangled with the eavesdropper E (because S, was the output of a different
expansion cluster), it could be that S; was somehow adversarially generated to select a
bad sub-block. Here, we show that this cannot happen, because the locations of the good
sub-blocks can be locally computed by the devices D = {Dy,D,}. Since p§;, = U, ® ph,
(where pll') = pp,D,), S2 is independent of the good sub-block locations.

Consider the following thought experiment: the system D = {Dy, D,} is augmented
with a classical description A of the state pirp, and a register A that will store the lo-
cally computed location of the good sub-blocks, so that we have a new system D' =
{D1,D3,A,A}. Throughout the RUV protocol, the D’ system cannot communicate with
the eavesdropper system E. At the beginning of the RUV protocol, we have that pspr =
Ujs| ® ppr- Imagine that we have measured the 5; register (but the S, register remains un-
measured), so that it is now a deterministic value s;. Let &, denote the quantum operation
that acts on the systems D, Dy, F that represents the strategy employed by devices D and
D», on the inputs determined by s;, for the N CHSH games (Step 3 of the RUV protocol).
That is, opp == E (0rp)-

As part of this thought experiment, we imagine that, after the N CHSH games, the A
system performs a quantum operation S;; on the A, and A systems (but not D; and D5!)
to classically simulate the strategy used by the devices Dy, D, on input s; in the N CHSH
games, and compute the location of the good sub-blocks. The A will then contain a classical

description of the state p& rp- Note that at this point, S, is still secure against D’; that is, we
have

S (&, (piSZXFDAA)) = u|32| ® S5, (&5, (pg(PDAA))'

We elaborate on the classical simulation S. Given the classical description A of pip),
the location of the good sub-blocks can be computed by using A in the following way:

1. Compute the classical description of a purification o ., of the state pY ;5. Note that
in general, 0, is different from the “real” state % , because the A system has

no knowledge of the external system E.

2. Classically simulate the devices’ strategy £ on the state ok, ie.,,

,’ .
oxrpe = €51 (xpE)-

Note that o')f(FD = p&m,
3. Compute the indices i, j, such that
f
i|‘7x,-,~xE'|1=.—_1 Uy ®Uff‘F:1||1 <7,

and store those indices in a register A.
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We now argue that A will contain an accurate description of the locations of the -good
sub-blocks in the “real” state p&FDE. From this, since pém = p’éz ® pjf\, it follows that S, is
independent of the good sub-block locations.

Here we will use the assumption, stated at the beginning of this proof, that pipp is
a pure state. Let pyppp == [¢)X9], and let oiprpp := |} @|. There exists a unitary V that
takes the E system to the E’ system and acts as the identity on all other systems, such
that |¢) = V|¢). Since V and &, act on different systems, they commute, and hence

. :

Oxrpp = Vp-gcp pe V. Furthermore, V commutes with the projector IT¢_; that projects onto
the F = 1 subspace, and thus

f — vl +
Txper=1 = VPxpEF-1V -

Thus,
f , f _ 1+ Py +
”‘7'ij£'|le —Usi® UE’[lenl - HTr?é(i:j),D(Vpg(DE{F:lV )-Uyz® TTXD(VP);(DEW:lV )h
- f +
=[lv (Tr#(i,f),D(pg(DE\le) ~Uz® TrXD(pXDE\F=1>) Vi
f ) :
= ITrzj,0 Pxpeir-1) — Uy ®TrXD(p§(DE|F=l)”1

f
= lle,,vElP:l —U;ze E|F=1“1/

where Tr(; ;, p indicates tracing out over all sub-blocks except for the jth one in the ith
block, and the system D. The second equality follows from the fact that V and the partial
trace commute. The third equality follows because the trace norm is unitarily invariant.

Thus, the indices 7, j where Ha}';}_E,’F:l ~U;® o ’|P:1H1 < g are exactly those sub-

blocks that are #-good in the state p&m £
a

Proposition 33. Let i € [N/t] be the index of a block. If

loxe=1 — Ut ® pgjp=ill < ¢,

then for at least a 1 — t~Y/* fraction of sub-blocks j of block i we have that
”PX,-,-EF|1,~=1 —U ;@ per=1ll < 2(VT+ 1),

Proof. By Lemma 35, there exists a state ox,rg such that ox,g = Ut @ pg|j,—1, and lox,ee|=1 —
ox,relli < VT. Let R := /t denote the number of sub-blocks in a block. We now prove
the Proposition by showing that, for the state o rg, at least 1 — £71/4 fraction of sub-block
indices j € [R] satisfy I(X;; : FE), < 2¢~'/*. For such j, we obtain:
lox,reiri=1— U 5 @ prgj=1ll < llox, rej=1 — ox,rell + llox,re — U5 @ x|
i) ] 7 ]
+ Uz @0 — U ;3 @ preji=1llr

< VT VarviL [T,

The bound on the second term in the second inequality is given via Pinsker’s Inequality
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(see Proposition 9), which states that |jox;re — U, ; ® orelly < 1/21(X;; : FE)o. The bounds
on the first and third terms come from the fact that the trace distance is non-increasing
with respect to the partial trace.

Thus we focus on analyzing the state o rg for the remainder of this proof. We apply
the chain rule to obtain I(X; : FE); = ¥; I(X;; : FE|X; <j)s- This is equivalent to

1
g][I(X,] : FElXi,<]')¢r] = EI(X, . FE)U,

where X; .; denotes all the X such that k < j. We will omit the subscript ¢ because the
underlying state is clear from context. We upper-bound the quantity I(X; : FE) via the
following calculation:

I(X;: FE) = I(X; : E) + I(F : E|X;) 3.7)
= I(F: E|X;) (3.8)
< 2H(F) (3.9)
<2 (3.10)

We used the fact that ox,r = 0x, ® 0g, so therefore I(X; : E) = 0. The last inequalities
follow from the fact that F is simply one qubit. We now lower bound the individual terms
of the expectation I(X;; : FE|X; <;).

I(X,] . FElX,',<]') = H(X,]|XI,<]) - H(X,AFEX,’<]) (311)
> H(Xjj) — H(X;|FE) (3.12)
= I(X;; : FE). (3.13)

Equation (3.11) is the definition of conditional mutual information. Equation (3.12) follows

because oy, = U; (hence c; is in tensor product with 0¥, ), and conditioning can only

reduce entropy. Finally, equation (3.13) is again the definition of mutual information.
Thus,

gj[I(X,‘]' : FE)] < %,

and by Markov’s inequality, we get that 1 — y fraction of j’s are such that I(X;; : FE) < iR

2

-
Setting pu = +~1/% completes the proof. O
3.5.3 Miscellaneous lemmas

Proof of Lemma 22. Define uxpE to be the state Txpg as given by the assumption in the
lemma on input 0rsxpe where orsxp = 0rsx @ op. By the triangle inequality, we have:

”P&DE — uxpell <IFE @ Me(oksxpe) — FE @ Ie(orsxpe) |11 (3.14)
+ | FE @ Ie(orsxpe) — ixpEl|i-

We bound the first term on the right hand side:
i 1 '
| FE @ Me(psxpe) — FE @ Me(orsxpe) | < ‘X”f; ® Le(prsxpe) — € @ Ie(orsxpe) |
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1 .
< T‘IPIITSXDE —orsxpelh
< 5/A.

Let A’ denote the probability that the F register of the state £ @ Ig(0rsxpe), when mea-
sured, has outcome |1). Note that max{A, A’} > A, so the first inequality follows from
Lemma 34. The second inequality follows because trace-preserving quantum operations
are contractive with respect to the trace distance. The final inequality comes from our
assumption on pLeypp-

The second term on the right hand side of (3.14) is bounded by & from our assumption
on the quantum operation F€. O

Lemma 34. Let prg, 0rg be cq-states on the same classical-quantum Hilbert space Hp @ Hg. Let
E be a set of outcomes of the F register such that min{Pr,(E), Pr,(E)} > 0, where Pr,(E), Pr,(E)
denote the probabilities of obtaining outcome E when measuring pr and oy in the computational
basis. Then, |
lprg — arolls
— <
HPFQIE CrFQIEIll = max{PrP(E),Prg(E)}'

where pro|g and oro| denote the post-measurement state of ppg and orq, respectively, conditioned
on E.

Proof. We use the operational interpretation of the trace norm of two quantum states,
namely, that ||p — ||y = max4Pr(A(p) = 1) — Pr(A(c) = 1), where p and ¢ are arbi-
trary density matrices, and the maximization is over all possible 0/1-valued POVMs A.

Let A, and A, denote Pr,(E) and Pr,(E) respectively. We consider two cases: A, > A,
and A, < A,. Take the first case.

Consider the following two-outcome experiment A that tries to distinguish between
pro and oro. We first measure the F register in the computational basis. If the outcome
E does not occur, we output “0”. Suppose outcome E does occur. Let B be the optimal
two-outcome POVM such that Pr(B(prgg) = 1) — Pr(B(opgie) = 1) = llproie — orgielh-
We then make the measurement dictated by B on the post-measurement state (which is
either prg g Or 0rg ), and output “1” iff B outputs “1”. Then, we have that

lorg — orglli > Pr(A(prg) = 1) — Pr(A(vrg) = 1)
= Ao Pr(B(ppgie) = 1) — A Pr(B(opgie) = 1)
= Ao (llergie — orgiells + Pr(B(orgie) = 1)) — Ao Pr(B(orge) = 1).

Solving for ||prg|r — orgiell1, we get that

llorg — orqlly — B(Ap — Ae) _ llpro — orglli _ llprg — orglla
_ < < <
“PFQ|E UFQIEHI = Ay = A ~ max{A,, A}’

’

where B := Pr(B(0rgg) = 1). In the other case, we have that A, < A,. We can then switch
the order of prg and org in the previous argument, and obtain that

loro — orolli _ llerg — oFollx
— < < .
HPFQIE Cpr|E||1 hS Ay = max{/\p, Ao
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Lemma 35. Let ps 4,8 € D(Ha, @ Ha, @ Hp), and 04,4, € D(Ha, ® Ha,) be such that
P A, A.B IS @ cqq-state, T4, a, 1s a cq-state, and ||pa, 4, — Ca,a,ll1 < € Then there exists a cqg-state
TA1AB € D(HAI @ HAz & HB) such that TA14 = TA1A, and ||PA1AZB — TA1A25||] < \/E

Proof. For notational brevity we will let A = {A;, A2} so pap := p A1A,B and 04 1= 04, 4,.
Let F(p, o) denote the fidelity between two quantum states p and ¢. By Uhlmann’s The-
orem, there exists purifications pag := |¢) 9| and cag = |¢p}¢| of pa and ¢4, respec-
tively, such that F(ps,04) = |(¢|#)| [102]. But by the Fuchs-van de Graaf inequalities,
we also have that F(pa,04) > 1~ |lpa —0all1/2 > 1 —¢/2[102]. Since ||pag — 0aglh =

v 1—|{p|¢)|?, we have that

loag — gaglh < Ve

Let pagr = |6)(6] be a purification of the state p4p. Since pagr and p ¢ are both purifica-
tions of the state p4, there exists a unitary map V that takes the Q space to the BR space
- such that papr = VpapV"'. Define T)pp := VoaqV*. Then, by the unitary invariance of
the trace norm, we have that

lpasr — Tagrllt = IVpagV' — VthoViih
= [V(pag — tao) V'l
= “PAQ - T,'qo_||1

< Ve

Since the trace norm cannot increase when discarding subsystems, we obtain ||pap — T)j3/l1 <
Ve Thp = T4, 4,5 IS NOt guaranteed to be a cqg-state, but we can apply the trace-preserving
quantum map £ that measures the A; system in the computational basis and forgets the
measurement outcome. Let T4, 4,5 := £(T), 4,), and observe that this is a cqq-state. Since
P4, 4,8 is already a cqq-state, pa, 4,8 = £(p4,4,8)- Because trace-preserving quantum maps
are contractive under the trace norm, we obtain ||p4, 4,8 — Ta,4,8/l1 < V& and we are

done. O

3.6 Parameter settings for the VV sub-protocol

For the sake of concreteness, we specify the settings of parameters to be used in the instan-
tiation of Protocol B of [96] in our VV sub-protocol (see Section 3.4). We choose constants
a, > 0 such that 7 < 1/(10 + 8a). These constants are part of the definition of VV and
will remain unchanged for every instance of VV throughout the InfiniteExpansion protocol.

In [96, Theorem 2], the parameter h specifies the min-entropy lower bound of Protocol
B, which in turn governs the length of the seed to Protocol B and length of the output. By
definition Protocol B implemented with parameter  requires at most K172 log>(h) bits
of seed for some fixed constant K (this constant may depend on «, but since « is a global
constant here, we ignore this). When Protocol B is invoked by VV(A4, B, S), we will set

o 1 1/3
h= ZW(L’/ 2 7‘7) , where s := ||, and it follows that Protocol B, with these parameters,

will require no more than |s/2| bits of seed.
We will now discuss parameters relevant to the quantum extractor which will be used

in VV. Let us now define ¢ := h%, C := [100a] and ¢ := ;]; The output of Protocol B is a
bit string of length n := [10log*(t)] - [Ctlog?(t)]. By Theorem 25 there exists a function
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QExt : {0,1}" x {0,1}¥ — {0,1}* that is a (4 +O(log ('—é)) + O(log1/¢), €)-quantum-

secure extractor as long asd > O (logz(n/g) log (’—2')) =0 (Iogs(lz)) =0 (73 |s/2] 737)
That is, as long as d > Ky7° [5/2] ki] for some fixed constant K.

Thus, in specifying the VV sub-protocol and throughout the paper, we will set the fol-
lowing functions, where s is the length of input to the VV sub-protocol:

¢ Min-entropy lower bound of Protocol B:

1/3
h(s) := {ZW(LSDJ"%) J .
¢ Output length of Protocol B:

n(s) := |10C s 4/32(5/(2K‘)’1/3
= 2K .

e Seed length of the extractor:

i(s) = [ 1207 15724

¢ Output length of the extractor/VV sub-protocol:
v(s) := |h(s)/2].
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Chapter 4

Parallel repetition of games with
entangled players: an overview

In this portion of the thesis, we investigate many aspects of parallel repetition for entangled
games.

A two-player one-round game is specified by finite question sets A, )/, finite answer sets
A, B, a probability distribution y over X x ), and a verification predicate V : X x Y x
A x B — {0,1} that determines the acceptable question and answer combinations. The
game is played as follows: a referee samples questions (x,y) € & x ) according to y and
sends x to the first player and y to the second. Each player replies with an answer, a € A
and b € B respectively. The referee accepts if and only if V(x,y,4,b) = 1, in which case
we say that the players win the game. The value of the game, denoted by val(G), is the
maximum winning probability over all strategies where each player’s answer is a function
of their respective question. Mathematically, we define it as follows:

val(G) =sup ) u(x,y) Y V(x,y, f(x),8(y))

f.8 xy ab

where the supremum is over functions f : X — A and g : JJ — B. These functions
constitute the deterministic strategy of Alice and Bob.

A natural operation on a game is parallel repetition: given a game G, its n-fold paral-
lel repetition G” is a game where the referee samples (x1,y1),...,(xn, ¥») independenly
according to G, sends (x1,...,x,) to the first player and (i1, ...,y») to the second player,
who in turn respond with answer tuples (a1, ...,a,) and (by,...,b,). The players win G"
if V(xi,yi,ai,b;) = 1foralli. A fundamental question concerns the relationship between
val(G) and val(G"). Intuitively, if val(G) < 1, then one would expect that val(G") decays
exponentially in n. The starting point of this work is Raz’s parallel repetition theorem [88],
which confirms this intuition:

Theorem 36 (Raz). Let G be a two-player game with val(G) = 1 —e. Then
val(G") < (1—¢%) """, (4.1)
where s = log(|.A| - |B|) and ¢ > 0 is a universal constant.

If the players treat each instance of G in the repeated game G" independently (i.e. use
a product strategy), then clearly their winning probability is at most val(G)". However,
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the players are not constrained to use product strategies, and can use correlated strate-
gies with which they can win G” with probability strictly greater than val(G)" (e.g., as
described in [45, 89]). Raz’s theorem shows that even though such correlated strategies
can offer some advantage compared to product strategies, the players success probability
must decay exponentially with the number of repetitions.

The main application of Raz’s parallel repetition theorem is to the areas of hardness
of approximation and probabilistically checkable proofs. The famous PCP Theorem [6] can be
formulated in terms of two-player games: there exists an g9 > 0 (think of it as being very
tiny, such as smaller than 0.0001) such that it is NP-hard to approximate the (classical) value
of a game G within an additive error of y. The parallel repetition theorem gives a blackbox
method to amplify this inapproximability: we can then conclude that for any ¢ > 0 itis NP-
hard to approximate the classical value of a game G within an additive error 1 — ¢. Since
the value of a game is a number between 0 and 1, this implies strong inapproximability
for games. From this, optimal inapproximability results for various natural optimization
problems can be obtained [52, 38]. Furthermore, the information-theoretic techniques used
in the proof of the parallel repetition theorem have also been heavily used in direct sum and
direct product results in communication complexity [23, 59].

Entangled games. The study of games where the players share entanglement — which
we call entangled games — was initiated in a seminal paper of Cleve, et al [29]. This work
was motivated by both the importance of games in the context of Bell inequalities and
non-locality, as well as the central role of games in complexity theory, a seemingly entirely
unrelated field. The intermingling of computational complexity theory and non-locality
has proved to be a fascinating line of research (see, e.g., [100, 47, 62, 79]).

Now the important quantity associated with a two-player game is its entangled value,
denoted by val*(G). This is the maximum success probability that non-communicating
players can achieve when using an entangled strategy. More precisely, an entangled strat-
egy for Alice and Bob consists of an integer d > 0, a shared entangled state |y) € C¢*¢, and
collections of measurement operations for Alice and Bob individually: Alice has POVMs
{Af}sca for every x € X, and Bob has {B}},cp for every y € V. Since these are POVMs,
wehave) , Af =Tand }, B; = I. Then we define the entangled value to be

val'(G) = sup ) u(x,y) ) (plAT @ Byly) - V(x,y,a,b)
d|pyec?d xy ab
{A3}.(B)}

where the supremum is over a dimension d, a shared entangled state |¢), and measure-
ments for Alice and Bob. From this point on we shall call val(G) the classical value of a
game G, to contrast it with the entangled value of G.

For all games G, the relationship val(G) < val*(G) is always true: this is because for
every deterministic strategy f : X — A, g : ) — B of Alice and Bob, we obtain an “entan-
gled strategy” where the shared “state” is one-dimensional: |) = 1. The measurements
are defined tobe A} = 1iff f(x) = aand Bf; = 1iff g(y) = b. However, for there are games
G for which val(G) is strictly less than val*(G); the CHSH game is one famous example.

Parallel repetition of entangled games. Due to the outsized influence of Raz’s parallel
repetition theorem on the field of classical complexity theory, it became natural to ask
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whether there is an analogue of his theorem for entangled games. That is, for a game G
where val*(G) < 1, does val*(G") decay exponentially with n? We call the assertion that
this is true the Quantum Parallel Repetition Conjecture.

The Quantum Parallel Repetition Conjecture has been studied extensively for many
special classes of games, and has been affirmatively established in each of these classes.
However, whether an exponential-decay bound holds for all two-player games G remains
open. In fact, until the work presented in this thesis, it was not known whether val*(G")
tends to 0 with growing n, if val*(G) < 1.

In this chapter, I will briefly survey the previous results on the parallel repetition of
entangled games. Then, I will give an overview of the parallel repetition results in this
thesis.

4.1 Previous work

XOR games. The parallel repetition of entangled games was first studied by Cleve, et
al [30], who proved that XOR games with entangled players satisfy perfect parallel repetition.
In an XOR game, Alice and Bob output single bits 4, b as answers, and the verification pred-
icate depends only on their questions and the parity a @ b. Though simple, XOR games
actually capture difficult problems in classical complexity theory: Hastad showed that ap-
proximating the value of an XOR game is NP-hard [52]. By perfect parallel repetition, we
mean that for all two-player XOR games G and for all n, we have val*(G") = val*(G)".
Interestingly, this elegant “tensorization” property of the entangled value of XOR games
does not hold for the classical value. This tensorization property comes from the fact that
the entangled value of an XOR game can be exactly expressed as the value of a semidefinite
program (SDP), and the SDP has nice tensorization properties.

Unique games. Next, Kempe, Regev, and Toner studied the parallel repetition of entan-
gled unique games [64]. A unique game G is one where for every question pair (x,y) there
exists a bijection 7y, : A — B such that V(x,y,4,b) = 1if and only if 7ry,(a) = b. The
famous Unique Games Conjecture of Khot [66] asserts, roughly speaking, that for every ¢
and 4 it is NP-hard to determine whether a given unique game G is such that val(G) < ¢
or val(G) > 1 — 6, promised that one is the case. First, [64] showed that approximating the
entangled value of a unique game is polynomial-time computable, thus refuting a quantum
version of the Unique Games Conjecture (unless P = NP). This is again due to semidefinite
programming, although its use is more involved than in [30]. Regarding parallel repeti-
tion, [64] are able to leverage their SDP relaxation for the entangled value of unique games
to prove that val*(G") < (1 —¢?/16)" if val*(G) = 1 — ¢ for a unique game G.

The Dinur-Reingold transformation. Kempe and Vidick proved one of the first gen-
erally applicable parallel repetition results for entangled games [65]. However, is not a
parallel repetition theorem for general entangled games. Rather, they give a method that
transforms a game G with entangled value val*(G) = 1 —¢ < 1 into another game Gpg(,) -
called the n’th “Dinur-Reingold repetition” of G — whose entangled value is polynomially
small in 7 and ¢. Thus the transformation G +— Gpg(,) behaves analogously to G — G';
the entangled value of the output game is much smaller than the entangled value of the
input game.
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This transformation, called the Dinur-Reingold transformation, is simple. First, we as-
sume that the game G is symmetric, meaning that the marginal distribution of each players’
questions are the same (so in particular, they both receive questions from the same ques-
tion set). We can view the Dinur-Reingold transformation as a two-step process: first a
game G is transformed into Gpg, which behaves in the following way:

1. The referee randomly chooses whether to play a “game round”, a “consistency round”,
or a “confuse round”, each with some probability.

2. In a game round, the referee will play the original game G; that is, it will choose
questions (x,y) ~ u and accept or reject using the verification predicate V.

3. In a confuse round, the referee chooses x and y independently from their respec-
tively marginals in y, and sends them to the players. The referee always accepts in a
confuse round.

4. In a consistency round, the referee samples a question x from one of the players’
marginals (which, by the symmetry assumption, is the same for both players), and
sends x to both players. The referee accepts only if the answers of both players match.

Finally, the final game Gpg(y) is simply Gpy, the n’th parallel repetition of Gpg. Clearly,
the transformation G — Gpg(y,) is polynomial-time computable.

However, this transformation is not a general gap amplification technique. In par-
ticular, it isn’t completeness preserving: if val*(G) = 1, it is not necessarily the case that
val®(Gpg(y)) = 1. This is because of the “consistency rounds”: passing the consistency
rounds with probability 1 forces the players to have perfectly correlated answers when
asked the same question. At a high level, this induces a “global assignment” to all the
questions, and thus reduces the players’ strategies to being more classical. Indeed, if
val(G) = 1, then certainly val*(Gpgr) = 1. However, there may be a entangled strategy
with value 1 that cannot be shoehorned to pass the consistency rounds with probability 1.

Nonetheless, for many games of interest, the Dinur-Reingold transformation is com-
pleteness preserving. For example, if the classical value val(G) is equal to 1, then val*(Gpg(s)) =
1. This is useful for multiprover proof systems where, in the “YES” case, the provers can
use some deterministic strategy (based on, say, a satisying assignment to a SAT formula)
to succeed in the protocol with probability 1, but in the “NO” case, we would like to guar-
antee soundness against cheating entangled provers.

The analysis of the Dinur-Reingold repetition of a game G in [65] is quite involved. [t
actually proves something much stronger than just reduction of the entangled value: it
shows that any entangled strategy for Gpg(y) that performs well must have a serial struc-
ture, that is, it plays many of the rounds of G}, in a sequential fashion. Of course, once the
strategy is identified as behaving sequentially, the decrease in game value follows nearly
immediately (intuitively speaking).

Kempe and Vidick also analyze the Feige-Kilian transformation, which is just like the
Dinur-Reingold transformation, except it only has “game rounds” and “confuse rounds”.
It is easy to see that, unlike the Dinur-Reingold transformation, the Feige-Kilian trans-
formation is completeness preserving. However, Kempe and Vidick could only analyze
the Feige-Kilian transformation on projection games, which are games where for every an-
swer of Alice, there is at most one answer of Bob that would be accepted by the referee.
Projection games are the most important types of games considered in hardness of approx-
imation.
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The Feige-Kilian and Dinur-Reingold transformations originated in classical complex-
ity theory. The Dinur-Reingold transformation was used to obtain an alternative proof of
the PCP Theorem [37]. Before Raz’s parallel repetition theorem, Feige and Kilian proved [44]
that one could apply the Feige-Kilian transformation to obtain a gap amplification method
that achieves polynomial decay: the decrease in game value as a function of the number of
repetitions 7 is inverse polynomial, whereas the optimal rate of decrease is inverse expo-
nential. An important conceptual contribution of [44] is that, to obtain gap amplification,
one need not stick with the vanilla parallel repetition technique. It was — and still remains
— a difficult procedure to analyze. Thus, one can try to shortcut the difficulties by changing
the game into a more amenable format first, before using parallel repetition. This foreshad-
ows the core motivation for “anchored games”, one of the contributions of this thesis.

Free games. Up to this point, the proofs of parallel repetition for entangled games have
bore little resemblance to the proof of Raz’s parallel repetition theorem. The analysis
used in Raz’s proof (and most subsequent proofs of parallel repetition [55, 87, 22]) is
information-theoretic, while the previous results used semidefinite programming (in the
case of [30, 64]), or proved stronger structural results about the players’ strategies (in the
case of [65]). However, the SDP techniques appear limited to special classes of games, and
the analytical techniques of [65] depend heavily on the extra consistency/confuse ques-
tions of the Feige-Kilian/Dinur-Reingold transformations. One would hope that the tools
of quantum information theory would be as efficacious in solving the general quantum
parallel repetition problem as classical information theory was for classical parallel repeti-
tion.

In 2014, the first information theory-based proofs of parallel repetition for entangled
games emerged. Chailloux and Scarpa [24], simultaneously with Jain, Pereszlényi, and
Yao [61] proved the Quantum Parallel Repetition Conjecture is true for free games. In a
free game, the questions to Alice and Bob are independent of each other. Specifically, they
prove:

Theorem 37 (Parallel repetition for free entangled games [24, 61]). Let G be a two-player game
with product question distribution p(x,y) = ux(x) % py(y) and entangled value val*(G) =
1 — &. The entangled value of the n-fold repetition is upper bounded by

Val*(G") < (1 - ec‘)ﬂ(n/s),
where s is the length of the players’ answers in G, and ¢ < 3 is some universal constant.

The proof of Jain, et al. [61] bears the strongest resemblance to the proof strategy of
Holenstein in [55]. In [24], Chailloux and Scarpa adopt an interesting communication-
complexity based approach. Ultimately, when viewed in the right way, both [61] and [24]
prove Theorem 37 in essentially the same way.

Projection games. An exponential-decay parallel repetition theorem for projection games
was proved by Dinur, Steurer, and Vidick [39]. This work is the quantum extension of
the work of Dinur and Steurer [38], who develop an analytical framework for proving an
improved parallel repetition theorem for projection games, leading to optimal inapprox-
imability for the SET COVER problem. The analytical framework of Dinur and Steurer is
very different from the information theoretic approach of Holenstein. They introduce the
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quantity val;(G) of a game, which is a relaxation of the game value val(G), meaning that
val;(G) > val(G). The benefit of dealing with this relaxation is that it is multiplicative,
meaning that val, (G?) = val(G)?. The key insight is that val,(G) is a good approxi-
mation of val(G), and thus this implies that val(G") = val(G)", thus proving the parallel
repetition bound.

This framework lifts beautifully to the quantum setting: Dinur, Steurer and Vidick
define the quantum analogue of val,(G), denoted by val’ (G), and show that this too
is a good approximation of val*(G) with better-behaved multiplicativity properties. An-
other key contribution of their proof is quantum correlated sampling technique. This is the
quantum analogue of classical correlated sampling, which is an integral part of Raz’s and
Holenstein’s proofs of parallel repetition.

It is an intriguing question for whether this framework can be used to analyze general
games, even in the unentangled setting. However, the analytical framework seems quite
tailored for projection games.

4.2 Parallel repetition of games without entanglement

Before delving into parallel repetition for games with entangled players, it is useful (and
perhaps necessary) to consider how parallel repetition for games with unentangled players
is proved.

The difficulty of proving that val(G™") decreases with n for a game G such that val(G) <
1 is that sometimes val(G") does not decrease from val(G) at all! This phenomenon is
succinctly illustrated by the following example, called Feige’s Counterexample (which is a
simplification of Fortnow’s counterexample [48]). This is a two-player game G for which
val(G) = 1, but val(G?) = 1. This immediately shows that the naive guess that val(G") =
val(G)" is incorrect.

4.2.1 Feige’s Counterexample

In this game, Alice and Bob get uniformly random bits x, y respectively. Alice outputs (7,a)
and Bob outputs (j, b). The outputs i and j indicate “Alice” or “Bob”. In order to win, it
must be that i = j, and if i = j = “Alice”, then 4 must be equal to b must be equal to
x. Otherwise, if i = j = “Bob”, then a must be equal to b must be equal to y. In other
words, in this game, the players have to agree on whose input they’re talking about, and
both players must output a guess for that players’ output. The value of this game is equal
to 3; this is because at least one player must be guessing the other person’s input, and can
succeed with probability at most . On the other hand, the deterministic strategy where
both players output (“Alice”, 0) suceeds with probability 3.

In the repeated game G?, Alice gets two inputs (x1,x2), and Bob gets (y1,2). Now
consider the following strategy: For the first game, Alice outputs (“Bob”, x2) and Bob
outputs (“Bob”,y1), and for the second game, Alice outputs (“Alice”, x,) and Bob outputs
(“Alice”, y1). The probability that Alice and Bob win the first game is 1, because we require
that x, = y;. Conditioned on this event, however, Alice and Bob will win the second game
with certainty, and thus val(G?) = 3.

Observe that this strategy is a non-product strategy: to play the first game, Alice uses
her input from the second game, which ostensibly has no business with the first game
whatsoever! This non-product structure is necessary, however; any product strategy can

62



succeed with probability at most val(G)?. The existence of these non-product strategies
for games is the confounding difficulty for parallel repetition, because they disrupt the
original independence between games.

4.2.2 How to prove parallel repetition

Let us delve more deeply into the difficulty presented by non-product strategies. Let G
be an arbitrary two-player game where val(G) < 1, and we have val(G") > val(G)" for
very large n. For now we will be somewhat informal and leave “>>” and “very large”
unquantified.

Fix an optimal strategy for G". This is a pair of functions f" : X" — A" and gl :
y* — A" We will work in the probability space induced by the choices of random choices
of questions (x1,¥1), ..., (Xu,yn), all drawn independently from the question distribution
i. Let W; denote the event that, using the optimal strategy, the players win the i'th coordi-
nate. Then, via the chain rule:

val(G") = Pr(Wy A -+ - AW,) = Pr(W;) - Pr(Wa W) - - - Pr(Wy [Wu_1 A - -~ AWL).  (4.2)

The probability Pr(W; ) must be bounded above by val(G): if the players had a strategy for
G" where the first coordinate was won with probability strictly greater than val(G), then
the players could use the following strategy to play single-shot game G: given inputs (x, ),
Alice pretends x; = x, Bob pretends y; = y, and using public randomness, Alice and Bob
sample (x2,¥2),...,(xn,yn) independently from p. Then, Alice computes (a1,...,4,) =
f[”] (x1,...,xy) and outputs a;. Bob computes (by,...,b,) = g[”] (1,---,¥n) and outputs
by. It is not difficult to see that the probability Alice and Bob win is precisely equal to
Pr(W;). But this is a contradiction, since this implies that we have a strategy for G that
does better than val(G).

However, the fact that val(G") > val(G)" implies that, for an average i, the quantity
Pr(W;|W.;) is significantly closer to 1 than itis to val(G), where W.; = Wi_1 A - - - AW;. We
cannot use the argument from the previous paragraph to obtain a contradiction, however.
In Feige’s counterexample, say, we have that Pr(W2|W;) = 1. Now we need to use that the
number n of repetitions is large. Essentially, we need to derive a contradiction from the
fact that Pr(W;|W_;) is large for many coordinates 1. :

To obtain a contradiction, we wish to construct a strategy for the single-shot game
G that “embeds” it into an average coordinate i in the repeated game G", conditioned on
the event W,;. By this, we mean that, on input (x,y), Alice and Bob first pretend that
(xi,¥i) = (x,y). Using a combination of public and private randomness, they sample “fake
questions” (x_;, ;) in such a way that the resulting distribution on (x1,y1),..., (Xn, ¥n),
is close to their distribution in the game G" conditioned on the event W_;. Clearly, if they
are able to do this, then using the strategy (f!"], gl"}) on these fake questions and (x;,y;),
the probability they produce answers that win the ith round will be close to Pr(W;|W_;).

The main difficulty, now, is that conditioning on the event W.; introduces correlations
across coordinates. For example, even though y; was originally independent of y_;, in the
event W_;, they may no longer be independent. Thus, Alice and Bob cannot jointly sample
(x_i,y—i) conditioned on W_;, because otherwise Alice could “know” something about y;
through y_;, which would violate the non-communication property. That is, the event W_;
introduces some spurious dependencies between the players” questions, as well as across
coordinates.
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In the actual analysis, the event we will condition on will not be W_; in general, but
some event We = Ajcc W; for some subset C C [n]. The subset C will be chosen in a way
such that Pr(W;|W¢) > val(G) (that is, it is much closer to 1 than it is to val(G)) for most
i€ [n]\C.

Dependency-breaking variables. The solution by Holenstein is to use so-called dependency-
breaking variables [55] (though he did not use that name in his paper). Suppose the the play-
ers want to embed the game G into the ith coordinate of G”, conditioned on an event Wc.
We shall use Px«yn 45 to denote the global probability distribution of the players” ques-
tions and answers in the game G”, when they use the strategy (fI"], ¢/"1). A dependency-
breaking variable R is one such that we have the factorization

PxviaBrwe = Pxxvwe X Prixviwe X Paxirwe X Pjvirwe. 4.3)

where Px.y, 4,8,rjw. Tepresents the joint probability distribution of the players’” questions
and answers in the i’th coordinate, as well as the dependency-breaking variable R (to be
defined later), conditioned on the event Wc.! I call this factorization the Usefulness prop-
erty of the random variable R.

The first important lemma to use is that, for an average i, the distribution Py y,w. =~
Px.v,, where by “~” we mean closeness in statistical distance. The intuition behind this is
this: since we are assume that val(G") is “too large”, this implies that the probability of W¢
is also “too large”. The following, which we call Raz’s Lemma, formalizes this: it states that
in a probability space where the random variables Uy, Uy, . . ., U,, are initially independent,
after conditioning on a “not-too-small” probability event E, the marginal distribution of a
typical U;|E is close in statistical distance to U;:

Lemma 38 (Raz’s Lemma, basic version [55]). Let Uy, ..., U, be independent random variables
in a probability space. Let E be an event in the probability space. Then

1& 1 1
kd ~Pyylh < /= log 5=
n lzzl ”PU,'IE ux”l = n log P(E)

Thus in the factorization (4.3), Px,y,jw,. can be replaced by Py.y, with small error, but
notice that Py,y, is simply the original game distribution p.

Now suppose that, upon receiving questions (x,y) ~ u, Alice and Bob were able to
jointly sample r from the distribution Pg;x,y,w.- Then, the factorization (4.3) implies that
Alice and Bob would be able to sample from P, g x,~xv—yr=rwe = Pa|X=xR=rWc X
PB,|v,=y,R=r,W., because Alice can sample A; independently of Bob, and Bob can sample
B; independently of Alice.

The joint distribution of their questions and answers is:

Px:v; X Prix,viwe X Pajxirwe % Prjvirwe = Pxiviwe X Prixvwe X Pas|xvrwe
= PXiYiRAiBich

where in the first approximation we used Raz’s Lemma and the factorization of (4.3). The
probability of the event W; in the the latter distribution, however, is equal to Pr(W;|W¢) >
val(G). We have arrived at a contradiction, because we have just described a strategy

!The semantics of the P notation are covered in Chapter 2.
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(assuming that Py x,y.w. is jointly sampleable by Alice and Bob) for the game G that wins
with probability greater than val(G).

The remaining question is how the dependency-breaking variable R is sampled. While
it will not be true that Pgx v,y is exactly jointly sampleable, it will be approximately so. The
dependency-breaking variable will satisfy what I call the Sampleability property: using
the fact that Pr(Wc) is too large, we will get that Pgxyw. ~ Prix,w. = Prjyw.- Thatis,
the distribution of R conditioned on the event W is independent of one player’s question,
when conditioned on the other’s question. This implies that the players are able to jointly
sample a consistent R that's approximately distributed according to Py x,y,w., due to the
correlated sampling lemma, mentioned earlier:

Lemma 39 (Correlated sampling [55]). Let P and Q be distributions over a universe U such
that P =, Q. Then there exists a no-communication protocol where Alice and Bob, using public
randomness, output samples p and q respectively such that the marginal distribution of p is P, the
marginal distribution of q is Q, and the probability that p = q is at least 1 — O(¢). Furthermore,
Alice’s actions only depend on P, and Bob’s actions only depend on Q.

Proof. Alice and Bob use an infinite amount of shared random bits, and interpret the ran-
domness as an infinite sequence of (ay,u1), (a2, u2),. .., where each (a;, ;) is uniformly
distributed in [0,1] x U. Alice outputs the first sample u; such that a; < Prp(u;). Bob
similarly outputs the first 1y such that a, < Prq(uy). Clearly, Alice’s output is distributed
according to P, and Bob’s output is distributed according to Q. The probability that j < k
is if 4; falls in the region where Prp(1;) > Prq(u;); similarly, the probability that j > k is if
ay falls in the region where Prq (i) > Prp(uy). This probability this happens is at most

Y [ Pr(u) — Pr(u)| =2||P - Q|; < 2.
ueld P Q

a

The players can use the correlated sampling protocol from Lemma 39 to jointly sample
from Pgix,yw.: Alice’s output will be distributed according to Pg x,w., and with proba-
bility 1 — O(e), Bob’s output will be the same as Alice’s, where € = ||Pgjx,w. — Prviwclli-
But P x,w, is close to Pgx,y.w., so therefore Alice and Bob’s sample will be consistent and
approximately distributed correctly with high probability.

Thus, given a dependency-breaking variable R satisfying the Usefulness and Sam-
pleability properties, we would obtain a contradiction, therefore implying that Pr(We)
(and thus val(G")) cannot be too large. All that remains is to exhibit such a variable R.

In words, the variable R is defined as follows: it fixes the questions and answers for
Alice and Bob for the coordinates indexed by the subset C. Then, for every other coordinate
j € [n]\(CU {i}), R will fix either X; or Y; with equal probability, and leaves the other
question unfixed.

Formally, we define R = (X¢,Yc, Ac,Bc, ;). The variables Xc, Yc, Ac, Bc corre-
spond to the players’” answers and questions in the C-coordinates. The variable ()_; con-
sists of a sequence of coordinate variables (); for j € [n]\(C U {i}). Each O; = (D;, M;),
where D; is uniformly distributed in { Alice, Bob}, and

T Y] if D] — Bob.
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That is, the variable M; is coupled to either X; or Y}, depending on the value of D;.
Proposition 40. R satisfies the Usefulness and Sampleability properties.

Proof. The proof of this can be found in, e.g., [55]. We remark that this proof crucially relies
on the fact that (a) there are two players, and (b) the players’ strategies are deterministic.
(|

The idea of defining a dependency-breaking variable in this way (i.e., fixing at least one
out of two questions in every coordinate) originates from the seminal work of Bar-Yossef,
et al. [7] in their information-theoretic proof of the linear lower bound on the communi-
cation complexity of DISJOINTNESS. Since then, this idea of using a dependency-breaking
variable has been used in all information-theoretic proofs of the parallel repetition theo-
rem [55, 87, 22].

Astute readers may notice something that I have swept under the rug: what is this
index i? All statements I have made above are true for an average i. When Alice and Bob
try to play this embedding strategy, they will first randomly choose an index i € [n]\C,
and proceed from there.

4.3 Parallel repetition of games with entanglement

The preceding discussion on the proof of the (classical) parallel repetition theorem serves
as the starting point for the following treatment of parallel repetition of entangled games.
While we don’t yet have a direct analogue of Raz’s parallel repetition theorem for all en-
tangled games (at least, not with exponential decay), we will use key ingredients from the
classical proof in the results of this thesis.

We record some basic observations. First, we have the trivial inequality val*(G") >
val*(G)". Next, Feige’s counterexample is still a counter-example even with entangled
strategies: val*(G2,, ) = val'(Greige) = 1. Thus, use of non-product strategies in parallel
repeated games is still a source of difficulty in the entangled case.

We wish to prove a parallel repetition bound along the same lines: suppose that val*(G") >
val*(G)". Fix an optimal entangled strategy for G” (we call this the “repeated strategy”),
which consists of a shared entangled state |¢) and measurements for Alice and Bob. There
exists a set of coordinates C C [n] that is not too large such that, for an average i, Pr(W;|W¢) >
val*(G), under this optimal strategy. We wish to extract from the repeated strategy a strat-
egy for the single-shot game G where the players attempt to embed their question (x, y)
into the i"th coordinate of the game G", conditioned on W, and thus win with probability
greater than val*(G), a contradiction.

The issue is this: when Alice and Bob receive x and y respectively, they will try to play
the optimal repeated strategy for G” conditioned on X; = x, ¥; = y, and the event W¢
as before. However, to play this conditioned repeated strategy, it no longer suffices for
the players to sample fake inputs (x_;, ;). The probability space in the game G” now
involves the results of measurements made by the players on their shared entangled state
|$), which in general is not a deterministic function of their questions. Thus, conditioning
the probability space on the event W¢ corresponds to “conditioning” |¢) on the W —it is
not clear a priori what this means.

Ultimately, though, the players need to have access to some sort of shared entanglement
|®y,y) that “simulates” the environment in G" corresponding to the event W¢ and X; =
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x,Y; = y. We call the |®y ) dependency-breaking states. Each of [61, 24, 39, 27, 11, 105]
all explore different ways to define dependency-breaking states, and different methods to
analyze them. At a high level, though, they all argue for analogues of the Usefulness and
Sampleability properties:

1. Usefulness: Given |®, ,) which is shared between Alice and Bob, Alice can perform
a measurement depending on x on her part of the state, Bob performs a measurement
depending on y on his part of the state, and the joint distribution of their measure-
ment outcomes will be distributed close to P4, |x.—x y,=yw-

2. Sampleability: There exists a shared entangled state |®) and unitaries Uy, V, such
that U, @ V,|®) is close in trace distance to |®y ).

The Sampleability property implies that, given question pair (x,y), Alice and Bob can
start with the shared state |®) and apply local operations to generate an approximation
of |®,,), in analogy with the correlated sampling procedure in the classical case. Once
they have the approximation of |®,,), the Usefulness property implies that Alice and Bob
are able to make measurements that produce answers for the i"th game conditioned on
X; = x,Y; = y, and the event W¢. Assuming val®(G") is too large, this will imply that
Alice and Bob can win G with probability better than val*(G), a contradiction.

Sampleability is generally the more difficult property to establish. The bulk of the
technical work in the chapters to follow will be focused on establishing the Sampleability
property for some family of dependency-breaking states.

4.4 Summary of results

4.4.1 Parallel repetition for free entangled games, improved

The first result on quantum parallel repetition that I will present is about “free games”
with entangled players. In a free game, the players’ questions are chosen independently
of each other. In [27], Kai-Min Chung, Xiaodi Wu and I gave improved parallel repetition
theorems. We showed that for a free game G with quantum winning probability 1 — ¢, the
quantum winning probability of G" is at most (1 — ¢/2)?(") 2 Interestingly, there is no
known classical analogue of this theorem: the best parallel repetition theorem we have for
classical free games is that the winning probability of G” is at most (1 — €2)(") [8]. This
suggests that classical games and quantum games might behave differently under parallel
repetition.

We obtain our improvements by exploiting a novel connection between quantum com-
munication protocols and parallel repetition, first explored by [24]. In our analysis, we use
the fact that the communication problem of DISJOINTNESS can be solved using quantum
communication with only O(v/N) qubits of communication (while classically it requires
Q(N) communication). The quadratic speedup in communication is what allows us to
improve € to &3/2 for our upper bound. More generally, our result unlocks a richer tool-
box for the field of hardness amplification, where one can use communication complexity
results in a black-box fashion to obtain better theorems.

ZFor simplicity of exposition, I omit the alphabet dependence in the exponent.
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4.4.2 Gap amplification for general entangled games via anchoring

Next, this thesis will present work conducted with Mohammad Bavarian and Thomas
Vidick, in which we prove a quantum parallel repetition theorem for a new class of games
which we call anchored games [11]. The significance of this class of games is that they are
“universal” in that any game G can be easily transformed into an equivalent anchored game
G, , but now we can show that G, the n-fold parallel repetition of G, satisfies a parallel
repetition theorem. More precisely, we prove the following:

Theorem 41. There exists a polynomial-time computable transformation, called anchoring, that
transforms any k-game G to a k-player game G | with the following properties: if val*(G) = 1—¢,
then val*(G.) = 1 — &/2. Furthermore, for all integer n > 1,

val*(Gl) < (1 &)%/°
where cy is a universal constant depending on k and s is the length of the players’ answers in G.

The anchoring transformation is very simple to describe: the referee samples a question
tuple for the k players as he would in the game G; but then for each player 7, he indepen-
dently chooses with some probability to erase the player i’s question and replace it with
a dummy symbol “.”. If at least one player receives a dummy question, then the referee
automatically accepts, regardless of the players’ answers. Otherwise the referee accepts or
rejects based on the verification predicate of the original game G. This transformation
is a simplification of the Feige-Kilian/Dinur-Reingold transformation described above.
Furthermore, the transformation is completeness-preserving (unlike the Dinur-Reingold
transformation used in [65]).

The anchoring transformation, combined with parallel repetition, yields an efficient
gap amplification technique for entangled games with exponential decay, and in fact is the
first such result for arbitrary entangled games — recall that the parallel repetition result of
Kempe and Vidick, in addition to not preserving completeness, only obtains polynomial
decay. '

Although the transformation G ~ G" is the canonical gap amplification procedure,
one of the contributions of the classical work of Feige and Kilian is the idea that, for hard-
ness of approximation purposes, the hardness result doesn’t require that the output of a
gap amplification procedure be G" exactly. Our anchoring parallel repetition result carries
this idea over to the entangled games setting. While we still don’t know that G — G” (i.e.,
standard parallel repetition) achieves exponential gap amplification (in the next section,
we see that it achieves polynomial gap amplification), as far as gap amplification is con-
cerned, it is no longer necessary to prove this: the transformation G — G, + G does the
job.

We also prove a threshold version of our parallel repetition theorem:

Theorem 42. Let G be a k-player game with val*(G) = 1 — ¢, and let G, be the anchored version

of G as in Theorem 41 with val*(G.) = 1 — €/2. Then for all integer n > 1 the probability that in
the game G’} the players can win more than (1 —&/2 + y)n games is at most

(1 . 79/2)Ck’1/5

where cy is a universal constant depending on k and s is the length of the players’ answers in G.
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Another feature of our anchoring repetition is that it allows us to analyze games with
more than two players. Even in the setting of classical games (i.e. the players are unen-
tangled), it is a major open problem for whether Raz’s parallel repetition theorem can be
extended to more than two players. Here, the anchoring transformation sidesteps many
of the difficulties that occur when studying multiplayer games, and allow us to obtain a
universal gap amplification technique for them.

4.4.3 A parallel repetition theorem for general entangled games

While Theorem 41 gives a gap amplification result that works for all entangled games
and has exponential decay, the original Quantum Parallel Repetition Conjecture remains
as a fascinating scientific question about the limitations of quantum entanglement. As
mentioned before, one might have wondered whether there exists a game G such that
val*(G) < 1, but for all n the entangled value of G" is lower bounded by some constant §
independent of n!

The last result of this thesis argues that this cannot happen. I show that for all nontrivial
entangled games G (i.e. val*(G) < 1), the entangled value of G" must converge to 0.
This resolves a weaker version of the Quantum Parallel Repetition Conjecture for general
games. Quantitatively, the result is the following:

Theorem 43. Let G be a two-player one-round game with val*(G) = 1 —¢cand n > 0 be an
integer. Then,
val*(G") < cge™Vn1/4

where cg is a constant that depends on the game G, and “<” denotes less than, up to logarithmic
factors in n.

This shows that the entangled value of G" must decay at a polynomial rate with n. Im-
proving this result to achieve exponential decay, and thus the full quantum analogue of
Raz’s Quantum parallel repetition theorem, is still open.

4.5 Application of quantum parallel repetition to the Quantum
PCP Conjecture

Just as the the classical parallel repetition theorem was useful for proving hardness of ap-
proximation results, one might expect that a quantum parallel repetition theorem would be
useful for proving quantum hardness of approximation results. However, we do not (yet)
have a Quantum PCP theorem; as of writing this is an active field of research. Further-
more, while the classical PCP theorem has three equivalent formulations — one in terms of
probabilistically checkable proofs, one in terms of hardness of approximation, and one in
terms of games — the corresponding formulations of the Quantum PCP Conjecture are not
known to be equivalent to one another. Thus parallel repetition may not play the same
role in the Quantum PCP setting as it does in classical setting.
The following is the most standard formulation of the Quantum PCP Conjecture:

Conjecture 44 (Quantum PCP Conjecture, constraint satisfaction formulation). Let k > 2
be an integer. There is a constant ¢ > 0 for which the following problem is QMA-hard:
Given a,b € [0,1] such that a — b > v, and a k-local Hamiltonian H = Hj + - - - + Hy,
acting on n qudits of local dimension d, with each term H; satisfying ||H;|| < 1, decide
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whether the smallest eigenvalue of H is at least a or at most b, promised that one is the
case.

This problem is known as the k-LOCAL HAMILTONIAN problem with constant promise
gap, where by promise gap we mean the gap -y between the thresholds 4 and b.> When the
promise gap is only required to be inverse polynomial in n, then the problem is known
to be QMA-complete [67]. This problem is the quantum analogue of the k-CONSTRAINT
SATISFACTION problem, where given a collection of k-ary constraints over a set of vari-
ables, one has to decide whether the minimum fraction of unsatisfiable constraints is at
least some number 2 or at most some number b. Since the classical PCP theorem can be
formulated as establishing the NP-hardness of solving the k-CONSTRAINT SATISFACTION
problem with a constant promise gap, it is natural to call Conjecture 44 the Quantum PCP
Conjecture.

However one can consider a games version of the conjecture:

Conjecture 45 (Quantum PCP Conjecture, games formulation). There exists a constant
v € (0,1) and integers s > 1,k > 2 for which the following problem is QMA-hard: Given
a,b € [0,1] such that 2 — b > -, and a k-player game G where each player answers with s
many bits, decide whether val*(G) > a or val*(G) < b, promised that one is the case.

When val®(-) is replaced with val(-), the above conjecture is exactly equivalent to the
classical PCP theorem. It was proved by [100] that the problem of approximating the en-
tangled value of a game is at least NP-hard.

For the remainder of this chapter, we shall refer to Conjecture 44 as the “CSP qPCP
Conjecture” (or simply CSP qPCP), and Conjecture 45 as the “games qPCP Conjecture” (or
simply games qPCP).

It is not known whether CSP qPCP is equivalent to games qPCP, although partial
progress has been made to address this question. Fitzsimons and Vidick showed that the
k-LoCcAL HAMILTONIAN problem with inverse polynomial gap can be polynomial-time
reduced to the problem of approximating the value of a game within an inverse polyno-
mial additive error [46]. The type of games they reduce to involve a quantum verifier
interacting with entangled players, with the verifier asking classical questions but receiv-
ing quantum answers. Later, Ji gave an efficient reduction to games where the verifier and
the communication is completely classical [62]. However, none of these reductions are gap
preserving; even if the starting local Hamiltonian instance had a constant promise gap, the
resulting game only has an inverse polynomial gap. Natarajan and Vidick recently gave
a gap preserving reduction from the LOCAL HAMILTONIAN problem to the problem of
estimating the value of a game [79]. This would show that constraint satisfaction version
of the Quantum PCP Conjecture implies games version, except that their reduction is not
efficient: the size of the game (as measured by the number of questions) is exponential in
the original local Hamiltonians instance size. However the pace of progress is rapid, and I
expect that researchers will discover an efficient gap-preserving reduction soon.

As for the other direction — whether the games qPCP implies CSP qPCP - very little
is known, aside from some restricted results of [49]. One of the barriers to proving this
direction is that there is no general upper bound on the amount of entanglement needed to
play any game optimally. For instance, it is not known in general whether there is any limit
on the size of the entanglement needed to optimally play any particular game G! In fact,

3We won't give a formal definition of what a local Hamiltonian is; we point the reader to [3] for more
details.
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there is evidence that there are games G that require an infinite amount of entanglement in
the optimal strategy [72]. Another significant barrier is that we do know if the entangled
value of games is (approximately) computable! A reduction (even a horribly inefficient
one) from computing the entangled value of a game to approximating the ground energy
of a local Hamiltonian would establish the first upper bound on the complexity of games.

Though neither Conjecture 44 nor Conjecture 45 looks anywhere close to being re-
solved, we can nonetheless explore the consequences if they were true. We end this chapter
by giving a simple application of our parallel repetition for anchored games: assuming the
truth of Conjecture 45, we can boost its hardness to any desired gap between completeness
and soundness:

Proposition 46. If Conjecture 45 is true, then for all 5 > 0O the following problem is QMA-hard:
given a description of a k-player game G with answer size that depends only on o, distinguish
between whether val*(G) > 1 — 6, or val*(G) < 4, promised that one is the case.

Proof. Let 0 < b < a < 1 be a promise gap satisfying the conditions in the proposition
statement. Define @’ = (1+ 3a)/4, and ¥’ = (1 + 3b)/4. Consider the following reduction:
given a description of a k-player game G, promised that either val*(G) < b or val*(G) > g,
outputs the description of the following threshold game GY=": the referee plays G, the t-
fold repetition of G, the anchored version of G, but instead accepts iff the players win at
least T := (a’ — “’———Z——b/)t games. We set parameters A = (a' —b')/4and t = - KZE" ‘In},
where s is the length of the players” outputs in G, and ¢ is the universal constant from
Theorem 42.

We get that if val*(G) > a, then val*(G,) > a’. One strategy for G}=7 is for the players
to play each coordinately independently using the optimal strategy for G, . By a Chernoff-
Hoeffding bound, the probability that they win at least T games is at least

val*(G"27) > 1 —exp(—tA?/2) > 1 4.

Otherwise, val*(G) < b. Applying Theorem 42, we get that

crt/s < 5.

val*(G¥Z7) < (1 - 4%/2)
Observe that this reduction is efficient: the size of the description of G%=7 is O(|G|"); since
Conjecture 45 is true, this means thata’ — ' = Q(a — b) = (1), and thus since é and s are
constant, # is constant. The answer size of the new game is O(1), still. Thus the reduction
runs in time polynomial in the input instance size, so if there were an algorithm that could
distinguish between val*(G"=7) > 1 — § or val*(G"27) < 4, then this would distinguish
between whether val*(G) > a or val*(G) < b, respectively. a

We point out that we used two features of the anchoring transformation: first, that it
allows us to analyze the repetition of arbitrary k-player games; second, it yields threshold
theorems for parallel repetition.

Finally, we refer the reader to [3] for a more in-depth survey on the Quantum PCP
Conjecture.
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Chapter 5

Improved parallel repetition for free
entangled games

This chapter presents work that was conducted jointly with Kai-Min Chung and Xiaodi
Wu, and appeared in the Conference on Computational Complexity in 2015 under the title
“Parallel repetition for entangled k-player games via fast quantum search” [27].

5.1 Introduction

The first information-theoretic proofs of parallel repetition for entangled games appeared
in the independent works of Chailloux and Scarpa, and Jain, et al. [24, 61], for the class of
free games. In a free game, the question distribution y is a product distribution. They prove
the following theorem:

Theorem 47 (Parallel repetition for free entangled games [24, 61]). Let G be a two-player free
game with entangled value val*(G) = 1 — &. The entangled value of the n-fold repetition is upper
bounded by

Val*(G") < (l . EC)Q(n/s)’

where s is the length of the players” answers in G, and ¢ < 3 is some universal constant.

In [24, 61], the constant ¢ was proved to be at most 3. In [25], Chailloux and Scarpa gave
a tighter analysis and showed that ¢ = 2, matching the best classical parallel repetition
theorem for free games by Barak, et al. [8].

We improve upon Theorem 47, and prove the following:

Theorem 48. Let G be a two-player free game with entangled value val’ (G) = 1 — ¢. Then, for
n = Q(slog(1/¢)/e¥?),
Val*(cn) < (1 _ £3/2)0()2/5’)

where s is the length of the players” answers in G.
The difference between Theorem 48 and Theorem 47 is that the rate of parallel repetition
for entangled free games is faster: the base of the bound on val*(G") is 1 — £/2, which is

smaller than 1 — 2. Thus the rate at which val*(G") goes to 0 is faster than what is known
for the case of classical players!
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The proof of Theorem 48 exploits a connection between parallel repetition and commu-
nication complexity that was developed in [24].} Our analysis uses a quantum communi-
cation protocol that performs a version of distributed unstructured search (i.e. searching
for a 1 in a bitstring). The improvement of the base from 1 — €2 to 1 — £€¥/2 comes from the
fact that the unstructured search problem on N bits can be solved by a quantum algorithm
using only O(v/N) queries. We discuss this in more detail in the next section.

5.1.1 Parallel repetition and communication protocols

At a high level, most proofs of parallel repetition proceed via reduction. Let G be a two-
player free game with verification predicate V(x,y,a,b). If there were a strategy for the
repeated game G” that wins with too large probability, then one can transform this re-
peated strategy to a strategy for the single-shot game G with success probability larger
than val*(G), which would be a contradiction.

As discussed in Chapter 4, the proof strategy is to define an appropriate ensemble of
dependency-breaking states |®y, ) that are both Useful and Sampleable. Generally, the goal
is to create advice states that closely mimick the joint state of the players during an actual
execution of the repeated strategy, conditioned on the event of winning a sizable fraction
of coordinates.

Consider an optimal entangled strategy for G” that uses shared entanglement |¢) and
measurement operators A%, and B’y’:: for every x",y",a", b" (question and answer tuples for
the n parallel coordinates). In both [61] and [24], the dependency-breaking states |®,,) are
defined as the result of an multi-step protocol. Alice and Bob first start with the state

Y/, ) ey @ () EABe @ [yryny T

x"/y?l

where Alice has registers X"X"E4, and Bob has registers EgY"Y". This represents the
state of Alice and Bob before the start of the game G", where their questions are given
in superposition. Alice and Bob then apply the measurements from the optimal strategy,
recording their measurement outcomes coherently:

). pn(xn,ym) |y XX @ ’(l]xnynanhn)EAEB ey @ a4 (5.1)
x",y“,a"/b”
where [Pynyngmpn) = /A% ® 4/ B;;i |¢) is the (subnormalized) post-measurement state of

l¥)-

In both [61] and [24], the dependency-breaking state |®,y) is defined to be (5.1) condi-
tioned on the event W of winning all the coordinates in a subset C C [n],and X; = x,Y; =
y for some i.

However, [24] view this as the result of a communication protocol between Alice and Bob,
where Alice sends her questions and answers for the coordinates in C to Bob so that Bob
can compute the indicator for whether they succeeded in those games (i.e., they compute
the event Wc). They define the dependency-breaking state |®,,) to be the final state of
Alice and Bob after this communication protocol, conditioned on Bob’s computation of the

IThis connection was also presented in greater generality by Parafes, Raz, and Wigderson in [83] for
classical parallel repetition.
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indicator for the event W, and Alice’s i"th question is x, and Bob’s i"th question is y.

If C is small, then the communication cost is small. Chailloux and Scarpa use this fact
to argue that the dependency-breaking states are Sampleable: since the communication
from Alice to Bob was small, and we're assuming that the probability of the event W¢
is too large (because val(G") is too large), the amount of information that Bob has about
Alice’s question in an average coordinate i is very small. Similarly, Alice’s information
about Bob’s i’th question is very small. We fix an i such that this is the case. This implies
the existence of unitaries Uy, V, and an initial state |®) such that Uy @ V,|®) = |®y,). The
error in the approximation, which affects the final parameters of the parallel repetition
theorem, is ultimately determined by the communication cost of this protocol.

Although the proof of [61] shows that this communication complexity perspective
is not necessary to achieve the parameters of Theorem 47, we take this communication
paradigm further to obtain a quantitative improvement: we show that if Alice and Bob en-
gage in a two-way communication protocol, they can approximately compute the indicator
for W¢ using less communication than the simple protocol given above. Conditioning the
final state of the protocol on this approximation of W¢ yields dependency-breaking states
|®.y) that can be better approximated by U, ® V,|®) for some unitaries U, and V, —and
hence yield better parameters for the parallel repetition.

The idea for the communication protocol is simple: Alice and Bob run a distributed
version of Grover’s search algorithm to search for anindex j € C such that V(x;,y;, a;,b;) =
0. If any such index exists, then Alice and Bob conclude that W¢ did not occur. Otherwise,
they conclude that W did occur.” Roughly speaking, the communication complexity of
this protocol is O(+/|C]), whereas the communication complexity of the simple protocol
in [24] is ©(|C]). This quadratic savings in communication is precisely what allows us to
improve the base of the repeated game value from 1 — & to 1 — £3/2.

At the moment, we do not see a way to generalize the proof strategy of [61] to get this
quantitative improvement.

Our use of quantum search in the protocol to generate the advice states gives a generic
way to improve the reduction for arbitrary free games. However, one could also use this
technique to prove game-specific parallel repetition theorems. That is, one could try to lever-
age special properties of a particular game to design a succinct communication protocol
for generating advice states, and in turn, obtain a parallel repetition theorem with better
parameters. Indeed, one can see this idea in the result of [24] for free projection games: by
using the projection property of the game, their communication protocol avoids sending
whole input and output symbols. This allows them to prove a repeated game value of
(1 — &)@ —note that this does not depend on the output alphabet!

Finally, we note that this connection between communication complexity and parallel
repetition was first explored by Parnafes, Raz and Wigderson in the context of classical par-
allel repetition [83]. They showed that for an arbitrary game G with verification predicate
v,

val(G") < val(G)Pn/e(V)

where ¢(V) is the deterministic communication complexity of computing the function
V(x,y,a,b), where both Alice receives as input a, Bob receives b, and both parties know
(x,y). Thus, if communication complexity of checking whether the Alice and Bob have won
game G or not is small, then the rate of decay in the repeated game is faster.

Our results is similar in spirit, except we relate the communication complexity of search-
ing for a lost coordinate in a set of coordinates to the rate of decay. It would be interesting
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if one could establish a quantum analogue of the Parnafes-Raz-Wigderson result, even for
a restricted class of games such as free games.

5.2 Preliminaries

The following lemma is due to [8]:

Lemma 49 ([8], Lemma 3.3). Let P = (p,1 — p) and Q = (q,1 — q) be binary distributions. If
S(P||Q) < é,and p < &, then q < 44.

The following adapts Lemma 49 to use the distance measure K instead:

Lemma50. Let P = (p,1— p) and Q = (q, 1 — q) be binary distributions. If h?(P, Q) < 4, and
p < 6, then g < 96.

Proof. If g < p, then we are done. Assume otherwise. We have that § > h?(P,Q) =1 —
F(P,Q) > (1—F(P,Q)?)/2,because 0 < F(P,Q) < 1. F(P,Q)* = (\/pg+ /(1 - p) 1 —9))?* =
pa+1—p—q+pq+2y/pqa(1-p)(1—4q),and thus

252p+q—2pq—2\/;q(1—;7)(1—q)
>p+q-—2p9—-2p9
= (VP Va) -2pq
> (VP — Vi) -

where in the last line we used the assumption that p < 4. Then 2v/6 > |v/P — /4| Either
g < p,inwhich case 4 < 4, or g > p, in which case Vi< 2V + VP < 3\/5,50:7 <95 O

5.3 Quantum strategy rounding

Lemma 51 ([61]). Let y be a probability distribution on X. Let
L /@ © [yt
xekX

for some set of states {|Px)}. Let |@x) := lxx)XX’ ® |x)AB. Then there exists unitary operators
{Ux} yex acting on XX' A such that

E [h*(¢x,adu,[g])] < I(X: B),.

x~p

Proof. We follow the proof in [61]. Let px := Trxxa(¢x) and p := Trxxa(¢). By Facts 8
and 11, we get that

I(X:B)y = E [S(exllo)] = E [1*(pxp)]-
By Uhlmann’s Theorem, for each x € X there exists U, such that |(¢,| (U, @ Ip)|p)| =

F(px, p). Furthermore, | (@.|(U; ® Ig)|¢)| is also equal to F(¢y, (Uy @ Ip) @ (Ul @15)). We
thus obtain the claim. O
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Lemma 52. Let {|@a) }ac . be a finite collection of pure states. Let y and T be probability distribu-
tions over A. Then

h2( E ‘P“',,IETq)“) < S(u|7).

arji

Proof. Consider the states

9"y = Y Vitalaa)* @ |ga)
e A
and ,
) = ¥ valaa) ™ © |ga).

agA

Letp# = Tra(¢p*) and p* = Tru(¢7). Then notice that Eqy @0 = Traa (p*) and Egr @0 =
Traa(p), respectively. We then have that, considering the partial trace as a quantum
operation,

h*(E oo E_ga) < (e, 07).
By Uhlmann’s Theorem, this is at most 1 — [(#|¢*)| = 1 — L yc4 /Hata = h*(u, 7). By
Fact 8, this is at most S(p|| 7). O

Lemma 53 (Quantum strategy rounding). Let y = pux @ py be a product probability distribu-
tion over X x Y. Let

o) = Y i y) gy T @ gy AT

(xy)eX <y

Then there exist unitary operators {Uy } e x acting on XXE 4 and {Vy}yey acting on YYEg such
that

JE [h2 ((pxy, ady,ov, 9] ))} <2 [I(X : YYEg)y + I(Y : XXE4 )q,] ,

where forall (x,y) € X x Y,

Pry) = |xxyY) @ |Px)

Proof. Follows the same proof as in [61], except instead of using trace distance, we use
the (squared) Hellinger distance. Let |¢;) and |¢,) denote |¢) conditioned on X = x and
Y =y, respectively. Then by Lemma 51, there exist unitaries U, and V,, such that

E h?(pyady,[g]) < I(X: YYEg),

X~pix
and ~

ugy h2(4’y,advy[q)]) < I(Y:XXE4)g-
Then,

h?( E )iy ©gyl E [lxy><xy|®adwy[(pn)
(xy)~p (y)~px@py

szrl?( E [w)xy©onl E nxy><xy|®adu_,.m[q»yn)+

7
{(xy)~p (xy)~ux@py

ZhZ( E (ly)xyl@aduealey],  E [|W><x}/|®aduz<zwv[(l’”>

(xy)~px@py (x,1) e px Dty
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<20 ( B [0l © 94l B [190s] @ adu,cnlel]) +

HX

2w (B iwlen) E syl ©adion ol
xy)

~UX @y (xy)~uxSpy
— 2 2
=2 E N (gsaduerle]) +2 E 1 gy aduov,l9])

<2(I(X : YYEg)p + I(Y : XXE4),).

But notice that

h? (( E )yl eyl E ny><xyl®adux®w[¢]J)= E 12 (gy,aduevle))

xy)~p xY)~puxDpy {(xy)~p

where we use the fact that y = ux @ py. This completes the proof. O

5.4 Parallel repetition using fast quantum search

We make the following observation, which will be useful for us in our analysis: without
loss of generality, we can restrict our attention to free games whose input distribution is the
uniform distribution over some alphabet. Let G = (X x ), A x B, u, V) be a two-player
free game. Write 1 = px X py. Fix an ¢ > 0. There exists alphabets X’ and )" and maps
fx: X' — X, fy: Y — Ysuch that

fx(Uxr) =2 px fr(Uyr) =42 py

where fx(Uxs) and fy(Uy) denote the outputs of fx and fy on the uniform distribu-
tion over X’ and ), respectively, and “=~,,,” denotes y/2-closeness in statistical dis-
tance. Thus the random variable (fx(Uy), fy(Uy)) is at most y-far from p. Thus, we can
“simulate” the game G with another game G’ = (X’ x V', A x B, Uy x Uy, V'), where
VX' xY x AxB— {0,1} is the map (x,y',a,b) — V(fx(x'), fx(¥'),a,b).

Claim 54. val*(G') = val*(G) % 7. ‘

Proof. Consider the optimal strategy for G. Then a strategy for G’ is the following: Alice
and Bob receive (x,y’) € (X’',Y’). Alice computes x = fx(x’) and Bob computes y =
fy(y'). They now apply the optimal strategy for G using input pair (x,y). The input
distribution, from the point of view of the strategy for G, is at most y-far from the original
input distribution p. Thus the winning probability is at least val*(G) — «.

Now consider the optimal strategy for G’. The strategy for G is the following: Alice and
Bob receive (x,y) sampled from . Alice and Bob compute uniformly random preimages
x' € fg'(x)and ¥ € f;(y), respectively, and they perform the strategy they would've
used in G'. The input distribution, from the point of view of the strategy for G/, is at most
y-far from the uniform distribution U. Thus the winning probability is at least val*(G’) —
Y. ]

Furthermore, this simulation “commutes” with parallel repetition, in that val* ((G')") =
val*(G™") & yn. We can make 7y arbitrarily small, at the cost of (potentially) increasing the
input alphabet size, so that the behavior of the simulation G’ is essentially the same as the
original game G. However, since our theorems do not depend on the input alphabet size,
we will treat -y as infinitesimally small, and hence neglect it.

78



Theorem 55. Let G be a two-player free game. Suppose that val*(G) = 1 — . Then for all integer
n,
val*(G") < (1 —&¥/2)R0n/9),

where s = log | A| - |B|.

Proof. Because of Claim 54, it is without loss of generality to assume that the input dis-
tribution yu is the uniform distribution — the following analysis can be performed on a
simulation of G, which will still bound the repeated game value of G.

Let 1 be an integer. Consider an optimal entangled strategy for G", and let 27 denote
its winning probability. Suppose for contradiction that t < ce>/2n/s for some universal
constant c. Using this strategy, we will construct the following state

X TEAEYT 57 [Quonyn (e, y) 6 @ o) @ )
.\'”’1/” .

where Qxnyn(x",y") is some probability distribution over X" x V", and {| pxnyu)EA” B }is
some collection of pure states.

Probability distributions. Before continuing, we will establish some notation regarding
probability distributions. We will use Q to denote the joint distribution on classical random
variables associated with the state lp)X"X"EA”BHWYH. For example, Qx,y,a,8,(Xi, Vi, ai, b;)
denotes the distribution of outcomes if the X;Y;A;B; registers of |p) are measured in the
standard basis, and Qg |x,~x,y,~y, (4, bi) denotes the distribution of A;B; conditioned on
(X;,Y;) = (xi,y;) in |p). Intuitively, the state |p) will represent the state of Alice and Bob
in the game G" conditioned on winning some set of coordinates, so the distribution Q
will be a “conditioned” distribution. We will also use P to denote the distribution of the
same variables without conditioning. For example, Pxy is exactly the question distribu-
tion p. The distribution Py y, represents the question distribution of the i’th coordinate of
G", which again is exactly . The distribution Px»y» is exactly the product distribution

PX1Y1 XX PXnYn'

Continuing with the proof, we will show that exists a coordinate i € [n], and § < ¢/128
satisfying the following properties:

1. (Winning answers) Measuring the X;Y;A;B; registers of p yields a tuple (x;, y;, a;, b;)
satisfying V(x;, yi, 4, b;) = 1 with probability at least 1 — §;

2. (Unaffected Question Distribution) S(Qx,y,||Pxy) < 4.
3. (Small mutual information) I(X; : Y"Y"EgB" )p < dand I(Y; : X")?”EAA")P < 4.

For now, we assume the existence of such a state |p); we will construct it in Lemma 56. We
use Lemma 53 on the state p to obtain unitaries {Uy } vc ¥ and {V; } ,cy actingon X"X"E A"

and Y"Y"EgB" respectively such that
E [K (pxi,yi,aduxi@.yw [p])] < 8(I(X; : Y'Y"EgB"), + I(Y; : X"X"E4A"),) < 166,

(xii ) ~Qx,v;

(5.2)
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where recall that for an operator X, adx[-] = X(-)X", and the state py,,, denotes p condi-
tioned on (X, Y;) = (x;,y;:)-

We now describe a protocol for game G. The players share the p entangled state, where
Alice has the registers X" X"E4 A" and Bob has the registers YY" EgB".

Protocol A

Input: (x,y) ~ ~ B
Preshared entanglement: p € D(X"X"EA"B"Y"Y")

1. Alice applies Uy on X"X"E4 A" and Bob applies V, on Y"Y"EpB" registers
of p.

2. Alice measures the A; register and outputs outcome 4;, Bob measures the B;
register and outputs outcome b;.

Slightly overloading notation, for all (x,y) € X x Y we let V,ﬁly denote the projec-
tOr Y4 bye AxB:V(xy,ab)—1 |2D)(ab| that acts on the A;B; registers. Let x denote the winning
probability of Protocol A. This is equal to

. 2
= E Vi U, @V,
" (xy)~Pxy ry Y IP) H
i 2
> E Vi, Uy ®V, —46.
= (x,y)NQX,Y,- xy X ® y |p>H

where we used the Unaffected Question Distribution Property and appealed to Lemma 49.
Let

T= E

. 2
= Vi U, @V, “ .
(x,y)NQX,-Y,- o Y Ip)

For every i € [n], (x,y) € X x ), define the quantum operation &, that, given a state p,
measures the A;B; registers using V;'ly measurement, and outputs a classical binary random
variable F indicating the verification measurement outcome (outcome 1 corresponds to
“accept” and outcome 0 corresponds to “reject”). Let

ko=

B E Ei Vi and F
(Ii,yi)NQXiYi Lxy (pxuyz) 1

N (.’Ci,y,')NQXiYi 8i,x,y (adUXiQ/)Vyi [p]) .

The random variables Fy and F; correspond to two different experiments:

Experiment 0. F is a random variable corresponding to the experiment in which, upon
receiving questions (x;,y;) drawn from Qx,y,, the players are gifted with the advice state
Pxy;» they measure the answer registers A;B;, and the referee checks whether V(x;, y;, 4, b;) =
1.

Experiment 1. The random variable F; corresponds to the experiment where the players
preshare p as entanglement, and upon receiving questions (x;,y;) drawn from Qx.y,, the
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players apply the local unitares U, and V,, respectively to their share of the entanglement.
Then they measure A;B;, and the referee checks whether V(x;,y;, a;, b;) = 1.

Since p satisfies the Winning Answers property, we have that Pr(Fy = 1) > 1 —¢/8.
Furthermore, Pr(F; = 1) = 7 by definition. Then,

h?(F, i) < (xpyiEme h? (é‘i’x’y (Oxivi) iy (aduxi@y@i [p])) (Fact 6)
2 -
< (xig) ]EQ)\ y (Px.,yir ady, ov, [P}) (Fact 4)
< 166.

where in the last line we used line (5.2). By our assumption on 4, this is at most h? (Fo, Fy) <
¢/8. By Lemma 50, Pr(F; = 1) > Pr(Fp =1)—¢/8 >1—¢/8—¢/2. Thusx > 1 —3¢/4.
But notice that Protocol A is a valid strategy for the game G; thus we have produced a
strategy for game G that wins with probability strictly greater than 1 — ¢, a contradiction.
Thus, it must be at t = ()(¢%/%11/5), which establishes the theorem. O

5.4.1 Construction of p

Lemma 56. There exists a state |p), and a coordinate i € [n] satisfying the Winning Answers,
Unaffected Question Distribution, and Small Mutual Information properties.

Proof. Suppose there was a strategy to win the repeated game G" with probability 27/, in-
volving a shared state )"+ and measurements { A% } and {ij’:} for the players, respec-
tively. Recall we assume that t < ce>/?n1/s for some constant ¢, and that n > ¢’e=3/?10g(128/¢)s
for some constant ¢’’’

We will build the state p in steps. Consider the initial state

= T Pron (Y @ ) A @y

111 H

where

)B4 = Y\ [AT © \[BU ) BE @ ) A
a” b
is a subnormalized state. For every set C C [n], and every fixing of the inputs (xc, yc) to
the coordinates indexed by C, define the state [09_, ) to be |0°) conditioned on (Xc, Yc) =
(xc,yc). The states |P2c,yc> also depend on C, but for notational simplicity we shall omit
this dependence because it is clear from context.

Now consider the following two-player communication protocol: for every set C C [n]
and every (xc,yc) € X€® Y, the players share a copy of the entangled state [pJ_,.).
Then, using shared randomness, the players sample / independent and uniformly random
coordinates C = {i,...,i,} C [n], and sample (xc,yc) from Px_.y.. We will determine
what h is later. For the remainder of the protocol, the players perform all their operations
on the shared state |pJ_, ).

In the next phase of the protocol, the players communicate qubits to each other to
determine whether they have won or lost the parallel repeated game G". In particular,
they run a protocol to search for a coordinate i € C such that V(x;,y;,a;, b;) = 0, if it exists
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— call such a coordinate a losing coordinate. The state [0Y.,.) becomes transformed to

pre )X"X"E’A"B"Y"?”R

xcyc
~ , ~
= 2 \/}‘n(xn’yn]xc,yc)lxnxn>X”Xn ® Z |q’lcxnyl!gﬂbﬂ>E ® lanbn)Aan @ Iynyn>Y'tYn
xn’yn ﬂ",b"

& (lXanynaubn lACC) + ﬁCx"y"a”b" |RE]>)R

where " (x", y"|xc, yc) is probability of (x", ") conditioned on x¢,y¢c, and )q)&x,,y,,a,, o) =
[@xnynanin) @ |Weznyngnpn) With [wenyngnpn) denoting the workspace qubits that are used dur-
ing the protocol. The coefficients acynyngnpn and Beynynanpn denote the amplitude that the
search protocol places on the flags “No losing coordinates” and “Exists a losing coordi-
nate” respectively.

For now, we will abstract away from the particulars of this communication protocol
and defer the details of it until later. The only things we will use about this search protocol
is the following Lemma:

Lemma 57. The state |P£:yc> is generated by a quantum communication protocol between Alice
and Bob, who preshare entanglement. The communication protocol is a search protocol satisfying
the following properties:

1. The search protocol is run conditioned on C, and the X"Y" A" B" registers;
2. Atmost T = O(+/1/¢'log(1/n)s) qubits in total are exchanged.

3. For every fixing of (x",y", a", b"), if there are no coordinates i € [n] such that V(x;,y;, a;,b;) =
0, then the search procedure reports “No losing coordinates” with probability 1; and

4. If there are at least an €' n bad coordinates, then the search procedure reports “No losing coor-
dinates” with probability at most 1 (over the quantum randomness of the protocol, as well as
over the choice of C). In other words, for tuples (x",y",a", b") such that E;[V (x;, y;, a;, b;)] <
1-¢,

ZP(C) |acxuynanbn|2 S 1,
C

where P(C) is the distribution that samples h independent and uniformly random coordinates

from [n].
We will defer the proof of this Lemma until later.
For all C, xc, yc define |py 4.) to be

pre

(I[ ® lACC><ACCI) lpxc/yc

1
V /\C»xc,yc

where Ac .y is for normalization, and the projector | ACC){ACC| acts on the R register. In
the case that A ;. = 0 (meaning that we were trying to normalize the 0 state), we leave
the state undefined.

Define the joint probability distribution
P(C, xc,yc) = P(C) - Pxcxo(xc,yc)
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and ,
Q(C, xC,}/C) = XP(C) : PXCYC (XC,}/C) : AC,XC,.VC

where A = Yc v ACxcyc- The distribution P(C, xc, yc) denotes the marginal distribution
of C and (x¢, yc) before conditioning, and Q(C, x¢, yc) denotes the marginal distribution
after conditioning on R = ACC.

Define the global state

p=_ E _|CXCl@[xcyclxcyc| © prcc
(Cxeye)~Q

Proposition 58. The probability that measuring CXcYc registers, choosing a random index i ¢ C,

and measuring the X;Y; A;B; register of px .. yields a tuple (x;, y;, a;, b;) such that V(x;,yi, a;, b;) =

0 is at most 21 + syli—y-

Proof. Let £ denote the quantum operation that (1) measures the CXcYc registers, (2)

chooses a uniformly random i ¢ C, (3) measures X;Y; register to obtain outcome (x;,v;),

and (4) then performs the binary verification measurement V; . defined in the previous

section, setting an auxiliary register Q to |ACC) if the measurement accepts, |RE]) if it re-

jects.

We wish to argue that the probability that a measurement of the Q register of £(p)
yields ACC with high probability. This probability is equivalent to the probability the
following process succeeds: first, measure the X"Y" A"B" registers of p to obtain a tuple
(x",y",a",b"). Then, measure the C register. Finally, select a random index i ¢ C, and we
succeed if V(x;,y;,4;,b;) = 1. This is an equivalent process because the C, X¢, Y registers
are disjoint from the X;Y;A;B; registers.

Define ¢ = £/2048. In this alternative process, the probability that we measure (x",y",a", b")
such that E;c,) V(xi, Y3, a4, bi) <1 — € (call such (x", 4", a",b") tuples “bad”) is equal to

5 Q" ", ", b") X P(C) acuyrans? < /A
C

(X",y”,ﬂ", bll) bad

where in the inequality we used Assumption 4 above. Since the players’ strategy wins the
repeated game G" with probability 27/, we have that A > 27'. Thus the probability of
measuring a bad (x",y",a",b") is at most 2'5.

Now suppose we measure (x",y",a", b") such that E;¢ ) V(xi,yi,ai,b;) > 1—¢€. Then,
for any C, arandom i ¢ C loses with probability at most

gn/(n—|C|) <én/(n—h)
Thus, the probability that the £(p) yields RE]J is at most 25 + ¢'n/(n — h). O

1
n—h

el XIY'I N
Pl‘OpOSlthl‘l 59. ]E(Crxclyc)NQ ]E,gc S(pxc,yc H PXiY;) S

logi.

Proof. Define

pre — E CXC| ® |xcycXx ® phre
P (C,RAC'},C)NP(CA,C’}/C)| XCl® |xcyc)xcycl @ Picye

This state corresponds to the joint state of C, X¢, Y¢, and state of the players after the com-
munication protocol, but before conditioning.
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By Fact 14, since p < 2*p?"¢, we have

log1/A 2 Seo(plle?™)
> S(PIIP”"’)

(C XC, y(_) ~Q

v

(plc ye “ch yc)

v n
S(p e (%)™

pre \X:Y;
(Caxc yL)NQ lézc (ch uc Prc Uc) )

Y. S MIPxy,)

(Cxcyc)~Q i¢C

v

(Cxc,yc)~Q

v

where we used Fact 10 to get (5.3), Fact 12 to get (5.4), and Fact 13 to get (5.5).

Proposition 60.

(5.3)
(5.4)

(5.5

E E I(X;: Y'Y"EgB"),, . + 1(Yi: X"X"EpA"),, . < 2(log1/A +2T)/(n—h).

(Cacyc)~Q i¢C
Proof. First we need the following Claim.

Claim 61. Fix C,xc,yc. There exists a state azé,}fc EsB” such that

pre )(IIY"?IIE B" pre X" YIIYHE Bll
((chyc) ? ”(chyc) Q0. Oy cyc # ) < 2Tr
n
and a state Tféy)é EAA such that

Sm((pg(’;cyc )YHX"XHEAAII ” (pgzilc)yn ® Tg_g;}C(nEAA") S ZT_

We defer the proof of this claim for later, and will assume it for now. We have that

X”Y"Y"E B" pre Xv: Y"Y"E B
(Cxcyc)~Q (‘C!/C # ”(Prcyc) ‘Cyc B )

< ]E S XYI‘YMY?! EBBN pre Xll Y?XYII EBBH
— (C,xc,yc)NQ ( xLyc ” (pTcyc) )

+ Soo ( (pggeyc )X"Y"f’" EgB" ” (pprg X" @ O’Y"?n Es B")

xXcyc Xcyc
<logl/A+2T

where the first inequality uses Fact 17, and the second inequality comes from line (5.3)
the bound from Claim 61. Using Quantum Raz’s Lemma, we get

E E I(X;: Y'Y"EpB" < (log1/A +2T)/n.
(Cxcyc)~Q i€ln] (% g )chyc < (log1/A +2T)/n

Similarly, we also have

]E I(Y;: X"X"EpA” log1/A +2T)/n.
{(Cxcyc)~Q Ie[n] ( )p“, (og /A+2T)/
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Combining both statements, and multiplying both sides by /(1 — ) (recall that |C| < h),
we obtain the Proposition. n

Combining Propositions 58, 59, and 60, we get that

E  E Tr((prey.) [REIRE]]) + S(pXY ||P
(Cacye)~Q i2C ( pc.llg)l IX ]I)+ (pr /C” XY)

+1(Xi: Y'Y"Ep B")p\ e +1(Y~X"'5<"E A™),,

cve
2048 ] )

<ot en/

<2'y+ A g/\ I(og +2T)

<2ty + (€/2048)n + 3t + 4T

n—h

where &; corresponds to the quantum operation of measuring X;Y;A;B; registers of the
input state, and then checking whether V(x;, y;, a;, b;) = 1. The projector |REJ)(RE]| acts on
the Q register output by the operation &;. In the last inequality, we used that A > 27/, Use
the following setting of parameters:

o 7 =2""/2048
e h = c'log(1/1)/¢ for some large enough constant ¢’

Recall we assume that t < ce3/251/s for some constant ¢, and that n > ¢”¢=3/?10g(2048/ ¢)s
for some constant ¢’”. By our choices of parameters, we have ensured that 2ty < /1024,
and ((¢/2048)n + 3t +4T)/(n — h) < €/1024, and thus by averaging there exists a setting
of C,x¢c,yc,and i ¢ C such that

1. Tr(&i(Pxcye) IREINRE]]) < /128,
2. pxC llC |PXY,) < 8/128

3. I(X;: Y"Y"EgB")p, , +1(Yi: X"X"EqA"),, , < €/128

Pxcye

which correspond to the desired Winning Answers, Unaffected Question Distribution, and
Small Mutual Information properties.
O

5.4.2 The search protocol

Proof of Lemma 57. Next, we detail the search protocol used to construct [p™). Let G =
(X x Y, Ax B, V)beatwo-player free game, where X and ) are Alice and Bob’s input
alphabets, respectively, and .A and B are their output alphabets. Consider the optimal
strategy for G", where there is a shared state |1p)E"EB where on input (x",y") € X" x V",
Alice and Bob apply measurements {A% } s 4n and { B, }ync pr respectively on their share
of ).

At the start of the search protocol, a multiset C = {i1, ..., iy}, xc € X, and yc € Y°©
are publicly visible to Alice and Bob. They are also given access to the shared state

X" XUY"YUEAE R nnynyn EAE R
XTIV _ 7 JP e (O Ry YT 0 [9) B4 6 o)

‘Il l/”

lGC XCYC
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Alice has access to registers X" X"E 4R, and Bob has access to registers EgY"Y".

Then, Alice and Bob apply their measurements from the optimal strategy, controlled
on the X" and Y" registers, respectively, to obtain

1 X"X"Y"?“EAEBA“B"R _ non. non X")’E"Y"Y"
'9C,xc,yc> - Z PX"Y"lxc,yc(xn’yn)lx Xyy >
Xyt

X E ngnynanbu>EAEB &® |tl"b")A B (034 IO)R

ﬂll ’bll

where |Cx"y"a"b”> = A?’" @ \/B‘flxllp)

Alice and Bob then run a distributed search protocol controlled on the X"Y" A"B" reg-
isters. Consider the (x",y",a",b") branch of the superposition in the X"Y" A"BN registers
of |6'). Let & = £/2048. The protocol proceeds as follows: Alice and Bob divide the
multiset C into groups Dy, ..., Dy, each of size m = [1/¢'].-‘Thus ¢ = [h/m]. For each
¢ =1,...,q, Alice and Bob perform a distributed version of the Aaronson-Ambainis 3-
dimensional search algorithm [1] to determine whether D, contains a losing coordinate —
i.e., if there is a coordinate i € D, such that V(x;, y;, a;,b;) = 0.

The search protocol for a group D, works as follows. Whenever the Aaronson-Ambainis
algorithm is in the state }_; v;.|i, z), where |i) corresponds to an index in D, C C, and |z)
is a qubit indicating whether a marked item has been found, the joint state between Al-
ice and Bob will be ¥; 7i-|i) @ |z) ® |i), where Alice holds the first |i) and |z), and Bob
holds the second |i). Thus, Alice and Bob query locations are “synchronized”. When
Aaronson-Ambainis algorithm has to perform a query controlled on |i), Bob sends the
qubit containing |b;). Alice, controlled on |b;), performs |z) — |z ® V(x;,y;,a;,b;) ©1) -
note that Alice can perform this, because in addition to x;, 4;, and b;, she also has access to
y; because yc is public. We perform an additional XOR with 1 because a “marked item” for
the search algorithm corresponds to a losing coordinate. Alice then sends back |b;) to Bob.
The other non-query transformations of the Aaronson-Ambainis algorithm are handled as
in the the protocol described in [1]. Each step of the algorithm incurs at most O(log |B|)
qubits of communication, and there are O(+/m) steps, resulting in O(y/m log |B|) qubits of
total communication. If D, contains a losing coordinate, then this protocol will succeed in
finding one with probability at least 2/3.

If for at least one ¢, Alice and Bob find a losing coordinate in G, Alice sets the R register
to REJ; otherwise, Alice sets it to ACC. Thus the total amount of communication of this
protocolis T = O(g/mlog|B|) = O(v/1/¢ log1/1log|B|). The final state of the protocol
looks like

S , B )
|9%,xc,yc > XX EAE ATE'R = Z \/PX"Y” 'xCryC (x"’ yﬂ ) lx"xﬂynyn ) xnxnryry"
: Xy
® Z: |€;n.‘/"”"b")EAEBWAWB ® la"bn>A"B" @ (“Cx”y"n"b" IACC)R + 5Cxuyuanbn |RE]>R>

a’llbﬂ

where & ignpr) P = (Zynann) P @ [tocangngnn) AW with [tsnyuanp) denoting
the workspace qubits of the two players that arise from running the Aaronson-Ambainis
protocol.

Fix a setting of the registers X"Y"A"B" = (x",y",a", b"). Suppose there was noi € [n]
such that V(x;, y;,a;, b;) = 0. Then the search algorithm will never find a losing coordinate
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in any of the G’s, so for all C, the we have pcynyngnpn = 0.

On the other hand, suppose there were at least ¢'n losing coordinates in (x", y",a", b").
We analyze, for a fixed (x",y",a",b"), the error quantity Y"c P(C) |acyuyngnpr | — this is the
probability that measuring the R register yields |ACC), even though there many losing
coordinates. We can write P(C) = [], P(D¢), because each index in C is chosen uni-
formly and independently at random. Furthermore, we can decompose |aanl,u,,nbu|2 =
[ Te lp, vnyranpr |2, Where ap, uynanp is the probability amplitude that the Aaronson-Ambainis
protocol does not find a losing coordinate in D,. Thus the error quantity can be written as

Z P(C) ‘“C.\'"y”a"b" |2 = Z H P(Dé’) H |“Dgx"y"n”b" |2
C Di,,Dy ¥ ¢

I

H (Z P(Dy) ’“DeX”y"a”b" |2>

¢/ \D,
q
= (Z P(D) |aD.\‘"_1/"tI"h" |2)
D

Since C is chosen independently of X"Y" A"B", each D, independently has at least 1 — (1 —
¢)™ > 1 —1/e probability of containing a losing coordinate. When D; has a losing coordi-
nate, the Aaronson-Ambainis search protocol will succeed in finding it with probability at
least 2/3. Thus, for a fixed D, we have

I anny"a” bll 12
1
= Pr(D contains losing coordinate) - 3 + Pr(D does not have losing coordinate) - (1)

1 1
<.
-3 + e
Thus (p P(D) |apeymane ) < (1/3+1/€)7 < 1.
Thus by letting |pkryc) = |9§,XCM>, we obtain the desired state promised by the Lemma
statement. O

Proof of Claim 61. Fix C,x¢,yc. Take the start state 0, defined above, and trace out the
y P xXc.Yc

X" register: define TBC,yC = Trz.( o2 o ). Since G is a free game, this means that " is a
product distribution across players and also across game coordinates, so we have that

0 " > .
Txcye = |xC><xC‘}\C @ PX-c 2 Iq)gc,lch(ch'!/c|Y"YHEAEB

where ®X-¢ is the maximally mixed state for the register X_¢ (that is, X" without the X
coordinates), and

Y"Y"EAE ynyn EAE
l(PBC,yC> = Z PY"IYC=3/c(yn)|ynyn> ® |1P) A
ln

Here, we used the simplifying assumption that  is the uniform distribution. The sequence
of quantum operations used to construct the state |p?"°) — the game strategy and the search
protocol described in Lemma 57 — never touches the X register. Thus, we can view the
protocol as between Alice and Bob, who preshare an entangled state (P(}cllc where E4 be-
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longs to Alice, and the Y"Y” Ej registers belong to Bob. Alice receives a uniformly random
input X" conditioned on X¢ = x¢. Then, as described above, Alice and Bob first apply the
optimal game strategy. Afterwards, they run the search protocol. The only communication
comes from the search protocol phase. The final state is (phye ) XYY EAER AR

We now wish to analyze the min-entropy of Bob’s input register Y", conditioned on Al-
ice’s registers (which are X" E 4 A" R), within the final state pf;;‘f!,c . We appeal to the beautiful

result of Nayak and Salzman [81], whose theorem statement we reproduce here:

Theorem 62 ([81]). Consider a communication protocol, without prior entanglement, where Alice
receives a uniformly random n-bit input X, and interacts with Bob over a quantum communication
channel. Let B be the final joint state of Alice’s input X and Bob’s state in the protocol. Then,
for any measurement strategy { My} that Bob applies to his own state, the probability that Bob
guesses Alice’s input X correct is at most 22Mma /21 where m4 is the number of qubits sent from
Alice to Bob over the course of the protocol.

We give a simplified proof of their theorem in Appendix A.

We now rephrase their theorem to use relative min-entropy instead of guessing prob-
abilities. Let a be the optimal guessing probability for Bob. Then, the quantum conditional
min-entropy Hmin(X|B)y is defined to be —loga. However, by SDP duality [68], we have
the alternative characterization that

Huin (X|B)y = — inf S (#"* | TX @ 7).

Let 0 be a state achieving this infimum. Thenloga = Seo(P*BIX @ 08) = Seo (p*B|| HTX @
oB ) — n. By the theorem of Nayak and Salzman, loga < 2m4 — n, so

1
S (#1551 ©0%) = Sl [9¥ @07) < 2ma,

where we used the fact that X is the uniform distribution.

We now apply this theorem to our setting. At first it may seem that the Nayak-Salzman
theorem does not apply, because Alice and Bob preshare the entanglement |92 yc)» whereas
the theorem statement requires that Alice and Bob do not share prior entanglement. How-
ever, observe that the Nayak-Salzman theorem does not depend on the number of qubits

sent from Bob to Alice! Thus, we can imagine that at the beginning of the protocol, instead

of sharing ¢} ,.) with Alice, Bob possesses all of |}, C)YnY"E"EB , and then sends over the

Ea part to Alice. From this point Alice and Bob proceed as usual — they play the optimal
repeated game strategy, followed by the search protocol. Alice exchanges at most T qubits
with Bob.

Thus the Nayak-Salzman theorem and our alternative characterization, we have that
there exists a state ¥"Y"EsB" such that

Sw((pﬁg;c X"Y"Y"EgB" ” (pg;e"yc )Xn ® QK;%IEBB”) S 2T

Similarly, we can interchange the roles of Alice and Bob to conclude that there exists a state

nyn n
Téfc( E4%" such that

" e e
Soo((Pf\sz'eyc)Y X"X"EpA" “ pE?;/C)Y" TxXC’;)é"EAA”) < 2T.
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Chapter 6

Parallel repetition for anchored games

This chapter presents work conducted with Mohammad Bavarian and Thomas Vidick, and
appears on the arXiv under the title “Anchoring games for parallel repetition” [11].

6.1 Introduction

We study the problem of parallel repetition in both the multiplayer classical and quantum
settings. We prove, by introducing and analyzing a simple variant of parallel repetition,
exponential-decay parallel repetition theorems that apply to arbitrary games with multiple
players or with entangled players. In particular, we obtain the first general gap amplifica-
tion technique for games in the multiplayer and quantum settings.

Our main results can be summarized as follows; see Theorems 68 and 74 for precise
statements.

Theorem 63 (Main theorem, informal). There exists a polynomial-time transformation (called
anchoring) that takes the description of an arbitrary k-player game G and returns a k-player game
G, with the following properties:

1. val(G,) = 1 + 3val(G).

2. val*(G,) = } + 3val*(G).

3. Ifval(G) = 1 — ¢, then val(G") < exp(—Q(e>- n)).
4. Ifval*(G) = 1 — 6, then val*(G") < exp(—Q(s® - n)),

where the implied constants in the Q)(+) only depend on the number of players and the cardinality
of the answer sets. '

The idea of modifying the game to facilitate its analysis under parallel repetition orig-
inates from the work of Feige and Kilian [44] which predates Raz’s parallel repetition the-
orem. Feige and Kilian introduce a transformation that converts an arbitrary game G to
a so-called miss-match game G'X. The transformation is value-preserving in the sense that
there is a precise affine relationship val(GFX) = (2 + val(G))/3. Furthermore Feige and
Kilian show that the value of the n-fold repetition of GFX decays polynomially in n when-
ever val(G) < 1. This enables them to establish a general gap amplification result without
having to prove a parallel repetition theorem for arbitrary games. This is sufficient for
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many applications, including to hardness of approximation, for which it is enough that
the gap amplification procedure be efficient and value-preserving.

Theorem 63 adopts a similar approach to that of Feige and Kilian by providing an
arguably even simpler transformation, anchoring, which preserves both the classical and en-
tangled value of a game and for which we are able to prove an exponential decay under
parallel repetition. In contrast, the transformation considered by Feige and Kilian does not
in general preserve the entangled value, as discussed in Chapter 4. We proceed to describe
our transformation and then discuss the role it plays in facilitating the proof of our parallel
repetition theorem.

6.1.1 The anchoring transformation

Our parallel repetition results apply to a class of games we call anchored. The anchoring
transformation of Theorem 63 produces games of this type; however, anchored games can
be more general. We give a full definition of anchored games in Section 6.2. First we
describe the anchoring transformation.

Definition 64 (Basic anchoring). Let G be a two player game with question distribution y on
X x Y, and verification predicate V. In the a-anchored game G, the referee chooses a question pair
(x,y) € X x Y according to y, and independently and with probability « replaces each of x and y
with an auxiliary “anchor” symbol 1 to obtain the pair (x',y') € (X U {.}) x (YU {1}) which
is sent to the players as their respective questions. If any of x',y' is 1 the referee accepts regardless
of the players’ answers; otherwise, the referee checks the players’ answers according to the predicate
V.

For a choice of &« = 1 — 4 it holds that both val(G,) = 3val(G) + ; and val*(G,) =
3val*(G) + 3. One can think of G, as playing the original game G with probability 3/4, and
a trivial game with probability 1/4. The term “anchored” refers to the fact that question
pairs chosen according to u are all “anchored” by a common question (1, ). Though the
existence of this anchor question makes the game G, easier to play than the game G, it
facilitates showing that the repeated game G is hard. At a high level, the anchor questions
provide a convenient way to handle the complicated correlations that may arise when the
players use non-product strategies in the repeated game, as we explain in the next section.

6.1.2 Proving parallel repetition by breaking correlations

In virtually all known (information theoretic) proofs of parallel repetition theorems, the
key step consists in arguing that the players’ success probability in most instances of G in-
dividually cannot be substantially larger than the value of G itself, even when conditioned on
the players winning a significant fraction of the instances. Coupled with the possibility of us-
ing non-product strategies this conditioning introduces correlations between the player’s
questions which make the task of bounding their success probability in the remaining in-
stances of G non-trivial.

In the proof of his parallel repetition theorem, Raz [88] introduced a technique, further
refined in subsequent work of Holenstein [56], to break such correlations. The idea con-
sists of introducing a dependency-breaking random variable Q) satisfying two properties: (1)
Q) can be sampled jointly, using shared randomness, by all players, and (2) conditioned
on () and a pair of questions distributed according to y, the players are able to locally
generate questions and answers from the same distribution as they would in the repeated
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game, conditioned on winning a (not too large) subset of instances. These two requirements
are at odds with each other, and the main difficulty is to design an () that satisfies both
simultaneously.

Extending this approach to more players, or quantum strategies, remains a challenge.
Rather than solving the general problem directly, we sidestep it and instead analyze the
parallel repetition of anchored games, for which designing an appropriate dependency-
breaking variable (or, in the case of entangled players, a dependency-breaking quantum
state) is easier, though by no means trivial. Combined with the anchoring operation this
yields a simple and efficient method to achieve hardness amplification for arbitrary games
in the multiplayer and entangled-player settings. We give a more detailed explanation of
how this is achieved in Section 6.2 below.

6.1.3 Related work

The transformation from general games into anchored games that we introduce is inspired
by the work of Feige and Kilian [44]. This alternative approach to achieving gap amplifica-
tion is also used by Moshkovitz [78], who shows how projection games can be “fortified”,
and gives a simple and elegant proof that the classical value of fortified games decays ex-
ponentially under parallel repetition (see also the follow-up work by Bhangle et al. [16]).
In a separate work, we prove a parallel repetition theorem for the entangled value of forti-
fied games [12], giving an alternative general gap amplification method for entangled and
multiplayer games.

6.2 Technical overview

We give a technical overview of anchored games and their parallel repetition. For concrete-
ness we focus on the case of two-player games. For the full definition of k-player anchored
games, see Section 6.3.

Definition 65 (Two-player anchored games). Let G be a two-player game with question alpha-
bet X x Y and distribution p. For any 0 < a < 1 we say that G is x-anchored if there exists
subsets X, C X and Y, C Y such that, denoting by u the respective marginals of u on both
coordinates,

1. Both u(X.), u(Y.) > w,
2. Whenever x € X, ory € Y, it holds that u(x,y) = pu(x) - u(y).

Informally, a game is anchored if each player independently has a significant probability
of receiving a question from the set of “anchor questions” X, and J,. An alternative way
of thinking about the class of anchored games is to consider the case where y is uniform
over a set of edges in a bipartite graph on vertex set X x }; then the condition is that the
induced subgraph on X', x }, is a complete bipartite graph that is connected to the rest of
A x Y and has weight at least a. In other words, a game G is anchored if it contains a free
game that is connected to the entire game.

It is easy to see that the games G, output by the anchoring transformation given in
Definition 64 are a-anchored. Free games are automatically 1-anchored (set X, = A" and
Y. = J), but the class of anchored games is much broader; indeed assuming the Expo-
nential Time Hypothesis it is unlikely that there exists a similar (efficient) reduction from
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general games to free games [2]. Additionally, since free games are anchored games, our
parallel repetition theorems automatically reproduce the quantum and multiplayer paral-
lel repetition of free games results of [61, 24, 27], albeit with worse parameters.

Breaking correlations in repeated anchored games. Rather than providing a complete
extension of the framework of Raz and Holenstein to the multiplayer and quantum set-
tings, we interpolate between the case of free games and the general setting by showing
how the same framework of dependency-breaking variables and states can be extended to
anchored games — without using correlated sampling. We introduce dependency-breaking
variables () and states |®,,), and show that together they satisfy both Usefulness and
Sampleability (properties discussed in Chapter 4).

The analysis for anchored games is more intricate than for free games. Proofs of the
analogous statements for free games in [60, 24, 27] make crucial use of the fact that all
possible question tuples are possible. An anchored game can be far from having this prop-
erty. Instead, we use the anchors as a “home base” that is connected to all questions.
Intuitively, no matter what question tuple (x,y,z, ...) we are considering, it is only a few
replacements away from the set of anchor questions. Thus the dependency of the variable
Q or state |, ) on the questions can be iteratively removed by “switching” each players’
question to an anchor as

Paxi=xY,i=y,zi=zw = Paixi=xY=yzic1w = Paix=xYicr,zie,.w ® PajxieLviczic LW
where “X; € 1” is shorthand for the event that X; € &,.

Dealing with quantum strategies adds another layer of complexity to the argument.
The local unitaries Uy and Vj, such that U, ® V,|®) ~ |®,,) are quite important in the
arguments of [61, 24, 27]. The difficulty in extending the argument for free games to the
case of general games is to show that these local unitaries each only depend on the input
to a single player. In fact with the definition of |[(), ;) used in these works it appears likely
that this statement does not hold, thus a different approach must be found.

When the game is anchored, however, we are able to use the anchor question in order
to show the existence of requisite local unitaries U, and V, that depend only on a sin-
gle player’s question each. Achieving this requires us to introduce dependency-breaking
states |() ;) that are more complicated than those used in the free games case; in particu-
lar they include information about the classical dependency-breaking variables of Raz and
Holenstein.

To do this, we prove a sequence of approximate equalities: first we show that for most
x there exists Uy such that (U, @ I)|Q),,,) = |y, ), where |Q), , ) denotes the dependency-
breaking state in the case that both Alice and Bob receive the anchor question “.”, and
|Q)y,,) denotes the state when Alice receives x and Bob receives “1”. Then we show that
for all y such that p(y|x) > 0 there exists a unitary V, such that (I® V) |Q,,) = [Qy,). Ac-
complishing this step requires ideas and techniques going beyond those in the free games
case. Interestingly, a crucial component of our proof is to argue the existence of a local
unitary Ry, that depends on both inputs x and y. The unitary R, is not implemented by
Alice or Bob in the simulation, but it is needed to show that V,, maps |Qy,.) onto [Qy).
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6.3 Games, parallel repetition, and anchoring

We formally define k-player one-round games, their parallel repetition, and anchored games.

Multiplayer games. A k-player game G = (X, A, p, V) is specified by a question set
X = X' x X2 .. x X answer set A = A! x A? x --- x A, a probability measure y
on X, and a verification predicate V : X x A — {0,1}. Throughout this paper, we use
superscripts in order to denote which player an input/output symbol is associated with.
For example, we write x! to denote the input to the first player, and 4’ to denote the output
of the t-th player. Finally, to denote the tuple of questions/answers to all k players we
write x = (x!,...,x*)and a = (a!,.. ., respectively.
The classical value of a game G is denoted by val(G) and defined as

val(G):= sup E [V ((xl,...,xk), (fl(xl),-u,fk(xk))]

£, f* (x1,...,.xK)~op

where the supremum is over all functions f; : A; — A;; these correspond to determin-

istic strategies used by the players. It is easy to see that the classical value of a game is

unchanged if we allow the strategies to take advantage of public or private randomness.
The entangled value of G is denoted by val*(G) and defined as

val’(G):= sup  E ) (pIM(x",a") @ - - - @ MK(<H,a") [y)
|(P>€(Cd)‘-‘)k {xt e x)~op (al,...,a"'):
M, Mt V((xl,...,x"),(a‘,...,ak)):l

where the supremum is over all integer d > 2, k-partite pure states |¢) in (C?)®K, and
M',...,M* for each player. Each M' is a set of POVM measurements {M(x',a')}c 4
acting on €9, one for each question x' € X*.

Repeated games. Let G = (X, A, V) be a k-player game, with X = X1 x .- x Xk
and A = A! x - - x AF. Let ®" denote the product probability distribution over X®" =

" 1 X, where each X; is a copy of X. Similarly let A" = Q. A; where each A, is
acopy of A. ! Let V& : X®" x A" — {0,1} denote the verification predicate that is
1 on question tuple (x1,...,x;) € X®" and answer tuple (a1,...,4,) € A®" iff for all
i, V(x;,a;) = 1. We define the n-fold parallel repetition of G to be the k-player game
G" = (X@m, A@n, ,u®n/ V®”).

When working with games with more than 2 players, we use subscripts to denote
which game round/coordinate a question/answer symbol is associated with. For exam-
ple, by x! we mean the question to the t-th player in the i-th round. While this is over-
loading notation slightly (because superscripts are meant to indicate tuples), we use this
convention for the sake of readability. When x” refers to a tuple (xy, ..., x,) and when x!
refers to the f-th player’s question in the i-th coordinate should be clear from context.

Anchored games. We give the general definition of an anchored game.

TWe will use the tensor product notation (“®”) to denote product across coordinates in a repeated game,
and the traditional product notation (“ x”) to denote product across players.
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Definition 66 (Multiplayer Anchored Games). A game G = (X, A, u, V) is called a-anchored
if there exists X! C X* for all t € [k] where

1. u(X) > aforallt € k], and

2. forallx € X,
u(x) = plxlg,) - T ul") (6.1)

teFy

where for all question tuples x = (x1,x2,...,x*) € X, Fy C [n] denotes the set of coordinates of x
that lie in the anchor, i.e.
F,={telk :x'exl}

and Fy denotes the complement, i.e., [n] — F,.

Here for a set S C [n], u(x|s) denotes the marginal probability of the question tuple x
restricted to the coordinates in S, i.e.

pxls) = )}, (@)

X|s=x|s

When k = 2 this definition coincides with the definition of two-player anchored games
in Definition 65. Additionally, just like the two-player case, one can easily extend the
anchoring transformation given in Definition 64 to arbitrary k-player games:

Proposition 67. Let G = (X, A, u, V) be a k-player game. Let G, be the k-player game where
the referee samples (x!,x2,...,x*) according to u, replaces each x* with an auxiliary symbol .
independently with probability «, and checks the players’ answers according to V if all x* # 1, and
otherwise the referee accepts. Then G, is an a-anchored game satisfying

val(G,) =1- (1-a)f- (1 —val(G)), val"(G.)=1—(1—a)-(1—val*(G)). (6.2)

Proof. We give the proof for the classical value; the same argument carries over to the
entangled value. First, it is clear that val(G,) > (1 — (1 — &¥)) + (1 — &)* - val(G). For the
other direction, consider an optimal strategy for G,. Under this strategy, we can express
the entangled value as

val(G,) = (1 —a)k-Pr(W|Vt, ' #£ 1)+ (1 — (1 —a)) -Pr(W|3tst. x* = 1)

where W is the event that the players win. The optimal strategy for G, yields a strategy
for G that wins with probability Pr(W|Vt, x! # .), which can be at most val(G). Since
Pr(W|3ts.t. x' = 1) =1, we obtain the desired equality. D

64 Classical multiplayer games

Perhaps the most well-known open problem about the classical parallel repetition of games
is whether an analogue of Raz’s theorem holds for games with more than two players.
While the two-player case already presented a number of non-trivial difficulties, proving
a parallel repetition theorem for three or more players is believed to require substantially
new ideas.?

This is mainly because the Raz/Holenstein framework, if extended to a multiplayer parallel repetition
theorem in full generality, would likely also yield new lower bound techniques for multiparty communi-
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In this section we make some progress on the multiplayer parallel repetition question:
we prove a parallel repetition theorem for anchored games involving any number of play-
ers.

Theorem 68. Let G = (X, A, 1, V) be a k-player a-anchored game such that val(G) < 1 —«.
Then

2% 3.
val(G") < exp (-%ﬁ) , 6.3)

where s = log | A|.

Combined with the anchoring operation described in Proposition 67, we obtain a gap
amplification transformation that can be applied to any k-player game, yielding a decay
of the value that matches, at least qualitatively, what one would expect from a general
parallel repetition theorem.

From a more quantitative point of view, even in the two-player setting the optimal ex-
ponent of ¢ in (6.3) remains unknown. Perhaps more importantly, it is unclear whether the
exponential dependence in k, due to the term a*, in the bound is necessary; known lower
bounds [43, 27] only show the need for a polynomial dependence on k in the exponent.

For the remainder of this section we fix a k-player a-anchored game G = (X, A, i, V),
an integer 1, and a deterministic strategy for the k players in the repeated game G" that
achieves success probability val(G"). In Section 6.4.1 we introduce the notation, random
variables and basic lemmas for the proof. The proof of Theorem 68 itself is given in Sec-
tion 6.4.2.

6.4.1 Breaking classical multipartite correlations

We refer to Section 6.3 for basic notation related to multiplayer games.

Let C C [n] a fixed set of coordinates for the repeated game G" of size |C| = n —m.

It will be convenient to fix C = {m +1,m +2,...,n}; the symmetry of the problem will

make it clear that this is without loss of generality. Let Z = Ac = (A}, A%,..., AK) denote
the players” answers associated with the coordinates indexed by C.

For t € [k] let V' = (X' \ X!) U {.}, and define a random variable

Y = {X" Xte XA\ XL (6.4)

1, Xtext

LetY =Y!'x)?x...xYVrand Y = (Yl,YZ,...,Yk').. For G" we write
YO = (Y1, Ya,...,Yy) = ((Y},...,Yf),(Yzl,...,yg),...,(y,},...,y,’;)).

Note that each k-tuple Y; is a deterministic function of X;. Furthermore, we will write Y;*
to denote Y; with the ¢-th coordinate Y/ omitted.

For i € [n] let D; be a subset of [k] of size k — 1 chosen uniformly at random, and
D; € [K] its complement in [k]. Let M; = YiD " denote the coordinates of Y associated to

cation complexity, an area that has long resisted progress (especially for the important multiparty direct
sum/product problems).
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indices in D;. Define the dependence-breaking random variable (); as

D;, M; ieC
= DeM) - ieC (6.5)
X; 1€C

The importance of () is captured in the following lemma.

Lemma 69. (Local Sampling) Let X, Z, () be as above. Then P X_|x,0_,z 1 a product distribution
across the players:

Px_ixo_z= H Pxt oLzt
t=1

Proof. Conditioned on M; = Y each X; = (X!, X2,...,X¥) is a product distribution,
hence Py o ,x, is product. Since for t € [k] Z' is a deterministic function of X! the same
holds of Px_, 0 ,zx;- O

Lemma 69 crucially relies on the sets D; being of size k — 1: if two or more of the players’
questions are unconstrained in a coordmate it is no longer necessarily true that Px 1o zx;
is product across all players.

Let W = We = /\,-:1 W; denote the event that the players’ answers Z to questions in
the coordinates indexed by C satisfy the predicate V. Let
_|Cllog | A +log 5y
m

(6.6)

The following lemma and its corollary are direct consequences of analogous lemmas
used in the analysis of repeated two-player games, as stated in e.g. [56, Lem. 5] and [56,
Cor. 6]. They do not depend on the structure of the game, and only rely on W being an
event defined only on (X, Z).

Lemma 70. We have

(1) ‘IE ”PX,-)GO,-[W —Pxyal < V6.
(if) IE || xvizo_w — Pxy,Pyza_jwll < Ve
(iii) ]I[E IPy.zow — Py, o,Pzawll < V6.

Proof. Item (i) follows directly from [56, Lem. 5] by taking U; = X;Y;Q);. For (ii) apply [56,
Cor. 6] withU; = X;and T = (Y1, Y, .. .,Y,,,,Xc)l to get

e H XiZYpXclW ~ Pxy, YZYI,,,]\{,,XCMH < V5, (6.7)

which is stronger than (ii); (ii) follows by marginalizing YF " in each term. Finally, the same
corollary applied with U; = Y; and T = Q) shows (iii). O

Corollary 71.
k

& E Y IPxPza_jwy, = PyPzq_jwy+ < 3k- V3.
i =1
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PTOOf'. We have PY,“Q,’PZ(MW — PY;‘Q[PQ,'WVPZQ;AWQ,“ Applynlg Lemma 2 with QF == PQ,’H‘V’
Sr = Pq,, and Rgjr = Py 0,Pza _jwo,, we see that

E _|IPy0,Pzaw — Pva.,Pza_jwall = E [Paw —Pall < Vs,
ie(m] i€m]

where the last inequality follows from Lemma 70, item (i). Combining the above with item
(iii) of the same Lemma, we have

E [Pyzow — Prva.,Pza_jwall < 2V. (6.8)

ie{m)

Noting that (); is determined by Y; (the D; are completely independent of everything
else), (6.8) implies

E E |IPyzq .iw—PyP ]| = E ||Pyza .w — Pr.Pza_.iwa
i) telk IPv.za 4w YitzO ;|Wy; /| iefm] IPyiza w viPza_jwaoll
< 2V6.
Finally, notice that Lemmas 2 and 70 imply Eje (s [|IPv.za ,w — Pv.Pza_jwy; | = Eiepm IPy, —
Pywll < V/8; the desired result follows. 0O

6.4.2 Proof of the parallel repetition theorem

This section is devoted to the proof of Theorem 68. The main ingredient of the proof is
given in the next proposition.

Proposition 72. Let C C [n] and X,Z,Q)_; be defined as in Section 6.4.1. Then

E ] IPx.o_zw — Px.Pa_zwy,—u]] < (6ka™ + 1)V, 6.9)

ie[m
where ¢ is defined in (6.6).
Theorem 68 follows from this proposition in a relatively standard fashion; this is done

at the end of this section. Let us now prove Proposition 72 assuming a certain technical
statement, Lemma 73. This lemma is proved immediately after.

Proof of Proposition 72. First observe that

IPxa_zw = PxPa_zwy—itl = Pxvo_zw = PxvPa_zw v

as Y; is a deterministic function of X;. Applying Lemma 70, item (ii) we get

E ||Pxv.0 zw —Pxy Pr.a_zwl < Ve,

i€ [m]

The latter distribution can be written as Py, wPx,y,Pq zwy,- Applying Lemma 2 with
Qr = Py,w and Sp = Py, we see that

IPx.v,Pr.azw — PxviPa_zwyll = [[Prw — Py,

7
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which is bounded by /6 on average over i by Lemma 70, item (i). Hence
lE[m] HPX,Q_,Z|W P}‘ PQ iZ|W,Y;= J_k“ < 2\/_+ IE HPX) PO_,Z]WY - PXY PQA,Z\WY J.kH

=2v6+ IE ”PYPO_,ZIWYl Phpn_fz|w,yi=

l€ m

where the equality follows from Lemma 2 applied with Rg|r = Py;|y,. Applying the trian-
gle inequality,

||PX,Y Pa_ziwy, — Pxx,Pa_zwy.=.¢|

16 ﬂl
= “PY,PQ zwy, — Pv.Pa_zw =t
16 m
= le ] Z ”PY Po. ZIWYS =11y T P*’fpn_izlwng':ﬁ,lf,.”ll (6.10)
< 6ka~ " V8, (6.11)
where (6.10) is proved by Lemma 73 below and (6.11) follows from Corollary 71. [

Lemma 73. Let S C [k]and t € S. Then

|Py,P —PyP

Q_Z|WYS=15, Yq ﬂ_,'Z|WY,-SUM:J_SU(‘},Y?\{” ”

< 20 (8D ”PY,-PZQH-IWYI- - PYiPZQﬂ-[WY-"“‘ (6.12)
Proof. In the proof for ease of notation we omit the subscript i and write Y instead of

Y;. After relabeling we may assume S = {1,2,...,r—1}and t = r where1 < r < k.
Expanding the expectation over Y explicitly we can rewrite the left-hand side of (6.12) as

“Py- (Pa_ziwyzry<rmirt — Pa_ziwyryr=r) ‘ : (6.13)
Next we use a symmetrization argument to bound the above expression. Consider a ran-
dom variable Y that is a copy of Y, and is coupled to Y in the following way: Y=Y,
and conditioned on any setting of Y" = 3", ¥" and Y" are independent. Using the fact that
Pr[Y" = 1] > a conditioned on any value of Y77 = U™" = y ', we get that the expression
in (6.13) is at most

1
HPy—r Pyrly—r Pyrly_, . (PQ_izlw,y>',y',y<’=L"1 e PQ_iZ|W,y>r,ﬁr,y<r=L'_1) H .

Using the triangle inequality and symmetry of Y and ¥, this expression can be bounded
by

-1
207 - “PY . (PQAZIW/}PV, ry<r=1r-1 PQ_iZ|W,y>’,y<’:L’—1)

which after noting that the quantity ||Pq_zw >y y<r—1r-1 = Pa_zjwy>ry<r—. || is indepen-
dent of the variable Y<7, can be rewritten as

-1
2« . ”PYZr . (P0~i21w’y>r,yr’y<r:lr—l - PQ.-,'Z|W,_I/>",]/<’=J_’“] ) ” .
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Using that the event that Y<" = ."~! occurs with probability at least &~ and Pysrjy<r—ir1 =
Py>r by the anchor property, we can finally bound (6.13) by

27" - IPyPza_jwy — PYPza jwy |,

which is the desired result. O
We prove Theorem 68 by iteratively applying Proposition 72 as follows.

Proof of Theorem 68. Let Cy = @ and Jy = 0. While (6ka~* +1)+/8; < &/2, by Proposition
72, we can choose i € Cs with i'PXiQ_‘.zll/v - PXiPQ,,-Z|w,Y1=Lk‘! < e/2. Set Co4q = Gy U

{i} and 8541 = (|Cs11|log |A| +1og1/ Pr(Wc,,,))/m. First we show that throughout this
process the bound

Pr{We,] < (1 —¢/2)¢! (6.14)

holds. Since by the choice of i one has llPXiQ_’.Z|WC — Px.Pa zjwe,vi= 1k || < €/2, to establish
(6.14) it will suffice to show that

Pr(W;|We) < val(G) + ||Pxa_zwe — Px.Pa_ziwevi—it |- (6.15)

The proof of (6.15) is based on a rounding argument. Consider the following strategy for G:
First, the players use shared randomness to obtain a common sample from P, 7w y,—+-
After receiving her question x}, player t € [k] samples questions for the remaining coor-
dinates according to Pyt | 7x:, forming the tuple X! = (X', xf). She determines her
answer a; € A! according to the strategy for G". The distribution over questions X imple-
mented by players following this strategy is

k
Px, PO_,'Z\WcY,‘:lk H Px'_,.|ﬂ[,.ZfX{/
t=1
which by Lemma 69 is equal to

Px.Pa_zwevi=tPx 10 iz

On the other hand from the definition of ()_; we have

Pxa zwe. = Px0_zw:Px_10_zw. = Pxao_zw.Px_ 0z

Applying Lemma 2 with R = Px o 7 it follows that

“PXZQ_,-|WC —PxPa zjweyi=1k Px‘im”iz” = ” Px.a_zwe — PxPa zjwey=1¢

Now by definition the winning probability of the extracted strategy for G is at most val(G),
and (6.15) follows.

Let now C be the final set of coordinates when the above-described process stops; at
this point we must have

o |C|log|A}+log-ﬂ(—1m y a2kg2
- T B8R
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IC| log |.A|+log( ﬁﬁv—cﬂ w2ke?

If |C| > n/2 we are already done by (6.14). Suppose - > oo If log(??(%v—cj) >

n-ake? .
10252 we are agaln done; hence, we can assume

IC|log |A] S a%ke?
n 192 - k%

Now plugging the lower bound on the size of C in (6.14) we get

, ak.e3.n
Val(G ) S Pr(WC) S exp —5‘871"—’;2—3‘

where s = log |.A|, which completes the proof. O

Some remarks on multiplayer parallel repetition for general games. We conclude this
section with some remarks about Theorem 68 and the more general problem of multiplayer
parallel repetition. Our analysis of repeated anchored games follows the information-
theoretic approach of Raz and Holenstein. It is a natural question, predating this work
by many years, whether one can extend this framework to prove parallel repetition for
general multiplayer games?

At first sight the Raz/Holenstein framework may seem quite suitable for multiplayer
parallel repetition. For instance, it is folklore that classically the approach extends to the
case of free games with any number of players, and furthermore, many of the other techni-
cal components of the proof readily carry over in much generality. Despite these positive
signs, attempts to extend Raz’s original argument to the general multiplayer setting have
so far failed for different and rather interesting technical reasons. Embarrassingly, to our
knowledge, it is not even known how to extend the information-theoretic approach to
prove that the value of a repeated k-player game decays at all’®

We give an example of one of the difficulties in proving a multiplayer parallel repetition
theorem for general games. Consider the problem of defining an appropriate dependency-
breaking variable () in the multiplayer setting. There are two competing demands on (:
on one hand the breaking of dependencies between the players’ respective questions seems
to require it to contain as many of the players’ questions as possible for each coordinate
i € C. In fact, if the correlations between the players inputs’ are generic, it seems hard to
avoid the need to keep at least k — 1 inputs in each €);, as we do in Lemma 69. On the other
hand, for correlated sampling to be possible, it seems necessary for (2 to specify very few
of the questions per coordinate, or in fact in the generic case, at most 1; as soon as k > 3
both requirements are in direct contradiction.

An insight behind our result is that it is sometimes possible to decouple the above two
competing demands on (2 (i.e. the dependency-breaking and the correlated sampling compo-
nents). More precisely, when the base game is anchored, we show how to define a useful
dependency-breaking variable (or quantum state, in the entangled players setting) that
can be sampled without correlated sampling. With correlated sampling out of the way,
the aforementioned conflict between correlated sampling and dependency-breaking dis-
appears, allowing us to proceed with the argument.

30ne can modify a Ramsey-theoretic argument of Verbitsky to show that if val(G) < 1, then val(G™") must
go to 0 eventually as 1 grows [98], but the bound on the rate of decay is extremely poor.
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6.5 Parallel repetition of anchored games with entangled players

This section is devoted to the analysis of the entangled value of repeated anchored games.
The main theorem we prove is the following;:

Theorem 74. Let G be a k-player a-anchored game satisfying val*(G) = 1 —e. Then

* (M pOIY(wk) -
< e — _—
val*(G") < exp ( @) ( poly (k) 5 ,

where s is the total length of the answers output by the players.

Thus as in the classical multiplayer case, the anchoring operation described in Proposi-
tion 67 provides a general gap amplification transformation for the entangled value of any
multiplayer game.

For clarity we will focus on the k = 2 (two-player) case; we will describe how to ex-
tend the proof to arbitrary k at the end. We fix an a-anchored two-player game G =
(X x Y, A x B,u, V) with entangled value val*(G) = 1 — ¢ and anchor sets X, C &,
Y, € Y for Alice and Bob, respectively. We also fix an optimal strategy for G", consisting
of a shared entangled state |¢) EAE5 and POVMS { A%} and {BY,} for Alice and Bob respec-
tively. Without loss of generality we assume that |) is invariant under permutation of the
two registers, i.e. there exist basis vectors {|v;) }; such that [) = 1; \/Aj|v))[v;)-

6.5.1 Setup

We introduce the random variables, entangled states and operators that play an important
role in the proof of Theorem 74. The section is divided into three parts: first we define
the dependency-breaking variable (), with a slightly modified definition from the one in-
troduced for the classical multiplayer setting in Section 6.4. Then we state useful lemmas
about conditioned distributions. Finally we describe the states and operators used in the
proof. '

Dependency-breaking variables. Let C C [n] a fixed set of coordinates for the repeated
game G". We will assume that C = {m +1,m+2,...,n}, where m = n — |C|, as this will
easily be seen to hold without loss of generality. Let (X", Y") be distributed according to
u™ and (A", B") be defined from X" and Y" as follows:

PA"B"IX":X",Y":_I/" (R", bn) — (#J‘Ag’rlt ® B;i ‘lp)-

Let (Xc,Yc) and Z = (Ac, Bc) denote the players’” questions and answers respectively
associated with the coordinates indexed by C. For i € [n] let W; denote the event that the
players win round i while playing G". Let We = A;cc Wi.

We use the same dependency-breaking variable ) that is used in Holenstein’s proof
of parallel repetition. In those works, for all i € [n], (); fixes at least one of X; or Y; (and
sometimes both, if i € C). Thus, conditioned on (3, X" and Y" are independent of each
other.

In more detail, let D1, ..., D, be independent and uniformly distributed over {A, B}.
Let My, ..., M,, be independent random variables defined in the following way. If D; = A,
then M; is coupled to X; (that is, takes the same value as X;). Otherwise, if D; = B, then
M, is coupled to Y;. Then O; = (D;, M;), and Q) = ((y,..., O, Xc, Ye).
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Conditioned distributions. Define éc := i (log1/ Pr(Wc) + |C|log |.A||B]). For nota-
tional convenience we often use the shorthand X; € 1 and Y; € 1 to stand for X; € X, and
- Y; € Y, respectively. The following lemma essentially follows from lemmas in [56] and
the arguments used in the proof of Lemma 73 in Section 6.4.

Lemma 75. The following statements hold on, average over i chosen uniformly in [m]:
- E;i |Pp.mxviiwe — Posmixiv Il < O(v/dc)

- Ei[IPazxyv,we — PaziwPxxoll < O(véc)

- Ei[Pxy,Pa_zxeovieiwe — PxvPa_zxvwell < O(Voc/a?)

- Ei |Pxv,Pa_zixvwe — Pxva_zwll < O(Voc/a?)

M W N ~

Quantum states and operators. Recall that we have fixed an optimal strategy for Alice
and Bob in the game G". This specifies a shared entangled state |i), and measurement
operators { A%} for Alice and {BE,} for Bob.

Operators. Define, for all ac, b, x", y™:

" b, 1
AZS = Z Ain BVS = Z B;n

anlac b”IbC

where a"|ac (resp. b"|bc) indicates summing over all tuples a" consistent with the suffix
ac (resp. b" consistent with suffix bc). For all i, w_, x;, and y; define:

A .= E A% B .= E B
G Xl G sy Y

where recall that Ex», , ., is shorthand for Exna_j=w_,x;=x;- Intuitively, these operators

represent the “average” measurement that Alice and Bob apply, conditioned on Q_; =

w_j,and X; = x; and Y; = y;. Next, define

b b
Al = E A% BfS. = E BS.
Wit T X —w_aXiel Y Wik T e e aYel Y

These operators represent the “average” measurement performed by Alice and Bob, con-
ditioned on Q)_; = w_; and M; = .. Finally, for all x; € X and y; € ), define

1 1 b 1 _4 1,

ZE‘L,‘,J/X,' = EAZf—i;J- + EAZ)C,,',XI' ch—irl/yi = EB(UC_,‘,l + EB(IL’C_,',}/,"

Intuitively, these operators represent the “average” measurements conditioned on Q)_; =
w_; and when X; is x; with probability 1/2 and . with probability 1/2 (or when Y; = y;
with probability 1/2 and . with probability 1/2).

For notational convenience we often suppress the dependence on (i, w_;,z = (ac, bc))
when it is clea from context. Thus, when we refer to an operator such as A, ,,, we really

ac
mean the operator A7, .

States. For all x € & and y € ), define the following (unnormalized) states:
|Pry) = VAr @ \/ By|#) |Dy,1) == VAx @ VB.|)
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|q)_z./x,,L> = \/’IIL/—x® \/E\_W’) |‘1)1/x,}_/> = \/ﬁ@ \/’B—EIW’) (6.16)
@) = A, & VB |

together with the normalization factors

Yxy T IH‘I’W>H Yo = [|Px,0)l
Yi/xL = [IE2v2)| Yirxy = ‘Hq’L/x,y>H
Y= 1Pyl

Note that these normalization factors are the square-roots of the probabilities that a certain
pair of answers z = (ac,bc) occurred, given the specified inputs and the dependency-
breaking variables. For example, revealing the depencies on w_; and z, we have

Yw_jz = lea:_”.\‘i,}/i (Z)

XiYi

We denote the normalized states by |<T)_w) = |<I>x,y>/’yx,y, |&)x,¢> = Dy, )/ ¥x,L, |&>¢/x,¢> =
I®J.,J.>/'YJ_/A‘,J./ l¢ﬁ/x,1/y> = 1q>1/x,y>/fh/x,y: and [, ) = |P, ) /7.,

6.5.2 Proof of the parallel repetition theorem

Lemma 76. Let G be an a-anchored two-player game. Let C C [n] be a set of coordinates. Then

gchr (Wi We) < val*(G) + O(5Y/8/a?)
1

where the expectation is over a uniformly choseni € [n]\C and 6c = % (log 1/ Pr(Wc) + |C|log |.A||B]).

Proof. The proof is based on a similar rounding argument to the multiplayer case, but it
now involves entangled strategies. For every w_;, z = (ac,bc), x; € X, y; € Y, a; € Aand
b; € B, define

AZ‘r X E (Afuc_, 1,)-1/2An” ,r,( w_ ,v,) 12

alagac

B .= Y. (Bl )V?BY

-1/2
Wi Yi Wi Yi ( w—x ]/1)
b#)bi,be

where a"|a;, ac (resp. b"|b;, bc) denotes summing over tuples a” that are consistent with ac
and a; (resp. b" that are consistent with bc and b;). Note that the {A¢)_, v, }4, and { BY i b,
are positive semidefinite operators that sum to identity, so form valid POVMs.

Consider the following strategy to play game G. Alice and Bob share classical public
randomness, and for every setting of i, w_;, z, the bipartite state I'ZI)w_,-l z). Upon receiving

questions x € X and y € Y respectively they perform the following:
1. Alice and Bob use public randomness to sample (i, w_;, z) conditioned on W¢.

2. Alice applies Uy, , -« to her register of I@a,_i,:).
Ll

3. Bob applies V, , ., to his register of |®w ,z).
; 1,1

105



4. Alice measures with POVM operators { A ..} and returns the outcome as her an-
swer.

5. Bob measures with POVM operators {l?fl‘;ﬂ.,y} and returns the outcome as his answer.

Suppose that, upon receiving questions (x, y) and after jointly picking a uniformly random
i € [m], Alice and Bob could jointly sample w_;, z from Pg_zjw, and locally prepare the

state |®w_;z). For a fixed (x,y), w_; and z, the distribution of outcomes (a;, b;) after mea-
Xy

suring {Af_ . ® B’ﬂ’;‘hy},,i,b‘. will be identical to P45, -+, (Where we mean conditioning
on X; = x and Y; = y). Averaging over (x,y) ~ 1, i, w_;, and z, the above-defined strategy
will win game G with probability at least [E; Pr(W;|Wc).

Next we show that Alice and Bob are able to approximately prepare |&>wx_§;z) with high

probability, and thus produce answers that are approximately distributed according to
P A;Bi|w_izxy 2llowing them to win game G with probability greater than 1 — ¢ — a contra-
diction.

For the remainder of the proof, we will fix C and implicitly carry it around. Let § = é¢.
We use the following lemma:

Lemma 77. For every C, i, w_;, z = (ac,bc), xj and y; there exists unitaries U, _,  x, acting on
Eaand Vy_, 2y, acting on Ep such that
&)w_,-,z> -
1,1

The proof of Lemma 77 is given in Section 6.5.2, and we assume it for now. Using the

fact that for two pure states |) and |¢), ||[¥ — ¢[l1 < V2| |¥) — |¢) ||, as well as Jensen’s
inequality,

1

- iz V > Ui
m; XY, O Z|w“(u““'“"‘® w_izy)

cTauL,,z>“2 = O(6Y4/a?).

Xi Vi

01/8
E E E
i XY O Z|We

(Us_zx @ Vo l‘_y)[q)w_,,z] ‘bw_,-.,” —o( ) (6.17)

where the second expectation is over (x,y) drawn from p, and (U ® V)[®] denotes (U ®
V)®(U ® V)*. Conditioned on a given pair of questions (x,y) and the players sampling
(i, w_j,z) in Step 1., the state that the players prepare after Step 3. in the protocol is pre-
cisely (Uw_zx @ Vi_izy) [P ,-l,z] Let Ew-,yz denote the quantum-classical channel on den-

sity matrices that performs the measurement {Aw_hx ® Bw_i,y} ab;» and outputs a classical
register with the measurement outcome (a;,b;). Applying £w_;z to the expression inside
Xy

the trace norm in (6.17), using that the trace norm is non-increasing under quantum oper-
ations,

E E E
i XY QZ|We

< 0(51/8/“2).

PAiB;Iwk.-,v,x,y -P A;Bj|lw_;v,x,y

where P A;Bi|wi,zxy (@i, bi) deontes the probability of outcome (a;, ;) in the above strategy,
conditioned on questions (x, y) and the players sampling (i, w_;, z) in Step 1. Thus

Pr-Pa_zwc - Pxy - Paja_zxy, Ro@vs/a) Pr-Pa_zwe - Pxy - Paspia_zxy,

ovssar) Pr-Pa zxyiwe - Pasla_zxy,
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where the X;Y; in the conditionals is shorthand for X; = x,Y; = y. The last approximate
equality follows from classical correlated sampling lemma (see Chapter 4). Marginalizing
O_,Z, we get

Pr-Pxy - Pasixy, Sovsa2) P1Pxyasiwe: (6.18)

Under the distribution Pxy 4,5, w,., the probability that V(xi,yi,ai,b;)) = 1 is precisely
Pr(W;|Wc). On the other hand, (6.18) implies that using the protocol described above
the players win G with probability at least E; Pr(W;|Wc) — O(5'/8/a?). This concludes the
proof of the lemma. O

Given Lemma 76, the proof of Theorem 74 (at least the two player case) follows from
the same outlint as that of Theorem 68 given in Section 6.4. Later, in Section 6.5.3, we
sketch the changes necessary to adapt the proof to handle an arbitrary number of players.

Proof of the main lemma

This section is devoted to the proof of Lemma 77. The proof is based on two lemmas. The
first defines the required unitaries.

Lemma 78. Forall i, w_;, z, x € X and y € Y there exists unitaries U, -y acting on E4 and
Viw_;zy, Vw_,z acting on Eg such that
- Xy

_ ® P 2 0514 /42
— Z oE, E || <1>m> U e @2 )| = 0470, 6.19)
,zlw Voo_izy| Pon Ly , )
2
- R P S W P — 1/4 7,4y .
Z o ]%w B Ve q’mw> }‘I’L/m> O(6°"*/a%) (6.21)

where Ex, Ey, and Exy denote averaging over u(x), u(y), and u(x,y) respectively.

The proof of Lemma 78 is given in Section 6.5.2. The second lemma relates the nor-
malization factors Yyy, Vx., Yoy ¥ Uxyr Yi/x,1 Vi that appear in the definition of the
corresponding normalized states |®).

Lemma 79. There exists a set S of triples (i,w_;,z) that has probability 1 — 6/* under Py -
Pa_,zyw such that

1

— Y Pxy(xy) P _zwl(w_;0)
m

(iew_;z)ES

Y yw | = 0(54/a2) 2 (6.22)
Xy

where

= (m Z Z PXY(\7 I/) Pa_ ,Z|W( )"YZJTi,z)llz.

i Xy Y

Furthermore, similar bounds as (6. 22) hold where '}'w ,, is replaced by any of fyw_,- 2 YW iz, Yz,
Ly 1/ xy
Yw_iz.

/X,
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The proof of Lemma 79 uses the following claim.

Claim 80.
V6
- Z Y, Pxy(xy) HPQ‘,-Z|X,-=x,Y,-=y(w—irz) - PQ_,‘Z|X,’EL,Y,’€J,((‘U-‘I'/Z)” = O(*&i—) Pr(W).
i xylw_z)eW
Proof. First note that
Pr(W
LS Y Py ) IPe(WIX; = 5, = )~ Pr(W) = SO oy P
i Xy i
= O(Vé) Pr(W), (6.23)

where the second equality follows from Lemma 89. Using the triangle inequality and
Pr(X; € 1,Y; € 1) > a? we also get

;IZ,Zny(r y) [Pr(W|X; = x,Y; = y) —Pr(W|X; € L,Y; € 1)| = O(v/5/a?) Pr(W).

1 Xy
(6.24)
Using (6.23) and letting Py 7w denote Pq_7x,—x v,y w,
- ZZny(r,y) ”Pf W) - Pa_zjyw(w-i,z) — Pa_zjy(w ,Z)”
i Xy (w_; z)EW
o) Pr(W) 7 EZ Pxy(x,y) ”Po_,z,«wp y(w-i,z) —Pa_zjx(w-i,z )”
P Xy (w_, )W
= 0.

A similar derivation proves

- Z, Y ||Pr(W) - Pa_zixerview(@-i2) = Pa_zixeive(w—i,2)|| = O(V5) Pr(W).
i (w_;z)eW

Combining the previous two bounds with the bound

1
P Y Pr(W)[IPxx.Pa_zxesvenw — Pxy,Pa_zixywl < O(V8/a?) Pr(W)
;

from Lemma 89 with the triangle inequality proves the claim. (]

Proof of Lemma 79. For any i, x,y and (w_;,z) € W write
1
) -Pazw(w_i2) -V 2 = =——Pxy(%,y) - Po_z(w_i,2) - Y,z
Pxy(x,y) - Pa_zw(w-i,z) Vo I,r(w)ny(x y) - Po_z(w_; z) (e

1
= WPXY(X/ }/) : PQ_.,-\x,y (w—i) ’ PZI(uA,-(Z) : ’)'(zt’l—/,y;:r
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where for the last equality we used Pg, |x,y, =-Pa_,. From the definition, Y .z = Pzlw 1xy(2),

Xy

1 .
(W)P” %) Pziw (2) Pa_zxy(w-i,z), (6.25)

where P 7)., (w_;,z) denotes Pq 7%, y,—,(w-;, z). Similarly, we have

. 1 . v
PXY(X, y) . PQ,,,-Z|W((‘)—i’ Z) . ’Ygi_’,ﬁ: = FITMT)PXY(x’ }/) . PZI(LL,-(Z) : PQAiz1l,_L(wA,', Z).
(6.26)
By definition
72 = — Z Q_,le(w—-u~) PV}w j( z),

ﬂl

i/

thus for any # > 0 applying Markov’s inequality a fraction at least 1 — 1 of (i,w_;,z)
distributed according to Py - P 7w are such that Pz, (z) < v¥2/1. Let S be the set of
such triples, and consider summing the difference

Pxy(x,¥) - Pziw_,(2) - |Pa_zixy(w-i,2) — PQ_,-Z\L,J_(W-I'/Z)‘

over all (x,y) and (i,w_;,z) € S. By lines (6.25) and (6.26), and applying Claim 80 we
obtain

1 : ) V2 G
- Pxy(x,y)-Pq, i Z) Yo — Ve _O(._)
m ; xy(x,Y) Q,,Z|w(w ir2) %x",fi ’Ycﬂ =y 2
(iw_;z)ES
Choosing 1 = 61/* proves the lemma. O

Proof of Lemma 77. For every (i,w_;,z), x € X and y € Y let unitaries Uy _;zx, Viw_;zy and

Vw_;z be as in Lemma 78. For notational convenience we suppress the dependence on
X,y

(i,w_;,z) when it is clear from context. Call triples (i, w_;, z) that satisfy the conclusion of

Lemma 79 for ")/cu iz, ’)’w 2, Yw iz, Yoz, and yw_;z simutaneously good triples, and let S
XY XL Ly /xy /x,L

denote the set of good triples. Fix (i,w_;,z) € S. Using |a — b|* < |a® — b?| fora,b > 0,

_ ) 2 Ty |
Y Pxy(x,y)- qu)x,y> - ,(Dx,y>H =Y Pxy(xy) - [——=
X,y X,y 7
72 - fY(ZL;_,‘,Z
<Y Po(xy) - |—
*y v
= O(8V*/a?), (6.27)

and similar bounds hold for |®, , ), |® Ly) and |®, ). Thus to prove the theorem it will be
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sufficient to establish that

1 ’ s1/4 )
p xz, Pxy(x,¥) - Po_,zjw(w—i,2) - ||[(Ux @ V)| @11} — |Pry)|” = O(*a—z)”r .
Y
(lw_iz)es

(6.28)

Using the lower bound on the measure of S,

;11- Y Prr(y)-Pa_vm(w-i,0): [0 v)[®...) —[®xy) “2
iw_;,v
< ’1; }: Pxy(x,y)- PQ_,-,VIW(‘U*I‘: v) - ”(ux @Vy) CT)L,¢> - &)x,y> Hz + 0(51/4)
%7
(iew_;v)ES

For each good triple (i, w_;, z), by the triangle inequality

)l <361 o +3][un) -1 on)f
+ 3’)’_2 ” (Ux® Vy)|¢i,i> - chx,y>||2

<372 [(Ue ® V)| @,1) — [ @y )||F +O(61/4/02).

”(ux ®V,)

&')J_,L> -

Using (6.27), the bounds stated in Lemma 78 imply the following bounds on the un-
normalized vectors:

1/4
l Z PX(x) : PO_,»Z|W(“’—-£I Z) . I“q)x,i> - Uw_;le‘DL,L)”Z = O(%Z_)'er
(i,wj,z)eS
(6.29)
1 2 sV
= Y Pv®)-Pagw(w-i2) [V zyl®.) =[P = O(—az‘)? .
(i,w_]i/,z)es
(6.30)
1 2 s1/4 5
— xz Pxy(x,¥) - Pa_zw(w-i,z) - V«;—’sy/ﬂ(bu.r,y) —|®Pyx)| = O(—“()W .
(i,w_i,,yz)es
(6.31)

We show how to combine these bounds to establish (6.28). We have

2
|Usl @) = [@n) P = [|Ux AL 2 AL 210 = AV2AT 101, |

-

Using the triangle inequality again,

2
uxA1l/2AI/1x/2 @ Vx‘y‘(DL/x,y> - A.lt/ZAI/x/Z 2 V—"y|q>l/xry> ” .

2

<3| (UeAl/2A77) @ Vay [.scy) — (UxAV2AT) 10173,.) (632
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2

+3 “ (U A]/?AL/]“/ ) {CDM""‘L) Al/thllr/otq)J/x,J (6.33)
2

Al24 1/7@1/\ ) — AL2 Al—/lx/.? & Vig |91 /1,) 634)

Using || U, A ZA:/]X/ 2|l < v/2 the term (6.32) can be bounded as

2
1' (uxA}/zAz/lx/z) ® ny Iq)L/x,y) (U\Al/zAl/lx/q) I(I)J_/x,i> <2 ”ny[q)i/x,y> - |CI>.|/x,L>”2 -

The term (6.33) can be re-written as

2
[(UeAt2A2) 10,0 — A2 A0 )| = U0 — (@I

Finally, using [|AY/2A7}/?|| < v/2 the term (6.34) can be bounded as

1/x

_ 2
”Al/'?A 1/7|¢’L/x,L> A]/ZA ]/2®VXJI(I)L/YV>H <2”,q)J_/\J. "V—cy '(I)Mx,y>'| .

Putting the three bounds together, from (6.34) we get

2 .
I,leq’L,y) - ‘(I’x,y>“2 < 31 VXTqu))J_/x,y - lq)J_/.\‘,J.> +3 ”uxlq)_L,L> - |(Dx,1>”2- (6-35)

Using that U, is unitary,
Uy @ V) |@11) — (@) | < 2]Vl @) — 1@ + 2| Uel@uy) — (@)

<18 ||Vig | @1/ y) — 1@/ )|+ 6 | Ux| @) — |@4,0) |1
+2 “‘/}I‘d)i,_J -

where the last inequality is (6.35). Egs. (6.29), (6.30) and (6.31) bound the three terms above
by O(81/%/a*)y? on average over (x,y) weighted by Pxy, and (i,w_;, z) € S, weighted by
P;-Pq_,zw- This proves (6.28), and the theorem follows. O

Obtaining local unitaries

In this section we give the proof of Lemma 78, which states the existence of the local unitary
transformations needed for the proof of Theorem 74.

Proof of Lemma 78. Recall that we let the entangled state |¢) and POVMs {A%,} and {B%.}
constitute an optimal strategy for G”. We refer the reader to Section 6.5.1 for the definitions
of operators A¢S, etc. We will let p denote the reduced density matrix of |§) on either
system (this is well-defined because we’ve assumed |¢) is symmetric).

We first prove (6.20), that is, the existence of the unitary V,, .y,. Recall the notation

= [¢){y| and X[p] = XpX*. Introduce the following states:

Eavieeez = Y. Payn(w,y™) lwy"{wy"| @ (\/ AL ©® \/Bbﬁ) [#] @ lacbcXacbc|,

w, ™ ac,be

SOymE,Epz = EQYNE EpzZ|W- (6.36)
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Cf%: = CEA O i=w_i Yimyiw=(A,L)" (6-37)
The state E is defined so that tracing out the entanglement registers E4 and Ep the re-
sulting state Eqym 4.p. is a classical state that is equivalent to the probability distribution
PaymacBe- In (6.36) the conditioning on W is well-defined since the event only involves
classical random variables in (2 and Z. In (6.37) only the reduced density on E 4 is consid-
ered, all other registers being traced out.

The following claim provides the main step of the proof by relating the reduced densi-
ties on Alice’s registers of states (6.37) associated with different choices for y;.

Claim 81.
1
m ZQ ]%w Ig “Eii": B E’A’Iz 1 O(Vé/a?) (6:38)
i —i i Yi 1,

Proof. First we observe that Pr(W)¢Z < E, thus by definition S({[|Z) < S (&]|Z) < log1/ Pr(W).
Using the chain rule for the relative entropy (Fact 10),

S(Cl 18

wz N8z )_logP Wy (6.39)

Qviw
Next we note that for any w, using Ando’s identity
(X ©Yy) = Te(X\pY T P),

where |p) = Y \/A;|v;)|vj), p = L Ajlv;)(vjl, X, Y are any linear operators and the trans-
pose is taken with respect to the orthonormal basis {|v;) },

—-Yy™ c b7 m b C
gy tadebe — ¥ Py (y") 1y )Y © \/ Al VPByi Vo Al @ lachc)ackc|

y"ac,bc
b, ~
< L Prialy™) M| @ AL VRBEVRY A @1
y"’ﬂc,bc
= ¥ Praioy™) "Ny @/ AlSpy/ A 1, (640)
ym’ac

where the last equality uses } ;. Bsg = I. From (6.40) and the definition of S it follows
that S, (25 £4||BY" @ BE*) < |C| - 10g | A||B). Applying Lemma 18,

1 m Ve -
—Zn;ﬁ 1(Y; Ealw,2)e < o B S0 |E0; ©8E)

1 Ym E H‘wﬂ E Y"l E '_| E
<o ( E, SEEIEEE) + E, Se(@L TS
< — [ . = .
< — (log B (W) +|C| log|A||Bl) ) (6.41)
where in the last line the first term is bounded using (6.39) and the second using (6.40).

112



Applying Lemma 89,
EPpumw(A L) =oy5 EPpm(A 1) = 3
thus from (7.2) by conditioning on ); = (A, 1) we deduce

—Z

Qzjoy; (Al I(Yi; EA"U’Z)(Z =0(d/a), (6.42)

as long as &« = Q(V/6). Next we apply Pinsker’s inequality (Lemma 9) and use that Y; is
classical in ¢ to write

.
—§; E |eE . — ~—§; E s(ei,. |l ek)
m = Qz|o; ~(A W Ywz 17407 o m ~ azja,= A W Yilwz U [r

T m ZQZIQ =(A1 [(Yi;EAlw’Z)g

=0(6/«)
by (6.42). To conclude note that Lemma 89 and the classical correlated sampling lemma

imply
Pr-Pazy,j0,=(a,0,w Fo(vsa2) P1-Pa_zw - Py,

The proof of (6.19) essentially follows from Claim 81 and Uhlmann’s theorem. We give
the details. First write CE,B_ .zand Cf,ﬁ .= explicitly as

Ly; 1L

E =1 N
&z o< (AL )V2P Bas oy VP (AS )Y,
1 Vx

E’Ai: o (Agf L sz Bw il \/_( w‘,l)l/z

1,1

which makes it apparent that the states

EISw__ iz > and

LY

&)w,,-,:> introduced in (6.16) purify
4,1

Ea and &Er ..z respectively. Applying Uhlmann’s Theorem, there exists a unitary Vi,_, 2,
1 1/, 1,L

acting on Ep such that

= = 1 E E
- IE IE @ 1_i% VU AT ¢ )iz > 1 - IE ]E A - ;A.-;
ZQ ZIW Y < il Rl e >‘ - m ;(L,-ZIW Y, IP5F P
>1-0(6Y4/a), (6.43)

where the first inequality follows from the Fuchs-van de Graaf inequality (2.1) and the
second uses Jensen’s inequality and (6.38) from Claim 81. Expanding out the squared
Euclidean norm and making sure that Vi, ;- is chosen so as to ensure that the inner

product (Ef)w,,»,z Veo_izy; |<f>w,,,,»,z) is positive real, (6.43) proves (6.20).
L,Y; 1,1

[t
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A nearly identical argument yields (6.19). It remains to show (6.21). Define

EA 1 Ea — 1
w_jz = w_,z + 5 gw_,.. and w_iz — 3 w ,'z +

éf
1 x,y; 2 LYi 2 XiYi i/ x;, L 2

2745

For notational clarity, we will suppress mention of w_; and z; it will be implicitly carried

around. v

The density matrices -4 1y and zEa 1/, are purified by |®/y,,,) and [P/, ) respec-
tively. We will show that these two density matrices are close to together, on average, and
hence by Uhlmann’s Theorem implies that there exists a unitary Vy,,, acting on Ep that

moves |®,, xy:) close to |®,/5,.). Consider:

E E
E 4 gi jx gluyz lj—

I a Z\W XY, Hgl/*r% Lt

E E
I Q7w XY

1

<E E E“
I o zw XY [2

gL j, J. L ‘:;\, y, o L,

1] ’
We obtained a bound on the first term in the calculations above. It remains to bound the
second term. Again Lemma 89 implies

Pr-Pazy,pi=aw Zo(vi/a) P1-Pa_zw - Pxiy,

where “22” indicates approximate equality, up to relabeling the random variable M; with
X;, whose marginals are identical conditioned on D; = A. Thus using the same approach

as earlier in the proof, we can obtain the bound

E
IQz;wX,,

< O(V5/at).

gEr — &t
X y, 1,1 1

Thus there exists the desired unitary Vy, ,; such that
1 - _ ) »
- E E IHCD Y=V ,Iq> - “ < O(5\/4 7 4 6.44
m ,Z'Q,,-Z|W XY _L/x1,1> XiYi _L/x,,y,> = ( /o) ( )

proving (6.21). O

6.5.3 Extending the argument to more than two players

Here we extend the argument above to the case when k > 2; that is, when the game
involves more than two entangled players. For clarity, we won’t redo the entire argument,
but instead describe the modifications to the two player proof. Furthermore, we will make
the following simplifications: we restrict ourselves to the k = 3 player case, and we will
analyze the repetition of G, that is the result of applying the anchor transformation to the
game G; that is, the anchor questions are literally the “.L”. Extending the argument for
arbitrary k and arbitrary anchored games is straightforward.

We start with an arbitrary game G involving three players Alice, Bob and Charlie. The
players’ questions are denoted by X, Y, Z, and their outputs are denoted as A, B,C. We
will let i(x,y,z) denote the question distribution of the game G. Let G, be the anchoring
transformation applied to G (for some &), and let i, (x, y,z) denote the question distribu-
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tion of G,. We will analyze the behavior of val* (G} ). Consider an optimal strategy for G,
involving a tripartite state |¢) € C? @ C? @ C?, and measurement POVMs for each of the
players: {A%,} for Alice, {Bb,} for Bob, and {C%} for Charlie. The entanglement |¢) is
shared between registers E 4, Ep, and Ec.

The subset of coordinates that we condition on winning (formerly called C) will be
denoted by S. The answers to rounds in S that we condition on will be denoted together
as Q = (As, Bs, Cs) (formerly called Z = (Ac, Be))-

The idea behind the multiplayer extension is that we will reduce to the two-player case
by “bundling” two of the three players and treating them as a single player.

Dependency-breaking variable. The dependency-breaking variable (1 is constructed so
that for each coordinate i ¢ S, (); will fix 2 out of 3 questions. That is, D; will choose
uniformly from {{A, B}, {A, C},{B,C}}. The variable D; indicates which questions M; is
coupled to. For example, if D; = {A, B}, then M; will be coupled to the pair (X, Y;). The
dependency breaking variable satisfies the following properties:

1. Forall (x,y,z) € (X U{:}) x (YU{i}) x (ZU{1}), Pxyz(xy,2) = ui(x,y,2).

2. For all w, forall i, mez,~|a:w(xr}//2) = Pxim:u_,(x) Pyijo—w(y) Pzi0=w(Z)-

Operators and states. We define the states and operators in nearly an identical way to the
two-player case. We also introduce operators corresponding to the third player, Charlie.
His operators C¢ ., C5 ., C3 | Jxoys) €G- aTe defined in the analogous manner.

The states are also defined in a similar way:

|Pryz) = \/1_4_,6) \/371/® \/C:_:I‘P>

where x, y, and z can be “normal” questions from X, )/, or Z, or they can be . or a hybrid
such as 1/ x.

The analogue of Lemma 77 in the three-player setting is the following. We use simpli-
fied notation to maximize clarity, so we will suppress mention of i, w_;, and q = (as, bg, cs),
and treat them as implicit. Furthermore, we will ignore issues of normalization.

iZir

Lemma 82. Forall (x,y,z) € X x Y X Z, there exist unitaries Uy, V,,, and W; acting on E,,
Eg, and Ec respectively such that

E, (U © Vy @ Wo)| @, 0) = [@ry)||* = O(84 /0.

Lemma 82, like in the two-player case, is proved in two steps. The first step is to estab-
lish the existence of unitaries Uy, V,, and W such that Ux|®, ) = [Py,1,1), Va|Por,i) =
|®.y,1), and W;|®, ., ) = |®,,, ), with the unitaries acting on the appropriate spaces.

To prove, say, the existence of Uy, we first treat Bob and Charlie as one player — call him
“SuperBob” — and use the analysis from the two-player case where the game G is a two
player game involving Alice and SuperBob.

Now, using the same reasoning as in the two-player case, we get that

35, |(Uc @V, @)@} ~ [Pry,.) ||2 = O(8'*/a%).
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Now we just have to show that, on average over (x,y,z), (I T ® W,)|®y,,,) is close to
|<Dx,y,2>1

Wzl @y} = [Pyz) |

- ”WZCLC:}, ZICDHL/7> C Cl/l* r)lq)xy“* “
=

=~ “WZCLCI/:L ’q)lll/4> C.Cr/ Zlqhu/z)

>y [z
= |IWZ|®LL,J-> - |<DL,L,Z>||
=~ 0.

Hy YZ @W.C,CT L/Z |¢’x Y L/Z) Hx,y,z b C~C_1/zl¢x,y,¢/z>

1/z

where H, , ; is a unitary acting on E4Ep jointly such that Hyy - |®yy . ) = |®,,, . /:). Such
a unitary is analogous to that in (6.21).

Once all the normalization factors are added back in to this calculation, we get Lemma 82,
and from there, the main multiplayer theorem. The details of normalization are tedious
and uninteresting, but essentially follow the same steps as in the two-player case.

6.5.4 A threshold theorem

We also observe that our proof nearly immediately yields a threshold version of our parallel
repetition theorem: we can give an exponentially small bound on the probability that the
players are able to win significantly more than a (1 — €)1 coordinates in the repeated game
G", where val*(G,) = 1 — ¢. In [87], Rao shows how a Lemma of the form 76 yields not
only a parallel repetition theorem, but also gives a concentration bound. Using essentially
the same argument, we get the following theorem:

Theorem 83. Let G be an a-anchored k-player game with val*(G) < 1 — &. Then for all integer
n > 1 the probability that in the game G" the players can win more than (1 — € + y)n games is at
most

(1 _ 79/2)(:&3"11/5

where ¢ is a universal constant and s is the length of the players” answers.
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Chapter 7

Parallel repetition for all entangled
games

The work presented in this chapter was published in the proceedings of the International
Colloquium on Automata, Languages, and Programming (ICALP 2016) under the title of
“A parallel repetition theorem for all entangled games” [105].

7.1 Introduction

In this chapter we prove a weaker version of Quantum Parallel Repetition Conjecture. The
strongest form of the Quantum Parallel Repetition Conjecture states that for a game G such
that val*(G) < 1, val*(G®") decays exponentially with n, analogously to Raz’s classical
parallel repetition theorem. All previous results have established special cases of this, and
the previous chapter shows that, as far as gap amplification is concerned, the Quantum
Parallel Repetition Conjecture is effectively solved.

However, the scientific question of how general entangled games behave under parallel
repetition still remains: not only did we not know of a quantum analogue of Raz’s Parallel
Repetition Theorem, it hasn’t even been shown that if val*(G) < 1, then val*(G") goes
to 0 as n goes to infinity! Could quantum entanglement allow players to counteract the
value-decreasing effect of parallel repetition?

Here we prove that for all nontrivial entangled games G (i.e. val*(G) < 1), the en-
tangled value of G” must converge to 0. This resolves a weaker version of the Quantum
Parallel Repetition Conjecture for general games. Quantitatively, we will show:

Theorem 84 (Main Theorem). Let G be a game involving two entangled plm/ers with val*(G) =
1 — €. Then for all integer n > 0,

. sglogn
val'(G") < ¢ - ——=—
(") < c7p1/4
where c is a universal constant and s¢ is the bit-length of the players’ answers in G.
This shows that the entangled value of G" must decay at a polynomial rate with 7.

The full Quantum Parallel Repetition Conjecture states that the rate of decay is in fact
exponential, and this remains an important open problem.
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7.1.1 Proof overview
7.1.2 Classical and quantum correlated sampling

Correlated sampling is a key component of Holenstein’s proof of the classical parallel repe-
tition theorem.

Lemma 85 (Classical correlated sampling [56]). Let P and Q be two probability distributions
over a universe U such that ||P — Q||y < & < 1. Then there exists a zero communication two-player
protocol using shared randomness where the first player outputs an element p € U distributed
according to P, the second player samples an element q € U distributed according to Q, and with
probability at least 1 — O(¢), the two elements are identical (i.e. p = q).

We call the protocol in the Lemma above the classical correlated sampling procedure. The
next lemma is the quantum extension of the correlated sampling lemma, proved by [39]
in order to obtain a parallel repetition theorem for entangled projection games, a class of
two-player games. Their lemma is a robust version of the quantum state embezzlement
procedure of [95].

Lemma 86 (Quantum correlated sampling [39]). Let d be an integer and o > 0. Then there
exists an integer d’ depending on d and «, and a collection of unitaries Viy, Wy acting on C* for
every state ) € C? ® C?, such that the following holds: for any two states |p), |0) € C? @ C¥,

Ve @ WolEdar) — |9)|Ea) || < O(max{a'/2,|||p) — |0) |'})
where |Eg) o« Y41 1-11)|7) is the d-dimensional embezzlement state.
j=1 \/]‘] ]

We shall call the protocol in the Lemma above the quantum correlated sampling procedure.

7.2 Proof of the Main Theorem

Let G be a two-player one-round game with question distribution y and referee predicate
V(x,y,a,b). Let A and B denote the alphabets of Alice’s and Bob’s answers, respectively.
Letval*(G) =1—e.

Consider an optimal entangled strategy for G, which consists of a shared entangled

state |p)£45 € €7 ® C? and measurement POVMs for Alice and Bob, {Ai[[',',]]} and {Bm
respectively. We will assume that |¢) is symmetric; i.e., [¢) = ¥; v/A;|v;)|v;) for some
orthonormal basis {|v;)}. This is without loss of generality, as we can always rotate (say)
Bob’s basis vectors to match Alice’s basis vectors, and fold the unitary rotation into Bob’s
measurements. For i € [n], let W; denote the event that the players win coordinate i using
this optimal strategy. Let W = W; A --- A W, denote the event that the players win all

coordinates. For a set C C [n], let We = AjecWi.

Proposition 87. Suppose that log1/ Pr(W) <en/16 — log4/e. Then there exists a set C C [n]
of size at most t = & (log4/e + log 1/ Pr(W)) such that

€

Pr (WilWC) Z 1-— 8/2.
i¢gC
where i is chosen uniformly from [n] — C.
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Proof. Set & = €/8. Let W.1_; denote the event that the players won more than (1 — §)n
rounds. To show existence of such a set C, we will show that Ec Pr(—~W;|W¢) < ¢/2, where
C is a (multi)set of ¢ independently chosen indices in {n]. This implies that there exists a
particular set C such that Pr(—W;|W¢) < £/2, which concludes the claim.

First we write, for a fixed C,

Pr(—W;|Wc) = Pr(=W;|W¢, Weq_s) Pr(Wsq_s|We)+
Pr(—=W;|We, =W.q_5) Pr(—=Ws_5|We).

Observe that Pr(—W;|Wc A W1_;) is the probability that, conditioned on winning all
rounds in C, the randomly selected coordinate i € [n] — C happens to be one of the (at
most) dn lost rounds. This is at most dn/(n — t) < e/4, where we use our assumption on ¢
from the Proposition statement. Now observe that

Pr(We|-Ws1-4)
Pr(Wc)
1

<mm

<¢&/4

EPr(=W<1_5|{We) < E
Cr( 14| c)_c

where in the second line we used the fact that Pr(W¢) > Pr(W). O

For the rest of the proof we will fix a set C given by Proposition 87.

7.2.1 Dependency-breaking variables

We introduce the random variables that play an important role in the proof of Theorem 84.
Let C C [n] be as given by Proposition 87. We fix C = {m+1,m+2,...,n}, where
m = n — |C|, as this will easily be seen to hold without loss of generality. Let (X, Y|,) be
distributed according to y, and (Ay,), Bj,;) be defined from X[, and Y}, as follows:

Afn by,
PA[n]BIn] lxln]/y{n] (a["]' b["]) = <¢|Ax[["]] @ Byl["§ |lp>'

Let (Xc, Yc) and Z = (Ac, Bc) be random variables that denote the players’ questions and
answers respectively associated with the coordinates indexed by C.

We use the random variables () and R that are crucially used in Holenstein’s proof
of Raz’s parallel repetition theorem. Let D;,..., D, be independent and uniformly dis-
tributed in {Alice, Bob}. Let M, ..., My, be independent random variables defined in the
following way: for each i € [m],

M = X,' if D,‘ = Alice
L Yi if D,‘ = Bob

Now for i € [m], we define (); := (D;, M;). We say that Q); fixes Alice’s input if D; =
Alice, and otherwise (); fixes Bob’s input. We write () to denote the random variable
(M, ..., Qm, Xc, Yc), where XY are Alice and Bob’s questions in the coordinates indexed
by C. For i € [m] we write ()_; to denote the random variable () with (); omitted.

Proposition 88. Conditioned on Q), X, and Y,y are independent.
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Finally, we will define a dependency-breaking variable R := (Q), Ac, Bc), where A¢ and
B¢ are the players’ answers in the coordinates indexed by C. Fori ¢ C, we let R_; :=
(Q_;, Ac, Be). R; will refer to Q);. We will use lowercase letters to denote instantiations of
these random variables: e.g., r_;, x;, and y; refer to specific values of R_;, X;, and Y;.

Throughout our proofs, all expectations are implicitly over the measure defined by P.
For example, the expectation Eqy 7|y, ,,, indicates } .o, . ac b Pa_;acBe|xy: (w_i,ac,bc). Given
an event such as W (winning all the coordinates) or W¢ (winning all the coordinates in C),
P(W) and P(W¢) will mean the probability of these events with respect to the distribution
P.

The following Lemma expresses the idea that, because W is an event that occurs with
not-too-small probability, conditioning on it cannot skew the distribution of variables cor-
responding to an average coordinate by too much. This Lemma follows in a straightfor-
ward manner from the [56].

Lemma 89. The following statements hold on, average over i chosen uniformly in [m):

1. E;i |IPgxv,we — Prxyllh < O(V?)
2. E; ”PXiYiR—iIWC = Pxy; - PR—ilxiwclll < O(\/—S)

3. Ei||Pxyr_we — Pxv - Pr_prwel; < 0(V0)
where § := 1 (log1/P(Wc) + |C|log | A|| B]).

7.2.2 Two key Lemmas, and proof of the Main Theorem

For every i € [n] — C, we will construct a collection of bipartite states {|'¥; x4} C

C? ® €4, which we call dependency-breaking states, that are indexed by the dependency-
breaking variable r_; defined above, and questions (xi,yi). The following lemmas state the
important properties of this collection of states:

Lemma 90 (Usefulness Lemma). For all r_;, x;,yi, there exist POVMs {Aﬁiuxi} and {Blrjii,yi}
acting on C¥ such that

_ Adi Ab;
PA,~B,-|r_,~,x,»,| ,-(air bi) =Tr (Arl_,-,x,- @ Br’_,-,y,v ‘Yr,,-,xi,yi) .

Lemma 91 (Sampleability Lemma). For every i,r_;, x;,y;, there exist an integer d' > d and
local unitaries Uy _, x,, Vy_,y, acting on C* such that

4 1/12
III.E: }g,i I:quxIE:yi,Wc ”UT—i,Xi ® V"-i,inEd’> - |Tr—i4xi/yi> ® |Ar—i/xi/yi>“] S O((51/ /P(WC)) / )

where |Ey) o 27,:1 _\1/—]| ) j) is the d'-dimensional embezzlement state, and |A;_, x, y,) is an arbi-
trary state.

Lemma 90 shows that the states [¥,_, ) are useful to have; they allow Alice and
Bob to produce answers in the i'th coordinate whose statistics are consistent with the
dependency-breaking variable r_; and their inputs (x;,y;). Lemma 91 shows that these
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states are locally generatable by Alice and Bob, when given joint access to preshared entan-
glement, the dependency-breaking variable r_; and their own inputs x; and y; respectively.
Using these two Lemmas we can prove the Main Theorem.

Proof of the Main Theorem. Consider the following strategy for the game G. Alice and Bob
share beforehand the embezzlement state |E;y) of dimension dd’ given by Lemma 91, and
they also have access to shared randomness. Given inputs (x,y) distributed according to
P Xy = HM: :

1. Alice and Bob jointly sample a uniformly random i € [n] — C. Alice sets x; = x and
Bob sets y; = .

2. Alice and Bob jointly, approximately sample R_; from P, .. w. using the classical
correlated sampling procedure. '

3. Alice applies U, _, x, to her side of |Ezp)
4. Bob applies V;_, ,, to his side of |E )

5. Alice measures her side of the entanglement using { A’ ..} and outputs the outcome
a;

6. Bob measures his side of the entanglement using {Bfﬂhyi} and outputs the outcome
bi

We now analyze the success probability of this strategy. We will use P to denote the dis-
tribution of variables in the probability space associated with an execution of this strat-
egy. For example, we will write P R.iXy, to denote the distribution of R_; conditioned
on X;Y; that is sampled in Step 2. From Lemma 89 we have that on average over i,
Pxyv.r_jwe = Pxy, - Pr jxwe = Pxy, - Pr_jy,w., where “~” means closeness in statisti-
cal distance. By invoking the classical correlated sampling procedure of Lemma 85, we
get
EPxy - Projxy, = Pxvir el < O(V3).

After Step 4, Alice and Bob will possess a state |A,_, », ;) such that

E E E N vy — Y iy <
i XY |:R—i|xi/_|/irwc || r—i, i, Yi rAxrlxr}hHl:l -= 77

where 7 = O((0V/*/P(W¢))'/12). Consider the measurement process in Steps 5 and 6. Let
P ABilr_;, %y denote the distribution of measurement outcomes in this strategy, conditioned
on their inputs and a sampled value of r_;. By Lemma 90 and the fact that the trace norm
is nonincreasing under quantum operations, we have that

E E E Pantvw. —Papi. . lli]l <7
i X;Y; R_f|xi,_'/i,Wc “ A,B,l,\,,y,,r_, A,B,\x,,y,,r_,nl o I

or equivalently

]]ii ”PX1Y1’ ' PR,,iIX,-Y',wc ’ PAiB,-lx,»,y,»,r,,- —Pxy, - PR,,,»|X,~Y,—WC ’ PA,-B,»R,.,|X,)’,VVC||1 <.
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By Lemma 89 we have E; ||Px.y,w. — Pxy |l < \/8. By triangle inequality and that ﬁxm =
Px.v,, we have

II.E |I§XiYiR~iAiBi - PX;‘Y,’RqA,‘BdWQ“] S o(’])'

Note that Px.y,r .4, represents the probability distribution of all the variables present in
the strategy above. Let W; denote the probability the players win the ith coordinate. Thus
we get

E [P(W;) — P(Wi|Wc)| < O(y). (7.1)

Assume that
cslogn

P(W) 2 el7p1/4
where ¢ > 0 is a universal constant, and s is the bit-length of the players’ answers. Since
P(W¢) > P(W), and using our bound on |C| (from Proposition 87) and our bound on
§ (from Lemma 89), this implies that the right hand side of (7.1) is at most £/4 (for an
appropriate choice of c). This implies that

EP(W;) > EP(W;|Wc) —¢/4

>1-¢/2—¢/4
> val*(G)

where in the second line we used the bound from Proposition 87. However, this is a con-
tradiction, as E; P(W;) is the probability that this strategy wins the game G, which cannot
be larger than val*(G). Therefore P(W) < S}%;

O

7.3 Proofs of the two Key Lemmas

Now we turn to proving the two key lemmas above, the Usefulness Lemma and the Sam-
pleability Lemma.

7.3.1 Quantum states and operators

In this subsection we define the states |¥, ., ,,) and measurement operators { A7’ . } and

{Efii,y,.}. Recall that the dependency-breaking variable R consists of the set of fixed ques-
tions QO = (X¢,Ye, (O, ..., Q) and fixed answers Z = (Ac, Be) for the coordinates in
C.

. . a n
Coarse-grained measurements. We first coarsen the measurement POVMs {Ax[p.]]} and

{B;‘[::]]} that constitute Alice and Bob’s strategy in G" to construct a set of intermediate mea-
surements, which essentially produce answers for the games in set C, conditioned on a
setting of ().

Fix i, w, ac, bc, Xi, Yi- Define

E Bb[u]

a
A“C = Z E A o BbC Yin)
byl Tl

W_j,X;i x[u] wW_iYi =
Xy lw_ix;
II{"||HC |n]‘ irXi
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where a[n]lac (resp. b[,,]lbc) indicates summing over all tuples a, consistent with the
suffix ac (resp. by, consistent with suffix bc) and recall that E Xyl 1 is shorthand for

le”] PX!”J‘Q_,‘:me’,:xi (x[n)). We also define

A% = [ A% Bc = E Bbc .
« X[n]\“’ X(u) w Y[,,]Iw Y

Let p denote the reduced density matrix of i) on Alice’s side. Since we have assumed
that |¢) is symmetric, p is also the reduced density matrix on Bob’s side. For all 7, w,
Xi, Yi,ac, be, let Uw_ x,ac Uwacr Yo,y ber @0d Vi b be unitaries such that

u“’—i/xtrﬂc (AZFA,,YI )1/2\/(—) vairyibe 2’;—:’% )1/2 \/—
uw,ac(AZ'?)l/z\/f—) w,bc(Bw )1/2\/5

are positive semidefinite. Such unitaries can be found via singular value decompositions.
For notational convenience, let

— 1/2 _ b 1/2
SU-’ iXidc ‘L’AutxrﬂC( (L’ i ) T(U‘,‘,yi,bc - iryile( (L‘T ,,1{1)
1/2 1/2
Sw,ac = uw,ac (AZJL) / Tw be = Vw,be (B ) /

Fine-grained measurements. Now we can define the fine-grained measurements that Alice
and Bob can apply to obtain answers for the i'th game. Define

a - At -1 Rb; -1 be,bi -1
Arlxrxx Sw iXiAC w—‘uxt Wi, Xjac B —uyx w_iYyibc w~i/’yi (AL,‘,y,‘,b(_‘
where
a . b
Afcdi = E Axlﬂl Bbu@ = Z E 1]
Wi, Xi X1 w_ixi [} Wi Yi | Y(n]
a[rl]l”Crai e 1=t b[n] ]bc [n] w-iYi

and ap,) lac,a; (resp. b[,,]lbc,bi) denotes summing over all a[y consistent with a¢ and g;
(resp. all by, consistent with bc and b;). It is easy to verify that the sets {Afﬁi,x,.},,,.e A

and { Br ”1,,} ;e form POVMs. Here, for a square matrix A, A~1 denotes its generalized
inverse.

States. Now we are ready to define the states. Fix i, r_; = (w_;, ac, bc), and x;, y;. Then let

Sw _iacx; @ To_ ibeyi 1!’)
”Sw_,,ac,\, ® Tﬁ’ i.bcyi lp)”

I‘Pr,,-,x,,y,

Observe that the normalization ||Su_ucx @ Tu ey ¥ ”2 is equal to P a g jw_,x.y: (3, bC)-

7.3.2 Proof of Usefulness Lemma (Lemma 90)

This Lemma follows from a simple calculation: for every x;,y;, a;, b;, r_;:
Tr (Aa‘ Brb i ‘Phi,»\'i,}lz‘)

123



1
_ Tr (A% @ BIC )y
||Sw~i,ﬂc,.\‘,’ ® TaLi,bC,]/i Ilp> ”2 ( o o )

1 a b
= YOX E Te(Af B luiwl)
p Y
PAch|a'7i,x;',yi (ac’ bc) a[u]IaC/ai ]_7["] ]bC’b’. X[n] Y[n] |w—i'xir3/i bl e

_ PA;B;Ach|a’_,<,x,-,y,- (ail bi! aCI bC)
PACBclw—i/xi'yi (aC' bC)
= PAiBilf-i,xi,yi (ai' bl)

In the second equality we used that conditioned on (), X, and Y|, are independent, so
therefore IEX["]'Q,‘I,’M IEY[:;]Iw—ir_‘/i = ]EX[,,]Y(,,]\w_,-,x,-,yr In the last equality we used that r_; =
(w_i,ac,be). This concludes the Usefulness Lemma.

7.3.3 Proof of the Sampleability Lemma (Lemma 91)

Overview. Here we give some intuition. We first analyze an ensemble of states {|T'x, x..q.) }
(for now we omit mention of the dependency-breaking variable R for simplicity). These
are indexed by Alice’s questions in the i’th coordinate, her questions in the C coordinates,
as well as her answers in the C coordinates. The state |Ty, 1. 4.) roughly represents the state
of the players where only Alice has applied her measurements — Bob hasn’t done anything
yet.

Fix a y;, xc, ac. For average x;, x; that are independently sampled from the marginal
distribution Py y,—,,, we will show that

1
“Irx,-,xc,ac> - |rx§,xc,ac>“ ~ ;

To handle issues such as Alice “printing” her input onto the state |¢) (as discussed in the
introduction), the definition of |T'y, x.4.) requires local unitaries that “undo” such overt
actions of Alice and Bob - this is accomplished by the unitaries U and V defined in Sec-
tion 7.3.1.

Then, we consider what happens when we apply Bob’s measurement to both states
ITx;xcac) and [Ty x 4.), and condition on obtaining answers b for the C coordinates. His
measurement will depend on the questions y; and y¢. The post-measurement states will be
precisely ¥z, y, vcycachc) and ¥y, vo ycacbe)- The distance between these states will be,
roughly speaking, the distance between [Tz, xc o) and [Ty, x 4.) divided by the probability
of Bob obtaining outcome b¢ conditioned on Alice obtaining ac. If we average this distance
over all choices of xc, yc, ac, bc that imply the event W, we get that the average distance
between [¥y, y, xcycache) A0 [¥xty xcycachc) i approximately Wlwc—)' If P(W) is much
greater than 1/n, then this distance is small. We then invoke quantum correlated sampling
(Lemma 86), and that proves the Sampleability Lemma.

Proof. We introduce the following state:

CQX[n]EAEBAC = Z PQX["] (w, x[n]) |w x[11]><wx[rz]| ® \/ Ag'[:"] [y)¢| \/ Aiﬁ,] ® lac)ac|.

w,x[,,|,ac
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If we trace out the E 4 register, we have that

Cox, Esdc = 3, Pax, (@, xp) lwxplw x| @ pAY, Vo @ lac)ac]

w,x[,,] Ac

= Z POXM (cu,x[n]) |(" X[n) ><w x[n]‘ @ \/F_)A{;‘[:,,, pl

(U,,\‘(”],(IC
= Z PQX[,,] (w/ x[n]) |(‘)x[n]><w x[n]' @pal,

W, [n]

where p is the reduced density matrix of |¢) = Y; /Aj|v;)|v;) on Ep, Af-ﬁ,] denotes the
entry-wise complex conjugate of A‘;f with respect to the basis {|v;) }, and the last equality

uses } , A \[ ,, = L. From the definition of S we have

|C| -log IAI > S5 <€QX[,,]EBAC

I
CQX[,,] @ CE, @ Tr—(—]ﬂ)

I |
fox, ©46 © ) (SCI1) < SlC1)
(é’(\l" Eplw.ac

>S5 (QTQX{,,]EBAC

v

QA $xpylew © ‘fEB) (Fact 10)

Now we apply Quantum Raz’s Lemma:

Cl-logl A _,

m “2)

E I(X;; Eg|w, <
E I (Xi; Eplw, ac)e
where recall that we defined § = (|C|log |.A| - |B|)/m. Applying the inequalities of Pinsker
and Jensen, we obtain

O],];ic ]Iz3 Xiﬂg,ac HgEB'“"xi"‘c gEB\“’ ac “1 < V3. (7.3)

These marginal density matrices have a nice description. Fix i, w, x;, ac. First we note that

the state g, |y, v, does not depend on w;, because we are already conditioning on x;. Thus
we can write it as {gyjw_, v;ac- Then

Z A[n]i“’~t Xj 'X["] \/_Ax[n \/_

Xn)

1
=P, (i (Z X[n |w—l x: ” )Ar[u]) \/‘

PAC |ww,-,xi (aC) Xln)
— 1 ac
— ‘—"‘——"“(’ac_) \/pAw,,-,xi \/ﬁ

PAC |w-i,xi

gfs\u’—vpﬂc,xi - PAclu’ ll( C

Similarly,

‘:Eglw,nc =

(ﬂc) VPAL

PAQ |(U
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For all w, x;, ac, define the following (unnormalized) states:

|rw_,*,x:‘,ac> = Swni,xi,ac @1 I‘p> ‘rw,ﬂc> = Sw,ac el |l[)> (7.4)
where the S operators were defined in Section 7.3.1. Let Yo_,x0c = (P (ac))? =
HTw_;xac) Il and Yeae = (Pacjw(8c))/? = |||Twac) || denote their norms. We will write

|f‘¢’—i:xi/ac> = 7;3,-,x,-,aclrwmxi,ﬂc> Ifw,flc> = 'Y(:r,lnclrwrac>

to denote the normalized states.

For notational convenience we will suppress mention of w_; and z = (ac, bc), and im-
plicitly carry them around. Thus, for example, when we write [Ty,) and |T,,,), we implicitly
mean [Ty, x,4-) and |T'q 4. ), respectively.

Fix x;, and consider the following:
ITx) = T I
= (sl = Tul) (IFx) = IF))
= (107585 = 7! Se) (1S5, — 95/ Sw) @ T|)
= Tr (VP(7' S5 — 7 Su) (0185~ 701Sw)VB)  (Ando's Identity)
= 175" Sxv/P = Ve Sui VP
Next we use the Powers-Stormer inequality [86], which states that for positive semidef-

inite operators A, B, we have ||A — B||z < [|A? — B?||;. Since Sy,/p and S, ,/p are by
construction are positive semidefinite, the above is bounded by

< 1722805, — Ve SwipSty 1. (7.5)

We can write Sy,0S} = Uy, (Ay)?p(Ax)V? Ul = \/pAx/p and Su,0SL, = \/PAw,\/P-
Next we observe that for any square matrix A, ||A; = /A1, where A denotes the entry-
wise complex conjugate in some basis. By taking the complex conjugate with respect to
the basis that diagonalizes p, we have that (7.5) is equal to

1752 VPAxAP — Y2 /P Aw /Pl (7.6)

We see that (7.6), averaged over i,w,ac and x; is exactly the quantity bounded in (7.3).
Applying Jensen’s inequality, we have

1/4 r o
Y / > I?OEX,' ” |Fw-i,Ii,ac) - |r0~’,ﬂc) “ (7~7)

>E E IIIf)(f w_jXdc — [f><f|wac“1 (7~8)

i QAcX;

where we write |T)(T'|w_, x, 4. instead of
Irw—i,xi,ﬂc )(ru’_i,xi,ﬁc | to save Space.
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Define the cg-states

(Dé)X,‘EAEBAC = Z Poacx;(w,ac, x;) |wx;}wxi| @ >|F)( w i © lacKac|

WX

and

Doxerpac = 3 Paacx,(w,ac, xi) wxi) TN lwac © lac)acl

w,ac,x;

so that the bound in (7.8) is equivalent to

< s1/4 (7.9)

i 5
]I;: H‘an,-EAEBAC — Pax,EsEpAc )

We define the quantum operation £ acting on registers (}Ep as follows: for all w and den-
sity matrices T,

€ w)w|¢

w bCTT+ b @ leXbC'
bc

In other words, the quantum operation £ will, controlled on (), apply the measurement
corresponding to the T, ;. operators (defined in Section 7.3.1) to the Ep part of the state,
and save the measurement outcomes in an ancilla register.

The operation £ is an isometry, so we have that

I? “5 ((Dé)X,-EAEBAC) -¢& (qA:)é)XIEAEBAC)

‘1 < V4, (7.10)
Let us examine what happens when we apply £ to CIDBX’, EAEpAC:

£ (¢§)X-EAEBAC)

= waz} wx;| © Z T e |rw iX5,a0 ><rw~1 x; ﬂcl be @

= a A : Xachc|
IC

(U b |Fw——1 Xide ><F —irXi M l o,b
ZPAC|wx (ac)|wxifwxi| @ Z . P L @ lacbc){achc|
Xi ac Aclw_i,x; ((lc)

=E |wxz>(w’fx| ® Y, wacIrw_,,x,,acxrw_, siac| Toh e © lacbeXache|

aClbL

where in the second equality we used that the normalization of |[T)(T'| is equal to P 4 lw_ix (AC),
and that P4, +,(ac) = Pagjw v, (ac). Similarly, we have that

£ (cbnx EAEBAC) = ]E |w’f Nwxil @ Y T pe|Tewae T w,ac| T wbe @ lacbcXachel-

ac, b(’

Define Ay p,p,a08. = € (‘Dbx,-EAEBAC) and Ay, epacBe = € (q"nx,EAEBAC)- In both
these states, the event of W is well defined: the registers XcYc (which are part of the
dependency-breaking variable () and Ac B¢ are classical. Furthermore, we claim that the
probability of the event W in A’ and A’ are equal to the probability of Wc in the actual
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repeated strategy. Let

= )} |xcycacbeXxcycachel
xc.ycacbe:
V(xCrnyﬂ(_‘,bc)Zl

be the projector onto the subspace corresponding to the event W¢. Then for all i

Tr (T1AY)
= Z PQX,‘ (wxi) Z (rw irX “Cl waTW,bc IF(L’—i/xi/aC)
w,X; ac,be:

V(xcycac.be)=1

= Z PQXi (wxi) Z (4" (Sw—irxi:”C @ Tu’,l’c)f (Sa’~i/xi/“C ® Tw,bc) IlP)
w,X; ac,bc:
V(xcycacbe)=1

“pragen) Y (VA o) (VAo V) .

w,x; . ac,be:
V(xc,yc,ac,bc)r—]

Using the definitions of Al .y and BZ‘,: we see that this quantity is identical to P(W¢).
Similar reasoning shows that Tr (ITA?) = P(W¢).

Let Afy EAEsAcBclWe = = (IIATL)/P(Wc) and Afyy p pos powe = (TTATI)/P(We) de-
note A’ and Af conditioned on the event W¢. So we have

(51/4
- P(Wc)

i Ai
IIE HAQX,EA EgAcBc|We AOXiEAEBACBC\WC (7.11)

Let us bundle together the (2 and AcBc registers into R. For all r = (w,ac,bc) and x;,

define
Sw_, X, a0 ® Tw ,be |lIJ>

||Sa) xlﬂc®Tu’bC|lp>||

Swﬂc ® Tw,bc W’)

b ¢
) = [[Swac @ Twpc 9]

|‘Pr> =

Then we see that

ARXE EgWe = Rx]ﬁwc rxiXrxi| @ o, ¥

and

A%XiEAEB|WC RF;:V [r)rl® IE |x,)(x,|®|‘1’,)( rl-

We see that A;zx EaEsWe a0d A%x E4Eg|w are both cg-states that are classical on RX; and
C B

quantum on E4Ep. The mequahty in (7.11) implies that the trace distance between the

classical parts of Al and Ajy is at most 6'/4/P(Wc). Thus we can change the classical

part of Al, . to match the classical part of Al, . by at most doubling the error:

1/4
<2 0

b 1 - P(WC)

i

RJ\, |rx,>(rx,] ® (¥ X¥r | — [F )
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which implies that

2’51/4
P(Wc)

. <
E B I )] Xy <

By Lemma 89, IE; [P, x,w. — Payx, [l < V8. Applying that to the above, we get

E E
i OX; ~,|w, x;, We

1/4
1,8 ]~ [ENENN| < s V5

where the middle expectation over (};X; is over the prior distribution (i.e. before condi-
tioning on the event W¢). Now observe that in this prior distribution, €); fixes Y; with
probability 1/2, so we in fact get

E E

4614 -
i Xi f |: |JCI vi, Wc || “Yr—l X 1/1><‘Pr—i1xiryil - ITVAI' y, r_iYi I ” :| 2\/5

= BP(We)

where the states |'¥;_, ,y,) were defined in Section 7.3.1, and |¥,_,,,) is [¥,) where r =
(r—i,w;) and w; fixes Y; = y;. Applying the Fuchs-van der Graaf inequality, we obtain a
bound in terms of Euclidean distance:

[ 1/4 1/2
BE | B ) = )] < 0 ((e"4/P(We)?) (7.12)

Similar reasoning implies that

[ ] 1/4 1/2
Il::)\]%’ _.,!r, viWe %) = llllr'i’x">||_ =0 ((5 /P(We)) ) (7.13)

where [¥, _.,) is |¥,) where r = (r_;, w;) and w; fixes X; = x;. By triangle inequality, we
have

E E ¥, Yrooxi
i XY, |x YiWe “| ’y' ~| n,,x,)

I] <0 ((51/“/P(wc))1/2) : (7.14)

Let 7 := O ((6V/4/P(Wc))Y/?). Fix r_;, x;,y;. Since r_; is public, Alice knows r_;, x;, and
thus knows a classical description of the state |®, . ). Similarly, Bob knows a classical
description of the state |®, ). By the Quantum Correlated Sampling Lemma of [39] with
parameter a = 17, there exists a dimension d’ that depends only on d and «, and unitaries
U, ,x and V;_ . such that

“uhifxi @ Vrﬁ,-,l.'lEdd’> - IIYr-i,x,->|Ed’>“ < O(max{a

¥, ) — ) |-

We can average this over i, x;, y;, and r_; to get that

]E ]E U - N 4
EE B WU @ Ve lBar) — ¥l
E

<E E O V2 gy, oy, )8
<EE | E L OmaxaVR | [ - 1¥) [V
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< 0(a/1)
= 0('/1?)

where in the second inequality we used the following fact: for a random variable X taking
values in [0, 1] with mean y = E X, we can bound the expectation E max{ /71, X} < 2,/%.
Using the bound (7.13), we get

BE |, E L I Ve lEw) ~ ¥ ) Bl < 06

i [R_ilxiyi,We

as desired.
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Chapter 8

Classical and quantum message
authentication in the presence of
entangled adversaries

The work presented in this chapter was jointly conducted with Sumegha Garg and Mark
Zhandry.

8.1 Introduction

Authenticating messages is one of the fundamental operations in classical cryptography.
A sender Alice and receiver Bob share a secret key k, and Alice wishes to send a mes-
sage m over an insecure channel to Bob, ensuring that the message was not tampered
with in transit. Alice will affix a “signature” o to m using the key k and send the mes-
sage/signature pair (m, ) to Bob. Bob receives some potentially altered pair (m’,0”), and
will then verify that ¢’ is a valid signature on m’. If verification passes, Bob accepts n’, and
if verification fails, Bob ignores the message and discards it. The guarantee is that, even if
the adversary has arbitrarily tamper with the communication channel, as long as the ad-
versary does not know the secret key k, either Bob rejects, or the message he receives is m.
Intuitively, this means the adversary cannot do anything but forward the message as is or
send a junk message that is always rejected. We generally require that security holds for
any m, reflecting the possibility that the adversary may be able to affect the message being
sent. Such a (symmetric key) authentication protocol is usually referred to as a Message
Authentication Code (MAC). As long as k is only used to authenticate a single message,
information-theoretic security can be achieved: no computationally unbounded adversary
can modify the message. Put another way, information-theoretic classical one-time MACs
exist [101]. ‘
Just as authentication is fundamental to classical cryptography, it will continue to be an
important tool in the coming age of quantum computers. In this work, we investigate au-
thentication in the quantum setting. Namely, we explore both quantum attacks on classical
protocols, as well as full-fledged quantum protocols for authenticating quantum data.

Quantum Attacks on Classical Protocols. A recent series of works [17, 34, 18,19, 106, 63]
have studied quantum superposition attacks on classical cryptosystems. In the case of
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message authentication codes, an adversary in such an attack is able to trick the sender into
signing a superposition of messages. That is, the sender computes the map |m) +— |m, o3,
in superposition, where 0, is the signature on m. The adversary chooses some mes-
sage superposition }_,, a|m), and the sender then applies the map, giving the adversary
Yo X Inll Om)-

At this point, it is unclear what the security definition should actually be. Clearly, the
adversary can tamper with the signed state: he can, for example, measure the entire state
in the standard basis, obtaining the pair (m,0,,) with probability |a,,|*>. Then m, o, will
pass verification, but will be different from the signed state the adversary received. If the
adversary can change the message state, what sort of guarantees can we hope for?

Boneh and Zhandry [18] give the first definition of security for classical authentication
against superposition attacks. They argue that, at a minimum, the adversary given a single
signed superposition should only be able to produce a single signed message; he should
not be able to produce both valid signed messages m, 0y, and m’, 0,y for m # m’. In the
classical setting, this requirement is equivalent to the traditional MAC security definition:
an adversary who intercepts the signed message (m, ), and is able to maul the message
into (m’,0’), can also produce two signed messages: namely the original senders message
(m, o) and the mauled message (m’, o).

However, the Boneh-Zhandry definition has some unsatisfying properties. For exam-
ple, consider the case where the sender only signs messages that start with the email
address of some intended recipient, say, bob@gmail.com. Suppose the adversary tricks
the sender into a signing a superposition of messages that all begin with bob@gmail . com,
but then manipulates the signed superposition into a different superposition that includes
valid signed messages that do not start with bob@gmail . com. Clearly, this is an undesirable
outcome. Unfortunately, the Boneh-Zhandry definition does not rule out such attacks —
it only rules out the possibility of an adversary producing g + 1 valid signed messages
when given g signed superpositions. The situation illustrated here, however, is that the
adversary is given one signed superposition, and now wants to produce one valid signed
message that was not part of the original superposition.

Along similar lines, suppose an adversary tricks the sender into signing a uniform
superposition on messages, and then produces a classical signed message (m,). From
the sender’s perspective, each message has weight I—/%/TI' where M is the message space.
The sender cannot prevent the adversary from measuring the message state to produce
(m, o) for a random m. However, it would be reasonable to expect that the adversary
cannot bias the output of this measurement to obtain, say, (m*, o, ) with probability much
higher than ﬁ Again, Boneh and Zhandry’s definition does not preclude such a biasing,
since the adversary only ever obtains a single signed message. Thus, the Boneh-Zhandry
definition does not capture natural non-malleability properties one would hope for from
an authentication scheme.

Boneh and Zhandry’s definitions suffers from these weaknesses because it only consid-
ers what types of outputs the adversary can produce, ignoring the relationships between
the output and the original signed state. In the classical setting, the two approaches are
actually equivalent, but in the quantum setting this is not the case.

Quantum Authentication of Quantum Data. Barnum et al. [9] investigate the possibil-
ity of authenticating quantum data using a quantum protocol. They present a definition of
non-interacting quantum authentication where, conditioned on the protocol succeeding,
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the sender has effectively teleported a quantum state to the receiver (provided that the
probability of success is not too small). They then give a scheme which attains this defi-
nition. Interestingly, they show that quantum state authentication also implies quantum
state encryption. Roughly, they argue that authentication in one basis (say, the computa-
tional or Fourier basis) implies encryption in the complementary basis. Their definition
corresponds to authentication in all bases, which gives encryption in all bases.

However, their general definition of quantum authentication has some shortcomings:
first, it does not explicitly handle the case of when the adversary has some quantum side
information about the message. Second, the security definition averages over the secret
key shared between the sender and receiver. Suppose Alice sends Bob the authenticated
state Authg(p) using key k. Bob receives a (possibly tampered) state oy, and proceeds to ver-
ify the authentication. Let 7, denote the Bob’s state conditioned on successful verification.
Roughly speaking, the definition given by Barnum, et al. state that the average state [E; 7;
is close to the original state p. However, this does not immediately imply that 7} is close
to the original state p with high probability, which is a much more useful condition. When
there is no quantum side information, their definition does in fact imply a “with high prob-
ability” statement, but this implication no longer seems to hold when the adversary can
manipulate the side information.

The work of Hayden, Leung, and Mayers [53] later showed that the protocol given
by [9] actually has universal composable security, which implies that it remains secure in
the presence of side information. However, no general definition for authentication with
quantum side information was given.

Furthermore, [53] show that the secret key used in the Barnum, et al. protocol can
be partially re-used in further applications without compromising their security. When
authenticating classical information, the key can even be re-used in its entirety [35]; as
long as verification never fails, an unbounded number of messages can be authenticated.
This is quite surprising, since in the classical setting such re-usability cannot be obtained
without computational assumptions.

Again, unfortunately, the key re-usability property does not follow from the general
security definition alone, but follows from an analysis of the particular [9] protocol. More-
over, it has been an open question of whether there is a quantum authentication scheme to
allow for full re-usability of the key upon successful verification.

8.1.1 This Work

In this work, we address the above limitations by giving new security notions for au-
thentication in the quantum setting. More generally, we present an abstract framework
of security for both classical and quantum authentication schemes that not only captures
existing security definitions (such as the Boneh-Zhandry definition for classical protocols
or the Barnum, et al. definition of quantum state authentication), but also is more pow-
erful in that it strongly characterizes the (effective) behavior of an adversary. In particular,
the adversary may have access to quantum side information with the message state that
is being authenticated. The characterization of the adversary’s admissable actions is what
allows us to easily deduce many desirable security properties (such as unforgeability, key
reuse, and more). Furthermore, we will show that various natural authentication protocols
satisfy our security definitions.

Our abstract security framework is inspired by the simulation paradigm in classical
cryptography. In our framework, one first defines a class < of ideal adversaries. Intuitively,
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ideal adversaries are those that cannot be avoided in a real execution of an authentication
protocol, such as those that discard messages, or ones that carry out actions explicitly
allowed by the protocol. For example, in the case of classical protocols, one can define the
class of ideal adversaries to be ones that “behave classically” on the message state — that
is, they’re restricted to measurements in the computational basis. In the case of quantum
authentication, an ideal adversary can only act on the side information, but otherwise acts
as the identity on the authenticated message.

An authentication protocol P satisfies our security definition with respect to the class
& if for any adversary (not necessarily ideal), its behavior in the protocol P can be ap-
proximately simulated by an ideal adversary in «/. We take the most general notion of
simulation possible: the joint state of the secret key, the message state after the receiver’s
verification procedure (after an arbitrary adversary’s action), and the quantum side infor-
mation held by the adversary must be (up to some error) indistinguishable from the joint
state arising from the actions of some ideal adversary from the class <.

We now discuss how security for both classical authentication schemes and fully quan-
tum authentication protocols can be defined in this framework.

A new security definition for classical authentication. The Boneh-Zhandry definition
focuses on what classical signed messages an adversary can produce, treating the super-
position access to the sender as a tool to mount stronger attacks. Here, we instead think
of a classical protocol giving rise to a weak form of authentication of quantum messages,
where a superposition is authenticated by classically signing each message in the super-
position. That is, a state },, a,|m) is authenticated as the state }_,, am|m, 0,,). The state is
similarly verified in superposition by running the classical verification algorithm in super-
position, and measuring the result of the computation.

More generally, we think of the protocol acting on messages states that may be en-
tangled with an adversary. For example, the sender could sign the M part of the state
Yo ucmlm)M ® |@m)Z, where the adversary has control of the quantum side information
|@m)Z states. The signed state then would become ¥, a|m, o)™ @ | pm) 2. Signing
mixed states can also be expressed in this way, simply by purifying the mixture. By think-
ing of the protocol in this way, we are able to give security definitions that actually con-
sider the relationship between the sender’s signed state and the final state the adversary
produces.

Clearly, such a classical scheme cannot fully protect the quantum state. An adversary
could, for example measure m, 0,,;, or any subset of bits of the state, and keep the result of
such a measurement in his own private space. Also, the adversary can choose to replace
the signed state with junk if the outcome of some measurement is 1, and forward the signed
state if the outcome of a measurement is 0. None of these actions would be detected by the
classical verification procedure.

Our security definition for classical protocols says that, roughly, an arbitrary adversary
can be simulated by an ideal adversary that can only do the following: perform some mea-
surement in the computational basis (perhaps perturbing his own private qubits based on
the result of the measurement), and then perhaps conditionally replacing the state with
junk. We also extend the definition to handle side information the adversary may have
about the message state; for example, the adversary may possess the purification of the
message state. Thus, our definition is essentially the best one could hope for, since is dis-
allows the adversary from doing anything other than operations that are trivially possible
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on any classical protocol.

Our definition readily implies the Boneh-Zhandry security definition for one-time MACs,
and does not suffer from the weakness of their definition®. Finally, we show that the classi-
cal Carter-Wegman MAC that uses three-universal hashing is sufficient for achieving this
strong security definition.

Definitions for Quantum Authentication. We next turn to quantum protocols for au-
thenticating quantum messages. For general quantum protocols, the adversary can always
do the following. He can always act non-trivially on his own private workspace — the veri-
fication procedure can never detect this. Otherwise, he can forward the authenticated state
as is, without recording any information about the state, or he can send junk to the receiver.
Our strongest definition of security — which we call total authentication — says that this is
essentially all an adversary can do in a secure quantum authentication protocol. In other
words, a real adversary in a total authentication protocol can be approximated by an ideal
adversary that behaves trivially on the authenticated state.

Our definition strengthens Barnum et al.’s definition, and due to the fact that we con-
sider side information about the plaintext state, we obtain security guarantees that are
similar to the universally composable variant of their definition [53]. However, our defi-
nition is actually strictly stronger, due to the fact that we consider the receiver’s view to
include the authentication key as well as whatever information the adversary may learn
about the key. The ideal adversary must approximate the real adversary, even consider-
ing the entire key. In contrast, existing definitions trace out the key — either partially or
entirely — and therefore do not directly consider arbitrary information the adversary may
learn about the key. Our security definition of total authentication thus rules out the possi-
bility of the adversary learning anything about the key (because the ideal adversary does
not interact with the authenticated state at all).

This fact has interesting consequences. For example, our definition immediately im-
plies that, upon successful verification by the receiver, the key can actually be completely
recycled to authenticate a new message. This is because, upon successful verification, the
key is completely hidden from the adversary and can therefore be used again in the same
protocol. We note that key recycling from quantum authentication was studied before
by [53], but they were only able to demonstrate that part of the key in the Barnum, et al.
protocol is reusable. Furthermore, no prior definition for authentication of quantum data
directly implies key re-usability, and no prior protocol for quantum messages gets full key
re-usability upon successful verification. ‘

Our definition also gives a conceptually simple QKD protocol. Alice prepares a max-
imally entangled state, chooses a random key k, and authenticates half the state with the
key. She then sends the authenticated half to Bob, keeping the unauthenticated halif to her-
self. When Bob receives the state, he sends a a “received” message back to Alice, who then
sends the key k to Bob. Bob verifies the state using the key. Even though the adversary
eventually sees the authentication key k, he does not know the key when he intercepts the
quantum state, and must therefore interact with the state without the key. If Bob’s verifica-
tion passes, it implies, roughly, that the adversary could not have tampered with the state
(by the security of total authentication); in particular, the adversary could not have learned

1One limitation of our definition is that we consider the signature registers as being initialized by the signer.
Boneh and Zhandry, in contrast, allow the registers to be initialized by the adversary, with the signature being
XORed into the registers
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any information about the maximally entangled state. Therefore, Alice and Bob measure
their halves of the maximally entangled state and obtain a shared key that is unknown
to the eavesdropper. If Bob’s verification rejects, the two try again. Though this is not a
practical QKD scheme (because any tampering by the adversary would cause Alice and
Bob to abort), it is conceptually very simple and illustrates the power of our definitions.

Next, we exhibit a protocol meeting our strong security notion. We present an authenti-
cation scheme based on unitary designs, which are efficiently sampleable distributions over
unitary matrices that behave much like the uniform distribution over unitaries when only
considering low degree moments. The protocol is simple: to authenticate a quantum state
p, first the state p is padded with some number zero qubits, so that the state looks like
p ® |0)(0|?°. Then, using the secret key k the sender selects a random unitary Uy from an
appropriate unitary design. The state Uxp ® [0)(0|®°U] is then sent across the quantum
channel. To verify, the receiver applies the inverse unitary U] and checks that the last s
qubits are all 0. Recall that in the classical setting, padding a message before applying a
non-malleable encryption gives authenticated encryption. Thus, our construction of au-
thentication from unitary designs generalizes this idea to the quantum setting.

This scheme is very similar to the non-malleable quantum encryption scheme based on
unitary 2-designs that was proposed by Ambainis, Bouda, and Winter [5]. However, their
scheme does not provide any authentication, and does not consider quantum side infor-
mation.

Finally, we also give a definition of total authentication with key leakage. This is a notion
of security where the real adversary can be simulated by an ideal trivial adversary that
only acts on its own private workspace, but in a manner that may depend on the key. This is
slightly weaker notion of security than total authentication, but it still implies simple QKD
and some amount of key reuse. We note that the work of [53] essentially show that the
Barnum et al. protocol satisfies total authentication with (minor) key leakage.

We give a simple authentication scheme that achieves this: first, one classically authen-
ticates, performs the quantum Fourier transform, and classically authenticates again using
a fresh key. We call this the “Auth-QFT-Auth” protocol, and show that it achieves total
authentication where the key used in the second authentication may leak. In exchange we
obtain secrecy for the quantum message as well as the key from the first authentication.
This illustrates the surprising versatility of classical authentication schemes: combined
with one quantum step (the Fourier transform), it can give full quantum authentication.
This also gives a conceptually simple alternative to the protocol of [9].

8.2 Preliminaries

We will use caligraphic letters to denote Hilbert spaces, such as H, M, T, K, and so on.
We write S(#) to denote the set of unit vectors in H. For two Hilbert spaces H and M, we
write L(H, M) to denote the set of matrices that map H to M. We abbreviate L(#H, H) as
simply L(#). The following are important subsets of L(#) that we'll use throughout this
chapter.

e D(#H) denotes the set of density matrices on H; that is, positive semidefinite operators
on ‘H with unit trace.

e D<(H) denotes the set of subnormalized density matrices on H; that is, positive semidef-
inite operators on ‘H with trace at most one.
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e U(H) denotes the set of unitary matrices acting on . For an integer N, we will also
write U(N) to denote the set of all N x N complex unitary matrices.

Another important class of operators are isometries: these are like unitaries, except that can
append ancilla qubits. We say that amap V € L(#, M) is an isometry if for all vectors
lp) € H, [VIg)l| = |llp)]l. Note that this requires dim(M) > dim(H). We will let
J(H, M) denote the set of isometries in L(H, M).

For a Hilbert space H, we let || denote the dimension of .

We will typically decorate states and unitaries with subscripts to denote which spaces
they act on. For example, let } and Z be two Hilbert spaces. Let U € U(Y) and let
V € U(Y ® Z). Then when we write the product UYVY? we mean the (UY ® I7)VYZ;
we will often omit mention of the identity unitary when it is clear from context.

Superoperators. In this paper we will consider superoperators, which are linear maps that
act on a vector space of linear maps. For Hilbert spaces # and M, let T(#, M) denote the
set of all linear maps that take elements of L(H) to L(M). While superoperators can be
very general, we will focus on superoperators O € T(H, M) that are completely positive and
trace non-increasing, which have the following characterization: there exists an alphabet
and set of matrices (not necessarily Hermitian) { A, }aex C L(#H, M) such that

1. O(X) = Yex Aa XAl forall X € L(#H), and

2. Yaer AYA, <17,
For the rest of this paper, when we speak of superoperators, we will always mean com-
pletely positive, trace non-increasing superoperators. Although the definition of superop-
erators is rather abstract, they capture general quantum operations on arbitrary quantum
states, including post-selection, as demonstrated by Stinespring’s dilation theorem:
Theorem 92 (Stinespring’s dilation theorem). A map O € T(H, M) is a completely positive,
trace non-increasing superoperator if and only if there exists auxiliary Hilbert spaces Z,2', an
isometry V € J(H ® Z, M ® Z'), and a projector I1 acting on M @ Z' such that for all density

matrices p € D(H), we have
O(p) = Trz/(TIVpV'II).

8.3 Definitions

Spaces. We let K denote the key space, M denote the message space, and ) denote the
authenticated space.

Authentication scheme. An J-authentication scheme is a pair of keyed superoperators
Auth, Ver where

e Authy for k € K is a superoperator mapping D(M) to D(Y).

e Ver, for k € K is a superoperator mapping D(}) to D(M).
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satisfying the (approximate) correctness requirements that for any (potentially mixed) quan-
tum state p € D(M),

<$ 8.1)

E k(K| © Veri(Authi(p)) ) ~ E k) @ p
k 1

where || - ||; denotes the trace norm.

This definition of authentication scheme is more general than we need in this paper.
Throughout this work, we shall exclusively work with exact authentication schemes; that
is, authentication schemes where Ver,(Authi(p)) = p for all k. Furthermore, we will as-
sume that Auth; behaves as an isometry taking M to ) (i.e. it isn’t probabilistic).

We will treat Ver; as a filter that only accepts states that were properly authenticated.
More formally, we view Ver(7) as first projecting the input state T onto the subspace of
Y that is the image of M under Auth,. Then, it applies the inverse isometry Authy on this
projection (“undoes the authentication”). Thus Veri(-) is not a trace-preserving quantum
operation.

Note that normally, the verification or decoding procedure of an authentication scheme
(e.g., as defined in [9]) is a trace preserving operation that additionally generates an addi-
tional bit b indicating whether verification accepted or rejected. Then the correctness re-
quirement above would additionally require that b = 1 with probability (negligibly close
to) 1, for inputs obtained by running Auth; on some state. However, we note that this
is equivalent to the formulation above. Indeed, starting from a verification operator Ver;
that additionally outputs b, we obtain an operator Very that projects onto b = 1, and then
discards b. If b = 0 with non-negligible probability, then the trace of the result would be
smaller than that of p. Hence, the result could not be close in trace distance. Therefore, a
small trace distance implies that b = 1 with overwhelming probability. This view of the
verification procedure Ver; as a filter will be more useful in our paper.

We will also use Auth and Ver to denote the operators

Auth(-) = [k; IK)k| © Authy () Ver(-) = ; |k)k| @ Very(-).

Classical Authentication. In a classical authentication protocol, the authentication op-
erator Authy is specified by a classical function Auth; : M ~ Y acting on the computa-
tional basis, run in superposition on the input state. The verification operator behaves the
same as described above: Ver projects onto the subspace of } spanned by classical strings
Authy(m) for all m € M, and then applies the inverse map Auth; .

Oftentimes we will want to project onto the space of valid authenticated messages,
without undo-ing the authentication. We use the operator Check to denote this:

Checkg = Y |Authy (m)){Authy (m)]

m

We will also let Check(-) = Y |k)k| ® Check(-).

Message authentication codes. A message authentication code (or MAC) is special type
of classical authentication scheme (Auth, Ver) where for a message m, Authi(m) = (m, o(k,m)),
where we call o (k, m) the message tag. We treat Ver, as an operator that projects out mes-
sages that do not have valid tags, and for messages with valid tags, Ver, will strip the tags
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away:
Very = Y |m)(m, o (k, m)|.

m

In the case of a MAC, the check operator looks like:

Checky = Y _|m, o (k, m))m,o(k, m)|.

m

Adversaries. The way we model adversaries is the most general — and the most conser-

vative — way possible: the adversary prepares the initial message state | p)MZ, where we
can assume that the adversary possesses the purification of pM. After the state is authen-
ticated with a secret key k, the adversary gets to attack the YV Z spaces with an arbitrary
completely positive trace non-increasing superoperator O. After this attack, the state is
un-authenticated with the same key k.

We don'’t require the superoperator O to be trace preserving; this is to allow adversaries
to discard certain measurement outcomes (or, alternatively, post-select on measurement out-
comes, without renormalizing). While this may seem to give the adversary far too much
power, in our security definitions we take into account the probability of the event that
the adversary post-selects on. If this probability is too small, the security guarantees are
meaningless, which is necessary. Allowing for superoperators to be trace non-preserving
will help make our definitions clean to state.

8.4 Security Framework for Quantum Authentication

We now give a framework of security definition for authentication protocols in the quan-
tum setting, involving adversaries that may possess side information that is entangled
with the messages. Our security definitions generalizes some of the known classical and
quantum authentication definitions.

We present our security definitions using the real/ideal paradigm. Let (Auth, Ver) be
an authentication protocol, with key space K, message space M, and authenticated space
Y. Let Z denote the space of auxiliary side information.

Definition 93. Let (Auth,Ver) be an authentication scheme. Let o C T(YZ,YZ) denote a
set of ideal adversaries. The scheme (Auth, Ver) is e-reduces to «/-adversaries iff the following
holds: for all initial message states p)MZ , for all adversaries O € T(YZ,YVZ2), there exists an
ideal adversary T € & such that the following (not necessarily normalized) states are e-close in
trace distance:

e (Real experiment) Ey [k)(k| @ [(Very @ 1%) 0 O o (Authy @ I#)] (p™M¥%)
o (Ideal experiment) Ey |k)k| ® [(Very @ I?) o T o (Authy @ I%)] (pMZ)

Intuitively, our security definition states that for an authentication scheme (Auth, Ver)
that is «/-secure, for all initial message states p™Z, an arbitrary adversary that acts on an
authenticated state Auth,(pM?) is reduced to an “ideal adversary” in «/; behaving differ-
ently will cause the verification procedure to abort. In other words, “all the adversary can
do” is behave like some adversary in the class /.
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A comment about normalization. It is important that the states of the real experiment
and ideal experiment are not requiried to have unit trace. This is because their trace cor-
responds to the probability that the verification procedure accepts. If the probability of
acceptance is smaller than ¢, then the security guarantee is vacuous. Intuitively, this cor-
responds to situations such as the adversary successfully guessing the secret key k, so we
cannot expect any security guarantee in that setting. However, if the probability of accep-
tance is significantly larger than ¢, then we can condition on acceptance, and still obtain a
meaningful security guarantee: the distance between the (renormalized) real experiment
and ideal experiments is small.

We now specialize the above definition to some important classes of ideal adversaries
that we will consider in this paper. Note that for two classes of ideal adversaries < and
', if o C /', then an authentication scheme reducing to «/-adversaries implies reducing
to o/'-adversaries. Hence reducing to «/-adversaries is a stronger security guarantee.

8.4.1 Basis-dependent authentication

We first define a notion of security of authentication schemes that reduce to a basis-respecting
adversary.

Definition 94 (Basis-respecting adversaries). Let B = {|¢)} denote an orthonormal basis for
Y. Then an adversary T € T(YZ,Y 2) is B-respecting iff it can be written as

Z(0) = Trz(IIVeVII)
forall o € D(VZ), where I is a projector acting on ZZ',and V € J(VZ,YZZ') is an isometry

that can be written as
V=13 lpXeP eV,
peB

where for each , Vi, € J(Z, Z 2') is some isometry.

Without the second condition on V, by Stinespring’s Dilation Theorem every super-
operator can be written as Z(¢) = Trz (ITVoV*II) for some choice of isometry V and
projector I1. However, the second condition forces V to respect the basis B. Intuitively,
a basis-respecting adversary first measures the ) register in the B basis, and based on
the measurement outcome, performs some further isometry on the side information in
Z. When B is simply the computational basis, then the adversary treats the ) register as
classical.

Definition 95 (Security relative to a basis). Let B be a basis for J. An authentication scheme
(Auth, Ver) e-authenticates relative to basis B iff it it e-reduces to the class of B-respecting
adversaries.

Intuitively, our new definition captures the “best possible” security definition for classi-
cal authentication protocols. With a classical protocol, the adversary can perform arbitrary
measurements on the authenticated space without detection by the verification algorithm.
Because measurements are now undetectable, the adversary can also perform o-dependent
operations to the auxiliary registers, where ¢ is the classical authenticated message ob-
served in the authenticated registers. For example, he can copy ¢ into the auxiliary space.
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He can also now choose to abort or not depending on . However, he should not be able
to turn o into ¢’ # 0.

In Section 8.5, we establish two properties that follow from our basis-dependent secu-
rity definition. First, we show that from the point of view of an adversary, the state which
was authenticated in superposition is indistinguishable from having been measured in the
basis B. Showing this uses our definition crucially: we reduce all potential distinguishers
into adversaries that must behave in a basis-respecting manner, but then such an adversary
cannot tell whether the state was measured or not.

Next, we show that our definition implies unforgeability: the adversary cannot pro-
duce two valid signed messages with non-negligible probability, when given access to only
one superposition. Thus, our definition subsumes the Boneh-Zhandry security definition
for one-time MACs.

In Section 8.7 we show that the classical Carter-Wegman MAC where the message m is
appended with h(m), where h(-) is drawn from a three-wise independent hash family, is a
scheme that authenticates relative to the computational basis.

Theorem 96. The Carter-Wegman MAC with three-universal hashing is O(+/| M| /|T |)-authenticating
relative to the computational basis, where T is the range of the hash family.

8.4.2 Total authentication
Here, we will define the strongest possible notion of secure quantum authentication.

Definition 97 (Oblivious adversary). An adversary T € T(YZ,YZ) is oblivious iff there
exists a superoperator O € T(Z, Z) such that

Z(e) = (P @ O)(0)
forallo € D(YZ).

In other words, an oblivious adversary does not act at all on the authenticated message,
and only acts on the auxiliary side information that it possesses about the state.

Definition 98 (Total authentication). An authentication scheme (Auth, Ver) ¢e-totally authen-
ticates iff it e-reduces to the class of oblivious adversaries.

This is a generalization of the Barnum et al. definition to handle arbitrary auxiliary
information about the input state. This is the strongest possible notion of security: for
any authentication scheme, an adversary can always mount the following trivial attacks.
First, he can arbitrarily modify the unauthenticated auxiliary state. Note that he cannot
necessarily modify the contents of the auxiliary state based on the authenticated state,
since this amounts to some measurement on the authenticated state, which verification
may detect. Second, he can choose to either forward the authenticated state as is, or abort
and forward nothing (equivalently, forward a junk state that is guaranteed to reject upon
verification). Moreover, he can choose whether to abort or forward based on the contents
of the auxiliary registers, and can even abort/forward in superposition. However, in an
authentication scheme that totally authenticates the adversary can only behave in such
trivial ways.

In Section 8.6 we establish a few properties of this definition. The first is that a totally
authenticating scheme yields encryption of the quantum state. Barnum, et al. showed that
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quantum state authentication implies quantum state encryption [9]. However, they did
not take into account quantum side information. We show that our definition very easily
implies encryption even when the adversary may be entangled with the message state.

Then, we show how our notion of total authentication gives rise to a conceptually sim-
ple version of quantum key distribution (QKD). [53] have already observed that the uni-
versal composability of the Barnum et al. protocol implies that it can be used to perform
QKD as well. Thus while our application of quantum authentication to QKD is not novel,
we use this as another opportunity to showcase the strength of our definition. We also
show how our definition easily implies full key reuse.

In Section 8.9 we present a scheme achieves total authentication, and hence is the
strongest possible authentication scheme in the quantum setting. To our knowledge, this
is the first authentication scheme that achieves this level of security. As described in the
introduction, this is based on applying an (approximate) unitary design on the input state
padded with some number s of |0) qubits.

Theorem 99. The unitary design scheme is 2~5/2-totally authenticating, where s is the number of
extra |0) qubits.

As a consequence, this yields an authentication scheme where the key can be recycled
fully, conditioned on successful verification by the receiver. In contrast, the protocol of
Barnum et al. is not known to possess this property; [53] showed that most of the key can
be securely recycled. '

8.4.3 Total authentication with key leakage

Finally, we introduce a slight weakening of the definition of total authentication above:
we consider schemes that achieve total authentication of quantum data, but incur some
key leakage. We model this in the following way: let K = |K| (the size of the keyspace),
and let K < K. Define a key leakage function £ : K > {0,1}1°8K'. If K’ is strictly less than
K, then ¢(k) must necessarily lose information about the key k € X, but it will leak some
information about it.

In a total authentication scheme with key leakage, an arbitrary adversary is reduced to
an oblivious adversary (i.e., is forced to only act on the side information), but the manner
in which it acts on the side information may depend on £(k).

Definition 100 (Authentication with key leakage). Let (Auth, Ver) be an authentication scheme.
Let K' < |K|and let £ : K — {0,1}'8X be a key leakage function. Let o C T(YZ,Y Z) denote
a set of ideal adversaries. The scheme (Auth, Ver) e-reduces to &/ -adversaries with key leakage
£ iff the following holds: for all initial message states Ip)’Mz, for all adversaries O € T(YZ,VZ),
there exists a collection of ideal adversaries {I),} C of, indexed by h € {0,1}1°8X', such that the
following (not necessarily normalized) states are e-close in trace distance:

o (Real experiment) Ey [k)k| ® [(Ver, @ 1%) 0 O o (Authy @ I2)] (pMZ)
o (Ideal experiment) By [k)(k| ® [(Verk ®IZ) 0 Ty o (Authy @ TZ )] (pMZ).

Definition 101 (Total authentication with key leakage). Let K' < |K|and let £ : K —
{0, 1}1°8 K’ be a key leakage function. An authentication scheme (Auth, Ver) e-totally authenti-

cates with key leakeage ¢ iff it e-reduces to the class of oblivious adversaries with key leakeage
L
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This definition may seem somewhat strange: how is an ideal adversary able to learn
bits £(k) of the key k, if it doesn’t act on the authenticated part of the state at all? Of course,
any adversary that learns something about the key must have acted on the authenticated
state, but the point is that, conditioned on successful verification, the adversary “effec-
tively” behaved like an oblivious adversary that had access to ¢(k).

In Section 8.8 we present a very simple scheme that achieves total authentication with
some key leakage: to authenticate an arbitrary quantum state p, first apply the classical
Carter-Wegman authentication scheme on it using key k. Then, apply H®" to all the qubits
in the authenticated state (i.e. apply the quantum Fourier transform over Z;). Finally,
apply the classical Carter-Wegman scheme again using a fresh key h. Thus, we are authen-
ticating the state p in complementary bases. We call this the “Auth-QFT-Auth” scheme.

We will show that this in fact achieves total authentication (and hence encryption of
the state), but at the cost of leaking the “outer key” h:

Theorem 102 (Security of the Auth-QFT-Auth scheme). The Auth-QFT-Auth scheme is 6-
totally authenticating with outer key leakage, where § = O(+/|M|>/2/|Y]).

While this scheme leaks some bits of the outer key, it preserves the secrecy of the state
p and the “inner key” k. Furthermore, it is much more “lightweight” than the full unitary
design scheme that achieves total authentication without key leakage. It also illustrates
that applying a simple classical authentication scheme in complementary bases is already
enough to reduce a full quantum adversary to performing only trivial attacks. Finally, the
analysis of this scheme crucially relies on the basis dependent security definition above.

We note that Hayden, Leung, and Mayers show that the authentication scheme of [9]
satisfies total authentication with key leakage [53], but it is unclear whether it satisfies the
strongest definition of total authentication without key leakage.

8.5 Properties of basis-dependent authentication

8.5.1 Indistinguishability from measured

Here, we show that any classical scheme that authenticates relative to the computational
basis implies that the authenticated state is indistinguishable from being measured in the
computational basis. For concreteness we will work with the computational basis; this is
without loss of generality.

Definition 103. If Auth is a classical scheme that is e-indistinguishable from measured in the
computational basis, then for any state pMZ, the following two states are ¢ close:

o E; [Authy @ 1] (0M%) (the unmeasured authenticated state), and

o E; [(Meas @ 1%) o (Auth; ® 1%)] ()p™M?Z) (the measured authenticated state), where Meas
denotes measuring in the computational basis.

Theorem 104. If (Auth, Ver) e-authenticates relative to the computational basis, then Auth is
7\/e-indistinguishable from measured.

Proof. We prove this theorem by contradiction: assuming an adversary can distinguish
from measured, we will obtain a violation of the security of authentication. Analogous to
the proof that authentication implies encryption of Barnum et al. [9], our proof will pro-
ceed in two parts. First, we will reduce to the case where we assume the distinguishing
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adversary has very high success probability. Second, we will show that by iterating the
scheme, we boost a low success probability adversary into a high success probability ad-
versary. For this proof, we will not need the full security where the key k is considered —
instead, we will invoke the authentication security by tracing out and averaging over the
key as in prior works.

Let pMZ be a quantum state. Let D be a distinguisher violating the indistinguishability
from measured property. Suppose D has very large distinguishing advantage 1 — <. This
means that

e D(E [Authy ® 1Z] (pMZ2)) outputs 1 with probability at least 1 — -, and
o D(Ey [(Meas ® I?) o (Authy ® 1Z)] ()p™M#)) outputs 1 with probability at most

Now, we set up the state (1|0)(0] + 3|1)1]) ® pMZ. We conditionally measure p™ in
the computational basis based on the first bit: if 0, we measure, if 1 we leave intact. Next,
we discard the first bit by tracing it out. The resulting state is [3(Meas + IM) @ 17] (pMZ).

Now we authenticate. Since the scheme is classical, authentication commutes with
measurement in the computational basis. Therefore, the authenticated state is

[%((Meas +17) o Auth) ® ][Z] (p™M%)

The adversary now applies D, copying the result into its auxiliary state. Because D has
high distinguishing advantage, applying D and conditioning on D giving the right answer
only negligibly affects the state. Therefore, it is straightforward to show the resulting state
is 41/27y-close to:

%15 [1{3’3 o (Authy ® 112)] (eMZ) @ [1X1] + % E [(Meas ®1%) o (Auth; ® 113)] (P™MZ) @ [0X0|
Now, this state will pass verification with probability 1, since the authentication scheme

is classical. Therefore, this state is approximated by an ideal adversary that is computa-
tional basis respecting. Note that such adversaries commute with the measurement in the
computational basis. Therefore, the final bit in the approximated superposition is either 0
or 1 or some mixture of the two, but the mixture is independent of whether the authenti-
cated space is measured or not.

Therefore, the state above has a distance of -;— from any ideal adversary, a contradiction.

Thus, we have that if the scheme § — 4,/27-authenticates in the computational basis,
there is no distinguisher with advantage 1 — 7.

Next, we show how to boost a low-advantage distinguisher for a scheme (Auth, Ver)
into a high-advantage distinguisher for the product scheme (Auth’, Ver') which acts on
message space M! by applying Auth to each message component with an independent
key.

A simple hybrid argument shows that, if (Auth, Ver) e-authenticates in the computa-
tional basis, then (Auth’, Ver') te-authenticates in the computational basis. Note that Bar-
num et al.’s proof of this required somewhat more effort; however, for us, due tot he fact
that we consider side information in our definition, in our case the security of the product
scheme comes essentially for free.
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Next, assume D distinguishes from measured for the state p? in the scheme (Auth, Ver)
with advantage 6. Then we can boost the success probability to a distinguisher D! for the
state (pMZ)@! in scheme (Auth’, Ver') with advantage 1 — 2¢7'%/2, But from the above, this
means that the scheme (Auth’, Ver') cannot 1 — 8" #2/4_authenticate. Thus,

1 2
te __Se—t(S /4
~ 3

Choosing t = 1/3/e gives § < 7v/%.

8.5.2 Unforgeability

In this section we show that our security definition of authentication schemes relative to
a basis implies the classical security definition of authentication schemes — namely, that
the adversary, after having received the authenticated message state, cannot produce two
distinct authenticated message-tag pairs with non-negligible probability. This property is
called unforgeability. Thus this shows that our security definition recovers the Boneh-
Zhandry security definition for one-time MACs.

Our model for signature forgery is the following. Let (Auth, Ver) be a classical authenti-
cation scheme that is B-respecting for some basis. We will let B be the computational basis
without loss of generality. Furthermore, we will restrict our attention to MACs where for
a classical message m € M, Authy(m) = (m,o(k, m)), although our arguments extend to
general classical authentication schemes.

Without loss of generality we can assume that the initial message state is a pure state
100M% = ¥, am|m)™ ® |@m)? where the |g@,,) are arbitary pure states held by the adver-
sary. After signing, we have

?VE = E k)| © Authy(p™?).

The adversary applies some superoperator £ on J Z and outputs a system on V; ), Z. The
spaces )V and )» are both isomorphic to V. Let the tampered state be denoted as

TNRE = E [k)(k| © £(Authe(p™?)).

We define the probability of forgery by £ on input p to be the probability that, upon
measuring K, );, and )5 in the computational basis, we obtain a key k and two valid
signed messages (m,c(k,m)) and (m’,o(k,m")) with m # nt'.

The next theorem shows that quantum-secure authentication schemes possess the un-
forgeability property. The idea of the proof is as follows: suppose that there was an au-
thentication scheme (Auth, Ver), an adversary £ and an initial message state pM such that
£ on input p could forge an authenticated message with non-negligible probability. Us-
ing the fact that the authentication scheme is secure, we can in fact find a fixed message
m € M and another adversary & that, when given an authentication of message m, forges
a valid signed message (m’,o(k,m')) where m’ # m with non-negligible probability. The
definition of secure authentication scheme easily implies this is impossible.

Theorem 105. Let (Auth, Ver) be an authentication scheme that is e-authenticating relative to the
computational basis. Let & be a forger. Then for all initial message states pZ, the probability of
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forgery by £ on input p is at most 3e.

Proof. Suppose for contradiction that the probability of forgery is at least § = 3¢. Since the
scheme is e-authenticating relative to the computational basis, we can simulate the forger
by an ideal adversary Z that respects the computational basis: on input T*YZ (the authen-
tication of p), it first measures the ) register to yield a valid signed message (m, o(k, m)).
Then, conditioned on this result, it applies an arbitrary quantum operation on the Z reg-
ister. Since £ is a forger, the ideal adversary T is also a forger: measuring XY Z in the
computational basis will yield k, (m, o(k, m)) and (m’, o(k,m’)) where m # m’ with proba-
bility at least 5 — & = 2¢. Let E,; denote the event that measuring ) yields a valid signature
of the message m. Let F, denote the event that measuring Z yields a valid signature of a
message that’s distinct from m.
Thus

Y Pr(Ew] - Pr[Fn|Em] > 2¢

m

where the probabilities are with respect to the ideal adversary Z. Thus by averaging there
exists an m where Pr[F,|E,,| > 2¢. But notice that Pr[E,] is independent of the key, and
simply |ax|?, because the ideal adversary only measures the ) register of 7 in the compu-
tational basis. Thus, if we condition the state Z(7) on the event E,,, we have the following
state:

I(P*2)], = EWRYKE @ fm, o (k,m) Yo, o (k,m)” © Zyoiem) (10m)pml?)

where Z,, ;) denotes the attack that the ideal adversary performs on the side informa-
tion, conditioned on reading (m, o(k, m)) in J. However, Pr[F,|E,]| > 2¢ implies that mea-
suring By [k)(k| ® Ly o(tm) (|@m){@m|?) in the computational basis yields k and a forgery
(m',o(k,m")) where m’ # m with probability at least 2e. However this is impossible, as
a real adversary could, given the authenticated message/tag pair (m,c(k, m)), perform
Zn,o(km) on the side information |qom)z , and then swap the ) registers with some registers
in Z. Upon verification, measuring the ) registers of this tampered state has probability of
atleast 2¢ of obtaining a valid (m’, o(k, m’)), which contradicts the property that (Auth, Ver)
is e-authenticating relative to the computational basis.

O

8.6 Properties of total authentication

8.6.1 Encryption

Analogous to the Barnum et al.’s [9] result that authentication implies encryption, we show
that authentication when considering side information must encrypt the state, even to an
adversary that may be entangled with the state. This result is incompatible with Barnum
et al.’s: we start from a stronger property that considers side information, and end with a
stronger form of authentication that also considers side information.

Definition 106. If Auth is an e-secure encryption scheme with side information, then for any two

states p{' %2, ptMZ such that pf and p? are é-close, the following two distributions are & + ¢ close:

o E; [Auth @ TZ] (p§"%) and
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o E; [Auth @ TF] (p1%)
Theorem 107. If (Auth, Ver) e-authenticates, then Auth is an 14+/e-secure encryption scheme.

Proof. First, we observe that any scheme that gives ¢ secure encryption in the case § = 0
gives 2¢ secure encryption in the general case. Indeed, by assumption, E [Auth, @ 1] (p§1%)
is e-close to E, Auth(|0)(0]) @ p§, which is & close to E; Authy(|0)(0]) @ p¥, which is ¢ close
to By [Auth, @ TZ] (p1%).

Therefore, it suffices to prove that Auth is 7./¢ secure for states with § = 0.

We prove this theorem by contradiction: assuming an adversary can distinguish from
measured, we will obtain a violation of the security of authentication. Qur proof will very
similar to the proof of Theorem 104. First, we will reduce to the case where we assume
the distinguishing adversary has very high success probability. Second, we will show that
by iterating the scheme, we boost a low success probability adversary into a high success
probability adversary. For this proof, we will not need the full security where the key k
is considered — instead, we will invoke the authentication security by tracing out and
averaging over the key as in prior works.

Let p(’)w’z , pf"’z be quantum states. Let D be a distinguisher that distinguishes between
the two with probability 7. Suppose D has very large distinguishing advantage 1 — -y. This
means that

o D(E; [Auth; ® IZ] (p{1#)) outputs 1 with probability at least 1 — 7, and
o D(E, [Auth; ® IZ] (p{*#) outputs 1 with probability at most y

Now, we set up the state |0)(0} ® pg'% + 1]1)(1| ® p}MZ. Next, we discard the first
bit by tracing it out. The resulting state is (py'? + p'2). Then we authenticate. By the
y & & A 51 y

linearity of quantum operations, we have that the state is

%( [Authk ® 115] (01Z) + [Authk ® 113} (pMZy)

The adversary now applies D, copying the result into its auxiliary state. Because D has
high distinguishing advantage, applying D and conditioning on D giving the right answer
only negligibly affects the state. Therefore, it is straightforward to show the resulting state
is 4,/2y-close to:

1 z z 1 2] (M2
EIE[AuthkCi)I[ ](p0 )®|0)(0|+§]E[Authk®]l ](pl ) ® 11|

Now, this state will pass verification with probability 1, since each component is a valid
authenticated state and authentication is linear. Therefore, this state is approximated by
an ideal adversary that does nothing except forward the state as is or reject the state, and
modify its auxiliary registers independently of the authenticated state. Therefore, the final
bit in the approximated superposition is either 0 or 1 or some mixture of the two, and the
mixture may depend on pZ, but not p™. But recall that by assumption p = p{, and so an
ideal adversary cannot distinguish the two cases. Therefore, the state above has a distance
of 1 from any ideal adversary, a contradiction.

Thus, we have that if the scheme 1 — 4,/27-authenticates in the computational basis,
there is no distinguisher with advantage 1 — 7.
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Next, we show how to boost a low-advantage distinguisher for a scheme (Auth, Ver)
into a high-advantage distinguisher for the product scheme (Auth’,Ver') which acts on
message space M' by applying Auth to each message component with an independent
key.

A simple hybrid argument shows that, if (Auth, Ver) e-authenticates, then (Auth’, Ver')
te-authenticates in the computational basis.

Next, assume D distinguishes from measured for the state p*Z in the scheme (Auth, Ver)
with advantage 8. Then we can boost the success probability to a distinguisher D! for the
state (pMZ)®! in scheme (Auth!, Ver*) with advantage 1 — 2¢%°/2, But from the above, this
means that the scheme (Auth’, Ver') cannot § — 8e~1%°/4_authenticate. Thus,

1 2
te > = —8e 10 /4
2

Choosing t = 1/3/¢ gives § < 7 /.

8.6.2 Quantum Key Distribution

Suppose we have a total authentication scheme. Then as argued in the Introduction, we
immediately get a simple method to perform quantum key distribution. However, the
QKD scheme sketched in the Introduction is rather fragile: any small amount of tampering
by the adversary will cause Alice and Bob to abort. Here we sketch a slightly more robust
way of carrying out QKD using a total authentication scheme.

Suppose Alice and Bob want to generate n bits of perfectly correlated key bits. We now
describe a protocol that takes 2 rounds and O(n log n) bits of communication, and tolerates
the adversary attacking at most O(n/ logn) qubits of communication. If this is the case,
then Alice and Bob can distill at least (2(n) bits of shared key. Let (Auth, Ver) be a scheme
that encodes single qubits as O(log 1) qubits, and is ¢-totally authenticating for e = n~1).
The unitary design scheme is one such example.

The QKD protocol is as follows:

1. Alice prepares the maximally entangled state over 211 qubitsi.e. |®)*® = \—}2—7 re(o1}n |xx)E.

2. Alice will generate independentkeys ky, . . ., k, for n uses of the authentication scheme

(Auth, Ver). She authenticates each of the n qubits on the B-half of |<I>)A‘B using an
independent key. She sends B to Bob.

3. Bob sends abit to Alice acknowledging that he received some state through the quan-
tum channel (that may have been tampered by the adversary).

4. Alice sends the keys ky, .. ., k,, over an authenticated, but non-private, classical chan-
nel.

5. On the quantum state he received, Bob performs the verification procedure Ver;, ®
-+ - Very, on n parts of log n qubits each. He relays to Alice which parts successfully
passed verification. Let S C [n] denote the successfully unauthenticated qubits.

6. Alice and Bob measure the part of their respective states corresponding to S in the
computational basis, and use these bits as their shared key.
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Since (Auth, Ver) is totally authenticating, after Bob successfully unauthenticates the
qubits in S, the qubits shared between Alice and Bob in S will be ~ en-close to the max-
imally entangled state. Thus when they both measure, they will both share a keys (x, x’)
that are en-close to uniform, perfectly correlated, and private from any other system (be-
cause the maximally entangled state is in tensor product with any other quantum system).
If we assume that the probability that Bob successfully verifies is not too small, then this
means that Alice and Bob have successfully performed quantum key distribution.

8.6.3 Key Reuse

Alice reuses the key once she gets back an acknowledgement from Bob that he accepted
the authenticated state. We have e-secure Total Authentication implying

|[Exlk) (k| @ [(Ver, © %) 0 O(c¥2)] — Eg[k) (k| @ [(Very @ 17) o (I @ S)(07?)][|1 < ¢

where 7 = 1Y ® S is the ideal adversary. As in the ideal case, adversary never touches
k and the authenticated state, final state after verification is completely unentangled with
the key k and distribution of k is uniform. Therefore, for a scheme satisfying total authen-
tication, when Bob accepts, the final state (including adversary’s register) is close in trace
distance to an ideal state and we can reuse the key k again.

8.7 Quantum MACs from 3-universal hashing

In the classical setting, secure one-time MACs can be constructed via universal hashing.
Let {l}, be a strongly (2-)universal hash family. Then it is well known that the clas-
sical authenticiation protocol Authi(n) = (m,hi(m)) is secure against classical adver-
saries [101]. Here, we show that the same authentication protocol is also quantum-secure,
provided that the hash family {/; } satisfies the following: for all distinct 1y, 2, m3, the
distribution of (hy(my), hy(mz), h(m3)) for a randomly chosen k € K is uniform in 77,
Such a family is called a 3-universal hash family. We will overload notation and use k(-) to
denote the function f ().

We note that Boneh and Zhandry showed that, when authenticating classical messages
in the one-time setting, pairwise independence is sufficient to ensure that a quantum ad-
versary cannot forge a new signed message, as long as the length of the tag is longer than
the message! When the tag is shorter than the message, they showed that pairwise inde-
pendence is insecure, and 3-wise independence is necessary.

Our analysis of the 3-wise independent Carter-Wegman MAC requires that, in order to
obtain security against quantum side information, the message tag needs to be longer than
the message. Thus it is conceivable that pairwise independence is sufficient for the same
guarantee; we leave this as an open question.

Theorem 108. Let K = {k} be a 3-universal hash family. Let Authg(m) = (m,k(m)) and
Ver be the corresponding verification function. Then the authentication scheme (Auth, Ver) is
O(+/|M|/|T|)-authenticating relative to the computational basis.

Before beginning the proof we first state what the implications for key length are.
Suppose we wish to guarantee that the Carter-Wegman MAC is e-authenticating rela-
tive to the computational basis, then |[M|/|7| < O(e?), which implies that log|7| >
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log | M| + 2log 1 4+ O(1). To ensure three-wise independence, it is sufficient for the key to
have length 3 log | M| + 6log 1 + O(1).

Proof. To prove this, we need to show that for all message states p*# and all adversaries
&£ € T(YZ,YZ), the result of the QMAC is to reduce the action of the adversary on the
authenticated message to an ideal, computational basis-respecting adversary.

We will concentrate on the case of signing pure state messages — this is because we can
always purify the initial message state, and give the purification to the adversary. In other
words, we will show that Carter-Wegman MAC is a quantum secure MAC when the initial
message state is a state | oyME =y, o |m)™M @ | @) . The register M corresponds to the
message, and the register Z is held by the adversary.

It will actually be more useful to work with the Schmidt decomposition of |p), which

we write as
|p>MZ = Z\//\_z (lezmlﬂ‘I)M) ® |(pz>z

where for z # z/, we have (¢;|¢,) = 0, and the A,’s are nonnegative numbers summing
to 1. Furthermore, the dimension of the span of {|¢:) }: is at most | M|.
After signing, the state becomes

V2 =E|k)k| © Auth(p)

where ) = MT. Now consider an attack £ of the adversary. By Stinespring’s Dilation
Theorem, the superoperator £ can be implemented by applying a unitary V on registers
Y Z, as well as some auxiliary register Z’ held by the adversary, followed by a projective
measurement P on Z Z’, followed by tracing out Z’.

First, we will assume that the auxiliary space Z’ is part of the purification in
Secondly, we will ignore the projector P for now, and handle it later.

We specify the action of Von YV Z as

loy™2.

Vv m, M7 @ 19207 v ()™M

where {|m-)} are a collection of states in MT Z such that for all (m, t,z) # (m',¥',2),
(Wmtz|Wnryr) = 0. Furthermore, write the states as follows:

[Ymez) = ZbﬁZileaz b) ® ¢ )

where the {|¢2*%)} are an arbitrary collection of unit vectors residing in the space Z, and
|a, b) are vectors in ) = MT . Therefore after the attack we have

Yz = E k)| ® V Authi(p) 48

Now we apply the verification procedure to this state to obtain 7, where we’ve conditioned
on the procedure accepting:

T*YZ = Ver(Y2) = ]E |k)(k| ® Very (V Authg(p) Vf)
Note that T does not have unit trace in general (because the verification procedure Ver;
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may not pass with probability 1). For a fixed key k, we can write

|7) = Ver, V Authy|p) = ) v/ /\ﬂawmﬁz;im- |4’Zi]:u,~>

z,m,a

where we abbreviate k(m) and k(a) by k, and k, respectively. We can decompose the
vector |T) = | T ident) + | Tkerr) Where

Kz M k=
T jteat)™ 7 Z = =) /\7&"1/3',2,(: lm)™" @ | ) (8.2)
z,m
Z / z z
|Tk,err>MT = Z ‘xzmﬁ::}\k'" a>M @ |(Pmk"' ) (8.3)

zZ,maa r—nl

Thus ™52 = Ty, + Tory where
Tideat = E k) k| @ | T ideat ){ Tk ideat |»

and let
Torr = ]l;i ’k><k| @ (|Tk,ideal><7k,errl + |Tk,err><Tk,ideall + ITk,err><Tk,err|) .

The 74,4 represents the part of T that looks like it underwent an ideal attack, while the term
Tideal Tepresents the rest of 7. We will bound this error term and show that its size is small
within T, and thus this will show that T is close to the result of an ideal attack.

To bound the size of 7,,,, we note that

Ferrlln < B 21| |thiea (Therr| 1+ [ | TeerrX Therr| [I1]

- ]]E: [2 \/ <Tk,err|Tk,err> : (Tk,ideal ITk,ideal ) + (Tk,errITk,err>]
< 3]];(':‘ (Tk,err|Tk,err>

<3, /E{t

cerr >

where in the equality we used that for two pure states |@) and |¢), || |@)Xy| |1 = /{@l@) - (¥]¥).
In the second-to-last inequality we used that (T igeat | Tk.idear) < 1, and in the last inequality
we used the concavity of the square-root function. Now,

A _ oz K 7 L
IE<Tk,err|Tk,err> —_ ]E E /\Z/\Zl . “:maz,"ll . ﬁg;cl:nwﬁ::;(“ m! “ . < ::La m’Z |(Pmkm,4> (8.4)
/

.z
am,m’:ag {mm'}

_ k25 k. Z' 'k, iz’ k ‘_
Z, VAZAL - Bz - (]E ﬂﬁ;n Bar," <¢ak,, " |‘P:z'1: " ) (8.5)

amm’:a¢{mm'}

I

Observe that, for every a,m, m’ such thata ¢ {m,m'}, k, is independent of k,, and k,y
(this is where we use 3-wise independence of k). Therefore, we can write

tikyz g Kk 2 'k oz omkgzy kpz g™ K 2’ m'k,z ks
]}]\Eﬁ ak,,m lel\a " <¢aka |¢nkam > :B ah‘,m ﬂnh‘, ’ ( nhu " I(Paham >
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where the expectation on the right hand side is over two independent hash families k and
h. We have equality because (ku, ky, kq) and (kp, kyy, ha) are identically distributed.

This motivates us to define

mk,,,z il km"‘ < n }‘m"" | mkmz>
’ - ol " :
kh E VA AL - Gy By mh,,, ﬁmh,,, mh,,, (thm
z,z m,m’
]E Z A - G ﬁmk,,,z ﬁ”1l\ni~ ] ( mkpz’ ‘ mk,,,z>
\/ = zm&z'm thy, Fmhy, mh,,, (thm .

,z' m

We will momentarily show that ¢; and ¢, are small in magnitude. Assuming this, we add
¢1 and {7 to (8.5) to get a nicer-looking sum:

= = m"" km’ mZ
85 +&1+¢1—G2= Z V AzAz - ooy - (]]5 ﬁzihimﬂﬁaha <¢Z;z,, g |¢mk )) (8.6)

z,z
a,m, "1

r km" km’ mZ
7_ Z / Ayt - Cgmgr - IE Z ﬁmkm =m < (Pm -4 ’ (pmk >

(8.7)
iT’ ZA" l“un '2 ]E Z |ﬁmk,,12|2 . (88)
1

To go from the second line to the third line we used the orthogonality conditions
m't'z ot
(Gnvz |Pmez) = Z ﬁmthﬁab Pup i gy =
whenever (m, t,z) # (m’,t,2').

Now we bound the magnitudes of ¢; and 3. We use Cauchy-Schwarz repeatedly to
bound |&1]:

k 4 'k 12
6] = 77 |E Z VAZAy + Gy - Zﬁ’"k'"zﬁ:zb (g |k (8.10)
z:,m,m
2
< 1 E 2 ;12 mkmz_mlkM'zl mn km’z mkypz 8 11
STEN. &, Pl L PP ™ W™ 00 1)
z,z m,m
< A E | Y a2 [ 18R |y 2 Zlﬁ'"k’"'z 2
= |T| k\ 4 ’ zm z'm - mb ‘P mb mb
z,z/ . m,m
(8.12)
sf?llg\ Y.l Pl 2 (Zlﬁ”"‘"‘*lz Iz ”2> (Dﬁ"”‘m’“tz.|||¢::;,’"""Z’>n2>
=,z mm’

(8.13)
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1

< =E {2z |7 - 2 (8.14)
|T| k '\/:,z;;n,m’ " "

< vaMi (8.15)

Tl

In the last line, we used the fact that the dimension of the span of the |¢:)’s is at most
|M|. A similar calculation will show that |&| < /2| M|/|T| as well. Putting everything
together, we get that

< (143V2)|M|/|T].

‘ ]E (Tk,err ' Tk,err)

This implies that
T — Tigeat [l1 < 34/6/|T].

Recall that we have ignored the final projector P that the real adversary £ may have applied
after applying the unitary V. Since P acts on Z only, it commutes with the verification
operation, and thus we have that

”PTP+ - PTidealP+“1 < 3 6/|T|

where PtP! = E; [k)(k| ® Very o € o Authi(p*?), the true final state of the protocol.

Finally, we have to argue that P4, P! is actually equal to Iy [k)(k| @ Ver o Z o Authi(p™#)
for some computational basis-respecting adversary Z. The ideal adversary behaves as fol-
lows when given the J Z registers of c*YZ:

1. The adversary prepares auxiliary registers M7’ Z, in the |0 - - - 0) state. The )’ =
M'T’ registers are isomorphic to MT, and Z; is a qubit register.

2. First the ideal adversary makes a copy of the MT registers in the computational
basis and coherently stores the copy in auxiliary registers M'7T".

3. Theideal adversary then applies the original adversary unitary V to registers M7 Z.

4. The adversary checks whether the values of the M7 and M’'T’ registers are the
same in the computational basis; if so, the 2, qubit is set to |0), and the M'T" reg-
isters are set to |0 - - - 0). Otherwise, it is kept at |1). In other words, the basis vector
|m, t,m’, ¥, 0)/\’”—"4,7#‘22 is mapped to |m, t,0- - -O)J\'”-M’TIZ2 iffm=m'and t =+.

5. The adversary measures the Z, qubit register, and the Z register using the POVM
element {P, I — P}, and accepts only on outcome |0) for Z; and P for Z.

Observe that this ideal attack Z can be implemented as

T:0%% 5 Tryz, ((P @ |0)(01%2) Vigea10”Z Vi (P @ |0)(o|22))
where V4. is an isometry mapping the space Y Z to the space YY'Z 2, P ® |0)(0]%* is a
projector acting on Z 25, and Tryr z,(+) is the partial trace over system )’ Z,. Furthermore,
Videa! is an isometry that leaves the M7 registers unchanged, and hence is a computational
basis-respecting adversary. Since Prﬁ;}f Pt = Ver (z (chYZ )), and this holds for every
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adversary and every input state, this implies that (Auth, Ver) is O(v/ M/ T)-authenticating
relative to the computational basis.

O

Finally, we note that [53] claim that the Carter-Wegman MAC is quantum universally
composable. However, it appears to be lacking some formal details, and it isn’t clear that it
correctly handles the case when the messages are authenticated in superposition, or when
the adversary has quantum side information.

8.8 Total authentication (with key leakage) from complementary
classical authentication

In the previous section, we saw how the classical Carter-Wegman message authentication
scheme is still secure even when used on a superposition of messages, and even if the
adversary has access to quantum side information about the messages. Here, we will
show that using the Carter-Wegman scheme as a primitive, we obtain total quantum state
authentication, which implies encryption of the quantum state.

The quantum state authentication scheme is simple: the sender authenticates the mes-
sage state using the Carter-Wegman MAC in the computational basis, and then authenti-
cates again in the Fourier basis (using a new key). To verification procedure is the reverse
of this: the receiver first checks the outer authentication, performs the inverse Fourier
transform, and then checks the inner authentication. We call this the “Auth-QFT-Auth”
scheme. This is pleasingly analogous to the quantum one-time pad (QOTP), which en-
crypts quantum data using the classical one-time pad in complementary bases. However,
the QOTP does not have authentication properties.

There is one slight caveat: we show that Auth-QFT-Auth achieves total authentication
with key leakage. That is, we argue that conditioned on the receiver verification succeeding,
the effect of an arbitrary adversary is to have ignored the authenticated state, and only act
on the adversary’s side information, in a manner that may depend on the key used for
the second authentication (what we call the “outer key”). In other words, we sacrifice the
secrecy of the outer key, but in exchange we get complete quantum state encryption.

8.8.1 The Auth-QFT-Auth scheme

Let [p)M? = ¥, am|m)™ ® |om)Z be the initial message state, where Z is held by the
adversary. Again, it will be advantageous to rewrite this state in terms of the Schmidt
decomposition: i

R ():am|nz>M) & l9s)?

where for z # z/, we have (¢;|@./) = 0, and the A.’s are nonnegative numbers summing
to 1. Furthermore, the dimension of the span of {|¢,)}; is at most |M|.

The authentication scheme is the composed operation Auth,(H®N(Authy(p))), where
Authy is the inner authentication scheme that uses key k, H®N is the quantum Fourier
transform over Z,, and Authy; is the outer authentication that uses key k. The keys k and h
are independent.
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The inner authentication scheme Auth; maps M to V; = MT;. We define N = ||
H is the single-qubit Hadamard unitary, and the Fourier transform H N acts on V. The
outer authentication scheme Auth; maps )} to J» = MT;7T,. The keys k and £ live in the
registers KC and H, respectively. The evolution of the initial message state is as follows:

1. Inner authentication. When the inner authentication key (henceforth called the inner
key) is k, the state becomes

m

Y VA (Z az,,,|m,k(m)>y') © lgz)?
2. Fourier transform over Z;: Let {|x) } be a basis for ). Then:

% Z \/E (2 a:m(_1)(n1,k(m))»x|x>y1> @ ’(P;>Z

m,x

3. Outer authentication. The outer key is denoted by h. The final authenticated state is
then

1 " T =z
101 = —= T VA [ Xt (1) x [ ()T | @ [, 2
1 \/N zz: ,;’_\ m

where 7 is the space of the tag h(x).

Let
o HNTRE ]iEh |k )(kh|** @ |y, Yo |1 25

The adversary is then given the ;75 registers of o, and performs a general unitary attack

V that acts on V1 72 2: ‘
FHNTRE = yoyt,

Let TAHMZ = AuthT! o Ver; o QFT ™! 0 Authy ! o Very (7).

Let the inner authentication scheme be the 3-wise independent hashing QMAC with
tag length log T, and message length log M. Let the outer authentication scheme be a
QMAC that e-authenticates with respect to the computational basis.

The Auth-QFT-Auth scheme can potentially leak some bits of the outer key #, but we
will show that this is the only thing that is leaked; otherwise, it is performs total authenti-
cation (and hence encryption).

Theorem 109 (Security of the Auth-QFT-Auth scheme). The Auth-QFT-Auth scheme is J-
totally authenticating with outer key leakage, where § = ¢ + O(+/|M3/2/|T1]).

Again before starting the proof we consider the key requirements. The outer authen-
tication scheme need not be a Carter-Wegman MAC, but let’s assume that it is. In or-
der to achieve J-total authentication, the inner MAC must be such that |[M|[3/2/|T;] <
O(4?), or in other words, log|Ti| > 3log| M|+ 2logl + O(1). The key needed for
the inner MAC must be at least 3 log | M| + 6log} + O(1). The “message length” that
is given to the outer MAC is log |[M| + log|Ti| > 3log| M|+ 2logl + O(1), and thus
log |7z| > 3log| M|+ 4logl+ O(1). The key length for the outer MAC needs to be at
least L log | M| + 121og } + O(1), so the total key needed is 12log | M| + 18log 3 + O(1).

155



While the inner key can be recycled (upon successful verification), the outer key unfor-
tunately cannot be.

Proof. Wewilllet M = |M|, T = |71|,and N = MT = |)1|. We will assume that M*>/2 < T;
otherwise the theorem statement is vacuous.

Suppose the outer authentication scheme was ¢-secure. By definition, there exists an
ideal computational basis adversary Z such that ||Very(¢) — Ver2(Z(0))||1 < ¢, where Ver,
denotes the verification procedure for the outer authentication scheme. There exists a com-
putational basis-respecting linear map A € L(),2Z) such that

Z:0+— AcA'.

Since A is computational basis-respecting, we have for all (x, s, z):

Al s @ 19,07 = |%,5) © |¢rsz) %

for some collection of (not necessarily normalized) states {|¢.s:) }-
Therefore the effect of the adversary on the authenticated state (after verification) is to
be close to Z (o) = Ey, |kh)(kh| @ | Ty ) Tin,| where for fixed inner/outer keys k, h

1 i
|tk = N Z VAz Z azm(_l)(m,k(m)) *|x) @ [xh.z)-

mx

Thus, the final state that Bob has, after performing full (i.e. inner and outer) verification, is
e-close to

g |k )(kh) & |pin ) pin|

where
1 " k(' VY.
lptn) = 2 VA Z (ﬁ 2 azm,(_l)(m%-m K(m)+k(m')) x) M) © |Pn.z)-
z m x,m'

Then security of Auth-QFT-Auth is established if we show that for every h,

2
E ) — )

is small, where

)™ = VA Y | m)™M @ 1) ®
z m

with |i,,)% = F T, |pxhz)°. Assuming this, the next Lemma will show that there is an
ideal oblivious, but outer key-dependent, adversary whose actions lead to the global state
Exy [kh)(kh| @ |vi){vil.

Lemma 110 (Constructing the ideal oblivious adversary). For all h there exists an ideal obliv-
ious adversary Iy, acting on Z only such that

|Vh><VhIMZ = Ih(lP)(PlMZ)-

Proof. We now construct an ideal adversary Z), derived from the computational basis
adversary Z. By definition of Z, there exists a computational basis-respecting isometry
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V € J()22,)22Y52,) where Y} is an auxiliary register isomorphic to )%, and 2Z; is an
auxiliary qubit register, such that

T:0Y% 5 Tryz, (HVU’yZ vt H) .

Here IT = P @ |0)(0|*2 for some projector P acting on Z. Furthermore, V is computational
basis respecting:

V]x,s)” @]9:)° = |%,5)2 © |¢rsz) T ©10- - -0)722

where the |¢x52)z were defined above.
Now we construct the ideal general adversary Zj, as follows:

1. First, the adversary creates the entangled state |¢;,)AA \/_ Yolx h x))Alx h( x))

in new registers A @ A’, which are isomorphic to }, @ }», and {|x) } is a basis for ).

2. It then applies the unitary V to half of |®,,)*4 that resides in A4, and the 2 part of
the input state |p).

3. The adversary measures AA’' 22, using the projective measurement {Q,1 — Q},
where Q = |®,)(®,|** @ 1. The adversary discards the outcome corresponding
to I — Q, and leaves the state unnormalized:

Z Nty ™ |9os2) 2 [0) 4 [0 - - 0) V222

z,x m

4. The adversary discards the AA')) Z, registers:

= Z \/ia:nzlm ® |47:cs:>z

z,X,m

This is precisely the state |v;), and the 7, only interacts with Z and auxiliary registers in
the adversary’s control, so it is an ideal general adversary. (W

We now turn to bounding By ||[) — [vi)[|*:
E |||th) — ) |?

N'7 T E Z V Az/\-vf Z Ev’m’“zm/;(_1)(m+m, klm)+in))-< ( 1)(m+m" A{m)-Hk(m")) " ((P "zt l¢x”">

mz,z' ' X m m”
mg{m' ,m"}
— '_13'_2 Z \/maﬂ"'l“:mu(_1)(n1+m’)‘x{+(m+m”)‘x < 1z’|¢r”~> IE( 1)(L(1rt Y+k(m'))-x ( 1)(k(m)+k(m")) x4 .

"lZZ
.I x” "l "l

meé{m ,m”}

We use the abbreviation |¢".) = |¢,.). In the second line, we divided x into two parts
(x1,x2), where x; corresponds to M, and x, corresponds to 71. We focus on the expectation
Kt gt b 5§ = ]Ek( 1) () +k(nr'))- h( 1)“\ m)-Hk(m"))-xz . We consider two cases:
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Case 1: m' = m",m" # m. TRen Xy s m vy xn = 01f x5 # X3, otherwise Xo /i xp xr = 1.

1
N2 V Az A Bt Xy ( 1) () (31 431 )<¢x z’I(Pz"z)Xm,m',nz’,x’,x”
P
m,;:z’,:fn;m'
= % Z 1 //\Z,\Z,Ez,m,azm,(_1>(m+m’).(x’1+x'1' < h’~’|¢x" L, )
z,z’,x',x”
m,m’ :myé]m’
2
—<‘ INA Z \ A /\" Z Z (__1)(m+m’)<(x{+x{’ < ht /!(P u / > (Cauchy—SChwarZ)
N zz m#Em’ | x' xf
< N2 E,\/AZAZ' Z , ”Z~,w(_l)(m+ml).(x1+x{'+-’71+f’{)< g,% PL_ )¢ xwl%w )
z,z mm' x' x %%
— N2 }:’\/}\ An | M2 , Z~ ( Wy P8 (P |9)
zz oo X

xj+x{ +8 +37 =0

(at most M z’s)

Case 2: m,m',m" are all distinct. Then X, m, v,y = 0 unless x5y = x§ = 0, in which
CAS€ Xyt ity ] = 1. This uses the three—mdependence of k().

- AU 1"y
N2 Z \% AzAZ’“Z’m’“zm’(—1)(m+m Jrkmm®) (4’?’:' l‘szlz)Xm,m’,m”,x‘,x”

,
m,m',m" distinct

1 — i LA "y,
= X]—i Z R /’\ZAZ’“z’m’azm'(—‘1)(m+m )y +(m+m")xf < x10~"¢’x”0_>

2,2 X xf
m,m',m" distinct

e Z Az Ay Z Z (~ 1)(m+m’) x+H(mtm")-xf <¢1lo-ﬂ|¢x;’0¢> (Cauchy-Schwarz)
z,2! m,m',m" distinct {x],x7
9/2
< M
M3/2
T

<
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where we used the fact that M>/2 < T. Therefore, for every it we have

]E Iekn) — |1/h>||2 = O(M*?/T)

as desired. Using Jensen’s inequality, Ey [||px )(ptin| — (v Xunll] < O(VM3/2/T).
Thus, the final state of Bob is ¢ + O(vV M3/2/T)-close to

E [k){kh| & )| = E [kh)(Kh] © Ti(o) o))

where 7, are the ideal adversaries given by Lemma 110.

8.9 Total authentication from approximate unitary designs

We now present a scheme that satisfies the strongest security definition, that of total au-
thentication (without any key leakage). In particular, this implies complete reuse of the
entire key. This property of complete reuse of the key was not known before; it is not
known whether the entire key can be reused in the authentication scheme of Barnum, et
al [9].

This scheme is based on unitary designs, which are in some sense the quantum analogue
of t-wise independent hash functions: a t-unitary design (also simply called a t-design) is
a distribution & over unitary matrices such that degree t polynomials cannot distinguish
between a unitary drawn from Z and a fully random unitary. Furthermore, there are
constructions of efficient unitary designs [20].

8.9.1 The unitary design scheme

We call this scheme the unitary design scheme. Let s be a security parameter. The input state
is |p)Mé, where the Z register is held by the adversary.

1. The sender Alice first appends s |0) qubits in an auxiliary 7 register.

2. Using her secret key k, Alice samples a random unitary U, drawn from an (approxi-
mate) unitary t-design that acts jointly on M ® 7. We will set the parameter ¢ = 4.

3. Alice applies Uy to the M ©® 7 register, and sends M @ T across the quantum chan-
nel to Bob.

4. Bob receives some state, and applies the inverse unitary U] to it. He measures the
last s qubits and accepts if they all measure to be 0. Otherwise he rejects.

Theorem 111. The unitary design scheme is efficiently computable, and is 275/ -totally authenti-
cating.

This is very similar to the non-malleable quantum encryption scheme proposed by Ambai-
nis, Bouda, and Winter [5]. A quantum encryption scheme is non-malleable if, in addition
to revealing no information about the state to an eavesdropper, the eavesdropper cannot
effect any controlled modifications to the encrypted state. Ambainis, Bouda and Winter
show that applying a random unitary drawn from a 2-design to a state will encrypt it,
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and reduces the adversary to one that either forwards the state, or replaces it with the
maximally mixed state. Clearly, such a scheme does not provide any authentication, but
our scheme, where one additionally appends some dummy zeroes before authenticating,
provides both encryption and authentication. Furthermore, their analysis does not handle
the case of quantum side information, and it only gives a security guarantee on average
over the key. Here, we will show that we obtain authentication and encryption with high
probability over the key.

The key requirements of this scheme are rather significant, as constructions of approx-
imate unitary 4-designs acting on n qubits involve choosing a random quantum circuit
of size @(n2), and thus the randomness required is at least ()(12) [20]. Furthermore, this
scheme requires a full-fledged quantum computer running for at least 2(n) sequential
time steps. However we feel that this scheme is conceptually simple (“To encrypt and
authenticate quantum data, apply a random quantum circuit for a while”), and it also con-
fers the benefit that the entire key can be reused (upon successful verification), something
that was not known before. We also believe that our analysis of this scheme may be of
independent interest.

Notation and useful lemmas. We set up some notation. We let M denote the message
space, 7 to denote the space of the dummy zero qubits. Welet Y = M ® 7. We let
M= |M||T|=2%and N = M2* = |Y|.

Let £ be an adversary acting on ) ® Z. By the Stinespring representation theorem,
there exists a unitary V acting on a possibly larger space Y @ Z @ Z’, followed by a pro-
jection P that acts on Z2’, followed by a partial trace over Z’. However without loss of
generality we shall simply treat this additional space 2’ as part of Z, and ignore the par-
tial trace operation. Thus, the adversary’s action is to perform some unitary Von Y ® Z,
followed by a projection on P on Z.

To analyze the behavior of this scheme, we will first analyze the case when the ran-
domizing unitary U is drawn from the Haar measure over the unitary group U()), rather
from a t-design. We will show that this scheme is totally authenticating. Then, we will
show that actually using a O(1)-unitary design will suffice.

The crucial hammer we will need is a version of Levy’s Lemma:

Definition 112. A function f : U(d) — R is y-Lipschitz if

sup |f(U1)—f(U2)|<’7.
ubeu@ U=l ~

Lemma 113 (Levy’s Lemma [77]). Let f : U(d) — R be an n-Lipschitz function on the unitary
group of dimension d with mean E f. Then

2
Pr(|f—Ef| >6) <4exp (-C:,f )
where C = 2/97 and the probability is over U drawn from the Haar measure on U(d).

Another useful lemma we will need is the following, giving two formulas for averaging
over the (Haar measure of the) unitary group. We use é;; to denote the Dirac delta function
thatis 1if i = j and O otherwise.
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Lemma 114 (Appendix B.5 of [13]). For a function f : U(d) — R, we let {f) to denote
[ f(U) dU, where [ -dU is integration over the Haar measure on U(d). Then

(LI,IL,LI,-]-U:/,,, U;?],> = ((5aa’5bb'dii’5jj’ + 5‘”'!5171'/5[“/5}'[,/)

1 . .
R Tra) (BaatOpj SiirSjtr + Oair Oppyr Siar b1 )

1
dz -1

8.9.2 Total authentication with Haar-random unitaries

We now prove that the unitary design scheme yields total authentication. Let Ay =
(0|*°UtvU|0)“ is be a map from M@ Zto M @ Z.

Lemma 115. Let N = dim(Y). For all § > 0, for all initial message states |p)My have that

Pr([ITvlp) ~ Aulp)ll? > 27° +6) < exp(—C'N6?)

where Ty = Try(V)/ dim(Y), C' is a universal constant, and U is a Haar-random unitary.

Proof. First, we write VMY = ¥ o]0 @ |95 )Z where {|x)} is a basis for M, and {|@x)}
are arbitrary unit vectors in Z.
Write U as the following:

u= Z |t (1, x
u,x

where |u) € T,|x) € M are standard basis vectors, and {|{u)} C T @ M is a set of
orthonormal unit vectors. Then U {0)‘DS becomes a linear operator that accepts vectors in
M and outputs vectors in Y =T ® M:

ujo)® = Y~ o x|

We will simply write |¢y) to denote | ). We can write Ay as

Au =Y 1 Nx| (o |V [).

x,x!

Let’s compute the average operator

[ Audu = L] [ (elvie) au (8.16)
= LIl [ (al Vi) dU + I K| [wavigsyau @17
=Y lx)xl ai—ml—(ijry(V) | (8.18)
=MMarly (8.19)

The second term in (8.17) (the sum over off-diagonal elements) averages to 0, because for
x # ¥/, the vectors |¢) and |¢,) are random orthogonal unit vectors. Conditioned on a
fixing of |ipy), for any vector |¢) that is orthogonal to |§y), |¢y/) is equally likely to be |¢)

or —|¢),so [ (pu|V]px) dU = 0.
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In the last step we used the fact that given an operator X mapping Y ® Zto Y ® Z,
if we average over the unit sphere, [((y|” @ 12)X(|p)Y @ I%) dy is equal to the partial
trace Try(X)/ dim(Y). We’'ll let N denote dim()).

Thus, this tells us that on average, this operator should act as the identity on M and
some linear map (not necessarily unitary) 'y on Z. We now prove that Ay behaves this
way on |p) with high probability. Define

fFU) =Tvlp) — Aulp) |3

Bounding the average of f. Expanding f and averaging, we get

[ £y du = [ (oIt} — (plak) (Tvlo) — Aulp)) du (8.20)
- / (pITYTvI0) — (pIALTVI0) — (eITh Aulp) + (plALAule) dU  (821)
~(pITiTvle) + [ (plafirule) du (8:22)

where in the last line we used our calculation of f Ay dU above. We bound this last term.
We have that

Aulp) =Y pwlx) (¥ V(I9w) @ |@x))

xx

Thus

/(PIA Aulp) dU = / Y oepi (@] © (@ur DV 90:) (x| V(|9h0) ® @) AU (8.23)

X, xl X

= LlowP L [ (1@ (e DV )l V(1) @ g)) U (5:28)

= Dlox P L [ 11V (lg) © lpe) [ au 525
= Zloel [ lesiVilsed @ locn ] aus (5.26)
};IpxIZ/H(waV(wx)®|qox))||§ du. (8.27)

Let {|z) } be a basis for Z. Now notice that
[V (i9e) @ loa))ll; = [| D IXal® el ViIge) @ lo)) 3 (8.28)
= Ll @ )V ye) © lp))]" (829)

Write |¢}) = ¥, Bvz|2). Then we have

2

(] @ DV (I¢e) @ l@u))|* = ;.Bx’z’((l/’xl ® Z)V(gw) @ |2)) (8.30)
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2

Z ,BY,-,ZV(“ LU (8.31)
- 2 ﬁr’-ﬂﬁx 1 olt Z V '-/)V(ll z), (] ..r/)ul _xu’xlu ] xl
Z 2 l]lj
(8.32)

where the rows and columns of V are indexed by (7,z) and (j,z'), respectively. Again, we
identify |1, as the x’th column of U, and U;, denotes the i'th entry of |¢,).

We now go back to bound the sum over x # x’ in (8.27). Fix x,x’ such that x # x.
Substituting (8.32) in and using Lemma 114, we get:

2
/“ @eV(¢x) © lox))]|, U (8.33)
-—/ Z ﬁ\ ﬁ;/zu Z ‘/(‘l‘,l),(,].,zl‘)V(j;’,z),(j',:”)ui’x 1’u1x }X/ du (834)
z,2,z" iji'jl
1
— ~;/ ﬁrl..'ﬁx'.,n [NZ ; V z),(j, -/)V(l D52 __( ) ; V(, )i, _/)V(l, (12"
(8.35)
N 1 ’
= N1 NE ) & BB LV Vi o) (8.36)
-I -Jl ” -
2
N 1
T NZ-1 0 N(NZT-) Z Y Bz Viizyiiz) (8.37)
T |2
N
S NETo1 (8.38)

where we used the fact that V is unitary and that Y., |8,»|*> = 1. Summing (8.38) over all
x # x/, we get

N NM-1
Zl:oxf|2 )y /H Pl V(Ipe) @ low); dU < Y lpwl” 1 N1 I(\I2—l :

x#x/ x! x#Ex!

Now fix an x; we bound the second term of (8.27). Using Lemma 114 again, we have

2
- Z 5x ﬁx'r”/ ZVI’) (] ~’)V(l/,,)('r -")uzxu]x' ;.; ;;I’ dU (8.40)
2,2,z iji'j'
1 1 2
T INTZS1 N(N2-1) ’ e Gz G2y TN (8.41)
1 2
TNIN+1) [E ;W Vi) (i) +N] (8.42)
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Putting everything together, we can bound (8.27) by

2
N(M —1) 1 ’

i < - . iz .
/(p|AuAu|p) U < —7— +N(N+1) [Z Vi) (i2) +N} (8.43)
NM -1 1 2

=TT NN TT) ;’;ﬁx’,z’v(i,z),(i,z’) (8:44)
We have to compare this to {p|T'},T'v|p) = ||Tv|p)||3. We expand T'y|p):
1
Tvlp) = 5 Try(V)lp) (8.45)
1 . )
=~ le)z(z,z)V\z) (Z PPz | 0YM ® ]z’)z> (8.46)
iz Xz
1 z . .
= Ll 2 (Zﬁm <z,z|V|z,z'>> (547)
X,z iz
1
== prlx,Z)Mz Y B Vi i) (8.48)
N X,z iz

So therefore R

#Viz).i.2)

(Plr 1—‘V|lo Nz E

This shows that our desired average of f is small:

NM —

/f(U) du < ﬁ.

Bounding the Lipschitz constant of f. We compute the Lipschitz continuity of f in parts.
Let g(U) = (p|T},Aulp), where |p) = ¥, px|x) ® |¢x). Expanding, we get

g(U) = (p|(I” @T}, )le Nx'| ® (x| V]pa) ) (8:49)
= Elp;pxr(ml @ (@ NTVV (|9pr) ® |opr)) (8.50)
(pr (x| ® (<Px) (2Pr'¢’v> ® |(Px)) (8.51)

= (8|T},V|6) (8.52)

where we used that I'}, is an operator that acts on Z only, and we define |0) = ¥, p«|¢x) ®
|@x). Thus for two unitaries U, U, we have

lg(U) — ()| = (6T V|0) — (BT} V|6)| (8.53)
= [ (Thv(loxel - 6)6))| (354
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< |rhv|_-lexer - 1exer ), (8.55)

where in the inequality we used Holder’s inequality for matrices: Tr(AB) < ||Al|w||Bl}1.
Now, the operator norm is submultiplicative, so [T, V{lo < [[TH e - [|V]leo < [T |oo, be-

cause V is a unitary and hence its operator normis 1. But then ||I'}, [l = & || Yy VI e <

% ¥y 1|V ]y) ||, because the operator norm satisfies the triangle inequality. Here, |y) is a
basis element of ), and (y|V|y) is an operator that maps Z to Z. For each y, we can bound
1{y[VIy) [l < 1. This implies that [g(U) —g(U)| < [[|8}6] — [6)6][]1-

Thus the Lipschitz constant of g can be bounded by

2|}16) — 16) 2
?]g § SuP W
wu 2

Since the columns of U, U are |, ;) and |§, »), the denominator ||U — U||2 can be writ-

ten as \/ Youx ¢} — [$Pux) 3. Notice that the numerator only depends on the column
vectors | x) = |x) and |os ) = |Px), so the denominator can be minimized to to be

\/ Yo 1) — |9x) |3 without affecting the numerator. The numerator can be bounded as

| Z:Px("l’x> @ |ox) — ) @ lx))]2 < Z‘Px‘ i) @ lox) = i) @ @)l (8.56)
< Bl Ll ~ 131 (857)

= \/}: x) — o) 12 (8.58)

where in the first line we used the triangle inequality, and in the second line we used
Cauchy-Schwarz. Thus the Lipschitz constant of g is at most 2.

Now we bound the Lipschitz continuity of h(U) = {p| Af;Ayl|p). We have that

M) = 5 perie (el © eV ) (0lV(ipe) © o)) 659)

= 101V I9: )y V16) (8.60)

=Tr (2 Ill’x)(sl’leIG)(GIV*) (8.61)

where |0) is the same as above. Let ITy; = ¥, |, )(x|. Therefore

I(U) — h(T)| = |Tr (riuviexelv* - nav;éxéw*)‘ (8.62)

- |Tr (T1uV (j6)e] — 18)6]) V* + (TTy - nn)méxéw*)’ (8.63)

< [[16)61 ~ 10Y@Ill, + |{6IV* (T - T1g)V19)| (8.64)

< [llexel — [6)6l]], + My — Myl (8.65)

where in the first inequality we use that [Ty = ITy - Iy is a projector, and that Tr(I1X) <
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| X[l for all operators X and —I < IT < I. The second term can be bounded by

Ty — Myl = S|u>p |(TTu — Tg) [0}, (8.66)
= sup 2 _(l9x) — [9:)) (xlo) — (Px[0)) (8.67)
v X 2

< SF}’Z”W&) ~ )|, - [(Welv) — (Pxl0))] (8.68)
< sup Y- (1(@elod ] + [(Pelo)]) - [[192) — ()], (8.69)

<sup \/z|<sz|v>|zz: 1) = 1) |15 + .\/):|<u>x|v>|2znw'x> s
(8.70)
< 2-\/Z|| ) — I |J2- (8.71)

Therefore the Lipschitz constant 7, of h is at most 4, so the Lipschitz constant # of f is at
most 8.
Now we invoke Levy’s Lemma once more, and we obtain

CNs?
Pe (ITvle) ~ Aule) 3 > ) < dexp (-5 ) 572)
< 4exp (-C'M?/N) 8.73)

where § = 2M /N and C’ is some universal constant.

8.9.3 Constructing the ideal oblivious adversary

Now we demonstrate that the map |p)"* — Ty|p)™? can be implemented by an ideal
oblivious adversary.

Consider the following ideal adversary, which given a state |0’)”Z performs the follow-
ing:

1. First, the adversary creates a maximally entangled state |®)YY" = ﬁ ¥y lyy) yY
new registers )’ @ ).

2. It then applies the unitary V to half of ch)y " that resides in )", and the 2 part of
|7)”Z. The state currently looks like:

1 ! 1By
NS Y (P @ VE)0)? @ lyy)”” (8.74)
Yy
1 AN I
= TZ (P oY @ V) |0)YZ @ lyy)¥” (8.75)
f L (v ) )y e ly'y) (8.76)
vy
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3. The adversary projects J')" using the projector |®)(®|>'?" (and leaves the state un-

normalized):

1 > " zy) 4 )7 . NV
N L@ e WP VE )T e o o)
Yy

4. The adversary discards the }')" register:

1 y )V ZY Y )z

LEE 0 (P VI Yo
y

This is precisely the state 'y 7)Y ®

Y register, so it is ideal.

, and the adversary described above never touches the

8.9.4 Derandomizing the analysis using approximate unitary designs

The analysis of this scheme is nearly complete; however, the main missing component
is that the analysis above assumes that the authentication scheme uses a truly random
unitary U to scramble the message state and the tag. Unfortunately, sampling a truly
random unitary on n qubits and applying it is infeasible: only a vanishing fraction of
unitaries are succinctly describable or are efficiently computable.

The authentication scheme instead samples a unitary from a unitary design, discussed
earlier. These are efficiently sampleable, efficiently computable ensembles of unitaries that
are pseudorandom: they fool polynomials of low degree.

It won’t be necessary to present formal definitions of a unitary design; we will use them
in a black box manner. We will appeal to a general derandomization result of Low who
proved that, if one establishes a measure of concentration result for a low degree polyno-
mial f that’s evaluated on a Haar-random unitary, then it still satisfies (nearly) the same
measure of concentration when f is evaluated on a unitary drawn from an approximate
t-design. More formally:

Theorem 116 ([71]). Let f : U(N) — R be a polynomial of degree K. Let f(U) = ¥, a;M;(U)
where M;(U) are monomials and let «(f) = Y_; |a;|. Suppose that f has probability concentration

Pr (|f - p| > 5) < Cexp(—ad?)

Unvpgqr

and let p be an e-approximate unitary t-design. Then

_ 1 m\ ™" o
Prllf=r128) < g (C(T) +elat ™)

for integer m with 2mK < t.

Furthermore, there exist efficient constructions of approximate t-unitary designs, for
any f.

Theorem 117 ([20]). For every ¢, t, and n, there exists a finite set of unitaries D¢y, C U(N) for
N = 2", and a probability distribution pe;, over Dy, such that

1. peyn is an e-approximate t-unitary design.

2. Mgt can be sampled from in poly(n,t,log1/¢) time
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3. Each unitary U € D, can be implemented by a quantum circuit acting on n qubits of size
at most O(nlog(4t)?t°(2nt + log(1/¢))).

We combine these two theorems to prove our final result:

Theorem 118 (Restatement of Theorem 111). The unitary design scheme is efficiently com-
putable, and is 27%/2-totally authenticating.

Proof. Note that f(U) is a polynomial of degree 4 in the entries of U. We compute a(f) by
computing &(fo), «(g), and «(h) where fo = (p|T},T'v|p) is a constant, g(U) = (p|T}, Ay|p),
and h(U) = {p|Al;Aulp). Clearly, a(f) < a(fo) +2a(g) + a(h).

Since fg is a constant function, a(fp) is at most |fy| < 1. We turn to g. Let {|x)} be
a basis for M. Then for x,x’, define the operator T** = (¢,|T'},V|@y) to be the linear
operator that maps ) to )/ (recall that |p) =}, px|x) @ |@x)). Then,

gU) = ¥ prp (x| T 9 8.77)
x,x!
= Y olpw T Us Uy, (8.78)
xxyy

For every x,x’,y,y, we have a distinct monomial Uy, Uy v, and the corresponding coeffi-
cient is p}p, T;;,’, which has absolute value at most 1. Therefore a(g) < M2N2.
Now we turn to h(U). Recall that

W) = 1 piow Y] © (0x DV 1) sl V(190) © 1)) (879) |
= ¥ pipe Ui V(G © (o DV ) 0l V(i) © lpw))  (880)
ijx!,x" x

where [i%) = X Unli), [9¢) = T Uieli) and [g0) = 5 Ujlj). Define %) = Vi) @
|@x) and |[T¥") = V|j) ® |@x). Then we have

hU) = Y, Y UUprUi U5 0 (T 1) (|77 (8.81)
i, xx x"
= Z,:, Z]:” u;er ijnLIﬂxU;,xp;,pxu Z(TII':ZC-' * T]],J; (882)
ij i xx x z

. . ix' ix' 1 i ix” .
where we alternatively write |[t*) = ¥, ©¥|i’,z) and |T*") = ¥, T}, |f,2). For every
choice of i, 1,7, j/, x, X', x”", we have a distinct monomial, and the associated coefficient has
norm at most

-y ix" |2 . i
o (Y o < ();mz’ﬁ) - (;ur;f; 1?-) <1

z

Thus a(h) is at most M>N*. This implies that a(f) < O(N7).
Now we are ready to leverage Theorems 116 and 117. in Lemma 115 we proved that
function f(U) = ||Tv|p) — T'ulp)||3 has probability concentration

Pr (|f —pu| > 6) < 4exp(—CNs?)

U~vhgay
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where C is a universal constant. Thus our parameters are:

—

. (Averageof /)y = M/N

2. (Error in probability concentration) § = vVM/N
3. (Degreeof f)K =14

4. (Probability concentration exponent) 2 = CN

5. (Norm of f) a(f) = O(N7)

Wewillsetm=1,e=N"",and t = 8.

By Theorem 117, there exists a distribution pi., over unitaries acting on 7 qubits that
forms an efficiently computable e-approximate t-unitary design. Then, plugging every-
thing into Theorem 116, we have that

Pr (f > M/N++vM/N) <O(1/M) (8.83)

~Hetn

Note that M/N = 27°. O
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Appendix A

Communication with non-local boxes,
and a simple proof of the
Nayak-Salzman Theorem

The work presented in this Appendix was conducted with Xiaodi Wu.

A.1 Introduction

The most fundamental question in information theory is: “How much information can be
conveyed from one party to another, given some finite communication resource?”. The central re-
source considered by classical information theory is the one-way communication channel,
with which Alice can transmit (potentially noisy) bits to Bob. Quantum information the-
ory addresses this fundamental question when Alice and Bob are allowed to use quantum
resources to communicate, such as the ability to send qubits, or use shared quantum entan-
glement. At first, one might hope that quantum resources might confer significant savings
in communication costs over classical resources. Indeed, in the interactive communication
setting (where both Alice and Bob can speak), there are cases when quantum protocols can
solve a communication task much more efficiently than any classical protocol.

However, when the communication task is simply for Alice to transmit a classical
message (say a uniformly random #n-bit string) to Bob, quantum resources do not help.
Holevo’s famous theorem [57] implies that, in the one-way communication scenario (with-
out preshared entanglement), for Bob for correctly decode Alice’s input string with prob-
ability greater than p, Alice must send at least pn — hi(p) qubits, where h(-) is the binary
entropy function. Nayak and Salzman significantly strengthen this bound [81] and show
that if Alice and Bob engage in a two-way communication protocol (possibly with pre-
shared entanglement), Alice is required to send at least 1(n — log1/p) qubits for Bob to
recover Alice’s input string with probability p — the amount of communication from Bob
to Alice is completely irrelevant! Their proof uses a characterization of two-way quantum
communication protocols by Kremer and Yao [70, 103), and separately handles the case
when there is preshared entanglement versus when there is none.

In this note, we give a simple proof of their bound by showing that it is a consequence
of the fact the Non-signaling Principle, which states that non-local correlations between
space-like separated parties cannot be used to transmit messages faster than the speed
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of light. Non-local correlations that arise from quantum theory are non-signaling, but the
converse is not true: there are non-local correlations (such as those maximally violating
the CHSH bound) that are not explainable via quantum theory [14]. Recently, physicists
and computer scientists have been studying the consequences of the Non-signaling Prin-
ciple without appealing to a specific physical theory such as quantum mechanics (see,
e.g., [85, 94]). Although the Non-signaling Principle is a weaker assumption on Nature,
it turns out that many non-trivial information processing tasks are still possible, such as
certified randomness expansion and delegated computation.

Here, we further this agenda by defining a general model of communication between
two parties who are allowed to take advantage of non-local resources (such as Popescu-
Rohrlich boxes). As long as these non-local resources are governed by the Non-signaling
Principle, we show that they cannot be used to reliably transmit an n-bit message with less
than n bits of communication.

Other related work. The idea of using super-quantum non-local correlations in a com-
munication protocol can be traced back to van Dam’s result showing that Popescu-Rohrlich
(PR) boxes make communication complexity trivial: armed with PR boxes, Alice and Bob
can compute any boolean function f(x,y) (where x and y are inputs to Alice and Bob, re-
spectively) with only one bit of communication [94]! Brassard, et al. showed that with
“noisy” PR boxes (i.e. boxes that can work with probability ~ 90.8%), this result still
holds [21]. Recently, Navascues, et al. studied a set of super-quantum multipartite correla-
tions called Q, and showed that one-way communication complexity of the Inner Product
function on n bits is (}(n), even if Alice and Bob are allowed to take advantage of cor-
relations from Q [80]. To prove this, they reduce to such an Inner Product protocol to a
one-way protocol using non-signaling correlations where Bob guesses Alice’s input string
x € {0,1}", and show that since the latter requires n bits of communication, and the for-
mer also requires ()(n) bits of communication. Their proof of the latter fact is essentially
the same as our Theorem 120.

Independently, [51] proves a special case of the result of [81] when the Alice and Bob
are restricted to using classical communication (but can use any amount of shared entan-
glement).

A.2 Preliminaries and Model

A.2.1 Communication with non-local boxes

We formally define our model of communication with non-local boxes. A non-signaling device
D = (A, B) is a bipartite device, where A takes input u and outputs a B takes input y
and outputs b, and there is a non-signaling probability distribution P 4 ;v (4, b|u, v) that
describes the input/output behavior of the devices!.

In this model, Alice and Bob communicate in rounds. In each round i > 1, Alice and

Bob use a non-signaling device D; = (A;, B;), where Alice operates .A; and Bob operates

1A bipartite conditional probability distribution P asjuv(a, blu, v) is non-signaling if and only if for all 4, b
in the support of u, v,

PA|U'V(a|u,v) = PA]U(aIu) and Pajyv(blu,v) = PBW(b]v).
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B;. A, takes two inputs: a; and ml’.s, and outputs a pair (¢1i+1,irzl “1)- Similarly, B; takes
two inputs: b; and i;zf,rl, and outputs a pair ( bi+1,ﬂ1F+]). One should think of 4; and b;
as “states” of Alice and Bob, respectively, and m{ and m® as messages from Alice and
Bob, respectively. In round i, Alice will execute A; on input (a;, m ,B), where a; is output
by A;_1, and m is output by B;_; (if i = 1, then a; can be Alice’s external input, and m]
can be empty). A outputs (a;41, m +1) Then Bob will execute B; on input (b;, m; le) and
produces output (b; 1, m; +1) This concludes the ith round. If the communication protocol
has r rounds, then we declare the pair (m, ;, m2, ) as the output of the protocol.

For brevity, we will sometimes call this model non-local communication. This next the-
orem shows that our model of non-local communication is general enough to simulate
any two-way quantum communication protocol. We consider the most general model of
(noiseless) two-way quantum communication: Alice and Bob are allowed to share an ar-
bitrary entangled state at the beginning of the communication protocol, and during the
protocol they exchange qubits over a (noiseless) quantum channel. At the end of the pro-
tocol, Alice and Bob make a local measurement on their quatum state (which includes their
portion of the shared entanglement, as well as the qubits they received over the commu-
nication channel), and they output their measurement outcomes a and b, respectively. If
Alice and Bob take external inputs x and y, respectively, then there is some conditional
probability distribution P 5 xy(a, b|x,y) — which we call the input/output distribution of
the protocol — describing the behavior of the protocol.

We say a communication protocol P simulates another protocol Q (which may use a
different model of communication than P’s) if their input/output distributions are identi-
cal.

Theorem 119. Two-way quantum communication protocols can be simulated by communication
with non-local boxes, with a factor 2 increase in communication complexity.

Proof. Let Q be a two-way quantum communication protocol with prior shared entan-
glement. We first convert this to a quantum protocol Q' where all the communication is
classical. This can be done using quantum teleportation, which uses twice as many bits
of communication as qubits transmitted in Q. We perform a round-by-round simulation
of Q' with a non-local communication protocol P, where in round i Alice and Bob use a
non-local device D; = (A;, B;) with the following behavior: Alice’s box A; will take input
(a;, mB), where m? is Bob’s message from the previous round (empty if i = 1), and 4; is
the Alice’s view of the communication transcript of  up to round i, as well as her ex-
ternal input. Bob’s box B; has the symmetric input format. Together, 4; and b; uniquely
determine the quantum state that is shared by both Alice and Bob (which includes their
communication qubits, workspace qubits, as well as their prior shared entanglement). The
messages (mf |, mP, ) that are output by A; and B; respectively will be distributed accord-
ing to Alice’s and Bob’s messages in round 7 in protocol Q’, conditioned on the transcript
being consistent with a; and b;. Itis easy to see that D; is a non-signaling device. Thus Pisa
communication protocol with non-local boxes, and the input/output distribution of P will
be identical to that of Q’, which is identical to that of Q. The communication complexity
of P is equal to that of Q'. O
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A.3 One way communication

Theorem 120. Suppose that Alice receives a random n-bit string X, and engages in a one-way
communication protocol using non-local boxes with Bob. Let n4 denote the number of bits sent
from Alice to Bob. The maximum probability that Bob can guess X is at most Q(2"4,X), where
Q(¥, X) is the probability mass of the £ most likely strings of X.

Proof. We can model the protocol as follows: Alice and Bob have non-signaling boxes A
and B, whose joint input/output behavior is described by a non-signaling distribution
AB|UV (i.e., A is the random variable denoting the output of A on input U, and B is the
random variable denoting the output of B on input V). In the protocol, Alice gets input
X = x, runs A(x), and obtains a sample a. Alice sends a to Bob, who then runs B(a), and
obtains sample b, which we can assume without loss of generality is an n-bit string. In this
protocol, the final distribution of x, 4, and b is Px(x)P 4y (a|x)Pgju,v,a(b|x, 4, a).

Consider the following thought experiment: instead of Alice sending a to Bob, Bob
generates a uniformly random input v, and runs B(v) instead. The joint distribution of
x,a,0,bis Px(x)Py(v)P4 BIU, v(a,b|x,v). In this thought experiment, the probability that
Bob’s output is equal to x is at most Q(1, X) (i.e. the probability of the most likely string of
X):

P(B=X) = ZPX(x)ZPV(U)PBw v(x|x,v)
= pr(x PB(X)
<Q(1,X).

If we post-select on v = a, then the distribution of x,a, b will be exactly as in the original
protocol. Then,

1

PB=X|V=A)= P(—V_A_)ZPX x)P gju(a|x)Py(a)Pyuv,a(x|x,a,a)
1
= P(—V:A—);PX(X);PV(‘I)PA,BW,V(arxlxru)
For every x,
1 1

- - < =

P(V — A) ;PV(a)PA,Blu,V(aIx‘x/a) = P(V — A)
Noting that 1/P(V = A) = 2"4, we have P(B = X|V = A) < Q(2"4, X). g

A4 Two-way communication

We extend this post-selection technique to the two-way case.

Theorem 121. Suppose that Alice receives a random n-bit string X, and engages in a two-way
communication protocol P using non-local boxes with Bob. Let n 4 denote the total number of bits
sent from Alice to Bob, over all rounds of communication. The maximum probability that Bob can
guess X is at most Q(2"4, X)), where Q({, X) is the probability mass of the ¢ most likely strings of
X.
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Proof. Consider the following modification to the protocol: whenever Alice sends a mes-
sage n{* to Bob in round i, Bob will instead ignore the message and instead replace it with
a uniformly random string v; of the same length. Thus, this becomes a one-sided commu-
nication protocol, where only Bob is sending messages to Alice. Call this modified protocol
P'. Observe that the original protocol P is recovered when we post-select on Bob correctly
guessing Alice’s messages in every round. We now analyze the ability of Bob to guess
Alice’s input X at the end of the protocol, in protocol P’. We will reduce this analysis to
the one-way case, by arguing via induction that, after round i, the output B, of box 5;
is independent, of Alice’s input X. The case of i = 1 (the first round) is handled by the
one-way argument above. Assume as our inductive hypothesis that B; is independent of
X. Then, for any fixed x, b; 1,

Py, x(bis1]x) = Y Py x(bilx) Y Pv,(vi)Pg,, 5, v, x (bit1]bi, vi, x)
b; i

= ZPB,|X(l7i'x) Z PV,'(UI')PAAX,B,-(ailxr bi)PB,»+]1Ai,B,,\/i(bi+l|‘7i/ bi, v;)

b a;,0;

where A; is the input to the box A; (we're omitting M,-B for notational brevity), and we
used that B;;1’s dependency on X goes through A;. Continuing,

=Y Pyx(bilx) Y Py (v:)Pg,, 5, v (bit1]bi, i) ) P, x5, (ailx, bi)
b; v a;

=Y Ppyx(bilx) Y Pv,(vi)Pg,,  5,v; (bisa|bi, )

bi (&4

=Y Py (b;)Ps,,, 5 (bir1]b;)
b;

= Pg,,, (bi+1)

where we used our inductive hypothesis, and the fact that (A;, B;) is a non-signaling de-
vice. This completes the induction.

Bob’s output in protocol P’ can be reduced to the following one-way communication
setup: Alice has box .4, and Bob has box B,, where r is the number of rounds in P (and
P’). Alice receives inputs Ay,..., A,, and Mf,. ..,M?; and Bob receives Bj,...,B,, and
V1,...,V,. Alice’s and Bob’s inputs are correlated random variables, but crucially Bob’s
input is independent of the random variable X (as we’ve argued).

Alice executes A,(A,, ME), and Bob executes B,(B,, V;) to produce protocol output B.
Since B is independent of Alice’s input, and Bob’s input is independent of X, this implies
that P(B = X) < Q(1, X), as in the one-way case. But then we can condition on V; = M#
foralli =1,...,r, and conditioned on this event, Bob’s output B is distributed exactly in
protocol P. Then, Bob’s probability of guessing Alice’s input X is at most Q(2"4, X).

O
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