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Abstract
Quantum phenomena such as entanglement and superposition enable performance
beyond what classical physics can provide in tasks of computing, communication and
sensing. Quantum sensing aims to enhance the measurement precision in parameter
estimation or error probability in hypothesis testing. The first part of this thesis
focuses on protocols for entanglement-enhanced sensing. However, various quantum
sensing schemes' quantum advantage disappears in presence of decoherence from noise
and loss. The quantum illumination protocol, on the other hand, has advantage
over classical illumination even in presence of decoherence. This thesis provides the
optimum receiver design for quantum illumination, and extends quantum illumination
target detection to the realistic scenario with target fading and the Neyman-Pearson
decision criterion.
Quantum algorithms can solve difficult problems more efficiently than classical
algorithms, which makes various classical encryption schemes vulnerable. To remedy
this security issue, quantum key distribution enables sharing of secret keys with unconditional protocol security. However, the secret-key-rate of the state-of-art singlemode based quantum key distribution protocols are limited by a fundamental rate-loss
trade-off. To enhance the secret-key-rate, this thesis proposes a multi-mode based
quantum key distribution protocol. To prove its security, the noisy entanglement
assisted classical capacity is developed to enable a security framework for two-way
quantum key distribution protocols such as the one proposed here.
An essential notion in the entanglement assisted capacity is additivity. This thesis
constructs a channel with non-additive classical capacity assisted by limited entanglement assistance, even when the classical capacity of the channel is additive.
Thesis Supervisor: Jeffrey H. Shapiro
Title: Julius A. Stratton Professor of Electrical Engineering
Thesis Supervisor: Seth Lloyd
Title: Professor of Mechanical Engineering and Physics
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4-4

(color online). (a) Alice's transmitted photons per bit (ppb) and Bob's
received ppb when Eve mounts her optimum frequency-domain collective attack with injection fraction fE

=

0.01. (b) Upper bounds on

Eve's optimum frequency-domain collective attack, passive attack, and
active attack Holevo informations per mode-along with her entanglementassisted capacity-as a function of Alice's signal brightness, Ns, for a
50 km one-way path length assuming fE = 0.01 . . . . . . . . . . . . .
4-5

151

(color online). Schematic of Eve's K-mode collective attack used to
upper bound her Holevo information rate. BPSK: binary phase-shift
keying. GB amplifier gain. The dashed wavy line represents an entanglement that purifies the state of the

&sm

mode. . . . . . . . . . . . . 159

4-6

General schematic for a Gaussian TW-QKD protocol. . . . . . . . . .

4-7

Schematic of the most general coherent attack on an MB-symbol block.
Dotted circles enclose the modes present after the mth attack round.

4-8

189
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Schematic of the most general coherent attack on K blocks of MB
symbols. The dotted circles enclose the modes present after kth block.
Note that all the {Wk} have been present from the start, despite their
being assigned to different k values in this figure.
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4-9

Secret-key efficiencies in bits/symbol versus one-way path length (channel transmissivity

= 10-0-02L) for attacks that give _s = Ks and

is

rf = Ks and post-processing that gives perfect reconciliation efficiency. The solid curves are coherent-attack SKE lower bounds obtained from this paper's framework. (a) Results for the TMSV protocol with Ns > 1 and Ex > 1; the dashed curve is the SKE lower
bound from Refs. [19, 26, 27]. (b) Results for the FL-QKD protocol
with GB

=

106, Ns chosen at each L to maximize the SKE, and various

ME values . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

4-10 Numerically-obtained entropy-gain minimization results for the quantumlimited amplifier channel with Ns = 0.1 and GB = 1.5. (a) Minimum
entropy gain, E*,&cE(Ks, Kf). (b) Optimum J value. (c) Optimum -y
value. In (b) and (c) the green line,
the gray line,

If

,f

= (1 + 2rsNs)/(1 + 2Ns), and

= Ks, mark the (4.173) upper limit on possible rf val-

ues, and the red line,

,f

= (1 + ,SsNs)/(1 + Ns), is the

,f

value below

which the local minimum at -y = J = 7r/2 is also the global minimum.
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4-11 Numerically-obtained entropy-gain minimization results for the pureloss channel with Ns = 0.1 and r/B = 0.2. (a) Minimum entropy gain,
E~,*®(iEs, if). (b) Optimum 6 value. (c) Optimum -y value. In (b)
and (c) the green line, If = (1 + 2KsNs)/(1 + 2Ns), and the gray
line, If = rs, mark the (4.173) upper limit on possible ,
the red line,

,i

=

values, and

(1 + KsNs)/(l + Ns), is the rf value below which

the local minimum at -y = 6 = 7r/2 is also the global minimum for
sufficiently sm all Ks.

. . . . . . . . . . . . . . . . . . . . . . . . . . . 219
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4-12 Numerically-obtained entropy-gain minimization results for the complementary quantum-limited amplifier channel with Ns = 0.1 and
(a) Minimum entropy gain, E4*c,(Ks, Kf).

1.5.

GB =

(b) Opti-

mum 6 value. (c) Optimum -y value. In (b) and (c) the green line,
Kf

=

(1 + 2KsNs)/(1 + 2Ns), and the gray line,

Kf

=

KS,

the (4.173) upper limit on possible r1 values, and the red line,
(1 + rsNs)/(1 + Ns), is the

,K

mark
Kf

=

value below which the local minimum

at y = 6 = 7r/2 is also the global minimum. . . . . . . . . . . . . . . . 220

4-13 Plots of E-Ema, versus

Ks

and ry for Ns = 0.1, with E - E

(a) Quantum-limited amplifier

and Emax = maxs,rf Ep,&C(Ks, /f).

channel with, from bottom to top, loglo(GB
to 0.5 in 0.1 increments.

COJ(Ks, Kf)

-

1) increasing from -1

(b) Pure-loss channel with, from top to

bottom, 77B increasing from 0.2 to 1 in 0.1 increments.

(c) Con-

travariant quantum-limited amplifier channel with, from bottom to
top, logio(GB

-

1) increasing from -1 to 0.5 in 0.1 increments. In (a)-

(c), the gray line,
possible
If

,f

Kf = KS,

values, and the red line,

Kf =

(1 + KsNs)/(l + Ns), is the

value below which the entropy-gain's local minimum at 7 = 6 = r/2

is also its global minimum.

5-1

marks part of the (4.173) upper limit on

. . . . . . . . . . . . . . . . . . . . . . . 223

Schematic of the resource-theory framework for non-Gaussian operations. The set of free states (Gaussian states !) is closed under the
set of free operations (Gaussian operations Xg). Xg is closed under
the set of free super-operations Xg.

6g

[p] is the monotone for nG of a

quantum state p. It measures the difference between p and the Gaussian state Ag (p) produced by the resource destroying map Ag. Sg [0]
is the monotone for nG of a conditional quantum map

#

and it also

measures the deviation from some Gaussian conditional quantum map

#g.

g, Xg and Xg are non-convex .
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5-2

(a) Schematic of a Gaussian-dilatable channel
ronment in an arbitrary pure state.

OGD,

OE

is the envi-

(b) Schematic of the classifica-

tion of non-Gaussian operations into: (1) finite-nG class <DF, including
OPNS,

qPNA

and Gaussian-dilatable non-Gaussian channels

qGD,

and

(2) diverging-nG class <D, including the binary phase-shift channel
OBPS

A-1

and the self-Kerr unitary UKerr.

. . . . . . . . . . . . . . . . . .
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Comparison between numerical solutions to the Schrddinger equation

for nb(t)/[MIC(0) I+ns(0)nj(0)], Re[C(t)/C(0)], and Im[b(t)/VMC(0)]
(shown as curves) and the corresponding results obtained from Eqs. (A.9a)(A.9c) (shown as points). The assumed initial conditions were ni(0)

0.002, n,(O)

=

formed for M

0.0025, and C(0) = -0.0015.
=

=

Calculations were per-

1, 2,3 using g = 1 and truncating the density opera-

tor's number-state expansion at 4 for M = 1, 2, and 3 for M = 3. Our
qubit approximation predicts the plotted moments should be independent of M, and our numerical solutions bear this out in that the curves
for M = 1, 2, 3 are almost indistinguishable.
A-2

. . . . . . . . . . . . . .

Schematic of the FF-SFG receiver's kth cycle.

288

S(rk), S(-rk), and

S(Ek): two-mode squeezers; SFG: sum frequency generation; FF: feed-

forw ard.
A-3

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

293

Single simulation run of the feed-forward update rule for target absence
with M = 10' and other parameters as in the paper's Fig. 2(a). All
plots are versus the cycle number k. (a) The photon count N, k)+N

in

cycle k. (b) The prior probabilities {P_2 : j = 0, 1} and the tentative
decision hk for cycle k. (c) The scaled squeezing parameter

/Ak,
2 r(k)
hk

given by the paper's Eq. (5), for cycle k. (d) The coherent part of the
toalmen photon
honnube,number, T k_- 1NM ................
. . . . . . . . . . . . . . . . 301
total mean
0
B-1

(a) Covariant channels. (b) capacities for QEC.

B-2

Qubit depolarizing channel.

. . . . . . . . . . . .

317

General random quantum state F [-] vs

quantum mutual information q, sample size 106.
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Chapter 1
Introduction
Quantum physics at the macroscopic level has been applied to three principal
application categories: quantum computing, quantum sensing, and quantum communication. Quantum computing mainly focuses on local quantum information processing that allows one to implement algorithms with potential speed-up in runtime
relative to classical computers. Quantum sensing enables enhanced parameter estimation and hypothesis testing tasks, such as detection of distant targets. Quantum
communication focuses on using quantum systems to transmit classical or quantum
information, share secret keys, and distribute entanglement.

These three applica-

tion areas are closely connected. Based on the circuit model [1] or adiabatic quantum
computing model [2], quantum computing enables universal quantum operations, that
can perform arbitrary subroutines in quantum sensing and quantum communication.
Because quantum sensing deals with measurements, its methodology can be used to
design measurement tasks for computing (e.g. in measurement-based quantum computing

[3])

and communication (e.g. in the information decoding process). Quantum

communication allows the long-distance distribution of entanglement, which is an
essential resource for some quantum sensing tasks and specific computation tasks
involving multiple parties.
Below, we motivate the main results in this thesis, entanglement-enhanced sensing
and quantum communication.
21

1.1

Quantum communication-security and entanglement enhancement

Due to the difficulty of storing quantum entanglement, the main advantage of current state-of-art quantum communication networks is security, i.e., the unconditional
protocol security promised by quantum key distribution [4, 5, 6, 71.
Classical encryptions schemes, such as elliptic curve encryption (ECE) [9, 10]
and Rivest-Shamir-Adleman (RSA) encryption [81, rely on computational complexity
assumptions-the difficulty of solving certain problems in the worst and the average
cases. However, with the development of quantum algorithms like Shor's factoring
algorithm [11], these complexity assumptions may not hold for a quantum computer.
This is the main motivation of developing quantum key distribution, whose protocol
security is provable and only relies on the correctness of quantum physics. There are
two caveats worth mentioning. First, the development of a robust quantum computer,
equipped with quantum error correction, requires a large amount of physical-qubit
overhead to break these encryption schemes. Second, quantum key distribution protocols' implementation is not perfect, causing subtle issues in its implementation
security. Recent efforts to address the second caveat have led to measurement-deviceindependent quantum key distribution protocols [12]. A final point is that, in order for
quantum key distribution implementation to be truly of commercial value, the current
state-of-art secret-key-rate in bits-per-second needs to be increased to be comparable
with Internet speed at metropolitan distances.

1.2

Quantum sensing-robustness against decoherence

Quantum sensing utilizes non-classical resources, such as entanglement and squeezing to enhance the performance of parameter estimation and hypothesis testing. Entanglement between different probes enables Heisenberg scaling [13, 14], i.e., root22

mean-square (rms) estimation error that is inversely proportional to the number of
probes, in the ideal case; while separable probes only gives a standard quantum limit
scaling, rms estimation error that is inversely proportional to the square root of the
number of probes. However, decoherence caused by loss and noise, makes this scaling
advantage quickly disappear. To enable meaningful applications, one need a sensing
scheme that is robust against decoherence.

Quantum illumination [15, 16, 17, 18, 19, 20, 21, 22], on the other hand, enjoys
an entanglement-based advantage, even in presence of loss and noise.

For target

detection, quantum illumination provides a 6-dB advantage in the error probability
exponent, assuming known reflectivity and known phase of the target.

1.3

Organization of the thesis

Over the course of my doctoral research, I have made contributions mainly to
quantum-enhanced sensing [23, 24, 25, 26, 27] and communication [28, 29, 30, 31, 32,
33].

This thesis will present the main results, organized as follows.

In Chapter 2,

I will summarize my works on entanglement-enhanced sensing, with an emphasize
on quantum illumination.

More detailed analysis can be found in Appendix A. In

Chapter 3, I will summarize my works on entanglement-enhanced communication.
More detailed analysis can be found in Appendices B and C. In Chapter 4, I will
summarize my works on quantum key distribution, focusing on a new protocol called
floodlight quantum key distribution. In Chapter 5, I will formulate a resource theory
for non-Gaussian operations [34], which deepens our understanding of the resources
being utilized in sensing and communication tasks.
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Chapter 2
Entanglement enhanced sensing
In Section 2.1, I will introduce my works on optimum mixed state sensing for

quantum illumination [1], quantum illumination with Rayleigh fading

[21

and the

Neyman-Pearson criterion for quantum illumination [3].
In Section 2.2, I will introduce my work on entanglement enhanced quantum lidar
for simultaneous measurement of radial velocity and distance

[4].

In Section 2.3, I will introduce my work on distributed sensing with multi-partite
continuous variable entanglement [5].
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2.1
2.1.1

Quantum illumination
Quantum illumination for target detection

Introduction
Entanglement is essential for device-independent quantum cryptography [1], quantum computing

[2],

and quantum-enhanced metrology

[3].

It has also been employed

in frequency and phase estimation to beat their standard quantum limits on measurement precision [4, 5, 6, 7, 8, 9, 10]. Furthermore, entanglement has applications across
diverse research areas, including dynamic biological measurement [11], delicate material probing [12], gravitational wave detection [13], and quantum lithography [14].
Entanglement, however, is fragile; it is easily destroyed by quantum decoherence
arising from environmental loss and noise. Consequently, the entanglement-enabled
performance advantages of most quantum-enhanced sensing schemes quickly dissipate
with increasing quantum decoherence, challenging their merits for practical situations.
Quantum illumination (QI) is an entanglement-enhanced paradigm for target detection that thrives on entanglement-breaking loss and noise [15, 16, 17, 18, 19, 20,
21, 22]. Its optimum quantum receiver enjoys a 6 dB advantage in error-probability
exponent over optimum classical sensing using the same transmitted photon number.
Remarkably, QI's advantage occurs despite the initial entanglement being completely
destroyed.
To date, the only in-principle realization of QI's optimum quantum receiver requires a Schur transform on a quantum computer [23], so that its physical implementation is unlikely to occur in the near future. At present, the best known sub-optimum

QI

receivers [20, 21--one of which, the optical parametric amplifier (OPA) receiver,

has been demonstrated experimentally [21]-can only realize a 3 dB error-probability
exponent advantage. Bridging the 3 dB performance gap between the sub-optimum
and optimum receivers with an implementation more feasible than a quantum computer is of particular significance for its application potential and for its deepening
our understanding of entanglement-enhanced metrology.
29

In this section we present an optimum QI-receiver architecture based on sumfrequency generation (SFG). In the weak-signal limit, the SFG unitary maps QI target detection to the well-studied problem of single-mode coherent state discrimination
(see Ref.

[24]

for a review). Analytical calculation and Monte Carlo simulations con-

firm that this SFG receiver's performance approaches QI's quantum Chernoff bound
(QCB) [181 asymptotically. Adding a feed-forward (FF) mechanism yields the FFSFG receiver, whose error probability achieves the Helstrom bound [25]. The FF-SFG
receiver is potentially promising for other quantum-enhanced sensing scenarios, such
as phase estimation, and it enlarges the toolbox for quantum-state discrimination
[26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39J. In particular, it is the first
architecture-short of a quantum computer-for optimum discrimination of multimode Gaussian mixed states, a major step beyond the optimum discrimination of
single-mode pure states [40, 41, 42, 43].

Target detection

QI

target detection works as follows [18]. An entanglement source generates M >>

1 signal-idler mode pairs, having photon annihilation operators {aSom,

CIom

:1 <m <

M}, with each pair being in a two-mode squeezed-vacuum state of mean photon
number 2Ns

<

1. The signal modes probe for the presence of a weakly-reflecting

target embedded in a bright background, under the assumption that it is equally
likely to be absent or present, while the idler modes are retained for subsequent joint
measurement with light collected from the region interrogated by the signal modes.
(We shall assume lossless idler storage, so that the idler modes used for that joint
measurement satisfy

t

lm

=

aiOm.)

When the target is present (hypothesis h = 1),

the returned signal modes are csm = VK

Csom

+ v/1

-

/- CNm,

where r < 1 is the

roundtrip transmissivity and the {Nm } are noise modes in thermal states containing
NB/(1

- ,)

>>

1 photons on average. When the target is absent (hypothesis h = 0),

the returned signal modes are

asm

=

CNm,

30

where the {aNm } are now taken to be in

thermal states with average photon number NB 1.
Omitting the KNS < NB contribution to
and conditioned on h

(

sm
m) when the target is present,

j, the {sm,Im} constitute a set of independent, identically-

distributed (iid) mode pairs that are in zero-mean Gaussian states with Wigner covariance matrix
1
A--= --

(2NB + 1)I

2CpZ6j
1

2CpZ6 1,

(2Ns + 1)1

j= 4

where I = diag(1, 1), Z = diag(1, -1),
Cp =

(2.1)

6i is the Kronecker delta function, and

krNs(Ns + 1) is the phase-sensitive cross correlation that exists when the

target is present. The task of QI target detection is thus minimum error-probability
discrimination between two M-mode-pair, zero-mean Gaussian states that are characterized by the {A}.
For equally-likely hypotheses, the minimum error-probability quantum measurement for discriminating between states with density operators
strom measurement u( 1 -

o and

pi

is the Hel-

o), where u(x) = 1 for x > 0 and 0 otherwise [25].

Absent the availability of a quantum computer, the best known QI receivers have
error-probability exponents that are 3 dB inferior to optimum quantum reception.
These sub-optimum receivers use Gaussian local operations on each mode pair plus
photon-number resolving measurements, and hence belong to the class of local operations plus classical communication (LOCC). Their sub-optimality follows because
LOCC is not optimum for general mixed-state discrimination [44, 451.
To go beyond LOCC, we will employ SFG. The QI transmitter uses a continuouswave spontaneous parametric downconverter (cw-SPDC) to generate M
idler mode pairs-at frequencies {wsm,

Wm

}-during

>>

1 signal-

target-region interrogation. These

mode pairs originate from a single-mode pump 6 at frequency Wb

= WSm

+

Wlm.

Each

mode has average photon number Ns and each mode pair has a phase-sensitive cross
'Changing (St Nm) in this hypothesis-dependent manner is aphysical, but, for K < 1, the
difference is small. We are following [181, where such a choice ensured that there was no passive
signature to distinguish between h = 0 and h = 1, i.e., the sensor must actively illuminate the target
region to make an informed decision.
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correlation y/Ns(Ns + 1). SFG is SPDC's inverse process: M independent signalidler mode pairs with the same phase-sensitive cross correlation can combine, coherently, to produce photons at the pump frequency. It is natural, therefore, to explore
SFG in seeking an optimum QI receiver, because the phase-sensitive cross correlation
C, in Eq. (A.13) is the signature of target presence. We begin with some foundational
results for SFG.

Sum-frequency generation
We will describe SFG by Schr6dinger evolution for t > 0 under interaction Hamiltonian

M

t1

= hg (bt&sm&m + bist

),

(2.2)

m=1

with M

>

1, where h is the reduced Planck constant and g is the interaction

strength. We will assume that at time t = 0 the {&sm,,

{wsm, Wm}) are in iid zero-mean
frequency

Wb = WSm

Im}

mode pairs (at frequencies

Gaussian states, while the b sum-frequency mode (at

+ OIm) is in its vacuum state. We will assume that the state evo-

lution stays wholly within the low-brightness, weak cross-correlation regime wherein

ns(t) =(ffsm&Sm)t < 1, ni(t)

d(&idm)t < 1, and

IC(t)12

21

(s&Im)t

<

n,(t), n (t) for all time, where (-), denotes averaging with respect to the state at time
t. The qubit approximation to this evolution leads to the analytical results [24]
C(t) = C(0) cos( Mgt)

where b(t)

b(t)

=

n. (t)

=

nb(t)

=

(b)t and

-iMC(O) sin( Mgt)
.n(0), ni (t) =ni (0)

(2.3b)

(2.3c)

[M IC(0)1 2 + ni(0)nr(0)] sin 2 ( Afgt),

nb(t) -(tb).

(2.3a)

(2.3d)

The average photon numbers in the {asm,

Urm}

are constant, in this approximation, because each mode's nb(t)/M contribution to the
sum-frequency mode's average photon number is negligible. Equations (2.3) agree
very well with numerical results for M = 1, 2, and 3 [24]. For any M they reveal a
32

coherent oscillation between the 6 mode's mean field and the cross correlation in all
signal-idler mode pairs, plus an additional M-independent oscillation in the b mode's
average photon number from the weak thermal-noise contribution (oc ni(0)n,(0)), to
nb(t).

Optimum receiver design
Were

(4 .sm.) <

1 under both hypotheses, QI's returned-signal and retained-

idler mode pairs would satisfy the low-brightness conditions needed for Eqs. (2.3) to
apply. Then, when these mode pairs undergo SFG with the sum-frequency mode b
initially in its vacuum state, b's output state at t = r/2N Mg would be approximately
a weak thermal state (average photon number

nT

=a
(ia2m)(a sm,,)) when h = 0, or

a coherent state (with mean field -i/MCp) embedded in a weak thermal background
(average photon number nT) when h = 1. Minimum error-probability discrimination
between the two hypotheses, based on b's output state, is then a single-mode Gaussian
mixed-state problem

[24J.

Unfortunately, Eq. (A.13) implies that (tm

sm)o = NB

>

1 under both hypotheses, violating the low-brightness condition. When these bright
signal modes undergo SFG, they drive b to an equilibrium state [46], precluding the
desired coherent conversion.
To resolve this NB > 1 problem, we propose a receiver that uses K cycles of
w/2 Mg-duration SFG interactions, as shown in Fig. 2-11. With optimum choices
of the {rk, Ek}, this figure represents the FF-SFG receiver; setting all the {rk,

&k}

to zero reduces it to the SFG receiver. We shall describe the FF-SFG receiver, but
present performance results for both receivers. It suffices to consider a single cycle
comprised of one SFG interaction, plus the pre-SFG signal slicing, the post-SFG
signal combining, and the post-SFG photon-counting measurements.
Let

{k, 4k}

be the signal-idler mode pairs at the input to the kth cycle for

0 < k < K - 1, with c

s =sm and a) = dim. A transmissivity q < 1 beam

splitter taps a small portion of each a(k) mode, yielding a low-brightness transmitted
mode a(k)
2

to undergo a two-mode squeezing (TMS) operation S(rk) 2, with the

a(k)

Here we use S(a) to denote the symplectic transform S2 [sinh- 1 (a)] in the notation from [47].
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mode, and a high-brightness reflected mode

to be retained. For the FF-SFG

c2)

receiver, the rk value (which depends on hk = 0 or 1, the minimum error-probability
decision as to target absence or presence based on the measurement results from all
prior cycles
the {2k,

is chosen to almost purge any phase-sensitive cross correlation between

3)
al

} mode pairs from the S(rk) operation's output mode pairs were hk a

correct decision. Because S(rk)'s output mode pairs are applied to an SFG process
that converts any mode-pair phase-sensitive cross correlation to a non-zero mean
field for its sum-frequency

(b(k))

mode's output, any significant mean field indicates

that the hk decision was wrong. As shown in [24]: (1)

b(k)

is not entangled with

any other SFG output mode; and (2) each signal-idler mode pair emerging from
SFG is in a Gaussian state. These facts allow us to use the weak TMS operation
S(_C(
where Ck

-

rk)
1

to approximate the SFG operation on each signal-idler mode pair,

4

.(k

k
cycle

i

easuemen

S(rk)

SFG

lml

(k+1)
I cycle

,aj

S(-rk)

vacuum

Measurements

-F

E,.

F

Figure 2-1: Schematic of the FF-SFG receiver. Upper panel: two successive cycles.
Lower panel: the components in the kth cycle. S(.): two-mode squeezing; SFG:
sum-frequency generation; FF: feed-forward operation.
Following the kth cycle's SFG operation, we apply the TMS operation S(-rk) to
each signal-idler mode pair. Under either hypothesis, the number of photons lost by
the signal modes entering the SFG operation matches the number of photons gained
by the b(k) mode. The S(-rk) operation ensures that, when its signal-mode outputs
3

For h equally likely to be 0 or 1, we take ho to be 0 or 1 with equal probability.
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are combined with the retained

splitter, the

{2

}

{S2}

modes on a second transmissivity-7 beam

output modes contain the same number of photons as the

mode. The photon-number measurements

outcomes N (k) and Nk that are substantial when
hk

and

b(k)tb(k)

hk

ZM_

6(k)

then provide

k)(k)

is incorrect, but negligible when

is correct. These measurement outcomes are fed-forward for use in determining

hk+1,

with

hK

being the receiver's final decision as to whether the target is absent or

present.
The kth cycle is completed by a TMS operation S(ek), with Ek

=

F7 rk, that makes

the phase-sensitive cross correlation of the signal and idler inputs to the (k + 1)th
cycle independent of rk. The first-order results for the conditional moments given
h=

j

are [24]:

n(k)

n
CS

(k)t

-

j

= NB

(2.4a)

Ns

(2.4b)

-k (akltik) h=
J| =- =j

Cp[1
--1(1 +NBX]k.

(2.4c)

Feed-forward and decision

All that remains to fully specify the FF-SFG receiver is to derive the optimum

{rk} and

{hk} values, and to choose an appropriate value for K, the number of cycles

to be employed. To do so, we will draw on a connection to Dolinar's optimum receiver
for binary coherent-state discrimination [41] by setting

rk

= 0, to consider the SFG

receiver, and omitting the small incoherent contribution to the
Then, assuming h

=

b(k)tb(k)

measurement.

1, the kth cycle produces a b(k) mode in a coherent state with

average photon number (N (k))I=n = MA2 and

{k} modes

with total average photon number (N )h=1 = MAj, where Ak

sufficiently small, the h = 1 statistics of N(k)
number statistics of the coherent state

-

N (k) + N

2MAk).

in iid thermal states
C

1. For 7

will match the photon-

On the other hand, the h = 0

statistics of N(k) are those of the vacuum state, i.e., N(k) = 0 with probability one.
Optimum binary coherent-state discrimination [41, 43] applied to our problem then
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gives rk = r k) where (see Ref.

r

Here,

is the

hk

kth cycle,

{P

hk

j

-

A

2
r~k2

2

[24]

for an intuitive explanation)

(
-

value that maximizes p
: j

=

.

(2.5)

.-

)h

1 - exp [-2M(z;_ 0 Al - Aj/2)(25

where the prior probabilities for the

4,

0, 1}, are the posterior probabilities of the (k - 1)th cycle that

are obtained from the Bayesian update rule [43, 48],
p(k)
h=j

Pk 1 PBE (N(-1
h:=
BEb
I=

P k 1)

(kN
-1

B

for 1 < k < K- 1, where PBE(N(k-1), N
ability of getting counts N (k-1) and N(rkl = r

(k).

hk-I

NE(~-1;

h-

(ik-1).

1).,r(k-1))
1

(,k-1))

is the conditional joint prob-

given that the true hypothesis is

hk_1

j

and

The S(rkl_)-SFG-S(-rk_1) cascade in the (k - 1)th cycle is designed

to make the photon fluxes that generate N (k-~) and NE-

than if

('k- 1

much higher if hkl_

# h

= h. Thus the update rule will flip hk to the other hypothesis if too

many photons are counted in the (k - 1)th cycle; otherwise hk = hk_1 will prevail.
To determine how many cycles must be run, we reason as follows. Suppose that
h = 1 and we continue to neglect the small incoherent contribution to the 6(k)tb(k).
We then have that N (K) _

-1 N(k)

-

2M E_-1 A' is the total average photon

number of all the measurements made in the FF-SFG receiver's K cycles. To ensure
that the receiver's final decision,
or present (hK

=

hK,

as to whether the target is absent (hK

=

0)

1) is optimum, two conditions should be satisfied: (1) r is small

enough that the qubit approximations in [24] are valid; and (2) K is large enough
that N (K)/N(')

-

1 - c, for some pre-chosen 0 < c < 1.

4For h equally likely to be 0 or 1, we take ho to be 0 or 1 with equal probability.
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Performance
We begin our performance evaluations for the FF-SFG and SFG receivers with
some asymptotic results [24]. For 77 sufficiently small, the coherent and incoherent
(thermal-state) contributions to NK) T are NT coh ~ (1 - e)MKNs/NB and N(K)
Ttherm
-Ns ln(c)/2, and the number of cycles employed is K

~

-

ln(e)/2qNB.

tions (2.4), which underlie these expressions, are valid only when Ns <

Equa-

1.

So,

to zero, and we increase
to get asymptotic results, we let Ns -+ 0, to drive N(K)
Ttherm
the source's mode number, M, to keep N (K constant. In this regime, QI target
detection with the FF-SFG and SFG receivers becomes one of discriminating the coherent state

N/N

h)

from the vacuum. Like the case for the Dolinar receiver [41],

the FF-SFG receiver's error probability should then approach the Helstrom bound
PH=

1

1- exp(-NT )] /2, and, like the case for the Kennedy receiver [40], the

for C -+ 0,,i is
SFG receiver's error-probability exponent should approach N(K),
cfrETcoh~ which,
both the QCB for the preceding coherent-state discrimination problem and that for
QI target detection.
(b)

(a)

C
CS-homo
OPA

0
- -3
-4

_2-

0

--

PH

- SFG
FF-SFG
6.5 7.0 7.5 8.0
Log1o(M)

-4 ---- QCB
-5
-4.0

8.5

- SFG
FF-SF
. FF-SFG

-3.5 -3.0 -2.5
Log 10 (Ns)

-2.0

Figure 2-2: (a) Error probabilities for the SFG, FF-SFG, and OPA receivers obtained
from Monte Carlo simulations, plus analytical results for coherent-state discrimination
with a homodyne receiver, and the Helstrom limit PH when NTcoh
(K) = MrNs/NB.
Parameter values are given in the text. (b) Error-probability exponents for the SFG
and FF-SFG receivers versus source brightness, Ns, with M is chosen to keep the QI
target-detection QCB at (top to bottom) 10-1,10-2, or 10-3. Simulations run were
106 for QCB = 10-3 and 105 otherwise.

To explore how closely the FF-SFG and SFG receivers' error probabilities approach
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their asymptotic behavior we performed Monte Carlo simulations using Ns = 10-4,
r = 0.01, NB = 20,

ij

= 0.002, and K = 42. These parameter values are consistent

with the qubit approximation's validity. We used 105 (for log1 o M < 7.8) to 106
simulation runs (for log10 M > 7.8) to obtain our error-probability estimates

[24].

Figure 2-2(a) compares M-dependent simulation results for the error probabilities
of the FF-SFG, SFG, and OPA receivers with those of the homodyne receiver for
coherent-state discrimination and the Helstrom bound with NJ(K = MKNs/NB. At
all M values shown, both proposed receivers outperform the OPA receiver, with
FF-SFG reception's performance approaching PH. More importantly, our receivers
asymptotically saturate the QCB. Figure 2-2(b) shows Monte Carlo results comparing
the error-probability exponents of the SFG and FF-SFG receivers with QI targetdetection's QCB as a function of source brightness with M chosen to keep the QCB
constant at 10-1, 10-2, or 10-3. Increasing Ns increases N (

, so Fig. 2-2(b) shows

our receivers approach QCB performance over a wide range of noise values.

Discussion
We have presented a structure for achieving asymptotically-optimum performance
in QI target detection.

Compared to the Schur-transform approach to optimum

mixed-state discrimination, the components of our FF-SFG and SFG receivers, albeit
challenging, have simpler realizations. In particular, the required SFG can be implemented in an optical cavity or nonlinear waveguides [49], and its K cycles can be
combined on a photonic integrated circuit [50, 51, 52]. Feed-forward operations have
been successfully employed to obtain improved performance in the discrimination of
coherent states [31, 32, 33], mixed states

[531,

and entangled states [54]. Furthermore,

our receivers have other potential applications, including optimum reception for the

QI communication

protocol [55], and quantum state and channel tomography [56, 571.

Three final points deserve mention. First, our receiver's slicing approach is analogous to that in [58], where it was shown that slicing could be used to achieve
the Holevo capacity for classical information transmission over a pure-loss channel. Second, recent work [59] has shown that QI offers a great performance advan38

tage in target detection in the Neyman-Pearson setting, when the miss probability,
Pr(hK , h I h

=

1), is to be minimized subject to a constraint on the false-alarm

probabilitiy, Pr(hK

h Ih

Pearson detection, u(#1 - (o)

0). The optimum quantum measurement for Neymanfor an appropriately chosen real-valued (,

is identi-

cal to that for minimum error-probability discrimination between p, and ,o when
=

Pr(h = 0)/ Pr(h = 1).

Thus, just as the Dolinar receiver can be initialized

to achieve the Helstrom bound for coherent-state discrimination with unequal priors and hence for Neyman-Pearson discrimination, so too can our FF-SFG receiver
for QI target detection. Finally, we note that the implementation burden on our
FF-SFG receiver can be vastly reduced by replacing its feed-forward stages with feedback stages, i.e., we implement only one cycle and feed back its optical outputs to
its inputs while using its measurement outputs to adjust its rk and

Ek

values. Run-

ning this feedback arrangement through K cycles then yields the same output as the
original feed-forward setup but with only three squeezers, one SFG stage, and two
beam-splitters, instead of K times those numbers.
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2.1.2

Quantum illumination for enhanced detection of Rayleighfading targets

Quantum illumination (QI) [2, 1, 3, 4, 5, 6, 7, 8, 9] uses entanglement to outperform the optimum classical-illumination (CI) system for detecting the presence of a
weakly-reflecting target that is embedded in a very noisy background, despite that environment's destroying the initial entanglement '. With optimum quantum reception,
QI's error-probability exponent-set by the quantum Chernoff bound (QCB) [12]-is
6 dB higher [4] than that of the optimum CI system, i.e., a coherent-state transmitter and a homodyne receiver. Until recently, the sole structured receiver for QI
that outperformed CI-Guha and Erkmen's optical parametric amplifier (OPA) receiver [6J-offered only a 3 dB increase in error-probability exponent. In Ref. [13], we
showed that the sum-frequency generation (SFG) receiver's error-probability exponent reached QI's QCB. Moreover, augmenting that receiver with feed-forward (FF)
'For brief discussions of QI in the broader context of quantum sensing see [101 or [111.
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operations yielded the FF-SFG receiver [13], whose performance, for a low-brightness
transmitter, matched QI's Helstrom limit for both the target-detection error probability and the Neyman-Pearson criterion's receiver operating characteristic (ROC) [14].
Prior QI performance analyses [4, 6, 13, 14] have all assumed that the target return
has known amplitude and phase, something that seldom occurs in lidar applications.
At lidar wavelengths, most target surfaces are sufficiently rough that their returns are
speckled, i.e., they have Rayleigh-distributed amplitudes and uniformly-distributed
phases [15, 16, 17, 18]. It is crucial, therefore, to show that QI maintains a targetdetection performance advantage over CI for a target return with random amplitude
and phase.
In this section, we compare QI and CI target detection for Rayleigh-fading targets
in the flat-fading limit, when the complex-field envelope of the target return from
a single transmitted pulse suffers multiplication by a time-independent Rayleighdistributed random amplitude and a time-independent uniformly-distributed random
phase shift. We show that QI with OPA reception fails to offer any performance
advantage over CI in this case. QI with SFG reception does provide an advantage
over CI: when MkNS/NB > 1, its error probability is a factor of 1/ ln(MKNs/NB)
lower than that of optimum CI, which transmits a coherent state and uses heterodyne
reception. Here, M

>

1 is the QI transmitter's time-bandwidth product, Ns is its

brightness, P is the target return's average intensity, and NB is the background light's
brightness.

QI

target detection-. In QI, the transmitter illuminates the region of interest

with a single-spatial-mode, T-s-long pulse of signal light produced by pulse carving
the continuous-wave output of a spontaneous parametric downconverter (SPDC).
The SPDC source is taken to have a W-Hz-bandwidth, flat-spectrum phase-matching
function with W

>

1/T. The resulting signal pulse is maximally entangled with a

corresponding single-spatial-mode, T-s-long pulse of idler light that the transmitter
retains for subsequent joint measurement with the light returned from the region of
interest. The M = TW

>

1 signal-idler mode pairs that comprise the transmitted

signal and retained idler pulses are thus in independent, identically-distributed (iid),
45

two-mode squeezed-vacuum states with average photon number Ns <
signal and idler mode. Let {Sm,

&Im}

1 in each

be the photon-annihilation operators for the

transmitter's M signal and idler modes, and {&Rm

} the photon-annihilation

operators

of the M modes returned from the region of interest. The target-detection hypothesis
test is to determine whether h = 0 (target absent) or h = 1 (target present) is true
when: aRm = aBm, for h = 0, and aRm = VK eO&sm + N1 - K &Bm, for h = 1. Here:

the {&Bm} are photon-annihilation operators for iid background-noise modes that are
in the thermal state with average photon number NB > 1 when h = 0 and in the
thermal state with average photon number NB/(1 - r,) when h = 1 6; , > 0 is the

target-return's reflectivity; and

# is the target-return's

phase.

Previous theoretical work on QI target detection [4, 6, 9, 13] has assumed known
i,

q = 0 ', and lossless idler storage. For equally-likely target absence or presence, QI

with optimum quantum reception-realizable with FF-SFG [13]-has error probability Pr(e)pt ~ e-MNS/NB /2, QI with OPA reception has error probability Pr(e)opA ~
e-MNS/ 2 NB/2,

and optimum CI has error probability Pr(e)cl ~ e-MNS/ 4NB/2.

Lidar targets are almost always speckle targets, viz., N/i_ and 0 are statistically
independent random variables whose respective probability density functions (pdfs)
are fl-pj(x) = 2xex//R, for x > 0, and f,(y) = 1/27r, for 0 < y < 27, where R
is the target return's average intensity. These statistics invalidate all of the errorprobability expressions from the preceding paragraph. Worse, as will soon be seen,
they preclude any QI receiver from obtaining a single-pulse error probability that
decreases exponentially with increasing MRNS/NB.

For that demonstration we will

employ the QCB, an exponentially-tight upper bound on the error probability of
optimum quantum reception for multiple-copy quantum state discrimination [12].
The QCB applied to QI with Rayleigh fading-. Conditioned on knowledge of h,

Vk,
M_

and

#, the {&Rm, &Im} mode pairs at the QI receiver are in the state p(VI , #)
#), with ,(m) (v, q) being the two-mode, zero-mean, Gaussian state
(m)(y,

6

Following [4], we assume different average background photon numbers for h = 0 and h = 1 to
preclude there being any passive signature of target presence. Because r, < 1 will prevail, there is
little loss of generality in making this assumption.
7These prior analyses are easily adapted to known r, and known 0, but in all that follows we will
let # = 0 serve as a proxy for an arbitrary known phase value.
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whose Wigner covariance matrix is

where NB

>>

1

>>

(2NB + 1)1

2CpRh

2CRh

(2Ns + 1)1

J

(2.7)

Ns has been used. In this covariance matrix: I is the 2 x 2 identity

matrix, and Rh = Re [eio (Z

-

iX)]

6

h1,

where

6hk

is the Kronecker delta function,

and Z and X are 2 x 2 Pauli matrices. It follows that the signature of target presence
is the nonzero phase-sensitive cross correlation, Cp = V/rNs (Ns + 1), between the
returned signal and the retained idler modes.
Erroneous target-detection decisions can be either false-alarm errors, when target
presence is declared but no target is present, or miss errors, when target absence
is declared but a target is present. For a given target-detection system, the conditional probabilities for these errors to occur are the false-alarm probability PF, and
the miss probability PM/
1 = 1 - PD, where PD is the detection probability, i.e., the
probability that target presence is declared when a target is present. Almost all QI
target detection analyses [4, 6, 9, 13] have been Bayesian: assign prior probabilities,
{lfh}, to h = 0 and h = 1, and minimize the error probability, Pr(e) = 7OPF + W1PM,

typically for equiprobable hypotheses, wo

=1

= 1/2. Owing to the difficulty of

accurately assigning priors to target absence and presence, a better approach to optimizing target-detection performance is to apply the Neyman-Pearson performance
criterion: maximize

PD

subject to a constraint on PF. Only recently has this cri-

terion been applied to QI target detection [14], and that work assumed knowledge
of the target return's amplitude and phase. In this paper, we will consider both
performance criteria-minimizing Pr(e) and maximizing PD for a given PF-for our

Rayleigh-fading QI scenario.
In the Bayesian approach, the minimum error probability for QI target detection
is set by the Helstrom limit [19] for discriminating between the unconditional h

=

0

and h = 1 states,
Ph

ffdx f dyflxf(Y)6h (XY).
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(2.8)

This limit's calculation requires diagonalizing wril

QI

-

7roPo,

so it is intractable for

with Rayleigh fading, because p, is not an M-fold product state. Nevertheless,

applying the QCB will yield an informative result.
Let DO(#io(x, y), ,31 (x, y)) denote the Helstrom limit for discriminating between
fio(x, y) and bi(x, y) that occur with priors ro and w 1 , and let QcB(60(x, y), f 1 (x, y)) =
-limmo

ln[DO(#o(x,y), 6 1 (x, y))]/M be the QCB on its error-probability expo-

nent. Then, using the Helstrom limit's being concave in quantum states (see Lemma 1
in the Appendix), we can show (see Lemma 2 in the Appendix) that the Helstrom
limit's error-probability exponent for QI target detection,

$Qi

-

limM÷oo

ln[D~r(Po, pi)]/M, vanishes, i.e., Q1 = 0, for all ror f 0. Having Qj = 0 implies
that optimum quantum reception for QI target detection with Rayleigh fading has
an error probability that decreases subexponentially with the number of signal-idler
mode pairs that are employed. This subexponential error-probability behavior applies
to all QI receivers, including the FF-SFG, SFG, and OPA receivers. Because OPA
receivers are relatively easy to build [8]-as opposed to the far more complicated SFG
and FF-SFG receivers [131-one might hope that QI with OPA reception would offer
a performance advantage over optimum CI for the Rayleigh-fading scenario. We next
show that such is not the case.
OPA reception for QI with Rayleigh fading-. It is difficult to get an analytic errorprobability approximation for QI with OPA reception in the Rayleigh-fading scenario,
so we will content ourselves with finding its SNR and comparing that result to the SNR
for the optimum Rayleigh-fading CI system. The OPA receiver's essence is converting QI's phase-sensitive cross-correlation signature of target presence to an average
photon-number signature that can be sensed with direct detection.
the OPA receiver measures N

In particular,

_&e&m, where &m = VG er. + I/G -

the idler-port output of a low-gain (max(Ns/NB, Ns/KNB) < G-i ~,/Ns/NB
OPA. Hence, we define its SNR to be SNRoPA

[

=(1 0 (9l)))/(Z5

Idt

is

< 1)

0 Varj(N))]

where (N)j and Var (N) for j = 0, 1 are the conditional means and conditional variances of the

N

measurement given h = j.

For known , and q = 0, we get (N)1 - (N)O
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2M /G(G - 1)Ns(Ns +1).

2

7

Combining this result with Vary (N) = (N)3 for the N measurement's conditional
variances, gives SNROPA

MKNS/NB when Ns < 1, K < 1 is known, q

0,

=

and NB >> 1. In the Rayleigh-fading case, the uniformly-distributed random phase
-

destroys the phase-sensitive cross-correlation signature in (N) 1 , leading to (N)1
(N)o

=

M(G - 1)rNs, and it adds 2M 2 (G - 1)RNs to Vari(N), hence giving us

NR AM(G - 1)(pNs) 2/NB
(1 + V1 + 2MRNs/NB)2'

(2.9)

which is much smaller than MkNS/NB, the SNROPA for a known K = R and

=

0 8.

Optimum CI for Rayleigh fading does matched filtering of its heterodyne detector's
output followed by square-law envelope detection that yields an output, R, which is
exponentially distributed under both h = 0 and h
SNRc 1 -[(

_(-1)j(R)j)/(E

0

=

1 [20]. The SNR for this system,

Varj(R))] 2 , satisfies

SNc1 = (MRNs/2NB)/ (1 + MPNS/2NB)

2

,

(2.10)

which is orders of magnitude greater than SNROPA for Rayleigh fading in the interesting MRNS/NB > 1 operating regime.
SFG Reception for QI with Rayleigh Fading-. The SFG receiver [13] uses a
succession of K SFG stages. At the input to each such stage a beam splitter taps
off a small fraction of the light returned from the region of interest to undergo SFG
with the retained idler light. The returned-light output from that SFG process is
then recombined with the portion remaining from that stage's input beam-splitter
and applied, along with the retained-idler output, to the next stage. Photon-counting
measurements are performed on the SFG's sum-frequency output and on the auxiliary
output from the return-light beam splitter at the output of each SFG stage. These
measurements are used to decide on target absence or presence. Figure 2.1.3 shows a
schematic representation of the SFG receiver's kth stage, for more details see Ref. [13].
8

An alternative SNR calculation for Rayleigh-fading QI with OPA reception that exploits the
Vari(N) signature of target presence yields an even lower value, SNROPA ~ (G - 1)(kNs) 2 /NB,
when MkNs/NB > 1 and (G - l)NB < 1.
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+
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I

(k)

vacuum

(k+1)th

stage
Measurement

Figure 2-3: Schematic representation of the sum-frequency generation (SFG) receiver's kth stage, showing only the mth mode pair, although all M mode pairs
are processed simultaneously. The mth mode pair of the returned light (ak) and
the retained idler (&2) at the input to the kth stage is transformed into the corresponding mode pair at that stage's output by means of SFG. Photon-counting
measurements are made on the single-mode sum-frequency output (b(k)) and the auxiliary output modes ({&(k) : 1 < m < M}). The SFG receiver's decision as to target
absence or presence is based on the total of all the photon-counting measurements,
i.e., NT
k= 1 (N k)+Nik), where Nsk) is the outcome of the b(k)tb(k) measurement,
and Nk) is the outcome of the E _IEt
e
r
For known , and

#

=

0, SFG reception's error probability achieves the QCB.

The FF-SFG receiver [13] augments the SFG receiver with pre-SFG and post-SFG
squeezers, whose parameters are chosen in accordance with a Bayesian update rule
that is controlled by feed-forward information from the prior stages. FF-SFG reception reaches the Helstrom limit for QI target detection-in both the Bayesian and
Neyman-Pearson settings-for known r, and
operations exploit

#

#=

0 [13, 14]. Because its feed-forward

= 0, FF-SFG reception ceases to function effectively when

# is

uniformly distributed. SFG reception, which eschews the use of feed-forward, does
cope with random amplitude and phase, as we now show.
When h = 0, the SFG receiver's total photon count-i.e., NT =

j

_1(N (k)+N()

from Fig. 2.1.3-is the sum of M iid Bose-Einstein random variables, and has mean
value No ~ -Ns ln(e)/2 for Ns < 1. When h = 1, and conditioned on the values of
r, and

#,

the statistics of the SFG receiver's total photon count equal those for direct

detection of the coherent state IV(1 - c)MI'iNs/NB eiO) embedded in a weak thermal-
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noise background of average photon number No < 1. In these expressions, C < 1 is
chosen to obtain good performance, see [13] for details. When MNs/N

> No, the

thermal contribution to the h = 1 statistics can be neglected. Then, averaging the
h = 1 conditional state over the

V

and q statistics results in a thermal state with

average photon number N = (1 - c)MRNS/NB, implying that the SFG receiver has

reduced Rayleigh-fading QI target detection to discriminating between two thermal
states, &o

=

Z,'i0 [Non/(No +

1)(n+1)]

In) (nI and &i =

using photon-counting measurements.
decision, h = 0 or 1, is therefore h

_'
O[N1 /(N 1 + 1)(n+1)]

n) (unl,

SFG reception's minimum error-probability
argmaxh 7Fh [Nhn/(Nh +

1)(n+1)],

where n is the

observed photon count.
The preceding rule can be implemented as a threshold test: h
n > nt, where the threshold nr

and roNOnt+1/(No +

1)(nt+2)

=

1 if and only if

satisfies 7roNon'/(No + 1)(nt+1) ;> qriNt/(NI + 1)(nt+1)
< 7r1Nint+l/(Ni + 1)(nt+2).

SFG reception's ROC-its

PD versus PF behavior-can now be obtained analytically. For integer nt, we have
PSFG =[N/(N

0

+ )]ft+1 and P5FG

-

[N 1/(N + 1)]nt+1. ROC points intermediate

between those generated with integer thresholds are then obtained from randomized
tests [21].
The Bayesian approach's error probability is easily found once its decision rule's
threshold nt is determined. Evaluating the false-alarm and detection probabilities for
that threshold value, SFG reception's error probability then follows from Pr(e)SFG
PfFG

(

-~FG).

=

For Ns -+ 0 with e < 1, we find that nt = 0 and hence

Pr(e)sFG 2 Pr(e)N+o -7i/(1

+ MRNs/NB).

(2.11)

This result's algebraic scaling with M is consistent with our earlier finding that optimum quantum reception for Rayleigh-fading QI target detection has an error probability that decreases subexponentially with increasing M.

QI versus

QI

CI for Rayleigh Fading-. We are now prepared to demonstrate that

target detection with SFG reception enjoys a significant performance advantage

over CI target detection in the Rayleigh-fading scenario. We start with the Neyman51
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Figure 2-4: QI and CI ROCs for Rayleigh-fading target detection with k
0.01,
NB = 20, and E = 0.01. (a) Ns = 10-4 and M = 1011.5. (b) Ns = 10-2 and
Al = 106.1.

Pearson criterion, for which we already have the ROC for

QI

with SFG reception.

The ROC for CI target detection with a coherent-state transmitter and heterodyne

detection is [201 PDC' = (PFC')1/(1+mF'Ns/NB) . Figure 2-4 compares two QI and CI
ROCs. Similar to what was assumed in Refs. [4, 13], we took i = 0.01, NB = 20, and
c = 0.01 for both comparisons. In one case we assumed NS = 10-4 and M = 108-5,7
while in the other we chose Ns = 10-2 and M = 10"5. Figure .2-4 shows that QI
target detection with SFG reception has a much higher detection probability than
optimum CI target detection at low false-alarm probabilities.
Turning now to the Bayesian approach, we again have the

QI

result in hand, and

we find optimum CI's error probability from Pr(e)C1 = minpgg [7roPFC,

+ 7r,1(1 -

PDCI)].

Figure 2-5 plots Pr(e)SFG and Pr(e)c1 versus logio(M) for equally-likely target absence
or presence assuming Jk = 0. 01, NB = 20, and c = 0. 01 for Ns = 10-4 and Ns = 10-2.
Here we see that

QI target detection with SFG reception offers a significantly lower

error probability than optimum CI target detection. Indeed, for MNs

> I we obtain

the asymptotic result

r47r, ln(MRNs/NB)1

Pr~)Cj

MRNs/NB

MNs

(212

which is a factor of ln(MRNs/NB) higher than the corresponding result for Pr(e)Ns'-o

when MRNs/NB > 1. Moreover, Fig. 2-5a shows that Ns = 10-4 is small enough
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Figure 2-5: QI and CI error probabilities for Rayleigh-fading target detection with
S = 10-2.
b
0.01, NB = 20, and e =0.01. (a) Ns = 104
70 = 7r1 = 1/2,7
The slope discontinuity in Pr(e)SFG for Ns =10-2 is due to the its receiver's photonnumber threshold increasing from nt = 0 to nt = I at that point.

to ensure Pr(e)SFG r.- Pr(e)Ns6+0 for the parameter values employed therein. At high
enough M values, however, the effect of background noise in the SFG process becomes
significant and Pr(e)SFG begins to deviate from the ideal NS - 0 result. The onset
of this deviation occurs at lower M values when Ns = 10--2, as seen in Fig. 2-5b,
because the background-noise effect on the SFG process is proportional to Ns [13].
Nevertheless,

QI's advantage over CI persists. We also see that QI target detection's

robustness to noise is worse for Rayleigh fading than what our previous results [13]
showed for known r,. This reduced robustness arises from noise having greater impact

on Rayleigh-fading error probability-because r 1 < can occur-as opposed to its
effect

frg with
environment
thresoldincreasing

Conclusions-.

QI target

= R.
n,

detection is remarkable because it uses entanglement to

outperform CI despite environmental loss and noise's destroying that entanglement.

Previously, both theory and experiment have demonstrated QI's having an advantage over CI, but only for a target return with known amplitude and known phase.
Yet lidar targets are generally speckle targets, so their target returns have Rayleigh-

distributed amplitudes and uniformly-distributed phases. We have shown that SFG
reception affords a target-detection performance advantage over optimum CI for this
scenario, but its magnitude is much smaller than what
situation. Nevertheless, our result brings

QI target
53

QI

provides for the nonfading

detection closer to practical appt-

cation, although two major problems remain to be solved: implementing near-lossless
idler-storage and near-unity efficiency SFG for low-brightness, broadband light.
Two final points now deserve mention. First, although we have limited our treatment to the Rayleigh-fading scenario, the SFG receiver's immunity to a uniformlydistributed random phase means that it will also be effective against other fading
distributions, e.g., the Rician fading that models a target return with both specular
and diffuse components [20, 22]. Finally, because NB > 1 most naturally occurs at
microwave, rather than optical, wavelengths [9], SFG reception's applicability to a
variety of flat-fading scenarios makes it relevant for microwave as well as optical QI.
Appendix-. Here we prove the two lemmas that were used earlier.
Lemma 1 (Concavity of the Helstrom limit) Consider the problem of discriminating
between states &o

=

fdx fx(x)o(x) and &I = fdx fx(x)3 1 (x), where X is a ran-

dom vector, that occur with prior probabilities-O and w 1 . The Helstrom limit for this
binary state-discriminationtask satisfies D,,0 (&o, &I) > f dx fx(x)D,(& (x), /31(x))Proof. Let M0 and M 1 = i

-

Mo be the Helstrom-limit positive operator-valued mea-

surement for discriminating between 6o and &i when those states' prior probabilities
are w0 and

1

. Then we have that
Dr(&
0,
=

)=

otr(AI 1 &o) + 7itr(Mo&i)

fdx fx(x){wotr[i o(x)] + 7itr[Mop 1 (x)]}

> fdxfx(x)Do(o(x),

pi(x)),

and the proof is complete.
Lemma 2 (Error-probabilityexponent for QI with Rayleigh fading) For h = 0,1,
let

Ph(#,

#) = 0,13m)(,,

#),

where

p3f (Jr,

q) is the two-mode, zero-mean,

Gaussian state whose Wigner covariance matrix is given by Eq. (2.7), and let Ph be
the unconditional density operators obtained by averaging nh(/I5, #) over Rayleigh
and uniform probability density functions for VTR and 0, respectively. Then, for all
7o0 7F 1

z 0 we have c1i

- limmu,

0

ln[D,o(Po, 1 1)]/M = 0.

Proof. Because r < 1 is required for a passive target, i.e., one that only reflects,
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the Rayleigh pdf is really an approximation to flp(x) = 2xe

2

/R(l

e 1 /)

for

0 < x < 1 that is very accurate in QI target detection's R < 1 scenario. For proving
Lemma 2, however, we need to employ the truncated pdf, so that Lemma 1 and the
QCB's exponential tightness for M-copy state discrimination gives us
D~0D-1r2
(b0 , bi)
b20e-b 1

fdx

/

dy

x

-j

2
2xe -X
1/

(x, y))

2
2xeX /1

27r
0

D,7(pAo(x, y),

27r(1 -e-1/)

X CX,Y(M)M-QCB(MX(Y)'1(X'Y)),

where the subunity prefactor, Cxy(M), is an algebraic function of M. Specifically,
for all 0 < x < 1 and 0 < y < 27r, we have limM, In[Cx,y (M)]/M

0. It follows

that for every e > 0 there is a finite ME(x, y) such that Cx,, (M) >eEM,(xy) for all

M > ME(x,y).

Because Q

{0 < x

1, 0 < y < 27} is a compact region, there is a finite

Me* = max(x,y)EQ ME(x, y). So, for all M > M* we have
dx
I

x
But min(x,y)C-

2xeX 2 /R

2dy

27rR( - e-1/)

(o

e-MWQCB(X0(x,y),

5

1(Xy))

QCB(o(x, y), 31(x, y)) occurs at x = 0, where QCB(po(O, y), ,1(0, Y))

0, because po = p1 when the target return's intensity vanishes. Thus, for any 0 <
C' < 1 we can define Qe,

=

{(/K, #)

:QCB(o(x, y), 1(x, y)) < E'}, and then weaken

our previous lower bound on the Helstrom limit to
D~(b,

) ;> e-(E+')m Pr[(v'H, q) C- QE,] > 0,

where the last inequality follows from 7r
0 1
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:

0.

Applying this bound to the error-probability exponent then leads to

Qi(&O, &1)

-

lim ln [D~r

M-*o

(,o
P

i)]/M < e +'

Because this upper bound holds for all e, c' > 0, by continuity our proof is now
complete.
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2.1.3

Entanglement-enhanced Neyman-Pearson target detection using quantum illumination

Introduction
Entanglement is arguably the premier quantum-mechanical resource for obtaining
sensing performance that exceeds limits set by classical physics [1, 2]. Entanglement,
however, is vulnerable to loss and noise arising from environmental interactions. As a
result, the performance advantages of many entanglement-enabled sensing schemes
such as those that rely on frequency-entangled states (see, e.g.,

[31),

or NOON states

(see, e.g., [4])- -vanish as loss and noise increase. Quantum illumination (QI) [5, 6,
58

7, 8, 9, 10, 11, 12, 13], in contrast, is highly robust against environmental loss and
noise. QI utilizes entanglement to beat the performance of the optimum classicalillumination (CI) scheme for detecting the presence of a weakly reflecting-target that
is embedded in a very noisy environment, despite QI's initial entanglement being
destroyed before the target-detection quantum measurement is made. In particular,
for equally-likely target absence or presence, Tan et al [8] showed that QI's errorprobability exponent is 6 dB higher than that of the optimum CI scheme of the same
transmitted power. Tan et al obtained their result from the quantum Chernoff bound
(QCB) [14], which gives no inkling as to what receiver hardware could be used to
realize that performance advantage. Indeed, finding a structured optimum receiver for
QI has been a longstanding problem. Guha and Erkmen [101 introduced and analyzed
the optical parametric amplifier (OPA) receiver, showing that its error-probability
exponent for equally-likely target absence or presence is 3 dB greater than that of
optimum CI. A subsequent experiment [12], which implemented the OPA receiver,
verified that QI could outperform CI in an entanglement-breaking scenario. In recent
theoretical work [15], we showed that sum-frequency generation (SFG) combined
with a feedforward (FF) mechanism can achieve QI's full 6 dB advantage in errorprobability exponent for equally-likely target absence or presence.
Tan et al's [8] assumption of equally-likely target absence or presence and use of
error probability as a performance metric makes their analysis Bayesian, but Bayesian
analysis is not the preferred approach for target detection, owing to the difficulty of
accurately assigning prior probabilities to target absence and presence and appropriate costs to false-alarm (Type-I) and miss (Type-II) errors. Instead, radar theory opts
for the Neyman-Pearson performance criterion, in which optimum target detection
maximizes the detection probability,

Pr(decide present I present), subject to

PD

a constraint on the false-alarm probability, PF = Pr(decide present I absent). (The
detection probability satisfies PD= 1 - PM, where PM - Pr(decide absent I present)

is the miss probability.) Spedalieri and Braunstein [16] derived the optimum tradeoff between the false-alarm and miss-probability error exponents in the asymptotic
(M -+ oo) limit of M-copy quantum-state discrimination. More recently, Wilde et
59

al [17] showed that for fixed false-alarm probability, QI's miss-probability exponent
greatly exceeds that of the optimum CI scheme. For weakly-reflecting targets embedded in high-brightness noise, however, Wilde et al's result only holds when PM
is extremely low, e.g., Pm ~ 10"0 or lower. In this paper we use results from our
FF-SFG analysis [151 to obtain the receiver operating characteristic (ROC)-i.e., the
trade-off between PD and PF-for optimum QI target detection, and compare it to the
ROCs of QI target detection with OPA reception and optimum CI target detection.
The rest of the section is organized as follows. In Sec. 2.1.3 we describe QI target
detection, as introduced by Tan et al [8], and contrast two general approaches to
multiple-copy, quantum-state discrimination that will help later in understanding
why QI target detection with OPA reception is inferior to QI target detection using
FF-SFG reception. Sections 2.1.3 and 2.1.3 are devoted, respectively, to descriptions
of the OPA and FF-SFG receivers for QI target detection, including how they use the
returned-signal and stored-idler mode pairs that QI provides to make their decisions
as to target absence or presence. Section 2.1.3 concludes the paper with a comparison
between the ROCs of QI target detection with FF-SFG reception, QI target detection
with OPA reception, CI target detection with homodyne detection, and a coherentstate discrimination problem whose performance is the ultimate limit for QI target
detection in the Ns < 1 regime.

Target detection via quantum illumination
Figure 2-6(a) is a schematic representation of QI target detection
ment source generates M

>>

[8].

An entangle-

1 independent, identically distributed (iid) signal-idler

mode pairs, with photon annihilation operators

{som,

1 K m<
:IOm

M}. Each

mode pair is in a two-mode squeezed-vacuum state of mean photon number 2Ns < 1.
For simplicity, Fig. 2-6(a) shows only a single signal-idler pair (SO, 1o). The bold green
dashed line denotes the maximum entanglement between (SO, Io). The signal modes
(solid green circles) interrogate the region in which the weakly-reflecting target would
be located were it present. The idler modes (solid blue circles) are retained for
subsequent joint measurement with noisy signal modes that are returned from the
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interrogated region. Assuming ideal idler storage, the annihilation operators for the
idler modes at the joint measurement are {Im = ajo_ : 1 < m < M}.
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Figure 2-6: (a) Schematic of QI target detection. Upper panel: target present (h = 1).
Lower panel: target absent (h = 0). The dashed lines shows the correlation between
the signals (So and 1, 2,..., M balls) and the idlers (I and I balls), with thickness
indicating correlation strength. (b) Measurement schemes. Upper panel: local operations plus classical communication (LOCC) using individual unitary transformations
followed by positive operator-valued measurements (POVMs) for each mode pair that
may be connected by classical (feedforward or feedback) communication and whose
outputs are pooled to reach a final target absence or presence decision (h = 0 or
1). Lower panel: collective operation using a unitary transformation U operating on
all the mode pairs followed by a single POVM to reach a target absence or presence
decision.
Figure 2-6(a)'s upper panel shows that in the presence of a target, i.e., h = 1,
the returned signal modes contain a weak reflection from the target (the small solid
green circle) embedded in a bright noise background (the red cloud). The residual
signal photons from the transmitter have a weak phase-sensitive cross correlation with
the stored idler modes, indicated by the green dashed lines. Thus, when h = 1 the
+

returned signal modes are described by the annihilation operators {Sm = Vf CSom

1 --

n Nm

: 1 < m < M}, where r, <

transmissivity and the {Nm

}

1 is the transmitter-to-target-to-receiver

are annihilation operators for noise modes, each of

which is in a thermal state containing NB/(1 - K) > 1 photons on average.
Figure 2-6(a)'s lower panel shows that in the absence of a target, i.e., h = 0, the
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returned signal modes are due solely to the bright noise background (the red cloud).
As such, there is no phase-sensitive cross correlation between the returned signal
modes and the stored idler modes, as illustrated by the absence of green dashed lines.
At the receiver, the annihilation operators for the signal modes are then {sm =

CNm :

1 K m K M}, where the noise modes are now each in thermal states containing NB
photons on average, so that there is no passive signature of target presence [8].
Conditioned on the true hypothesis h, the returned signal and stored idler mode
pairs, {asm, a.Im :1 K m K M}, are in iid zero-mean Gaussian states that are com-

pletely determined by their Wigner covariance matrices, viz.,
1

(2NB-+ 1)I

4( 2

Ns(Ns + 1)

for h = 0, 1. In this expression: I

=

2
Z6lh

rsNs(Ns +1)

(213)

Z6ih

(2Ns + 1)1

diag(l, 1); Z = diag(1, -1);

5

ih

is the Kronecker

delta function; we have used (2NB + 1) in lieu of (2rNs + 2NB + 1) because
Ns < 1, and NB >> 1; and

,<K

1,

i'-Ns(Ns + 1) is the residual phase-sensitive cross

correlation between the returned signal and stored idler modes that heralds target
presence. It follows that the task of QI target detection is identifying the presence of
that phase-sensitive cross correlation.
At this juncture it is useful to present two generic approaches to sensing whether
the returned-signal, stored-idler mode pairs possess a phase-sensitive cross correlation: local operations plus classical communication (LOCC), and collective operations. These approaches-shown schematically in Fig. 2-6(b)-will appear later in
the guises of the OPA receiver and the FF-SFG receiver. For now we merely note
the following points. The LOCC scheme performs unitary transformations followed
by positive operator-valued measurements (POVMs) on each mode pair that may be
connected by classical (feedforward or feedback) communication and whose outcomes
are pooled to determine its decision, h = 0 or 1, as to whether the target is absent
(h

=

0) or present (h = 1). The collective approach, in contrast, applies a unitary

transformation to all of the mode pairs and then performs a single POVM to generate
its h.
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The OPA Receiver
Helstrom [18] showed that Neyman-Pearson optimum hypothesis testing-for discriminating between the density operators
to be the outcome of the POVM u(1

#

I

where u(x) = 1 for x > 0 and 0

M - (O®M),

M)], the constant ( is chosen to

M -

M

otherwise. Here, because PF- T

M for h = 0, 1-is realized by taking

saturate the Neyman-Pearson criterion's constraint on that quantity. Unfortunately,
analytical expressions for PF and PD= Tr[I3#mu(,3M

QI target

-

(0M)]

are unavailable for

detection's density operators. It is worth noting, in this regard, that Hel-

strom's optimum POVM for minimum error-probability QI target detection takes
the form given above with ( = w1 /7 0 , where

Th

is the prior probability of hypoth-

esis h. Helstrom's minimum error-probability POVM leads to an error-probability
exponent-E = - limM-[ln(Pr(e))/M], where Pr(e) = WOPF+ 7iPM-that is given

by the quantum Chernoff bound (QCB) [14],

SQCB

= -In

min Tr (Wi

#

0). Because

for all nondegenerate priors (irw 1
are both Gaussian states,
out that

SQCB

-

SQCB

)
o and

(2.14)

1

for QI target detection

can be obtained analytically [19, 16]. It then turns

KNs/NB in the Ns < 1, NB > 1 limit [8].

Figure 2-7 plots

versus Ns for a variety of NB values. We see that the asymptotic

EQCB/(KNs/NB)

formula works well when NB > 20 and Ns < 10'.
When Ref.

[8]

was published, it was known that none of the three conventional

optical receivers-heterodyne, homodyne, or direct detection-yielded any advantage in error-probability exponent in QI target detection. It was not until the work of
Guha and Erkmen [10], and the subsequent experiment by Zhang et al [12], that
an architecture-the OPA receiver-which afforded QI target detection a performance advantage over CI target detection was proposed, analyzed, and experimentally
demonstrated.
Figure 2-8 shows a schematic of the OPA receiver.

Each returned-signal and

stored-idler mode pair undergoes a two-mode squeezing (TMS) operation governed
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Figure 2-7: Plots of QI target detection's QCB error-probability exponent normalized
by its Ns < 1, NB> 1 asymptote versus Ns with, from bottom to top, NB= 1, 5,
10, 20, and 100.

by the gain-G Bogoliubov transformation
dsm

=

d.

= v G, +vG
- as,

v G~sm + vG -Mt.

(2.15)

(2.16)

with 0 < G - 1 < 1. This TMS operation converts the absence or presence of a
phase-sensitive cross correlation between the

'Sm

and OIm modes into a difference in

the average photon number in the dim mode. The OPA receiver's h = 0 or 1 decision
is made by measuring the total photon number in the {dm
Nd-

Z

1 dmd..

} modes-i.e.,

measuring

and comparing its outcome nd with a threshold that maximizes

the posterior probability, viz.,
hoPA = argmax 7iP )(nd) ,

(2.17)

where PYj
(nd) is the conditional probability of getting nd given that h = j. Note
N Td
that although we have described the OPA receiver on a mode-pair basis, its M TMS
operations can be performed simultaneously using a low-gain optical parametric am-

plifier, and its total photon-number measurement Nd can be accomplished by direct
detection, thus enabling a convenient experimental realization [12].
The iid nature of the returned-signal and stored-idler mode pairs, conditioned on
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Figure 2-8: Schematic of the OPA receiver [10].

target absence or presence, implies that the dim modes will also be iid given h. Furthermore, M > 1 then provides a central-limit-theorem justification for a Gaussian
approximation to the P-) (nd) distribution. As seen in [10], this approximation makes
it easy for us to calculate the error probability for equally-likely target absence or presence, minimize it over the OPA gain, and show that the resulting error-probability
exponent is 3 dB inferior to EQCB in the asymptotic (r. < 1, Ns < 1, NB> 1) regime.
We have also used the Gaussian approximation and OPA gain optimization to obtain
OPA reception's ROC that we will present and discuss in Sec. 2.1.3. A rigorous proof
for the validity of these Gaussian-approximation performance results was recently
given in [20], and we have also verified that the Gaussian-approximation ROC plot
presented in Sec. 2.1.3 coincides with what is obtained from the extended form of Van
Trees's ROC approximation [21] applied to the OPA receiver's exact photon-counting
statistics.

The OPA receiver's suboptimality stems from its being an LOCC system [22].
The LOCC approach is capable of minimum error-probability quantum reception
for multiple-copy, pure-state discrimination, but QI target detection in the n <
1, Ns < 1, NB > 1 operating regime is a multiple-copy, mixed-state discrimination
problem for which it is known that a collective measurement is needed to achieve that
performance [23]. Indeed, it has been recently shown that QI target detection using
LOCC reception can achieve at most a 3 dB advantage in error-probability exponent
over CI [201.
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The FF-SFG receiver
We have just seen that the Helstrom POVM for optimum QI target detection
cannot be realized with the LOCC approach. Instead, a collective measurement is
required. In principle, that collective measurement can be implemented by a quantum Schur transform [24] on a quantum computer. We have recently introduced the
FF-SFG receiver [15], and showed it to be the first architecture-short of a quantum computer-whose error-probability exponent for equally-likely target absence or
presence achieves QI target detection's 6 dB advantage over CI in Ns < 1 low-signalbrightness regime. The FF-SFG receiver builds on two guiding principles: (1) that
SFG is the inverse of the down-conversion process that generates M modes of twomode squeezed states from a single-mode coherent-state pump; and (2) the Dolinar
receiver [25] achieves minimum error-probability discrimination between arbitrary
coherent-state hypotheses. As noted in [15], the FF-SFG receiver can be adapted to
realize Helstrom's Neyman-Pearson POVM u(p"M

-

( 3 OM) for QI target detection

merely by modifying the FF-SFG receiver's Bayesian update rule (see below) to use
7r = (/(1 + () for the prior probability of target presence.
The FF-SFG receiver entails K cycles, as shown in Fig. 2-9. Each cycle employs:
three TMS operations whose squeeze parameters are determined from measurement
information fed forward from the preceding cycle; an SFG process that, assuming
the previous cycle's tentative decision as to target absence or presence is correct,
almost fully converts any phase-sensitive cross correlation in its input modes into
auxiliary-mode photons at its output; and photon-number measurements on the auxiliary modes. The photon-number measurement outcomes are fed into a Bayesianupdate rule that dictates the next tentative target absence or presence decision based
on the information available up to that point in the reception process. The Bayesianupdate rule also produces feedforward information that controls the TMS operations
in the next cycle. The total number of cycles is chosen to ensure receiver performance
that is close to quantum optimum.
Now let us explain how the FF-SFG receiver achieves minimum error-probability
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feed forward.
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performance for an arbitrary but given set of priors, {7ro, r1}; for full details see [15].
(Setting ( = 71/7ro leads to this receiver's realizing the maximum PD value consistent
with PF=Tr[

MuQ OM

-

(&M)].)

Akin to the OPA receiver, the FF-SFG receiver

converts phase-sensitive cross correlation into photon-number information that can be
measured by direct detection. Unlike the OPA receiver, which uses LOCC operations
on individualmode pairs, the FF-SFG receiver applies a joint operation to all mode
pairs. In particular, each of its cycles uses an SFG process that operates on a collection
of weak signal-idler mode pairs and a vacuum auxiliary mode [15]. If the tentative
decision from the previous cycle is correct, this SFG process will convert almost all
of any phase-sensitive cross correlation in each signal-idler mode pair into a coherent
state of the auxiliary mode embedded in a weak thermal background.

Critically,

the coherent states that SFG creates from the M mode pairs at its input are in
phase. Thus their coherent-state contributions to the auxiliary-mode output add
constructively. As such, the SFG operation is not LOCC, opening a path for optimum
QI target detection.
The inputs to the FF-SFG receiver's first cycle (k = 0) are the returned-signal
0) =
and the stored-idler mode pairs, represented by annihilation operators CS.

and (
each

' 'm*

(k)
Sml

'Sm

A beam splitter with transmissivity -q < 1 taps a small portion of

mode, yielding a weak transmitted mode

tion S(rk) with the

(k)

mode, and a strong

(k)
S,1

to undergo the TMS opera-

mode that is retained. The TMS

operation's squeezing parameter, rk, is computed from hk, which is the tentative absence or presence decision made prior to the present cycle. (For the k = 0 cycle,
that tentative decision is derived solely from the prior probabilities.) The rk value is
chosen to almost purge any phase-sensitive cross correlation between the

{k,

1

k}

mode pairs from the S(rk) operation's output mode pairs when hk is a correct decision

[15].

S(rk)'s output mode pairs undergo an SFG process that converts any

residual phase-sensitive cross correlation to photons in the auxiliary sum-frequency
b(k)

mode. Thus, the subsequent detection of photons in the

b(k)

mode is an indication

of the tentative decision hk was incorrect. Following the kth cycle's SFG operation,
we apply the TMS operation S(-rk) to each signal-idler mode pair, which ensures
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that, when its signal-mode outputs are combined with the retained {2k} modes on

{k }

a second transmissivity-77 beam splitter, the

output modes contain the same

number of photons as the 6(k) mode. The photon-number measurements b(k)tWk) and
M
(k)t(k) then provide outcomes N (k) and Nik) that are substantial when
is
incorrect, but negligible when hk is correct. The kth cycle is completed by a TMS
operation S(Ek), with&k

=

/i7 rk, that makes the phase-sensitive cross correlation of

the signal and idler inputs to the (k + 1)th cycle independent of

rk.

The Bayesian update rule that generates {hk : 0 < k < K - 1} from the FF-SFG
receiver's photon-number measurements works as follows. For k

=

0, we initialize the

process using the given priors in hk = arg maxj (7y). The prior probabilities for target

absence and presence based on all measurement outcomes up to and including those
from the kth cycle are given by the Bayesian update rule [22, 26],

for 1 < k <K-

I=
Zi=O

1) N (k-

(k-1

(k- B1 (2.18)
(, k-1 )
(k -1 N (k-1).
p (k 1) BE
ph~kilPBE(Nki NE
;jrk-1)

1, where PBE(N(k-1), N

probability of getting counts N (k-1) and N
r_

)-i

)

h=j

(k

)

p~k_
p(k) _

k;

j, rk

) is the conditional joint

given that the true hypothesis is

= r(k-1) is the decision-dependent TMS squeezing parameter for cycle k - 1,
hk_1

and P(0) = 7rj. The tentative decision that determines the TMS squeezing parameter
for the kth cycle is then hk

=

arg max(P22 ). After the last cycle (k = K - 1), the

final decision on target absence or presence is hK= arg maxj (P(K), where the {pK)}
are obtained from Eq. 2.18 with k = K. This decision accounts for all the information
obtained from the K measurement cycles. As we have shown in Ref. [15], the total
number of cycles needed to approach optimum FF-SFG performance is determined
by the beam splitter's transmissivity 77.

ROC comparison
The culmination of this paper is the ROC comparison we will present in this section for the PD versus

PF

trade-offs of QI target detection with FF-SFG reception,
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Figure 2-10: ROCs of QI target detection with, from bottom to top: CI target detection with coherent-state (CS) light and homodyne reception; QI target detection
with OPA reception; FF-SFG reception; and coherent-state Neyman-Pearson (Coherent NP) for discriminating between the coherent state I MINs/NB ) and the
vacuum state, which is known to be realized by QI target detection with FF-SFG reception when Ns < 1. All four ROCs assume that M = 107, Ns = i0-4, K = 0.01,
and NB = 20.

QI

target detection with OPA reception, and CI target detection with coherent-state

illumination and homodyne detection. Also included is the ROC for discriminating
between the coherent state VMKNs/NB) and the vacuum state, which we have
shown in Ref. [15] to be the FF-SFG's performance when Ns < 1.

These four

ROCs-which are plotted in Fig. 2-10-all assumed the same operating parameters:
M

=

107-

transmitted modes, Ns = 10-4 average transmitted photon-number per

mode; r. = 0.01 roundtrip channel transmissivity when the target is present; and
NB = 20 average received background photon-number per mode. The FF-SFG re-

ceiver's ROC was obtained from Monte Carlo simulations done in the manner described in Ref. [15]. In particular, to get a point on the FF-SFG receiver's ROC, we
first choose a ( value, then initialize the Bayesian update procedure from Eq. (2.18)
using the priors 70 = 1/(1 + () and 7r, = (/(1 + (), and run the simulation to obtain
PD and PF. The OPA receiver's ROC was obtained from the Gaussian approximation

to its photon-counting statistics conditioned on the true hypothesis, similar to what
we have previously done for the use of QI with OPA reception to realize classical
communication that is immune to passive eavesdropping [27]. The coherent-state
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homodyne setup's ROC was obtained analytically from the conditional statistics of
its homodyne receiver's output. Note that because NB

>>

1, a homodyne receiver

is essentially the optimum quantum receiver for CI target detection. Furthermore,
the target-detection problem for the coherent-state homodyne setup reduces to distinguishing between known signals embedded in additive Gaussian noise, whose ROC
is well known [28]. The ROC for discriminating the coherent state

IVM1NS/NB)

from the vacuum state can be obtained analytically, as shown by Helstrom [29].
Figure 2-10 shows the superiority of FF-SFG reception to OPA reception in QI
target detection, and the improvements that both offer over CI target detection. More
importantly, Fig. 2-10 shows that the FF-SFG's ROC in the Ns < 1 limit matches
that of the optimum discrimination between the coherent state I MKNs/NB) and
the vacuum state, as expected from what was previously found for minimum errorprobability QI target detection with equally-likely target absence or presence [15].
Thus we conclude that FF-SFG reception provides a structured-receiver alternative
to Schur-transform implementation on a quantum computer for achieving the QI's
full performance advantage for detecting the presence of a weakly-reflecting target
that is embedded in a bright noise background.
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2.2

Quantum lidar

Quantum metrology [1, 2, 31 addresses measuring unknown parameters of a physical system using quantum-mechanical resources. A typical single-parameter scenario
involves interrogating a physical system with M probes that undergo independent,
identical interactions with the system. These probes then carry away information
about can be used to estimate the parameter of interest.

When the M probes

are in a product state, the standard quantum limit (SQL)-with root-mean-square
(rms) estimation error proportional to 1/v -can

be achieved. Entangled probes,

however, can realize the Heisenberg limit (HL) [2, 3], viz., an rms estimation error
that is proportional to 1/M [4, 5, 6, 2, 3, 7]. SQL versus HL behavior for singleparameter estimation arises in, e.g., in measuring time delays [5], point-source separations [8, 9, 10, 11], displacements [12, 13, 14], or magnetic fields [15].
Significant complications occur, in the independent, identical interactions setting, when there are multiple unknown parameters [12, 13, 14, 151. In particular,
if these parameters are associated with noncommuting observables, then the uncertainty principle would seem to forbid obtaining unlimited simultaneous knowledge
of them from a single returned probe [16, 17, 18, 19, 20, 21, 22].

In such cases

quantum-enhanced accuracy can be obtained by entangling probes with locally-stored
idlers. [23, 24, 25, 26, 27, 12, 13, 14], in addition to the benefit derived from entangling
different probes.
In this section we address quantum metrology for a specific pair of parameters
associated with noncommuting observables: the lidar problem of measuring both
a target's range and its radial velocity.

We describe two lidar systems that use

entanglement between transmitted signals and retained idlers to obtain significant
quantum enhancements in simultaneous measurement of these parameters. The first
circumvents the Arthurs-Kelly uncertainty relation [22] for simultaneous measurement
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of range and radial velocity from detection of a single photon returned from the target.
This performance presumes there is no extraneous (background) light, but is robust
to the roundtrip loss incurred by the signal photons.

For comparison, a system

that does not use entanglement would need to detect two returned signal photons
to achieve the same measurement performance. Thus our system's advantage can be
quite significant when the lidar-to-target-to-lidar path is very lossy. Note that it had
previously been thought [28, 29] that there was no entanglement advantage to be had
in lossy, noiseless lidar scenarios, with Ref. [29] proving that a coherent-state probe
achieves near-quantum-optimum error probability for discriminating between target
absence and presence in such a case.
Our second lidar-which requires a lossless, noiseless environment-realizes HL
accuracies for both its range and radial-velocity measurements, i.e., their rms errors
are both proportional to 1/M when M signal photons are transmitted. For comparison, both the M-photon time-domain and M-photon frequency-domain GiovannettiLloyd-Maccone (GLM) states [5]-which also assume lossless, noiseless operationmust probe the target to obtain the same performance without stored idlers. Thus
our system's advantage can be quite significant when the probing flux must be kept
as low as possible.
Lidars measure range from the roundtrip time delay incurred by an optical pulse
in propagating to and from the target. They measure radial velocity from the Doppler
shift on the light returned from a moving target. Our lidars use time-energy entangled
signal-idler photon pairs to enable joint measurements of the noncommuting observables associated with time delay and frequency shift, despite only the signal photons
having interacted with the target. Moreover, our first lidar is, in essence, the M

1

special case of the second, although only the first is robust to roundtrip propagation
loss. Both derive their entanglement-enhanced performance from use of a two-photon
unitary transformation [31, 30] that takes a signal-idler photon pair with frequencies ws and wl and converts it to a signal-idler photon pair whose frequencies are
(ws+wj)/2 and (ws -col)/2.

Interestingly, as we will show, this transformation makes

our lidars behave much like continuous-variable superdense coding (CV-SDC) [32] in
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quantum communication, hence providing an intuitive explanation for their quantum
advantage.

2.2.1

Lidar Range and Radial-Velocity Estimation.

In our lidar sensing problem, shown Fig. 2-11(a), M quasimonochromatic signal
photons with center frequency ws illuminate a target whose range, r, and radial velocity, v (with v > 0 indicating a target moving toward the lidar), are to be estimated
from the time delay, Ats

=

2r/c, and the Doppler shift, Aws = 2wscv/c, imposed on

each photon that returns to the lidar, where c is light speed.
For a lidar that performs single-mode detection at its receiver, background light
at optical wavelengths can be ignored, e.g., background light will have an average
of ~10-6 photons per mode in daytime operation at 1.55 pm wavelength

[331.

Thus,

aside from the time delay and Doppler shift incurred by each photon, the only propagation effect we shall consider for the lidar-to-target-to-lidar channel is its roundtrip
transmissivity, ij, which will typically satisfy 77 < 1, making obtaining accurate timedelay and Doppler-shift information from a small number of target-return photons a
priority.
Figure 2-11(b) shows a channel model for the Fig. 2-11(a) scenario. Each signal
photon incurs a time delay Ats/2 on its way to the target, a Doppler shift Aws upon
reflection from the target, another Ats/2 time delay en route back to the lidar, where
(without loss of generality) we impose the roundtrip transmissivity q. In what follows,
Ds,(Ats/2) will denote the operator that time delays a signal photon by Ats/2, and
Ds, (Aws) will denote the operator that Doppler shifts a signal photon by AWs.
To begin our development, let us find the best that can be done when only one
photon is returned from the target. Suppose that M transmitted photons are emitted
one at a time by the lidar's transmitter, and that we know both those emission times
and which transmitted photon resulted in the one returned to the lidar 9. Because a
9

The lidar transmitter will employ an SPDC source with a repetitively-pulsed pump laser. Each
signal-idler pair emission then coincides with the occurrence of a pump pulse. By choosing the
source's pulse-repetition time to exceed the roundtrip time delay to the maximum target range of
interest, any returned signal photon must be due to the most recently transmitted signal pulse.
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(a)

(b)
(VV

Figure 2-11: (a) Lidar sensing of target range and radial velocity. 7 is the roundtrip
transmissivity, i.e., the fraction of the lidar's transmitted signal photons that return
to the lidar's receiver. (b) Equivalent quantum-channel representation.
target's range and its radial velocity are then easily calculated from that photon's time
of arrival and its Doppler shift, all that follows will address limits of simultaneous time
and frequency measurements. Furthermore, in our quest for quantum enhancement,
we will assume that each signal photon is entangled with a retained idler photon in
an initial pure state [) and that each idler is stored, in a lossless manner 10, for a
time At, that is sufficient to enable its being jointly measured with its signal-photon
companion should that companion be the one that is returned to the lidar.

2.2.2

Single-photon target-return lidar

When the lidar-to-target-to-lidar roundtrip transmissivity is very low, i.e., r < 1,
then transmission of M ~ 1/7

>

1 photons is necessary for a reasonable assurance

that one signal photon will be returned from that target. To minimize the M value
needed to estimate target range and radial velocity it would be best were it possible to
simultaneously-and accurately-determine the time delay Ats and the Doppler shift
Aws from measurement of a single returned photon. This wish would seem to violate
the Arthurs-Kelly uncertainty relation [221, which states that 6ts and 6ws-the rms
errors when time delay and Doppler shift are estimated from such a simultaneous
measurement-satisfy 6ts 6 ws > 1. However, because our lidar has the retained idler
photon for use in a joint measurement with its returned-signal companion, we will
see that the Arthurs-Kelly inequality can be circumvented. Indeed, starting from
a biphoton state with time-bandwidth product TW > 1 [371, we will show how
"Low-loss optical fiber is currently the best quantum memory for storing a -THz-bandwidth,
1.55-pm-wavelength idler pulse. Such a memory would not be lossless, but initial assessments of
quantum-enhanced sensors have frequently assumed lossless equipment, see, e.g., the initial descriptions of optical-frequency quantum illumination [34, 35]. Moreover, recent work on photonic
quantum memory [361 could ultimately lead to lower-loss storage than optical fiber.
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Sts ~_1/2W and 6 ws ~ 1/2T can be achieved simultaneously from an appropriate
joint measurement.
Our single-photon lidar uses a nondegenerate spontaneous parametric downconverter (SPDC) whose output-for the signal-idler pair that will ultimately be measuredcan be taken to be the biphoton state

[ )=

fdts dt1 V)(ts, ti) ts)s Iti)I with time-

domain wave function given by [37]
4(ts, t1 ) oc et~~2_4cor -t 2+ /4,cr coh
where

It)

-i(Awt_2Lp

(2.1/

-2+wpt+)(.9)

denotes a single photon at time t, t_ - ts - tI, t+ = (ts + t1 )/2, Ucor is the

biphoton correlation time,

-coh is the pump coherence time, Aw - ws - w1 c > 0 is

the difference between the signal and idler's center frequencies, and Wp is the pump frequency. This state's frequency-domain representation, f dws dw,

'(ws,

w1 ) Iws)s lwI)I,

where 1w) denotes a single photon with frequency w, then has the wave function
'IF(Ws, wI) OC e-(W_)

with w_

2

4o_/4-

2

)

oh,

(2.20)

ws - WI and w+ = (ws + w)/2.

The rms time durations of the SPDC's signal and idler photons are identical, and
given by T = Vorch +uc

given by W =
When 0-cor =

2

or/4.

1/16oh

Ucoh,

Likewise, their rms bandwidths are also identical, and

1/4gcr, which we assume to be much less than Aw.

the biphoton reduces to a product of pure-state signal and idler

photons satisfying TW = 1/2. A continuous-wave downconverter, however, typically
has -coh>
1og 2

(2TW) > 1.

Qor

[37], so that T .

Ucoh

>> 1/W

highly entangled, with entanglement entropy SE

2acor, making the signal and idler
l

Conditioned on the biphoton from Eq. (2.19) being the one whose returned signal
and retained idler will be measured, we have that

0(D)) = bst (Ats/2)Ds (Aws)bst (Ats/2) 0
where 0 = [Ats, AWs]T with

T

b, (At,) 4V),

denoting transpose, is the state from which we will
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determine the signal photon's time delay and Doppler shift. Using the Cram6r-Rao
(CR) bound [1, 38, 39, 40], we show, in Section 2.2.6, that unbiased estimators of the
signal photon's time delay and Doppler shift have rms errors that individually obey
6

6ts > 1/2W and

Ws

> 1/2T, and jointly satisfy
5t s 6ws > (1 + 2TW)/8T 2 W 2 .

(2.21)

Without entanglement (TW = 1/2), we recover the Arthurs-Kelly inequality, but
with highly-entangled signal and idler (TW >> 1), we get 6ts 6ws > 1/4TW, which
suggests that 6ts = 1/2W and 6ws = 1/2T might be realized simultaneously. We
next present a theoretical design for a measurement that achieves that goal.
Our first step is to apply the biphoton unitary transformation

Jdws dwi WS

B5i

f

+wi)

2

1

WS - WI
)s 1

2

sII(-

)

dts Jdti its + ti)s Its - ti)1 s(ts| 1 (tij.

=

(2.22)

to the postselected state I@(0)) to obtain the product state, bs1 I4'(6)) = j4s(6))s 0

I,0V-(0))I,

where, assuming Ucoh> ucor, we have that

IOs (0)) s oc

J

dws ei(Ws+Aw)(ts+tr)-(2s-wP-AsS)2T,

2

1w)s,

(2.23)

and

I0

(0)) 1C f dti e-i(Aws+Aw)t/2-(tI-Ats+AtI)

2

W

2

It r )1.

(2.24)

Next, we measure the single-photon frequency observable of the signal photon and the
single-photon arrival-time observable of the idler photon, i.e., Cs = f dws wslws)ss(wsl
and ii = fdt t1Iti)i1 (ti|. Using the resulting outcomes, w-s and t1 , we generate our
time-delay and Doppler-shift estimates At = t + At, and Aw, = 2 Cs - wp. These
"For brevity, we have omitted the time delays that are needed to make this transformation
causal. Assuming a nondegenerate SPDC ensures that both post-Bsi photons will be at optical
frequencies.
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Figure 2-12: (a) Entangled-state and (b) product-state representations of the singlephoton target-return lidar.
estimates are unbiased, (A2t) = Ats and (Aws) = Aws, with standard deviations
1/2W and 1/2T, thus showing that our entanglement-enhanced lidar simultaneously
realizes the CR bounds on 6ts and JwS from a single-photon target return.

2.2.3

Connection to CV-SDC

Figure 2-12 shows entangled-state and product-state representations of our singlephoton lidar for the photon pair that is ultimately measured. In Fig. 2-12(a), we
start from a signal-idler (S-I) product state whose frequency-domain wave function
is proportional to e(2ws-P)

transformation

2

2oh

2

cor./4C

Applying the single-photon unitary

sr to this state then yields the biphoton state from Eq. (2.19),

although in experiments we start from the biphoton state in Eq. (2.19) directly.
After that biphoton undergoes the time delays and Doppler-shift shown in Fig. 212(a), application of Bs converts them back to a product state, from which a signalphoton frequency measurement, &s, and an idler-photon arrival-time measurement,
t1 , provide the information needed for simultaneous Doppler-shift and time-delay
estimates. The product-state source output to product-state measurement input is
thus governed by the single-photon unitary transformation
Bsj[Ds,(Ats/2)bs, (AWs)Ds,(Ats/2)
( 2.25

Di1( Ati)] $s.

)

U
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After simple algebra, U can be rewritten-up to a global phase-as shown in Fig. 212(b):
U = [Ds,(Ats + At,)Ds,(Aws/2)]

®[Dit(Ats- Ati)DI,(Aws/2)].

(2.26)

This form of U acting directly on the same signal-idler product state that was the
input in Fig. 2-12(a) immediately leads to our single-photon lidar's being able to sense
Doppler shift from a signal-photon measurement and arrival time from an idler-photon
measurement.
The preceding U representations bear a clear similarity to CV-SDC [321. In CVSDC, Alice initially prepares quadrature-entangled signal and idler beams with average photon numbers A

>

1, then sends the idler to Bob while retaining the signal.

Next, Alice displaces her signal beam's two quadratures with her analog messages
and sends that modulated beam to Bob. Bob combines Alice's modulated signal
with his retained idler on a 50-50 beam splitter to recover a product of displaced
squeezed-vacuum states from which he can obtain Alice's messages (with a pair of
homodyne detectors) at a capacity double that of coherent-state communication with
average photon-number h. CV-SDC's continuous-variable entanglement preparation,
encoding, and product-state recovery are just like the bs, time delays and Doppler
shift, and Bs, transformations in Fig. 2-12(a).

2.2.4

Lidar with simultaneous HL scaling.

Giovannetti, Lloyd, and Maccone showed [5] that when the M-photon, M-mode,
frequency-domain GLM signal state,

KO)s

oc f dws e-S/4W 2 ®M-=

&Js)sm

interro-

gates a perfectly-reflecting target, then time-resolved detection of all M photons in
the absence of background noise enables the target's roundtrip time delay, Ats, to be
estimated with HL rms accuracy Jts = 1/2MW. Likewise, the M-photon, M-mode,
time-domain GLM signal state, J/)st oc fdts e-S=/4T2

®I> ts)sm,

enables that tar-

get's Doppler shift, Aws, to be estimated with HL rms accuracy 6ws = 1/2MT in this
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Figure 2-13: Schematic for simultaneous time-delay and Doppler-shift measurements
3).
with HL rms accuracies (M
lossless and noiseless scenario. These measurements are an either-or proposition: if an
M-photon GLM state interrogates the target we cannot get both 3ts = 1/2MW and
6 ws =

l/2MT. By sending an M/2-photon, frequency-domain GLM state, followed

by an M/2-photon, time-domain GLM state, time-delay and Doppler-shift measurements with Sts = 1/4MW and

6WS

=

1/4MT can be obtained, but our second lidar

will realize St8 = 1/2MW and 6ws = 1/2MT from transmission of M signal photons.
To simultaneously achieve HL accuracies, we employ two GLM states together
with the M-mode generalization our first lidar's
start from GLM signal and idler states
application of

f_1 $srm.

14

')st

U transformation,

and

4')'m

see Fig. 2-13. We

that are entangled by the

Next, the signal photons illuminate and return from the

target, having accumulated a roundtrip delay Ats and a Doppler shift AWS, while

the idler photons are stored at the lidar for a time At1 . Applying 0N=1Bsim to
the returned and retained photons then undoes the entanglement.

Paralleling the

development of Eq. (2.26), we find that the state transformation for this arrangement
is

[m=bIt(Ats

-

AtI)DI

(AWS/2)]

It now follows that a Doppler shift measurement on the
tons has rms accuracy

.

Us-transformed

(2.27)

signal pho-

o.s = 1/2MT and a time-delay measurement on the

transformed idler photons has rms accuracy 1/2MW.
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U-

2.2.5

Discussion

We have exhibited lidars that provide entanglement-enhanced accuracies in the
simultaneous measurement of target range and radial velocity.

These parameters

are associated with noncommuting observables: a single photon's arrival time and
frequency. Our general scheme of transforming operations with noncommuting generators to commuting observables can be applied to other simultaneous-measurement
scenarios that involve noncommuting generators.
Two final items deserve discussion: idler storage loss and realizing the bs, transformation. Loss of a single idler photon kills the performance gain of our GLM-based
lidar over an unentangled system, but idler storage loss has a more benign impact on
our single-photon lidar. Lossless idler storage enables our lidar to make simultaneous
time-delay (range) and frequency-shift (radial-velocity) measurements at their individual CR-bound limits from detection of one signal photon, an event that occurs with
success probability 77. Without entanglement, however, two signal photons must be
i7 2

.

received to achieve this performance, an event that occurs with success probability

When our single-photon lidar has overall idler storage loss ql, its success probability
is r7. Consider idler storage in a short fiber-loop memory. Such a memory could be
loaded and unloaded with an optically-controlled directional coupler. A portion of the
pump pulse for Alice's SPDC could gate that coupler to load the idler photon into the
memory, and-if the coupler could be arranged to have single-photon sensitivity-the
returned signal photon could gate the coupler to unload the memory's stored idler
photon. A target at 37.5km range would then require 50-km of recirculating fiber
propagation. With 0.2 dB/km fiber loss, that would imply qj = 0.1. So, for -q < 0.1,
as could well be the case, our lidar would enjoy a substantial performance advantage
despite its 10 dB idler storage loss.
We have been exploring how bs1 might be realized using single-photon X(

inter-

actions and linear optics [41, 42, 43, 44, 45]. Our notional scheme, for approximating
it over the bandwidth occupied by the the returned signal and retained idler's biphoton state, is shown in Section 2.2.7. It uses single-photon-sensitive SPDCs to convert
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single photons at frequencies ws and w, to orthogonally-polarized photon pairs at frequencies ws/2 and wrj/2. One photon from each pair is then applied to a single-photonsensitive sum-frequency generator and a single-photon-sensitive difference-frequency
generator to produce outputs at f(ws + wi)/2 and (ws - wi)/2.

2.2.6

Time-frequency Cramer-Rao bound

Let the positive operator-valued measurement H6 on the postselected state 110(6))
be an unbiased estimator of 6. The CR bound [40] on this estimator's error-covariance
matrix, V(6)

=

((6

-

6)(6

-

)T), is

6

> tr[GJ-1 ] + [Vdet(G)/det(Jo)]

tr[GV(6)]

xI (()1[LAts,

LAws]Ik(6))

I,

where: G is an arbitrary 2 x 2 positive-semidefinite real-valued cost matrix; det(-)
denotes determinant;

[p, b]

denotes the commutator &b - b&; Jo is the quantum

Fisher-information matrix, whose jkth element, for j, k = Ats, AWS, is (Jo)jk

4 [Re (Do, (((6)0
Aws, L

)) + (

-= 2 ( 0 ,I

Do, ( (() DOk

(0)) ('(0)|

I())]; and, for j =Ats,
14(0)) 0 o, (0 (0)1) are the symmetric logarithmic

derivatives.
The time-domain wave function of 10(6)) is

=

4'(ts - Ats, tI - AtI)e-iAws(ts-Ats/

2

)

0b (ts, ti)

from which we obtain Jo = 4 diag [W 2 , T 2 ], and 1(0 (0)1[LAts, LAws]IV)(6))l
using G

=

=

4. Next,

diag[1, 0] and diag[0, 1] in the CR bound, we get tS > 1/2W and 6ws >

1/2T. Maximizing the CR bound for G = diag[W2 , zT 2 ] over z > 0 then gives (3):

W24 + 16T2 W 2 (4T26w2 - 1))

> (1 + 2TW) 2/64T 4 W 4

,

s
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Figure 2-14: Notional scheme for approximating the biphoton transform Es
8 . SPDC:
single-photon-sensitive spontaneous parametric downconverter with extended phase
matching. SFG: single-photon-sensitive sum-frequency generator. DFG: singlephoton-sensitive difference-frequency generator.

2.2.7

Approximating BsT

Figure 2-14 depicts a notional scheme for approximating the biphoton unitary
transform

Es8

over the bandwidth occupied by the joint state 1b(0)). The SPDCs

are type-II phase matched and satisfy the extended phase-matching condition [461 over
an appropriately broad bandwidth and they are presumed to have 100% conversion
efficiency for single-photon pumps. Thus a frequency-ws signal photon arriving the
upper SPDC in Fig. 2-14 is converted into a pair of orthogonally-polarized frequencyws/2 photons, and a frequency-wi idler photon arriving the lower SPDC in Fig. 2-14
is converted into a pair of orthogonally-polarized frequency-wI/2 photons. Polarizing beam splitters (not shown in Fig. 2-14) then direct one frequency-ws/2 photon
and one frequency-w 1 /2 photon to a sum-frequency generator (SFG) [47] and the
other frequency-ws/2 and frequency-w 1 /2 photons to a difference-frequency generator (DFG) realized by four-wave mixing with a strong pump beam [48, 49]. Both the
SFG and DFG are presumed to have 100% conversion efficiency at the single-photon
level over an appropriately broad bandwidth. Their respective outputs are thus single
photons at frequencies (ws + w)/2 and (ws - w)/2.
The SPDC and SFG blocks in Fig. 2-14 require single-photon-sensitive x(2) interactions [43, 44, 45], such as those previously considered for use in quantum computation [42] and optimum mixed-state discrimination [50]. The DFG block in Fig. 2-14
employs four-wave mixing with a strong (hence classical) pump, which makes it effectively a single-photon-sensitive X(2) interaction. Thus our notional scheme for re85

alizing the Bs, transformation only requires single-photon-sensitive X
and linear optics.
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2.3

Distributed quantum sensing using continuousvariable multipartite entanglement

2.3.1

Introduction

Single-mode squeezed states enable metrology beyond the standard quantum limit
(SQL). In particular, they can increase the sensitivity of the Laser Interferometer
Gravitational-Wave Observatory (LIGO) [1, 2], and enable sub-shot-noise biological
imaging

[3].

Entanglement, on the other hand, possesses nonlocal properties that

single-mode squeezing does not offer. For example, when the bipartite entanglement
of two-mode squeezed states is leveraged in target detection, it provides a signal-tonoise ratio advantage over that of the optimum classical scheme [4, 5, 6, 7, 8]. Prior
work has shown that multipartite entanglement between distributed sensors could
yield significant sensitivity enhancement in estimating the weighted sum of unknown
parameters in the sensor network [9, 101. However, these distributed quantum-sensing
protocols rely on photonic discrete-variable (DV) multipartite entanglement, which,
to date, can only be probabilistically generated and is extremely vulnerable to environmental loss. Such scalability disadvantage hinders DV distributed quantum-sensing
protocols' being applied in practical situations.
Continuous-variable multipartite (CVMP) entanglement, in contrast, is highly
scalable, because it can be deterministically generated, distributed, and detected [11].
What is equally important is that the quality of CVMP entanglement degrades gracefully in the presence of loss. As such, CVMP entanglement opens an attractive path
90

toward scalable and distributed quantum sensing with robustness to loss. In this
paper, we derive the optimum CVMP entangled state for distributed sensing of fieldquadrature displacement, and find that the optimum state, produced by dividing
a single-mode squeezed-vacuum state with a lossless beam-splitter array, achieves
Heisenberg-scaling sensitivity [12, 13, 14, 15, 16, 17, 18] in the number of sensing
nodes in a network. Moreover, although the entangled state's performance loses its
Heisenberg scaling in the presence of loss, it retains a performance advantage over
individually operating sensing nodes in moderate loss. Furthermore, its implementation only requires the available technologies of squeezed-vacuum generation, linear
optics, and homodyne detection.
The emergence of quantum networks [19], e.g., with fiber-optic connections in
metropolitan areas [20], or with satellite-communication connections [21] over longer
distances, offers a variety of application scenarios for distributed sensing.

Many

continuous-variable quantum key distribution (CV-QKD) protocols rely on fieldquadrature displacements [22, 23, 24], and our sensing scheme could improve joint
calibration of systematic errors in displacement operations in such network settings.
Ultrahigh-precision interferometric phase sensing can be reduced to field-quadrature
displacement measurement for which quantum enhancement can be valuable. Indeed,
as analyzed in Refs. [25, 17, 26] for a model of LIGO and experimentally demonstrated in Ref.

[1],

single-mode squeezed-vacuum injection improves the performance

of a single interferometer. For multiple, spatially-separated, interferometers, our distributed displacement sensor can offer a further quantum enhancement by replacing each interferometer's single-mode squeezed-vacuum input with its portion of a
CVMP entangled state. Additional, more localized, applications of our distributed
field-quadrature sensor arise in cold atom systems. There, angular momentum

[27]

and temperature measurements [28] can be reduced to field-quadrature displacement
measurements, allowing our approach to afford increased sensitivity in multi-node
sensing configurations
Before proceeding, it is worth contrasting the approach we will take with recent
work on distributed quantum sensing [9, 101.
91

Ref. [9]'s distributed phase sensing

required twin Fock-state generation and photon-number resolving detectors to realize Heisenberg scaling, and Ref. [10]'s contribution was a general framework for
distributed sensing showing that measurement precision in estimating the weighted
sum of unknown parameters in the sensor network could be improved by employing
the multipartite entanglement of Greenberger-Horne-Zeilinger states. This section
presents an explicit distributed-sensor design whose CVMP entanglement generation
and distributed quantum measurement can easily be realized.

Distributed field-quadrature sensing

2.3.2

Consider a network of M sensing nodes each of whose optical input (with annihilation operator &m, for 1 < m < M) undergoes an identical real-valued quadrature
displacement a by the unitary transformation U(cx). Our goal is to find the joint state,

#M,Ns,

for the {&m} that: (1) contains Ns photons on average; and (2), after distribu-

tion to the sensor nodes through pure-loss channels with transmissivity 7, minimizes
the root-mean-square (rms) error in estimating a from the ideal-homodyne quadrature measurements, {Re(&') =/vj Re(&,) + a + v/1
the {

m}

-

Re(Bm) : 1 < m < M} with

being vacuum-state modes 12. (Section 2.3.5 shows that our protocol can

be adapted for advantageous sensing of the weighted sum of different displacements
at each node when the transmissivities to each node are also different but known.)
In the remainder of this section we will derive the optimum entangled and separable

#M,Ns

for this distributed sensing problem, and compare their rms estimation

errors.

Optimum Entangled State
The joint state at the inputs to the sensors nodes' homodyne detectors is

PM,Nsr,

(a)

=

M[N(q)

(M,Ns

Mt

12Homodyne-detection efficiencies are typically quite high, and any inefficiencies therein can be
included in the channel transmissivities with minor revisions to our derivations.
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Figure 2-15: Distributed quantum sensor for measuring field-quadrature displacement. SV: squeezed-vacuum state with mean photon number Ns and squeezed noise
in its real quadrature. .A(77): pure-loss channel with transmissivity 0 <7 < 1. U(a):
field-quadrature displacement by real-valued a. homo: homodyne measurement of
the real quadrature.

where

J(,q) denotes a pure-loss channel with transmissivity 0 < q K 1. The dis-

placement a only contributes to the the homodyne measurements' mean values,
{(Re(&'))

=

a + / (Re(am))}, so we shall use
MM
E

(2.28)

[Re(6'M - \/7j(dm))],

M

m=1

_ m/vfM, we can rewrite

as our displacement estimator. By introducing b1 =
aE

as aE = Re(1' - fj(bi))/VM, where bl

V/71 1 +

VM a + -1\-

8 mode being in its vacuum state. It immediately follows that

&E

7

8, with the

is an unbiased

estimator, (&E) = a, whose rms estimation error is
aE = V[ 7Var[Re(b1)] + (1

-

i)/4]/M,

(2.29)

where Var(-) denotes variance. So, to make optimum use of the light available under
the {&m}'s average photon-number constraint, we will assume that these modes are
obtained from passing modes {bm : 1 < m < M} through a lossless, M x M balanced
beam splitter with the b 1 mode having average photon number Ns while the other
M - 1 inputs, {bm : 2 K m < M}, are in their vacuum states. With this beamsplitter arrangement, each &', mode is comprised of a

6 1/VM component plus

vacuum contributions from the {m : 2 K m < M} and 8m modes and the quadrature
displacement by a, as shown in Fig. 2-15.
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Figure 2-16:
(a) Plots of the rms estimation errors, 6aE (solid curves) and Jac
(dashed curves), versus the number of sensor nodes, M, for various transmissivity
values, from top to bottom, ' = 0.95,0.99, 1, with ns Ns/M fixed at n, = 1. (b),(c)
Plots of sensitivity ratio Oa /jaE)2 in dB with Ns = 10. (b) From bottom to top,
= 0.5,0.8,0.9,0.95, 0.99, 1. (c) From bottom to top: M = 5,10, 20, 50, 100, 1000.

squeezed states [29] then imply that 6a' is minimized if the b mode is in its squeezed-

vacuum state with average photon number Ns whose real quadrature is squeezed. The
resulting rms error for this optimum entangled-state input is

1

6
SNs+1+

1

/2

(230)

G) 2

The preceding performance exhibits Heisenberg scaling, in the lossless case, with
respect to the number of sensor nodes. Specifically, when 77 = 1 and the average photon number per node, ns - Ns/M > 1, is kept fixed, we have that 6af ~ 1/4MVfn-,
whereas for the optimum separable-state

1M,Ns,

which we derive below, the rms error

when n = 1 and n, > 1 is fixed has SQL scaling, viz., 6a&

~ 1/4

Mn,. We post-

pone further discussion of Eq. (2.30) until after we obtain the optimum separable-state
PM,Ns for our distributed-sensing problem.

Optimum Separable State
To begin our derivation of the separable state that minimizes our distributed displacement sensor's rms estimation error, it is convenient to first constrain its input
state to be a product state, PM,Ns

=

0m1/,

with average photon number Ns.

Our entangled-state result, with M = 1, tells us that the optimum single-mode state
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is the squeezed-vacuum state with average photon number Ns whose real quadrature is squeezed. It follows then that

#M,Ns

must be a product of squeezed-vacuum

states with squeezed real quadratures whose average photon numbers, {Nm}, satisfy

zM_ 1 Nm

= Ns. Thus, because the M = 1 version of 6ce is a convex function of

Ns for all 0 <

< 1, the best product state for our sensor employs Nm

=

Ns/M

Re(&' )/M being an unbiased estimator with

for 1 < m < M, leading to dp
rms error given by

1/2

a+

S 2 (M (

N

Ns/++-N/

2

(2.31)

From this result we have that the optimum separable state with average photon
number Ns must be a K-fold mixture of the preceding best product states whose
average photon numbers, {Ns,

1

k < K}, sum to Ns. But the rms error in

Eq. (2.31) is a convex function of Ns, hence the optimum separable state for our
problem must be the optimum product state specified above.
In Section 2.3.6 we show that restricting

PM,Ns

to be a Gaussian separable state

with average photon number Ns, and placing no restriction on how the

{6'} modes

are measured to estimate ce, then the rms error is minimized by the optimum product
state that we have just found, i.e., that state saturates the quantum Cram6r-Rao
bound. That said, a non-Gaussian product state could have a lower Cram6r-Rao
bound for this sensing problem, but it would still have SQL scaling in the number of
sensor nodes, even when 7 = 1 [30].

Performance Comparison
We have already seen that 6ag/aP ~ 1/VM when r = 1 and ns = Ns/M >> 1 is
kept fixed. Loss, however, quickly destroys the entangled state's Heisenberg scaling,
as shown in Fig. 2-16(a), which plots logio(Ja') and loglo(6a ) versus loglo(M) for
ns = 1 and various 71 values. The transmissivity required to maintain Heisenberg
scaling in the number of sensor nodes when ns
95

>

1 is quite high: we need 1 - 1 ~

1/4Mns < 1 in this case to get Sa

~ 1/2M V2

. Thus, absent means to realize

near-lossless CVMP entanglement distribution-see below for some discussion of this
point-our sensing scheme's Heisenberg scaling will be limited to local applications
in which q ~_1 can be ensured. Nevertheless, an appreciable performance gain can
still be obtained, for moderate loss, by using CVMP entanglement, as we now show
by examining performance when Ns, instead of ns, is fixed.

Increasing M with ns fixed ceases to be practical for M

>>

1, e.g., for Fig. 2-

16(a)'s M = 104 points the required initial squeezing is more than 40 dB, an amount
that is far beyond experimental state of the art. So, taking Ns = 10, an attainable
value for squeezed-vacuum generation, we plot the sensitivity ratio,
dB, versus M for fixed -q in Fig. 2-16(b), and versus loss (1/

(jap/6ca)2,

in

in dB) for fixed M

in Fig. 2-16(c). Here we see two trends: (1) for fixed M the advantage enjoyed by
entangled-state operation degrades as the transmissivity decreases; and (2) for fixed
17

the advantage enjoyed by entangled-state operation increases and asymptotes to a

finite value as M increases. The first behavior is easily understood, i.e., it is the usual
vacuum-noise degradation of nonclassical performance making the benefit of entanglement less pronounced as transmissivity decreases. The second behavior is interesting.
For lossless (q = 1) operation with M --+ oc and Ns fixed, the individual states in the

product-state scenario converge to vacuum states and hence 6ap -+ 1/2v/M, while
5a, ~ 1/4VMNs. In this regime the af/6ap

-

1/2 N5 afforded by entangled-

state operation matches that of lossless single-node squeezed-state operation versus
lossless single-node vacuum-state operation. Note that quadrature-displacement sensing is possible with vacuum-state inputs, because U(a) converts the vacuum state
to the coherent state 1a). The final point to be drawn from Fig. 2-16(b) is that
entangled-state operation can offer a performance gain over product-state operation
for moderate loss values, e.g., at Ns = 10, M = 20, 1 = 0.9, we get an 8 dB sensitivity

advantage.
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2.3.3

< q < 1.

Applications

There are a variety of applications in which field-quadrature displacement sensing
plays a central role. CV-QKD protocols using coherent states [22, 23, 24], for example, rely on precise displacement operations for their security. Our scheme can thus
enable accurate joint calibration of displacement operations among multiple nodes in
a quantum-secured communication network. As seen in earlier, however, the utility of
our distributed sensor for CV-QKD will be severely limited if the low transmissivity
of long fiber connections cannot be mitigated. Toward that end, continuous-variable
entanglement distillation [31, 32, 33, 34] and quantum repeaters [35, 36], once implemented, can accomplish that mitigation.
While awaiting developments that will permit long-distance operation of our
entanglement-based displacement sensor, it has local (high-transmissivity) applications in cold-atom systems. Quantum nondemolition detection of such systems' spin
degree of freedom imprint the atoms' spin angular momentum on a light beam's field
quadrature [27]. Based on this effect, measuring the temperature of a cold-atom system can be reduced to measuring an optical field's quadrature displacement [28]. In
this scenario our scheme can reduce the rms estimation error in measuring the average
temperature of a collection of locations within a cold-atom ensemble.
Interferometric phase sensing is arguably the oldest and still widely employed
optics-based sensor.

Hence successful application of our distributed displacement
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__

2=

M

sensor to interferometric phase sensing would be of great significance. Single-mode
squeezed-vacuum and coherent state inputs have already been used [25, 171 to obtain
quantum-enhanced performance from a phase-sensing interferometer.

Figure 2-17

illustrates how that arrangement can be extended to a network of Mach-Zehnder
homodyne-detection interferometers that are driven by a combination of a CVMP
entangled state and coherent states. For now we assume that: all interferometers
have the same JA05

< 1 phase shift; the CVMP entangled state is obtained by

passing a squeezed-vacuum state-with average photon number Ns with squeezed
noise in its imaginary quadrature-through the same beam splitter used in Fig. 2-15;
and the {iim} modes are all in their coherent state |

Nv)m. Then, to first order, we

have that
' vF? [(1 - i A4/2)&m + iibmA#$/2)] +

1-- r 8m,

(2.32)

where the {8m} are in their vacuum states, from which we see that A0 is embedded
in a field-quadrature displacement, a
2

A1 Im(&')/gqN, M,
= 26c /
7A#

vN,

=

i NC Aq/2, of the

{m}.

Thus, /oq$E

is an unbiased estimator of A0 whose rms estimation error,

is

Ns+1

s1

M(2.33)
-+

In the absence of loss, with ns = Ns/M and Nv fixed, this system has Heisenberg
scaling in the number of interferometers. Loss can kill this Heisenberg scaling, but
for moderate loss an entanglement-based advantage-over a separable state systemstill exists. Once again, continuous-variable entanglement distillation or repeaters
will be needed to make our approach suitable for widely separated interferometers.
Note that an individual interferometer from Fig. 2-17 was considered in [25, 17, 26]
as a model for improving LIGO [1, 2] by squeezed-vacuum injection (SVI). Thus
if multiple interferometers located observe correlated phase shifts-and transmission
loss can be mitigated-our entanglement-based scheme can be further improve phasesensing precision, and to do so only requires replacing product-state SVI with CVMP
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entangled-state injection.

2.3.4

Conclusions

We have shown how the precision of field-quadrature displacement in a quantum
network setting can be improved by use of CVMP entanglement. Previous work [151
has shown that similar improvement can be obtained in a sequential manner by repeated interaction with a single system. Our scheme, however, enables all measurements to be performed simultaneously, albeit at the cost of having multiple measurement nodes, and hence is much better suited to sensing transient events. Immediate
applications of our work will likely be confined to localized sensor networks, for which
high transmissivity entanglement distribution is possible. Applications to sensor networks that span long distances will require loss-mitigation technology development
to make our scheme practical.

2.3.5

Different transmissivities and different displacements

Here we show how CVMP entanglement can be used to advantage in a modified Fig. 2-15 scenario when known channel transmissivities, qr = (771, 2,1 ..

, 77M),

and unknown real-valued field-quadrature displacements, {am}, are different for each
individual sensor. In this scenario the joint state at the input to the sensor nodes' homodyne detectors is

i6M,NS,7

=

LmU=1rn (am)]M

m((m)(M,N)

m(1

The goal is to obtain a minimum rms error estimate of d_

(m)].

wmam, where the

weights, {Wm}, are non-negative and sum to one. Suppose that the balanced beam
splitter in Fig. 2-15 is replaced with an unbalanced beam splitter that, when its nonvacuum input is a single-mode squeezed-vacuum state with average photon number
Ns and squeezed noise in its real quadrature, results in bI1
being in that same squeezed-vacuum state, where W

ZEm_

ZZU

leling the optimality derivation presented earlier, we have that d
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1
1 wm V m

&m/W

W2 lm. Then, paral-

Z M-

wmRe=1')

is an unbiased estimator of d with the minimum rms error,
iaE

_

7

2

(

+_

Ns+ 1+

(2.34)

1/

Ns)2

under the average photon-number constraint, where f-

and

2

.

ZM~l WM,7m/W

1 w2

The optimal Gaussian separable-state scheme, for the scenario under consideration
here, again employs a product state, but its performance
6a? =

min
=1 Nm=Ns
-

-M

m

(VNm+1

_

2

+1-7]M

(2.35)

/4

Nm

)

W

1/2

cannot be found in closed form.
For a given transmissivity vector r, with am = a for all m, we can further optimize
over the {Wm} in Eqs. (2.34) and (2.35) to obtain minimum rms-error estimates of a.

2.3.6

Cramer-Rao bound for the optimum Gaussian separable
state

Here we shall obtain the quantum Cram6r-Rao (CR) lower bound on the rootmean-square (rms) estimation error 6as of the optimum unbiased estimator for an
unknown displacement a in the Fig. 1 setup when the joint input state to the M pureloss channels in that figure is a Gaussian separable state with total average photon
number Ns, and no restriction is placed on the way in which the

{d}

modes are

measured. From Refs. [37, 38, 39] we have that

6a

;> 60ZCR

1IF[MNS,7(a)]

100

(2.36)

where

IF[PM,Ns,r,(a)]

lim 81-

F[pMNs,(a),

M,Ns,(a +

(237)

/2

gives the Fisher information [40] in terms of the Uhlmann fidelity [411, F(&1, &2)
Tr(

&2 V

)], between states &I and

&2. The convexity of Fisher information

implies that 6as = 6a , where 6a is the rms error of the optimum unbiased estimator
of a for a Gaussian product state, under the same average photon-number constraint.
Let

#M,Ns

=

Om=1PNm

nels in Fig. 1, where

be the Gaussian product-state input to the pure-loss chan-

I3 Nm,

the Gaussian state sent to the mth sensor node, has

average photon number Nm and EM- Nm = Ns. The joint state at the inputs to
the sensors nodes' quantum measurements is thus
PNm,ii(a)

q

-m,Ns,

=iNm,ii(a), with

(a)[q)()Nm)]U(a), which is also a Gaussian product state.

E F N,,7(a)], so the For
op- product states we have that

=

IF[M,Ns,9,(a)]

timum product state's rms error satisfies
M

6aP

(2-38)

1 /Z[in INm,.
m=1

6aCR =
PM,NS

To evaluate this minimum we will first find maxNm IF (Nm,(a)1,

when

PNm

is a

single-mode Gaussian state with average photon number Nm.
The single-mode Gaussian state i3 Nm is completely characterized [42] by its quadratures' mean vector am and covariance matrix Vm, where we take those quadratures to
be Re(&m) and Im(dm). Then, writing
G(V/

I 3 Nm

as the Gaussian state pG(am, Vm), we get

am + a, Vm + (1 - r)1/4) for the Gaussian state pNm,i(a), where a

and I is the 2 x 2 identity matrix, and we get
the Gaussian state

INm,,(a

AG(\'

=

[a, 0]

am + a - E, qVm + (1- ,)I/4) for

+ 6), where E - [c, 0]. The quadrature covariance matrix
,

of an arbitrary ,G(am, Vm) can always be written in the form Vm = RoVdiagRo
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where Vdiag= Diag[(2nm + 1)er- /4, (2nm + 1)erm /4] with rm > 0, n_ > 0, and

sin(0)

cos(O)

(2.39)

- sin(6) cos(0)
With this Vm representation we can use Ref. [43] to evaluate the Uhlmann fidelity
between ,G(f am + a, 1 Vm + (1 -,q)1/4) and iG( (

am ~ a + E,

qVm +

(1 -

I)I/4).

Using the result of that evaluation in Eq. (2.37) gives us
4{er(1 - 77) + (2nm + 1),[e 2rm cos 2 (0) + sin 2 (O)]}

'(

(2.40)

(erm (1- 1I) + (2nm + 1),q)[(2nm + 1)7erm + 1 - 7]

This expression's maximum over 0 and nm occurs when 0 = nm = 0, in which case we
get maxo,nm IF

= 4/(,e-r

km,n(a

+ 1 - 7) with

Nm = amam

+ [cosh(rm) - 1]/2.

From this result it is clear that am = 0 is optimum, and we find that

Nm)

2

+

4j

(2.41)

1

(2.42)

+

(4(VNm+ 1

.

max IF[pNm, 77(a)=
PNm

At this point we have that
=
6as = 77 aP
77
7 >
- 6aC

mi

EMZ=1 Nm=Ns

M
=\ - \f m + 1 +VNm)2

2
Because maxNm IF (Nm,,

(a)) is a concave function of Nm, the preceding minimum

is achieved by Nm = Ns/M for 1 < m K M, hence we have the quantum CR bound
for Gaussian separable states:
6aS =

P

77 77

>

6aCR

_

2

102

1/2

(2.43)

+1.

X

MsM +1+

Ns/M)2

M

We showed in Sec. 2.3.2 that this CR bound performance is achieved by modal homodyne detection using the estimator dp = E

= Re(&)/M when PNS,M is an

M-fold tensor product of squeezed-vacuum states each with average photon number
Ns/M and squeezed noise in their real quadratures, i.e., an M-fold tensor product of zero-mean Gaussian states with covariance matrix V = Diag[e-'/4, er/4] and
cosh(r) = 2Ns/M + 1, as found above.
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Chapter 3
Entanglement-enhanced
communication
In Section 3.1, I will introduce my work on the additive classical capacity of
quantum channels assisted by noisy entanglement [1].
In Section 3.2, I will introduce my work on the superadditivity of the classical
capacity with limited entanglement assistance [2]. An extension along this line of
work can be found in Ref. [3]
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3.1

The additive classical capacity of quantum channels assisted by noisy entanglement

Communication channels model the physical medium for information transmission
between the sender (Alice) and the receiver (Bob). Classical information theory [1, 2]
says that a channel is essentially characterized by a single quantity-the (classical)
channel capacity, i. e. its maximum (classical) information transmission rate. However, quantum channels [3] can transmit information beyond classical. Formally, a
(memoryless) quantum channel is a time-invariant completely positive trace preserving (CPTP) linear map between quantum states. Various types of information lead to
various capacities, e.g., classical capacity C [4, 5] for classical information transmission
encoded in quantum states and quantum capacity Q [6, 7, 8] for quantum information transmission. For both cases, implicit constraints on the input Hilbert space,
e.g., fixed dimension or energy, quantify the resources. Resources can also be in the
form of assistance: given unlimited entanglement, one has the entanglement-assisted
classical capacity CE [9]. Ref. [10, 111 provide a capacity formula for the trade-off
of classical and quantum information transmission and entanglement generation (or
consumption).
With the trade-off capacity formula in hand, it appears that the picture of communication over quantum channels is complete. However, our understanding about the
trade-off is plagued by the "non-additivity" issue [3], best illustrated by the example
of C. The Holevo-Schumacher-Westmoreland (HSW) theorem [4, 5] gives the oneshot capacity CM) (T) of channel T, which assumes product-state input in multiple
channel uses. Consider the tensor product channel TOM, it may have one-shot ca1 ('F ®K) > MC( 1 ) (T), since it allows the input state of TM to be entangled
pacity CM
1

across M channel uses of T (M-shot). C (T) is then given by the regularized expression as limmu,

0

1 (
CM

m0) /M, which is difficult to calculate since the dimension

of the input states of TOM is exponential in M.
1 (
erty CM
4 1

C (4)

-

N)

1 (T).
CM

=

If we have the additivity prop-

MCM' (4), the formula of the capacity is greatly simplified, i.e.

However, both C [12] and Q [13] are known to be non-additive.
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Without additivity, quantification of the trade-off is in general infeasible.
An exception is the (unlimited) entanglement-assisted classical capacity CE [9]Since it has the form of quantum mutual information [14, 15], CE is additive [9, 16].
One immediately hopes that the additivity can be extended to classical communication assisted by imperfect entanglement, since entanglement is fragile. Many such
scenarios have been explored, e.g. superdense coding (SC) over a noisy channel assisted by noisy entanglement [17, 18, 19, 20, 21, 22], noiseless channel assisted by
noisy entanglement [23] and noisy channels assisted by limited pure state entanglement [24]. However, all results are in general non-additive as expected [25], since the
above imperfect scenarios include the case with zero entanglement assistance-the
non-additive C.
In this section, we obtain an additive classical capacity formula for a noisy quantum channel T assisted by resources such as noisy entanglement. In the most general
formalism, Alice sends an optimized ensemble of (possibly mixed) states PiE to Bob,
with signal S through the channel T and an ancilla E pre-shared through the identity channel I. Each P'E is constrained by some resource, e.g. by the entanglement
between S and E. Here, similar to SC, we consider a restricted scenario of two-step
signal preparation-resource distribution and encoding (see Fig. 3-1). Each piE is
obtained by encoding on S from a certain state PSE- Moreover, the resource is constrained by the correlation between S and a "witness" W-a purification of (S, E).
In the resource distribution step, W is made inaccessible to both Alice and Bob.
Instead of explicitly quantifying the available resource (between S, E) as in Ref. [24],
we describe the resource implicitly by quantifying the correlation between S and
W-the unavailable resource-by K > 1 inequalities

Qk (Psw)

Yk, k

c [1, K]

(3.1)

on psw, where each Qk (-) is a function on bipartite states. We denote Eqn. 3.1 by

Q (psw) > y. While Ref. [9, 24] only considered pure state entanglement, the form of
resources in our case can be arbitrary by choosing different Qk (), e.g., noisy entangle110

ment, cross correlation [26, 28, 27] or quantum discord [29]. However, entanglement
measures are more meaningful to consider because: (1) they respect the unitary equivalence of the purification W; (2) constraints on the entanglement between S and W
leads to constraints on the entanglement between S and E-a property known as
monogamy [30, 31, 32, 26].
Here we give an example of Eqn. 3.1-the quantum mutual information [14, 15]
I (S : W) > y, y C [0, 2log2 d] for qudit S. When y = 210g 2 d, psw is pure and thus
E and S are uncorrelated. Since entanglement across multiple channel uses is also
excluded here, the additivity of our capacity does not contradict the non-additivity
of C. When y = 0, the optimum has W and S in a product state and PSE pure
as in Ref. [24]. This gives the case of Ref. [9]. For intermediate values of y, pSE is
mixed and signals across multiple channel uses can be entangled, thus the additivity
of our capacity is non-trivial. This example illustrates the desired property of function
Qk (-)-the correlation between S, W increases when Qk (-) increases, with the two
end points corresponding to psw pure and product state.
In the encoding step, Alice performs a quantum operation Ex [33] with probability
Px (x) on S to encode a message x, resulting in S' as the input to I. In multiple
channel uses, the encoding is a set of classically correlated separate operations-local
operations and classical communication (LOCC) [34]. ps is constrained to be in
B (Hs)-density operators on Hilbert space Ns, and the encoding is constrained to
be in a certain set, i.e., (Px (-), E.) E G. Upon receiving T's output B, Bob makes
a joint measurement on B and E to determine x. The capacity of the above scenario
is given as follows.

Theorem 1 (Classical capacity with limited resources and LOCC encoding.) With
resources constrained by V

{ (Px (

E),
.) E G, ps E B (7S) , Q (psw) > y }, sup-

pose G allows arbitraryphase flips, the classical capacity of the quantum channel T
is

XL (T)

max S

Px () T oEX [PsI
111

Figure 3-1: Schematic of a single channel use.
w

s

CCr:

Nj

Figure 3-2: Schematic of M channel uses.

-

SPx (x) Eg4

[psw ],

(3.2)

where <be, is the complementary quantum operation to 'I'og>, the entropy gain E4 /35j
of a CPTP map g5 on state p is defined by E4 [p] =S (q$ [p])

-

S (p), and the max-

imization is over the encoding (Px (-), e.) and psw. Eqn. 3.2 is additive when the
constraint has a separable form on each channel use and the encoding is LOCC.
We make two clarifications about the theorem. First, a schematic of <be is given
in Fig. 3-1. The encoding CPTP map e, is extended to a unitary operation U, on
S and an environment C in the vacuum state, resulting in 5' in state e, [PS] and
C'. 5' is sent to Bob through 'I, whose Stinespring's dilation is a unitary operation
Uon 5' and an environment N in the vacuum state, producing B for Bob and
an environment N'. We define <be, as the CPTP map from ps to P'C,, given ex.
Second, by a separable form of constraints on each channel use, we mean constraints
expressed by a set of inequalities, each involving states only in a single channel use
(see Eqn. 3.3).

We have given our main result Theorem 1 in a single channel use scenario. In order
to prove additivity, we need to consider multiple channel uses (Fig. 3-2). Before that,
we make a few more comments. First, for generalized covariant channels, including
covariant [36] channels and Weyl-covariant [37] channels, Eqn. 3.2 can be simplified.
More details are given in corollary 2.
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Next, we discuss the relationships with other capacities. If G allows arbitrary
encoding, one can choose to replace the original signal state with an optimal set of
pure states, which guarantees that XL

C

- With all encoding operations unitary,

we obtain another lower bound X1. When Yk's are maximum, XL = C('); when Yk's
are minimum, XL = CE; Note when arbitrary phase flips are not allowed, the r.h.s.
of Eqn. 3.2 upper bounds XL, and it is still additive while XL might not be. We also
point out that Ref. [24] and our result are different in the sense that neither of them
can be reduced to the other. If E.'s are not unitary, then the environment C' is never
sent to Bob. This is different from Ref. [241, where all purification of the signal is
sent to Bob. If we restrict E&'s to be unitary, the input states in Ref. [24] do not need
to be related by unitary operations, different from our scenario [42].
Finally, we emphasize the application of our results. Our capacity formula provides
an additive upper bound for the general eavesdropper's coherent attack [38, 39, 40, 411
information gain for various two-way quantum key distribution (TW-QKD) protocols [28, 58, 59, 60, 52, 53, 54, 51, 55, 56, 57j. The constraint in Eqn. 3.1 appears in
security checking of TW-QKD protocols, where two parties verify properties of their
state psw to constrain the eavesdropper's benefit from (S, E) (details in corollary 3).
Obtaining upper bounds for eavesdroppers in TW-QKD is more complicated than
for one-way protocols due to the simultaneous attack on both the forward and the
backward channels. Only special attacks [52, 53, 54, 55, 56, 57] or general attacks in
the absence of loss and noise [58, 59, 60] have been considered. Despite this difficulty,
a TW-QKD protocol called "Floodlight QKD" has recently been shown to have the
potential of reaching unprecedented secret key rate (SKR) [28, 51]. Consequently,
our upper bound is crucial for high-SKR QKD.
Multiple channel uses. -Now

we extend the single channel use scenario to M > 2

channel uses in a non-trivial way that allows an additive classical capacity (Fig. 4-5).
We keep the same notation for all the modes except for adding a subscript to index the
channel use. For convenience, we introduce the short notation S =

{ Sm

: m E [1, M]

I

for input signals, with its states ps E B (R'm), and also W for arbitrary inaccessible
witness and E for arbitrary ancilla. Then the initial state (S, E, W) is pure.
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The allowed encoding operations in M channel uses are LOCC, i.e., they can be
classically correlated, satisfying some joint distribution Px (-), where X = (X 1 ,
denotes the symbols in M channel uses. Conditioned on the message x - (Xi,
the encoding operation is E, = om 1 xxm.

,I..
XM)
, XM),

Again the CPTP map ex can be ex-

tended as a unitary operation OmM 1Uzm, which takes in the signals S and the environment C

{ Cm : m E [1, M] } in the vacuum state and produces the encoded

signals S' = { S' : m E [1, M] } and environment C' = { C' : m E [1, M] }.

Each

encoding operation Exm with its own marginal distribution Pxm (.) is still constrained
to be inside the same set G.
After the encoding step, each Sm' is sent through T separately.
spring's dilation of TOM takes S' and an environment N =

{ Nm

The Stine-

: m c [1, M]} in

the vacuum state as inputs and outputs B = { Bm : m E [1, M] } for Bob and the
environment N' = { N' : m E [1, M] }.

Bob decodes the message by joint mea-

surements on (B, E), where the pre-shared ancilla E provides resources quantified
by the constraint
W

{ Wm : m

C

Q (psmW)

> y, m E [1, M]. One can also consider M witnesses

[1, M] }, with constraints on each signal-witness pair,

Q (PSmWm)

> y, m E [1, M].

(3.3)

Note that both constraints have a separate form on each channel use, allow entanglement between Sm's across channel uses when y is not maximum and give the same
additive capacity formula in theorem 1 [42].
Proof of theorem 1.- With the M-channel-use scenario established, we now prove
theorem 1. The one-shot classical capacity of the product channel XF 0 I for (S', E)
is given by the constrained version of the HSW theorem

XLF) = max

S (BE)

PX (X)S (p)

(3.4)

where the maximization is over the encoding (Px (E),&.)and the source psw constrained by V, and pB= (= o Ex) & -[pSE],
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with PBE =YjX Px (x) p

. Because

(S, E, W) and N, C are pure, S (PE)

=

is pure, conditioned on x. Thus S (p)

S (psw); it also follows that (B, E, W, N', C')
=

. Using the sub-additivity of

(p

von Neumann entropy on S (PBE) and combining the above equalities,
XL ( ) _XB (T) - max{S(pB)
EPx (x) [S (p!!CIw

- S (Psw)]

.

(3.5)

Noticing that <DEI

maps S to N'C', Eqn. 3.5 can be expressed as XLB

()

-

X

maxv F [psw, ( Px (-) , E. )], where
F [psw, (Px (-) ,P ) S(PB) - ZPx (x) E4,,s i[psw ] .

(3.6)

It's subadditive since EO is superadditive [421.
Now we switch to the M channel uses scenario to prove additivity. If we adopt
constraint 3.3, the overall constraint V(M) is in a separable form of { Vm, m E [1, M] },
where Vm

-{

(Pxm (-) , E.) c G, pSm E B ('Ws), Q (pSmwm) > y }.

This separable

form and the LOCC encoding allows the upper bound [42]
M

XB

(®M)

<

max F [psmwm, ( Px.),.),
M=1"

which can be achieved [42] by block encoding [24], leading to Eqn. 3.2 since

PB

=

EX
PX WT 0x FX PS].

Special case: generalized covariant channels. - Consider a d-dimensional channel
T, we define its covariant group G (I) := {U E U(d) : V density matrix p, E V E
U(d), s.t. T (UpUt) = VT (p) Vt}, where U(d) is the d dimensional unitary group.

If there exists a subset Gu (I) c G (T) of size d2 such that

ZUXEG()

UxMU = 0

for all d x d traceless matrices M [23], we call T generalized covariant. Generalized
covariant channels include covariant channels [36] and Weyl-covariant channels [37],
and they allow a simplification of theorem 1 [421.
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Corollary 2 With arbitrary qudit state as input and arbitrary encoding, and re-

Q (psw)

sources constrained by

> y, the classical capacity of a d-dimensional gener-

alized covariant channel IF is

XL (4)

=

E<.,®i[psw].

min

S (T(I/d)) -

(3.7)

Q(psw)>y

It is additive when the constraint has a separableform on each channel use and the
encoding is LOCC.

Note that the encoding being considered is E plus unitaries in GU (4). Lower bounds
of XL (4) are obtained by choosing special F; if E
complementary channel
to a pure state inside

7

=

I (unitary encoding), <bE is T's

and we recover X' (4); if E = R, the map from all states

4C

s, we recover C(. Note here we do not require phase flips to

guarantee achievability.
For the QEC [61], Eqn. 3.7 can be further simplified to

XL (4) = max (1 - e) (log 2 d - Eeco® [psw]),
Ppsw

where c is the erasure probability [42]. Let the quantum mutual information be the
bipartite correlation measure in
bound [421 X1

= CE

lower bound is C(M)

(1

-

-

C

Q (psw)

> y.

y/ (2 log 2 d)) , where CE
-

CE/2 [62].

One can further obtain the lower
=

(1 - E) 2 log 2 d [14]. The other

We observe that: at y = 210g 2 d, psw is

1 ) while Xmaximally entangled thus ps = I/d, XL = CM

=

0; at y = 0, XL

=

X=

CE-

These two points are generic for all channels; when 0 < y < 210g 2 d, it is open what
e allows XL (4) to exceed max

[Xi, C()].

Numerical results of quantum depolarizing

channel [15] suggest similar scaling behaviour with y [42].
Application in quantum cryptography.- We apply theorem 1 in TW-QKD protocols to bound the general eavesdropper Eve's (coherent attack) information gain.
Fig. 3-3 shows a general TW-QKD protocol [59]. First, party-i prepares a pure signalreference pair (R, W). Reference W is kept by party-i and a portion of it is used for
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- -*

4-
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Operation
-

Party-2's

*

I
Measurement

I

Eve's
Measurement

Encoding
Hl
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-

Figure 3-3: Schematic of two-way QKD. The dotted circles highlight the three modes
in the resource distribution step.

security checking

'3.

Then the signal R goes through the forward channel controlled

by Eve to party-2. Eve performs a unitary operation on R and the pure mode V,

producing her ancilla E and S for party-2. Note that in multiple channel uses, Eve's
unitary operation can act on all signals jointly.

Upon receiving S, party-2 uses a

portion of the S for security checking and encodes a secret key on the rest of S by
a chosen scheme (Px (-), E.). The security checking by party-1 and party-2 jointly
measures some functions Q (psw) of the state psw. Then the encoded signal goes
through channel T in party-2 (e.g., device loss, amplification), leading to the output
mode B, which is sent back to party-1 through the backward channel controlled by
Eve. Finally, party-1 makes a measurement on the received mode and reference W
to obtain the secret key.
Corollary 3 In the TW-QKD protocol given above, the information gain per channel
use of the eavesdropper's coherent attack is upper bounded by XL ()

=

maxp,

F [psw, ( Px (-) , E.)], where F [-] is defined in Eqn. 3.6,and the maximization is constrained by security checking measurement result Q (,psw) = y and pw fixed.
Proof. To upper bound Eve's information gain, we give Eve all of B. This concession
to Eve will not substantially increase Eve's information gain in long distance QKD,
since the return fiber loss

< 1 (e.g., ~ 0.01 at 100 kilometers), which means almost

all the light is leaked to Eve. Eve makes an optimal measurement on all (B, E) pairs
in multiple channel uses.

In a single run of the QKD protocol, (S, E, W) is pure after Eve's unitary oper13

This is realized either by a beam-splitter or a switch between security checking and key generation.
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ation, the same as the scenario for theorem 1. Here W is the witness-kept locally
by party-1 and inaccessible to Eve; E provides the resource as the pre-shared ancilla. The multiple QKD protocol runs also fit in our scenario. Moreover, party-1 and
party-2 perform security checking to obtain constraints in the form of Eqn. 3.1 and
Eqn. 3.3 on psw. Controlled by party-2, the encoding operations are always LOCC.
Eqn. 3.2 upper bounds the information gain per channel use of Eve's coherent attack.
U

Special case: Gaussian protocol.- If party-2 chooses the Gaussian channel T
covariant with the unitary encoding, similar to corollary 2, XL (T) in corollary 3 has
F [psw, ( Px (-),E. )] = S(PB) - Ecoj[psw] .

(3.8)

For Gaussian protocols, the source (R, W) and the channel T are Gaussian. The security checking functions are the mean photon number of S, and the cross-correlation
between S and W-both are functions of the covariance matrix Asw of psw. As a
simplified form of Eqn. 3.6, Eqn. 3.8 is subadditive. Moreover, W is Gaussian and
passive symplectic transforms [27] over S preserve Eqn. 3.8 [28], so the Gaussian extremality theorem [63] applies. With all constraints on Asw, Eqn. 3.8 is maximum
when psw is Gaussian. Thus for Gaussian protocols, the collective Gaussian attack
is the most powerful.
Discussion.-In future work, constraints in expectation value forms, i.e. E [Qk (Psw)]
Yk,

extension of corollary. 2 to infinite dimensional systems and explicit evaluation of

the capacity of QEC are of interest.
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3.2

Superadditivity of the classical capacity with limited entanglement assistance

In Shannon's classical information theory [1], a classical (memoryless) channel is
a probabilistic map from input states to output states. This has been extended to
the quantum world. A (memoryless) quantum channel is a time-invariant completely
positive trace preserving (CPTP) linear map from input quantum states to output
quantum states [2]. A classical channel can only transmit classical information, and
the maximum communication rate is fully characterized by its capacity. A quantum
channel can be used to transmit not only classical information but also quantum information. Hence, there are different types of capacity, such as classical capacity C
for classical communication [3, 4], and quantum capacity Q for quantum communication [5, 6, 7].
Since quantum channels transmit quantum states, and quantum states can be
entangled with other parties, it is natural to ask if entanglement can assist the communication. This was first considered by Bennett et al., who showed that unlimited
pre-shared entanglement could improve the classical capacity of a noisy channel [8, 9J.
Shor examined the case where only finite pre-shared entanglement is available and
obtained a trade-off curve that illustrates how the optimal rate of classical communication depends on the amount of entanglement assistance (CE tradeoff) [10]. One can
also consider how entanglement (E), classical communication (C), or quantum communication

(Q)

can trade off against each other as resources. The tradeoff capacity of

almost any two resources was studied by Devetak et al. [11, 12], such as entanglementassisted quantum capacity (QE tradeoff). Subsequently, the triple resource (CQE)
tradeoff capacity was also characterized [13, 14, 15].
However, almost all the capacity formulae above are given by regularized expressions. They are difficult to evaluate, because they require an optimization over an
infinite number of channel uses, which is typically intractable. The existence of this
regularization is because entanglement across different channel uses can sometimes
protect information against noise and improve the communication rate, a phenomenon
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IE
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(a) No
entanglement
assistance

(b) Limited
entanglement
assistance

I
I

I

(c) Unlimited
entanglement
assistance

Figure 3-4: Consider a channel K for classical communication, with additive classical
capacity. We have the following three scenarios. (a) Entanglement across channel uses
does not help if we do not have any assistance. (c) Entanglement across channel uses
also does not help if we have unlimited entanglement assistance (this is always true
regardless of the channel). The question addressed is case (b), whether entanglement
across channel uses can help if we have some entanglement assistance.

often called superadditivity. Superadditivity has long been known to be the case for
quantum capacity [16, 17], but remained undiscovered for classical capacity until
Hastings gave an example [18]. One exception is the entanglement-assisted classical capacity CE [9, 19]. An intuitive understanding of the additivity of CE is that
the best way to use entanglement is to pre-share it to the receiver, but not across
different channels. The need for regularization for various capacity formulae represents our incomplete understanding of quantum channels, as one cannot find the
optimal transmission rate and best encoding strategies. Thus, an important goal in
quantum Shannon theory is to characterize quantum channels with additive capacities. For classical capacity, many such channels are known, including unital qubit
channels [20], entanglement-breaking channels [21], etc. For quantum capacity, there
are also examples like degradable channels [11]. Additivity for the double or triple
resource tradeoff capacity has also been considered, but many fewer examples are
known [22].
One can also ask if it's possible to characterize the additivity of a capacity region
(e.g. CE tradeoff) from some of its subregions (e.g. C). This has been shown to be
possible for QE tradeoff, as additivity of Q implies the additivity of quantum capacity
with any amount of entanglement assistance [12]. However, the same problem is open
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for CE tradeoff. This question has only been recently explored [23], where one can
restrict the encoding and constraint on entanglement to make it additive.
In this section, we consider the implication of additivity of the classical capacity on
the CE tradeoff region. Suppose C is additive, this means we can look at each channel
separately and entangled input states do not help (Fig. 3-4a). The same is true if
there is unlimited entanglement assistance (Fig. 3-4c). But with limited entanglement
assistance, it is unclear whether entangled input states could help (Fig. 3-4b). We
answer the above question affirmatively. We show that there exists a channel K
such that the classical capacity is additive, but with some entanglement assistance
P, it becomes superadditive. We give a schematic plot of our CE tradeoff curve in
Fig. 3-5a.
To describe our results precisely, we need to first review a few key notions and
results in classical capacity. To transmit classical information, Alice picks a set of
signal states pi with probability pi (denoted as {pi, pi }), and sends them through the
channel 4) to Bob. The 1-shot classical capacity (i.e. Holevo capacity) [3, 4] of 4 is

C() (() = max S

(Z

(D (P)

-

piS ( (pi)),

where S (p) = -tr (plog(p)) is the von Neumann entropy. This is the maximal rate
of reliable classical information transmission achieved using tensor products of states
pi, hence the "1-shot" classical capacity 14. If we can use input states which are
entangled across n channel uses, we obtain the n-shot classical capacity C(") (1) =
C( 1 ) (J)f") /n.

C (1) = limn_,,, C(n) (4) denotes the (regularized) classical capacity,

and is the ultimate limit of reliable classical information transmission through P. If
C (D) is additive for channel 1, i.e. CC") (D) = CM) (() for all n, then we use C (4) in
place of CC") (4).
Now consider the scenario where the purifications of the states pi are pre-shared to
Bob, who can use them together with the states he receives through 4D for decoding. If
' 4 This is not to be confused with the E-1-shot classical cacapity, which is the amount of information
transmitted through a single use of the channel, with the average error probability less than E.
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we restrict the average amount of pre-shared entanglement to be P ebits per channel
use, we arrive at the 1-shot classical capacity with entanglement assistance P

[10],

denoted as C5 ( D),

(<)

C5P

'i

+ S

<D

piS (pi)

max

=

1piPil
is(pi<P

EPAp

-

pis (<D & -T(0i)),

where Oi := q0i) (oil is the density matrix of pi together with a purification. This is
also achieved using inputs which are tensor products of states pi. Similar to classical
capacity, there is C)

(<D)

= C2 (<D)

/n and Cp (4D). Note that the above formula

works for any P. In particular, when P

=

0, we get CM) (4D). When P is maximal,

we get CE ((I)Now we are ready to state our main result.

Theorem 4 (Main Theorem) There exists a channel K such that
C (K) =C() (A)
i.e. its classical capacity is additive. However, there exists P such that
CP (K) > C() (K)
i.e. its classical capacity with limited entanglement assistance can be superadditive.

This additivity to superadditivity transition in classical capacity is illustrated in
Fig. 3-5a. This is in sharp contrast with the QE tradeoff curve (Fig. 3-5b), as QP
grows linearly in P with gradient 1. Additivity of Qp follows from the additivity of
Q.
Our channel K is a conditional quantum channel
M determines whether

^~

K

-MA-B
[24], where register

or N1AB is used (see Fig. 3-6 for a diagrammatic
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Figure 3-5: (a) Schematic plot of the superadditivity in CE tradeoff for our channel.
C = Cl at P = 0 and Pm.x, but not for all values in between. (b) QE tradeoff
curve for channels with additive quantum capacity. Pm, is the maximum amount of
available entanglement assisntance.
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Figure 3-6: diagrammatic representation of K
representation). Explicitly, on any input state pMA

A(pMA)

= g 0 ((01

M

A

|0)M)

+

15

(39)

1 ((1| pAI 1)M)

This construction is similar to the one in Ref. [25]. However, their construction does
not directly apply to our case since M is kept and contains classical information.
The intuition why a channel like

K will work

is that without entanglement, we

are only using the classical channel Ko, hence its classical capacity is additive. As one
increases entanglement assistance, one starts using the quantum channel

K1,

where

superadditivity kicks in.
Our construction is generic and does not depend on the specific forms of KO and
K 1 . Hence we give the properties of Ko and

K1

that are required for our argument

to work, and will give a construction of Ki later. An example of K 0 is given in the
Appendix C.1.
0ne

can also normalize the input states to Ao and
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K1

.

15

We require the classical channel ./% to have the following properties:
0.1 C (jo) = log(IB1) - min S (Ko (p)).
0.2 It has a noise parameter q; which can be tuned, such that C (NJo) varies from 0
to log(IBI) continuously.
We require the quantum channel

M1

to have the following properties:

1.1 It has a superadditive classical capacity, i.e. C (A/i) > C(') (A 1).
1.2 For any n and P,
log(IBI)

C(n)(r1) =

mmn

-

S(p)<nP

1.3 There exists P > 0 such that Cp

1
-(S

(Ai®O®
I(S)) -S(p)).

n

(M)

> C()

(M)

and Cp

(A/,)

is strictly concave

at P.
Here by saying a function

f is strictly concave at y,

we mean f (y) > (1-p)f (v)+pf(w)

for all v < y < w satisfying (1 - p)v + pw = y, with p E (0, 1).

The rest of the paper is organized as follows. We first state Lemma 5 about the
classical capacity with limited entanglement assistance, of partial cq channels (defined
in Lemma 5). This lemma together with the properties above lead to the simplification
of capacity formulae, as we show in Lemmas 6 and 7. We'll prove our main theorem
in the main text, and leave the proofs of various lemmas to Appendix C.1.
Lemma 5 Suppose a channel IF has input Hilbert space HR 0
noiseless classical channel 11 on

If there exists a

with orthonormal basis {|j)}, such that

'R

4F

R-t.

=

a0 (1®IC),

then Cl)(4) can be achieved with an input ensemble {pi,|j) (I
j 0 pij }, where pij are
states of C.
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By saying H is a noiseless classical channel with orthonormal basis

{ j) }, we

mean

H (p) = E j) (jj p Ij) (j. This is very intuitive. Entanglement between R and other
parties is not useful, as H destroys it. Since we only have limited entanglement, it is
better to use it on C.
Using Lemma 5 and properties of NO and

M, we can

simplify the various capacity

formulae of V.

Lemma 6
= max

C(M)

=

{C

(No) , C(

(AF1)},

max {C(Ko), C(M)}

.

C()

Lemma 5 ensures that for different uses of the channel, we can choose to use Mo or
Af 1 only, without sacrificing the capacity. Lemma 6 simply states that, for all channel
uses, we should use either JO or J.

Lemma 7

Cp (A)
Cp (M)

max

qC(Ko) + (1 - q)C )(1

),

(3.10)

max

qC (Ao) + (1 - q)Cp, (M1).

(3.11)

{q,P'}
(1-q)P'=P

=

{q,P'}
(1-q)P'=P

This lemma states that, for entanglement-assisted classical communication, the best
strategy is to use KO for some fraction of the channel uses and A/1 for the other
fractions of the channel uses (i.e. time sharing). Since using No does not require
.

entanglement assisntace, we can allocate more of it to .A 1
Now we are ready to prove the main theorem.
Proof of Main Theorem- Choose

o such that

C (No) = C (Ar1) > C(
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(.Ar).

(3.12)

By Lemma 6, the classical capacity of K is additive, i.e.

(3.13)

C (JV) = C (jNo) = C(1 (M).-

From Eqs. (3.11),(3.12) and concavity of Cp (K 1 ) with respect to P, we have Cp (K) <
Cp (M). Also, Cp (K) > Cp (K 1 ) by choosing q = 0 in Eq. (3.11). So we have
Cp(K) =CP (K).

(3.14)

Choose P > 0 according to Property 1.3. By Lemma 7, suppose CS
at some

{4, P}

with (1 -

C5)(1

)

CP (K)

=

=

P)
F, i.e.

=

4C (Ko) + (1 - 4) C

(K 1 ).

(K)

is achieved

(3.15)

If = P
F, we have

Cp (K 1 ) > C (' (K) = C( 1) (K),

(3.16)

where the inequality follows from Property 1.3.
If P> P and thus 4 > 0,
CP (A/-) = CP (Ar1) > 4C (Ar1) + (I - 4) C p (A/1)
>4QC(jo) +(I - 4) C") (A1) =C(1) (A, (3.17)
where the first inequality follows from Property 1.3.
Construction of K 1 -

The first two properties for K 1 can be easily satisfied.

One can take a channel with a subadditive minimum output entropy [18] and unitally
extend it to a channel with a superadditive classical capacity, via Shor's construction [26, 27]. Unfortunately, such channels are poorly understood, and we do not
know if it satisfies Property 1.3. We argue that if it doesn't, we can tensor product
a dephasing channel that will guarantee it is satisfied, without sacrificing the other
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properties.
We quote the following property about concave functions [28]: A concave function

decreasing, i.e. for x < y we have u'(x-) > u'(x+) ;>

'(y-) > u'(y+). We use "

"

u(y) is continuous, differentiable from the left and from the right. The derivative is

to denote the right and left derivatives when needed.
Let EC'C be a random orthogonal channel with subadditive minimum output
entropy [18] and

FRC-+C

(with IRI = C12) be a conditional quantum channel of the

form
IC1

(3.18)

F (pRC) _

x_ ((

-

j=1
where Xj's are the Heisenberg-Weyl operators on C [6].

This ensures F satisfies

Properties 1.1 and 1.2 [29].
Due to Lemma 5, the useful entanglement assistance is at most log(ICI). Thus we

restrict to 0 < P < log(fCI).
Let
=

C (F) - C(I) (F) > 0.

(3.19)

Since

CM (F) < C M (F) + P,

(3.20)

CE (-F) -<C (-F) + 109( CI - E.

(3.21)

This implies dCp (F) /dP cannot always be 1.

Thus there exists P E [0, log(|CI))

such that

dCp(F)/dP=1,

VO<P<P

(3.22)

and

dCp (F) /dP < 1, VP > P.

(3.23)

Next we discuss the few different cases.
1. P > 0. Then Cp (F) is strictly concave at P by definition.

Note that Cp (F) = C (F) + P but Cl (F) < CM (F) + P, thus Cp (F)

-

jpac)RC X;,

2

CfP (F) > c and A",

=

F satisfies Property 1.3.

131

2. P = 0. Let M= F

AZ, where Az is the qubit dephasing channel AZ (p)

(1 - A)p + AZpZ. The CQE tradeoff region is additive for
channel <b, thus

K1

<D

=

0 A', for any

satisfies Property 1.1. AZ satisfies Property 1.2, and by

arguments similar to Appendix B of Ref. [22], one can show N also satisfies
Property 1.2.
Since dCp (F) /dPlo+< 1, choose A > 0 small such that dCp (AZ) /dPj1_>
dCP (F) /dPlo+. This ensures that when 0 < P < 1,

CP (M1) = C (T) + Cp (At).

(3.24)

)

Since Cp (AZ) is strictly concave with respect to P when A < 1/2 [13], Cp (K 1
is also strictly concave with respect to P, for 0 < P < 1. Also, when P < c,

Cp (M1) > C (F)+C (Az)
>C(' (_F) + C (Az) + P ;> C(1 (Ar1),
where the first inequality comes from Eq.(3.24), the second one comes from our
assumption P < c and Eq. (3.19) and the last one comes from Eq.(3.20).
This ensures that Cp

(M)

is superadditive. Thus when 0 < P < min{1, e},

Cp (M) is strictly concave and superadditive, satisfying Property 1.3.

Conclusion- Our work unveils the complications in characterizing the additivity
of the CE capacity region. In fact, the only known channels that admit an additive
CE capacity region are the quantum erasure channels [13] and Hadamard channels
[22], many fewer than the class of channels with an additive classical capacity. Coincidentally, these two classes of channels also admit an additive CQE tradeoff capacity,
suggesting a non-trivial connection [13, 22, 30].
Also, we do not know the number of shots at which the superadditivity occurs.
However, it is very likely that our V1 only has superadditivity in classical capacity
up to 2 shots[31]. In that case, the superadditivity in classical capacity with limited
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entanglement will appear at 2 shots.
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Chapter 4
Quantum key distribution
In Section 4.1, I will introduce my work on the theory of floodlight quantum key
distribution (FL-QKD) [1]. This protocol has been realized in experiments, with
order of magnitude improvement in secret-key-rate [2, 3], at the security level of
the frequency-domain collective attack. More detailed analysis can be found in Section 4.2. An extension of this line of work can be found in Ref. [4].
In Section 4.3, I will introduce my work on a security-proof framework for two-way
quantum key distribution protocols, which includes floodlight quantum key distribution protocol. More detailed analysis can be found in Section 4.4.
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4.1
4.1.1

Floodlight quantum key distribution
Introduction

One-time pad (OTP) encryption provides information-theoretically secure message transmission [1], but key distribution is its Achilles' heel. Quantum key distribution (QKD) permits remote parties (Alice and Bob) to share a random bit stringthe key needed for OTP encryption-with security vouchsafed by quantum mechanics
[2, 3, 4, 5]. Unfortunately, the demonstrated secret-key rates of long-distance QKD
systems fall far short of the Gbps rates needed for OTP encryption of large data
files, as seen from the following state-of-the-art achievements.

In discrete-variable

QKD (DV-QKD), the best result to date is Lucamarini et al.'s decoy state BennettBrassard 1984 (BB84) system, which used a 1 Gbps source rate but only realized a
1 Mbps secret-key rate over a 50-km-long fiber

[6].

In continuous-variable QKD (CV-

QKD), the best result to date is from Huang et al., who reported a 1 Mbps secret-key
rate at 25 km path length using a 50 Mbaud source rate

[71, with 90 kbps expected

at

50 km in the asymptQtic (infinite block-length) regime.
Focusing, for the moment, on DV-QKD systems-owing to their greater demonstrated capability over long distances-it is easy to identify why Gbps rates are beyond their state-of-the-art grasp: they transmit no more than ~1 photon/bit. One
justification for this self-imposed limit is that these systems must defeat the undetectable passive eavesdropper. QKD security analyses afford the eavesdropper (Eve)
all things consistent with the laws of physics. In particular, a passive Eve could replace the transmissivity n < 1 optical fiber connecting Alice and Bob with a lossless
long-distance coupler that allows her to capture and measure a fraction 1- r, of Alice's
transmitted light while routing the remaining fraction , to Bob without disturbance.
With no disturbance of the light that Bob receives, Eve does not create the telltale
errors that reveal her eavesdropping. In principle, such a coupler could be constructed
to mimic-insofar as Alice and Bob are concerned-the propagation characteristics
of the fiber that it replaced. Thus Alice and Bob could not detect Eve's presence
via channel monitoring, e.g., with an optical time-domain reflectometer. So, were
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Alice to ignore the potential presence of the undetectable passive eavesdropper and
make a many-photons-per-bit BB84 transmission to Bob through this lossy quantum
channel, then Eve could easily obtain a near-perfect measurement of all of Alice's
bits.
We regard secret-key rate, in bits per second, as QKD systems' preeminent figure
of merit: unless Gbps rates over metropolitan-area spans can be realized, OTPencrypted transmission of large data files will not reach widespread usage.

Ex-

isting QKD systems operating over long-distance connections might be pushed to
Gbps secret-key rates, but doing so would require impractically large amounts of
wavelength-division multiplexing (WDM). Consider scaling Lucamarini et al.'s BB84
system [6] to a 10 Gbps source rate achieving a 10 Mbps secret-key rate over a 50 km
fiber link. That system would require 100 WDM channels to yield a 1 Gbps secretkey rate-while 1000 such channels would be needed at the original source rate-each
with its own single-photon detection setup. A similar scaling of Huang et al.'s CVQKD system [7]-to a 10 Gbaud source rate that achieves 18 Mbps secret-key rate
over a 50 km fiber link in the asymptotic regime-implies that more than 50 WDM
channels would be needed to obtain a 1 Gbps secret-key rate.
In this section we introduce floodlight quantum key distribution (FL-QKD), and
show that it offers a practical route to Gbps secret-key rates over metropolitan-area
distances with security against the optimum frequency-domain collective attack and
without the need for multiplexing.

How does FL-QKD realize this extraordinary

secret-key rate? It derives from FL-QKD's secret-key efficiency, in bits per channel
use, being two order of magnitude higher than those of state-of-the-art systems. In
particular, FL-QKD floods the Alice-to-Bob channel with broadband light-whose
bandwidth is much greater than the modulation rate-containing many photons per
bit. Its immunity to the undetectable passive-eavesdropping attack then comes from
that high number of transmitted photons per bit being distributed over a much greater
number of optical modes to make that transmission have low brightness, i.e., less than
one photon per mode. FL-QKD also employs photon-coincidence channel monitoring
on the Alice-to-Bob channel, to ensure security against the active component of a
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frequency-domain collective attack, in which Eve can inject her own light into Bob's
terminal and tries to obtain his bit string from the modulated version of that light
which is contained in what she taps from the Bob-to-Alice channel. More importantly,
we show that FL-QKD can support a 2 Gbps secret-key rate over a 50-km-long fiber
link against the optimum frequency-domain collective attack, and that it can be
implemented with available equipment, i.e., no new technology need be developed. In
short, FL-QKD opens the possibility for OTP encryption of large data files for secure
transmission over metropolitan-area distances at Gbps rates.
The remainder of Section 4.1 is organized as follows. Sections 4.1.2 through 4.1.5
present, in succession, a description of the FL-QKD protocol, its security analysis, its
secret-key rate behavior, and some concluding discussion. For the sake of readability,
we have relegated all detailed analysis to Section 4.2.

4.1.2

Protocol Description

Figure 4-1 shows FL-QKD's quantum channel setup in the presence of a frequencydomain collective attack. Alice and Bob use this setup to generate their raw key and
to bound Eve's Holevo information.

Not shown in this figure is the tamper-proof

classical channel that Alice and Bob use for reconciliation. Neither that procedure
nor FL-QKD's subsequent privacy amplification step will be described herein, because
they are merely higher rate versions of standard practice in QKD.
Raw key generation in FL-QKD occurs as follows.

Alice sends unmodulated,

continuous-wave (cw) light over optical fiber to Bob, who imposes a random bit string
on that light by means of binary phase-shift keying (BPSK), amplifies the modulated
light (to overcome return-path loss), and returns it to Alice over optical fiber. FL-

QKD's security against a frequency-domain collective attack, and its high secret-key
rate, come from the composite nature of Alice's source plus the data that Alice and
Bob obtain from their channel monitors, which are used to ensure the integrity of the
Alice-to-Bob channel, i.e, the near-perfect correlation between the light reaching Bob
and the reference retained by Alice. So, to complete our protocol description, we will
characterize Alice's source and Alice and Bob's channel monitors.
142

single-photon

r single-photon

m d

detector

AE beam
i

m

--

biner

tap

LO

---

frequency-

detector
ta
ta

domain

collective

reference
delay line

g

tk

single-photon
etcor

|

amplifier
(gain + noise)

homodyne
receiver

Eve

Alice

Bob

Figure 4-1: (color online). Quantum channel setup for FL-QKD under frequencydomain collective attack. ASE: amplified spontaneous emission source. SPDC: spontaneous parametric downconverter. BPSK: binary phase-shift keying. LO: local oscillator.

Alice uses an optical amplifier to produce a high-brightness (many photons/secHz) single spatial-mode beam of amplified spontaneous emission (ASE) noise with
a W-Hz-bandwidth flat spectrum. She uses a cw spontaneous parametric downconverter (SPDC) to produce quadrature-entangled, single spatial-mode signal and idler
beams that have bandwidth W flat spectra, with the former having the same center
frequency as her ASE source. Alice directs the idler beam to a single-photon detector that is part of her channel monitor. She uses a beam combiner to merge a
low-brightness (< 1 photon/sec-Hz) portion of her ASE light with her SPDC's signal
light resulting in an n:1 ASE-to-SPDC-ratio output with n > 1. She sends a small
fraction of her combined ASE-SPDC light to another single-photon detector (also part
of her channel monitor), and transmits the remaining portion of her ASE-SPDC light
to Bob. Alice stores the high-brightness portion of her initial ASE light in an optical
delay-line fiber (whose delay matches that of the Alice-to-Bob-to-Alice roundtrip)
for use as the local oscillator (LO) in a broadband homodyne receiver. She employs
optical amplification, as needed, so that her LO retains its high-brightness character without appreciable degradation, see Section 4.2.1 for details. Prior to BPSK
modulation, Bob routes a small fraction of the light he receives to the single-photon
detector that is his channel monitor.
Alice and Bob use their channel monitors to measure the singles rates, S1 for
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Alice's idler beam,

SA

for Alice's tap on her transmitted beam, and SB for Bob's

tap on his received beam. They also use their monitors to obtain CIA and

CIA,

the

time-aligned and time-shifted coincidence rates between Alice's idler and the tap on
her transmitted beam, and CIB and

CIB,

the time-aligned and time-shifted coinci-

dence rates between Alice's idler and Bob's tap on his received beam, in both cases
employing a Tg-duration coincidence gate and accounting for the relevant propagation
delays in the appropriate manners. From these rates they compute

fE=

1- [CIB - CIB]/SB
[CIA - CIA]/SA(

which will be shown below to quantify the integrity of the Alice-to-Bob channel.

4.1.3

Security Analysis

As detailed in Section 4.2.2, Eve's general frequency-domain collective attack is
as follows. Eve first establishes lossless connections between her equipment and the
communicating parties in both the forward (Alice-to-Bob) and backward (Bob-toAlice) channels. In the forward path, she performs a general unitary transformation
that, during each of Bob's bit intervals, acts in an independent, identically distributed
manner on the M = W/R frequency modes of Alice's transmitted light. In particular,
the inputs to that unitary transformation are Alice's transmitted field and Eve's K
vacuum-state ancilla fields. Eve retains the K ancilla fields that emerge from this
unitary operation and sends the remaining field to Bob. She completes her attack
with a collective measurement on her stored ancilla fields and the light she taps from
the Bob-to-Alice channel. Here we note, see Section 4.2.5, that

fE

is an intrusion

parameter that quantifies Eve's degradation of the phase-sensitive cross-covariance
between Alice's idler and Bob's received light from what it would be were Eve only
mounting a passive attack. Furthermore, we show in Section 4.2.3 that Eve's optimum
frequency-domain collective attack-one that maximizes her Holevo information for a
given photon flux and fE value-is in fact Gaussian and can be realized by her using an
SPDC source, injecting its signal light into Bob through a beam splitter in the Alice144
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Figure 4-2: (color online). Realization of Eve's optimum frequency-domain collective
attack. SPDC: spontaneous parametric downconverter. Eve's SPDC signal beam
(shown) is coupled to Bob through a beam splitter, while her SPDC idler beam (not
shown) is retained for use in her receiver.
to-Bob fiber, while retaining her idler for a collective measurement with the light she
taps from the Alice-to-Bob and Bob-to-Alice fibers, see Fig. 4-2. For this optimum
attack,

fE

equals Eve's injection fraction, viz., the fraction of light entering Bob's

terminal that is due to her

16.

Hence that configuration will be employed throughout

the security analysis below. (Interestingly, this SPDC beam-splitter attack has the
same structure as the entangling-cloner attack on CV-QKD [8].)
We will be concerned with optimized performance for Alice and Bob against Eve's
optimum frequency-domain collective attack without regard for finite-key effects. (For
FL-QKD's -Gbps secret-key rates, finite-key effects become inconsequential for keygeneration sessions as short as a few seconds.) Thus, following standard practice for
assessing security against collective attacks (see, e.g., [9, 10]), we will find AILB, a
lower bound on Alice and Bob's secret-key rate, from

AIB

= /IAB

- XEB(

where IAB is Alice and Bob's Shannon-information rate, / is Alice and Bob's reconciliation efficiency, and xi

is an upper bound on Eve's Holevo-information rate

for her optimum frequency-domain collective attack. Before doing so, let us provide
some simple intuition about how FL-QKD can be secure against individual passive
16

A passive attack therefore has

fE

= 0 while an active attack has
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fE

> 0.

or active attacks.
We will limit our consideration of these individual attacks to low-brightness operation (the ASE-SPDC light Alice sends to Bob has Ns < 1 photon/sec-Hz) in
a lossy scenario (channel transmissivity rs < 1) with Alice's source bandwidth W
greatly exceeding Bob's BPSK modulation rate R. For Eve's passive attack, we neglect the small amount of SPDC light in Alice's transmission and the small amounts
tapped by Alice and Bob for their channel monitors. Alice's homodyne receiver and
Eve's optimum quantum receiver then have error probabilities satisfying Pr(e) horn
exp(-WsNsGB/RNB)/2 [11] and Pr(e)p" ~ exp(-4WrsNSGB/RNB)/2 [12], where
GB

>

1 and NB > GB -1 are the gain and ASE output-noise brightness of Bob's opti-

cal amplifier. Because ln[Pr(e)he]/ ln[Pr(e)p"] ~ 1/4Ns, we see that low-brightness
(Ns < 1) operation affords Alice and Bob a considerable advantage over Eve. Physically, this advantage is due to the Ns < 1 low-brightness condition's making Eve
unable to obtain a high-brightness reference-from the light she taps from the Aliceto-Bob fiber-with which to detect Bob's BPSK modulation.

Later, we will see

that this low-brightness condition ensures that Eve's Holevo information rate for her
undetectable passive-eavesdropping attack falls far below Alice and Bob's Shannon
information rate. In other words, as claimed earlier, FL-QKD's transmitting less than
one photon per mode makes it immune to the attack that has driven the highest-rate,
long-distance QKD system to limit its transmissions to -1 photon/bit.
For Eve's active attack, we employ the conditions applied above and, in addition,
presume that Alice and Bob's channel monitors constrain their adversary's light infE

< 1, of the light entering Bob's terminal. The error

probability of Alice's homodyne receiver will then obey Pr(e)hom
fE)ISNSGB/RNB)/2.

-

exp(-W(1

-

jection to a small fraction,

Eve's optimum quantum receiver-for an individual attack

in the Fig. 4-2 setup using her optimum SPDC-injection strategy in conjunction

exp(-4WfEKsNsGB/RNB)/2. Now we find that ln[Pr(e)

]/ ln[Pr(e)ale] ~ (1

-

with a tap on just the Bob-to-Alice channel-then has error probability Pr(e)cte

fE)/ 4 fE, which is highly favorable to Alice and Bob when their channel monitors
limit Eve to

fE

< 1.
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Having provided some individual-attack insights into FL-QKD's security, we return to the task of assessing our protocol's security analysis when Eve mounts her
optimum frequency-domain collective attack. To evaluate Alice's error probability
under that attack, we note the number of independent modes that contribute to the
light Alice receives from Bob being much greater than one-for W = 2 THz with
R < 10 Gbps, as we will assume below, we get M = W/R > 200-justifies a central
limit theorem argument that makes Alice's error probability satisfy
Pr(e)Alc

Q

=

A0 + U 1

where

Lb

and

0rb

)

[131
(4.3)

'

for b = 0, 1 are the means and standard deviations of Alice's ho-

modyne measurement when Bob's bit values (phase modulations) are equally likely

f

to be 0 (0 rad phase shift) or 1 (7r rad phase shift), and Q(x) =

dte--/2

See Section 4.2.4 for the {Pb} and {JOb} with all losses included. With Alice's error
probability in hand, Alice and Bob's Shannon-information rate is found from

+Pr(e)\om

R(r
Alice 192

(,)hom

)

IAB =

(PrAlice)

+(1 - Pr(e)n
o
(1 - Pr(e))ho
reAlice) 10g 2
r(1 )Alice)J

(4.4)

Eve's Holevo-information rate about Bob's bit string for her optimum collective
attack is
S(P( )/2],

XEB = R S(PE)
.

(4.5)

b=0

where S(-) denotes von Neumann entropy. Here, p( is Eve's conditional joint density
operator-when Bob transmits a single bit with value b = 0 or 1-for the 3M modes
available to her that are associated with that bit, viz., M modes each from her
retained idler, the light she collects from the Alice-to-Bob fiber, and the light she
collects from the Bob-to-Alice fiber.
those 3M modes is then pE =

b0

Her unconditional joint density operator for
pE /2.

The pf are zero-mean Gaussian states

whose von Neumann entropies are easily found by symplectic diagonalization [14],
as explained in Section 4.2.3.

The unconditional state, PE is zero mean but not
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Gaussian, making its von Neumann entropy quite difficult to evaluate. However, that
state's covariance matrix is easily found [15], and we know that S(pE)

S(pEauss

where pGauss is a zero-mean Gaussian state with the same covariance matrix as PE.
We can find S(pGauss) by another symplectic diagonalization and so obtain

XEB

X UB

R min S(p

Gauss

)/2 1i

-

(4.6)

b=O

where we have used S(pE) -

1=

S(pb )/2

< 1, which follows from that term's being

Eve's Holevo information about a single-bit transmission from Bob.

4.1.4

Secret-Key Rates

We are now ready to demonstrate the power of FL-QKD. Figure 4-3(a) plots the
lower bound from Eq. (4.2) on Alice and Bob's secret-key rate versus one-way path
length when Eve mounts her optimum collective attack, but Alice and Bob's channel
monitoring ensures that Eve's injection fraction into Bob's terminal is

fE =

0.01.

Also shown in that figure is a brightness versus path length plot for the light Alice
sends to Bob. These curves were obtained assuming that: (1) Alice's ASE source
and her SPDC signal light have flat spectra with the same center frequency and
W = 2 THz bandwidth, and are combined in an n:1 ratio with n = 99; (2) the
brightness of the light Alice sends to Bob and Bob's bit rate R < 10 Gbps are chosen to
maximize their secret-key rate subject to the constraint that Pr(e)Alice

<

0.1 to ensure

the availability of a high-efficiency code for reconciliation [16]; (3) Bob's amplifier
has GB

=

NB= 10; (4) Eve has replaced the L-km-long, 0.2dB/km fibers in the

Alice-to-Bob and Bob-to-Alice channels with lossless fibers and (1
transmissivity beam splitters, respectively, with rS =

10

002L;

-

fE)Ks

and rs

(5) Alice taps 1% of

her combined ASE-SPDC light, and Bob taps 1% of his received light, for channel
monitoring; (6) Alice's homodyne receiver has an undegraded local oscillator with
brightness NLO

= 10 4

and efficiency 0.9; (7) 3

ideal.
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=

0.94; and (8) the system is otherwise
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Figure 4-3: (color online). (a) Lower bound on Alice and Bob's secret-key rate and
Alice's optimum signal brightness when Eve mounts her optimum frequency-domain
collective attack with injection fraction fE = 0.01. (b) Lower bound on Alice and
Bob's secret-key rate versus fE for a 50-km fiber link with all other parameters as in
(a).

We see from Fig. 4-3(a) that 2 Gbps QKD is possible at 50 km one-way path length
when fE = 0.01, and that this secret-key rate is obtained with Ns = 0.043. (Figure 4-3(b) shows how this rate degrades as Eve's injection fraction increases.) Thus,
as suggested at the outset, security against a collective attack has been ensured by a
combination of low-brightness transmission and coincidence-based channel monitoring. That FL-QKD has such a high rate after the 10 dB of one-way propagation loss
incurred at 50km is then due to its use of an optical bandwidth far in excess of its
modulation rate, which enables Alice to transmit many photons per bit (ppb) without
affording Eve very much information. This follows from Fig. 4-4(a), which plots the
ppb that Alice transmits to Bob and the ppb that Bob receives from Alice. We see that
FL-QKD maintains a near-unity ppb received by Bob for all path lengths less than
200 km 17. The highest rate, long-distance, DV-QKD demonstration-Lucamarini
et al.'s BB84 system [6]-employs -1 transmitted ppb. Hence it cannot match FL-

QKD's

loss-independent -1 received ppb performance. Thus its long-distance secret-

key rate is vastly inferior to FL-QKD's. Moreover, as noted earlier, an impractically
7 Bob's

receiving ~1 ppb keeps Pr(e)hge = 0.1 when his amplifier's gain is sufficient to make
return-path loss inconsequential. The increase in Bob's received ppb seen in Fig. 4(a) as the path
length decreases from 50 km is due to our R < 10Gbps constraint, which leads to Pr(e)he appreciably lower than 0.1 at such short distances when Alice and Bob optimize their secret-key rate.
On the other hand, the increase in Bob's received ppb as the path length increases beyond 150 km
occurs because GB = 10 4 is becoming insufficient to overcome return-path loss at these distances,
so that Bob must receive more ppb to ensure Pr(e)h,!
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<

0.1.

large amount of WDM would be needed for that BB84 system to match FL-QKD's
single-channel Gbps secret-key rate capability over 50km of fiber.
The story for Huang et al.'s CV-QKD demonstration [7] is a little different. CV-

QKD

transmissions are better quantified in terms of photons per channel use rather

than photons per bit, quantities that are identical for BB84 systems and for FL-QKD
but typically different for CV-QKD systems. Moreover, CV-QKD systems do not
limit themselves to ~1 photon/use. Nevertheless, even scaling it up to a 10 Gbaud
source rate, Huang et al.'s system would still require more than 50 WDM channels
to realize a 1 Gbps secret-key rate on a 50-km-long link.
We will close our secret-key rate assessment with some additional comments on
its underlying security analysis. Consider first the optimality of Eve's using SPDC
light injection in the Fig. 4-2 setup. For a given value of her injection fraction,

fE,

Eve's use of an SPDC source in an active attack yields a Holevo information that
saturates the entanglement-assisted capacity for the channel created by her injection,
Bob's BPSK modulation and optical amplification, and her tap of the Bob-to-Alice
channel. Hence this confirms that no non-Gaussian active attack with the same

fE

can do any better. This behavior is illustrated in Fig. 4-4(b), for a 50km one-way
path length and fE

=

0.01, where we have plotted our upper bound on Eve's active-

attack Holevo information per mode versus Alice's signal brightness, NS, along with
Eve's entanglement-assisted capacity

[17].

Further insights from Fig. 4-4(b) come

from its display of Eve's passive-attack and optimum frequency-domain collective
attack Holevo informations per mode f18j. When Ns < 10-3, the active attack is
almost as powerful as the optimum frequency-domain collective attack, but at Ns >
0.1 the passive attack makes the dominant contribution to the optimum frequencydomain collective attack 18. These characteristics are easily understood from the
simple, individual-attack error probabilities we presented earlier. For both passive
18

It follows from Eve's passive-attack Holevo information rate versus Alice's signal brightness,
shown in Fig. 4(b), and Alice source brightness versus path length, shown in Fig. 3(a), that Alice
and Bob can realize a 2 Gbps secret-key rate over a 50-km-long fiber link with complete immunity
to the undetectable passive-eavesdropping attack. In this regard we note that because a passive
eavesdropper does not interact with the light going to Bob, the collective passive-eavesdropping
attack is its most powerful form, i.e., there is no coherent passive-eavesdropping attack.
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Figure 4-4: (color online). (a) Alice's transmitted photons per bit (ppb) and Bob's
received ppb when Eve mounts her optimum frequency-domain collective attack with
injection fraction fE = 0.01. (b) Upper bounds on Eve's optimum frequency-domain
collective attack, passive attack, and active attack Holevo informations per modealong with her entanglement-assisted capacity-as a function of Alice's signal brightness, Ns, for a 50km one-way path length assuming

fE = 0.01.

and fixed-fE active attacks, Eve's error probability decreases with increasing Ns, but
her passive-attack error exponent is proportional to N' at low brightness, whereas her
fixed-fE active-attack error exponent is proportional to Ns. In future work we will
pursue security analysis for coherent attacks. Because FL-QKD can be regarded as
a two-way CV-QKD protocol that uses discrete modulation, coherent-attack security
analyses for one-way CV-QKD [19, 20, 21] may provide a useful starting point.

4.1.5

Discussion

We have argued that a QKD system's secret-key rate, in bits per second, is its
preeminent figure of merit, and we have shown that single-channel FL-QKD vastly
outperforms its state-of-the-art competition for long-distance OTP distribution. To
elaborate on why that is so, let us compare FL-QKD's secret-key efficiency, in bits
per channel use, with those of the highest-rate, long-distance DV-QKD and CV-QKD
systems. The secret-key efficiency of Lucamarini et al.'s DV-QKD system at 50km
is 1 Mbps/10 Gbps

= 10-3

bits/use, while the extrapolated secret-key efficiency for

Huang et al.'s CV-QKD system is 90kbps/5O Mbaud = 1.8 x

10-3

bits/use at that

distance. FL-QKD, however, is predicted to have a secret-key efficiency of 0.2 bits/use
at 50 km, two orders of magnitude better than state-of-the-art performance. Pirandola
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et al. [2219 have shown that the ultimate limit for any QKD protocol's secretkey efficiency, in bits per mode, is

--

km-long fiber with 0.2dB/km loss.

log 2 (1 - Ks) = 0.152 bits per mode for a 50-

Because CV-QKD must mode-match its LO

to its signal, CV-QKD's secret-key efficiencies in bits per channel use and bits per
mode will coincide. Ideal DV-QKD systems also use single-mode transmission, in
which case their secret-key efficiencies in bits per channel use and bits per mode
will coincide. FL-QKD, on the other hand, employs many modes per channel use:
at 50km, our 10 Gbps modulation rate and 2 THz ASE bandwidth imply there are
200 modes per channel use, making FL-QKD's secret-key efficiency in bits per mode
0.2 bits/use + 200 modes/use = 10-3 bits/mode, i.e., on par with Huang et al.'s and
Lucamarini et al.'s.
Before closing, two additional points need some attention. Both are related to our
use of coincidence-based channel monitoring-the first concerns what information
that monitoring might reveal to Eve and the second has to do with preventing Eve
from eluding that monitoring with an intercept-resend attack-and both will be part
of our continuing security analysis for FL-QKD.
In their channel monitoring, Alice and Bob will record the times at which their
monitors have detected photons. Bob will transmit his detection times to Aliceover their tamper-proof classical connection-and Alice, in turn, will merge that data
with her own to find the singles and coincidence rates she needs to determine the
value of Eve's intrusion parameter, fE. As part of her frequency-domain collective
attack, Eve can listen to Alice and Bob's classical channel, and use Bob's photondetection information to help her decode Bob's transmission. The security analysis
we have presented thus far does not account for that possibility. We show, however,
in Section 4.2.7, that Eve's Holevo information rate increases by an inconsequential
amount when she pays attention to Bob's detection-time data. Indeed, the resolution
of the secret-key rate plot in Fig. 3(a) is insufficient to show the effect.
Although Eve's frequency-domain collective attack derives no appreciable ben19

Pirandola et al. [221 quote this limit in bits per channel use, but their channel uses are implicitly
single mode.
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efit from learning the photon-detection times of Bob's channel monitor, she could
take an altogether different approach to breaking FL-QKD: an intercept-resend attack. By detecting the photons that Alice sends to Bob, Eve could transmit her own
light-with photons concentrated at those detection times-in the hope that Bob's
channel-monitor data will be indistinguishable from what he would get were she not
present. Whether Eve could do so without changing Alice and Bob's fE measurement
is unclear, as is whether Eve could do so while simultaneously being able to retain a
suitable reference beam for decoding Bob's message, but it is important to note that
intercept-resend is not a frequency-domain collective attack, although security against
it would be included were we able to prove FL-QKD's security against a general coherent attack. Even without that coherent-attack analysis, Alice and Bob's can augment
their channel monitors to at least detect an intercept-resend attack-and hence turn
it into a denial-of-service attack-by exploiting the entanglement between the signal
and idler outputs of Alice's SPDC source. Alice and Bob's coincidence-based channel
monitoring only relies on the photon-paired nature of those signal and idler beams,
which is why Eve could potentially duplicate that pairing. Entanglement, on the
other hand, cannot be spoofed.

So, if Alice and Bob add either dispersive-optics

(frequency-domain coincidence) measurements (as in [23]), or a Franson interferometer (as in

[9]),

to their channel monitors, it will be impossible for Eve to mount an

intercept-resend attack without being detected.
In conclusion, existing single-channel QKD systems' secret-key rates at 50 km
are so low that their Gbps WDM versions have overwhelming implementation and
cost issues. With Gbps FL-QKD, however, OTP encryption of large files becomes
practical over metropolitan-area networks using only a single channel. In this regard
we emphasize that FL-QKD needs no new technology: erbium-doped fiber amplifiers
suffice for Alice's ASE source and Bob's amplifier; high-quality SPDC's are capable
of the brightness that Alice requires; BPSK modulators capable of 10 Gbps rates are
readily available; Alice's receiver can use commercially available balanced mixers and
need not be shot-noise limited 20; and Alice and Bob's channel monitors can employ
20

The strong ASE contributed by Bob's amplifier to the light he returns to Alice provides the
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available superconducting nanowire detectors.

4.2

Additional Details for "Floodlight quantum key
distribution"

4.2.1

Alice and Bob's Terminals

In this section we will detail the equipment that Alice and Bob use in the FL-QKD
setup shown in Fig. 4-1.
Alice's Transmitter
Alice uses both a spontaneous parametric downconverter (SPDC) and an amplified
spontaneous emission (ASE) source. For each bit interval, the SPDC source produces
M = TW > 1 signal-idler mode pairs-where T = 1/R gives the bit duration in
terms of Bob's modulation rate R, and W is the SPDC's phase-matching bandwidthwith annihilation operators

{ (&PmDC,

PDC) : 1 < m <

M

}. These SPDC mode pairs

are in independent, identically-distributed, zero-mean Gaussian pure states that are
characterized by the Wigner covariance matrix

APDC

1
-I

where AsPDC

=

4

ASPDC

CSPDC

CSPDC

ASPDC

(2NSPDC + 1)12, with I2 being the 2 x 2 identity matrix, and

CSPDC
CSPDC

0
with NSPDC

<1

and CSPDC = 2

0

=

NspDc(NspDc

J

(4.8)

CSPDC

+ 1). For each bit interval, the ASE

source-whose W Hz bandwidth and center frequency match those of the SPDC's
signal beam-produces M signal-reference mode pairs, with annihilation operators
dominant noise in Alice's homodyne receiver, see Section 4.2.4
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{ (5SE

&ASE)

:1

Km

M }. These ASE mode pairs are in independent, identically-

distributed, completely-correlated thermal states that are characterized by the Wigner
covariance matrix,
1

AjiE

=

AASE

CASE

1

CASE

ALO

_

A

2 \NASENLO12, and ALO =

where AASE =(2NASE +1)I2, CASE
NASE =

[

(2NLo+1)12, with

1 <NLO,

Alice sends her SPDC's idler beam to a channel monitor, and combines her SPDC
and ASE source's signal beams on an asymmetric beam splitter obtaining output
modes,
,C

SPDC +

-

rC &ASE

Because she wants each of these modes to have average photon number NA <K 1,
and she wants their ASE-to-SPDC ratio to be n:1 with n > 1, Alice uses KC
1 - nNA/(n + 1), and adjusts her downconverter's pump power to obtain

=

NSPDC =

NA/[n(1-NA)+ 1]. Note that for NA <0.1 and n = 99, these choices imply Kc > 0.9.

Alice now directs a fraction r' of her ASE-SPDC signal light to a channel monitor
and sends the remaining portion to Bob; the latter's M modes are governed by
annihilation operators

aSM=/

l-K'iaAm

+

VKAV A,

(4.11)

where the noise modes {3Am} are in their vacuum states. It follows that the signal
modes Alice sends to Bob, her SPDC idler modes, and her ASE reference modesi.e., the

{ (&Sm,

'SPDC,

&ASE):

1 Km < M }-are independent, identically-distributed

mode triples. Each such mode triple is in a zero-mean Gaussian state that is com-
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pletely characterized by the Wigner covariance matrix
As

C'SPDC

QSI
As 4 = CSPDC ASPDC

ASIR

CASE

KA)(1

-

ALO

0

(1 - KA)NA,

=

(4.12)

0AL

-2

LC'ASE

where As = (2Ns + 1)12, NS

CASE

C'SPDC

(-A)KC

CSPDC,

and

KC) CASE.

Bob's Terminal
For each bit interval, Bob receives a collection of independent, identically-distributed
modes with annihilation operators

{ et'

1 < m -< M}. He first diverts a fraction

of each mode to his channel monitor before sending the remaining light-with

KB

annihilation operators
'K=

/-

(4.13)

+ AIBVBm,

ES

where the noise modes {iBm} are in their vacuum states-to his binary phase-shift
keying (BPSK) modulator. Bob then amplifies the modulated modes with an erbiumGB-1. The modes

doped fiber amplifier (EDFA) with gain GB and output ASE NB

that Bob transmits to Alice therefore have photon annihilation operators
em=(--1)b /7G&

+

GB-

(4.14)

where b = 0 or 1 is Bob's bit value and the noise modes {iBm} are in independent,
identically-distributed thermal states with

(fiBmiim)

= NB/(GB

-

1)

>

1.

Alice's Receiver
For a bit interval in which Bob has transmitted the value b, Alice receives a
collection of independent, identically-distributed modes with annihilation operators

{

'

1 Km

<

M }. Alice detects them using a balanced-homodyne arrangement
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and decides on the value of Bob's bit by comparing the outcome of that

Nhom

mj

(

m

&m

-

(4.15)

-m)

M=1

measurement with zero. She decides that Bob sent b = 0 if the measurement outcome
exceeds zero, and she decides b = 1 otherwise 21. In this expression,

'M

=7y (& m

)+m,
-m

+

i

(4.16) ?1

where 77 is the homodyne detector's efficiency, i.e., the product of its mode-mixing
and quantum efficiencies, and the noise modes {i+m

}

are in their vacuum states.

The reference modes, {&Rm}, undergo optical amplification, with gain GR and
output ASE NR = GR, prior to being stored in a transmissivity-KI

fiber spool-

whose length is chosen so that its output will be delay matched to the light Alice
receives from Bob-resulting in

'Rm

with the amplifier-noise modes {iRm
thermal states with (inRmi

--

tRm + V/G

I

)=

}

-

rl fRM,4.7

being in independent, identically-distributed

NR/(GR-1)

their vacuum states. For NLO > 1 and

ht m) -+ 1/

GR

and the loss-noise modes {VRm} being in

= 1/in, this amplify-then-store procedure

leaves the average photon number of the reference almost unchanged and it preserves
nearly-complete correlation between the stored reference and the signal beam that
Alice sent to Bob. In particular, before storage we have that

(R,

&Rm)

= NLO,

and

(__SM____
(esm&SM)(at
2

(1 - ric)NASE

2_ _

R)

KCNSPDC + (1 - r'c)NASE

'This threshold value minimizes Alice's error probability.
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(4.18)

(4.19)
while after storage we find that

(&

KIGRNLO + KINR

'R ) =

= NLO + 1

(4.20)

NLO,

and
S(&sm Rm
(K sm&sm)(&Am&'em)

(1

-

Kc)NASENLO

(IcNSPDC + (1 - KC)NASE)(NLO + 1)

(4.21)

n/(n +1),

when NLO > 1

22

For n = 99, as assumed in the paper's secret key-rate calculations,

we see that Alice's reference suffers almost no degradation.

4.2.2

Eve's Frequency-Domain Collective Attack

Figure 4-5 shows the structure of Eve's general frequency-domain collective attack
that we will use to place an upper bound on her Holevo information rate. Eve has
replaced the low-loss (0.2 dB/km) fibers that Alice and Bob presume are connecting
their terminals with lossless fibers. For each of Alice's M transmitted modes,
1 < m

M

}, in a bit interval,

on K ancilla modes,
the

&'s

{

{ esm

:

Eve then performs the same general unitary operation

) : 1< k< K

}, and Alice's a-sm,

resulting in Bob's receiving

mode. Here, without loss of generality, we will assume that the

{k }

are in

their vacuum states.
For each bit interval, Eve retains the KM ancilla output modes,
22

{B

: 1 <k <

If KI is so small that amplifiers with gain GR = 1/K are unavailable, then the fiber spool
can be divided into a series connection of shorter-length spools-that together provide the required
overall delay-with a loss-compensating amplifier employed at the input to each of them. Such an
arrangement can achieve the same goal of near-perfect reference storage.
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Figure 4-5: (color online). Schematic of Eve's K-mode collective attack used to upper
bound her Holevo information rate. BPSK: binary phase-shift keying. GB amplifier
gain. The dashed wavy line represents an entanglement that purifies the state of the
asm mode.

K,1

m < M

}, from

her unitary operation and the light she taps from the Bob-

to-Alice channel in a quantum memory. At the end of the key distribution session
she then makes a collective measurement in her attempt to capture all of Bob's bit
values. Because we will derive only an upper bound on Eve's Holevo information rate
from this procedure, Fig. 4-5 shows Eve as taking all the light Bob sends to Alice.
Other concessions to Eve that will be used in obtaining our upper bound are: (1) Bob
will not divert any light to his channel monitor, i.e.,
will have quantum-limited ASE, viz., NB= GB
Eve's Holevo information rate.

-

KB

= 0; and (2) Bob's amplifier

1. All of these conditions increase

That said, in practice Eve will not collect all the

light that Bob sends to Alice, Bob will do channel monitoring
amplifier may not be quantum limited (NB > GB

-

1).

(KB >

0), and Bob's

Furthermore, in order to

minimize Alice's ability to detect Eve's presence by simple photon-flux and spectrum
monitoring, Eve will not inject any of her own light into Alice's receiver and she will
arrange that the Bob-to-Alice channel still has transmissivity Ks =
and Bob expect.

159

10

-0.02L that Alice

4.2.3

Upper Bound on Eve's Holevo Information Rate

Let 6, denote

: 1 < k<

{f

K, 1 < m MI} and eB denote {I B_ : 1 <

m < M }. Eve's Holevo information rate for her general frequency-domain collective
attack is bounded above by
1

E7 S(

XEB = R S&,,)-

)/2

(4.22)

,

b=O

where S(-) denotes von Neumann entropy, p(,PI,aB is the conditional joint density operator for the 6, and

fB

modes given Bob's bit value, PI,a, = $_o

/2

is their

unconditional joint density operator, and the bound is due to our assuming that Eve
captures all the light Bob sends to Alice.
Before going into details, we place two constraints on Eve's attack.

First, we

assume that Eve precludes her presence being detected from simple photon-flux and
spectrum monitoring at Bob's terminal by requiring her attack to satisfy
(&' a'
where KS =

10

-0.02L

= rsNs,
'i)

(4.23)

is the transmissivity of the L-km-long connection Alice and Bob

believe they have and Ns is the brightness of the light Alice sends to Bob. Second,
Alice and Bob's channel monitors allow them to measure Eve's intrusion parameter,
fE,

that, as shown in Section 4.2.5, measures Eve's degradation of the phase-sensitive

cross-covariance between Alice's dIm mode and Bob's d'

I ('sSmi)

2

(1

-

mode, i.e., we have that

fE)rsl K&Sm&Im) 2

(4.24)

Equations (4.23) and (4.24) both constrain what Eve's general frequency-domain
collective attack does to the Wigner covariance matrix of the (&', &im) mode pair.
1 m <M} that purifies

To proceed further, we first introduce &. =
as

{&sm

:1

{

<

m < M}, i.e., the mode pairs {(&sm, aim) :1 K m K M}

are in independent, identically-distributed, zero-mean Gaussian pure states that are
160

characterized by the Wigner covariance matrix

As, =

As

1

Cs

(4.25)

,

Cs As

where
Cs =

2/ Ns(Ns + 1)
0

0
.
- 2 /Ns, (Ns + 1)_

After Eve's unitary operation, however, the {d'

}

(4.26)

modes will, in general, be in non-

Gaussian states. Next, we introduce the complement to the Eq. (4.14) input-output
relation for Bob's amplifier, i.e.,

'm

with d''=

=

(I)b

GBBm

/GB

1&',

-

d's. because our upper bound will be found using

(4.27)

1

B = 0, and hBm

in its vacuum state because that bound will presume Bob's amplifier is quantum
limited. With these assumptions, we have that the

6v = {

{ hl

hs, 6V, fB

n"'

modes-where

) :1 < k < K, <m < M}, andfB = {f Bm : 1 m< M} -are in a

zero-mean Gaussian pure state. It then follows that the {
where

}

=

{ h'm

q, h,

61,

n' }

modes-

1 < m < M}-are in a (not necessarily zero-mean Gaussian)

pure state given Bob's bit value, because Eve and Bob's operations are unitary. An
immediate consequence of this purity is
S(b)= S(yb).

(4.28)

Moreover, the unitarity of the phase modulation that Bob performs, given his bit
value, implies that these conditional entropies are independent of b. So, because the
mode pairs

{ a&m, h'

: 1 < m < M } are in independent, identically-distributed

states given Bob's bit value, we have that

S( 3 ) h, )/2

-

B

b=O
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MS(
Bm

).

(4.29)

Having obtained a simplified expression for the second entropy term on the right
in (4.22), we use the subadditivity of von Neumann entropy to get

XEB

<R

with equality when &1&,,

[S(& 1 ) +

S(&aB) - MS()

0 PaB. The

=

{6} modes

,

{ 4c0

(4.30)

are independent of Bob's bit

value. Grouping them by mode index m, i.e., writing {I} =
where 6', =

)] ,

{ 8m

: 1 < m < M

}

: 1 < k < K }, we have that the {eIm} modes are independent and

identically distributed, so
(4.31)

S(4s) = MS(A&I').
Moreover, because Eve's operation is unitary, the {m,

&Im,7'sm}

modes are in a pure

state, so we have
S(A&I)

=

S(4pa,

(4.32)

).

Finally, since we are considering Eve's frequency-domain collective attack, the {&Bm}
modes are independent and identically distributed, thus subadditivity gives us

(4,33)

S(pdB) <- MS(&Bjm)

Putting the preceding results together gives us an upper bound on Eve's Holevo
information rate:

'B

S(

)

,

XEB < R min{M[S(&,,) - [ (i

where we have used the fact that Eve's maximum Holevo information per bit interval
f,
is one. Our next step is to place a lower bound on S(3O)
aIm 'Bm

)-

S(&,3,,a S ) by

recognizing that term as the entropy output of a tensor-product quantum channel.

Definition: Entropy output
Let 0(-) be a quantum channel that maps states in W, to states in

W2

. The entropy-

output function Ep(-) of that channel quantifies the difference between the von Neu162

mann entropies of its output and input states, i.e., for input-state 3 we have that

Eg(3)

S(,).

=[()-

(4.35)

Using this definition (4.34) can be rewritten as

XEB

< R min{M[S(p&B) - E(

)], 1.

(4.36)

Next, we prove that entropy output is superadditive for the quantum channel

q(-) = #s(-) 0 II(-) that maps the {'sm,7rn} modes into the {h'B m

Im} modes,

where I,(-) is the identity channel.

Theorem: Superadditivity of entropy output
Let A 12 and B 12 be bipartite quantum systems on H02 and

W02

with components

{A 1 , A 2 } and {B1, B 2}, respectively. For an arbitrary input state 1A 1 2 ,B1 2 in
-H 2

and an arbitraryquantum channel $(-) that maps states in 7 1A 0 'B

in 'a 0 R'-

A72

into states

we have that

EOOO(pA12,B12) ;> EO(

with equality when PA 12 ,B 12

Aj,Bi)

= PA1 B1 0 PA 2 B 2 > iLe.,

+ EO(#A2,B2)

(-37

entropy output is superadditive.

From entropy output's definition, Ineq. (4.37) is equivalent to

# (AA 12,B12) - S(A 12,B 12) > S[#(A 1,B 1 )] S[#
-

q

S(AA 1 ,B 1 ) + S[(AA

2 ,B2 )]

-

S(QA 2 ,B2 ).

(4.38)

This inequality can be rewritten as

I(ABB: A2B2) ;> I[#(AB ):(A2B2) ,

(4.39)

where I(A : B) = S(pA) + S(W) - S( A,B) is the quantum mutual information. The
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validity of Ineq. (B.51) follows from the quantum data-processing inequality [24],
because 0(.) acts independently on (A 1 , B1 ) and (A 2 , B 2 ).
The subadditivity of von Neumann entropy and the superadditivity of entropy
output imply that S()aB)

) is

E4,3a

-

subadditive. Moreover, von Neumann

entropy is continuous. So, if we can show that entropy output for Gaussian channels is invariant under passive symplectic operations then we could apply Gaussian
extremality [25] and obtain
SQpaB)

-

SG(AB)

)<

EO(aIm
-

[SG(Ar,)

-

SG(AIs')],

(4.40)

where SG(A) denotes the von Neumann entropy of a Gaussian state with Wigner
covariance matrix A, and AB, A(j,, and Als, are the Wigner covariance matrices of
P&Bm

,

and

p&ge

,

It would then follow that, Eve's Holevo

respectively.

information rate for her general frequency-domain collective attack satisfies

XEB<

RminM[SG(AB)

+

SG(Ajs')

-

SG(A ,)], 1},

(4.41)

which means that we only need to maximize this rate when Eve makes a collective
frequency-domain Gaussian attack. Note that

AB

and A(, are obtained from Als'

by applying Bob's modulator and amplifier transformations, and that Eqs. (4.23)
and (4.24) place constraints on Ajs' when Eve mounts her frequency-domain collective attack.

The rest of this section is devoted to: (1) proving that entropy out-

put for Gaussian channels is invariant under passive symplectic transformations; and
(2) placing an explicit upper bound on Eve's Holevo information rate for her optimum frequency-domain collective Gaussian attack under the preceding covariance
constraints.
To show that entropy output for Gaussian channels is invariant under passive symplectic transformations, we rely on the fact that Gaussian channels and symplectic
transformations are both linear Bogoliubov mode transformations. Also, because the
164

{ d&, } modes
tions of the

are in Gaussian states, we only need to consider symplectic transforma-

{d' } modes.

Consider a Gaussian channel

#bG(-)

whose input modes are

i and &2 and whose output modes satisfy

bi=

(4.42)

ci&i + c 2&l + c3 in + c4 ni,
ci

=

2

+ c 2&

n can 2+c4i,

(4.43)

where the {Ck} are complex-valued coefficients associated with

#G(-)

and the {ntk}

are vacuum-state ancilla modes. Now suppose that the input modes are applied to
the input ports of a 50-50 beam splitter whose outputs,

=

become the inputs to

#G(-).

(al

&2 )/V2,

(4.44)

Now the output modes will be

b+= cI&d+ + c2 a^+ + c3 in + c4 n4,
b_

=

cih_ + C2t-_ + c 3f

2

(4.45)

(4.46)

+ c 4 ?i.

Because unitary operations do not change von Neumann entropy, we can apply another 50-50 beam splitter to these output modes and obtain
'= (b+ + b_)//2_,
2b= (b+

(4.47)

(4.48)

-b-)/Vd

whose von Neumann entropy will be the same as that of the {b+, b4 modes. With
some algebra, we can verify that

'

c1

I=+ c 2elt

2=c1 6 2 + c 2a

where the h

=

(ii

+ c 3 4+ + c4 f+,

(4.49)

+

(4.50)

c 3 i_

c 4 fi_,

h 2 )/v'_ are in their vacuum states. Hence the
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{1,

'} modes

have the same von Neumann entropy as { 1 , 62} modes. A similar analysis will demonstrate entropy invariance for waveplate transformations, completing the proof that the
entropy output for Gaussian channels is invariant under passive symplectic transformations.
Having shown the last condition we needed for Gaussian extremality to hold, we
turn our attention to Eve's collective frequency-domain Gaussian attack. In such an
attack, Eve's unitary operation in Fig. 4-5 is a K + 1-mode Bogoliubov transformation [26], resulting in
K

'sm

=

++

OaSm + V6(k

V*&t) +a.

(4.51)

k=1

A direct consequence of Gaussian extremality is that the optimum displacement is
a = 0, because only when a = 0 will the unconditional state Pm be Gaussian.
So, setting a = 0, we need to maximize the right-hand side of Ineq. (4.41) over the
parameters

{Uk, Vk

1 < k < K} and a, subject to the following constraints.

First, so that Eq. (4.164) yields a proper free-field commutator bracket for &'s,
we require that the coefficients {U, Vk 0 < k < K } satisfy
K

Z(Uk

2

Ivk12 = 1.

-

(4.52)

k=O

Second, the security-monitoring constraint in Eq. (4.23) implies that Eve's attack
parameters

{ U, Vk

:0 < k

< K } must obey
K

(Iuo| 2 + |vo| 2 )Ns +

S |VkI2 = Ks Ns.

(4.53)

k=O

Because the first term on the left is Alice's light injection into Bob while the second
terms is due to Eve, the constraint in Eq. (4.24) can be rewritten as

fE

K

E~

k

KSsNs
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1
,

(4.54)

which shows that under Eve's collective frequency-domain Gaussian attack the intrusion parameter fE equals the fraction of light entering Bob's terminal that is due to
Eve. In Section 4.2.5 we will show that Alice and Bob's photon-coincidence channel monitoring can measure fE. Hence Eve will constrain her attack parameters to
yield an fE value that Alice and Bob will tolerate in the FL-QKD protocol. (Eve's
using an fE value that exceeds what Alice and Bob will tolerate would constitute a
denial-of-service attack.)

Evaluating Eve's Holevo Information Rate Upper Bound

We can evaluate the bound in (4.41) by symplectic diagonalization of the Wigner
covariance matrices of

{

'Bm }, {&I~ 's, and

&m,

aBm

conditioned on the value of

Bob's bit. From Section 4.2.2 we can easily show that

1s,

A

As

C:rs1

(4.55)

4 CIS,

where
=

2
Im(w)

Im(w)
B R(W)
B - Re(w)J

,1

(4.56)

and
CIS, = 2V/Ns(Ns + 1)

Im(uo - vO)

Re(no + vo)
Im(uo + vo)

-Re(uo - vo)

with B = 1/2 + KsNs, w = vtu + (2Ns + 1)vouo, vt -u

[

ut

a2

...

UK ]

and

T

(4.57)

v*

and

denoting transpose. We also find that

A

A(b)
IB'

v*

1
-

B + Re(w)
Bys'

C(b)
IB'

=

BIB'
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(4.58)

where

BIB'

B' + Re(x)

-Im(x)

-Im(X)

B' - Re(x)

(4.59)

=

C(b)
IB'

=

J

(-1)b2V(GB - 1)Ns(Ns + 1)
-Im(uo -

Re(uo + vo)

vO)

Re(uo - vo)

Im(uo + vo)

I

(4.60)

with B'= 1+2(GB - 1)(KsNs +1) and x = 2(GB - 1)w. The last Wigner covariance
that we need is

4

B

AL=

where B"

=

B" + 2GBRe(w)

2GBIm(w)

2GBIm(w)

B" - 2GBRe(w)

I

(4.61)

-1 + 2GB(KsNs + 1). Because this covariance matrix is independent of

b, we have AB = Ab and the unconditional state of

&Bm

is Gaussian.

After evaluating all the symplectic eigenvalues of the preceding Wigner covariances, we have that

<

R min{M [g(4,Is/+ - 1)

+

g(B
-

g4

2

(

where g(x)= (x + 1) log 2 (x + 1)

2
-

1

+ 4 Isl--

IB'+ ~~ 1

S

)

XEB

2

(4.62)

,1

x log2 (X) is the von Neumann entropy of a thermal

state with average photon number x. Here

is'+ > 'js'- and

respectively, the symplectic eigenvalues of AIs, and At),, and (

'IB'+

>

RIB'-

are,

is the symplectic

eigenvalue of AB.

Because FL-QKD operates with NB > 1, we shall replace (4.62) with its leading168

order expansion in that regime, namely

XEB

<

Rmin{M [g(2 is'+ - 1/2) + g(2 Is_

-

g(2IB,_ - 1/2) + O(N1/2)] ,1 ,

where &,s' is independent of NB and
proximation to

IB'-

RIB'-

-

1/2)

(4.63)

is the NB >> 1 leading-order, 0(1), ap-

Our next task is to maximize the right-hand side of (4.63)

{U, Vk

over all possible values of Eve's attack parameters,

0 < k

K }, subject

to the commutator-preservation constraint (4.165), the photon-flux constraint (4.53),
and the injection-fraction constraint (4.54). The first of these constraints is an absolute requirement on frequency-domain collective Gaussian attacks, the second is
set by Eve's desire to elude Bob's detecting her by simple photon-flux and spectrum
monitoring, and the third is a consequence of Alice and Bob's photon-coincidence
monitoring.
The preceding attack-parameter optimization can be accomplished more readily
by satisfying (4.165), (4.53), and (4.54) by means of

IVOI = V(1

-

fE)KS COS(-Y),

with -yv E [0, 7r/2] and cos 2 (-y)
Iuo I = V(1 -

fE)KS

vv =[fErsNs - (1
utu

=

< fENs/(1

(4-64)
(4.65)

sin(-y)
-

- fE)

fE)ScOS2(Y)]

(4.66)

fEKSNS + 1 - (1 - fE)KS

+ (1

-

fE)KS COS2

(4.67)

v),

lvtul = f(vtv)(utu) cos(6), with 6 c [0, 7/2].

(4.68)

Next, we further simplify (4.63) by restricting it to FL-QKD's desired long-distance
operating regime, wherein KS < 1. Here we find that

XEB

R min(M {ks[fENs - (1

-
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fE) cOS2Q(Yv)] sin 2(6)

x {1/ ln(2) - log 2 [sin2 (6)s[fENs - (1 + (1
+

-

fE) COS2 (y)]1]

fE)Ks log 2 (1+ 1/Ns)[(2Ns + 1) cos2 (yv) + N2]

o(,3/2)

+ O(N-1/2)

,

(4.69)

1).

Neglecting the O(.) terms, we find that the derivative of the right-hand side of (4.69)
with respect to sin2(6) will be positive if ln[2fEKsNs] < 0, a condition that will always
be satisfied when KsNs < 1. Thus we conclude that 6

=

7r/2 is Eve's best choice.

Next, using 6 = r/2 in (4.69), neglecting the O(.) terms, and differentiating (4.69)'s
right-hand side with respect to cos 2 (yr), we find that it will be negative if

ln(2fEKs) < - max[ln(Ns) + (1 + 2Ns) ln(1 + 1/Ns))
Ns<1

~ -2,

(4.70)

where the Ns constraint is due to FL-QKD's operating at low brightness. Alice and
Bob's constraining Eve to fE

<

1 combined with

Ks

< 1 ensures that (4.70) is

obeyed, making -y, = r/2 optimum.

At this point, using 6

=

7r/2 in Eqs. (4.171a)-(4.171e), we have that Eve's

optimum frequency-domain collective Gaussian attack is to use the Fig. 4-5 setup
with
VO = 0
1uoj =

(4.71)
(1 - fE)P s

(4.72)

a= 0

(4.73)

vtv = fEKSNS
ufu =

(4.74)

fEKSNS + 1

VtU = 0.

-

(1 -

fE)Ks

(4.75)
(4.76)

Her Holevo information rate for this optimum frequency-domain collective Gaussian
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attack obeys

XEB <- XEB

+

R min[M(KsNs{fE[1 ln(2) - log2 (fErsNs)]
(1

-

(4.77)

fE)NSlog 2 (1 + 1/Ns)}) , 1],

This result omits the 0(,/2) and O(N 1/2 ) terms in (4.69), so it is important to
note that: (1) in computing the paper's secret-key rate results we used the exact form
from (4.62) with the attack parameters from Eqs. (4.71)-(4.76); and (2) numerically
maximizing the right-hand side of (4.63) over Eve's attack parameters for the path
lengths considered in the paper yielded 6 = y = 7r/2.

Physical Realization of Eve's Optimum Frequency-Domain Collective Attack
At this juncture it is instructive to exhibit a physical implementation for Eve's
optimum frequency-domain collective attack, namely her Fig. 4-5 Gaussian attack
with attack parameters given by Eqs. (4.71)-(4.76).

That attack can be realized

with Eve's using only two ancilla and choosing ul =VfEKSNS + 1 - (1
V1 = 0, U 2 = 0, and v 2 = vlfErSNS.

-

fE)rls,

Then, because Alice and Bob must do phase

tracking-FL-QKD is an interferometric protocol-no loss of generality ensues from
setting uo = V(1 - fE)Ks. With these parameter values, Eve's optimum frequencydomain collective Gaussian attack becomes the SPDC beam-splitter attack, shown
in Fig. 4-2. Here, Eve uses an SPDC source identical to Alice's with the exception
of its brightness being NE = fErSNS/[1 - (1 - fE)Ks].

She retains her idler and

injects her signal into the Alice-to-Bob channel through a beam splitter with Aliceto-Bob transmissivity f(1 - fE)rs. Eve then performs a collective measurement on
the light she collects from that beam splitter's other output port, her retained idler,
and the light she taps from the Bob-to-Alice channel in which she has inserted a beam
splitter with Bob-to-Alice transmissivity rs. To see that this identification is correct,
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we exhibit its three-mode Bogoliubov transformation,

=

'S.

(I

-

MENS etS,

asM
+

V'fEKsNs +1 -(1

+

fEr'SNS62)t

S=fE

SNS 1
l 1fE)

- fE) KS V

(4.78)

-(1)t
ES

FErsNs + 1 - (1 -fE)S

V

~(2)

l(IfE)

i-(ifErls

(2)(

S dSm

(I- fE )r1S(fErisNs + 1 - (1 - fE)rS) 6(1)
V
- (1- fE)S
+

and recognize d'S and 6

/

-fE)IS(fEISNS) ^()t.
'_.
1- (1 - fE)rS

(4.80)

as the beam splitter outputs in Fig. 4-2 and 8 I as Eve's

retained idler.
In the paper, we not only report our upper bound on the Holevo information rate
for Eve's optimum frequency-domain collective Gaussian attack, as realized by the
SPDC beam-splitter arrangement, but also upper bounds on her Holevo information
rates for her collective passive and collective active attacks with that arrangement.
The upper bound on the Holevo information rate of Eve's collective passive attack is
trivially obtained from the development presented earlier in this section: her optimum
collective frequency-domain Gaussian attack becomes her collective passive attack
when fE = 0. Eve's optimum collective active attack is realized, in the Fig. 4-2
setup, by her only making a collective measurement on her retained idler and the
light she taps from the Bob-to-Alice channel. That rate bound, which can be derived
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by a procedure similar to what we have just presented, is as follows:
XUBact

=

R min M SG (AIB)

SG(A

-

1},

(4.81)

b=O

where

A(b)

1

with AE

=

(4.82)

(b)

E

4

C t(b)

AB

_

(2NE + 1)12, AB = [2(GBNS + NB) + 1112, and

0

(1) 1Cact

(4.83)

Iact b

2GB(1

-

b+ ICjag

(1)

0
fES)NE(NE
with
+1),
Cyj
is the 2conditional Wigner covariance matrix of the

{(),

&B .}

mode pair given Bob's bit value. That mode pair's unconditional

Wigner covariance matrix is then

A(/2.

AIB

(4.84)

b=O

As before, the von Neumann entropies in this bound can be found in terms of thermalstate von Neumann entropies via symplectic diagonalization of the Wigner covariances.

4.2.4

Alice's Error Probabilities and Alice and Bob's Shannon
Information Rates

Because M > 200 for all the performance evaluations presented in the paper, we
can use the Central Limit Theorem to justify the following Gaussian-approximation
formula for Alice's error probability

[13] when Bob's bit value is equally likely to be 0

or 1 and Eve mounts her optimum frequency-domain collective Gaussian attack using

the Fig. 4-2 setup:
Pr(e)horn

Q
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Y-

J-o -

(4.85)
c-1

where
Q(x)=f

/ =dt

(4.86)

e
e/2w

Here, Ib and ob are the conditional mean and conditional standard deviation of the
Nhom

measurement given the value of Bob's message bit, b. Once Alice's error prob-

ability is found, Alice and Bob's Shannon-information rate follows immediately from

IAB=

R[1 + Pr(e)Ac log 2 (Pr(e)Aihe)

+ (1- Pr(e)io

g(- Pr(e)Ae] ,

(4.87)

hence all that remains is to determine the conditional means and standard deviations
needed to instantiate our error-probability formula.
The conditional moments we require are easily calculated from the Fig. 4-2 setup
and its associated state characterizations, so we will merely present the results. We
have that
P1= 2(-1)Mqr.s V/GBNSENLO,

(4.88)

and

where NAsE

MfNi + 2n 2 [NRliceNLO +

- /B)(I -

risGB(1-I-B) 'sNs+sNB,

fE)(1 -

A)(1

-

K2GBNISENLO]},

C)NASE,

(4.89)

Ni = Nlice + NLO, Nlice

-

O-b =

and perfect reference storage has been assumed 23. At this

point we can obtain the asymptotic (NB > 1, NLO > 1) form of Pr(e)hoe that was
used for illustrative purposes in the paper, albeit not in the performance-evaluation
figures. In this asymptotic regime we have that

UK --

2M9 2KsNBNLO,

(4.90)

whence
Pr(e)h,
Al ice
23

Because ao
minimizes Pr(e)"2

-+ Q

2MKsGBNA
'BASE/B,

(4.91)

o-, Alice's setting her homodyne receiver's decision threshold to (po + pi)/2 = 0
e, and does so with equal false-alarm and miss probabilities.
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Neglecting the small amount of SPDC light that Alice sent to Bob, we can replace
(1 -

KA)(1 -

/c)NASE with Ns. Using M

= TW = W/R, and replacing (1 -

IB)

with

1 because Bob's channel monitor will withdraw only a small amount of the light he
receives from Alice, we then get
Pr(e) h,

-+ Q(2MusGB(1

< exp(-WGB(1

-

-fE)Ns/NB

fE)Ns/RNB)/2,

(4.92)

in the NB>> 1, NLO > 1 regime, where we have used the well-known bound Q(x) <
exp(-x 2 /2)/2. In the paper, this expression was quoted for ideal equipment, which
presumes unity homodyne efficiency

(7

= 1).

The derivation we have just given

verifies that in this asymptotic regime Pr(e)ho
Al ice is not sensitive to the homodyne
efficiency.

Thus the q = 0.9 homodyne efficiency assumed in the paper is not a

critical value.
We have now obtained upper bounds on the Holevo information rates of Eve's
optimum frequency-domain collective attack, her collective passive attack, and her
collective active attack, all of which are realizable with the beam-splitter arrangement
shown in Fig. 4-2. In the paper we plot upper bounds for these attacks' Holevo informations in bits per mode, rather than bits per second. The bits per mode bounds are
trivially obtained by dividing the bits per second bounds by the illumination bandwidth W, which specifies the number of modes per second that are being employed
on the Alice-to-Bob and Bob-to-Alice channels.

4.2.5

Channel monitoring for general states

Alice and Bob measure the singles rates at their channel monitors, i.e., S, for
Alice's idler beam, SA for Alice's tap on her transmitted beam, and SB for Bob's
tap on his received beam. They also measure CIA and

OIA,

the time-aligned and

time-shifted coincidence rates between Alice's idler and the tap on her transmitted
beam, and CIB and

CIB,

the time-aligned and time-shifted coincidence rates between
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Alice's idler and Bob's tap on his received beam, in both cases after accounting for
the relevant propagation delays as described below. Their monitors will be assumed
to have detectors with quantum efficiencies rI1 , rA and

respectively, and identical

rB,

jitter-limited coincidence-gate durations, T ~ 100ps. When the average number of
photons illuminating each monitor in a gate time is much smaller than one-as will
be the case for our performance evaluation-the average values of the preceding rates
can be taken to be [27]

SK

/

=
R

for K

(4.93)

on(t)),

I, A, B, and

CIK=

X

E,

TI

TR

gtT/2

TR2

_T /

(Ekj"o "(t)

du

dt

-TR/2

t-T/2

j"o "(t)

"In,(U)E

/

t+Ts+Tg/2

(Ej" "I(t)Ej" "(t)_

"In(U)

TR
X

A, B, where

7I7K

I77K

~

CIK

for K

dt (Eont(t)

-TR/2

TR2

/

-TR/2

dt

"~n(U)),

(4.94)

du

2t+T-Tg/2

W "(U)),

(4.95)

"(t), for K = I, A, B, are the positive-frequency, Vphotons/s-

units field operators entering Alice's idler and transmitter tap monitors and Bob's
monitor, respectively.

Here, the time-origins for the {E

"(t)} have been chosen

to ensure that true coincidences and accidental coincidences will be counted in the
time-aligned coincidences CIK, but only accidental coincidences will be counted in
the time-shifted coincidences CIK. The latter condition is ensured by taking the time
shift T, to satisfy WT, > 1, T, > Tg, and T, < TR, where W is Alice's source
bandwidth and t E [-TR/

2

, TR/2] is the duration of the FL-QKD protocol's quantum

communication. In practice, T,

-

10 ns will suffice for W

2 THz and T = 100 ps.

If we assume that Eve mounts a collective frequency-domain Gaussian attack,
then all of the fields appearing in our singles and coincidence rates are in a zero-mean,
jointly-Gaussian state and we can evaluate these rates by means of Gaussian moment
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factoring [28].

However, because we seek security against the general frequency-

domain collective attack, we will show that Alice and Bob's channel monitors can
determine Eve's intrusion parameter, fE, even when her attack in not Gaussian. Toward that end it is convenient to introduce Fourier-series decompositions for the field
operators

{E

"(t) : K = I, A, B

} over

the entire duration of FL-QKD's quantum

communication, viz.,
eIt

Mnei2

WTR/2

Ejm =
TR

E

mt

i. e- 2ItT
m=-WTR/2

es

"on(t=

R ,(4.96)

eti 27mt/TR

WTR"2

(4.97)

m= WTR/2

for K = A, B, where ws and w, are the center frequencies of Alice's signal and idler
beams and we have limited the series to Alice's source bandwidth, i.e., to the frequency
modes that are in non-vacuum states.

The behaviors of the modes appearing in

these Fourier series can be gotten from Section 4.2.1 by presuming that the Fourier
expansions in that section were made on the [-TR/2, TR/2] interval and making the
following identifications:

ii

"
mon

aA" =
6

(4.98)

=Im

/A

&Am Bdsm -

"=

V/1

I

A,

KA

kBVBm

(4.99)
(4.100)

Note that Eve's mounting a frequency-domain collective attack makes the mode
triples { (at~m 7

"A

")4: -WTR/2

< m < WTR/2

}

independent and identically

distributed with the {&Im} modes being in zero-mean states.

For the singles rates we find that
WTR/2

WTR/2

5

SK

n=-WTR/2 m=-WTR/2
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Montmron

sin[r(n - m)]
7r(n -Tm)

(4.101)

WTR/2

(&nt&mnf)

riK

m

(4.102)

n=- WTR2
rKW(a tK

=

for K

(4.103)

"),

I, A, B. Using this result in conjunction with Eqs. (4.98)-(4.100) then gives

us

SI =

(4.104)

7INPDCW,

SA = WI
AKANAW,

(4.105)

SB - TBrBrSNsW.

(4.106)

Finding the time-aligned and time-shifted coincidence rates is more complicated
than what we have just done for the singles rates. We start from the photon-flux
cross-correlation function,
RIK(t, U)

nkont (t)non

-

(t)Eont (U)Eon(U))

(4.107)

for K = A, B, which, employing the Fourier series given earlier and grouping terms,
can be reduced to
RIK~tu

(4.108)

R()tJUI
k=1

where
1

R( (t, U)

[

(Zmot Io"t)

(mon"mo*)

n,m

(4.109)

e i27(n-m)(t-u)/TR]
,

x

IK

(e Io" t &mo)(
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n

t

,on]

(4.110)

and
R

(t,u) =

- 2

"

a"

K

-

aK,

imonamon12

I.

(amont mon \ 1
a-'mon)), aK, aKnI

(mont

-

"(n

mon\

,

mont mont -mon

(a,,

(4.111)

because of the independence of the mode triples and the zero-mean nature of the

{a"'"} modes, with all indices are summed from -WTR/2 to WTR/2.

The time-independence of R

not contribute to CIK

CIK-

-

(t, u) and R ((t,

U)

implies that these terms will

Moreover the independence and identical distribution

of the mode pairs {am7,,a"

a"} makes R

)(t, u) vanish when It - u >> 1/W.

Hence we find that

CIK

-

771 UK

CIK
-

TR

z

monetmon) 2
I tm

K

Tq sin[7r(n - m)Tq/TR]
TnTr(n - m)T/TR

(4.112)

In the main text we claimed that Alice and Bob's channel monitors will enable
them to measure Eve's intrusion parameter,
Smaim2
KS (Sm&.I2'

fE

via
fE

[CIB
[CIA

-

IB

SB

(4.114)

-IAIISA

Using Eqs. (4.105), (4.106), and (4.112) we get
[CIB -

CIBISB

[CIA -

CIA]/SA

a monamon) 2 Kdmont

(

ron)

on mon 2 (K& onteon)
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(4.115)

From Eqs. (4.98)-(4.100) we can reduce this result to
[CIB

-

CIB1/SB

Ktm&Am)

Iat2

__

[CIA - C|IAI/SA

2

I(IA)

t(

Use of Eqs. (4.11) and (4.23) then yields
-

CIB ISB

2

_

S|(a&Sm&)I

[CIA - C( IA]/SA

4.m117
2

(

[CIB

Although this result appears to verify the agreement of Eqs. (4.113) and (4.114),
there is an issue with that identification. The modes appearing in Eq. (4.113) were
obtained from Fourier-series decompositions of the relevant continuous-time field operators on a duration-1/R s interval, whereas those in Eq. (4.117) come from Fourierseries decompositions of those field operators on a duration-TR s interval. Because of
the independent, identical distribution of the mode operators, however, their second
moments-which are all that appears in Eqs. (4.113) and (4.114)-will be the same
regardless of whether the Fourier series' time interval has duration 1/R or TR.

4.2.6

Eve's Entanglement-Assisted Capacity

When Eve mounts a collective active attack, we can regard her use of the SPDC's
idler beam she has retained and the modulated, amplified, noisy version of her SPDC's
signal beam she collects from her tap on the Bob-to-Alice fiber as an entanglementassisted communication channel from Bob to her. Consequently, her collective active
attack's Holevo information per mode cannot exceed the single-mode entanglementassisted capacity for that channel, CE [29, 30], because entanglement-assisted capacity
is known to be additive. From [29, 30] we have that

CE

=

9[1g B[-- ([1 - E S ]NE

+

g[GB(1

-

g[(1 + (1 - rB)[1 - (1 - JE) rS1NENB].

-

riB)[1 -

180

(1

-

fE)s]

NE

+ NBI
(4.118)

We have been somewhat conservative in Eq. (4.118) in that this result assumes that
Alice does not inject any light into Bob and that Eve collects all the light that Bob
sends on the Bob-to-Alice fiber. Neither of these assumptions is of great consequence,
but they make it easier to obtain the result in Eq. (4.118). In particular, Alice's
injection into Bob acts as noise for Eve's.active attack. Moreover, because Alice's
injection into Bob has low brightness, it is dwarfed by the ASE from Bob's amplifier.
Finally, because Fig. 4-4(b) plots CE for a 50-km-long path, Eve is already getting
90% of the light Bob sends to Alice. Hence increasing that value to 100% is not a
major change, especially since Bob's amplifier gain is sufficient to overcome returnpath loss.

4.2.7

Bounding Eve's information gain from knowing the output of Bob's channel monitor

Bob sends Alice the times at which his channel monitor has detected photons so
that she can use that data to estimate Eve's intrusion parameter. To do so he uses
a tamper-proof classical channel that Eve can monitor. So far, we have not included
the information that Eve could glean from that classical transmission in bounding
her Holevo information rate. Here we will show that the extra information that Eve
might gain from knowing those detection times is inconsequential.
The mean photon-number per bit at Bob's monitor detector is MKBKSNS ~K <
1, owing to FL-QKD's operating with MKsNs

-

1 (-1 ppb at Bob's terminal), we

will only consider two leading-order possibilities: no photon is detected (probability of
occurrence = po) or one photon is detected (probability of occurrence = pi = 1 - po).

Let us use XUB

for n = 0, 1, to denote an upper bound on Eve's Holevo infor-

mation rate given that Bob's monitor has detected n photons and, if there has been a
detection, that Eve knows from which frequency mode it came. (This frequency-mode
knowledge is not available to Eve from her eavesdropping on Bob's classical-channel
transmission, so assuming she has this knowledge increases her Holevo information
rate.) Then, averaged over Bob's monitor result, the upper bound on Eve's Holevo
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information rate for her optimum frequency-domain collective attack is

UB

= PoXEB10 + PiXEB11-

Because all M modes are independent, we have that X

(4.119)

=

MXo, where Xo is the

per-mode upper bound on Eve's Holevo information rate when Bob's monitor failed
to detect a photon 14. When Bob's monitor does detect a photon, and Eve knows
which frequency mode has lost a photon to that detection, the upper bound on her
conditional Holevo information rate will be

XEBI1 = (M - 1)XoXi,

(4.120)

where Xi is the per-mode upper bound when Bob's monitor detected a photon in that
mode. We now have that

Ui

= MX0 + Pi (Xi

- xO),

(4.121)

which we need to compare to our upper bound from Section 4.2.3, which neglected any
information Eve might gain from learning the times at which Bob's channel monitor
made photon detections.
For XUB being the Section 4.2.3 upper bound we will use x --

/M,to

denote

its per-mode contribution. We now have that
___

UB
XEB

Xo
-X P

(xi - Xo)

(4.122)

Figure 4(a) shows that Bob will receive -1 ppb for one-way path lengths less than
200 km, and our secret-key rate calculations assume that Bob's monitor taps 1% of
that light. Together these conditions imply that pi ~ 0.01. Figure 4(a) also implies
that MX ~ 0.8 for a 50 km one-way path length. So, taking the very conservative upper limit of unity for X, -Xo, we have that the second term on the right in Eq. (4.122)
24

Here, and in the rest of Section 4.2.7, we shall ignore the upper limit of Rbps on Eve's Holevo
information rate.
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is at most 0.013. Thus it only remains for us to address the first term on the right
in that equation. We will do so within the Section 4.2.3 framework, i.e., for Eve'
frequency-domain collective Gaussian attack.
Eve gains her information from measuring the mode triples

{2, 8

,

&(}.

To

assess the impact of Eve's having Bob's channel-monitor data, we focus our attention on what that data implies about conditional state of the

{a }

modes, viz., the

modes that enter Bob's BSPK modulator and, after modulation and subsequent amplification, become the {&Bm} modes. Moreover, to do so we will presume that the
{&'m} modes that arrive at Bob's terminal are in independent, identically-distributed

thermal states with average photon number rsNs, as is the case in Eve's optimum
frequency-domain Gaussian collective attack. Using the beam-splitter relation that
converts these modes and the vacuum-state {IBm

}

modes into the {

"on,
6,1m} mode

pairs, we find that those mode pairs are in independent, identically-distributed Gaussian states whose coherent-state decomposition is

Paro"

z =

f

Nce
0

/sNs , S)BBK

(4.123)

V/1U-B a)SS( /1-KBa|.

Given that Bob's monitor did not detect a photon, the

{& }

modes are still inde-

pendent and identically distributed, with conditional density operator

lB0

B (0 1 &mon,&"

o ,M

Bn

Sm

10 B

)

(4.124)

After some algebra, we have the a, o is a thermal state whose mean photon number,

(1

-

KB)sNs/(1 + KBKSNS), is less than that mode's unconditional photon number,

(1

-

KB)rSNS. Thus we conclude conditioning on Bob getting no count, the mean

photon number in the return mode decreases, but the quantum state is still Gaussian.
Similar results hold for Eve's

{6l,

2}

modes, and we conclude that Xo/X < 1, hence

XS/X
B< 1.013 at 50km one-way path length.
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4.3

Security proof framework for two-way Gaussian
quantum key distribution protocols

4.3.1

Introduction

The continuing improvement of classical computational power

[1]

and the emer-

gence of quantum computers [3, 4, 2], are increasing the likelihood that complexitybased classical cryptographic algorithms-such as Rivest-Shamir-Adleman encryption [5] and elliptic-curve cryptography [6, 7J-will be broken.

Two distinct ap-

proaches have emerged for countering this vulnerability: post-quantum cryptography

[81,

which seeks new public-key cryptography algorithms that are immune to the

threat posed by a quantum computer running Shor's algorithm [9]; and quantum
key distribution [10] (QKD), which provides protocol security based on physical laws
rather than computational complexity.
In QKD, Alice and Bob establish a raw key by quantum-channel transmission
and detection of photons. They use security testing and classical communication to
quantify Eve's intrusion on the quantum channel. With these intrusion parameters
they can place an upper bound on Eve's information gain. Then, they complete the
QKD protocol by reconciling their raw keys, to eliminate errors, and distilling a final
key via privacy amplification, to ensure its unconditional protocol security.
QKD's principal advantage is its provable protocol security. Its ultimate benefit
would be enabling Alice and Bob to transmit messages using one-time-pad encryption, which would afford them information-theoretic security for their communications. QKD systems using the decoy-state BB84 or conventional continuous-variable
186

(CV) protocols, however, have state-of-the-art secret key rates (SKRs) [11, 12, 13] of
-1 Mbit/s at metropolitan-area distances, which is far below the Gbit/s rates needed
for Internet-speed secure communications. These systems' SKRs could be pushed to
Gbit/s with massive combinations of space-division and wavelength-division multiplexing, but that approach comes with a major equipment burden in cost and complexity.

Recently, floodlight QKD (FL-QKD) [14, 15, 16, 17] has been proposed

as a means to realize Gbit/s SKRs at metropolitan-area distances over single-mode
fiber (no space-division multiplexing), in a single-wavelength channel (no wavelengthdivision multiplexing), and without the need to develop any new technology. It does so
by encoding each transmitted symbol over multiple temporal modes, whereas decoystate BB84 makes no use of multimode encoding and conventional CV-QKD requires
single-mode encoding. As a result, FL-QKD's SKR is less constrained by the PLOB
bound [18], which sets the ultimate limit on secret bits/mode, than those protocols.
That said, decoy-state BB84 and conventional CV-QKD have the advantage of being
one-way (OW) protocols, whereas FL-QKD is a two-way (TW) protocol, so that the
former have much stronger security guarantees-e.g., decoy-state BB84 has coherentattack security with finite-key analysis-while the latter's security to date is only
against the frequency-domain collective attack in the asymptotic regime [14]. On
the other hand, unlike other TW-QKD protocols [19, 20, 21, 22, 24, 25, 23, 26, 27],
FL-QKD uses an optical amplifier in Bob's terminal to overcome the Bob-to-Alice
channel's loss, making FL-QKD's channel loss equivalent to that of OW-QKD protocols.
The limited nature of FL-QKD's security proof is characteristic of the situation
for other TW-QKD protocol's [14, 15, 16, 17, 20, 19, 21, 22, 23, 25, 24, 26, 27]. In
part, this is because proof techniques for OW-QKD [28, 29, 30, 31, 32] do not readily
cope with simultaneous attacks on both the Alice-to-Bob and Bob-to-Alice channels
of a TW-QKD protocol. Thus, for a long time only special attacks [22, 19, 24, 23, 26,
27, 33], or general attacks in the absence of loss and/or noise [20, 21, 25], have been
considered for TW-QKD.
At this point it should be clear that a coherent-attack security proof, with finite187

key analysis [34], for FL-QKD would be an enormous step toward its widespread
employment, given that protocol's potential for Gbit/s SKRs. More generally, such
security proofs for other TW-QKD protocols could also be valuable. In this paper,
we take a first step in that direction by establishing TW-QKD's coherent-attack
security in the asymptotic regime wherein there are an infinite number of channel
uses. Because we want to include protocols like FL-QKD that encode over multiple
modes, we cannot rely on raw-key post-processing by Alice and Bob that permutes
or otherwise independently manipulates measurements made on individual optical
modes. Hence, de Finetti theorem arguments [30, 311 are not directly applicable for
the reduction from coherent attack to collective attack on a mode-by-mode basis;
Instead, it reduces the general coherent attack to a block-wise coherent attack, in
which Eve performs the same but arbitrary operations on blocks of modes that may
comprise one or more symbols, i.e., one or more of Alice and Bob's channel uses.
The asymptotic SKR for the block-wise coherent attack is given by the blockwise Devetak-Winter formula [35, 36], which reduces the problem to bounding the
information leaked to Eve during the raw-key generation process, as constrained by
intrusion-parameter estimates made by Alice and Bob using local operations and
classical communication (LOCC) [37]. Note that in a block-wise coherent attack

[341,

Eve can entangle signals sent in different channel uses within a block, which makes
bounding Eve's information gain a difficult multi-letter maximization involving Eve's
operations over multiple channel uses. A crucial task for us is therefore reducing the
maximization to a single-letter (single channel-use) form from which computing an
upper bound on Eve's information gain is tractable.
We will use the recently developed noisy-entanglement-assisted classical capacity
formula [38, 14] to resolve the preceding single-letterization dilemma for Gaussian
TW-QKD protocols, i.e., protocols that employ Gaussian-state sources and Gaussian
operations

[39].

We consider two different constraints-the pair-wise sum constraints

and the permutation-invariant sum constraints-that provide intrusion parameters
which suffice to establish tractable (single-letter) upper bounds on Eve's coherentattack information gain.
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Figure 4-6: General schematic for a Gaussian TW-QKD protocol.

The remainder of the paper is organized as follows. In Sec. 4.3.2, we introduce
Gaussian TW-QKD protocols. In Sec. 4.3.3, we prove that the capacity formula in
Ref. [38] provides an upper bound on Eve's information gain from her most general coherent attack.

There, we also describe the pair-wise sum constraints and

permutation-invariant sum constraints that lead to efficiently calculable bounds on
Eve's coherent-attack information gain, and we show that the resulting upper bound
can be achieved by a collective attack. In Sec. 4.3.4, we evaluate the secret-key efficiencies (in bits/symbol) of two Gaussian TW-QKD protocols: the two-mode squeezedvacuum (TMSV) protocol from Refs. [19, 24, 26, 27], and FL-QKD. We conclude, in
Sec. 4.3.5, with a summary and some discussion.

4.3.2

Gaussian two-way protocols

Figure 4-6 shows a general schematic for how a Gaussian TW-QKD protocol
generates raw key

25.

First, Alice prepares a signal-reference mode pair (Y, W) in

a maximally entangled bipartite Gaussian pure state, i.e., the two-mode squeezed
vacuum (TMSV), with average photon number Ns and Wigner covariance matrix

A

-W! -

1Ay
4

CW
CW

25

Cyw

Aw

J

(4.125)

For simplicity, this figure presumes single-mode symbol encoding, but multi-mode symbol encoding, as employed FL-QKD, will be included in the information-gain bounds to be develped below.
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where Ay = Aw = (2Ns + 1)12, and Cyw =
Diag[1, -1],

2 Cs

Z2 , with 12 = Diag[1, 1], Z 2 =

and Cs = VNs(Ns + 1). As explained below, Alice will use part of

W for security testing

26,

but Eve is unable to access any of W. Next, Alice sends

Y to Bob through a quantum channel that Eve controls. In general, Eve performs

a unitary operation on Y and some pure-state modes V of her own, producing her
ancilla E, which can be multi-mode, and the single-mode signal S that she transmits
to Bob. Because Eve can mount a coherent attack, her unitary operation can act on
the entire sequence of signals that Alice transmits during a QKD session.
Bob takes a small portion of the S mode he receives from Eve and uses it for
security testing. After that, he encodes a random symbol X on the remainder of the
S mode to produce his encoded mode S'. He does so, when X = x, by means of
a unitary Ux that imparts a deterministic, complex-valued displacement dx, and a
deterministic phase shift Ox. The S' mode's photon annihilation operator is therefore
&' = ei0 xets + dx, where &s is the S mode's annihilation operator, and we have not
accounted for the small portion of S that is consumed by Bob's security testing.
We will assume that dx is a zero-mean, circulo-complex, Gaussian random variable. Thus, if no phase encoding is applied, then S' will be in a thermal state with
average photon number

(&' 's
where

(-),

dx px(x) (&ts4s)x = (dsds) + Ex,

denotes averaging conditioned on X = x, and Ex

Px (x) being X's probability density function.

(4.126)

fdxpx(x)Id1 2 with

Our security analysis will presume

encoding symmetry, i.e., that the S' mode's unconditional state has zero mean, which
is guaranteed by assuming that fdxpx(x)eox = 0. Note that the S' mode's average

photon number is unaffected by the phase shift

6 x,

making Eq. (4.126) applicable

when Bob encodes in both displacement and phase.
The preceding encoding scheme, while not the most general, includes the randomdisplacement encoding employed in Ref. [19], and the phase encoding used in FL26

1n FL-QKD, Alice mixes amplified spontaneous emission (ASE) into the her Y mode, hence

her only being able to access part of Y's purification W; see Sec. 4.3.4 for more information.
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QKD [14, 15, 16, 17]. Here we note that the average state of (S', W) is, in general,
non-Gaussian owing to the action of Eve's unitary operation and/or Bob's phase
modulation.
After completing his encoding, Bob sends S' through a quantum channel, T,
within his terminal that models the characterizable part of the Bob-to-Alice return
path that is not controlled by Eve. This channel produces an output mode B that Bob
sends to Alice through a quantum channel that is under Eve's control. Alice makes
a joint measurement of the mode she receives and W to obtain her raw-key symbol
x that results from Bob's having sent x, with the nature of Alice's measurement
depending on Bob's choice of his encoding operation Ux. Alice and Bob also perform
security testing, which is an LOCC parameter-estimation scheme based on Alice's
measuring part of W and Bob's measuring part of S.

That scheme allows them

to evaluate some bipartite functions of the joint state Psw that constitute intrusion
parameters which they use to compute an upper bound on Eve's information gain.
Alice and Bob distill their secret key by the following two-step procedure. Starting
from his transmitted-symbol sequence and Alice's raw-key sequence, Bob performs
the key-map operation [34, 40] and sends error-correction information to Alice on
an authenticated classical channel. At that point, Alice and Bob share a common
key, but its security is not assured because of the information Eve has gained. Thus
they use their upper bound on Eve's information gain to determine and perform a
sufficient amount of privacy amplification to ensure their final key's security.
To complete our explanation of Fig. 4-6, we conclude this section with some remarks about T, the quantum channel within Bob's terminal. For single-mode encoding, we take ' to be a single-mode Gaussian channel with no excess noise, which can
be represented as a unitary operation on the encoded signal mode S' and a vacuumstate environment mode N that produces the return mode B and a transformed environment mode N'. If multi-mode encoding over ME> 1 modes is employed, the channel internal to Bob's terminal is TOME, which applies, e.g., to FL-QKD with I being
a quantum-limited amplifier channel, A'B, whose output modes B and N' are characterized by

&e =

\GB&' + -GB - 1i,

and d'N-=vGB - 1
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+

GBN, where

GB

> 1. The T channel can also model loss in Bob's terminal by means of a pure-

loss channel, Ij,,
N1 -

1B 6's -

whose output modes satisfy

6B =

riB 6'

+

-1

- 7B aN, and et'

where 0 < riB < 1. For completeness, we will also consider

I'qB aN,

the complement of AO -the contravariant quantum-limited amplifier channel AG
whose outputs obeyBe =

GB - &-Nand e'N GBets+ VGB- 16,'

GB-

From these input-output relations the B mode's average photon number, (61

&B),

can

be found to be
GB
NB --

s)

+ Ex) + GB - 1, for AO~

ri((6Sa's) + EX), for

,,

(4.127)

(GB - 1)((&5e's) + EX + 1), for AsGB

In deriving an upper bound on Eve's information gain we can (and will) assume that
Eve collects all the B modes, because Bob performs the key-map operation.
As a final note on T, we point out that no loss of generality is entailed by our
assumption that
when

&Nis

&Nis

in its vacuum state. This is because Eve gains less information

in a thermal state than when that mode is in its vacuum state, as is easily

demonstrated by a channel decomposition [41, 42] argument. In particular, let an N0
superscript on our channel models' symbols denote the average photon number of that
channel's thermal-state environment. The thermal-environment amplifier channel can
be expressed as
AGB

1G

G

GB'

where G' = V1 -+N6/l/1 + N6 - No(G2 - 1) > 1 with No > N0(G2 - 1). Likewise,
the thermal-environment loss channel can be written as

L

where

=

1//'

=

o
A1/77',~ OO77~

O(419
??B'(429

1+ N0 (1 - qi) < 1. (A similar relation holds for the complementary

channel, but we shall omit it). The data-processing inequality [43] now guarantees
that the upper bound on Eve's information gain for the No = 0 version of each of our
192

Gaussian T channels is also an upper bound on the information Eve gains from the
No > 0 version of that Gaussian channel.

4.3.3

Bounding Eve's information gain

For protocols that encode multiple modes per symbol, post-processing cannot
independently manipulate each mode within a raw-key symbol. In particular, permutation of the raw keys only permutes multiple-mode blocks. Hence, the de Finetti
theorem [30, 31J can be used to reduce the coherent attack to a block-wise coherent
attack, but not to reduce it further to a single-mode attack. In a block-wise coherent
attack, Eve performs the same arbitrary attack on each size MB> 1 symbol block
of Alice and Bob's transmissions. To accomplish the reduction, we will make use of
the tools from Ref. [38].
Consider a multiple-block QKD session in which Alice and Bob spend some small
amount of pre-shared key to randomly discard some of the size-MB blocks, during
post-processing of their raw keys. By de Finetti theorem, we only need to bound
Eve's information gain by analyzing, see Sec. 4.3.3, the block-wise coherent attack.
Note that because MB > 1, the amount of key consumption for determining the
blocks being discarded is very small compared to the keys being generated.

It is

worth emphasizing that there is hope that the reduction from the general coherent
attack to the block-wise coherent attack may be accomplished without relying on
de Finetti argument, see Sec. 4.3.3.
Alice and Bob's secret-key efficiency (SKE), in bits/symbol, for an asymptoticregime block-coherent attack is given by the Devetak-Winter formula [35, 44, 36]
SKE
Here:

'AR

=

max(PIAB - MEXE, O) -

is the Shannon information (in bits/symbol) between Bob's key map

and Alice's measurement data {X};
XE is

(4.130)

#3 is

{X}

Alice and Bob's reconciliation efficiency;

Eve's bits/mode Holevo-information gain; and ME is the number of modes per

encoded symbol. Alice and Bob can calculate IAR from error-probability measure193
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Figure 4-7: Schematic of the most general coherent attack on an MB-symbol block.
Dotted circles enclose the modes present after the mth attack round.
ments, and they know the efficiency of their error-correction procedure, but they need
to maximize XE over all block-wise coherent attacks that are consistent with their
security-testing results. That maximization-obtaining an upper bound on XE-is
therefore the heart of the asymptotic-regime security proof for TW-QKD protocols.

Bounding the block-wise coherent attack
Reference [38] developed a way to bound Eve's information gain for a TW-QKD
protocol, but that reference focused on a rigorous formulation for noisy entanglementassisted classical capacity, and did not present in full detail a security proof for TW194

QKD protocols. Here we present a detailed proof that Ref. [38]'s capacity formula
provides an upper bound on the the most general block-wise coherent attack's information gain. Our proof applies to all TW-QKD protocols in which Bob performs the
key map, not just to the Gaussian special case. As shown in Fig. 4-7, Alice transmits
the MB-symbol block Y

Y

...

YMB, where the {Ym} each have ME modes and we

are using the Fig. 4-6 notation with a subscript to identify the symbol's place within
the MB-symbol block. Alice has access to the purifications W = W1

...

WMB, i.e.,

each (YmWm) pair is in the tensor product of ME TMSV states.
We shall allow Eve to perform the most general attack on this block-shown
schematically in Fig. 4-7-by supposing that Alice sends all of Y simultaneously
on the forward channel, and that Eve performs the following MB-round interactive
process with Bob. In the mth round, Eve sends an ME-mode signal Sm

27

to Bob

who responds by transmitting his ME-mode encoded symbol Bm 2. We assume that
Eve captures Bm in its entirety, because doing so will aid our security analysis and
full capture affords Eve more information than she would get from partial capture.
In addition, we will give Eve an ideal quantum memory, so that she can postpone
her quantum measurement until after the MBth interaction round. Furthermore, we
grant Eve the power to create an arbitrarily entangled multi-mode ancilla E0 for use
in her first round, and the ability to perform an arbitrary multi-mode unitary, U,
in the mth round. Her first round's unitary acts on Y and produces the outputs
S1, which Eve sends to Bob, and El, which is an ancilla that Eve retains for use in
the second round. In the next MB - 2 rounds, Eve's unitary acts on (Em Bn) and
produces the output Em+i. Eve makes her quantum measurement on (EMB BMB), the

outputs from her MBth interaction round.
Bob's operations in Fig. 4-7 are the following. Upon receipt of Sm from Eve, he
27

Bob's number of modes per encoded symbol is ME= TB WA, where TB-s is the time duration of
Bob's symbol and WA-Hz is the bandwidth of Alice's transmitted light. To ward off Eve's attacking
the QKD protocol by illuminating Bob's terminal with out-of-band light that would be encoded by
Bob and returned to her, Bob employs an optical filter-not shown in Fig. 4-7-to limit the light
entering his encoder to the spectral region of Alice's transmitted light.
28
We will assume that cTB, where c is light speed, is a distance that can be wholly confined
within Bob's laboratory, making it impossible for Eve to employ intra-symbol feedback in her most
general block-coherent attack.
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encodes a randomly-chosen classical symbol Xm by means of the unitary Uxm which
he then passes through the channel

jIjME,

whose Stinespring-dilation unitary U ME

has ancilla input Nm and produces the return Bm and the ancilla output N' . (Note
that Fig. 4-7 has omitted Bob's use of a small portion of each Sm for security testing.)

We assume that Eve can neither access the W that are in Alice's lab nor the
N -N 1 -

NM, and the N' -= N--

NB that are in Bob's lab. Thus her Holevo-

information gain satisfies

I(EB

: XM

...

(4.131)

X1 )

MB

Z I(EMBBMB : Xm IXm-i

m=1

...

X1 )

(4.132)

MB

I(EmBm : Xm I Xm-1i

<

...

X1 ),

(4.133)

m=1

where the superscript M = MBME denotes the total number of modes from which Eve
has gained information. The first equality is because the Holevo information obtainable from a quantum system A, in state p' with probability density function Px(x),
about a classical register X can be written as the Shannon information I(A : X)
between A and X for the classical-quantum state PAX

f dx px (x)p 0 1x), (x1 [43].

The second equality is due to the chain rule for Shannon information, with I(A : C
B) being the conditional Shannon information between A and C given B

[45].

The

inequality follows from the data processing inequality [43], because key distribution
after the mth round is a quantum operation that generates EMBBMB from EmBm
with assistance from ancilla that are independent of Xm, and hence do not increase
the Shannon information.

Now let us focus on the system after mth round, which consists of EmBmWi ... WMN1 -

These modes, which are contained in Fig. 4-7's dotted circles, are in a joint pure
state with Eve only having access to EmBm. Nevertheless, it is convenient to increase Eve's information gain by pretending that she can access Bm and Em =
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N'.

EmWi ...Wm-Wm+WMBN, - - - N'_ 1 , i.e., we have that

...

X1

)

I(EmBm: Xm IXm-i

(4.134)

< I(tmBm : Xm IXm-1 ---Xi).

The term on the right in (4.134) is bounded above by the noisy entanglementassisted capacity formula from Ref. [38], with Em as the ancilla generated by Eve
and WmtmSm in a pure state. Thus we have Xm from (4.133) has an upper bound
given by MB times a multi-letter capacity formula over ME modes, where we emphasize that this result applies to all TW-QKD protocols in which Bob performs the key
map.

Optimality of the block-wise coherent attack
Despite the de Finetti theorem sufficing to reduce the coherent attack to the blockwise coherent attack, here we provide an analysis that the block-wise coherent attack
is the optimum coherent attack in the asymptotic regime. Note that the analysis is not
entirely rigorous yet, however, there is good hope that with some future generalization
of quantum asymptotic-equipartition property (QAEP) [47], the analysis will be fully
rigorous. This approach is desirable, not only because it is more elegant, but also
since we expect it will lead to tighter finite-key bounds. Consider K blocks of MB
symbols that are indexed by 1 < k < K. The schematic for Eve's coherent attack on
these K blocks is similar to the single-block attack from Fig. 4-7, except that now

.
EO

y(K), are supplied to Eve simultaneously.

...

X1 r--Block
1

Xk --

E 1 . E_
[

EEcKk
k

XK
. Block EK
K

N

'

all of Alice's signal modes, Y = y(l)

Figure 4-8: Schematic of the most general coherent attack on K blocks of MB symbols.
The dotted circles enclose the modes present after kth block. Note that all the {Wk}
have been present from the start, despite their being assigned to different k values in
this figure.
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To proceed expeditiously, we introduce some new notation. In the kth block, we let
E,(k)(k

-

N{ ) NN1 = --.
NI, and Wk 1*

(k)

. )EB MB',
k= E -MB

Nak

k

=

11- N

.. (k) = 1(k) ...N(k)
Nk

MB'1,

W1kMB

k-

W7k).1

MB~ad

WMB

where, except for the superscript denoting the block index, the right-hand sides of
each definition have the same meanings as in Fig. 4-7. In a similar manner, we use
Xk,

X(k)
1

...

to denote Bob's random classical messages for the kth block.

X(k)
MB

With the preceding notation, Fig. 4-8 shows the schematic for Eve's K-block
coherent attack, in which the kth block can be considered a unitary from input
EklNk

to output EkNk, conditioned on the classical messages Xk. For a K-block

QKD session, the

+ EPA

EEC

+ c-secure SKE, in bits/symbol, is given by [34]

SKE(K, MB)

=

[H i(Xl

... XK IEK)

-leakIR + log(E>A)] /KMB,

(4.135)

where leakIR is the information leaked to Eve in the information reconciliation protocol
with EEC-secure error correction and EPA-secure privacy amplification, and H~i.(A I B)
is the smooth min-entropy of A conditioned on B. Note that leakIR can be determined
by Alice and Bob. In the asymptotic (K -+ oc) regime the last term in brackets
(X1

vanishes, so we only need to lower bound H

...

XK

I

EK) for Alice and Bob to

have a lower bound on their SKE. The arguments that follow parallel the single-block
case.
First, we use the chain rule for smooth min-entropy [461 repeatedly to obtain

Hn(X1

XK

...

I EK)

;

Hmin(XK| EK)

K-1

S Hi(Xk

IEKXk+1 - XK)

-

(K - 1)f(z),

(4.136)

k=1

where f(z) - log(1/z) and z

=

c/(3K -- 2). Because EKXk+1

...

XKcan be obtained

from Ek by a quantum operation, the data-processing inequality for smooth minentropy [341 gives us

Hin(Xk

EKXk+1

...

XK) ;> Hin(Xk
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Ek).

(4.137)

cess to everything other than Wk and N, i.e., Eve's system is enlarged to Etk
EkW

...

WklWk+1

...

Another use of the data-processing in-

Nk_ 1 .

WKN, -

-

Next, after the kth block, we decrease Eve's smooth min-entropy by granting her ac-

equality then leads to

Hin(Xk

Hmin(Xk

Ek)

(4.138)

tk),
E

where the right-hand side corresponds to the case in which Eve has a pure state kth
block's outset. Combining Eqs. (4.135)-(4.138), we get
K

SKE(K, MB) >

H

E)

-(K - 1)f(z) - leakIR + 1og(EP'A)]/KMB.

(4.139)

log(3K/c), we can let K and MB increase while maintaining K >>

Because f(z)

-

MB > log(K)

> 1, and obtain, asymptotically,
SKE(K, MB) >
K~

KMB

[i
k=1

HmK (Xk I Ek) - leakIR

-

(4.140)

The preceding lower bound is achieved when Eve performs independent operations
on each MB-symbol block.

If Alice and Bob's security testing leads to identical

constraints on each block, then the asymptotic-regime lower bound is achieved by
Eve's performing a block-wise coherent attack.
operating with MB

>

In Eve's absence, QKD protocols

1 give security-testing results that are nearly identical for

all sufficiently-large blocks. When Eve's activities create substantial block-to-block
variations in Alice and Bob's security-testing results, they abort the protocol.
However, in order to be fully rigorous, one still need to show that (4.140) is lower
bounded by the bound in (4.130). However, the QAEP in ref. [47 does not apply
directly, since there is no independent and identically distributed structure in (4.140).
To close the last step, one would require generalization of QAEP, which is a future
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direction to pursue. Conditioned on the QAEP generalization, as was the case for the
bound in (4.134), the bound in (4.140) and its implications apply to all TW-QKD
protocols. Part of our analysis is similar to the idea of entropy accumulation [48],
which has been successfully applied in device-independent QKD protocols [49, 50].
However, owing to the structure of TW-QKD, in which Eve can interactively alter
the quantum states being sent between Alice and Bob, the framework of entropy
accumulation does not apply directly to our problem.

Constraints and single-letterization
Here we assume a Gaussian TW-QKD protocol and return to (4.133) and (4.134),
in which XE

in (4.133) is bounded above by MB times the multi-letter capacity

formula from Ref. [38] across ME modes. For simplicity, however, we will use the
multi-letter capacity formula from Ref. [38] across M = MBME modes, which still
establishes an upper bound on X'm. Going forward, we will use S =
B = B 1B 2 ... BM, and W

S2 ...
1

- W1W2 ... Wm to denote the modes involved.

SM,

For

Gaussian protocols, Ux is covariant with T, thus Eve's information gain obeys the
following multi-letter bound [38, 35],

x(M)
F(psw)

max F(psw),

(4.141)

S(PB)- E(q,1OM).c(psw).

(4.142)

PSW

In this bound: S(.) is the von Neumann entropy; 0C denotes the complementary
channel to the

# channel;

I is the identity channel on W; and EO(-), the entropy gain

of the completely-positive trace-preserving map
defined to be EO(p)

# applied

to a system in state p, is

- S[#(p)] - S(p). The maximization in (4.141) is over attacks

that are constrained by the intrusion parameters that Alice and Bob derive from
their security testing on the state psw. We shall assume, in proceeding, that Bob
independently encodes each mode (ME= 1), so that

PBm

= fdxpx(x)IF(Ups.Ux);

when Bob uses ME> 1 encoding, (4.141) is still an upper bound on X(M)
To facilitate evaluating (4.141), and thus the asymptotic-regime SKE from (4.130),
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the constraints that Alice and Bob derive from their security testing should satisfy
two requirements.
(RI) The constraints lead to a single-letter upper bounds on Eve's information gain.
(R2) The constraints can be measured precisely in the asymptotic regime from Alice
and Bob's performing an LOCC procedure.
Requirement (Ri) ensures that evaluating the upper bound on Eve's information gain
from the constraints is tractable, and requirement (R2) ensures that the constraints
can be obtained with arbitrarily high precision from security testing over a sufficiently
long QKD session.
Because psw is infinite dimensional, we use Gaussian extremality [51, 52]-which
states that when the covariance matrix of the input state is fixed, continuous subadditive (super-additive) function invariant under local passitive symplectic transforms has its maximum (minimum) achieved by Gaussian states-to satisfy requirement (R1) and restrict the maximization in (4.141) to Gaussian states. Toward this
end, Ref. [38] established the following two sub-additivity inequalities (Theorems 2
and 3 in Ref. [38]'s supplemental material),
F(psw) < E

1M
F(psmw )-

F(psw) <
Here F(psmw,)

= S(PBm)

1 F(psmmw),

- EqcO®(ps.w,) and F(psmw)

(4.143)
(4.144)

S(PBm) - E*ce0(PS.W)

are generalizations of Eq. (4.142). Because EO is convex [53], we have that F(psw)
is concave in quantum states. The subadditivity inequalities (4.143) and (4.144) then
ensure that the maximum in (4.141) is achieved by Gaussian inputs, psw [38], that
satisfy covariance-matrix constraints. Thus we will only consider constraints from
security testing that restrict covariance matrices.
In Sec. 4.3.3, we revisit the covariance-matrix constraints considered in Ref. [38],
and give its explicit form for Gaussian protocols. Although these constraints meet
requirement (R1), they fail to satisfy requirement (R2), making them unsuitable for
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our goal of establishing a TW-QKD security framework. In Sec. 4.3.3, we introduce
constraints-in the form of sums of pair-wise terms-and show that they meet requirements (R1) and (R2). Similarly, in Sec. 4.3.3, we generalize to sum constraints
that are invariant under signal-mode permutations, and show that they too obey requirements (RI) and (R2). Under a collective attack, the precision with which the
intrusion parameters from Sees. 4.3.3 and 4.3.3 can be estimated improves as the

QKD

session's duration increases, becoming perfect in the asymptotic limit. More-

over, standard CV-QKD covariance-estimation techniques can be applied for that
purpose. It is an important and open problem, however, to find means for reliable
estimation of these intrusion parameters when Eve performs a coherent attack. A
procedure that would suffice in that regard is one that affords a robust measurement
of A =s

..ASmwm/M, where Asmwm is the Wigner covariance matrix of (SmWm).

There are two reasons why the single-letter bounds on Eve's coherent-attack information gain that result from using (4.143) or (4.144) in (4.141) may not be tight:
(1) they assume that Eve collects all the light that Bob sends to Alice; and (2) they
assume single-mode encoding. The first reason does not apply to long-distance QKD,
because security analysis presumes Eve collects all the light lost in propagation from
Bob to Alice, and that loss is 90% for a 50-km-long low-loss (0.2 dB/km) fiber and 99%
for a 100-km-long fiber. Even for short-haul links the first reason does not apply to
FL-QKD, because that protocol employs a high-gain optical amplifier in Bob's terminal. In contrast, FL-QKD employs multi-mode encoding with ME>> 1 [14, 15, 16, 17],
whereas the protocol from Ref. [19] uses single-mode encoding, so the latter is immune
to the second reason although it is prone to the first.

Separate pair-wise constraints
Reference [38] imposed pair-wise constraints on the reduced density operators,
{psmwm :

1 < n < M}, to reduce (4.141) to a single-letter formula via (4.143). To be

specific, suppose that, when Eve mounts her attack, Alice and Bob's security-testing
measurements allows them to determine the average photon numbers of all the {Sm}
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modes,
(

(4.145)

N, for 1 < m < M

ss) = r

and the total cross-correlation strengths for all (SmW) pairs,

(sm&W

m)

2

+ I (K&smaw) I2 = rf

Cs,

for 1 < m < M.

(4.146)

} quantify the average photon numbers of Bob's

The intrusion parameters {f

{Sm}

modes relative to Ns, the average photon number of the {Ym} modes that Alice
quantify the total cross-correlation

transmitted, while the intrusion parameters {r <m)}

strengths of the {(SmWm)} pairs relative to those of the {(YmWm)}.

In order for

>
S 0 and 0 <-f r

these parameters to be physically valid, we require that r(

<

min[ri,, (1 + 2r(mNs)/(1 + 2Ns)], as shown in Section 4.4.1.
Using (4.143), the information-gain bound in (4.141) reduces to a single-letter
form [38]
M

XE

X

(in

(i)-

(4.147)

M=1

where
XE

K

(4.148)

max F(ps.m),

M)

PSmWm

with the maximization being constrained by the intrusion parameters from Eqs. (4.145)
and (4.146). The following theorem guarantees that Eq. (4.148) is easily evaluated.
Theorem 8 For Gaussian TW-QKD protocols, with intrusion parameters given by
Eqs. (4.145) and (4.146), the maximization in Eq. (4.148) results in

XE

(KS, r

g(NBa) -

Efc®I(KSI

K

)

(4.149)

where g(NT) = (NT +1) log 2 (nT +1)-NT log 2 (NT) is the von Neumann entropy of a

thermal state with average photon number NT,

NBm

&tmBm)from

Eq. (4.127) for

the mth mode, and EicO_(Ks, Kf) is a minimized entropy gain that can be evaluated
as a three-parameterminimization of a closed-form analytic function.
When the intrusion parameterssatisfy

(i)
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~

K(M )

11 the maximum is achieved

by the beam-splitter light injection attack that was shown in Ref. [14] to realize Eve's
optimum frequency-domain collective attack.
The proof of Theorem 8 is similar to the frequency-domain collective attack proof
from Ref. [14]; see Section 4.4.1 for the details. We emphasize that strong numerical
evidence (see Section 4.4.1) suggests that the beam-splitter light injection attack is
the optimum attack when

Km - (1+ KsNs)/(1 + Ns) for both the quantum-limited

amplifier channel, AGB' and its complementary channel, A0Gs, and when ,s < 1 for
the pure-loss channel, L2O.

Unfortunately, when Eve mounts a coherent attack each Psmwm may be different,
which implies that Alice and Bob only get a single instance of that state from which
it is impossible to get reliable estimates of ri

and ,<m). Thus the separate pair-wise

constraints fail to satisfy requirement (R2).
Pair-wise sum constraint
As a first approach to remedying the separate pair-wise constraint's robustness
deficiency, let us consider the pair-wise sum constraints,
M

(4.150)

(d&sm&sm) = M9sNs,
m=1

and

M
(&Sm&w) 12

+1 (6&W.)

12]

= Mgf Cs,

(4.151)

m=1

which are so named because they are the sums of quantities involving only a single
mode pair.
In turns out, as we now show, that the pair-wise sum constraints' intrusion parameters

Ts

and Tf allow the information-gain bound in (4.141) to be reduced to the

single-letter formula
(M)

XE
where XE(KS,Tf)

(4.152)

MXE(79S,j9f),

is obtained from Eq. (4.148) with r'ij) = Ts and rf

demonstrate that this is so, let us first suppose XE
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I K

= Tf.

To

is a concave function,

in which case we have that X

-I XE

Ks(), K

j < MXE(KS, Kf). The second

inequality becomes an equality when the mode pairs are independent and identically
distributed. Moreover, given the average Wigner covariance matrix, A, we can obtain Ks because EMZ (& tsm)/M = JsNs is one of A's diagonal elements. We
can also get a lower bound on rf from A, because A's off-diagonal elements obey
2/M XE(kS,
+ I Rf)
Em-1K(dsdwm)I 2/M <|Em"=1f (&s,.wm)
CS. Then, because

increases with decreasing Kf for fixed

Ks,

we can use the intrusion parameters derived

from X in (4.152) to bound Eve's information gain.
To complete our demonstration that the pair-wise sum constraints provide an
upper bound on Eve's information gain, we must verify that

XE

(M)

from

1()

Eq. (4.149) is concave. The von Neumann entropy is concave, so all that needs to be
shown is that E ,,® 1 (Mi),

r(M)

is convex. That term is the constrained minimum

of an entropy gain whose lengthy closed-form expression makes is difficult to prove
the desired convexity analytically.

Our numerical work in Section 4.4.1, however,

indicates that Eq. (4.149) is indeed a concave function of (K(") r m)) for AGB'
and A0

Lo

(see Fig. 4-13). In practice, Alice and Bob's protocol will operate in the

vicinity of some nominal set of intrusion parameters, so our numerical evidence should
suffice for justifying the use of pair-wise sum constraints.
Permutation-invariant sum constraints
The pair-wise sum constraints' cross-correlation intrusion parameter, Tf from
Eq. (4.151), may be difficult to measure when, as in FL-QKD, Bob uses multi-mode
In this section, therefore, we will replace Eq. (4.151)'s

encoding with ME > 1.

cross-correlation constraint with the permutation-invariant constraint,
M
m,n=1

Z

(aSewt)12 + I (&im W) |2] =KJMC),

which constrains the total cross correlation between the {&Sm
mutations of the {&wm

}

}

(4.153)

modes and all per-

modes. Its measurement may be easier than that for the

pair-wise sum constraint when ME

#

1. Because Kf ;> -f, a lower bound for Kf can
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also be obtained from the average covariance matrix X.
We now show that with 7s and Kf from Eqs. (4.150) and (4.153) we get the
information-gain upper bound

(4.154)

MXE(Ks,Kf).

XE

To do so, we reduce the permutation-invariant sum constraints to the separate modepair constraints, Eqs. (4.145) and (4.146), as follows. We start by using (4.144) in
(4.141) so that the maximization to be done is of Em F(psmw). Next, we introduce
an intermediate intrusion parameter, K(m), defined by
f

[I

(&Sm&W.)

+ I (&jIgmwn)12

2

so that Eq. (4.153) can be rewritten as E
the maximum of
(i"),K(",
S

f

zM -

1 F(psmw)

(4.155)

= K m)C,

1 K="/M = Kf. An upper bound on

can thus be obtained in two steps. First, for fixed

obtain the maximum of F(psmw) over psmw. Then maximize over the set

{n"0 Ky") : 1

m K M}. The first maximization is accomplished by the following

theorem.
Theorem 9 For a Gaussian TW-QKD protocol with references modes W and a signal mode Sm, we have that

X/

" max F(psmw)
"Km)
, K(7)
f

E

=

PSm

max

(4.156)
W 42

[S(PB) - ErI(PSmWiW 2 )L-

(4.157)

PSm WlW 2

under the Eq. (4.145) constraint and
I(&Sm&wi)2+
+ (12

where the maximization in Eq.

WI) |2 +

(4.157)

(&sm&w 2 ) + = K ")C,

(4.158)

can be accomplished by a four-parametermax-

imization of a closed-form analytic function.
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Figure 4-9: Secret-key efficiencies in bits/symbol versus one-way path length (channel
transmissivity rs = 1 0 -0.02L) for attacks that give -9s = Ks and -9f = Ks and postprocessing that gives perfect reconciliation efficiency. The solid curves are coherentattack SKE lower bounds obtained from this paper's framework. (a) Results for the
TMSV protocol with Ns > 1 and Ex > 1; the dashed curve is the SKE lower bound
from Refs. [19, 26, 27]. (b) Results for the FL-QKD protocol with GB = 106, Ns
chosen at each L to maximize the SKE, and various ME values.
The proof's basic idea is to manipulate the W modes with properly chosen beam splitters; see Section 4.4.4 for the details. Unfortunately, the four-parameter maximization
is analytically cumbersome, because of the lengthy nature of the closed-form expression involved. Consequently we again resort to numerics. As shown in Section 4.4.4,
we find that for the AOB and AOB channels with various GB values, as well as for the
LO

channel with various riB values, the maximum is achieved, for various Ns values,

when I(ds&W 1 ) 12 = 0. At this point, suitable beam splitting of the W modes can
make (&sm&w 2 ) = 0. This collapses the Eq. (4.158) constraint to the single-mode pair
constraint in Eq. (4.146), giving us X'E

(M , K

))=

XE

K

, K(m)). Combined

with concavity arguments, we obtain the information-gain bound in (4.154).

4.3.4

Secret-key efficiencies

In this section, we evaluate the asymptotic SKEs, given by Eq. (4.130) under
Eve's coherent attack, for two Gaussian TW-QKD protocols: the TMSV protocol
from Refs. [19, 24, 26, 27], and FL-QKD [14, 15, 16, 17]. These protocols' SKRs
can be obtained, if desired, by multiplying their SKEs by Bob's encoding rate, e.g.,
R = 10 Gbaud for state-of-the art equipment. We assume that asymptotic-regime
operation permits the intrusion parameters Ks, rif or Ts, Kf to be measured perfectly,
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and using those parameters we can bound Eve's information gain per mode using
XEQ0S,

9f) or XE(TS, Kf) in Eq. (4.149). With that result in hand we can get a lower

bound on Alice and Bob's SKE once we have evaluated their Shannon information
in bits/symbol. For that evaluation we need to specify Bob's encoding operation and
Alice's measurement on the light each receives in the protocol under consideration. In
what follows we will do so assuming that the Alice-to-Bob and Bob-to-Alice channels,
in the absence of Eve, are optical-fiber links with 0.2 dB/km loss, so that Ks =
10

-.

02L,

where L is the one-way distance in km between Alice and Bob. We shall

neglect the additional losses associated with Alice and Bob's security testing.

TMSV protocol with random displacement
In the TMSV protocol with random displacement [19, 26, 27], Alice has access
to the full TMSV state and Bob performs single-mode encoding using zero-mean,
circulo-complex, Gaussian-distributed displacements that add average photon number
Ex to each mode he receives. Bob does not employ an additional operation after his
encoding, thus T is the noiseless identity channel that is equivalent to AO, and hence
NB

= KsNs+Ex from Eq. (4.127) in the absence of Eve, or when her attack does not

alter Bob's average received photon number. Alice uses a dual-homodyne receiver to
measure both quadratures of the light she receives. Given the intrusion parameters
kS and Tf from Eqs. (4.150) and (4.151), our framework provides asymptotic security
for this protocol against coherent attacks.
To illustrate the SKEs predicted by our framework for the TMSV protocol, we
consider an attack-like Eve's passive attack in which she only interacts with the
light lost in propagation between Alice and Bob and between Bob and Alice-that
preserves Alice and Bob's covariance matrix, so that KS = Ks and Kf = Ks. Under this
attack, Alice and Bob's Shannon information is [261 IAR

=

log2 (KsEx + K2Ns + 1),

01,

(4.159)

and their resulting SKE is
SKE = max[IAB

-
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XE('S, Ks),

where we have assumed perfect reconciliation efficiency,

#=

1.

Figure 4-9(a) plots our coherent-attack SKE and the special-attack SKE from
Refs. [19, 26, 27] versus the one-way path length, L, where we have taken Ns
and Ex

>

>>

1

1, which makes this results independent of the exact values of those

system parameters. This figure shows our SKE prediction to be much lower than the
previous result. This gap is primarily due to our giving Eve access to all the light
on the Bob-to-Alice channel which, for the short distances over which the TMSV
protocol operates, is overly conservative, viz., rs = 0.63 at L = 10 km. Indeed, for
Eve's passive attack the SKE from Refs. [19, 26, 27] is the TMSV protocol's true
performance.

But our framework provides an SKE lower bound for an arbitrary

coherent attack-which can result in

Rs

# rs and TV 4 rs-whereas the SKE result

from Refs. [19, 26, 27] does not.
We expect our SKE lower bound to be much tighter for more robust protocols'
long-distance operation, wherein rs < 1. Moreover, we might tighten our SKE bound
for short-distance protocols by adding security testing on the Bob-to-Alice channel.
For example, Bob might merge signal light from his own TMSV source with his B
mode in his transmission to Alice while retaining that source's idler light for them to
use in an LOCC procedure that will provide intrusion parameters quantifying Eve's
intrusion on the Bob-to-Alice channel.

FL-QKD protocol
FL-QKD [14, 16, 17] is a two-way continuous-variable QKD protocol. Alice transmits unmodulated light to Bob. Bob binary-phase-shift encodes (Ox = 0 or r rad,
dx

=

0) that light with random bits 29, and sends the encoded light back to Alice,

who homodyne detects what she receives. FL-QKD introduces two major innovations: (1) Alice transmits broadband amplified spontaneous emission (ASE) light to
Bob at low brightness (< 1 photon/mode) while retaining a high-brightness (> 1
photon/mode) version for use as her homodyne receiver's local oscillator. (2) Bob
29

Subsequent work has shown that FL-QKD's SKR can be increased by replacing its binaryphase-shift encoding with a high-order encoding scheme 115].
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sends his encoded version of the light he received from Alice through a high-gain
optical amplifier (T

= AOB

with GB >> 1) before transmission back to Alice.

The preceding innovations completely defeat passive eavesdropping and enable
FL-QKD to achieve Gbit/s SKRs against such an attack for the following reasons:
(1) Alice's low-brightness transmission, after Bob's encoding operation, gets buried
in the ASE noise of his high-gain amplifier. This noise makes it impossible to retrieve
Bob's bit string without a high-brightness replica of the light Alice sent to Bob. Alice
has such a reference, but the no-cloning theorem precludes Eve's generating one from
Alice's low-brightness transmission. (2) Bob's encoding rate (R ~ 10 Gbit/s) is much
lower than the bandwidth (WB

-

2 THz) of Alice's ASE transmission. The resulting

high value of the bit-time x optical-bandwidth product (WB/R ~ 200) enables Alice
to send many photons per bit time to Bob, thus mitigating the Alice-to-Bob channel's
loss in the same manner as in classical optical communication. (3) Bob's high-gain
amplifier can completely overcome the Bob-to-Alice channel's loss. Consequently,
FL-QKD is a two-way protocol whose effective propagation loss is that of one-way
transmission.
Were passive eavesdropping the only threat faced by FL-QKD, its protocol security would be completely assured. Like other two-way protocols, however, FL-QKD
is vulnerable to an active eavesdropping attack, in which Eve shines her own light
into Bob's terminal-while saving her own reference beam-and then determines his
bit string by using her reference to detect his encoding of her illumination from light
she culls from the Bob-to-Alice channel. FL-QKD has been shown-both theoretically [14] and experimentally [16, 171 to defeat active eavesdropping by channel monitoring that uses a very low brightness photon-pair source at Alice's terminal, together
with photon-counting measurements at both Alice and Bob's terminals, to bound the
amount light Eve has injected into Bob. In fact, this monitoring, whose photon-pair
source is a spontaneous parametric downconverter that produces multi-mode TMSV
states, provides security against the optimum frequency-domain collective attack [14].
A great virtue of the present paper is that its framework can be applied to ensure
FL-QKD's security against a coherent attack, as we now show.
210

Because Y, Alice's transmission to Bob, merges her low-brightness ASE light
with the signal beam from her SPDC source, Alice only has access to part of W, the
purification of that transmission. That part, W', is her SPDC source's idler beam
that she retains for use in security testing. Nevertheless, that retained light suffices
for our asymptotic-regime security framework, because K&Sm w,) =
K&smw') =

V

(&Sm &w,) and

jF- (hs&wn) for all m, n, where r is the fraction of Alice's transmission

to Bob that is due to her SPDC source. Thus, with Alice and Bob determining their
Shannon information from error-probability measurements, and assuming that they
can obtain the intrusion parameters

7

s and Kf, they have what they need to set a

lower bound on the asymptotic-regime, coherent-attack SKE.
Our final task will be to illustrate the behavior of that bound when Eve's attack
does not impact Alice and Bob's covariance matrix, so that Ks = rs and KRf =s,
and their reconciliation efficiency is perfect, =1 30.IIn this case they have an
assured SKE that satisfies
SKE = max[IAB

-

(4.160)

ME XE(KS, KS), O

This SKE is plotted versus one-way path length in Fig. 4-9(b) for various ME values
with
106,

1AB

obtained from Alice and Bob's theoretical error probability [14], GB =

and source brightness, Ns, chosen at each L to maximize SKE. For ME = 200

and R = 10 Gbit/s, Fig. 4-9(b) predicts an SKR =R SKE in excess of 2 Gbit/s at
L = 50 km, as found for those parameter values in our previous frequency-domain
collective attack security analysis

[14]

with the equivalent of

9s = Ks,

Kf= 0.99

ns,

and 3 = 0.94.
Figure 4-9(b) also underscores the value of multi-mode encoding in achieving high
SKEs, and hence high bits/s SKRs for a given symbol rate R. All QKD protocols have
bits/mode SKRs bounded above by the PLOB bound [18], - log 2 (1 -

Ks)

bits/mode.

Figure 4-9(b)'s single-mode encoding (ME= 1) curve is well below that bound, but
30

1t is noteworthy that binary encoding, as used in FL-QKD, has more efficient reconciliation

schemes than those currently available for continuous-variable encoding, as used in the TMSV protocol.
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its ME > 1 curves report bits/symbol rates that are well above

-

log 2 (1- 's). This is

why, for the same symbol rate R, FL-QKD can realize much higher bits/s SKRs than
the predominant decoy-state BB84 protocol, because the latter employs single-mode
encoding and its state-of-the-art implementation [12] has bits/mode performance on
par with Fig. 4-9(b)'s ME = 1 curve at 50km one-way path length.

4.3.5

Summary and discussion

In this paper we have taken significant steps toward an asymptotic-regime, coherentattack security proof for TW-QKD protocols.

First, we showed that the noisy

entanglement-assisted channel capacity formula [38] provides an upper bound on
Eve's information gain from her most general coherent attack. Then, we exhibited
covariance-matrix constraints that can provide efficiently calculable bounds on her
information gain for Gaussian TW-QKD protocols, and showed that the resulting
upper bound can be achieved by a collective attack. Finally, we applied our results to
two such protocols, the TMSV protocol [19, 24, 26, 27] and FL-QKD [14, 15, 16, 171.
The latter example is especially important, because FL-QKD offers the potential for
Gbit/s SKRs over metropolitan-area distances without the need for any new technology but its current security analysis only assures protection against a frequencydomain collective attack [14]. As a result, developing LOCC security tests that will
permit Alice and Bob to obtain the intrusion parameters employed in our framework
is open problem of great significance. These parameters can, in principle, be obtained
from standard homodyne measurements when Eve's attack is collective, rather than
coherent, and Alice and Bob's QKD protocol uses single-mode encoding, but a measurement approach that works for coherent attacks on multi-mode encoding is needed.
One possibility may be to use the reliable state tomography technique [54]. Even if
that succeeds, the general composite-security, finite-key analysis for Eve's coherent
attack will still need to be worked out for FL-QKD and other Gaussian TW-QKD
protocols.
Finally, we must emphasize that our security-proof framework's goal is to establish
the protocol security of TW-QKD. It does not address such protocols' implementation
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security, i.e., side-channel attacks that exploit device characteristics-including deviations from their normal operating regimes-to compromise key exchange. That said,
QKD still offers implementation security that is independent of future technological
advances: any attack must be executed with the technology that is available at the
time of the key exchange.

4.4

Addtional details for "Security proof framework
for two-way Gaussian quantum key distribution
protocols"

4.4.1

Proof of Theorem 8

Because Theorem 8 deals with a single mode-pair, we shall omit mode-index superscripts and subscripts and employ the notation from Fig. 4-6 throughout what
follows. Thus our objective is to show that F(psw)

S(pB) - Ecr_,&(psw), when

maximized over states psw satisfying
(at as) = KsNs,
(&saW)

2+

(&iw)

2=

(4.161)
Cs

(4.162)

obeys
XE('KS, rf)

=

g(NB) - E~reO_ (Ks, kf).

(4.163)

Here, g(NB) is the von Neumann entropy of a thermal state with average photon
number NB where NB is given by Eq.(4.127), and E1,®1 (Ks, Kf) is the entropy gain
minimized over the preceding constraints.
Before proceeding with the details, let us outline the structure of the proof. Equations (4.161) and (4.162) are functions of psw's covariance matrix Asw. The subadditivity of F(psw) therefore implies that the constrained maximum is achieved by
a Gaussian-state psw [38]. Thus we need only consider an eavesdropper's using a
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Gaussian unitary, namely a (K + 1)-mode Bogoliubov transformation [39] parameterized by a set of variables.

Owing to Eq. (4.127), S(pB) is bounded above by

g(NB). To complete the proof we need a non-trivial lower bound on Evc
1 ,&®(psw) =
S(pN'w) - S(PsW), where N' is the environment mode after Bob's Gaussian channel

T. Moreover, to obtain that bound we only need the covariance matrices Asw and
ANIW

of Psw and PN'W, which can be found from Alice's Ayw and the parameters

of Eve's Bogoliubov transformation. Then Ecr_1 D(psw) is obtained by a symplectic
diagonalization that turns out to depend on only three parameters of the Bogoliubov
transformation, given the constraints Eqs. (4.161) and (4.162). Minimizing over these
three parameters yields E,0®1 (Is,Kf). However, Eq,-c!(psw)'s closed-form expression is rather complicated, which prevents analytical minimization, hence we will rely
on numerical minimization. That said, we will use series expansion in the vicinity of
Kf = Ks to show that the beam-splitter light injection attack [14] is always a local
minimum in that region, wherein Alice and Bob's security testing has severely limited
Eve's intrusion.

Proof. Let Eve's Gaussian unitary-her K+1-mode Bogoliubov transformation [39]be,
K

&s = Uody + v*ety +

&(uk)+ v*(-)t-

+.

(4.164)

k=1

where dy is the photon annihilation operator of Alice's Y mode, and { (k) : 1 < k <
K } are the photon annihilation operators of Eve's ancilla modes, all of which are in
their vacuum states. We require Eq. (4.164) to yield a proper free-field commutator
bracket for &s, thus the complex-valued coefficients { uk, Vk : 0 < k < K } must satisfy

I oU2 + utu where ut

=

u* u* ...

u*

],

Ivo1 2 _ Vtv = 1,

(4.165)

with t denoting conjugate transpose, and a similar

definition for vt. Equations (4.161) and (4.162) impose their own restrictions on
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{Uk, Vk,

}

jai 2 + Ivol 2 + vtv =

(rs - rf)Ns.

(4.166)

luol 2 + Ivol2 = Kf,

(4.167)

We will maximize S(pB) and minimize EV1c®(psw)

separately, and show that they

can be achieved simultaneously.

4.4.2

Maximizing S(pB)

Here we show that Eve's Gaussian unitary with a = 0 achieves the constrained
maximization of S(pB). Because PB is a displaced thermal state, we know that
max S(pB) = g(NB

-

(4.168)

Ja1 2 ),

Psw

where NB is given by Eq. (4.127) and the {Uk, Vk, a} satisfy Eqs. (4.165)-(4.167),
which implies that a = 0 maximizes S(pB) under the given constraints. Furthermore,
because the entropy-gain term is independent of the displacement a, we have that
XE(Pis, Kf ) is achieved by a = 0.

4.4.3

Minimizing Eq,,c®g(Psw)

Here we perform the constrained minimization,
min Eqicol(psw) = min S(pN'w) - S(psW),
Psw

where PN'W =

(4.169)

Psw

c 0 I(psw) is the joint state of the environment and the purification

after Bob's channel T. Because pN'w and psw are Gaussian, their entropies are
given, in terms of their covariance matrices' symplectic eigenvalues- {v } for ANIW
and {p } for Asw)-which leads to
EIc0I(PNIW) = g[(4v

-

1)/2] + g[(4v-
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-

1)/2]

- g[(4p+ - 1)/2] - g[(4p_ - 1)/2].

(4.170)

where the symplectic eigenvalues must satisfy Eqs. (4.165)-(4.167) with a = 0.

Maximizing Eq. (4.170) over the {Uk, Vk} is more readily accomplished by rewriting
Eqs. (4.165)-(4.167) in terms of {y, 6, 0., 0O,} chosen such that
uo = V/f sin(y),

utu = (Ks (Ks -

=

viu

(4.171b)

cos(-Y)ei

,

V=

=

(4.171a)

Kf)Ns +

1 - Kf + Kf cos 2 (y),

(4.171c)

Kf)Ns

Kfcos2(y),

(4.171d)

-

(4.171e)

f(vtv)(utu) cos(6)e uv.

=

In these expressions: -y E [0, 7r/21 satisfies
(KS

11--

-

1) Ns < cos

2

y

Ks

1) Ns;

(4.172)

\Kf

6 E [0, 7r/2]; and uo has been taken to be non-negative, without loss of generality,

because global phase is irrelevant.

The foregoing reformulation makes it easy to show that all states psw must have
Ks

and Kf, defined by Eqs. (4.145) and (4.146), that satisfy
0

<

min[Ks, (1 + 2KsNs)/(1 + 2Ns)}.

Kf

(4.173)

Specifically: Kf > 0 follows from its definition in Eq. (4.146); Kf < KS follows from
+ vtv

>

0; Kf < (1 + 2KsNs)/(1 + 2Ns) follows from 2(Ks

-

(KS - Kf)NS = Ivo1 2

Kf)Ns + 1 - Kf = ufu + vtv > 0; and the generality of the result is because the Kf

limits apply to the covariance matrix of an arbitrary, not just a Gaussian, psw.
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Covariance matrix of ds and &w
Equations (4.125) and (4.164) enable us to show that the covariance of ets and dw
is given by
CsW

swAs4
ACsw

(4.174)

Awl

where:
As + Re(w)

Im(w)

Im(w)

As - Re(w)

As = 2

1

(4.175)

with As = 1/2 + sNs and w = vtu + (2Ns + 1)vouo;

[

uo + Re(vo)

Csw = 2Cs

-Im(vo)

1

Im(vo)

(4.176)

-Uo + Re(vo)]

with Cs = v/Ns(Ns + 1); and Aw = (2Ns + 1)12.

Covariance matrix of e'N and &W
Because Bob's encoding, Ux, is covariant with his channel, IF, we can omit Ux in
calculating AN'W for Bob's three channels, i.e., his quantum-limited amplifier channel
=

A),

his pure-loss channel (' = I2 ), and his contravariant quantum-limited

amplifier channel

(N =

AGB'

1. Quantum-limited amplifier channel, with
GB

'

=/G

--

1 ett +

GBN

and

> 1. Here we have that

1
ANIW

4

AN'
CN'w

CNIw

(4.177)

Aw_

where:
A'+ Re(x)
AN'=

2
-m(x)
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-Im(x)
A'- Re(x)

(4.178)

with A' = 1/2 + GBNB + (GB - 1) (sNs + 1) and x = (GB - 1)w; and

CN'w

2VrGB- I S

=

Im(vo)

uo + Re(vo)

(4.179)
Im(vo)

2. Pure-loss channel with d'

1-

no - Re(vo) _

-

'B&s

V

0N and 0

1. Here we

rB

find that
CN'W

1NA'N

ANIW

4CN'W

(4.180)

Awl

where:
A'+ Re(x)

Im(x)

Im(x)

A' - Re(x)

AN'= 2

(4.181)

C N'lW

rlB)w;

and

(4.182)

~~/BCSW-

3. Contravariant quantum-limited amplifier channel with d' = I

&s+GB- 1
&

&

with A' = 1/2 + (1- r/B)Ns + r7BNB and x = (1-

and GB ;> 1. Now we get

1

AN'W

AN'

CN'W

4 CN'W

Aw l

A'+ Re(x)

Im(x)

Im(x)

A' - Re(x)

(4.183)

where:
AN' = 2

(4.184)

with A' = 1/2 + GBrsNs + (GB

-

1)(NB + 1) and x =GBW; and

GB CG/SW.

CN'W
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(4.185)
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Figure 4-10: Numerically-obtained entropy-gain minimization results for the
quantum-limited amplifier channel with Ns = 0.1 and GB = 1.5. (a) Minimum
entropy gain, Ejc0,®(r.s, rf). (b) Optimum 6 value. (c) Optimum -y value. In (b) and
(c) the green line, rf = (1 + 2rsNs)/(1 + 2Ns), and the gray line, rf = rcs, mark the
(4.173) upper limit on possible rf values, and the red line, nr = (1 + KsNs)/(1 + Ns),
is the flf value below which the local minimum at y = 6 = 7r/2 is also the global
minimum.
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Figure 4-11: Numerically-obtained entropy-gain minimization results for the pureloss channel with Ns = 0.1 and 77B = 0.2. (a) Minimum entropy gain, Eic 1 r(rs, Kf).
(b) Optimum 6 value. (c) Optimum -y value. In (b) and (c) the green line, ,f =
(1 + 2nsNs)/(l + 2Ns), and the gray line, ,f = Ks, mark the (4.173) upper limit on
possible nf values, and the red line, rf = (1 + rsNs)/(1 + Ns), is the rf value below
which the local minimum at y = 6 = 7r/2 is also the global minimum for sufficiently
small Ks.
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Figure 4-12: Numerically-obtained entropy-gain minimization results for the complementary quantum-limited amplifier channel with Ns = 0.1 and GB = 1.5. (a)
(b) Optimum 6 value. (c) Optimum -y
Minimum entropy gain, Ej,0_(is, ,f).
value. In (b) and (c) the green line, nj = (1 + 2isNs)/(1 + 2Ns), and the gray
line, i = ns, mark the (4.173) upper limit on possible if values, and the red
line, Kf = (1 + ,sNs)/(1 + Ns), is the rf value below which the local minimum
at -y = 6 = r/2 is also the global minimum.

Minimization over -y, 6, 0,, 6
With Asw and AN'W in hand, it is straightforward to obtain the symplectic
eigenvalues v and p , from which we get E*irpc(psw) using Eq. (4.170). The only
parameters to be optimized over in minimizing Epr,&(psw) are then 7, 6, 0,, 0w,,
because the Ks and rf constraints and are implicit in Eqs. (4.171). At this point it is
convenient to make two further parameter changes. First, we introduce C such that
cos(y) = V(ns define

f)Ns/Kf cos(C) with cos 2 (() _ "f/ (s - rf)Ns, and second, we

= 0, + 09. Then, because the {v , p } only depend on 7, 6, and 0, + 0,, we

have reduced our task to minimizing a closed-form EFpc®(psw) expression over the
choice of three parameters: C E [0, 7r/21, 6 E [0, r/2], and

For AGB,

'

, and A0

we find that the only solution to o9(ETc-z(psw) =

ajEvcg_®(psw) = O ET c(psw) = 0 is
at which point

E [-7r, 7r].

=

6 = r/2 (corresponding to -y = J = 7r/2),

= 0, + 0.,, can be arbitrary. For qf ; (1+ rsNs)/(1 + Ns), one can

verify numerically that y = 6 = 7r/2 is indeed the global minimum of Evcr(psw) for
the AO

and A0

channels. The situation is more complicated for the LB channel,

because for this channel there is a parameter region in which the global minimum
is not achieved at the stationary point (local minimum). However, the convexity of
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Esc®1 (psw) with respect to rs and

If-see

Fig. 4-13, below-combined with Al-

ice and Bob's choosing rs < 1 for QKD, leads to the pure-loss channel's minimum
Eqci,&®(psw) being at its stationary point.
Figures 4-10-4-12 present numerically-obtained EFsc&(psw) minimization results
for the AOB channel (with Ns = 0.1 and GB

=

1.5), the LO

channel (with Ns = 0.1

and rB = 0.2), and AGB channel (with Ns = 0.1 and GB = 1.5), respectively. Plotted
versus rs and Kf in each figure are: (a) EjcO_(Ks, rf) = minPSW Eqc&1(psw), (b) the

optimum 6 value, and (c) the optimum -y value. The green line, rf

=

(1+2KsNs)/(1+

2Ns), and the gray line, rf = Ks, in (b) and (c) mark the (4.173) upper limit on
possible rf values. The red line, rf

=

(1 + KsNs)/(1 + Ns), in (b) and (c) is the

'f

value below which the local minimum at -y = 6 = 7r/2 is also the global minimum for
the amplifier channels, and for the pure-loss channel when rs is sufficiently small (a
region that includes

Ks

< 1, as noted earlier).

Although Figs. 4-10-4-12 only provide information about one set of Ns, GB and riB
values, the behaviors shown in these figures are generic. Indeed, we have verified that

this is for GB = 10, 100, and, by asymptotic expansions, for GB >> 1 and Ns < 1.
Furthermore, the asymptotic results allow us to show that the beam-splitter active

injection attack achieves Ec,,O1 (rs, rf) when GB >> 1 and Ns < 1.

Asymptotic results

The closed-form expression for Eqc
1

1(psw)

as a function of (, 6 and

is compli-

cated, preventing us from minimizing it analytically. That is not the case, however,
when Kf ~

Ks.

Physically, this corresponds to Alice and Bob's security testing confin-

ing Eve's attack to the low-intrusion regime, e.g., when Eve limits herself to a passive
attack in which she only interacts with light that is lost in propagation between Alice
and Bob and between Bob and Alice. For this low-intrusion regime let us write rf as

Kf = (1 -
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fE)KS,

(4.186)

where 0 < fE

1 is a function of the attack parameters (, J and , and then evaluate

ETco.(pSW) to first order in

viz.,

fE,

Escoj(psw ) = Eijcor(psw)|IfE=O
(4.187)

+(&fE E*coC(psw)|fEo=)fE + O(fE).
It turns out that the zeroth-order term is independent of C, 6, and
optimum (, 6 and

. Thus, Eve's

values when 0 < fE < 1 are given by

(4.188)

arg min('6', OE ETc::(Tpsw)IfE=O 7
and using those values in Eq. (4.187) will then yield E ,-icO(Ks,

,f)

to first order in

fE-

1/[1-(1+2Ns)fE], whence

Note that from (4.173) and (4.186), we have that Ks

(4.189)

17

p--IfE=
P+1f E=O

1 +2(1 -

=

KS)Ns

> 1.

(4.190)

So, to complete our asymptotic analysis, we need only find the symplectic eigenvalues,
v lfE=O, for Bob's three possible channels.

1. For pure-loss channel, L'

we find that

VlfE o

=

1)

(4.191)

V+IfE=o

=

1 + 2[1

-

rs(1 - ?7B)]NS > 1.

(4.192)

Applying lim.,o Oxg(x) = oc to Eq. (4.170), we see that it suffices to consider
min ,j

fE(V.

-

A-)IfE=O7

(4.193)

to obtain E,*vO®(is, f), The minimization in (4.193) can be done analytically,
giving the result ( = 6 = 7r/2.
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Figure 4-13: Plots of E - Ema. versus

10

1

15 -;

and Kf for Ns = 0.1, with E = E,*C 1 (Ks, Kf)
(a) Quantum-limited amplifier channel with,
from bottom to top, loglo(GB - 1) increasing from -1 to 0.5 in 0.1 increments.
(b) Pure-loss channel with, from top to bottom, riB increasing from 0.2 to 1 in 0.1
increments. (c) Contravariant quantum-limited amplifier channel with, from bottom
to top, logio(GB - 1) increasing from -1 to 0.5 in 0.1 increments. In (a)-(c), the gray
and Em. a max

/s

E*®
1C0(Ks, Kf).

line, rf = Ks, marks part of the (4.173) upper limit on possible Kf values, and the
red line, r1 = (1 + KsNs)/(l + Ns), is the Kf value below which the entropy-gain's

local minimum at -y = 6 = r/2 is also its global minimum.
2. For GB > 1, both quantum-limited amplifier, A'B, and its complementary

channel, .A

, have v+IfE O >-

Kf), it
If=o > 1. Thus to obtain E*,cE(Ks,
1

suffices to consider
mingafE

=

=

IfO*
E(-P-)

The minimization in (4.194) can be done analytically, giving the result

(4.194)
J

7r/2.

Optimum attack
At ( = 6 = 7/2, we have

Uo =

(4.195a)

Kf

(4.195b)

VO = 0,

u u = (rs - rf)Ns + 1 - Kf,

(4.195c)

v v = (rs - rf)Ns,

(4.195d)
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vt u = 0,

(4.195e)

which are the parameter values of the beam-splitter injection attack considered in
the Ref. [14]. With the optimum parameters given by Eqs. (4.195), we can evaluate
E*, ®1 (Ks,

Kf)

via Eq. (4.170). Combined with max,, = S(pB), we obtain XE (KS, If)

in Eq. (4.149).
In particular, the covariance matrix, A*w of the optimum input state, p*w, is
1

A*w=

(1+2rsNs)12

4 L

CY1
Awkf

(4.196)

V-fCYw

with symplectic eigenvalues p*. The optimum output state, p*Nw and its covariance
matrix, A*

depend on which channel Bob employs.

1. For the AGB channel, we get

A*N'W
1

(GB -1)CYW

Nf

kf(GB - 1) CYw
=

[1 + 2(GB

-

1)(1 + KsNs)]I 2

.

with A*,

I

(4.197)

2. For the LO channel, we get

A*N'W

4

[1

+

2(1

kf(1

-

Vkf(1

2B)KNS]I2

- 77B)

CYW

3. For the AG B channel, we get

A*'W
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-

B)

YW

I

(4.198)

[ -1+ 2GB[ + 2(1 +
4

With vi

L

rsNs )11 2

GBkf CYW

IGBkf CYW
A.

(4.199)

denoting the symplectic eigenvalues of A*'W, we have that

XE(KS,

=

If)

(4.200)

g(NB) - Ej®
E(rs,
I f),
1

with
E~re®1 (rs, Kf) = g[(4v*j - 1)/2] + g[(4v*
-

g[(4p*- - 1)/2] - g[(4p*

-

1)/2]

-

1)/2].

(4.201)

U
We complete this section by presenting our numerical verification, shown in Fig. 413, that E1c®1 (s,

hf)

is convex, where, for better visualization, we have plotted

E - Emax with E = E ,:_1 (rs, kf) and Em,

= max,,,, E* ec( s, If). Although

these plots assume Ns = 0.1, we have verified that similar behaviors prevail at other
Ns values of interest.

4.4.4

Proof of Theorem 9

Our proof uses the fact that performing arbitrary local unitaries on the W modes
preserves F(psmw). In particular, we have the following lemma; see Section 4.4.5 for
its proof.

Lemma 10 For the Eq. (4.155) constraint, i.e.,

[(&S'.&,)

12 + I(&eW) 121

-K(m)-.,

(4.202)

n=1

we can apply beam-splitter unitaries to the W modes that result in output modes W
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modes that reduce Eq. (4.202) to

(&S .. &CV) 12

+

K(smdi') 12+1

(&sm d

2

)

2

=K

(4.203)

C(m)C.

In what follows we shall omit the tildes on the preceding output modes. Bear in mind
that the beam-splitter unitaries that we are using for this proof are a conceptual tool,
i.e., they do not need to be implemented in the TW-QKD system.
With Lemma 10 in hand, we will maximize F(psnw) over the reduced density
operator ps,w1 ,w2 subject to the constraints from Eq. (4.145),
m) = ,l)Ns, ,

(at&s

(4.204)

and (4.203), to obtain

x'

(

, KM)) =

Max [S(pB) - E*iici(psmw1wi

2

(4.205)

)].

It can be shown that the W modes which emerge from Lemma 10's beam-splitter
unitaries are still in independent, identically-distributed thermal states with average
photon number Ns. Also, Ref. [38]'s subadditivity result implies we need only consider
psmww 2 that are Gaussian.

Hence our goal for completing Theorem 9's proof is

maximizing Eq. (4.205) for Gaussian psmww 2 that obey Eqs. (4.203) and (4.204). In
the rest of the proof, which is similar to what we did in Section 4.4.1, we will omit
the m subscripts and superscripts and use S, W1, W2 to denote the three modes under
consideration.
To begin, we note that the S(pB) maximization from Section 4.4.2 applies in the
present circumstances, i.e., maxPSWiW2 S(pB) = g(NB), and this maximum is achieved
by having

(ds)

= 0. The optimum Gaussian state psww 2 is therefore zero-mean with

(&j'&s) = KsNs, (twt

dwwi) = (dw

w2) = Ns, and (r,&w 2 )

additional complex-valued parameters,

(&S), Kdsdw 1), (d'Sdw),

eight real parameters-complete its characterization.
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(dwidw2 )

=

0, so four

(is&w2 )-equivalently

Now, by appropriate phase shifts of the S, W and W2 modes- -which will not
affect the entropy-gain term-we can assume that

=

c1 > 0, where c1 < rsNs,

(4.206)

(tisawl)

=

a, > 0,

(4.207)

adsawi)

=

bieo, where b 1 > 0, 0 E [0, 27r),

(4.208)

=

a 2 > 0.

(4.209)

Consequently, the entropy-gain minimization,

minPsw1 W 2 E~c®z(psw 1w 2 )
minPsw1W2 [S(PN'w1 w 2 )

-

=

(4.210)

S(PSWlW2

will only involve five parameters, {ci, ai, bl, 0, a 2 }, of which only four are independent,
because Eq. (4.203) implies that

Kf

1 + b+2=

Furthermore, with {vk

1

(4.211)

Cs.

k < 3} and {Ak : 1 < k K 3} being the symplectic

eigenvalues of the covariance matrices Aswiw 2 and AN

1 WW 2 ,

we have that

Ec®o(pswiw
2) =
3

{fg[(41

-

1)/2] - g[(4p1k

1)/2]}.

-

(4.212)

k=1

The covariance matrices that we need are given as follows. For Asww 2 we have
that

Aswlw2 =

1
1

As

CSWI

CSW 2

Csw 1

Aw

0

Csw 2

0

Aw

227

(4.213)

where
1 + 2(rsNs + ci)

(4.214)

1 + 2(rsNs - c1

)

0
C a, + b1 cos9

1

b1 sin 9

(4.215)

-a, + b, cos 9]

b, sin 0
Csw 2 = 2a 2 Diag[1, -1],

,

0

As=

and Aw = (2Ns + 1)12. For AN'W 1 W2 , however, we need

expressions for each of Bob's three channels.

1. For the AGB channel, we get
AN'
-

N'W1

-

AN' W1 W 2

4

CN'W1

CNW 2

Aw

0

0

Aw

CN'W 2

(4.216)

J

where
S+

0

2xN'+

(4.217)

AN'

0
with XN'i

=

(GB - 1)(1 + isNs

GB
CN'W1 = 2 /G--

-

1

[a

1+2xN'-

ci),

1

+ b, cos

b1 sin 0

9

(4.218)

a1 - b1 cos 9]

sin90

-&j

1

and CNW2 = 2 vGB - 1 a 2 Diag[1, 1].

2. For the IO channel, we get

AN'W 1 W 2

AN'

CN'W1

CN'W 2

CN'W 1

Aw

0

CNW 2

0

Aw

1I
=

4

228

(4.219)

where

0
with
1

XN

(1

=

--

c 1),

7B)(KSNS

1+2XN'-

CN'W1

1

~-

B

Csw 1 , and CN'W 2

B Csw 2

-

3. For the A0

channel, we get

AN'1Ww

1
2

4

AN'

CN'W1

CNW 2

CNW 1

Aw

0

CN'W 2

0

AW

where
AN'

=

[

XN'

= GB(1+KsNs

c1), CN'W1

7

]

0

0
with

1

(4.221)

(4.222)

-1+2xN'=

\/B CSW 1 , and

CN'W 2 =v

B CSW

2

At this point it is possible-for all three of Bob's channels-obtain closed-form
expressions for the entropy gain that are functions of {ci, a,, bl, 0, a 2 }. In principle,
these expressions can be minimized, subject to Eq. (4.211), but in practice they are
too complicated for that to be done analytically.

Numerical minimization can be

done, however, for which transforming to
C1

with T7 E [0, 7r/2],

T1

=

KsNs cos 2(Tr,),

(4.223)

a, =

Kf Cs cos(ri),

bi =

Kf Cs sin(ti) cos(

2 ),

(4.225)

a2 =

Kf Cs sin(ti) sin(T 2 ),

(4.226)

E [0, 7r/2], and

T2

(4.224)

E [0, 7r], automatically ensures that Eq. (4.211)

is satisfied, and reduces the entropy gain's numerical minimization to a four-dimensional
optimization.
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The preceding analysis completes the proof of Theorem 9 modulo our proving
Lemma 10, which we accomplish in Section 4.4.5.

4.4.5

Proof of Lemma 10

Proof. Our objective is to show that a collection of beam-splitter unitaries involving
the W modes can reduce Eq. (4.202) to Eq. (4.203). We begin by showing how to
eliminate the undesired phase-insensitive cross correlations, i.e., the (d&

&w.)} for

2 < n < M. First, we apply phase shifts to the W modes so that all (&4 &w,)} ;> 0
for 1 < n < M with (&t&w1 ) > 0

31.

Next, starting with n = 2 and continuing until

n = M, we use beam splitters to effect the following transformations,
W,=

1 - 7n W

+V'

-'

I - qn&aW,,

) _-

aw',

(4.227)

with
(112

(4.228)

where &1

+ (et

wt

)

(at etn-)

&w, is the W 1 mode's initial photon-annihilation operator, and a'w, for

2 < n < M, is the Wn mode's photon annihilation operator after its beam-splitter
transformation. For 2 < n < M, it is easily verified that this process results in

(&

&))

(at e',

(&t &(n-1))2 + (at

=

n2~

(4.229)

0.

3

'There is no loss of generality in assuming that (6,smdwl) = 0. If all the (dsmdw) vanish
then, no beam-splitter transformations are needed to suppress the unwanted phase-insensitive cross
correlations, and, if at least one of them is nonzero, we can take that W mode and call it the
n = 1 mode. The same will be true, below, when we null out the unwanted phase-sensitive cross
correlations, i.e., there will either be a 2 < n < M value for which (&sm&' ) is nonzero-in which
case we relabel that mode as the n = 2 mode-or there are no phase-sensitive cross correlations that
must be suppressed.
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Collapsing this iteration into a single formula gives us our desired result,
M

(at ma())S

) =

(&

(at

=

met,)2

(4.230)

0, for 2 < n < M.

It is also straightforward to obtain expressions for (sm))

and

{_s

: 2 <

n < M}, all of which, in general, will be nonzero. To suppress the unwanted phasesensitive cross correlations, we parallel what we just did for the phase-insensitive
case.

First, we apply phase shifts to {'

: 2 < n < M} so that all (&sma'n) > 0 for

2 K r K M, with (&sm&' 2 ) > 0. Next, starting with n = 3 and continuing until
n = M, we use beam splitters to effect the following transformations,
'

=

i'f

=

Vl -r7/' a' 2
Wn

+ v

-V7n I -W2dw
(4.231)

a/WnI

Tn

W',

with
dmd'.

(&Sm&y)

(4.232)

r/'W

-

(ds

where '(2
3

K

n

K

n1 )2

+ (&Sm

(422

- &'w2 is the W2 mode's initial photon-annihilation operator, and &",

for

M, is the W' mode's photon annihilation operator after its beam-splitter

transformation. For 3

K

(

n

K

M, it is easily verified that this process results in

W2ag S"'=2&1/a/
(&

'-)+ (asm4'wf

n) (n 1) 2

(asm a)

=

(4.233)

0.

Finally, because the beam-splitter transformations preserve total correlations, we have
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that

I (&Sm&W.)

2

n=1
M

=

2

\ (asm&?)

+ 1:

)~12

1 (&

(4.234)

n=2

= ("smn

W-'
I(m&)

12

+ I(&S"m&IM)
+(Msb)
W 2

12

M

+

(&Sm'

2)\2

n=3
W2

(4.235)

,

(sdM

= (as. ,-|+

where we used Eq. (4.233) in Eq. (4.235). Combining Eq. 4.230 and Eq. 4.235, we
complete the proof.
0
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Chapter 5
Resource theory of non-Gaussian
operations
In this Chapter I will introduce my work on resource theory of non-Gaussian
operations
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5.1

Introduction

Bosonic Gaussian states and Gaussian operations are important components in
quantum information processing [1]. Despite involving an infinite-dimensional Hilbert
space, they are analytically tractable and, more importantly, easy to realize in experiments. Lasers, phase-insensitive optical amplifiers, and phase-sensitive optical amplifiers all produce Gaussian states, viz., coherent states, amplified spontaneous emission
(thermal) states, and squeezed states, respectively [2]. In addition, spontaneous parametric down conversion-the most commonly used source of optical entanglementproduces Gaussian states [2]. Important tasks, like quantum key distribution (QKD),
can be performed with only Gaussian sources, Gaussian operations, and Gaussian
measurements [31. Gaussian attacks have also been proven to be optimum for oneway continuous-variable QKD protocols [4] and two-way continuous-variable QKD
protocols [5].
However, non-Gaussian states and non-Gaussian operations are necessary for
many other quantum information processing tasks, e.g., entanglement distillation [6,
7, 8, 9], quantum error correction [10], optimal cloning [11], continuous-variable quantum computation [12, 13], and cluster-state quantum computation [14, 15]. It has
been shown that under a few reasonable assumptions, general quantum resources in
the Gaussian domain cannot be distilled with Gaussian free operations [16]. Moreover, non-Gaussian states and non-Gaussian operations can improve the quality of
entanglement [17] and the performance of tasks such as teleportation [18, 19, 20]. For
this reason, non-Gaussian states (e.g., Fock states, NOON states [21], Schr6dinger-cat
states [22, 23]) and non-Gaussian operations (e.g., photon-number addition (PNA) 124,
25, 26], photon-number subtraction (PNS) [27, 28, 29, 30], the qubic-phase gate [31],
the Kerr nonlinearity [32], sum-frequency generation [33], the photon-added Gaussian
channels [34], and other examples [35]) are being theoretically analyzed and experimentally realized.
An important task is thus to characterize and quantify the non-Gaussianiy (nG)
utilized in each task.

Quantum resource theory (QRT) [36] answers this type of
241

question. QRT has been established in various areas of physics, e.g., quantum coherence [37, 38], superposition

QRT

[391,

athermallity [40, 41], and asymmetry [421. The

of nG is challenging because the set of Gaussian states is not convex, so the

usual framework of QRT [36] does not apply directly, and because of the infinite
dimensional Hilbert space that is involved.

Despite these difficulties, the QRT of

non-Gaussian states has been developed [43, 44, 45]. We explain the basic ingredients of traditional QRT via the example of non-Gaussian states: (1) resource states
(non-Gaussian states), (2) free states (Gaussian states), and (3) free operations (Gaussian channels). A principal goal of QRT is to quantify the resource with a monotone
that satisfies three conditions: (1) zero for all free states, (2) non-zero for all resource
states, and (3) non-increasing under free operations. Indeed, Refs. [43, 441 defined
such a monotone based on quantum relative entropy [46, 47], and evaluated the nG
of various non-Gaussian states. However, the above QRT can only characterize the
nG of quantum states, the nG of quantum operations is not yet well understood.
In this Chapter, we establish a resource theory for nG of bosonic quantum operations. In our framework, the main ingredients of QRT for quantum operations are (see
the schematic in Fig. 5-1): (1) resource states (non-Gaussian states) (2) free states
(Gaussian states) (3) resource operations (non-Gaussian operations), (4) free operations (Gaussian operations), and (5) free super-operations (concatenation and tensoring with Gaussian channels). To quantify the nG of quantum operations, we propose
a monotone-the entanglement-assisted nG generating power-that is zero for all
Gaussian operations, non-zero for non-Gaussian operations, and non-increasing under
free super-operations. Note that generating powers for coherence [48, 49, 50, 51, 521,
entanglement [53, 54], and work [55] have been considered in other QRTs. We also
derive a lower bound and an upper bound for the monotone. The lower boundthe generating power of nG without entanglement assistance-has been suggested in
Refs. [44, 45] to be a measure for nG of operations. However, it is challenging to
calculate, even for unitary operations. Moreover, it is not non-increasing under the
super-operation of tensoring with Gaussian channels.
Unlike the previous suggestion, our nG monotone is analytically tractable for con242

ditional unitary maps, including all unitary operations. As examples, we evaluate
the nG of PNS and PNA. We find that the nG of both maps equals the nG of the
single-photon Fock state. Our nG monotone can thus enable a quantitative characterization of nG for conditional unitary maps. Despite the difficulty in the evaluation
for general operations, we have identified two classes of operations through our nG
monotone-the first class has finite nG while the second class has diverging nG. PNS
and PNA are in the first class, while the binary phase-shift (BPS) channel and the
Kerr nonlinearity are in the second class. For the first class, nG is finite, thus operations can be directly compared and ordered in terms of nG; for the second class,
further classification may be possible by considering the rate of divergence of nG with
increasing input/output mean photon number.
More importantly, by utilizing the nG monotone defined in this paper and its properties, we show that all Gaussian-dilatable non-Gaussian channels defined in Ref. [34j
are in the finite-nG class. The Gaussian-dilatable non-Gaussian channels are an important class of non-Gaussian channels and a starting point for our understanding of
non-Gaussian operations, since their Kraus operators and input-output relations in
characteristic-function form are analytically solvable. For example, this class includes
the bosonic noise channel defined in Ref.

[56], where it has been

shown that additivity

violation in classical capacity is upper bounded by a constant. It is also conjectured
in Ref.

[34]

that the set of linear bosonic channels and the set of Gaussian-dilatable

channels are identical. However, in this paper we show that there are channels in the
diverging-nG class, implying that not all non-Gaussian channels are exactly Gaussiandilatable. This result means that going beyond Gaussian-dilatable channels is important for the full understanding of non-Gaussian operations.
This paper is organized as follows.

In Sec. 5.2, we introduce Gaussian states,

quantum operations, and Gaussian operations, and we review the QRT of nG for
non-Gaussian states. In Sec. 5.3, we establish a framework for the QRT of nG for
quantum operations and give the monotone, with its lower bound and upper bound.
In Sec. 5.4, we evaluate the nG of two conditional unitary maps-including PNS
and PNA. In Sec. 5.5, we propose a classification of non-Gaussian operations. We
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Goperations

states

Gaussian

rations

Figure 5-1: Schematic of the resource-theory framework for non-Gaussian operations.
The set of free states (Gaussian states !9) is closed under the set of free operations
(Gaussian operations Xg). Xg is closed under the set of free super-operations Xg.
6 g [p] is the monotone for nG of a quantum state p. It measures the difference between
p and the Gaussian state Ag (p) produced by the resource destroying map Ag. 6 g [4]
is the monotone for nG of a conditional quantum map # and it also measures the
deviation from some Gaussian conditional quantum map #g. g, Xg and Xg are nonconvex.
conclude the main text in Sec. 5.6 with discussions and future research directions.
Details and proofs appear in Sections 5.7.1-5.7.9.

5.2

Preliminaries

Here we introduce some preliminary results. In Sec. 5.2.1, we introduce Gaussian
states; In Sec. 5.2.2, we introduce quantum operations; In Sec. 5.2.3, we introduce
Gaussian operations; In Sec. 5.2.4, we summarize the QRT for non-Gaussian states.
A complete introduction to Gaussian states and Gaussian channels can be found in
Ref. [1].

5.2.1

Gaussian states

An n-mode bosonic continuous-variable system is described by annihilation operators {ak, 1 < k < n}, which satisfy the commutation relation [ak, a 1=

6

kj,

[ak, ai] =

0. One can also define real quadrature field operators qk = ak + atpk = i

- ak)

and formally define a real vector x = (qi, pi, - , qn, pa), which satisfies the canonical commutation relation (h = 2) [xi, xj] = 2f2ij, where Q

=

i EE

Y and Y

is the Pauli matrix. A quantum state p can be described by its Wigner charac244

teristic function X
D

(()

exp

(()

(ixTQi)

=

Tr [pD

(c)],

where

is a vector of 2n real numbers and

is the Weyl operator. A state p is Gaussian if its characteristic

function has the Gaussian form

X(
Here the x

=

=

-(IT (f2AQ T )

exp

i (z)

-

().

(5.1)

(x), is the state's mean and

A
is its covariance matrix, where

-

=

({xi - di, xj - d}), ,

{, }

is the anticommutator and (A)p

(5.2)
=

Tr (Ap). We

denote the set of normalized (i.e., unity trace) Gaussian states with an arbitrary
number of modes as g. Any state with a non-Gaussian characteristic function is
non-Gaussian.
As an example of Gaussian state, the two-mode squeezed vacuum (TMSV) state
is
00

),AA=

where

In)

'1-A21A n In)
n=o

)A,,

(5.3)

is a Fock state with n photons. The covariance matrix of a TMSV can be

obtained as

A( =

(2Ns + 1)I
2CPZ
2CpZ
(2Ns + 1)1

,(5.4)

where I, Z are Pauli matrices, Ns = A 2 / (1 - A 2 ) is the mean photon number per
mode, and C, = V/Ns (Ns + 1) is the phase-sensitive cross correlation.

5.2.2

Quantum operations

Traditionally, a quantum operation 'T is defined as a linear and completely-positive
(CP) map from density operators to (unnormalized) density operators [46]. It can be
expressed in terms of a unitary operator U on the input in state p, and an environment
245

E in a pure state I'E), and a projector P onto E f46] as

(5.5)

T (p) = TrE [(Po U) (p0 VE).
For simplicity, we have used the notation 0 = 10)
of a pure state

|/).

(4'l to denote

the density operator

We also use the same notation U to denote the unitary channel

that applies unitary U on input states, i.e. U (p) = UpUf, and similarly P (p) = PpP.
When T is also trace-preserving (TP), it is a quantum channel and can be implemented deterministically. T can also be non-trace-preserving. In that case, T is
implemented probabilistically. The probability of the map T successfully happening
is given by Tr [T (p)] < 1 and the normalized output state is T (p) /Tr [T (p)]. In
various scenarios, we are interested in the enhancement provided only by the successful instances of T, e.g., when operations like PNA and PNS are used to enhance
entanglement [18, 19, 20, 17].

In these cases, we care more about the quantum

state produced conditioned on success. Thus, we define the following post-selected
completely-positive and trace-preserving (CPTP) maps.

Definition 11 A conditional quantum map

O (p) =
Map

#

[

#

1

Tr [T (p)]

takes input state p and yields

(5.6)

T (P).

can be linear, when T is TP (so T is a quantum channel), thus conditional

quantum maps include all quantum channels. Map q can also be nonlinear, which
occurs when T is not TP, due to the normalization factor. The complementary map
of

#

is given by 0C (p) = TC (p) /Tr [T (p)], where T

quantum operation and we note that Tr [T (p)]

is the usual complementary

- Tr [TC

(p)].

In the rest of the

paper, without causing confusion, we refer to conditional quantum maps as quantum
operations. Note that the notion of such conditional quantum dynamics has been
defined in quantum trajectory theory and quantum control [57, 58, 59, 60, 61].
In this paper we are concerned with quantum operations in infinite dimensions.
W[n]i ~g

We denote the set of density operators with n modes as R [n]. Let g [n]
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1

be the set of n-mode Gaussian states. Denote the number of input modes to channel
0 as no and the input Hilbert space is thus W[n]. Denote the identity operation on
N[n] as 1. In certain cases, we will not explicitly state the dimension for simplicity

( e.g., write I instead of -E),as long as it does not cause any confusion.
5.2.3

Gaussian operations

A quantum operation is Gaussian if it transforms Gaussian states to Gaussian
states

[7].

Formally, the set of Gaussian operations (conditional maps) Xg is defined

as follows.
Definition 12 A quantum operation # C Xg, iff Vpg G g[no+n], we have (hL 0

#) (pg)

G.
Note that if in Eq. (5.6)
And if

#

#

C Xg, then the original linear CP map T is also Gaussian.

is linear, the requirement in Definition 12 is equivalent to the weaker con-

dition: Vpg E g[n4], we have q (pg) E g [62, 63]. Since on Gaussian inputs, Gaussian
measurements can also be transformed to TP operations by post-processing [7], we
are particularly interested in the set of Gaussian channels XL C Xg. Any quantum
operation outside Xg is non-Gaussian.
All quantum channels can be extended to unitaries on the input and a vacuum
environment (Stinespring dilation) [7], Gaussian unitary operations XgY are therefore essential among Xg. Here we list a few Gaussian unitaries. A trivial Gaussian
unitary is the identity operation A. Less trivial unitaries include single-mode dis,

placement D0 = exp (aat - a*a) , single-mode phase rotation Ro = exp (-iOata)

single-mode squeezing Sr = exp r a2

-

at2)

/21

, and two-mode squeezing S2,r =

exp [-r (ab - atbt)] . In particular, S2,r generates a TMSV
puts |O)A O)A,, i.e., (A)A
and

0

AA,

O)A

= S2,r (OAA'),

where A = tanh (r),

A)A

((A)AA'

from vacuum in1( )A' ((AIAA'

AI),
(01A (0,.

All Gaussian unitaries can be expressed as affine maps x -+ Sx + Ax in the
Heisenberg picture. Commutation relation preservation of [Xi, x] = 2if2*i requires
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C

that Sf2ST

= E,

i.e., S is symplectic. In terms of the mean and covariance matrix,

the affine map leads to

-

+ St + Ax, and A -+ SAS T .

(5.7)

Moreover, this is true regardless of whether the input state is Gaussian or not.
An arbitrary n-mode covariance matrix A has a symplectic diagonlization, i.e.,
3S, s.t.

SqST = Q and A = S

(ED

PkI) ST.

Here pk's are the eigenvalues

of iRA. Since PkI is the covariance matrix of a thermal state with mean photon
number

(pk -

1) /2, this means that an arbitrary Gaussian states can be transformed

into a product of thermal states with mean photon numbers {(Uk - 1) /2, 1 < k <
n} by a Gaussian unitary.
k=1

g

((Pk -

Thus, the entropy of such a Gaussian state S (p)

1) /2), where g (N) = (N + 1) log 2 (N + 1) - N log 2 N is the entropy

of a thermal state with mean photon number N.
As an analog to the Schmidt decomposition for finite-dimensional bipartite pure
states, we have the following phase-space Schmidt decomposition 164]. Consider an
arbitrary bipartite pure Gaussian state

{Bk,1

with modes {Ak, 1

k < nA} and

k < nB}, where nA < nB. There are local Gaussian unitaries UA, UB that

transform 'AB

to a tensor product of nA TMSV and nB - nA vacuum states, i.e.,

(UA 0 UB) (PAB)

5.2.4

V)AB,

=

[k1

(k)AkBk

]

[®k=nA+1 OBk]

.

(5.8)

Summary of nG resource theory for states

In a QRT, consider the set of free states to be the Gaussian states g. To characterize the nG of a quantum state p, a relative entropy based monotone, non-increasing
under free operations of Gaussian channels X', has been established [43, 44], namely
6g

[p] = min S (p||pg) = S (p|lAg (p))= S [Ag (p)]
pgG9
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S (p).

(5.9)

Here S (pH|o) - Tr [p (log 2 p - log 2 o-)] is the quantum relative entropy; a brief review

of its properties is given in Section 5.7.1. The first formula is a natural definition
and has been shown to equal to the second formula in Ref. [43]. The second formula
is the original proposal from Ref.

[44],

the resource-destroying map [65] p -+

and equals the third formula, where Ag is
Tp,

with

Tp

C g having the same mean and

covariance matrix as p. We can obtain the following lemma (proof in Section 5.7.2).
Lemma 13 Ag commutes with any Gaussian channel g E X', viz., g oAg

=

Ago g.

When Gaussian channels are considered as free operations, this condition guarantees
that S

(p||Ag (p))

is a monotone [65]. In general, however, conditional Gaussian maps

do not commute with Ag. A counterexample is given in Section 5.7.2.
Besides continuity, 6 g
(Al) Non-negativity.
(A2)

6

6g

[-]

satisfies the following [44].

[p] > 0, with equality iff p C g.

g [p1 0 p2] = 6 g [p1] + 69 [P2].

(A3) If Ag (pk)'s are equal, then 6g [kpk pk] < E pA6g [pk].
(A4) Invariance under a Gaussian unitary.

6g

[ugpU

(A5) Monotonically decreasing under a partial trace.

g [p], VUg C Xg.

-

6g

[Tr 2 (P12)]

(A6) Monotonically decreasing through Gaussian channels.

6g

6 g [p12].

[#g (p)] < 6g [p] , V~g E

Xs.
Note that relative entropy is not superadditive in the traditional sense [66].

The

free set of states g is not convex, thus precluding the results about resource state
conversion in Ref. [36] to hold in the resource theory of nG. Property (A6) cannot
be extended to Gaussian conditional maps, a counterexample in which a Gaussian
operation increases the nG of a non-Gaussian state is given in Section 5.7.3. This
shows that even Gaussian measurements can be reduced to a Gaussian channel on
Gaussian inputs by post-processing, but on non-Gaussian inputs they need to be
treated differently from Gaussian channels.
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5.3

Resource theory of non-Gaussian operations

The goal of this Chapter is to establish a resource theory for nG of quantum
operations. We define the set of free operations to be Gaussian operations Xg. To
formulate the resource theory of non-Gaussian operations, we need to find a set of
super-operations that leave Xg closed (schematic in Fig. 5-1).
Definition 14 The set of free super-operationsXg is a set of maps that map each
element in Xg to an element in Xg. Here we consider
(5.10)

Xg = {q0g, og, #go}g,

which includes tensoring with a Gaussian channel (00g), pre-concatenation with a
Gaussian channel (oqg) and post-concatenation with a Gaussian channel ($go).
All the above super-operations map a Gaussian operation to another Gaussian
operation. But Xg does not include general probabilistic mixing, because probabilistic
mixing of Gaussian states can be non-Gaussian. We also exclude from Xg the action
of taking the complement. The reason is as follows. If nG is non-increasing under
taking the complement, then it must be invariant under taking the complement,
because taking the complement twice gets back to the original map. However, one can
construct a channel by swapping the incoming state with a non-Gaussian pure state,
the channel is clearly non-Gaussian, but its complementary channel-the identity
channel-is Gaussian.
The crucial step in characterizing the nG of quantum operations is to find a monotone. This monotone should be non-increasing under the set of free super-operations
Xg.

In Sec. 5.3.1, we will propose a monotone 6g [-] based on the entanglement-

assisted generating power of quantum operations. In Sec. 5.3.2, we obtain a lower
bound dg [-] on Sg [-]. In Sec. 5.3.3, we obtain an upper bound Dg [-] on Sg [-] based
on distance measures between quantum operations. This upper bound is in fact also
a monotone. To summarize, we present two monotones, 6 g H and Dg
bound dg

[.],

satisfying the following relation.
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[.1,

and a lower

Theorem 15 For all conditional quantum maps 0, dg [$] < 6g [0] < Dg [ $].
The proof is given after we introduce each quantity.

We propose

6g

[-] instead of

Dg [-] to be the measure of nG for quantum operations, since Sg [.] is much easier to
evaluate, as we will show in Sec. 5.4.

5.3.1

Entanglement-assited generating power as a monotone

In this section, we propose a monotone for nG of quantum operations based on
the entanglement-assisted generating power.
Definition 16 For the input Gaussian state PA' e g[no] to conditionalquantum map
0, consider its purification 4

AA,

E g[2nO].

We define the entanglement-assisted nG

generating power as follows

g []

=

66ag

[(ino ( #)?)
()AA')]

(5.11)

Before proving the properties of Sg [-] that allow it to be a monotone for nG, we justify
the choice of the number of ancilla modes by the following lemma.
Lemma 17 S9 [#] is invariant under local isometry on ancilla A and giving ancilla
A extra modes.
The proof is based on the phase space Schmidt decomposition, details are in Section 5.7.4. In Definition 16, we have chosen an ancilla with the minimum number
of modes. Also, maximization over PA' is equivalent to maximization over the pure
state

'/AA/

due to this symmetry of purification. This symmetry of purification also

guarantees that pure states are optimum, i.e., we have an equivalent definition of 6 g

[

as follows.
Definition 18 For 'W [n] with n > np modes,
(5.12)
PgE9[n+nO]
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This means that going to an arbitrary mixed state with an arbitrary number of
modes does not increase nG, because by Property (A5), we have 6 g [(In & #) (pg)] <
6

g [(12n+n, 0

) (#pg)], where Op. E g[2n+2no] is the purification of pg E ![n+no].
6

Combined with symmetry of purification, we have maxpQeg[n+n0]
Qeg[2n+2n0]
maxg

6

(O4p)]

g [(I2n+no 0 0)

= Sg [#].

g [(In 0

) (pg)1 :

On the other hand, the reverse

inequality is trivially satisfied by taking pg to be the product of the pure state in
Definition 16 and extra vacuum ancilla.
Now we give properties of 6 g

[-3, The

proofs are given in Section 5.7.5.

(B1) Non-negativity. 6g [q] > 0, with equality iff q E Xg.

(B2) Invariance under tensoring with Gaussian channels. Vqg E Xg, we have 5 g[# 0 #g]=

(B3) Invariance under concatenation with a Gaussian unitary. VUg E Xgu, Sg [Ug o ]
Jg [ o Ug]

= 5g

[#]0.

(B4) Monotonically decreasing under concatenation with partial trace. For # with
output AB, we have Sg [TrA 0 0]

.

Sg [1]

(B5) Monotonically increasing under Stinespring dilation with a vacuum environment. Note this property is only for channels, not for general operations. Suppose

Vp,

(p) = TrE o U, (p0 OE), we then have g[] < 6g [U0].

(B6) Non-increasing under concatenation with a Gaussian channel. Vog E Xg', (1)

6g

[0 1 0

#2]

[<].

(2) Pre-concatenation:

6

g

[# o

/g] <

6

g [0]

0 > >g [0 1] + Sg [421

-

(B7) Superadditivity.

g

.

6

Post-concatenation: Sg [#g o #]

It is open whether this superadditivity (B7) can be strict. Due to superadditivity, if
one wants invariance under tensoring with itself, a regularization can be introduced

0 [0]

=

limasoo 6g [00n] /n, such that 6o

[# 2]

= Ro [0].

However, unlike the case

in communication capacity, where joint encoding between multiple channel uses is
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natural to consider; here we can simply regard q and 00 2 as two different quantum
operations, thus regularization is not compulsory for our resource theory.

5.3.2

Generating power as a lower bound

Suppose we trace out the ancilla in Definition 18, we can define another function
as follows.
Definition 19 (nG generating power) dg [#]

maxpEg[n.] 6 g [0 (pg)].

This has been suggested in Refs. [44, 45] to be a measure for the nG of quantum
operations. By considering an input in a product state with the ancilla, it is easy
to see that

6

g

[#] = dg [In 0 #] > dg [h], by Property (A5).

Thus the first part

of Theorem 15 is true. If the above inequality can be strict (which seems plausible), because the identity I,

is a Gaussian channel, we cannot prove invariance nor

non-increasing under tensoring with Gaussian channels. Moreover, dg

[0]

= 0 only

implies Vpg E g, q (pg) E g, which does not necessarily mean q E Xg according to
Definition 12. Thus, it only satisfies Properties (B3)-(B7) (see Section 5.7.6 for details). Additionally, it is difficult to calculate dg

[-] even for unitary operations, since

it requires maximization over mixed states and the entropy of a non-Gaussian mixed
state is difficult to calculate. In contrast, Sg can be analytically evaluated, as we will
show in Sec. 5.4.

5.3.3

Upper bound-distance as a monotone

Another natural definition for the nG of quantum operations can be obtained from

a geometric approach. Since the diamond norm [67] is difficult to calculate, here we
introduce the following.
Definition 20 Consider conditional quantum maps

#1

and # 2 each with the n input

modes. We define a measure for their difference by

Dg (#1,2)= max S[(1n 0 0 1) (0g)j| (Tn002) (0g)],
lgCg[2n]
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(5.13)

which is equivalent to

#2) (Pg) . (5.14)

Dg (#1, # 2 )

max S [(In 0q 1)(pg) 1 (In

=

q

PgEg[n]

In the first formula, we have restricted the state to be pure and within g[2n]. An
argument similar to Lemma 17's proof gives the second formula. Now, one can define
a measure of nG by the the distance from the closest Gaussian conditional map with
the same number of input modes.
Definition 21 (nG distance) Dg [#] = minoEx, Dg (#, $g).
Now we show that the second part of Theorem 15 is true. We will not explicitly state
the dimension in the following proof for simplicity.
Dg [#] = min max S [(I 0q) (Vg) 1 (I 0 #g) (0g)]
qOgEXg

'gE9

> max min S [(I 0) (g) 1(I 0g)
?pbg ~Eg g
> max min S [(I 0 q) ()
1pg]
=

max 6g [(I 0 () (0g)1 =?pgEg

(Vg)]

[(].

The first inequality is due to the max-min inequality [68], the second inequality is
due to the fact that (I 0 Og)

(0g)

E g, and the last equality is due to Eq. (5.9) and

Definition 16.
We can show that Dg

[-]

satisfies Properties (B1)-(B6), which qualifies it to be a

measure of nG for quantum operations (see Section 5.7.7 for details). Moreover, we
can show that it satisfies Dg [#100

2]

> max (Dg [#1] , Dg [#2]). It is open whether

this can be improved to superadditivity.

5.4

Example: Conditional unitary maps

We now introduce conditional unitary maps.
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Definition 22 A conditional quantum map is a conditionalunitary map if it is oneto-one and maps all pure states to pure states.

Conditional unitary maps include unitary operations, like the single-mode self-Kerr
unitary [45], and operations like PNA and PNS [69, 17]. For a conditional unitary
map U, because the output-ancilla is jointly pure when the input-ancilla is pure,
combining Eq. (5.9) and Definition 16 gives

6g [U]

=

max S [Ag [(I® U) ('AA')]] .

(5.15)

PA'E9

For fixed PA', S [Ag ((10 U) ()AA'))]

can be analytically obtained by calculating the

entropy of the Gaussian state Ag [(I

U) (@AA')], which can be obtained from its

covariance matrix. Moreover, the Gaussian state PA, being maximized over can be
fully characterized by its mean and covariance matrix. Thus, the overall maximization
can be solved analytically without too much difficulty. For example, in the singlemode case, the general input-ancilla state

VaI,,,A)AA, =

DkRoSr

(5.16)

KA)AA'

only depends on four parameters-the displacement a, phase rotation 0, squeezing r,
and two-mode squeezing A. Note here that D0 , RO and Sr act on the input A'.
Below, we consider two specific single-mode conditional maps-the PNS
PNA

#PNA-and

OPNs

and

PNA,

#PNS

and

evaluate their nG's analytically. For simplicity, we consider the ideal

which are described by the annihilation and creation operators a and

at [69, 17]. Experimental schemes of PNS and PNA can be found in Refs. [24, 25, 26,
27, 28, 29, 30]. Both

#PNS

and

#PNA

are one-to-one and produce a pure state when

the input is pure, thus they are conditional unitary maps.
Photon-number subtraction.- When the input and ancilla are in the joint state
given by Eq. (5.16), the joint state of the output and ancilla is
((Ja1 2 + ((1

where the normalization factor is NPNS
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/O)AB=

NPNsaB

V),,r,A)ABI

+ 2Ns) cosh (2r) - 1) /2)

1 /2

Because of Property (A4), kb)AB has the same nG as

1

AB

=

0D

b)AB

= NPNS (eio (cosh (r) aB - sinh (r) at) + a) l(\)AB,
where

|()AB

(5.17)

is a superposition of photon-number added TMSV, photon-number sub-

tracted TMSV, and TMSV, so it is non-Gaussian.

By changing the global phase

properly, we can choose a > 0.
To calculate the covariance matrix of

CAB,

we consider the expectation values of

operators X (- (aA, aB, a 2 , a 2 , at aA, at aB, at aB, aAaB, which can be found from

(X) AB

KIAB X

AB

=

N2 {a2 (X)(

ae-io cosh (r) (XaB)C, - ae-io sinh (r) (Xat)
+cae0 cosh (r) (a X)
+ cosh 2 (r) (atXaB)
-

2

- ae&" sinh (r) (aBX)(

+ sinh (r)2 (aBXat

sinh (2r) ((aBXaB)( + (atXa)

(5.18)

B

B

Since TMSV & has zero mean, each term can be solved by Gaussian moment factoring. The covariance matrix can be obtained by the method in Section 5.7.8, however
the expression is too lengthy to display here. With the covariance matrix in hand,
the entropy can be obtained easily by the method in Sec. 5.2.3.
After the maximization over r, a, 0, Ns, we find that
6 g [#PNS]

= 6g [11)

Kl

=

(5.19)

2,

which is achieved by a = 0 and arbitrary r, 0, Ns. This result equals the lower bound
d' obtained in Ref.

[701

for the special case of Ns

=

0, a = 0.

Photon-numberaddition.- The nG analysis for PNA parallels what we have done
for PNS. The joint state of the output and ancilla is

where NPNA

=

|)AB

= NPNAaB l/,,rA)AB,

(Ia 2 + ((1 + 2Ns) cosh (2r) + 1) /2)-1/2 . Because of Property (A4),
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(b) Classification of
non-Gaussian operations

Arbitrary
pure state
'PE

b
n-

Gaussian
Unitary

N
kCD

Gaussia
operations
4BPS

aussian

X9

UKm

(a) Gaussian dilatable
channels

Figure 5-2: (a) Schematic of a Gaussian-dilatable channel qGD, 'E is the environment in an arbitrary pure state. (b) Schematic of the classification of non-Gaussian
operations into: (1) finite-nG class <DF, including

qPNS,

PNA

and Gaussian-dilatable

non-Gaussian channels OGD, and (2) diverging-nG class I%", including the binary
phase-shift channel #BPs and the self-Kerr unitary UKerr)AB has the same nG as

1AB

4'A
=~A
StRtDt
|$)AB
r 0D

= NPNA

e o cosh (r) at - sinh (r) aB + a*)

KAAB.

(5.20)

Intuitively, since it is again a superposition of photon-number added TMSV, photonnumber subtracted TMSV and TMSV, the maximum nG should be the same as that
of

OPNS.

However, because cosh (r). ;> sinh (r), the parameter space here is slightly

different. This difference can be dealt with by realizing that the new expectation
values can be obtained by exchanging - sinh (r) with cosh (r) and 9 with -9 in
Eq. (5.18) (fixing a > 0), and using the new normalization factor.
After the maximization over r, a, 9, Ns, we find that
6 g [#PNA]. = J9 [4PNS] = 6 g

[11) (11] = 2,

(5.21)

which is achieved by a = 0 and arbitrary r, 9, Ns.

5.5

Classification-finite nG and diverging nG

In the above examples, nG is finite.

However, for other quantum operations

there is a potential divergence caused by the infinite dimensionality of states in g.
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Consider Definition 16. If the overall output energy is bounded by Ns, then 6g [#] <
maxP,,gE[n,]S (Ag (PAR)) < ng (Ns/n). The factor n is the total number of modes in

the output and ancilla. Since g (Ns)
6g

[#]

log 2 Ns, when Ns > 1, the growth rate of

with the allowed output energy is at most logarithmic. It may be tempting to

constrain the input/output energy in Definition 16 to define an energy-constrained
version of generating power. However, because concatenation of Gaussian channels
can change the energy constraint on the input/output of the original conditional
quantum map, such constraints will invalidate Properties (B3) and (B6).

So an

energy-constrained generating power is not a meaningful monotone for nG.
Based on the above observation, we classify non-Gaussian operations into two
classes (schematic in Fig. 5-2(b)). The first class of operations has finite 6 g despite
allowing the input to have infinite energy. We denote this class of operations

J F-

Definition 23 Finite-nG class.

F=

{conditional quantum map

#

0 < 6 g [#] < oo.

(5.22)

As we have shown in Sec. 5.4, PNA and PNS both belong to this class, i.e.,
#PNS
For operations in

4

F,

E (F,

(5.23)

PNA E 'F.

we can compare and rank their nG based on the 6 g

[#]

value.

The second class of operations has diverging 6 g, when the output energy increases.
We denote this class of operations as I.
Definition 24 Diverging-nG class.
6g

[#] =oo}.

(5.24)

(O={conditional quantum map

6

To identify the diverging-nG class, it is often useful to consider the lower bound

6g [#] > dg [

6]
5g [ (za)
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(a)],

(5.25)

where the coherent state 1a) is the input to the map. If we can show that 6g [# (Ja)

Kal)]

diverges to oo as JaJ 2 increases, then we can conclude that q E bOG.
In the following, we give more examples of operations in <F and IGaussian-dilatablechannels.- In Ref. [34], a class of non-Gaussian channels called
Gaussian-dilatable non-Gaussian channels is introduced.

A channel is Gaussian-

dilatable if it has a Stinespring dilation composed of a Gaussian unitary U4 E Xg
and an ancilla in a fixed pure state OE with finite energy (schematic in Fig. 5-2(a)).
A Gaussian-dilatable channel

qGD'S Output

#GD (p)

=

on arbitrary input p can be written as

(5.26)

TrE (UO (p 0 OE)) -

All Gaussian channels are trivially Gaussian-dilatable.

#GD

is non-Gaussian when

4

E

is non-Gaussian. For Gaussian-dilatable channels, the output's characteristic function
can be analytically obtained from the input's characteristic function and the Kraus
operators are also analytically attainable. Thus, Gaussian-dilatable channels are an
important starting point for the study of non-Gaussian channels and operations. For
example, it includes the bosonic noise channel defined in Ref. [56], where it has
been shown that its additivity violation in classical capacity is upper bounded by a
constant. It is also conjectured in Ref. [34] (see Conjecture 1 in the reference) that the
set of linear bosonic channels and the set of Gaussian-dilatable channels are identical.
The nG of a Gaussian-dilatable channel satisfies

maxg [(Ino 0 (TrE

Jg [OGD]

<

rnax:69

[(-Tno

o UO))

(V)g 0

)E)]

0 LJO) (09g 0 OVE)]
0OE)
,(5.27)
(9 bl
Max 9 69[

4'g

where the first inequality is from Property (AS), the second equality is from Property (A4) and the last equality is from Property

(A2). Because the nG of the state

OE is finite and does not depend on the input or output, we immediately have the

following theorem.
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Theorem 25 Every Gaussian-dilatable non-Gaussian channel is in the finite-nG
class, i.e.,
(5.28)

OGD E 4F.
6

The fact that

9 [qGD]

<

6g

[V)EI is intuitive, since all nG of this channel comes

from the non-Gaussian environment and all other operations are Gaussian.

Here

we have considered an ancilla with finite energy. An ancilla with infinite energy
is only meaningful when one considers a sequence of ancilla with increasing finite
energy. However, the ancilla of a fixed channel cannot depend on the energy of the
input state, thus in terms of the growth with the input energy, the amount of nG is
bounded for Gaussian dilatable channels

32.

Note that our argument does not rule

out the possibility that all channels might be approximately Gaussian-dilatable. The
formulation of approximate Gaussian-dilatable channels still requires more work.
Binary phase-shift channel. -Consider a single-mode channel that applies a phase
shift R, with probability 1/2, i.e.

OBPS

(P) =

1

!R1
p + 2 RpR.

(5.29)

Let the input be a coherent state 1a) (a > 0), so that the mean and covariance matrix
of the output OBPS (CO (al) = -a)

(al + - I-a) (-aI are (0,0) and Diag (4a 2 + 1,1).

The entropy of the Gaussian state with the same mean and covariance matrix is
g ((V'4a 2 + I - 1) /2), while S (#Bps (1a) (a'I)) <_ 1. Thus we have Jg
g

((V4&

[#BPS

()0 (al)] >

+ 1 - 1) /2) - 1, and equality is achieved as a -+ oc. It is diverging as a

increases. Thus

6

g [#BPS (Ia) (al)] diverges as a increases, so

OBPS E 4oo.

(5.30)

In fact, if one considers the input and ancilla to be in a TMSV, it is straightforward
to show (details in Section 5.7.9) that Sg

[#BPS]

> 2g (Ns/2) - 1, when the output

and ancilla have total energy constraint Ns. Thus the rate of divergence is log 2 (Ns),
32

1n

principle, one can encode all possible output states into an ancilla with infinite energy, thus
considering an infinite-energy ancilla is not meaningful.
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which is the maximum rate of divergence.
Self-Kerr unitary.-- Consider now the single-mode self-Kerr unitary

UKerr=

The lower bound 6 g [UKerr (1a)

exp (-i'm (ata)

(al)] has been found

.

(5.31)

to diverge maximally, as log 2 (Ns),

where Ns = Jaj2 [451. So we have

UKerr

- <Do.

(5.32)

We have classified non-Gaussian operations into two classes 1DF and D"'. Within
the class <1 F, nG is finite and thus comparing and ordering different operations is
straightforward. Within the class 4D, even though all nG are infinite, they can have
different rates of divergence. So classification based on those rates is possible.
It is an open question whether all linear maps (quantum channels) in (DF are
Gaussian-dilatable. If it is true, then because of Theorem 25, it would imply that the
class of Gaussian-dilatable non-Gaussian channels and the class of finite-nG channels
are equal.

It is also open whether there is a minimum set of operations in <DF,

such that any other operations in DF can be simulated by this set of operations and
Gaussian operations in Xg, in terms of the generation of non-Gaussian states from
Gaussian inputs.

5.6

Conclusions

Gaussian states and Gaussian operations are inadequate for various tasks, such as
universal quantum computing, entanglement distillation, and quantum error correction. So non-Gaussian states and operations are naturally considered as resources for
these tasks. A quantum resource theory for nG in states and operations is a starting
point for understanding the utility of nG.
In this paper, we extended the resource theory of non-Gaussian states in Refs. [43,
44, 45] to non-Gaussian operations and established a monotone to quantify the
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amount of nG. This monotone can be analytically calculated for conditional unitary maps like PNS and PNA. We also provided a lower bound and an upper bound
for this monotone to assist in the calculation and analysis of nG.
More importantly, our monotone enables us to classify non-Gaussian operations
into (1) the finite-nG class, and (2) the diverging-nG class. Within the first class, nG
is finite, thus direct comparison and ordering of operations is straightforward. Within
the second class, nG diverges as the output energy increases. Further classification
may be possible through comparing rates of divergence.
We gave several examples of quantum operations in each class. In particular, we
showed that all Gaussian-dilatable non-Gaussian channels are in the finite-nG class.
Thus, not all non-Gaussian channels are Gaussian-dilatable.

. Gaussian-dilatable

channels are important because their properties, such as their Kraus operators, are
relatively easy to obtain, making them a starting point for studying of non-Gaussian
channels and operations. For example, recent results [56] show that the non-additivity
violation in a bosonic noise channel, which is Gaussian-dilatable, is mild. However,
our results suggest that focusing on Gaussian-dilatable channels is not enough for the
full understanding of non-Gaussian channels.
An important future research direction is the operational resource theory of nonGaussian operations, like the one for coherence

[381.

For example, how to quantify

the power of different non-Gaussian operations for specific tasks, like quantum computation and entanglement distillation, is worthy of investigation. This problem is
also related to channel simulation in terms of production of non-Gaussian states. One
can also ask whether there is a finite set of universal non-Gaussian operations, such
that all non-Gaussian states can be produced by this set of non-Gaussian operations
and arbitrary Gaussian operations starting from Gaussian states. The answer is yes,
because universal quantum computation is possible with Gaussian operations plus
one single non-Gaussian operation [12]. However, it is not clear whether the class of
finite-nG operations can enable universal quantum computing or it is necessary to
have operations from the diverging-nG class.
Another important future task is the further classification of non-Gaussian oper262

ations. As an analog, there are bound entanglement states [711 that have zero distillable entanglement, and cannot be directly used to enhance teleportation. Similarly, a
mixture of Gaussian channels, e.g., the BPS channel, seems less useful than the Kerr
nonlinearity for many tasks such as universal computation, while they are both in the
diverging-nG class with the same rate of divergence. A more delicate classification
that distinguishes these two types of non-Gaussian operations is an important step
towards the full classification of non-Gaussian operations.

5.7

Additional details for "Resource theory of nonGaussian operations"

5.7.1

Properties of quantum relative entropy

The relative entropy of two quantum states p and o- is defined as S (pl|a)
Tr [p (log2 P - log 2 U)]. Besides continuity, it has the following properties [46, 47].

(01) Non-negativity (Klein's inequality). S (pljo-) > 0.
(02) Joint convexity.
)

S (ppi + (1 - p) p2 lpcrl + (1 - p) -2
PS (p1 I1)

+ (1 - p) S (P2|o12)

(03) Monotonically decreasing under partial trace.
S (Tr 2p 12 1ITr 2 01 2 ) < S (p12|1o12).

(04) Monotonically decreasing under quantum operation. S (E (p)

IE (a))

< S (p|o).

Equal when E is an isometry.
(05) Additivity of product states.
S (P1 0 p 2 1019O

2) =

S (PI||1) + S (p21|9 2).

(06) 2S (p12|1912) > S (pilI1K) + S(p211O2). Superadditivity can be established by a

better multiplicative constant [72].
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5.7.2

Proof of Lemma 13

Proof. A Gaussian channel g can be extended to a Gaussian unitary on its input
and an environment [7, 391, which can be expressed as a linear transform on the mean
and covariance matrix in Eq. (5.7). The output can be obtained by tracing out part of
the joint output of this Gaussian unitary. Thus g produces a state (not necessarily
Gaussian) with mean and covariance matrix (i', A') as function of the mean and
covariance matrix

(.,A)

of the input p. So (Ag o g) (p) is a Gaussian state with mean

and covariance matrix (', A'). On the other hand, ( g o Ag) (p) is also a Gaussian
state with mean and covariance matrix (t', A'). Since a Gaussian state is uniquely
specified by its mean and covariance matrix, we have ( g o Ag) (p) = (Ag o g) (p) ,Vp.
U
A counterexample for the generalization to conditional Gaussian maps is constructed here. Consider the conditional map
(OIJA'PAA'1Ia)A,

'1 (PpAA') --

(5.33)

KA'pAAa)A,'

which projects on A' and outputs A, where Ia)A, is the coherent state with amplitude

a > 0. Consider the input -AA' = (a)

A

I

)A, 1 (I + -) A(-aI - a)A' (-oz)/2.

In the following, we show that (Ag a Ta) (UAA') and (T, o Ag) (UAA') have different
means and are thus different Gaussian states. We have that

Ta (o-AA')

1+

e 4

2

a)A

(al + e4C

2

-a

-al)

(5.34)

where expectation value is

(a(,

= 1 + e-4a 2 a.

From results in Section 5.7.8, the mean of
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UAA'

(5.35)

is (0, 0, 0, 0), and its covariance

matrix is
4a 2 + 1

0

40 2

0

0

1

0

0

(5.36)

AU =
4a 2

0

0

0

1

0

can be obtained through the P-function [1] as

(UAA')

2
AG (crAA,) =

I

dal 2r
a
1

-00

The output of the map is (T, o Ag)

oc f

(UAA')

I

Jai)A a

--

dal exp

(

lal)A,

_2

Kal.

(5.37)

, (1
a( - 2aia)) lal)A (a,
'- f1 -I 2

.

The density matrix of Ag

0 4a2 + 1

2--

It is then straightforward to see that

(a)

2a 3
1+ a

O(aAA')

which is not equal to (a)O(a)(U)

5.7.3

given in Eq. (5.35) for finite a > 0.

Counterexample

Consider a non-Gaussian state PAA'
PA,

(5.38)

where c < 1, a

>

1 and PA

VC

a)A, (al(&)A (nI-i

G9. We have

J9

[PAA']

<

[Ta (PAA')j -

6

g

[Hn)A (nj >

6

|

a)A,

(-alo

1 from continuity. For the

Gaussian conditional map in Eq. (5.33), we have T, (PAA') that Jg

1 -

m)A

(nj.

This means

g [PAA], i.e., nG can increase under a Gaussian

conditional map.

5.7.4

Proof of Lemma 17

Proof. We use methods similar to those in Ref.

[73]. Any pure Gaussian state

4

'AA',

with A having n > no modes and A' having no modes, has phase-space Schmidt
decomposition (Eq. (5.8) in main text)

[®=n0+10Ak
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, (&"IA (Ak)AkA ,

.

=

(

UA (VbAA')

Thus, UA can allow a Gaussian isometry
((UA 1 0 UA)

)

(UA

0 in,)

E g[2no]. Due to relative entropy's invariance

(PAA')

E XL, and Lemma 13, we get

UA

#)

6g [(In 0

5.7.5

O/,AA'

AA')-

Now let $1,, =
under isometries,

from 7-[n] to W[no] such that

UA

( bAAi)]

=

S [(In 0 #) (OAA') jAg ((In 0 #) (bAA'))]

=

S [(UA 0 #) (OAA') JZUA o Ag ((In 0 #) (4'AA')i

=

S [(I-no®

=

6g

flAg

) ('AA')

((UA

0 #) (OAA,))]

(5.39)

[(Ino ® ) (4AOA')] .

Proofs of properties (B1)-(B7)

In most proofs we use Definition 18 as a starting point, and we will simplify the
notation for the domain of maximization, e.g., writing pg E

g[n + no] as pg C !.

Also, we will not explicitly state the dimension of the identity operator I when it's
not necessary.

(B1) Proof.

Non-negativity follows directly from Property (Al).

is easy to see that

6

g

[#]

=

If

#

C Xg, it

Now we prove the reverse part.

0 since I 0 # E Xg.

Suppose Sg [#] = 0, then by Definition 18, Vpg C g, we have 6g [(I 0#) (pg)] = 0. By
Definition 12 and Property (Al), we get

(B2) Proof. (1) 6 g [0 90#g]
(p)]

=

=

#e

Xg.

maxpgEg 6 g [(I

m
09g) (pg)] ;> maxg 9 6g [(10 0)

Sg [#]. The inequality is obtained by taking trace over the output of Og and

using Property (A5).

(2) 6 g [#

0g]

(I0In, 0@#g)

=

maxpgeg 6g [(I0@

(pg)] <

equality follows since 10

m

axp/ g 6g

In, 0

0g) (pg)]

[(i 9

=

6 [(I
maxpEg g9

9In) (p')

=

5

lo0I4)

g [#],where the in-

g (pg) E g and in the last equality we have used the

symmetry of purification in Lemma 17.

m
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(B3) Proof. (1) From Property (A4), Sg [Ug o #]= maxpeg 6g [(I 0 Ug) o (I 0 4) (pg)]

.

= maxpgeg 6 g [(I & ) (PC)] = Sg [)]

Sg

[4],

where we have used (10

(B4) Proof. Sg [TrA
6C [TrA

((I 0

#)

maxp,,E

(PC))] < maxEC

from Property (A5).

(B5) Proof. 6 g [4]
6C

=

04)]

Ug)(g) = g.

.

(2) Sg [0 o Ug] = maxPEg 6C [(I®
0 ) a (E 0 U9) (pg)] = maxEC J9 [(0&)) (PC)

S [(10 (TrA 0
6C [(I 0

4)

40))

(pg)] = maxE

(PC)] = Sg [#].

The inequality follows

N
=

maxpg 6C [(I

[(10 (TrE 0 U4)) (p')]

=

(TrE 0 UO)) (PC 0 OE)] < maxp' E9

S9 [TrE 0 U0] <

g [U]. The first inequality is due to

expanding the set of states over which the maximization is performed. The second
inequality is because of Property (B4). m

(B6) Proof. (1) From Property (A6), 6 g [4g o 4] = maxpeC 6C [(I 0
= Sg

[)]

C[#o4] = maxPE 6

[(I

4 #) ) (I 0 ) (PC)] maxPG 6CC [(10 4) (PC)]

6g [#]. The inequality uses the fact that (I 0 0g) (pg) C g.

.

(2)

4) (PC)]

) 0 (10 4)) (P)]

-

< maxpg.C Eg [(I 0

4)

(B7) Proof. In Definition 18, choose the ancilla to be in 7-[n,] 0 W[n42 ], so we can
write I = 11 012, where Ik is the identity operator on
maxpgEC[2nO1 +2n0 2] 6 g
6 C [(IT1

0

41

012 0

Property (A2).

5.7.6

'N[nok],

thus SC [#1 0

42]

[(1 0 01 9 12 042) (PC)] > maxjC-[2nO 1 ] maxP 2EC[2nP2]

#2)

(PI 0 P2)] =C [41] + S9 [42], where in the last step we used

m

Properties of dg

(CI) Invariance under concatenation with a Gaussian unitary. VUg C Xu, we have

Proof.

4]

=

dC [4 0 UC]

(1) dC [Ug o0]

=
=

dg [4)].
maxp.gCg [Ug (0 (pg))] = maxpeg g [0 (pg)]

where we used Property (A4). (2) dg
6g

[# o

dg[4),

Ug] = maxpgcC

[4 o Ug (pg)] = maxpgcg 6g [4 (pg)] = dC [#], where we have used Ug (9) = g.
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.

dC [Ug o

#

(C2) Monotonically decreasing under the concatenation with partial trace. For
with output AB, we have dg [TrA 0 q] < dg [#]].
Proof. dg [TrA 0 q] = maxP.Eg 6 g [TrA o # (pg)] = maxpocg 6g [TrA (0 (pg))
6g

maxp,.g

[# (pg)] = dg [#]. The inequality follows from Property (A5). 0

(C3) Monotonically increasing under Stinespring dilation with a vacuum environment. Note this property is only for channels, not for general operations. Suppose

Proof.

OE), we have dg [#] < dg [UO]

.

Vp, (p) = TrE o U4 (p

dg [#] = maxp.9 g 6 g [TrE 0 UO (p9 0 OE)]

maXpIg Eg [TrE 0 UO (p')]

dg [TrE 0 UO] < dg [UO] The first inequality is due to expanding the set of states over
which the maximization is performed. The second inequality is from Property (C2).
U

(C4) Non-increasing under concatenation with a Gaussian channel. Vog C X', (1)
Post-concatenation: dg [qg o q]
(1) dg [qg o #]

Proof.

=

dg [-]. (2) Pre-concatenation: dg [0 o

maxPgIEg

6g

[0g (0 (pg))]

#g]

< dg

[0].

maxpgEg 6g [# (pg)] = dg [5],

where we used Property (A6). (2) dg [0 o Og] = maxp.Eg 6 g [0

#g (pg)]
< maxp,,O,(g) 6g [0 (pg)] < dg [0], where we have used # (g) c g.
.

0

(C5) Superadditivity. dg [0 1 0 #2] ;> dg [#1] + dg
Proof. dg [01 0
6g

[(#1 0

92)

erty (A2).

5.7.7

#2] =

maxpgEg[n 1 nO2]

(P1 0 P2)] =

dg [Oi] + dg

'g

[#2].

[(#01 0 #2) (pg)] ;> max~p1 g![n 1 ] maxP 2eg[nO2

[92],

where in the last step we used Prop-

m

Properties of Dg

(DI) Non-negativity. Dg [#] > 0, with equality iff
Proof. This follows from Property (Bi) of 5g

[9]

# C Xg.
and Theorem 15. n

(D2) Invariance under tensoring with a Gaussian channel.
Dg [# 0

g] =

Dg [q].
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V~g C XL, we have

Proof. (1) First we prove Dg [# 0 g > Dg []#].

Dg [0 0 g]
=

min max S[(I0
OgExg pgeg

#

g) (pg)1 (I0g)(pg)]

> min maxS [I E O#

g (p'opi)IVEoqg (p®p1)]

4OEXg p' E9

> min maxS [(i
4OEXg p' cG

min max
OtEXg p'/ E

40
) (p') |Il

(Tr O 4g)

S [(I®E 4) (p')
l (I®
0 0') (p')]
9

(p& 0

pi)]

Dg [#].

(5.40)

The first inequality is from limiting the maximization to states of the form p' Opi. The
second inequality is from relative entropy's monotonically decreasing under partial
trace. The last equality is because Vog C Xg, (Trgo o qg) is a Gaussian operation
that takes input o and outputs to 7R [n5], and every Gaussian operation with the same
input/output dimension with

#

can be extended to a another Gaussian operation by

trivially tensoring with the identity.

(2) Now we prove Dg

[# 0

g] < Dg [#].

Dg [0 0 g]
@®(g) (pg)1(I 0 g) (pg)]

min

max S [(E 0

OgCXg pgeg

< min max S [(GE 0
c'oexg pPC9

D
0 Wg (P9)|II #'T 0 OG 0) (P9)]

< min max S [(I'®q$)(pg)
k'eXg p9eg

l (I' o b') (pg)]

= Dg [q].

(5.41)

The first inequality is due to limiting the minimization to operations of the form
'g 0 g. The last inequality is due to relative entropy's monotonically decreasing
under quantum operations and symmetry in the ancilla.

m

(D3) Invariance under concatenation with a Gaussian unitary. VUg

Dg [Ug o]

Dg [# o UG] = Dg [].
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C

XGU, we have

Proof. (1) Ug has inverse U- 1 . So
Dg [Ug o #]
= min max S [(I
Ogexg 7pgEg

= min max S [(I
tOgEXg 'pgE

Smin

max S

0' EXO V)Igg

(Ug op)) (

(I 0g) (
(1g)

1g)]

(g)
(10 (U- 1 0 #g)) (g)]

q) (

[(0 (7) (pg) H(Io')

(0g)]

=

Dg [].

(5.42)

We have used the invariance of relative entropy under isometries.
(2) Vqg E Xg, let q'

#g o U-'

=

C Xg.

Dg[ o Ug]
= min max S
q5gEXg QQE9

[(I®(q o Ug)) (bg) 11(10Oqg) (g)]

= min max S
0'EXg ?PgEg

[I®e(# U9) (09) 1' 0U9 ('] D(g)]

= min max S

We have used Ug (G) = G.

| I #g)(@)]=Dg [].
[( e#)(@)

(5.43)

*

1',exa ?poEg

(D4) Monotonically decreasing under concatenation with a partial trace. For q with
output AB, we have Dg [TrA O q]

Dg [#].

Proof. Dg [TrA oq
Smin

max S [(I® (rJYA o 0)) ( /g)b

< min max S [I

(TrAa 0) (#0>g)
11

< min max S [(-T 0 #) ( bg)| (0
EpaOE 90
0'ox

-

(0

q

( /g)]

(Tra 75') (/g)

01'g (bg)]

Dg [#].

(5.44)

The first inequality is due to limiting to minimization over
Tra

g)

#g that

can be written as

' The second inequality is due to relative entropy's monotonically decreasing

under a partial trace. m
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(D5) Monotonically increasing under Stinespring dilation with a vacuum environment. Note this property is only for channels, not for general operations. Suppose
Vp, # (p) = TrE 0 U, (p ® OE), then Dg [#] < Dg [UO].
Proof. We have

Dg [#]
Smin
max
OkgEXg 'gE9

<

S

[(- 0

(TrE

0

UO)) (?bg 0 OE)

min max S [(I 0 (TrEo UO)) (V)g 0 OE)
Pg E9

~EXg

(I®(TrE oq)
< min max S (

<

(1®Og) (4'g)

min maxS

U) (09 0 OE)

(9g OE)]

(

0E

(/0)]

[(I 0 U) (01) 11(I0')

= Dg [UO].

(5.45)

The first inequality is from limiting the set of operations qg over which the minimization is performed; the second inequality is from relative entropy's monotonically
decreasing under a partial trace; and the third inequality is from expanding the set
of states over which the maximization is performed.

m

(D6) Non-increasing under concatenation with a Gaussian channel.
(1) Post-concatenation: Dg [ g o

#]

V~g E XgL

< Dg [q]. (2) Pre-concatenation: Dg [q5o g] <

.

Dg [q]

Proof. (1) Dg [ g o #]
Smin
max
cbCxo zgeg

( ( )) (09)]

S [(I0 ( g o #)) (0g) 1(I0

< min max S [(0 0 ( g 0 0)) (09)

g) (

1g)]

0

< min maxS [(Io) (pg) 1 (1o0') (pg)] = Dg [#].

The first inequality is due to limiting to minimization over
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#g

(5.46)

that can be written as

g O'; and the second inequality is due to relative entropy's monotonically decreasing
under a quantum operation.
(2) Dg [0 o g]
Smin

tOexg

0 )g) (Og)]

pgeg

< min max S [1

0g) (

/g)]

0

0'EXg ?/g E9

< min maxS [(i® 95) (pg) 11(100 ') (pg)]

=

q$',exo pogQ

The first inequality is due to limiting to minimization over
o (g; and the second inequality is due to (I0

(D7) Dg [01 0 #2] > max (Dg [#1], Dg

Dg [qS].

#g that

(5.47)

can be written as

g) ( bg) C G. M

[92])

-

(1

max S [(10 (0 o g)) (bg) 1 (I

Proof. Dg [#1 0052]
Smin

max S [(10 0 1 092) (pg) 1 (

OgEXg pgeg

> min maxS [I001 002 (p'0-)
q$oexo p'oEg

> min max S
0/ EXg p/

g

[(I

0g) (pg)]

|I-E09 g(p' 0-)]

#1) (p'9) I (I 0!') (p')]
(5.48)

=Dg [#il .

The first inequality is due to limiting to maximization over pg that has a product
form pg 0 -, where c- E g[n42 ] is fixed. The second inequality is by taking a trace
over the input to q 2 and that
prove Dg [01 09)2] ;> Dg [021.

5.7.8

#'

=_Tr 2 09#g is a Gaussian channel. Similarly, one can

E

Covariance matrix and correlations

The 4 x 4 covariance matrix A of a two-mode (denote them as A and B) quantum
state p can be obtained as follows. Note that A = AT. The first diagonal block is
272

given by

,

A (1, 1) = 2Re (a2), + 2 (ataA), + 1 - (2Re aA),) 2

A(1, 2)

-2Re (a2), + 2 (ataA), + 1 - (21m

(aA),) 2

,

A (2, 2) =

= 2Im (a2), - 4Re (aA)p Im(aA)p-

The second diagonal block is given by replacing A with B and A (i, j) with A (i + 2, j + 2)
in the above equations.
The cross terms are given as follows

5.7.9

=

2Re

A (2,4)

=

2Re ((ataB),

A (1, 4)

= 21m (aB

A (2, 3)

=

21m

((aAaB),

+ (ataB)p

-

4Re (aA), Re (aB),,

(aAaB)p

-

41m

-

4Re (aA), Im (aB)p,

-

41m (aA)P Re aB)p

-

+aAaB)

(ataB)p

((aAaB)p -

(aA)p Im aB p,

.

A (1, 3)

Mixed unitary channels

The binary phase-shift channel

is a probabilistic mixture of Gaussian uni-

OBPS

taries. We begin our analysis of it by considering the general case of probabilistic
mixing of K Gaussian unitaries {Uk, 1 < k < K}, with probabilities {Pk, 1 < k < K},
i.e.,
K

qmix (p) =

(5.49)

UkPUk.
k=1

From Definition 16 and Eq. (5.9), with PAB
we have 0

S (pAB)

<

h({pk })

= 10mix 0

k= pk log 2pk.

-

mix

(V)AA')

Let Sa

=

I Pk UkAA'Ut,

= maxpA,Ig S

[Ag

(pAB)-

We have,
6g [Omix]

=

E

max S [Ag (PAB)]

PEa

[S I' -

-

h ({Pk}) , S

']

.(5.51)

Because h ({Pk}) is finite, if one can show that either S
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(5.50)

S (PAB)

a

or Sg [Omix] diverges,

then the rate of divergence of Jg [qmix] is the same with S'".
For the case of

#BPs,

we have h ({Pk}) = 1 and when the output and ancilla have

total energy Ns, Smax = 2g (Ns/2) is achieved by input-ancilla in a TMSV.
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Chapter 6
Conclusion
This thesis has addressed several important questions in quantum sensing and
quantum communication, especially receiver design and performance analysis for the
quantum illumination protocol, the design and security analysis of the floodlight
quantum key distribution protocol, and additivity and superadditivity phenomena
in quantum communication. Many more open questions need to be addressed. In
particular, an experimental realization of the channel monitoring for floodlight quantum key distribution that will enable its high secret-key-rate against coherent attacks
is especially important in this regard.

The superadditivity construction has been

extended to the triple-trade-off of entanglement, classical information and quantum
information; how this can be generalized to a rate-distortion trade-off in quantum data
compression is open. The frequency-domain beam-splitter realization in Section 2.2.7
is another important open problem.
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Appendix A
Supplemental materials for
Section 2.1.1

A.1

Supplemental Material for
"Optimum mixed-state discrimination for noisy
entanglement-enhanced sensing"

A.1.1

Qubit approximation for sum-frequency generation

Our objective in this section is to develop the qubit approximation for the sumfrequency generation (SFG) process in which M zero-mean, signal-idler mode pairs

{ (ds,

im)

: 1 Km
I M} and a single sum-frequency mode 6 undergo Schr6dinger

evolution for t > 0 under the interaction Hamiltonian
M

H1
where M

>>

=

hg

(smr

+ bit dt ),

(A.1)

1. We will assume permutation-invariant initial conditions for the signal-

idler mode pairs, so that the following t > 0 averages are all independent of the mode
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indices:
n.(t)

K

s&sm)t, ni(t)

-

(&&Im)t

(A.2a)

C(t) - (&smr&m)t

(A.2b)

ns(t)= (agsm&Sm& 4 m&Im)t

(A.2c)

G(t)

(e'ds,&et'1 &In)t, for m # n

(A.2d)

F(t)

(hts~et b).

(A.2e)

In what follows we will use b(t) = (6)t and nb(t) = (btb)t to denote the mean field

and average photon number of the sum-frequency mode at time t, with b(O) = 0 and
nb(0) =

Let

0 being their initial conditions.

p(t)

be the joint density operator for the 2M + 1 modes undergoing the

Eq. (A.1) interaction. Now suppose that the total average photon number at t = 0
is small, i.e., M[nm(0)

+ ni(0)] +

nb(0)

<

1, as is the total phase-sensitive cross

correlation, i.e., MIC(0)1 2 < 1. It follows that p(t) has a number-state representation

that, without appreciable loss of accuracy, can be truncated to the tensor product
of the qubit Hilbert spaces spanned by the 2M + 1 modes' vacuum (10)) and singlephoton

(11))

states. Within this qubit approximation, and using the special form of

Eq. (A.1), we have that p(t)'s only non-zero matrix elements, to lowest order in n,(t),
ni(t) and C(t), are

(01p(t)10) = 1 -

(ni,ns)

(A.3a)

(10mnlp(t)110m)

= ns (t)

(A.3b)

(01m1 1 (t)01m)

=

ni (t)

(A.3c)

(llmlp(t)llm)

=

nsi (t)

(A.3d)

C(t)

(A.3e)

(11mO

1(t)|0) =

(114p(t)11m)

=

G(t), for m f n

(A.3f)

(lb1(t) lb)

=

nrb(t)

(A.3g)

(1bIP(t)JO)

=

b(t)

(A.3h)
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=

(lbl(t)11 m)

F(t),

(A.3i)

and the complex conjugates of the C(t), G(t), b(t), and F(t) terms. In Eqs. (A.3)
we have introduced the compact notations

10)

O)b

=

(A.4a)

(10)sm)m)

4

1<m<M

0V

Ijkm) = JO)b(Ij)Smk)Im)

(10) s,| 0) ))M

(A.4b)

1<n<M

(A.4c)

S 0)mS 0)Mm)

1b) = 11)b

1<m<M

with all the states on the right being number states whose subscripts identify the
modes to which they apply. Note that, in general, trace operations are required to
calculate the moments shown on the right in Eqs. (A.3), but the qubit approximation
obviates that need.

The full Hamiltonian for the SFG process is

fi = fo + fI,
where

(A.5)

.M

+

WImal4m

aim)

+ hWb bf I,

(A.6)

M=1

and the mode-pair frequencies satisfy Wsm + Wom =

Wb.

This Hamiltonian's matrix

elements are easy to obtain in the qubit approximation, from which the Schr6dinger
equation,
d,(t)

1

dt

. [H,
= th

(t)]

(A.7)

yields the following set of equations in the interaction picture:
dC(t)
dt

-

(A.8a)

igb(t)
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db(t)

=

dO(t)
dF(t)
dt
dt
dnsi(t)

=

=

dnb(t)

-gMC(t)

(A.8b)

-2gIm[F(t)]

(A.8c)

ig[nb(t) - n8 i(t) - (M - 1)G(t)]
-2gIm[F(t)]

(A.8d)

2MgIm[F(t)].

(A.8f)

dt

(A.8e)

With the initial conditions given earlier, plus G(0) = IC(0)12, we obtain the following t > 0 solutions:
C(t) = C(0) cos( Mgt)
b(t)

=

nb(t) =

-i

(A.9a)
(A.9b)

MC(0) sin(VMiAgt)

[MIC(0)12 + n,(0)rin(0)] sin2 (VAMgt)

(A.9c)

nsi(t) = (I - 1/M)ns(0)ni(0)
+ [IC(0)12 + ns(0)ni (0)/M] cos 2 ( Mgt)

F(t) = -i

M[IC(0)12 + n.(0)ni(0)/M]

x sin(2 Mgt)/2
G(t)

=

(A.9d)

(A.9e)

nsi(t) - ni(0)n,(0)

n,(t) = ns(0)

-

n(t)/M,

ni(t)

(A.9f)
=

ni (0) -

nb(t)/M.

(A.9g)

Equations (3) from the paper are obtained from Eqs. (A.9a)-(A.9c), and (A.9g) by
imposing the additional restriction C(0) 12

< ns(0)

and ni (0).

We see from Eqs. (A.9a) and (A.9b) that any initial phase-sensitive cross correlation, C(0), between the signal and idler modes will be completely converted to a
sum-frequency-mode mean field, b(t), at times te = f7r/2 Mg, for f a non-negative
odd integer. Furthermore, Eq. (A.9e) shows that F(tj) = 0. Because F(t) is the
only qubit-approximation moment involving correlation between the signal-idler mode
pairs and the sum-frequency mode, its vanishing at te implies that the sum-frequency
mode is not entangled with the signal-idler mode pairs at those times. In addition,
286

because M >> 1, we have n8 i(tf) ~ n,(O)ni(O), and G(te) ~ 0.
At this point we know that duration-te SFG eliminates any initial phase-sensitive
cross correlation between the signal and idler in a mode pair, and it neither entangles the signal-idler mode pairs with the sum-frequency mode, nor does it produce
appreciable correlation between different signal-idler mode pairs. As a result, we can
approximate its effect on each signal-idler mode pair as a two-mode squeezing (TMS)
operation characterized by the symplectic transformation S[C(0)] 33. Alternatively, in
the Heisenberg picture with {dsm (0), &im(0)} and {&sm(te), &i (te)} being the initial

and final mode-pair operators for duration-te SFG, our TMS approximation is

2

s (0) - C(0)&, (0)

asm(te) =

V1+ C(0)

&I.(te)

V1 +IC(0)2&Im (0)

=

-

(A.10)

C(0)&1s(0).

To justify our leading-order solutions, especially for nri (t), which is of the order of
n i (o)n,(o) and IC(0)12, we can include the next higher-order terms in 1 (t). Owing to

the form of our Hamiltonian, however, these terms do not contribute to the evolution
of nai(t). We have also compared the solutions in Eqs. (A.9a)-(A.9c) with numerical
solutions of the Schr6dinger equation for M = 1, 2, 3 with n,(0), ni (0)

<

1, C(0)12

<

ns(O), ni(0), and found excellent agreement, see, e.g., Fig. A-1.

A.1.2

Binary Mixed-State Discrimination

Implementing a minimum error-probability receiver for deciding between two
equally-probable possible states,

o and pi, falls into the realms of quantum state

discrimination [2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15].

The minimum error-

probability decision rule was given by Helstrom [16] as: (1) perform the u(Ai -

po)

measurement, where u(-) is the unit-step function; and (2) decide #, if the measurement's outcome yields 1 and decide & otherwise. Helstrom also showed that this

non-negative eigenvalues of i
33

-

)An(+)/2,
where the {A(+) } are the

.

decision rule's error probability was PH-_ (1 - E,,

Here we use S(a) to denote the symplectic transform S2 [sinh
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1

(a)] in the notation from
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1.0

0.,
L02

/

.0
0.0

0.5 1.0 1.5 2.0

\

~0*0..
a 0.0

.

I

N .. . .1.

.. . .

1.0

+
10

. . . .. ..

1.

.

0.
-0.5

.5

10

1.

.

-0.5

0.

.5

10

1.

.

-

0.64

1.0

1
.

.
t/(27rI/JA )

.5

2000

05

.

.

.

t/(2n/afi)

t/(2J/IK)

Figure A-1: Comparison between numerical solutions to the Schrddinger equation
for nb(t)/[MIC(0)12 + ns(O)nj(0)], Re[C(t)/C(0)], and Im[b(t)/VA7C(0)] (shown as
curves) and the corresponding results obtained from Eqs. (A.9a)-(A.9c) (shown as
points). The assumed initial conditions were ni(O) = 0.002, n,(O) = 0.0025, and
C(0) = -0.0015.
Calculations were performed for M = 1, 2,3 using g = 1 and
truncating the density operator's number-state expansion at 4 for M = 1,2, and
3 for M = 3. Our qubit approximation predicts the plotted moments should be
independent of M, and our numerical solutions bear this out in that the curves for
M = 1, 2, 3 are almost indistinguishable.
Unfortunately, Helstrom's minimum error-probability decision rule does not provide an explicit prescription for its experimental realization. However, when o and
#1 are each comprised of M independent, identically-distributed states, then running
the Schur transform on a quantum computer will provide an efficient realization [171
for achieving the quantum Chernoff bound (QCB) [18, 19] on PH, which is known
to be exponentially tight. A simpler approach, consisting of local operations and
classical communication (LOCC), suffices when the states in question are pure [20],
but for the general mixed-state case it is known that collective operations are necessary to asymptotically achieve minimum error-probability performance [21, 22].
Thus, for quantum-illumination (QI) target detection we must go beyond LOCCbased sub-optimum receivers [23] in order to realize QI's full performance advantage
over coherent-state target detection. Our paper does so without recourse to a full-up
quantum computer.

A.1.3

Binary Coherent-State Discrimination

In this section, we consider the well-studied problem of minimum error-probability
discrimination between equally-likely coherent states

|a)

and I- a), and use it to mo-

tivate our employing SFG to realize minimum error-probability QI target detection.
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Before going into the details, a brief historical review is worthwhile.
In 1973, Kennedy described the first receiver for the preceding coherent-state
discrimination problem whose error-probability exponent matched that of Helstrom's
optimum decision rule [24]. His analysis was couched in semiclassical terms, i.e., shotnoise theory, but its equivalent quantum description, given later in [25], uses displacement by a to null the mean field when the I - a) state was present. Photon counting
and deciding la) was present if and only if a non-zero count is obtained then results
in an error probability of e-4a1 /2, as compared to PH = [1 e-41,

2

/4 for

|aJ2 >

1

-

exp(-41a 2 )]/2 ,-a

1. Later, Dolinar modified the Kennedy receiver to include a

photodetection feedback scheme in which the pre-detection displacement operation
becomes time-varying [26]. Using shot-noise theory, he gave an explicit form for the
feedback that enables his receiver's error probability to equal PH, implying that, in
quantum terms, it realizes the Helstrom measurement.
More recently, other reception schemes have led to better performance than the
Kennedy receiver. In the improved Kennedy receiver [27, 28], a fixed but optimized
pre-detection displacement is employed, but the resulting error probability, while
lower than e-411 2 /2, exceeds PH. The Sasaki-Hirota receiver [29] achieves PH performance by replacing the Dolinar receiver's feedback with a single pre-detection unitary
operation, but this single unitary is non-Gaussian, and it requires a nonlinearity of
arbitrarily high order. A more general result for arbitrary pure-state discrimination
is also very enlightening [20], for its nice Bayesian interpretation.
Now let us turn to the details for discriminating between equally likely i

=

a) (a

and &3 = I - a) (-al. Defining ,1 - ,O to have the eigenket-eigenvalue decomposition
E (Anl A'

(A(+) I + A(-) IA(-) (A(- 1) in terms of its positive and negative eigenval-

ues, the Helstrom measurement is equivalent to the positive operator-valued measurement (POVM) {l, I

-

Fi} with

1-Z_ IA(+)(A(+ I and i being the identity

operator.
To gain valuable insight into the Kennedy receiver we start from the easily demonstrated result

b(a)(1 -

o)bt (a)

=
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12a)(2a I - 10)(0|,

(A.11)

where D(-) is the displacement operator.
unitary, we can achieve

PH

Because the displacement operation is

performance after performing that unitary if we take

our POVM {f 1, i - ft1} to be the one for minimum error-probability discrimination
between equally likely D(a)pibt(a) and b(a)bobt(a).
(12a) - e-1a 1

10))!

Using the basis {0')

1 - e-41,P, 10)}, we then get
((1 v1 - e- 4 lP)/2

e-2a /2

(1 + V1 - e- 4kEP)/2

1m/

for that optimum POVM. Equation (A.12) shows that

U1

~~Z-10) (01 to leading order

when Ia2 >> 1, which coincides with Kennedy receiver's POVM {fi - |0)(0|, 10)(0|}

[25].

This is the intuition for the Kennedy receiver: forcing the vacuum state to be

one of the hypothesized states so that a non-zero photon count enables error-free
rejection of that state.
The Sasaki-Hirota receiver extends the Kennedy-receiver paradigm by preceding
a photon-number resolving (PNR) measurement with a unitary U chosen to make
10)(01 one of the POVM elements for optimum discrimination between equally likely

UA 1 Ut

and

U

0

. This understanding motivates our use of SFG for the collec-

tive measurement in QI target detection: SFG produces a vacuum (non-vacuum)
sum-frequency output when low-brightness signal-idler pairs at its input have zero
(non-zero) phase-sensitive cross correlation.

Moreover, because Dolinar needed to

augment the Kennedy receiver with an optimum feedback law to achieve minimum
error-probability operation, we should not be surprised that SFG will require the
addition of a feed-forward structure to realize minimum error-probability QI target
detection.

A.1.4

QI target detection for weak signal-idler pairs

As a preface to our treatment of the paper's QI target-detection problem, let
us consider the simpler scenario in which the background light has low brightness
but the problem is otherwise the same as in the paper. In particular, for equally290

likely target absence of presence (h = 0 or 1, respectively), we observe M >> 1
returned-signal/retained-idler mode pairs, {.Sm,

lm

}, that,

conditioned on h =

J,

are in independent, identically-distributed, zero-mean, Gaussian states with Wigner
covariance matrix
1

( (2NB +

4

2CZ

1)I
1j

where I = diag(1, 1), Z = diag(1, -1),

2CpZ61 j

(2Ns + 1)I
ijois the Kronecker delta function, C, =

V Ns(Ns + 1) is the phase-sensitive cross correlation that exists when the target
is present, and nNs < Ns < NB < 1. Pirandola considered this problem in the
K

-

1 quantum-reading context [30], but the quantum advantage over coherent-state

operation that he found there vanishes when

K

< 1. So, our goal in this section will

be to see how our SFG receiver can approach QCB performance, even though that
performance will not be better than that achievable with coherent states. Toward
that end, we will content ourselves with asymptotic analytical results, reserving for
later the full evaluation of the NB > 1 scenario, in which QI target detection with a
quantum-optimum receiver enjoys 6 dB higher error-probability exponent than that
of coherent-state operation.
First let us exhibit the QCB for QI target detection in the weak signal, weak idler
scenario under consideration here. Using Pirandola and Lloyd's symplectic diagonalization technique [19], it is easily shown that

PQCB ~_exp(-MC )/2 ~ exp(-MKNs)/2,

(A.14)

is that quantum Chernoff bound. Next, we note that the optical parametric amplifier receiver [23] and the dual-homodyne receiver [30] both achieve sub-optimum
performance:
POPA

exp(-MC /2)/2 ~ exp(-MKNs/2)/2,

(A.15)

PHom

~ exp(-MC /2)/2 ~ exp(-MKNs/2)/2,

(A.16)

and
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respectively, making their error-probability exponents 3 dB inferior to the one for
optimum QI reception. Now let us show how SFG can recover that missing 3 dB.
Because 1 < M|CpI 2 < 10 at QCB values of interest, we cannot directly apply
the qubit approximation for the SFG process to all M mode pairs, even though
the returned signal and retained idler both have low brightness. Instead, we shall
divide those M mode pairs into M/K subsets, with 1 < K < M and KICI 2 <
1, and have each subset undergo SFG. When the target is absent, the M/K sumfrequency outputs will all be in independent thermal states with average photon
number NSNB. When the target is present, those sum-frequency outputs will all be
in coherent states with mean field /K Cp that are embedded in independent thermal
backgrounds with average photon number NSNB. Coherent combining of the M/K
sum-frequency outputs then leads to the following binary state-discrimination task
for distinguishing between target absence and presence. Is the resulting state thermal
with average photon number NSNB (target absent), or is it a coherent state with mean
field V/M C, that is embedded in a thermal background with average photon number
NsNB (target present)? The SFG receiver answers this question by counting photons
in the coherently-combined sum-frequency output, and declaring target present if
and only if one or more counts are obtained. The resulting error probability is easily
shown to be
PSFG

~ [exp(-MC2) + NSNB]/2,

(A.17)

which becomes
PSFG ~ exp(-MC )/2 ~_exp(-MKNs)/2,

(A.18)

for MC2 < - ln(NsNB). By analogy with the Dolinar receiver, we expect that aug-

menting the weak-signal/weak-idler SFG receiver with an appropriate feed-forward
structure could approach the Helstrom bound for this target-detection problem.

A.1.5

Single-Cycle Analysis of the FF-SFG Receiver

In this section we return to the QI target-detection problem in its advantageous,
K Ns < Ns < 1 < NB, setting. As explained in the paper, we use signal slicing
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Figure A-2: Schematic of the FF-SFG receiver's kth cycle. S(rk), S(-rk), and S(ek):
two-mode sqieezers; SFG: sum frequency generation; FF: feed-forward.

so that each SFG interaction in a K-cycle sequence transpires in the weak signal,
weak idler regime. As alluded to in the preceding section, we embellish these SFG
interactions with feed-forward elements to enable the overall receiver to approach

PH performance.

In order to evaluate the FF-SFG receiver's error probability, the

immediate task is working through the functioning of the receiver's kth cycle. The
structure of that cycle, shown in the paper's Fig. 1, is reproduced here in Fig. A-2. In
this figure we use "in" and "out" superscripts on the cycle's input and output signal

and idler modes, in lieu of the "(k)" and "(k + 1)" superscripts that appeared in the
paper's Fig. 1. We also suppress all other "(k)" superscripts, and we introduce some
additional notation that will be needed in what follows.
The inputs to the kth cycle are the M > 1 signal-idler mode pairs

{ (5m"

whose average photon numbers and phase-sensitive cross correlation are

(S2m"a

)>

1, n

« 1, C

("")

(m

I" ).

3

>In )}
ni"

For k = 0, the Wigner covariance

matrix in the paper's Eq. (1) gives us n" = NB >> 1, n." = Ns < 1, and CIh=1=

Cp = VKNs(Ns + 1) < 1.
Because we need to exploit SFG in the regime wherein its qubit approximation is
valid, we route the
34

{&%" }

to a beam splitter with transmissivity r7

<

1 that slices off

We will see, below, that n*"~ ni" and nR"t ~ ni", which justifies our asserting the ni" > 1

and nin

< 1 for the kth cycle, because those conditions hold for k = 0.
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a low-brightness portion of this light, {sm,1}, given by

Sm,1 =f

-

+ V1i

C's

(A.19)

m,

where the {Vm} are vacuum-state modes. That beam splitter's other outputs, {aSm,2},

given by
Csm,2 =

?7

V1l

(A.20)

7 avm,

m-

will later be merged with the SFG-processed signal modes from the kth cycle to
provide the input signal modes for the (k + 1)th cycle.

The {sm,1} and the {Sm,2} have average photon numbers qn in and (1 - q)ni"
phase-insensitive cross correlation (i
sensitive cross correlations with the

=

sm,2)

{ai" }

modes are

?q(1 - q) nin, and their phase(asm,1li"

)

=

- Csij and (aSm, 2

i)=

1-7 C.

Following this signal slicing, the {(asm,1, ain)} mode pairs undergo the TMS operation S(rk), with rk given by Eq. (5) from the paper, yielding outputs

Csm,2r =
clm,r=

1 + raCsm,1 - rain
1 + r2Cma

(A.21)

- rasm,

(A.22)

which can be rewritten as

asm,1r =
alm,r

xi(asm

-

f(k)a,".) + h.o.t.

=in - f (k) jiam

+ h.o.t.,

(A.23)

(A.24)

where h.o.t. denotes terms that are higher order in q, and f(k) - rk/Fq is weaklydependent on q.

Throughout the analysis that follows, all h.o.t. terms will be in-

cluded, but, except when we use big-O notation to indicate the scale of terms that
are not shown, we will only report the leading-order terms. That said, we have the
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following moment results to leading order in q:
= qi" + r[f2 (k) - 2f (k)C1n] + h.o.t.

(msirCSm,1r)
(mr'nr)

+ r[ff 2 (k) +"

=

(6t'm,Ir6Im,r) =

0
(1

(asmrsm, 2 ) =
(eImr s,2) =

f(k)] + h.o.t.

[Cli -

(asm,iraim,r) = ./

2f (k)Cj] + h.o.t.

f(k)C,7] + h.o.t.

-

-

1 - r[Ci

f

-

(A.25)

+ h.o.t..
i(k)ri"n]

where the h.o.t. are of order Q(T13/2). For notational compactness, it is convenient to
employ r = j[Csi - f(k)] = f

Csg - ru, with the understanding that r has implicit

dependence on k.
Next, the {( Smr, SImr)} mode pairs undergo duration-te SFG. Because all these
modes have low brightness, and we can choose q small enough that, despite having

M > 1, their time evolution will be governed by Eqs. (A.9a)-(A.9c) with t = te.
Hence, any non-zero ( sm,iraIm,r) will be annihilated by the SFG process through
conversion to the mean field of sum-frequency output.

Furthermore, as shown in

Sec. A.1.1, that sum-frequency output will not be entangled with the output signalidler mode pairs. So, as we did in Sec. I, we can make a Gaussian approximation to
the te-duration SFG, representing its signal-idler outputs, {('sir,

rmr)},

as being

the result of the TMS operation S(r), viz.,

mr

+ r2

=

(6's

=O'Jmr

-

"

-

i

- C

1+I r 2 6

=

=

r

CiT

-

t

h.o.t.
+-in")

,sslr

/t + h.o.t..

(A.26)

The sum-frequency mode, b, emerging from the SFG process will be in a coherent
state IVMr) that is immersed in an M-independent thermal background of average
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photon number 7nr"n" that will turn out to satisfy rni"ni" '

NBNs < Mr2

3.

We

can also obtain the following quantities to leading order in r.

(K'smiri'r.)= 0
ir'smir)

=

i"

(') mr'r.,)

=

n"

(K6'

C1j|2 +h.o.t.

( Cn 12) +h.o.t.

('s',rtsm,

2

(6'~r,,2sm,2)

V1

=

+ h.o.t.

i

7/(1 -

=

)

g|C172

-

-

)(

rj C(1

-

-

rln")

+ h.o.t.

(A.27)

The signal-idler outputs from the SFG process are used as inputs to another TMS
operation, S(-rk). Its purpose is to make the total average photon number in the
{CEm } signal modes that will be measured in the kth cycle about the same as that of

the sum-frequency mode, b. In particular, we have that

-

fi(KSm + [f(k)

=

C'm

=

+ Tk'mr

+Ti kSmr

=

CS.,

1

-

'f"t) + h.o.t.

Cif]

+ r a'mr + rkcS,1r

Sr" + [f(k)

-

!fijf3
+ h.o.t.,

C

(A.28)

from which we can obtain the following quantities to leading order in rI:

('

('1m,_1m)

=

(z'sm5'm) =
('SKm,m, s
(aSm,

2 Y'm)

2)

=

r

"-

=

's)

-

-[C|

-

f 2 (k)1 + h.o.t.

f 2 (k)] +h.o.t.

f(k)] +h.o.t.
=

r/7(1 -

-

|Cf1 2

+ f (k)C17] + h.o.t.

r[Cn +rri(f,1(k) - Cri)] +h.o.t. (A.29)

After the S(-rk) operation, we interferometrically combine the
"We will see, below, that nj"t ~ ni
and

and n9"U

modes

ni", which justifies our asserting the ni >> 1

n " < 1 for the kth cycle, because those conditions hold for k = 0.
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{'Sa}

with the {Csm, 2 } modes on a beam splitter with transmissivity q, and obtain outputs

Sml

/ \/iSm +

-

n'sn =d '+ / - nts-

+ r[f(k)

S
CEm

1TSm, 2

7CSm,l

=

V

=

[f(k)

Clfl]al" + h.o.t.

-

C ln'2

-

Sm,2

~

t

(A.30)

+ h.o.t.,

which implies the following moments to leading order in 77:

nEm

2

Em

+

S,) =n." - 27
('sm'm)

in

2
-

f(k)Cs']

+ h.o.t.

- 77(1 + nv")] + f(k) 7 (1 + ni") + h.o.t.

=Cn[

Here we see that the total average photon number, E>I_>(

tIsEm),

(A.31)
in the signal-

mode states that will be measured in the kth cycle do indeed have about the same
Mr2 average photon number as the sum-frequency mode b. One can also check that
the {SEm

}

modes are in independent, identically-distributed, zero-mean states, whose

Wigner covariance matrix is that of a thermal state.

Equation (A.31) shows the presence of an undesired extra term, f(k) 7
in the phase-sensitive cross correlation between the {'

}

and {'m

}

(1 + ni"),

modes.

To

eliminate this term, we employ yet another TMS operation, S(Ek), with Ek = 7f (k) <
1 on the strong signal and weak idler:

~out

CS

=

=

1
S

"out2

" = V1
=Ir

7+2s-

rC7"

+ E

Ek

+ h.o.t.

fk)- k Sh

+ V(f (k) - Cl)i -C1's" +h. o. t.
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(A.32)

It is now straightforward to obtain
out =(outt
out)
s

Sm.)mI

--

out

(2utin

ni-

n"

~Im
in"

I

2

7(IC 2 - f 2 (k) + 2f(k)Csi)

-

+ O(2

Cl'[I

" )

= (ES"Ut)

n nCiql

0 cycle we have n"

Sout

~

j(l

--

+ ni")]

,, T|n. II3)

>>1,ni"

n.

nrQ). Using these initial conditions plus 7

nout

(A.33b)

12)

+ O(72,

For the k

(A.33a)

- Voutt~out)

= nrI

Go"t

71(2
ni"iClI 2)

- 2n7IC,?I2+

ni

(A.33c)

< land

IC 1.2

IC2

2

< 1, we find that

nin

(A.34a)

n

(A.34b)

(A.34c)

Cs1n[ - 77(l + ni")].

Replacing the "in" and "out" superscripts with "(k)" and "(k + 1)" in Eqs. (A.34c),
and using the preceding initial conditions, gives the paper's Eqs. (4).
At this juncture, we have all the results we need to determine the measurement
statistics that the paper uses in the FF-SFG receiver's update equation, i.e., in its

Eq. (6). What we need there is PBE(N (k)N

j

= 0, 1, where r

1

; j,r k

1

) for 1 < k < K and

is given by the paper's Eq. (5), hk-1 is the minimum error-

probability decision as to which hypothesis is true based on observations prior to cycle
k - 1, N (k-1) is the photon count in the b(k-1) mode, and N(~1 ) is the total photon
count in the {k1)

}

modes. Because the sum-frequency mode

b(k-1)

is generated by

SFG in the qubit-approximation regime, the results of Sec. I imply that

PBE(N(k-1)

N

-;j,

r k1)=

298

PB (N6'-1 ;', r f-i)E(N

To obtain PE(NR-

;j, r(-),

1

-1; j,

r

hkI

(A.35)

)).

we use Eq. (A.34c) and conclude that the {a

}

are a collection of independent, identically-distributed modes in thermal states with
average photon number r 2 , whence
N (k-1) +M

P(NEE

-

__1)E

(
,r(k-1)

~

13hk-1

1

M-1
2r
2Ek1
f2)N '_+M'
-

x

(1 +
where f = r(k-)
hkl

1)

®i

with

e

denoting exclusive or.

< M, which makes NM

1 l

(A.36)

Because f 2 <

1, we will have

's distribution approximately binomial, viz.,

PE(N ~(k-1)j-3, r(hk1
Nk-1

N( -)
1
xr - 2 N(kE2 ) (+

To obtain PB(N(k-1)

r

f 2 )M-NEk1
-N-

(A.37)

k- 1)) we use the fact that the sum-frequency mode

b(k)

in the coherent state JV/_f) immersed in a thermal background with average photon
number rnni = rNBNS. Because this state is classical [31], we can use semiclassical
(shot-noise) theory [32] to show that N (k-1) is Laguerre distributed:
- (2
PB(N(k-1) ,r(
b 3 = -ex
hk-1

-/

7NB Ns +1

(k -1)

X

x

~

(r7NBNs)NE

~

(k1

-

k-)

(1 + rNBNs)N ~+1

LNk1-(.8

where Lp(-) is the pth Laguerre polynomial.
299

E

(.8

M2

TINBNs+

1)'

A.1.6

Intuition behind the feed-forward update rule

In this section, we provide an intuitive explanation for the feed-forward Bayesian
update rule given in the paper's Eqs. (5) and (6). Because the distinction between
equally-likely target absence (hypothesis h = 0) and target presence (hypothesis
h = 1) in QI lies in whether (h = 1) or not (h = 0) there is a phase-sensitive cross
correlation between the returned and retained light, it might seem that optimum
quantum reception for this problem should use SFG to convert the phase-sensitive
cross correlation that signifies target presence into a maximum-strength coherentstate component at the sum frequency that would not be there were the target absent.
Neglecting, for simplicity, the sum-frequency output's weak thermal-state component
that is present under both hypotheses makes this cross-correlation-nulling receiver
analogous to the Kennedy receiver for equally-likely, binary phase-shift-keyed coherent
states. In particular, both saturate their hypothesis test's quantum Chernoff bound,
but neither achieves their test's Helstrom bound.
It is easy, for the Kennedy receiver, to see why at weak signal levels lower error
probability can be realized with a displacement operation that does not perform
nulling. Consider coherent-state binary phase-shift keying (BPSK) in which: (1) the
received field's coherent state is equally likely to be

for bit values h = 0 or

1(-l)h+la)

1; (2) a mean-field displacement by 3 is performed followed by ideal photon counting;
and (3) h = 0 is declared as the received bit value if no counts are obtained and h = 1
is declared otherwise. This improved Kennedy receiver has an error probability given
by [27, 28]
PE

whose minimum, for Jai

<

- e[i--(-

1, occurs at

minimum occurs very close to the

#

+ ea+3)2]
=

,

(A.39)

1/V/2 > a, whereas for jal > 1 that

= a value employed by the Kennedy receiver.

Even with its optimum displacement, however, this improved Kennedy receiver fails
to achieve the Helstrom bound for coherent-state BPSK. The Dolinar receiver gets to
that limit by observing the photon-count record over time and evolving its displacement according to a Bayesian-update rule obtained from dynamic programming. This
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Figure A-3: Single simulation run of the feed-forward update rule for target absence
with M = 10 7 and other parameters as in the paper's Fig. 2(a). All plots are versus
the cycle number k. (a) The photon count N (k) + N(k) in cycle k. (b) The prior
0, 1} and the tentative decision hk for cycle k. (c) The
probabilities {pk) j
/Ak, given by the paper's Eq. (5), for cycle k. (d)
scaled squeezing parameter 2r(k)
hk
The coherent part of the total mean photon number,

k-1l N(e).

rule produces a smoothly-varying displacement versus time except for discrete jumps
that occur whenever a count is recorded. As the posterior probabilities for h = 0 and
1 evolve, they become increasingly asymmetric, and the Dolinar receiver's displacement gets closer to nulling the mean field for one of the two possible states. Let us
see how these considerations play out in our FF-SFG receiver, where the nulling in
question is for the phase-sensitive cross correlation.
Returning to the paper's Eq. (5), we see that r(k) contains the factor
--

k
k

I ---exp -2M

A2

301
301

- A /2

1/2

(A.40)

where A' = 7C[1
k because ;NB

<

(1

-

-

7(l

+

NB))] 2k

is monotonically decreasing with increasing

1. For M >> 1, it follows that Uk monotonically decreases with

increasing k, starting from a large value at k = 0, and approaching unity as k -+ 00.
Consequently, the FF-SFG receiver never uses its two-mode squeezing operations to
completely eliminate the phase-sensitive cross correlation, even when the tentative
decision hk in the kth cycle is correct. Deriving the paper's Eq. (5) requires dynamic
programming, as done for the Dolinar receiver [33], but the monotonic decrease in
Uk

towards unity can be understood as follows. For the initial cycles of FF-SFG re-

ception, i.e., when

k

(-1)hkAkogk/2.

r

>

1, the prior probabilities are nearly equal, so we have that

This squeezing value does not eliminate the phase-sensitive

cross correlation between the returned and retained light that is presumed to be
present at the outset of the kth cycle. As cycles proceed, however, the prior probabilities become increasingly asymmetric. We then get Uk approaching unity, so that
r k)
hk

Ak[1

-

(-1)k],

which is attempting to null that phase-sensitive cross corre-

lation. Then, when the thermal-state contributions to N (k) and N(k) are neglected,
detection of one photon unambiguously indicates that the present decision hk must be
wrong. The optimum way to use the ck > 1 that we have for small k values requires
the Bayesian update rule from the paper's Eq. (6). This equation can be understood
as follows.
1
N(k- 1 ) and the two-mode squeezing r(k-)
The number of detected photons
poos N b(k- ) 7E
squezin

applied in the (k - 1)th cycle are used to derive the (k - 1)th cycle's posteriorprob-

abilities, which will serve as the kth cycle's prior probabilities. The terms entering
into this update procedure have the following interpretations:
Pj

is the prior probability of hypothesis j being true given the measurements

from cycles 0 through k - 2.
* PBE(N (k-1),

N (k--1)

j

rk- 1 ))

N(k 1) photons in the

b(k-1)

is the conditional joint probability of observing

mode and a total of NEk- 1 photons in all the

modes conditioned on hypothesis
{9-)}
e shke

j

being true and that rfk) of two-

mode squeezing was applied in the (k - 1)th cycle.
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*

phj is the prior probability of hypothesis

0 through k -1.

j given the measurements

It equals the posterior probability of the hypothesis

from cycles

j

being true

given the number of photons observed and the amount of two-mode squeezing
applied in the (k - 1)th cycle.

At the outset of the kth cycle, the tentative decision hk is taken to be the j value
that maximizes p _
To illustrate the FF-SFG receiver's decision process we ran a simulation for target
absence (h = 0) using the same parameters as the paper's Fig. 2(a) with M = 107.
That M value gives relatively high error probability (> 0.1), which affords us a case
in which multiple decision (hk) reversals occur with increasing k. The results of our
simulation are shown in Fig. A-3.
At k = 0, we used a random guess to get ho = 1, as shown in Fig. A-3(b). This
guess yielded a large positive rPO
value, i.e., a high-gain two-mode squeezing operation
ho
is performed, immediately giving rise to a photon-detection event, as shown in Fig. A3(a), that flipped the tentative decision to h 1 = 0 (see Fig. A-3(b)).
r

Furthermore,

became negative (see Fig. A-3(c)).
No photons were detected in the next three cycles (k = 1, 2, 3), so that the prior

probabilities {p(k)
h=zO)' p(k)
h= 1 } evolved smoothly through the Bayesian update, as seen in
Fig. A-3(b). Because P(k) >

p(k)

we had hk

=

0 in cycles 2, 3, and 4.

A second photon was detected in cycle 4 (see Fig. A-3(a)), dramatically altering
the prior probabilities for cycle 5.

The updated prior probabilities then flip the

decision to h5 = 1. The decision hk = 1 remains in force until a third photon was
detected at k = 10. This induces another dramatic correction to the prior probabilities
that leads to h 11 = 0. Because no additional photons are detected after cycle 11, the
prior probabilities continue to be smoothly updated until the termination condition
is met. The final decision

hK

= 0 is correct in this simulation run.
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A.1.7

Choosing the Number of Cycles

Here we detail the procedure for choosing the number of cycles, K, used by the
FF-SFG receiver. In the paper we defined

Ak

=

C'[1

V

-

r/(1 + NB)]k and N

K)

2M EZ -1 A2. Then, for some pre-chosen 0 < E < 1, we took K to be large enough
that N(K)/N(o)

-

1 - E. To see how this is accomplished, we proceed as follows.

First, under the assumption that h = 1, we rewrite Eq. (A.34c) as

Ck+l) -

-A(1+ NB)/C

C(k)

(A.41)

k.

Then, using this result, we get
K-1

1

-[2M/(1 + NB)]

N K)

)+-

k=O

c(K)

2M
~ -

(1+ NB) Jc

=

M[C

-

d
0
dCsi Csi
(A.42)

(Cf))2]/(j+ NB),

and, because the cross correlation will be depleted in the limit K -+ 00,

This result reduces to NO

(A.43)

MsNS/NB, as QI target detection has Ns <

NB >> 1, and we get the termination expression given in the paper: NK)
E)MI'NS/NB, because 2M Z_-O1 A2 is the coherent contribution to ZK-

1 and
(1

-

N%0) = MC2/(1 + NB) = MKNs(1 + Ns)/(1 + NB).

1 (6(k)t (k)).

It follows that the residual cross-correlation at termination is Cf_= /E CP.
Another use of Eq. (A.41) now allows us to obtain an explicit result for K. In
particular, we have that the incoherent contribution to EZ-7O1

((k)tb(k))

is

K-1

KrNBNS

= -

((+k=O
-j'CP

dCsi

csi

fC,
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Ns ln(E)/2,

(A.44)

which can be rearranged to yield K = - ln(E)/2riNB, as stated in the paper, where

r7 < 1 must be small enough to ensure that SFG's qubit approximation is valid.

A.1.8

Monte Carlo Simulations

In this last section we describe how we performed the Monte Carlo simulations
whose results were presented in the paper's Fig. 2. To perform these simulations, we
need the joint statistics of the { (N(k), N(')} for all k. In Sec. V we only developed the
marginal (single-cycle) statistics for those photon counts, namely {PBE(N(k), N(); r (k)}

so there is some work left to do. The independence of the sum-frequency mode
from the {ck

}

l(k)

modes simplifies the task before us. Furthermore, because each suc-

cessive sum-frequency mode is generated from SFG using a different slice of the signal,
it is appropriate to assume that all the {N (k) } are statistically independent, in which
case their joint distribution is just the product of the marginals we derived in Sec. V.
For the

{k } modes there is statistical independence

across different m values but not

across different k values. Thus their joint photon-counting statistics require careful
evaluation.
To obtain the joint statistics of {Nfk : 0 < k < K - 1}, we must recognize that

there is very strong correlation across the K cycles. We proceed, therefore, by using
Eq. (A.30) with the inclusion of a vacuum-state mode

(i))

that had been part of

k)
CEm

V~- S

k (O ) + _I
r
rCEmn

-

"

C(O)f - ro

F_

C

C(O

-

-

r0

)

.

the "h.o.t.," to obtain

Vkm

Em

(A.45)

This beam-splitter-like relation plus the classical-state nature of thermal and vacuum
states then allow us to generate

{Nik)

: 0 < k < K - 1} with the correct joint

statistics by the following procedure.

{p m

:1 K m < M} are independent, identically-

distributed, exponential random variables with mean values (Pm) = |V1 C,,

then, given the ptot =

m,

-

ro1 2

,

First, we recognize that if

the {N( )} are independent, Poisson-distributed
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random variables with mean values
k

p =
-

iC[N

-prk

2to.

(A.46)

EFN

i

LE

1

(k)

-

C,)

-

/

-

k2

r

Furthermore, because M > 1, we can take sto to be a Gaussian random variable
with mean MlI C9 - ro1 2 and variance MI
0

Vi C(9

- ro1 4 . So, to obtain {Nf

:k

< k < K - 1} with the correct joint statistics, we first generate a Gaussian random

variable with that mean and variance, and then generate the {Nik) : 0 < k < K - 1}
as independent Poisson random variables whose mean values are given by Eq. (A.46).
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Appendix B
Supplemental Material for Section 3.1

B.1

Supplemental Material for
"The additive classical capacity of quantum channels assisted by noisy entanglement"

B.1.1

Proof of Theorem 1

Achievability of the upper bound
The constrained capacity XL (IF) and the upper bound

XIB

(1p) in Eqn. 3.5 in the

main paper are equal when the the unconditional state with optimum encoding and
initial state choice satisfies the separability condition

PBE

- PB ® PE.

(B.1)

A special case where this is trivially satisfied is when there is no entanglement assistance. In that case, there is no ancilla E and thus separability holds.
In general, the way to satisfy separability asymptotically is by the disentangling
random phase flip encoding. After the encoding operation, (S', E, W, C') is pure. S'
and (E, W, C') can then be disentangled by performing the extra encoding in Ref. [1]
and Ref. [2], thus I (S': EWC') ~ 0. Here I (A: B) = S (A) + S (B) - S (AB) is the
310

quantum mutual information. Because I (S' : E) < I (S' : EWC') ~-0, we expect S'
and E to be also in a product state after the disentangling. The formal proof is by
block encoding [2].
Suppose the maximization X B (4') in Eqn. 3.5 in the main paper is acheived when
= eX [ps], each with probability p (x) and the joint

the conditional states are a =

state of (S', F, W, C') is 1<DEx). Then we can always create a block encoding by adding
additional phase flips, which do not change XYB (4') in Eqn. 3.5 in the main paper but
make sure that XL (4') = XUB (T) asymptotically. The block encoding is the same as
the one used in Ref. [2].

>

Let's consider n

{ pi,-

1 number of states

, pn } sampled from the possible

states ax's, each with probability p (x). There are nr

= np (x) of r states. For the

state o of S', let vXY) 's be its eigenstates and Axy's the corresponding eigenvalues,
i.e., o

Ed= Axy IvXY) (vXYI. Then the joint state of (S', E, W, C'), when S' is in

is given by I<e)

Z-

1Y

Tx,

vXysvoy)EWO" where d is the dimension of S. (For

continuous variable (CV) system, a proper cutoff of dimension will work.) Besides
the encoding operations e. which we already implemented to obtain the ax's, Alice
applies a random phase flip by a local unitary operation

)vxy) s (VXY
1,

Fxp = I

(B.2)

f()

1

y= 1

where f (p, y) = 0, 1 arranges the different sign choices for each eigenvector and
p E [1,

2 d-1]

is an index determining which of the

2 d-1

phase changes is performed.

We also consider the permutation of all n states so that the states we encode with are
symmetric. Consequently we want to use the

n!2 n(d-1)

states of (S', E)'s to encode

our message. The state of each input after the quantum channel 4 can be written as

PVD

=

0a=Trwc' ('

0I)

Fa)Pay

[17r(a)) (5 7r(a)l]

.

(B.3)

The state is indexed by 7 and P: 7r is one of the n! permutations and r(a) gives the
index after the permutation at the location a; P is a vector of length n, with each
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component Pm E [1, 2 d-1] , m E [1, n] denoting the choice of the phase flips. Here we
have used the notation that U

[p] = UpUt. I acts on (E, W, C'). The trace is over

(W, C') such that the state is for (B, E).

We use HSW theorem [3, 41 for the capacity nXL of n uses of the channel, sending

each p (n with equal probability

nXL = S

(!

2

l/n!2n(d-1),

(d1)

\

n)
r,P

S (p

In(d)
!nd1

/

(B.4)

)

7r,P

The conditional term is simply n times the original one in a single channel use, because
F p does not change the reduced density matrix

-, of S', thus commute with T and

the entropy of a product state is the sum of each reduced density matrix, i.e.,

S (p~

S (a®_Trwc' (' 0 1) Flr(a)P,() [#,7rta)) (r(a)

=

l])

n

S

=

(TrWC'Fr(a)P,) ('

S (Trwc,

=

a=1

n

(IF 0

)

[|#7(a))

)S (Trwc, (1P

= n

=n

p(x) S

0 I) [1#w(a)) (#,7r(a)|])
(#7,(a)|])

_T) 41e)(Gr]

(B.5)

w

Here we have used F(a)P() is unitary and doesn't change the von Neumann entropy;

S (Trwci (4' 01)

[\eX~)

(

|) = S (Trwc'Pwc,) = S (

) and

(B, E, W, N',C')

is pure conditioned on the encoded message x. In the last equality we have used
n

= np (x), which is true asymptotically.

Then the second term in Eqn. B.4 is

simply

() S PN'C'w).

2Pp
ri!2n(d-1)

7r,P

(B.6)

P II

7,

x

For the first term, first we need to use the same argument as in Ref. [2] to sum over
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the phase flips,

2 n(d- 1) E

Or,P

P

PT(a)
IFxr(a)P,

e"= E

=

01

TrwC'

a=

2 n(d-1)

0,r(a) )

0r(a)

A1ra)y 4' [IVlr(a)y)S (V7r(a)yl]

y
OTrwc'

IVlr(a)y)EWC' (Vr(a)y

=

Now we need to further sum over the permutation. Since n is large, by understanding
the eigenvalue as a probability, and introducing another classical variable to denote
which of eigenvalue (the same argument as Eqn. 8 in Ref. [2]), asymptotically we have

S

=

1

(n

I

Z

+S

_n

Ar(a)y4I [IVl(a)y)S (Vr(a)y1]

S

( _1 AXr(a)yTrwC' IVr(a)y)EWC, (Ver(a)y)

Note that jr, A (a)yTrwc' Vr(a)y)EWC' (V(a)yI

(B.7)

PE

does not depend on the permuta-

tion. So the second term above simply equals nS (PE) = nS (psw). By Lemma.1 in
Ref.

[2],

the first term asymptotically equals nS (p), where 71 is the average density

matrix of S' after the quantum channel 4, which is exactly E, p (X) T [9-] = PB.
Thus asymptotically,

S

p,()

=n(S(psw) +S(pB))

(B.8)

Combining the conditional term Eqn. B.5 and the unconditional term Eqn. B.8,
we conclude that the information per channel use equals

XUB

(4) in Eqn. 3.5 in the

main paper. Thus we have proved that the upper bound is achievable.
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Additivity of the upper bound

sider the bipartite constraint 3.3 in the main paper, thus the constraints are V(M)

-

In this section, we want to show that the upper bound is additive. For now we con-

{ Vm, m cE[1, M] }, where Vm = I (Px () , E.) E G, psm E B (Ws), Q (psm,wm)> y I

is the constraint on mth channel use. Note that here we only put constraint on
the marginal distribution of the encoding in each channel use. In general, we allow
the encoding between different channel uses to be arbitrary LOCC, i.e., they can be
classically correlated, satisfying some joint distribution PB (-). Conditioning on the
message x =(x,--- , xM), the encoding operation is a tensor product of operations
M

_i '. We write the upper bound for Holevo information for M channel uses with

LOCC encoding as

X(B (&M)

max

_

S (PB) -

Px (x) E(®m

?(Xm)r®)

[Ps,w]

,

where the CPTP map D(x) is defined as the map from ps to PWc,.

(B.9)

First, from

subadditivitry of von-Neumann entropy we have
M
S (pB) <

S (PBm),

(B.10)

m=1

with equality when pB is in a product state. By Eqn. B.47 in theorem 27 proven
later, we obtain
M

E

(p

(xm>)e

[ps,w] >

E,gm)O' (Psm, Wm.

(B. 11)

m=1

with equality when (Sm, Wn)'s are conditionally in a product state for different
m.

Combining Eqn. B.10 and Eqn. B.11 and consider the marginal probability
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PX. (Xm) = EX\X

Px

(x),

we have an upper bound for Eqn. B.9 as follows
M

XLB

max
V(M)

(M)

m=1

F [psm,wm, (Xm

(-) ,. )],

(B.12)

where F is defined in Eqn. 4.22 in the main paper. Due to the special form of the
constraints V(M), which can be written as identical separate constraints on each term
involved in the above summation, we obtain the upper bound as separate maximization on each channel use:
M

xY B

(T' ®M)

<

Z max F [psm,wm, (PXm (-) ,.)]

(B.13)

.

The maximum can be achieved when Sm's are in a product state with each other
and are conditionally independent given W. Note that this maximum has M terms,
each term with identical constraint and expression with Eqn. 4.22 in the main paper,
consequently we have XUB

(iM)

< MXUB

(4'). While we must have XYB

(M

MXYB (4), which is given by independent use as a lower bound. Consequently we

obtain the additivity of the upper bound for Eqn. 4.22 in the main paper given the
constraints V and the M-channel-use constraints V(M).

Alternative upper bound
If we consider the alternative constraint right above 3.3 in the main paper (which
is also given here in Eqn. B.17) and define V(M)' =

{ (Pxn (-), E.)

E

{ VM,

m E [1, M] }, where Vm1 =

G, psm E B (Rs), Q (psm,w) > y} is the constraint on mth channel

use. By Eqn. B.48 in the superadditivity theorem 28 proven later, we obtain
M

E

,(-m>)@

E (,(m>@

[ps,w ] >

ps))

(B. 14)

M=1
with equality when the Sm's are conditionally independent given W.

Combining

Eqn. B.10 and Eqn. B.14 and consider the marginal probability Pxm (xm) = EZxm Px (x),
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we have an upper bound for Eqn. B.9 as follows
M

F [sm,w,(Pxm (-),E.),
XUB (XJ!M)
< max
L
V(M)M)'
m=1
M
max F [psm,w, (Pxm (),e.)]

Z

m=1

(B.15)

M

where F is defined in Eqn. 4.22 in the main paper with slight modification of the
identity channel's dimension.

Equivelence of two constraints
In the main paper, we have two constraints (introduced around Eqn. 3.3 in the
main paper). The first one is

Q (PSmW)

[1, M].

(B.16)

Q (PSmWm) > y, m e [1, M}.

(B.17)

y, m

The second one is

We show that constraints B.16, B.17 both give the same classical capacity. When
constraint B.16 is adopted, we have the upper bound Eqn. B.15; when constraint
Eqn. B.17 is adopted, we have the upper bound Eqn. B.13. If we replace the notation
W ++ Wm in the constraint Vm in the maximization of Eqn. B.13 and the constraint
Vm in the maximization of Eqn. B.15, we find that Eqn. B.13 and Eqn. B.15 are the
same, thus giving the same capacity.

B.1.2

Generalized covariant channels

To prove Corollary 2, We first prove the following lemma.
Lemma.1 For d dimensional generalized covariant channel T, S(4(p)) < S(4(I/d))
for all qudit state p.
Proof. For generalized covariant channel, consider the set Gu (T). For arbitrary
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Figure B-1: (a) Covariant channels. (b) capacities for QEC.

qudit state p, we have

S(T(I/d))

=

S

(U~pUl)
U'EGU(XF)

>

S (I (UxpU))

2
UxEGu(I)

(B.18)

S (IF()).

Now we prove corollary 2 in the main paper.
Proof. For input psw, let E* = argmin, ETe,&

[Posw]. S (PB) = S (' (Ex Px (x) Ex [PS]))

S (T (I/d)) since T is generalized-covariant, due to lemma 1 proven above.

Conse-

quently, Eqn. 3.2 in the main paper is upper bounded by Eqn. 3.7 in the main paper.
Now we show Eqn. 3.7 in the main paper is achieved by the e*-unitary encoding

scheme, i.e., E* followed by Ux E GU (T) with equal probability (see Fig. B-1(a)).
Because applying Ux's with equal probability is equivalent to applying a fully depolarizing channel, which disentangles the input from other parties, the first term of
Eqn. 3.4 in the main paper equals S (PB) + S (PE) and equality is obtained in Eqn. 3.5
in the main paper. So from Eqn. 3.2 in the main paper, the capacity is given by

wt (u = max F [psw, ( Px ()

,

due , h(B.19)

with F function in Eqn. 4.22 in the main paper simplified, due to the equivalence of
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Fig. 3(a.1),(a.2), to

where PB -- " (EZUEGr()Ux6* [PsI UJ/d2 )

-

1

[Psw]

,

F [psw, (Px (-) , E. )] = S (PB) - E,E

(B.20)

T (I/d). Eqn. 3.7 in the main paper is

achieved after maximizing over psw. n
For covariant channels, the connection between our scenario and superdense coding on mixed states [5] can be understood in Fig. 3(a.2). Note that Eqn. B.20 holds
even if E* is not optimal, even for CV systems. However, corollary 2 in the main
paper only holds for DV systems.
Next, we give some examples of generalized covariant channels T and discuss
XL (T) given by corollary 2 in the main paper and its lower bound x1 for unitary
encodings.

Quantum erasure channel
Quantum erasure channel (QEC) [6] is the direct analog of the classical erasure
channel. For input p E B (W), define an "error" state le)

F [p] =

( - )p +

le|e)

N, QEC is the CPTP map

(el,

(B.21)

where e is the probability of erasure from the original state to the "error" state. As
T [UpUt] = U E Ie ((1 - E) p + Eje (e|) Ut eI

(B.22)

QEC is covariant. We allow arbitrary input, i.e., Us is the one qudit Hilbert space,
and arbitrary encoding.
The classical capacity given by Eqn. 3.7 in the main paper can also be written
explicitly as (schematic in Fig. B-1(a)2)

XL (4)

=

S (T (I/d)) - min (S (PN'C'W) - S (Psw)).
E,pSW
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(B.23)

The first term can be straightforwardly calculated as S (T (I/d)) = H2 (e)+(i
where H 2 (6)

=

-E og 2 E

(1

-

-

E)

log 2 (1

-

-

) log 2 d,

) is the binary entropy function. Since

PN'C'w =I(201(psCw), where Te is the complement of QEC, which is a QEC with
parameter 1 - E. So

S (pN'C'W) = H 2 (1 - c) + ES (ps'C'w) + (1 - e) S (PC'w).

(B.24)

Note H2 (1 - c) = H2 (6) and S (ps'c'w) = S (psw), Eqn. B.23 equals

XL (T)

max (1 EPsw
max (1 EPsw

=
=

where the constraint is

Q

6)

(log 2 d - (S (pc'w) - S (psw)))

) (log 2 d - E~C-O [Psw]),

(B.25)

(Psw) > y. However, since the maximization is over both

the input state and the quantum operation for state preparation, it is in general
difficult to calculate the maximum.
We calculate the lower bound Xi (T) by taking E = I,

Xi (IF)
If we choose

Q

max

Q(Psw) y

(1

-

c) (log 2 d - S (Pw) + S (Psw)).

(B.26)

to be quantum mutual information, then under constraint Q (psw) >

y, Eqn. B.26 is maximum when

Q (Psw) =

y and ps = I/d. (For any

Q (Psw) =

y,

we can always choose the reduced density matrix to be ps = I/d with Bell-diagonal
states [7].) Finally, we have

X' (T) = CE (1 - y/ (2 log 2 d)) ,
where CE
When y

=
=

(B.27)

(1 - c) 210g 2 d is the entanglement-assisted classical capacity for QEC [8].
0, since S and E can be fully entangled, we recover the entanglement-

assisted classical capacity.
For the QEC, as discussed in the main paper, here we plot XI and C) in Fig. B-

1(b): at y = 2log 2 d, psw is maximally entangled thus ps = I/d, XL = C) while
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x

=0; at y = 0, XL = Xl = CE. These two points are generic for all channels, it is

open what e allows XL (T) to exceed max

[Xl, CW], as indicated by the dashed curve

in Fig. B-1(b).

Quantum depolarizing channel

Quantum depolarizing channel (QDC)

[9]

is the direct analog to the classical

binary symmetric channel. The d dimensional QDC is defined by the CPTP map
(B.28)

- A)p.
IF [p] = -I
d + (1
As T [UpUt] = UT [p] Ut, 4 is covariant.
Thus we consider arbitrary input and

Q (psw)

> y with

Q the

quantum mutual

information. The classical capacity XL given by Eqn. 3.7 in the main paper is still
difficult to obtain. So we take E = I to obtain lower bound X1 by

XI (4') =

max

Q(Psw )>y

S (T (I/d)) - E,0 1 [psw].

(B.29)

The first term can be calculated easily S (4 (I/d))= log 2 d. The second term
Eqco [psw] = S (4C & I [psw]) - S (psw)

needs to be minimized under

Q (psw)

> y. We will use the fact that

(B.30)

Q (psw)

is

invariant under local unitaries and channel TC is covariant [13, 141.
Analytical result is difficult to obtain, here we consider the case of d = 2 (i.e.,
single qubit) and obtain some numerical results. Without loss of generality, in the
maximization of Eqn. B.29 we consider the reduced density matrices ps, pw both
diagonal. We can also apply local phase gate to choose the phase. As such, we can
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q
Qubit depolarizing channel. General random quantum state F [-] vs
Figure B-2:
quantum mutual information q, sample size 106.

express the generic density matrix in the bases of 100)sw, 01)sw

PS
=
Psw

a

c3 eM

cie-i

C3 eia

P2 - a

r2e io

c~

cleo

r,
where 0, a,

re

2-a
r2 e - 0

Pi - a

-cie

-c 3 ei'

11I)sw as

,

,10)sw

r,

~

-cie-io(-1
3

iZ

(B.31)

.

-c 3ea
I

+ a - pi

- P2

[0, 27r), max (0, p + P2 - 1) < a < (P1, P 2) < 1 and 1/2 > r, r2,c1,c 3 >

0. There are ten variables {9, a, /, c1 , c 3, ri, r 2 ,P1 ,P 2 , a}. We randomly select those
variables to generate random quantum states and calculate the quantum mutual in-

formation q and F [-] function being maximized over in Eqn. B.29. To calculate F [-],
we use the complementary channel T' given in Ref. [12] and explicitly obtain the
output density matrix. The reuslts are in Fig. B-2. The maximum at each q fits well
2 d),

where CE

=

2+ (1 - fl

og 2 (1 -

+

log 2

-

with x* = CE (1 - q/ (210

We do notice a minute deviation (but significant compared with numerical precision)

present in Fig. B-2 from x*, which will be studied in the future.

log 2

.

$)

log 2 (1 - 4)

+

We also compare with its classical capacity [10, 111 C = 1 + (1 -

We see no states below C for q = 0. This means that entanglement always

increases the amount of information that can be conveyed.
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Dephasing channel
The qubit phase damping channel (QPDC) [9] is defined by the CPTP map on
the qubit density matrix

K(* : )]=(

(B.32)
- b*
-p

1-/.

One can show that the covariant group of QPDC are generated by phase gates Ph ()
and Pauli-X. XL ()

is given by corollary 2 in the main paper, while further calculation

will be performed in the future study.

B.1.3

Entropy gain theorems

First, let's review the quantum data processing inequality

[17].

Here we also derive

a conditional mutual information version of data processing inequality.
Theorem 26 (quantum data processing inequality.) For bipartite system AB, local
quantum operations 0A on sub-system A and OB on sub-system B we have

I (OA [A]

:

q[B]) - I (A: B) .

(B.33)

For a composite system ABC, consider local quantum operations OA on sub-system
A and OB on sub-system B. Suppose C is unchanged, we can obtain a conditional
version of the above inequality

I

(OA [A] :

5B

[B] C) < I (A: BIC),

(B.34)

We will give a proof here. The nature of quantum processing inequality is subadditivity of von Neumann entropy. One can also think of subadditivity from the Uhlmann's
theorem[18, 19] that any quantum operation T does not increase quantum relative
entropy, Z. e.,

S (pH|a) > S (T [p] IT [a]).
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(B.35)

The mutual information can be expressed by the relative entropy as
I (A: B) = S (PABRPA

(B.36)

PB).

Similarly, the conditional mutual information
I (A: BIC) = S (AC)+ S (BC) - S (ABC) - S (C)
-

S (PABC IIPA 0 PBC)

-

S (PAC PA 0 PC)

(B.37)

-

S (PABC HPB 0 PAC)

-

S (PBC PB 0 PC)

(B.38)

Thus consider the operation local on each party T

= OA

0

qB, from Eqn. B.36 we

have

I ($A [A] : $B [B]) = S (T [PAB
S (pABIIPA

P)

IIT [PA 0 PB])

(B.39)
(B.40)

= I (A: B)

This proves Eqn. B.33. Similarly, from Eqn. B.37 we have

I (OA [A] : qB [B] C)=
S(OA &
-

B &I[PABC

IIOA &q$B 0I[PA

0 PBC)

S ($A 01 [pAC] IIOA [PA] 0 PC)

(B.41)

<S($A 0101[pABC] IqA 0-0-E[PA0 PBC)
- S(OA 0 1 [pAC] IIOA [PA]

pC)

(B.42)
(B.43)

=I (#A [A] : BIC).

Repeat the above procedure for I (OA [A] : BIC) again, but based on Eqn. B.38, as
follows

I(OA[A] : BC)=
S(OA 00E[PABCI IbA 010
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1[PB 0 PAC])

- S (PBC||PB

S (PABC IPB
=

0 PC)

(B.44)

PAC) - S (PBC IPB 0 PC)

(B.45)

I (A: BIC).

(B.46)

Consequently, combining the above we have proved Eqn. B.34. Thus we have proved
the quantum data processing inequality.
Based on theorem 26, we can prove the superadditivity of entropy gain, as given
by theorem 27, 28. We use the short notation A(1:D) for AIA 2 ... ADTheorem 27 (Superadditivity of entropy gain I.) Given a 2D-partitestate PA( 1
L (WOD

D)

:B(RA 0 1B)B -(W

and D CPTP maps

Consider the CPTP map

O

1

#D

B

( 7HID

0

11D)

A

B)

A OD

-

1 :D)

<,1d <D.
The

OtD).

entropy gain is superadditive,
D

E®dd

[PAdBd],

Ed

[pA(1:D)B(1 D)

(B.47)

d=1

with equality achieved when PA(,:D)B(,:D)

®k=PAkBk

Theorem 28 (Superadditivity of entropy gain II.)
B(,HD 0 7-R)

and DCPTP mapsGiven
pd: B ('RA
a D-partite
--4'A) , 1 state PA(1:D)R

A

d < D. Consider the CPTP map 0' _1 0d: B

(OD

_

' -Hi®D The entropy gain is

super-additive,
D

E(D

[PA(1:D)RI

>

S EgdO

[PAdR],

(B.48)

d=1

with equality achieved when

PAd

's are conditionally independent on R.

Proof of theorem 27
Denote

q(k+l)

--

+iqd for convenience, we only need to show the inequality

EL(kl) I PA(:k+1[)B(B:k+4)

>

Eo(k)

IPA(

:kBlk

+ E(,k41 [PAk+,Bk+1]
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(B.49)

ED)B(

Then by starting at k

D -l and apply the inequality repeatedly until k =1 we will

=

arrive at Eqn. B.47. By expansion from the definition of entropy gain in the main
paper and noticing

S

#(k+l)

-

(#(k+1)

>

4

(k) S

4

k+1, Eqn. B.49 is equivalent to

[PA(l:k+l)B(l:k+l)]

S (#(k)

EPA(lk)B(l)

-

+S ( k+1 [PAk +1Bk+l1

S

(PA(l:k+l)B(l:k+l)

S

(PA(l:k)B(l:k))

S

(PAk+lBk+l)

(B.50)

.

It is easy to see it is equivalent to

IO(k) [A(1:k)B(l:k)] :

k+1

[Ak+,Bk+10)

< I (A(I:kB(1:k) : Ak+lBk+1) .

(B.51)

Eqn. B.51 is true due to quantum data processing inequality Eqn. B.33 because the
CPTP map

0(k+1) acts on local parties independently.

Proof of theorem 28

We only need to replace three equations in the proof of theorem 27.

First, we

replace Eqn. B.49 with

E4(k+1)ol [PA(lk+1)R]

> E(k

1

[PA(1:k)R] + Ek+l&r [PAk+lR]

.

(B.52)

Then, replace Eqn. B.50 with

S (Osk

1)

S ((k)

(S -EPA(l~k~l)RI )- S (PA(l~kll)R)
0 I [PA(l:k)R])

+S (Ok+1 ® I [kPAk+1RI)
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-

S (PA(l:k)R)

S (PAklR)

.

(B.53)

Finally, replace Eqn. B.51 with
I ((k)

[A(1:k)]

q

k+1 [Ak+11

JR)

I (A(1:k) : Ak+1 R) .

(B.54)

And then for the same reason, it is true due to quantum data processing inequality
Eqn. B.34 because the CPTP map

0(k+1)

doesn't change R and acts on local parties

independently.

B.1.4

More discussions

Here we point out the connection between our result and the result in Ref. [2]
by showing that a special case of Ref. [21's result and a special case of our result
is equivalent.

For our case, we can choose the inaccessible Wm's to be pure and

the bipartite measure in the constraints to be effectively single-partite Q(psw) =
-S(Trwpsw). Then Wm is in product state with everything else and the constraints
of Eqn. 3.1 in the main paper or Eqn. B.16 become constraints on the input entropy,
i.e., S(ps) < P for some P > 0. We further restrict the encoding to be unitary
operations, thus the encoded state is also constrained by S(pS$)

P. Also we see

that all the purification of px) has been sent to Bob, just like in Ref. [21's case. For
Ref. [2]'s result, we restrict the input signal entropy S(pfx) < P in each channel
use instead of the original expectation form in Ref. [2] and require that different
states indexed by message x are unitary equivalent.

After the above restrictions,

both formula are equal. In other words, the capacity formula in Ref. [2] with the
above restriction is additive.
We also want to point out that only in the scenario of two step channel useresource distribution and encoding, the unconditional state PE equals the conditional
state

PE.

This allows the entropy gain form in Eqn. 4.22 in the main paper, which

is crucial for proving additivity.
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Appendix C
Supplemental Material for Section 3.2

C.1

Supplemental Material for
"Superadditivity of the classical capacity with
limited entanglement assistance"

C.1.1
Proof.

Proof of Lemma 5
For channel IF, suppose one uses the ensemble {pi, pi} for entanglement-

assisted classical communication. Holevo's bound gives the maximum classical information transmitted as

pipZ

)

piS (pi) +S ( T

Xassist (IF, {pi, pi}) :=

where the pre-shared entanglement is in Hilbert space

-LpAS

WE,

(V 0' E (0))

and q i) C WR 0R W0L

(C.1)

1E.

Then
(4)

-

C

max

Xassist (4',

{pi, pi }).

(C.2)

)

(pip
EiPpS (pP<

We apply the noiseless classical channel H on the register R. Since ' = 4 o (H 0 Ic),
this does not change the amount of information transmitted. Hence Eq.(C.1) is equal
329

to

pll 01 C (i)

piS (pi)+S '

OlIE (I

-EpiS('

(i)))-

CE

(C-3)

Now, we consider an alternative protocol, described below. Formally, the state of
RCE after II is

pIi) ij) (i 0| Pij-

l®()CE (0i) =

j)'s are

Note pij are states of CE and

(C.4)

the basis of the classical channel. Moreover,

for the density matrix pij, consider its spectral decomposition

(C.5)

pij= Zp(kjj)ijk.
k

So Eq. (C.4) is equal to

p(jji)j ) (j0

UH0-ICE(i) =
=

p(jk i) 1j) (j1

p(klij')Oijk

(
\

k/

(C.6)

( Oijk,

jk

where p(jkli) = p(kjij)p(ji).

We introduce the notation for the reduced density

= trE (Oijk) and pkk

,
matrices p

trC (4ijk). Denote Pijk

Suppose Alice and Bob instead use the ensemble {Pijk,

=

p(jkli)pi.

j) (A 0 Pgk }

for entanglement-

assisted classical communication. We prove in the following that using this ensemble
will consume less entanglement and transmit more information, which suffices to prove
the lemma.
First, we show that the entanglement consumption for the second protocol is less
than that for the original protocol. The original entanglement assistance for using
state Oi is
pE

where p

=

trCR (0i)

- trCR (1l0

ICE (ki))

(jk 10PE

(C.)

's are the entanglement assistance for the second protocol. By concavity of
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the von Neumann entropy,
(C.8)

Zpcjkti)S (p k) < S (pi),
jk

and thus
PijkS (Pk)

A S (pi)

-

(C9)

ijk

This means the average entanglement used between Alice and Bob is smaller for the
second protocol.

Next, we show that the amount of information transmitted by the second protocol
is larger than that by the first protocol. For the second protocol,

ij) (i

0 Pijk }) is

P+s j) (I 10
Pijk

PijkS (Pik
ijk

4P

\\ijk

S (' 0

ZPijk

)

(1i) (i0

'E

/ijk))

-

Xassist (', {Pijk,

ijk

//

(C.10)
We introduce a new register

Q,

which records the j, k indices of the second ensemble

of states. Denote each state as Ijk) E 71Q. Denote C' the output register of the
channel T. Consider the following state of QC'E

1jk)

Zp(jki)

(jkj 0 (IF

-E

(11)

(i

(C.11)

0 Oijk))-

jk

It has the following properties,
S(E)=S

=S(p),
\

jk

S(C'E)=S (

(C.12a)

ik /~kz S(i

p(Jki)TOIE(13) (i1 0ijk)

S (4 0 -E (F 0

'CE

(i,)))

\jk

(C.12b)
ip(jkji)jk)(Kk|Op

S(QE)-S(Q)=S
(\

k

I
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-

ij/k)

p(jkjI |k)('k|

S
(\P(jk

j

Ki3

=P

S (QC'E)

-

S (Q) =

(p(jki)|jk)
\

-

(C.12c)

PPijkSE(pik),
jk
(1j)

(ii0akijk))

(jk)

(P*ji)|jk)

S

(ik|@ (''

jk

\jk

PijkS (F 0

=P

0

E (1)(

(C.12d)

ijk)) -

jk

By strong subadditivity,

S (QE) - S (Q) - (S (QC'E) - S (Q)) > S (E) - S (C'E).
Now we are ready to compare Eqs. (C.3) and

(C.13)

(C.10). The second term of Eq. (C.3)

and Eq. (C.10) are the same. From Eq. (C.13), with each term given in Eqs. (C.12),

exactly the terms in Eq. (C.13). So Eq. (C.10) is greater than Eq. (C.3).

C.1.2

Proof of Lemma 6

Proof. Let H(p) =10) (01p10) (01+11) (11p11) (11. Then iJ=
is a partial cq channel.

Iqij)},

with j E

The Holevo information of Ar with respect to

x (W, {pij, LJ) 0 1

{0, 1}.
{pij, j) 0 1/j)} is given by

ij)})

(Zpioo (Ojo)

< log(IB1) -

o (HOIA) and K

Taking P = 0 in Lemma 5, C( 1 (N) can be achieved with

ensembles of the form {pij, j) 0

=S

*

we immediately see that the first and the third terms of Eq. (C.3) and Eq. (C.10) are

pmi,1 ($il)

YjpioS (Ko (#io)) -

-EpioS

pi1S (i

(Mo (o))

- Ipi

1

S (K1 (Oi))

(0i 1))

Pii

Po

log(IBI)

-

S(K (4i)))

+P

log(IBI) - ES(Arf

(Oi))
(C. 14)

<PoC(Ko) + P1 C(1) (K 1 )
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where we define P0 = Ej pio and P1

=

E1 pi-i. In the last line, we used properties 0.1

and 1.2. This means

C(A) < max{C(Aro), C(N1)}. )j

(C.15)

On the other hand, by choosing states such that the first register is 0 or 1, it is obvious
that

;)> max{ C (Ao), C(1),

CNl)(K)

=

,

C()

(C.16)

max{C(No),C()(M1)}.

(C.17)

(A-

(C.18)

so

CC" ( ) =

ax

1C(1)

oN

)

Similarly

Since KO is classical [1],

C 1 ) (on-l

A10')

= (n - l)C(o)+C (1 (A

') = (n - l)C(o)+lC ') (K 1 ). (C.19)

C(n)(K) = max

{

IC (o)

+

This means
n

(M) }

(C.20)

Therefore,
C(A) = max {C(Ko), C(K 1 )}

C.1.3
Proof.

Proof of Lemma 7
One can apply Lemma 5 to

K

{pij, Li) (il1 pij}, with Ei pij S (1j) (j
Xassist

(C.21)

and only consider ensembles of the form
pij) < P. For such an ensemble,

(K, {pij, 1J) (Kj 0 pij}) is given by

pioS (10) (0 ® pio) +piiS (l) (1|@ pii)
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(01

0 Pio +

Pi pS (A 0 1 #)

-

EpoS (Aro o I (Oio))

+P1(

PioS (K9
PioS
0
(pio) + log |B| - 1:
PO

PuS (A

il (PS + log JBI

-

Po

Pi 1) (1| OPil)

P1

)

-

A01|0)

(

+S

( io))

&I (Oil)) ,I

(C.22)

where Po = Epio and P1 = Eipii.

Since NO is classical, by the same argument in the proof of Lemma 5,
2 S

(pio) + logB(IB -

S (Ao & I(#io)) < C (No)

(C.23)

This means Eq. (C.22) is less than
(C.24)

PoC (A'o) + PIC('), (K 1 ),
where again we've used Properties 0.1 and 1.2. So

C )(1 )

K

(C.25)

qC(No) + (1 - q)C')(Nj).

max

{qP'=
(1-q)P'=P

This upper bound can always be achieved, hence

=

max

qC(No) + (1

-

CP()

{qP'=
(1-q)P'=P

q)C()

(A ).

(C.26)

Essentially the same argument shows that
n

nC () (As) = C(

(Aron) =

qkC)

r qkPk=nP k=1

(

n-k ®g1 k)+

(1-

qk)
k=1

C(A/0" (N

)

n

max

(C.27)
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Applying Lemma 29 (see below) to

po

n-k

c

nk ®Kok) = C (Vn~-k)+

C(

and MIk we obtain
-k)C
-(n
(Ko) + kC

Ik)

(

1

).

(C.28)
So Eq. (C.27) becomes
n

(K)=

YP

{aq

qk ((n -

k)C (K 0 ) + kC

(k

)

nCp"

E

1

k=1

SqkP-nP

qk

nC(Ko).

k=1(

(C.29)
Since

< CP (Ar

C(k) (.IV1)

(C.30)

we have
Cb") (K)

<

q
max
k=1
~qkPk-=nPk=

n

{qkPk}I

kC (o)
(K)

+ kCP
in

k

(

1 ))

+ 1

-E

q

C

(O)

k=1)

(C.31)
<max 1 {Jk

=

}

C (o)

k
k=1

max

qC (o)

C

+=

\

/)

1

1

(C.32)
(C.33)

+ (1 - q)CP' (K1 ),

{q,P'}

(_

k=k)

(1-q)P'=P

where in the second line, we used the concavity of Cp with respect to P. The third
line is just a relabelling. This implies

CP

WN <

max
{q,P'}

qC (Ko)+(1 - q)Cp'( KI).

(C.34)

(1-q)P'=P

On the other hand, it is clear that by taking qk= 0 for k < n in Eq.(C.27), we have
()

;>

max

qC (Ko) + (1 - q)C")(K)

.

C

(1-q)P'=P
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(C.35)

Taking the limit n -+ oo on both sides, we obtain the other direction of the inequality
Cp (K)>

qC (Ko) + (1 - q)Cp, (K1).

max

(C.36)

{q,P'}

(1-q)P'=P

Hence
Cp (K)

=

qC (o)

max
{q,P'}

+ (1 - q)Cp, (K 1 ).

(C.37)

(1-q)P'=P
U

C.1.4

Lemma 29

Lemma 29 For classical channel To and quantum channel T1, the 1-shot classical
capacity of To 0 T 1 with limited entanglement assistance satisfies
C( (4o 0

1

) = C (FO) + CM (T1).

(C.38)

This lemma is very intuitive. Essentially it says the CE tradeoff region for a tensor
product of classical and quantum channel is additive. Unfortunately we did not find
any description of this result in the literature. So we provide our own proof here,
using Lemma 5.

Proof. Since To is classical, there exists a classical noiseless channel U such that

(1 0 Ic).

So To 0 '1 is a partial cq channel.

can be achieved with ensemble of the form
Xassist (TO 0 T 1, {pij,

(4'o (04 1

fpij, 1) (j 0 pij}. For such an ensemble,

(if 0 pij}) is

j

E pijs (p()+S

ij

ij)

Hence C(

)

To = To 0

(Eoo I) (i

0

-E pijs ('
ij

\ij

0

0S1 0T

((9) (Tf 0 -T O)).
(C.39)
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Notice that for the second term, by subadditivity of the von Neumann entropy,

\ ij/

/)

Po
\

g

pi

j) (0

)

11) U 1 pi

(g 1 P

/

(To

S

/)
+S

T1

Pijpij.

(C.40)

Also, since

(i1 o#)

=

To (W(i) 0 (T1 &1) (#c)

(C.41)

,

o 0 T1 0
01(1j)
the third term is equivalent to

Zpus (TO 0

PI 0

I0 i) (010ob#))

p2 S (To (1i) (j))+ZpijS (P1

=

ii

ii

0 I (ij))

ii

(C.42)
So

P

1)

<

max

S

f(pij,Pij I

>2, piS(p 2

- ZPJS (Po (1i) (J)

L) (Ih)
g(Pi

) -P

23

)

CS) (To 0

+ EpiS (Pij) + S

(IF(zi
1

ij

PZjp2j )) -

ZPij S (IF 1 0 I(#))
23

(C.43)

.

SC(qfo) + CM) (qj1)

On the other hand, by restricting input states to product states with respect to the

.

two channels, it can be easily shown that

CM) (To & xF) > C (qfo) + CM) (q1)

(C.44)

C() (P0 ® ' 1 ) = C (Po) + CM (P 1 ).

(C.45)

Hence

M
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C.1.5

Construction of No

Let g : B -+ B be the classical symmetric channel of the form

G(Jk) (kj) = (I -,q))1k)

(C.46)

(kJ + -q1/JBJ.

Its classical capacity is

(C.47)

C(9) = log JBI - H(q),
where
H(7) = H2

(BI-

1

+

I- 1 q log (IB - 1)

(C.48)

and H2 is the binary entropy.

Take

A with JAl > BI. Then 7/A has basis {I1) ,.* .IBI)

7

I|IBI + 1) . .

IIAD)}.

Define N3 : A -+ B as

Ao(Ik) (kJ)

=

9(1k) (kJ)

if 1 < k < BI,

Ko(|k) (k|)

=

I/|B|

if B| + 1

k < JAl.

Then A'0 is a classical channel with the same classical capacity as g. It's clear
that .AO satisfies Properties 0.1 and 0.2.

C.1.6

Properties of F

We prove

satisfies Properties 1.1 and 1.2.

yRC+c

It's clear that
max
1 pip

ZpiS(pi)+S

I<

>2 piS(pi)

P

< logC(IC)-

i

(-F (Y

MP

)

=

-

(

piS (FI($i))

)

CM(F)

min (S (T®I(#)) - S (p))

S(p)<P

(C.49)

The above inequality is true for any channel F.
In proving Lemma 5, we basically show that with averaged input entropy con338

strained to be no more than P, ensembles of the form {pij, 1j) (ji10 pij} minimizes
E Pi (S (F 9I (#i)) - S (piA))

(S (F 0 1 (j) (j0 o#ij)) - S (P))

Y23i

Pij (S (XJ e 0I (#
2 ))
2 j) XJ) - S (pi

=

(

i

Pj (S (9 0 (O 2 ))

-

(C.50)

S(i

ii

Suppose p minimizes S (S

(#))

-

S (p) subject to S (p) < P. By the above

argument, it's clear that
S (S &I(#)) - S (p) = msn S (F0 1())-

Now consider the ensemble
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{

,j) (iI 0 p}

=S(p)+S

I

=S(p)
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(|j)(II
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) (jJ P

(

Xassist (Fr

(C.51)

S(p')

S(P') P

X)
(C.52)

= log(IC|) + S (p) - S (E 0 1(#))

where we've used the following qudit twirl formula [2]
11
C 1 2 Zx

3px

One can show a similar result for Cp") (F). This shows F

Let

#

ensemble

(C.53)

=

satisfies Property 1.2.

be a state that achieves minimum output entropy for S.

|k) (kI 0D

Consider the

with equal probability. The Holevo information of this ensemble
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is

x (T

1

1k)

(k|@$

I( X S ()X

=S

=log (IC 1)

t
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s (xk

(C.54)

- Smin (S)

For any ensemble {pij, Ij) (j R ( p

S

E Pi-F (1j) Uj 10 Pij))

< log(IC)

(C.55)

\ is
and

(C.56)

(ii Op)) = S (X (pi) X,) Smin (8).

S(()
Hence

.

C(') (F) = log(ICI) - Smin (E)

(C.57)

Similarly it can be shown
C(n)

==log(IC) - Smin (Eo") /n.

(C.58)

Since we've chosen E with subadditive minimum output entropy, i.e.

,

2 Smin

(C.59)

C (.F) ;> C(2) (_T) > C(I (.F)

(C.60)

Smin (S & E) <

(E)

.

the channel F will satisfy Property 1.1
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