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Abstract

A network flow-based attack refers to a cyber-attack where the adversary seeks to
block user traffic from transmission by sending adversarial traffic that reduces the
available user capacity. In this thesis, we explore the fundamental limits of network
flow attacks by investigating its feasibility region defined by the minimum resource
required for a successful attack and designing optimal attacking strategies that achieve
the feasibility region.

First, we consider the case where the target network uses fixed-path routing and
the adversary injects traffic into the network, encroaching the capacity of the network
links and thus reducing the capacity available to network users on the fixed paths.
We propose a new network interdiction paradigm that captures this phenomenon
by modeling the network as a capacitated graph with the user throughput given by
the max-flow value on the fixed user paths. The adversary injects interdicting flows
that reduces the capacity of the links (and hence the user throughput), and seeks to
maximize the throughput reduction caused by the adversarial injection under a given
flow budget. We show the NP-hardness of the problem of maximizing throughput
reduction, and propose an efficient approximation algorithm that yields near optimal
interdicting flows within a logarithmic factor by harnessing the submodularity of the
problem. We further extend the algorithm to an approximation framework that can
deal with the situation where the adversary does not have deterministic knowledge
of the set of user paths but aims to maximize the worst case throughput reduction
given that the set of user paths lies in certain collection of paths.

Next, we turn to the scenario where the target network employs dynamic routing
mechanisms such as Join-the-Shortest-Queue (JSQ) or Max-Weight. We start from
single-hop server farm under JSQ routing, where the adversary attacks by injecting
adversarial traffic to servers with the objective of blocking user traffic, i.e., causing
user traffic to experience unbounded delay. We first characterize the feasibility region
of the attack by presenting a necessary and sufficient condition on the rate of ad-
versarial traffic rate for the attack to be successful. We then propose an adversarial
injection policy that is, (i) optimal: it achieves a successful attack whenever the ad-
versarial traffic rate is inside the feasibility region and (ii) oblivious: it does not rely
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on any knowledge of the network statistics. We further evaluate the performance of
the injection policy. Finally, we extend our results to multi-hop network employing
Max-Weight routing.

Thesis Supervisor: Eytan Modiano
Title: Professor of Aeronautics and Astronautics
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Chapter 1

Introduction

1.1 Background and Motivation

Network flow attacks refer to a class of cyber-attacks where the adversary seeks to
make some network resources unavailable to its intended users by sending adversarial
trafic flow that competes for the resources. On one hand, attacks of this category,
such as DoS attack [1], stealth DoS attack [2], RoQ attack [3] and Pulsing attack [4]
often result in downtime of web service, cloud computing, DNS service, etc., causing
huge financial loss to institutions [5]. On the other hand, network flow-based attack
is difficult to detect due to the similarity of adversarial traffic and normal user traffic.
Moreover, the increasing availability of botnet [6] as sources of adversarial traffic
exacerbates the issue. The above two aspects make network flow-based attack one of
the most serious security threat to the Internet. Due to the significance and prevalence
of network flow attacks, there have been a flurry of works focusing on detection and
mitigation of such attacks [1,7,8]. However, we still lack theoretical understanding of
the limits of such attacks, i.c., How much resources does the adversary need
for a mounting successful network flow attack and what is the optimal
attack strategy?

Understanding the above questions is of great importance to the design and pro-
tection of network systems. It provides us with valuable insights on the robustness

of the network system as the resource requirement for the adversary actually defines
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the safety margin of the system. Such safety margin often plays an important role
in evaluating the vulnerabilities of network infrastructure |9,10]. Furthermore, the
structure of the optimal attack strategy sheds light on the design of practical detec-
tion and mitigation methods, providing guidelines to the design of security-enhanced
systems [11].

In this thesis, we explore the fundamental limits of the network flow attacks. Tak-
ing a network flow and queueing perspective, we model the attack using a capacitated
network with user traffic and adversarial traffic generated at certain rates from cer-
tain sources, respectively. The user traffic is routed using some pre-defined policy of
the network, while the adversarial traffic is injected according to some policy dictated
by the adversary. The goal of the adversary is to reduce the throughput available to
user traffic by injecting adversarial traffic in an intelligent way. We interpret the link
capacities and user traffic rates as network parameters, and the adversarial traffic
rates as the budget of the adversary. Based on this, the two problem we raised, which
will be the central theme of the thesis can be translated into: given the network pa-
rameters, how much budget does it take to achieve a successful attack, and what is
the optimal adversarial injection policy that guarantees the success or maximize the

damage of an attack?

1.2 Thesis Contribution

We answer the questions through the following main results, which can be divided

into two parts based on the routing policy that the network uses.

e In Chapter 2 we study the case where the network employs fixed-path rout-
ing, which captures routing protocols such as shortest-path routing (OSPF,
BGP) and multi-path routing (ECMP). Under fixed-path routing, the prob-
lem falls into the category of network interdiction which models the scenario
where a budget-constrained interdictor tries to reduce the throughput available
for users of a capacitated network [12,13]. Since the traditional interdiction

paradigm falls short of capturing the flow-based attack as it only considers
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network node/link removal, we propose a new network interdiction paradigm
where the interdiction is performed by injecting adversarial traffic flow. Under
the proposed paradigm, we study the computational complexity of the problem
and devise a near-optimal interdiction strategy that approximately maximizes

the throughput reduction.

e In Chapter 3 we investigate the scenario where the network employs dynamic
routing strategy such as Join the Shortest Queue and Max-Weight [14-16],
which naturally mirror systems with load-balancing mechanisms such as server
farms. We define the feasibility region of the network flow attack under this
setting and design an optimal attack strategy that achieves the full feasibility
region. A notable feature of the optimal strategy is that it does not rely on

knowledge of network statistics.

1.3 Literature Review

We present a brief literature review on three relevant topics, adversarial network

optimization and network attack-defense framework.

1.3.1 Network Interdiction

Network interdiction, originally proposed in [12,17] models the scenarios where a
budget-constrained interdictor tries to limit the throughput available for users of a
capacitated network by removing network edges. The throughput is given by the op-
timal value of a single-commodity max-flow problem and the goal of the interdictor
is to compute an interdiction strategy that specifies which edges to remove in order
to minimize the throughput, or maximize the throughput reduction, subject to the
budget constraint. Since the problem is NP-hard even when the network has special
topologies, previous works focus on designing approximation algorithms [17-19] or
formulating integer programs and solving them using traditional optimization tech-

niques (e.g. branch and bound) [12,20]. Subsequent generalizations include extensions
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to the case where the throughput is given by multi-commodity max-flow problem [21]
and allowing the interdictor to use mixed strategy that takes advantage of randomiza-
tion [22,23]. We refer the readers to [24] for a comprehensive survey. As traditional
network interdiction only considers link removal, it cannot capture the scenario of
network flow attacks where the method of attack is injecting traffic flow rather than

removing network links.

1.3.2 Adversarial Network Optimization

Adversarial network optimization studies the problem of optimizing network per-
formance in adversarial environments. This area of study started from adversarial
queueing theory [25] that investigates the stability of various service disciplines un-
der adversarial-generated traffic. Previous works [25-27] established the universal
stability of several service disciplines such as Newest-in-System and Furthest-to-Go,
the instability of service disciplines such as First-Come-First-Serve and the universal
stability of certain network topologies. Later, Lim et al. [28] extended the framework
to multi-hop network routing and showed the throughput optimality of Max-Weight
policy under adversarial traffic. Recently, Liang and Modiano extended the theory
to optimizing utility /queue lengths in networks with adversarial traffic and network
states [29,30]. They analyzed the performance of Max-Weight policy and Tracking
policy in terms of regret, establishing the optimality of the two policies under cer-
tain adversarial network models. Adversarial network optimization considers the case
where there is only adversarial traffic whereas we consider a mix of both adversarial
and user traffic. Another major difference is that in adversarial network optimization,
although the traffic is adversarial, it is still assumed to be stabilizable, i.e., lies in the
capacity region of the network. In contrast, in our setting of network DoS attack, the
case of interest is often the overload regime, where the combined traffic of user and

adversary lies outside of the capacity region.
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1.3.3 Network Attack-Defense Framework

Network attack-defense framework investigates the optimal (attack or defense) strat-
egy in a network with two parties of conflicting interests. Most works in this line adopt
a game-theoretic perspective [31-33]. Wang and Shroff [31] focused on equilibrium
analysis of network security game. Niyato and Hossain [33] studied the dynamics
of network selection through an evolutionary game. For a comprehensive review on
this topic, we refer the reader to the survey by Manshaei et al. [32] The modeling
approach of game theory does not possess the fine-granularity to capture important
aspects in flow-based attack such as network routing and network dynamics. An im-
portant exception that does not use game-theoretic modeling is the paper Paschos and
Tassiulas [2]. They studied the sustainability of service provisioning system, which is
similar to a special case of our problem on single-hop networks. Apart from network
settings, another important distinction is that they did not investigate the problem

of designing optimal attack strategies.
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Chapter 2

Network Interdiction Using
Adversarial Traffic Flow

In this chapter, we study network flow attacks where the network employs fixed-path
routing. As the problem falls into the broad category of network interdiction, we pro-
pose a new network interdiction paradigm where the interdiction is performed through
injecting adversarial traffic flow to the network in an intelligent way, encroaching the
capacity of network links, thereby reducing the throughput of network users. Our
models captures is the stealth denial of service (DoS) attack in communication net-
works (including wireless ad hoc networks [34], software defined networks [35] and
cloud services [36]), where interdictor (attacker) injects low-rate data into the net-
work that consumes network resources and compromises the capacity available to the
users. Under this paradigm, we model the network as a capacitated directed graph
with n nodes, where the network users are sending flow on a set P of user paths and
the interdictor aims to reduce the throughput of the users through sending adversarial
flow from its source s to its destination {. Mirroring the situations in [2,34, 35|, we
assume the interdictor to be low-rate and undetectable, which will be formally defined
later. The interdiction strategy is defined as a probability distribution over the set of
s-t flows with value less than the given budget, which resembles the mixed strategy
in the game theory literature [22]. The throughput reduction achieved is equal to the

difference between the network throughput before the interdiction, which is defined
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as the sum of initial flow values on paths in P and the network throughput after
the interdiction, which is determined by the optimal value of a path-based max-flow

problem on the residual network.

Under the proposed interdiction paradigm, we study two problems that differ in
the availability of the knowledge on the operation of network users captured by the
set of user paths P. The first, deterministic flow interdiction, assumes that the inter-
dictor has perfect knowledge of P and seeks an interdiction strategy that maximizes
the (expected) throughput reduction with respect to P. We show that there does
not exist any polynomial time algorithm that approximates the problem on general
networks within an O(n!~°) factor for any § > 0 unless P = NP, and the problem is
NP-hard even when the network is acyclic. Thus, we focus on designing efficient algo-
rithms with good performance guarantees on acyclic networks. Specifically, utilizing
the submodularity of the problem, we propose a recursive algorithm that is capable
of achieving O(log n)-approximation. The second problem, robust flow interdiction,
deals with the situation where definitive knowledge of P is not available. In particu-
lar, we assume that the set of user paths lies in some uncertainty set I/ that contains
all possible candidates for P. The goal of the interdictor is to compute an interdic-
tion strategy that maximizes the throughput reduction for the worst case in U. As
a generalization of its deterministic counterpart, robust flow interdiction inherits the
computational complexity results and is more challenging to solve due to its inherent
maximin objective. In this context, we design an approximation framework that inte-
grates the algorithm for deterministic flow interdiction and yields a quasi-polynomial
time procedure with a poly-logarithmic approximation guarantee. Finally, We evalu-
ate the performance of the proposed algorithms through simulations. The simulation
results suggest that our algorithms compute solutions that are at least 70% of the

optimal and are efficiently implementable.

The rest of the chapter is organized as follows. We formally present our paradigm
on acyclic networks in Section 2.1. In Sections 2.2 and 2.3, we introduce formal
definitions, show the computational complexity and describe our proposed algorithms

for the two flow interdiction problems, respectively. We evaluate the performance of
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our algorithms through simulations in Section 2.4. Section 2.5 is devoted to the
extension of our paradigm and the interdiction problems to general networks. We

conclude the chapter in Section 2.6.

2.1 Network Interdiction Paradigm

In this section, we first formalize our network interdiction paradigm, and then show
two important structural properties of it. Note that currently, we focus on acyclic
networks, and provide extensions to general networks in Section 2.5.

Consider a network represented as a directed acyclic graph G(V, E) with vertex
set V and edge set E CV x V. Let n = |V| be the number of nodes and m = |E]|
be the number of edges. We assume G to be simple (with no multi-edges). Let C be
an | E|-dimensional non-negative capacity vector with C(e) indicating the capacity of
edge e. We define s,t € V as the source and the destination of the interdictor, and
assume without loss of generality that they are connected. An s-t flow is defined as an
| E|-dimensional vector f that satisfies capacity constraints: Ve € F,0 < f(e) < C(e)
and flow conservation constraints: Yo € VA\{s,t}, >, yep £(4,v) = 20 wep f(v, u).
We define val(f) = Z(s,u)eE f(s,u) to be the value of f, i.e., the total flow out of the
source.

The interdiction is performed by injecting flow from s to t. The interdictor has
a flow budget ~ that specifies the maximum value of flow that it can inject. In this
paper, we are primarily concerned with low-rate interdictor, and thus assume that
v < min.cg C(e) and is bounded by some polynomial of n. Let F<, be the set of s-t
flows f with val(f) < . We allow the interdictor to use randomized flow injection,

which is captured by the concept of interdiction strategy formally defined below.

Definition 1 (Interdiction Strategy). An interdiction strategy w is a probability dis-
tribution w : F<y > [0,1] such that § ecr  w(f) =1

The interdiction strategy bears resemblance to the mixed strategy in the game

theory literature. It can be alternatively interpreted as injecting flows in a time
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sharing way. Furthermore, a deterministic flow injection f (similar to a pure strategy

in game theory) can be represented as a strategy with w(f) = 1.

Before the interdiction, the network users are sending flow on a set of user paths
P = {py,p2,-..,pr} in the network. Each path is a subset of edges and we use e € p;
to represent that edge e is on path p;. The user paths may not share the same source
and destination, and are not necessarily disjoint. Initially, the values of the flows
on the paths are Ay, As..., \; respectively, which satisfy capacity constraints: Ve €
E, > nise i < C(e). The network throughput for the users before the interdiction is
defined as Zle A;- Note that the involvement of the initial flows gives our paradigm
the flexibility to capture the case where the users are not fully utilizing the paths

before interdiction.

After the interdictor injects flow f, the residual capacity of the edges becomes
Ct such that Ce(e) = C(e) — f(e) for all e € E. The throughput of the users after
interdiction is given by the optimal value of the following (path-based) max-flow

problem:

maximize Y ; \; (2.1)
st 3, 0. M <Cile), VeeE (2.2)
0< A<\, Vi (2.3)

where constraints (2.2) are the capacity constraints after the interdiction and con-
straints (2.3) specify that the users will not actively push more flows on the paths
after the interdiction, which can be attributed to the undetectability of the inter-
dictor or that the users have no more flow to send. Let T(f, P) be the optimal
value of (2.1). We define the throughput reduction achieved by injecting flow f
as the difference between the throughput of the network before and after inter-
diction, ie., A(f,P) = > .\ — T(f,P). Naturally, under an interdiction strat-
egy w, the expected throughput reduction achieved by the interdictor is defined as
Alw, P) = Zfe}-g w(f)A(f, P).
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2.1.1 Structural Properties of the Paradigm

The proposed network interdiction paradigm has two important structural properties
that will play a key role in the problems we study in subsequent sections. The first
property shows that if we want to maximize the throughput reduction, we can restrict
our consideration to the set of s-t flows with value 7. Its proof follows straightfor-
wardly from the monotonicity of throughput reduction with respect to the value of

the interdicting flow and that v < min, C(e).

Observation 1. For any s-t flow f with val(f) < v, there exzists a flow f' such that
val(f') = v and A(f', P) > A(f, P) for all possible P.

We denote F, to be the set of flows with value y. We further define single-path
flows as the s-t flows that have positive values on edges of one s-t path. The second
property establishes the optimality of interdiction strategies taking positive value on

only single-path flows in the maximization of A.

Proposition 1. For any interdiction strategy w, there exists an interdiction strategy
w' that is a probability distribution on the set of single-path flows such that A(w', P) >
A(w, P) for all possible P.

Proof. We prove the proposition through flow decomposition and linear programming

duality. See Appendix 2.7.1 for details. O

2.2 Deterministic Flow Interdiction

In this section, we study the deterministic flow interdiction problem. We first formally
define the problem, then prove its computational complexity, and finally introduce

our proposed approximation algorithm.

2.2.1 Problem Formulation

The deterministic flow interdiction deals with the case where the interdictor has full
knowledge of P and seeks the interdiction strategy that causes the maximum expected

throughput reduction.
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iy = {(S’vl)’(vhvz)}
= {(s,v3),(v3,v2)}

p3 = {(Sv v4 ): (V4 > t)}

Figure 2-1: An example network of the flow interdiction problems.

Definition 2 (Deterministic Flow Interdiction). Given the set of user paths P =
{p1,...,px} with initial flow values {\, ..., A}, the deterministic flow interdiction

problem seeks an interdiction strategy w that mazimizes A(w, P).

Example: We give an example of the problem. Consider the network in Figure
2-1, where the capacities are labeled along the edges. The source and the destination
of the interdictor are nodes s and t. The interdictor has budget v = 2. The user
paths P = {p1, p2, p3} all have an initial flow value of 3. Let f be the s-t flow such
that f(s,v;) = f(v,v3) = f(vs,v4) = f(vs4,t) = 2 . In this example, the interdiciton

strategy w such that w(f) = 1 is optimal with A(w, P) = 4.

2.2.2 Computational Complexity

Before establishing the computational complexity, we first show some structural prop-
erties specific to the deterministic flow interdiction problem. Following from Propo-
sition 1, there exists an interdiction strategy on the set of single-path flows that
is optimal for the deterministic flow interdiction. We further extend this property,

showing that there exists an optimal pure interdiction strategy.

Proposition 2. For the deterministic flow interdiction problem, there exists an op-
timal (pure) interdiction strateqgy w such that w(f*) = 1 for some single-path flow

*.

Proof. Building on proposition 1, let w be an optimal interdiction strategy that takes

positive values only on single-path flows qy, ..., q,. Let q* € argmax; A(q;. P). Con-
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sider the pure strategy w’ with w'(q*) = 1. It follows that A(w', P) = A(q*, P) >
> w(gi)A(aqq, P) = A(w, P), which proves the existence of an optimal pure strat-
egy. O

From the proof of Propositions 1 and 2, we can obtain the following corollary.

Corollary 1. Given an optimal strategy w to the deterministic flow interdiction prob-

lem, we can obtain another optimal strategy w' with w'(f*) = 1 for some single-path

flow £*.

Proof. For any f that w(f) > 0, it can be decomposed into single-path flows q, . . ., q,.
From the proofs of Propositions 1 and 2, it follows that strategies w;,i € {1,...,7}

with w;( leleT)q"') =1 are all optimal. a

Corollary 1 states that a single path flow that maximizes A(-, P) can be obtained
from an optimal interdiction strategy for the deterministic flow interdiciton problem
in polynomial time. Hence, the NP-hardness of finding an optimal single-path flow
implies the NP-hardness of the deterministic flow interdiction. Based on this result,

we prove the NP-hardness of the deterministic flow interdiction problems.
Proposition 3. The deterministic flow interdiction problem is NP-hard.

Proof. The proof is done by reduction from the 3-satisfiability problem, which is a
classical NP-Complete problem [45]. See Appendix 2.8 for the details. a

Remark: From the proof of Proposition 3, we have that even when the user paths

are disjoint, the deterministic problem is still NP-hard.

2.2.3 Approximation Algorithm

Before presenting the algorithm, we extend some previous definitions. For any subset
of edges A C F, imagine that the interdictor can interdict the edges in A by reducing
their capacities by 7. We extend the definition of A(-, P) to A as A(A, P) =), A\ —
T(A, P), where T(A, P) is the optimal value of the maximization problem (2.1) with

Ca(e) = C(e)—y-L{cea- This provides an interpretation of A(-, P) as a set function on
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all subsets of . Note that each single-path flow f can be equivalently represented as a
set of edges E¢ with f(e) = v if and only if e € F¢. It follows that A(f, P) = A(F¢, P),
which links the definition of A(-, P) on single-path flows to that on sets of edges.

Our algorithm works on the optimization problem below.

maximize A(FE¢, P) (2.4)

s.t. FEf forms an s-t path.

Let E¢ be the optimal solution to (2.4) and f* be its corresponding single-path flow.
By Proposition 1, the strategy w with w(f*) is an optimal interdiction strategy, and
A(Eg-, P) = A(w, P). Therefore, through approximating problem (2.4), our algorithm
translates to an approximation to the deterministic flow interdiction problem. In the
sequel, to better present the main idea of our algorithm, we first discuss the case
where the user paths are edge-disjoint. After that, we generalize the results to the
non-disjoint case.

C.1) Disjoint User Paths: When the user paths are edge-disjoint, for some in-
terdicted edges A C E and user paths {p;,...,px} with initial values {\1,..., A},
the optimal solution to the max-flow problem (2.1) can be easily obtained as dia =
min (/\i,mineepi C A(e)) for all z. It follows that the throughput reduction can be
written as the sum of the throughput reduction on each paths, ie., A(A,P) =
S7,(A\ — Aia). Based on this, we reason below that the set function A(-, P) has

two important properties: monotonicity and submodularity.
Lemma 1. Consider A(-, P) : 2F — R* as a set function. A 1s:
1. Monotone: A(A, P) < A(B, P) for all A C B;

2. Submodular: forall AABC E,e € E, if AC B, then A(AU{e}, P)—A(A, P) >
A(BU {e}, P) — A(B, P).

Proof. The monotonicity is easily seen from the definition of A. The proof of sub-
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modularity is also straightforward. Note that for each user path 7,

X—da=\ — min()\i,rréin{C(e) — Lecay})
ecp;

=X+ maX(—Ai,mea;)x{—C(e) + Liecar})

Since constant and linear functions are submodular, and the maximum of a set of
submodular functions is also submodular, it follows that A(A, P) = 33,(A — \ia) is

submodular. [

Intuitively, an s-t path with large throughput reduction should have many inter-
sections with different user paths. This intuition, combined with the monotonicity
and submodularity of A, may suggest an efficient greedy approach to the optimiza-
tion problem (2.4) that iteratively selects the edge with the maximum marginal gain
with respect to A while sharing some s-t path with the edges that have already been
selected. However, this is not the whole picture since such greedy selection might get
stuck in some short s-t path and lose the chance of further including the edges that
contribute to the throughput reduction. The latter aspect indicates the necessity of
extensive search over the set of all s-t paths, but the number of s-t paths grows expo-
nentially with n. Therefore, an algorithm with good performance guarantee and low
time complexity must strike a balance between greedy optimization that harnesses
the properties of A, and extensive search that avoids prematurely committing to some
short path. The algorithm we propose, named as the Recursive Greedy algorithm,
achieves such balance. It is based on the idea of [38]. The details of the algorithm
are presented in Algorithm 1 . In the description and analysis of the algorithm,
Ax(A,P) = A(AU X, P) — A(X, P) for X, A C FE represents the marginal gain of
set A with respect to X. We use log to denote the logarithm with base two. For
two nodes u;,uy € V, the shortest u;-u; path is defined as the u;-us path with the
smallest number of edges.

The recursive function RG lies at the heart of the Recursive Greedy algorithm.
RG takes four parameters: source uj, destination us, constructed subpath X and

recursion depth 4. It constructs a path from u; to us that has a large value of Ax(-, P)
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RG(s,v,,0,0) RG(v,,v;,E, .,0) RG(v,.v,.E, ,0) RG(v, 1.E, 0)

< H F P

Figure 2-2: Illustration of the Recursive Greedy algorithm (with some intermediate
steps omitted) on the example of Figure 2-1, where Fy,, ..., Ff, are used to denote
the sub-paths constructed during the recursion for ease of notation.

by recursively searching for a sequence of good anchors and greedily concatenating
the sub-paths between anchors. The base case of the recursion is when the depth
reaches zero, then RG returns the shortest path between u; and us if there exists one
(step 2). Otherwise, it goes over all the nodes v in V' (step 8), using v as an anchor
to divide the search into two parts. For each v, it first calls a sub-procedure to search
for sub-path from u; to v that maximizes Ax(-, P), with i decremented by 1 (step
9). After the first sub-procedure returns Ey,, it calls a second sub-procedure for sub-
paths from v to us (step 10). Note that the second sub-procedure is performed on the
basis of the result of the first one, which reflects the greedy aspect of the algorithm.
The two sub-paths concatenated serve as the u;-us path that RG obtains for anchor
v. Finally, RG returns the path that maximizes Ax(-, P) over the ones that it has
examined over all anchors (steps 11, 12 and 13).

The Recursive Greedy algorithm starts by invoking RG(s,t,0,I) with I as the
initial recursion depth. In the following, we show that the algorithm achieves a
desirable performance guarantee as long as [ is greater than certain threshold. An
illustration of the algorithm with I = 2 on the previous example is shown in Figure

2-2. The optimal solution is returned by the path with anchors vy, vs, vs.

Theorem 1. If I > [logd], the Recursive Greedy algorithm returns an s-t path Ef

with A(E¢, P) > WA(EP, P), where d 1is the length of Ei-.
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Algorithm 1 The Recursive Greedy Algorithm
Input: Network graph G(V, E), user paths P = {p1,...,p2} with initial flow values
{f1,---, fx}, Interdictor’s source s, destination ¢ and budget ~y
Output: The optimal s-t path Fs
1: Run: RG(s,t,0,1)
The Recursive Function RG(u1,us, X, 1):
E¢ := shortest u;-uy path.
if E¢ does not exist then
return Infeasible
if i = 0 then
return FEf
ri= Ax(Ef, P)
forallv € V do
E¢, = RG(uy,v,X,i—1).
Ef2 = RG(’U,’U,Q,X U Efl,i — 1)
if AX(Efl U Efz, P) > r then
T i= AX(Ef1 U Efz,P), Ef = Eﬁ U Efz.
. return FEf

e
Sl S el e

Proof. We prove a more general claim, that for all uj,up € V, X C E, if [ >

vV

[log d], the procedure RG(uy,ug, X,I) returns an uj-up path Ef with Ax(Ef, P)

Togd] _HAX(EF* P), where Eg« is the uj-up path that maximizes A(-, P) and d is the
length of Eg¢«. The theorem follows from the claim by setting u; = s, up = ¢t and

X =0.

Let the nodes on the path Fg- be {u; = vo,...,vqs = ua}. The proof is done by
induction on d. First, for the base step, when d = 1, it means that there exists an edge
between u; and uo, which must be the shortest u;-us path. Obviously the procedure
examines this path at step 2, and the claim follows. Next, suppose the claim holds
ford<l. Whend=1+1,1T2>1. Letov*= Vpdy and Efy, Eg; be the subpaths of Ex.
from u; to v* and v* to ¢, respectively. When RG uses v* as an anchor, it first invokes
RG(uy,v*, X, I —1) that returns Ey, and then invokes RG(v*, ug, X U E,, I — 1) that
returns Fy,. Let Ef = Eg¢, U Eg,. Our goal is to show that

1

E.P)>— "
Ax(Fp, P) 2 [ogd] + 1

Ax (Eg-, P), (2.5)

which proves the induction step, since the path Ef that RG(uy, uz, X, I) returns must
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satisfy Ax(Ee, P) > Ax(E}, P).

Since I > [logd], we have ] — 1 > [logd] — 1 = [log 4] = [log[4]]. As E: is a
path of length [d/2] from u; to v* and Eg; is a path of length [d/2] from v* to u,
by the induction hypothesis,

1
Ax(Es , P) > ————
x(Ex, P) 2 [logd]

1
A Ee Py > ———+
XUEf]( fos ) = [lOg d~|

Ax(Eer, P),

Axug, (Bg, P).
By the submodularity of A (Lemma 1), we have

Ax(Eg;, P) > Axug,(Egy, P)
Axupe, (Ety, P) > Axug,(Egy, P)

Using this, we sum the two inequalities obtained form the induction hypothesis and
get,

1
Ax(BL P) 2 o (Ax (B, P) + Axu, (B, P)

ogd|

1
(AXUE; (Eg;, P) + Axup,(Eg, P )) :

[log d]

>
Again, by Lemma 1, we have,
Axug, (g, P) 2 Axugue,, (Bt P)
It follows that

1
Ax(Eg, P) 2 =—= Tlog d] (AXUE;.(Ef;,P)JrAXUE;uEf; (Ef;,P))

= [méd] (A (X U ELU Eg-, P) — A (X U E}, P)) (2.6)
1ogd ( (X UEg, P)— A (X UEL P)) (2.7)
nog 3 (Ax (B P) = Ax (81, ), (28)
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where equality (2.6) follows from the definition of Ax and that Eg = Egr U Fy,
inequality (2.7) follows from the monotonicity of A and equality (2.8) follows also
from the definition Ax. From (2.8), we obtain (2.5), which concludes the proof. 0

Time Complexity: The bound on the Recursive Greedy algorithm’s running
time is ecasy to establish. As we invoke at most 2n sub-procedures at each level of
recursion and the computation of A takes O(m) time, the time complexity of the
algorithm is O((2n)'m). Taking I = logn > [logd],’ we get an algorithm with
a logarithmic approximation ratio of 1/([logd] + 1) with a quasi-polynomial time
complexity of O((2n)"6™m).

Remark: First, note that the proof of Theorem 1 only relies on the monotonicity
and submodularity of A. Therefore, the Recursive Greedy algorithm works for any
monotone and submodular function on the subsets of E. Second, we can generalize
Algorithm 1 to one that uses more than one anchor; at step 8. The generalization
is given in Appendix 2.8.1. When the algorithm uses a — 1 anchors, it achieves an
approximation ratio of 1/([log, d] + 1) in O((an)@ D1°8a"m) time. The parameter
a can thus control the tradeoff between the performance guarantee and the time
complexity of the algorithm.

C.2) Non-disjoint User Paths: When the user paths are not disjoint, the problem
becomes more challenging. First, notice that Ai4 = min (/\i, MiNeep, C A(e)) no longer
holds due to the constraints in (2.2) that couple different \;’s together. More impor-
tantly, A actually loses the submodular property when the user paths are not disjoint,
which prevents the direct application of the Recursive Greedy algorithm. We tackle
the issues through approximating A with a monotone and submodular function A,
and run the Recursive Greedy algorithm on A. The performance guarantee of the
algorithm can be obtained by bounding the gap between A and A.

Let Ey C E be the set of edges that belong to some user path. This is also the
set of edges that appear in constraints (2.2). We partition Fy into two sets F; and

E,, where E,; is the set of edges that belong to only one user path, and F, is the

1Strictly speaking, we need to set I = [logn]. We omit the ceiling function here for ease of
notations.
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set of edges that belong to at least two (intersecting) user paths. Following this, we
define A(A, P), A C F to be evaluated through the two-phase procedure below. The
procedure first goes edges in F; (Phase I), setting

)\(114) ‘= min ()\i, min {C’A(e)}> VYi.

,e€E)
Then, it goes over edges in Ey (Phase II), setting

A= 30). I1 Zale) -y
ijae)‘j

e€pi,e€B2,Ca (&)<Xp;35e M

Finally, it sets A(A,P) =Y, M — Y, S\i).

The procedure uses { /\i A }, a set of flow values on user paths, as an approximate
solution to the max-flow problem (2.1). The solution is obtained through first setting
the flow values to {\;} and then gradually decreasing them until the constraints are
satisfied. In Phase I, the flow values are decreased to satisfy the capacity constraints

posed by edge in F;. In Phase II, the flow values are further reduced to compensate

for the capacity violations on edges in F, through multiplying a factor Z(j];e ot which
is equal to the ratio between the capacity of e after the interdiction and the sum of
flow values on € before the interdiction, to the flow value of each user path containing
e, for each e € E,. Typically, Phase II overcompensates and thus A is an upper
bound of A. But as we will show, the gap between A and A is moderate and such
overcompensation guarantees the submodularity of A.

Substituting A with A in Algorithm 1, we obtain the Recursive Greedy algo-
rithm for the case of non-disjoint user paths. We will refer to this algorithm as the
Extended Recursive Greedy algorithm. The name is justified by noting that
when the user paths are disjoint, £, = @ and A = A, the Extended Recursive Greedy
algorithm degenerates to Algorithm 1.

Before analyzing the performance of the algorithm, we establish two lemmas that
show the monotonicity and submodularity of A, and bound the gap between A and

A, respectively. The proofs of the lemmas are given in Appendix 2.9
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Lemma 2. Consider A(-, P) : 2F = R* as a set function. A(-, P) is monotone and

submodular.

Lemma 3. A(A, P) < A(A,P) < (b+1)-A(A,P) for all A C E, where b =
max; | Ey N p;|,2 i.e., the mazimum number of edges that a user path shares with other

user paths.

Now, we are ready to analyze the performance of the Extended Recursive Greedy

algorithm.

Theorem 2. If I > [logd], then the Extended Recursive Greedy algorithm returns
an s-t path Fs that satisfies

1

A(E, P) > (b+1)-([logd] + 1)

A(Ef*v P)a
where d is the length of E¢. and b = max; |FE2 N pil.

Proof. By Lemma 2 and Theorem 1, we have A(E¢, P) > ([Tg}ﬂﬂj/"\(Ep, P) when
I > [logd]. Invoking Lemma 3, we obtain that

1 - 1 A
A B, P) 2 7 MER P) 2 oy isgal 7 1)

1
2 55D (ogd] + 1) e P

(Ef*7P)

which concludes the proof. O

Note that the computation of A takes O(m) time. Therefore, taking I = logn we
get a W[—fm—approximation algorithm with a time complexity of O((2n)°¢"m).
Although in the worst case, b can be at the same order as n. In the cases, b is of
O(logn), and the Extended Recursive Greedy algorithm still enjoys a logarithmic

approximation ratio.

2| A| denotes the cardinality of set A
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2.3 Robust Flow Interdiction

In this section, we investigate the robust flow interdiction problem. Following the
road map of deterministic flow interdiction, we first describe the formal definition of
the problem, then show its computational complexity, and finally present the approx-

imation framework for the problem.

2.3.1 Problem Formulation

While deterministic flow interdiction considers the case where the interdictor has
definitive knowledge of the user paths, robust flow interdiction concerns scenarios
where such knowledge is not available. We model this more complicated situation
using the robust optimization framework [37]. Instead of having certain knowledge
of P, the interdictor only knows that P lies in an uncertainty set U = {Py,..., Pe}.
Each P, = {py,....puw,} € U, associated with initial flow values {\,..., Aw,}, is a
candidate set of paths that the users are operating on. The interdictor aims to hedge
against the worst case, maximizing the minimum throughput reduction achieved over

all candidates P.

Definition 3 (Robust Flow Interdiction). Given the uncertain setU = {Py,..., P}
of the user paths and the associated initial flow values on user paths for each P € U,
the robust flow interdiction problem seeks an interdiction strateqy w that mazimizes

the worst case throughput reduction, i.e., w € arg max,, minpey A(w', P).

Example: As an example of the robust flow interdiction problem, we again con-
sider the network in Figure 2-1. The interdictor has source s, detination ¢ and budget
v = 2. Assume that the interdictor only knows that the users are sending flow on
either {p1,p2} or {p1,ps}, and the initial flow values on pi, ps, p3 are all three. This
corresponds to the robust flow interdiction with & = {{p1,p2}, {p1,p3}}. Let f; be
the s-t flow such that fi(s,v3) = f1(v3, v4) = fi(vs, t) = 2 and £, be the s-t flow such
that f2(s, v1) = fa(v1, v3) = f2(vs, v2) = f2(v2,t) = 2. The optimal strategy in this case
is w(fy) = 1/3,w(f;) = 2/3, and the worst case throughput reduction equals 8/3 as
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A(w, {p1,p2}) = A(w, {p1,ps}) = 8/3. Note that in this example, no pure interdiction
strategy can achieve a worst case throughput reduction of 8/3, vwhich demonstrates
the superiority of mixed strategies in the robust flow interdiction setting.

The robust flow interdiction problem subsumes the deterministic one as a special

case by setting U = { P}. Therefore, we immediately have the following proposition.
Proposition 4. The robust flow interdiction problem is NP-hard.

Before presenting our approximation framework, we present a linear programming
(LP) formulation that serves as an alternative solution to the robust flow interdiction
problem. According to Proposition 1, we can restrict our attention to distributions on
the set of single-path flows with value . Therefore, in the following, the distributions
we refer to are all on the set of single-path flows in F,. We enumerate such single-
path flows in an arbitrary order and associate with each single-path flow f; a variable

w;. Consider the linear program:

maximize z (2.9)

st. > wiA(f;,P)>z, VPel

Z’U)izl

Clearly, the solution to the LP corresponds to an optimal interdiction strategy w to
the robust flow interdiction problem with w(f;) = w;. Hence, formulating and solving
the LP is a natural algorithm for the robust flow interdiction. However, as the number
of single-path flows can be exponential in the number of nodes n, the LP may contain
an exponential number of variables. It follows that the algorithm has an undesirable
exponential time complexity. We use this algorithm in the simulations to obtain
optimal interdiction strategies for comparisons with our approximation framework.
Another issue arises when the number of single-path flows is exponential in the number

of nodes, that is, even outputting the strategy w takes exponential time. This makes it
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impractical and unfair to compare any sub-exponential time approximation procedure
to the optimal solution. We get around this issue by comparing our solution to the
optimal interdiction strategy that takes non-zero values on at most Np single-path
flows, where Ny is a pre-specified number bounded by some polynomial of n. We
refer to such strategies as Ny-bounded strategies. The optimal Ny-bounded strategy
corresponds to the best strategy that uses at most Ng different interdicting flows.
Note that such restriction does not trivialize the problem since we place no limitation

on the set but just the number of single-path flows that the interdictor can use.

2.3.2 Approximation Framework

In this section, we present the approximation framework we propose for the robust
flow interdiction problem. As a generalization of the deterministic version, the robust
flow interdiction is more complicated since it involves maximizing the minimum of
a set of functions. The (Extended) Recursive Greedy algorithm cannot be directly
adapted to this case. Instead., we design an approximation framework that integrates
the Extended Recursive Greedy algorithm as a sub-procedure. The framework only
incurs a logarithmic loss in terms of approximation ratio.

The description and analysis of the approximation framework are carried out in
three steps. First, we justify that it is sufficient to consider the robust flow inter-
diction problem with parameters taking rational/integral values. In the second step,
building on the rationality/integrality of parameter values, we convert the problem
to a sequence of integer linear programs. Finally, we solve the sequence of integer

programs through iteratively invoking the Extended Recursive Greedy algorithm.

Rationalizing the Parameters

In the first step, we show that not much is lost if we only consider the interdiction
strategies that take rational values and restrict the throughput reduction to take
integer values. Specifically, let N = N§ + Np and Qny = {% e N0 B L

N} be the set of non-negative rational numbers that can be represented with NV as
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denominator. Further, we define Wy to be the set of strategies that take value in
Qu, ie., Wy = {w : F, — Qu, Y ;w(f) = 1}. We use w* to represent the optimal
Ny-bounded interdiction strategy, and w¥ to represent optimal strategy in Wy. The

following lemma states that w* can be well approximated by w},.

Lemma 4. For all P € U, A(wy, P) > N?ilA(w*,P).

Proof. Consider w* such that w*(f) = L%%%—]E,Dl for all w*(f) > 0 and w*(f) =

otherwise. Since w* is a No-bounded strategy, > ; w*(f) < —E%%%— = 1. Hence,
we can augment @* into a strategy in Wy by adding 1 — 3", w*(f') to some w*(f).
With a little abuse of notation, we use w* to denote the resulting strategy. By the

definition of w*, we have

~ % N *
zf:w (F)A(f, P) > N2 +N Zw (F)A(f, P) = +1A(w ,P).

Asw* € Wy, it follows that A(wy, P) > A(w =Y cw (A, P) > ﬁ—lA(w P).
d

We now proceed to argue that it suffices to consider the throughput reduction
function A to take integral values that are bounded by some polynomial of n. First,
when the integrality of A is not satisfied, we can always use standard scaling and
rounding tricks to get a new instance of the problem, where A takes integral values.
Our framework can be applied to the new instance, yielding an interdiction strategy
that has almost the same performance guarantee for both the original and the new
instances. We defer the formal statement and proof of this to Appendix 2.9.2, as
it involves definitions in subsequent sections. Second, since 7 is bounded by some
polynomial of n, max,, p A(w, P) is also bounded by some polynomial of n. Now, let
M = N max,, p A(w, P). We can thus without loss of generality assume that M is an
integer bounded by some polynomial of n.

With the above results, we move into the second step, that converts the robust

flow interdiction problem into a sequence of integer linear programs.
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Converting into Integer Linear Programs

Recall the enumeration of single-path flows in the LP (2.9). This time, we associate
each flow f; with an integral variable z;. Consider the following integer program

I LP(k) parameterized by a positive integer £ < M.

minimize Y, x; (2.10)
s.t. Zx, (f;,P)>k, VYPelU (2.11)
€N, Vi (2.12)

Each z; indicates the number of times f; is selected. ILP(k) can be interpreted as
selecting the single-path flows for the minimum total number of times that achieve a
throughput reduction of  for all candidate P.

For each k, we denote by N, the optimal value of ILP(x). If we can obtain an
optimal solution {z} to ILP(x), then the strategy w with w(f;) = z;/N, satisfies
minpey A(w, P) > k/N,. In the following lemma, we show that the strategy con-
structed according to the solution to the integer program with the maximum value of
#/N, is a close approximation to the optimal No-bounded strategy in terms of worst
case throughput reduction.

Lemma 5. Let x* = argmaxi<e<y(k/Ny). We have £= > minpey A(wy, P) >

_Ng

Noo7 minpey A(w”, P).

Proof. Define ' to be minpey Yy Nwi (f)A(f, P) = minpey NA(wy, P). Note that
«' is a positive integer and &’ < M. Thus, by the definition of x*, we have ' /Ng <

#* /Ny Also, observe that the solution {z} with z; = Nwi (f;) is feasible to I LP(x’).
Therefore, N < Y, wi(fi)N = N. It follows that

NK,* K N PeU NO + Ifglel{{l A(w P)

8

Connecting the analysis so far, we have a clear procedure to compute a near-
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optimal interdiction strategy for the robust flow interdiction. First, we construct and
solve ILP(k) for 1 < k < M. Second, we take optimal solution with the maximal
k/N, and obtain its corresponding interdiction strategy, which is within a factor of
N—J(:Q%T to the optimal Np-bounded strategy. The final step of our framework is devoted
to solving ILP(k).

Solving the Integer Linear Programs

Resembling (2.9), each /LP(x) involves potentially exponential number of variables.

1
log M

What is different and important is that, we can obtain a -approximation through

a greedy scheme that iteratively chooses a single-path flow according to the following
criterion: let {z} indicate the collection of flows that have been chosen so far, i.e.,

each f; has been chosen for z; times. Let 7* be

argm?xPeu’nzgj:gtjA(fj)P)mm{n zj:xJA(f],P),A(fZ,P)}. (2.13)
The greedy scheme chooses f;- at the current iteration and increments x;» by 1. The
above procedure is repeated until we have ) . ;A(f;, P) > k for all P € U. Moreover,
if we apply an a-approximate greedy scheme, which chooses f; that is an a-optimal
solution to (2.13), then the final solution we obtain is alog M-optimal. Essentially,
(2.13) selects the flow that provides the maximum marginal gain with respect to
satisfying the constraints (2.11) for all P € Y. That the (a-approximate) greedy
scheme achieves an logarithmic approximation follows from the relation of ILP(k)
to the multiset-multicover problems and the results therein [39], which we omit here
due to space limitation. Now recall the equivalence between A(f, P) and A(Ef, P)
established in Section 2.2. We proceed to show that the Recursive Greedy algorithm
can be used to construct an approximate greedy scheme. First, we have the following

lemma.

Lemma 6. If A is monotone and submodular, then the objective function of (2.13)

s also monotone and submodular.
Proof. Note that at any iteration, > i z;A(f;, P) is a known constant. Hence, for each
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P, min{x — >_, ;A(f;, P), A(f;, P)} is the minimum of a constant and a monotone
submodular function, which is also monotone and submodular. It follows that the

objective function of (2.13) is monotone and submodular. g

By Lemma 6, the Recursive Greedy algorithm (or the Extended Recursive Greedy
algorithm using A instead of A when the user paths are not disjoint) can be applied to
the maximization of (2.13) and enjoys the same performance guarantee as in Theorems
1 and 2. Hence, the final step can be completed by an approximate greedy scheme that
iteratively invokes the (Extended) Recursive Greedy algorithm. We now summarize
the three steps of our approximation framework for the robust flow interdiction as

Algorithm 2 and analyze its performance.

Algorithm 2 Algorithm for the Robust Flow Interdiction
Input: Network graph G, Uncertainty set U = {Pi,..., P}, Interdictor’s source s,
destination ¢t and budget
Output: Interdiction Strategy w
1: Formulate ILP(k) for 1 < x < M.
2: Solve each I LP(k) using the approximate greedy scheme based on the (Extended)
Recursive Greedy algorithm.
3: Take the solution {z} to /LP(k) with the maximum value of x/ ) z; and con-
struct w by setting w(f;) = z;/3_; z; for all .
4: return w

Theorem 3. Algorithm 2 returns an interdiction strategy w that satisfies

min A(w, P)
PeuU

No ) .
z <(N0+ 1)(b+1)logM - ([logd] + 1)) I}?elll}A(w P,

where w* 1s the optimal Ny-bounded strategy.

Proof. Let ILP(x) and {z} be the integer linear program and its solution that cor-
respond to w. We inherit the definition of x* in Lemma 5 and further define {z*} to

be the solution that Algorithm 2 computes for /LP(x*). We have
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mmA (w,P) = mlnz (E)A(f;, P)

~ R Y %A(fhp) SR
1 K*
= ((b+1)logM-(ﬂogd]+1)) N.. (2.14)
No r
z <(N0 + 1)(b + l)logM . ([Iog d] + 1)) glégA(w P) (Q.L))

where inequality (2.14) follows from Theorem 2 and the results in [39], and inequality

(2.15) follows from Lemma 5. O

Time Complexity: Note that Algorithm 2 solves M integer linear programs,
and it takes at most M¢ calls of the (Extended) Recursive Greedy algorithm for
each program since the number of iterations is bounded by M¢, where £ = |[U|.
Furthermore, at the third step, there are at most N, < M variables with non-
zero values in the solution {z}, which implies that w can be output in O(M¢) time.

Therefore, the time complexity of Algorithm 2 is O (m(M £)*(2n)'oem).

2.4 Simulations

In this section, we present our evaluation of the performance of the proposed algo-
rithms. We first introduce the simulation environment in the following and then show

the detailed results in subsequent sections.

2.4.1 Simulation Setting

We adopt the Gnutella peer to peer network data set from [43]. We extract 20 net-
works of 1000 nodes, and make the networks acyclic by removing a minimal feedback
edge set from each of them. The capacities of the edges are sampled from a normal
distribution with mean 20 and standard deviation 3. The budget of the interdictor is

set to the minimum capacity of the edges in each network.
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2.4.2 Deterministic Flow Interdiction

In the deterministic flow interdiction, we divide our simulations into two parts, where
the user paths are disjoint and non-disjoint respectively. In the first part, we designate
k disjoint paths in each network as user paths with k varying in {10, 20, ...,100}. In
the second part, we follow the similar route, except that the user paths are randomly
chosen without guaranteeing their disjointness. For each network, we randomly select
five connected node pairs as the source and destination of the interdictor. Thus, for
each number of user paths, we have 100 simulation scenarios in total (20 networks

times 5 s-t pairs).

Algorithms Involved in Performance Comparisons

We apply the Recursive Greedy algorithm when the user paths are disjoint and run
the extended one when the user paths are non-disjoint. We vary the recursion depth,
i.e., the value of I in Algorithm 1 to evaluate its influence on the algorithms’ per-
formance. Our algorithms are compared to a brute force algorithm that enumerates
all the paths between the interdictor’s source and destination, which computes the

optimal interdiction strategy.

Performance Metric

We calculate the ratio of the throughput reduction of the interdiction strategies by
our algorithms to that of the optimal solutions obtained by the brute force algorithm.

The results reported are the average over all the 100 scenarios.

Simulation Results

We plot the results of our algorithms on deterministic flow interdiction with disjoint
and non-disjoint user paths in Figures 2-3(a) and 2-3(b).

From Figure 2-3(a), we can see that: (i). by setting the recursion depth to two, we
get interdiction strategies with throughput reduction more than 90% of the optimal

(0.9-approximation) and (ii). by setting the recursion depth to three, we recover the
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optimal interdiction strategies. Furthermore, in the simulations, we find that when
the recursive depth is three, the number of paths examined by the Recursive Greedy
algorithm is just about one fifth of the total number of s-t paths. This suggests that
the typical performance and running time are even better than what the theoretical
analysis predicts. Finally, we observe that, in general, our algorithms perform better
when the number of user paths is large. This observation also holds in subsequent
cases. One possible explanation for this is that more user paths present more oppor-
tunities for throughput reduction, making (near-)optimal interdicting flows easier to

find.

As demonstrated in Figure 2-3(b), the deterministic flow interdiction is harder
to approximate when the user paths are non-disjoint. But we can still get 0.8-
approximations with a recursion depth of three and 0.95-approximations with a re-
cursion depth of four. Also, though we have not plotted in the figure, we have seen
that increasing the recursion depth to five or six does not further improve the per-
formance. Therefore, the gap between the Extended Recursive Greedy algorithm
with depth of four and the optimal can be attributed to the loss brought by the

approximate throughput reduction function A.

2.4.3 Robust Flow Interdiction

In the robust flow interdiction, we randomly select 10 groups of k paths as the un-
certainty set U for k € {10,20,...,100}. Similar as before, we randomly selected 5
source-destination pairs for the interdictor in each network and form 100 scenarios

for each k.

Algorithms Involved in Performance Comparisons

We embed the Extended Recursive Greedy algorithm with different recursion depths
in our proposed approximation framework (Algorithm 2). The optimal solution in

this case is obtained by solving the LP (2.9).
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Figure 2-3: Ratio of throughput reduction of the solutions by our algorithms to the
optimal.

Performance Metric

For all strategies w computed by our algorithms, we calculate the ratio of minpey A(w, P)

to that of the optimal. The results reported are again averaged over all the scenarios.

Simulation Results

We plot the results in Figure 2-3(c). Taking the depth as four, our approximation
framework achieves interdiction strategies that are more than 70% of the optimal (0.7-
approximation). As in the previous case, we have implemented the framework with

recursion depth of five and six but found that it did not improve the performance.

2.5 Discussion of General Networks

In this section, we extend our network interdiction paradigm and the two flow in-

terdiction problems to general networks. Our network interdiction paradigm can be
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straightforwardly extended to general networks by allowing the network graph to be
a general directed graph. One caveat is that we need to additionally restrict the flows
that the interdictor injects to be free of cycles. Since otherwise, as the flow value of
a cycle is zero, the interdictor would be able to consume the capacities of the edges
in any cycle without spending any of its budget, which would lead to meaningless
solutions. Under the generalized paradigm, the deterministic and robust flow inter-
diction problems can be defined in the same way as Definitions 2 and 3. For the
network interdiction paradigm on general networks, Proposition 1 still holds. But the
Extended Recursive Greedy algorithm will break down since the edge set it returns
will be an s-t walk instead of an s-t path (i.e. it may contain cycles). Furthermore,
we can prove by an approximation-preserving reduction from the Longest Path prob-
lem in directed graphs [44] that there is no polynomial time (quasi-polynomial time)
algorithm with an approximation ratio of O(n'~?%) for any § > 0 unless P = NP
(DTIME(O(n'#™)) = NP).* The reduction works by defining the graph in the
Longest Path problem instance as the network graph and designating each edge as a
user path. We further set the capacities of the edges and the interdictor’s budget as
one. Thus, the optimal single-path flow would essentially be the longest path from
the interdictor’s source and destination, with the throughput reduction equaling the
length of the path it corresponds to. Enumerating all the node pairs in the graph,
we can get the longest path in the original graph if we can solve the deterministic
flow interdiction problem. This implies that the two flow interdiction problems on
general directed graph are extremely hard to approximate within a non-trivial factor
in polynomial or even quasi-polynomial time. Finally, we note that our interdiction
paradigm can also be generalized to interdiction with multiple sources and destina-
tions by adding a super source node and a super destinations nodes and connecting
the super source and super destination to the original sources and destinations re-

spectively.

3SDTIM E(n1°g") denotes the class of problems that can be solved in quasi-polynomial time.
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2.6 Chapter Summary

In this chapter, we proposed a new paradigm for network interdiction that models’
the interdictor’s action as injecting bounded-value flows to maximally reduce the
throughput of the residual network. We studied two problems under the paradigm:
deterministic flow interdiction and robust flow interdiction, where the interdictor has
certain or uncertain knowledge of the operation of network users, respectively. Having
proved the computation complexity of the two problems, we proposed an algorithm
with logarithmic approximation ratio and quasi-polynomial running time was pro-
posed for the deterministic flow interdiction. We further developed an approximation
framework that integrates the algorithm and forms a quasi-polynomial time proce-
dure that approximates the robust flow interdiction within a poly-logarithmic factor.
Finally, we evaluated the performance of the proposed algorithms through simula-

tions.

2.7 Chapter Appendix

2.7.1 Proof of Proposition 1

Let w be an interdiction strategy. If it is a distribution on single-path flows, then
the proposition follows. Otherwise, there exists an f* with w(f*) > 0 that is not a
single-path flow. By the flow decomposition theorem [41] and that the network is
acyclic, we can decompose f* into f* = ) . q;, where q,, ..., q, are single-path flows
from s to t. We further define q; = %qi as a scaled version of q; with value -, for
i € {1,...,7}. Note that >’ val(q;) = 7, and since v < min, C(e), qj, ..., qy are all
valid single-path flows in F,. In the following, we show that we can redistribute the
probability that w lays on f* to all its component single-path flows by decreasing w(f*)
to zero and adding ﬂlfr—qﬁw(f*) to each w(q;), with the resulting interdiction strategy
w’ satisfying A(w’, P) > A(w, P). Repeating the process for all non-single-path flows
f* with w(f*) > 0, we prove the proposition.

For any P, we write the linear program (2.1) with respect to f* and P in vector
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form and construct its dual as follows:

maximize 17 X minimize C’fT g+ A g
s.t. AX < Cpe st. ATgy+1Ig, >1
0<A<A 80,81 >0

where A = (Aq,..., )\k)T is the vector of the initial flow values, Cp = C — f* |, A
is the matrix representation of constraints (2.2), I,1,0 are the identity matrix, the
all-1 vector and the all-0 vector, and gg,g; are the dual variables. By the strong
duality theorem [42], the optimal value T'(f*, P) of the primal problem is equal to
Ci.gt + ATg?, where g, g* is an optimal basic feasible solution to the dual problem.
Furthermore, consider the linear program (2.1) with respect to each q; and its dual.
Note that the dual has the same feasible region as that associated with £*. Therefore,

g5, g} is still a basic feasible solution. Now, invoking weak duality, we have
Vi, T(q;,P)<(C—q;) g+ gl
It follows that
val(q;)w(f* .
5 e, p)
p v
val(q;)w(f* T .
< z ‘—(_%(——) ((C —q) e+ ATgl)
= w(f*)[(C - ) "g; + ATgi] = w(E)T(f", P).

Hence, we have A(w’, P) > A(w, P), and the proposition follows.
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2.8 Proof of Proposition 3

The proof is done by reduction from the 3-satisfiability problem, which is a classical
NP-Complete problem [45]. 3-satisfiability: Given a set of boolean variables z;,1 <
¢t <n and a formula Cy V Cy V ...V Cy with each clause C; being a disjunction (A)
of at most three literals x; or x;, the 3-satisfiability asks whether there is a satisfying

assignment, i.e., an assignment of the variables that makes the formula true.

Given an instance of 3-satisfiability, the corresponding instance of the determin-
istic flow interdiction is constructed as follows. To begin with, without loss of gen-
erality, we assume that there is no clause that contains both z; and z; for some i,
as such clause can be satisfied by all the assignments. To create the network, we
first add a path p; with 3n edges for each clause C;. The paths are node-disjoint.
Then for each variable z;, we create a variable gadget with three nodes wu;, vip, vi1
and two edges (u;, Vi), (u;, vi1). Nodes vy, v; correspond to x;, x;, respectively. We
next connect the variable gadgets and the paths for the clauses. For each v;, (v;,),
let Cj1, ..., Ci be the set of clauses that contains literal z;(z;). Let ey, ..., e, be the
3i-th (37 + 1-th) edges on pyy, ..., ;. We add edges to the network to sequentially
connect v;,, €1, ..., er, uir1 and refer to the resulting path from v;; to u;y1 as vi-ui1
segment. For ¢ = n, we further add a node to serve as u,+;. We designate s = up and
t = u,41 as the source and the destination of the interdictor. The set of user paths
is P = {p1,...,px} and the initial flow values f; = ... = fr = 1. The capacities of
all the edges, and the budget of the interdictor are set to 1. Now we have completed
the construction of the corresponding instance of the deterministic flow interdiciton.
Note that the constructed network is a DAG and the whole reduction process can be

done in polynomial time. See Figure 2-4 for an illustration of the reduction process.

We proceed to show that there exists a single-path flow f with A(f, P) = k if
and only if there is a satisfying assignment for the original 3-satisfiability instance.
First, if there exists a satisfying assignment with z; = a; € {0, 1}, we claim that the
single-path flow f that corresponds to the s-t path consisting of (u;, vi,,) and vig, i1

segment for all ¢ has throughput reduction k. Since in the satisfying assignment,
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Formula:

(x vE) AR V)

Figure 2-4: An illustration of the reduction process for the 3-satisfiability instance
with formula (z;V z2) A (z1Vz2).

cach clause is set true by some literal, we have that each user path contains an edge
with zero residual capacity after interdicted by f. It follows that T'(f, P) = 0 and
A(f, P) = k. Second, if there exists a single-path flow f with A(f, P) = k, then the
path Ef that f corresponds to must intersect with all user paths. We next show that
F¢ can be converted to an s-t path Fp consisting only of (u;, vi,,)’s and vig,-16i41
segments and also intersect with all user paths. Indeed, Fy can be constructed by
taking all the (u;, vi,,)’s and v;,-u;41 segments that Iy intersects. Note that since
there is no clause that contains both z; and z; for some i, the assignment Vi, z; = a;
induced by Ej is a valid assignment. Since Fp intersects with all user paths, the
assignment satisfies all the clauses, and thus makes the formula true. Hence, we
justify the validity of the reduction. Combining with corollary 1, we have that the

deterministic flow interdiction problem is NP-hard.

2.8.1 Generalization of the Recursive Greedy Algorithm

In this section, we describe a generalized version of the Recursive Greedy algorithm
that uses more than one anchors. Let a > 1 be some integers. The details of the
algorithm is presented in Algorithm 3. At step 8, instead of going over all v € V|

the generalized algorithm goes through all a — 1 combinations of nodes in V" and uses
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them as anchors. The analysis of the algorithm is given in Theorem 4

Algorithm 3 The Generalized Recursive Greedy Algorithm
Input: Network graph G(V, E), user paths P = {p1,...,p2} with initial flow values
{f1,.-., fx}, Interdictor’s source s, destination ¢ and budget +y
Output: The optimal s-t path Fg
1: Run: RG(s,t,0,1)
The Recursive Function RG(uy,u2, X,1):

2: F¢ := shortest s-t path.

3. if E¢ does not exist then
4: return Infeasible

5: if i = 0 then

6: return Eg

7ori= Ax(Ef, P)

8: for vy, va,...,0,-1 € V do
9:

Eey = RG(uw,m,X,i — 1),FE, = RG(n,v2, X U Eg,i — 1),..., B, =
RG(UG_l,UQ,X UE’f1 U... UEfa_l,i — 1)

10: if AX(EfIU...UEfa,P) > r then

11: ro= AX(EfIU...UEfa,P), B = Eflu...UEfa.

12: return Ff

Theorem 4. If I > [log,d|, the Generalized Recursive Greedy algorithm returns an

s-t path E¢ with A(F¢, P) > oz d-|+1A(Ef*, P), where d 1is the length of Ex-.

Proof. We prove a more general claim, that for all uy,u, € V, X C F, if T >
[log d], the procedure RG(uy,uq, X,I) returns an uj-uy path Ff with Ax(E, P) >

fog d] +1A x (Eg«, P), where Fg« is the uj-ug path that maximized A(-, P) and d is the

length of F¢«. The theorem follows from the claim by setting u; = s, ug = ¢ and
X =0.

Let the nodes on the path Fg be {u; = wvp,...,vq4 = uz}. The proof is done
by induction on d. First, for the base step, when d = 1, it means that there exists
an edge between u; and u,, which must be the shortest u;-uy path. Obviously the
procedure checks this path, and the claim follows. Next, suppose the claim holds
ford <l € N Whend =1[1+1, let v = Urd Y3 = 'Ur2d],..., a-1 = Upazndy. Let
FEgx, ..., Eg: be the subpaths of E¢- from s to vf,...,v;_; to t. When RG examines
{v,...,v*_,} at step 8, it invokes a sub-procedures denoted as RG(uy, vi, X I —
1),..., RG(v}_,up, X@V T —1). In the above notations, we use E%, to denote the
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sub-path returned by the jth subprocedure, X) to denote X U Ff, U ... U E; for
j€{l,...,a} and X = X Let FEi = Eg U ... U Fg,. Our goal is to show that

1

/ > -
Ax(Bp, P) = [log, d] + 1

Ax (Eg-, P), (2.16)

which proves the induction step since the path E¢ that RG(s,t, X, ) returns must
satisfy Ax(E¢, P) > Ax(Eg, P).

Since I > [log,d], we have I —1 > [log,d] — 1 = [log, d/a]. By the induction
hypothesis,

Axo (Eyy, P) 2 =——=Axo (B, P),

1
[log dl
- D 2d]

ey

AX(l)(Efza ) AX(l)(Ef ’P)

1

AX(“ 1)(Efa’ )—— "1 ]

AX(a 1)(Ef* P)

For j € {0,...,a—1}, by the submodularity of A (Lemma 1), we have Ay (E¢:, P) >

Ax (Eg:, P). Using this, we sum all the inequalities above and get

Ax(Eg, P) = ZAxu) t410 F) (2.17)
1
2 Tlog. ] ZAxu>(Ef;+l,P) (2.18)
a ]=0
1
? logod 2 D) (219
]:

Again, by Lemma 1, we have for j € {0,...,a — 1},

Ax(u)(Ef P) > A

R OV (VE Ef)( 0

P)
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It follows that

a—1
1
/
Ax(Eg, P) 2 Tlog, d] ];D Ax<a>U(Ug:1 Eg: ) (Eey,,» P) (2.20)
1
— mAx(“)(Eff U...UEf;,P) (221)
a

1 a a
=—— Al XU Ee | U UEp P
oga ] (Fl ) (]-=1 ’)
~Al XU (U Efj) ,P) (2.22)
j=1

—Ax (U Efj,P) : (2.23)

1 a a
> oz d] Ax (]szl Efj*,P) — Ax (]L=J1 Efj,P) (2.24)
B [logl d) [AX (Eg-, P) — Ax (Et,"7p)] ) (2.25)

where inequality (2.24) follows from the monotonicity of A and equalities (2.21),
(2.22) and (2.23) follow from the definition of Ax. From (2.25), we obtain (2.16),
which concludes the proof. O

Time Complexity: As we invoke at most an® sub-procedures at each level of
recursion and the computation of A takes O(m) time, the time complexity of the Gen-
eralized Recursive Greedy algorithm is O((an)®~D'm). Again, taking I = log, n, we

get an 1/([log, n] + 1)-approximation with a time complexity of O((an)(eV10sanm),
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2.9 Proof of Lemmas 2 and 3

This section is devoted to the proof of Lemmas 2 and 3. We define 11

e€p;,e€FB2,Ca (e)SZ,,]. Se A

as Ai(A, P)

2.9.1 Lemma 2

Recall the definition of submodularity and monotonicity in Lemma 1. First, we can
easily see from Phase I and Phase II that for all ¢, 5\2,) is monotonically non-increasing

with respect to A. It follows that A(-, P) is monotone.

Next, we prove the submodularity of A. Consider two sets A C B C E and an
edge ¢ € E,e ¢ B. Our goal is to show that A(A U {e}, P) — A(A,P) > A(BU
{e}, P) — A(B, P). We divide the proof into three cases.

Case I: If e ¢ Ey, then A(AU {e}, P) — A(A, P) = A(BU {e}, P) — A(B, P) = 0.

Case II: If ¢ € F,, then suppose e € p; for some i. Note that since A C B,
5\(-1) > 5\(.1) We further divide this case into three subcases. (i). If C(e) —v > ;\5}4),

then we have )\(1 = ’\Sx)u{ ) and A} B = AzBU{ }- Hence,

A(AU{e}, P) — A(A,P) = A(BU{e},P) = A(B, P) = 0.
(). I A > Cle) —v > AR, then A > A, and Al = A, Hence,

A(AU{e}, P) — A(A,P) >0,
A(BU {e}, P) — A(B, P) = 0.

(iii). f C(e) — v < 5"5113): we have ’\(A)u{ y = /\ﬁgu{e} = C(e) — . It follows that

Mo = (Cle) =) - A(AU{e}, P),

A2 ey = (Cle) =) - Ai(BU {e}, P).
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As AU {e} € BU{e}, we have A;(AU {e}, P) > A;(BU {e}, P). Tt follows that,

A(Au{e}, P) - KA, P) = (A = A0 ) A(AU{e}, P)

(MB ~ Mpoge)Ai(BU {e}, P)
A(BU{e}, P) — A(B, P),

v

where the two equalities follow from the fact that A;(AU {e}, P) = A;(A, P),Ay(BU
{e}, P) = A;(B, P) since e ¢ E,.
Case III: If e € E5, then when C(e) — vy > ijae A;j, we still have

A(AU{e}, P) = A(A,P) = A(BU{e}, P) —A(B,P) =0.

When C(e) — v < Ep,ae A;j, first, we observe that since e ¢ Ej, 5\2114) = Xgi)u{e} and
/\5113) = )‘S?)u{e}' Also, as A C B, we have 5\5}4) > 5\83) and A;(A, P) > A;(B, P) for all

7. Combining these, we obtain

A(AU{e}, P) - A(A, P)

1) C() Y
_Z,\ AP)( = )

1:€EP;
zzng-m,m-( C(e) - )

A(BU {e}, P) = A(B, P),

Therefore, in all cases, we have A(AU{e}, P)—A(A, P) > A(BU{e}, P)—A(B, P).
Hence, A(-, P) is submodular.

Lemma 3

In the definition of A, we have reasoned that A(A, P) < A(A, P). What is left is to
show that A(A, P) < (b+1) - A(A,P). Let Ay, ..., Mk be an optimal solution to the

maximization problem (2.1) associated with A.
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First, for Phase I, observe that for all 4, \; < min{\;, mirelE {Ca(e)}}. Thercfore,
e€p;,e€hn
we have ), A > T(A, P). 1t follows that

A4, P) =Y (=33, (2.26)

Next, for phase 1I,

SR -AR) = 050 (1 - ai4, P)
i

<Y X (1-Ai(4,P))

<> - > (1 - L(e)-) (2.27)

- > se Aj
eEpi,eEEQ,CA(e)Szpjae)\j p;jde )

= ) (Z A = éA(e)) : (2.28)
eGEz,C_'A(e)SEpJBE/\j pjde

where inequality (2.27) follows from the fact that 1 —[];a; < >2(1 — a;) for 0 <

a; < ... < a; <1 and equality (2.28) comes from rearranging the terms. Since

Zpﬁe Aj < C 4(e) for all e, we have

> > 2= Cale)

eEEz,C'A(e)Sijae Aj \Pi>e

< > PIRYED IR

eEEg,é’A(e)SZeepj A; \Pide p;de

<b-y ()\i——ii) —b-A(A, P). (2.29)

Therefore, combining (2.26) and (2.29), we have A(A4, P) = ¥, ()\,; - :\5}4) + :\S‘) - S\Ef‘)) <
(b+ 1DHA(A, P).
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2.9.2 Justification of Integrality Assumption of A

In this section, we show that not much generality is lost if we consider the throughput
reduction function A to take value in integers that are bounded by some polynomial

of n. Specifically, we show the following proposition.

Proposition 5. For any instance T of the robust flow interdiction problem with
throughput reduction function A and some fized € > 0, we can construct another in-
stance I' in whose throughput reduction function’ take integral values that are bounded
by some polynomial of n for allw, P € U. Furthermore, if we apply Algorithm 2 to

Z’, it returns a strategy w that satisfies

min A(w, P)
PeU

2 No . .
z(1-9 <(NU +1)(b+ 1)log X - (Mlogd] + 1)) win A(w™, P)

for the original instance T.

Proof. First, we assume that without loss of generality, if A(w, P) > 0 for some w, P,
then A(w, P) > 1, as we can always scale up all the parameters if the condition is not

satisfied. With this condition, we define A'(f, P) = | N,A(f, P)|, where N is some

b1 log(Ny M) ([log d|+1)1

integer bounded by some polynomial of n and satisfies N, = (2( ;

Keeping all other parameters unchanged and substituting A with A’, we get the
new instance Z’'. Note that A’(w, P) satisfies the condition in the statement of the
proposition. Thus, we can apply the proposed framework Algorithm 2 to Z’ (with
M’ = NM). Note that for the Extended Recursive Greedy Algorithm in the frame-
work, the approximate function A we use is calculated with respect to A in the original
instance Z.

To establish the performance guarantee of such procedure, we first analyze the
quality of the greedy iterations computed by the Extended Greedy algorithm. At
some iteration, let f be the single-path flow that corresponds to the path returned by
the algorithm. Note that as Lemma 3 holds for all P € U, we have by Theorem 2
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that

1
(b+1)-([logd] + 1)
1
2B+ D ([ogd + 1)

A(f, P) > A(f*, P)

A(f', P),

where f* is the flow returned by the exact greedy scheme with respect to A and f’ is

the flow returned by that with respect to ’. It follows that

Y ON(E,P) =) [NA(E, P)] 230
peu Peu

_IZ@:{[ b1 1)- [Iogd] AP

—p%< b+ 1)- ]Fiogdhl)/\(f',p)_l)

) ”26;’ (b+ glﬁlfoga +1)

T b+ 1(_106gd] ) PEE;A’ (', P

Therefore, the quality of the obtained approximate greedy solutions enjoys almost the
same guarantee with respect to ’. Then, invoking Theorem 3, denoting the optimal

No-bounded strategy for ' as w’, we have that

1
min A(w, P) > meA(w P)

Peu Peu
No(1-¢) in N (w', P)
No +1)(b+1)log M’ - ([logd] +1) ) Peu N,

NO (1 —6)
(No+1)(b+ 1)log 2 - ([logd] + 1)

N )
( No (1 - ) ) N A(w*, P) - 1
( )

Y

No+1)(b+1)log X - ([logd] + 1)

N() (1 —6)
No+ 1)(b+1)log X - ([logd] + 1)

v

99



Note that the bound obtained in the proposition is essentially the same as that in

Theorem 3.
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Chapter 3

Fundamental Limit of Volume-based

Network DoS Attacks

In this chapter, we shift out attention to flow-based attacks on networks with dynamic
routing. This framework applies to practical scenarios such as TCP SYN Flood and
DNS Flood [1,46], where the victim network is typically server farm that employs
dynamic load-balancing and scheduling schemes. This kind of attacks is often referred
to as volume-based DoS attack in the research community [1]. The dynamic nature
of the target system renders the interdiction paradigm in the previous chapter inap-
plicable. Instead, we model the system as a queueing network, which enables us to
incorporate widely studied dynamic routing algorithms such as JSQ and Max-Weight.

We start our analysis with a single-hop network of general bipartite topology,
where one side of the nodes consists of user and adversary traffic dispatchers and
the other side consists of parallel servers with a queue at each server. User traffic
arrives at each user dispatcher at a certain rate and is sent to the servers following
the Join-the-Shortest-Queue (JSQ) rule. Adversary traffic of certain rate arrives
at each adversary dispatchers and gets sent to the servers under some adversary
injection policy. Each server serves the queue at some service rate, with the servers
assumed to not be able to distinguish user and adversary traffic and employs FCFS
service discipline. The success of the network DoS attack, which is also the goal

of the adversary, is defined as making the user traffic in a queue grow to infinity
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with time, i.e., blocking a certain amount of user traffic from getting served (see
Section 3.1 for rigorous definitions). Projecting into practical scenarios, the servers
in our model can represent web-servers, DNS servers, etc., and the queues correspond
to connection queue, memory or the bandwidth of the servers, depending on the
application. The user dispatchers naturally correspond to load-balancers in various
network applications, and the adversary dispatchers mirror the initiators of the attack
such as botnets. Our model can thus be seen to capture many DoS attack scenarios
in real life such as TCP SYN Flood and DNS Flood [46].

Under our model, we answer the previously raised questions on the fundamental

limit of network DoS attack through the following main results:

1. We first gives a necessary and sufficient condition on the network topology,
the user traffic rates, adversary traffic rates and servers’ service rates for the
feasibility of network DoS attack. As the arrival rates of adversary traffic can be
naturally considered as the budget on the adversary’s resource, the feasibility
condition can be interpreted as an resource requirement for the adversary to
launch a successful DoS attack and at the same time captures the sustainability

boundary of the network.

2. We then design an optimal adversary injection policy that does not rely on the
knowledge of the network statistics: user traffic rates, service rates and even
the adversary’s budget. It is optimal in the sense that the policy achieves the
goal of the network DoS attack whenever the feasibility condition is met. The
existence of such policy demonstrates that the lack of network statistics does
not reduce the adversary’s capability to conduct network DoS attack, and thus
the feasibility condition is still valid for adversary that is statistics-oblivious.
We also evaluate the performance and properties of the proposed policy through

simulations.

3. Finally, we generalize our results to multi-hop network that employs the back-
pressure routing policy [16] and extend the feasibility condition and the optimal

adversary injection policy to the multi-hop scenario.
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Table 3.1: Notations and Definitions

Notation Definition
S,U,V Sets of servers, user dispatchers and adversary dispatchers
Sn OF M, 4y Or [, vy, or m | generic server, user dispatcher and adversary dispatcher
Surr Sv,, The set of servers u; (vp,) has connection to
Qn () Queue length at server n at time ¢
bn (1), pin Offered service of server n at time ¢ and its mean
AR(E), AL User traffic arrival at u; at time t and its mean
AL (), A7 Adversary traffic arrival at vy, at time ¢ and its mean
bu(t), by (t) Offered service for user (adversary) traffic of server n at time ¢
at(t),ar(t) Total user (adversary) packets routed to server n at time ¢
ap (t), a2, (t) Amount of user (adversary) packets routed from wu;(vm) to n at t
Qu(t), QV(¢) Amount of user (adversary) packets in Q, at time ¢
Q(t) Queue length vector at time ¢
o, AT, AT Vectors of service rates, user traffic arrival rates
and adversary budget
Ug: Set of user dispatchers that only have connections to servers in S’

A further note is that our analysis harnesses combination and extension of results from
two papers by Shah and Wischik [47,48], and a result in Markov chain theory that
establishes transience of Markov chains [49], which may be of independent interests.

The rest of the chapter is organized as follows. In Section 3.1, we formally present
our model and problem formulation. We then introduce the feasibility region in Sec-
tion 3.2. We next summarize some key auxiliary results in Section 3.3 and introduce
the optimal adversary injection policy in Section 3.4. In Section 3.5, we evaluate
the injection policy through simulations. Section 3.6 is devoted to generalization to

multi-hop networks. We conclude the chapter in Section 3.7.

3.1 Model and Problem Formulation

In this section, we formally present our system model for single-hop networks, which
captures server farms as a major application. The model for multi-hop networks will
be presented in Section 3.6. To unify the terminology, we will refer to entity that
flows in the network as packet. We also assume for simplicity that packets are of the

same length. Our results can be easily generalized to the case of non-uniform packet

63



lengths. The notations that we use throughout the paper are summarized in Table

3.1

3.1.1 Network Model

As our single-hop network model mainly mirrors server farms, we adopt terminologies
therein, and will use single-hop network and server farm interchangeably. Consider a
single-hop network with a set of parallel servers (sinks) and a set of traffic dispatchers
(sources). The dispatchers are divided into two disjoint subsets: user traffic dispatch-
ers that route user traffic to servers, and adversary traffic dispatchers controlled by
the adversary that sends adversary traffic to servers to block the user traffic. We use
S = {s1,...,sn} to denote the set of servers, U = {u,...,ur} to denote the set of
user traffic dispatchers and V = {vy,...,vm} to denote the set of adversary traffic
dispatchers. For notational convenience, some time we also use the indices n,l,m to
denote some server, user dispatcher and adversary dispatcher. We define S, C S as
the set of servers that user dispatcher u; has connection to, and S,,, € S as the set
of servers that adversary dispatcher v, as connection to. Each dispatcher can only

route packets to the servers that it has connection to.

3.1.2 Queueing Dynamics

We consider a discrete-time system. Each server has a queue that buffers the packets,
with @Q,(t) representing the length of the queue of server s, at time ¢{. Additionally,
we define Q(t) = (Q:(t),...,Qn(t)) as the queue-length vector at time ¢. The of-
fered service of server n at time ¢ is denoted by b,(t). The servers do not distinguish
user and adversary traffic and employ a First Come First Serve (FCFS) service dis-
cipline!. At each time slot, A\¥(t) packets arrive at user dispatcher v, and w; routes
the packets to the servers following the “Join-the-Shortest-Queue” (JSQ) policy, that
is, at cach time slot, each user dispatcher u; routes all its incoming packets to the

scerver s with the minimum queue length among the ones that it has connection to

1This is not a technical choice. Our results hold under all common service disciplines except
priority based service with user traffic having the priority

64



(s € argming, s Qn(t)); Au(t) packets arrive at adversary dispatcher vy, and v,
routes the packets to servers according to some adversarial injection policy 2. We
assume that b,(t)’s, A}'(¢)’s and A, (t)’s are independent integer-valued random vari-
ables, and are i.i.d across time slots with E[b, ()] = pn, E[NH(E)] = A}, EAL ()] = A,.
We assume that the random variables are bounded, i.e., there exists C' > 0 such that
b ()], [AE()], |A2,(¢)] < C. For a finer description of system dynamics, we define
Q*(t) and Q¥ (t) as the number of user packets and adversary packets in @, at ¢, re-
spectively. At each time slot ¢, we decompose the offered service b, (t) into that offered
to user traffic b%(t) and that offered to adversary traffic b2 (t) with b%(t)+b%(t) = ba(t).
bu(t) and b (t) generally depend on the queue composition. We further define a};(t) as
the sum of user traffic arrivals to server n and a}(t) as the counterpart of adversary
traffic. we also write a}, (¢) (a%,(t)) as the amount traffic that user dispatcher u
(adversary dispatcher v,,) sends to n at time ¢t. We impose the following ordering on
system dynamics for ease of presentation: at each time slot, first, user dispatchers
route their incoming packets to the servers following JSQ; second, adversary dispatch-
ers route adversary packets to the servers following some adversarial injection policy;
finally, servers serve the packets in the queues. Based on the system dynamics, we

summarize the queue length evolution as follows:

Qn(t+1) = [Qu(t) + ay(t) = bR,
Qn(t +1) = [Qn(t) + an(t) — ba(®)]",

Qnt+1)=Qv(t+1)+Qn(t+1),

where [a]T := max{a,0}. We remind the reader that user traffic and adversary traffic
are buffered in a single queue at each server and Q*, Q%’s represent the amount of
user or adversary packets in the queues. In this paper, we will impose the following

assumption on the system and the space of the adversary injection policies.

. . t . . . .
Assumption 1. lim; Q—t(l, and the time averages of arrivals and services exist

2To avoid unnecessary complexity, we avoid formally defining the notion of adversary injection
policy, but rather state it as the way that the adversarial dispatchers inject packets to the servers.
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Figure 3-1: Tllustration of our single-hop network model. User dispatchers are rep-
resented by hollow circles. Adversary dispatchers are represented by solid circles.
Servers are represented by rectangles. The numerical values in the graph represent
the traffic arrival rates to user/adversary dispatchers and the service rates of servers.

almost surely.

It can be shown that our model and the policies we will study satisfy the assump-
tion provided that the random variables in the model satisfy some mild conditions |7].
We note that our results also hold under more general case, but require more careful
and nuanced reasoning on convergence of random variables.

We give an illustration of our model in Figure 3-1. It will serve as the running

example throughout our discussion of single-hop networks.

3.1.3 Problem Formulation

As we mentioned, the adversary conducts network DoS attack by controlling adversary
dispatchers to send their available adversary packets to servers and seeking to prevent
user packets from getting served. A network DoS attack is considered successful if the

adversary manages to block certain portion of user packets from service. Formally,
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the goal of the adversary is that

For some n € [N], lim El@a®)] > 0. (3.1)

t—o0 t

By Little’s law, (3.1) is equivalent to making the average delay experienced by user
traffic grow unbounded (linearly) with time. '

In an instance of network DoS attack, pu,’s and A}’s can be seen as network while
Ar’s can be viewed as the adversary’s resource budget since it dictates how many
packets the adversary dispatchers can inject to servers. We summarize the statistics
and budget into vector forms as the service vector g = (uy,...,pun), user traffic
arrival vector A* = (A\Y¥,...,\}) and adversary budget vector XY = (AY,..., A},).

Based on the above preliminaries, we formally define the network DoS attack

problem.

Definition 4 (Network DoS Attack Problem). Given a single-hop network with
servers S, user dispatchers U, adversary dispatchers V. The network statistics and
adversary budget vector are given by p, A* and N, respectively. The Network DoS
Attack Problem seeks an adversary injection policy under which there cxists some
server n with lim;_, w > 0, i.e., the adversary achieves the goal with the policy.

The problem is feasible if such an injection policy exists.

Note that the definition of the Network DoS Attack problem only involves the
means of the arrivals and services. We will demonstrate that the means are sufficient
to characterize the problem.

Example: Consider the network in Figure 3-1, the network DoS attack problem
is feasible. An injection policy that achieves the goal is that: v; injects all its traffic
to sa. vo injects half of its traffic to s; and the other half to s3. vs injects all its traffic
to s3. Note that if v; and v2 both injects all the traffic to so, this will cause the queue
in sp to overflow, but will not achieve the goal. The (intuitive) explanation is that,
as the user dispatchers are using JSQ, the user traffic from uy and uz will not be sent
to s9 (in equilibrium state). Since s3 and s4 have large enough capacities, there will

not be any queue with lim;_,, M—"Q:(t—)] > 0.
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3.2 Feasibility Region

In this section, we propose a necessary and sufficient condition on the network statis-
tics and the adversary budget vector for the network DoS attack problem to be fea-
sible. If we fix the network statistics, then the condition characterizes the feasibility

region of the adversary. We begin by making some preliminary definitions.

For each subset of servers S’ C S, we define Ug as the user dispatchers that only
have connections to servers in ', i.e., Usr = {w; | Sy, € S'}. We further define A(S’)

as

ASY = - 3 A

snES’ weUg

A(S’) can be interpreted as the excess service rate of S’ with respect to the user
traffic generated by Us. Finally, for each S’, we define the following linear program
LP(S") whose optimal value is denoted as val(S’).

val(S') =max ¥ > frm (3.2)

meV nes’
s.t. Z fmn < )‘fn: VmeV (33)
nes’
S fun S tn,  VneES (3.4)
mevV

Smn =0, ifn¢sS,,
Smn 2 0, Ym e V.

val(S') can be interpreted as the maximum amount of traffic that the adversary
dispatchers can send to S’ without exceeding the budget constraints of adversary
dispatchers (Constraint (3.3)) or injecting to any server at a rate larger than its
service (Constraint (3.4)). It will be clear soon that val(S’) represents the maximum
meaningful capacity reduction that the adversary dispatchers can inflict on S, and
it can be achieved by an stationary injection policy given by the solution to LP(S").
Relating A(S’) and val(S’), we define the val-condition, which will be play a key role

in the necessary and sufficient condition we propose.
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Figure 3-2: Tllustration of the val-condition. Consider three subsets of servers S;, Sy
and S3 enclosed in dashed rectangles. val(S;) = 9,val(S:) = 14,val(S3) = 14 and
A(S)) =10, A(S2) = 13, A(S3) = 9. Thus, S; and S3 satisfies the val-condition while
S, does not.

Definition 5 (The val-condition). A subset of servers S’ C S satisfies the val-
condition if Ug is non-empty and val(S") > A(S').

We provide an illustration of the val-condition in Figure 3-2 (with the same net-
work as in Figure 3-1).

Intuitively, if S’ satisfies the val-condition, then it is possible for the adversary to
make the residual capacity of S’ be not enough for the incoming user traffic of Ug,
thus successfully blocking user traffic since the user traffic from Us can only go to
S’. Tt is then natural to consider that the network DoS attack problem is feasible if
and only if there exists a subset of user dispatchers that satisfies the val-condition.

We formalize the intuition in the following theorem.

Theorem 5. The network DoS problem 1s feasible if and only if there exists a subset

of servers S C S that satisfies the val-condition.

Proof. The proof is divided into two parts. In the first part, we prove the sufficiency
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of the val-condition by showing that, if there exists S’ C S that satisfies the con-
dition, then the stationary injection policy induced by LP(S’) achieves the goal of
the adversary. In the second part, we prove the necessity of the val-condition by
starting from any given adversary injection policy that achieves the goal and taking

time averages, which will lead to establishing that some S’ satisfies the val-condition.

Sufficiency: If there exists a S’ C S such that Ug is non-empty and val(S’) >
A(S"), we denote the solution to LP(S’) as {f*}mn. Consider the following ran-
domized injection policy for adversary: at every time slot, each adversary traffic
dispatcher m that has connection to S’ injects its traffic to server n € S’ with prob-
ability fr./ > ., fr; other adversary dispatchers inject the traffic arbitrarily. We
proceed to show that such policy achieves the goal, i.e., under the injection policy,

there exists a server n such that lim;_, HQ;&)—] > 0.

First, examining the servers in S’, we have

ZnES’ Qn(1) > ZneS' Zf;i an(t) — zneS’ Zt;i bn (1)

t t
_ (z:;i ay(i) | Sisian() ¥ bnm)
nes’ t L ¢
_ — Zne ’ GZ(Z) ZneS' aznj(l) Zne ’ bn(l)
e

Let ¢ goes to infinity in the above inequalities. By law of large numbers [?], the limits

exist with probability one.® Therefore, on each sample path (except a set of measure

3For notational brevity, we will often use the same symbol for both random variables and their
realizations on sample paths, e.g. Qn(t) as Qn(t,w)
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zero), we have

 Tes Onlt)

li
t—o0 t
-1 u(; v/ )
> lim t Z‘neS’ an(z) -+ ZnES’ an(l) _ ZneS' bn(z)
t—oc P t t :
2 Z )\7_'— Z Zf;n_zun
leUg meV nes’ nes’
=val(8') — A(S") > 0. (3.5)

From Inequality (3.5), we claim the following, which will lead to the first part of the

proof.

Claim 1. With probability one, there exists n € S’ such that lim, Qi’i(t) > 0.
Proof of Claim 1: We prove the claim by showing that we can find such n on each

sample path (except a set of measure zero). Fixing an arbitrary sample path, by (3.5),

there exists an n; € S’ such that lim; . Q"; O >0 If limy; 00 9—’1{;——(2 > 0, then we
finish the proof. Otherwise, we have that limn;_,, Qy’; @ > 0 and lim;_,o th‘ ® _ 0.
Since server ny is overloaded and its service discipline is FCFS, lim;_, Qz+(t) =0

t—1 -
i=1 a}‘;l (1)

" = (. This means that the time-average traffic rate

implies that lim;_,,
from Us to n; is zero. Now, we consider the subset of servers S} = S’\{n}. Note

that since ZmEV fomy < iny, We have that ZmGV Znesj fr. > val(S') — pn,. It
follows that

. ZnGSi Q"(t)

llm _—

t—o0 t

—1 =1 o -
T t—oo t t t
nesS’

2D NED D S D

w€eUg meV nes, nes]

Z[val(S') = pn] = [A(S") = pin]

>0,
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t—1 o i
where the second inequality follows from that lim, Z:—”‘T"Q = 0. Therefore, we

can repeat the argument above, that there must exist another ny € Si such that
Hm, oo g'itz(—t) > 0. And if lim,,, %f@ = 0, then again, it implies that the time-
average traffic rate from Ug to ns is also zero. By repeating such argument, we will

arrive at one of the two following situations: (i). we find a queue find a queue n;

Qn, (@)

such that lim; o —

> 0; (ii). we arrive at S}, that is a singleton set {ny} with

M@ = (]forj =1,...,k —1. This

limy oo Q1) > 0. Furthermore, lim;_, o
t t

implies that lim;_, ., %t’&l > 0 as Uy is non-empty and the user traffic in Ug must
go to somewhere in S’. Therefore, there exists some n such that lim,_,o, Q%(t)/t >0
with probability 1.

From the proof of Claim 1, it is easy to see that the claim can be strengthened as,
with probability 1, for some € > 0, there exists n € S’ such that lim; , Q%(¢)/t > e.
Since S’ is finite, we have there exists a n € S” such that lim;_,,, Q%(t)/t > ¢ with
probability at least 1/|S’| where |S’| denotes the cardinality of S’. Hence, there must
exist an n with lim,,o, E[Q%(¢)]/t > 0. Thus, we have shown that the randomized

policy achieves the goal if there exists an U’ that satisfies the val-condition.
Necessity: Suppose that there exists an injection policy that achieves the goal,
then there must exists a sample path on which lim, Qﬁtﬁ > 0 for some n. Under one

such sample path, let S’ € S be the subset of servers that ended up getting overflowed

under such policy, i.e., Vn € S, lim; o Q"t(t) > 0 and Vn ¢ &', lim_,q Q"T(t—) = 0.
Since the queues in S’ grow linearly with time while the queues in S\S’ do not,
eventually queues in S’ will be longer than those in S\S’. Therefore, for every user
dispatcher u; that has connection to servers that are not in S’ the time average arrival

rates from wu; to servers in S’ are all zero, by the property of JSQ. Formally, we have

t—1 o /-
lim ) > “’"T(” =0, Y st S, N(S\S')#0. (3.6)

t—o0 -
nes’ i=1

We now claim in the following that S’ satisfies the val-condition. By establishing the

claim, we prove the necessity part of the theorem.

72



Claim 2. S’ satisfies the val-condition.

Proof of Claim 2: Recall that the set of user dispatchers that only have connections
to servers in S’ is denoted as Ug. We first prove that Ug is not empty. For if not,
suppose Ugs is empty, then by Equation (3.6), the time average rates from all user
dispatchers to S’ are zero, i.e., the user dispatchers inject all their traffic to the non-

overloaded servers S\.S’, and thus the goal would not be achieved.
We now proceed to demonstrate that val(S’) > A(S’). Note that for every n € 5,

lim; 0 Qn(t)/t > 0. It follows that the expected sum arrival rate at server n must

be greater than its service rate. Therefore, for each n € 5,

Jm (z, lai) | Soia) SO bnm)
t—o0 t t t
tim <ZZ ita HOMN Eﬁ;itaz(i)) o

It follows that for each n € S’

t=1 4 t=1 4.
lim Lf—%l——"(l—) + min (lim -2:—":1;;‘(1) —pn,O) > 0.

t—o00 t—o0

Based on this, we define a set of {f}n, as:

D DY () B z:j an(d) _
Jom = lim SSL i i SIS <

and otherwise,

t—o00 t t—o0

f — hm Zf;} a’ir)nn( )/ hm Zl 1 a Z)
mn t
It is easy to verify that {f}m.. satisfies the constraints of LP(S"). Furthermore,

i B 55 - S im0

nes’ nes’ meV nes’
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Here, the strict inequality holds since Ug is non-empty. It follows that

0< D N =Dttt > fun <wal(§) - A(S),
w €Uy nes’ nesS’ meV

which implies that S’ follows the val-condition.

The necessity of val-condition follows directly from Claim 2. O

Based on Theorem 5, we have the following corollary. It states that to check the
feasibility of the network DoS problem, we only need to check the subsets of servers

induced by subsets of user dispatchers.

Corollary 2. The network DoS problem is feasible if and only if there exists a non-
empty subset of user dispatchers U' C U, such that Sy = Uu,eU' Sy, satisfies the

val-condition.

Proof. From the definition of val function, we have that if there exists a subset of
servers S’ that satisfies the val-condition, then Uy satisfies the condition in Corollary
2. Conversely, if U’ C U satisfies the condition in the corollary, then Sy» C S satisfies

the val-condition by design. O

Remark: For an adversary injection policy, it is optimal if the adversary achieves
the goal under such policy whenever the network DoS attack problem is feasible
(i.e., it achieves the feasibility region.); it is oblivious if the policy does not rely on
knowledge of the network statistics g and A* or budget vector XA". The proof of
Theorem 5 already gives us an stationary-randomized adversary injection policy that
is optimal. However, the policy is not oblivious since it involves solving LP’s which
depend heavily on network statistics. Since in practice the adversary often does not
have such knowledge, if the feasibility region could not be achieved by any oblivious
policy, then it would not serve as a tight characterization of the fundamental limit of
network DoS attack. We bridge this gap by showing in the sequel is that, an optimal
and oblivious policy does exist, which justifies the validity of the feasibility condition

in practice.
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3.3 Preliminary Results

In this section, we introduce the key preliminary results that lay the foundation of

the adversary injection policy that we propose.

3.3.1 Queue Length Behavior Under JSQ

Consider a server farm with set of servers S = {s1,..., sy} and set of traffic dispatch-
ers U = {uy,...,ur} (There is no adversary dispatcher.). The traffic dispatchers route
incoming traffic to servers following the JSQ rule, with ties broken arbitrarily. Simi-
lar as in our model, the service rate of each server s, at every time slot is a random
variable (i.i.d across time) with mean u,, and the arrival at each dispatcher u; is a
random variable (i.i.d across time) with mean A;. The p,’s determine the throughput
region of the network, i.e., the set of \;’s that are supportable under some routing
policy. It is well known that JSQ is throughput-optimal in the sense that using JSQ,
the server farm can support the incoming traffic as long as A;’s lie in the throughput
region [?]. It is also intuitively understood that when the arrival rates are outside
the throughput region, JSQ achieves graceful failure such that the queues grow with
time in a balanced manner. The following result makes this precise.

Consider the following optimization problem P

minz rﬁ (3.7)

st Y Am=X, WVIeU (3.8)
nESu[
T > Z Ain — L, YnesS (3.9)
l:nESul
A =0, Vn ¢ S, (3.10)
Tny Ain > 0, Vi, n. (3.11)

Note that P is a convex optimization problem, and hence has a unique optimal

solution. We have the following proposition.
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*

Proposition 6. Let v* = (r},...,7}) be the optimal solution to the optimization

n

problem P associated with the server farm. The queue lengths at the servers satisfy

<5} =1.

Proof. The proposition follows by applying the results from two papers by Shah and
Wischik [47,48]. We defer the details to the appendix. 0

that for any 6 > 0, for each n,

lim P { ‘———Q"t(t) -

t—roc0

Proposition 6 establishes that under JSQ, the growth rate of queue lengths (over
time) converges to the optimal solution to P in probability. It characterizes the queue
length behavior under JSQ in both under-load and over-load regimes. In the former
case, the solution is the zero vector, which implies that queues do not grow with time;
in the latter case, the optimal solution is the “most balanced” overflow rate that is

achievable, and the overflow rate under JSQ converges to that.

Further, we consider the optimization problem P’, which is a modified version of
P that removes the non-negativity constraints on r, and replace constraint (3.9) with

equality:

: 2
min E T,
n

s.t. Z Mn=X\, VIeU

n€Sy,

Tn=Z)\[n—-,u,n, VnesS

l:neSul
)\ln = 0, Vn ¢ Sul
/\ln > 0, Vl, n.

P’ is also convex and has unique optimal solution. If we consider an (virtual) alternate
network dynamics that allow the queues to go negative, i.e., Q,(t + 1) = Qn(t) —
b, (t) + an(t), then we can link the queue length behavior under JSQ in such alternate
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dynamics with the solution to P’.4

Proposition 7. Let ¥ = (F},...,7;) be the optimal solution to the optimization
problem P’ associated with the server farm having the alternate dynamics . The
queue lengths at the servers satisfy that for any & > 0, for each n,

lim P { ‘—Qnt(t) -7

t—o0

< 5} =1. (3.12)

Proof. The proof is the same as Proposition 6. O
By expanding the limit expression (3.12), we obtain the following corollary.

Corollary 3. Under the alternate dynamics, if min, 7 > 0, then Ve > 0, there exists

a T, > 0 such that for allt > T,

IP{ Y, Qu(t) > Tgt} >1—e

Proof. Take § = %minn 7% > 0, by Proposition 7, for each n,

limP{Q"—(t)>ﬁ‘-}:1

t—o0 t - 2

Hence, fix a € > 0, for each n, there exists a T, . such that for all ¢t > T, ,

Qn(t) _ 7 € @n(t) 7 €

Let T, = max,, T;, .. By union bound, we have for all t > T,

]P’{ dn, @n(?) < T—"} <.
t 2

Taking the complement, it follows that

]P’{Vn, 9_"_(1&_)2;:2}21_6.
t 2

4Under the alternate dynamics, JSQ specifies that the dispatchers route traffic to servers with
the minimum queue length value.
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The two optimization problem P and P’ differ only in the non-negativity con-
straints of r,’s. Our next result shows that their optimal solutions are identical
under certain condition. For two vectors » and 7, we write r > 7 if Vn, 7, > 7;

r>rifvn, r,>7f;r=rifVn, r, = 7,.

Proposition 8. Let r* be the optimal solution to P and 7* be the optimal solution

to P'. For anyn, r; >0, then r; =7.

Proof. We first show a simplified version of Proposition 8: if * > 0, then r* = 7*,
and then extend the proof to the original version. We prove the simplified version by
establishing two claims: (i). Under the condition that * > 0, if #* > 0, then r* = 7*
and (ii). Under the condition that r* > 0, #* > 0. These two claims combined yield
the proposition.

We start with the first claim. Observe that if ; > 0 in the optimal solution
to P, then the corresponding constraint (3.9) must be satisfied with equality, since
otherwise we can decrease r; and obtain a better solution. Therefore, »* must be
feasible to P’. Conversely, if some 7 > 0 is feasible to P’, then it must also be
feasible to P. Combining these, we have under the condition that r* > 0, if 7* > 0,
then r* is feasible to P’ and 7* is feasible to P. Since both P and P’ have unique
optimal solution and they have the same objective function, we have r* = 7*. We
now proceed to establish the second claim. If there is an n such that 7 < 0, we
consider a dispatcher ! such that n» € S,,. We claim that for all n' € S,,, 7, < 0.
Since otherwise if there is a n’ € S, with 7, > 0, we can increase A;, and decrease
A and form a vector 7 with ||7/||? < [|7*||?, which contradicts the optimality of
7*. We repeat this argument for other user dispatchers that have connections to S,,,,
until we arrive at a subset of servers S’ that satisfies: (i). 7% < 0 for all n € S’ and
(ii). there does not exist a user dispatcher that has connection to both servers in S’
and servers in S\S’. This implies that in the optimization problem P, it is feasible
to have r, = 0 for all n € S’ since the constraints for n € S’ and n € S\\S’ do not

interfere with one another. Hence, by setting the entries in 7* that correspond to all
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n € S to zero, we obtain a better solution to P, which contradicts the optimality
of 7*. Hence, we prove the second claim, and conclude the proof of: if * > 0, then
r* =7,

Now, for an arbitrary n such that r* > 0, again, consider some dispatcher ! such
that n € S,,. We have r}, > 0 for all n' € S, since otherwise one can decrease A,
and increase A, for some n’ with 7}, < 0 and obtain a better r than r*. Repeating
this argument, by a similar reasoning as above, we will arrive at a subset of servers 5’
that satisfies 77 > 0 for all n € S’ and there is no user dispatcher that has connection
to both S” and S\S’. Therefore, we can decompose P into two parts that correspond
to 8" and S\S’ respectively. Applying the previously proved simplified version to the

part of S’, we have r%, = 7, for all n’ € S’, which include the n we start with. Hence,

we conclude the proof of the proposition. O

3.3.2 Transience of Markov Chain

In this section, we introduce a sufficient condition for transience of countable-state
Markov Chain. It will play a key role in establishing that the policy we propose
achieves the goal of the network DoS attack problem. The condition, stated in Lemma

7, is adapted from Theorem 2.2.7 in [49].

Lemma 7. Let L be an irreducible countable-state discrete-time Markov Chain with
state space A. Let X(t) denote the state of the chain at time L. The chain L 1is
transient, if there exist a non-negative function (Lyapunov Function) f(a),a € A, a
positive integer k, and € > 0,v > 0, such that, setting Ay = {a : f(a) >~} # 0, the

following conditions hold:
1L E[f(X(t+k)—f(X®) | X(t)=a] >¢, forallt, and a; € A,.

2. for some d > 0, the inequality f(o;) — f(a;) < —d implies that the one-step

transition probability from a; to o is zero.’

5The original version of Theorem 2.2.7 in [49] states this condition as “the inequality |f(a;) —
f(ey)| < d implies that the one-step transition probability from a; to a; is zero”. One can easily
show from the proof of Theorem 2.2.7 in [49] that the original condition can be relaxed to the one
we state in this paper.
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Furthermore, let X(0) be a state such that f(X(0)) € A,. Define the stopping time
7 =1inf{t > 1 : f(X(@) < v | X(0)}. If the above two conditions hold, then
P{r = o0} > 0.

The lemma can be interpreted as a converse of the Foster-Lyapunov theorem.
It states that, if we can find a Lyapunov function on the state space such that in
conditioning on a subset of states, the Lyapunov function has positive k-slot drift,

then the Markov Chain is transient.

3.3.3 Monotonicity Property of JSQ

We present a sample path-wise bound regarding the queue length vector of JSQ server
farm with the alternate dynamics. Consider a server farm with servers {si,...,sy}
and dispatchers {uy,...,ur}, where all dispatchers use JSQ routing. The arrivals
and services at each time slot are upper bounded by C. We assume that the queues
evolve under the alternate dynamics (as in Proposition 7), which means that all
the realized services equal the offered services and the queue lengths can become
negative. Consider a sample path of such system. Observe that if we are given
an initial queue length vector Q(0) = {Q:1(0),...,Qx(0)}, sequence of arrivals at
user dispatchers (A*(0), A%(1),...) where each A“(t) = (AY(¢),...,A{(t)) specifies
the arrivals at time t, sequence of offered services at servers (b(0),b(1),...) where
each b(t) = (by(t),...,bn(t)) specifies the offered services at time ¢, and certain tie-
breaking rule, then the queue length vector at each future time slot can be fully
determined. Therefore, consider two JSQ server farms whose traffic arrivals and
services are identical random variables, one has initial queue length vector Q(0) and
the other has Q(0). We can couple the (random) queue length vectors at time slot
t of the two system in a sample path-wise manner. At each sample path with some
common sequences of arrivals (A*(0), A*(1),...) and services (b(0), b(1),...), let Q(¢)
and Q(t) be the (deterministic) queue length vectors Q(0) and Q(0) evolve into at ¢
under the sequence, respectively. Since the arrivals and services of the two systems are

identical random variables, the above procedure forms a coupling. If we can prove
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some relation between deterministic queue length vectors Q(t) and Q(t), we will
obtain that the two random queue length vectors satisfy such relation in a stochastic

sense. The following proposition gives one such relation.

Proposition 9. If Q(0) > Q(O), then at each time t, for all n,
Qn(t) > Qn(t) - NILC’

where Ny = N!+ 1. The result holds for arbitrary tie-breaking rules that the two

systems use.

Proof. We defer rigorous proof to Appendix 3.8.2 and gives some intuition here. Sup-
pose that the system is performing JSQ with the finest granularity, i.c., for each packet
that arrives at some dispatcher, the dispatcher sends the packet to the server with
the shortest queue (among the ones that it is connected to) and the queue lengths
are updated immediately afterwards. Then, one can actually show that under certain
tie-breaking, Qn(t) > Qn(t) for all n,t. The argument is that such relation is invariant
through any packet transmission, provided that the ties are breaking appropriately.
The additional M LC factor in Proposition 9 accounts for different tie-breaking rules,

and that the JSQ in our model does not need to be at such fine granularity. O

3.4 Optimal Oblivious Adversary Injection Policy

In this section, we design an optimal oblivious adversary injection policy, that achieves
the goal whenever it is feasible and does not require knowledge of network statistics.
From the proof of Theorem 5, we observe that intuitively an optimal policy should be
able to identify a subset of servers that satisfies the val-condition and appropriately
allocate adversary dispatchers’ traffic to the subset of servers without over-expending
budget on any single server (c.f. constraint (3.9)). For an optimal policy to be
oblivious, it needs to achieve the two aforementioned tasks based solely on queue-
length information rather than network statistics. Before introducing such policy, we

first present an intermediate policy that is optimal but semi-oblivious, in the sense
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that it achieves the second task without relying on network statistics, i.e., given a
subset of servers that satisfies the val-condition, the policy achieves the goal decides
the adversary injection based on queue length information only. The policy, called
“Target-JSQ policy”, brings out a key idea and paves the way to the optimal oblivious
policy. Therefore, we first present and analyze the Target-JSQ policy.

3.4.1 Target-JSQ Policy

As its name suggests, the Target-JSQ policy works by identifying a subset of servers
that satisfies the val-condition, and then making all the adversary dispatchers that
have connection to that subset send packets to the servers following JSQ rule. For-
mally, let S” be a subset that satisfies the val-condition. For all the adversary dis-
patchers v, such that S, NS # 0, at each time slot, v, send its packets to the
servers in S,,, NS’ with the shortest queue. Other adversary dispatchers send packets
arbitrarily (or do not send packets at all). Theorem 6 establishes the optimality of
the Target-JSQ policy.

Theorem 6. Suppose S’ C S satisfies the val-condition and all the adversary dis-
patchers that have connections to S’ inject traffic (only) to S' according to the JSQ
rule, then we have

E[@5 ()]

In e S lim —22 > (.
t—o00 t

Proof. Define Vg as the subset of adversary dispatchers that have connections to .57,
ie, Vo = {vn | Sy, NS’ # 0}, and recall that Usg is defined to be the subset of
user dispatchers that only have connection to 5, ie., Us = {w; | Sy, € S’}. Since
S’ satisfies the wal-condition, Uy is non-empty. If Vi is empty, then A(U’) < 0,
which means that the total rate of incoming user traffic to S’ is greater than the total
service rate of S’. Hence, the theorem vacuously holds. Therefore, we can assume
that Vs is not empty. For simplicity, we consider the case where the adversary
dispatchers in Vg inject packets to S’ according to the JSQ rule, and other adversary
dispatchers send nothing to the servers. The argument applies to the case where other

adversary dispatchers inject arbitrarily as well. Now, we study the system formed
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by user dispatchers U, adversary dispatchers Vg and servers S, with Vs only have
connections to S’. Note that the system is a server farm where all the dispatchers
(U U Vg/) employ JSQ routing. Therefore, the queue length growth rates observe
Proposition 6. Let P be the optimization problem in Proposition 6 that associates
with the system and 7*, A\* be the optimal solution to P. We will use A}, and A7,
to denote the component in A* that correspond to user dispatcher u; and adversary
dispatcher v,,, respectively.

For the subset of servers S, the total incoming rate of adversary traffic equals
Zmevs, MY . which by definition, is greater than or equal to val(S"). The total in-
coming rate of user traffic is at least Zu[ Uy A¥. Since S’ satisfies the val-condition,
we have 3, ey, A + Xy evg M > > s, csr Hn- It follows by summing up constraints
(3.9) of P over all n € S’ that r* must have positive entry. Let S’ be the set of servers
in S’ whose corresponding entry is positive in 7™, i.e., S'={s, €S |r: >0} By
the above reasoning, S’ # 0. We will show in the following lemma that there must
exist user dispatcher u; such that S, C S’, which means that the user traffic from u,

can only go to servers in S’

Lemma 8. There exists user dispatcher w; such that S,, C S’

Proof. Assume for the sake of contradiction that there is no such user dispatcher u,
that is, every user dispatcher has connection to S \S” . Under this condition, we first

establish the following claim.

Claim 3. The optimal solution \* must satisfies that X, = 0, Xy, =0 for alln € s,

user dispatcher u; and adversary dispatcher vy, that have connection to server in S\S” .

Proof of Claim 3: If the claim does not hold, then we can decrease some positive
Ap, (or M%) by a small amount & > 0 and add to A}, (or Ay,,) with n’ € S\S'. This
will result in that 7 > 0 decreases by § and 7, = 0 increases by 9, thereby obtaining
a 7 with a smaller value of 72, which contradicts the optimality of r*.

n-n’

Based on Claim 3, we proceed to show the following.
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Claim 4. If there is no user dispatcher w, with Sy, C S’ then

Z Z x> wal(S') — z,un, (3.13)

meVg nes\§’ neS’

Proof of Claim 4: Let Vs be the subset of adversary dispatchers that only have
connections in /. Note that Ve € V. By Claim 3, we have X}, = 0 for all
m ¢ Vg,n € S'. Therefore,

PIED IR DD PP

meVgr nes\S’ m¢Vg neS\S’
Z Z >‘mn - Z /\:}n (314)
m¢VS/ nes’ mQVs;

Now, recall the linear program LP(S’) that defines val(S’). Let {f*}mn be a set of
optimal solution to LP(S"). We have by the definition of Vs,

NN fow= > D S S D (3.15)

meVg neS’ meVy nes’ nes’

Furthermore,

SN Fn < DM D D A (3.16)

mg Vs nes’ m¢f/s, meVgr nes\§

where the first part follows from Constraint (3.3) of LP(S’) and the second part
follows from (3.14). Hence, combining (3.15) and (3.16), we have,

Ual Zﬂn— ZZf;m"*'ZEf;m_Zﬂn

nes’ meVg n€S’ mgVg ne€S’ nes’
*
mgVg n€S’ meVsr nes\S§

which conclude the proof of Claim 4.
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Again, by Claim 3, we have

> Mz 2 M

leUu nesl\g’ lGUS/ neSl\S"
— * u
=33 N =D A (3.17)
leUgr nes’ leUgr

Then, summing up constraints (3.9) of P over n € §’ \$’, we obtain

Z (I z 2 AL, + Z Z Arm — Z i (3.18)

neS\S’ nes\S’ En€Sy neSN\S’ Mn€Su, nes\s’
=5 DI SRR BED BIPVHE DI 3.19)
leUg nes\§' meVy neS\S nes\S'
>3 N Fval(S) =Y s D (3.20)
leUg nes’ nesS\S
> 3" M+ val(S) = Y g = val(S) = A(S') > 0, (3.21)
leUg nes

where Inequality (3.18) follows from rearrangement of the sums, Inequality (3.19)
follows from (3.17) and Inequality (3.20) follows from Claim 4. Observe that by
definition of S, 3, _ sng T = 0, which contradicts (3.21). Hence, there must exists

a u; such that Sy, € S’. This concludes the proof of the lemma. d

Based on Lemma 8, invoking Proposition 6, we have that for all n € S, for any

d > 0, lim, IP’{|Q—"t(t—) —ri < &} =1, ie, ) converges to 7% in probability.

t
Q"t(t) exists almost surely, we have that Qit“—) converges to

As in our system, lim;_,
r* > 0 with probability 1 for all n € S’. Since there exists user dispatcher w; with

znGé’ Q‘l’t(t)
t

Sy, € S’. it implies that lim,_,e > § with probability 1 for some J > 0.

5 ElQn
As QU(t)/t’s are non-negative random variables, lim;_,o ;ﬂs—t[Q—(—tﬂ > 0. It follows

that In € 5”,Iimt_)oo g%;ﬁl > 0. O
Based on Theorem 6, we obtain the following corollary.

Corollary 4. If the network DoS problem is feasible, then there exists a non-empty
subset of user dispatchers U’, such that if all the adversary dispatchers that have
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connection to Syr = Uu,eU' S., send packets to Sy according to the JSQ rule, the
system will become a JSQ server farm. Let v be the solution to the oplunization

problem P that corresponds to the JSQ server farm, then T >0 for alln € Sy.

Proof. From Theorem 6, Lemma 8 and their proofs, it is straightforward to show that

Sy, in Lemma 8 is one that satisfies the condition of the corollary. O

Theorem 6 and Corollary 4 together imply that if the network DoS problem is
feasible, then the adversary can achieve the goal by injecting traffic to the subset
Sy of servers that correspond to some subset U’ of user dispatchers following the
JSQ rule. Furthermore, when the adversary dispatchers do so, all the queues in the
aforementioned subset will grow with time. In the sequel, we will refer to such subsets
of server as vulnerable sets and define the collection of vulnerable sets as Sp. Formally,
So = {Syr | U’ satisfies the condition in Corollary 4}. Typically Sp is a sub-collection
of all subsets of servers that satisfies the val-condition. For example, again consider
Figure 3-2, although S, and S3 both satisfy the val-condition, Sz is a vulnerable set
(S5 € Sp) but Sy is not, since the queue with s, € Sy does not grow with time if all
the adversary dispatchers inject traffic following JSQ to S.

Now, we have discovered an optimal adversary injection policy that only requires
the adversary dispatchers to perform JSQ routing to a vulnerable set of servers.
- Such JSQ-operation can automatically allocate budget to servers in some vulnerable
set without “wasting” adversary traffic. To design an optimal oblivious policy, the
remaining task is to identify a vulnerable set without relying on network statistics,

which is what we will do in the following section.

3.4.2 The Min-Zero Policy

In this section, we present the optimal oblivious adversary injection policy — the
Min-Zero policy. It uses the idea of the Target-JSQ policy and aims to identify a
vulnerable set based (only) on queue-length information.

At each time slot ¢, the adversary maintains a target subset of user dispatchers

and a corresponding target subset of servers, which are denoted as U(t) and S(t),
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with U(t) C U, S(t) C S and S(t) = U,,cvq) Sw- All the adversary dispatchers that
have connections to S(t) send packets to S(t) in a JSQ fashion, and other adversary
dispatchers send packets arbitrarily. Then, after the servers finished their service at
current slot, the adversary checks if min,cs() Qn(¢) = 0 (hence the name, Min-Zero).
If so, then at next slot, the adversary choose U(t + 1) uniformly at random from all
non-empty subsets of user dispatchers and set S(t + 1) accordingly; otherwise, set
U(t+1) = U(t) and S(t + 1) = S(t). We formally present the Min-Zero policy in
Algorithm 4.

Algorithm 4 The Min-Zero Policy

Input: Server set S = {sy,...,5,}, user dispatcher set U = {u1,...,u}, adversary
dispatcher set V = {vy,...,Um}
1: Initialize: U(0) := a random non-empty subset of U

5(0) == Uu,eU(O) Sy
2: fort=0,1,2,...do
3. Each adversary dispatchers v,, such that S, N S(t) # 0 sends packets to
S,,, N S(t) following the JSQ rule.
4: Al other adversary dispatchers send packets arbitrarily. After the service phase
of current time slot t

5. if minpege) Qn(t) = 0 then

6: U(t+ 1) = nonempty subset of U chosen uniformly at random.
7 S+ =U, qu(t+1)

8: else

9:

Ut +1):=U(t), St +1) = S(t)-

Obviously, the Min-Zero policy is oblivious. We now proceed to establish its
optimality in Theorem 7.
Theorem 7. Under the Min-Zero policy, there exists a queue n with lim;_, E[Qfﬁl] >

0 if the network DoS attack problem is feasible.

Proof. First, by the execution of the Min-Zero Policy, it is straightforward to see
that the evolution of the system follows an irreducible discrete-time countable-state
Markov Chain with state (Q(t), S(t)). We will prove the theorem by invoking Lemma

7 with a suitably constructed Lyapunov function.
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The Lyapunov function we define on the state space is

f(Q(), S(@)) =1{S(t) € So,nrélsig){Qn(t)} > TCh}-

(in (a0} - 7).

n€eS(t)

with 1{-} denoting the indicator function, T" being a large number that does not grow
with time® and will be specified later, and C, = (M + L)C being an upper bound
on the sum of arrivals/service that a queue can receive. Due to the boundedness of
arrivals and services, we can first easily verify that the Markov Chain satisfies the
second condition in Lemma 7. We proceed to show that it also satisfies the first
condition, i.e., it has positive expected drift under certain set. Specifically, we will

prove that

E[f(Qt+T),St+T)) - f(Q(),S®)) | f(Q),St)>0] > ¢, VL.

Note that since f only takes integer value, the above corresponds to setting k = T,
v =1/2 and A, accordingly in Lemma 7.

Before presenting the technical proof, we first give some intuition. Notice that
the construction of the Lyapunov function f ensures that it takes positive value only
in the states where the adversary is targeting some vulnerable subset, and will not
change its target in the following 7" time slots. Conditioning on such states, the T-slot
drift is roughly equal to the drift of the minimum queue length in the target subset
S(t). Since S(t) is vulnerable, we can take T to be suitably large (but still a constant)
and invoke Proposition 6 to show that the queue lengths in S(t) all grow at a positive
rate over the T time slots. This suggests that the Markov Chain satisfies the first
condition in Lemma 7.

To make the intuition concrete, we first lower bound the drift. Conditioning
on any t such that f(Q(t),S(t)) > 0, without loss of generality and for notational

convenience, we assume ¢ = 0. It follows that the adversary’s target will not change

60ur choice of T will depend on the network size and network statistics, but the Min-Zero policy
does not.
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over the next T time slots. Therefore, S(T') = S(0) € Sp. It follows that

FUQ(T), S(T)) - F(Q(0), 5(0)
“1(S(T) € S, min {Qu(1)} > TC1}- ( min {Qu(T)} — Tcl)

€S(T)

~ 1{S(0) € S0, mip (Q(0)} > TC:}-  min 1,(0)) =7
=1{ min (@)} > TC:}- min (Qu(T)) - 7))
- (nrgr(l)){Qn( )} -7104)

neS(0) nes(0)
Zn?;g)){Qn( )} = ggr(l)){Qn( )}

Hence, we have

E [f((Q(T), S(T)) - f((Q(0),5(0)) | £(Q(0),5(0)) > 0]
min {@n (T )} — min {Qn(0)} | F(Q(0), 5(0)) > 0] . (3.22)

neS(0 nes(0)

We proceed to establish that the RHS of (3.22) is positive. Let @*(0) = min,eg() @n(0)
and Q(0) = (Q*(0),...,Q*(0)). Based on this, we define random vector Q(t) as the
resulting queue length vector at ¢ under the Min-Zero policy starting from state
(Q(0), S(0)) at 0. We couple Q(t) and Q(t) in the same probability space by equal-
ing their corresponding sequences of arrivals (to the dispatchers) and services on each
sample path. We further define Q°(t) as Q(t) — Q(0). Tt is clear that Q°(t) has
the same distribution as a random vector that is the result of performing the same
sequence of routing actions (as in Q(t)) starting from a all-zero queue length vector
under the alternate dynamics for 0 < ¢t < T'(i.e., all the realized services equal the
offered services and queue lengths can be negative). By Proposition 9, we have that
on each sample path, Q,(t) > Q,(t) — Ni(L + M)C for all n and ¢t < T. It follows
that @, (t) > Q5(t) + Q*(0) — Ny(L+ M)C for alln and ¢t <T'.

Observe that for 0 <t < T, Q°(t) evolves as the queue length vector of a server
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farm employing the JSQ routing under the alternate dynamics. Consider the sub-
server farm formed by servers in S(0), user dispatchers and adversary dispatchers that
have connection to S(0). Since S(0) € Sy, i.e., it is a vulnerable set, by Corollary 4,
the optimal solution r* of its corresponding optimization problem P satisfies 7* > 0.
Then, by Proposition 8, the optimal solution 7* to its corresponding optimization

problem P’ under the alternate dynamics satisfies #* = r* > 0. Set € = €5(0) as

> 0. We invoke Corollary 3, and obtain that if T > T, (defined in

minye s(0) Fr
2 minnes(o) F;+4Cl

S(0)

Corollary 3), for all ¢ with T, <t < T,
{VTLGS( ) Q () > T;} 21—63(0).
Therefore, for all ¢t > T¢,,, we have
(4] t ok
{VTLES()Q() %}21-—65(0)
7ot
‘v’nESO)Q”() 2}21—-65(0)
VTLES ()ZT; +Q*(0)}21—65(0)
;*

"t

min
nes( 0)

=¥
=
{‘v’n € S(0),Qn(t) >
=7

n! +Q (0) - N101}21—€S(0)

- + Q*(O) — NlCl} Z 1-— 63(0).

On the other hand, we also have min,eg() @n(t) > Q*(t) — Cit with probability 1.

Now, we set the previously mentioned T as maxg(g)es, max{T. €s(0)?

__SLV£1_~} we
min,esco) 7n 1’

— min {Q,(0)} | £(Q(0),5(0)) >

- (1 e 65(0))N101 - ég(o)clT

have that
nglsl%){Q"( nes(0)
minges) 71
>(1 - es(0)) - LQ(_@_
Z minnef}(g) f:LT

- N,Cy > NGy > 0.

This establishes that the Markov Chain is transient. More importantly, by Lemma
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7, conditioning on any initial condition (Q(0), S(0)) such that f(Q(0),S(0))>0, the

stopping time

7(w) =inf{t > 1: f(Q(t,w),S(t,w))) = 0}

satisfies that P{7 = oo} > 0. It is straightforward to establish that there exist ¢; > 0
and t; such that the system will reach from any initial condition to some state with
positive value of f in ¢; steps with probability at least ¢;. Combining the previous
reasoning, we have that there exists Ty and ¢y > 0, such that P{f(Q(t),S(t)) >
0, Vt > Ty} > €, which implies that on those set of sample paths (with probability
at least ¢g), after Ty, the adversary dispatchers injects traffic to a vulnerable subset. of
servers according to JSQ and never change the target. Since the number of vulnerable
subset is finite, invoking Proposition 6, we have that there exists a vulnerable subset

S’ such that Ug # 0 and with probability at least e > 0,

n t
Vn e S, limQ—()>(5>07

t—00 t
where § is determined by the optimization problem P corresponding to the server
farm where adversary dispatchers injecting to S’ according to JSQ. It follows that,
In € 9, with probability at least €f, lim; oo Q%(t)/t > &', for some ¢’ > 0. Therefore,

we conclude that on the whole sample space,

E1Qu(t
3n, lim ——[Q—"—(—)—] > 0. (3.23)
t—o0
Hence the Min-Zero policy achieves the goal and we conclude the proof. O

Remark: (i) Switching Threshold: in Algorithm 4 (line 5), we set the switching
threshold as 0. It is clear from the proof that the policy remains optimal under any
other positive constant switching threshold. Intuitively, the convergence time of the
algorithm, i.e., the time it takes the adversary to identify a vulnerable set and does
not switch target further, depends on the threshold. An over-low a threshold would

force the adversary to switch prematurely while an over-high threshold would make
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the adversary switch too infrequently. (ii) Distributed Implementation: Algorithm
4 describes the Min-Zero policy in a centralized fashion, but the policy can be easily
implemented in a distributed way. In the distributed implementation, each adversary
dispatcher maintains its own target subset of servers, sneds traffic to the target set
according to the JSQ rule, and switch if the minimum queue length in the target
subset hits zero. The optimality of the distributed implementation can be shown
using similar method. This feature also makes the Min-Zero policy more attractive
in practice. We will explore the aforementioned two aspects of the policy in the

simulations.

3.5 Simulations

In this section, we evaluate the Min-Zero policy through simulations. We focus on
studying how the parameters of the network and the policy influence the performance
of the policy. Specifically, on the network side, we investigate the effects that net-
work size and network load have on the convergence time of the Min-Zero policy,
respectively; on the policy side, we investigate the impact of switching threshold and
distributed implementation on the convergence time. In the following, we will first

introduce the simulation environment, and then present the simulation results.

3.5.1 Simulation Setting

Network Data: We use two sets of server network data. In the first set, for each
N (number of servers) in {100, 150,200, ...,500}, we generate 20 networks with N
servers, |N/4] user dispatchers and [N/10] adversary dispatchers. Each user dis-
patcher is connected to [ N/5] servers (selected uniformly at random). The service
rate at each server is a binomial random variable B(u, 1/2) with g uniformly sampled
from {20,...,50}. The arrival rate at each user dispatcher is a binomial random
variable B(u,1/2) with g uniformly sampled from {20,...,50}. Each adversary dis-
patcher has connections to | N/5] servers and injection rate as a binomial random

variable. The connections and the mean injection rate (budget) are randomly assigned
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such that the overall network load p (total arrival/total service) of the network equals
0.75.7 In the second set, for each network load p in {0.75,0.80,0.85,0.90,0.95}, we
generate 20 networks with 200 servers, 50 user dispatchers and 20 adversary dispatch-
ers. The service rates and user traffic arrival rates are sampled similarly as in the
first set, while the connections and budgets of adversary dispatchers are randomly
generated such that the network load equals p in expectation.

Variants of Min-Zero policy: In the simulation, we run the Min-Zero policy with
switching threshold (0,10,50,200) to evaluate its performance dependence on the
threshold. We also run the distributed version of Min-Zero with threshold 0 (de-
scribed in the final remark of Section 3.4) to compare the performance of centralized
and distributed implementations.

Performance Metric: We use the convergence time of the policy as our perfor-
mance metric. Theoretically, the convergence time of the policy is defined as the time
when the adversary dispatchers identify a vulnerable subset and never switch after
- that. For ease of computation, in centralized Min-Zero policies, we calculate the con-
vergence time as the time slot that the last “switch” happens, and in the distributed
version, we calculate it as the first time slot such that the number of user packets in
a queue exceeds 1000. By examining the queue length trajectories in our simulations,
we have confirmed that the policies do converge in all the instances and the computed
convergence times well approximate the theoretical definition. Note that the results

presented in each setting are averaged over 20 network instances.

3.5.2 Simulation Results
Network Size

We plot the results on the first set of data (varying network sizes) in Figure 3-
3. A somewhat counter-intuitive observation is that the convergence times of all
variants of Min-Zero decrease with the size of the network. One possible explanation

is that among the networks we generated, the larger ones may have a larger portion of

"The procedure does not guarantee that the generated instances are feasible. But we found that
all the instances we generated in the simulations were indeed feasible.
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Figure 3-3: Convergence times of variants of Min-Zero on networks with different
sizes.
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Figure 3-4: Convergence times of variants of Min-Zero on networks with different
loads.
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vulnerable subsets, making identifying a vulnerable subset easier. Another interesting
finding is that, the higher the threshold, the more sensitive the policy is to the network
size. This can be attributed to that in larger networks, the variance of arrival to
servers is larger. Such variance directly affect the switching frequency of Min-Zero

variants with larger threshold, which translates to influence on the convergence time.

Network Load

We plot the results on the second set of data (varying network loads) in Figure 3-4.
We observe that the policies converge faster on networks with larger load. This is not
surprising as increasing the load generally increases the number of vulnerable subsets,

which in turn speeds up the convergence.

Variants of Min-Zero Policy

From Figures 3-3 and 3-4, we see that among the centralized policies, the conver-
gence speed decreases as the switching threshold increases. This suggest that simply
setting the threshold as zero may be the most desirable in practice. Furthermore,
distributed version of Min-Zero converges slower than its centralized counterpart, but

the gap becomes small in large networks.

3.6 Generalization to Multihop Networks

In this section, we extend our results to multi-hop networks. We first give the model
and problem formulation in the multi-hop setting, and then present the counterparts
of our previously obtained results in this setting. Since many of the proofs are similar
to their single-hop counterparts and the notations are considerably heavier in the
multi-hop case, we will only give proof sketches and focus the differences to the proof

of single-hop results.
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3.6.1 Model and Problem Formulation

Consider a network represented as directed graph G(N, £) with A denoting the set
of nodes and £ € N x N denoting the set of links. For each node n € N, let Out(n)
be its outgoing neighbors, i.e., Out(n) = {n’ € N,(n,n') € £}. We assume that
the network users send traffic from a single source s € N to a single destination
d € N2 To avoid unnecessary complexity, we require that there exists a path in G
from each n € N\{d} to d. Additionally, there are a set of adversarial source nodes
{v1,..., v} such that each node vy, in the set has connection to a subset N,,, C N
of network nodes. Note that in our model, there are links from adversarial source
nodes to network nodes, but no links in the opposite direction.

The system evolves in discrete time. Each network node n € NV is associated with
a queue, with @, (t) denoting the queue length at time ¢. For each link e = (n,n’) € &,
we use b (t) or by, (t) to represent the offered transmission on the link at ¢, i.e., at most
b.(t) packets can be sent through e. At each time slot, A\;(¢) user packets arrive at
source node s, and A’ (t) packets arrive at adversary source vp,, for vy, € {vi,...,v M}
Similar as in the single-hop case, we assume that b.(t)’s, As(t)’s and A, (t)’s to be
independent random variables with bounded support and are i.i.d across time with
E[b.(t)] = ce, E[As(t)] = A5, E[AZ,(t)] = A,. Here, we can consider c.’s as the capacity
of the links, A as the user traffic rate, and XY = (\Y,..., A},) as the adversary budget
vector.

The network nodes (including s) employ the following routing policy. At time ¢,

each node n except d performs the following procedure for each packet in its queue:

1. Pick n’ with the minimum queue length Q. (t) in {n’ € Out(n),Qn(t) >

Qn(t), number of packets transmitted from n to n' is less than bn, ()}
2. If such n’ exists, send the packet to n’; otherwise, hold the packet in the queue.

The destination node d instantly absorbs all the packets it receives, and thus Q4(t) = 0

for all ¢£. Such routing policy can be considered as each node sending packets to its

8Extension to multiple sources is straightforward by creating a super-source node.
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outgoing neighbors according to the JSQ rule, which is a local implementation of the
throughput-optimal back-pressure routing policy in our setting [16,50]. Each adver-
sarial source node injects traffic to the network nodes it has connection to following
certain adversary policy. Without loss of generality, we assume that the capacities of
links from adversarial source nodes to network nodes are infinity so that the amount
of traffic that adversarial source nodes can inject is only constrained by the budget.
Once sent to network nodes, the adversarial traffic will be merged with user traffic
and delivered to d through the network nodes. Define a?,,(t) as the packets injected
from adversarial source vm, to node n with Y- r. an,(t) = A? (1), bo () as the

packets sent from n to n’ at ¢, we can write the queue length evolution as:

Qu(t +1) =[Qu(t) + D aln(t) + Ln=sAs(t)+

mneNy,,

Z bn’n(t)_ Z bnn'(t)]+'

n’:n€0ut(n’) n’€0ut(n)

Similar as in the single-hop setting, we break down each @, into user traffic part @,
and adversary traffic part QU. Here, we omit the evolution of @ and @}, for ease of
readability.

Based on the above preliminaries, we define the multihop version of network DoS

attack problem.

Definition 6 (Multi-hop Network DoS Attack Problem). The Multi-hop Network
DoS Attack problem seeks an adversary injection policy under which there exists some

network node n with lim,_,, EQ?&)—] > 0.

We give an example of the multi-hop network DoS attack problem is in Figure
3-5. In the example, the adversary can achieves the goal by v; injecting all traffic to

n, and vy injecting all traffic to ny.

3.6.2 Feasibility Region

Now, we proceed to present a necessary and sufficient condition for the Multi-hop

Network DoS Attack problem to be feasible. It is based on a generalization of the
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Figure 3-5: Illustration of the multi-hop network model. v, and v, are the adversary
sources. The capacities are labeled beside the links.

val-condition.

We define s-d cut of the network as a partition (S, N\S) of network nodes such
that s € S and d € N\S. The capacity of cut (S,N\S) is defined as Cap(S) =
D oneSweMS.(nnr)es Cant- For each s-d cut (S,N\S), we further define A(S)

Cap(S)—As. We next generalize the val function to s-d cuts. Intuitively, for an s-d cut
(S, N\S), val(S) equals the maximum amount of traffic that the adversarial source
nodes can send through (S, M\S). Formally, for (S, M\S), let Out(S) = J,,cs Out(n)
and Vs = {vn | N,,, NS # 0}. We define a flow-network Gs(Ns, &) such that:
Ns = SUOul(S)U Vs U {s,d'}, i.e,, Ns consists of nodes in S, S’s outgoing neigh-
bors, adversarial source nodes that have connection to &', a pseudo-source s’ and a
pseudo-destination d'; £s consists of the links between SUOQut(S) in £, the links from
Vs to S, (s',n) for each n € Vg and (n,d’) for each n € Out(S). The capacities of
links in £s are defined as follows. For link (n, n') with n,n’ € SUOut(S), its capacity
is equal to cpn. For link starting from the pseudo-source to adversarial source node

(5", vm), the capacity is equal to A, The capacities of other links are infinity. Based
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on such capacitated flow network Gg, we define

val(8) := the maximum value of s-d in Gg,

where the definition of s-d flow is standard [51] and we omit here. An illustration of

the extended wal-condition is given in Figure 3-6.

Figure 3-6: Illustration of the extended val-condition: Consider the s-d cut (S, M\S)
with S = {s,ny,n4}. Ay =4, Cap(S) = 9 and val(S) = 6. Therefore, the cut satisfies
the extended val-condition.

Now, we are ready to define the extended val-condition, which leads to establishing

the feasibility region of the multi-hop network DoS attack problem.

Definition 7 (Extended val-condition). An s-d cut (S, N\S) satisfies the extended
val-condition if val(S) > A(S).

Theorem 8. The Multi-hop Network DoS Attack problem is feasible if and only if

there exists an s-d cul that satisfies the extended val-condition.

Proof. Note that under any adversary injection policy, the network G can be con-
sidered as a network that employs Back-pressure routing with multiple sources and
single destination. The proof follows similar line as that of Theorem 5, and addi-
tionally relies on the following observation regarding single-commodity back-pressure

network, which can be obtained from results in [50].
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Observation 2. For each sample path, if lim_,o0 Qn(t)/t > 0 for some n € N, then

for all n’ € Out(n), the time average traffic rate from n to n' equals Cppy-

We first show the sufficiency of the condition. If some cut (S, N\S) satisfies the
extended val-condition, we consider the randomized adversary injection policy given
by the max-flow that defines val(S). Then on an arbitrary sample path (except a
set of measure zero), there must exist node n with lim,_,o Qn(t)/t > 0. Let &’ be
the set of nodes n with lim; ,o, @.(t)/t > 0. We claim that s € &', and that the
adversary achieves the goal directly follows. To justify the claim, suppose for the
sake of contradiction s ¢ &', then the time a{rerage traffic rate from s to &’ must be
zero, and the overflow of &’ is caused solely by adversary traffic. Let S=8NS. We
have that the adversary traffic that goes through the cut (S, M\S) does not pass S.
Let ) be the time average rate of adversarial traffic that goes from S\S’ to M\S. By

the definition of the val function, we have that

ST caw = A=A < Cap(S) - val(S) - A <0, (3.24)

neS\Sn'eN\S

which leads to a contradiction since (3.24) implies that there exists node not in &'

whose queue length also grows linearly with time at some positive rate. O

We now proceed to the necessity part. If there exists a policy that achieves
the goal. There must exists a sample path at which the user part of some queue
grows at positive rate with time. Pick such a sample path, let S be the set of
nodes whose queue length grow with time at positive rate on the sample path. It
is easy to see that (S,N\S) is an s-d cut. We proceed to show that it satisfies the
extended val-condition. Let A? be the total adversarial traffic injection rate under
the policy. Denote r% r¥ respectively as the sum of user and adversary parts of
queue length growth rates of nodes in S, and p*, p” respectively as the total rates
of user and adversary traffic that goes through the cut (S, N\S). Based on the

definitions, we have \? = p¥ +r¥ and \; = p* + r*. Further by Observation 2, we
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have p¥ + p* = Cap(S). It follows that

val(S) + As = p* + 1" +val(S)
— p* +val(S) — Cap(S) — ™ + Cap(S)
> p* +p¥ — Cap(S) + r* + Cap(S)
= 1"+ Cap(S) > Cap(S).

Hence, (S, NV\S) satisfies the extended val-condition and we conclude the proof.

3.6.3 The Multi-hop Min-Zero Policy

Theorem 8 gives the feasibility region of the multi-hop network DoS attack problem
based on the extended wal-condition. In this section, we show that in the multi-
hop case, there also exists an optimal adversarial injection policy that achieves the
feasibility region without relying on the knowledge of network statistics. The policy
we come up with, presented in Algorithm 5, is essentially a multi-hop version of the

Min-Zero policy.

Algorithm 5 The Multi-hop Min-Zero Policy
Input: Multi-hop Network G(N, £), adversary source nodes V = {v, ..., vn}
1: Initialize: (S(0),N\S(0)) := a random s-d cut of G.
2: fort=0,1,2,... do
3:  All adversary source nodes v,, such that N, NS(t) # 0@ send packets to N,,, N
S(t) following the JSQ rule.
4:  All other adversary dispatchers send packets arbitrarily.
After the transmission of current time slot t:
5 if min,ese) @n(t) = 0 then
6: (S(t+1),N\S(t + 1)) := an s-d cut chosen uniformly at random.
7. else
8 S(t+1) = 8(1).

We establish the optimality of the Multi-hop Min-Zero policy in the following

theorem.

Theorem 9. Under the Multi-hop Min-Zero policy, there exists a network node n

with limy_, &Qf(t—)l > 0 if the multi-hop network DoS attack problem is feasible.
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Proof. (Sketch) The proof follows the same road-map of that of Theorem 7. First,
we establish multi-hop counterparts of Propositions 6 and 7 in Proposition 10 which
will be given in the Appendix 3.8.1. Following similar ideas and using Proposition
10, we can generalize Theorem 6 and Corollary 4 to multi-hop networks, that is,
if the problem is feasible, then there exists an s-d cut that satisfies the extended

val-condition and by each adversary source node v,, injecting to N, NS following

Vm
the JSQ rule, all the queues in S grow with time, i.e., Vn € S, lim;_, ELQ—;‘M > 0.
Define the set of all such s-d cuts as vulnerable cuts Sy. Next, we again interpret the
network dynamics under the Multi-hop Min-Zero policy as a Markov Chain with state
(Q(t),S(t)). We construct the same Lyapunov function as in the proof of Theorem

7 by choosing an appropriate T"

FQ). S) =1{S(t) € So, min {Qu(®)} > TC1}:

( min {Qu(1)} - TCl) .

neS(t

where C; = (|N] + M)C is an upper bound on the change of queue length at ann
node in one time slot. By a similar coupling bound as Proposition 9, together with
Proposition 10, we establish the positive expected T-slot drift of f conditioned on
F(Q(t),S(t)) > 0. Invoking Lemma 7, we demonstrate that the Markov chain is
transient. Finally, going through the same reasoning as in Theorem 7, we show that

there exists n such that lim;_, E[Q:(m > 0, which concludes the proof. O

3.7 Chapter Summary

In this chapter, we studied the fundamental limit of volume-based network DoS at-
tack. Under single-hop server farm, we first proposed a necessary and sufficient
condition on the budget of the adversary for a successful attack to be feasible, which
served as the feasibility region of the network DoS attack. We then designed an
optimal adversary injection policy that does not rely on knowledge of network statis-

tics — Min-Zero, under which the attack is successful whenever the condition is met.
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Complementing the theoretical analysis, we further evaluated the performance of the
Min-Zero policy through simulations. Finally, we generalized our results including

feasibility region of the attack and optimal injection policy to multi-hop networks.

3.8 Chapter Appendix

3.8.1 Proof of Propositions 6, 7 and Their Multi-hop Gener-

alization

We prove Propositions 6 and 7 by applying the results in [47,48]. As stating the
results involve heavy additional notations and modeling in [47,48], we do not present
them here rigorously, but simply describe them at an intuitive level and show how to
apply them to prove our propositions.

The relevant results are Theorem 1 in [47] and Corollary 4.4 in [48]. Theorem 1
in [47] considers the fluid model of switch networks that employ Max-Weight schedul-
ing, which subsume the JSQ server farm considered in this paper as a special case.
It establishes that the fluid model solution divided by time converges to the optimal
solution of certain optimization problem. Projecting this onto our case, the opti-
mization problem corresponds to P in Proposition 6 and P’ in Proposition 7 under
the alternative dynamics. Corollary 4.4 in [48] shows the convergence of scaled queue
length vector of network (single-hop or multi-hop) under Max-Weight (Back-pressure)
routing to the corresponding fluid model solution. Combining these two results, set-
ting the parameter ¢ (different with ¢ in our model) in Corollary 4.4 of [48] as 1, it
follows that in our model Q(t)/t converges to the solution to P (or P’ under the
alternate dynamics) in probability, which concludes the proof of Propositions 6 and
7.

One can straightforwardly extend Theorem 1 in [47] to the multi-hop network
in our model. Combining again with Corollary 4.4 in [48], it leads to Proposition
10 that we use in extending our results to multi-hop networks. Consider a directed

network G(N, £) evolving in discrete time. The network G has a single destination
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node d and multiple sources. The external traffic arrivals and offered transmission of
network links are independent random variables and are i.i.d. across time. The time
average external traffic arrival rate at node n is denoted as A, (A, = 0 if n is not a
source), and the time average offered transmission rate at link (n,n’) € £ is denoted
as cpp. Note that under our assumptions, the time average rates are equal to the
mean of the corresponding random variables. The network operates under the (local)
back-pressure policy introduced in Section 3.6. Consider the following optimization

problem P,,:

mianﬁ
Z fn’,n+rn+)\n > Z fnn’a | Vn EM{d}

n’':(n’,n)eE n':(n,n')eE
0 < fnn’ S Cnn/, V(n,n') €&

T > 0, Vn e N.

It is easy to verify that P, is a convex optimization problem and thus have a unique
optimal solution. Now, we are ready to present the proposition in the multi-hop

setting.

Proposition 10. Let r* = (r],...,r}) be the optimal solution to the optimization

problem P, assoctated with the multi-hop network. The queue lengths satisfy that for

tlimP{ <(5}=1‘

Note that Proposition 10 is the counterpart of Proposition 6 in the multi-hop

any § >0

Qult) _ .

t n

setting. Ome can easily extend Proposition 7 to the multi-hop setting in almost

identical fashion, which we omit here.
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3.8.2 Proof of Proposition 9

Define d,(t) as Q.(t) — Q.(t). We have d,(0) < 0 for all n, and if we can show
that d,(t) < N,LC, then we prove the proposition. We first give three observations
regarding d,(t):

LY da(t) =3, da(0) <0 for all ¢.
2. Service at server n does not change d,(t).
3. If d,(t + 1) > d,(t) > 0, then there exists an n' such that d/(t) > d,(¢).

The three observations are justified as follows. Since in the alternate dynamics,

Qn(t+1) = Qu(t) + an(t) — bu(t) = Qu(t) + 3, an(t) — by(t), we have

N N N L t-1 N t-1
Z Qn(t) = Z Qn(o) + Z aln(i) - Z Z bn(i)
n=1 n=1 n=1 |=1 =0 n=1 =0
= Qa(0)+ @(i) == > ba(i) (3.25)
n=1 =1 i=0 n=1 i=0

Since Q and Q evolve under the same sequence of {a(i)} and {b(7)}, (3.25) validates
the first observation. The second observation can be seen from the fact that after
some service by, (t) for server n at time ¢, Q,(t) and Qn(t) both decrease by an amount
of b,(t). Hence, d,(t) cannot be changed by services. The third observation can be
established as follows: if at ¢, d,(¢) > 0 and d,,(1) increases at the next time slot, then
there must exist a dispatcher u; (with non-zero arrival at ¢) such that following the
JSQ rule, u; sends packets to n under queue length vector is Qn(t) but does not send
packets to n under @, (t). It follows that there exists n’ such that Q,.(t) > Qn(t) while
Qn(t) < Qn(t). This implies that dp () = Qu(t) — Qu(t) > Qu(t) — Qu(t) = dy(t).
By Observation (2), we do not need to consider services. Hence, we focus on
arrivals to queues from dispatchers and proceed to prove the proposition. Suppose
for the sake of contradiction that there exists a time ¢ and server n, such that d,, (t) >
Ny LC. We take t; to be the smallest ¢ that satisfies the above condition. Since at

each time slot, the total arrival to a server is at most LC, ¢t; > N;. Due to the same
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reason, we have dy(t, — 1) > (N; — 1)LC. By definition of 1, we have dn(t) < N, LC
for 0 < t < t;, and in particular, dy, (¢, — 1) < dn,(t1). Hence, by observation (3),
there must exists another server ny such that d,,(t, —1) > dp, (1 — 1) > (M = 1)LC.
Next, consider the function d,, () + dn,(t), let t; be the largest time slot such that
0<ty <t —1andd, (ta+1)+dy,(tz+ 1) > dn (t2) + dn,(t2). Such ¢; must exist
as dy, (0) + dp, (0) < 0 while dy, (¢, — 1) + dn, (81 — 1) > 2(N, — 1) LC. Note that since
dp, (t) + dy, (t) does not increase from ¢5 + 1 to ¢y — 1, we have forto +1 <t <t; —1

dpy (1) + dny (1) > dpy (1 — 1) + dny (81 — 1) > 2(Ny = 1)LC.

Combining this with d,(t) < N,LC for n = ny,ne,t < ty, we have d,(t2 + 1) >
(N, — 2)LC and d,(t2) > (N1 — 3)LC for n = ny,ny. Since d,, + dn, increases at ty,
there must exists a dispatcher such that it sends packets to some n € {n1,ns} (w.l.o.g.
n = ny) under Q but does not send packets to either n; or ne under Q. Following
similar reasoning as in establishing observation (3), we have that there exists n3 such
that dy,(t2) > dn, (t2) > (M — 3)LC. Applying the same argument with the largest
time slot t5 (0 < t3 <ty — 1) at which the function dy, (t) + dn,(t) + dns(t) increases,

we have for t3 +1 <t <ity—1

dnl (t) + dnz (t) + dns (t) > dm (t2 - 1) + dnz (t2 - 1) + dn3(t2 - 1)
> 3(N, — 3)LC.

And we have dy,(t3+1) > (3(N,—3)—2N;)LC = (N, —9)LC and dn(t3) > (N1—10)LC
for n = ny,ng,ns. It follows that there exists another ng with dp, > (N; — 10)LC.
Repeating such argument, we will find a time ¢y such that d,(ty) > LC for all n,
which implies that Zle dn(ty) > NLC. This contradicts observation (1). Thus, we

conclude the proof.
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