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Abstract
Secure communication against any possible eavesdropper is important in today's Internet. Quantum key distribution (QKD), along with the one-time pad cryptosystem,
provides a quantum-secure way for two distant parties to communicate with composable security. It has recently become clear that a wide-spread utilization of QKD
warrants improvements in its implementations. Theoretically, the security of QKD
is difficult to analyze and the effects of imperfections on key rates is difficult to estimate. Practically, QKD requires miniaturization and an operation speed comparable
to current Internet communications. In this thesis, we develop a robust numerical
approach for calculating the key rates for arbitrary QKD protocols with explicitly
quantifiable security. The approach formulates semidefinite programs that take, as
inputs, the observed statistics from a QKD session and outputs the guaranteed key
rates. Next, in an effort to boost the operation speed of current QKD systems,
we describe a large-alphabet QKD scheme that can transmit multiple secret bits of
information per photon while being immune against a photon-number side channel
attack. We also demonstrate the feasibility of this system with an intercity field
demonstration that pushes the boundary on its key generation rate. We then present
the miniaturization of QKD systems using the silicon photonics platform which allows
for the integration of multiple high-speed photonic operations into a single circuit.
We present the first intercity field demonstrations of QKD that demonstrates silicon
photonics-supported by the currently existing CMOS technology-can pave the way
for a high-speed metropolitan-scale quantum communication network.
Thesis Supervisor: Dirk R. Englund
Title: Associate Professor
Thesis Supervisor: Vladan Vuletic
Title: Lester Wolfe Professor of Physics
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Chapter 1
Introduction
1.1

Motivation for quantum key distribution

Telecommunication lies at the heart of our modern society. At almost every second,
we use the internet to transmit or receive data: some of them are meant for the
public eyes, but a significant portion of them are private or sensitive. For example,
we conduct financial transactions online, we store and retrieve data on remote cloud
servers, and we interact socially with other individuals online.

We, however, do

not control the route our data take from its source to its destination. This opens
up a security risk as the data can fall into the hands of unintended recipients or
unauthorized eavesdroppers.
Encrypting our information is therefore vital in ensuring the security of our data
during transmission. When we visit a website starting with https, our computer uses
the Transport Layer Security (TLS) to connect securely to a web server. TLS uses
public-key cryptography to authenticate and establish a symmetric single key between
two remote users. However, current public-key cryptosystems rely on the hardness of
solving certain mathematical problems in deriving their security.
Today, three of the most commonly used public-key cryptosystems are the DiffieHellman (DH) key exchange (Diffie and Hellman, 1976), the Rivest-Shamir-Adleman
(RSA) protocol (Rivest et al., 1978), and the elliptic curve cryptography (Koblitz,
1987). The security of these cryptosystems is guaranteed by the hardness of comput21

ing discrete logarithm and integer factorization-the mathematical problems these
cryptosystems are based on (Katz and Lindell, 2014). Currently, the current best
classical algorithm-the number field sieve-takes subexponential number of steps
that would take years to solve a single problem (Lenstra et al., 1990; Smolin et al.,
2013). It has been shown that a quantum computer running Shor's algorithm can in
theory break these cryptosystems within polynomial number of steps (Shor, 1997)
thereby reducing the time it takes to solve a single problem to mere hours or days.
Fortunately, a quantum computer with sufficient number of qubits for breaking today's cryptosystems has not been built yet.
In light of the quantum threat, several cryptosystems that are conjectured to be
difficult for a quantum computer to solve efficiently have been proposed to replace
today's commonly used cryptosystems (Bernstein and Lange, 2017). One proposal is
code-based encryption where a secret key is encoded using a linear error-correcting
code (McEliece, 1978). Another proposal is lattice-based encryption where the secret
key is encoded in terms of shortest lattice point closes to a given point (Hoffstein et al.,
1998). The third cryptosystem to be proposed is isogeny-based cryptography, whose
protocol is analogous to DH key-exchange, but is based on walks in a supersingular
isogeny graph (Jao and De Feo, 2011).
As with other public-key cryptosystems, proofs of the security of post-quantum
cryptosystems still rely on the difficulty of the underlying mathematical problem.
These post-quantum cryptosystems have shown promising outlook and are undergoing
deployments and standardization. A recent notable example is Google's experimental
deployment (Braithwaite, 2016) of the 'New Hope' lattice-based cryptosystem (Alkim
et al., 2015), where Google Chrome browser automatically encrypts data with New
Hope for a fraction of users connecting to Google's website. As promising as these
cryptosystems are to ward off the imminent quantum threat, there is still no mathematical proof that guarantees the inexistence of an efficient algorithm-be it quantum
or classical-to break these post-quantum cryptosystems.
Although the quantum threat poses a great vulnerability to future cryptosystems,
the quantum theory also offers a potential solution through quantum key distribu22

tion (QKD) (Gisin et al., 2002; Scarani et al., 2009).

The QKD protocol enables

two authenticated remote users to establish a pair of identical random secret keys.
The security of a QKD protocol relies on the foundations of quantum mechanics, in
contrast to today's public-key cryptosystems. The secret keys have been proven to
have universally composable security, allowing them to be used as random key inputs
to symmetric classical encryption schemes such as the one-time pad (Vernam, 1926).

The one-time pad encryption cannot be broken in principle, provided the parties
do not reuse their key. It has also been proven that the encryption is optimal: there is
no encryption method that requires less key (Shannon, 1949). The method, however,
requires the two remote users to hold identical and secret keys. Encryption of a message into a ciphertext is computed by simply performing bitwise exclusive-or (XOR)
between the key and the message. Decryption is done by performing XOR operations
between the ciphertext and the (supposedly identical) decryption key. One-time pad,
barring any user error e.g. encrypting different messages with the same key, is perfectly secret. But, the encryption scheme is rarely used because it requires a key that
is as long as the message (although it is optimal). Long secret keys would have to be
exchanged using trusted couriers, which introduce possible security concerns. QKD
aims to solve these problems by allowing the key exchange protocol to occur remotely
with security guaranteed by the laws of physics.

QKD does not allow the users to thwart any attack, but it is designed to detect
any intrusion during the key exchange process. The amount of interference can be
quantified usually in terms of error rates, and if it is beyond an acceptable threshold,
the users will abort the key exchange process. However, the users must be preauthenticated, which requires the use of some prior shared secret keys, to avoid any
adversary from impersonating either user. For this reason, QKD is seen as a tool to
expand short shared secret keys to significantly longer secret keys.
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1.2

Current challenges for QKD

QKD, until today, remains the only quantum-resistant method of sharing secret keys
and sending secret information at a distance. The first QKD system ever devised used
polarization of photons to encode information (Bennett and Brassard, 1984; Bennett
et al., 1992). QKD has since progressed rapidly to several deployed systems that can
reach point-to-point secret key generation rates in the upwards of 100 kbps (Sasaki
et al., 2011; Yoshino et al., 2013; Dixon et al., 2015; Lee et al., 2016) and to other
photonic degrees of freedom: time (Comandar et al., 2016; Korzh et al., 2015; Tang
et al., 2014; Sibson et al., 2017a), frequency (Lee et al., 2014; Ali-Khan et al., 2007;
Zhong et al., 2015; Nunn et al., 2013), phase (Inoue et al., 2002), quadrature (Zhang
et al., 2008; Fossier et al., 2009; Jouguet et al., 2013; Pirandola et al., 2015), and
orbital angular momentum (Mafu et al., 2013).
Even after more than 30 years of development, QKD still does not see widespread
adoption, primarily due to theoretical and practical difficulties. Theoretically, security
proofs are typically complicated, and the key rate bound can be loose due to limited
availability of analytical proof techniques. Checking a published security proof is also
a time-consuming task that is solely reserved for the experts. There is a need to
democratize the analysis of a QKD protocol.
In terms of implementations, QKD has seen limited adoption because of its large
equipment and its lackluster key exchange rate. Not only do QKD systems so far
have been built using table-top/fiber-optical components, they also typically require
specialized hardware such as single-photon detectors. It is clear that miniaturization
is needed to encourage the adoption of QKD by the masses. Current QKD systems
are also limited in its key exchange rate in that it only generates - 100 kbps of secret
keys in practical metropolitan settings. Going beyond metropolitan distance requires
either a quantum repeater backbone which transmits quantum information through
a
series of entanglement swapping or a trusted quantum satellite which suppresses
the
loss from having an exponential scaling with distance in fibers to a polynomial scaling
with distance. While satellite-based QKD has been demonstrated, the key exchange
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rate from ground-to-satellite has been shown to be limited at ~ 10 kbps (Liao et al.,
2017; Vallone et al., 2015; Yin et al., 2017; Liao et al., 2018). From this perspective,
improvements in the key exchange rate also warrant the development of new protocols
that are more loss-tolerant and make use of all available communication bandwidth.

1.3

Outline of the thesis

In this thesis, we describe our recent development in tackling the current challenges
of metropolitan-scale QKD systems-both theoretically and experimentally. Before
diving into the approaches we take, we introduce the background information on the
security and implementation of a QKD protocol in Chapter 2.
In Chapter 3, we present a robust numerical approach for calculating the key
rate of a QKD protocol. The approach relies on turning the key rate problem into a
semidefinite program that takes measured statistics as inputs and outputs the estimated key length generated from the QKD session. Any non-zero key is guaranteed
to be a secure key, even if the optimization fails to find the global optima. The development of the program was done in collaboration with Luke Govia, Hari Krovi. and
Prof. Norbert Litkenhaus.
In Chapter 4, we describe the development of a high-dimensional QKD protocol
that is resistant against the photon number splitting attack (Bunandar et al., 2015).
High-dimensional QKD aims to encode more than one bit of information per photon
in an effort to boost the key exchange rate. The protocol (like many other QKD
protocols based on photonic qubits) is susceptible to the photon number splitting
attack, where an eavesdropper aims to obtain information from accidental multiphoton emissions of the photon source. We further demonstrate the feasibility of the
protocol in an intercity field test in a 43-km deployed-fiber testbed that runs between
MIT in Cambridge, MA and MIT Lincoln Laboratory (LL) in Lexington, MA (Lee
et al., 2016). The theoretical development of the protocol was done in collaboration
with Prof. Zheshen Zhang and Prof. Jeffrey Shapiro. The field demonstration was
performed in collaboration with the Optical Communications Technology Group at
25

MIT LL.
In Chapter 5, we present the development of a polarization silicon photonics QKD
transmitter (Bunandar et al., 2018). The chip-sized miniaturization afforded by the
silicon photonics platform allows for the integration of multiple high-speed photonic
operations into a single compact circuit. We demonstrate the high-speed operations
of our chip-based QKD transmitter in a local test between two labs at MIT and in an
intercity field test utilizing the 43-km deployed fiber testbed. The design and manufacture of the silicon photonics transmitter was done in collaboration with Sandia
National Laboratories led by Anthony Lentine, Paul Davids, and Junji Urayama. Initial characterization of the device was performed with Hong Cai, Nicholas
Boynton,
Junji Urayama, and Prof. Ryan Camacho from Sandia National Laboratories. The
local test at MIT was done in collaboration with Dr. Franco Wong and the intercity field test between MIT and MIT LL was performed with the help of the Optical
Communications Technology Group at MIT LL.
In Chapter 6, we make concluding remarks, summarize our contributions and
present suggestions for further work.
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Chapter 2
Background on quantum key
distribution
QKD enables

two distant parties, the sender (commonly called Alice) and the receiver

(Bob), to establish identical and secret keys in the presence of an eavesdropper (Eve).
The most important figure of merit of a QKD system is the secret-key rate, which is
the rate in either bits per second or bits per transmission ', Alice and Bob generate
their secret keys.
A few assumptions regarding the three parties are usually made in analyzing
any QKD protocol.

First, Alice and Bob are connected by an insecure quantum

channel. Eve is assumed to have full control over this channel and she is allowed to
perform any type of attack consistent with the laws of physics to this channel. Any
channel non-idealities, e.g. loss or noise, are attributed to Eve's interaction with the
channel. Secondly, on top of this quantum channel, Alice and Bob are connected by
a public authenticated classical channel. Authentication prevents Eve from altering
or blocking the classical messages between Alice and Bob. Eve, however, is allowed
to eavesdrop on the messages passed on this channel. Lastly, Eve is assumed to not
have access to Alice and Bob's laboratories such that Eve is unable to control their
instrument settings or observe their measurement results.
'the conversion between the two is trivial if the clock rate, i.e. the rate (per second) at which
Alice transmits a signal, is known.
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2.1

The general protocol

A complete QKD protocol consists of two main stages: a quantum (Q) transmission
stage and a classical (C) postprocessing stage. They are described as follows:

Q1. Signal distribution Alice prepares N maximally entangled bipartite states. As
an example, for qubit-based protocols, Alice prepares N copies of the maximally
entangled states 14b+) = (100) + 11))/v/2. Alice then sends one part of each of
the N bipartite states to Bob.

Q2.

Measurement Alice and Bob perform measurements to the states that they
have using a POVM randomly chosen from {Ma}

A

and {Mos}k 1 , respectively.

They both record the resulting classical outcomes.
C1. Parameter estimation Alice and Bob choose a random sample of their data
and reveal them in the public communication channel to estimate the statistics,
i.e. the relative frequencies, of their data:

A(a,b)

where a = 1,... , kA and b =

1,... , kB. From A(a,b), they can predict if they can generate a secure secret key.
If not, they will abort.
C2. Sifting Alice and Bob discard those data that are not suitable for generating
secret keys. For example, they may discard those data that were detected in
different bases. At this point, they have raw key strings that are only partially
correlated and only partially secret.
C3. Key reconciliation In this step, they perform error correction to obtain a perfectly correlated key strings. One party sets his or her key string as the reference
key and sends some error correction information over the public communication
channel. The other party computes a guess for the reference key using their
own key. Some amount of information is leaked to Eve during the reconciliation
procedure.
C4. Error verification To ensure that they share a pair of identical raw keys, they
perform an error-verification step. One party randomly chooses a hash function
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from a family of two-universal hash functions

2,

and publishes this choice. Both

parties apply the hash function on their error-corrected raw keys and publish
the resulting hash. They abort if their hash values are different.
C5. Privacy amplification To eliminate any information that Eve has about the
reconciled raw keys, Alice and Bob apply privacy amplification. Both parties
then apply another two-universal hash function (chosen from a family that produces the appropriate secret key length) on their respective error-corrected and
error-checked raw keys to obtain their secret keys.

QKD

is often described in this entanglement-based description as they are easier

to analyze theoretically. The entanglement-based description lends itself to a natural
description of the joint state between Alice, Bob, and Eve. The amount of information
of leaked to Eve can then be obtained by computing some entropic quantity of this
joint state. Practical implementations of QKD, however, often rely on a prepare-andmeasure protocol, where Alice replaces the entangled state generator with a deterministically prepared quantum signal. The only difference between the two descriptions
is the first two quantum steps (Q1 and Q2). In a prepare-and-measure protocol. they
are replaced by:

Q1.

Signal distribution Alice prepares N quantum signals, which are chosen from a
set of kA distinct quantum states { q4)}/i 1 with a known, a priori probability
distribution

{pi}kt.

She records the prepared state and then sends the quantum

signals to Bob.

Q2.

Measurement Bob perform measurements to the states he receives using a positive operator-valued measure (POVM) randomly chosen from {M } k.

He

records the resulting classical outcomes.
The equivalence between the two descriptions is made clear by a hypothetical
2

A collection H of hash functions h: {0,. . .
- 1} {0,..., b - 1} is called two-universal if
for every two bit strings x and y, PrhEH [h(x) = h(y)] ; 1/b.
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picture that Alice's source emits the following entangled state at every transmission:
kA

LV'AA'

S

VP AI Ai) A/

=

(2.1)

i=1

where Alice keeps system A and sends the other system A' to Bob through an insecure
quantum channel. If Alice performs a projective measurement on system A in the
standard basis {i) (iI}

, Bob's state will have been collapsed to the conditional

state 1#a) with a probability of pa. Since Eve has no access to Alice's system A, as
long as this new source emits the equivalent signal states with the same probability
distribution, no one (including Eve) can distinguish the new source and the source
from the entanglement-based picture.

2.2

Classification of Eve's attacks

Although theoretically Eve is constrained only by the laws of physics, it can be
insightful to further limit Eve's attacks. Traditionally, we categorize her attacks into
three classes, listed from weakest to strongest: individual, collective, and coherent
attacks. To distinguish these attacks, it is useful to imagine Eve's attacks as her
preparing a set of ancillary quantum memories which interact with the transmissions
in the quantum channel before she measures them. In this model, the three categories
can be understood in the following manner:
" Individual attacks: Each of Eve's ancillas is being prepared independently, being interacted with each transmitted signal one-by-one, before being measured
separately and independently. To keep her honest, Eve must measure all her
ancillas before the classical postprocessing step begins. An important class of
individual attacks is the intercept-resend attack, where Eve intercepts the quantum transmission, performs a measurement on it, and conditioned on the result
she obtained, prepares another quantum signal that she sends to Bob.
" Collective attacks: Eve's ancillary quantum memories are still being prepared
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independently, and they still interact with each transmission independently.
However, she may delay her measurements until the classical postprocessing
step is complete, and she is allowed to perform the best collective measurements
she knows on multiple (if not all) memories simultaneously.
* Coherent (or general) attacks: Eve's ancillary quantum memories can be prepared in arbitrary entangled states that can interact with multiple transmissions
at a time before being measured jointly.
Although coherent attacks represent the most general strategy Eve can adopt, the
amount of information Eve obtains from coherent attacks have been found to be
equivalent to what she obtains from collective attacks for some commonly used QKD
protocols (Scarani et al., 2009).

Security of quantum key distribution

2.3

The goal of QKD is to extract a pair of secret keys (KA, KB) with the same length of
IKA I=

KB I =

task, e.g.

f bits. For these secret keys to be useful for some future cryptographic

sending secure messages, they must be both secret and correct.

The

deviation from a perfectly secret and perfectly correct secret key pair can be quantified
using two positive small parameters Ecor and Esec. We say that the QKD protocol is
Eqkd = Ecor + Esec

secure if it is 6 cor correct and Esec secret.

The correctness of the protocol is satisfied if the secret keys are identical except with a small probability Ecor, i.e. Pr[KA

#

KB]

<

Ecor. It is guaranteed in

the error-verification step in which Alice and Bob compare the hash results of their
error-corrected raw keys. Bob's corrected key is then identical to Alice's key with
a probability of 1

-

Ehash,

where Ehash is the probability that two non-identical bit

strings produce the same hash. Therefore, we conclude that

ecor = Ehash-

The secrecy of the protocol can be understood using the trace norm:

IPSAE

-

7TKA (

PE1

<_

Esec,

where

PKAE

is the classical-quantum state describing

the correlation between the (classical) secret key KA and Eve's (possibly quantum)
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information E. 7WK

is a uniform mixture of all possible values of KA and PE is any

state of Eve. With this, Esec can be understood as the maximum failure probability
that Eve has gained some information about the extracted secret key KA.
The definition of security above is composable which means that the secret key
generated by the QKD protocol can be safely used in applications, e.g. in a one-timepad message encryption system (Renner and K6nig, 2005; Ben-Or et al., 2005). In
fact, the failure probability of any cryptosystem that uses a perfect secret key only
increases by at most Eqkd if the perfect key is replaced by an Eqkd-secure key. For a
one-time-pad that has failure probability of 0 (as the message has no correlation to
the secret key), its encryption based on an Eqkd-secure key remains safe except with
a small probability of at most Eqkd.

2.4

Key reconciliation and privacy amplification

Alice and Bob take the first step in building a unique secret key during key reconciliation by:
1. encoding a randomly generated message using the sifted raw keys,
2. transmitting the encoded message over an authenticated classical channel,
3. and applying a classical error-correction decoding scheme such that both Alice
and Bob's sifted raw keys are identical.
In the direct reconciliation scheme, Alice generates and transmits the message (steps
1-2) while Bob applies the error-correction decoding scheme (step 3). On the other
hand, the direction of the communication is reversed in the reversed reconciliation
scheme. Reverse reconciliation typically achieves a higher secret key rate at longer
distances compared to direct reconciliation, but capacity-achieving error-correction
schemes are still needed to counteract the high channel noise or loss at these long
distances.
Typically, metro-scale (short distance) QKD demonstrations use two-way interactive reconciliation error-correction schemes such as Cascade (Brassard and Salvail,
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1994) or Winnow (Yan et al., 2009).

However, the two-way scheme suffers from

large latency and communication overhead as it requires many rounds of communication between Alice and Bob (Benletaief et aL, 2014). One-way reconciliation scheme,
where only a single message is transmitted, can be used reduce this latency. Capacityapproaching, long block-length codes are required for efficient error-correction scheme
with reduced latency, especially at the longer distances (Milicevic et al., 2017). When
using a linear error-correction code, the key reconciliation problem in QKD can be
solved by using the distributed source coding protocol.
One class of high-performance linear error-correcting code is the low-density paritycheck (LDPC) code-first discovered by Robert Gallager (Gallager, 1962), and rediscovered by Spielman (Spielman, 1996) and MacKay & Neal (MacKay and Neal, 1997).
LDPC codes can be decoded with low latency in time linear to their block length using
the iterative belief propagation techniques. Here, we show how one-way reconciliation
scheme-either direct or reversed-can be efficiently performed using LDPC codes.
The scheme is similar to the source compression with side information (Liveris et al.,
2002).
An (n, k) LDPC code, just like other linear codes, are functionally represented
by a (n - k) x n sparse parity-check matrix H, with n variable nodes and (n - k)
check nodes. Practically, the choice of parity-check matrix H should be informed by
the error rates measured in the parameter estimation. Alice and Bob can choose a
particular H from a family of LDPC codes based on the errors they have obtained.
In the direct scheme, the key reconciliation steps after Alice and Bob obtain sifted
raw key 7 and ', respectively, are:

1. Alice calculates the syndrome Sg= H1,
2. Alice sends S to Bob over an authenticated classical channel,
3. Bob performs the iterative belief propagation to obtain i the best estimate of
x from '.

(In reverse reconciliation, the roles of Alice and Bob are reversed and the syndrome
is computed with S= H#).
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Given a parity check matrix H, we can find an equivalent definition in terms of
a Tanner graph g (Tanner, 1981), which is a bipartite graph with two independent
vertex sets: the variables nodes vi with i e { 1, . . , n } and n - k check nodes c with
j e { 1,..., (n - k)}. An edge between the variable node vi and the check node c in
g if and only if Hj,i = 1. The belief propagation decoding algorithm involves message
passing between the n variables nodes and n - k check nodes that are connected with
edges. We denote M(t)
to be the message from variable node vi to check node cj
at iteration t and Mt)+Cj is the reverse message from check node c3 to variable node
vi. Furthermore, let N(i) be the set of indices labeling the (check node) neighbors
of variable node vi and N(j) be the indices labeling the (variable node) neighbors of
.

check node c3

With these definitions, we outline the belief propagation decoding in Algorithm
1,
based on an algorithm by Liveris et al. (2002). The algorithm described is different
than the standard sum-product algorithm. Particularly, in line 5, the received syndrome information is used to compute the output messages from the check nodes. It
manifests in an extra change of sign at the output of the check nodes if the received
syndrome bit sj = 1. The sum-product LDPC decoding algorithm is successful when
Bob's decoded block of raw key x is equal to Alice's block of sifted raw key Y. The
main advantage of this algorithm is it obviates the need to find a codeword with
all-zero syndrome for the LDPC code. The technique is therefore directly applicable
to the use of an irregular LDPC code that can be more powerful than regular LDPC
codes of the same values of n and k (Xiao-Yu Hu et al., 2005).
The non-linearity of the

# function

in the sum-product algorithm can be a bottle-

neck in special-purpose LDPC decoders. For that reason, low-latency LDPC decoders
implement another variant of belief propagation called min-sum algorithm which relies
on the approximation:

$

[

#(|xi|)

~

$1

[

minr)il

to avoid the need of complex lookup tables for 4.
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=

minixil

(2.2)

In both the sum-product or the min-sum algorithms, the channel information,
along with any information about the preparation and measurement processes, is encoded in line 1: initialization of the log-likelihood ratio (LLR). Let's take an example
in a qubit-based QKD protocol. If Alice can prepare all states with the same fidelity,
Eve interacts with each quantum state independently and identically (collective attack), and Bob can detect each state with the same efficiency, the QKD transmission
stage can be thought of as a binary symmetric channel with an error probability of
p. In this case, we initialize the LLR with:

i?= (-1)Yi In

p

p

(2.3)

Algorithm 1: Sum-product belief propagation
Input: S ', H
Output: X
1

Log-likelihood ratio (LLR) at each variable node fi = ln

2

Initialize all messages MVi)Cj and Mc)+V to 0.

3

for t = 1 to tmax do

4

Messages from the variables nodes to the check nodes:

4 Vi-+c= ei + Z-j'EN(i)\{j}
5

'CV1

Messages from the check nodes to the variables nodes:
(-1)sj fli'EN(j)\{i} sign (
where #= - ln(tanh(x/2))

6

[

g-i
EZ'N(j)\{} O(LA'1v+cj

)]

Decoding:
q

7r

cVi)

=

i + EjEN(i) M

,and

if q) > 0 then i = 0 (and i
Termination check:

=

1 otherwise)

if HX = S then return X
8

Discard the parity bit part of X of length n - k (from identity matrix within
H) and return X. (i7 is now of length k.)

Eve may have collected some information from her interactions with both the
quantum and classical channel, Alice and Bob must perform privacy amplification to
eliminate Eve's knowledge of the sifted and error-corrected keys F and X. To perform
35

privacy amplification in the direct reconciliation scheme, Bob informs Alice which
blocks of sifted raw key were erroneously decoded and both parties discard these
blocks. Next, Alice and Bob individually concatenate multiple blocks of correctly
decoded raw keys X to form a long decoded key block of length N = mk, where m is
some large positive integer and k is the length of the error-corrected sifted raw key
block. Alice and Bob, to ensure that their secret key blocks contain the same bit
string, independently apply a two-universal hash function to their keys to obtain a
shorter secret key which Eve has negligible information about. Alice and Bob can
then use their identical secret key for encoding and decoding messages using any
symmetric cryptographic protocol of their choice.

The role of Alice and Bob are

reversed in this privacy amplification step for the reverse reconciliation protocol.
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Chapter 3
Numerical security analysis of
quantum key distribution
3.1

Introduction

The security of any QKD protocol is guaranteed when a detailed security analysis
certifies that the protocol produces secret keys at a non-zero rate (in terms of either
bits per second or bits per transmission). So far, development in key rate calculations
have relied on analytical tools that can be limited in scope to specific protocols. In
particular, oftentimes to simplify the analysis, the calculations invoke a high degree
of symmetry. Indeed, for some protocols, such as the Bennett-Brassard 1984 (BB84)
protocol (Bennett and Brassard, 1984) or the six-state protocol (BruE, 1998), the analytical formulas for the key rates are known. However, in practical implementations
of QKD, the lack of symmetry is the norm rather than the exception as experimental
imperfections tend to break these symmetries (Gottesman et al., 2004). This motivates the need to develop a new method of analyzing the security of QKD protocols
that may lack structure.
Recently, Coles et al. (2016) and Winick et al. (2018) proposed two numerical
techniques to obtain reliable secret key rate bounds for an arbitrary unstructured
QKD protocol. The original technique, described in (Coles et al., 2016), formulates
the problem of calculating the secret key rate in terms of a mathematical optimization
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problem. The problem formulated is unfortunately non-convex due to the simplifications the authors had to make. The method was improved in (Winick et al., 2018)
which formulates the key rate problem in terms of convex optimization. Commercially available convex optimization tools, such as Mosek (ApS, 2017), SeDuMi (Sturm,
1999), or SDPT3 (Tiitiincii et al., 2003), can therefore be used to reliably solve the
problem. Nevertheless, the problems formulated so far assumed that Alice and Bob
have exchanged an infinite number of signals (and an infinite key length), which is
practically impossible. In order to quantify the security of realistic QKD protocols,
a new problem that includes the finite-key statistics of the QKD operations must be
formulated.
Here, we formulate the key rate problem in terms of a novel semidefinite program
(SDP) that considers the practical case of only a finite number of signals have been
transmitted. The program takes as inputs the measured statistics from the parameter
estimation step and outputs the key rate as a function of the security parameter of
the protocol: Eqkd (see Sec. 2.3).

The SDP computes a reliable, achievable lower

bound on the actual value of the secret key rate. As SDP is a convex optimization
problem, we can solve the problem using commercial solvers that often are able to
find the global optima. Our problem formulation is reliable because even if the solver
fails to find the global optimum, the SDP is guaranteed to output an achievable key
rate. Lastly, since the problem takes into consideration the finite number of signals
exchanged, the secret key guaranteed by the method is composable, i.e. can be used
as an input to another cryptosystem.
This chapter is organized as follows: Sec. 3.2 reviews the basic important concepts from convex optimization and formulates the general problem of semidefinite
programming. Sec. 3.3 introduces methods of evaluating the secret key rate of a QKD
protocol in both the nonasymptotic (finite number of transmissions) regime and the
asymptotic (infinite number of transmissions) regime. Sec. 3.4 formulates the key
rate problems in terms of semidefinite programs whose solutions are reliable lower
bounds on the secret key rates. Sec. 3.5 provides a general framework to include the
typically performed basis postselection in the semidefinite programs. In Sec. 3.6, we
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use the semidefinite programs to compute asymptotic and nonasymptotic secret key
rates of several popular protocols: the BB84 protocol (including those with important
non-idealities such as Bob's detector efficiency mismatch and Eve's Trojan-horse attack) (Bennett and Brassard, 1984); the Bennett 1982 (B92) protocol (Bennett et al.,
1992); the measurement-device-independent QKD protocol (Lo et al., 2012); and the
novel Twin-Field QKD protocol (Lucamarini et al., 2018). Finally, we discuss our
findings and propose future directions of research in Sec. 3.7. We refer the readers
to Appendix A which outlines some simplifications we use when considering basis
postelection.

3.2

Convex optimization

Problems in quantum information can often be formulated as an optimization problem. In particular, the secret key rate problem can be expressed as a convex optimization problem, specifically a semidefinite program. There is in general no analytical
formula for the solution of convex optimization problems, but there are efficient methods for solving them, such as the interior point methods (Boyd and Vandenberghe,
2004).
A convex optimization problem is an optimization problem of the form:

Primal problem.
minimize

fo(x)

subject to fi(x) < 0, i

=

1, . .

(3.1)

,m

, p,
iafTX=bi, i=1, . ...

pfi(X 1 )+(1 -p)f (X 2

)

where fo,... ,fin are convex functions, i.e. fi(pXI+(1--p)X 2 )

for any XI, x 2 and 0 < p < 1. Let us call the set of x values that satisfies the constraints
as the feasible set, denoted as P. We refer to this problem as the primal problem.
By rewriting the equality constraint as hi(x) = a x - bi and require hi(x)
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=

0, we

can define the Lagrangian associated with Prob. (3.1) as

L(x, A, v)

=

fo(x) +

m

Aifi(x) +

i=1

P

(3.2)

vihi(x),

i=1

where Ai and vi are Lagrange multipliers associated with the problem.
For each primal problem, there exists an associated dual problem:
Dual problem.
maximize

g(A, v)
(3.3)

subject to v > 0,

where g(A, v) = infxEp L(x, v, A). The significance of this dual problem is as follows.
The optimal value of the dual problem (Prob. 3.3) d* is, by definition, the best lower
bound on the optimal value of the primal problem (Prob. 3.1) p*. In particular, we
have an important relation d* < p* called weak duality, which always holds even when
the problem is not convex.
If the gap between d* and p* is 0, then we say that strong duality holds. For convex
optimization problems, the strong duality holds if Slater's condition is satisfied: if
there exists a point x C P such that all the inequality constraints

fi (x)

is strictly

less than zero and all the equality constraints are satisfied (Boyd and Vandenberghe,
2004).
An important class of convex optimization problems that are often encountered in
quantum information processing is the semidefinite program (SDP). Here we define a
semidefinite program in the standard form proposed by Watrous (2012) that is more
directly applicable to working with quantum density matrices.
Let us first define several mathematical terms to help our discussion.
complex vector space X

=

Given a

Cn, we call an n x n linear operator X Hermitian if

X = Xt; let us denote the set of such operators with Herm(X). An operator X is
called positive semidefinite if it is Hermitian and all of its eigenvalues are nonnegative.
We use the notation X
Y

>-

>-

0 to indicate that X is positive semidefinite. More generally,

X indicates that Y - X

notation X

>-

>-

0 for Hermitian operators X and Y. We also use the

0 to indicate that the operator X is positive definite: Hermitian and
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all its eigenvalues are strictly positive.
An SDP can defined using a few parameters:

* 1 which is a Hermiticity-preserving linear map, and
* A and B which are Hermitian operators.
We define the primal of an SDP problem to be:
Primal problem.

minimize

(A, X)

subject to

1(X)

>-

B,

(3.4)

X - 0,
where the inner product (A, B) = Tr(AtB). The Lagrange dual problem to the SDP
above is
Dual problem.
maximize

(B, Y)

subject to

Vt(Y) -< A,

(3.5)

Y >- 0.
The mapping V is a unique mapping that can be defined from the following equation:

(Y, (D(X)) = ((Dt (Y),I X) .(3.6)
An operator X >- 0 satisfying 1(X)

- B is called primal feasible, and an operator

Y >- 0 satisfying V (Y) -<A is called dual feasible. We denote the sets of primal and
dual feasible operators with P and D, respectively.
Weak duality holds for any SDP, that is the optimal value of the primal problem
p* and the optimal value of the dual problem d* are always related by p* > d*. Strong
duality holds if either of the following Slater's conditions are satisfied (Watrous, 2011):
1. If P is nonempty and there exists an operator Y >- 0 such that V (Y) -< A, then
there exists a primal feasible operator X for which (A, X) = p* and p*
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=

d*,

2. If D is nonempty and there exists an operator X >- 0 such that <D(X)
then there exists a dual feasible operator Y for which (B, Y)

3.3

=

>-

B,

d* and p* = d*.

The key rate problem

We give a brief description of a QKD protocol and pay particular attention to the
number of signals left at each step (for a more complete discussion, see Sec. 2.1).
A QKD protocol starts with the transmission of quantum signals. Let us assume
that N signals are successfully distributed from Alice to Bob. After this step, in the
entanglement picture, they will share N entangled quantum states, whose joint state
can be described as

PAB-

They will then apply measurements to their respective

quantum states to obtain classical data.
Next, Alice and Bob perform parameter estimation where they reveal a random
sample of m signals through the public classical communication channel to estimate
the statistics A(a,b) of their data. Sifting is often (but not always) also performed, in
which Alice and Bob discard those data where they have chosen a different basis. At
this step, they are left with n < N - m number of signals, called the raw keys, from
which they can eventually generate secret keys. Let us denote their raw keys by
and

ZB,

both of which have the length

ZAI = ZBI

ZA

n

Alice and Bob then perform key reconciliation, error verification, and privacy
amplification. The key reconciliation step, in which they correct for any possible
error between their raw keys, reveals leakEC number of bits. Next, to ensure they have
identical raw keys, they apply a two-universal hash function and publish [log 2 1/Ecorl
bits of information. Here,

Fcor = Ehash,

which is the probability two non-identical raw

secret keys generate the same hash value. They then apply another two-universal

secret key pair

(SA, SB)

of length ISA I =

SBI
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-

hash function (of different resulting hash length than the previous one) to obtain a

3.3.1

Asymptotic regime

In the asymptotic limit, where the size of the raw key tends to infinity, we have the
sifted key rate r'O

lim-_,= f{(n)/n, which is the ratio between the f(n) generated

key bits and the raw key length n. Under the assumption of collective attacks, the
rate is proven to be (Devetak and Winter, 2005):

r

where H(XIY)

=

H(ZA|E) - H(ZAIZB),

(3.7)

= H(pxy) - H(py) is the conditional von Neumann entropy, with

H(p) - - Tr(p log 2 p). The equation tells us the key rate is equal to the uncertainty
Eve has about Alice's raw key string subtracted by Bob's uncertainty.

Multiplying

this expression with the ratio of raw key bits per signal n/N, we can obtain the
key rate per transmitted signal r'.

The value n/N, which is typically called sifting

probability, can be chosen arbitrarily close to 1 for large N. ' This is because only
a small fraction m, < N of signals are needed for accurate parameter estimation
and only a small number of bits |log 2 l/6corl < N are needed for error-verification.
Therefore, roc and r' are asymptotically equal.

3.3.2

Nonasymptotic regime

In the nonasymptotic regime, we use a generalization of the von Neumann entropy

called smooth min-entropy which was developed by Renner (2008).

To start, we

define the quantity min-entropy of a bipartite density operator pxy in terms of an
optimization problem:

Hmin(XlY)p = maxmax

{ A E R : Pxy

_< 2-A x (D-y }.

(3.8)

'To give a clearer picture, consider the BB84 protocol where Alice and Bob choose to only
generate keys from their Z-basis measurements. Then, n/N :: pApB, where pA (pB) is Alice's
(Bob's) probability of choosing this Z-basis. The equality is an approximate one because some of
the signals in the Z-basis are used for parameter estimation.
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This optimization problem can be rewritten into an SDP for computing

2 -Hmin(XY)

by including the factor of 2 -A in uy:

minimize

Tr(uy)

subject to

Rx (uy

- pxy,

(3.9)

o-y > 0.

The significance of this new entropic quantity is that if the state pxy = K, Px1X) (KXIj
py is a classical-quantum state, then the min-entropy is related to the guessing
probability: the probability that an observer with access to the quantum state Y
guesses X correctly using his or her optimal strategy. In particular, in this case,
Hmin(XIY) =

-

log 2 Pguess, where Pguess is the guessing probability.

Now, for any bipartite density operator pxy and E > 0, the E-smooth min-entropy
is defined as the maximum, taken over all density operators p'Ay that are E-close to
pxy, of the min-entropy:

H min(X|Y)

=

max

Hmin(X|Y)p,

(3.10)

P'xy EL3(pxy)

where B'(pxy) is the E-ball which means that we are maximizing over a quantum
state p'y close to the original state pxy in terms of purified distance (or fidelity), i.e.

P(pxy, pxy) =

1 - F(p'y, pxy) < E.

(3.11)

Here, the fidelity between two quantum states is defined as:
F(p,-)=

Tr

o

.

(3.12)

The main significance of smooth min-entropy comes from the fact that it characterizes the number of uniform bits that can be extracted in the privacy amplification
step of a QKD protocol. Now, let us take E' to be the information that Eve gathered
about Alice's raw key ZA up to the error-correction step. When Alice and Bob apply
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a two-universal hash function in the privacy amplification step, they can then extract
a Esec-secret key of length:
f= Hfin(ZAIE') - 2 log 2
for

+

EPA

Esec

1

(3.13)

,

Hita(ZAIE') is the conditional smoothed min-entropy that quanti-

fies the average probability that Eve guesses ZA correctly using her optimal strategy
based on her knowledge of the information E'.
During the error correction step, a maximum of leakEC bits of information are
revealed about ZA.

Alice has to send a syndrome bit string of length leakEC to

Bob over the public channel, so that Bob can correct his raw key to match Alice's.
Furthermore, during the error verification step, [log 2 (1/Ecor)]

log 2 (2/Ecor) bits of

<

information are revealed. If we let E be the remaining quantum information Eve has
on

ZA,

then
H in(ZAIE') ' Hiin(ZAIE) - leakEC - log 2

2

(3.14)

.

ecor

The quantity H in(ZAjE) can be simplified in the case of collective attacks, in
which Alice and Bob initially share the state of the form PAB
case, we can also assume that

PZAE

= (pZAE)®O

= (PAB)ON.

since all purifications Of

In this
PAB

are

equivalent under a local unitary operation by Eve, and there exists a purification with
this property (Scarani and Renner, 2008). In other words, after being presented with
the tensor product states

(PAB)ON,

Eve is free to choose how to purify this state.

(She wants to purify this state because this gives her the most information.) One
obvious choice is to purify each transmission such that she has
...

1)NBNEN*

we obtain the tensor
such 2aBpurification,
It is fromV)A
2 E2
product structure of PZAE
frequencies (the quantity
the state
PZAE

PZAE-

1

' )ABE

IKAjB1E

1

0

E
= (PZAE)®.

A(a,b)

The observed statistics of relative detection

from 2.1), however, only gives some knowledge about

Given that the state PZAE is contained within a set that contains all

compatible with the observed statistics, except with probability EPE, we have:
Hmin,(ZAIE) '- Hmin0p
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E pA "),

(3.15)

where

E= E

+

EPE-

When the error correction step is performed with a failure probability of

EEC,

i.e.

the probability that Bob computes the wrong guess for Z"4, we can bound the quantity
leakEC with Corrollary 6.3.5 of (Renner, 2008):

+ 3)

3

where d is the number of possible symbols in ZA, and

fEC

-leakEC

n

<

fECH(ZAIZB) + 10

correction (in)efficiency. Commonly,

2 (d

l0g2( 2/EEC)

n

(3.16)

> 1 characterizes the error

is chosen to be ~ 1.2, which is based on the

fEC

performance of real codes (Scarani and Renner, 2008).
We now use two methods to evaluate a reliable numerical lower bound on the
quantity Hif(pO Etpg") that will allow us to eventually quantify the key length e.

Key rate via von Neumann entropy
The smooth min-entropy of an independent and identically distributed product state
PoE converges to the von Neumann entropy:

PZAE
lim

n-H+lin(p i jpsA

=H(PZAE PE) = H(ZA|E).

(3.17)

For the case of finite number of signals n, a correction factor has to be taken into
account as described in the following lemma proven in Renner (2008) (Corrollary
3.3.7):
Lemma 3.3.1. Let pxy be a classical-quantumstate, i.e. it can be written as Pxy =
Z Pxx)(x~x 9 px, then for any E > 0, we have
1
-Hin (p~ny

Pl")

where 6(n, 6) = (2d + 3)

H(pxy 1py) - 6(n, E) = H(XIY) - 6(n, E),

(3.18)

log2 (2/E)/n with d being the dimension of the quantum

system X.
It is, therefore, straightforward to apply this lemma and obtain an Eqkd-secure
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protocol that is Ecor-correct and Esec-secret at a secret key rate per transmission

QKD
of:

riN

]. (3.19)

n
N

NH(ZA IE)

1

) - -leakEC
I(n,

-

n

2
-

1

1

log2

n log 2

Ecor_

'

The protocol is secret up to a failure probability of
(3.20)

Esec > E + EPA + EPE + EEC-

Key rate via min-entropy
To compute the key rate via min-entropy, we use the additivity of min-entropy derived
in Lemma 3.1.6 of Renner (2008), which follows directly from the definition of minentropy:

Lemma 3.3.2. Let pxy, pxyt, ay, -y, be valid density operators, then

Hmin(pxy

0 PX'YjI O-Y 0 -y') = Hmin(pxy I-y ) + Hnin (pxiyy'l U-v).

Therefore, we have:

Hmin (pZEP E)

Hp

= nH in(PZAE

PE) = nHmin(ZA|E),

(3.21)

where the first inequality is due to the fact that smooth min-entropy is a maximization
of the min-entropy, and we use Lemma 3.3.2 to separate out the tensor product state
into its n components.
Combining it all together, this analysis guarantees an Eqkd-secure QKD protocol
that is Ecor-correct and Esec-secret (with Ecor + Esec < Eqkd) at a secret key rate per
transmission of:

r2

N

1
n
Hmriin(ZAIE) - -leakEC
NL
n
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1

2
-

-

n

log 2

2

EPA

1
Ti

2]

og 2 EcorJ_

(3.22)

The secrecy of the protocol if found by composing the error terms:

Esec

E

+ EPA + EPE +

EEC =

(3.23)

EPA + EPE + EEC,

where we have set E to 0.

3.4

Key rate problem as a convex optimization problem

We aim to cast the key rate problems into convex optimization problems so that we
can use a computer to calculate the key rate of any arbitrary QKD protocol. To
understand the key rate problem as an optimization problem, let us first consider the
shared density operator between Alice and Bob:

PAB.

The exact value of this density

operator is unknown to both parties. In the parameter estimation step, Alice and
Bob use a random sample of signals to estimate the statistics of

PAB.

is then used to constrain the possible values of the density operator

The statistics
PAB.

Given

the paranoia inherent in cryptography, it is imperative that Alice and Bob choose a
density operator

PAB

that not only is consistent with their measurements, but also

minimizes the key rate of the protocol.
In the primal formulation, where we try to find

PAB

that minimizes the key rate,

we must find the smallest possible key rate consistent with the measured data. If the
optimization method fails to do so, for instance due to numerical accuracy, then the
program would be falsely guaranteeing the generation of secret keys at a rate higher
than the actual rate.
The duality theory of convex optimization lends its hand here. Suppose we cast
the problem into the associated Lagrange dual problem. The problem becomes a
maximization of the QKD secret key rate over the Lagrange dual variables that are
consistent with the measured statistics. In this case, even if the optimization method
fails, we can still guarantee the secure generation of secret keys, albeit at a more
pessimistic rate than the actual rate.
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3.4.1

Asymptotic limit

We restate the key rate problem in terms of an optimization problem:
(3.24)

= min [H(ZA|E)] - H(ZAIZB),

r

PABEC

where C is the set of all density operators

PAB

that are consistent with the statistics

from parameter estimation.
The measurement operators related to these statistics can be described by Hermitian observables ri. From parameter estimation, Alice and Bob determine the average
value of these observables -yi = Tr(pABri) for i = 1,... , nPE.

(nPE

is the number of

observables in the parameter estimation.) When searching for the optimal
must also constrain
and Tr(pAB)

=

PAB

to be a valid normalized density operator, i.e.

PAB,
PAB >

we
0

1. If we include the normalization constraint by defining 1o = E[ and

yO = 1, then we can formally define the set:
C = {PAB : PAB > 0 and Tr(pABFi) = y, for i = 0,..., nPE}

(3.25)

As has been shown in (Coles et al., 2016), we can show that the objective function
H(ZAIE) is a convex function and can be expressed without knowing Eve's quantum
state. We follow the arguments originally made by Coles (2012).
ZA

and ZB are the measurements that Alice and Bob perform on their respective

quantum systems A and B to obtain raw keys. Mathematically, they are described
by two sets of orthogonal projectors: { ZI } and { ZB }. Each ZA4 and ZB hence must
be a positive operator that satisfies E, Zk = fx and ZkZx

= 6jkZ1

for X = A or

B. In particular, we have:

PZAZB =

Z Tr [(Z 9 ZB0)PAB] j)(A

0 k)(k

ZB'

(3.26)

j,k

and
PZAE

TrA [(Zi

0 I E)PAE]
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(

j)(jIZA-

(3.27)

We can define an isometry VzA = EZ

1J)zA ®ZI to model the measurement of the

quantum state A to the raw keys in ZA. (A similar isometry can also be defined for
the systems B and ZB.) Now, consider the pure state PABE

=

) (0ABE. We take

Eve's state E to be a purifying system of PAB because that leaks the most information
to her. Applying the isometry to this state, i.e.

IZAABE

=

VZAPABEVt,

does not

affect the purity of the state. We therefore have
H(ZA!E) = H(ZAE) - H(pE)
=

H(QAB) - H(PAB)

(3.28)
- Tr(PAB

log 2 PAB)

- H(PAB)

= D(PAB 1 PAB)-

The first line is true by definition and by the fact that PE

=

PE.

The second line

uses the fact that for a pure state pxy, we have H(px) = H(py). The third line follows
from the Tr( AB log 2 PiAB) = Tr(Zj Z7PABZ log PAB)
2
Tr(PAB

log 2 / 5 AB), since log 2

fiAB

=

Tr(Z 3 PABZj log 2 PABZj)

has no off-diagonal element in the { ZA. } basis. We

have used the standard definition of quantum relative entropy in the last line:
D(p

1| o-)

=

Tr(p log 2 p) - Tr(plog 2 a).

The quantum relative entropy is jointly convex, i.e.

D(Ei pip

(3.29)

|1 Ei pi-) <

Ei piD(pi 11a-) (Nielsen and Chuang, 2000), which means that we can write the key
rate optimization problem as a convex optimization problem:

minimize

D PAB

subject to

Tr(pABFi) =

ZZAPABZA)

7i,

i = 0, .. , rPE

(3.30)

PAB > 0-

The problem above cannot guarantee a reliable lower bound on the secret key
rate r'. Coles et al. (2016) converts the problem above to a dual problem that can
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guarantee a secure key generation even when the optimum is not achieved, but at the
expense of convexity. We state the dual optimization problem below without proof:

e

(3.31)

H(ZAJE) ;> In 2'
where

E

(3.32)

- . -i

ZiR(A)Zi

- max

and
R(A) = exp (-

-

f).

(3.33)

The symbol ||MIK, denotes the supremum norm of M, which is the maximum eigenvalue of M when M >- 0 as in the case of Eq. (3.32).
= {yI}

Ai E R. F = {}
way ofvariables
writing a vector
are a compactdual

A is

a vector of the Lagrange

i

and

of the measurement constraints.
While the problem above can give a reliable lower bound, the problem is nonconvex. The non-convexity arises because, in its formulation, the problem was simplified using the Golden-Thompson inequality. Solving the problem requires the use
of non-convex constrained optimization algorithms that can be sensitive to the choice
of initial guess.

Furthermore, the use of Golden-Thompson inequality introduces

looseness to the lower bound such that there are instances where the solution to the
problem promises a lower secret key rate than a possible analytic solution.
We present a new method of solving the optimization problem (3.30) by first
solving an approximate problem to (3.30) and then deriving a reliable lower bound.
The approximate problem is an SDP formulated based on the highly accurate rational (Pad6) approximation to the logarithm function. Solving this first approximate
problem provides no security guarantee as there is a possibility that the level of approximation is not sufficiently tight when compared to the actual problem. To obtain
a reliable lower bound from this approximate solution, we perform the first-order Taylor approximation of the objective function in (3.30) at that point. Such a method
was first introduced by Winick et al. (2018). The main idea is that, since the prob51

lem (3.30) is a convex optimization problem with a differentiable convex objective
function, then linearization always provides a reliable lower bound with guaranteed
security.

Solving the approximate problem
Fawzi et al. (2018) introduces the semidefinite approximation of a matrix logarithm
that is based on Pad6 approximants. The method allows one to express the quantum
relative entropy in terms of these approximations. We summarize the main result in
the lemma below. For proof, please refer to (Fawzi et al., 2018).
Lemma 3.4.1. The quantum relative entropy D(p || or) admits the following semidefinite approximation of order (m, k):

E0fori=0,...,k-1,

subject to

(

(MI+1

St,

Y

Mi+1
X)

Xle)

-

X + sj (Z - X)

0

for j

1,. .,

,

minimize r

(.4

= MO, Z = Mk,

X=p0IL,

Y=I[®o-

where wj and sj are the weights and nodes for the m-point Gauss-Legendre quadrature
on interval [0,1]. Here, le) is the vector obtained by vertically stacking the columns
of an identity matrix.
Solving the approximate version of the key rate optimization problem only requires us to add the constraints obtained from the parameter estimation step. Since
these constraints are convex and can readily be admitted into an SDP, we combine
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Lemma 3.4.1 and problem (3.30) to arrive at the following SDP for approximating
the key rate r':

subject to

T

(

M2 +1

Mi+1
X

>-0fori=0,...,k-1,

)

minimize

(e|Xle) - sjtjlwj

(e|X

X~e)

X + s (Z - X)
(3.35)

tj ;> 2 -k,

Y=

0 forj=1,...,

MO, Z = Mk,

X = PAB ® R, Y = E®Z

Tr(pABI'k)
PAB >

=

k for k =

Z7IPABZ,

0,..

,

nPE

0.

Key rate problems for some of the more well-known QKD protocols, e.g.

the

BB84 protocol, can be solved efficiently (within a second on a personal computer)
with (3-35) using a commercial or an open-source SDP solver, e.g. Mosek (ApS, 2017)
or SeDuMi (Sturm, 1999). Some larger problems, such as the prepare-and-measure
protocol or the measurement-device-independent QKD protocol, require simplification that makes use of the block diagonal structure of the density operator PAB to be
efficiently solved.
The main inefficiency in this formulation comes from the dilation in the size of
matrices that has to be solved. Suppose that PAB is an n x n matrix, then X, Y, Z,
and Mi matrices are of size n2 x n2 . Therefore, the problem needs to solve a total
of k blocks of 2n 2 x 2n 2 positive semidefinite matrices along with another m blocks
of (n 2 + 1) x (n2 + 1) positive semidefinite matrices.

It is therefore desirable to

find another approximation method that requires only solving a smaller number of

parameters.
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Finding the linearized dual solution
Solving the approximate problem (3.35) gives us a density matrix PAB that is close to
the optimal matrix P*AB, but it doesn't necessarily give us a reliable lower bound to
the actual key rate. To find this lower bound, we now use the fact that a differentiable
function

f

is convex if and only if (Boyd and Vandenberghe, 2004)
f (y) > f(x) + Vf(x) T (y - X).

(3.36)

In our case f(p) = D(p 1| Z pZ 4 ), we then have
f(PAB) > f (i3)

+ Tr (Vf(

AB) T (pAB

-

>

f(AB)

+ Min Tr (Vf(GAB ) T (0

=

f (AB)

-Tr

(Vf (,AB)TAB)

PAB))
-

(3.37)

I3AB))

+ min Tr (Vf (ABj ),

with
Vf(PAB )T = log 2 PAB - log 2

(

Z7PABZ

4

.

(3.38)

As pointed out by Winick et al. (2018), the last term in Eq. (3.37) is a linear SDP
and we can therefore use the Lagrange dual problem to find a reliable lower bound.
In this case, the primal-dual pair is:
Primal problem.
minimize

Tr(Vf (AB )T U)

subject to

Tr(aFi) = -y7for i = 0,

.. . ,

nPE,

(3.39)

a >- 0.
Dual problem.
nPE

maximize

YYy

subject to

yii __-Vf(AB)T, i = 0,..., nPE.

(3.40)
i=O
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The SDP above solves for a smaller number of parameters than the SDP in (3.35)
and therefore can be efficiently solved. By solving this SDP, we can therefore obtain
a reliable lower bound on the convex optimization problem (3.30) needed for lower
bounding the key rate r'.

3.4.2

Nonasymptotic regime

In the nonasymptotic regime, we aim to solve the key rate problem r = f(n)/N, with

f(n) ~

min

Hm(pifl n( p ) -leakEC,

PABECPE

ZAE

(3.41)

under the assumption of collective attacks. Here, the set

CePE

is the set of all density

operators PAB that are consistent with the statistics measured from the parameter
estimation step, except with a probability

EPE.

Let

ij be

the Hermitian observables

for these measurements, then the average values of these operators are within the
bounds: -yLB < Tr(pABFi)

<

IB

for i

=

1,...

, InPE,

except with probability EPE-

Along with the constraint that PAB is a valid normalized density operator, i.e. PAB e 0
and Tr(pAB)

=

1, then PAB is constrained to be in the set:

CePE

{PAB : PAB

>-

0, Tr(PAB)

=

1, and
(3.42)

72-

7iBfor i = 1,....

Tr(pABFi)

PE},

except with probability EPETo understand how one can obtain the bounds on the average values y

- Tr(pABri),

consider the parameter estimation step in a typical QKD protocol. Alice and Bob
perform the measurements using the POVMs

{ M4 }

and

{ Mb }

(in the entanglement-

based picture) and use a fraction of their measurements to obtain A(a,b)

MB). Then, we can make the identification

i

]F(a,b) =

= Tr(PABM4a0

MI4 0 MA with yj

Ata,b).

To find the relevant bounds, suppose that a total of m.i signals have been used to
estimate 7j, then its deviation of the estimate y7," from the ideal estimates y

can

be quantified using the law of large numbers (Scarani and Renner, 2008; Cai and
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Scarani, 2009):

S< A (mi, d)
I 2n(1/ePE) +dn(m2 +1)
"Yi2
7|<
~md
I
, (3.43)
2y"
mni

except with a failure probability of

Here, d is the number of outcomes of the

eIE.

POVM Fj needed to estimate it (for error rates, d = 2 since the outcomes are either
Alice = Bob or Alice # Bob). The overall parameter estimation step fails with a
probability of EPE

=

E E.

We can then obtain the upper and lower bounds:

i

(3.44)

70B = max(yi - A(Mi), 0),

as -yj is a probability and must have values between 0 and 1. We note that the inequality (3.43) is not the only law of large numbers that can be used to find these bounds.
Tighter (asymmetric) bounds can be achieved by applying both the Chernoff bound
and the Hoeffding's inequality (Curty et al., 2014; Lim et al., 2014b). Recently, even
tighter bounds were obtained with clever usage of the Chernoff bound alone (Zhang
et al., 2017).
The definition of Fj and 7i above may be too fine-grained for a QKD protocol
such that each individual EpE may be too small for a given value Of

EPE-

The security

of a QKD protocol typically can be defined with only a few parameters; for example,
the security of BB84 protocol relies on only the bit error rates when both parties
choose the Z-basis and the X-basis. Coarse-graining the constraints can be achieved
by merging the constraints Fi together, e.g. by summing a subset of or by taking an
average value of the constraints and the observed statistics. Coarse-graining, from
an optimization perspective, loosens a constraint such that the guaranteed key rate
can be lower than the optimal value of the calculations with fine-grained constraints.
However, coarse-graining can provide tighter bounds on -yi's for the same value of

ePE

that can result in a higher secret key rate.
As discussed in Sec. 3.3, we use two methods to obtain a reliable lower bound to
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the key rate. One method bounds the key rate using von Neumann entropy and the
other method bounds the key rate using min-entropy.

Key rate optimization via von Neumann entropy

The key rate per transmission is
r=

-

N

-

N

min

LPAECTPE

[H(ZAJE)]

-

(n,E)- leakEC

-

2 log 2 2 1-

EPA

log 2

Ecor

(3.45)
The optimization problem that we have to solve in this case is

minPABec PE

H(ZA E).

We can use the techniques we developed for solving the asymptotic key rate problem
(see Sec. 3.4.1) with only some minor changes. These changes are essential because of
the difference between the set CPE in this nonasymptotic regime and the set C used
in the asymptotic limit.
Let us express the problem in terms of a convex optimization problem with quantum relative entropy as the objective function:

minimize

D

subject to

Tr(pAB i) <
Tr(pAB)
PAB

ZLAABZ%)

PAB

>

=

JB and Tr(PABF

B

i

1,.--., nPE,

(3.46)

1,

0-

To obtain a reliable lower bound for this optimization problem, we first solve an SDP
for the approximate problem and then find the lower bound through linearization of
the convex objective function.
The SDP for the (m, k)-approximation of the quantum relative entropy in this
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case is:
minimize

T

Mi+I

i

subject to

(M
Mi+1

>0

fori=0,...,k-1,

X

(e|Xle) - sjt3 /wj
X~e)

(e|X
X +sj(Z

-

X))

>- 0 for j = 1,..., m,

tj >22-k,
(3.47)
Y = MO, Z
X = PAB

, Y =I&

Tr(pABrk) <
Tr(pAB)
PAB >

Mk,

=

=

jkB

ZABZ,

and Tr(pABFk) ! _kLB for k

=

1,... , nPE,

1,

0-

The resulting density matrix

PAB

can then be used to obtain a reliable lower bound

on f (p) = D(p || ZfipZ% ), i.e.

f pAB)

fG(3AB)

-

Tr (Vf(AB) T AB) +

min Tr (Vf(AB )Tc,

(3.48)

O' CEPE

where the primal and dual SDPs for the last term in Eq. (3.48) are:
Primal problem.
minimize

Tr(Vf(3AB) T U)

subject to

Tr(oTr) <<B and Tr(c) >

_L B

for i

1,---

, nPE,

(3.49)

Tr(0) = 1,

and
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Dual problem.
nPE

maximize

UB)

z

L

+
nPE

subject to

Z 1+

i=1

(3.50)

(Xi - yi) F'i __ Vf ( AB ),

xi > 0, yi > 0, i1,

nPE-

Key rate optimization via min-entropy

The achievable key rate per transmission quantified by the min-entropy is:

r2=

f
N

-

n
-

N

min

PABECPE

To solve the problem

[Hmin(ZAIE)] - leakEC -

minPAB eC

PE

1
2
210922 2
- 102
ePA
Ecor.

(3.51)
.

(2.0B

[Hmin (ZA E)], we must show that the objective

function Hmin(ZAIE) can be expressed in terms of an optimization problem without
the knowledge of Eve's state.

We follow a similar argument presented by Coles (2012). We again consider the
pure state shared between Alice, Bob, and Eve:

PABE.

To go further, we need to

define another quantity, the max-entropy:

Hmax(X|Y )-

max
log 2 F(pxy, Ix
O.y

o-y),

(3.52)

where F(., -) is the fidelity function defined in Eq. (3 [2) and o-y has to be a valid normalized density matrix. The max-entropy is dual to the min-entropy, i.e. Hmin(XIY)
-Hma.(XIZ)
VZAPABEVt

for any pure state Pxyz.
with the isometry VzA =

Now, consider the pure state
A the following equalii 2z 0 Zi, we have
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IZAABE

=
=

ties:
Hmin(ZA|E) = -Hmax(ZA|AB)

Hmin(ZA!E)p
=

-log

2

max F(ZAAB,

1

ZA

®UAB)

CAB

=

-log

=

-log 2 max F(pAB,

2 nAB

F(ZA AB, VZA VZA (RZA 0AB)ZAV)
(

(3.53)

AB)VZA)

CAB

= -

log 2 max F(PAB,

ZicTABZ').

CAB

The third line is true because an isometry must satisfy

VZAV

=

II, and the fourth

line uses the fact that fidelity is invariant under isometries.
Watrous (2012) shows how the fidelity can be expressed in terms of a simple linear
SDP, which we state in the lemma below
Lemma 3.4.2. The primal and dual SDP problems for computing the

/F(PQ)

between two operators P >- 0 and Q >- 0 are as follows:

Primal problem.
minimize

)

Tr(PY11 ) + Tr(QY22
Y

subject to

0)

y

0

1

0 I

oJ

Y2 2

(3.54)

Y1 1 - 0,1 Y2 2 >- 0.and

Dual problem.
1(Tr X1 2 + TrXl 2

)

maximize
subject to

1 1

(3.55)
X22

)

( X12
x

Xi -<P, X 22 -< Q.
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We can therefore formulate the following optimization problem:
g(CE) =

min

PABECPE

Hmin(ZA|E)

min

=

-log

=

2

ABZj)

-log 2 max F(PAB,
UAB

PABECEPE

i

max

max F(PAB,S

PABECePE

ZAB~A)

O'AB

= -2 log 2 max max
PABECPE JAB

(3.56)

F(pAB,

SZ>gABZ),

in terms of an SDP with the help of Lemma 3.4.2. In particular, we compute the
following quantity:

2~g(C

max

PE )/

PABECEPE

max/

F(PAB,

OAB

The primal SDP problem for the quantity

2

S

-g(CPE )/2

Z>dABZ ).

(3.57)

is

Primal problem.
I(Tr X1 2 +TrX'

subject to X 11 I
,

1

PAB,

X

2

)

maximize

Z
Z>ABZ,

22

Tr(pABLi) < _RUB and Tr(PABFi) > j

LB

for i

-

(3.58)
Tr(pAB) = 1, Tr(CAB) = 1,
X 12

(

xiX12

PAB >

X

0,

9AB

E 0,

X2 2

0,

that can be transformed into the following dual problem:
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Dual problem.
nPE

z+

minimize

-

+

Z (yi

UB _

LB)

i:=1
nPE

subject to

(yi- Xi)Fi + 9iE > Y,
i=1

zI

ZjY2 2 Zj,

Y

0

0

Y2

Y1

0, Y 22

1

(3.59)
0 E

2 (

0

& 0, yi > 0, Xi > 0.

Note that we have switched the labeling between primal and dual problems in Eqs. (3.59)
and (3.58) (the reverse of that in Lemma 3.4.2) to remain consistent in that the dual
problem provides a reliable lower bound in the secret key rate calculation.

3.4.3

Assumptions

In calculating the key rates using convex optimization, we make the following assumptions:
1. No other side-channel: We assume Eve is unable to access Alice and Bob's
experimental setups. Essentially, Eve is only allowed to use those side channels
that are explicitly allowed in the protocol under consideration.
2. Well-characterized devices: We assume that Alice and Bob have calibrated
their transmitter and receiver devices well such that their devices are free of
instrumental systematic errors.
3. The unknown density matrix to be estimated is positive semidefinite:
We assume that the density matrix computed from the data
to the observables

{ 17 }

{ yi }

corresponding

is a valid quantum state, i.e. positive semidefinite. Our

SDP will return "infeasible" with a key rate of 0 if no valid quantum state that
matches the data can be found. We elaborate on this assumption below.
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Generally, starting from the set of observables
orthogonalization to obtain another set

{ Fj }, we

can use Gram-Schmidt

{ Fj } of Hermitian operators

that are orthog-

onal under the Hilbert-Schmidt norm. The expectation value of these operators are
zj = (1i). We can extend this orthogonal set

{ 1i } with

suitable operators

{ Qj } for

a complete set of operators { 1i } U { Qj } that describes the Hilbert space between
Alice and Bob (Coles et al., 2016; Winick et al., 2018). In this picture, the quantum
state to be estimated is:
AB

i + ZW

j,

(3.60)

where w. E R are parameters that are unmeasured in during the QKD session and
therefore can be freely chosen by Eve.
The description above is illuminating because, in this sense, the parameter estimation step of QKD is analogous to performing quantum state tomography (but with
an incomplete set of observables) on the density matrix shared between Alice and
Bob. Due to the unavoidable statistical fluctuations, there is no guarantee that the
estimated density matrix in Eq. 3.60 is always positive semidefinite. In other words,
the state

IAB

generally can contain negative eigenvalues.

The convex optimization program essentially casts the problem of minimizing the

QKD

secret key rate as a minimization over all valid density matrices, i.e. positive

semidefinite quantum states, that match the measured data. Schwemmer et al. (2015)
shows that any density matrix reconstruction scheme that always yields valid density
operators, as is our convex optimization approach here, has systematic bias. In all of
our calculations, we assume that the estimated data/density matrix pAB has no negative eigenvalues. However, a more thorough investigation is necessary to understand
the possible systematic bias in our convex optimization program.

3.5

General framework for postselection

Typically in a QKD protocol, Alice and Bob make public announcements during sifting in which they postselect for certain basis choices. During the quantum transmis63

sion stage, Alice and Bob measure their respective POVMs
respectively

2.

{M

}I"'and

{ Mbb'") }

Let us introduce extra classical registers Ab and A, for Alice and Bb

and B, for Bob to store the basis and value information respectively. The idea is that
Alice and Bob will keep the registers A, and B, to themselves, while they will eventually make public the registers Ab and Bb. Alice's announcements can be described
by a quantum channel with Kraus operators

Kazb =

/Mab,av)

3

ab)

(3.61)

av)A,,

and, similarly, Bob's can be described by another set of Kraus operators

=

bb)Bb

Mibob)

(3.62)

Iv) B.'

b,

The quantum state after the announcement can be obtained through a completely
positive trace-preserving (CPTP) map A involving the Kraus operators above, i.e.

pAgvAbBBBb =

A(PAB) = 5(K

AjbKy)pAB(Kb

9

K

.

(3.63)

ab,bb

Next, Alice and Bob will postselect/sift to decide which parts of the data they
will keep. Let

Bkeep

be the set of basis measurements they will keep. For example,

they may choose to keep only measurements in the same basis. Then, we can define
a projector:

i=

|ab)(abAb

& bb)(bblBb.

(3.64)

(abbb)C-Skeep

The postselected state can then be modeled by using this projector:
sift

vAbBBBb

_P

Ppass

PAAvAbBBvBb

2

'(6

(3.65)

We have changed the labels a and b from the definition in Sec. 2.1 into tuples (ab, av) and (bb, b,),
where the subscript b denotes the basis (or any other possible announcement) of the measurement
and the subscript v denotes the classical outcome of the measurement.
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with Ppass =

Tr(paATVAbBBBb)

is the probability of passing the postselection filter 3

We therefore can define a completely positive map S for sifting, such that:

S(,PAB)

=

I7L(,PAB)H

=

3.66)

Ppass PsAAbBBBb.

Following the derivation in Sec. 3.4.1, we define another isometry

VZA =

ZJ

IzA

ZA, to store the raw key information in the register ZA. Applying this isometry to
psift gives us:
-sift

PZAAAAbBBBb

=

(.7

Vt
sift
V
VZAPIAAVAbBBBb ZA(

We then take Eve's system to purify the state psift (and

sift) such that she's able

3

to obtain the maximum amount of information from not only A and B, but also
A 1 , Ab, Be, and Bb. The key-rate problems that are solved by using von Neumann
entropy (in both the asymptotic and non-asymptotic regimes) are therefore modified
from minPAB H(ZA E)p to minPAB [ppassH(ZA|E)i.sift]. Using similar arguments to the

derivation in Sec. 3.4.1, we obtain:
~p~

H(ZAIE),psift = H(~iftE)

H ZA|),m= H ( -s$f

-- H p

= H (5PAbBBBb)

sift

= D(pAAAbBBBb

(p
-H(pjAbBBBb)

(3.68)

I ft

AAvAbBBBb)

ZjvS(AB)Zv

,

1 D S(pAB)

E

where the last line has been derived using the property that D(cp

co-) = cD(p 11 -)

for any constant c > 0. Furthermore, when linearizing this key rate problem to obtain
T
a dual solution, we must update the gradient Vf (p) defined in Eq. (3.38) to:

Vf(,pAB)T = St (log2 S(PAB))

3

-

St (og2EZ

5S(PAB)ZI

,

(3.69)

Ppass is not included in the optimization as it can be immediately measured from the experiment.
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where St is the adjoint map of S that can be found from the fact that:
Tr[S(p)o-] = Tr[pSt(-)].

(3.70)

Explicitly, since
S(p) =

(Kab 9 K)p(K"4j 0 KBH)trI,

(3.71)

ab,bb

then the adjoint map is
0(Ka
9 Kb)ftpsiftrJ(Kb 0 Ko).

St(psift) =

(3.72)

ab,bb

Similarly, we modify the key-rate problems that are solved using min-entropy from
minPAB Hmin(ZA!E), to minPAB [PpassHmin(ZA|E)fsift]. Using similar arguments to the

ones in Sec. 3.4.2, we obtain:
Hmin(ZA|E)sift = -Hmax(ZA|AAvAbBBvBb)
=

-

=

-

og 12 max FF (-sift
(PZAAAVAbBBvBb' IZA
log, max F

(S(PAB)/PPass,

O'AB

=

-

log 2 max F S(pAB),
O'AB/

S Zp

'-'AAvAbBBBb)

Z AAAVAbBBBbZAv

'AAv

AbBBvBb

ZA

+ log 2 Ppass,
(3.73)

where the last line is found by noticing that F(c-, p) = F(-, cp)

=

cF(-, p) for any

constant c > 0.

When solving the numerical key rate problems, one can use the fine-grained
constraints Ij = M(abav) 0 Mib'b"v) for all values of {(ab, av), (bb, bv)}.

However,

with measurement bases being well-defined in this framework, we can find general
coarse-grained constraints where Alice and Bob obtain the same or different classical measurement values within each basis they postselect for. In other words, for
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(ab, bb) E Bkeep, we can find such constraints:

(abjbb)

EZAbv

B

(3-74)

av=b,

and
M~abav) ®~b~,

r

(3.75)

av #b,

Although generally using coarse-grained constraints leads to lower key rates, the key
rates obtained in the more symmetric protocols we consider later in Sec. 3.6 show
no noticeable difference when compared to the key rates obtained using fine-grained
constraints. In fact, when using only the coarse-grained constraints, the amount of
information that must be communicated classically between Alice and Bob is reduced.
Notice that this framework for postselection generally increases the size of the
computation as it dilates the Hilbert space needed from just AB to include extra
registers AAbB,Bb. In particular, the SDP for solving the approximate problem
involving the quantum relative entropy can become too large for a typical personal
computer to handle. We are, however, able to simplify the postselection procedure for
some protocols without needing to introduce many extra registers (see Appendix A).

3.6

Examples

We now illustrate our numerical approach for obtaining reliable lower bounds on the
QKD secret key rate, in both the asymptotic and nonasymptotic regimes, by applying
it to some well-known protocols. We consider the BB84 protocol, the B92 protocol,
and the measurement-device-independent QKD protocol using BB84 states. We show
that our numerics exactly reproduce the theoretical curves based on analytical solutions to the key rate problem. Our numerical approach also us to study protocols that
lack symmetry, we look at variations of BB84: one with detector-efficiency mismatch
and one with Trojan-horse attacks. Lastly, we use our numerics to investigate the
novel Twin-Field QKD protocol that is able to beat the fundamental rate bound for
repeaterless quantum communication.
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All the SDPs in the examples are solved using the Mosek (ApS, 2017) solver and are
programmed within a disciplined convex programming framework: cvxpy (Diamond
and Boyd, 2016; Akshay Agrawal and Boyd, 2018) in Python and CVX (CVX Research,
2012; Grant and Boyd, 2008) in MATLAB.

3.6.1

BB84

Let us start by considering the idealized entanglement-based version of the BB84
protocol (Bennett and Brassard, 1984). Alice and Bob each receive a qubit from a
maximally entangled state 1<b+) = (|00) + 111))/v'2 and measure their qubit either in
the Z = {0), 11)} with probability Pz or in the X =

{|+),

px = 1 - Pz. The X-basis states are defined as | ) = (0)

-)} basis with probability
11))/ V2.

We can model the problem with the following POVMs for Alice:
MlA''")

ab

av

Pz10)(0|

0

0

Pz11)(1|

0

1

PxI+)(+

1

0

px1-)(-1

1

1

Similarly, Bob will have the same set of POVMs:
Mbb',

bb

bv

Pz10) (0

0

0

Pz1l)(1

0

1

Px|+)(+|

1

0

Px|-)(--

1

1

In both cases, we have used the basis value 0 to denote the Z-basis and the basis
value 1 to denote the X-basis. Alice and Bob postselect for the cases when they both
detect their qubits in the same bases, described by the operator
II =

10)()K1B
0)(06b +M1Ab
9 11(sB. (3.76)
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We generate keys from both Z and X-bases using the key map POVM:

ZA,

=

(3.77)

{0)(0IA, 11XA}.

I<b+) is generated in Alice's laboratory so that

The maximally entangled state

only one part of the state is transmitted through the channel to Bob. To model this
transmission through the quantum channel, we consider the depolarizing channel with
a depolarizing probability p on Bob's qubit (Nielsen and Chuang, 2000):

gdeP(p)

(1 - p)p+p.

(3.78)

2

Therefore, in this problem, we consider the statistics given by the state:

p'I = (

(3.79)

ESde)
O (f)QJ+|B)*

Typically in QKD experiments the key rates are determined by the quantum bit
error rates (QBERs). We therefore opt to use the error operators as the coarse-grained
constraints of our SDPs. The error operators in the Z and X bases are:

Ez =10)(01A (9 1)(11B + 11)(11A (g 0)(01,(80
~
EX =+)(+|A

|9-H

B

+

)(

A

0

(3.80)

H-)Q+jB,

whose average values are Qz = (Ez) = Tr(pABEz) and Qx = (EX) = Tr(pABEx).

For the state defined in (3.79), we have Qz = Qx =

Q

= 2p.

In the asymptotic limit, the key rate is given by

=

where h 2 (x)

-xlog 2 (x)

-

(1

-

(p2 + p2 ) [1 - 2h 2 (Q)1,
X) log 2 (1

-

(3.81)

x) is the binary entropy function. The

factor (p2 +p2 ) is the probability Alice and Bob postselect for the same basis that is
usually not included if we choose an asymmetric basis choice of pz ~ 1. Fig. 3-1 plots
the key rate as a function of the error rate

Q, and it shows
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that the numerically solved

key rate agrees well with the analytic formula. Here, we choose pz = px = 1/2.
0.5--

Analy tic

*

Nume rical

0.4-

0.3-

W 0.2-

0.1-

0.0
0. 30

0.02

0
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Quantum bit error rate

0.04

0.12

0.10

Figure 3-1: Asymptotic secret key rate per pulse for the BB84 protocol with pz =
Px = 1/2. The line is a known theoretical curve, and the dots are reliable lower
bounds on the key rate.
Now, let us consider the key rate in the non-asymptotic regime. In this case, the
analytical solution for the von Neumann entropy optimization is
min
PABECCPE

ppassH(ZAIE) =

(p2 +p2) [1 - h2 (QUB)]

(3.82)

and the solution for the min-entropy optimization is

min PpassHmin(ZA|E) = -(P 2+p2) x
PABEC--PE

[i

-

log 2 (1 + 2

QUB(i

-

QUB))]

,

(3.83)

where QUB = Q + A (PE/2, mi) with A > 0 is the deviation that can be found using
the law of large numbers Eq. (3.43).
We assume that Alice and Bob uses aPE = 10% of all their detected signals for
parameter estimation all postselected bases. We take the protocol to be correct up
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to Ecor = 10-15 and to be secret up to 6 sec = 1010. For simplicity, we assume equal
failure probabilities of E' for EPA, EEC, and E. For parameter estimation, we assume

each constraint is estimated with a failure probability up to E = 2E'. The values of
the security parameters are tabulated in Tab. 3.1. Therefore, we have Esec = 6E' for
the calculation with von Neumann entropy (Eq. 3.45 with SDPs 3.47 and 3.48) and
Esec = 5E' for the calculation with min-entropy (Eq. 3.51 with SDP 3.58).
Fig. 3-2 show the secret key rate per transmission pulse as a function of number of
transmissions obtained by the two numerical methods. We observe that for QBER of
0%, the bound from solving the min-entropy SDP is tighter and rises to a significant
value at lower number of transmitted signals N. At higher error rates, solving the
von Neumann entropy SDP provides a better bound. In fact, for a QBER > 7.58%,
the bound from min-entropy predicts a zero key rate at any number of transmission.
Parameter

von Neumann entropy

min-entropy

EEC
EPA

E

6
6

0

66

10%

E

10%
26'

EPE

2nPEeI

2rPEE'

Esec

1010

1--10

Ecor

15

1015

aPE
6

2E'

Table 3.1: Values of security parameters and other relevant quantities for parameter
estimation, assuming equal failure probability of E' for the two numerical bounds:
one bound is calculated using von Neumann entropy and another bound using minentropy. The parameters listed here are: EEC: error-correction failure probability;
EPA: privacy-amplification failure probability; E: smoothing parameter for smooth
min-entropy; aPE: fraction of signals used for parameter estimation; E E: failure probability of estimating parameter described by constraint F; FPE: parameter-estimation
total failure probability; nPE: number of constraints to be quantified from the parameter estimation step; Esec: secrecy failure probability; Ecor: probability that Alice and
Bob's secret keys are not identical.
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Figure 3-2: Nonasymptotic secret key rate per pulse for the BB84 protocol calculated using the von Neumann
entropy (left)
and the min-entropy (right) for different values of QBER. The line is a known theoretical curve calculated from
Eq. (3.82), and
the dots are reliable lower bounds on the key rate.

0

3.6.2

BB84 with efficiency mismatch

We again consider the entanglement-based BB84 protocol as in the previous example.
However, we now quantify the efficiency of each of Bob's detectors. In the Z-basis,
his detector efficiencies are r/z0 and

and in the X-basis, his detector efficiencies

'1zI,

are ijx0 and 71x1 . This is an asymmetric scenario that one often encounters with
practical QKD systems: no two detectors have the same exact detection efficiency.
Bob's measurement operators are the same as in the entanglement-based picture,
except we now model his system as a qutrit, where the single photon exists in a single
qubit subspace, and the third dimension describes the vacuum which will contribute
to the no-click event. Bob's Z-basis states are {0), 1), 0)} and his X-basis states
are {|+), -), 0)}, with (0 0) = (011) = 0. Bob's POVMs are
M(bb,b)
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PzzjO 0)(0

0

0
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Px xJl-)(--

1

1
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Here,
-A1=

I-

(3.84)

i,j~O

We generate keys from both the Z and X-bases using the key-map POVM:

ZA, =

{ 0 )(0|A, 1)KI!A}.

(3.85)

Similar to the previous example, we model the statistics with a depolarizing channel:
P~=

(,,®

ee(p))(4)()

(3.86)

Due to the asymmetry in Bob's measurements, in addition to the error constraints,
we must also include the constraints in which both parties measure the same values
73

in the same basis. Thus, we have a total of four coarse-grained constraints:

z7

Pz (77zo 0)(OIA (9 10)(01B

x7

Px (9xo l2)(21A (9 1+)(+

+TIz1|11('

(9 11)11 B

+?7x,13)(3|A

-(-HH )

(387

,

EZ = Pz(nz1|0)(O1A 9 |11(1 +nZ IzM
l1A| 0 10)(0|B)

Ex = px (7x,|+)(+|A

(9 |-)-|

+ qXo

-|-A

(3 1+ M B

The key rate in the asymptotic limit is simple if we assume all detectors have the
same efficiency. The situation is more interesting if we consider 7jzo = qx, = mo and
7zi = nx1 = n1, in which there is detector efficiency mismatch within a single basis.
This QKD configuration has been treated analytically by Fung et al. (2009) in the
asymptotic regime, and the key rate analytical formula derived is
r

= min(,qo, r1) [1 - h 2 (Q)I - h2 (Q).

(3.88)

In Figure 3-3, we show that the secret key rate guaranteed by our numerical method
outperforms the analytical method from (Fung et al., 2009) at most points. For
this numerical simulation, we consider the highly asymmetric protocol by choosing
rz = 99%. For all the cases we considered, we see that our method provides an
equivalent or better key rates at all points.
We further consider this problem in the nonasymptotic regime-taking into account the effects of statistical fluctuations during the QKD operations. Similar to
the case of entanglement-based BB84, we assume take the assumption of equal security parameter E', and the value of each relevant parameter is tabulated in Tab. 3.1.
Combining all the failure probabilities, we have Esec = 1HE' for calculation with von
Neumann entropy (Eq. 3.45 with SDPs 3.47 and 3.48) and sec = 10E' for calculation
with min-entropy (Eq. 3.51 with SDP 3.58). Fig. 3-4 plots the secret key rate per
pulse in terms of the number of pulses are generated by Alice, assuming Esec = 1010
and Ecor = 10-5. We consider the case where qo = 1 and ql = 25% or 75%. We see

that, in this case, the bound from von Neumann entropy consistently outperforms
the bound from min-entropy.
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Figure 3-3: Asymptotic secret key rate per pulse for the BB84 protocol with detector
efficiency mismatch. We fix detector "0" to have an efficiency io of either 50% or
100%, and we sweep over the efficiency of the other detector qj. The key rates are
evaluated for two QBER values Q = 0% and 1%. The secret key rates calculated using
our numerical method are shown in connected dots. The dashed and dotted lines
with the same color show the corresponding key rates calculated using the analytical
formula Eq. (3.88).
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Figure 3-4: Secret key rate per pulse for the BB84 protocol calculated using the von Neumann entropy (left) and the min-entropy
(right). We consider different values of error rate Q and efficiency of the "1" detector T11. We assume that the "0" detector has
unity efficiency, i.e. qO = 1. For all plots, the lines are the results of our numerical method.

3.6.3

Trojan-horse attack

A common assumption for QKD analyses is that Eve cannot access Alice's laboratory.
As its name suggests, the Trojan-horse attack is a side-channel attack where Eve tries
to infiltrate Alice's laboratory to obtain information about the state Alice has sent
towards Bob.

In particular, Eve uses the optical link between Alice and Bob to

launch a bright light pulse into Alice's supposedly secure module. The light pulse
will reach Alice's encoding device and is encoded with the same information, e.g.
the phase value o, as the signal prepared by Alice. Some of these Trojan photons
are reflected back to Eve. Although the information

(o

is meant to be kept private

by Alice, Eve can perform measurements on these back-reflected photons that may
allow her to unambiguously learn about the value of y'. At the end of the QKD
session, Eve can in principle obtain the same key as Alice and Bob-without her
presence being detected by either Alice or Bob. The security of a QKD protocol can
be seriously compromised if components are not installed to prevent these possible
back-reflected lights.

It has in fact been shown that the phase values O from an

encoding device can be discriminated with higher than 90% success probability using
only three photons (Jain et al., 2014).
Different solutions have been proposed to counteract the Trojan-horse attack. Alice could install an active phase randomizer (Gisin et al., 2006; Zhao et al., 2007) to
remove the phase reference from Eve's hands or she could install a watchdog detector (Muller et al., 1997; Stucki et al., 2002) that alerts her when a bright pulse is
injected into her setup. Countermeasures can also be realized with only passive components, e.g. optical fiber loops, filters, and isolators, which are simple to implement
and to characterize experimentally (Lucamarini et al., 2015).
The security against the Trojan-horse attack using these passive countermeasures
is based on the laser induced damage threshold (LIDT) of the optical components.
Let us assume that Eve injects a coherent state Ij i ) with an average photon number
Min into Alice's system. The Trojan photons will then acquire a phase modulation
information p that will return to Eve as |ei'
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Qo~t), where pout

=

}tin,

with y < 1

describing the isolation factor of Alice's devices. If the value of Iin is unbounded, the

QKD

protocol is insecure against a Trojan-horse attack. Fortunately, the value of

pin

is bounded by the LIDT of Alice's components.
Let us call N the maximum number of photons per second Eve is allowed to inject
into Alice's lab without burning any of Alice's components. We assume that Alice

N

has characterized this value of

f,

very well. For a QKD system with a clock rate of

Alice can assume the worst case scenario in which Trojan photons with a mean

photon number pout =

Ny/f

are emitted back to Eve at each transmission. Here,

Alice has assumed that Eve distributes all her Trojan photons evenly in each round
of transmission. The validity of this assumption relies on the convexity of the key
rate as a function of pout, which will be shown later.
Let us assume that Alice prepares the states she sends to Bob using a singlephoton source in the prepare-and-measure scheme. She encodes her information in
the phase difference p between the leading and the trailing single-photon pulse as
shown in Fig. 3-5. In the BB84 protocol, under the Trojan-horse attack, the state
she prepares can be modeled by (Winick et al., 2018)

|P) ABE

=

7

|O)A|z+)BE

+ 1)AK2BE]

2 [

+

2)AIX+)BE +

3)A

X-)BE1

(3.89)
where
k/ 4 )BE

= IZ )BI

kOx )BE =

Here, the states Iz ) and

ix )

IX )BI

VPout)E
i

(3.90)

Pout)E.

are defined as

Iz )
Ix )

- [11),10)

V2

0), 1)M
(3.91)

V2- [1)110)+ i0)1) ],

where In), and In)t denote an n-photon state in the leading and trailing pulse, respectively. Here, pz denotes the probability she prepares a state in the Z-basis and
px = 1 - pz denotes the probability she prepares a state in the X-basis. She sends
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the B system to Bob, and Bob measures his state either in the Z = {0), 1)} with
probability Pz or in the X = {I+), -)} basis with probability px. For simplicity, we
again assume Alice and Bob make the their basis choices with the same probabilities
pz and px.

Bright
Trojan-horse
pulse

Single
orce

To Bob

photo

Reflected photons
Alice

I

iout)

Figure 3-5: Schematic diagram of a QKD transmitter under Trojan-horse attack.
Eve injects a bright coherent pulse with mean photon number pi, and obtains a
backreflected light of mean photon number pout along with information about Alice's
encoded information p.

The protocol under consideration here is the prepare-and-measure BB84, thus the
measurement POVMs for Alice are the standard basis:
MlA''")

ab

av

|0)(01

0

0

11)(11

0

1

12)(21

1

0

|3)(31

1

1

and Bob's POVMs are
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We again consider the depolarizing channel to simulate the statistics in our calculations:
PAB

(3.92)

-deP(P)) TrE(IV) (ABE)

A

and we postselect for those cases where Alice and Bob choose the same basis:

I1 = 10)(01

0

0)(01B + 11(1

(3.93)

0 11) ( 1 B.

Due to the asymmetry of this problem, we must include four constraints: two for
the case when Alice and Bob obtain the same values and two for the case when they
do not. They are

,

O-B)

S

=Pz

S

=PX (12)(21A 0 1)(2B + 13)(31A

Z

(|0)(0|A

=PZ(|0)

00)(01B + 11)(11A

F((3.94)
(0|A (911 (B

i(54 = Px (|2)(21A

+%11

11

11)K1IB)
0)(01B),

0 H-|-iB + 1)(31A 0 1+)K+B)

In addition to these constraints, we assume that Alice has characterized her source
well. In other words, the state PA = TrBE(PABE)

= TrB(pAB)

is known exactly to her,

such that we can add a set of tomographically complete observables

{

}

on system

A, and also add the calculated corresponding expectation values {wj} into the set of
constraints. We add the constraints:
Tr p'AB (QA9B)1 =j,

(3-95)

which is known exactly with a failure probability of zero even in the nonasymptotic regime. Since PA is a valid normalized density operator, we find the values
of {Q} and {w3 } in our simulations by computing the spectral decomposition of
PA = EZPilf)(jlA,

i) (0 such that Qi = |@i)(f' l and wj = pj. Under the Trojan-horse
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attack, Alice's state PA is constrained to be the following:
Pz/ 2

where V =(1

-

0
2

V

Vt

Vt

V

0
Vt

pz/
V

px/

V

Vt

0

2

(3.96)

0
px/

2

i)/Pzpx exp(-p..t[1 + i]) and Vt is the complex conjugate of V.

We compare the key rates generated by our numerical methods in the asymptotic
limit compared to the key rate derived by Lucamarini et al. (2015). The derived
analytic key rate bound is given by a refinement of the Gottesman-Lo-LiitkenhausPreskill (GLLP) approach (Gottesman et al., 2004; Koashi, 2009), where we only
generate raw keys from the Z-basis (and choose Z-basis with probability ~ 1):
r

=

- h2(Q'x- h2(Q z),

(3.97)

where
'=
A =

Qx + 4A(1 - A)(1 - 2Qx) + 4(1 - 2A) VA/(1 - A)Qx(1 - Qx),

[1

(3.98)

- cos(PIout)eOUt]

Here, Qx an Qz is the observed error rate in the X and Z-bases. Fig. 3-6 shows
the comparison between the key rates computed with our numerics and the key rates
computed with the analytic bound. In our numerics, we take the asymmetric basis
choice of pz = 99% to push it close to 1. It is clear that the key rates derived from
the numerical approach are consistently higher than that of the analytical bound.
Another important observation from Fig. 3-6 is that the key rate is a convex
function of [Lout. Therefore, the best eavesdropping strategy for Eve is to send the
same intensity of light for each Trojan pulse at slightly below N/f, such that Pout =
< Nay/f. This justifies our original assumption that Eve distributes all her
'Vin

Trojan photons evenly in each round.
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Figure 3-6: Asymptotic secret key rate per pulse for the BB84 protocol under a
Trojan-horse attack. Solid lines show the rate computed with our numerical method
which improves on previous analytical results by Lucamarini et al. (2015) plotted
in dashed lines. The rate is plotted for different quantum bit error rates (QBERs)
against different values of pout.

We now consider the nonasymptotic regime, where we evaluate the security of an
&sec-secret and Ecor-correct QKD protocol with Esec = 10-10 and Ecor = 10-15. The
breakdown of the security parameters are tabulated in Tab. 3.1. Combining all the
parameters, we have Esec = 11E' for calculation with von Neumann entropy (Eq. 3.45
with SDPs 3.47 and 3.48) and esec = 10' for calculation with min-entropy (Eq. 3.51
with SDP 3.58). Fig. 3-7 shows the secret key rate as a function of the number
of pulses sent by Alice. The bounds from the von Neumann entropy calculations
outperform the bounds from the min-entropy except for the case of zero QBER. We
note this is the first time nonasymptotic security of a QKD protocol under Trojanhorse attack has ever been analyzed.
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Figure 3-7: Nonasymptotic secret key rate per pulse for the BB84 protocol under a Trojan-horse attack for different values of
error rate Q and mean number of reflected Trojan photons /yout. The key rates are calculated using the von Neumann entropy
(left) and the min-entropy (right). All lines are calculated using our numerical methods.
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3.6.4

B92 protocol

The B92 protocol is a simple, practical protocol that is highly asymmetric (Bennett et al., 1992). In this protocol, Alice prepares one of two non-orthogonal states
11#o), 1)}, where (#o11) = cos(6/2)-each with a probability 1/2. Alice therefore
prepares the state:

1j0)A1q0)B +B I)A 101)B'

(3.99)

A

[VP)AB

Upon receiving the signals from Alice, Bob randomly measures either in the B 0
{jo), I o)} or in the B1

=

{# 1), 15 1 )} basis, where (Oo4100) = (0 1 |151 ) = 0.

=

Bob

postselects for those instances where he measures |0o) or 101), and he will publicly
announce 'success' then assign a bit value 1 or 0, respectively. If he measures |0o) or
|# 1 ), he will announce 'fail', and both parties discard those signals.
In analyzing the B92 protocol, we forego the postselection framework we described
in Sec. 3.5. We consider a simplified postselection framework introduced in (Coles
et al., 2016). Let S be the completely positive linear map corresponding to postselection that is only given by a single Kraus operator S, i.e. S(p) = SpSt such that
StS = fI. In this case, similar to what we have derived in Sec. 3.5, we can consider a
new key rate problem:
1

H(ZAjE)

D S(PAB) =ZjS(PAB)Zi

(3.100)

Ppass

In this case, let us define

/ 3 AB

problem to one that involves

S(PAB)
IAB

min H(ZAIE) =min
PAB

such that we can translate the optimization

instead

1

PAB PpaSS

Of PAB,

D S(AB)

i.e.

ZjS(PAB)Z

/

(3.101)

1

Smin

-D

AB Ppass ft.

AB

(

ZifABZgA

which can be solved using the SDP formulation without postselection. Similarly, in
84

-

I

-

the min-entropy formulation, we have

min Hmin(ZA|E) = - log max max F
PAB

S(PAB),

CAB

S Z>

-

log2 max max F
PAB

ABZi4 ) +

log 2 Ppass

j

(

PAB

SAB,

UAB

(3.102)

ZA
ABZi
4

+ log 2 Ppass-

The constraints for PAB can be computed from:
Tr(pABFi)

=

Tr(StSPABSSi)

(3.103)

= Tr(pABSFiSt)
-

Tr(pABi ),

where fi = SF St.

We use both the error and success operators as constraints for the problem:

p

=

0)(01A 9 10o)(0oB + 11)(11A 911)(01B
0)(01A (

11)(0511B

+ 11)(1A 9 100)00

(J. 1U4)

.

=

In addition, since this is a prepare-and-measure protocol, we must add the constraints
related to Alice's knowledge of PA, i.e. we add the constraints Qf0IfB
obtained from the spectral decomposition of PA = E PjI0j)

= 1V))

(4jKAOEB

IA.

The Kraus operator for the postselection procedure is:

S

=

RA

V

) (o) 1oB +I5)1(q51IB),

(3.105)

and the key maps are:
ZA = {0)(01A, 11)(1A}.

(3.106)

We again consider that the signal undergoes a depolarizing channel with probability
p as it travels from Alice to Bob:

P'B = (liA

B*0(p)(K
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1AB).

(3.107)

Figure 3-8 shows the results of our numerical method in the asymptotic limit. We
plot the secret key rate per pulse against the angle 9 and against the depolarizing

probability p after optimizing for the parameter 0. Our numerics guarantee a nonzero key rate even up to p = 0.15 (with r'

= 0.00574 at 0 = 64.80), while previous

analytical results predict a non-zero key rate for p < 0.034 (Tamaki and Litkenhaus,
2004), p 5 0.048 (Renner, 2008), and p < 0.065 (Sasaki et al., 2015). Furthermore, our
numerical approach guarantees a higher-secret key rate when compared to a previous
numerical QKD approach, described in Eq. (3.31) and Ref. (Coles et al., 2016), which
predicts a non-zero key rate for p < 0.053.
of p = 0.01, our method predicts r'
et al., 2016) only obtains r'

Furthermore, for a depolarizing noise

= 0.248, while the previous method in (Coles

~ 0.21 per pulse. This shows that our new numerical

approach is tighter than that of (Coles et al., 2016), which was loosened due to the
use of Golden-Thompson inequality to obtain an approachable dual problem.
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Figure 3-8: Secret key rate per pulse for the B92 protocol for different depolarizing
probability p. The rate is plotted against the Bloch-sphere angle between the two
signal states 1#o) and 1#1).
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We consider the security of the B92 protocol in the nonasymptotic regime. Fig. 39 shows the secret key generation rate per pulse in terms of the number of signals
that Alice has sent, for different values of p. For each curve, we choose the value of 6
that maximizes the secret key rate. We consider the security parameters tabulated in
Tab. 3.1 and assume that the protocol is sec = 10-'O-secret and

cor =

10- 1 5 -correct.

Our analysis shows that the B92 protocol is a simple way of exchanging random secret
keys with composable security.
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Figure 3-9: Secret key rate per pulse for the B92 protocol calculated using the von Neumann entropy (left) and the
min-entropy
(right) for different values of depolarizing probability p.

3.6.5

Measurement-Device-Independent QKD

Measurement-Device-Independent (MDI) QKD promises to remove any side channel
vulnerabilities related to the detectors (Lo et al., 2012). In MDI-QKD, both Alice
and Bob send their randomly chosen signals (in a random basis) to an untrusted third
party, Charlie, who then performs a joint measurement on these signals. Charlie publicly announces the results of his measurement. The protocol is secure even without
trusting Charlie-we can treat him as an adversary helping Eve, the eavesdropper.
We consider the entanglement-based protocol where Alice and Bob each generates a maximally entangled state 11b+) = (100) + 11))/v'2 and measures their qubit
either in the Z
probability px

=
=

{0), 1)} with probability Pz or in the X

=

{+), I-)}

basis with

1 - Pz. We can describe the POVMs for Alice and Bob, which are

the same to those for the entanglement-based BB84 protocol, i.e.
MAb~,

ab

av

Pz10)(0

0

0

Pz1l)(l1

0

1

PxI+)(+

1

0

PXI-)(-|

1

1

M(bblb')

bb

bv

Pz|O)(0I

0

0

Pz1)(1l

0

1

Pxl+)(+

1

0

pxI--)(-

1

1

for Alice, and,

for Bob. We have assumed that the basis choice probability is the same for both Alice
and Bob.
To simulate Eve's actions on the transmissions, we choose a depolarizing channel
that acts on each of the two quantum channels: Alice-to-Charlie and Bob-to-Charlie.
If Alice prepares the state

Ib)AA,

and Bob prepares the state <+)BB,, then the
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simulated state after the transmission is
P~L1ABB,,d(eA
P'AA'BB'
-(AB

®

A

(dPp)0, _CPep
B

()n(ID)4'IA )~~A'
0
3% 1P)4 BB')-

(3.108)

O10

Charlie then measures the signals he receives from Alice and Bob in the Bell basis.
Alice and Bob listen to Charlie's announcement, in which Charlie will have declare
that he has detected the signals in one of the four Bell states

|V)

(100)

11))/v'2

T

()(101)

10))/V2.

4:

(3.109)

Alice and Bob treat events that correspond to different Bell-state announcement
independently. They create four independent records-one for each Bell state-and
will derive secret keys from each record independently.

In other words, for every

detection in which Charlie announces the Bell-state 4<Dk), they store that event inside
the record corresponding to that Bell state. Alice and Bob also postselect to only use
those events in which they both have used the same Z or X-basis. Therefore, we can
describe the postselection procedure with the following operator:

rlD

where

=

E {I,

(10)(OIAb 0 0)(0lBb + I1)(1Ab 9 11)(lBb) 0 bk)QI (4k IAB,, (3.110)
4Dk

+,Iv+, -}

For each of the Bell-state, Alice and Bob's classical outcomes will either be correlated or anti-correlated. In practice, when certain Bell states are detected, their
bit values will be anti-correlated so one party will flip their classical bit according to
Tab. 3.2. We derive raw keys from both the Z and the X bases for all cases, such
that the key map is:
ZAV =

{0)(01A

, 1MMI}.

(3.111)

4 Only two out of
the four Bell states can be distinguished reliably using linear optics. Unless

Charlie is able to distinguish all four Bell states e.g. using non-linear optics, Charlie will declare a
failed detection when he fails to distinguish the measured Bell state. It has been proven recently that
single photon sources and linear optics are sufficient to distinguish all 4 Bell states with arbitrarily
close to unity probability (Ewert and van Loock, 2014).
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Table 3.2: Post-processing of data during Bell-state sifting.
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Ta ble 3.3: Coarse-grained constraints for the different Bell stal tes.

We use the coarse-grained constraints in which Alice and Bob eventually end up
with the same bit value (after the possible bit flip). We therefore have to pay attention
to whether Alice and Bob's bits are correlated or anti-correlated when a certain Bell
state is detected. Let us define the following operators:
0(0)(OIAOIO)(0IB +1)(1|A

ZF k
p,-tZ(k

(

1)(1 B)

k k)A'B'I

X(H-)(-K (&
1+)(-I- + -)(-IA (g -)(-B) ®9 1)k) A'B" (3.112)

Pz (10) (OIA (9 11) (B

+ 11) 0 A (9 0) (0|B)9 J(kA'B'

p'x ( )(+ A ® -)(-|B +

-)(-|A

0 1+)(+

B)

kk) A'B'

Then the coarse-grained constraints we use for the different Bell states are tabulated
in Tab. 3,3.
Similarly, we define operators for measuring the error rates, and they are also dependent on which Bell-state was detected. Let us define the following error operators:

EZ,(Dk

(10)(01A 9 1)(11B + 11)( 1 1A 9 10)(01B) 9 1k4)A'B',

EX,k

(I+)(

RZ,o,k

(10)(0|A (9 |0)(0B + 11)(11A (g 11(1) (g J(k )A'B'l

EX,(Dk

9 +)(+ B +|(
(-+)(-IA

IA 0

H

-B +

-A 9 1+)(

A 0 -)(9 -B)

B)

9 k(k) A'B',

(3.113)

( Jk1) A'B'.

Then the operators to measure the error rates for the different Bell states are tabulated
in Tab. 3.4.
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Basis
Z-basis
X-basis

T--)
Ez,,p-

Ex,T-

I|WP+)
Ez,,p+
Ex,p+

|D-)
Ez,-

Ex,D-

I<b+)
Ez,,D+
Ex,.+

Table 3.4: Error operators for the different Bell states.
The key rate in the asymptotic limit is

=(p2
+
p2
)[1
-2h
2(Q)],
0

(3.114)

-

r=

similar to the original BB84 protocol as we consider generating secret keys from both
the Z and X bases. Fig. 3-10 plots the key rate as a function of the error rate Q, and
it shows that the numerically solved key rate agrees well with the analytic formula.
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Figure 3-10: Asymptotic secret key rate per pulse for the MDI-QKD protocol with
Pz = Px = 1/2. The line is a known theoretical curve, and the dots are reliable lower
bounds on the key rate. The plot sums up the rate from successful projections to all
four Bell states, assuming Charlie can distinguish all four Bell states.
In the nonasymptotic regime, we analyze the security of an MDI-QKD protocol
that is esec-secret and Ecor-correct with Esec
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=

10-10 and Ecor

=

1015.

We use the

values of security parameters shown in Tab. 3.1. Overall, the calculation with von
Neumann entropy (Eq. 3.45 with SDPs 3.47 and 3.48) gives us
Esec = 28F'

Fsec =

(3.115)

and the calculation with min-entropy (Eq. 3.51 with SDP 3.58) gives us

Esec

=

-sc

I

24E'

(3.116)

Fig. 3-11 illustrates how the secret key rate changes as the number of transmission
increases, and they behave similar to what we observe in the two-party entanglementbased BB84 protocol (Sec. 3.6.1).
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Figure 3-11: Secret key rate per pulse for the MDI-QKD protocol for different values of QBER. Left: the lines are known
theoretical curves calculated using Eq. (3.114) and the dots are reliable lower bounds calculated using the von Neumann
entropy method. Right: the lines are reliable lower bounds on the key rate computed using the min-entropy method.

3.6.6

Twin-Field QKD

The Twin-Field QKD is a novel variation of the MDI-QKD protocol that uses singlephoton interference (instead of two-photon interference), and its key rate is expected
to be able to beat the fundamental bound for repeaterless quantum communication
rate (Lucamarini et al., 2018). In the entanglement-based description of the TwinField QKD (Curty et al., 2018), Alice and Bob each prepares the entangled state
|<bq) = Vf00) + V1 - qI11) for 0 < q < 1, where 10) is the vacuum state (as opposed

to the logical state 0) and 1) is the single photon state 5. They then randomly
choose to measure their qubits in the standard Z = {0), 1)} basis with probability
pz or in the X = {I+),

I-)}

basis with probability px = 1 - pz. Alice and Bob

send one part of their quantum signals (A' for Alice and B' for Bob) through optical
channels with transmittance Vy- to Charlie. The total optical transmittance from
Alice to Bob is r7. Charlie then uses a 50:50 beamsplitter to mix the Alice and Bob's
signals that are then routed to two single-photon detectors. Charlie announces which
of his two detectors fires. Alice and Bob postselects for those events where one and
only one detector clicks. This is equivalent to postselecting for the Bell states f'p'*).
For simplicity, we assume that Charlie only postselects to the singlet state IT-) and
ignores detection that postselects to state |W+).
The same measurement POVMs described in the MDI-QKD analysis can be used
for analyzing Twin-Field QKD. In the simulation, however, the channel that the
transmitted signal goes through is no longer a depolarizing channel but is a pure-loss
channel (or an amplitude damping channel for the single photon case (Nielsen and
Chuang, 2000)). We can describe the pure-loss channel S1os(q/) using a Bogolioubov

transformation, i.e. with a unitary transformation on the creation operator of the
single photon with the help of an additional Hilbert space AO starting in the vacuum
state. For example, the photon creation operator for Alice's transmitted signal tt,

5

In Twin-Field QKD, the logical basis and the photon-number or Fock basis coincide.
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--- ---------

- -----

undergoes the following transformation for a channel with transmittance V/lI:
5at,

et

/

A -+

/3
-- -

1i

1

(3.117)

.t

71/2

1

Iat~
A/

1/2)

AO

g/i-

Here, at is the creation operator for the additional Hilbert space. In summary, to
describe the transmitted state, Alice generates the entangled state:

I))AA'Ao

-

0

K'q)AA

(3.118)

0)Ao,

which then undergo a pure loss channel before being measured by Charlie. The state
after the transmission is

PAA'

=

0

TrAo [(IA®

(/)(

AA'AO)

(3.119)

BB'B

(3.120)

We can also define a similar state for Bob:

PBBI

TrBo [(fB OSIB

and the overall state after both Alice and Bob's transmissions is: p'BB, - pI
B''

AA'BB

Charlie, equipped with only threshold detectors, cannot distinguish between the
click due to a only single photon arriving at his first detector and the click due to two
photons arriving. Therefore, he is projecting the signals he receives to

T)(O=

k )("~1

(3.121)

+ 111)(111.

We further assume that Charlie's detectors have small, but non-negligible dark counts.
Let

Pd

be the dark count probability for each clock cycle. We can modify Charlie's

projection operator above into the following POVM:

Odark) Odark Id

- 2(
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-

-+ Pd(I -

Pd) f

(3-122)

The postselection operator now becomes:
LI

=

(|0)(0|A 0 0)(0|Bb+ 1)(lAb 9 l)IBb)

d ark)(ark

(3.123)

The performance of the protocol in the asymptotic limit as a function of the overall loss between Alice and Bob is plotted in Fig. 3-12. At each loss value, we optimize
for the value of q that gives the best key rate using the Brent's method (Press et al.,
1993; Brent, 2013). As shown in Fig. 3-13, the value of q increases monotonically to
about ~ 0.93 at 40 dB loss, and saturates at this value for higher losses. The high
value of q suggests that a weakly pumped photon pair source, which uses spontaneous parametric down conversion or spontaneous four-wave mixing, would be ideal
to generate the initial entangled states.
From Fig. 3-12, it is clear that the Twin-Field QKD protocol-at sufficiently high
losses (above ~ 40 dB)-can perform better than the bound for fundamental repeaterless communications, which we dub as the PLOB bound after the authors (Pirandola
et al., 2017). For a channel with a transmittance r, the bound which is an achievable
rate is

-log

2 (1

- ij). As the dark count rate increases, the region of losses at which

the Twin-Field QKD protocol can beat the PLOB bound is reduced.
For the nonasymptotic regime, we evaluate the security of a protocol that is
secret and Ecor-correct with

6

sec = 10-10 and Ecor = 10-15.

Esec-

We consider the equal

values for the security parameters as in Tab. 3.1. These values give us Esec = 7E'
for the solution of the key rate problem via von Neumann entropy (Eq. 3.45 with
SDPs 3.47 and 3.48), and Esec = 66' for the solution via min-entropy (Eq. 3.51 with
SDP 3.58).
Fig. 3-14 shows that the nonasymptotic bounds from von Neumann entropy can
obtain better secret key rates than the PLOB bounds-even with the presence of
dark counts. The plots also show that to faithfully demonstrate a better rate than
the PLOB bound in a Twin-Field QKD experiment, both Alice and Bob must send
a large number of transmissions to Charlie. For example, at 60 dB overall channel
loss, they must send N ~ 1010 transmissions which are ~ 105 higher than the number
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Figure 3-12: Secret key rate per pulse for the Twin-Field QKD protocol as a function
of the overall loss between Alice and Bob. The different lines are for QKD operations
with different dark count probability Pd. The black dashed line corresponds to PLOB
bound: the fundamental bound for direct repeaterless communications, calculated
with

r1 =

10

-(Loss in dB)/10

of transmissions needed to obtain a substantial secret key in a BB84 QKD protocol
(see Fig. 3-2). Interestingly, the bounds from min-entropy are unable to beat the
PLOB bound, but they do guarantee a substantial secret key rate even at orders of
magnitude fewer transmissions.
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Figure 3-13: Optimized value of q that gives the highest secret key rate at each loss
value.
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Figure 3-14: Secret key rate per pulse for the Twin-Field QKD protocol calculated at different values of dark count Pd and
overall channel loss. The key rates are obtained from von Neumann entropy on the left and from min-entropy on the right. The
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3.7

Discussion and future work

We have developed semidefinite programs for finding reliable lower bounds on the
secret key rate of an arbitrary QKD protocol-in both the asymptotic and nonasymptotic regimes. In the asymptotic regime, we found that our method can guarantee
higher secret key rates than a few known analytical formulas. In the nonasymptotic
regime, we presented two methods of calculating such bounds, one via the SDP for
von Neumann entropy and one via SDP for min-entropy. For some of the protocols
we have considered, the bound from min-entropy provides a better key rate than the
bound for von Neumann entropy at lower error rates and at lower numbers of transmissions. The computational advantage for solving the SDP for min-entropy is also
clear since the problem is more tractable than that for von Neumann entropy. For a
problem involving a density matrix between Alice and Bob of size n x n, the SDP (3.58)
2
for min-entropy only requires us to solve for 0(n ) parameters while the SDP (3.47)
4
for von Neumann entropy requires us to solve for O(n ) parameters. Nevertheless,
the nonasymptotic bound from von Neumann entropy guarantees a better secret key

rate at higher numbers of transmission and, unlike the bound from min-entropy, can
approach the asymptotic key rate. The supremum between these two methods should
be considered as the tightest lower bound that our numerical approach offers.
So far, we have only considered security against collective attacks. Some protocols with high-symmetry have been found to have the same secret key rates under
collective attacks and under the more general coherent attacks. Examples of these
protocols include the protocols we have previously considered such as the BB84 protocols (Sec. 3.6.t, 3.6.2, and 3.6.3) and the MDI-QKD protocol (Sec. 3.6.5). Therefore,
for these examples, the secret key rates we calculated are secure against the general
coherent attacks. This is however not the case for a generic QKD protocol, e.g. for
the B92 protocol (Sec. 3.6.4) and the Twin-Field QKD protocol (Sec. 3.6.6).
Fortunately, general methods for bounding the possible information advantage of
coherent attacks over collective attacks exists. The first such approach uses the exponential de Finetti theorem (Renner, 2007), but the overhead obtained by this theorem
101

turns out to be heavy making the finite-key bounds unrealistically pessimistic. The de
Finetti theorem is tight if one compares the attacks signal-by-signal. Christandl et al.
(2009) found that it suffices to only consider entire collection of states. This method,
known as the postselection technique, compares the distance between two maps: the
map between the ideal protocol and an actual protocol under collective attacks and
the map between the ideal protocol and an actual protocol under coherent attacks.
Using the postselection technique, we can define a new secrecy parameter under
a coherent attack ec, which quantifies the probability the QKD protocol passes but
is not secret to an eavesdropper with coherent-attack capabilities. e&

is related to

the secrecy parameter under collective attack Esec in the following manner:
Esec = Eec (N + 1)-

-1)

(3.124)

For the above value of secrecy, the key rate under coherent attack rcoh is related to
the key rate under collective attack r by the following relation:
r coh

2 (4

_

1

)o2(N

N

+ 1)

(3.125)

Here, d is the dimensionality of the transmitted signal, e.g. for qubit-based protocols
d = 2, and N is the number of transmitted signals.
Our numerical method is reliable and robust for calculating key rates involving
single photon transmissions. Most practical implementations of QKD however have
relied on the use of weak coherent states made by highly attenuated laser pulses. We
hope to eventually evaluate such protocols numerically in the future. However, two
main issues must be addressed when doing so. First, the probability of multiphoton
emissions from a highly attenuated coherent light source, although small, is not negligible. Multiphoton signals are inherently insecure due to a class of attacks called the
photon number splitting attack. One solution to combat the photon number splitting
attack is to implement the decoy state protocol. In the decoy state protocol, Alice
prepares an additional set of states-the decoy states-that are used to detect the
presence of eavesdropping (Wang, 2005; Lo et al., 2005). It is therefore imperative
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for the numerical method to be able to incorporate decoy state analysis.
Second, Alice's coherent state transmission uses an infinite-dimensional Hilbert
space. The calculation on this infinite-dimensional space is extremely challenging.
For simple QKD protocols, there exist squashing maps that provide direct correlations between measurements in the infinite-dimensional optical implementation and
measurements in the abstract low-dimensional protocol (Beaudry et al., 2008; Tsurunaru and Tamaki, 2008; Gittsovich et al., 2014). Therefore, the numerical method
(or the user) must also be able to determine the appropriate squashing map to reduce
the size of the problem.
To conclude, our results extend the earlier numerical QKD approaches by presenting a general robust framework for calculating QKD key rates in both the asymptotic
and nonasymptotic regimes. We hope to publicly release our source code so that
our framework will be useful for estimating the amount of secret key generated in
metro-scale QKD operations.
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Chapter 4
Decoy-state high-dimensional
quantum key distribution
4.1

Introduction

High-dimensional quantum key distribution (HD-QKD), using qudits of dimensions
d > 2, enables its participants to optimize the secret-key capacity of a bosonic channel
under technical constraints (Zhang et al., 2008). When the secret-key generation rate
is limited by the rate at which Alice generates photons or by the rate at which Bob
can detect photons due to the detector dead time, the secret-key generation rate can
be improved by high-dimensional photon encoding where each photon can encode as
much as log 2 d > 1 bits of information. Moreover, HD-QKD protocols may tolerate
more noise than two-level, or qubit (Bennett and Brassard, 1984; Ekert, 1991; Bennett
et al., 2014), QKD protocols (Cerf et al., 2002).
Discrete HD-QKD protocols have been proven to be secure against coherent attacks, in which Eve is allowed to interact with all signals simultaneously (Sheridan
et al., 2010). Various photonic degrees of freedom have been investigated for HDQKD, including position-momentum (Zhang et al., 2008), time-energy (Tittel et al.,
2000; Thew et al., 2004; Qi, 2006; Ali-Khan et al., 2007; Nunn et al., 2013), transverse momentum (Etcheverry et al., 2013), and orbital angular momentum (Mair
et al., 2001; Vaziri et al., 2002; Molina-Terriza et al., 2004; Mafu et al., 2013). Among
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these, the time-energy basis is particularly attractive because time-energy correlations are compatible with wavelength-division multiplexing (WDM) systems and are
robust in both free-space and fiber-based transmissions.
Recently, HD-QKD protocols employing time-energy entanglement have been proven
to be secure against collective attacks, in which Eve's apparatus, which can include
quantum memory, is restricted to interact with each signal separately (Mower et al.,
2013; Zhang et al., 2014). (The bounds for unconditional security for both coherent and collective attacks turn out to be identical for most protocols (Scarani
et al., 2009).) The proofs in Mower et al. (2013); Zhang et al. (2014) use the timefrequency covariance matrix (similar to the one used in continuous-variable QKD
protocols (Grosshans and Cerf, 2003; Navascues et al., 2006; Garcia-Patr6n and Cerf,
2006)) to derive a lower bound on the secure-key rate under collective attacks. The
time-frequency covariance matrix can be measured using dispersive optics (Franson,
1992; Mower et al., 2013) or Franson interferometers (Franson, 1989; Zhang et al.,
2014). The time-energy entanglement of photon pairs produced by spontaneous parametric down conversion (SPDC) has also been harnessed in several HD-QKD experiments (Tittel et al., 2000; Ali-Khan et al., 2007; Ali Khan and Howell, 2006).
All these experiments assume single-pair emissions from the SPDC source, whereas
multi-pair emissions do occur. For a continuous-wave source, the signal and idler
from each signal-idler mode pair are individually in identical thermal states with
average photon numbers that are much smaller than 1. Therefore, when the HDQKD frame time does not greatly exceed the source's correlation time, multi-pair
emissions occurring during a particular frame will tend to be correlated in time, an
effect known as photon bunching (Brown and Twiss, 1956).

In such cases, when

any of these HD-QKD protocols is performed via a lossy channel, it is vulnerable
to the photon number splitting (PNS) attack. On the other hand, when the frame
time is much greater than the correlation time, the number of photon pairs emitted
in a frame will be Poisson distributed, hence no photon bunching is then expected.
Nevertheless, a PNS attack can provide Eve with some information about Alice and
Bob's measurements when they reconcile their results via classical communication
106

that Eve can monitor.
In the PNS attack, Eve measures the photon number of each transmission and
selectively suppresses single photon signals (Huttner et at., 1995; Brassard et at.,
2000; Litkenhauis, 2000; Litkenhauis and Jahma, 2002). She then splits multiphoton
signals-keeping one copy to herself and sending the other copy to Bob. Under the
collective attack scheme, Eve stores her photons in a quantum memory and only
measures them after Bob publishes his measurement bases over a public channel.
She takes advantage of the timing correlations in the bunched photons to acquire
information about Alice and Bob's key without being detected.
The decoy state protocol is designed to detect the PNS attack (Hwang, 2003).
The central idea is to test the channel transmission properties by varying the source
intensity. Decoy-state QKD has been discussed extensively in the context of BennetBrassard 1984 (BB84) protocol (Wang, 2005; Lo et al., 2005; Ma et al., 2005; Lim
et al., 2014b). In addition, several experiments have demonstrated the generation of
secure bits over 144 km in free space (Schniitt-Manderbach et al., 2007) and over 107
km in optical fiber (Rosenberg et al., 2007). Furthermore, it has been shown that
decoy states can also be generated passively by using a beam splitter or by monitoring
the idler of an SPDC source (Ma and Lo, 2008; Curty et al., 2010b,a; Xu et al., 2010;
Zhang et al., 2010; Krapick et al., 2014; Sun et al., 2014).

Recently, decoy-state

analysis was extended to HD-QKD protocols (Zhang et al., 2014), but for an infinite
number of decoy states, which is practically impossible.
Here, we analyze the security of HD-QKD protocols employing a practical number
of decoy states.

Unlike the BB84 decoy-state QKD protocol, we make use of the

decrease in measurement correlations instead of the quantum bit error rate (QBER)
to estimate the amount of information gained by Eve. As a consequence, we find that
the two-decoy-state protocol with one vacuum decoy state, which provides the best
secure-key rate for BB84 (Ma et al., 2005), is not optimal for HD-QKD.
The analysis presented here answers a pressing question for experimental implementations of HD-QKD: how many decoy states are necessary for HD-QKD protocols
to be robust against the PNS attack? We show by numerical evaluations, assuming re107

alistic experimental parameters, that the security of a protocol with two decoy states
approaches that of a protocol with an infinite number of decoy states. HD-QKD with
only two decoy states can therefore be used to maximize the rate of high-speed secure
quantum communications under experimental constraints.
We shall focus our discussion on a specific HD-QKD scheme: the dispersive optics
QKD (DO-QKD) protocol (Mower et al., 2013; Lee et al., 2015, 2014), which employs
group velocity dispersion to transform between mutually unbiased time and frequency
bases. Although we restrict our analysis to DO-QKD, the same arguments are also
applicable to other HD-QKD protocols employing time-energy entanglement.
This chapter is organized as follows: Sec. 4.2 briefly reviews the DO-QKD protocol. Sec. 4.3 outlines the general decoy-state protocol. We discuss the relevant
parameters that can be measured by Alice and Bob during quantum communication.
In addition, we present a lower bound on the secure-key capacity when an infinite
number of decoy states is available to Alice and Bob. Sec. 4.4 derives a new lower
bound on the secure-key capacity when only two decoy states are employed, and
Sec. 4.5 considers the case of a single decoy state. Sec. 4.6 presents a lower bound
on the secure-key capacity when no decoy state is employed. Sec. 4.7 and Sec. 4.8
outline the methods we use to compute Eve's Holevo information and Alice and Bob's
mutual information, respectively. The results of a numerical evaluation with realistic
experimental constraints are presented in Sec. 4.9. Sec. 4.10 describes our intercity
field demonstration of the decoy-state HD-QKD protocol between MIT in
Cambridge,
MA and MIT Lincoln Laboratory in Lexington, MA. The experiment demonstrated
a record secret key rate of 1.2 Mbps for a deployed fiber channel with 12.7 dB loss.
We briefly review and conclude our main results in Sec. 4.11.

4.2

Dispersive optics quantum key distribution

In the DO-QKD protocol, illustrated in Fig. 4-1, Alice weakly pumps an SPDC source
such that the time-energy entangled output state when only one pair is emitted can
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be approximated to have a Gaussian envelope (Ali Khan and Howell, 2006):

'O(tA, tB)

Here,

0

coh

Ke

(4.1)

(tA-t24core-(tA+t/16c

is the coherence time of the pump field, and Ucor is the correlation time

between the two photons generated by the SPDC source.

9coh

typically can be longer

than a microsecond for a diode laser, and aco, is typically on the order of picoseconds
for typical SPDC sources (Zhong et at., 2009). The number of alphabet characters
per photon pulse, d =

Ucoh/acor

(the Schmidt number), therefore can be large (Law

and Eberly, 2004; Ali-Khan et al., 2007).

Alice

Quantum

Bob

(D

Channel
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Computer

Classical

Computer

Channel
Figure 4-1: Schematic diagram of the DO-QKD setup. Alice and Bob randomly
choose to measure in either the arrival-time basis or the frequency basis. In case 1,
Alice measures in the frequency basis by applying a normal dispersion (ND). Bob's
measurement is only anti-correlated to Alice's if he also measures in the frequency
basis by applying an anomalous dispersion (AD). In case 2, Alice measures in the
arrival-time basis, and Bob's measurement is only correlated to Alice's if he also
measures in the arrival-time basis.
Alice and Bob randomly choose to measure their photons in the conjugate bases
of photon arrival time and photon frequency; the two bases are measured using a
fast single-photon detector or a dispersive optical element followed by photodetection,
respectively. We assume that Alice and Bob have complete control of their own setups,
precluding tampering by any third party such as Eve. In a single measurement frame,
if both Alice and Bob measure their photons in the arrival-time basis, their timing
109

measurements will be correlated. Similarly, if both parties measure in the frequency
basis, their measurements will be anti-correlated. On the other hand, if one party
measures in the frequency basis while the other measures in the arrival-time
basis,
the timing correlation between their photons is severely diminished.
After the measurement stage, Alice and Bob sift for frames in which both of them
registered at least one detection event. For any frame with more than one coincidence,
Alice and Bob replace their detection events with a random variable whose probability
distribution matches that of photons originating from single-pair emissions.
Finally,
they apply error correction and privacy amplification to establish identical secret keys.
The DO-QKD protocol is not prone to the PNS attack when it is performed using
an on-demand single photon source. When such a photon source is used, the bound
on the secure-key capacity of a DO-QKD protocol, in terms of bits per photon-pair
coincidence (bpc), is (Devetak and Winter, 2005; Garcia-Patr6n and Cerf, 2006)

AI ; /3I(A; B) - x

(A; E),

(4.2)

where / is the reconciliation efficiency (similar to the quantity fEC) and I(A; B) is
the mutual information between Alice and Bob. xIB (A; E) is an upper bound on
Eve's Holevo information under collective attacks, given the excess-noise factors (I
and

,

for the timing and the frequency correlations, respectively.

Eve's attack on Alice's transmission degrades the correlations of Alice and Bob's
measurements in a manner parameterized by the excess-noise factors. Explicitly,
Var[TA - TB]

=

(1 + t) Var[TA - TB] and Var[Q' + QB

where TA (TB) and QA

(QB)

(1 +

) Var[QA

+

QB],

are the random variables associated with Alice's (Bob's)

time and frequency measurements without Eve's presence. The corresponding primed
variables are the random variables after Eve's intrusion. The sign difference is a
consequence of Alice and Bob's timing measurements being directly correlated while
their frequency measurements are anti-correlated. These excess-noise factors allow us
to place an upper bound on Eve's Holevo information.
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4.3
4.3.1

General decoy state protocol
Postselection probability

We consider the practical case of interest for SPDC-based HD-QKD systems, i.e.,
we assume a continuous-wave source operating at low brightness (signal and idler
beams have average photon numbers per mode much less than 1) with a frame time
In this case, the photon-pair statistics

that greatly exceeds the correlation time.

are approximately Poissonian (Ma et at., 2011; Riedmatten et al., 2004). Suppose
that Alice's SPDC source emits an average of A pairs per measurement frame, the
probability Pr, of emitting n-photon pairs in a single measurement frame is then
Prn =

n!

(4.3)

e-A.

Furthermore, the postselection probability, which is the probability of Alice and Bob
registering at least one detection (due to a photon or a dark count) in a single measurement frame, can be written as
00

0

PrCn = Z

PA =
n=O

A

(4.4)

e-AC,

n=O

where C is the conditional probability of measuring at least one detection given
n-photon pairs are emitted. Explicitly, in Eve's absence we have

Cn = [1 -

Here, TA and

qB

(1 - 77A)(1 - Pd)]

[1 - (1 - nBY7P)n(1 - Pd)]-

(4.5)

are Alice and Bob's detector efficiencies, rp is the transmittance of

the quantum channel linking Alice's source to Bob's terminal, and Pd is the probability of one dark count in a single measurement frame. We are neglecting the possibility
of multiple dark counts occurring in a frame because the product of the frame duration and the dark count rate for a typical superconducting nanowire single-photon
detectors is much smaller than 1 (Marsili et al., 2013).

Eve, in principle, has the

freedom to affect the C, values. The goal of the decoy state protocol is to estimate
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the C, values from the postselection probabilities of different choices of A.

4.3.2

Excess noise

Alice and Bob cannot directly measure their timing and frequency correlations when
there are multiphoton emissions and dark counts. They can only measure the averaged
correlations:
Var[TA

-

TB]A = FA Var[TA' - TB] + (1- FA) sA2

t

(4.6)

Var[Q' + QB]A = FA Var[Q' + Qf'] + (1 - FA) A(4.6

where FA = Ae~AC/PA is the fraction of postselected events that are due to single
photon emissions, and

AoQ

(Ao-2) is the measured time (dispersed-time) correlations

that are due to measurements of multiphoton emissions and dark counts.
It is convenient to divide (4.6) by Var[TA - TB] or Var[QA +
excess-noise factors &t and

,

The quantity

=,,A

so that the

are explicit:

7t,, = FA(1 +
=wv

QB]

=

FA (1 +

t) +

(1 - FA) AEt,

2) + (1- FA) AE.

(4.7)

(for x = t or w) is the averaged excess-noise multiplier, which can

be measured by Alice and Bob.

4.3.3

Infinite number of decoy states

Now suppose that Alice and Bob choose a signal state with an expected photonpair number p and decoy states with expected photon-pair numbers Vi1, V2,...,

vm.

to estimate the values of C,, and

If we assume that m -

.

Alice and Bob can then use the knowledge of the postselection probabilities P =
{P,, Pv1 , . . . Pm} and the multipliers IC = {52,4, -XVj . , EXVm} (for x = t and w)

oc, the key length is infinite, and the values of C2, are

linearly independent of each other, then Alice and Bob can determine the C, values
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to arbitrarily high confidence by measuring the set P. Similarly, by measuring the
set IC, they can determine , to arbitrarily high confidence. Therefore, Alice and Bob
can detect any attack by Eve that affects the values of C, and (, (Lo et al., 2005;
Hwang, 2003; Wang, 2005).
The bound on the secure-key capacity with m 3 oo decoy states is (Zhang et al.,
2014)
Al ;>

(4.8)

I(A; B) - X',

where x' is the amount of information assumed to be lost to Eve, defined as
X' = (1 - F,) nR+ FO x"

(A; E).

(4.9)

Here, F, = pe-4C1/P,, and nR is the number of random bits shared between Alice
and Bob when they use an error-correcting code employing an average of nECC syndrome bits, which are revealed over the public channel. 3 = (nR - nECC)/I(A; B) is
the reconciliation efficiency. We have assumed that Alice and Bob can derive no security from multiphoton emissions. Note that when the photon source is an on-demand
single photon source (F, = 1), we recover (4.2).

4.4

Two decoy states

When only a few decoy states are available, Alice and Bob cannot determine (to
arbitrarily high confidence) the amount of information lost to Eve, x'. They can,
however, provide a reasonable upper bound to x' by using the following methods:
1. Finding a lower bound on F,, which estimates how close their photon source is
to an ideal one, and
2. Finding upper bounds on t and

,, which estimate Eve's Holevo information

x(A; E).
We suppose that Alice and Bob choose fewer than three weak decoy states with
113

mean photon-pair numbers vi and v2 that satisfy

V1

4.4.1

v2

+

< V1

,

0 ;

(4.10)

V 2 </i.

Lower bound on F,

The postselection probabilities of the two different states are given by
00

P=

Cn

(4.11)

e-"1

n=O

and
00

n

nCe

Pv2 =

(4.12)

n=O

As shown in (Ma et al., 2005), we can find a lower bound on C1 from the difference
of the two postselection probabilities:

C1

V

WV1 - IZv2 -

1 +

2

Pvie"' -

2 .

PV 2 eV 2

_

V2

2

where the inequality follows from the relation: (V1 /p)n

-

(P, 1 e" - Co)

(v2 /p)n <;

(VI/)

(4.13)

,

2

-

(V2/M)2

for n ;> 2 which is true given (4.10). The above relation tells us that a lower bound
on Co is needed to make use of (4.13). One such bound is

Co>V1Pv2 e L2I- V1

-

V2Pl e vi
V
1/2

(4.14)

which follows from the assumption that vi > v2.
Another lower bound on Co can be found using the assumption that Eve does not
have access to both Alice and Bob's experimental setups. Since Alice owns the SPDC
source, Eve cannot tamper with Alice's measurement of any output state generated
by the source. When the source emits no photons, Alice's detector can only register
a dark count, which occurs with probability Pd. Eve is allowed to do whatever she
pleases with the vacuum state heading towards Bob, such as injecting photons into the
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channel. However, whatever she does cannot lower the probability of Bob registering
a count to any value below Pd. Therefore, we conclude

co (

(4.15)

.

p

Combining (4.14) and (4.15)) then gives

LB,v,v2}

Co

{

naX

=

v 2e

2

vieV

(4.16)

P

By using (4.13) and (4.16), we find

FP = C1

p12 -

V1

+

"P/1 -

V

'12

_

p

CLB,{v1,V21}

2

(

-

-

VI1

e 12-9
P"
'2

P

(

PV,

(4.17)
Another way of obtaining a lower bound on F, is immediately evident from the
postselection probability of a single decoy state. Let A = v, or v 2 if V2

#

0, and

A = v, if v 2 = 0. It then follows that

P\eA = Co + C1 A +

ECn
n=2

(4.18)

< Co + C1 A
2

=

Co + C1 A +

+

e

2

-CO
-C - - C),i)

because A/p ( 1. Solving for C1 we obtain
C1 >2

[PAe

A2
--

2 PU

2_A2
~

12

CJ

(4.19)

which is similar to what is found in Ref. (Ma et al., 2005) using another method.
Now, we need to upper bound CO to find the lower bound of C 1 . We again assume
that Eve cannot intrude into Alice and Bob's experimental setups.
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This implies

probability Co cannot exceed the dark count probability of Alice's detectors:
C

0

C UB,{vi,v 2 }

(4.20)

= Pd-

Therefore,
F = Cte

PA
[PA

[tA

-

PA
A2 Ip-

eA-IL

A2

2 _

[L2

A2

where A = vi or v 2 if v 2 # 0, and A = vi if v 2

A 2 CUB,{v,v 2 }-]

(4.21)

PM

0.

=

Combining (4.17) and (4.21), we get
;>

F ALLB,{v,v2}

=

max

{

-peLV e vi
p,

A

Ap2

pLA -

2

A

[PA eA-ga
Pa

A_
22P

where A = v, or v2 if v2 # 0, and A

4.4.2

2 _

_,a

P4
p

UB,{v

2

2

=

__

f2

}

1

P

vi if v2

=

2 _

2

11i

CLB,{v1,v 2 }
P1

t
/

F4

(4.22)

0.

Upper bounds on t and

Let (A 1 , A2 ) E 12

&

=

{(, vi), (p, v2), (v1 , v2)}. Each member of 1 is an ordered pair of

two mean photon-pair numbers. The averaged excess-noise multipliers for the ordered
pair (A 1 , A 2 ) are
7XA = F (1 +x)

+ Azx (I - FA)
(4.23)

X,2= FA2 (1 +

) + AiE7 (1- FA 2

)

yv2
-~V1
vV2
1

that, when Alice's source emits no photons, Alice and Bob's conditional coincidence
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1~

-Pe2)
Al
(XP

the above two equations by PAseA' and
Multiplying
we obtain
respectively,

.x,AlP

-X,A

2

'

eA = A 1C1 (1 + x) + ,A= (PAle1 -

1

PA 2 e

)

= A 2CI(1 +

AC1)

,

(4.24)

- AC1 ).

+ AEx (PA 2 e

To find upper bounds on t and ,, we take the difference between these two equations,
XA PA 1 e

-

,Pe
X,\
2 PA2

=

(A, - A2 )C1 (1 + G) + A

(P

-( PA e 2 2

(A,

- A 2)C 1

)

Ae2

> (A - A2)C1(1

+

P

(4.25)
where the inequality comes from

PeA -PAe2=

En2C

(A

(4.26)

r-!

n=O

-

A)C1,

since AI > A2 for any ordered pair (A,, A2 ) E 1. Thus,
(1 +G)

;

1*

(A, -

A2)C1

)-,

Pe

(
-j

(A,

-

A 2 )FLB,{v v2}

xA

PA I A
Pl

(4.27)
x,A2

e

for x = t and w.

Another way to place upper bounds on

x2,A

't

and , is immediately evident from (4.7):

=A (1 + x) + (1 - FA) A--

>

FA(1 +()

APOl"Ym (1 +
pPx
APeAF LB,{vl,v 2 } (I

pPs
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(4.28)

for A

E fi,

v2}.

The inequality above implies that

(

(1 + ()

e -

min

AE{fP,vi v 2}

AP, FLB,{viv2}

(4.29)

.PA

Combining (4.27) and (4.29) gives us
<, UB,{vi,v 2}
= in1

(A,

,(AA
2 )EL

min

AE{,,vi,v2 }

__

A 2 )FLB,{viU 2 }

-

,A2

xA

e

A2 eA2)

/

})

1

AP FLB,{v,V2}

Using (4.17) and (4.30), we obtain a bound on the secure-key capacity of HD-QKD
using only two decoy states:

Al >I(A; B)g - (1 - FLB,{v1,v2})nR
-

FLB,{vi,v2}

B

}UB{v2

(A; E),

where the subscript p on I(A; B) indicates that Alice and Bob's mutual information
is calculated using the signal state.

4.5

One decoy state

When Alice only uses one decoy state, whose mean photon-pair number v is smaller
than that of the signal state p, we can find a lower bound on F, by using (4.21) with
A = v. The argument used to upper bound Co still applies because it only depends
on the assumption that Eve cannot intrude into Alice and Bob's experimental setups.

Therefore,
Fm

FLB,{v}
P

Ap2

~V

wih- v2

p

-

with Co <, C Uv

e

2

p2

2

C2

Pd-
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_

CUB,{v}e
C

(4.32)

Similarly, upper bounds on

and

't

&,can

be found by using (4.30) with (A,, A 2 ) =

(u, v) and A c {p, v}:

UB,{v}

PV-S

= min
,

(P

P/

-- I) FLB,{v}

-.

\

min

e -

A

xA

AP, FLB,{v}

AE{,v}

,

X <

}}

- 1,

(4.33)

for x = t and w.

4.6

No decoy states

When decoy states are not employed, Alice and Bob must use a fraction of their
signal frames to estimate the transmission parameters. To find a lower bound on F,,
consider
~
A
P
Pe" = Co+CIp+

00Pn

n Cn
n=2

,
< CUB,
0

(4.34)

0
+ CIA + I:2

An
n! CnJB,0

n=2

where
(4.35)

Cn C B,0-~77An Pd),

is a consequence of Eve's inability to affect Alice's detection probability.
Using the relations above, we have

c,

>CLB,_
P

[

1

00

UB,n2
n=2

(4.36)

n.

and hence
F > F LB,O
=CLB,O/e-

(4.37)

CUBO

-,e

Because

BX,,

00fn

E
n=2

P"

n!

-YUBe0,

-

PA
P

is the only available excess-noise multiplier, the upper bounds on t and
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, are found by using (4.29) with A = y:
i

x < CKOUB,

_

(4.38)

_____

for x = t and w.

4.7

Eve's Holevo information

The output state from an SPDC source in the low-flux limit is Gaussian, and Gaussian
attacks are optimal for a given covariance matrix Navascu s et al. (2006); GarciaPatr6n and Cerf (2006). Alice and Bob's time-frequency covariance matrix is therefore
crucial in estimating Eve's Holevo information (Weedbrook et al., 2012). Before any
interaction with Eve, it is
F

7=

AA
7BA

for J, K = A, B are given by

-TJK

'_YAA-

16

u+v
8k

BTAB

1BB

=

16
u+v
8k

with u

162

and v =

8k

)

where the submatrices

(4.39)

7AB
7BB

(u+v)(4k2 +uv)
2
4k UV

8k
(u-v)(4k2+uv)

16

kU8k

(4.40)

4k2UV

8k 2U)

(u+v)(4k2 +uv)
2
4k Uv

r (Mower et al., 2013).

Note that every entry in the

covariance matrix is measured in units of time. After Eve's interaction, the new
covariance matrix is
7AB

(7'BA

'YBB
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/

(/AA

(4.41)

----------I~

-41*4

-------

where the new submatrices are
7YAA

=_A

=

B)
/A
YBA

0

1 -Et

ABTt
(AB,

(4.42)

0

(BB

-

'7BB =

1-

0

1 -e

Here, rj and r1 represent the decrease in correlations, while Et and 6, represent the

excess noise-all due to Eve's interactions.

Once Alice and Bob have estimated the covariance matrix F', we can then assume that Alice, Bob, and Eve share a pure Gaussian state PABE in evaluating Eve's
Holevo information. If Alice and Bob only generate secure bits from their arrival-time
measurements, Eve's Holevo information can then be calculated from

xxt,, (A; E)

= S(PAB) -

(4.43)

S(p BITA),

where S(p) = - Tr[p log 2 P] is the von Neumann entropy of the quantum state p.
S(PAB)

can then be evaluated from S(PAB) = f(d+) +

f ()=

)lo2 (x +

(x +

f(d)

-

-)

1

where

(4.44)

and
d

=

IF,

12_ 412,

I1 = det['A}A] + det[ 'B6
I2 = det

+ 2 det[yARB,

(4.45)

'.

Furthermore, S(pBITA) can be computed from

S(p BITA) = f

(
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det[Y'BRIT]),

(4.46)

where
'YBITA

Here, Xt

=

(8),

=

'}BB

-

'YBA (Xt_1AAXt) -1 Y'xB'4.7

and the inverse is done carried out using the Moore-Penrose pseu-

doinverse.
As done in Ref. (Mower et al., 2013), we shall assume that the excess-noise factors
in the arrival-time and frequency measurements to be equal, i.e.
this assumption, we can make the simplification: qt = 71,=

t = , =

. With

and et = e, = e. Thus,

we can write Alice and Bob's covariance matrix after Eve's interaction as

F

(1

(JAA

(-- T)-BA

-

The relationship between the three noise parameters q, e, and
-21(d

2

d2

(4.48)

7?7)AB

(1 + E)-YBB

is

_ 1/4)
+ 1/4

(4.49)

where d = Ocoh/Jcor is the Schmidt number. After Alice and Bob estimate the value of
from their data, they should then choose the values of n and e that maximize Eve's
Holevo information. The range of possible

ij

and e satisfy not only the relationship

given above but also the following additional constraints: (a) Eve cannot increase
Alice and Bob's mutual information by interacting with only Bob's photons due to
the data processing inequality; (b) the symplectic eigenvalues of the covariance matrix
are greater than 1/2; and (c) Eve can only degrade Alice and Bob's arrival-time
correlations, i.e. Var [TA - T'] ; Var [TA - TB].

4.8

Alice and Bob's mutual information

We assume that Alice and Bob only generate secure bits from their arrival-time measurements. During the reconciliation stage, Alice and Bob postselect frames in which
each of them has at least one coincidence-either due to dark count or due to an
actual photon. The probability for their postselecting a frame is given by (4.4). In
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some of these postselected frames, either Alice or Bob may have registered more than
one coincidence. To prevent Eve from exploiting multiple-coincidence frames, Alice
and Bob replace such data with single coincidences chosen randomly from a Gaussian
distribution whose variance equals the corresponding entry in the covariance matrix
F' plus the timing-jitter variance. Alice and Bob's arrival-time measurements therefore will derive from five different probability distributions (Zhang et al., 2014) as
follows.
1. Bivariate Gaussian probability distribution with covariance matrix
Al

A=

Cov[T,Ti]

Cov[TA, TB]

(4.50)

,

B
2B

where Cov[TA, TB] means the covariance between TA and TB, i.e. the top-left
entry of the submatrix -B,

02 = Var[TA] + Ou, and ul = Var[TB] +

g2.

This

case is a postselected frame in which Alice's source emitted one photon-pair and
neither party had a dark count.
2. Independent Gaussian probability distributions with variances a 2 and a2. This
case is a postselected frame in which one of two situations occurred: (a) Alice's
source emitted multiple photon-pairs, and Alice and Bob registered at least one
coincidence; or (b) Alice's source emitted one photon-pair, and Alice and Bob
registered a single coincidence with at least one of them also having a dark
count. (There could be some correlations between Alice and Bob's measurements, but-being conservative-we are neglecting this possibility.)
3. Alice's arrival time is a Gaussian random variable with variance Ao, and Bob's
arrival time is uniformly distributed over the measurement frame. This case is
a postselected frame in which Alice detected at least one photon and Bob had
a dark count without detecting photons.
4. Bob's arrival time is a Gaussian random variable with variance a2

and Alice's

arrival time is uniformly distributed over the measurement frame. This case is
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a postselected frame in which Bob detected at least one photon and Alice had
a dark count without detecting photons.
5. Both Alice and Bob's arrival times are uniformly distributed over the measurement frame. This is a postselected frame in which both Alice and Bob measured
dark counts without detecting photons.
The probability density functions for each of the above cases are

1)

PTA,TB 1(tA, tB

PBG(tA, tB;

=

PTA,TB2(tA, tB2)

PBG(tA, tB;

451b)

PG(tA;

A)PG (tB;

PTA,TBI(tA,tB

3) =PG (tA;

A)PU (tB;

PTA,TB|4(tA,tB

4)=PU(tA;Tf)PG(tB;-),

(4.51c)

f),

(4.51d)
(4.51e)

pu(tA; Tf)pu(tB; Tf,

PTA,TB|5(tA, tB5)

where

(4.51a)

A),

A) is a bivariate Gaussian probability density function with zero

means and covariance matrix A; PG (t; U 2 ) is a Gaussian probability density function
with zero mean and variance u 2 ; and pu (t; Tf) is a uniform probability density function
over the interval [-Tf/2, T/2].
Moreover, the probabilities for each of the cases discussed above, given that a
particular frame has been postselected, are

,1

-- pTP( /P ,

= e-rAr BTIP
00

72
=

S1

.I

-pATI

1:np

+

(4.52a)

(1

-

yeA
-AB

lA)1 1

-

-

(

?7Br/P)]

-

(4.52b)

7PPd(2 - Pd),

,L
00

~-

=

[1 - (1 -

%7A)n] [Pd(1

-

TIBTIP)n],

(4.52c)

],

(4.52d)

n=1 nl,

1

?

[P dl -

A) ] [1 - (1 -

?B P)

n=1

Pd(1

75 =

-

i|A)"(1 - TIBnP),

n=O nl',
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(4.52e)

where rqA,

1

7B,

Tp

and Pd have been defined in Sec. 4.3.1.

The conditional probability density functions defined above, as well as their occurrence probabilities, allow us to define the arrival-time joint probability density
function:

5
pTA,T,(tA,tB)

i

P TA,TIi(tA,tB

)

(4.53)

Using this joint probability density function, we can calculate Alice and Bob's mutual
information via
I(A; B),=

dtAdtB
xX 1 g 2

PTA,TB (tA, tB)

\PTA(tA)jPTB

where

pTA(tA)

=

f dtB

PTATB(tA,tB)

( .4

( t A , t B ) _________(4.54)
P xTA ,T lo~

and PTB(tB)

=

(tB )/

fdtA

PTA,TB(tA,tB)

are the

marginal probability density functions.
It is important to note that when the detector timing jitter

0j

exceeds the cor-

relation time acor, Alice and Bob's mutual information I(A; B) cannot approach its
limit of log 2 d. In this case, the WDM (Mower et al., 2011) that makes aco, in each
WDM channel comparable to oj should be applied, and secure-key must be obtained
from both arrival-time and frequency measurements.

4.9

Numerical results and discussion

Figure 4-2 plots the secure-key capacity of decoy-state HD-QKD with an SPDC source
of mean photon-pair numbers per frame p
the case in which the Schmidt number d

=
=

0.01, 0.10, and 0.25. The top panels show
8 while the bottom panels show the case

in which d = 32. Three different decoy state protocols are plotted in each panel: the
one-decoy-state protocol, the two-decoy-state protocol, and the infinite-decoy-state
protocol. For comparison, we also plot the security of HD-QKD protocol without
decoy states.
In particular, we consider the case v = [/2 for the one-decoy-state protocol. For
the two-decoy-state protocol, we similarly assume v,

=

p/2, but we optimize V2 such

that, for any particular transmission distance, the lower bound on the secure-key
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Figure 4-2: Lower bounds on the secure-key capacity (in bits per coincidence) of
decoy-state HD-QKD as a function of transmission distance. Top panels show the
case d = 8 and bottom panels show the case d = 32. Solid lines with crosses (black)
correspond to HD-QKD with infinite decoy states; solid lines (red) correspond to
HD-QKD with two weak decoy states of *i = p/2 and an optimized v2 ; dashed lines

(blue) correspond to HD-QKD with only one decoy state of v = pt/2; and dotted
lines (green) show the performance of HD-QKD without decoy states. For p = 0.01
and 0.10 (d = 8 and 32), lines for the infinite-decoy-state and the two-decoy-state
protocols are indistinguishable at the plots' scales.
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capacity AI is maximized. Figure 4-3 plots the optimal values of v2 as a function of
transmission distance at 10 km increments.
For the cases of p = 0.10 and 0.25, (4.21) gives a better lower bound on F, at
short distances. The sharp drop in the optimal values of v2 (at ~50 km for p = 0.10
and at ~-100 km for p = 0.25) indicates where (4.17) starts to provide a better lower
bound on F, than (4.21). On the other hand, for the cases of p = 0.01, (4.17) provides
a better lower bound on F, at all distances. Moreover, the optimal values of V2 are
small compared to p-but

non-zero. This result is in contrast to the two-decoy-state

BB84 protocol whose lower bound on secure-key capacity is always maximized when
v2 -+ 0 (Ma et al., 2005).

We take acor = 30 ps for both d values, and
is chosen to be Tf = 2/2 ln 2

Ocoh-

rcoh =

dacor. The frame duration Tf

Experimentally, when a larger d is wanted, it is

easier to increase the coherence time acoh than to decrease the correlation time Orcor.
This is because the Gcoh can be increased by modulating the pulse duration of the laser
pump field. On the other hand, acor is determined by the phase-matching bandwidth
of the SPDC source and is characteristic to the parametric down-conversion process.
We assume the following experimental parameters: propagation loss a = 0.2
dB/km; detector timing jitter

Uj

ciliation efficiency 3 = 0.9; nR

=

= 20 ps; dark count rate rD = 1000 s1; recon-

log 2 d. The transmittance qp =

1 0 -,L/10,

where L

is the length of the quantum channel in km. We also assume that Alice and Bob have
the same detector efficiencies: TA = 77B = 0.93 (Marsili et al., 2013).

For simplicity, we assume equal excess-noise factors for both the arrival-time and
the frequency measurements,

t =

, =

Eve's interaction is assumed to be oA =

. The change in correlation time due to

( /1+

- 1) x ocor = 10 ps. When Alice

and Bob do not use an infinite number of decoy states, they can only measure E.
For the calculations, we assume that AE = 1 +

. Details on calculating Alice

and Bob's mutual information, as well as Eve's Holevo information, are outlined in
Appendices 4.7 and 4.8.
Using decoy states improves the security of the HD-QKD protocol. For example,
while the case of p = 0.25 and d = 32 is insecure beyond 25 km without decoy states,
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the one-decoy-state protocol is able to generate 0.45 secure bpc at a distance of 100
km. Furthermore, when two weak decoy states are used, the protocol can generate
more than 0.52 secure bpc up to a distance of 200 km.
Even though the probability of multiphoton emissions is low for A

=

0.01, we only

obtain secure bits up to a distance of ~100 km without decoy states. However, the
presence of one decoy state allows us to obtain 1.22 secure bpc for d
secure bpc for d

=

=

8 and 2.57

32 at the 100 km distance. The two-decoy-state protocols generate

more than 1.26 secure bpc for d

=

8 and more than 2.83 secure bpc for d

=

32 up to

a distance of 200 km.
In Fig. 4-2, we also see that protocols with two decoy states perform almost as well
as protocols with infinite decoy states. Intuitively, a protocol with an infinite number
of decoy states should perform the best because an infinite number of decoy states
allows us to estimate the values of all C, precisely. Nevertheless, the two-decoy-state
protocols asymptotes to the infinite-decoy-state protocols, performing only slightly
worse in the generation of secure-bit capacities at similar transmission distances.
When two decoy states are employed, Alice and Bob can find useful lower bounds
on C1 and Co (and hence F,). High-dimensional QKD protocols with two decoy
states therefore appear practical as they offer multiple secure bits per coincidence
at distances and at rates similar to those achieved by a protocol with infinite decoy
states.
The two-decoy-state protocol can reach a longer secure distance than the onedecoy-state protocol. To see why, consider (4.4) and (4.5).

Notice that at short

distances, where the transmittance rp ~ 1, the postselection probability is dominated by C, with small values of n. However, at large distances, where the transmittance rp

<

1, the postselection probability is dominated by C, with large values

of n. Therefore, referring to (4.32), the lower bound on F, in the one-decoy-state
protocol, calculated by taking the difference between Pue" and Co, decreases quickly
as the channel transmittance 7p decreases. On the other hand, the lower bound of
F, in (4.17) for the two-decoy-state protocol is calculated by taking the difference
between Ple"' and Pv2 ev2, which are of comparable values at both short and long
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distances. The one-decoy-state protocol is nevertheless easy to implement. Moreover,
the one-decoy-state protocol offers boosts to the lower bound on secure-key capacity,
increasing the secure distance and the generation rate, of a protocol without decoy
states.
It is also interesting that, independent of the number of decoy states employed,
the photon efficiency of HD-QKD (in bpc) decreases rapidly with increasing P. The
case of p = 0.25 and d = 8 is insecure at only 50 km, even when infinite decoy states
are used. This implies that the p value employed in HD-QKD should be chosen to
ensure that the probability of multiphoton emissions is low.

4.10

Experimental demonstration

We implemented the prepare-and-measure version of one-decoy-state HD-QKD on a
43-km intercity fiber deployed between MIT in Cambridge, MA and MIT Lincoln
Laboratory in Lexington, MA. In the experimental setup, as shown in Fig. 4-4, Alice
filters a broadband light source to a 25 GHz bandwidth centered around 1559 nm and
uses an electro-optic modulator to encode her transmitted information in a pulseposition modulation (PPM) sequence.

Four different dimensionality values d are

used: 4, 8, 16, and 32. For all values of d, the system time-slot is kept constant
at At = 240 ps. Each frame consists of d time-slots followed by two empty guard
time-slots separating two neighboring frames apart.

The frame time is therefore

Tf = (d + 2)At which increases linearly with increasing dimensionality.
Alice chooses to prepare either in the time basis, with probability PT, or in the
frequency basis, with probability PQ = 1 - PT. To prepare in the time basis, Alice

does nothing to the PPM pulse, and to prepare in the energy basis, she applies a
normal group velocity dispersion with a magnitude 10,000 ps/nm to the pulse. This
basis choice must be random to Eve, but known to Alice. Because Alice and Bob
only generate raw keys from the time basis, we set them to preferentially choose this
basis at PT > 90% to maximize the secret key generation rate.
Alice then attenuates her pulses to keep the average photon number per pulse
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Figure 4-4: Aerial view of the HD-QKD field test. Alice is located at Massachusetts Institute of Technology (MIT) in Cambridge
and Bob is located at MIT Lincoln Laboratory in Lexington-they are connected by a 43-km dark fiber link. Imagery @2017
Google. Map data: Google, Landsat /Copernicus.

------------

--------

to less than one. She also randomly varies the mean photon number between her
signal state p = 0.5 photons/pulse, with probability P, and the single weaker decoy
state v = 0.05 photons/pulse, with probability P,. These mean photon numbers were
chosen to maximize the secret key rate while maintaining security. Before sending her
pulses into the fiber channel, she precompensates for group velocity dispersion that is
incurred over the channel using a dispersion compensating fiber. An optical circulator
is included at the output of Alice's transmitter for protection against possible Trojan
horse attacks.
Bob, when he receives the signals, detects either in the temporal basis-by sending
the photons directly into a time-resolving single-photon detection system-or in the
frequency basis-by applying an anomalous group velocity dispersion with a magnitude -10, 000 ps/nm before sending it to the single-photon detectors. Similar to Alice,
Bob chooses the time basis with the same probability PT and the frequency basis with
the same probability PQ. The single-photon detection system used superconductingnanowire single-photon detectors (SNSPDs), made of niobium nitride (NbN), capable
of detecting > 100 million photons per second with

-

68% detection efficiency and

dark count rates of several thousand counts per second. The detector jitter, which
limits the minimum time-slot duration the protocol can use, is at 50-100 ps. The
SNSPD system couples a single optical fiber input into four interleaved SNSPDs,
which were individually read out using a time-to-digital converter. The interleaved
nanowire structure effectively functions as a passive 1 x 4 optical splitter followed by
four individual detectors.
The deployed fiber channel is subjected to significant real-world temperature fluctuations and acoustic perturbations which introduced relative timing drifts between
Alice and Bob, thereby degrading the HD-QKD protocol performance. To mitigate
this effect, we include an out-of-band, periodical synchronization pulses sent from the
Alice to Bob detected with a linear photodiode that act as a timing reference.
To properly evaluate the robustness of the QKD system when deployed in an
intercity fiber channel, we characterize the system over three channel configurations:
the back-to-back configuration, the fiber-spool configuration, and the deployed-fiber
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_A44

Back-to-back

Fiber-spool (41 km)

Deployed-fiber (43 km)

Channel loss (dB)
d

0.1
16

7.6
8

12.7
4

Secret-key rate (bps)

23 x 106

5.3 x 106

1.2 x 106

AI (bit/pulse)
Symbol error rate (%)

1.40
6.5
0.99
0.99

0.88
4.8
0.93
0.94

0.50
4.9
0.88
0.90

PT

Po

Table 4.1: Summary of the setups obtaining maximum secret-key rates in the three
channel configurations.
configuration.

The back-to-back configuration had both the transmitter and the

receiver in the same laboratory, connected by a short patch cable of minimal loss.
The fiber-spool configuration is the same as the back-to-back configuration, except
the transmitter and the receiver are now connected by a 41-km spool of standard
SMF-28 fiber of 7.6 dB loss.

The deployed-fiber configuration uses the deployed

43-km intercity telecom fiber link with ~ 12.7 dB loss.
Fig. 4-5 shows our experimental results. It displays the secret-key generation rate
obtained for each value of d in the three configurations, showing that the optimal
value of d decreases as the loss increases. We also summarize the optimum key rate
cases for the three channel configurations in Table. 4.1. In this table, we also include
the chosen values of PT and P,.

4.11

Conclusion

We have analyzed the practicality of HD-QKD protocols with decoy states. In particular, we considered the case of HD-QKD with two decoy states and with one decoy
state.

For completeness, we have also studied how the HD-QKD would perform

without decoy states.
Through simple numerical examples, we have shown that HD-QKD with two decoy
states is practical: it can achieve multiple secure bits per coincidence at distances over
200 km and at rates similar to those achieved by a protocol with infinite decoy states.
The HD-QKD protocol with only one decoy state is also practical at short distances,
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Figure 4-5: Experimental secret-key rates for all measured dimensionality sizes of each
test case. Loss increases from left to right: 0.1 dB (back-to-back), 7.6 dB (spool),
12.7 dB (deployed). The optimal value of d, therefore, decreases as loss increases. We
did not increase the dimensionality size once it became clear that increasing it would
not increase the secret-key rate.
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in which case it is almost as secure as the two-decoy-state protocol at short distances.
We have also demonstrated that decoy-state HD-QKD is robust for operations in
an intercity deployed fiber channel. HD-QKD allows the users to optimize the secretkey rate by varying the dimensionality d in response to both receiver capabilities
and channel loss. This is most beneficial when the receiver's detectors are saturated,
which often occurs in a metropolitan-area optical fiber link of tens of kilometers. As
a result, we are able to demonstrate > 1 Mbps secret key generation rate in a field
experiment.
While we have only considered the DO-QKD protocol for the decoy state analysis,
the arguments presented in this section can be generalized to other HD-QKD protocols (Zhang et al., 2014; Nnirin et al., 2013). Decoy-state HD-QKD protocols that are
robust against collective PNS attacks can therefore be used to maximize the rate of
high-speed secure quantum communications in metropolitan areas.
Note: After this work was completed, our decoy state method has been extended
to include the finite-key effects in the case of general coherent attacks (Niu et al.,
2016).
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Chapter 5
Quantum key distribution with
silicon photonics
5.1

Introduction

Polarization was used as the encoding means for the first QKD experiment. Until
today, polarization remains an attractive choice for free-space QKD due to its robustness against turbulence (Sergienko et al., 1997; Buttler et al., 1998; Waks et al., 2002;
Hughes et al., 2002; Vallone et al., 2014; Bourgoin et al., 2015), polarization is commonly thought to be unstable for fiber-based QKD. For this reason, there has been
a strong interest in translating the polarization QKD components into photonic integrated circuits (PICs), which provide a compact and phase-stable platform capable of
correcting for polarization drifts in the channel. Recently, silicon-based polarization
QKD transmitters were used for laboratory QKD demonstrations (Ma et al., 2016;
Sibson et al., 2017b), but their performance advantage over standard telecommunication components has yet to be demonstrated. Here we report the first field tests
using high-speed silicon photonics-based transmitter for polarization-encoded QKD.
The silicon photonics platform allows for the integration of multiple high-speed
photonic operations into a single compact circuit (Reed et al., 2010; Michel et al.,
2010; Leuthold et al., 2010; Lini et al., 2014a). Operating at gigahertz bandwidth,
a silicon photonics polarization QKD transmitter can correct for polarization drifts
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with typical millisecond time scales in a metropolitan-scale fiber link. Furthermore,
silicon nanophotonic devices are compatible with the existing complementary metaloxide-semiconductor (CMOS) processes that have enabled monolithic integration of
photonics and electronics, possibly leading to future widespread utilization of QKD.
The QKD transmitter demonstrated here is manufactured using a CMOS-compatible
process. The transmitter combines a 10-Gbps Mach-Zehnder Modulator (MZM) with
interleaved grating couplers, which convert the polarization of a photon in an optical
fiber into the path the photon takes in the integrated circuit, and vice versa. The
high-speed polarization control is enabled by electro-optic carrier depletion modulation within the MZM (Cai et al., 2017). We show the performance of the device
in a local field test and an intercity field test. With a clock rate of 625 MHz, we
generated secret keys at a rate of 1.039 Mbps and observed a bit error rate of 2% in
the local test between two neighboring buildings connected by a 103.6 m fiber (with
an additional 9 dB emulated loss). In the 43 km (16.4 dB channel loss) intercity test
between the cities of Cambridge and Lexington, we generated secret keys at a rate
of 157 kbps and observed a bit error rate 2.8%. Both QKD operations are demonstrated to be secure against collective attacks in a composable security framework
with a tight security parameter of Fsec = 10-1. Our results demonstrate how silicon
photonics-supported by the currently existing CMOS technology-can pave the way
for a high-speed metropolitan-scale quantum communication network.
This chapter is organized as follows: Sec. 5.2 introduces the design of our silicon
photonics transmitter and presents the results of its initial characterization. Sec. 5.3
describes the two field experiments performed using the silicon photonics transmitter.
Sec. 5.4 outlines the asymmetric three-state BB84 protocol used to generate secret key
rates. The protocol is proven to be secure against coherent attacks by Mizutani et al.
(2015). Sec. 5.5 describes the results of our field demonstrations. Our demonstrations
show > 1 Mbps secret key generation rate for the local field test and > 150 kbps key
generation rate for the intercity test.

In Sec. 5.6, we discuss the implications of

our results and suggest possible next steps towards building a metro-scale quantum
network. We defer our improvements on the decoy state analysis for the security proof
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by Nfizutani et at. (2015) in Sec. 5.A. And, in Sec. 5.B, we propose a new polarizationmode-efficient phase-encoded QKD using the same silicon photonics transmitter we
have used in our experiments.

5.2

Silicon photonics transmitter

Our QKD transmitter and its cross-section are shown in Fig. 5-1(a-c). Light is coupled in and out of the transmitter using a standard fiber v-groove array of 250 Pm
pitch. Owing to the large index contrast between the silicon layer and the buried
oxide, the transmitter is compact within a total area of 0.75 x 1.5 mm 2 . Polarization grating couplers are used to convert between polarization-encoding in the
input/output fibers and path-encoding within the PIC. The unitary transformation
is similar to that of a polarizing beam splitter (PBS). Within the PIC, the photons'
paths-and their relative phases-are manipulated using an MZM with two internal and two external electro-optic phase modulators, which in turn manipulate the
photon polarization in the output fiber.
The input polarization grating coupler separates light from the horizontal and
vertical polarizations onto two different paths, both in the transverse-electric (TE)
polarization: with its electric field oscillating parallel to the chip surface (Taillaert
et al., 2003). Any light inadvertently converted into the transverse-magnetic (TM)
polarization in these waveguides is greatly attenuated by the phase modulators which
strongly support higher transmission in TE polarization over TM polarization. The
grating coupler is a square array of holes, with 20 holes of lattice period of 575 nm
in each direction. We measured ~ 10 dB loss through the grating coupler at our
operating wavelength of 1480 nm. Although this loss is higher than that of typical
silicon-on-insulator grating couplers at ~ 3 dB (Taillaert et al., 2006), the polarization
grating coupler is suitable as an transmitter for a QKD transmitter, where an average
photon number per pulse of less than one is required for secure key distribution.
The electro-optic phase modulators in the MZM are based on depletion-mode freecarrier dispersion from a doped p-i-n junction superimposed on the optical mode (Reed
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Figure 5-1: (a) Schematic diagram of the MZM transmitter. The device uses two
internal and two external electro-optic phase modulators, each of length 1.5 mm.
(b) Optical micrograph of the silicon photonics transmitter, along with a scanning
electron micrograph of the polarization grating coupler. Only the inner three polarization grating couplers are parts of the transmitter operation; the outer two couplers are present to help alignment with a fiber v-groove array. (c) Schematic of
the cross-sectional layer stack of the transmitter. (d) Bloch sphere representation
of the polarization states generated by the transmitter as the internal (AO) and the
external (AO) phase modulators are biased. (e-f) Polarization modulation with the
silicon photonics polarization modulator as measured in the two relevant bases. Polarization extinction ratio of more than 25 dB can be typically achieved. Negative
voltage denotes reverse bias with regards to the doped p-i-n junction. Measurements
in the Z-basis and X-basis are shown in (e) and (f), respectively. (g) Eye diagram
of 10 Gbps polarization modulation in the Z-basis: on-state corresponds to IV) and
off-state corresponds to JH).
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and Knights, 2004; Moss et al., 1973). The overlap between the optical mode and the
free carriers results in free carrier refraction (Soref and Bennett, 1987), which can be
controlled with gigahertz RF signals to achieve high-speed phase modulation.
The polarization states generated by the silicon photonics transmitter have a
purity of 1.000

0.005, measured using a polarimeter. In Fig. 5-1(d), the relative

phases of the internal phase shifters (AO) as well as the relative phases of the external
phase shifters (Az) are swept with a reverse bias voltage between 0 and 8 V. For this
voltage range, the polarization states lie on the surface of the Bloch sphere indicating
that they remain pure throughout.
The BB84 QKD protocol requires Alice to prepare three quantum states: two
eigenstates of Z and an eigenstate of X (Tamaki et al., 2014; Mizutani et al., 2015).
Alice randomly chooses the basis she prepares in. When Z-basis is selected, Alice
prepares either 10,)

=

IH) or 1) = IV) with equal probabilities of 1/2. Otherwise,

when X-basis is selected, Alice prepares the state 10x) = ID)

=

(IH) + IV))/v2.

We prepared the three quantum states at high fidelity, as shown in Figs. 5-1(e-f),
with a polarization extinction ratio better than 25 dB which is required for low-error

QKD

operations. The internal and external phase modulators were configured to

produce the state (It) + b))/v"2, which we take to be 10,). RF signals of differing
+

voltages were applied to one of the external phase modulators to generate (It)

ei0Ib))/v2, where q is the applied phase shift. All the three BB84 states can be
generated by applying the phase shifts # = 0, 7r/2, and 7r. The polarization states
were measured using a PBS followed by two InGaAs photodiodes.

A polarization

controller before the PBS allowed measurements in the two BB84 bases: the Z-basis
and the X-basis.
As shown in the eye diagram in Fig. 5-1(g), the phase modulators allowed us to
generate the polarization states at 10 Gbps. These measurements were acquired by
using an in-line polarizer placed at the output of the transmitter that converts the
polarization state IV) into an on-state and the polarization state IH) into an offstate. When the transmitter was modulated at 6 Gbps or lower, not a single error
was observed for a five-minute operation. At a 10 Gbps data rate, as shown here, we
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measured a low error rate of 9.0 x 10-10 s-1

5.3

Field tests

We performed two QKD field tests: a local test and an intercity test. Fig. 5-2
shows a map of the greater Boston area, identifying the locations of Alice
and Bob,
together with the experimental setups implementing the asymmetric polarizationbased BB84 protocol. Alice, located in the Compton Laboratories at MIT for both
field tests, prepares the three polarization BB84 states at random. Bob measures in
either the Z-basis or the X-basis using four superconducting nanowire single-photon
detectors (SNSPDs) at a different location for each field test. He is located in the
Fairchild Building for the local test and at MIT Lincoln Laboratory in Lexington for
the intercity test. Bob makes his basis choices using the polarization controller placed
before each PBS.
Alice creates attenuated laser pulses of width 800 ps at 1480 nm with a 625 MHz
repetition rate. The pulses are modulated into the three BB84 polarization states by
the silicon photonics transmitter. Alice first calibrates for the polarization rotation
through the channel, and DC reverse voltage biases are applied to the transmitter
such that the state ID) is generated by default. To generate the states IH) and IV),
Alice applies synchronized RF pulses with a full-width-at-half-maximum of 400 ps.
Phase randomization is achieved on the silicon photonics chip by applying a
random,
common phase offset on both external phase shifters (Cao et al., 2015). To maximize
the length of secret keys generated, Alice chooses to prepare either in the Z-basis
with a probability of 15/16 (and in the X-basis with a probability of 1/16).
For the local test, Alice sends her prepared states to Bob through a 103.6 m fiber
link connecting the two laboratories. The loss through the link is 0.2 dB, and we
emulated longer fiber distances by installing a variable optical attenuator before the
channel. For the intercity test on deployed fiber connecting Cambridge and Lexington,
the optical path length is 43 km long with 16.4 dB loss.
Bob detects the pulses he receives in either of the two bases with 50% probability
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Figure 5-2: Aerial view of the intercity QKD field test. Alice is located at Massachusetts Institute of Technology (MIT) in
Cambridge and Bob is located at MIT Lincoln Laboratory in Lexington. Although the point-to-point distance between the two
stations is ~ 18 km, they are connected by a 43-km dark fiber link. Alice consists of an attenuated laser source, an intensity
modulator, and the silicon photonics polarization transmitter. Bob consists of two polarizing beam splitters (PBSs) followed by
four superconducting nanowire single photon detectors (SNSPDs). Insets: (a) Close-up aerial view of the local QKD field
test,
where Alice and Bob are located in two adjacent MIT buildings connected by a 103.6 m deployed dark fiber link. Alice and Bob's
setups are the same as the ones used in the intercity test. (b) Fluctuations on the bit error rate with and without polarization
feedback control, relative to the starting bit error rate. Imagery @2017 Google. Map data: Google, Landsat/Copernicus.

to maximize the number of security check events when the key-generating detectors
are saturated. For the local test, Bob uses four individual WSi SNSPDs, each with a
quantum efficiency greater than 85%, a timing resolution of ~ 250 ps, a background
dark count rate of

-

1000 counts/s, and a saturation count rate of

-

5 x 106 counts/s.

For the intercity test, Bob uses four NbN SNSPD systems, each consisting of four
interleaved NbN nanowires with a single optical fiber input with a quantum efficiency
of 60%. Because only two out of the four interleaved nanowire outputs were used (due
to the limited number of time-to-digital converter channels), the effective quantum
efficiency was 30%. The timing resolution was ~ 50 ps, the background dark count
rate was ~ 1000 counts/s, and the saturation count rate was

-

200 x 106 counts/s.

Alice and Bob only generate secret keys when both parties choose the Z-basis.
The quantum bit error rate ebit is measured by checking the number of bits that have
been flipped between their raw bit strings. On the other hand, the upper bound to
the quantum phase error rate e' can be estimated from X-basis events along with
the mismatched basis events, where Alice and Bob chose different preparation and
measurement bases (see Appendix 5.4) (Tamaki et al., 2014; Mizutani et al., 2015).
An automated polarization feedback system is placed in the intercity channel between Alice and Bob, which can drift significantly on the timescale of the experiment.
To correct for the drift, Alice sends a series of calibration signals and optimizes her
DC voltage biases such that the error rate on both measurement bases is kept low.
Single photon detectors with good detection efficiency, such as the SNSPD systems
above, are helpful for obtaining reliable error signals when optimizing for the voltage
biases. As seen in Fig. 5-2(b), the relative fluctuations of ebit (relative to its starting
value) are limited to 2% with feedback, and to about 50% without feedback.

5.4

Protocol Description

We consider an asymmetric three-state BB84 protocol in the composable security
framework. In particular, Alice randomly selects to prepare a qubit in either the
Z-basis or the X-basis with probabilities p' and p' = 1 - pA, respectively. Similarly,
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Bob independently and randomly chooses to measure in either of the two bases with
probabilities pB and pj = 1- pl. In our experiments, pA = 15/16, pA = 1/16,
The mean photon number of each laser pulse in the
B = 1/2, and pB = 1/2.
experiment is chosen randomly from three different settings: Al, P2, P3. They satisfy
the relation pi > P2 +

A3

and P2

>

P3 ;> 0.

1. Preparation: For each laser pulse, Alice randomly chooses the mean photon
number (N) E {pI, P2, P3} with probabilities pj,1,p, 2 , and p,13

=

1-

p,1

-

PA2,

respectively. Alice then selects the basis a E {Z, X} with probabilities pA and
A = 1 - pA, respectively. If she has selected the Z-basis, then she randomly
sends either 10,) = IH) or 1) = IV) to Bob with equal probabilities. If the
X-basis was selected, she sends the 10,) = ID) to Bob. She records the bit value
of the state she has sent in x.
2. Measurement: Bob measures the signals he received in the measurement basis
bE {Z, X} with probabilities pB and pB = 1 - pB, respectively. Bob performs

the measurements with four single-photon detectors (one per basis). He then
records his measurement as one of the four possible outcomes: {0, 1, 0, I}. 0
and 1 are the bit values (H and V in the Z-basis, and D and A in the X-basis),
0 represents no detection, and I represents a double detection. Bob records
the outcome in y, and he assigns a random bit value if a double detection is
observed.
3. Basis reconciliationand sifting: Alice and Bob announce their bases and intensity choices over an authenticated public channel. They then place their records
into one of the following sets:
" Key-generation sets:
Zt = {ilai = bi = Z, (Ni) = p, y

#0},

" Security-check sets:
X, = {ilai = bi = X, (Ni) = p, y #0},
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* Mismatched-basis sets:
ZjX

=

{ilai = Z, bi = X, (Ni) = A, xi = j, y, = k}.

Steps 1-3 are repeated until the size of each set has reached a certain length
previously agreed by both parties. Alice and Bob generate a raw key pair
by choosing a random sample from the set Z = UZ,. Following (Lim
et al., 2014b), we generate secret keys from all intensity settings.
(ZA, ZB)

4. Parameterestimation: Alice and Bob then compute the bounds to the number
of vacuum and single-photon events within the set Z using the security-check
sets and the mismatched-basis sets. Next, they estimate the number of phase
errors within the single-photon events, and check if the phase error rate eph is
less than the predetermined threshold value ephase,

tol-

If eph > ephase,

tol,

then

they abort the protocol, otherwise they proceed.
5. Postprocessing: Alice and Bob perform error correction for (ZA, ZB) over their
authenticated public channel, revealing AEC bits. To verify that they have
identical secret keys, they compute a two-universal hash function that publishes
[log 2

bits. If the protocol passes all the above steps, they then perform
privacy amplification to extract a secret key pair (KA, KB) with each key of
1/Ecor]

length E bits.
Within the composable security framework, the secret key length
is (Tamaki et al.,
2014; Mizutani et al., 2015)
mf +n [1 - h2(eph- fEch(ebit)] - 10 2 2- log 2 2

,

(5.1)
6

sec

Ecor

where h 2 is the binary entropy function, mL and mL are the lower bounds to the
number detections due to vacuum and single photons, respectively. eph is an upper
bound to the phase error rate, which can be computed using the methods outlined in
Ref. Mizutani et al. (2015). ebit is the quantum bit error rate for the key-generating
basis, and fEC represents the error correction inefficiency-set at 1.15 for our calcula146

and e h as E = Ese/

5.5

-

tions. For simplicity, we set all 17 failure probabilities related to estimating m 0 , Mi,

Composable secret key generation

Figure 5-3 shows the performance of the QKD transmitter in both field tests, in terms
of the observed secret key rate (SKR), ebit, and euh. For clarity, we plotted the SKRs
against the channel loss and the equivalent fiber distance assuming an optimistic
fiber loss of 0.2 dB/km. We kept the number of pulses sent from Alice to Bob at
N = 2.81 x 1011 to maintain a uniform collection time of 450 s for each experiment, and
analyzed the composable security with a small security parameter of Esec = 10-10making use of the novel Chernoff bound recently proposed in Ref. (Zhang et al.,
2017).
For the local test, at a total channel attenuation of 9.2 dB, we obtained a SKR
of 1.039 Mbps using mean photon numbers of 0.12, 0.012, 0.003 for the signal and
the two decoy states-chosen with probabilities 2/3, 2/9, and 1/9-respectively. The
mean photon numbers were kept low to avoid detector saturation. The total channel
attenuation was further increased from 9.2 dB to 21.2 dB to simulate longer fiber
distances. We observed an average ebit of ~ 2%, except for the lowest channel attenuation where ebit is higher at 3.97% as the WSi detectors are saturated. As expected
from theoretical simulations, the upper bound to the phase error rate eh increased
from 7.09% to 18.01% as we increased the channel attenuation.
For the metropolitan intercity test, we obtained an SKR of 157 kbps using mean
photon numbers 0.5, 0.03, 0.015 for the signal and the decoy states with the same
probabilities as above. Here the mean photon numbers could be chosen higher while
being well under the NbN detector systems' saturation point. We observed an ebit of
2.82% and an eph of 9.81% in this 43 km experiment.
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5.6

Discussion and outlook

To illustrate the progress entailed by our results, we summarize our results in Table 5.1
along with recent demonstrations of high-speed polarization-based QKD and other
discrete-variable QKD field tests. Our demonstration represents the highest observed
SKR for any polarization-based QKD operations at comparable channel losses, and
it performs comparably to other state-of-the-art QKD field demonstrations. It is also
the first demonstration of the asymmetric loss-tolerant BB84 QKD protocol with
guaranteed security against collective attacks (Mizutani et al., 2015). The silicon
photonics platform has enabled us to design a compact transmitter with high-speed
and high-fidelity operations using a CMOS-compatible process. This points to the
possibility of low-cost and resilient QKD transmitters for metro-scale quantum-secure
networks.
PICs offer opportunities for further integration for both the transmitter and the
receiver and for closing possible security flaws and side-channel attacks.

Dense

wavelength-division multiplexing has been one major thrust in classical communications, and a compact solution is available in silicon photonics by using an array of
add-drop ring resonators (Ding et al., 2014; Liu et al., 2014). This scheme can be
integrated with our current QKD transmitter design with only minimal changes in
the footprint. Furthermore, single photon detectors have been integrated into silicon
photonics (Najafi et al., 2015), showing the possibility of a compact QKD receiver.
Moreover, the configurability of the silicon photonics platform allows for complex
monitoring circuits that protect against side-channel attacks (Lo et al., 2014). For
example, a Trojan horse attack can be thwarted by placing watchdog detectors in
our silicon photonics chip (Muller et al., 1997; Stucki et al., 2002). Possible detector vulnerabilities, such as the detector blinding attack (Jain et al., 2011; Lydersen
et al., 2010), can be eliminated using the measurement-device-independent (MDI)
configuration (Xu et al., 2015; Comandar et al., 2016; Lo et al., 2012).
PICs also offer new opportunities of quantum sources for QKD applications. Heterogeneous bonding of active laser III-V materials, such as indium phosphide (InP),
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Figure 5-3: Top: Experimental SKRs at different channel losses. The (blue) squares
and upright triangles are asymptotic SKRs for the local test and the 43 km metropolitan intercity test, respectively. Similarly, the (red) circles and inverted triangles are
the SKRs calculated within the composable security framework with esec = 10-10
for the local test and the metropolitan field test, respectively. In the local tests, a
variable attenuator is used to provide higher attenuation beyond the channel's 0.2 dB
loss. Solid and dashed lines correspond to numerical simulations of the SKRs for
the local test and the intercity test, respectively. Bottom: Bit error rate (eit) and
upper-bound to the phase error rate (eUh) against channel attenuation. The symbols
used here are the same as the ones above.
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Ref.

Clock rate

A

Fiber length

Loss

SKR

SKR normalized

Finite-key ese,

(MHz)

(nm)

(km)

(dB)

(kbps)

to 10 dB (kbps)

Finite-key

(Gordon et al., 2004)
(Tang et al., 2006)

1000
625

850
850

4.2
1

9.24
2.2

130
2100

109
349

-

B92
B92

Polarization
Polarization

(Ma et al., 2016)

10

1550

-

0.0

0.95

0.10

-

BB84

Polarization

(Sibson et al., 2017b)
(Sasaki et al., 2011)

1000
1000

20
50F

4.0
14.5

329
304

83
857

-

BB84
BB84

Polarization
Time-bin

(Yoshino et al., 2013)

1000

1550
1550
1547.72
1550.92

22t

12.6

230

419

-

BB84

Time-bin

(Dixon et al., 2015)
This
results

1000
6.l
625

45t
+ att.

14.5
9.2
16.4

300
1039
157

846
864
685

10-10

BB84

Time-bin

1010

BB84

Polarization

Ref._________

1550
148043

Protocol
_s__rto_

Encoding
Encoding

Table 5.1: Comparison of high-rate polarization-based QKD experiments and other high-rate discrete-variable QKD field tests.
Dagger (t) represents a deployed fi ber link. For each experiment, we also note the choice of photonic encodings. Finite-key
security: If no value of esec is indic ated, the experiment analyzes their secret key rates in the asymptotic regime. Detectors:
All experiments, except (Sibson et al., 2017b) and our work that use superconducting nanowire single photon detectors, use
avalanche photo-diodes. Photonic integrated circuits: Other than our experiments, (Ma et al., 2016) and (Sibson et al., 2017b)
are the only two other QKD experiments involving silicon photonics listed here.

Lr~

onto the silicon photonics QKD transmitter would enable a fully-integrated silicon
photonics QKD transmitter along with the light source (Liang et al., 2010; Keyvaninia
et a1., 2013; Heck e/ al., 2013; Bakir et at., 2011). QKD transmitters based on InP
has been demonstrated (Sibson et al., 2017a). Furthermore, the PIC platform allows for the construction of identical ring resonators of quality factor above 10 7 with
lithographic precision (Biberman et at., 2012). The ring resonators, when operated
as add-drop filters for broadband light sources based on spontaneous emissions whose
phases are intrinsically random, can generate lithographically-defined indistinguishable light for MDI-QKD. Recent demonstrations of efficient spontaneous four-wave
mixing with silicon ring resonators also promise the possibility of identical integrated
single-photon sources for MDI-QKD (Harris et al., 2014; Preble et al., 2015; Li et al.,
2017).
In conclusion, we have demonstrated short-range and metro-scale QKD field tests
using a silicon photonics chip, reaching secret key rates of 1.039 Mbps and 157 kbps,
respectively.

These are the first polarization based QKD field tests on deployed

fiber links, which were typically deemed too unstable for high-fidelity transmission of
polarization states. The PIC platform provides a compact and phase-stable platform
for high-speed QKD that is well suited for further scaling by wavelength division
multiplexing.

5.A

Appendix: Improved decoy state analysis

To increase the rate of secret key generation, we improve the security proof by Mizutani et al. (2015) by taking advantage of a recent decoy state analysis based on
Chernoff bounds by Zhang et at. (2017). The new decoy state analysis allows us to
obtain tighter values of the security quantities mL, mL, and eUh in Eq. 5.1.

5.A.1

Lower bound on vacuum contributions

We wish to calculate the value of mL which is the observed lower bound on the number
of events where:
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" Alice generates a vacuum state with the signal intensity setting ui in the Zbasis, and
" Bob detects in the Z-basis.
First, let (mo)L be the lower bound on the average number of such events:
(mo)L

=p,

P2

1

p2e

e"'

-

13

-

A3

2
pZ)L
3 e#

/Pt3
\2[2

2

(5.2)

where the parameter (Z)L U) is defined as the lower (upper) bound on the expectation
value of the number of detection events when Alice chooses the basis setting Z at
intensity pi and Bob chooses the basis setting Z.
Alice and Bob, given the observed value IZ,,, can calculate the confidence interval
of the underlying expectation value with the failure probability F. Using the Chernoff
bound for independent Bernoulli binary random variables X, E {0, 1}, and defining
X =

Z=1

X.

Z|,, and (x) = (Z),,, we obtain:
Pr [ZIy > (1 + 6 L) (Z)] < g (6L (z))
Pr

where g (6, (x))
IZ|,, /(1

[63

[Z.

1

< (1 -

).

6

u) (Z)/.] < g (

6u

(Z))

We further define (Z), = |Z

,

(5.3)

/(1 +SL) and (Z) U

- 6u), such that the two equations 5.3 above can be interpreted as the

probabilities that the expectation value deviates from the confidence interval. We
desire the two probabilities to be small, i.e. upper-bounded by some small failure
probability s.

The confidence interval of the expectation value is then obtained by (numerically)
solving
g (6L, (Z)
g (-r
for 6 L and 6 U. For large values of (Z)

=

2

(Z)")
;> 6#
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and

=

(5.4)

-6ln(E/2) (which is the case in our

measurements), the solutions are approximately (Zhang et al., 2017):
30 + v2 +8!3ZIt
6

U

(5.5)

,

6L =

2 (1Z1,, - 3)
from which Alice and Bob can estimate the lower (upper) bound (Z) L(U).
From here, we can obtain a second confidence interval for the observed value mo

Pr [Imo - (ino) ;> 6 (mo)] < 2e-52 mo)/(2+6)

-

using the symmetric Chernoff bound:
(5.6)

which can be rewritten to:
Pr

[mL

mU 1> 1 -E,

iMo

(5.7)

for
m(1

-

6)

(MO),

+ 6) (

moU

8(o)i,

(5.8)

(m+8O (mo)
V22 (mo)

=

However, since Alice and Bob can only estimate the confidence interval of the expectation value (no(a--by)) E [(no(axby))L, (no(abY))U , they can only obtain worse
observed lower bound:
ML= (1- 6) (no(a'yb

+

2- 8

)L,
(mo)L

(5.9)

2 (mo)L

5.A.2

Lower bound on single photon contributions

Alice and Bob also need to obtain m, , which is the observed lower bound on the
number of events where:
e Alice generates a single-photon state with the signal intensity setting pu in the
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Z-basis, and

* Bob detects in the Z-basis.

Let (mi)L be the lower bound on the average number of such events, then:
L

P__

Fe

2_e-1-11

-

(P2 - A3) (Al - 02 2

+A2

2
2

Al

2

_P3) .P_2

(Z)L
A2

e113

-(Z)
t

PA

/

(mi)

_

=

3e

(mo) L

pi

93

(5.10)

(Z)U ).

It is then straightforward to use the Chernoff bound analyses outlined in Appendix 5.A.1
to obtain the value of mi.

5.A.3

Upper bound on phase error rate

To place an upper bound to the phase error rate (euh ), Alice and Bob need to find
the lower and upper bounds to (abY; k) (Mizutani et al., 2015) which are the mean
number of events where:

" Alice generates a k-photon state (with k C {0, 1}) with the signal intensity
setting /1 in the basis setting a E {Z, X} to encode bit value x C {0, 1}, and

" Bob measures bit y E {0, 1} using basis setting b E {Z, X}.

These quantities are labeled as Decoyk(ax, by) and Decoyk(ax, by) in Ref. (Mizutani
et al., 2015).
Let laxby|,, be the observed number of events where Alice prepares bit x in basis

setting a and Bob detects bit y in basis setting b. Then, we can obtain bounds on
the mean vacuum and single-photon contributions (axby; k) using similar equations
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to 5.2 and 5.10:
(axbY; 0)

= p=,e

(ab;1)

=

,lA 2 eA3
3
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- P 3e"2 ax by)U
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e
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(P2 13
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To obtain the lower and upper bounds to the mean, i.e. (axby)>(U), we can repeat

5.B

laxby|,,j

and (x) = (axby),

.

the analysis in Sec. 5.A.1 after re-defining x = E". =

Appendix: Polarization-mode-efficient BB84 QKD
with phase encoding

The same silicon photonics polarization QKD transmitter can be converted to realize
polarization-mode-efficient BB84 QKD with phase encoding (Ferenczi et aL, 2012).
In this scheme, Alice encodes information in the phase of two consecutive photon
pulses in both polarizations. In this regard, the QKD scheme is polarization-modeefficient because both modes are used, and two bits of information can be generated
per transmission through the quantum channel.
Fig. 5-4 shows a schematic of the phase-encoded QKD system. Alice controls the
intensity of the weak coherent pulse in each polarization using an intensity modulator, which controls the mean number of photons entering the chip, and two internal
phase modulators, which distribute the photons between the horizontal and vertical
polarization modes. Adjusting the intensity modulator and the internal phase modulators at every clock cycle allows Alice to change the intensity of each polarization
pulse (pH,i and pVi where i E {1, 2, 3} is the three decoy state intensities) for decoy
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Figure 5-4: Schematic diagram of polarization-mode-efficient phase-encoded BB84
QKD which encodes information in both polarizations using the silicon photonics
QKD transmitter. Alice encodes information in both polarization modes using a single
silicon photonics transmitter. Bob, on the other hand, uses another copy of the silicon
photonics chip to undo the polarization unitary transformation of the channel. At
each output, he detects using an unbalanced Mach-Zehnder interferometer terminated
by two single photon detectors.

state modulation. For every clock cycle, two pulses are generated-a reference pulse
(weak or strong) and a signal pulse-in both polarizations. She then encodes her bit
choice and basis choice by independently choosing the relative phases
between the two horizontal and vertical pulses respectively.

#AH

and

OAV

Each relative phase is

encoded using one of the two external phase modulators. Referring to Fig. 5-4, the

relative phase #A,H is encoded using the top external phase modulator and #A,V is
encoded using the bottom external phase modulator. Choosing the relative phase
{0, 7r} and {7r/2, 37r/2} corresponds to bit values {0, 1} in the Z and X basis, respectively. Phase randomization is achieved by applying a random phase offset on both
the reference and signal pulses-chosen independently for each polarization.

Since

each orthogonal polarization mode is modulated independently of each other, we can
consider each mode being an independent quantum channel.
The quantum channel, in addition to loss, applies a drifting polarization unitary
transformation.

Bob uses another copy of the silicon photonics chip to undo the

unitary transformation of the channel, such that Alice's horizontal pulses exits the
chip through the top grating coupler and Alice's vertical pulses through the bottom
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grating coupler. (Bob also has to correct for possible polarization drifts of the channel using his silicon chip.) For each polarization, Bob detects the signals using an
unbalanced Mach-Zehnder intereferometer, which interferes the reference pulse and
the signal pulse. Bob chooses his detection basis by either applying a 0-phase shift
on

OB,H/V

for the Z-basis or a 7r/2-phase shift on

#B,H/V

for the X-basis. The pulses

would arrive at Bob's detectors in three different time slots: early, middle, and late.
Bob keeps only the middle clicks which are produced from the interference.
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Chapter 6
Summary and outlook
In this thesis, we discussed our recent advancements in solving the theoretical and
experimental challenges for the adoption of metropolitan-scale QKD systems.
We described a novel numerical approach that transforms the QKD key rate problem, which is fundamental in quantifying the security of any QKD system, into an
SDP. Users of the SDP need only input their observations during the QKD session and
the program will output the secret key rate generated during that session. The program also considers the composable security of the QKD session-taking into account
the statistical fluctuations expected from the finite number of signals exchanged. We
illustrated the robustness of the numerical approach by analyzing well-known protocols, such as the BB84 protocol (and its variations), the B92 protocol, the MDI-QKD
protocol, and the new Twin-Field QKD protocol.
We then described the decoy-state HD-QKD protocol that is resilient against
photon number splitting attack, where Eve makes use of multiphoton emissions to
capture one photon and learn about the encoded information. We showed that the
protocol guarantees secure key generation in metropolitan distances of ~ 100 km. To
confirm this hypothesis, we implemented the prepare-and-measure version of the HDQKD protocol, including demonstrations both in the lab and over a 43-km intercity
deployed-fiber testbed between MIT in Cambridge, MA and MIT LL in Lexington,
MA. The new protocol, with the help of fast and efficient superconducting nanowire
single photon detectors, achieved record secret-key rates for each tested channel loss.
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Next, we explored the use of PICs, in particular silicon photonics, in miniaturizing and improving the secret key generation rate. PICs offer a compact phase-stable
platform for integrating multiple high-speed photonic circuits together. We designed
and tested a polarization-based silicon photonics transmitter, showing that the transmitter is capable of high fidelity operations at a high data rate of 10 Gbps. With the
silicon photonics transmitter, we performed two QKD field tests: a local test between
two buildings at MIT and an intercity field test over the 43-km deployed-fiber testbed.
The flexibility of the silicon photonics circuit also allowed it to correct for possible
polarization drift over the deployed fiber channel. The PIC robustness and its high
speed helped the demonstrations to achieve the highest recorded secret-key rates for
any polarization-based QKD experiment.
The development of the numerical key rate calculator is a step forward towards
democratizing the burden of security proofs on the QKD users themselves, rather than
a small number of QKD experts. There are, however, a number of open questions
that remain in this method, including how to handle decoy state techniques which
are ubiquitous in prepare-and-measure QKD implementations. Lastly, the numerical
technique so far only considers transmissions using single photons. Extending the
program to include transmissions using weak laser (coherent state) pulses, which
are typically used in QKD demonstrations, would be necessary to use the numerical
method for characterizing metro-scale QKD operations.
Further development on chip-based QKD systems can provide the scalability
needed for the widespread adoption of metropolitan QKD systems. The HD-QKD
protocol is a compelling protocol for metro-scale QKD operations as it boosts the
key generation rate when the detectors are heavily saturated, which is typical at
metropolitan distances. Work on miniaturizing the HD-QKD devices is a continuing
research project as novel ideas are needed to engineer a large group velocity dispersion
over a large bandwidth in a single chip.
Chip-based QKD circuits are also suitable for dense wavelength multiplexing. The
use of multiple independent channels to generate secret keys in parallel can provide a
key exchange rate that is commensurate to the current Internet. Moreover, exploring
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the measurement-device-independent configuration of QKD systems in a metropolitan
setting can circumvent the need of each individual user to operate single photon
detectors.
The work demonstrated in this thesis provides a foundation for future demonstrations of new quantum networking protocols and capabilities. The SDP can be repurposed to analyze novel quantum-secure communication protocols, as we have seen with
the Twin-Field QKD. The PIC platform is a suitable platform for high-speed, highfidelity photonic operations required for new quantum networking protocols. And,
the deployed-fiber testbed could be connected into a multi-node Boston-area quantum
network for a multi-party quantum networking protocol. Ultimately, the widespread
adoption of QKD in a metropolitan network can be an essential step towards building
a Quantum Internet, in which quantum information is securely exchanged between
quantum computers in the network.
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Appendix A

Simplification to the postselection
procedure

Whenever postselection is performed-even for the simplest postselected BB84 protocol
direct calculation of the approximate SDP for quantum relative entropy can become
a bottleneck (see SDP 3.47). For a density matrix p of size n x n, solving the approximate SDP problem at order (m, k) involves solving for a total of k blocks of
2n 2 x 2n 2 positive semidefinite matrices and m. blocks of (n 2 + 1) x (n2 + 1) positive
semidefinite matrices. For the postselected BB84 protocol, n = (dim A) x (dim A,) x
(dim Ab) x (dim B) x (dim B,) x (dim Bb) = 64 which results in an extremely large
SDP to solve. We see a slowdown in the SDP for the fidelity function (see SDP 3.58),
but the problem is still small enough for our numerical solvers to find a solution within
a reasonable amount of time.

We outline simplification steps that allows us to dramatically increase the calculation speed for the examples that we have explored in this thesis.
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A.1

BB84

The Kraus operators related to Alice and Bob's announcements are:
Pz [1|0)(01=A 0 |) +|1)(1| 0 | 0 1)A]
KA =
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KB =/
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where there is no need to keep track of B, because the key map is only applied to
Alice's value register.

With the postselection operator:

H = 0)(OKb 0 10)(0lB b +

)M

(A.2)
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we can fully define the action of the sifting map:
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Notice that the expression above is block diagonal so we can write:

Px.

S(pAB)

Pz
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X

(A.4)

A.1.1

The key rate SDP

The goal here is to simplify the key rate problem (in the von Neumann entropy
formalism) by separating out the two blocks and thereby proving that
D(S(PAB

pAB))) = P2ZD(PAB |Z

(pAB))) +

P' D(PAB

flZA

PABM,

(A.5)
where we have defined the notation ZW which is the pinching channel in the B-basis
acting on Hilbert space W. In particular:
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First, we state the following useful lemma:

Lemma A.1.1. Given M = A E B and M' = A' D B', where dim A = dim A' and
dim B = dim B', we have

Tr[M log 2 l']

=

Tr[A log 2 A'] + Tr[B log 2 B'].

(A.8)

Mz=(A

0)

M'=

0 B)

0

,

Proof. The proof can be obtained by direct computation. Since we have

(A.9)

B'

then the term
log 2 Al' =

0
1g2A'
0
10g2 B'
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(A.10)

Therefore,
(A1og 2 A'

=

0

0
B og2 B'

(A.11)

,

M log 2 M'

and taking the trace of this matrix completes the proof.
Applying Lemma A.1.1 to D(S(PAB)
S(PAB)

11 ZA, (S(pAB))),

El
with the identification M =

and M' = ZA (S(pAB)), gives us

D(S( PAB)j

A(S(PAB))) = P2

||Z
Zi(Pz ))

D(pz

+ P2 D( p.

|| ZZ, ( p.)).

(A.12)

To obtain the simplified Eq. A.5, we show the following:
D(p\ Zz (pz)) = D(PAB

||Z4,(px))

(A.13)
= D(PAB

ZA pAB))

-

D(px

ZA(pAB),

The identification is straightforward. Let us write down Pz in the basis of A, and A:
(OIAK(O{A
Pz

=

(A1MA
(OIpAB1)A

|O)AO)A ((O|PABIO)A

(A.14)

(11pAB1)A 2

which is equivalent to PAB in the Z-basis:
(11A

PAB

0)A

(0OPABIO)A

(0pPAB 'A.

1)A

({1PABI0)A

(I PABI

(A.15)
A

/

(0A

Now, let us write Z ,(pz) in the basis of A, and A:

(OIA (|A
|0)A0)A

|)

(O|PABIO A

0

'
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(A.16)
(I |PAB|11)

,

Z,( Pz) =

(1|AKMA

which is equivalent to ZA(PAB) in the Z-basis:
(O|A

|1)A

0

\

Zz,(pz)) = D(PAB

(i

R1A)

ZA (PAB))

-

||

(A.17)

O)A ((OPABO)A

Zi(PAB) =

that shows D(pz

(1A

Similarly, p, in the Z-basis of A, and the X-basis of A is:

(0|A ( IA
Px

(1A(- A

IO)AJ )A

(+PAB

|1)A -)A

K-|PAB +)A

)A

(+PABI-)A,

(-PAB-)

(A.18)

A

which is equivalent to PAB in the X-basis:

K

(+IA
PAB

((

=)A
A

A

K-PAB-)A.

PABH)A

(A.19)

(-IPAB-) A/

K-PAB)A

Furthermore, ZA (p.) in the Z-basis of A, and the X-basis of A is:

(0|AV +A
ZA, (px) =

+

|0)A+

|1)AV -)

)A
-PAB

0

(

(A.20)

0,

(-|PAB

-0A)/

which is equivalent to ZA(PAB) in the X-basis:

HA

K

A

(A.21)

(+ PAB +)A

ZAX(PAB) =+A
~HA

0
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IPAB

A /)

||

ZA,(p.)) = D(PAB

Z

pAB))

-

that gives us D(p.

Solving the SDP problem:

min [D(S(PAB) 11Z(S(PAB)))]

(A.22)

is therefore equivalent to solving:

min [PzD(PAB

ZA(pAB))) +2 pD(PAB 1 ZA(pAB)))]

(A.23)

PAB

which requires no dilation in the Hilbert space at all.

A.1.2

The linearized dual SDP

We also wish to show that the gradient Vf(p)T, defined in Eq. 3.69, has a similar
simple structure:

Vf (PAB )T = St (log 2 S(PAB))

S[0log 2 PAB

-

S' (log 2

4

(S(pAB)))

- log 2 ( 4 (pAB))

[log 2 PAB - log 2 (ZA(pAB))

+

(A.24)
We start from the result of Eq. A.3:

PZ

b11)(1iApB

I

,

S(PAB) = O00)(OOAbBb

(A.25)

thus

log 2 (S(PAB))

=

00)(00 AbBb

log 2 (p)

+

1 1 )(I1AbBb

0 log2 (p p.),

(A.26)

which gives us the first term before applying the adjoint map St. We can also obtain
the second term (before the adjoint map):
log 2 (ZZ (S(PAB)))

=

00)(OOAbBb

log2 (10(pZ))p

)

AbBblog 2

(pxZE(px))-

(A.27)
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Now, let us apply the adjoint map to the first term (Eq. A.26):
St(log 2 (S(pAB))) = (fKCK)t log2 (pzpz)(KSK?) + (VKK)t 1og2 (p
(A.28)
0 i)x for i E { 0,1 } and X E { A, B }. Explicitly,

where we have defined K> = RK
$$$1=Pz

E

|Iz) A, Izjz)izjz

E

iz)A, IXjx) (ixjxIAB,

(A.29)

IAB'

ijE{ O,1 }

and
fRAkA=P x

ijE{

(A.30)

0,1 I

where we have used the shorthand: 10z) = 10), 11z) = 1), J0x) = 1+), 11x) = I-).
In the previous section (Sec. A.1. 1), we have also shown that:
1. p, in the Z-basis of A, and A is equivalent to PAB in the Z-basis, and
2. p, in the Z-basis of A, and the X-basis of A is equivalent to PAB in the X-basis,
which are exactly the mapping described by the Kraus operators in Eqs. A.29 and A.30.
We therefore have

St(log 2 (S(pAB)))

Z 102

ZpAB) +

p1 lo

2

XpAB-

(A.31)

Now, let us apply the adjoint map to the second term (Eq. A.27):
St (log 2 (ZZ,(S(pAB))))

=

(

A

log2 (p

+ (KiK() log 2 (2Zj

p

(A.32)

(p )) (RIKk).

Similarly, we have previously shown that:
1. Zj (pz) in the Z-basis of A, and A is equivalent to ZZ(PAB) in the Z-basis,
and
2. Zjz(p2) in the Z-basis of A, and the X-basis of A is equivalent to ZX(PAB) in
the X-basis.
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Therefore,

St (10

2

(ZAZ,(S(PAB)))) =p

0og 2 p ZAZ (PAB))-

0log 2 (ZZ(PAB))

(A-33)

Finally, combining Eqs. A.31 and A.33 give us:
Vf(PAB)T

St (log 2 S(PAB))

-

S [10 g2(ZPPAB) =

St (log 2 ZA (S(PAB)))

log 2 (4Z (PAB))]

P[ [log2 PAB - log 2 (ZA(pAB)) +

[log2 PAB

-

p

[og2

P PAB)

-

log 2 (PZ

102 (Z (PAB))

(A.34)
To eliminate the factors of p2 and p2 inside the logarithms we made use of a couple
of properties of matrix logarithm for a density matrix PAB, which is a positive definite
operator: PAB

>-

0 1. First, the fact that log(A 1 ) = - log A for any A >- 0. Secondly,

we use the fact that PAB commutes with ZA(pAB)1 and ZA(pAB)-l, as the pinched
density matrices are diagonal in the basis they are pinched on. This concludes our
proof of the simplified form of Vf(p)T.

A.2

Prepare-and-measure BB84

The simplification described here can be used for the generic prepare-and-measure
BB84 QKD protocol and for the case with Trojan horse attack. The general procedure
is similar to the procedure described in Sec. A.1, so we will only show the important
steps.

'More accurately, a density matrix p is a positive semidefinite operator. We can consider the
density matrix after a depolarizing channel with small depolarizing error/probability e > 0, then
the resulting density operator p >- 0. Calculating the key rate using this density matrix incurs some
errors that can be quantified, see (Winick et al., 2018) for the complete details.
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(PAB))]

The Kraus operators related to Alice and Bob's announcements are:
0)A |0)A, +1)(11A 0)Ab 11)AKoA

=

1O)(OA

K' = 12)(2A
O)Bb]

=

K

PzB )Bb

1B)B pBb

/r

=

1 )Ab

0)A, +

13)(31A

)Ab

[10)(01B g 10)Bb + 11)(1|B

XPx

B=

O

[|+)(+|B

9 |1)Bb +

&

~H~B

1)1X1Bb,

S(PAB) = OO)(OO

A.2.1

(A.35)

O
b

With the postselection operator [I =

where there is we did not keep track B,.
0)(0Ab 0 0)(OBb + 11)K1 Ab

I)A

we obtain:

AbBbPZPZ

+

11)(11

AbBbpx

(A.36)

px

The key rate SDP

We will show that the key rate problem simplifies as follows:
D(S(PAB)

Zz(p1B))) + pxD(p2

Zi,(S(pAB))) =pzD(poB

1(1ZZ(P23B

(A.37)
where
pAB

IzA

(A.38)

iPAB jA

ij={O,1}

describing the upper-left block of PAB in the standard basis of A, i.e. in the {0)A, 1)A}
subspace. And,
PAB

I)0A (iPAB JA

,I

(A.39)

i,j={2,3}

describing the lower-right block of PAB in the standard basis of A, i.e.

{

in the

2)A, 3)A} subspace.

Applying Lemma A.1l to D(S(PAB)
D(S(pAB)

Z(S(pAB)) gives us:

ZL(S pAB))) = pzD(p;| Z1 ,(p;,))) + px D(p| Zi' (p,))).
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(A.40)

We then write down pz in the basis of A, and A:

>:

Pz =

|i)

(j| (A

(A.41)

(ijPAB j)A

ije{ 0,1}

which is equivalent to the upper-left block of

Similarly, applying the pinching

PAB.

channel on pz gives us:

Z5,(pz)

SE

=

W I)
, 'IA 'IA,(ip AB WA

(A.42)

ict{0,11

Thus, we conclude that

D(pz Ne Z, (pz))) = D(pls

(A.43)

Zwi(ppl

Next, we can also write p,,:

Px

=

I:

|I)A', MAA

iPAB jA

I

(A.44)

ije{ 2,3}
PAB-

Zi,(pX) =

Applying the pinching channel on px gives us:

W

(A.45)

WA, |i) |{ PAB Z}A

.

which is the lower-right block of

iE 12,3}

Finally,
D(px

ZA,(px))) = D(p2B

A

PAB ))

Combining all the results, we have shown that Eq. A.37 is true.
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(A.46)

A.2.2

The linearized dual SDP

Here we will show that
Vf(PAB)T

=

St (1og2 S(PAB)) -St (log 2 Z

(S(PAB)))

=

Pz [10g 2 POA1B - log 2 (Z1(POfB))] + PX [log 2 PAB - log 2

A47

(A.47)
The first term before the adjoint map St is:

00) (00

log 2 (S(PAB))

AbBb

(log 2 (PzPZ) +

11)(11AbBb

(A.48)

log2 (PXPx).

Applying the map:
St(log 2 (S(PAB))) = (kAA)t log2 (pzpz)(KSK') + (KBK')' 1og 2 (pxPx)(KK)
=

Pz 102(PzPApB) + Px 10g2(pxpB
(A.49)

as the Kraus operators are

kAJk

=

Pz

Z
ijE{0,1}

(A.50)

iz)Aiziz)Kizjz|AB,

and
ki kA = V Px

E
{

E

(A.51)

iz) A, izjx) Kizjx IAB.

iE{ 2,3 } jE{ 0,1 }

Similarly, the second term before the adjoint map is:

log 2 (ZZ (S(PAB)))

=

00)(00 AbBb(log2 (PZZ,(Pz))

11)K11 AbBb(0log2 (PXZL(px)),

(A.52)
and applying the map gives us

2

(ZAZ (S(PAB))))

=

(RA K)t log 2 (pzZ ,(Pz)) ( kKB

+ (RBK])
=

t

10g 2 (PXZA,(Pz)) (RAKK)

Pz log2 (pzZp"AB)) + PX log 2 (px
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(A.53)
AB

-

St (10

Combining Eqs. A.49 and A.53, and then eliminating the probability terms inside
the logarithms, we obtain Eq. A.47.

A.3

Measurement-device-independent QKD

For both the MDI-QKD scheme and the Twin-Field QKD scheme, we are working
with a tripartite density matrix PABC, where Charlie C receives the transmissions A'
and B' from Alice and Bob, respectively. However, because we can treat the statistics
from each Bell-state projection independently, we will only have to work with Hilbert
spaces A and B. And, the simplification results from Sec. A.1 follows. We will show
this is true for the MDI-QKD scheme and limiting the choices of Bell states
to 4'*)
gives us the same simplification for the Twin-Field protocol.
The Kraus operators related to Alice and Bob's measurements are the same as in
Eq. A.1 in Sec. A.1. The postselection operator however is now:

H"'

= [0)(0|JAb 0 J0)(O|B6 + J1)Kl1IA, 9 J1)(1Bb] 0 Jk)QDkJC.

(A.54)

Therefore, the action of the sifting map is:

S(PAB)

=

E

(K!BI

)PABc(KI K" )t

rl

Lab,bbE{ 0,1}

= (KOK 0) PABC (KAKB) + (KAKB) PABC (KK%)t
=pz|0)(0Ab

+

0 )(OIBb 0

P|I41Ab9J1)(1Bb 9

k

(A.55)

c 0AB

k) KkIc0 PAB,

where PzAB and PxAB only live in the Hilbert spaces A and B. We can then use the
block diagonal structure of

S(PAB) = P2 zAB

X PAB

(A.56)

and the techniques described in Sec. A.1 to simplify the structure of the relative
174

entropy and its gradient.
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