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Abstract
One of the fundamental goals of cryptography is to be able to offer security and
privacy without sacrificing functionality. Cryptographers have been able to achieve
the best of all three by exploiting the assumed hardness of some problems (e.g. discrete log), and have been able to build protocols for secure multiparty computation,
collision-resistant hash functions, public key cryptography, and much more. This thesis explores three facets of this balance. First, we delve into Topology-Hiding Computation, which is multiparty computation where we also hide the communication
network, strengthening the notion of privacy. Second, we study Property Preserving
Hashing, which can be thought of as an extension of collision-resistant hashing where
we add functionality. Finally, we explore Fine-Grained Cryptography, and develop
a public key cryptosystem. In this model of cryptography, security takes on a much
less restrictive role (e.g. adversaries must run in 𝑂(𝑛10 ) time), but the protocols and
security reductions must run in “fine-grained” time (e.g. less than 𝑂(𝑛5 )).
Thesis Supervisor: Vinod Vaikuntanathan
Title: Associate Professor of Electrical Engineering and Computer Science
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Chapter 1
Introduction
One of the core goals of cryptography is to balance functionality with security and
privacy. To do this, cryptographers need first to provide the right definitions encompassing notions of both correctness and security: correctness states that the system
provides the functionality we want, while security describes how we ensure the privacy
of information from an adversary. Depending on the kind of security we require, this
adversary may be all powerful (information-theoretic or computationally unbounded),
may run only in polynomial time (computationally bounded), or even bounded by a
specific polynomial runtime like 𝑂(𝑛2 ) (a fine-grained adversary).
Often cryptographers are able to get the best of both correctness and security
by assuming the hardness of certain problems, providing descriptive functionality
while preserving privacy against computationally bounded adversaries. For example, Public-Key Cryptography (PKC) allows for private communication on a public
channel. PKC is part of the Transport Layer Security (TLS) protocol, and is used in
almost all modern websites to facilitate this private communication. PKC typically
relies on assuming the hardness of certain algebraic problems. Encompassing all kinds
of functionalities is Secure Multiparty Computation (MPC): all parties involved seek
to evaluate a function over all of their private inputs, revealing the output of the
function to everyone, but nothing else. MPC has seen recent use, notably when the
mayor of Boston, Thomas M. Menino, got computer scientist to employ MPC on a
large scale to get many different companies to compute salary benchmarks without
actually revealing any salary or employee information. These benchmarks were used
to compare wages between men and women across all of the companies, highlighting
a wage gap, and hopefully leading to efforts to close that gap[Thu16]. Then there is
the cryptographic primitive of Collision-Resistant Hash Functions (CRHFs), which is
good for a single simple functionality. These functions take large amounts of information, megabytes to terabytes, and output small bit-strings, typically 256 to 512 bits,
in such a way that it is infeasible for an adversary to find different inputs that hash
to the same thing. This is incredibly useful when transmitting large files over the
Internet: in order to ensure that the data has not been maliciously tampered with, a
CRHF can be used to check that the right file was downloaded (i.e. the hash of the
downloaded file matches a publicly posted hash).
This thesis will focus on three new facets of this balance: first dealing stronger
15

notions of privacy in MPC, then stronger notions of functionality for CRHFs, and
finally realizing PKC with different kinds of computational assumptions, effectively
changing the security offered.

1.1

Topology-Hiding Computation

In Chapter 2, we discuss results in the area of Topology Hiding Computation (THC).
THC is a generalization of secure multiparty computation (MPC). In this model,
parties are in an incomplete but connected undirected communication network, each
party with its own private inputs. The functionality these parties want to realize
is evaluating some function (computation) over all of their inputs. In contrast to
MPC, these parties want to hide both their private inputs and who their neighbors
are. So, the goal is for these parties to run a protocol, communicating only with their
neighbors, so that by the end of the protocol, they learn the output of the function on
their inputs and nothing else, including information about what the communication
network looks like beyond their own neighborhood.
This added layer of privacy is useful for many real-world scenarios, where parties
can only communicate with a subset of other parties, and that subset is sensitive
metadata in the computation. For example, consider a ad-hoc mesh network where
knowing the neighbors of a party reveals the location of that party. Or, consider a social network, where someone’s set of friends should be considered private information
unless that user wants to make it public. THC can be used in both of these situations
to keep all of this sensitive information private. However, realizing THC is difficult.
To see why, look at a simple broadcast functionality: a party wants to broadcast a
bit to the rest of the network. A simple protocol can achieve the functionality: in
each round, all parties broadcast the bit if they have it and do nothing otherwise.
However, this protocol directly reveals distance to the broadcaster, and thus is not
topology-hiding. Other straightforward approaches fall into a similar pitfall, and so,
even coming up with a topology-hiding broadcast protocol without having to worry
about active adversaries is non-trivial.
This subfield is also mired in impossibility results. First, in 2015, Moran, Orlav,
and Richelson proved that it is impossible to design THC against adversaries that can
“turn off” parties during the protocol [MOR15a]. This is because if the adversary is
able to disconnect the graph, he can learn about which sides of the graph have which
parties or other information. Similarly, in this thesis we prove that THC is impossible
to achieve against adversaries that have the power to delay messages, but not stop
them (as in the prior work). This results precludes the existence of any THC protocol
in a fully asynchronous model, unless we leak information to an adversary.
Surprisingly, despite these difficulties, Akavia, LaVigne, Moran [ALM17a] showed
we could build THC against passive adversaries by making either the Decisional DiffieHellman assumption (DDH), or the Quadratic Residuosity assumption(QR) — both
of these are widely used standard algebraic assumptions in cryptography. In this thesis we show how to achieve THC from the Learning-With-Errors (LWE) assumption.
LWE is another standard algebraic cryptographic assumption, and is broadly consid16

ered to be secure against quantum adversaries, which would make THC possible even
in a quantum world!

1.1.1

Related Work for THC

Hiding the network topology is more of a concern in the literature on anonymous communication [Cha81, RR98, SGR97]. Here, the goal is to hide the identity of the sender
and receiver in a message transmission. A classical technique to achieve anonymity is
the so-called mix-net technique, introduced by Chaum [Cha81]. Here, mix servers are
used as proxies which shuffle messages sent between peers to disable an eavesdropper from following a message’s path. The onion routing technique [SGR97, RR98] is
perhaps the most known instantiation of the mix-technique. Another anonymity technique known as Dining Cryptographers networks, in short DC-nets, was introduced
in [Cha88] (see also [Bd90, GJ04]).
Synchronous Networks. Existing constructions to achieve topology-hiding communication over an incomplete network focus mainly on the cryptographic setting for
passive corruptions. The first protocol was given in [MOR15b]. Here, the authors
provide a feasibility result for a broadcast protocol secure against static, passive
corruptions. At a very high level, [MOR15b] uses a series of nested multi-party computations, in which each node is emulated by a secure computation of its neighbor.
This emulation then extends to the entire graph recursively. In [HMTZ16], the authors improve this result and provide a construction that makes only black-box use
of encryption and where the security is based on the DDH assumption. However,
both results are feasible only for graphs with logarithmic diameter. Topology hiding communication for certain classes of graphs with large diameter was described in
[AM17]. This result was finally extended to allow for arbitrary (connected) graphs in
[ALM17a].
The fail-stop setting was first considered in [MOR15b] where the authors give
a construction for a fail-stop adversary with a very limited corruption pattern: the
adversary is not allowed to corrupt any complete neighborhood of a party and is
also not allowed an abort pattern that disconnects the graph. In this work, the authors also prove that topology-hiding communication without leakage is impossible
if the adversary disconnects the graph. A more recent work, [BBMM18], provides
a construction for a fail-stop adversary with one bit/non-negligible leakage but requires that parties have access to secure hardware modules which are initialized with
correlated, pre-shared keys.
In the information-theoretic setting, the main result is negative [HJ07]: any MPC
protocol in the information-theoretic setting inherently leaks information about the
network graph. They also show that if the routing table is leaked, one can construct
an MPC protocol which leaks no additional information. However, recent work by
Ball et. al. shows that THC is achievable on a cycle graph with one corrupt node
[BBC+ 19]. This same work also describes a weaker notion of THC, distributionalTHC, which has some positive information-theoretic results for some classes of graph
distributions.
17

Other Network Models. Katz et al. [KMTZ13] introduce eventual-delivery and
channels with a fixed known upper bound. These functionalities implement communication between two parties, where the adversary can set, for each message, the delay
after which it is delivered.
Cohen et al. [CCGZ16] define different channels with probabilistic delays, for
example point-to-point channels (the SMT functionalities) and an all-to-all channel
(parallel SMT, or PSMT). However, their PSMT functionality cannot be easily modified to model THC, since the delivery time is sampled once for all parties. One could
modify the SMT functionalities and use their parallel composition, but we find our
formulation simpler and much better suited for THC.

1.1.2

THC Results

In 2017, we showed that THC is possible against a very weak adversary [ALM17b],
but there were still many open questions surrounding the nature of THC. This thesis
addresses two of them.
The first is simply what standard cryptographic assumptions can imply THC.
Prior work from [BBMM18] shows that THC implies oblivious transfer (OT). This
means that we will need to make some kind of cryptographic assumption that will
imply public key crypto. Both [AM17] and [ALM17b] used a very common cryptographic assumption: Decisional Diffie-Hellman (DDH). Then, in a later update,
[ALM17c, LaV17] showed that you could achieve this with the Quadratic Residuosity
(QR) assumption. In this thesis, we will show how the Learning-With-Errors (LWE)
assumption can achieve the same results.
Theorem (THC from LWE informal). Assuming that the LWE problem is intractable,
we can build THC for any communication network and to evaluate any efficient function.
This theorem is proved in Section 2.3.
The second open question we address here regards asynchronous networks. All
prior work in THC was in the synchronous model: at every round, a party either
sent a message and it would be received that same round or, in the fail-stop model
([BBMM18, LZM+ 18]) not send a message at all. It was an open question whether or
not we could achieve THC in an asynchronous network. Unfortunately, for all of the
standard notions of asynchronous, we show that THC is impossible. This is primarily
because all of these notions give power to the adversary to control when messages are
sent. One can immediately notice that an adversary should not be able to see who is
communicating with whom, but even taking that out of the equation, an adversary
with any control over an edge can learn something about the structure of the graph.
Theorem (THC Impossibility). If an adversary in a network can delay sending messages for an unbounded (polynomial) amount of time, then that adversary can learn
information about the network.
This theorem is formally stated and proved in Section 2.4.
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This means that if we want to design a THC protocol over a network that is
not fully synchronous (as real-world networks tend to be), the model of the network
cannot give the adversary control over the timing of sending and receiving messages.

1.2

Adversarially Robust Property-Preserving
Hashing

Next, in Chapter 3, we focus on Adversarially Robust Property Preserving Hashing.
From one perspective, Property-Preserving Hashing (PPHs) are a generalization of
collision resistant hash functions (CRHFs). Recall that a CRHF is a family of hash
functions ℋ = {ℎ : {0, 1}𝑛 → {0, 1}𝑚 } that is compressing (𝑚 < 𝑛), and has the
property that no Probabilistic Polynomial-Time (PPT) adversary given ℎ can find
two inputs 𝑥1 ̸= 𝑥2 such that ℎ(𝑥1 ) = ℎ(𝑥2 ) except with negligible probability. Looking at CRHFs from a slightly different perspective, their functionality is to preserve
the equality predicate between two inputs while compressing them, preventing an
adversary from coming up with inputs where the equality predicate is not preserved
(even though these inputs exist, they are hard to find). A PPH is also a compressing
function that preserves some other property. For example, we focus on the property
of “gap-Hamming” distance: if two inputs are close in Hamming distance, then their
hashes are also close, and if two inputs are far, their hashes are also far. Note that
this example is of a promise predicate since we do not care about inputs that are
neither close nor far.
PPHs are becoming more and more important in the age of massive data: it is
becoming necessary to run computations across smaller representations of data, such
as sketches ([MP80, MG82, AMS96, CM05, CCF04]), to compute efficiently. However,
sketching and other PPH-like objects like locality-sensitive hashing (LSH [IM98]), are
not robust in the sense that an adversary can produces instances of real data such that
sketches will represent them incorrectly. This is important for applications like facial
recognition on large datasets, and copyright protection, where closeness is a more
important metric than equality. Fuzzy extractors and secure sketching addresses
this problem from one side: close inputs will stay close. However, neither of these
approaches makes any guarantees about adversarially generated far inputs; it could
be that once an adversary sees a sketch, he can generate two far inputs that will make
the same sketch.

1.2.1

PPH Related Works

The notion of compressing an input while preserving something about it intersects
many areas of theoretical computer science. The idea of property-preserving hashing underlies sketching [MP80, MG82, AMS96, CM05, CCF04], compressed sensing [CDS01], and locality-sensitive hashing (LSH) [IM98]. However, much of this
work does not deal with any kind of adversary. Much like how Universal Hash Functions [CW77], which can be used to test the equality of data points, cannot be used
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for that purpose in the presence of adversarially generated inputs, LSH gives no guarantees in this setting either. The answer to Universal Hash Functions came in the
form of pseudorandom functions (PRF) [GGM86], universal one-way hash functions
(UOWHF) [NY89] and collision-resistant hash functions (CRHF) for different adversarial settings (e.g. oracle-access or direct access to the code of the hash function). We
do something similar with respect to LSH and explore properties other than locality.
Along that line, Mironov, Naor and Segev [MNS08] showed interactive protocols
for sketching in such an adversarial environment, achieving our goal, but requiring
interaction. In contrast, we focus on non-interactive hash functions. Hardt and
Woodruff [HW13] showed negative results which say that linear functions cannot
be robust (even against computationally bounded adversaries) for certain natural ℓ𝑝
distance properties; our work will use non-linearity and computational assumptions
to overcome the [HW13] attack. Finally, Naor and Yogev [NY15] study adversarial
Bloom filters which compress a set in a way that supports checking set membership;
we will use their lower bound techniques in Section 3.6.
Secure Sketching. Fuzzy extractors and secure sketching [DORS08] aim to achieve
similar goals to PPHs. Both of these seek to preserve the privacy of their inputs.
Secure sketches generate random-looking sketches that hide information about the
original input so that the original input can be reconstructed when given something
close to it. Fuzzy extractors generate uniform-looking keys based off of fuzzy (biometric) data also using entropy: as long as the input has enough entropy, so will the
output. As stated above, both guarantee that if inputs are close, they will ‘sketch’ or
‘extract’ to the same object. Now, the entropy of the sketch or key guarantees that
randomly generated far inputs will not collide, but there are no guarantees about adversarially generated far inputs. For our definition of robust PPHs, we want to make
sure that adversarially generated inputs, close or far, will not fool our hash function
evaluation.
One-Way Communication. Key to this thesis is One-Way Communication (OWC)
[Yao79, KNR95]. OWC is the study of protocols between two parties (e.g. Alice and
Bob) that only allow for communication in one direction (e.g. Alice to Bob), with the
goal of evaluating a joint function on their inputs. The goal of OWC is to minimize
the total communication while maintaining correctness of the protocol with high
probability. From another perspective, OWC can be seen as hashing Alice’s input
to Bob, with the goal of compressing her input as much as possible while preserving
correctness. Lower bounds in the OWC model translate directly into impossibility
results for PPHs. And so, we will reference OWC results from [Woo04, Woo07, JKS08]
(who proved OWC lower bounds for Hamming distance with certain parameters),
and strengthen them to be lower bounds for PPHs, using strategies from [JKS08] in
Section 3.3.

1.2.2

PPH Results

Adversarially Robust Property Preserving Hashes were a new cryptographic primitive
that we designed, and so it was important to understand what was possible and what
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was not in our new model. We found strong connections between One-Way Communication Complexity (OWC Complexity) and our primitive. Fortunately, OWC
Complexity is a rich, well-studied area of complexity, and while we could not directly
port OWC results to our setting directly, we could use their proof techniques and get
lower our own bounds. Once we had these lower bounds, we had a much better sense
of what was and was not possible, and could construct PPHs more easily.
Adversarially Robust Property Preserving Hashing Constructions
The properties we considered were those that already had non-robust constructions, in
particular locality-sensitive hashing (LSH) [IM98]. An LSH family is a hash function
family ℋ = {ℎ : {0, 1}𝑛 → {0, 1}𝑚 } that compresses inputs (𝑚 < 𝑛) and is mostly
correct. For example, say we were preserving a gap-ℓ𝑝 norm for a gap between 𝑟 and
𝑐𝑟 for some constant 𝑐 > 1 (note that in our case, gap-Hamming is equivalent to
gap-ℓ0 norm). Then, we have a threshold 𝜏 so that for any pair 𝑥1 , 𝑥2 ∈ {0, 1}
∙ if ||𝑥1 − 𝑥2 ||𝑝 < 𝑟, ||ℎ(𝑥1 ) − ℎ(𝑥2 )||𝑝 < 𝜏 , and
∙ if ||𝑥1 − 𝑥2 ||𝑝 > 𝑐𝑟 then ||ℎ(𝑥1 ) − ℎ(𝑥2 )||𝑝 ≥ 𝜏
with high probability over our choice of ℎ sampled from ℋ.
We can use almost the same language to define PPHs for some property 𝑃 :
{0, 1}𝑛 × {0, 1}𝑛 → {0, 1}, except our probability will be negligible and taken over
both our sampled hash function and the coins of a PPT adversary. We also generalize
the predicate evaluation: instead of using the same predicate on hashed values, we
can use an “evaluation function” called Eval. So, even in the presence of (PPT)
adversarially chosen values of 𝑥1 and 𝑥2 ,
∙ if 𝑃 (𝑥1 , 𝑥2 ) = 0, then Eval(ℎ(𝑥1 ), ℎ(𝑥2 )) = 0, and
∙ if 𝑃 (𝑥1 , 𝑥2 ) = 1, then Eval(ℎ(𝑥1 ), ℎ(𝑥2 )) = 1
with all but negligible probability. In other words, for any PPT adversary given ℎ
sampled from ℋ, the probability that the adversary produces 𝑥1 and 𝑥2 such that
𝑃 (𝑥1 , 𝑥2 ) ̸= Eval(ℎ(𝑥1 ), ℎ(𝑥2 )) is negligible.
The link between robust PPH and LSH was very clear, but less obvious was the
link between PPH and one-way communication (OWC): in essence, compressing an
input as much as possible for a OWC protocol is akin to compressing an input as
much as possible while preserving some property of that input as we would want to
do for a hash function. These connections led to the following results, which will be
included in this thesis.
∙ OWC is a rich field with a lot of work detailing lower bounds on the complexity of certain predicates. These lower bounds almost directly translated
to impossibility results for PPHs. However, we needed to be careful because
OWC lower bounds dealt with constant error, where as cryptographers, we care
about negligible error. We characterized these OWC lower bounds and how
they mapped to PPH lower bounds. We showed that a class of predicates we
call “reconstructing predicates” could not have PPHs. This class includes useful
predicates like GreaterThan, Index, and ExactHamming.
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Theorem (Reconstructing Predicates Informal). If we can reconstruct an input based on queries to the predicate 𝒫, then there does not exist a propertypreserving hash or OWC protocol for 𝒫 with negligible error.
This theorem is stated formally and proved in Section 3.3.
∙ With these lower bounds and previous results from LSH in mind, we turned
to constructing a PPH for Gap-Hamming: the promise predicate where we can
distinguish between pairs of points that are (1 − 𝜖)𝑑 close in Hamming distance
or (1 + 𝜖)𝑑 far. For all pairs within the gap, we “don’t care” how our PPH
behaves. We build two constructions for this predicate, each with different
drawbacks and benefits. Our first construction relies only on collision-resistant
hashing. Our second uses a new assumption related to the hardness of syndrome
decoding [AHI+ 17].
Theorem (Gap-Hamming PPH from CRHFs Informal). Assuming that CRHFs
exist, we can construct an adversarially robust PPH for Gap-Hamming for any
constant gap 𝜖, where the center of the gap 𝑑 = 𝑜(𝑛𝑐 / log(𝑛)), compressing from
𝑛 bits to 𝑚 = 𝑛Ω(1) .
This theorem is stated formally and proved in Section 3.4.
Theorem (Gap-Hamming PPH from Syndrome Decoding Informal). By making the SSV assumption (Definition 16), we can construct an adversarially robust PPH for Gap-Hamming for any constant gap 𝜖 where the center of the gap
𝑛
, compressing from 𝑛 bits to 𝑚 = 𝑂(𝑛).
𝑑 ≤ 2 log(𝑛)
This theorem is stated formally and proved in Section 3.5.
∙ Rounding out this paper and its myriad of definitions, we demonstrate that
even for very simple predicates, we require collision resistance, and even if we
weaken our main definition of a robust PPH, we still need one-way functions.
These results are stated formally and proved in Section 3.6.
These results were published in ITCS 2019 [BLV19].
In unpublished follow-up research with Cyrus Rashtchian, we explored the intricacies of the CRHF method for constructing gap-Hamming PPHs. We fleshed out
the relationship between 𝑑, the “center” of our gap, and the size of the hash function
output.

1.3

Fine-Grained Public-Key Cryptography

In the final chapter, Chapter 4, we study fine-grained cryptography, and are able
to design a public-key cryptography functionality against weak adversaries. This
functionality allows for a party to publish a public key while they keep the secret
key, and any other party to use that public key to encrypt a message that only the
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party with the secret key can decrypt, hiding that message from any eavesdroppers.
Unlike in standard models for cryptography, however, our eavesdroppers much less
powerful: their runtime is bounded by an explicit polynomial instead of “probabilistic polynomial-time”, e.g. can only run in time 𝑂(𝑛100 ). This, of course, is only
interesting as a cryptographic notion if the adversary has the same or more time
to run than the honest parties. So, we get a notion of cryptography we call finegrained: for examples, honest parties might only need to run in 𝑂(𝑛2 ) time, while
any adversary running in time 𝑂(𝑛100 ) time still cannot glean any useful information
with some probability. Motivating the study of this cryptography is the fact that it
does not rely on any of the normal cryptographic assumptions, including 𝑃 ̸= 𝑁 𝑃 ,
𝐵𝑃 𝑃 ̸= 𝑁 𝑃 , or even the assumption that one-way functions exist. In other words,
we explore what cryptography could be like in “Pessiland,” a world in which there are
no cryptographic one-way functions (which also implies no public key cryptography).
We look at this through the lens of fine-grained complexity, using both assumptions
and reduction techniques from that field.
However, due to its fine-grained nature many standard cryptographic reductions
(like Goldreich-Levin hardcore bits [GL89]) no longer work. And so, in this thesis we
demonstrate variations that can work in our setting, including a notion of fine-grained
one-way functions, fine-grained hardcore-bits, a fine-grained key exchange, and finally
fine-grained public-key cryptography.

1.4

Related Works to Fine-Grained Cryptography

There has been much prior work leading up to the results presented in this thesis. First, there are a few results using assumptions from fine-grained complexity
and applying them to cryptography. Second, there has been work with the kind of
assumptions that we will be using.
Fine-Grained Cryptography
Ball et al. [BRSV17, BRSV18] produce fine-grained wost-case to average-case reductions. Ball et al. leave an open problem of producing a one-way-function from a
worst case assumption. They prove that from some fine-grained assumptions building
a one-way-function would falsify NSETH [CGI+ 16][BRSV17]. We avoid their barrier
in this paper by producing a construction of both fine-grained OWFs and fine-grained
PKE from an average-case assumption.
More recent works have shown worst-case to average-case reductions for the counting 𝑘-cliques problem. First, there was a breakthrough reduction from worst-case
counting to average-case counting over a distribution of graphs with min-entropy
Ω̃(𝑛2 ), although this distribution is not easy to describe [GR18]. Then, Boix-Adserà,
Brennan, and Bresler showed that a reduction from worst-case 𝑘-clique-counting on
hypergraphs to average-case clique-counting on Erdös-Renyi graphs, showing that
this problem is average-case hard on a natural graph distribution [BBB19]. This thesis focuses on the Zero-𝑘-Clique problem, which is finding a zero-weighted 𝑘-clique in
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a (typically) complete 𝑘-partite graph, while the counting 𝑘-clique problem focuses
on determining the number of 𝑘-cliques in a graph. So, while these results do not
directly impact our work, they can be seen as evidence that average-case fine-grained
graph problems can be hard.
Fine-Grained Key Exchanges. Fine-grained cryptography is a relatively unexplored area, even though it had its start in the 1970’s with Merkle puzzles: the gap
between honestly participating in the protocol versus breaking the security guarantee
was only quadratic [Mer78], and Merkle originally did not describe a plausible hardness assumption under which the security of the key exchange can be based. 30 years
later, Biham, Goren, and Ishai showed how to implement Merkle puzzles by making
an assumption of the existence of either a random oracle or an exponentially-strong
one way function [BGI08]. That is, Merkle puzzles were built under the assumption
that a one-way function exists that takes time 2𝑛(1/2+𝛿) to invert for some constant
𝛿 > 0. So while prior work indeed succeeded in building a fine-grained key-exchange,
it needed a very strong variant of OWFs to exist. It is thus very interesting to obtain
fine-grained public key encryption schemes based on a fine-grained assumption (that
might even work in Pessiland and below).
Another notion of Fine-Grained Cryptography. In 2016, work by Degwekar,
Vaikuntanathan, and Vasudevan [DVV16] discussed fine-grained complexity with respect to both honest parties and adversaries restricted to certain circuit classes. They
obtained constructions for some cryptographic primitives (including PKE) when restricting an adversary to a certain circuit class. From the assumption NC1 ̸= ⊕𝐿/poly
they show Alice and Bob can be in 𝐴𝐶 0 [2] while being secure against NC1 adversaries.
While [DVV16] obtains some unconditional constructions, their security relies on the
circuit complexity of the adversary, and does not apply to arbitrary time-bounded
adversaries as is usually the case in cryptography. That is, this restricts the types of
algorithms an adversary is allowed to use beyond just how much runtime these algorithms can have. It would be interesting to get similar results in the low-polynomial
time regime, without restricting an adversary to a certain circuit class. Our results
achieve this, though not unconditionally.
Tight Security Reductions and Fine-Grained Crypto. Another area the
world of fine-grained cryptography collides with is that of tight security reductions
in cryptography. Bellare et.al. coined the term “concrete” security reductions in
[BKR94, BGR95]. Concrete security reductions are parametrized by time (𝑡), queries
(𝑞), size (𝑠), and success probability (𝜖). This line of work tracks how a reduction from a problem to a construction of some cryptographic primitive effects the
four parameters of interest. This started a rich field of study connecting theory to
practical cryptographic primitives (such as PRFs, different instantiations of symmetric encryption, and even IBE for example [BCK96, BDJR97, KW03, BR09]). In
fine-grained reductions we also need to track exactly how our adversary’s advantage
changes throughout our reductions, however, we also track the running time of the
honest parties. So, unlike in the concrete security literature, when the hard problems
are polynomially hard (perhaps because 𝑃 = 𝑁 𝑃 ), we can track the gap in running
times between the honest and dishonest parties. This allows us to build one way
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Crypto

Runtime

[Mer78]
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Exponentially-Strong
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WC 3-Sum, OV,
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Key Exchange

𝑂(𝑁 )

Power of
Adversary
𝑂(𝑁 2 )

Key Exchange

𝑂(𝑁 )

𝑂(𝑁 2 )

Proof of Work

𝑂(𝑁 2 )

N/A

[BGI08]
[BRSV18]
[This thesis]/
[LLW19]

[DVV16]

Zero-𝑘-Clique or 𝑘-Sum

NC1 ̸= ⊕𝐿/poly

NC1 ̸= ⊕𝐿/poly

Unconditional

OWFs,
Key Exch. & PKE,
Key Exch. & PKE
OWFs, and PRGs
with sublinear
stretch, CRHFs,
and PKE

𝑂(𝑁 )
𝑂(𝑁 )

𝑂(𝑁 1+𝛿 )
𝑂(𝑁 1.5−𝛿 )
𝑂(𝑁 2−𝛿 )

NC1

NC1

PKE and CRHFs

AC0 [2]

NC1

PRGs with poly
stretch, Symmetric
encryption,
and CRHFs

AC0

AC0

Table 1.1: A table of previous works’ results in this area. There have been several
results characterizing different aspects of fine-grained cryptography. *It was [BGI08]
who showed that Merkle’s construction could be realized with a random oracle. However, Merkle presented the construction.

functions and public key cryptosystems when the hard problems we are given are
only polynomially hard.
Similar Assumptions
This thesis uses hypotheses on the running times of problems that, while solvable in
polynomial time, are variants of natural NP-hard problems, in which the size of the
solution is a fixed constant. For instance, 𝑘-Sum is the variant of Subset Sum, where
we are given 𝑛 numbers and we need to find exactly 𝑘 elements that sum to a given
target, and Zero-𝑘-Clique is the variant of Zero-Clique, in which we are given a graph
and we need to find exactly 𝑘 nodes that form a clique whose edge weights sum to
zero.
With respect to Subset Sum, Impagliazzo and Naor showed how to directly obtain
OWFs and PRGs assuming that Subset Sum is hard on average [IN02]. The OWF
is 𝑓 (a, s) = (a, a · s), where a is the list of elements (chosen uniformly at random
from the range 𝑅) and 𝑠 ∈ {0, 1}𝑛 represents the set of elements we add together.
In addition to Subset Sum, OWFs have also been constructed from planted Clique,
SAT, and Learning-Parity with Noise [Lin17, JP00]. The constructions from the
book of Lindell and the chapter written by Barak [Lin17] come from a definition of a
“plantable” NP-hard problem that is assumed to be hard on average.
Although our OWFs are equivalent to scaled-down, polynomial-time solvable characterizations of these problems, we also formalize the property that allows us to get
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these fine-grained OWFs (plantability). We combine these NP constructions and
formalizations to lay the groundwork for fine-grained cryptography.
In the public-key setting, there has been relatively recent work taking NP-hard
problems and directly constructing public-key cryptosystems [ABW10]. They take a
problem that is NP-hard in its worst case and come up with an average-case assumption that works well for their constructions. Our approach is similar, and we also
provide evidence for why our assumptions are correct.
In recent work, Subset Sum was also shown to directly imply public-key cryptography [LPS10]. The construction takes ideas from Regev’s LWE construction [Reg05],
turning a vector of subset sum elements into a matrix by writing each element out
base 𝑞 in a column. The subset is still represented by a 0-1 matrix, and error is
handled by the lack of carrying digits. It is not clear how to directly translate this
construction into the fine-grained world. First, directly converting from Subset Sum
to 𝑘-Sum just significantly weakens the security without added benefit. More importantly, the security reduction has significant polynomial overhead, and would not
apply in a very pessimistic Pessiland where random planted Subset Sum instances
can be solved in quadratic time.
While it would be interesting to reanalyze the time-complexity of this construction
(and others) in a fine-grained way, this is not the focus of our work. Our goal is
to obtain novel cryptographic approaches exploiting the fine-grained nature of the
problems, going beyond just recasting normal cryptography in the fine-grained world,
and obtaining somewhat generic constructions.

1.4.1

Fine-Grained Cryptography Results

While designing cryptography for this setting, we came across multiple barriers. The
first was that some fine-grained problems would not lend themselves to build cryptography without refuting NSETH [CGI+ 16]. So, we would need to use a fine-grained
problem that was not associated with that barrier. Another form of barrier we ran
into was worst-case to average-case reductions for problems that would make for
good cryptography. Even now, the only worst-case to average-case reductions for
fine-grained problems are for counting versions of these problems. Unfortunately,
counting-style problems do not lend themselves well to building cryptography, as
there are no longer small-enough witnesses. Finally, many standard cryptographic
reductions no longer work in a fine-grained world, since they take a non-trivial polynomial amount of time, and so a challenge we faced was to ensure all of our reductions
were fine-grained and build different types of primitives based off of these restricted
reductions.
Despite these difficulties, we achieved the following results, presented in Chapter
4:
∙ We define our notions of fine-grained One-Way Functions, key-exchanges, and
public-key cryptosystems in Section 4.2.
∙ In Section 4.6, we define and construct fine-grained one-way functions and hardcore bits.
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∙ In Section 4.7, we generalize some the properties of average-case Zero-𝑘-Clique
to construct this key exchange: plantable, list-hard, and splittable, we can build
a non-interactive key-exchange that required honest parties to run in 𝑂(𝑁 ) time
and an adversary to run in time Ω̃(𝑁 1.5−𝜖 ) where 𝜖 decreases with respect to 𝑘.1
∙ In Section 4.8, we can build an even better non-interactive key exchange by using
more specific properties of Zero-𝑘-Clique. We show that by assuming averagecase Zero-𝑘-Clique requires 𝑛𝑘−𝑜(1) time, we can construct a non-interactive key
exchange that required honest parties to run in 𝑂(𝑁 ) time and an adversary
to run in time Ω̃(𝑁 2−𝜖 ), where 𝜖 decreases with respect to 𝑘. This 𝑁 2 gap is
the best we are able to do since we base these constructions on Merkle puzzles
[BM09].
This work was published in CRYPTO 2019 [LLW19] and unpublished follow-up work
for the last construction.

1

The tilde in Ω̃ ignores any subpolynomial factors.

27

28

Chapter 2
Topology Hiding Computation
In this chapter, we describe a few results in the study of Topology Hiding Computation, exploring different cryptographic assumptions, models for communication,
and kinds of adversaries. First, we show that we can realize all current standardassumption THC constructions by via Learning-With-Errors (see [Reg06]). This is
because all of the current constructions rely on a type of encryption called PrivatelyKey-Commutative-Randomizable encryption (PKCR), described in more detail in Section 2.2.3. Then, we will explore what an asynchronous model for THC could look
like. We show that, unfortunately, all standard notions of asynchronous models give
the adversary too much power to achieve even topology-hiding broadcast. Overall,
this result shows how strong of a primitive THC is, and how difficult it is to achieve
it.
This chapter is based off of sections from both [LZM+ 18] and [LZM+ 20].

2.1

Overview

Secure communication over an insecure network is one of the fundamental goals of
cryptography. A fundamental solution to this problem is secure multiparty computation. Here, one commonly assumes that all parties have pairwise communication
channels. In contrast, for many real-world scenarios, the communication network is
not complete, and parties can only communicate with a subset of other parties. A
natural question is whether a set of parties can successfully perform a joint computation over an incomplete communication network while revealing no information about
the network topology.
The problem of topology-hiding computation (THC) was introduced by Moran et
al. [MOR15b], who showed that THC is possible in the setting with passive corruptions and graphs with logarithmic diameter. Further solutions improve the communication efficiency [HMTZ16], and allowed for larger classes of graphs [AM17, ALM17b].
A natural next step is to extend these results to settings with more powerful adversaries. Unfortunately, even a protocol in the setting with fail-corruptions (in addition
to passive corruptions) must leak topological information about the graph [MOR15b].
A comparison of previous works in topology-hiding communication is found in
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Tables 2.1.
Table 2.1: Adversarial model and security assumptions of existing topology-hiding
broadcast protocols. The table also shows the class of graphs for which the protocols
have polynomial communication complexity in the security parameter and the number
of parties.
*
LWE is possible due to a result presented in this thesis. See Section 2.3.
Adversary

semi-honest

fail-stop
semi-malicious
& fail-stop

2.1.1

Graph

Hardness Asm.

Model

Reference

log diam.

Trapdoor Perm.

Standard

[MOR15b]

log diam.
cycles, trees,
log circum.

DDH

Standard

[HMTZ16]

DDH

Standard

[AM17]

arbitrary

DDH or QR

Standard

arbitrary

OWF
DDH or QR
or LWE*

Trusted Hardware

[ALM17a] and
[ALM17c]
[BBMM18]

Standard

[LZM+ 18]

arbitrary

Results and Techniques

This thesis presents two results in the field of THC. The first is a description of how
to get PKCR, a central tool used in most of the standard-model results, from the
Learning-With-Errors assumption. The second discusses asynchronous settings for
THC, presenting a key impossibility result. This result implies that any of the usual
adversarial models for asynchronous communication will make THC impossible.
Privately Key-Commutative Randomizeable Encryption (PKCR). All of the
standard-model results (i.e. based on standard cryptographic assumptions) use a
special form of encryption called OR-Homomorphic PKCR. This kind introduced
in [AM17] and used the Decisional Diffie-Hellman (DDH) assumption. Later in
[ALM17c], it was shown you could make PKCR with the QR assumption. Here,
we will show that OR-Homomorphic PKCR is also possible under the Learning-WithErrors (LWE).
PKCR is detailed in Section 2.2.3.
Asynchronous settings. All these prior results consider the fully synchronous
model, where a protocol proceeds in rounds. This model makes two assumptions:
first, the parties have access to synchronized clocks, and second, every message is
guaranteed to be delivered within one round. While the first assumption is reasonable
in practice, as nowadays computers usually stay synchronized with milliseconds of
variation, the second assumption makes protocols inherently impractical because the
running time of a protocol is always counted in the number of rounds, and the round
length must be chosen based on the most pessimistic bound on the message delivery
time.
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A first attempt would be to develop a protocol for the fully asynchronous model,
where the adversary has complete control over delays. Unfortunately, we can show
that any setting where the adversary can control delays in an unbounded way, leaks
information (see Section 2.4).

2.2

Preliminaries for Topology Hiding Computation

In this section, we will go over the preliminaries for THC. This will include a primer
on previous protocols and the tools necessary for them.

2.2.1

Graphs and Random Walks

In an undirected graph 𝐺 = (𝑉, 𝐸) we denote by N𝐺 (𝑃𝑖 ) the neighborhood of 𝑃𝑖 ∈ 𝑉 .
The 𝑘-neighborhood of a party 𝑃𝑖 ∈ 𝑉 is the set of all parties in 𝑉 within distance 𝑘
to 𝑃𝑖 .
The following lemma from [ALM17a] states that in an undirected connected graph
𝐺, the probability that a random walk of length 8|𝑉 |3 𝜏 covers 𝐺 is at least 1 − 21𝜏 .
Lemma 1 ([ALM17a]). Let 𝐺 = (𝑉, 𝐸) be an undirected connected graph. Further
let 𝒲(𝑢, 𝜏 ) be a random variable whose value is the set of nodes covered by a random
walk starting from 𝑢 and taking 8|𝑉 |3 𝜏 steps. We have
Pr[𝒲(𝑢, 𝜏 ) = 𝑉 ] ≥ 1 −
𝒲

2.2.2

1
.
2𝜏

Random Walk Protocol from [ALM17a]

The most efficient protocol for THC is from [ALM17a], and techniques (e.g. random
walks) are the only known techniques for achieving THC in a passive adversarial
setting in polynomial communication and rounds under standard assumptions. We
present a summary of it here so that it is easy to understand why PKCR is important
and how current methods break down in an asynchronous setting.
We recall that the random walk protocol achieves security against static passive
corruptions. To achieve broadcast, the protocol actually computes an OR. Every
party has an input bit: the sender inputs the broadcast bit and all other parties use
0 as input bit. Computing the OR of all those bits is thus equivalent to broadcasting
the sender’s message.
First, we will explain a simplified version of the protocol that is unfortunately
not sound, but this gets the principal across. Each node will take its bit, encrypt it
under a public key and forward it to a random neighbor. The neighbor OR’s its own
bit, adds a fresh public key layer, and it randomly chooses the next step in the walk
that the message takes, choosing a random neighbor to forward the bit. Eventually,
after about 𝑂(𝜅𝑛3 ) steps, the random walk of every message will visit every node
in the graph, and therefore, every message will contain the OR of all bits in the
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network. Now we start the backwards phase, reversing the walk and peeling off layers
of encryption.
This scheme is not sound because seeing where the random walks are coming from
reveals information about the graph! So, we need to disguise that information. We
will do so by using correlated random walks, and will have a walk running down each
direction of each edge at each step (the number of walks is then 2× number of edges).
The walks are correlated, but still random. This way, at each step, each node just
sees encrypted messages all under new and different keys from each of its neighbors.
So, intuitively, there is no way for a node to tell anything about where a walk came
from.
In more detail, and to demonstrate security, consider a single node 𝑣 with 𝑑
neighbors. During the forward phase at step 𝑡, 𝑣 gets 𝑑 incoming messages — one
from each of its neighbors homomorphically OR’s its bit to each, computes 𝑑 fresh
public keys, adding a layer to each, and finally computes a random permutation 𝜋𝑡
on its neighbors, forwarding the message it got from neighbor 𝑖 to neighbor 𝜋𝑡 (𝑖) and
so on. During the backwards phase, node 𝑣 removes the public key layers it added
during the corresponding forward round, and then reverses the permutation, sending
the message it got from neighbor 𝑗 to neighbor 𝜋𝑡−1 (𝑗). Because all messages are
encrypted under semantically secure encryption, 𝑣 cannot tell whether it has received
a 0 or 1 from any of its neighbors, and because all of its neighbors are layering their
own fresh public keys onto the messages, there is no way for 𝑣 to tell where that
message came from or if it had seen it before. Intuitively, this gives us soundness (see
[ALM17a] for details).
Now, this protocol is also correct: every walk will, with all but negligible probability, visit every node in the network, and therefore every message will, with all but
negligible probability, contain an encryption of the OR of all bits in the graph by the
end of the forward phase. The backward phase then takes that message at the end
of the walk, and reverses the walk exactly, popping off the public key layer that was
added at each step. By the end of the backward phase, the node that started the
walk gets the decryption of the message: the OR of all bits in the graph. Because
all of the walks succeed, and every node started a walk, every node gets the correct
output bit as desired.

2.2.3

OR-Homomorphic PKCR Encryption Scheme

In [ALM17a] and [AM17], protocols require a public key encryption scheme with additional properties, called Privately Key Commutative and Rerandomizable encryption.
We assume that the message space is bits. Then, a PKCR encryption scheme should
be: (1) privately key commutative and (2) homomorphic with respect to the OR
operation. We formally define these properties below. 1
1

PKCR encryption was introduced in [AM17, ALM17a], where it had three additional properties: key commutativity, homomorphism and rerandomization, hence, it was called Privately Key
Commutative and Rerandomizable encryption. However, rerandomization is actually implied by the
strengthened notion of homomorphism. Therefore, we decided to not include the property, but keep
the name.
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Let 𝒫𝒦, 𝒮𝒦 and 𝒞 denote the public key, secret key and ciphertext spaces. As
any public key encryption scheme, a PKCR scheme contains the algorithms KeyGen :
{0, 1}* → 𝒫𝒦 × 𝒮𝒦, Encrypt : {0, 1} × 𝒫𝒦 → 𝒞 and Decrypt : 𝒞 × 𝒮𝒦 → {0, 1} for
key generation, encryption and decryption respectively (where KeyGen takes as input
the security parameter).
For a public-key pk and a message 𝑚, we denote the encryption of 𝑚 under pk by
[𝑚]pk . Furthermore, for 𝑘 messages 𝑚1 , . . . , 𝑚𝑘 , we denote by [𝑚1 , . . . , 𝑚𝑘 ]pk a vector,
containing the 𝑘 encryptions of messages 𝑚𝑖 under the same key pk.
For an algorithm A(·), we write A(· ; 𝑈 * ) whenever the randomness used in A(·)
should be made explicit and comes from a uniform distribution. By ≈𝑐 we denote
that two distribution ensembles are computationally indistinguishable.
Privately Key-Commutative
We require 𝒫𝒦 to form a commutative group under the operation ~. So, given any
pk1 , pk2 ∈ 𝒫𝒦, we can efficiently compute pk3 = pk1 ~ pk2 ∈ 𝒫𝒦 and for every pk,
there exists an inverse denoted pk−1 . This pk−1 must be efficiently computable given
the secret key corresponding to pk.
This group must interact well with ciphertexts; there exists a pair of efficiently
computable algorithms AddLayer : 𝒞 × 𝒮𝒦 → 𝒞 and DelLayer : 𝒞 × 𝒮𝒦 → 𝒞 such that
∙ For every public key pair pk1 , pk2 ∈ 𝒫𝒦 with corresponding secret keys sk1 and
sk2 , message 𝑚 ∈ ℳ, and ciphertext 𝑐 = [𝑚]pk1 ,
AddLayer(𝑐, sk2 ) = [𝑚]pk1 ~pk2 .
∙ For every public key pair pk1 , pk2 ∈ 𝒫𝒦 with corresponding secret keys sk1 and
sk2 , message 𝑚 ∈ ℳ, and ciphertext 𝑐 = [𝑚]pk1 ,
DelLayer(𝑐, sk2 ) = [𝑚]pk1 ~pk−1 .
2

Notice that we need the secret key to perform these operations, hence the property
is called privately key-commutative.
OR-Homomorphic
We also require the encryption scheme to be OR-homomorphic, but in such a way
that parties cannot tell how many 1’s or 0’s were OR’d (or who OR’d them). We
need an efficiently-evaluatable homomorphic-OR algorithm, HomOR : 𝒞 × 𝒞 → 𝒞, to
satisfy the following: for every two messages 𝑚, 𝑚′ ∈ {0, 1} and every two ciphertexts
𝑐, 𝑐′ ∈ 𝒞 such that Decrypt(𝑐, sk) = 𝑚 and Decrypt(𝑐, sk) = 𝑚′ ,
{(𝑚, 𝑚′ , 𝑐, 𝑐′ , pk, Encrypt(𝑚 ∨ 𝑚′ , pk; 𝑈 * ))}
≈𝑐
′
′
{(𝑚, 𝑚 , 𝑐, 𝑐 , pk, HomOR(𝑐, 𝑐′ , pk; 𝑈 * ))}
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Note that this is a stronger definition for homomorphism than usual; usually we only
require correctness, not computational indistinguishability.
In [HMTZ16], [AM17] and [ALM17a], the authors discuss how to get this kind of
homomorphic OR under the DDH assumption, and later [ALM17c] show how to get
it with the QR assumption. For more details on other kinds of homomorphic cryptosystems that can be compiled into OR-homomorphic cryptosystems, see [ALM17c].
In this thesis we show how to instantiate a PKCR encryption scheme under the
LWE assumption (see Section 2.3).

2.3

Privately Key-Commutative Randomizable
ncryption (PKCR) from LWE

In this section we show how to get a PKCR encryption scheme from the LWE assumption. Basis of our PKCR scheme is the public-key crypto-system proposed in
[Reg06]. Let us briefly recall the public-key crypto-system:
LWE PKE scheme [Reg06] Let 𝜅 be the security parameter of the cryptosystem.
The cryptosystem is parameterized by two integers 𝑚, 𝑞 and a probability distribution
𝜒 on Z𝑞 . To guarantee security and correctness of the encryption scheme, one can
choose 𝑞 ≥ 2 to be some prime number between 𝜅2 and 2𝜅2 , and let 𝑚 = (1 + 𝜖)(𝜅 +
1) log 𝑞 for some arbitrary constant 𝜖 > 0. The distribution 𝜒 is a discrete gaussian
1
distribution with standard deviation 𝛼(𝜅) := √𝜅𝑙𝑜𝑔
2𝜅 .
Key Generation: Setup: For 𝑖 = 1, . . . , 𝑚, choose 𝑚 vectors a1 , . . . , a𝑚 ∈ Z𝜅𝑞 independently from the uniform distribution. Let us denote 𝐴 ∈ Z𝑚×𝜅
the matrix
𝑞
that contains the vectors a𝑖 as rows.
Secret Key: Choose s ∈ Z𝜅𝑞 uniformly at random. The secret key is sk = s.
Public Key: Choose the error coefficients 𝑒1 , . . . , 𝑒𝑚 ∈ Z𝑞 independently according to 𝜒. The public key is given by the vectors 𝑏𝑖 = ⟨a𝑖 , sk⟩ + 𝑒𝑖 . In matrix
notation, pk = 𝐴 · sk + e.
Encryption: To encrypt a bit 𝑏, we choose uniformly at random x ∈ {0, 1}𝑚 . The
ciphertext is 𝑐 = (x| 𝐴, x| pk + 𝑏 2𝑞 ).
Decryption: Given a ciphertext 𝑐 = (𝑐1 , 𝑐2 ), the decryption of 𝑐 is 0 if 𝑐2 − 𝑐1 · sk is
closer to 0 than to ⌊ 2𝑞 ⌋ modulo 𝑞. Otherwise, the decryption is 1.
To extend this scheme to a PKCR scheme, we need to provide algorithms to rerandomize ciphertexts, to add and remove layers of encryption, and to homomorphically
compute the OR. To obtain the OR-homomorphic property, it is enough to provide
a XOR-Homomorphic PKCR encryption scheme, as was shown in [ALM17c].
Extension to PKCR We now extend the above PKE scheme to satisfy the requirements of PKCR (cf. Section 2.2.3). For this we show how to rerandomize ciphertexts,
how add and remove layers of encryption, and finally how to homomorphically compute XOR.
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Rerandomization: We note that a ciphertext can be rerandomized, which is done
by homomorphically adding an encryption of 0. The algorithm Rand takes as
input a cipertext and the corresponding public key, as well as a (random) vector
x ∈ {0, 1}𝑚 .
Algorithm Rand(𝑐 = (𝑐1 , 𝑐2 ), pk, x)
return (𝑐1 + x| 𝐴, 𝑐2 + x| pk).

Adding and Deleting Layers of Encryption: Given an encryption of a bit 𝑏 under the public key pk = 𝐴 · sk + e, and a secret key sk′ with corresponding
public key pk′ = 𝐴 · sk′ + e′ , one can add a layer of encryption, i.e. obtain a
ciphertext under the public key pk · pk′ := 𝐴 · (sk + sk′ ) + e + e′ . Also, one can
delete a layer of encryption.
Algorithm AddLayer(𝑐 = (𝑐1 , 𝑐2 ), sk)
return (𝑐1 , 𝑐1 · sk + 𝑐2 )

Algorithm DelLayer(𝑐 = (𝑐1 , 𝑐2 ), sk)
return (𝑐1 , 𝑐2 − 𝑐1 · sk)

Error Analysis Every time we add a layer, the error increases. Hence, we need
to ensure that the error does not increase too much. After 𝑙 steps, the error in
∑︀
the public key is pk0...𝑙 = 𝑙𝑖=0 e𝑖 , where e𝑖 is the error added in each step.
The error in the ciphertext is 𝑐0...𝑙 = 𝑙𝑖=0 x𝑖 𝑖𝑗=0 e𝑗 , where the x𝑖 is the chosen
𝑚
randomness in each step.
⃒ ⃒ Since x𝑖 ∈ {0, 1} , the error in the ciphertext can be
⃒ ⃒
bounded by 𝑚 · max𝑖 {⃒e𝑖 ⃒ } · 𝑙2 , which is quadratic in the number of steps.
∑︀

∑︀

∞

Homomorphic XOR: A PKCR encryption scheme requires a slightly stronger version of homomorphism. In particular, homomorphic operation includes the
rerandomization of the ciphertexts. Hence, the algorithm hXor also calls Rand.
The inputs to hXor are two ciphertexts encrypted under the same public key
and the corresponding public key.
Algorithm hXor(𝑐 = (𝑐1 , 𝑐2 ), 𝑐′ = (𝑐′1 , 𝑐′2 ), pk)
Set 𝑐′′ = (𝑐1 + 𝑐′1 , 𝑐2 + 𝑐′2 ).
Choose x ∈ {0, 1}𝑚 uniformly at random.
return Rand(𝑐′′ , pk, x)
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2.4

Barriers to Asynchronous Topology Hiding

All previous results for THC are in the fully synchronous model, where a protocol
proceeds in rounds. This model makes two assumptions: first, the parties have access to synchronized clocks, and second, every message is guaranteed to be delivered
within one round. While the first assumption is reasonable in practice, as nowadays computers usually stay synchronized with milliseconds of variation, the second
assumption makes protocols inherently impractical. In practice, the first assumption appears reasonable, since nowadays computers usually stay synchronized with
milliseconds of variation. On the other hand, the second assumption makes protocols inherently impractical. This is because the running time of a protocol is always
counted in the number of rounds, and the round length must be chosen based on the
most pessimistic bound on the message delivery time. For concreteness, consider a
network where most of the time messages are delivered within milliseconds, but one
of the connections, once in a while, may slow down to a couple of hours. In this case,
a round would have to take a couple of hours.

2.4.1

Standard Asynchronous Models

The common models for asynchronous communication [BOCG93, Can01] consider a
worst-case scenario and give the adversary the power to schedule the messages.
In more depth, the model of [BOCG93] has the protocol communication described
as a sequence of steps, where only one party is active each step. The catch is that
a scheduler gets to adversarially decide on the order of the steps. The scheduler is
‘oblivious,’ meaning it does not know what messages are being sent at each step, but
does know who is sending a message to whom.
The UC-model, detailed in [Can01], provides a more general approach to asynchronous multiparty (distributed) protocols. In this model, the adversary gets direct
access to all channels connecting parties. He can both read all messages sent along
these paths and determine when messages are finally delivered.
Notice that in both of these models, the ability to schedule messages means the
adversary automatically learns which parties are communicating. As a consequence,
it is unavoidable that the adversary learns the topology of the communication graph,
which we want to hide. A first attempt to rectify this problem would be to use a
separate adversary that schedules messages from the adversary that corrupts parties:
a scheduler and a corrupter, where topology-hiding would be guaranteed as long as the
corrupter does not learn anything beyond the local structure of the communication
graph. However, if the scheduler is also adversarial, he can signal to the corrupt
parties what kind of graph the network is. For example, if there is a triangle in the
graph, the scheduler would know, and could delay the first message along all channels
by 3 seconds (and would not delay messages otherwise). An adversary would then
immediately be able to distinguish between a communication graph with a triangle
and one without.
36

2.4.2

THC is Impossible with Adversarial Delays

Since the previous models inherently do not work in our setting, a natural definition
would be to give the adversary control over scheduling on channels from only his
corrupted parties. However, we will show that any reasonable model in which the
adversary has the ability to delay messages for an unbounded amount of time allows
him to learn something about the topology of the graph. In essence, a very long delay
from a party behaves almost like an abort, and an adversary can exploit this much
like a fail-stop adversary in the impossibility result of [MOR15a]. We formally prove
this in a very weak adversarial model.
First, note that if we have bounded delays, we can always use a synchronous
protocol, starting the next round after waiting the maximum delay. So, in order for
this model to be interesting, we must assume the adversary has unbounded delays.
In order to be as general as possible, we prove this with the weakest model we can
while still giving the adversary some control over its delays: the adversary can only
add delay to messages leaving corrupt nodes.
Our proof will follow the structure of [MOR15a], using a similar game-based definition and even using the same adversarially-chosen graphs (see figure 2-1). Our game
is straightforward. The adversary gives the challenger two graphs and a set of corrupt
nodes so that the corrupt neighborhoods are identical when there is no adversarially
added delay. The challenger then chooses one of those graphs at random, runs the
protocol, and gives the views of all corrupt nodes to the adversary. The adversary
wins if she can tell which graph was used. In [MOR15a], the adversary would choose
a round to failstop one of its corrupt parties. In our model, the adversary will instead
choose a time (clock-tick) to add what we call a long-delay (which is just a very long
delay on sending that and all subsequent messages). The adversary will be able to
detect the delay based on when the protocol ends: if the delay was early in the protocol, the protocol takes longer to finish for all parties, and if it was late, the protocol
will still finish quickly for most parties.
This impossibility result translates to an impossibility in the simulation-based
setting since a secure protocol for the simulation-based setting would imply a secure
protocol for the game-based setting.
Since delays cannot depend on the adversary without leaking topology, delays are
an inherent property of the given network, much like in real life. As stated before, we
give each edge a delay distribution, and the delays of messages traveling along that
edge are sampled from this distribution. This allows us to model real-life networks
where the adversary cannot tamper with the network connections. For example, on
the Internet, delays between two directly connected nodes depend on their distance
and the reliability of their connection.
Adversarially-Controlled Delay Indistinguishability-based Security Definition
Before proving the impossibility result, we first formally define our model. This
model is as weak as possible while still assuming delays are somewhat controlled by
37

𝑃𝑆
𝐺0 :
𝑃𝑆
𝐺1 :

𝑃𝐷

...
...

𝑃𝐿

𝑃𝑅

𝑃𝐿

𝑃𝑅

...
...

𝑃𝐷

Figure 2-1: Graphs used to prove the impossibility of THC with adversarial delays.
𝑃𝑆 is the sender. The corrupted parties (black dots) are: 𝑃𝐿 and 𝑃𝑅 (they delay
messages), and the detective 𝑃𝐷 . The adversary determines whether 𝑃𝐷 (and its two
neighbors) are on the left or on the right.
the adversary. We will assume a minimum delay along edges: it takes at least one
clock-tick for a message to get from one party to another.
Time and Clocks. Many asynchronous or semi-synchronous settings require defining a clock (or clocks) for the parties to use. This is to model the time passing in
the real-world so that parties can adapt when messages are not delivered in time,
etc. For this impossibility result, however, we only need the adversary to be able to
keep track of the time passed. So, when the protocol starts, the adversary only needs
to count ‘ticks,’ the smallest unit of time that, say, a global clock would use. This
way, it does not matter what other clock functionalities are present in the protocol’s
model, the adversary ignores it to mount its attack.
For notation, the adversary will mark the time passed by 𝜏 .
Delay Algorithms In order to give the adversary as little power as possible, we
define a public (and arbitrary) randomized algorithm that outputs the delays for a
graph for protocol Π. Both the adversary and challenger have access to this algorithm
and can sample from it.
Definition 1. A indistinguishability-delay algorithm (IDA) for a protocol Π, DelayAlgorithmΠ , is a probabilistic polynomial-time algorithm that takes as input an arbitrary graph outputs unbounded polynomial delays for every time 𝜏 and every edge in
the graph. Explicitly, for any graph 𝐺 = (𝑉, 𝐸), DelayAlgorithm(𝐺) outputs 𝒯 such
that for every edge (𝑖, 𝑗) ∈ 𝐸𝑏 and time 𝜏 , 𝒯 ((𝑖, 𝑗), 𝜏 ) = 𝑑(𝑖,𝑗),𝜏 is a delay that is at
least one.
The Indistinguishability Game This indistinguishability definition is a game between an adversary 𝒜 and challenger 𝒞 adapted from [MOR15a]. Let DelayAlgorithm
be an IDA as defined above.
∙ Setup: Let 𝒢 be a class of graphs and Π a topology-hiding broadcast protocol
that works on any of the networks described by 𝒢 according to our adversarial
delay model, and let DelayAlgorithm be a public, fixed IDA algorithm. Without
loss of generality, let 𝑃1 have input 𝑥 ∈ {0, 1}, the broadcast bit.
∙ 𝒜 chooses two graphs 𝐺0 = (𝑉0 , 𝐸0 ) and 𝐺1 = (𝑉1 , 𝐸1 ) from 𝒢 and then a
subset 𝒵 of the parties to corrupt. 𝒵 must look locally the same in both 𝐺0
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and 𝐺1 . Formally, 𝒵 ⊂ 𝑉0 ∩ 𝑉1 and N𝐺0 (𝒵) = N𝐺1 (𝒵). If this doesn’t hold, 𝒞
wins automatically.
𝒜 then generates 𝒯𝒵 , a function defining delays for every edge at every timestep controlled by the adversary. That is, 𝒯𝒵 ((𝑖, 𝑗), 𝜏 ) = 𝑑(𝑖,𝑗),𝜏 , and if 𝑃𝑖 ∈ 𝒵,
then every message sent from 𝑃𝑖 to 𝑃𝑗 at time 𝜏 is delayed by an extra 𝑑(𝑖,𝑗),𝜏 .
𝒜 sends 𝐺0 , 𝐺1 , 𝒵, and 𝒯𝒵 to 𝒞.
∙ 𝒞 chooses a random 𝑏 ∈ {0, 1} and executes Π in 𝐺𝑏 with delays according to
DelayAlgorithm(𝐺𝑏 ) = 𝒯 for all messages sent from honest parties. For messages
sent from corrupt parties, delay is determined by the time and parties as follows:
for time 𝜏 a message sent from party 𝑃𝑖 ∈ 𝒵 to 𝑃𝑗 has delay 𝒯 ((𝑖, 𝑗), 𝜏 ) +
𝒯𝒵 ((𝑖, 𝑗), 𝜏 ) in reaching 𝑃𝑗 . 𝒜 receives the view of all parties in 𝒵 during the
execution.
∙ 𝒜 then outputs 𝑏′ ∈ {0, 1} and wins if 𝑏′ = 𝑏 and loses otherwise.
Notice that in this model, the adversary statically and passively corrupts any set
of parties, and statically determines what delays to add to the protocol.
Definition 2. A protocol Π is indistinguishable under chosen delay attack (INDCDA) over a class of graphs 𝒢 if for any PPT adversary 𝒜, there exists an IDA
DelayAlgorithm such that
Pr[𝒜 wins] ≤

1
+ negl(𝑛).
2

Proof that Adversarially-Controlled Delays Leak Topology
First, we will define what we mean when we say a protocol is ‘weakly’ realized in the
adversarial delay model. Intuitively, it is just that the protocol outputs the correct
bit to all parties if there is no adversarial delay.
Definition 3. A protocol Π weakly realizes the broadcast functionality if Π is such
that when all parties execute honestly with delays determined by any IDA, all parties
get the broadcast bit within polynomial time (with all but negligible probability).
Theorem 1. There does not exist an IND-CDA secure protocol Π that weakly realizes
the broadcast functionality of any class of graphs 𝒢 that contains line graphs.
Throughout the proof and associated claim, we refer to a specific pair of graphs
that the adversary has chosen to distinguish between, winning the IND-CDA game.
Both graphs will be a line of 𝑛 vertices: 𝐺 = (𝑉, 𝐸) where 𝐸 = {(𝑃𝑖 , 𝑃𝑖+1 )}𝑖=1,...,𝑛−1 .
We will let Π be a protocol executed on 𝐺 that weakly realizes broadcast when 𝑃1 is
the broadcaster, see Figure 2-1.
Our adversary in this model will either add no delay, or will add a very long
polynomial delay to every message sent after some time 𝜏 .
Notice that 𝒜 is given access to DelayAlgorithm at the start of the protocol. One
can sample from DelayAlgorithm using 𝐺0 , 𝐺1 , and 𝒵 to get an upper bound 𝑇 on
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the time it takes Π to terminate with all but negligible probability. Since Π weakly
realizes broadcast, 𝑇 is polynomial. So, 𝒜 has access to this upper bound 𝑇 .
Long-delays. Let a long-delay be a delay that lasts for 𝑇 clock-ticks. Consider an
adversary that will only add long-delays to a protocol, and once an adversary has
long-delayed a message, he must continue to long-delay messages along that edge
until the end of the protocol. That is, once the adverary decides to delay along some
edge, all subsequent messages along that edge cannot arrive for at least 𝑇 clock-ticks.
Claim 1. Consider any party 𝑃𝑣 whose neighbors do not add any extra delay as
described by the long-delay paragraph above. As in [MOR15a], let 𝐻𝑣,𝑏 be the event
that 𝑃𝑣 outputs the broadcast bit by time 𝑇 (𝑃𝑣 may still be running the protocol by
time 𝑇 or terminate by guessing a bit by 𝑇 ). Let 𝐸𝜏 be the event that the first longdelay is at time 𝜏 . Then either Π is not IND-CDA secure, or there exists a bit 𝑏 such
that
1
|Pr [𝐻𝑣,𝑏 |𝐸𝑇 −1 ] − Pr [𝐻𝑣,𝑏 |𝐸0 ]| ≥ − negl(𝑛).
2
Proof. If some 𝑃𝑖 long-delays at time 0, then the first message it sends is at time 𝑇 ,
and so the graph is disconnected until time 𝑇 . This makes it impossible for parties
separated from 𝑃1 to learn about the output bit by time 𝑇 . So, by that time, these
parties must either guess an output bit (and be right with probability at most 1/2) or
output nothing and keep running the protocol (which is still not 𝐻𝑣,𝑏 ). If Π is INDCDA secure, then all honest parties must have the same probability of outputting the
output bit by time 𝑇 , and so there exists a 𝑏 such that Pr[𝐻𝑣,𝑏 |𝐸0 ] ≤ 12 − negl(𝑛) for
all honest parties 𝑃𝑣 .
However, if 𝑃𝑖 long-delays at time 𝑇 − 1, then the only parties possibly affected by
𝑃𝑖 are 𝑃𝑖−1 and 𝑃𝑖+1 ; all other parties will get the output by time 𝑇 and the information that 𝑃𝑖 delayed cannot reach them (recall we assumed a minimum delay of at least
one clock-tick in the DelayAlgorithm). So, Pr[𝐻𝑣,𝑏 |𝐸0 ] = Pr[𝐻𝑣,𝑏 |no extra delays] =
1 − negl(𝑛) for all honest parties without a delaying neighbor by the definition of
weakly realizing broadcast.
The claim follows: |Pr [𝐻𝑣,𝑏 |𝐸𝑇 −1 ] − Pr [𝐻𝑣,𝑏 |𝐸0 ]| ≥ | 21 − negl(𝑛) − 1| ≥ 21 −
negl(𝑛).
Theorem 1. This just follows from the previous claim. A simple hybrid argument
shows that there exists a pair (𝜏 * , 𝑏) ∈ {0, . . . , 𝑇 − 1} × {0, 1} such that
|Pr [𝐻𝑣,𝑏 |𝐸𝜏 * ] − Pr [𝐻𝑣,𝑏 |𝐸𝜏 * +1 ]| ≥

1
− negl(𝑛)
2𝑇

for all 𝑃𝑣 who do not have a neighbor delaying. Since 𝑇 is polynomial, this is a nonnegligible value. Without loss of generality, assume Pr[𝐻𝑣,𝑏 |𝐸𝜏 * ] > Pr[𝐻𝑣,𝑏 |𝐸𝜏 * +1 ].
Leveraging this difference, we will construct an adversary 𝒜 that can win the INDCDA game with non-negligible probability.
𝒜 chooses two graphs 𝐺0 and 𝐺1 . 𝐺 = 𝐺0 and 𝐺1 is 𝐺 except parties 3, 4, and 5
are exchanged with parties 𝑛−2, 𝑛−1, and 𝑛 respectively. 𝒜 corrupts the source part
𝑃𝑆 := 𝑃1 , a left party 𝑃𝐿 := 𝑃𝑛/2−1 , a right party 𝑃𝑅 := 𝑃𝑛/2+1 , and the detective
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party 𝑃𝐷 := 𝑃4 . See figure 2-1 for how this looks. The goal of 𝒜 will be to determine
if 𝑃𝐷 is to the left or right side of the network (close to the broadcaster or far).
𝒜 computes the upper bound 𝑇 using DelayAlgorithm and randomly guesses (𝜏 * , 𝑏)
that satisfy the inequality above. At time 𝜏 , 𝒜 initiates a long-delay at party 𝑃𝐿 , and
at time 𝜏 +1, 𝒜 initiates a long-delay at party 𝑃𝑅 . So, 𝒜 gives the challenger 𝒯𝒵 where
𝒯𝒵 ((𝑖, 𝑗), 𝑡) = 0 for 𝑡 < 𝜏 * , and for 𝑡 ≥ 𝜏 * : 𝒯𝒵 ((𝐿, 𝑛/2), 𝑡) = 𝒯𝒵 ((𝐿, 𝑛/2 − 2), 𝑡)𝑇 and
𝒯𝒵 ((𝑅, 𝑛/2), 𝑡 + 1) = 𝒯𝒵 ((𝑅, 𝑛/2 + 2), 𝑡 + 1) = 𝑇 .
Notice that news of 𝑃𝐿 ’s delay at time 𝜏 * cannot reach 𝑃𝑅 or any other party on
the right side of the graph by time 𝑇 . Also note that the time 𝒜 gets output for each
of its corrupt parties is noted in the trasncript.
If 𝒞 chooses 𝐺0 , then 𝑃𝐷 is on the left side of the graph and has probability
Pr[𝐻𝐷,𝑏 |𝐸𝜏 * ] of having the output bit by time 𝑇 because its view is consistent with
𝑃𝐿 delaying at time 𝜏 * . If 𝒞 chooses 𝐺1 , then 𝑃𝐷 is on the right side of the graph, and
has a view consistent with the first long delay happening at time 𝜏 * + 1 and therefore
has Pr[𝐻𝐷,𝑏 |𝐸𝜏 * ] of having the output bit by time 𝑇 . Because there is a noticeable
difference in these probabilities, 𝒜 can distinguish between these two cases with 21
plus some non-negligible probability.
Consequences of this lower bound. We note that this is just one model where
we prove it is impossible for the adversary to control delays. However, we restrict
the adversary a great deal, to the point of saying that regardless of what the natural
network delays are, the adversary can learn something about the topology of the
graph. The lower bound proved in this model seems to rule out any possible model
(simulation or game-based) where the adversary has power over delays.

41

42

Chapter 3
Adversarially Robust
Property-Preserving Hashing
This chapter describes the new cryptographic notion: adversarially robust PropertyPreserving Hash Functions (PPHs). Property-preserving hashing (without robustness) is a method of compressing a large input x1 into a short hash ℎ(x1 ) in such
a way that given ℎ(x1 ) and ℎ(x2 ), one can compute a property 𝑃 (x1 , x2 ) of the
original inputs. The idea of property-preserving hash functions underlies sketching,
compressed sensing and locality-sensitive hashing.
Property-preserving hash functions are usually probabilistic: they use the random
choice of a hash function from a family to achieve compression, and as a consequence,
err on some inputs. Traditionally, the notion of correctness for these hash functions
requires that for every two inputs x1 and x2 , the probability that ℎ(x1 ) and ℎ(x2 )
mislead us into a wrong prediction of 𝑃 (x1 , x2 ) is negligible. As observed in many
recent works (incl. Mironov, Naor and Segev, STOC 2008; Hardt and Woodruff,
STOC 2013; Naor and Yogev, CRYPTO 2015), such a correctness guarantee assumes
that the adversary (who produces the offending inputs) has no information about the
hash function, and is too weak in many scenarios.
Here, we study adversarial robustness for property-preserving hash functions, providing definitions, deriving broad lower bounds due to a simple connection with communication complexity, and showing the necessity of computational assumptions to
construct such functions. Our main positive results are two candidate constructions of
property-preserving hash functions (achieving different parameters) for the (promise)
gap-Hamming property which checks if x1 and x2 are “too far” or “too close”. Our
first construction relies on generic collision-resistant hash functions, and our second
on a variant of the syndrome decoding assumption on low-density parity check codes.
This chapter is based on [BLV19] and unpublished follow-up work with Cyrus
Rashtchian.
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3.1

Overview

As two concrete examples in theoretical computer science, consider universal hash
functions [CW77] which can be used to test the equality of data points, and localitysensitive hash functions [IM98, Ind00] which can be used to test the ℓ𝑝 -distance between vectors. In both cases, we trade off accuracy in exchange for compression. For
example, in the use of universal hash functions to test for equality of data points, one
stores the hash ℎ(𝑥) of a point 𝑥 together with the description of the hash function
ℎ. Later, upon obtaining a point 𝑦, one computes ℎ(𝑦) and checks if ℎ(𝑦) = ℎ(𝑥).
The pigeonhole principle tells us that mistakes are inevitable; all one can guarantee
is that they happen with an acceptably small probability. More precisely, universal
hash functions tell us that
∀𝑥 ̸= 𝑦 ∈ 𝐷, Pr[ℎ ← ℋ : ℎ(𝑥) ̸= ℎ(𝑦)] ≥ 1 − 𝜖
The starting point of this work is that this definition of correctness is too weak in
the face of adversaries with access to the hash function (either the description of the
function itself or perhaps simply oracle access to its evaluation). Indeed, in the context
of equality testing, we have by now developed several notions of robustness against
such adversaries, in the form of pseudorandom functions (PRF) [GGM86], universal one-way hash functions (UOWHF) [NY89] and collision-resistant hash functions
(CRHF). Our goal in this work is to expand the reach of these notions beyond testing
equality; that is, our aim is to do unto property-preserving hashing what CRHFs did
to universal hashing.
Several works have observed the deficiency of the universal hash-type definition in
adversarial settings, including a wide range of recent attacks within machine learning
in adversarial environments (e.g., [MMS+ 17, KW17, SND17, RSL18, KKG18]). Such
findings motivate a rigorous approach to combating adversarial behavior in these
settings, a direction in which significantly less progress has been made.
Motivating Robustness: Facial Recognition. In the context of facial recognition, authorities A and B store the captured images 𝑥 of suspects. At various points
in time, say authority 𝐴 wishes to look up 𝐵’s database for a suspect with face 𝑥. 𝐴
can do so by comparing ℎ(𝑥) with ℎ(𝑦) for all 𝑦 in 𝐵’s database.
This application scenario motivated prior notions of fuzzy extractors and secure
sketching. As with secure sketches and fuzzy extractors, a locality-sensitive propertypreserving hash guarantees that close inputs (facial images) remain close when hashed
[DORS08]; this ensures that small changes in ones appearance do not affect whether
or not that person is authenticated. However, neither fuzzy extractors nor secure
sketching guarantees that far inputs remain far when hashed. Consider an adversarial
setting, not where a person wishes to evade detection, but where she wishes to be
mistaken for someone else. Her face 𝑥′ will undoubtably be different (far) from her
target 𝑥, but there is nothing preventing her from slightly altering her face and passing
as a completely different person when using a system with such a one-sided guarantee.
This is where our notion of robustness comes in (as well as the need for cryptography):
not only will adversarially chosen close 𝑥 and 𝑥′ map to close ℎ(𝑥) and ℎ(𝑥′ ), but if
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adversarially chosen 𝑥 and 𝑥′ are far, they will be mapped to far outputs, unless the
adversary is able to break a cryptographic assumption.
Robust Property-Preserving Hash Functions. We put forth several notions of
robustness for property-preserving hash (PPH) functions which capture adversaries
with increasing power and access to the hash function. We then ask which properties
admit robust property-preserving hash functions, and show positive and negative
results.
∙ On the negative side, using a connection to communication complexity, we show
that most properties and even simple ones such as set disjointness, inner product
and greater-than do not admit non-trivial property-preserving hash functions.
∙ On the positive side, we provide two constructions of robust property-preserving
hash functions (satisfying the strongest of our notions). The first is based on the
standard cryptographic assumption of collision-resistant hash functions, and the
second achieves more aggressive parameters under a new assumption related to
the hardness of syndrome decoding on low density parity-check (LDPC) codes.
∙ Finally, we show that for essentially any non-trivial predicate (which we call
collision-sensitive), achieving even a mild form of robustness requires cryptographic assumptions.
We proceed to describe our contributions in more detail.

3.1.1

Results and Techniques

We explore two notions of properties. The first is that of property classes 𝒫 = {𝑃 :
𝐷 → {0, 1}}, sets of single-input predicates. This notion is the most general, and is
the one in which we prove lower bounds. The second is that of two-input properties
𝑃 : 𝐷 × 𝐷 → {0, 1}, which compares two inputs. This second notion is more similar
to standard notions of universal hashing and collision-resistance, stronger than the
first, and where we get our constructions. We note that a two-input predicate has an
analogous predicate-class 𝒫 = {𝑃𝑥 }𝑥∈𝐷 , where 𝑃𝑥1 (𝑥2 ) = 𝑃 (𝑥1 , 𝑥2 ).
The notion of a property can be generalized in many ways, allowing for promise
properties which output 0, 1 or ~ (a don’t-care symbol), and allowing for more than
2 inputs. The simplest notion of correctness for property-preserving hash functions
requires that, analogously to universal hash functions,
∀𝑥, 𝑦 ∈ 𝐷 Pr[ℎ ← ℋ : ℋ.Eval(ℎ, ℎ(𝑥), ℎ(𝑦)) ̸= 𝑃 (𝑥, 𝑦)] = negl(𝜅)
or for single-input predicate-classes
∀𝑥 ∈ 𝐷 and 𝑃 ∈ 𝒫 Pr[ℎ ← ℋ : ℋ.Eval(ℎ, ℎ(𝑥), 𝑃 ) ̸= 𝑃 (𝑥)] = negl(𝜅)
where 𝜅 is a security parameter.
For the sake of simplicity in our overview, we will focus on two-input predicates.
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Defining Robust Property-Preserving Hashing. We define several notions of
robustness for PPH, each one stronger than the last. Here, we describe the strongest
of all, called direct-access PPH.
In a direct-access PPH, the (polynomial-time) adversary is given the hash function
and is asked to find a pair of bad inputs, namely 𝑥, 𝑦 ∈ 𝐷 such that when performing
the hashed-evaluation we have ℋ.Eval(ℎ, ℎ(𝑥), ℎ(𝑦)) ̸= 𝑃 (𝑥, 𝑦). That is, we require
that
∀ p.p.t. 𝒜, Pr[ℎ ← ℋ; (𝑥, 𝑦) ← 𝒜(ℎ) : ℋ.Eval(ℎ, ℎ(𝑥), ℎ(𝑦)) ̸= 𝑃 (𝑥, 𝑦)] = negl(𝜅).
The direct-access definition is the analog of collision-resistant hashing for general
properties.
Our other definitions vary by how much access the adversary is given to the
hash function, and are motivated by different application scenarios. From the strong
to weak, these include double-oracle PPH where the adversary is given access to
a hash oracle and a hash evaluation oracle, and evaluation-oracle PPH where the
adversary is given only a combined oracle. Definitions similar to double-oracle PPH
have been proposed in the context of adversarial bloom filters [NY15], and ones
similar to evaluation-oracle PPH have been proposed in the context of showing attacks
against property-preserving hash functions [HW13]. For more details, we refer the
reader to Section 3.2.
Connections to Communication Complexity and Negative Results.
Property-preserving hash functions for a property 𝑃 , even without robustness, imply
communi cation-efficient protocols for 𝑃 in several models. For example, any PPH
for 𝑃 implies a protocol for 𝑃 in the simultaneous messages model of Babai, Gal,
Kimmel and Lokam [BGKL03] wherein Alice and Bob share a common random string
ℎ, and hold inputs 𝑥 and 𝑦 respectively. Their goal is to send a single message to
Charlie who should be able to compute 𝑃 (𝑥, 𝑦) except with small error. Similarly,
another formalization of PPH that we present, called PPH for single-input predicate
classes (see Section 3.2) implies efficient protocols in the one-way communication
model [Yao79].
We use known lower bounds in these communication models to rule out PPHs
for several interesting predicates (even without robustness). There are two major
differences between the PPH setting and the communication setting, however: (a)
in the PPH setting, we demand an error that is negligible (in a security parameter);
and (b) we are happy with protocols that communicate 𝑛 − 1 bits (or the equivalent
bound in the case of promise properties) whereas the communication lower bounds
typically come in the form of Ω(𝑛) bits. In other words, the communication lower
bounds as-is do not rule out PPH.
At first thought, one might be tempted to think that the negligible-error setting
is the same as the deterministic setting where there are typically lower bounds of 𝑛
(and not just Ω(𝑛)); however, this is not the case. For example, the equality function
which has a negligible error public-coin simultaneous messages protocol (simply using
universal hashing) with communication complexity 𝐶𝐶 = 𝑂(𝜅) and deterministic
protocols require 𝐶𝐶 ≥ 𝑛. Thus, deterministic lower bounds do not (indeed, cannot)
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do the job, and we must better analyze the randomized lower bounds. Our refined
analysis shows the following lower bounds:
√
∙ PPH for the Gap-Hamming (promise) predicate with a gap of 𝑛/2 is impossible by refining the analysis of a proof by Jayram, Kumar and Sivakumar [JKS08]. The Gap-Hamming predicate takes two vectors in {0, 1}𝑛 as
input, outputs 1 if the vectors are very far, 0 if they are very close, and we do
not care what it outputs for inputs in the middle.
∙ We provide a framework for proving PPHs are impossible for some total predicates, characterizing these classes as reconstructing. A predicate-class is reconstructing if, when only given oracle access to the predicates of a certain value
𝑥, we can efficiently determine 𝑥 with all but negligible probability.1 With this
framework, we show that PPH for the Greater-Than (GT) function is impossible. It was known that GT required Ω(𝑛) bits (for constant error) [RS15],
but we show a lower bound of exactly 𝑛 if we want negligible error. Index and
Exact-Hamming are also reconstructing predicates.
∙ We also obtain a lower bound for a variant of GT: the (promise) Gap-𝑘 GT
predicate which on inputs 𝑥, 𝑦 ∈ [𝑁 = 2𝑛 ], outputs 1 if 𝑥 − 𝑦 > 𝑘, 0 if 𝑦 − 𝑥 >
𝑘, and we do not care what it outputs for inputs in between. Here, exactly
𝑛 − log(𝑘) − 1 bits are required for a perfect PPH. This is tight: we show that
with fewer bits, one cannot even have a non-robust PPH, whereas there is a
perfect robust PPH that compresses to 𝑛 − log(𝑘) − 1 bits.
New Constructions. Our positive results are two constructions of a direct-access
PPH for gap-Hamming
√ for 𝑛-length vectors for large gaps of the form ∼ 𝑂(𝑛/ log 𝑛)
(as opposed to an 𝑂( 𝑛)-gap for which we have a lower bound). Let us recall the
setting: the gap Hamming predicate 𝑃ham , parameterized by 𝑛, 𝑑 and 𝜖, takes as input
two 𝑛-bit vectors 𝑥 and 𝑦, and outputs 1 if the Hamming distance between 𝑥 and 𝑦
is greater than 𝑑(1 + 𝜖), 0 if it is smaller than 𝑑(1 − 𝜖) and a don’t care symbol ~
otherwise. To construct a direct-access PPH for this (promise) predicate, one has to
construct a compressing family of functions ℋ such that
∀ p.p.t. 𝒜, Pr[ℎ ← ℋ; (𝑥, 𝑦) ← 𝒜(ℎ) : 𝑃ham (𝑥, 𝑦) ̸= ~
∧ ℋ.Eval(ℎ, ℎ(𝑥), ℎ(𝑦)) ̸= 𝑃ham (𝑥, 𝑦)] = negl(𝜅).

(3.1)

Our two constructions offer different benefits. The first provides a clean general
approach, and relies on the standard cryptographic assumption of collision-resistant
hash functions. The second builds atop an existing one-way communication protocol,
supports a smaller gap and better efficiency, and ultimately relies on a (new) variant
of the syndrome decoding assumption on low-density parity check codes.
Construction 1. The core idea of the first construction is to reduce the goal of
robust Hamming PPH to the simpler one of robust equality testing; or, in a word,
1

In the single-predicate language of above, the predicate class corresponds to 𝒫 = {𝑃 (𝑥, ·)}.
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“subsampling.” The intuition is to notice that if x1 ∈ {0, 1}𝑛 and x2 ∈ {0, 1}𝑛 are
close, then most small enough subsets of indices of x1 and x2 will match identically.
On the other hand, if x1 and x2 are far, then most large enough subsets of indices
will differ.
The hash function construction will thus fix a collection of sets 𝒮 = {𝑆1 , . . . , 𝑆𝑘 },
where each 𝑆𝑖 ⊆ [𝑛] is a subset of appropriately chosen size 𝑠. The desired structure
can be achieved by defining the subsets 𝑆𝑖 as the neighbor sets of a bipartite expander.
On input x ∈ {0, 1}𝑛 , the hash function will consider the vector y = (x|𝑆1 , . . . , x|𝑆𝑘 )
where x|𝑆 denotes the substring of x indexed by the set 𝑆. The observation above
tells us that if x1 and x2 are close (resp. far), then so are y1 and y2 .
Up to now, it is not clear that progress has been made: indeed, the vector y
is not compressing (in which case, why not stick with x1 , x2 themselves?). However,
y1 , y2 satisfy the desired Hamming distance properties with fewer symbols over a large
alphabet, {0, 1}𝑠 . As a final step, we can then leverage (standard) collision-resistant
hash functions (CRHF) to compress these symbols. Namely, the final output of our
hash function ℎ(x) will be the vector (𝑔(x|𝑆1 ), . . . , 𝑔(x|𝑆𝑘 )), where each substring of
x is individually compressed by a CRHF 𝑔.
The analysis of the combined hash construction then follows cleanly via two steps.
The (computational) collision-resistence property of 𝑔 guarantees that any efficiently
found pair of inputs x1 , x2 will satisfy that their hash outputs
ℎ(x1 ) = (𝑔(x1 |𝑆1 ), . . . , 𝑔(x1 |𝑆𝑘 )) and ℎ(x2 ) = (𝑔(x2 |𝑆1 ), . . . , 𝑔(x2 |𝑆𝑘 ))
are close if and only if it holds that
(x1 |𝑆1 , . . . , x1 |𝑆𝑘 ) and (x2 |𝑆1 , . . . , x2 |𝑆𝑘 )
are close as well; that is, x1 |𝑆𝑖 = x2 |𝑆𝑖 for most 𝑆𝑖 . (Anything to the contrary would
imply finding a collision in 𝑔.) Then, the combinatorial properties of the chosen index
subsets 𝑆𝑖 ensures (unconditionally) that any such inputs x1 , x2 must themselves be
close. The remainder of the work is to specify appropriate parameter regimes for
which the CRHF can be used and the necessary bipartite expander graphs exist.
Construction 2. The starting point for our second construction is a simple nonrobust hash function derived from a one-way communication protocol for gap-Hamming due to Kushilevitz, Ostrovsky, and Rabani [KOR98]. In a nutshell, the hash
function is parameterized by a random sparse 𝑚 × 𝑛 matrix 𝐴 with 1’s in 1/𝑑 of its
entries and 0’s elsewhere; multiplying this matrix by a vector z “captures” information
about the Hamming weight of z. However, this can be seen to be trivially not robust
when the hash function is given to the adversary. The adversary simply performs
Gaussian elimination, discovering a “random collision” (𝑥, 𝑦) in the function, where,
with high probability 𝑥 ⊕ 𝑦 will have large Hamming weight. This already breaks
equation (3.1).
The situation is somewhat worse. Even in a very weak, oracle sense, corresponding
to our evaluation-oracle-robustness definition, a result of Hardt and Woodruff [HW13]
shows that there are no linear functions ℎ that are robust for the gap-ℓ2 predicate.
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While their result does not carry over as-is to the setting of ℓ0 (Hamming), we conjecture it does, leaving us with two options: (a) make the domain sparse: both the
Gaussian elimination attack and the Hardt-Woodruff attack use the fact that Gaussian elimination is easy on the domain of the hash function; however making the
domain sparse (say, the set of all strings of weight at most 𝛽𝑛 for some constant
𝛽 < 1) already rules it out; and (b) make the hash function non-linear: again, both
attacks crucially exploit linearity. We will pursue both options, and as we will see,
they are related.
But before we get there, let us ask whether we even need computational assumptions to get such a PPH. Can there be information-theoretic constructions? The first
observation is that by a packing argument, if the output domain of the hash function
𝑑(1+𝜖)
has size less than 2𝑛−𝑛·𝐻( 𝑛 ) ≈ 2𝑛−𝑑 log 𝑛(1+𝜖) (for small 𝑑), there are bound to be
“collisions”, namely, two far points (at distance more than 𝑑(1 + 𝜖)) that hash to the
same point. So, you really cannot compress much information-theoretically, especially
as 𝑑 becomes smaller. A similar bound holds when restricting the domain to strings
of Hamming weight at most 𝛽𝑛 for constant 𝛽 < 1.
With that bit of information, let us proceed to describe in a very high level our
construction and the computational assumption. Our construction follows the line of
thinking of Applebaum, Haramaty, Ishai, Kushilevitz and Vaikuntanathan [AHI+ 17]
where they used the hardness of syndrome decoding problems to construct collisionresistant hash functions. Indeed, in a single sentence, our observation is that their
collision-resistant hash functions are locality-sensitive by virtue of being input-local,
and thus give us a robust gap-Hamming PPH (albeit under a different assumption).
In slightly more detail, our first step is to simply take the construction of Kushilevitz, Ostrovsky, and Rabani [KOR98], and restrict the domain of the function. We
show that finding two close points that get mapped to far points under the hash
function is simply impossible (for our setting of parameters). On the other hand,
there exist two far points that get mapped to close points under the hash functions
(in fact, they even collide). Thus, showing that it is hard to find such points requires
a computational assumption.
In a nutshell, our assumption says that given a random matrix A where each entry
is chosen from the Bernoulli distribution with Ber(1/𝑑) with parameter 1/𝑑, it is hard
to find a large Hamming weight vector x where Ax (mod 2) has small Hamming
weight. Of course, “large” and “small” here have to be parameterized correctly (see
Section 3.5 for more details), however we observe that this is a generalization of the
syndrome decoding assumption for low-density parity check (LDPC) codes, made by
[AHI+ 17].
In our second step, we remove the sparsity requirement on the input domain of
the predicate. We show a sparsification transformation which takes arbitrary 𝑛-bit
vectors and outputs 𝑛′ > 𝑛-bit sparse vectors such that (a) the transformation is
injective, and (b) the expansion introduced here does not cancel out the effect of
compression achieved by the linear transformation x → Ax. This requires careful
tuning of parameters for which we refer the reader to Section 3.5.
The Necessity of Cryptographic Assumptions. The goal of robust PPH is to
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compress beyond the information theoretic limits, to a regime where incorrect hash
outputs exist but are hard to find. If robustness is required even when the hash
function is given, this inherently necessitates cryptographic hardness assumptions. A
natural question is whether weaker forms of robustness (where the adversary sees only
oracle access to the hash function) similarly require cryptographic assumptions, and
what types of assumptions are required to build non-trivial PPHs of various kinds.
As a final contribution, we identify necessary assumptions for PPH for a kind of
predicate we call collision sensitive. In particular, PPH for any such predicate in
the double-oracle model implies the existence of one-way functions, and in the directaccess model implies existence of collision-resistant hash functions. In a nutshell,
collision-sensitive means that finding a collision in the predicate breaks the propertypreserving nature of any hash. The proof uses and expands on techniques from the
work of Naor and Yogev on adversarially robust Bloom Filters [NY15]. The basic idea
is the same: without OWFs, we can invert arbitrary polynomially-computable functions with high probability in polynomial time, and using this we get a representation
of the hash function/set, which can be used to find offending inputs.

3.2

Defining Property-Preserving Hash Functions

Our definition of property preserving hash functions (PPHs) comes in several flavors,
depending on whether we support total or partial predicates; whether the predicates
take a single input or multiple inputs; and depending on the information available to
the adversary. We discuss each of these choices in turn.
Total vs. Partial Predicates. We consider total predicates that assign a 0 or 1
output to each element in the domain, and promise (or partial) predicates that assign
a 0 or 1 to a subset of the domain and a wildcard (don’t-care) symbol ~ to the rest.
More formally, a total predicate 𝑃 on a domain 𝑋 is a function 𝑃 : 𝑋 → {0, 1},
well-defined as 0 or 1 for every input 𝑥 ∈ 𝑋. A promise predicate 𝑃 on a domain 𝑋
is a function 𝑃 : 𝑋 → {0, 1, ~}. Promise predicates can be used to describe scenarios
(such as gap problems) where we only care about providing an exact answer on a
subset of the domain.
Our definitions below will deal with the more general case of promise predicates,
but we will discuss the distinction between the two notions when warranted.
Single-Input vs Multi-Input Predicates. In the case of single-input predicates,
we consider a class of properties 𝒫 and hash a single input 𝑥 into ℎ(𝑥) in a way
that given ℎ(𝑥), one can compute 𝑃 (𝑥) for any 𝑃 ∈ 𝒫. Here, ℎ is a compressing
function. In the multi-input setting, we think of a single fixed property 𝑃 that acts
on a tuple of inputs, and require that given ℎ(𝑥1 ), ℎ(𝑥2 ), . . . , ℎ(𝑥𝑘 ), one can compute
𝑃 (𝑥1 , 𝑥2 , . . . , 𝑥𝑘 ). The second syntax is more expressive than the first, and so we
use the multi-input syntax for constructions and the single-input syntax for lower
bounds2 .
2

There is yet a third possibility, namely where there is a fixed predicate 𝑃 that acts on a single
input 𝑥, and we require that given ℎ(𝑥), one can compute 𝑃 (𝑥). This makes sense when the
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For security parameter 𝜆, fixed predicate class 𝒫, and ℎ sampled from ℋ.Samp.
Non-Robust PPH
Evaluation-Oracle PPH
Double-Oracle PPH
Robust PPH
“Direct Access”

Adversary has no access to hash function or evaluation.
Access to the evaluation oracle 𝒪ℎEval (𝑥, 𝑃 ) = ℋ.Eval(ℎ, 𝑃, ℎ(𝑥)).
Access to both 𝒪ℎEval (as above) and hash oracle 𝒪ℎHash (𝑥) = ℎ(𝑥).
Direct access to the hash function, description of ℎ.

Figure 3-1: A table comparing the adversary’s access to the hash function within
different robustness levels of PPHs.
Before we proceed to discuss robustness, we provide a working definition for a
property-preserving hash function for the single-input syntax. For the multi-input
predicate definition and further discussion, see Section 3.2.5.
Definition 4. A (non-robust) 𝜂-compressing Property Preserving Hash (𝜂-PPH) family ℋ = {ℎ : 𝑋 → 𝑌 } for a function 𝜂 and a class of predicates 𝒫 requires the
following two efficiently computable algorithms:
∙ ℋ.Samp(1𝜅 ) → ℎ is a randomized p.p.t. algorithm that samples a random hash
function from ℋ with security parameter 𝜅.
∙ ℋ.Eval(ℎ, 𝑃, 𝑦) is a deterministic polynomial-time algorithm that on input the
hash function ℎ, a predicate 𝑃 ∈ 𝒫 and 𝑦 ∈ 𝑌 (presumably ℎ(𝑥) for some
𝑥 ∈ 𝑋), outputs a single bit.
Additionally, ℋ must satisfy the following two properties:
∙ 𝜂-compressing, namely, log |𝑌 | ≤ 𝜂(log |𝑋|), and
∙ robust, according to one of four definitions that we describe below, leading to
four notions of PPH: definition 5 (non-robust PPH), 6 (evaluation-oracle-robust
PPH or EO-PPH), 7 (double-oracle-robust PPH or DO-PPH), or 8 (directaccess robust PPH or DA-PPH). We will refer to the strongest form, namely
direct-access robust PPH as simply robust PPH when the intent is clear from
the context. See also figure 3-1 for a direct comparison between these.
The Many Types of Robustness. We will next describe four definitions of robustness for PPHs, starting from the weakest to the strongest. Each of these definitions,
when plugged into the last bullet of Definition 4, gives rise to a different type of
property-preserving hash function. In each of these definitions, we will describe an
adversary whose goal is to produce an input and a predicate such that the hashed
predicate evaluation disagrees with the truth. The difference between the definitions
is in what an adversary has access to, summarized in figure 3-1.
computational complexity of ℎ is considerably less than that of 𝑃 , say when 𝑃 is the parity function
and ℎ is an 𝐴𝐶 0 circuit, as in the work of Dubrov and Ishai [DI06]. We do not explore this third
syntax further in this work.
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3.2.1

Non-Robust PPH

We will start by defining the weakest notion of robustness which we call non-robust
PPH. Here, the adversary has no information at all on the hash function ℎ, and is
required to produce a predicate 𝑃 and a valid input 𝑥, namely where 𝑃 (𝑥) ̸= ~, such
that ℋ.Eval(ℎ, 𝑃, 𝑥) ̸= 𝑃 (𝑥) with noticeable probability. When 𝒫 is the family of
point functions (or equality functions), this coincides with the notion of 2-universal
hash families [CW77]3 .
Here and in the following, we use the notation Pr[𝐴1 ; . . . ; 𝐴𝑚 : 𝐸] to denote the
probability that event 𝐸 occurs following an experiment defined by executing the
sequence 𝐴1 , . . . , 𝐴𝑚 in order.
Definition 5. A family of PPH functions ℋ = {ℎ : 𝑋 → 𝑌 } for a class of predicates
𝒫 is a family of non-robust PPH functions if for any 𝑃 ∈ 𝒫 and 𝑥 ∈ 𝑋 such that for
𝑃 (𝑥) ̸= ~,
Pr[ℎ ← ℋ.Samp(1𝜅 ) : ℋ.Eval(ℎ, 𝑃, ℎ(𝑥))) ̸= 𝑃 (𝑥)] ≤ negl(𝜅).

3.2.2

Evaluation-Oracle Robust PPH

In this model, the adversary has slightly more power than in the non-robust setting.
Namely, she can adaptively query an oracle that has ℎ ← ℋ.Samp(1𝜅 ) in its head,
on inputs 𝑃 ∈ 𝒫 and 𝑥 ∈ 𝑋, and obtain as output the hashed evaluation result
ℋ.Eval(ℎ, 𝑃, ℎ(𝑥)). Let 𝒪ℎ (𝑥, 𝑃 ) = ℋ.Eval(ℎ, 𝑃, ℎ(𝑥)).
Definition 6. A family of PPH functions ℋ = {ℎ : 𝑋 → 𝑌 } for a class of predicates
𝒫 is a family of evaluation-oracle robust (EO-robust) PPH functions if, for any PPT
adversary 𝒜,
Pr[ℎ ← ℋ.Samp(1𝜅 ); (𝑥, 𝑃 ) ← 𝒜𝒪ℎ (1𝜅 ) :
𝑃 (𝑥) ̸= ~ ∧ ℋ.Eval(ℎ, 𝑃, ℎ(𝑥)) ̸= 𝑃 (𝑥)] ≤ negl(𝜅).
The reader might wonder if this definition is very weak, and may ask if it follows
just from the definition of a non-robust PPH family. In fact, for total predicates, we
show that the two definitions are the same. At a high level, simply querying the
evaluation oracle on (even adaptively chosen) inputs cannot reveal information about
the hash function since with all but negligible probability, the answer from the oracle
will be correct and thus simulatable without oracle access.
Lemma 2. Let 𝒫 be a class of total predicates on 𝑋. A non-robust PPH ℋ for 𝒫
is also an Evaluation-Oracle robust PPH for 𝒫 for the same domain 𝑋 and same
codomain 𝑌 .
3

While 2-universal hashing corresponds with a two-input predicate testing equality, the singleinput version ({𝑃𝑥1 } where 𝑃𝑥1 (𝑥2 ) = (𝑥1 == 𝑥2 )) is more general, and so it is what we focus
on.
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Proof. Let ℋ = {ℎ : 𝑋 → 𝑌 } be a non-robust PPH for a class of total predicates
𝒫 on 𝑋. Without any access to the hash function itself, any adversary (not even
computationally bounded) has a negligible chance of coming up with an 𝑥 and 𝑃
that violate correctness because the adversary has no idea which ℎ was sampled from
ℋ. We will show that even given an Evaluation Oracle, 𝒜 still cannot learn anything
about which ℎ was sampled, and so has the same advantage as blindly guessing.
Let 𝒜 make at most 𝑇 queries to 𝒪ℎEval . Let 𝒪𝒫 just be the trivial predicate
evaluation oracle, so 𝒪𝒫 (𝑥, 𝑃 ) = 𝑃 (𝑥). We will now construct a series of 𝑡 hybrids.
∙ Hybrid 0. 𝒜 queries 𝒪ℎEval .
∙ Hybrid 𝑡. For the first 𝑡 queries, 𝒜 gets answers from 𝒪𝒫 . For the last 𝑇 − 𝑡
queries, 𝒜 gets answers from 𝒪ℎEval .
∙ Hybrid 𝑇 . 𝒜 makes all 𝑇 queries to 𝒪𝒫 .
Note that 𝒜’s first query to 𝒪ℎEval has a negligible chance of being answered incorrectly due to the correctness of the PPH (i.e. has a negligible chance of being
distinguishable from 𝒪𝒫 ). The only way for 𝒜 to distinguish hybrids 𝑡 − 1 and 𝑡 is
if query 𝑡 was answered incorrectly. Since query 𝑡 is 𝒜’s first query to the 𝒪ℎEval in
Hybrid 𝑡, 𝒜 will be able to detect this difference with negligible probability in 𝜅.
Since 𝑇 = poly(𝜅), a union bound yields that the maximum possible probability
𝒜 can distinguish Hybrid 0 from Hybrid 𝑇 is poly(𝜅) · negl(𝜅) = negl(𝜅).
So, in Hybrid 𝑇 , 𝒜 is making no queries to 𝒪ℎEval . In fact, 𝒜 can simulate every
response from 𝒪𝒫 just by evaluating 𝑃 (𝑥) on its own.
Pr

Eval

[𝒜𝒪ℎ (1𝜅 ) → (𝑥, 𝑃 ) : 𝑃 ′ (ℎ(𝑥)) ̸= 𝑃 (𝑥)]

ℎ←ℋ.Samp(1𝜅 )

Pr

[𝒜(1𝜅 ) → (𝑥, 𝑃 ) : 𝑃 ′ (ℎ(𝑥)) ̸= 𝑃 (𝑥)] + negl(𝜅) = negl(𝜅)

ℎ←ℋ.Samp(1𝜅 )

Therefore, ℋ is secure in the Evaluation-Oracle model.
However, when dealing with promise predicates, an EO-robustness adversary has
the ability to make queries that do not satisfy the promise, and could get information
about the hash function, perhaps even reverse-engineering the entire hash function
itself. Indeed, Hardt and Woodruff [HW13] show that there are no EO-robust linear
hash functions for a certain promise-ℓ𝑝 distance property; whereas, non-robust linear
hash functions for these properties follow from the work of Indyk [IM98, Ind00].

3.2.3

Double-Oracle PPH

We continue our line of thought, giving the adversary more power. Namely, she has
access to two oracles, both have a hash function ℎ ← ℋ.Samp(1𝜅 ) in their head. The
hash oracle 𝒪ℎHash , parameterized by ℎ ∈ ℋ, outputs ℎ(𝑥) on input 𝑥 ∈ 𝑋. The
predicate evaluation oracle 𝒪ℎEval , also parameterized by ℎ ∈ ℋ, takes as input 𝑃 ∈ 𝒫
and 𝑦 ∈ 𝑌 and outputs ℋ.Eval(ℎ, 𝑃, 𝑦). When 𝒫 is the family of point functions (or
equality functions), this coincides with the notion of psuedo-random functions.
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Definition 7. A family of PPH functions ℋ = {ℎ : 𝑋 → 𝑌 } for a class of predicates
𝒫 is a family of double-oracle-robust PPH (DO-PPH) functions if, for any PPT
adversary 𝒜,
Hash

Eval

Pr[ℎ ← ℋ.Samp(1𝜅 ); (𝑥, 𝑃 ) ← 𝒜𝒪ℎ ,𝒪ℎ (1𝜅 ) :
𝑃 (𝑥) ̸= ~ ∧ ℋ.Eval(ℎ, 𝑃, ℎ(𝑥)) ̸= 𝑃 (𝑥)] ≤ negl(𝜅).
We show that any evaluation-oracle-robust PPH can be converted into a doubleoracle-robust PPH at the cost of a computational assumption, namely, one-way functions. In a nutshell, the observation is that the output of the hash function can be
encrypted using a symmetric key that is stored as part of the hash description, and
the evaluation proceeds by first decrypting.
Lemma 3. Let 𝒫 be a class of (total or partial) predicates on 𝑋. Assume that
one-way functions exist. Then, any EO-robust PPH for 𝒫 can be converted into a
DO-robust PPH for 𝒫.
Proof. First, let OWFs exist. Then, PRP’s also exist. So, let 𝑚 = 𝜂𝑛, and ℱ = {𝑓 :
{0, 1}𝑛 → {0, 1}𝑚 } be a family of strong PRP’s where each 𝑓𝑘 is efficiently invertible
with the key 𝑘. The characterization of strong here means that 𝑓𝑘−1 is also a PRP.
Figure 3-2 details how to take an EO-robust PPH ℋ and get a DO-robust PPH ℋ* .
It is easy to see that ℋ* satisfies the efficiency properties of the sampling algorithm,
and since ℱ is a PRP, ℋ* is also 𝜂-compressing. We still need to prove that this
is robust. We will do this with a series of hybrids. Let 𝒜 be an adversary against
ℋ* . Let ℬ run 𝒜 as a subroutine and have access to 𝒪ℎ . Let 𝑇 = poly(𝑛) be the
to break the correctness ℋ*
and 𝒪ℎEval
maximum number of queries 𝒜 makes to 𝒪ℎHash
*
*
with non-negligible probability.
∙ Hybrid 0. In this game, 𝒜 makes all 𝑇 hash and evaluation queries to 𝒪ℎHash
*
Eval
and 𝒪ℎ* respectively. ℬ outputs the (𝑥, 𝑃 ) that 𝒜 outputs at the end of its
queries.
∙ Hybrid 𝑡. In this game, 𝒜 makes the first 𝑡 − 1 queries to 𝒪ℎHash
and 𝒪ℎEval
*
*
appropriately. But, then ℬ simulates every query from 𝑡 to 𝑇 as follows:
– For every hash query 𝑥, if 𝑥 had already been queried before, ℬ just sends
the same answer as given before by 𝒪ℎHash
. If 𝑥 has not been queried before,
*
ℬ chooses a random element 𝑦 in the image of ℎ* that has not been seen
before. ℬ saves the pair (𝑥, 𝑦) in memory.
– For every evaluation query 𝑦, if 𝑦 is associated with some 𝑥 as ℎ* (𝑥), then ℬ
queries 𝒪ℎ with the pair (𝑥, 𝑃 ). 𝒪ℎ correctly returns ℋ.Eval(ℎ, 𝑃, ℎ(𝑥)) =
ℋ* .Eval(ℎ* , 𝑃, ℎ* (𝑥)). If 𝑦 has not been associated with an 𝑥, ℬ chooses a
random element 𝑥 ∈ {0, 1} that has not been queried/seen before, saves
the pair (𝑥, 𝑦). Then, ℬ queries 𝒪ℎ (𝑥, 𝑃 ).
ℬ outputs the (𝑥, 𝑃 ) that 𝒜 outputs at the end of its queries.
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Transforming an EO-robust PPH to a DO-robust PPH
Given ℋ with algorithms (Samp, Transf) a no-function access, oraclepredicate PPH family and a CCA2-secure symmetric encryption
scheme (Gen, Encrypt, Decrypt), we can construct ℋ* with algorithms
(Samp* , Transf * ) as follows.
Samp* (1𝜆 ) :
1. ℎ ← Samp(1𝜆 ).
$

2. (𝑓𝑘 , 𝑘) ← ℱ.
3. Output ℎ* = (ℎ, 𝑘) where ℎ* (𝑥) = 𝑓𝑘 (ℎ(𝑥)).
Eval* (ℎ* , 𝑃, 𝑦 * )
1. Parse ℎ* = (ℎ, 𝑘).
2. 𝑦 ← 𝑓𝑘−1 (𝑦 * ).
3. Output Eval(ℎ, 𝑃, 𝑦).
Figure 3-2: Tranforming a PPH that is secure against adversaries that do not have
access to the hash function and only oracle access to predicates to a PPH secure
against adversaries with oracle access to the hash functions using CCA2-secure symmetric encryption.
∙ Hybrid 𝑇 . ℬ simulates the answer to every single query 𝒜 makes as follows just
as above. ℬ outputs the (𝑥, 𝑃 ) that 𝒜 outputs at the end of its queries.
If ℬ has a non-negligible probability of outputting (𝑥, 𝑃 ) breaking the correctness of
ℋ* in Hybrid 𝑇 , then either 𝒜 has non-negligible probability of outputting some (𝑥, 𝑃 )
in Hybrid 0, or there exists a 𝑡 ∈ [𝑇 ] where 𝒜 has a noticeable gap in winning Hybrid
𝑡 versus winning Hybrid 𝑡 − 1. Therefore, we can create an adversary 𝒜* that can
distinguish, with non-negligible probability, between Hybrids 𝑡 and 𝑡 − 1. Moreover,
the query made at that point must be a query 𝑥 or 𝑦 that has not been asked about
before (otherwise there is no difference between the Hybrids). If the query is a hash
query, then this implies 𝒜* can distinguish between the PRP 𝑓𝑘 (ℎ(𝑥)) and a truly
random permutation. This cannot happen because of the pseudorandomness of 𝑓𝑘 .
If the query is an evaluation query on a 𝑦 that we have not yet seen, then we assume
it was associated with a random 𝑥 not yet queried; 𝒜* is distinguishing between
𝑓𝑘−1 (𝑦) and random. Because 𝑓𝑘 is a strong PRP, 𝑓𝑘−1 is also a PRP, and therefore,
distinguishing 𝑓𝑘−1 (𝑦) from random should also be impossible for PPT adversaries.
So, since any PPT algorithm in finding (𝑥, 𝑃 ) such that ℋ.Eval(ℎ, ℎ(𝑥), 𝑃 ) ̸=
𝑃 (𝑥), ℬ must also have negligible advantage, and therefore 𝒜 also has negligible
advantage.
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3.2.4

Direct-Access Robust PPH

Finally, we define the strongest notion of robustness where the adversary is given the
description of the hash function itself. When 𝒫 is the family of point functions (or
equality functions), this coincides with the notion of collision-resistant hash families.
Definition 8. A family of PPH functions ℋ = {ℎ : 𝑋 → 𝑌 } for a class of predicates
𝒫 is a family of direct-access robust PPH functions if, for any PPT adversary 𝒜,
Pr[ℎ ← ℋ.Samp(1𝜅 ); (𝑥, 𝑃 ) ← 𝒜(ℎ) :
𝑃 (𝑥) ̸= ~ ∧ ℋ.Eval(ℎ, 𝑃, ℎ(𝑥))) ̸= 𝑃 (𝑥)] ≤ negl(𝜅).
We will henceforth focus on direct-access-robust property-preserving hash functions and refer to them simply as robust PPHs.

3.2.5

Multi-Input vs Single-Input Predicates

We discuss the differences between definitions of property-preserving hashes with a
family of single-input predicates versus a fixed multi-input predicate. For an example,
consider the two-input equality predicate, namely 𝑃 (𝑥1 , 𝑥2 ) = 1 if 𝑥1 = 𝑥2 and 0
otherwise. However, we can also define a class of predicates 𝒫 = {𝑃𝑥 }𝑥∈𝑋 where
𝑃𝑥1 (𝑥2 ) = 1 if 𝑥1 = 𝑥2 and 0 otherwise. This exponential-size predicate class 𝒫
accomplishes the same task as the two-input single predicate. In general, we can take
any two-input (or multi-input) predicate and convert it into a predicate class in the
same manner.
We give below the definition of (direct access) PPH for a multi-input property 𝑃 .
Definition 9. A (non-robust) 𝜂-compressing property-preserving hash family ℋ =
{ℎ : 𝑋 → 𝑌 } for a 𝑘-input predicate 𝑃 : 𝑋 𝑘 → {0, 1} consists of two efficiently
computable algorithms:
∙ ℋ.Samp(1𝜅 ) → ℎ is a randomized p.p.t. algorithm that samples a random hash
function from ℋ with security parameter 𝜅.
∙ ℋ.Eval(ℎ, 𝑦1 , . . . , 𝑦𝑘 ) is a deterministic polynomial-time algorithm that that on
input the hash function ℎ and values 𝑦1 , . . . , 𝑦𝑘 ∈ 𝑌 (presumably ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘 )
for 𝑥1 , . . . , 𝑥𝑘 ∈ 𝑋), outputs a single bit.
Additionally, ℎ ∈ ℋ must satisfy the following two properties:
∙ 𝜂-compressing, namely, log |𝑌 | ≤ 𝜂(log |𝑋|), and
∙ robust, according to one of four definitions adapted to the multi-input setting:
– Definition 5 Non-robust: for any 𝑥1 , . . . , 𝑥𝑘 ∈ 𝑋,
Pr[ℎ ← ℋ.Samp(1𝜅 ) :
ℋ.Eval(ℎ, 𝑃, ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘 )) ̸= 𝑃 (𝑥1 , . . . , 𝑥𝑘 )] ≤ negl(𝜅)
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– Definition 6 Evaluation-oracle robust: for any PPT adversary 𝒜 given
access to oracle 𝒪ℎ (𝑥1 , . . . , 𝑥𝑘 , 𝑃 ) = ℋ.Eval(ℎ, ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘 )),
Pr[ℎ ← ℋ.Samp(1𝜅 ); (𝑥1 , . . . , 𝑥𝑘 ) ← 𝒜𝒪ℎ (1𝜅 ) :
𝑃 (𝑥) ̸= ~ ∧ ℋ.Eval(ℎ, ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘 )) ̸= 𝑃 (𝑥1 , . . . , 𝑥𝑘 )] ≤ negl(𝜅).
– Definition 7 Double-oracle robust: for any PPT adversary 𝒜 given access
to oracles 𝒪ℎHash (𝑥) = ℎ(𝑥) and 𝒪ℎEval (𝑦1 , . . . , 𝑦𝑘 ) = ℋ.Eval(ℎ, 𝑦1 , . . . , 𝑦𝑘 ),
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Pr[ℎ ← ℋ.Samp(1𝜅 ); (𝑥1 , . . . , 𝑥𝑘 ) ← 𝒜𝒪ℎ ,𝒪ℎ (1𝜅 ) :
𝑃 (𝑥) ̸= ~ ∧ ℋ.Eval(ℎ, ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘 )) ̸= 𝑃 (𝑥)] ≤ negl(𝜅).
– Definition 8 Direct-access robust: for any PPT adversary 𝒜
Pr[ℎ ← ℋ.Samp(1𝜅 ); (𝑥1 , . . . , 𝑥𝑘 ) ← 𝒜(ℎ) :
𝑃 (𝑥1 , . . . , 𝑥𝑘 ) ̸= ~ ∧ ℋ.Eval(ℎ, ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘 ))) ̸= 𝑃 (𝑥)] ≤ negl(𝜅).
Any multi-input family of PPH can be converted into a PPH for the corresponding predicate-class with the following simple transformation: 𝑃𝑥1 ,...,𝑥𝑘−1 (𝑥𝑘 ) :=
𝑃 (𝑥1 , 𝑥2 , . . . , 𝑥𝑘 ) is transformed into the class of predicates {𝑃𝑥1 ,...,𝑥𝑘−1 }𝑥𝑖 ∈𝑋 . In general, single-input PPHs look easier to construct, since the transformed predicate has
more information to work with (i.e. all of 𝑥1 , . . . , 𝑥𝑘−1 are known exactly instead of
all being hashed). In fact, we can show an explicit example where the lower bound
for the single-predicate version is smaller than the multi-predicate version (see the
Gap GreaterThan proof in Section 3.3.2).
Lemma 4. Let ℋ be a robust PPH in any model for a 𝑘-input predicate 𝑃 on
𝑋. Then, there exists a PPH secure in the same model for the predicate class
{𝑃𝑥1 ,...,𝑥𝑘−1 }𝑥𝑖 ∈𝑋 where 𝑃𝑥1 ,...,𝑥𝑘−1 (𝑥𝑘 ) = 𝑃 (𝑥1 , 𝑥2 , . . . , 𝑥𝑘 ).
Proof. Assume we have a PPH ℋ for a two-input predicate 𝑃 and the corresponding
predicate class is 𝒫 = {𝑃𝑥2 }𝑥2 ∈𝑋 . We will define ℋ′ as follows.
∙ ℋ′ .Samp(1𝜅 ) = ℋ.Samp(1𝜅 ).
∙ ℋ′ .Eval(ℎ, 𝑦, 𝑃𝑥′ 1 ,...,𝑥𝑘−1 ) = ℋ.Eval(ℎ, ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘−1 ), 𝑦).
Our goal is now to show that an adversary breaking ℋ′ in the security model ℋ
could also break ℋ in that model.
∙ Consider the Evaluation-Oracle model. Any evaluation query will be of the
form 𝑃𝑥1 ,...,𝑥𝑘−1 and 𝑥𝑘 , where 𝑃𝑥1 ,...,𝑥𝑘−1 has enough information to extract
𝑥1 , . . . , 𝑥𝑘−1 . So, we just query the 𝑘-input Evaluation-Oracle on 𝑥1 , . . . , 𝑥𝑘−1 , 𝑥𝑘
and pass on the result.
∙ Consider the Double-Oracle model. Again, any evaluation query will be handled
in a similar way, although we get 𝑃𝑥1 ,...,𝑥𝑘−1 and 𝑦𝑘 , and first need to query
for the hash for each 𝑥1 , . . . , 𝑥𝑘−1 and then query the evaluation oracle for
ℎ(𝑥1 ), . . . , ℎ(𝑥𝑘−1 ), 𝑦2 . Any hash query carries over directly.
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∙ Consider the Direct-Access model. If we are given the code for ℋ, we can
easily construct code for ℋ′ and hand an adversary that code with the same
distribution as if we were to sample ℋ′ without first sampling ℋ. Thus, if the
adversary can break ℋ′ with non-negligible probability, the adversary will break
our construction of ℋ′ with the same probability.

3.3

Property Preserving Hashing and Communication Complexity

In this section, we identify and examine a relationship between property-preserving
hash families (in the single-input syntax) and protocols in the one-way communication
(OWC) model. A OWC protocol is a protocol between two players, Alice and Bob,
with the goal of evaluating a certain predicate on their inputs and with the restriction
that only Alice can send messages to Bob.
Our first observation is that non-robust property-preserving hash functions and
OWC protocols [Yao79] are equivalent except for two changes. First, PPHs require
the parties to be computationally efficient, and second, PPHs also require protocols
that incur error negligible in a security parameter. It is also worth noting that while
we can reference lower-bounds in the OWC setting, these lower bounds are typically
of the form Ω(𝑛) and are not exact. On the other hand, in the PPH setting, we
are happy with getting a single bit of compression, and so an Ω(𝑛) lower bound still
does not tell us whether or not a PPH is possible. So, while we can use previously
known lower bounds for some well-studied OWC predicates, we need to refine them
to be exactly 𝑛 in the presence of negligible error. We also propose a framework (for
total predicates) that yields exactly 𝑛 lower bounds for Index𝑛 , GreaterThan,and
ExactHamming.

3.3.1

PPH Impossibility from One-Way Communication
ower Bounds

In this section, we will review the definition of OWC, and show how OWC lower
bounds imply PPH impossibility results.
Definition 10. [Yao79, KNR95] A 𝛿-error public-coin OWC protocol Π for a twoinput predicate 𝑃 : {0, 1}𝑛 × {0, 1}𝑛 → {0, 1} consists of a space 𝑅 of randomness,
and two functions 𝑔𝑎 : 𝑋1 × 𝑅 → 𝑌 and 𝑔𝑏 : 𝑌 × 𝑋2 × 𝑅 → {0, 1} so that for all
𝑥1 ∈ 𝑋1 and 𝑥2 ∈ 𝑋2 ,
Pr[𝑟 ← 𝑅; 𝑦 = 𝑔𝑎 (𝑥1 ; 𝑟) : 𝑔𝑏 (𝑦, 𝑥2 ; 𝑟) ̸= 𝑃 (𝑥1 , 𝑥2 )] ≤ 𝛿.
A 𝛿-error public-coin OWC protocol Π for a class of predicates 𝒫 = {𝑃 : {0, 1}𝑛 →
{0, 1}}, is defined much the same as above, with a function 𝑔𝑎 : 𝑋 × 𝑅 → 𝑌 , and
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another function 𝑔𝑏 : 𝑌 × 𝒫 → {0, 1}, which instead of taking a second input, takes a
predicate from the predicate class. We say Π has 𝛿-error if
Pr[𝑟 ← 𝑅; 𝑦 = 𝑔𝑎 (𝑥; 𝑟) : 𝑔𝑏 (𝑦, 𝑃 ; 𝑟) ̸= 𝑃 (𝑥)] ≤ 𝛿
Let Protocols𝛿 (𝑃 ) denote the set of OWC protocols with error at most 𝛿 for a
predicate 𝑃 , and for every Π ∈ Protocols𝛿 (𝑃 ), let 𝑌Π be the range of messages Alice
sends to Bob (the range of 𝑔𝑎 ) for protocol Π.
Definition 11. The randomized, public-coin OWC complexity of a predicate 𝑃 with
error 𝛿, denoted 𝑅𝛿𝐴→𝐵 (𝑃 ), is the minimum over all Π ∈ Protocols𝛿 (𝑃 ) of ⌈log |𝑌Π |⌉.
For a predicate class 𝒫, we define the randomized, public-coin OWC complexity with error 𝛿, denoted 𝑅𝛿𝐴→𝐵 (𝒫), is the minimum over all Π ∈ Protocols𝛿 (𝒫) of
⌈log |𝑌Π |⌉.
A PPH scheme for a two-input predicate4 𝑃 yields a OWC protocol for 𝑃 with
communication comparable to a single hash output size.
Theorem 2. Let 𝑃 be any two-input predicate 𝑃 and 𝒫 = {𝑃𝑥 }𝑥∈{0,1}𝑛 be the corresponding predicate class where 𝑃𝑥2 (𝑥1 ) = 𝑃 (𝑥1 , 𝑥2 ). Now, let ℋ be a PPH in any
model for 𝒫 that compresses 𝑛 bits to 𝑚 = 𝜂𝑛. Then, there exists a OWC protocol Π
such that the communication of Π is 𝑚 and with negligible error.
Conversely, the amount of possible compression of any (robust or not) PPH family
𝐴→𝐵
𝐴→𝐵
ℋ : {ℎ : 𝑋 → 𝑌 } is lower bounded by 𝑅negl(𝜅)
(𝑃 ). Namely, log |𝑌 | ≥ 𝑅negl(𝜅)
(𝒫).
Proof. Let 𝑃𝑥′ be the transformed predicate for 𝑃𝑥 , so 𝑃𝑥′ (𝑦1 ) = ℋ.Eval(ℎ𝑟 , 𝑦1 , 𝑃 ). Π
will operate as follows:
∙ Alice computes 𝑔𝑎 (𝑥1 ; 𝑟) = ℎ𝑟 (𝑥1 ) where ℎ𝑟 = ℋ.𝑠𝑎𝑚𝑝(1𝜅 ; 𝑟) (runs the sampling
algortihm with public randomness 𝑟).
∙ Bob computes 𝑔𝑏 (𝑦, 𝑥2 ; 𝑟) = ℋ.Eval(ℎ𝑟 , 𝑦1 , 𝑃𝑥2 ) where Bob can also evaluate
ℎ𝑟 = ℋ.Samp(1𝜅 ; 𝑟) with the public randomness and can compute 𝑃𝑥′ 2 (𝑦1 ) =
ℋ.Eval(ℎ𝑟 , 𝑦1 , 𝑃𝑥2 ).
First, the communication of Π is clearly 𝑚 bits since Alice only sends a single hashed
value of 𝑥1 during the protocol.
Second, Π is correct with all but negligible probability. This follows directly from
the soundness or correctness of the PPH — even a non-robust PPH has correctness
with overwhelming probability. Formally, for any two inputs from Alice and Bob, 𝑥1
and 𝑥2 respectively,
Pr[𝑔𝑏 (𝑔𝑎 (𝑥1 ; 𝑟), 𝑥2 ; 𝑟) = 𝑃 (𝑥1 , 𝑥2 )]
𝑟

=

Pr

[𝑃𝑥′ 2 (ℎ𝑟 (𝑥1 )) = 𝑃 (𝑥1 , 𝑥2 )] ≥ 1 − negl(𝑛).

ℎ𝑟 ←ℋ.Samp(1𝜅 )

4

Or rather, for the induced class of single-input predicates 𝒫 = {𝑃𝑥2 }𝑥2 ∈{0,1}𝑛 , where 𝑃𝑥2 (𝑥1 ) =
𝑃 (𝑥1 , 𝑥2 ); we will use these terminologies interchangeably.
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3.3.2

OWC and PPH lower bounds for Reconstructing Predicates

We next leverage this connection together with OWC lower bounds to obtain impossibility results for PPHs. First, we will discuss the total predicate case; we consider
some partial predicates in section 3.3.3.
As discussed, to demonstrate the impossibility of a PPH, one must give an explicit
𝑛-bit communication complexity lower bound (not just Ω(𝑛)) for negligible error. We
give such lower bounds for an assortment of predicate classes by a general approach
framework we refer to as reconstructing. Intuitively, a predicate class is reconstructing if, when given only access to predicates evaluated on an input 𝑥, one can, in
polynomial time, determine the exact value of 𝑥 with all but negligible probability.
Definition 12. A class 𝒫 of total predicates 𝑃 : {0, 1}𝑛 → {0, 1}, is reconstructing
if there exists a PPT algorithm L (a ‘learner’) such that for all 𝑥 ∈ {0, 1}𝑛 , given
randomness 𝑟 and oracle access to predicates 𝒫 on 𝑥, denoted 𝒪𝑥 (𝑃 ) = 𝑃 (𝑥),
Pr
[𝐿𝒪𝑥 (𝑟) → 𝑥] ≥ 1 − negl(𝑛).
𝑟
Theorem 3. If 𝒫 is a reconstructing class of predicates on input space {0, 1}𝑛 , then
a PPH does not exist for 𝒫.
Proof. We will prove this by proving the following OWC lower bound:
𝐴→𝐵
(𝒫) = 𝑛.
𝑅negl(𝑛)

By Theorem 2, this implies a PPH cannot compress the input and still be correct.
We show that if Alice communicates any fewer than 𝑛 bits to Bob, then there
exists at least one pair of (𝑥, 𝑃 ) ∈ {0, 1}𝑛 × 𝒫 such that the probability that the
OWC protocol outputs 𝑃 (𝑥) correctly is non-negligible. Our strategy is to generate
pairs (𝑥, 𝑃 ) over some distribution such that, for every fixed choice of randomness
of the OWC protocol, the probability that the sampled (𝑥, 𝑃 ) evaluates incorrectly
will be 1/poly(𝑛). We first prove that such a distribution violates the negligible-error
correctness of OWC.
A bad distribution violates correctness. Let 𝒟 be the distribution producing
(𝑥, 𝑃 ), 𝑟Π be the randomness of a OWC protocol Π, and 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃 ) = 𝑔𝑏 (𝑔𝑎 (𝑥; 𝑟Π ), 𝑃 ;
𝑟Π ) for ease of notation. Suppose, for sake of contradiction, that our distribution had
a non-negligible chance of producing an error (it is a “bad” distribution), but the
correctness of the OWC protocol held. So, we have
1
=
Pr [𝑃 (𝑥) ̸= 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃 )]
poly (𝑥,𝑃 )∼𝒟,𝑟Π
∑︁
=
Pr [𝒟 = (𝑥, 𝑃 )] Pr[𝑃 (𝑥) ̸= 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃 )|(𝑥, 𝑃 ) = 𝒟],
(𝑥,𝑃 )

(𝑥,𝑃 )

while the definition of negligible-error OWC protocol states that for every (𝑥, 𝑃 )
pair, Pr[𝑃 (𝑥) ̸= 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃 )] ≤ negl(𝑛). If we plug in negl(𝑛) for the value of
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Pr[𝑃 (𝑥) ̸= 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃 )|(𝑥, 𝑃 ) = 𝒟], then we get
Pr

(𝑥,𝑃 )∼𝒟,𝑟Π

[𝑃 (𝑥) ̸= 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃 )] = negl(𝑛) ·

∑︁
(𝑥,𝑃 )

Pr [𝒟 = (𝑥, 𝑃 )] = negl(𝑛).

(𝑥,𝑃 )

This is a contradiction, and therefore the existence of a distribution producing inputpredicate pairs (𝑥, 𝑃 ) that break the OWC protocol with 1/poly probability, violates
the (negligible error) correctness.
Generating a bad distribution. So, fix any randomness of the OWC protocol.
We will now generate such a distribution 𝒟, blind to the randomness of the protocol,
that violates correctness of the protocol with 1/poly(𝑛) probability. Let 𝐿 be the
learner for 𝒫. We generate this attack as follows:
$

1. 𝑥 ← {0, 1}𝑛 .
$

2. 𝑟 ← 𝒰𝑟 (to fix the randomness for 𝐿).
3. Simulate 𝐿(𝑟), answering each query 𝑃 to 𝒪𝑥 correctly by computing 𝑃 (𝑥),
keeping a list 𝑃1 , . . . , 𝑃𝑡 of each predicate query that was not answered with ⊥.
$

4. 𝑖 ← [𝑡].
5. Output (𝑥, 𝑃𝑖 ).
We will show that the probability this attack succeeds will be Ω(1/𝑡), where 𝑡 is
the total number of queries 𝐿 makes to 𝒪𝑥 . Since 𝐿 is PPT, with all but negligible
probability, 𝑡 = poly(𝑛), and therefore the attack succeeds with 1/poly(𝑛) probability.
Note that if Alice and Bob communicate fewer than 𝑛 bits, for at least half of
𝑥 ∈ {0, 1}𝑛 , there exists an 𝑥′ that maps to the same communicated string: 𝑔𝑎 (𝑥) =
𝑔𝑎 (𝑥′ ). We analyze the attack success probability via a sequence of steps.
Chose 𝑥 or 𝑥′ in a pair. We will first compute the probability that we chose an
𝑥 that was part of some pair hashing to the same string. Let 𝑃 𝑎𝑖𝑟𝑠 be a
maximal set of non-overlapping pairs (𝑥, 𝑥′ ) that map to the same things. That
is for (𝑥, 𝑥′ ) and (𝑦, 𝑦 ′ ) in 𝑃 𝑎𝑖𝑟𝑠, then none of 𝑥, 𝑥′ , 𝑦, 𝑦 ′ can equal each other.
The fraction of elements that show up in 𝑃 𝑎𝑖𝑟𝑠 is at least 1/4. Therefore
Pr𝑥 [choose 𝑥 or 𝑥′ in a pair] ≥ 41 .
Chose 𝑥 and 𝑥′ that 𝐿(𝑟) reconstructs. Now assume that we have chosen either
an 𝑥 or 𝑥′ in 𝑃 𝑎𝑖𝑟𝑠 (that is, fix 𝑥 and 𝑥′ ). The probability that 𝐿 distinguishes
between 𝑥 and 𝑥′ is at least the probability that 𝐿 correctly reconstructs both
𝑥 and 𝑥′ . Via a union bound, Pr𝑟 [𝐿𝒪𝑥 (𝑟) = 𝑥 ∧ 𝐿𝒪𝑥′ (𝑟) = 𝑥′ ] ≥ 1 − 2negl(𝑛) =
1 − negl(𝑛).
Chose 𝑖 that distinguishes 𝑥 and 𝑥′ . Next, assume all previous points. Let 𝑖* ∈
[𝑡] be the first query at which 𝑃𝑖* (𝑥) ̸= 𝑃𝑖* (𝑥′ ). Because we fixed 𝑟, 𝐿(𝑟)
now behaves deterministically, although adapts to query inputs, and so 𝑃𝑖* will
be the 𝑖* ’th query from 𝐿 to both oracles 𝒪𝑥 and 𝒪𝑥′ , and must be answered
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differently (𝑃𝑖* (𝑥) ̸= 𝑃𝑖* (𝑥′ )). Since 𝑔𝑎 (𝑥) = 𝑔𝑎 (𝑥′ ), we have that 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃𝑖* ) =
𝑔𝑏 (𝑔𝑎 (𝑥′ ), 𝑃𝑖* ) and so either 𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃𝑖* ) ̸= 𝑃𝑖* (𝑥) or 𝑔𝑏 (𝑔𝑎 (𝑥′ ), 𝑃𝑖* ) ̸= 𝑃𝑖* (𝑥′ ).
The probability we guess 𝑖 = 𝑖* is 1𝑡 .
Chose the bad input from 𝑥 or 𝑥′ . Assuming all previous points in this list, we
get that for one of 𝑥 or 𝑥′ , the predicate 𝑃𝑖 is evaluated incorrectly by 𝑔𝑏 . Since
we have assumed we chose one of 𝑥 or 𝑥′ (uniformly), the probability we chose
the 𝑥 or 𝑥′ that evaluate incorrectly is 1/2.
The probability the attack succeeds. Putting all of these points together, after
fixing the hash function randomness (and sufficiently large 𝑛),
Pr[𝑔𝑏 (𝑔𝑎 (𝑥), 𝑃𝑖 ) ̸= 𝑃𝑖 (𝑥)] ≥
𝐿

1 1
1
1
· (1 − negl(𝑛)) · · ≥
.
4
𝑡 2
10𝑡

To recap: we have shown that for every randomness for a OWC protocol, we can
produce an input and predicate such that the protocol fails with polynomial-chance.
This implies that the OWC protocol does not have negligible error, and furthermore
that no PPH can exist for such a predicate class.
Reconstructing using Index𝑛 , GreaterThan, or ExactHamming
We turn to specific examples of predicate classes: Index𝑛 , GreaterThan, and ExactHamming. We note that it was already known that Index𝑛 and ExactHamming(𝑛/2) had OWC complexity of 𝑛-bits for any negligible error [KNR95], though no
precise lower bound for randomized OWC protocols was known for GreaterThan.
What is new presented in this thesis is our unified framework.
First, we will go over Index𝑛 . It was already known that Index𝑛 had OWC
complexity of 𝑛-bits for any negligible error [KNR95]. While the methods of Kremer
et. al. give a lower bound relative to the error, we care about negligible error from
our definition of PPHs.
Lemma 5. Index𝑛 is reconstructing.
Proof. The learning algorithm 𝐿 is straightforward: for every x ∈ {0, 1}𝑛 , 𝐿𝑂x makes
𝑛 static queries 𝑃1 , . . . , 𝑃𝑛 where 𝑃𝑗 (𝑥) = 𝑥𝑗 . After 𝑛 queries, 𝐿 has (𝑥1 , . . . , 𝑥𝑛 ) = x.
Note that 𝐿 does not require adaptivity or randomness.
Corollary 1. There does not exist a PPH for Index𝑛 .
Now we will examine GreaterThan. GreaterThan is a problem where the
deterministic lower bound is known to be exactly 𝑛, but no precise lower bound
for randomized OWC protocols is known. Recall that for equality, we have the
same deterministic lower bound, but a randomized protocol with negligible error
can have significantly smaller OWC complexity 𝑂(𝜆). The same will not be true of
GreaterThan.
Lemma 6. GreaterThan is reconstructing.
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Proof-sketch. For every 𝑥 ∈ [2𝑛 ], 𝐿𝒪𝑥 is simply binary searching for 𝑥 using the
greater-than predicate. So, the first query is 𝒪𝑥 (2𝑛−1 ) and depending on the answer,
the next query is either 2𝑛−2 or 2𝑛−1 + 2𝑛−2 , and so forth. There are a total of 𝑛
queries, and from those queries 𝐿 can exactly reconstruct 𝑥.
Corollary 2. There does not exist a PPH for GreaterThan
Next, we turn to ExactHamming, with parameter 𝛼.
Definition 13. The ExactHamming𝛼 two-input predicate is defined as
{︃

ExactHamming𝛼 (𝑥1 , 𝑥2 ) =

0 if ||𝑥1 − 𝑥2 ||0 ≤ 𝛼
1 if ||𝑥1 − 𝑥2 ||0 > 𝛼

While making the claim that ExactHamming has OWC complexity of 𝑛 bits
follows from Theorem 4 in the following section, we are able to demonstrate the
flexibility of reconstructing predicates; the proof of this lemma uses an 𝐿 that is
randomized.
Lemma 7. ExactHamming(𝑛/2) is reconstructing.
Proof. This proof √borrows techniques from [JKS08], where they showed that GapHamming (𝑛/2, 𝑐 𝑛) required Ω(𝑛) bits of communication, by reducing Index𝑛 to
an instance of this problem. We will have 𝐿 use 𝒪x to create this same GapHamming instance just as Alice and Bob separately computed it.
𝐿𝒪x will use the following algorithm:
1. For every 𝑖 ∈ [𝑛] and 𝑗 ∈ [𝑚]:
$

(a) Use the randomness to generate a new random vector r𝑖,𝑗 ← {0, 1}𝑛 .
(b) Let 𝑏𝑖,𝑗 ← r𝑖,𝑗 [𝑖] and 𝑎𝑖,𝑗 = 1 − 𝒪x (r𝑖,𝑗 ).
2. For every 𝑖 ∈ [𝑛], let x𝑖′ = (𝑎𝑖,1 , . . . , 𝑎𝑖,𝑚 ) and y𝑖′ = (𝑏𝑖,1 , . . . , 𝑏𝑖,𝑚 ).
3. For every 𝑖 ∈ [𝑛], let 𝑥^𝑖 = 1 if ||y𝑖′ − x𝑖′ ||0 ≤ 𝑛/2 and 𝑥^𝑖 = 0 otherwise.
4. Return x
^ = (^
𝑥1 , . . . , 𝑥^𝑛 ).
This algorithm is exactly the algorithm Alice and Bob use in the proof that GapHamming requires 𝑛 bits of communication for Theorem 4: 𝐿 acts out Alice’s part
by using 𝒪x to compute exact-Hamming between r𝑖,𝑗 and x, and acts out Bob’s part
by just taking the 𝑖’th coordinate from that random vector as the guess for the 𝑖’th
bit of x. Now, without generality assume 𝑛 is odd, and the analysis is then the same:
√ √
∙ Assume 𝑥𝑖 = 1. Then, Er𝑖,𝑗 [||x𝑖′ − y𝑖′ ||0 ] ≤ 𝑛2 − 𝑒2𝜋
𝑛, and so as long as
2
𝑛
2
′
′
𝑚 = 𝑂(𝑛 ), a Chernoff bound yields Pr[||x𝑖 − y𝑖 ||0 ≥ 2 ] ≤ 𝑒−𝑂(𝑛) = negl(𝑛).
And so, the probability that we guess 𝑥𝑖 is 0 when 𝑥𝑖 = 1 is negligible.
√ √
𝑛. Again, as long as
∙ Assume 𝑥𝑖 = 0. We have Er𝑖,𝑗 [||x𝑖′ − y𝑖′ ||0 ] ≤ 𝑛2 + 𝑒2𝜋
2
𝑛
2
′
′
𝑚 = 𝑂(𝑛 ), a Chernoff bound yields Pr[||x𝑖 − y𝑖 ||0 ≤ 2 ] ≤ 𝑒−𝑂(𝑛) = negl(𝑛).
And with that, the chance that we guess 𝑥𝑖 incorrectly is negligible.
Corollary 3. There does not exist a PPH for ExactHamming(𝑛/2).
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3.3.3

Lower bounds for some partial predicates

In the previous section, we showed how the ability to reconstruct an input using a
class of total predicates implied that PPHs for the class cannot exist. This general
framework, unfortunately, does not directly extend to the partial-predicate setting,
since it is unclear how to define the behavior of an oracle for the predicate. Nevertheless, we can still take existing OWC lower bounds and their techniques to prove
√
impossibility results in this case. We will show that GapHamming(𝑛, 𝑛/2, 1/ 𝑛)
(the promise version of ExactHamming) cannot admit a PPH, and that while Gap𝑘 GreaterThan has a perfectly correct PPH compressing to 𝑛 − log(𝑘) − 1 bits,
compressing any further results in polynomial error (and thus no PPH with more
compression).
First, we define these partial predicates.
Definition 14. The definitions for GapHamming(𝑛, 𝑑, 𝜖) and Gap-𝑘 GreaterThan are:
∙ The GapHamming(𝑛, 𝑑, 𝜖) class of predicates {𝑃𝑥 }𝑥∈{0,1}𝑛 has 𝑃𝑥2 (𝑥1 ) =
1 if ||𝑥1 − 𝑥2 ||0 ≥ 𝑑(1 + 𝜖), 0 if ||𝑥1 − 𝑥2 ||0 ≤ 𝑑(1 − 𝜖), and ~ otherwise.
∙ The Gap-𝑘 GreaterThan class of predicates {𝑃𝑥 }𝑥∈[2𝑛 ] has 𝑃𝑥2 (𝑥1 ) =
1 if 𝑥1 > 𝑥2 + 𝑘, 0 if 𝑥1 < 𝑥2 − 𝑘, and ~ otherwise.
Now, we provide some intuition for why these lower bounds (and the upper bound)
exist.
Gap-Hamming. Our lower bound will correspond to a refined OWC lower bound
for the Gap-Hamming problem in the relevant parameter regime. Because we want
to prove that we cannot even compress by a single bit, we need to be careful with our
reduction: we want the specific parameters for which we have a lower bound, and we
want to know just how the error changes in our reduction.
√
𝑛)., we show the
To prove that there is no PPH for GapHamming(𝑛,
𝑛/2,
1/
√
𝐴→𝐵
OWC complexity 𝑅negl(𝑛) (GapHamming (𝑛, 𝑛/2, 1/ 𝑛)) = 𝑛. An Ω(𝑛) OWC
lower bound for Gap-Hamming in this regime has been proved in a few different
ways [Woo04, Woo07, JKS08].
√
Theorem 4. The randomized OWC complexity of GapHamming𝑛 (𝑛/2, 𝑛/2) with
negligible error is exactly 𝑛;
√
𝐴→𝐵
(GapHamming(𝑛, 𝑛/2, 1/ 𝑛)) = 𝑛.
𝑅negl(𝑛)
Proof. This will be a randomized reduction of Index𝑛 to GapHamming for an arbitrary error 𝛿; we will show that this randomized reduction introduces negligible error,
and so if we want negligible error for GapHamming on these parameters, we require
𝛿 = negl(𝑛), too. We will take Alice’s input x and Bob’s index 𝑖 ∈ [𝑛] and create two
new vectors, a and b 𝑛-bit vectors, correlated
using the public randomness so that if
√
𝑥𝑖 = 1, a and b will be within 𝑛/2√− 𝑛/2 distance from each other and if 𝑥𝑖 = 0,
the vectors will be at least 𝑛/2 + 𝑛/2 distance with all but negligible probability
(over 𝑛).
Without loss of generality, assume 𝑛 is odd.
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∙ For each coordinate 𝑏𝑗 , Bob samples the same public randomness r𝑗 ← {0, 1}𝑛
and sets 𝑏𝑗 ← 𝑟𝑗 . Bob is essentially pretending r𝑗 is Alice’s vector.
$

∙ For each coordinate 𝑎𝑗 , Alice samples the public randomness r𝑗 ← {0, 1}𝑛 . If
||x − r𝑗 ||0 < 𝑛/2, she sets 𝑎𝑗 ← 1, and if ||x − r𝑗 ||0 > 𝑛/2, she sets 𝑎𝑗 ← 0.
Alice is marking if r𝑗 is a good proxy for x.
We now need to argue that a and b are close if 𝑥𝑖 = 1 and far otherwise. We will
do this by computing the expected Hamming distance between a and b, and then
applying a Chernoff bound. Let’s go through both cases.
∙ Assume 𝑥𝑖 = 1. Then, Er [||a − b||0 ] = 𝑛𝑗=1 Prr [𝑎𝑗 ̸= 𝑏𝑗 ]. Now, looking at
Prr [𝑎𝑗 ̸= 𝑏𝑗 ], we have the two more cases. Either x and r𝑗 agree on strictly less
than or greater than (𝑛 − 1)/2 bits (meaning 𝑟𝑖 is not used in determining 𝑎𝑗 );
or, x and r𝑗 agree on exactly (𝑛 − 1)/2 bits. In the second case, since 𝑥𝑖 = 1,
the probability that 𝑏𝑗 = 𝑎𝑗 is 1. So,
∑︀

Pr
[𝑎𝑗 ̸= 𝑏𝑗 ] = Pr[Case 1] ·
r

1
− Pr[Case 2] · 0
2

Using Stirling’s approximation, we get that Pr[Case 2] =
𝑐 ≤ 𝜋√𝑒 2 . And so,
√ )︃
(︃
𝑐 2
1
Pr
[𝑎𝑗 = 𝑏𝑗 ] = 1 − √
·
r
2
𝑛−1
1
𝑐
≤ −√
2
2𝑛

√
√𝑐 2 ,
𝑛−1

where

√
2 𝜋
𝑒2

≤

Now, when we commute the expected Hamming distance if 𝑥𝑖 = 1, we get
√
𝑛
∑︁
1
𝑐
𝑛 𝑐 𝑛
Pr
[𝑎𝑗 ̸= 𝑏𝑗 ] ≤ 𝑛 · ( − √ ) = − √
Er [||a − b||0 ] =
r
2
2
2𝑛
2
𝑗=1
Plugging in the lower bound for 𝑐 we computed with Stirling’s approximation,
we have
√
2𝜋 √
𝑛
Er [||a − b||0 ] ≤ − 2 · 𝑛
2
𝑒
Now, using a Chernoff bound, we get that Pr[||a − b||0 >
negl(𝑛).

𝑛
2

√

+

𝑛
]
4

≤ 𝑒−𝑂(𝑛) =

∙ Assume 𝑥𝑖 = 0. We will use the same analysis as before, but now in the second
case, we have 𝑥𝑖 = 0, so the probability that 𝑟𝑖 = 𝑎𝑗 is 0. And hence,
√
𝑛
2𝜋 √
Er [||a − b||0 ] ≥ + 2 · 𝑛
2
𝑒
Again, using a Chernoff bound, we get that Pr[||a − b||0 <
negl(𝑛).
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𝑛
2

√

+

𝑛
]
4

≤ 𝑒−𝑂(𝑛) =

Therefore, with all but negligible probability in 𝑛, this randomized reduction is
correct.
Notice that this style of proof looks morally as though we are “reconstructing” the
input 𝑥 using Index𝑛 . However, the notion of getting a reduction from Index𝑛 to
another predicate-class in the OWC model is not the same as being able to query
an oracle about the predicate and reconstruct based off of oracle queries. Being able
to make a similar reconstructing characterization of partial-predicates as we have for
total predicates would be useful and interesting in proving more lower bounds.
√
Corollary 4. There does not exist a PPH for GapHamming(𝑛, 𝑛/2, 1/ 𝑛).
Gap-𝑘 GreaterThan. This predicate is a natural extension of GreaterThan: we
only care about learning that 𝑥1 < 𝑥2 if |𝑥1 −𝑥2 | is larger than 𝑘 (the gap). Intuitively,
a hash function can maintain this information by simply removing the log(𝑘) least
significant bits from inputs and directly comparing: if ℎ(𝑥1 ) = ℎ(𝑥2 ), they can be at
most 𝑘 apart. We can further remove one additional bit using the fact that we know
𝑥2 when given ℎ(𝑥1 ) (considering Gap-𝑘 GreaterThan as the corresponding predicate
class parameterized by 𝑥2 ).
𝐴→𝐵
For the lower bound, we prove a OWC lower bound, showing 𝑅negl(𝑛)
(𝒫) = 𝑛 −
log(𝑘) − 1. This will be a proof by contradiction: if we compress to 𝑛 − log(𝑘) − 2 bits,
we obtain many collisions that are more than 3.5𝑘 apart. These far collisions imply
the existence of inputs that the OWC protocol must fail on, even given the gap. We
are able to find these inputs the OWC must fail on with polynomial probability, and
this breaks the all-but-negligible correctness of the protocol.
Theorem 5. There exists a PPH with perfect correctness for Gap-𝑘 GreaterThan
compressing from 𝑛 bits to 𝑛 − (log(𝑘) + 1). This is tight: the OWC
complexity of gap-𝑘 GreaterThan with no or negligible error is
𝐴→𝐵
𝑅negl(𝑛)
(𝒫) = 𝑛 − log(𝑘) − 1

Proof. Assume 𝑘 is a power of 2. All other 𝑘 follow: we will be unable to compress
by more than ⌈log(𝑘)⌉ + 1 bits. Let 𝑃 be the Gap-𝑘 GreaterThan predicate.
Designing a PPH. The proof that we can compress by log(𝑘) + 1 is simply that
our hash function ℎ just removes the last log(𝑘) + 1 bits. However, 𝑃 ′ must do a little
work:
∙ Let 𝐿 = ℎ−1 (ℎ(𝑥)) = {𝑥0 , 𝑥1 , . . . , 𝑥2𝑘 } be the list, in order, of all elements
mapping to ℎ(𝑥), where 𝑥0 + 2𝑘 = 𝑥1 + 2𝑘 − 1 = · · · = 𝑥2𝑘 .
∙ If 𝑎 ≤ 𝑥𝑘 , 𝑃𝑎′ (ℎ(𝑥)) = 0, and if 𝑎 > 𝑥𝑘 , 𝑃𝑎′ (ℎ(𝑥)) = 1.
First we show this algorithm is correct. For every 𝑥, 𝑎 ∈ [2𝑛 ], if 𝑃𝑎 (ℎ(𝑥)) = 0,
then 𝑎 ≤ min ℎ−1 (ℎ(𝑥)) + 𝑘 ≤ 𝑥 + 𝑘. If 𝑎 < 𝑥, then 𝑃𝑎 (ℎ(𝑥)) answers correctly, but
if 𝑎 > 𝑥, we get that |𝑥 − 𝑎| ≤ 𝑘, and so our output is still alright since 𝑎 is within
the gap around 𝑥. Similarly, if 𝑃𝑎 (ℎ(𝑥)) = 1, then 𝑎 > max ℎ−1 (ℎ(𝑥)) − 𝑘 ≥ 𝑥 − 𝑘.
For the same reasons the output is either correct or within the gap.
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Lower bound. Now we want to show that if ℎ compresses by more than log(𝑘)+1
bits, we can non-adaptively find two inputs such that 𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥) with nonnegligible probability. In fact we will show that we can guess 𝑎, 𝑥 with probability at
1
. Our method will be first to guess an 𝑥 that is “bad” (collides with an 𝑥′
least 400𝑛
more than 25 𝑘 from it), guess if it is smaller or bigger than 𝑥′ (𝑏), and then guess by
how much 𝑥′ is smaller or bigger than 𝑥 (2𝑠−1 ≤ |𝑥 − 𝑥′ | ≤ 2𝑠 ):
$

1. 𝑥 ← [𝑁 ]
$

$

2. 𝑏 ← {0, 1} and 𝑠 ← {log 𝑘 + 1, . . . , 𝑛}.
$

3. If 𝑏 = 0: 𝑎 ← {𝑥 − 2𝑠 , . . . , 𝑥 − (𝑘 + 1)} and output 𝑥 and 𝑎.
$
If 𝑏 = 1: 𝑎 ← {𝑥 + (𝑘 + 1), . . . , 𝑥 + 2𝑠 } and output 𝑥 and 𝑎.
Let ℎ be any function hashing 𝑛 bits to 𝑛 − (log(𝑘) + 2) bits (again assume 𝑘 is
a power of 2). Let 𝐾 = 3.5𝑘, we want to bound the probability we choose a random
input 𝑥 and end up with ℎ(𝑥) having a pre-image size at least size 𝐾:
Pr

[︁

]︁

|ℎ−1 (ℎ(𝑥))| ≥ 𝐾 = 1 − Pr

$

[︁

|ℎ−1 (ℎ(𝑥))| < 𝐾

]︁

$

𝑥←[𝑁 ]

𝑥←[𝑁 ]

≥ 1 − (𝐾 − 1)(2𝑛−log(𝑘)−1 − 1)2−𝑛
1
≥ 1 − (𝐾 − 1)( )
4𝑘
3.5𝑘
1
≥1−
=
4𝑘
8
Consider any preimage ℎ−1 (𝑦) of size at least 3.5𝑘: if we sort the set ℎ−1 (𝑦), then
pair off the first 𝑥 in the sorted list with the 52 · 𝑘’th, the second with the 25 𝑘 + 1’th and
$
so on, then choosing 𝑥 ← ℎ−1 (𝑦), with probability 47 , 𝑥 will have an 𝑥′ it is paired with.
For all 𝑎 in between 𝑥 and 𝑥′ , and at least distance 𝑘 from both of them, 𝑃𝑎′ (ℎ(𝑥)) is
wrong more often than 𝑃𝑎′ (ℎ(𝑥′ )) or vice-versa. For each 𝑥, 𝑥′ pair, consider all 𝑎 in
between 𝑥 and 𝑥′ and at least distance 𝑘 from both of them: 𝑃𝑎′ (ℎ(𝑥)) = 𝑃𝑎′ (ℎ(𝑥′ )).
So, for one of 𝑥 or 𝑥′ , this will evaluate incorrectly. Therefore, one of 𝑥 or 𝑥′ will have
that, for at least half of the 𝑎’s in between and distance 𝑘 from both, 𝑃𝑎′ evaluates
incorrectly. We also have that since 𝑥 and 𝑥′ are at least 52 𝑘 apart, there are at least
𝑘
elements 𝑎 that are distance 𝑘 from both of them. If we choose at random from
2
elements at least distance 𝑘 from 𝑥, we get the probability of choosing an 𝑎 at distance
𝑘 from both 𝑥 and 𝑥′ is 13 .
We will call an 𝑥 bad if it has an 𝑥′ such that ℎ(𝑥) = ℎ(𝑥′ ) and |𝑥 − 𝑥′ | ≥ 3.5𝑘
(which we call ‘paired’), and for all the 𝑎 in between 𝑥 and 𝑥′ and distance 𝑘 from
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both, more than half of them evaluate incorrectly on 𝑥.
Pr[𝑥 is bad] ≥ Pr[𝑥 is bad||ℎ−1 (ℎ(𝑥))| ≥ 𝐾] · Pr[|ℎ−1 (ℎ(𝑥))| ≥ 𝐾]
𝑥

≥ Pr[𝑥 is bad||ℎ−1 (ℎ(𝑥))| ≥ 𝐾 ∧ ∃ paired 𝑥′ ]·
1
Pr[∃ paired 𝑥′ ||ℎ−1 (ℎ(𝑥))| ≥ 𝐾] ·
8
−1
≥ Pr[𝑥 is bad||ℎ (ℎ(𝑥))| ≥ 𝐾 ∧ ∃ paired 𝑥′ ∧ 𝑥 has more incorrect 𝑎]
1 4 1
· · ·
2 7 8
1
≥
28
Now, assume that we have chosen a bad 𝑥. We will compute the probability we
choose an 𝑎 that 𝑃𝑎 (𝑥) ̸= 𝑃𝑎′ (ℎ(𝑥)). Consider 𝑥 and its pair 𝑥′ : 𝑥 is wrong on at least
half of the 𝑎 between 𝑥 and 𝑥′ , so our goal is to sample between 𝑥 and 𝑥′ without
knowing 𝑥′ . First, we guess whether 𝑥 < 𝑥′ or vice-versa (our choice of the bit 𝑏).
Then, we guess how far apart they are to the nearest power of 2 (our choice of 𝑠 ∈ [𝑛]).
Finally, if we have guessed both of these correctly, we sample in the range 𝑥 ± 𝑠, and
with probability at least 1/2 we are sampling in the range (𝑥, 𝑥′ ), and again with
probability at least 1/2, we sample an 𝑎 that evaluates incorrectly for 𝑥. Formally,
we have:
∙ Assume 𝑥 is bad, and so is paired with an 𝑥′ . Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)] ≥
Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)|𝑏 is correct] · 12 .
∙ Now assume that both 𝑥 is bad and 𝑏 is chosen correctly (that is, we know 𝑥 < 𝑥′
or 𝑥′ < 𝑥). Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)] ≥ Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)|2𝑠−1 <
|𝑥 − 𝑥′ | ≤ 2𝑠 ] · 𝑛1 .
∙ Assume 𝑥 is bad, 𝑏 is chosen correctly, and 𝑠 is also guessing the range between
𝑥 and 𝑥′ correctly. We have Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)] ≥ Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸=
𝑃𝑎 (𝑥)|𝑎 ∈ (𝑥, 𝑥′ )] · 12 since Pr𝑥,𝑏,𝑠,𝑎 [𝑎 ∈ (𝑥, 𝑥′ )] ≥ 12 given 𝑎 ∈ (𝑥, 𝑥 + 2𝑠 ) or
𝑎 ∈ (𝑥 − 2𝑠 , 𝑥) when 𝑏 = 0 or 𝑏 = 1 respectively.
∙ Assume we have chosen an 𝑎 ∈ (𝑥, 𝑥′ ) or (𝑥′ , 𝑥) (whichever is correct). The
probability that |𝑥 − 𝑎| and |𝑥′ − 𝑎| > 𝑘 is at least 13 (since we guarantee that
𝑎 is at least distance 𝑘 from 𝑥).
∙ Finally, assume all of the previous points. We get Pr𝑥,𝑏,𝑠,𝑎 [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)] ≥ 21
because 𝑥 is bad and we are choosing 𝑎 ∈ (𝑥, 𝑥′ ) or (𝑥′ , 𝑥) (whether 𝑏 = 0 or
1) where 𝑎 is distance more than 𝑘 from both 𝑥 and 𝑥′ . So, 𝑃𝑎′ (𝑥) will evaluate
incorrectly on at least half of all such 𝑎’s.
∙ Putting all of these conditionals together (multiplying them), we have
Pr [𝑃𝑎′ (ℎ(𝑥)) ̸= 𝑃𝑎 (𝑥)] ≥

𝑥,𝑏,𝑠,𝑎
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1 1 1 1 1
1
· · · · =
.
28 2 𝑛 2 3
336𝑛

This completes the proof: if we try to compress more than ⌈log(𝑘)⌉ + 1 bits, we
end up being able to use the above attack to find a bad input on the hash function
1
with probability at least 400𝑛
.
A Different Lower Bound for Two-input Greater-Than. Here we will intuitively describe why the lower bound for Two-Input Greater-Than is 𝑛 − log(𝑘), one
bit less than the lower bound on the single-input version. Consider the construction
for a single-input gap-𝑘 Greater-Than PPH, as described in the proof above. ℎ(𝑥)
removes the last log(𝑘) + 1 bits from 𝑥, and we are able to compare a value 𝑎 to
ℎ−1 (𝑥), checking if 𝑎 is in the lower half or the higher half. If we instead are only
given ℎ(𝑥) and ℎ(𝑎), we can only check that 𝑎 is in the ℎ−1 (𝑥), and have no sense of
where.
So, in the two-input case, we have a simple upper bound: our hash ℎ′ (𝑥) removes
exactly the log(𝑘) lowest bits, and 𝑃 ′ (ℎ(𝑥), ℎ(𝑎)) simply compare ℎ(𝑥) > ℎ(𝑎). The
proof that this is optimal follows the same structure as above, except we let 𝐾 = 2𝑘.
Now, if our adversary finds a random collision, ℎ(𝑥) = ℎ(𝑎), there is a large enough
chance that |𝑥 − 𝑎| > 𝑘, which would violate the correctness of the PPH.

3.4

A Gap-Hamming PPH from Collision Resistance

Our first construction is a robust 𝑚/𝑛-compressing GapHamming(𝑛, 𝑑, 𝜖) PPH for
any 𝑚 = 𝑛Ω(1) , 𝑑 = 𝑜(𝑛𝑐 / log(𝜅)) and constants 𝜖 > 0 and 𝑐 < 1. Security
of the construction holds under the (standard) assumption that collision-resistant
hash function families (CRHFs) exist. If we make the less-standard assumption
that exponentially-secure CRHFs exist, then we achieve slightly better parameters:
𝑑 = 𝑜(𝑛/ log(𝜅) log log(𝑛)).
Informally, the idea of the construction is “subsampling.” In slightly more detail,
the intuition is to notice that if x1 ∈ {0, 1}𝑛 and x2 ∈ {0, 1}𝑛 are close, then most
small-enough subsets of indices of x1 and x2 will match identically. On the other hand,
if x1 and x2 are far, then most large-enough subsets of indices will differ. This leads us
to the first idea for the construction, namely, fix a collection of sets 𝒮 = {𝑆1 , . . . , 𝑆𝑘 }
where each 𝑆𝑖 ⊆ [𝑛] is a subset of appropriately chosen size 𝑠. On input x ∈ {0, 1}𝑛 ,
output y = (x|𝑆1 , . . . , x|𝑆𝑘 ) where x|𝑆 denotes the substring of x indexed by the set
𝑆. The observation above tells us that if x1 and x2 are close (resp. far), so are y1
and y2 .
However, this does not compress the vector x. Since the union of all the sets
⋃︀
𝑖∈[𝑘] 𝑆𝑖 has to be the universe [𝑛] (or else, finding a collision is easy), it turns out that
we are just comparing the vectors index-by-index. Fortunately, it is not necessary to
output x|𝑆𝑖 by themselves; rather we can simply output the collision-resistant hashes.
That is, we will let the PPH hash of x, denoted y, be (𝑔(x|𝑆1 ), . . . , 𝑔(x|𝑆𝑘 )) where 𝑔
is a collision resistant hash function randomly drawn from a CRHF family.
This simple construction works as long as 𝑠, the size of the sets 𝑆𝑖 , is Θ(𝑛/𝑑),
and the collection 𝒮 satisfies that any subset of disagreeing input indices 𝑇 ⊆ [𝑛] has
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nonempty intersection with roughly the corresponding fraction of subsets 𝑆𝑖 . The
latter can be achieved by selecting the 𝑆𝑖 of size Θ(𝑛/𝑑) at random, or alternatively as
defined by the neighbor sets of a bipartite expander. We are additionally constrained
by the fact that the CRHF must be secure against adversaries running in time poly(𝜅).
So, let 𝑡 = 𝑡(𝜅) be the smallest output size of the CRHF such that it is poly(𝜅)-secure.
Since the input size 𝑠 to the CRHF must be 𝜔(𝑡) so that 𝑔 actually compresses, this
forces 𝑑 = 𝑜(𝑛/𝑡).
Before presenting our construction more formally, we define our tools.
∙ We will use a family of CRHFs that take inputs of variable size and produce
outputs of 𝑡 bits and denote it by ℋ𝑡 = {ℎ : {0, 1}* → {0, 1}𝑡 }. We implicitly
assume a procedure for sampling a seed for the CRHF given a security parameter
1𝜅 . One could set 𝑡 = 𝜔(log 𝜅) and assume the exponential hardness of the
CRHF, or set 𝑡 = 𝜅Ω(1) and assume polynomial hardness. These choices will
result in different parameters of the PPH hash function.
∙ We will use a slightly modified definition of a (𝑛, 𝑘, 𝐷, 𝐵, 𝑎)-bipartite expander.
Definition 15. A 𝛿-biased (𝑛, 𝑘, 𝐵, 𝑎)-bipartite expander is a 𝐷-left-regular
bipartite graph 𝐺 = (𝐿 ∪ 𝑅, 𝐸) where |𝐿| = 𝑛, |𝑅| = 𝑘, and for every subset
𝑆 ⊂ 𝐿 where |𝑆| = 𝐵 exactly, we have |𝑁 (𝑆)| ≥ 𝑎 · 𝐵.
The expander is 𝛿-balanced if for every 𝑣 ∈ 𝑅, |𝑁 (𝑣)| ≥ (1 − 𝛿)𝑛𝐷/𝑘

3.4.1

Balanced Expanders Exist

A balanced expander is crucial to the construction, so we first show that these expanders exist, and in fact can construct them in polynomial time.
Lemma 8. A random (𝑛, 𝑘, 𝐷)-bipartite graph is a 𝛿-biased (𝑛, 𝑘, 𝐷, 𝑑(1 + 𝜖), 𝐷(1 −
𝜖))-expander with probability at least 2/3 − negl(𝑛) as long as
(︃
𝐷+1

𝑒

𝑛
𝑑(1 + 𝜖)

)︃

1
≤
3

(︃

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝜖𝐷

(3.2)

Proof. First, we will show that with the right parameter settings for 𝐷 and 𝛾, we
can show 𝛿-biased (𝑛, 𝑘, 𝐷, 𝑑(1 + 𝜖), 𝐷(1 − 𝜖))-expanders exist via random sampling.
In fact, we will show that with constant probability 2/3, we will sample such an
expander. Then, we will show that with probability at least 1 − negl(𝑛), the graph
we sample via this method is 𝛿-balanced. So, the probability we will sample a graph
that is both an (𝑛, 𝑘, 𝐷, 𝑑(1 + 𝜖), 𝐷(1 − 𝜖))-expander and 𝛿-biased is a union bound:
2/3 − negl(𝑛). This means that we will sample a 𝛿-biased (𝑛, 𝑘, 𝐷, 𝑑(1 + 𝜖), 𝐷(1 − 𝜖))expander with constant probability.
Sampling an expander with constant probability. First we will show that we
can sample these expanders with constant probability. We will bound the following
sampling procedure: for each node in 𝐿, uniformly sample 𝐷 distinct neighbors in 𝑅
and add those edges.
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Let 𝑆 ⊆ [𝑛] and 𝑇 ⊆ [𝑘] and consider the bad event that 𝑁 (𝑆) ⊆ 𝑇 for small
𝑇 . Because we are only considering our modified expander, the case we are worried
about is when |𝑆| = 𝑑(1 + 𝜖) and |𝑇 | = 𝐷𝑑(1 − 𝜖2 ). By a union bound, we need to
show that the probability of any bad event is at most 1/3 by showing that
(︃

𝑛
𝑑(1 + 𝜖)

)︃(︃

)︃

𝑘
1
≤
2
3
𝐷𝑑(1 − 𝜖 )

(︃

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝐷𝑑(1+𝜖)

.

Here, the left side counts the choices for 𝑆, 𝑇 of the appropriate size, and the right side
is )︁1/3 times the inverse of the probability that 𝑁 (𝑆) ⊆ 𝑇 . Using the approximation
(︁
𝑎
≤ (𝑒𝑎/𝑏)𝑏 , it suffices it have
𝑏
(︃

𝑒

(𝐷+1)𝑑(1+𝜖)

𝑛
𝑑(1 + 𝜖)

)︃𝑑(1+𝜖) (︃

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝐷𝑑(1+𝜖)(1−𝜖)

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝐷(1−𝜖)

1
≤
3

(︃

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝐷𝑑(1+𝜖)

.

Taking the 1/(𝑑(1 + 𝜖)) power,
(︃
𝐷+1

𝑒

𝑛
𝑑(1 + 𝜖)

)︃ (︃

1
≤
3

(︃

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝐷

or equivalently
(︃

𝑒

𝐷+1

𝑛
𝑑(1 + 𝜖)

)︃

1
≤
3

(︃

𝑘
𝐷𝑑(1 − 𝜖2 )

)︃𝜖𝐷

.

Therefore, whenever 𝑛, 𝑘, 𝐷, 𝑑 satisfy Eq. 3.2, the probability of any bad event 𝑁 (𝑆) ⊆
𝑇 is at most 1/3, and the graph is an expander with probability at least 2/3.
Sampling a Balanced Expander. This will be a simple application of a Chernoff
bound. Consider the expected value of the degree of nodes on the right: E𝐺 [|𝑁 (𝑣)|] =
∑︀
𝑛𝐷/𝑘. Notice that |𝑁 (𝑣)| = 𝑢∈𝐿 1(𝑣 ∈ 𝑁 (𝑢)), and for every 𝑢 ∈ 𝐿 and 𝑣 ∈ 𝑅, we
have Pr𝐺 [𝑣 ∈ 𝑁 (𝑢)] = 𝐷/𝑘, which is independent for every 𝑢 ∈ 𝐿. A Chernoff bound
tells us for every 𝑣 ∈ 𝑅 and any constant 0 ≤ 𝑑 ≤ 1, Pr𝐺 [|𝑁 (𝑣)| ≤ (1 − 𝛿)𝑛𝐷/𝑘] ≤
2
2
𝑂(1)
= negl(𝑛).
exp[ −𝛿2𝑘𝑛𝐷 ]. Because 𝑘 = 𝑜(𝑛) and 𝛿 is constant, exp[ −𝛿2𝑘𝑛𝐷 ] = 2−𝑛
Now, via a simple union bound over all 𝑣 ∈ 𝑅, we have
Pr[∃𝑣 ∈ 𝑅, |𝑁 (𝑣)| < (1 − 𝛿)𝑛𝐷/𝑘] ≤
𝐺

∑︁
𝑣∈𝑅

Pr[|𝑁 (𝑣)| < (1 − 𝛿)𝑛𝐷/𝑘]
𝐺

[︃

−𝛿 2 𝑛𝐷/𝑘
≤ 𝑘 · exp
2
𝑂(1)

= 𝑘/2𝑛

]︃

= negl(𝑛).

Therefore, the probability that our random graph is 𝛿-balanced is at least 1 − negl(𝑛).
This completes the proof: we can simply sample a random 𝐷-left-regular bipartite
graph, check if it is a balanced expander with the desired parameters, and with
constant probability it will be.
We next describe the general construction, and then discuss explicit parameter
settings and state our formal theorem.
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Robust GapHamming(𝑛, 𝑑, 𝜖) PPH family ℋ from any CRHF
Our (𝑛, 𝑚, 𝑑, 𝜖)-robust PPH family ℋ = (ℋ.Samp, ℋ.Eval) is defined as follows.
∙ ℋ.Samp(1𝜅 , 𝑛). Fix a 𝛿-balanced (𝑛, 𝑘, 𝐷, 𝛾, 𝛼)-bipartite expander 𝐺 =
(𝐿 ∪ 𝑅, 𝐸) (either deterministically or probabilistically). Sample a CRHF
𝑔 ← ℋ𝑡 . Output ℎ = (𝐺, 𝑔).
∙ ℋ.Hash(ℎ = (𝐺, 𝑔), x). For every 𝑖 ∈ [𝑘], compute the (ordered) set of
^ (𝑖) := x|𝑁 (𝑖) be
neighbors of the 𝑖-th right vertex in 𝐺, denoted 𝑁 (𝑖). Let x
x restricted to the set 𝑁 (𝑖). Output
(︁

)︁

ℎ(x) := 𝑔(^
x(1) ), . . . , 𝑔(^
x(𝑘) )

∙ ℋ.Eval(ℎ = (𝐺, 𝑔), y1 , y2 ). Compute the threshold 𝜏 = 𝐷 · 𝑑 · (1 − 𝜖). Parse
(1)
(1)
^ 1(𝑘) ) and y2 = (^
^ 2(𝑘) ). Compute
y1 = (^
y1 , . . . , y
y2 , . . . , y
Δ′ =

𝑘
∑︁

1(^y1(𝑖) ̸= y^ 2(𝑖) ),

𝑖=1

where 1 denotes the indicator predicate. If Δ′ ≤ 𝜏 , output CLOSE.
Otherwise, output FAR.
Table 3.1: Robust GapHamming(𝑛, 𝑑, 𝜖) PPH family from CRHFs.
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3.4.2

Setting Parameters

We will first prove two helper lemmas for our main theorem. These lemmas are for
the when we assume exponentially secure CRHFs exist and when we assume that only
polynomially secure CRHFs exist respectively.
Lemma 9 (Expander Parameters). For 𝐷 = (1/𝜖) log(𝛾(𝑛)) and 𝑘 = 𝑛/𝛾(𝑛) for any
𝑘
function 𝛾(𝑛) = Ω(1), and 𝑑 = (4𝑒)1/𝜖 𝐷(1−𝜖
2 ) , a random (𝑛, 𝑘, 𝐷)-bipartite graph is an
(𝑛, 𝑘, 𝐷, 𝑑(1 + 𝜖), 𝐷(1 − 𝜖))-expander with probability tending to one.
𝑘
Proof. To apply Lemma 8, we must verify Eq. 3.2. Plugging in 𝑑 = (4𝑒)1/𝜖 𝐷(1−𝜖
2 ) , we
have
(︃
)︃
1/𝜖
)︁𝜖𝐷
𝐷(1 − 𝜖2 )𝑛
1 (︁
1
𝐷+1 (4𝑒)
𝑒
≤
(4𝑒)1/𝜖
= (4𝑒)𝐷 .
𝑘
3
3

Rearranging to put 𝐷 on the left as an expression of 𝑘, 𝑛, and constants 𝜖, 𝑒, 3, and
4
𝐷
1
𝑘
≤
·
4𝐷
3 · 41/𝜖 · 𝑒1+1/𝜖 (1 − 𝜖2 ) 𝑛
Next, we plug in 𝐷 = (1/𝜖)𝑓 (𝑛). We will see that 𝑓 (𝑛) can be determined by the
value of 𝑛𝑘 . We have
𝑓 (𝑛)
𝜖
𝑘
≤
·
4𝑓 (𝑛)/𝜖
3 · 41/𝜖 · 𝑒1+1/𝜖 (1 − 𝜖2 ) 𝑛
Plugging in 𝑘 = 𝑛/𝛾(𝑛) and simplifying, we have that we just need
𝜖
1
𝑓 (𝑛)
≤
·
.
𝑓
(𝑛)/𝜖
1/𝜖
1+1/𝜖
2
4
3·4 ·𝑒
(1 − 𝜖 ) 𝛾(𝑛)
Notice the expression on the right is simply Θ(1/(𝛾(𝑛)) assuming 𝜖 is constant. We
need the expression on the left to be less than this. Plugging in 𝑓 (𝑛) = log(𝛾(𝑛)), we
have
log(𝛾(𝑛))
𝜖
1
≤
·
2/𝜖
1/𝜖
1+1/𝜖
2
(𝛾(𝑛))
3·4 ·𝑒
(1 − 𝜖 ) 𝛾(𝑛)
which, given that 𝛾(𝑛) = Ω(1), holds for large enough 𝑛. Moreover, 1/3 can be replaced with an arbitrarily small constant, so the graph is an expander with probability
1 − 𝛿 and 𝛿 → 0.
Given this expander lemma, we will prove that Construction 3.1 is a PPH for
GapHamming under certain parameter settings.
Theorem 6. Let 𝜅 be a security parameter. Assuming that secure CRHFs compressing from 𝑛 to 𝑡 bits exist, for any polynomial 𝑛 = 𝑛(𝜅), then for any constant
𝜖 > 0, Construction 3.1 is an 𝜂-compressing robust property preserving hash family
for GapHamming(𝑛, 𝑑, 𝜖) when:
∙ 𝜂 = 𝑡/𝑛Ω(1)
∙ 𝜂>

log(𝑛𝑡)𝑡
,
𝜖𝑛

and
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∙ 𝑑=

𝜂
𝑡

·

𝜖𝑛
.
(4𝑒)1/𝜖 (1−𝜖2 ) log(𝑡/𝜂)

Proof. Before getting into the proof, we more explicitly define the parameters to
include parameters associated with the expander in our construction. Once we have
defined these parameters, we will show how each of these parameters is used to prove
the construction is correct and robust. So, in total, we have the following parameters
and implied constraints for our construction (including the graph):
1. Our CRHF is ℋ𝑡 = {𝑔 : {0, 1}* → {0, 1}𝑡 }.
𝑡
and constant 𝜖 ∈ (0, 1).
2. Fix a compression factor 𝜂 = 𝑛Ω(1)
so that 𝜂 > log(𝑛𝑡)𝑡
𝜖𝑛
Note that these constraints are (asymptotically) consistent if 𝜂 = 𝑡/𝑛𝛼 for any
0 < 𝛼 < 1.

3. We have that 𝑘 = 𝜂𝑛/𝑡 because 𝑘𝑡 = 𝜂𝑛 is the size of the output of Construction
3.1. In terms of Lemma 9, 𝛾(𝑛) = 𝑡/𝜂.
4. 𝐷 = 1𝜖 log(𝑡/𝜂).
5. 𝑑 =

𝜂
𝑡

·

𝑛
(4𝑒)1/𝜖 𝐷(1−𝜖2 )

=

𝜂
𝑡

·

𝜖𝑛
.
(4𝑒)1/𝜖 (1−𝜖2 ) log(𝑡/𝜂)

Efficiency. Lemma 9 guarantees that we can sample a 𝛿-balanced (𝑛, 𝑘, 𝐷, 𝑑(1 +
𝜖), 𝐷(1 − 𝜖))-bipartite expander with constant probability. Thus, sampling 𝐺 before
running the construction is efficient. Once we have a 𝐺, sampling and running a
CRHF 𝑘 = 𝑂(𝑛) times is efficient. Comparing 𝑘 outputs of the hash function is also
efficient. Therefore, each of ℋ.Samp, ℋ.Hash, and ℋ.Eval is efficient in 𝜅 = poly(𝑛).
Compressing. Our construction on an input of 𝑛 bits outputs 𝑘𝑡 bits. Since 𝑘𝑡 = 𝜂𝑛,
this construction is 𝜂-compressing.
Robust. Lastly, we will prove our construction is robust. Let 𝒜 be a PPT adversary.
We will show that 𝒜 (in fact, even an unbounded adversary) cannot find x1 and x2
such that ||x1 − x2 || ≤ 𝑑(1 − 𝜖) but ℋ.Eval(ℎ, ℎ(x1 ), ℎ(x2 )) evaluates to FAR, and
that 𝒜 must break the collision-resistance of ℋ𝑡 in order to find x1 and x2 where
||x1 − x2 || ≥ 𝑑(1 + 𝜖) but ℋ.Eval(ℎ, ℎ(x1 ), ℎ(x2 )) evaluates to CLOSE.
∙ First, consider any x1 , x2 ∈ {0, 1}𝑛 where ||x1 − x2 ||0 ≤ 𝑑(1 − 𝜖). Let Δ =
||x1 − x2 ||0 . So, consider the set 𝑆 ⊂ 𝐿 corresponding to the indices that are
different between x1 and x2 , and 𝑇 = 𝑁 (𝑆) ⊂ 𝑅. The maximum size of 𝑇 is
|𝑆| · 𝐷, the degree of the graph.
^ 1(𝑖) ̸= x
^ 2(𝑖) , but
For every 𝑖 ∈ 𝑇 , we get that the intermediate computation has x
^ 1(𝑗) = x
^ 2(𝑗) which implies y
^ 1(𝑗) = y
^ 2(𝑗) after applying 𝑔.
for every 𝑗 ̸∈ 𝑇 , we have x
∑︀
∑︀
∑︀
(𝑖)
(𝑖)
(𝑗)
^ 2(𝑖) ) ≤ 𝑖∈𝑆 1(^
^ 2(𝑖) )+ 𝑗̸∈𝑆 1(^
^ 2(𝑗) ) ≤ Δ·𝐷.
Therefore 𝑘𝑖=1 1(^
y1 ̸= y
y1 ̸= y
y1 ̸= y
We set the threshold 𝜏 = 𝐷 · 𝑑 · (1 − 𝜖) in the evaluation. Point 2 guarantees
, which again happens if
that 𝜏 < 𝑘: 𝜏 < 𝑘 if and only if 𝐷𝑑(1 − 𝜖) < 𝜂𝑛
𝑡
log(𝑡/𝜂)𝑡
and only if
< 𝜂. This implicitly implies 𝑘 > 𝐷(1 − 𝜖). So because
𝜖𝑛
𝐷 · Δ ≤ 𝐷 · 𝑑(1 − 𝜖) = 𝜏 < 𝑘, ℋ.Eval will evaluate Δ′ ≤ 𝜏 . Thus, ℋ.Eval will
always evaluate to CLOSE in this case, regardless of the choice of CRHF.
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∙ Now consider ||x1 − x2 ||0 ≥ 𝑑(1 + 𝜖), and again, let Δ = ||x1 − x2 ||0 and define
𝑆 ⊂ 𝐿 and 𝑇 ⊂ 𝑅 as before.
We can restrict 𝑆 to 𝑆 ′ where |𝑆 ′ | = 𝑑(1 + 𝜖), and by the properties of our
expander |𝑁 (𝑆 ′ )| ≥ 𝐷(1 − 𝜖) · 𝑑(1 + 𝜖) = 𝐷𝑑(1 − 𝜖2 ). This means that 𝜏 =
^ 1(𝑖) ̸= x
^ 2(𝑖) , and
𝐷𝑑(1 − 𝜖) < 𝐷𝑑(1 − 𝜖2 ) = |𝑁 (𝑆 ′ )|. So, for every 𝑖 ∈ 𝑇 ′ , x
|𝑇 ′ | ≥ 𝐷𝑑(1 − 𝜖2 ) > 𝜏 .
Now we want to argue that with all but negligible probability over our choice
of 𝑔, 𝑔 will preserve this equality relation, and so Δ′ = |𝑇 ′ |. Given that our
(𝑖)
(𝑖)
expander is 𝛿-balanced for some constant 𝛿 > 0, we have that |^
x1 | = |^
x2 | =
|𝑁 (𝑟𝑖 )| ≥ (1 − 𝛿)𝑛𝐷/𝑘. Point 2 states that 𝜂 = 𝑡/𝑛Ω(1) , which yields the
following asymptotics for |𝑁 (𝑟𝑖 )|:
|𝑁 (𝑟𝑖 )| ≥ (1 − 𝛿)𝑛𝐷/𝑘
𝑡
1
= (1 − 𝛿)𝑛( log(𝑡/𝜂)) ·
𝜖
𝜂𝑛
(1 − 𝛿) 𝑡
=
log(𝑡/𝜂)
𝜖 𝜂
(1 − 𝛿) 𝛼
· 𝑛 · log(𝑛𝛼 )
≥
𝜖
for some constant 𝛼 ∈ (0, 1). This implies that |𝑁 (𝑟𝑖 )| ≥ 𝑛Ω(1) . Every input
(𝑖)
(𝑖)
^ 1(𝑖) ̸= x
^ 2(𝑖)
to 𝑔 will be larger than the output, and so if 𝑔(^
x1 ) = 𝑔(^
x2 ) but x
for any 𝑖, then our adversary has found a collision, which happens with all but
negligible probability for adversaries running in time poly(𝜅).
Therefore, with all but negligible probability over the choice of 𝑔 and adversar∑︀ ′
(𝑖)
^ 2(𝑖) ) ≥ 𝛼 · 𝛾𝑛 = 𝜏 , and
y1 ̸= y
ially chosen x1 and x2 in this case, Δ′ = 𝑚
𝑖=1 1(^
ℋ.Eval outputs FAR.
Since it is information-theoretically impossible for an adversary to fool the CLOSE
classification, and computationally infeasible for it to fool the FAR classification,
Construction 3.1 is Direct-Access robust.
Trade-Off Between Compression and Hamming-Error
In the above proof, we demonstrated how many constraints worked together to produce a positive result, but gave no concrete examples of those constraints or how
they actually affected each other. Notice that the center of our gap, 𝑑, is directly
proportional to 𝜂 and inversely proportional to 𝑡; if we have more powerful CRHFs,
we are able to get a larger center for our gap. Thus, it is useful to divide these results
into two categories: where we assume exponentially-secure CRHFs, and one where
we assume we only have polynomially-secure CRHFs.
Exponentially-secure CRHFs can compress poly(𝑛) bits to 𝑡 = 𝜔(log(𝑛)) securely,
while polynomially-secure CRHFs can only compress down to 𝑡 = 𝑛Ω(1) bits.
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Note that our construction requires 𝑡/𝜂 = 𝑛Ω(1) . This implies that if 𝑡 is very small
(e.g. 𝑡 = 𝑂(log2 (𝑛))), then we must compress by 𝜂 = 𝑛−Ω(1) . This results in very
similar corollaries assuming exponentially-secure CRHFs versus polynomially-secure
ones; more powerful CRHFs do not yield a much larger center 𝑑 (e.g. closer to 𝑛/2),
and do not even impact the compression factor 𝜂.
Corollary 5 (Exponentially-Secure CRHFs). Assume that exponentially-secure CRHFs exist, and so can compress to 𝑡 = 𝜔(log(𝑛)) bits. Let 𝑡 = 𝑛𝑜(1) as an upper bound.
For any compression factor 𝜂 = 𝑛𝛼−1 for constant 𝛼 ∈ (0, 1), Construction 3.1, is a
Robust GapHamming(𝑛, 𝑑, 𝜖) PPH family for any constant 𝜖 ∈ (0, 1) and
𝑛𝛼
.
𝑑=𝑜
log(𝑛) log log(𝑛)
)︃

(︃

Proof. In this proof, we simply check off the three constraints listed in Theorem 6.
𝑡
First, we have that 𝜂 = 𝑛𝛼−1 and since 𝛼 ∈ (0, 1), 𝜂 = 𝑛−Ω(1) . Therefore 𝜂 = 𝑛Ω(1)
.
𝛼−1
𝛼
𝑜(1)
For the next point, we have that 𝑛
> log(𝑛𝑡)𝑡/(𝜖𝑛) since 𝑛 = 𝜔(log(𝑛 · 𝑛 ) ·
𝑜(1)
𝑛 ).
For the last point, we plug in the values of 𝜂 and let 𝑡 = 𝑡(𝑛) = 𝜔(log(𝑛))
𝑛𝛼−1
𝜖𝑛
·
1/𝜖
𝑡
(4𝑒) (1 − 𝜖2 ) log(𝑡/𝑛𝛼−1 )
𝑛𝛼
𝜖
=
·
1/𝜖
𝑡(𝑛) log(𝑡(𝑛)) + (1 − 𝛼)𝑡(𝑛) log(𝑛) (4𝑒) (1 − 𝜖2 )
)︃
(︃
𝑛𝛼
.
=𝑜
log(𝑛) log log(𝑛)

𝑑=

Corollary 6 (Polynomially-Secure CRHFs). Assume that polynomially-secure CRHFs exist, and so can compress to 𝑡 = 𝑛Ω(1) bits. Let 𝑡 = 𝑛𝛽 for any 𝛽 ∈ (0, 1). For
any compression factor 𝜂 = Ω(𝑛𝛼−1 ) for constant 𝛼 ∈ (𝛽, 1), Construction 3.1, is a
Robust GapHamming(𝑛, 𝑑, 𝜖) PPH family for any constant 𝜖 ∈ (0, 1] and
𝑛𝛼−𝛽
.
𝑑=𝑂
log(𝑛)
(︃

)︃

Proof. This proof mirrors the one above. We check the three constraints for Theorem
6.
The first point is satisfied as follows. Given that 𝜂 = 𝑛𝛼−1 , we have 𝜂/𝑡 =
𝛼−1−𝛽
𝑛
= 𝑛−Ω(1) , meaning 𝜂 = 𝑡/𝑛Ω(1) .
Satisfying the second point relies on the fact that 𝛼 > 𝛽. Substituting values for
𝜂 and 𝑡, we can compute 𝑛𝛼 /(𝑡 log(𝑛𝑡)) = 𝑛𝛼−𝛽 / log(𝑛𝛼+𝛽−1 ). Rearranging this and
dividing both sides by 𝑛, we have 𝑛𝛼−1 > log(𝑛𝑡)𝑡/(𝜖𝑛) for large enough 𝑛.
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Satisfying this last point involves plugging in parameters in the equation for 𝑑:
𝜖𝑛
𝑛𝛼−1
·
1/𝜖
𝑡
(4𝑒) (1 − 𝜖2 ) log(𝑡/𝑛𝛼−1 )
𝑛𝛼
𝜖
= 𝛽
·
𝛽
𝛽
1/𝜖
𝑛 log(𝑛 ) + (1 − 𝛼)𝑛 log(𝑛) (4𝑒) (1 − 𝜖2 )
𝑛𝛼−𝛽
𝜖
=
·
1/𝜖
(𝛽 − 𝛼 + 1) log(𝑛) (4𝑒) (1 − 𝜖2 )
(︃
)︃
𝑛𝛼−𝛽
=𝑂
.
log(𝑛)

𝑑=

Recall that 𝜅 = poly(𝑛), so 𝑂(log 𝜅) = 𝑂(log 𝑛) and 𝜔(log(𝑛)) = 𝜔(log(𝜅)).
This
that
(︁ means
)︁ in terms of the security parameter 𝜅, our results state that 𝑑 =
𝑛𝛼
𝑜 log(𝜅) log log(𝜅) for CRHFs that compress to 𝜔(log(𝜅)), and for CRHFs that only
compress to 𝑛Ω(1) = 𝜅Ω(1) , 𝑑 = 𝑂

3.5

(︁

𝑛𝛼−𝛽
log(𝜅)

)︁

.

A Gap-Hamming PPH from Sparse Short Vectors

In this section, we present our second family of robust property-preserving hash (PPH)
functions for gap Hamming distance. The construction proceeds in three steps: in Section 3.5.1, we start with an (unconditionally) secure non-robust PPH; in Section 3.5.2,
we build on this to construct a robust PPH with a restricted input domain; and finally,
in Section 3.5.3, we show how to remove the restriction on the input domain.
The construction is the same as the collision-resistant hash function construction
in the work of [AHI+ 17]. In a single sentence, our observation is that their input-local
hash functions are locality-sensitive and thus give us a robust gap-Hamming PPH
(albeit under a different assumption). We proceed to describe the construction in full
for completeness.

3.5.1

Non-Robust Gap-Hamming PPH

We first describe our starting point, a non-robust PPH for GapHamming, derived
from the locality sensitive hash of Kushilevitz, Ostrovsky, and Rabani [KOR98]. In
a nutshell, the hash function is parameterized by a random sparse 𝑚 × 𝑛 matrix A
with 1s in a 1/𝑑 fraction of its entries and 0s elsewhere; multiplying this matrix by a
vector z “captures” some information about the Hamming weight of z; in particular,
it distinguishes between the cases that the Hamming weight is much larger than 𝑑
versus much smaller. Furthermore, since this hash function is linear, it can be used
to compress two inputs x and y independently and later compute their Hamming
distance. The construction is described in Table 3.2.
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Non-robust GapHamming(𝑛, 𝑑, 𝜖) PPH family ℋ
∙ ℋ.Samp(1𝜅 , 1𝑛 ). Pick a constant 𝑐 appropriately such that 𝑚 :=
Let
𝜇1 =

𝑐𝜅
𝜖2

< 𝑛.

𝑚
𝑚
(1 − 𝑒−2(1−𝜖) ); 𝜇2 = (1 − 𝑒−2(1+𝜖) ) and 𝜏 = (𝜇1 + 𝜇2 )/2
2
2

Generate an 𝑚 × 𝑛 matrix A by choosing each entry from the Bernoulli
distribution Ber(1/𝑑). Output (A, 𝜏 ) as the description of the hash function.
∙ ℋ.Hash((A, 𝜏 ), x). Output Ax ∈ Z𝑚
2 .
∙ ℋ.Eval((A, 𝜏 ), y1 , y2 ). If ||y1 ⊕y2 ||0 ≤ 𝜏 , output CLOSE, otherwise output
FAR.
Table 3.2: Construction of a non-robust GapHamming(𝑛, 𝑑, 𝜖) PPH family.
Lemma
√︁ 10 ([KOR98]). Let 𝜅 be a security parameter. For every 𝑛 ∈ N, 𝑑 ∈ [𝑛] and
𝜖 = Ω( 𝜅/𝑛), Construction 3.2 is a non-robust PPH for GapHamming(𝑛, 𝑑, 𝜖).
√︁

Proof. First, we note that ℋ is compressing. We have 𝑚 = 𝑐𝜅
and 𝜖 = Ω( 𝜅/𝑛).
𝜖2
Therefore, if we have chose 𝑐 appropriately, there exists another constant 𝑐′ < 1 such
that 𝑚 ≤ 𝑐′ 𝑛. Compression is why we require a lower bound on epsilon.
Now, we show that ℋ satisfies the non-robust notion of correctness. For any x1
and x2 ∈ {0, 1}𝑛 , let z = x1 ⊕x2 . ℋ.Eval(Ax1 , Ax2 ) tests if ||Az||0 ≤ 𝜏 . We will show
that for all z, with all but negligible probability over our choice of A, this threshold
test will evaluate correctly.
To do this, we will invoke the (information theoretic) XOR lemma. That is, if
$
||z||0 = 𝑘, then for a𝑖 ← Ber(𝑝)𝑛 , Pr[a𝑖 · z = 1] = 21 (1 − (1 − 2𝑝)𝑘 ). Our hash function
has 𝑝 = 1/𝑑, so now, we will apply this to our two cases for z:
1
)
∙ ||z||0 ≤ 𝑑(1−𝜖). We have that Pr[a𝑖 ·z = 1] = 21 (1−(1− 𝑑2 )𝑑(1−𝜖) ) ∼ 21 (1− 𝑒2(1−𝜖)
by the XOR lemma. We get that for all z such that ||z||0 ≤ 𝑑(1 − 𝜖),

EA [||Az||0 ] = 𝑚 · Pr[a𝑖 · z = 1] ≤
a𝑖

𝑚
1
(1 − 2(1−𝜖) ) := 𝜇1
2
𝑒

∙ ||z||0 ≥ 𝑑(1 + 𝜖). Again, using the XOR lemma, and plugging in 𝑘 = 𝑑(1 + 𝜖),
we have that,
EA [||Az||0 ] = 𝑚 · Pr[a𝑖 · z = 1] ≥
a𝑖

𝑚
1
(1 − 2(1+𝜖) ) := 𝜇2
2
𝑒

Now, a routine calculation using Chernoff bounds shows that with overwhelming
probability over our choice of A, we do not miscategorize the Hamming weight of z.
We will go through both cases again.
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∙ ||z||0 ≤ 𝑑(1 − 𝜖). Recall that 𝜇1 =
bound states that

𝑚
1
(1 − 𝑒2(1−𝜖)
).
2

Let 𝜏 = (1 + 𝛿)𝜇1 . A Chernoff

Pr[||Az||0 ≥ 𝜏 ] ≤ 𝑒−𝛿𝜇1 /3
A

Now we will ensure that 𝑒−𝛿𝜇1 /3 = negl(𝜅). Using 𝜏 , we can compute 𝛿 exactly
−2(1−𝜖) −𝑒−2(1+𝜖)
to be 21 ( 𝑒 (1−𝑒−2(1−𝜖)
). We will use the fact that 𝑒2𝜖 − 𝑒−2𝜖 > 4𝜖 for all 𝜖 > 0.
)
Now, using our expression for 𝜇1 , we get that
𝑚
(1 − 𝑒−2(1−𝜖) )]
2
(︃
)︃
1
𝑒−2(1−𝜖) − 𝑒−2(1+𝜖)
𝑐𝜅
= exp[− ·
·
(1 − 𝑒−2(1−𝜖) )]
2
1 − 𝑒−2(1−𝜖)
2𝜖2
𝑐𝜅
1
= exp[− (𝑒−2(1−𝜖) − 𝑒−2(1+𝜖) ) · 2 ]
2
2𝜖
−𝑐𝜅
1 4𝜖 𝑐𝜅
∼ exp[− · 2 · 2 ] = exp[ 2 ] = negl(𝜅)
2 𝑒 2𝜖
𝑒𝜖

𝑒−𝛿𝜇1 /3 = exp[−𝛿 ·

1
∙ ||z||0 ≥ 𝑑(1 + 𝜖). Recall that 𝜇2 = 𝑚2 (1 − 𝑒2(1+𝜖)
). Given our expression of 𝜏 , we
have that 𝜏 = (1 − 𝛿)𝜇2 . We will use the same strategy as in the previous case
to show correctness, showing

𝑒−𝛿
−2(1−𝜖)

2 𝜇 /2
2

≤ 𝑒−𝜅

−2(1+𝜖)

−𝑒
), and notice that (1−𝑒−2(1+𝜖) ) ≥ 1−𝑒−2 >
So, recall that 𝛿 = 21 ( 𝑒 (1−𝑒−2(1−𝜖)
)
for all 𝜖 > 0. We compute

𝑒−𝛿

2𝜇

2 /2

4
5

𝑚
(1 − 𝑒−2(1+𝜖) )]
2
𝑐𝜅 4
2
𝑐𝜅
≤ exp[−𝛿 2 2 · ] = exp[− · 𝛿 2 2 ]
2𝜖 5
5
𝜖
(︃
)︃
−2(1−𝜖)
−2(1+𝜖) 2
2 1 𝑒
−𝑒
𝑐𝜅
≤ exp[− ·
·
]
5 4
(1 − 𝑒−2(1−𝜖) )
𝜖2
= exp[−𝛿 2

1
≤ exp[−
10
1
≤ exp[−
10
1
≤ exp[−
10

)︃2

𝑒−2(1−𝜖) − 𝑒−2(1+𝜖)
𝑐𝜅
·
· 2]
1
𝜖
𝑐𝜅
· (𝑒−2 (𝑒2𝜖 − 𝑒−2𝜖 ))2 · 2 ]
𝜖
2
16𝜖 𝑐𝜅
8𝑐𝜅
· 4 · 2 ] = exp[− 4 ] = negl(𝜅)
𝑒
𝜖
5𝑒
(︃

In both cases, the probability that we choose a bad matrix A for a fixed input z is
negligible in the security parameter, proving the lemma.
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3.5.2

Robust Gap-Hamming PPH with a Sparse Domain

To make the construction robust, we need to protect against two directions of attack:
finding a low-weight vector that gets mapped to a high-weight vector, and finding a
high-weight vector that maps to a low-weight one. To address the first line of attack,
we will use an information-theoretic argument identical to the one in the proof of
lemma 10. In short, in the proof of lemma 10, we computed the probability that a
fixed low-weight vector maps to a high-weight vector (on multiplication by the sparse
matrix A). The number of low-weight vectors is small enough that by a union bound,
the probability that there exists a low-weight vector that maps to a high-weight vector
is small as well.
To address the second line of attack, we cannot make an information-theoretic
argument (to be expected, as we compress beyond the information theoretic limits).
Indeed, one possible attack is simply to use Gaussian elimination on A to come up
with non-zero (probably high-weight) vector that maps to 0. Because A has a nontrivial null-space, this attack is likely to succeed.
To thwart such attacks, we leverage one of the following two loopholes that circumvent Gaussian elimination: (1) our first approach is to consider linear functions
with sparse domains, restricting the input to be vectors of weight ≤ 𝛽𝑛 for constant
𝛽 < 1/2, and so Gaussian elimination no longer works; and (2) building on this, we
extend this to a non-linear construction where the domain is the set of all strings of
a certain length. Our construction relies on the following hardness assumption that
we refer to as the “sparse short vector” (SSV) assumption. The SSV assumption is
a variant of the syndrome decoding problem on low-density parity-check codes, and
roughly states that it is hard to find a preimage of a low-weight syndrome vector for
which the preimage has “medium” weight.
^ 𝛼, 𝜂 ∈ [0, 1] and 𝜔, 𝜏 ∈ [𝑛]. The (𝛽,
^ 𝛼, 𝜔, 𝜏, 𝜂)Definition 16. Let 𝑛 ∈ N. Let 𝛽,
SSV (Sparse Short Vector) assumption states that for any PPT adversary 𝒜 given an
𝜂𝑛 × 𝑛 matrix A with entries sampled from Ber(𝛼),
[︁

]︁

^ and ||Az||0 ≤ 𝜏 = negl(𝑛).
Pr 𝜂𝑛×𝑛 𝒜(A) → z ∈ {0, 1}𝑛 : 𝜔 ≤ ||z||0 ≤ 𝛽𝑛

A∼Ber(𝛼)

On the Assumption. We now consider attacks on the SSV assumption which help
us refine the parameter settings.
One way to attack the assumption is to solve the syndrome decoding problem for
sparse parity-check matrices (also called the binary short vector problem or bSVP
^
in [AHI+ 17]). In particular, find a 𝛽-sparse
z such that Az = 0. To thwart these
attacks, and at the same time have a compressing PPH construction, we need at the
^
^
very minimum that 𝐻(𝛽/2)
> 𝜂 > 2𝛽.
^
𝜂 < 𝐻(𝛽/2) ensures compression. Recall that we hash elements x1 and x2 in the
hopes of being able to approximate their Hamming distance. We have z = x1 ⊕ x2 is
the vector we want to compute gap-Hamming on, and so to guarantee z has sparsity
^ x1 and x2 need sparsity 𝛽/2
^ = 𝛽. Vector x1 , x2 ∈ {0, 1}𝑛 of weight at most 𝛽𝑛/2
^
𝛽,
^
require (asymptotically) 𝐻(𝛽/2)𝑛
bits each to describe, and so 𝜂𝑛 needs to be less
than that.
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^ then we are able to use Gaussian elimination
𝜂 > 2𝛽^ is for security. If 𝜂𝑛 ≤ 2𝛽𝑛,
^
to find a 𝛽-sparse vector. Consider an 𝜂𝑛 × 𝑛 matrix A, and the first 𝜂𝑛 × 𝜂𝑛 square
of it, call it A′ . Use Gaussian elimination to compute an 𝜂𝑛-length vector z′ such
that A′ z′ = 0. Padding z′ with 0’s, we get z where Az = 0. We expect ||z||0 = 𝜂𝑛/2,
^ we have broken the assumption.
and since 𝜂𝑛/2 ≤ 𝛽𝑛,
^ we would like 𝜂 to be as close to 𝐻(𝛽) as possible to give us nonThus, for 𝛽 = 𝛽/2,
trivial compression and at the same time, security from as conservative an assumption
as possible. The reader might wonder about efficient unique decoding algorithms for
^ for which the efficient decoding
LDPC codes. It turns out that the noise level (𝛽)
algorithms for LDPC imply a solution to bSVP is only a subset of the entire range
(𝐻 −1 (𝜂), 𝜂/2). The range where efficient algorithms do not work (the “gap”) grows
with the locality parameter 𝛼 [GB16, DKP16], and as the sparsity 𝛽^ tends towards
0, LDPC becomes similar to random linear code both combinatorially [Gal63, LS02],
and, presumably, computationally. For a more detailed discussion, we refer the reader
to [AHI+ 17].
We will set the sparsity parameter 𝛼 ≥ 𝑐/𝑛 for a large enough constant 𝑐, or to
be conservative 𝛼 ≥ log 𝑛/𝑛 to ensure that w.h.p. there are no all-0 columns.
Finally, we point out that when the matrix A is uniformly random and not sparse,
SSV (where the adversary has to map small vectors to tiny vectors) is equivalent
to bSVP (where the adversary has to map small vectors to 0). We briefly sketch
how to reduce bSVP to SSV for a uniformly random A. The reduction takes an
instance of bSVP, a matrix B = [B1 ||B2 ] where B2 is square, and generates the
matrix A := B−1
2 B1 as an instance of SSV. If the adversary finds x1 , x2 such that
𝑇
𝑇
B−1
B
x
=
x
1 1
2 solving SSV, then we have [B1 ||B2 ] · [x1 ||x2 ] = 0, solving bSVP.
2
However, this reduction does not work when A is sparse, though this connection
indicates that the SSV problem is also hard.
Robust Hashing Construction for Gap-Hamming. Let the problem 𝛽-Sparse
Gap-Hamming be the same as GapHamming, except we restrict the domain to be
over x ∈ {0, 1}𝑛 with sparsity ||x||0 ≤ 𝛽𝑛. Our construction of a robust PPH for
Sparse Gap-Hamming is as follows.
Settings Parameters from SSV Assumption to the Sparse Domain Construction Our main tool in this construction is the SSV assumption. So, here we
consider a very conservative parameter setting for the SSV assumption, and show
what parameters we acheive for our 𝛽-Sparse Gap-Hamming construction.
√︁

∙ 𝑛 ∈ N and 𝜖 = Ω( 𝜅/𝑛).
∙ Let the (𝛽, 𝛼, 𝜔 = (1 + 𝜖)/𝛼, 𝜏, 𝜂)-SSV be true for the following parameters:
0 < 𝛽 ≤ 0.04 is a constant (this needs to be true in order to have 4𝛽 < 𝐻(𝛽)),
𝛼 ≥ log 𝑛/𝑛, 𝜏 = 𝜂𝑛
(𝑒 − 𝑒−2(1−𝜖) − 𝑒−2(1+𝜖) ), and 𝜂 = 𝐻(𝛽) · (1 − 𝜁) for a small
4
constant 𝜁. These parameters come from believing a relatively conservative
parameter settings for the SSV.
∙ Notice that the 𝜂 in the assumption is just the number of output bits over the
number of input bits. The actual compression of our construction is actually
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Robust PPH for Sparse GapHamming(𝑛, 𝑑, 𝜖)
∙ ℋ.Samp(1𝜅 , 𝑛, 𝑑, 𝛽, 𝜖):
– Choose appropriate constants 𝑐1 , 𝑐2 > 0 such that
{︃

𝑐1 𝜅 𝑛 · 3𝑒2 ln(2)𝐻(𝑑(1 − 𝜖)/𝑛) + 𝑐2 𝜅
𝑚 := max
, 4𝛽𝑛 + 1
,
𝜖2
𝜖

}︃

and 𝑚 < 𝐻(𝛽)𝑛.
– Compute 𝜇1 =
(𝜇1 + 𝜇2 )/2.

𝑚
(1
2

− 𝑒−2(1−𝜖) ) and 𝜇2 =

𝑚
(1
2

− 𝑒−2(1+𝜖) ). Let 𝜏 =

– Generate an 𝑚 × 𝑛 matrix A by choosing each entry from Ber(1/𝑑).
– Output A and the threshold 𝜏 .
∙ ℋ.Hash(A, x) : If ||x||0 ≤ 𝛽𝑛, output Ax ∈ Z𝑚
2 . Otherwise, output failure.
∙ ℋ.Eval(y1 , y2 ) : if ||y1 ⊕y2 ||0 ≤ 𝜏 , output CLOSE, otherwise output FAR.
Table 3.3: Construction of a robust PPH for sparse-domain GapHamming(𝑛, 𝑑, 𝜖).
(at most) the number of output bits over 𝐻(𝛽)𝑛. So, with this assumption,
we get compression (𝜂𝐻(𝛽)𝑛)/(𝐻(𝛽)𝑛) = (1 − 𝜁) = Ω(1), and a center for our
Gap-Hamming problem to be at any 𝑑 ≤ log𝑛 𝑛 .
We formally show why assuming the SSVunder the correct parameter settings
yields a 𝛽-Sparse Gap-Hamming PPH.
Theorem
7. Let 𝜅 be a security parameter, let 𝑛 = poly(𝜅) ∈ N and take any
√︁
𝜖 = Ω( 𝜅/𝑛). Let 𝛽, 𝛼, 𝜂 ∈ [0, 1] and 𝜔, 𝜏 ∈ [𝑛]. Under the (𝛽, 𝛼, 𝜔 = (1 + 𝜖)/𝛼, 𝜏, 𝜂)SSV assumption, the construction in Table 3.3 is a direct-access secure PPH for
𝛽/2-sparse GapHamming(𝑛, 𝑑, 𝜖) where 𝑑 = 1/𝛼.
Proof. This proof follows the same structure as the proof for lemma 10, with the same
computations for 𝜇1 and 𝜇2 , but we will require a different 𝑚 to get an informationtheoretic argument for the case when ||z||0 ≤ 𝑑(1 − 𝜖) and rely on the assumption to
show robustness for the other case.
1
1
So, let 𝜇1 = 𝑚2 (1 − 𝑒2(1−𝜖)
) and 𝜇2 = 𝑚2 (1 − 𝑒2(1+𝜖)
). 𝛿 is also computed as before
1 𝑒−2(1−𝜖) −𝑒−2(1+𝜖)
to be 𝛿 = 2 ( (1−𝑒−2(1−𝜖) ) ). We analyze both cases with two claims.
Claim 2. Given any adversary 𝒜, it is impossible for 𝒜 to output a vector z such
that ||z||0 < 𝑑(1 − 𝜖) and ||Az||0 ≥ 𝜏 with all but negligible probability over our choice
of A.
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Proof.
{︁ We get, via a union bound and then}︁Chernoff bound. 2 Recall that 𝑚 =
2𝜅
max 𝑐𝜖12𝜅 , 1𝜖 (𝑛 · 3𝑒2 ln(2)𝐻(𝑑(1 − 𝜖)/𝑛) + 𝑐2 𝜅) , and so 𝑚 ≥ 𝑛·3𝑒 ln(2)𝐻(𝑑(1−𝜖)/𝑛)+𝑐
.
𝜖
2𝜖
Also, notice that 𝛿 ≥ 𝑒2 (1−𝑒−2(1−𝜖) ) .
Pr[∃z s.t. ||z||0 ≤ 𝑑(1 − 𝜖) ∧ ||Az||0 ≥ 𝜏 ] ≤ 2𝑛𝐻(𝑑(1−𝜖)/𝑛) Pr[||Az||0 ≥ 𝜏 ]
A

A

≤ exp[ln(2)𝑛𝐻(𝑑(1 − 𝜖)/𝑛) − 𝛿𝜇1 /3]
)︁ 1
2𝜖
𝑚 (︁
−2(1−𝜖)
·
1
−
𝑒
· ]
𝑒2 (1 − 𝑒−2(1−𝜖) ) 2
3
𝜖
= exp[ln(2)𝐻(𝑑(1 − 𝜖)/𝑛)𝑛 − 2 · 𝑚]
3𝑒 (︃
)︃
𝑐2 𝜅
3𝑒2
𝜖
· (ln(2)𝐻(𝑑(1 − 𝜖)/𝑛)𝑛) +
]
≤ exp[ln(2)𝐻(𝑑(1 − 𝜖)/𝑛)𝑛 − 2 ·
3𝑒
𝜖
𝜖
𝜖 𝑐2 𝜅
𝑐2
= exp[− 2 ·
] = exp[− 2 ] = negl(𝜅)
3𝑒
𝜖
3𝑒

≤ exp[ln(2)𝐻(𝑑(1 − 𝜖)/𝑛)𝑛 −

Claim 3. Let 𝜂 = 𝑚/𝑛, 𝛽 be the parameter input into ℋ.Samp, and 𝜏 the threshold
computed in ℋ.Samp. Assuming the (2𝛽, 1/𝑑, 𝑑(1+𝜖), 𝜏, 𝜂)-SSV assumption, any PPT
adversary 𝒜 cannot find z such that ||z||0 ≥ 𝑑(1 + 𝜖) and ||Az||0 ≤ 𝜏 .
Proof. We need to use the assumption to bound the probability an adversary 𝒜 is able
to produce two vectors x1 and x2 in {0, 1}𝑛 such that ||x1 ||0 , ||x2 ||0 ≤ 𝛽𝑛, ||x1 −x2 || ≥
𝑑(1 + 𝜖), and ||Ax1 ⊕ Ax2 ||0 ≤ 𝜏 , when given A. That is, equivalently, it can produce
a vector z ∈ {0, 1}𝑛 where 𝑑(1 + 𝜖) ≤ ||z||0 ≤ 2𝛽𝑛 and ||Az||0 ≤ 𝜏 . So, the statement
becomes exactly the definition of the (2𝛽, 1/𝑑, 𝑑(1 + 𝜖), 𝜏, 𝜂)-SSV assumption:
Pr [𝒜(A) → z ∈ {0, 1}𝑛 : 𝜏 ≤ ||z||0 ≤ 2𝛽𝑛 ∧ ||Az||0 ≤ 𝜏 ] = negl(𝑛)
A

The claims work together to show that no PPT adversary can find low weight
vectors that map to high weight ones, and vice-versa, even if she has access to the
code of hash function, A. Therefore, the construction is robust in the direct-access
model.

3.5.3

From the Full Domain to a Sparse Domain

Now that we have a gap-Hamming preserving hash for sparse vectors (||x||0 ≤ 𝛽𝑛),
we can extend this to work for the full domain.
One might consider a trivial way of converting any vector into a sparse vector
via padding with 0’s; we can take any vector x ∈ {0, 1}𝑛 and convert it into a
′
’sparse’ vector x′ ∈ {0, 1}𝑛 with density at most 𝑛/𝑛′ by padding it with 𝑛′ − 𝑛
zeros. However, this transformation is expensive in the length of the vector; we
need to more than quadruple the length of x to get the density to be 𝛽 < .04.
Unfortunately, this transformation is also linear, and if we believe that the non-sparse
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version (construction 3.2) is not robust, then this combined linear version cannot be
robust with the same parameters.
Instead of using padding, we will use a non-linear transformation that is more
efficient in sparsifying a vector in terms of length, but incurs some bounded error in
measuring gap-Hamming distance. As long as we are liberal enough with the gap,
𝜖, this will be a robust PPH that gets around attacks on a linear sketches, despite
incurring some error.
Algorithm Sparsify(𝑥, 𝑘) where 𝑥 ∈ {0, 1}𝑛 and parameter 𝑘
Let 𝑥′ =′′ (the empty string)
for 𝑖 = 1 to 𝑛/𝑘 do
Let 𝑦𝑖 ← 𝑥𝑘𝑖 , 𝑥𝑘𝑖+1 , . . . , 𝑥𝑘(𝑖+1)−1
∑︀
𝑗
Let 𝑡𝑖 ← 𝑘−1
𝑗=0 2 𝑦𝑖,𝑗
′
Let 𝑦𝑖 = 𝑒𝑡𝑖 , the 𝑡𝑖 ’th basis vector in 2𝑘 dimensions
𝑥′ ← 𝑥′ ||𝑦𝑖′
return 𝑥′

Algorithm 3.5.3 takes a dense bit vector of length 𝑛 and turns it into a 1/2𝑘 sparse bit vector of length 2𝑘 𝑛/𝑘. This is done by breaking the vector 𝑥 ∈ {0, 1}𝑛
into 𝑛/𝑘 blocks of 𝑘 bits, and replacing each 𝑘-bit value with its corresponding (unit)
𝑘
indicator vector in {0, 1}2 . Given two vectors x1 , x2 ∈ {0, 1}𝑛 with ||x1 − x2 ||0 = Δ,
the sparsified versions x1′ and x2′ have 2Δ/𝑘 ≤ ||x1 − x2 || ≤ 2Δ.
Recall that the trivial sparsifying method, simple padding, goes from 𝑛 bits to
𝑛/𝛽. If we let 𝑘 = log(1/𝛽), then using Algorithm 3.5.3, we go from 𝑛 bits to
𝑛
𝑛2𝑘
= log(1/𝛽)𝛽
, saving a log factor of 1/𝛽. The construction in Figure 3-3 is for dense
𝑘
gap-Hamming.
Parameter settings for the full-domain construction Just as in the sparse case,
we will propose a parameter setting compatible with a conservative instantiation of
the SSV assumption.
∙ Let 𝑛 ∈ N, 𝛽 < 0.01, and 𝜖′ ≥

1
log(1/𝛽)+1

≈ 0.13.

∙ We will be using the same parameter setting as for the sparse case (notice that
𝜖′ is larger than in the sparse setting). So, let the (𝛽, 𝛼, 𝜔 = (1 + 𝜖′ )/𝛼, 𝜏, 𝜂 ′ )SSV be true for the following parameters from the sparse case: 𝛽 ≤ 0.01,
′
′
′
𝛼 ≥ log 𝑛/𝑛, and 𝜏 = 𝜂4𝑛 (𝑒 − 𝑒−2(1−𝜖 ) − 𝑒−2(1+𝜖 ) ). Now, we will need a better
compression term than before. Let 𝑧 > 0 be a constant (close to 0), and
𝜂 ′ = 𝛽 log(1/𝛽)(1 − 𝑧) ≈ 0.066(1 − 𝑧). These parameters come from believing
a relatively conservative parameter settings for the SSV assumption, with the
parameters tuned just right to imply a Gap-Hamming PPH for the full domain.
∙ In total, Construction 3-3 is an 𝜂-compressing GapHamming(𝑛, 𝑑, 𝜖) PPH,
𝜂′
1
where 𝜂 = 𝛽 log(1/𝛽)
= (1 − 𝑧), 𝑑 ≤ 2𝛼
((1 − 𝜖′ ) + log(1/𝛽)𝜖′ ) ≈ 0.87𝑛
, and gap
log 𝑛
𝜖≥

1−1/ log(1/𝛽)
1+1/ log(1/𝛽)

≈ 0.74.
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Robust GapHamming(𝑛, 𝑑, 𝜖) PPH family ℋ
∙ ℋ.Samp(1𝜅 , 𝑛, 𝑑, 𝛽, 𝜖).
– If

1−1/ log(1/𝛽)
1+1/ log(1/𝛽)

– Let 𝑛′ =

≥ 𝜖, output failure.

𝑛
,
log(1/𝛽)𝛽

(︁

)︁

𝑑
𝑑′ = (1 − 𝜖)𝑑 + (1 + 𝜖) log(1/𝛽)
, and 𝜖′ = 1 −

(1−𝜖)𝑑
.
𝑑′

– Pick constants 𝑐1 , 𝑐2 such that
𝑐1 𝜅 𝑛′ · 3𝑒2 ln(2)𝐻(𝑑′ (1 − 𝜖′ )/𝑛′ ) + 𝑐2 𝜅
𝑚 := max
,
, 4𝛽𝑛′ + 1 < 𝑛
𝜖′2
𝜖′
{︃

– Compute 𝜇1 =
(𝜇1 + 𝜇2 )/2.

}︃

𝑚
(1
2

′

− 𝑒−2(1−𝜖 ) ) and 𝜇2 =

𝑚
(1
2

′

− 𝑒−2(1+𝜖 ) ). Let 𝜏 =

– Generate an 𝑚 × 𝑛′ matrix A by choosing each entry from Ber(1/𝑑′ ).
– Output A and the threshold 𝜏 .
∙ ℋ.Hash(A, x) : let 𝑥′ ← Sparsify(𝑥′ , log(1/𝛽)), output Ax′ ∈ Z𝑚
2 .
∙ ℋ.Eval(y1 , y2 ) : if ||y1 −y2 ||0 ≤ 𝜏 , output CLOSE, otherwise output FAR.
Figure 3-3: Construction of a robust GapHamming(𝑛, 𝑑, 𝜖) PPH family.
These parameters are formally proved to hold due to the security of the sparse
construction, Construction 3.3, in Lemma 11.
Next, we will go into the details for why certain settings of the SSV assumption imply
a Gap-Hamming PPH.
Theorem 8. Let 𝜅 be a security parameter, let 𝑛 = poly(𝜅) ∈ N. Let 𝛽, 𝜂 ∈ [0, 1]
and 𝜏 ∈ [𝑛].
Assuming the (2𝛽, 1/𝑑′ , 𝑑′ (1 + 𝜖′ ), 𝜏, 𝜂)-SSV assumption, where 𝛽 is sparsity, 𝜂 =
𝑚/𝑛′ , and 𝜏 is computed as in Table 3-3, then the construction in Table 3-3 is a
Direct-Access secure PPH.
Proof. This is a simple application of theorem 7 with the correctness of algorithm
Sparsify.
First, some properties about Sparsify. When given the input of an 𝑛-bit vector x,
and parameter log(1/𝛽), the inner loop executes 𝑛/ log(1/𝛽) times. Each loop adds
𝑛
2log(1/𝛽) = 1/𝛽 coordinates to x′ , and so the output vector x′ is log(1/𝛽)𝛽
bits. Second,
′
x is 𝛽-sparse. This is because each loop adds at most one coordinate with a 1 in it (a
standard basis vector), and the loop executes 𝑛/ log(1/𝛽) times, meaning the density
log(1/𝛽)
is at most 𝑛/𝑛/
= 𝛽.
log(1/𝛽)·1/𝛽
In order for this to be a PPH, we first need compression: sparsification expands
inputs and so we need to be sure that we shrink it enough afterwards. Of course
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the construction fails any time 𝑚 ≥ 𝑛, but we need to argue such an 𝑚 even exists.
As per earlier analysis, we need 𝑚 > 4𝛽𝑛′ . Given 𝑛′ = 𝑛/(log(1/𝛽)𝛽), this means
𝑚 > 4𝑛/ log(1/𝛽). If log(1/𝛽) ≥ 5, then there exists an 𝑚 such that 4𝑛/ log(1/𝛽) <
𝑚 < 𝑛, and so there exists a compressing 𝑚 in this context for sufficiently large 𝑛.
Now note that when given x1 , and x2 where ||x1 − x2 ||0 = Δ, we have that
2Δ
≤ ||Sparsify(x1 ) − Sparsify(x2 )||0 ≤ 2Δ; so Sparsify introduces some error.
log(1/𝛽)
So, assume (2𝛽, 1/𝑑′ , 𝑑′ (1 + 𝜖′ ), 𝜏, 𝜂)-SSV holds for 𝜏, 𝛽, 𝜂, 𝑑′ , 𝜖′ computed as in the
construction and for a contradiction assume there exists an adversary 𝒜 that can
break Direct-Access robustness of construction 3-3. We will show that 𝒜 must break
the (2𝛽, 1/𝑑′ , 𝑑(1 + 𝜖), 𝜏, 𝜂)-SSV assumption. So, 𝒜 will output two vectors, x1 and x2
that with noticeable probability will fit into one of two cases breaking Direct-Access
robustness:
∙ ||x1 ⊕ x2 ||0 < 𝑑(1 − 𝜖) such that ||A(Sparsify(x1 ) − Sparsify(x2 ))||0 > 𝜏 . Let
z^ ← Sparsify(x1 ) − Sparsify(x2 ). We have that ||^z||0 < 𝑑(1 − 𝜖) ≤ 2𝑑′ (1 −
𝜖′ ). Now because of how we computed 𝑚, the same proof as in the proof of
construction 3.3 will show that there exists such a z^ with negligible probability
in 𝜅. Therefore, with all-but-negligible probability, 𝒜 cannot take this line of
attack.
∙ ||x1 ⊕ x2 ||0 > 𝑑(1 + 𝜖) such that ||A(Sparsify(x1 ) − Sparsify(x2 ))||0 < 𝜏 . Let
z^ ← Sparsify(x1 ) − Sparsify(x2 ). Recall that Sparsify introduces bounded error,
2𝑑(1+𝜖)
so we know that ||^z||0 > log(1/𝛽)
≥ 𝑑′ (1 + 𝜖′ ) given how we have computed our
parameters.
′

Therefore, we have computed a 2𝛽-sparse vector ^
z ∈ {0, 1}𝑛 , with 𝜏 computed as in construction 3.3 for parameters 𝑛′ , 𝑑′ , 𝜖′ , which exactly violates the
(2𝛽, 1/𝑑′ , 𝑑′ (1 + 𝜖′ ), 𝜏, 𝜂)-SSV.

On Feasibility Settings for the Full-Domain Construction. Here we will prove
that if there exists a parameter setting for the sparse construction, Construction 3.3,
with good-enough compression, then there exists a parameter setting for the full
domain, Construction 3-3. It is important to note, however, that we get a worse
lower bound for our resulting gap 𝜖: 𝜂 ′ is constant, so 𝛽 is also constant, and since
we require 𝜖′ > 1/(log(1/𝛽) + 1) our resulting 𝜖 is also constant.
Lemma 11. Assume that Construction 3.3 is an 𝜂 ′ -compressing robust PPH for
1
GapHamming(𝑛′ , 𝑑′ , 𝜖′ ) where 𝜂 ′ < 𝛽 log(1/𝛽) and 𝜖′ > log(1/𝛽)+1
. Then, Construction 3-3 is an 𝜂-compressing robust PPH for GapHamming(𝑛, 𝑑, 𝜖) for the following
parameters:
∙ 𝜂=

𝜂′
,
𝛽 log(1/𝛽)

∙ 𝑛 = 𝛽 log(1/𝛽)𝑛′ ,
∙ 𝑑=

𝑑′
2

((1 − 𝜖′ ) + log(1/𝛽)𝜖′ ),
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∙ 𝜖=

𝜖′ log(1/𝛽)−(1−𝜖′ )
.
𝜖′ log(1/𝛽)+(1−𝜖′ )

1
Proof. Note that we can allways assume the gap is bigger, so if 𝜖′ ≤ log(1/𝛽)+1
, then
′ ′ ′
we can use our PPH for GapHamming(𝑛 , 𝑑 , 𝜖 ) as a PPH for GapHamming(𝑛′ , 𝑑′ ,
1
1
+ .0001). So, without loss of generality, assume 𝜖′ > log(1/𝛽)+1
.
log(1/𝛽)+1
We will show that Construction 3-3 is a robust PPH for GapHamming(𝑛, 𝑑, 𝜖)
by showing that we can take any dense input in {0, 1}𝑛 , turn it into a sparse input
′
in {0, 1}𝑛 , and then using Construction 3.3, that hash functions and evaluations
will produce correct results for GapHamming(𝑛, 𝑑, 𝜖). Robustness follows from the
robustness of Construction 3.3.
First, compression is guaranteed since 𝜂𝑛 = 𝜂 ′ 𝑛′ < 𝛽 log(1/𝛽)𝑛′ = 𝑛, implying
𝜂 < 1.
Next, take any x ∈ {0, 1}𝑛 and let x′ = Sparsify(x, log(1/𝛽)). Notice that x′
has length 𝑛′ = 𝑛/(𝛽 log(1/𝛽)) and sparsity at least 𝛽 by the correctness of Sparsify.
Therefore, x is a valid input to the hash functions from Construction 3.3.
Now, we need to show that the resulting hash function is correct. For any x1 , x2 ∈
2Δ
≤ ||Sparsify(x1 ) − Sparsify(x2 )|| ≤ 2Δ.
{0, 1}𝑛 , where ||x1 − x2 || = Δ, we have log(1/𝛽)
We have two cases to consider to ensure correctness.

∙ If Δ < 𝑑(1 − 𝜖), then ||x1 − x2 || < 2𝑑(1 − 𝜖) = 𝑑′ (1 − 𝜖′ ). Then, by the
robustness of Construction 3.3, the hash function will output CLOSE with
all but negligible probability over our choice of hash, even with adversarially
chosen inputs.
∙ If Δ > 𝑑(1 + 𝜖), then ||x1 − x2 || > 2𝑑(1 + 𝜖)/ log(1/𝛽) = 𝑑′ (1 + 𝜖′ ). Then, by
the robustness of Construction 3.3, the hash function will output FAR with
all but negligible probability over our choice of hash, even with adversarially
chosen inputs.

Notice that setting 𝑛,𝑑, and 𝜖 to these values exactly translates into having 𝑛′ ,
𝑑 , and 𝜖′ be the intermediate values in Construction 3-3. With this lemma we can
explicitly characterize the valid parameter settings for the full domain as follows.
′

Full-Domain Parameter Settings. Fix our input size 𝑛, and assume that the
Sparse-Domain construction works for any constant compression 𝜂 ′ , any 𝜖 = Ω(1), for
some constant sparsity 𝛽.
∙ We can compress by any constant 𝜂 = 𝑂(1),
∙ we can handle any constant gap 𝜖 = Ω(1),
∙ and we can let our center be any 𝑑 ≤
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𝑛
((1
2 log 𝑛

− 𝜖) + (1 + 𝜖)) =

𝑛
.
2 log(𝑛)

3.6

Necessity of Cryptographic Assumptions

Recall the goal of robust PPH is to compress beyond the information theoretic limits,
to a regime where incorrect hash outputs exist but are computationally hard to find.
When the hash function is given, this inherently means such constructions necessitate
cryptographic hardness assumptions. A natural question is what types of assumptions
are required to build non-trivial PPHs of various kinds.
In this section, we address the computational assumptions implied by PPH for
classes of predicates which satisfy a notion we refer to as collision sensitivity. As
the name suggests, a class of predicates is collision sensitive if finding a collision in a
given hash function breaks the soundness of the hash.
Definition 17. A class of predicates 𝒫 is collision sensitive if there exists a PPT
algorithm 𝒜 such that for any pair 𝑥, 𝑥′ , Pr[𝒜(𝑥, 𝑥′ ) → 𝑃 : 𝑃 (𝑥) ̸= 𝑃 (𝑥′ )] ≥ 1 −
negl(𝑛).
Notice that a class of predicates being reconstructing (as per Section 3.3.2) automatically implies collision-sensitivity. Indeed, it is a stronger characteristic: Since
the reconstructing learner can use a series of predicates 𝑃 to determine 𝑥 from all
other 𝑥′ with negligible probability, this already implies we can use that same series
𝑃 to distinguish 𝑥 from any other 𝑥′ (also with negligible probability).
We show two lower bounds for achieving a PPH for any class of collision-sensitive
predicates 𝒫:
1. Direct-Access robust PPHs for 𝒫 implies the existence of collision resistant hash
functions (using the definition of equality PPHs).
2. Double-Oracle robust PPHs for 𝒫 implies one-way functions (using techniques
from [NY15]).
These results follow from characterizations of PPH for the specific case of the equality
predicate in the respective models.
On the other hand, we demonstrate an unconditional construction for the weaker
notion of Evaluation-Oracle PPHs for equality, using pairwise independence. Note
that existence of an unconditional construction is to be expected, as EvaluationOracle PPHs align with non-robust PPHs for the case of total predicates (such as
equality).

3.6.1

The Equality Predicate and Collision-Sensitivity

Denote 𝑄𝑥2 (𝑥1 ) := [𝑥1 == 𝑥2 ] the 𝑥2 -parameterized equality predicate, and denote
𝑄′𝑥2 (𝑦) := ℋ.Eval(ℎ, 𝑄𝑥2 , 𝑦) for a given hash function ℎ sampled from PPH ℋ. One
thing to notice is that finding any collision with respect to ℎ, i.e. ℎ(𝑥1 ) = ℎ(𝑥2 ) but
𝑥1 ̸= 𝑥2 , means that 𝑄′𝑥2 (ℎ(𝑥1 )) = 𝑄′𝑥2 (ℎ(𝑥2 )), and so either 𝑄′𝑥2 (ℎ(𝑥1 )) ̸= 𝑄𝑥2 (𝑥1 )
or 𝑄′𝑥2 (ℎ(𝑥2 )) ̸= 𝑄𝑥2 (𝑥2 ). This necessarily means that no matter what 𝑄′ actually
computes with respect to 𝑥2 and ℎ(𝑥1 ) = ℎ(𝑥2 ), its output at least one of the inputs
𝑥1 , 𝑥2 is incorrect. We leverage this together with the following reduction from PPH
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for any collision-sensitive predicate class to PPH for equality, in order to prove lower
bounds.
Theorem 9. If there exists a (direct-access / double-oracle / evaluation-oracle) robust
PPH for any collision-sensitive predicate 𝒫 with compression 𝜂, then there exists a
(direct-access / double-oracle / evaluation-oracle, resp.) robust equality PPH with
compression 𝜂.
Proof. We will prove the contrapositive. Assume in any of our robust models that
there does not exist an equality PPH with compression 𝜂. Then, for any 𝜂-compressing
hash ℎ, there exists an adversary ℬ that, when playing the game corresponding to
the model, can output an 𝑥1 and 𝑥2 such that 𝑄𝑥2 (𝑥1 ) ̸= 𝑄′𝑥2 (ℎ(𝑥1 )).
Now, for sake of contradiction, also assume that there exists a PPH ℋ for a class of
collision-sensitive predicates 𝒫. Consider the following PPH ℋ′ for the class of equality predicates, where ℋ′ .Samp = ℋ.Samp, and where we define ℋ′ .Eval(ℎ, 𝑄𝑥2 , ℎ(𝑥1 ))
= 1 if and only if ℎ(𝑥1 ) = ℎ(𝑥2 ). Note that ℋ′ also has compression factor 𝜂. Because
equality PPH does not exist by assumption, there exists an efficient adversary ℬ who
can output 𝑥1 and 𝑥2 such that 𝑄𝑥2 (𝑥1 ) ̸= ℋ′ .Eval(ℎ, 𝑄𝑥2 , ℎ(𝑥1 )) with non-negligible
probability. By construction, it must be that 𝑥1 ̸= 𝑥2 . This implies 𝑄𝑥2 (𝑥1 ) = 0
and therefore ℋ′ .Eval(ℎ, 𝑄𝑥2 , ℎ(𝑥1 )) = 1. From our definition of 𝑄′ , this means that
ℎ(𝑥1 ) = ℎ(𝑥2 ). Now because 𝒫 is collision-sensitive, we can use algorithm 𝒜 on
𝑥1 , 𝑥2 to generate a predicate 𝑃𝑐𝑠 ∈ 𝒫 such that 𝑃𝑐𝑠 (𝑥1 ) ̸= 𝑃𝑐𝑠 (𝑥2 ). However, because
ℎ(𝑥1 ) = ℎ(𝑥2 ), ℋ.Eval(ℎ, 𝑃𝑐𝑠 , ℎ(𝑥1 )) = ℋ.Eval(ℎ, 𝑃𝑐𝑠 , ℎ(𝑥2 )). One of these evaluations
must be incorrect. Therefore, any attack against the corresponding equality version
of the PPH is also an attack against the collision-sensitive predicate class PPH (in
any model).
In the following subsections, we focus on characterizations of PPH for equality
within our respective levels of robustness. Then in Section 3.6.5 we return to the
corresponding implications for PPH for any class of collision-sensitive predicates.

3.6.2

Direct-Access Equality PPHs if and only if CRHFs

We observe that Direct-Access robust PPHs for equality are equivalent to collisionresistant hash functions (CRHFs):
Definition 18. A family of functions ℋ = {ℎ : 𝑋 → 𝑌 } is a family of CRHFs
if it is efficiently sampleable, efficiently evaluatable, compressing, and for any PPT
adversary 𝒜,
Pr

ℎ←ℋ.Samp(1𝜆 )

[𝒜(ℎ) → (𝑥1 , 𝑥2 ) : ℎ(𝑥1 ) = ℎ(𝑥2 ) ∧ 𝑥1 ̸= 𝑥2 ] ≤ negl(𝜆)

Notice that a CRHF family satisfies the definition of an equality PPH when we
define the evaluation as ℋ.Eval(ℎ, 𝑃𝑥2 , 𝑦) = (ℎ(𝑥2 ) == 𝑦): an adversary who finds
ℋ.Eval(ℎ, 𝑃𝑥2 , ℎ(𝑥1 )) ̸= (𝑥1 == 𝑥2 ), violating correctness of the PPH, must have
found ℎ(𝑥1 ) = ℎ(𝑥2 ), violating the collision-resistance of the CRHF. Notice also that
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an equality PPH must satisfy collision-resistance: an adversary finding a collision between 𝑥1 and 𝑥2 can break the correctness of the PPH with either ℋ.Eval(ℎ, 𝑃𝑥2 , ℎ(𝑥1 ))
or ℋ.Eval(ℎ, 𝑃𝑥2 , ℎ(𝑥2 )). Therefore, the two definitions are equivalent.

3.6.3

Double-oracle Equality PPHs if and only if OWFs

We will prove that such a hash family existing is equivalent to OWFs. This is significantly less obvious than the previous characterization of the equality PPHs using
CRHFs. First we will show the obvious direction, that OWFs imply Double-oracle
Equality PPHs.
Claim 4. Suppose one-way functions exist. Then for any polynomial 𝑝, there exist
Double-Oracle robust PPH families ℋ = {ℎ : {0, 1}𝑛 → {0, 1}𝑚 } for equality also
exist.
Proof. OWFs imply the existence of (compressing) PRFs. Let ℋ = {ℎ : {0, 1}𝑛 →
{0, 1}𝑚 } be a family of PRFs. We will prove that ℋ is also an equality-preserving
hash robust in the Double-Oracle model.
Consider an adversary
𝒜 that has a non-negligible
advantage at finding a colli[︁
]︁
sion. That is, Prℎ 𝒜ℎ(·) → (𝑥, 𝑦) : ℎ(𝑥) = ℎ(𝑦) ≥ 𝜖 + 𝛿, where 𝛿 is non-negligible.
𝑛
𝑚
Now,
[︁ let 𝑅 : {0, 1} → {0, 1} ]︁ be a truly random function. Clearly, for any 𝒜,
Prℎ 𝒜𝑅(·) → (𝑥, 𝑦) : ℎ(𝑥) = ℎ(𝑦) = 𝜖 — no PPT algorithm can have any advantage
over finding a collision in a random function beyond a guaranteed collision probability
for random guessing.
Since 𝒜 has a noticeable advantage, we can distinguish when ℎ is a PRF and when
we have a random oracle. This contradicts the definition of a PRF. Therefore, no
PPT 𝒜 should have more than a negligible advantage in producing a collision.
Double-Oracle PPHs for Equality imply OWFs.
We will show that without OWFs, given any compressing family of functions ℋ, we
can find a collision given only an oracle to ℎ ∈ ℋ with noticeable probability. Finding
a collision is equivalent to finding a pair of inputs breaking the guarantees of the PPH.
Theorem 10. Double-Oracle robust PPHs for equality imply OWFs.
The proof of this theorem is below, and is an adaptation and generalization of
the proof that adversarially robust Bloom Filters require OWFs from [NY15]. The
basic idea is to use the fact that we can invert any poly-time evaluatable function in
polynomial time to reverse-engineer the randomness used in generating that specific
hash function from ℋ.Samp. Once we are able to do this, we can augment that
inversion algorithm to also return a nearly random preimage. This will cause us to
find a collision with noticeable probability.
Before getting to the proof, we will need to define bins.
Definition 19. A bin 𝐵𝑦 ⊆ {0, 1}𝑛 is defined by an element in 𝑦 ∈ Im(𝑔) for some
function 𝑔: 𝐵𝑦 = {𝑥 : 𝑔(𝑥) = 𝑦}.
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We will typically fix a bin and analyze the properties of that bin, so we will drop
the subscript.
We will also assume that OWFs do not exist, which allows us to have non-uniform
inverters.
Theorem 11 ([GIL+ 90]). If OWFs do not exist, then weak OWFs do not exist. So,
for every function 𝑓 : {0, 1}𝑛 → {0, 1}𝑚 , there exists a non-uniform inverter 𝒜𝑓 and
a polynomial 𝑄,
Pr [𝑦 ← 𝑓 (𝑥), 𝑥′ ← 𝒜𝑓 (𝑦) : 𝑓 (𝑥′ ) = 𝑦] ≥ 1 −
𝑥

1
.
𝑄(𝑛)

Here is an overview of our proof: we will use our oracle access to ℎ and our ability
to invert function to produce an approximation ℎ′ of ℎ. We then need to have a
noticeable probability of choosing an element 𝑥 and getting an inverse 𝑥′ from an
inverter 𝒜ℎ such that neither 𝑥 nor 𝑥′ disagree between ℎ and ℎ′ . The way to ensure
this is to think of the output bin defined by 𝑥 and bound the fraction of elements
that are bad (that disagree between ℎ and ℎ′ ). Since we may have some bad elements
in our bin, even if they are a small fraction, an arbitrary inverter of ℎ′ might always
choose to give us inverses that disagree between ℎ and ℎ′ . So, we will want to split
$
the bin into sub-bins using a pairwise independent hash function 𝑓 ← ℱ𝑘 for some 𝑘
– lemma 14 tells us that there exists a 𝑘 ∈ [𝑛] so that there are very few bad elements
in our sub-bin in expectation.
Algorithm FindCollisions(𝒪ℎ , {ℱ𝑘 }𝑘∈[𝑛] , 𝒜) .
Inputs:
- 𝒪ℎ is an oracle for ℎ
- each ℱ𝑘 = {𝑓 : {0, 1}𝑛 → {0, 1}𝑘 } is a family of pairwise independent hashes
- 𝒜 = {𝒜𝑔𝑘 } is a set of 𝑛 − 3 non-uniform PPT inverters for each 𝑔𝑘 ∈ {0, · · · ,
𝑛 − 3} for 𝑔𝑘 (ℎ, 𝑓𝑘 , x, 𝑥) = (𝑓𝑘 , x, ℎ(x), 𝑓𝑘 (𝑥)||ℎ(𝑥)) where 𝑓𝑘 ← ℱ𝑘 .

Algorithm:
$

$

Choose x = 𝑥1 , · · · , 𝑥𝑡 ← {0, 1}𝑛 and 𝑥 ← {0, 1}𝑛
Compute y = (𝑦1 = 𝒪ℎ (𝑥1 ), · · · , 𝑦𝑘 = 𝒪ℎ (𝑥𝑘 ))
$
Choose 𝑘 ← {0, · · · , 𝑛 − 3}
$
Choose 𝑓 ← ℱ𝑘
Compute 𝑓 (𝑥)||𝒪ℎ (𝑥) = 𝑓 (𝑥)||ℎ(𝑥)
Compute ℎ′ , 𝑓, 𝑥1 , · · · , 𝑥𝑡 , 𝑥′ ← 𝒜𝑔𝑘 (𝑓, x, y, 𝑓 (𝑥)||ℎ(𝑥)) or output ⊥ if 𝒜𝑔𝑘 fails
if 𝑥 ̸= 𝑥′ and 𝒪ℎ (𝑥) = 𝒪ℎ (𝑥′ ) then
return (𝑥, 𝑥′ )
else
return ⊥
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Proof. Throughout this proof, we will reference a few lemmas proved later. We will
present this proof first to motivate the lemmas. We will prove that algorithm 3.6.3
finds collisions in any compressing function with noticeable probability.
To put this all together, let’s label some events:
∙ InverseSuccess (IS) is the event that 𝒜𝑔𝑘 outputs a correct inverse.
∙ Collision is the event we get a collision with algorithm 3.6.3.
∙ GoodApprox is the event that 𝒜𝑔𝑘 produces an ℎ′ that disagrees with ℎ on at
most 1/(100𝑛𝑐 )-fraction of inputs. A bad element is an element 𝑥 such that
ℎ(𝑥) ̸= ℎ′ (𝑥).
∙ GoodBin is the event that the 𝑥 we chose landed in a bin with at most 1/𝑛𝑐 bad
elements and has more than 1 element.
∙ CleanSubBin is the event that after choosing 𝑓 from ℱ𝑘 for 𝑘 = max(0, 𝑖 − 3), we
end up in a sub-bin with no bad elements and more than one element. Otherwise
we refer to the sub-bin as dirty.
We will first assume that 𝒜𝑔𝑘 succeeds and that 𝑘 = max(0, 𝑖−3). We will compute the
probability of failure using a union bound later, and since 𝑘 is chosen independently
at random of all other events, we will include that with probability 1/𝑛 < 1/(𝑛 − 3).
$
$
We dissect the probability, over our choice of x ← {0, 1}𝑛×𝑡 , 𝑥 ← {0, 1}𝑛 , and
$
𝑓 ← ℱ𝑘 where 𝑘 = max(0, 𝑖 − 3), of getting a collision given InverseSuccess; e.g. in
the next lines Pr[Collision] really means Pr[Collision|IS]:
Pr [Collision] ≥ Pr[Collision|CleanSubBin] · Pr[CleanSubBin]

x,𝑥,𝑓

≥ Pr[Collision|CleanSubBin] · Pr[CleanSubBin|GoodBin]·
Pr[GoodBin]
≥ Pr[Collision|CleanSubBin] · Pr[CleanSubBin|GoodBin]·
Pr[GoodBin|GoodApprox] · Pr[GoodApprox]
Now, let’s analyze each of these probabilities one-by-one, starting with
Pr[GoodApprox|IS].
∙ Pr[GoodApprox|IS] ≥ 99/100.
This is a straight application of lemma 12. We guarantee that with probability
99/100, ℎ′ agrees with ℎ on all but 1/𝑝(𝑛)-fraction of inputs for any polynomial
𝑝(𝑛) depending on our number of queries 𝑡. Now, we have chosen 100𝑛𝑐 for our
polynomial.
∙ Pr[GoodBin|GoodApprox ∧ IS] ≥ 49/100.
From lemma 13, we know that 99/100-fraction of our inputs end up in a bin
where at most 100/(100𝑛𝑐 ) = 1/𝑛𝑐 -fraction of the inputs disagree between ℎ
and ℎ′ . Now, we could end up in a bin with only one element, but at most
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1/2 of the elements could map to bins of size 1. This is because if we compress
even just by one bit and map as many of our 2𝑛 elements to bins with a single
element in them, we can map the first 2𝑛−1 − 1 to single-element bins, but the
𝑛−1
last bin must contain the rest, and 2 2𝑛−1 < 12 . Compressing by more bits only
decreases this fraction.
Therefore, Pr[GoodBin|GoodApprox ∧ IS] = 1 − Pr[only one element in bin or in
a bad bin]. By a union bound, this gives us 1 − (1/2 + 1/100) = 49/100.
∙ Pr[CleanSubBin|GoodBin ∧ IS] ≥ 79/100.
From lemma 14, we know that our sub-bin contains bad elements with probability at most 16/𝑛𝑐 . Assume we have chosen 𝑐 large enough so that 16/𝑛𝑐 ≤ 1/100.
Then, from lemma 15, we know that with probability at least 8/10, we have
more than 1 element. So, Pr[CleanSubBin|GoodBin ∧ IS] = 1 − Pr[only element in sub-bin or in a dirty sub-bin]. By a union bound this is at least
1 − (2/10 + 1/100) = 79/100.
∙ Pr[Collision|CleanSubBin ∧ IS] ≥ 21 .
We are guaranteed to have at least two elements in our sub-bin. So, when 𝒜𝑔𝑘
produces a pre-image for ℎ′ (𝑥)||𝑓 (𝑥), then 𝒜 has probability at most 1/2 of
giving us 𝑥′ = 𝑥, but we are guaranteed that ℎ′ (𝑥′ ) = ℎ(𝑥′ ) since we are in a
clean sub-bin.
This means,
79 49 99
1
19
·
·
·
≥
2
100 100 100
100
We’re almost done. We need to finish this analysis by consider the case that 𝒜𝑔
does not find an inverse and that we correctly chose 𝑘 = min(0, 𝑖 − 3). First, note
that Pr[¬IS] ≤ 1/100 from theorem 11 because the input to 𝒜𝑔 looks like a random
output from 𝑔. Finally,
Pr[Collision|IS] ≥

(︂

)︂

Pr[Collision] ≥ Pr[Collision|IS] · Pr[IS] · Pr[ 𝑘 = min(0, 𝑖 − 3) ]
19 99 1
18
≥
·
· ≥
100 100 𝑛
100𝑛

Helpful lemmas
Here we will go through the lemmas that make our analysis possible. We will
start by showing that with polynomially many queries 𝑡, we have a 99/100 chance of
getting an approximate ℎ′ that agrees on almost all queries with ℎ.
Lemma 12. Let 𝑝(𝑛) be any polynomial and assume OWFs do not exist. Let 𝑡 ≥
(𝑟 + 7)𝑝(𝑛), and we define a function 𝑔(ℎ, 𝑥1 , . . . , 𝑥𝑡 ) = 𝑥1 , . . . , 𝑥𝑡 , ℎ(𝑥1 ), . . . , ℎ(𝑥𝑡 ).
$
Let x = (𝑥1 , · · · , 𝑥𝑡 ) ← {0, 1}𝑡·𝑛 . For any non-uniform inverter 𝒜𝑔 that succeeds in
producing an inverse ℎ′ ,
[︂

′

′

]︂

Pr ℎ ← 𝒜𝑔 (x, y) : Pr [ℎ(𝑥) = ℎ (𝑥)] ≥ 1 − 1/𝑝(𝑛) ≥ 98/100.
ℎ,x

𝑥
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Proof. Let 𝑟 = 𝑛𝑂(1) be the number of bits required to describe a hash function in
ℋ. Now, fix ℎ, the hash function we have oracle-access to. We consider the following
function, which we use in line 2 of algorithm 3.6.3:
𝑔 : {0, 1}𝑟 × {0, 1}𝑡𝑛 → {0, 1}𝑡𝑛 × {0, 1}𝑡𝑚
𝑔 : (ℎ, 𝑥1 , · · · , 𝑥𝑡 ) ↦→ (𝑥1 , · · · , 𝑥𝑡 , ℎ(𝑥1 ), · · · , ℎ(𝑥𝑡 ))
Since OWFs do not exist, we have an inverter 𝒜𝑔 which can invert 𝑔 to get an ℎ′
on at least 99/100-fraction of possible outputs of 𝑔. First, assume that 𝒜𝑔 produces
a correct inverse. Now, we will bound the probability that ℎ′ differs on more than
1/𝑝(𝑛)-fraction of inputs to ℎ:
1 𝑡
).
𝑝(𝑛)

Pr
[∀𝑥𝑖 , ℎ(𝑥𝑖 ) = ℎ′ (𝑥𝑖 )] ≤ (1 −
x

Since ℎ′ has only 𝑟 bits to describe itself, we can bound the probability that there
even exists such an ℎ′ with a union bound:
(︃
′

′

𝑟

Pr [∃ℎ : ∀𝑥𝑖 , ℎ(𝑥𝑖 ) = ℎ (𝑥𝑖 )] ≤ 2
x

We want this probability to be less than
𝑡 as follows:
(︃
𝑟

2

1
1−
𝑝(𝑛)

)︃𝑡

≤

We notice that this ugly term

1
,
100

1
1−
𝑝(𝑛)

)︃𝑡

.

so we can bound the number of queries

1
1
)︁
(︁
⇐⇒ 𝑡 ≥ (𝑟 + log(100)) ·
𝑝(𝑛)
100
log 𝑝(𝑛)−1
1
log

𝑝(𝑛)
𝑝(𝑛)−1

≤ 𝑝(𝑛) for all 𝑛. It turns out that 𝑝(𝑛) is a

very good upper bound of this term: assuming 𝑝(𝑛) is increasing, for all exponents
1
0 ≤ 𝑐 < 1, there exists 𝑛′ so that for all 𝑛 > 𝑛′ ,
≥ 𝑝(𝑛)𝑐 .
𝑝(𝑛)
log

𝑝(𝑛)−1

Given that 7 > log2 (100), we can choose 𝑡 such that
𝑡 ≥ (𝑟 + 7)𝑝(𝑛).

Now, we will assume that ℎ and ℎ′ agree on all but 1/𝑝(𝑛) inputs and prove, using
a simple counting argument, that 99/100 of our inputs land in bins with at most
100/𝑝(𝑛)-fraction of bad bins.
Lemma 13. If ℎ and ℎ′ disagree on at most 𝑞(𝑛) = 2𝑛 /𝑝(𝑛), then there exists a set
of bins containing 99/100-fraction of all inputs such that each bin contains at most a
1/𝑝′ (𝑛)-fraction of bad inputs where 𝑝′ (𝑛) = 𝑝(𝑛)/100.
Proof. For sake of contradiction, assume that the lemma is not true: for every set of
99/100 · 2𝑛 inputs 𝑥 ∈ {0, 1}𝑛 , at least one of the 𝑥 falls into a bin 𝐵, where strictly
more than 1/𝑝′ (𝑛)-fraction of the inputs 𝑦 ∈ 𝐵 are “bad,” mapping ℎ(𝑦) ̸= ℎ′ (𝑦).
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So, let us consider the set where we map as many inputs as we can to good bins,
bins with ≤ 1/𝑝′ (𝑛)-fraction of the inputs are bad. This means that the rest of the
inputs map to bins where > 1/𝑝′ (𝑛)-fraction of the inputs are bad. In the best case
for this, we can find good bins for 99/100 · 2𝑛 − 1 of the inputs, but not for the last
one.
Let 𝑞 ′ ≥ 2𝑛 /100 + 1 be the number of inputs that are left, and therefore all map
to bad bins. In fact, these 𝑞 ′ elements fill the remaining bins exactly, so if we try
counting the number of bad elements:
(︃
∑︁

#𝑏𝑎𝑑 >
𝐵
′

is a bad bin

1
|𝐵| · ′
𝑝 (𝑛)

)︃

=

𝑞′
.
𝑝′ (𝑛)

Since 𝑞 > 2 /100, this implies #𝑏𝑎𝑑 > 2𝑛 /(100𝑝′ (𝑛)) = 2𝑛 /𝑝(𝑛). This is a
contradiction since we assumed #𝑏𝑎𝑑 ≤ 2𝑛 /𝑝(𝑛).
Therefore, there exists a subset 𝑆 ⊂ {0, 1}𝑛 where |𝑆| ≥ 2𝑛 /100, and all 𝑥 ∈ 𝑆
map to bins with fraction at most 100/𝑝(𝑛) of the elements in those bins are bad.
𝑛

Now, let us assume that we are in a good bin where ℎ′ agrees with ℎ on all but
1/𝑛𝑐 elements in this bin. We will prove that with noticeable probability, we can split
the bin into sub-bins, where most of them are completely clean (and in fact that we
will land in a clean bin).
Lemma 14. Let 𝐵 be a bin of size between 2𝑖 and 2𝑖+1 , and at most 1/𝑛𝑐 -fraction of
elements 𝑥 ∈ 𝐵 are bad.
$
Let 𝑘 = max(0, 𝑖 − 3) and 𝑓 : {0, 1}𝑛 → {0, 1}𝑘 ← ℱ a pairwise independent
hash-function family. For an arbitrary fixed 𝑥 ∈ 𝐵,
Pr [̸ ∃𝑥′ ∈ 𝐵 so that ℎ(𝑥′ ) ̸= ℎ′ (𝑥′ ) ∧ 𝑓 (𝑥′ ) = 𝑓 (𝑥)] ≥
$

𝑓 ←ℱ

16
𝑛𝑐

Proof. Let |𝐵| = 𝑠. By assumption, 2𝑖 ≤ 𝑠 ≤ 2𝑖+1 . We will be focusing on the
number of bad elements in 𝐵. Let 𝑞 be the number of bad elements in 𝐵. Again, by
assumption, 𝑞 ≤ 𝑠/𝑛𝑐 .
We have two cases: 𝑖 < 4 and 𝑖 ≥ 4. For the case that 𝑖 < 4, we can choose 𝑐 to
be large enough so that 2𝑖 /𝑛𝑐 < 1. When this is the case, there are no bad elements
in 𝐵, and therefore for 𝑘 = 0, the sub-bin defined by ℎ′ (𝑥)||𝑓 (𝑥) = ℎ′ (𝑥) is entirely
clean. In fact, for 𝑛 > 2, we choose 𝑐 ≥ 4 and we are guaranteed this fact. When
𝑖 ≥ 4, we need to do a bit more analysis.
^ = ∑︀𝑞𝑗=1 𝑋
^𝑗
Fix a sub-bin 𝐵 ′ for an arbitrary element in the image of 𝑓 ∈ ℱ. Let 𝑋
^ 𝑗 where 𝑋
^ 𝑗 is 1 if the 𝑗 th bad element in our starting
be the sum of indicator values 𝑋
′
′
bin 𝐵 is mapped to bin 𝐵 . So, 𝑋 = |𝐵 | is a non-negative random element. We can
^ as 𝜇
^ ≤ 𝑠𝑐 · 1𝑘 . Since 𝑠 is between 2𝑖 and 2𝑖+1 , 𝜇
^ ≤ 𝑛16𝑐 .
bound the mean of 𝑋
^ = E[𝑋]
𝑛
2
^ ≥ 1] ≤ 𝜇^ ≤ 16𝑐 .
With a Markov bound, Pr[𝑋
1
𝑛
Finally, we need to make sure that our sub-bin is large enough. So, we will assume
that we are in a bin of size 𝑠 between 2𝑖 and 2𝑖+1 and let 𝑘 = 𝑖 − 3, as in the previous
theorem. We will show using the assymetric Chebyshev theorem, theorem 12, that
with probability 8/10, we have a sub-bin of at least 2 elements.
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Theorem 12 (Asymetric Chebyshev). For a random variable 𝑋 of unknown or assymetric distribution with mean 𝜇 and variance 𝜎 2 and for two integers, 𝑘1 + 𝑘2 = 2𝜇,
Pr [𝑘1 < 𝑋 < 𝑘2 ] ≥

4 ((𝜇 − 𝑘1 )(𝜇 − 𝑘2 ) − 𝜎 2 )
.
(𝑘2 − 𝑘1 )2

Lemma 15. Let 𝐵 be a bin of size between 2𝑖 and 2𝑖+1 for 𝑖 ≥ 1, and at most
1/𝑛𝑐 -fraction of elements 𝑥 ∈ 𝐵 are bad.
$
Let 𝑘 = max(0, 𝑖 − 3) and 𝑓 : {0, 1}𝑛 → {0, 1}𝑘 ← ℱ a pairwise independent
hash-function family. With probability at least 8/10, there are at least 2 elements in
a sub-bin defined by ℎ′ (𝑥)||𝑓 (𝑥).
Proof. In this proof we consider the bin 𝐵 as a whole. Let 𝑋 = 𝑠𝑗=1 𝑋𝑗 where 𝑋𝑗
indicates if the 𝑗 th element in 𝐵 maps to our sub-bin 𝐵 ′ defined by ℎ′ (𝑥)||𝑓 (𝑥). Note
that since 𝑓 is pairwise independent, 𝑋 is the sum of pairwise independent variables.
Again, the first case, where 𝑖 < 4, is simple to analyze. Here 𝑘 = 0, and we are
looking at 𝐵 as a whole, which by assumption 𝑖 ≥ 1 has at least 2 elements. The
second case, where 𝑖 ≥ 4, requires more analysis.
∑︀
∑︀
Let 𝜇 be the mean of 𝑋. By linearity of expectation 𝜇 = E[𝑋𝑗 ] = 21𝑘 = 2𝑠𝑘 .
Since 𝑘 = 𝑖 − 3, 8 ≤ 𝜇 ≤ 16.
Let 𝜎 2 be the variance of 𝑋. We compute 𝜎 2 as follows, keeping in mind that the
𝑋𝑗 are pairwise independent so covariance between 2 variables is 0:
∑︀

⎛
2

𝜎 =

Var ⎝

𝑠
∑︁

⎞

𝑋𝑗 ⎠

𝑗=1
𝑠
∑︁

=

𝑠
∑︁

Var(𝑋𝑗 ) +

𝑗=1
𝑠
∑︁

∑︁

Cov(𝑋𝑗 , 𝑋ℓ )

𝑗̸=ℓ

1
1
=
Var(𝑋𝑗 ) =
1− 𝑘
𝑘
2
𝑗=1
𝑗=1 2
𝑠
1
= 𝑘 (1 − 𝑘 ) < 𝜇.
2
2
(︂

)︂

Since we have variance and mean, we can use theorem 12, the Chebyshev inequality. If we let 𝑘1 = 1 and 𝑘2 = 2𝜇 − 1, we satisfy 𝑘1 + 𝑘2 = 2𝜇, and can compute
4(𝜇 − 1)(2𝜇 − 1 − 𝜇) − 𝜎 2
(2𝜇 − 1 − 1)
(︁
)︁
((𝜇 − 1)2 − 𝜇)
4
2
2
≥
=
·
(𝜇
−
1)
−
𝜎
.
4(𝜇 − 1)2
(𝜇 − 1)2

Pr[𝑋 > 1] ≥ Pr[1 < 𝑋 < 2𝜇 − 1] ≥

Recall that 8 ≤ 𝜇 ≤ 16 and this function increases with 𝜇. So, plugging in 𝜇 = 8
gives us a minimum:
Pr[𝑋 > 1] ≥

(8 − 1)2 − 8
41
8
=
> .
2
(8 − 1)
49
10
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3.6.4

Evaluation-Oracle PPHs for Equality with Pairwise Independence.

We note that we do not need any computational assumptions to obtain an Equality
PPH in the Evaluation-Oracle model. Let ℱ be a pairwise-independent hash family
from 𝑚 bits to 𝑛 bits, with 𝑛 < 𝑚. We will prove that ℱ is secure in the EvaluationOracle model.
Theorem 13. Let ℱ = {𝑓 : {0, 1}𝑚 → {0, 1}𝑛 } be any compressing pairwiseindependent hash family. ℱ is an equality-preserving hash that is robust in the Evaluation Oracle Model.
Proof. First, note that ℱ is compressing by definition. So, we will move on to proving
it is secure. We will show that we can replace every query answered by the evaluation
oracle with an oracle that just returns the correct answer using a series of hybrids.
Let 𝒪𝑒𝑞 be an oracle that returns 1 if two strings are different and 0 if they are equal.
So, let 𝒜 be a PPT adversary and let 𝑇 = poly(𝑛) be the maximum number of
queries 𝒜 can make. We will prove that 𝒜 cannot distinguish whether he is receiving
actual predicate evaluations or correct evaluations. In Hybrid 0, 𝒜 is using 𝒪ℎ.Eval′
for all of the queries. In Hybrid 𝑡, 𝒜 is getting answers from 𝒪𝑒𝑞 for the first 𝑡 queries,
and then gets answers from 𝒪ℎ.Eval′ for the last 𝑇 − 𝑡 queries.
We will now show that statistically 𝒜 cannot distinguish between Hybrid 𝑡 and
Hybrid 𝑡 − 1. So, 𝒜 has made 𝑡 − 1 queries and gotten correct responses for each
of them. 𝒜’s 𝑡th query can be 𝑥1 , 𝑥2 where 𝑥1 = 𝑥2 or 𝑥1 ̸= 𝑥2 . Both oracles
are guaranteed to answer the same way if 𝑥2 = 𝑥2 , so let’s examine the case where
𝑥1 ̸= 𝑥2 . The probability over our choice of 𝑓 ∈ ℱ that ℎ(𝑥1 ) = ℎ(𝑥2 ) is 2−𝑛 because
ℱ is pairwise independent. Therefore, the probability that 𝒪ℎ.Eval′ answers differently
from 𝒪ℎ.Eval′ is 2−𝑛 , and 𝒜 can only distinguish Hybrid 𝑡 and 𝑡 − 1 with probability
2−𝑛 .
This means that 𝒜 can distinguish Hybrid 0 from Hybrid 𝑇 with probability at
most poly(𝑛) · 2−𝑛 = negl(𝑛) (union bound).

3.6.5

Collision-Sensitivity, OWFs, and CRHFs

As shown in Theorem 9, any lower bound for equality PPHs implies a lower bound
for all PPHs for collision sensitive predicate classes. Therefore, we get the following
two corollaries.
Corollary 7. Let 𝒫 be any collision-sensitive predicate class. Then any PPH for 𝒫
in the Direct-Access model implies that CRHFs exist.
Corollary 8. Let 𝒫 be any collision-sensitive predicate class. Then any PPH for 𝒫
in the Evaluation-Oracle model implies that OWFs exist.
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Chapter 4
Fine-Grained Cryptography
In this chapter, we identify sufficient properties for a fine-grained average-case assumption that imply cryptographic primitives such as fine-grained public key cryptography (PKC). We build a novel cryptographic key exchange using a problem with
a small number of relatively weak structural properties, such that if a computational
problem satisfies them, our key exchange has provable fine-grained security guarantees based on the hardness of the problem. We then show that a natural and plausible
average-case assumption for the key problem Zero-𝑘-Clique from fine-grained complexity satisfies our properties. We also develop fine-grained one-way functions and
hardcore bits even under these weaker assumptions.
Where previous works had to assume random oracles or the existence of strong oneway functions to get a key-exchange computable in 𝑂(𝑛) time secure against 𝑂(𝑛2 )
adversaries (see [Merkle’78] and [BGI’08]), our assumptions seem much weaker. Our
key exchange has a similar gap, 𝑂(𝑛) secure against 𝑂(𝑛1.5−𝜖 ) adversaries, between
the computation of the honest party and the adversary as prior work, while being
non-interactive, implying fine-grained PKC. We also show that using more specific
properties of Zero-𝑘-Clique, we can build a key exchange computable in 𝑂(𝑛) time
secure against 𝑂(𝑛2−𝜖 ) adversaries, approaching Merkle’s construction guarantees.
This chapter is based on [LLW19].

4.1

Overview

Modern cryptography has developed a variety of important cryptographic primitives,
from One-Way Functions (OWFs) to Public-Key Cryptography to Obfuscation. Except for a few more limited information-theoretic results [Sha79, CKGS98, RW02],
cryptography has required making a computational assumption, P ̸= NP being a
baseline requirement. Barring unprecedented progress in computational complexity,
such hardness hypotheses seem necessary in order to obtain most useful primitives.
To alleviate this reliance on unproven assumptions, it is good to build cryptography
from a variety of extremely different, believable assumptions: if a technique disproves
one hypothesis, the unrelated ones might still hold. Due to this, there are many
different cryptographic assumptions: on factoring, discrete logarithm, shortest vector
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in lattices and many more.
Unfortunately, almost all hardness assumptions used so far have the same quite
stringent requirements: not only that NP is not in BPP, but that we must be able to
efficiently sample polynomially-hard instances whose solution we know. Impagliazzo
[Imp95, RR94] defined five worlds, which capture the state of cryptography, depending
on which assumptions happen to fail. The three worlds worst for cryptography are
Algorithmica (NP in BPP), Heuristica (NP is not in BPP but NP problems are easy
on average) and Pessiland (there are NP problems that are hard on average but solved
hard instances are hard to sample, and OWFs do not exist). This brings us to our
main question.
Can we have a meaningful notion of cryptography even if we live in Pessiland (or
Algorithmica or Heuristica)?
This question motivates a weaker notion of cryptography: cryptography that is
secure against 𝑛𝑘 -time bounded adversaries, for a constant 𝑘. Let us see why such
cryptography might exist even if P = NP. In complexity, for most interesting computational models, we have time hierarchy theorems that say that there are problems
solvable in 𝑂(𝑛2 ) time (say) that cannot be solved in 𝑂(𝑛2−𝜖 ) time for any 𝜖 > 0
[HS65, HS66, Tse56]. In fact, such theorems exist also for the average case time complexity of problems [Lev73]. Thus, even if P=NP, there are problems that are hard
on average for specific runtimes, i.e. fine-grained hard on average. Can we use such
hard problems to build useful cryptographic primitives?
Unfortunately, the problems from the time hierarchy theorems are difficult to work
with, a common problem in the search for unconditional results. Thus, let us relax
our requirements and consider hardness assumptions, but this time on the exact running time of our problems of interest. One simple approach is to consider all known
constructions of Public Key Cryptography (PKC) to date and see what they imply
if the hardness of the underlying problem is relaxed to be 𝑛𝑘−𝑜(1) for a fixed 𝑘 (as
it would be in Pessiland). Some of the known schemes are extremely efficient. For
instance, the RSA and Diffie-Hellman cryptosystems immediately imply weak PKC
if one changes their assumptions to be about polynomial hardness [RSA78, DH06].
However, these cryptosystems have other weaknesses – for instance, they are completely broken in a postquantum world as Shor’s algorithm breaks their assumptions
in essentially quadratic time [Sho94]. Thus, it makes sense to look at the cryptosystems based on other assumptions. Unfortunately, largely because cryptography
has mostly focused on the gap between polynomial and superpolynomial time, most
reductions building PKC have a significant (though polynomial) overhead; many require, for example, multiple rounds of Gaussian elimination. As a simple example,
the Goldreich-Levin construction for hard-core bits uses 𝑛𝜔 (where 𝜔 ∈ [2, 2.373)
is the exponent of square matrix multiplication [Wil12][Gal14]) time and 𝑛 calls to
the hard-core-bit distinguisher [GL89]. The polynomial overhead of such reductions
means that if the relevant problem is only 𝑛2−𝑜(1) hard, instead of super-polynomially
hard, the reduction will not work anymore and won’t produce a meaningful cryptographic primitive. Moreover, reductions with fixed polynomial overheads are no
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longer composable in the same way when we consider weaker, polynomial gap cryptography. Thus, new, more careful cryptographic reductions are needed.
Ball et al. [BRSV17, BRSV18] recently began to address this issue through the
lens of the recently blossoming field of fine-grained complexity. Fine-grained complexity is built upon “fine-grained” hypotheses on the (worst-case) hardness of a small
number of key problems. Each of these key problems 𝐾, has a simple algorithm using a combination of textbook techniques, running in time 𝑇 (𝑛) on instances of size
𝑛, in, say, the RAM model of computation. However, despite decades of research,
˜ (𝑛)1−𝜖 ) algorithm is known for any 𝜖 > 0 (note that the tilde suppresses
no 𝑂(𝑇
sub-polynomial factors). The fine-grained hypothesis for 𝐾 is then that 𝐾 requires
𝑇 (𝑛)1−𝑜(1) time in the RAM model of computation. Some of the main hypotheses in
fine-grained complexity (see [Vas18]) set 𝐾 to be CNF-SAT (with 𝑇 (𝑛) = 2𝑛 , where
𝑛 is the number of variables), or the 𝑘-Sum problem (with 𝑇 (𝑛) = 𝑛⌈𝑘/2⌉ ), or the
All-Pairs Shortest Paths problem (with 𝑇 (𝑛) = 𝑛3 where 𝑛 is the number of vertices),
or one of several versions of the 𝑘-Clique problem in weighted graphs. Fine-grained
uses fine-grained reductions between problems in a very tight way (see [Vas18]): if
problem 𝐴 has requires running time 𝑎(𝑛)1−𝑜(1) , and one obtains an (𝑎(𝑛), 𝑏(𝑛))-finegrained reduction from 𝐴 to 𝐵, then problem 𝐵 needs runtime 𝑏(𝑛)1−𝑜(1) . Using such
reductions, one can obtain strong lower bounds for many problems, conditioned on
one of the few key hypotheses.
The main question that Ball et al. set out to answer is: Can one use fine-grained
reductions from the hard problems from fine-grained complexity to build useful cryptographic primitives? Their work produced worst-case to average-case fine-grained
reductions from key problems to new algebraic average case problems. From these
new problems, Ball et al. were able to construct fine-grained proofs of work, but
they were not able to obtain stronger cryptographic primitives such as fine-grained
one-way-functions or public key encryption. In fact, they gave a barrier for their
approach: extending their approach would falsify the Nondeterministic Strong Exponential Time Hypothesis (NSETH) of Carmosino et al. [CGI+ 16]. Because of this
barrier, one would either need to develop brand new techniques, or use a different
hardness assumption.
What kind of hardness assumptions can be used to obtain public-key cryptography
(PKC) even in Pessiland?
A great type of theorem to address this would be: for every problem 𝑃 that
requires 𝑛𝑘−𝑜(1) time on average, one can construct a public-key exchange (say), for
which Alice and Bob can exchange a lg(𝑛) bit key in time 𝑂(𝑛𝑎𝑘 ), whereas Eve must
take 𝑛(𝑎+𝑔)𝑘−𝑜(1) time to learn Alice and Bob’s key, where 𝑔 is large, and 𝑎 is small.
As a byproduct of such a theorem, one can obtain not just OWFs, but even PKC in
Pessiland under fine-grained assumptions via the results of Ball et al. Of course, due
to the limitations given by Ball et al. such an ideal theorem would have to refute
NSETH, and hence would be at the very least difficult to prove. Thus, let us relax
our goal, and ask
What properties are sufficient for a fine-grained average-case assumption so that it
implies fine-grained PKC?
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If we could at least resolve this question, then we could focus our search for worstcase to average-case reductions in a useful way.

4.1.1

Our Results

Our main result is a fine-grained key-exchange that can be formed from any problem
that meets three structural conditions in the word-RAM model of computation. This
addresses the question of what properties are sufficient to produce fine-grained Public
Key Encryption schemes (PKEs).
For our key exchange, we describe a set of properties, and any problem that has
those properties implies a polynomial gap PKE. An informal statement of our main
theorem is as follows.
Theorem. [Fine-Grained Key-Exchange (informal)] Let 𝑃 be a computational problem for which a random instance can be generated in 𝑂(𝑛𝑔 ) time for some 𝑔, and that
requires 𝑛𝑘−𝑜(1) time to be solved on average for some fixed 𝑘 > 𝑔. Additionally, let
𝑃 have three key structural properties of interest: (1) “plantable”: we can generate a random-looking instance, choosing either to have or not to have a solution in
the instance, and if there is a solution, we know what/where it is; (2) “average-case
list-hard”: given a list of 𝑛 random instances of the problem, returning which one of
the instances has a solution requires essentially solving all instances; (3) “splittable”:
when given an instance with a solution, we can split it in 𝑂(𝑛𝑔 ) time into two slightly
smaller instances that both have solutions.
Then a public key-exchange can be built such that Alice and Bob exchange a lg(𝑛)
bit key in time 𝑛2𝑘−𝑔 , where as Eve must take Ω̃(𝑛3𝑘−2𝑔 ) time to learn Alice and Bob’s
key.
Notice that as long as there is a gap between the time to generate a random instance and the time to solve an instance on average, there is a gap between 𝑁 = 𝑛2𝑘−𝑔
and 𝑛3𝑘−2𝑔 = 𝑁 3/2−1/(4(𝑘/𝑔)−2) and the latter approaches 𝑁 3/2 , as 𝑘/𝑔 grows. The key
exchange requires no interaction, and we get a fine-grained public key cryptosystem.
While our key exchange construction provides a relatively small gap between the adversary and the honest parties (𝑂(𝑁 1.5 ) vs 𝑂(𝑁 )), the techniques required to prove
security of this scheme are novel and the result is generic as long as the three assumptions are satisfied. In fact, we will show an alternate method to achieve a gap
approaching 𝑂(𝑁 2 ) in the full version of this paper.
Our main result above is stated formally and in more generality in Theorem 24.
We will explain the formal meaning of our structural properties plantable, averagecase list-hard, and splittable later.
We also investigate what plausible average-case assumptions one might be able to
make about the key problems from fine-grained complexity so that the three properties
from our theorem would be satisfied. We consider the Zero-𝑘-Clique problem as it
is one of the hardest worst-case problems in fine-grained complexity. For instance,
it is known that if Zero-3-Clique is in 𝑂(𝑛3−𝜖 ) time for some 𝜖 > 0, then both the
3-Sum and the APSP hypotheses are violated [Vas18, WW13]. It is important to
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note that while fine-grained problems like Zero-𝑘-Clique and 𝑘-Sum are suspected to
take a certain amount of time in the worst case, when making these assumptions for
any constant 𝑘 does not seem to imply 𝑃 ̸= 𝑁 𝑃 since all of these problems are still
solveable in polynomial time.1
An instance of Zero-𝑘-Clique is a complete 𝑘-partite graph 𝐺, where each edge is
given a weight in the range [0, 𝑅 − 1] for some integer 𝑅. The problem asks whether
there is a 𝑘-clique in 𝐺 whose edge weights sum to 0, modulo 𝑅. A standard finegrained assumption (see e.g. [Vas18]) is that in the worst case, for large enough 𝑅,
say 𝑅 ≥ 10𝑛4𝑘 , Zero-𝑘-Clique requires 𝑛𝑘−𝑜(1) time to solve. Zero-𝑘-Clique has no
non-trivial average-case algorithms for natural distributions (uniform for a range of
parameters, similar to 𝑘-Sum and Subset Sum). Thus, Zero-𝑘-Clique is a natural
candidate for an average-case fine-grained hard problem.
Our other contribution addresses an open question from Ball et al.: can a finegrained one-way function be constructed from worst case assumptions? While we
do not fully achieve this, we generate new plausible average-case assumptions from
fine-grained problems that imply fine-grained one-way functions.

4.1.2

Technical Overview

Here we will go into a bit more technical detail in describing our results. First, we
need to describe our hardness assumptions. Then, we will show how to use them
for our fine-grained key exchange, and finally, we will talk briefly about fine-grained
OWFs and hardcore bits.
Our Hardness Assumption
We generate a series of properties where if a problem has these properties then a
fine-grained public key-exchange can be built.
One property we require is that the problem is hard on average, in a fine-grained
sense. Intuitively, a problem is average case indistinguishably hard if given an instance
that is drawn with probability 1/2 from instances with no solutions and with probability 1/2 from instances with one solution, it is computationally hard on average to
distinguish whether the instance has 0 or 1 solutions. The rest of the properties are
structural; we need a problem that is plantable, average-case list-hard, and splittable.
Informally,
∙ The plantable property roughly says that one can efficiently choose to generate
either an instance without a solution or one with a solution, knowing where the
solution is;
∙ The average case list-hard property says that if one is given a list of instances
where all but one of them are drawn uniformly over instances with no solutions,
and a random one of them is actually drawn uniformly from instances with one
solution, then it is computationally hard to find the instance with a solution;
1

Assuming the hardness of these problems for more general 𝑘 will imply 𝑃 ̸= 𝑁 𝑃 , but that is
not the focus of our work.
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∙ Finally, the splittable property says that one can generate from one average
case instance, two new average case instances that have the same number of
solutions as the original one.
These are natural properties for problems and hypotheses to have. We will demonstrate in Section 4.5.3 that Zero-𝑘-Clique has all of these properties. We need our
problem to have all three of these qualities for the key exchange. For our one-way
function constructions we only need the problem to be plantable.
The structural properties are quite generic, and in principle, there could be many
problems that satisfy them. We exhibit one: the Zero-𝑘-Clique problem.
Because no known algorithmic techniques seem to solve Zero-𝑘-Clique even when
the weights are selected independently uniformly at random from [0, 𝑐𝑛𝑘 ] for a constant 𝑐, folklore intuition dictates that the problem might be hard on average for
this distribution: here, the expected number of 𝑘-Cliques is Θ(1), and solving the
decision problem correctly on a large enough fraction of the random instances seems
difficult. This intuition was formally proposed by Pettie [Pet15] for the very related
𝑘-Sum problem which we also consider.
We show that the Zero-𝑘-Clique problem, together with the assumption that it
is fine-grained hard to solve on average, satisfies all of our structural properties, and
thus, using our main theorem, one can obtain a fine-grained key exchange based on
Zero-𝑘-Clique.
Key Exchange Assumption. We assume that when given a complete 𝑘-partite
graph with 𝑘𝑛 nodes and random weights [0, 𝑅−1], 𝑅 = Ω(𝑛𝑘 ), any adversary running
in time 𝑛𝑘−Ω(1) time cannot distinguish an instance with a zero-𝑘-clique solution
from one without with more than 2/3 chance of success. In more detail, consider a
distribution where with probability 1/2 one generates a random instance of size 𝑛
with no solutions, and with probability 1/2 one generates a random instance of size
𝑛 with exactly one solution. (We later tie in this distribution to our original uniform
distribution.) Then, consider an algorithm that can determine with probability 2/3
(over the distribution of instances) whether the problem has a solution or not. We
make the conjecture that such a 2/3-probability distinguishing algorithm for Zero𝑘-Clique, which can also exhibit the unique zero clique whenever a solution exists,
requires time 𝑛𝑘−𝑜(1) .
Public Key Exchange
So, what does the existence of a problem with our three properties, plantable,
average-case list-hard, and splittable, imply?
The intuitive statement of our main theorem is that, if a problem has the three
properties, and is 𝑛𝑘 hard to solve on average and can be generated in 𝑛𝑔 time (for
Zero-𝑘-Clique 𝑔 = 2), then a key exchange exists that takes 𝑂(𝑁 ) time for Alice and
Bob to execute, and requires an eavesdropper Eve Ω̃(𝑁 (3𝑘−2𝑔)/(2𝑘−𝑔) ) time to break.
When 𝑘 > 𝑔 Eve takes super linear time in terms of 𝑁 . When 𝑘 = 3 and 𝑔 = 2, an
important case for the Zero-𝑘-Clique problem, Eve requires Ω̃(𝑁 5/4 ) time.
For the rest of this overview we will describe our construction with the problem
Zero-𝑘-Clique.
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To describe how we get our key exchange, it is first helpful to consider Merkle
Puzzles [Mer78, BGI08, BM09]. The idea is simple: let 𝑓 be a one way permutation
1
over 𝑛 bits (so a range of 2𝑛 values) requires 2𝑛( 2 +𝜖) time to invert for some constant
𝜖 > 0. Then, Alice and Bob could exchange a key by each computing 𝑓 (𝑣) on 10 · 2𝑛/2
random element 𝑣 ∈ [2𝑛 ] and sending those values 𝑓 (𝑣) to each other. With .9
probability, Alice and Bob would agree on at least one pre-image, 𝑣. It would take
1
an eavesdropper Eve Ω(2𝑛( 2 +𝜖) ) time before she would be able to find the 𝑣 agreed
upon by Alice and Bob. So, while Alice and Bob must take 𝑂(2𝑛/2 ) time, Eve must
1
take 𝑂(2𝑛( 2 +𝜖) ) time to break it.
Our construction will take on a similar form: Alice and Bob will send several
problems to each other, and some of them will have planted solutions. By matching
up where they both put solutions, they get a key exchange.
Concretely,
Alice and Bob will exchange 𝑚 instances of the Zero-𝑘-Clique √
problem
√
and in 𝑚 of them (chosen at random), plant solutions. The other 𝑚 − 𝑚 will
not have solutions (except with some small probability). These 𝑚 problems will be
indexed, and we expect Alice
√ and Bob to have both planted a solution in the same
index. Alice can check her 𝑚 indices against Bob’s, while Bob checks his, and by
the end, with constant probability, they
√ will agree on a single index as a key. In the
end, Alice and Bob require 𝑂(𝑚𝑛𝑔 + 𝑚𝑛𝑘 ) time to exchange this index. Eve must
take time Ω̃(𝑛𝑘 𝑚). When 𝑚 = 𝑛2𝑘−2𝑔 , Alice and Bob take 𝑂(𝑛2𝑘−𝑔 ) time and Eve
takes Ω̃(𝑛3𝑘−2𝑔 ). We therefore get some gap between the running time of Alice and
Bob as compared to Eve for any value of 𝑘 ≥ 𝑔. Furthermore, for all 𝛿 > 0 there exists
some large enough 𝑘 such that the difference in running time is at least 𝑂(𝑇 (𝑛)) time
for Alice and Bob and Ω̃(𝑇 (𝑛)1.5−𝛿 ) time for Eve. Theorem 24 is the formal theorem
statement.

Figure 4-1: A depiction of our reduction showing hardness for our fine-grained key
exchange.
To show hardness for this construction we combine techniques from both finegrained complexity and cryptography (see Figure 4-1). We take a single instance and
use a self-reduction to produce a list of ℓ instances where one has a solution whp if the
original instance has a solution. In our reductions ℓ will be polynomial in the input
size. Then, we take this list and produce two lists that have a solution in the same
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location
with high probability if the original instance has a solution. Finally, we plant
√
ℓ solutions into the list, to simulate Alice and Bob’s random solution planting.
One Way Functions First, and informally, a fine-grained OWF is a function on 𝑛
˜ (𝑛)1−𝛿 ) time to evaluate for some constant 𝛿 > 0, and if any
bits that requires 𝑂(𝑇
˜ (𝑛)1−𝛿′ ) for any constant 𝛿 ′ > 0, she only
adversary attempts to invert 𝑓 in time 𝑂(𝑇
succeeds with probability at most 𝜖(𝑛), where 𝜖 is considered “insignificant.”
Ball et al. [BRSV17] defined fine-grained OWFs, keeping track of the time required
to invert and the probability of inversion in two separate parameters. We streamline this definition by fixing the probability an adversary inverts too an insignificant
function of input size, which we define in Section 4.2.
For this overview, we will focus on the intuition of using specific problems 𝑘-Sum-𝑅
(𝑘-Sum modulo 𝑅) or Zero-𝑘-Clique-𝑅 (Zero-𝑘-Clique modulo 𝑅) to get fine-grained
OWFs, though in section 4.6, we construct fine-grained OWFs from a general class
of problems. Let 𝑁 be the size of the input to these problems. Note that if 𝑅 is too
small (e.g. constant), then these problems are solvable quickly and the assumptions
we are using are false. So, we will assume 𝑅 = Ω(𝑛𝑘 ).
OWF Assumptions. Much like for our key exchange, our assumptions are about
the difficulty of distinguishing an instance of 𝑘-Sum or Zero-𝑘-Clique with probability
more than 2/3 in time faster than 𝑛𝑘/2 or 𝑛𝑘 respectively. Formally, randomly generating a 𝑘-Sum-𝑅 instance is creating a 𝑘 lists of size 𝑛 with values randomly chosen
from [0, 𝑅 − 1]. Recall that a random Zero-𝑘-Clique instance is a complete 𝑘-partite
graph where weights are randomly chosen from [0, 𝑅 − 1]. Our ‘weak’ 𝑘-Sum-𝑅 and
Zero-𝑘-Clique-𝑅 assumptions state that for any algorithm running in 𝑂(𝑛) time, it
cannot distinguish between a randomly generated instance with a planted solution
and one without with probability greater than 2/3.
Note that these assumptions are much weaker than the previously described keyexchange assumption, where we allowed the adversary 𝑂(𝑛𝑘−Ω(1) ) time instead of just
super-linear.
Theorem 14 (Fine-Grained OWFs (informal)). If for some constant 𝛿 > 0 and range
𝑅 = Ω(𝑛𝑘 ) either 𝑘-Sum-𝑅 requires Ω(𝑁 1+𝛿 ) time to solve with probability > 2/3 or
Zero-𝑘-Clique-𝑅 requires Ω(𝑁 (1+𝛿) ) time to solve with probability > 2/3 then a finegrained OWF exists.
The formal theorem is Theorem 21, stated and proved in Section 4.6.2.
Intuitively our construction of a fine-grained OWF runs a planting procedure on a
random instance in time 𝑂(𝑁 ). By our assumptions finding this solution takes time
Ω(𝑁 1+𝛿 ) for some constant 𝛿 > 0, and thus inverting this OWF takes Ω(𝑁 1+𝛿 ).
We also get a notion of hardcore bits from this. Unlike in traditional crypto, we
can’t immediately use Goldreich-Levin’s hardcore bit construction [GL89]. Given a
function on 𝑁 bits, the construction requires at least Ω(𝑁 ) calls to the adversary who
claims to invert the hardcore bit. When one is seeking super-polynomial gaps between
computation and inversion of a function, factors of 𝑁 can be ignored. However,
in the fine-grained setting, factors of 𝑁 can completely eliminate the gap between
computation and inversion, and so having a notion of fine-grained hardcore bits is
interesting.
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We show that for our concrete constructions of fine-grained OWFs, there is a
subset of the input of size 𝑂(lg(𝑁 )) (or any sub-polynomial function) which itself
requires Ω(𝑁 1+𝛿 ) time to invert. From this subset of bits we can use GoldreichLevin’s hardcore bit construction, only losing a factor of 𝑁 𝑜(1) which is acceptable in
the fine-grained setting.
Theorem 15 (Hardcore Bits (informal)). If for some constant 𝛿 > 0 and range
𝑅 = Ω(𝑛𝑘 ) either 𝑘-Sum-𝑅 requires Ω(𝑁 1+𝛿 ) time to solve with probability > 2/3 or
Zero-𝑘-Clique-𝑅 requires Ω(𝑁 1+𝛿 ) time to solve with probability > 2/3 then a finegrained OWF exists with a hardcore bit that can not be guessed with probability greater
than 21 + 1/𝑞(𝑛) for any 𝑞(𝑛) = 𝑛𝑜(1) .
The formal theorem is Theorem 22 and is stated and proved in Section 4.6.3.
Intuitively, by simply listing their locations within the problem instances, the
solutions for 𝑘-Sum-𝑅 and Zero-𝑘-Clique-𝑅 can be described in 𝑂(log(𝑛)) bits . Given
a solution for the problem, we can just change one of the weights and use the solution
location to produce a correct preimage. So, now using Goldreich-Levin, we only need
to make 𝑂(log(𝑛)) queries during the security reduction.

4.1.3

Organization of Chapter

In section 4.2 we define our notions of fine-grained crypto primitives, including finegrained OWFs, fine-grained hardcore bits, and fine-grained key exchanges. In section 4.3, we describe a few classes of general assumptions (plantable, splittable, and
average-case list hard), and then describe the concrete fine-grained assumptions we
use (𝑘-Sum and Zero-𝑘-Clique). Next, in section 4.4 we show that the concrete assumptions we made imply certain subsets of the general assumptions. In section 4.7,
we show that using an assumption that is plantable, splittable, and average-case list
hard, we can construct a fine-grained key exchange.
In Section 4.6, we show how to use a plantable problem to get a fine-grained
OWF. In supplementary materials section 4.5 we show that Zero-𝑘-Clique has all of
the desired properties (plantable, splittable, and average-case list hard).

4.2

Preliminaries: Model of Computation and
Definitions

The running times of all algorithms are analyzed in the word-RAM model of computation, where simple operations such as +, −, ·, bit-shifting, and memory access all
require a single time-step.
Just as in normal exponential-gap cryptography we have a notion of probabilistic
polynomial-time (PPT) adversaries, we can similarly define an adversary that runs
in time less than expected for our fine-grained polynomial-time solvable problems.
This notion is something we call probabilistic fine-grained time (or PFT). Using this
notion makes it easier to define things like OWFs and doesn’t require carrying around
time parameters through every reduction.
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Definition 20. An algorithm 𝒜 is an 𝑇 (𝑛) probabilistic fine-grained time, PFT𝑇 (𝑛) ,
algorithm if there exists a constant 𝛿 > 0 such that 𝒜 runs in time 𝑂(𝑇 (𝑛)1−𝛿 ).
Note that in this definition, assuming 𝑇 (𝑛) = Ω(𝑛), any sub-polynomial factors
can be absorbed into 𝛿.
Additionally, we will want a notion of negligibility that cryptography has. Recall that a function negl(𝑛) is negligible if for all polynomials 𝑄(𝑛) and sufficiently
large 𝑛, negl(𝑛) < 1/𝑄(𝑛). We will have a similar notion here, but we will use
the words significant and insignificant corresponding to non-negligible and negligible
respectively.
Definition 21. A function sig(𝑛) is significant if
sig(𝑛) ≥

1
𝑝 (𝑛)

for all polynomials 𝑝. A function insig(𝑛) is insignificant if for all significant functions
sig(𝑛) and sufficiently large 𝑛,
insig(𝑛) < sig(𝑛).
Note that for every polynomial 𝑓 , 1/𝑓 (𝑛) is insignificant. Also notice that if a
probability is significant for an event to occur after some process, then we only need
to run that process a sub-polynomial number of times before the event will happen
almost certainly. This means our run-time doesn’t increase even in a fine-grained
sense; i.e. we can boost the probability of success of a randomized algorithm running
˜ (𝑛)) from 1/ log(𝑛) to 𝑂(1) just by repeating it 𝑂(log(𝑛)) times, and still run
in 𝑂(𝑇
˜ (𝑛)) time (note that ‘ ˜ ’ suppresses all sub-polynomial factors in this work).
in 𝑂(𝑇

4.2.1

Fine-Grained Symmetric Crypto Primitives

Ball et all defined fine-grained one-way functions (OWFs) in their work from 2017
[BRSV17]. They parameterize their OWFs with two functions: an inversion-time
function 𝑇 (𝑛) (how long it takes to invert the function on 𝑛 bits), and an probability′
of-inversion function 𝜖; given 𝑇 (𝑛)1−𝛿 time, the probability any adversary can invert
′
is 𝜖(𝑇 (𝑛)1−𝛿 ). The computation time is implicitly defined to be anything noticeably
less than the time to invert: there exists a 𝛿 > 0 and algorithm running in time
𝑇 (𝑛)1−𝛿 such that the algorithm can evaluate 𝑓 .
Definition 22 ((𝛿, 𝜖)-one-way functions). A function 𝑓 : {0, 1}* → {0, 1}* is (𝛿, 𝜖)one-way if, for some 𝛿 > 0, it can be evaluated on 𝑛 bits in 𝑂(𝑇 (𝑛)1−𝛿 ) time, but for
′
any 𝛿 ′ > 0 and for any adversary 𝒜 running in 𝑂(𝑇 (𝑛)1−𝛿 ) time and all sufficiently
large 𝑛,
[︁
]︁
Pr 𝑛 𝒜(𝑓 (𝑥)) ∈ 𝑓 −1 (𝑓 (𝑥)) ≤ 𝜖(𝑛, 𝛿).
𝑥←{0,1}

Using our notation of PFT𝑇 (𝑛) , we will similarly define OWFs, but with one fewer
parameter. We will only be caring about 𝑇 (𝑛), the time to invert, and assume that
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the probability an adversary running in time less than 𝑇 (𝑛) inverts with less time is
insignificant. We will show later, in section 4.6, that we can compile fine-grained one1
into ones with insignificant
way functions with probability of inversion 𝜖 ≤ 1 − 𝑛𝑜(1)
probability of inversion. So, it makes sense to drop this parameter in most cases.
Definition 23. A function 𝑓 : {0, 1}* → {0, 1}* is 𝑇 (𝑛) fine-grained one-way (is
an 𝑇 (𝑛)-FGOWF) if there exists a constant 𝛿 > 0 such that it takes time 𝑇 (𝑛)1−𝛿
to evaluate 𝑓 on any input, and there exists a function 𝜖(𝑛) ∈ insig(𝑛), and for all
PFT𝑇 (𝑛) adversaries 𝒜,
Pr

𝑥←{0,1}𝑛

[︁

]︁

𝒜(𝑓 (𝑥)) ∈ 𝑓 −1 (𝑓 (𝑥)) ≤ 𝜖(𝑛).

With traditional notions of cryptography there was always an exponential or at
least super-polynomial gap between the amount of time required to evaluate and
invert one-way functions. In the fine-grained setting we have a polynomial gap to
consider.
Definition 24. The (relative) gap of an 𝑇 (𝑛) fine-grained one-way function 𝑓 is the
constant 𝛿 > 0 such that it takes 𝑇 (𝑛)1−𝛿 to compute 𝑓 but for all PFT𝑇 (𝑛) adversaries
𝒜,
[︁
]︁
Pr 𝑛 𝒜(𝑓 (𝑥)) ∈ 𝑓 −1 (𝑓 (𝑥)) ≤ insig(𝑛).
𝑥←{0,1}

4.2.2

Fine-Grained Asymmetric Crypto Primitives

In this paper, we will propose a fine-grained key exchange. First, we will show how
to do it in an interactive manner, and then remove the interaction. Removing this
interaction means that it implies fine-grained public key encryption! Here we will
define both of these notions: a fine-grained non-interactive key exchange, and a finegrained, CPA-secure public-key cryptosystem.
First, consider the definition of a key exchange, with interaction. This definition
is modified from [BGI08] to match our notation. We will be referring to a transcript
generated by Alice and Bob and the randomness they used to generate it as a “random
transcript”.
Definition 25 (Fine-Grained Key Exchange). A (𝑇 (𝑛), 𝛼, 𝛾)-FG-KeyExchange is a
protocol, Π, between two parties 𝐴 and 𝐵 such that the following properties hold
∙ Correctness. At the end of the protocol, 𝐴 and 𝐵 output the same bit (𝑏𝐴 = 𝑏𝐵 )
except with probability 𝛾;
Pr [𝑏𝐴 = 𝑏𝐵 ] ≥ 1 − 𝛾

Π,𝐴,𝐵

This probability is taken over the randomness of the protocol, 𝐴, and 𝐵.
∙ Efficiency. There exists a constant 𝛿 > 0 such that the protocol for both parties
˜ (𝑛)1−𝛿 ).
takes time 𝑂(𝑇
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∙ Security. Over the randomness of Π, 𝐴, and 𝐵, we have that for all PFT𝑇 (𝑛)
eavesdroppers 𝐸 has advantage 𝛼 of guessing the shared key after seeing a random transcript. Where a transcript of the protocol Π is denoted Π(𝐴, 𝐵).
Pr [𝐸(Π(𝐴, 𝐵)) = 𝑏𝐵 ] ≤

𝐴,𝐵

1
+𝛼
2

A Strong (𝑇 (𝑛))-FG-KeyExchange is a (𝑇 (𝑛), 𝛼, 𝛾)-FG-KeyExchange where 𝛼 and 𝛾 are
insignificant. The key exchange is considered weak if it is not strong.
This particular security guarantee protects against chosen plaintext attacks. But
first, we need to define what we mean by a fine-grained public key cryptosystem.
Definition 26. An 𝑇 (𝑛)-fine-grained public-key cryptosystem has the following three
algorithms.
KeyGen(1𝜅 ) Outputs a public-secret key pair (𝑝𝑘, 𝑠𝑘).
Encrypt(𝑝𝑘, 𝑚) Outputs an encryption of 𝑚, 𝑐.
Decrypt(𝑠𝑘, 𝑐) Outputs a decryption of 𝑐, 𝑚.
These algorithms must have the following properties:
∙ They are efficient.
There
(︁
)︁ exists a constant 𝛿 > 0 such that all three algorithms
run in time 𝑂 𝑇 (𝑛)1−𝛿 .
∙ They are correct. For all messages 𝑚,
Pr

KeyGen,Encrypt,Decrypt

[Decrypt(𝑠𝑘, Encrypt(𝑝𝑘, 𝑚)) = 𝑚|(𝑝𝑘, 𝑠𝑘) ← KeyGen(1𝜆 )] ≥
1 − insig(𝑛).

The cryptosystem is CPA-secure if any PFT𝑇 (𝑛) adversary 𝒜 has an insignificant
advantage in winning the following game:
1. Setup. A challenger 𝒞 runs KeyGen(1𝑛 ) to get a pair of keys, (𝑝𝑘, 𝑠𝑘), and sends
𝑝𝑘 to 𝒜.
2. Challenge. 𝒜 gives two messages 𝑚0 and 𝑚1 to the challenger. The challenger
$
chooses a random bit 𝑏 ← {0, 1} and returns 𝑐 ← Encrypt(𝑝𝑘, 𝑚𝑏 ) to 𝒜.
3. Guess. 𝒜 outputs a guess 𝑏′ and wins if 𝑏′ = 𝑏.
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4.3

Average Case Assumptions

Below we will describe four general properties so that any assumed-to-be-hard problem that satisfies them can be used in our later constructions of one-way functions
and cryptographic key exchanges. We will also propose two concrete problems with
believable fine-grained hardness assumptions on it, and we will prove that these problems satisfy some, if not all, of our general properties.
Let us consider a search or decision problem 𝑃 . Any instance of 𝑃 could potentially have multiple witnesses/solutions. We will restrict our attention only to
those instances with no solutions or with exactly one solution. We define the natural
uniform distributions over these instances below.
Definition 27 (General Distributions). Fix a size 𝑛 and a search problem 𝑃 . Define
𝐷0 (𝑃, 𝑛) as the uniform distribution over the set 𝑆0 , the set of all 𝑃 -instances of
size 𝑛 that have no solutions/witnesses. Similarly, let 𝐷1 (𝑃, 𝑛) denote the uniform
distribution over the set 𝑆1 , the set of all 𝑃 -instances of size 𝑛 that have exactly one
unique solution/witness. When 𝑃 and 𝑛 are clear from the context, we simply use 𝐷0
and 𝐷1 .

4.3.1

General Useful Properties

We now turn our attention to defining the four properties that a fine-grained hard
problem needs to have, in order for our constructions to work with it.
To be maximally general, we present definitions often with more than one parameter. The four properties are: average case indistinguishably hard, plantable, average
case list-hard and splittable.
We state the formal definitions. In these definitions you will see constants for
probabilities. Notably 2/3 and 1/100. These are arbitrary in that the properties we
need are simply that 1/2 < 2/3 and 2/3 is much less than 1 − 1/100. We later boost
these probabilities and thus only care that there are constant gaps.
Definition 28 (Average Case Indistinguishably Hard). For a decision or search problem 𝑃 and instance size 𝑛, let 𝐷 be the distribution drawing with probability 1/2 from
𝐷0 (𝑃, 𝑛) and 1/2 from 𝐷1 (𝑃, 𝑛).
Let 𝑣𝑎𝑙(𝐼) = 0 if 𝐼 is from the support of 𝐷0 and let 𝑣𝑎𝑙(𝐼) = 1 if 𝐼 is from the
support of 𝐷1 .
𝑃 is Average Case Indistinguishably Hard in time 𝑇 (𝑛) (𝑇 (𝑛)-ACIH) if 𝑇 (𝑛) =
Ω(𝑛) and for any PFT𝑇 (𝑛) algorithm 𝐴
Pr [𝐴(𝐼) = 𝑣𝑎𝑙(𝐼)] ≤ 2/3.

𝐼∼𝐷

We also define a similar notion for search problems. Intuitively, it is hard to find
a ‘witness’ for a problem with a solution, but we need to define what a witness is and
how to verify a witness in the fine-grained world.
Definition 29 (Average Case Search Hard). For a search problem 𝑃 and instance
size 𝑛, let 𝐷1 = 𝐷1 (𝑃, 𝑛).
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Let 𝑤𝑖𝑡(𝐼) denote an arbitrary witness of an instance 𝐼 with at least one solution.
𝑃 is Average Case Search Hard in time 𝑇 (𝑛) if 𝑇 (𝑛) = Ω(𝑛) and
∙ there exists a PFT𝑇 (𝑛) algorithm 𝑉 (a fine-grained verifier) such that 𝑉 (𝐼,
𝑤𝑖𝑡(𝐼)) = 1 if 𝐼 has a solution and 𝑤𝑖𝑡(𝐼) is a witness for it and 0 otherwise
∙ and for any PFT𝑇 (𝑛) algorithm 𝐴
Pr [𝐴(𝐼) = 𝑤𝑖𝑡(𝐼)] ≤ 1/100.

𝐼∼𝐷1

Note that ACIH implies ACSH, but not the other way around. In fact, given
difficulties in dealing with problems in the average case, getting search-to-decision
reductions seems very difficult.
Our next definition describes a fine-grained version of a problem (or relation) being
‘plantable’ [Lin17]. The definition of a plantable problem from Lindell’s book states
that a plantable NP-hard problem is hard if there exists a PPT sampling algorithm
𝐺. 𝐺 produces both a problem instance and a corresponding witness (𝑥, 𝑦), and over
the randomness of 𝐺, any other PPT algorithm has a negligible chance of finding a
witness for 𝑥.
There are a couple of differences between our definition and the plantable definition
from Lindell’s book the [Lin17]. First, we will of course have to put a fine-grained
spin on it: our problem is solvable in time 𝑇 (𝑛) and so we will need to be secure
against PFT𝑇 (𝑛) adversaries. Second, we will be focusing on a decision-version of our
problems, as indicated by definition 28. Intuitively, our sampler (Generate) will also
take in a bit 𝑏 to determine whether or not it produces an instance of the problem
that has a solution or does not.
Definition 30 (Plantable ((𝐺(𝑛), 𝜖)-Plantable)). A 𝑇 (𝑛)-ACIH or 𝑇 (𝑛)-ACSH
problem 𝑃 is plantable in time 𝐺(𝑛) with error 𝜖 if there exists a randomized algorithm
Generate that runs in time 𝐺(𝑛) such that on input 𝑛 and 𝑏 ∈ {0, 1}, Generate(𝑛, 𝑏)
produces an instance of 𝑃 of size 𝑛 drawn from a distribution of total variation distance at most 𝜖 from 𝐷𝑏 (𝑃, 𝑛).
If it is a 𝑇 (𝑛)−𝐴𝐶𝑆𝐻 problem, then Generate(𝑛, 1) also needs to output a witness
𝑤𝑖𝑡(𝐼), in addition to an instance 𝐼.
We now introduce the List-Hard property. Intuitively, this property states that
when given a list of length ℓ(𝑛) of instances of 𝑃 , it is almost as hard to determine if
there exists one instance with a solution as it is to solve an instance of size ℓ(𝑛) · 𝑛.
Definition 31 (Average Case List-hard ((𝑇 (𝑛), ℓ(𝑛), 𝛿𝐿𝐻 )-ACLH)). A 𝑇 (𝑛)ACIH or 𝑇 (𝑛)-ACSH problem 𝑃 is Average Case List Hard in time 𝑇 (𝑛) with list
length ℓ(𝑛) if ℓ(𝑛) = 𝑛Ω(1) , and for every PFTℓ(𝑛)·𝑇 (𝑛) algorithm 𝐴, given a list of ℓ(𝑛)
$
instances, I = 𝐼1 , 𝐼2 , . . . , 𝐼ℓ(𝑛) , each of size 𝑛 distributed as follows: 𝑖 ← [ℓ(𝑛)] and
𝐼𝑖 ∼ 𝐷1 (𝑃, 𝑛) and for all 𝑗 ̸= 𝑖, 𝐼𝑗 ∼ 𝐷0 (𝑃, 𝑛);
Pr[𝐴(I) = 𝑖] ≤ 𝛿𝐿𝐻 .
I
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It’s worth noting that this definition is nontrivial only if ℓ(𝑛) = 𝑛Ω(1) . Otherwise
˜ (𝑛)), since ℓ(𝑛) would be sub-polynomial.
ℓ(𝑛)𝑇 (𝑛) = 𝑂(𝑇
We now introduce the splittable property. Intuitively a splittable problem has a
process in the average case to go from one instance 𝐼 into a pair of average looking
problems with the same number of solutions. We use the splittable property to enforce
that a solution is shared between Alice and Bob, which becomes the basis of Alice
and Bob’s shared key (see Figure 4-1).
Definition 32 ((Generalized) Splittable). A 𝑇 (𝑛)-ACIH problem 𝑃 is generalized
splittable with error 𝜖, to the problem 𝑃 ′ if there exists a PFT𝑇 (𝑛) algorithm Split and
a constant 𝑚 such that
∙ when given a 𝑃 -instance 𝐼 ∼ 𝐷0 (𝑃, 𝑛), Split(𝐼) produces a list of length 𝑚 of
pairs of instances {(𝐼11 , 𝐼21 ), . . . , (𝐼1𝑚 , 𝐼2𝑚 )} where ∀𝑖 ∈ [1, 𝑚] 𝐼1𝑖 , 𝐼2𝑖 are drawn from
a distribution with total variation distance at most 𝜖 from 𝐷0 (𝑃 ′ , 𝑛)×𝐷0 (𝑃 ′ , 𝑛).
∙ when given an instance of a problem 𝐼 ∼ 𝐷1 (𝑃, 𝑛), Split(𝐼) produces a list of
length 𝑚 of pairs of instances {(𝐼11 , 𝐼21 ), . . . , (𝐼1𝑚 , 𝐼2𝑚 )} where ∃𝑖 ∈ [1, 𝑚] such
that 𝐼1𝑖 , 𝐼2𝑖 are drawn from a distribution with total variation distance at most 𝜖
from 𝐷1 (𝑃 ′ , 𝑛) × 𝐷1 (𝑃 ′ , 𝑛).
Now we will give a slightly different definition of splittable, one that relies of the
structure of witnesses. In essence, instead of splitting an instance with a solution into
two instances with solutions, we split it into two instances with solutions that share
a witness, hence we call it ‘correlated.’ This is much more specialized and used in our
later construction based off of Zero-𝑘-Clique in Section 4.8.
Let Cor = {(𝐼0 , 𝐼1 ) : 𝑣𝑎𝑙(𝐼0 ) = 𝑣𝑎𝑙(𝐼1 ) = 1 ∧ 𝑤𝑖𝑡(𝐼0 ) = 𝑤𝑖𝑡(𝐼1 )}, the set of witnesscorrelated single-solution pairs of problem instances, and let 𝐷Cor be the uniform
distribution on Cor.
Definition 33 (Correlated Splittable). A 𝑇 (𝑛)-ACIH problem 𝑃 is correlated splittable with error 𝜖, to the problem 𝑃 ′ if there exists a PFT𝑇 (𝑛) algorithm Split and a
constant 𝑚 such that
∙ when given a 𝑃 -instance 𝐼 ∼ 𝐷0 (𝑃, 𝑛), Split(𝐼) produces a list of length 𝑚 of
pairs of instances {(𝐼11 , 𝐼21 ), . . . , (𝐼1𝑚 , 𝐼2𝑚 )} where ∀𝑖 ∈ [1, 𝑚] 𝐼1𝑖 , 𝐼2𝑖 are drawn from
a distribution with total variation distance at most 𝜖 from 𝐷0 (𝑃 ′ , 𝑛)×𝐷0 (𝑃 ′ , 𝑛).
∙ when given an instance of a problem 𝐼 ∼ 𝐷1 (𝑃, 𝑛), Split(𝐼) produces a list of
length 𝑚 of pairs of instances {(𝐼11 , 𝐼21 ), . . . , (𝐼1𝑚 , 𝐼2𝑚 )} where ∃𝑖 ∈ [1, 𝑚] such
that 𝐼1𝑖 , 𝐼2𝑖 are drawn from a distribution with total variation distance at most 𝜖
from 𝐷Cor .
Notice that Correlated Splittable has the same guarantees for instances drawn
from 𝐷0 as Generalized Splittable. In Section 4.5.3, we will show that Zero-𝑘-Clique is
both Generalized and Correlated Splittable (though with different Split algorithms,
since the two definitions are incompatible).
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4.3.2

Concrete Hypothesis

Problem Descriptions Two key problems within fine-grained complexity are the
𝑘-Sum problem and the Zero-𝑘-Clique problem.
Given 𝑘 lists of 𝑛 numbers 𝐿1 , . . . , 𝐿𝑘 , the 𝑘-Sum problem asks, are there 𝑎1 ∈
∑︀
𝐿1 , . . . , 𝑎𝑘 ∈ 𝐿𝑘 so that 𝑘𝑗=1 𝑎𝑗 = 0. The fastest known algorithms for 𝑘-Sum run in
𝑛⌈𝑘/2⌉−𝑜(1) time, and this running time is conjectured to be optimal, in the worst case
(see e.g. [Pat10, AW14, Vas18]).
The Zero-𝑘-Clique problem is, given a graph 𝐺 on 𝑛 vertices and integer edge
weights, determine whether 𝐺 contains 𝑘 vertices that form a 𝑘-clique so that the
sum of all the weights of the clique edges is 0. The fastest known algorithms for
this problem run in 𝑛𝑘−𝑜(1) time, and this is conjectured to be optimal in the worst
case (see e.g. [BT16], [AVW14], [LWW18], [BGMW18]). As we will discuss later,
Zero-𝑘-Clique and 𝑘-Sum are related. In particular, it is known [WW10] that if 3Sum requires 𝑛2−𝑜(1) time, then Zero-3-Clique requires 𝑛3−𝑜(1) time. Zero-3-Clique is
potentially even harder than 3-Sum, as other problems such as All-Pairs Shortest
Paths are known to be reducible to it, but not to 3-Sum.
A folklore conjecture states that when the 3-Sum instance is formed by drawing
𝑛 integers uniformly at random from {−𝑛3 , . . . , 𝑛3 } no PFT𝑛2 algorithm can solve
3-Sum on a constant fraction of the instances. This, and more related conjectures
were explicitly formulated by Pettie [Pet15].
We propose a new hypothesis capturing the folklore intuition, while drawing some
motivation from other average case hypotheses such as Planted Clique. For convenience, we consider the 𝑘-Sum and Zero-𝑘-Clique problems modulo a number; this
variant is at least as hard to solve as the original problems over the integers: we can
reduce these original
(︁ )︁ problems to their modular versions where the modulus is only
𝑘 (for 𝑘-Sum) or 𝑘2 (for Zero-𝑘-Clique) times as large as the original range of the
numbers.
We will discuss and motivate our hypotheses further in Section 4.4.
Definition 34. An instance of the 𝑘-Sum problem over range 𝑅, 𝑘-Sum-𝑅, consists
of 𝑘𝑛 numbers in 𝑘 lists 𝐿1 , . . . , 𝐿𝑘 . The numbers are chosen from the range [0, 𝑅−1].
A solution of a 𝑘-Sum-𝑅 instance is a set of 𝑘 numbers 𝑎1 ∈ 𝐿1 , . . . , 𝑎𝑘 ∈ 𝐿𝑘 such
∑︀
that their sum is zero mod 𝑅, 𝑘𝑖=1 𝑎𝑖 ≡ 0 mod 𝑅.
We will also define the uniform distributions over 𝑘-Sum instances that have a
certain number of solutions. We define two natural distributions over 𝑘-Sum-𝑅 instances.
𝑘𝑠𝑢𝑚
Definition 35. Define 𝐷uniform
[𝑅, 𝑛] be the distribution of instances obtained by picking each integer in the instance uniformly at random from the range [0, 𝑅 − 1].
Define 𝐷0𝑘𝑠𝑢𝑚 [𝑅, 𝑛] = 𝐷0 ( 𝑘-Sum-𝑅, 𝑛) to be the uniform distribution over 𝑘-Sum𝑅 instances with no solutions. Similarly, let 𝐷1𝑘𝑠𝑢𝑚 [𝑅, 𝑛] = 𝐷1 ( 𝑘-Sum-𝑅, 𝑛) to be
the uniform distribution over 𝑘-Sum-𝑅 instances with 1 solution.
The distribution 𝐷𝑘𝑠𝑢𝑚 [𝑅, 𝑖, 𝑛] is the uniform distribution over 𝑘-Sum instances
with 𝑛 values chosen modulo 𝑅 and where there are exactly 𝑖 distinct solutions.
Let 𝐷0𝑘𝑠𝑢𝑚 [𝑅, 𝑛] = 𝐷𝑘𝑠𝑢𝑚 [𝑅, 0, 𝑛], and 𝐷1𝑘𝑠𝑢𝑚 [𝑅, 𝑛] = 𝐷𝑘𝑠𝑢𝑚 [𝑅, 1, 𝑛].
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We now proceed to define the version of Zero-𝑘-Clique that we will be using. In
addition to working modulo an integer, we restrict our attention to 𝑘-partite graphs.
In the worst case, the Zero-𝑘-Clique on a general graph reduces to Zero-𝑘-Clique on
a complete 𝑘-partite graph 2 [AYZ16].
Definition 36. An instance of Zero-𝑘-Clique-𝑅 consists of a 𝑘-partite graph with 𝑘𝑛
nodes and partitions 𝑃1 , . . . , 𝑃𝑘 . The 𝑘-partite graph is complete: there is an edge
between
(︁ )︁ a node 𝑣 ∈ 𝑃𝑖 and a node 𝑢 ∈ 𝑃𝑗 if and only if 𝑖 ̸= 𝑗. Thus, every instance
has 𝑘2 𝑛2 edges. The weights of the edges come from the range [0, 𝑅 − 1].
A solution in a Zero-𝑘-Clique-𝑅 instance is (︁a )︁set of 𝑘 nodes 𝑣1 ∈ 𝑃1 , . . . , 𝑣𝑘 ∈
𝑃𝑘 such that the sum of all the weights on the 𝑘2 edges in the 𝑘-clique formed by
∑︀
∑︀
𝑣1 , . . . , 𝑣𝑘 is congruent to zero mod 𝑅: 𝑖∈[1,𝑘] 𝑗∈[1,𝑘] and 𝑗̸=𝑖 𝑤(𝑣𝑖 , 𝑣𝑗 ) ≡ 0 mod 𝑅. A
solution is also called a zero 𝑘-clique.
We now define natural distributions over Zero-𝑘-Clique-𝑅 instances, similar to
those we defined for 𝑘-Sum-𝑅. We will additionally define the distributions of these
instances in which a certain number of solutions appear.
𝑧𝑘𝑐
[𝑅, 𝑛] to be the distribution of instances obtained by
Definition 37. Define 𝐷uniform
picking each integer edge weight in the instance uniformly at random from the range
[0, 𝑅 − 1].
Define 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] = 𝐷0 (Zero-𝑘-Clique-𝑅, 𝑛) to be the uniform distribution over
Zero-𝑘-Clique-𝑅 instances with no solutions. Similarly, let 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛] = 𝐷1 (Zero𝑘-Clique-𝑅, 𝑛) to be the uniform distribution over Zero-𝑘-Clique-𝑅 instances with 1
solution.
The distribution is 𝐷𝑧𝑘𝑐 [𝑅, 𝑖, 𝑛] the uniform distribution over zero k-clique instances on 𝑘𝑛 nodes with weights chosen modulo 𝑅 and where there are exactly 𝑖
distinct zero k-cliques in the graph. Let 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] = 𝐷𝑧𝑘𝑐 [𝑅, 0, 𝑘] and 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛] =
𝐷𝑧𝑘𝑐 [𝑅, 1, 𝑘].

Weak and Strong Hypotheses The strongest hypothesis that one can make is that
the average case version of a problem takes essentially the same time to solve as the
worst case variant is hypothesized to take. The weakest but still useful hypothesis
that one could make is that the average case version of a problem requires super-linear
time. We formulate both such hypotheses and derive meaningful consequences from
them.
We state the weak versions in terms of decision problems and the strong version
in terms of search problems. This is for convenience of presenting results. Our finegrained one-way functions and fine-grained key exchanges can both be built using the
search variants. We make these choices for clarity of presentation later on.
Definition 38 (Weak 𝑘-Sum-𝑅 Hypothesis ). There exists some large enough constant 𝑐 such that for all constants 𝑐′ > 𝑐, distinguishing
𝐷0𝑘𝑠𝑢𝑚 [𝑐′ 𝑅, 𝑛] and 𝐷1𝑘𝑠𝑢𝑚 [𝑐′ 𝑅, 𝑛] is 𝑛1+𝛿 -ACIH for some 𝛿 > 0.
2

This reduction is done using color-coding ([AYZ16]), an example of this lemma exists in the
paper “Tight Hardness for Shortest Cycles and Paths in Sparse Graphs” [LWW18].
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Definition 39 (Weak Zero-𝑘-Clique-𝑅 Hypothesis ). There exists some large enough
constant 𝑐 such that for all constants 𝑐′ > 𝑐, distinguishing 𝐷0𝑧𝑘𝑐 [𝑐′ 𝑅, 𝑛] and 𝐷1𝑧𝑘𝑐
[𝑐′ 𝑅, 𝑛] is 𝑛2+𝛿 -ACIH for some 𝛿 > 0.
Notice that the Zero-𝑘-Clique-𝑅 problem is of size 𝑂(𝑛2 ).
Definition 40 (Strong Zero-𝑘-Clique-𝑅 Hypothesis for range 𝑛𝑐𝑘 ). For all 𝑐 > 1,
given an instance 𝐼 drawn from the distribution 𝐷1𝑧𝑘𝑐 [𝑛𝑐𝑘 , 𝑛] where the witness (solution) is the single zero 𝑘-clique is formed by nodes {𝑣1 , . . . , 𝑣𝑘 }, finding {𝑣1 , . . . , 𝑣𝑘 }
is 𝑛𝑘 -ACSH.
Some may find the assumption with range 𝑛𝑘 to be the most believable assumption.
This is where the probability of a Zero-𝑘-Clique existing at all is a constant.
Definition 41 (Random Edge Zero-𝑘-Clique Hypothesis ). Let 𝑠𝑜𝑙(𝐼) be a function over instances of Zero-𝑘-Clique problems where 𝑠𝑜𝑙(𝐼) = 0 if there are no zero
𝑘-cliques and 𝑠𝑜𝑙(𝐼) = 1 if there is at least one zero 𝑘-clique. Let 𝑤𝑖𝑡(𝐼) be a
zero 𝑘-clique in 𝐼, if one exists. Given an instance 𝐼 drawn from the distribution
𝑧𝑘𝑐
[𝑛𝑘 , 𝑛] there is some large enough 𝑛 such that for any PFT𝑛𝑘 algorithm 𝒜
𝐷uniform
Pr [𝒜(𝐼) = 𝑤𝑖𝑡(𝐼)|𝑠𝑜𝑙(𝐼) = 1] ≤ 1/200.

𝐼∼𝐷

Our constructions will work by assuming Strong Zero-𝑘-Clique-𝑅 Hypothesis over
a relatively large range: 𝑅 = Ω(𝑛8𝑘 ). Fortunately, we are able to prove that finding
zero-𝑘-cliques over smaller ranges is as hard as finding them over larger ones. So, if you
believe that Zero-𝑘-Clique is hard over a range where an uniformly sampled instance
is expected to have almost one solution (e.g. a small range like 𝑂(𝑛1.01·𝑘 )), we can
show that this implies larger ranges, which are used extensively in our constructions,
are also hard.
Theorem 16. Strong Zero-𝑘-Clique-𝑅 Hypothesis for range 𝑅 = 𝑛𝑐𝑘 is implied by
the Random Edge Random Edge Zero-𝑘-Clique Hypothesis if 𝑐 > 1 is a constant.3
Proof. Create 𝑛(1−1/𝑐) random partitions of the nodes where each partition is of size
𝑛1/𝑐 . Then generate 𝑛(1−1/𝑐)𝑘 graphs by choosing every possible choice of 𝑘 partitions.
This results in 𝑛(1−1/𝑐)𝑘 problems of size 𝑛1/𝑐 with range 𝑛𝑘 .
If an algorithm 𝐴 violated Strong Zero-𝑘-Clique-𝑅 Hypothesis for range 𝑛𝑐𝑘 then
it must have some running time of the form 𝑂(𝑛𝑘−𝛿 ) for 𝛿 > 0. We could run 𝐴 on
all 𝑛(1−1/𝑐)𝑘 problems, resulting in a running time of 𝑛𝑘/𝑐−𝛿/𝑐 𝑛(1−1/𝑐) 𝑘 = 𝑂(𝑛𝑘−𝛿/𝑐 ) for
the Random Edge problem. If we find a valid zero-𝑘-clique then we return 1. If we
don’t we return 0 with probability 1/2 and 1 with probability 1/2.
Let 𝑝1 be the probability that any one of the 𝑛𝑘/𝑐 has exactly one zero clique,
conditioned on 𝑣𝑎𝑙(𝐼) = 1 (that there is at least one solution).
If Strong Zero-𝑘-Clique-𝑅 Hypothesis is violated then we return the correct answer
1
1
+ (1 − 𝑝1 /100)/2 = 1/2 + 𝑝1 200
. So, we now want
with the probability at least 𝑝1 100
to lower bound the value of 𝑝1 .
3

Thank you to Russell Impagliazzo for discussions related to the sizes of ranges 𝑅.
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The probability that there are more than 2 cliques in a subproblem of size 𝑛1/𝑐 ,
conditioned on there being at least one clique is at most 𝑛−𝑘(1−1/𝑐) . Because to
generate the distribution of problems of size 𝑛1/𝑐 with at least
one clique one can
(︁ )︁
plant a clique (randomly choose 𝑘 nodes and randomly choose 𝑘2 − 1 edge weights,
then choose the final edge weight such that this is a zero 𝑘-clique). The expected
1/𝑐
number of cliques other than the planted clique is 𝑛 𝑛𝑘−1 and the number of cliques
other than the planted clique is a non-negative integer.
So conditioned 𝑣𝑎𝑙(𝐼) = 1 we have that 𝑝1 ≥ 1 − 𝑛−𝑘(1−1/𝑐) . So the probability of
success, conditioned on 𝑣𝑎𝑙(𝐼) = 1 is at least 𝑝1 /100 ≥ 1/200.

4.4

Our Assumptions: Background and Justification

In this section, we justify making average-case hardness assumptions for 𝑘-SUM and
Zero 𝑘-Clique — and why we do not for other fine-grained problems. We start with
some background on these problems, and then justify why our hypotheses are believable.

4.4.1

Background for Fine-Grained Problems

Among the most popular hypotheses in fine-grained complexity is the one concerning
the 3-Sum problem defined as follows: given three lists 𝐴, 𝐵 and 𝐶 of 𝑛 numbers each
from {−𝑛𝑡 , . . . , 𝑛𝑡 } for large enough 𝑡, determine whether there are 𝑎 ∈ 𝐴, 𝑏 ∈ 𝐵, 𝑐 ∈
𝐶 with 𝑎 + 𝑏 + 𝑐 = 0. There are multiple equivalent variants of the problem (see e.g.
[GO12]).
The fastest 3-Sum algorithms run in 𝑛2 (log log 𝑛)𝑂(1) / log2 𝑛 time (Baran, Demaine and Patrascu for integer inputs [BDP08], and more recently Chan’18 for real
inputs [Cha18]). Since the 1990s, 3-Sum has been an important problem in computational geometry. Gajentaan and Overmars [GO12] formulated the hypothesis that
3-Sum requires quadratic time (nowadays this means 𝑛2−𝑜(1) time on a word-RAM
with 𝑂(log 𝑛) bit words), and showed via reductions that many geometry problems
also require quadratic time under this hypothesis. Their work spawned many more
within geometry. In recent years, many more consequences of this hypothesis have
been derived, for a variety of non-geometric problems, such as sequence local alignment [AVW14], triangle enumeration [Pat10, KPP16], and others.
As shown by Vassilevska Williams and Williams [WW10], 3-Sum can be reduced
to a graph problem, 0-Weight Triangle, so that if 3-Sum requires 𝑛2−𝑜(1) time on
inputs of size 𝑛, then 0-Weight Triangle requires 𝑁 3−𝑜(1) time in 𝑁 -node graphs. In
fact, Zero-Weight Triangle is potentially harder than 3-Sum, as one can also reduce to
it the All-Pairs Shortest Paths (APSP) problem, which is widely believed to require
essentially cubic time in the number of vertices. There is no known relationship (via
reductions) between APSP and 3-Sum.
The Zero-Weight Triangle problem is as follows: given an 𝑛-node graph with edge
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weights in the range {−𝑛𝑐 , . . . , 𝑛𝑐 } for large enough 𝑐, denoted by the function 𝑤(·, ·),
are there three nodes 𝑝, 𝑞, 𝑟 so that 𝑤(𝑝, 𝑞) + 𝑤(𝑞, 𝑟) + 𝑤(𝑟, 𝑝) = 0? Zero-Weight
Triangle is just Zero-3-Clique where the numbers are from a polynomial range.
An equivalent formulation assumes that the input graph is tripartite and complete
(between partitions).
Both 3-Sum and Zero-Weight Triangle have generalizations for 𝑘 ≥ 3: 𝑘-Sumand
Zero-Weight 𝑘-Clique, defined in the natural way: (1) given 𝑘 lists of 𝑛 numbers each
from {−𝑛𝑐𝑘 , . . . , 𝑛𝑐𝑘 } for large 𝑐, are there 𝑘 numbers, one from each list, summing to
0? and (2) given a complete 𝑘-partite graph with edge weights from {−𝑛𝑘𝑐 , . . . , 𝑛𝑘𝑐 }
for large 𝑐, is there a 𝑘-clique with total weight sum 0?

4.4.2

Justifying the Hardness of Some Average-Case FineGrained Problems

The 𝑘-Sum problem is conjectured to require 𝑛⌈𝑘/2⌉−𝑜(1) time for large enough weights,
and the Zero-Weight 𝑘-Clique problem is conjectured to require 𝑛𝑘−𝑜(1) time (for
large enough weights), matching the best known algorithms for both problems (see
[Vas18]). Both of these conjectures have been used in fine-grained complexity to
derive conditional lower bounds for other problems (e.g. [BT16], [AVW14], [LWW18],
[BGMW18]).
It is tempting to conjecture average-case hardness for the key hard problems within
fine-grained complexity: Orthogonal Vectors (OV), APSP, 3-Sum. However, it is
known that APSP is not hard on average, for many natural distributions (see e.g.
[PSSZ13, CFMP00]), and OV is likely not (quadratically) hard on average (see e.g.
[KW17]).
On the other hand, it is a folklore belief that 3-Sum is actually hard on average.
In particular, if one samples 𝑛 integers uniformly at random from {−𝑐𝑛3 , . . . , 𝑐𝑛3 }
for constant 𝑐, the expected number of 3-Sums in the instance is Θ(1), and there is
no known truly subquadratic time algorithm that can solve 3-Sum reliably on such
instances. The conjecture that this is a hard distribution for 3-Sum was formulated
for instance by Pettie [Pet15].
The same folklore belief extends to 𝑘-Sum. Here a hard distribution seems to be
to generate 𝑘 lists uniformly from a large enough range {−𝑐𝑛𝑘 , . . . , 𝑐𝑛𝑘 }, so that the
expected number of solutions is constant.
Due to the tight relationship between 3-Sum and Zero-Weight Triangle, one might
also conjecture that uniformly generated instances of the latter problem are hard to
solve on average. In fact, if one goes through the reductions from the worst-case
3-Sum problem to the worst-case Zero-Weight Triangle, via the 3-Sum Convolution
problem [Pat10, WW13] starting from an instance of 3-Sum with numbers taken
uniformly at random from a range, then one obtains a list of Zero-Weight Triangle
instances that are essentially average-case. This is easier to see in the simpler but
less efficient reduction in [WW13] which from a 3-Sum instance creates 𝑛1/3 instances
of (complete tripartite) Zero-Weight Triangle on 𝑂(𝑛2/3 ) nodes each and whose edge
weights are exactly the numbers from the 3-Sum instance. Thus, at least for 𝑘 = 3,
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average-case hardness for 3-Sum is strong evidence for the average-case hardness for
Zero-Weight Triangle.
Previously, for Theorem 16, we gave a reduction between uniform instances of
uniform Zero-Weight k-Clique with range Θ(𝑛𝑘 ) and instances of planted Zero-Weight
k-Clique with large range. Working with instances of planted Zero-Weight 𝑘-Clique
with large range is easier for our hardness constructions, so we use those in most of
this paper.
Justifying the Hardness of Distinguishing. Now, our main assumptions
consider distinguishing between the distributions 𝐷0 and 𝐷1 for 3-Sum and ZeroWeight Triangle. Here we take inspiration from the Planted Clique assumption from
Complexity [HK11, Jer92, Kuc95]. In Planted Clique, one first generates an ErdösRenyi graph that is expected to not contain large cliques, and then with probability
1/2, one plants a clique in a random location. Then the assertion is that no polynomial
time algorithm can distinguish whether a clique was planted or not.
We consider the same sort of process for Zero-𝑘-Clique. Imagine that we first
generate a uniformly random instance that is expected to have no zero 𝑘-Cliques,
by taking the edge weights uniformly at random from a large enough range, and
then we plant a zero 𝑘-Clique with probability 1/2 in a random location. Similarly
to the Planted Clique assumption, but now in a fine-grained way, we can assume
that distinguishing between the planted and the not-planted case is computationally
difficult.
Our actual hypothesis is that when one picks an instance that has no zero 𝑘Cliques at random with probability 1/2 and picks one that has a zero 𝑘-Clique with
probability 1/2, then distinguishing these two cases is hard. As we show later, this
hypothesis is essentially equivalent to the planted version (up to some slight difference
between the underlying distributions).
Similarly to Planted Clique, no known approach for Zero-𝑘-Clique seems to work
in this average-case scenario, faster than essentially 𝑛𝑘 , so it is natural to hypothesize
that the problem is hard. We leave it as a tantalizing open problem to determine
whether the problem is actually hard, either by reducing a popular worst-case hypothesis to it, or by providing a new algorithmic technique.

4.5

Properties of 𝑘-Sum and Zero-𝑘-Clique Hypotheses

In this section, we will prove the properties that 𝑘-Sum and Zero-𝑘-Clique have that
will make them useful in constructing fine-grained OWFs and our fine-grained key
exchange.

4.5.1

𝑘-Sum is Plantable from a Weak Hypothesis

Here we will show that by assuming the Weak 𝑘-Sum hypothesis (see definition 38), we
get that 𝑘-Sum is plantable and 𝑛2+𝛿 -ACIH. The proof is relatively straightforward:
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just show that planting a solution in a random 𝑘-Sum-𝑅 instance is easy while making
sure that the distributions are close to what you expect.
Theorem 17. Assuming the weak 𝑘-Sum-𝑅 hypothesis, 𝑘-Sum-𝑅 is plantable with
error ≤ 2𝑛𝑘 /𝑅 in 𝑂(𝑛) time.
Proof. First, we will define Generate(𝑛, 𝑏):
∙ 𝑏 = 0: choose all 𝑘𝑛 entries uniformly at random from [0, 𝑅 − 1], taking time
𝑂(𝑛).
∙ 𝑏 = 1: choose all 𝑘𝑛 entries uniformly at random from [0, 𝑅 − 1], then choose
$
values 𝑣1 , . . . , 𝑣𝑘 , each 𝑣𝑖 at random from partition 𝑃𝑖 , and choose 𝑖 ← [𝑘]. Set
∑︀
𝑣𝑖 = − 𝑗̸=𝑖 𝑣𝑗 mod 𝑅. This takes time 𝑂(𝑛).
We need to show that Generate(𝑛, 0) is 𝜖-close to 𝐷0 and Generate(𝑛, 1) is 𝜖-close
to 𝐷1 .
First, we note that Generate(𝑛, 0) has the following property: Pr𝐼∼Generate(𝑛,0) [𝐼 =
𝐼 ′ |𝐼 has no solutions] = Pr𝐼∼𝐷0 [𝐼 = 𝐼 ′ ]. This is because Generate(𝑛, 0) samples uniformly over the support of 𝐷0 . So, the total variation distance between Generate(𝑛, 0)
and 𝐷0 is the probability Generate(𝑛, 0) samples outside of the support of 𝐷0 , that is,
the probability Generate(𝑛, 0) samples an 𝐼 with a value 1 or greater. Let TVD denote
Total Variation Distance between two distributions. Now, a union bound gives us
TVD(Generate(𝑛, 0), 𝐷0 ) =

Pr

[𝐼 has at least 1 solution]

𝐼∼Generate(𝑛,0)

∑︁

≤
𝑘

Pr

𝑘

[s is a 𝑘-Sum]

𝐼∼Generate(𝑛,0)

all 𝑛 sums s ∈ [𝑛]
𝑛𝑘
= .
𝑅
Now, to show that Generate(𝑛, 1) is 𝜖-close to 𝐷1 , we will use the fact that totalvariation distance (TVD) is a metric and the triangle inequality. Let Generate(𝑛, 0)+
Plant and 𝐷0 + Plant denote sampling from the first distribution and planting a
𝑘-Sum solution at random (so Generate(𝑛, 0)+ Plant = Generate(𝑛, 1)). We have that
TVD(Generate(𝑛, 1), 𝐷1 ) ≤ TVD(Generate(𝑛, 0) + Plant, 𝐷0 + Plant)
+ TVD(𝐷0 + Plant, 𝐷1 ).
The distance Generate(𝑛, 0)+ Plant from 𝐷0 + Plant is equal to the distance from
Generate(𝑛, 0) and 𝐷0 , since the planting does not change between distributions. As
𝑘
previously shown, this distance is at most 𝑛𝑅 . The distance from 𝐷0 + Plant and
𝐷1 is just the chance that we introduce more than one clique by planting. We are
only changing one value in the 𝐷0 instance, 𝑣𝑖 . There are 𝑛𝑘−1 − 1 ≤ 𝑛𝑘−1 possible
sums involving 𝑣𝑖 , so the chance that we accidentally introduce an unintended 𝑘𝑘−1
Sum solution is at most 𝑛 𝑅 . Therefore,
𝑛𝑘 𝑛𝑘−1
2𝑛𝑘
TVD(Generate(𝑛, 1), 𝐷1 ) ≤
+
<
𝑅
𝑅
𝑅
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Note that when 𝑅 > 6𝑛𝑘 , Generate(𝑛, 1) has total variation distance < 1/3 from
𝐷1 (𝑘−SUM−𝑅, 𝑛).

4.5.2

Zero-𝑘-Clique is also Plantable from Weak or Strong
Hypotheses

The proof in this section mirrors of the proof that 𝑘-Sum-𝑅 is plantable. Note that
the size of a 𝑘-Clique instance is 𝑂(𝑛2 ), and so the fact that this requires 𝑂(𝑛2 ) time
is just that it is linear in the input size. Here we will just list what the Generate
functionality is:
∙ Generate(𝑛, 0) outputs a complete 𝑘-partite graph with 𝑛 nodes in each partition,
and edge weights drawn uniformly from Z𝑅 . This takes 𝑂(𝑛2 ) time.
∙ Generate(𝑛, 1) starts with Generate(𝑛, 0), and then plants a clique by choosing
$
a node from each partition, 𝑣1 ∈ 𝑃1 , . . . , 𝑣𝑘 ∈ 𝑃𝑘 , choosing an 𝑖 ̸= 𝑗 ← [𝑘], and
∑︀
setting the weight 𝑤(𝑣𝑖 , 𝑣𝑗 ) = − (𝑖′ ,𝑗 ′ )̸=(𝑖,𝑗) 𝑤(𝑣𝑖′ , 𝑣𝑗 ′ ) mod 𝑅. This also takes
𝑂(𝑛2 ) time.
If assuming the strong hypothesis (search problem), we can also output a witness, (𝑣1 , . . . , 𝑣𝑘 ), of size 𝑂(log 𝑛).
Unfortunately for it seems difficult to show that 𝑘-Sum is average-case list-hard
or splittable. However, we will show that if we assume that Zero-𝑘-Clique is only
search hard (a strictly weaker assumption than being indistinguishably hard), we can
get the plantable, list-hard, and splittable properties — the caveat is that we need
to assume that Zero-𝑘-Clique requires Ω̃(𝑛𝑘 ) time to solve (not just super-linear in
time).
Before proving the theorem, we need a couple of helper lemmas to characterize
the total variation distance, etc. These lemmas will be useful later on as well.
Lemma 16. The distribution 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] has total variation distance ≤ 𝑛𝑘 /𝑅 from
the distribution of instances drawn from Generate(𝑛, 0).
Proof. 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] is uniform over all instances of size 𝑛 where there are no solutions.
Generate(𝑛, 0) is uniform over all instances of size 𝑛.
Let 𝐷 be the distribution of instances in Generate(𝑛, 0) which are in the support of
𝑧𝑘𝑐
𝐷0 [𝑅, 𝑛]. Because both Generate(𝑛, 0) and 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] are uniform over the support
of 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛], 𝐷 = 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛].
So the total variation distance between 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] and Generate(𝑛, 0) is just
𝑃 𝑟𝐼∼Generate(𝑛,0) [𝐼 ̸∈ the support of 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛]].
The expected number of zero 𝑘-cliques is 𝑛𝑘 /𝑅, every set of 𝑘 nodes has a chance
of 1/𝑅 of being a zero 𝑘-clique. Thus, the probability that an instance has a non-zero
number of solutions is ≤ 𝑛𝑘 /𝑅. So, the total variation distance is ≤ 𝑛𝑘 /𝑅.
Lemma 17. The distribution 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛] has total variation distance ≤ 𝑛𝑘 /𝑅+𝑛𝑘−2 /𝑅
from the distribution of Generate(𝑛, 1).
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Proof. We want to first show that Generate(𝑛, 1) is uniform over the support of
𝐷1𝑧𝑘𝑐 [𝑅, 𝑛]. Consider an instance 𝐼 in the support of 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛]. Let 𝑆(𝐼) = 𝑎1 , . . . , 𝑎𝑘
be the set of 𝑘 nodes in which there is a zero 𝑘-clique. 𝑃 𝑟𝐼 ′ ∼Generate(𝑛,1) [𝐼 ′ = 𝐼] is given
by the chance that
∙ the nodes chosen in 𝐼 ′ (𝑎′1 , . . . , 𝑎′𝑘 ) to plant a clique are the same as those in
𝑆(𝐼),
∙ the edges in the clique have the same weights in 𝐼 ′ and 𝐼 and,
∙ all edges outside the clique have the same weight in 𝐼 ′ and 𝐼.
(︁

𝑃 𝑟𝐼 ′ ∼Generate(𝑛,1) [𝐼 ′ = 𝐼] = 𝑛−𝑘

)︁ (︂

𝑘

𝑅−(2)−1

)︂ (︂

𝑘

𝑅−(2)(𝑛

2 −1)

)︂

.

This is the same probability for all instances 𝐼 in the support of 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛].
So, we need only bound the probability
𝑃 𝑟𝐼∼Generate(𝑛,1) [𝐼 ̸∈ the support of 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛]].
By Lemma 16 the initial process of choosing edges the probability of producing
a clique is ≤ 𝑛𝑘 /𝑅. We then change one edge’s weight, this introduces a clique. It
introduces an expected number of additional cliques ≤ 𝑛𝑘−2 /𝑅 (this is the number
of cliques it participates in). Thus, we can bound the probability of more than one
clique by ≤ 𝑛𝑘 /𝑅 + 𝑛𝑘−2 /𝑅.
Theorem 18. Assuming the weak Zero-𝑘-Clique hypothesis (ACIH) over range 𝑅,
Zero-𝑘-Clique is (𝑂(𝑛2 ), 2𝑛𝑘 /𝑅)-Plantable.
Assuming the strong Zero-𝑘-Clique hypothesis (ACSH) over range 𝑅, Zero-𝑘-Clique is
also (𝑂(𝑛2 ), 2𝑛𝑘 /𝑅)-Plantable.
Proof. This proof simply combines the two previous lemmas: Lemma 16 and Lemma
17.
Generate(𝑛, 0) has total variation distance 𝑛𝑘 /𝑅 from 𝐷0𝑧𝑘𝑐 [𝑅, 𝑛] by Lemma 16, and
Generate(𝑛, 1) has total variation distance 𝑛𝑘 /𝑅 + 𝑛𝑘−2 /𝑅 < 2𝑛𝑘 /𝑅 from 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛]
by Lemma 17. So, in both cases the error is bounded above by 2𝑛𝑘 /𝑅.
Finally note that Generate(𝑛, 1) also can output the planted solution, the clique
it chose to set to 0, and so can output a witness.

4.5.3

Zero-𝑘-Clique is Plantable, Average Case List-Hard
and, Splittable from the Strong Zero-𝑘-Clique
Hypothesis

Here we will focus on the Strong Zero-𝑘-Clique assumption, see Definition 40. Recall
that this is the search version of the problem: given a graph with weights on its
edges drawn uniformly from the 𝑘-partite graphs with exactly one zero 𝑘-clique, it is
˜ 𝑘 ).
difficult to find the clique in time less than 𝑂(𝑛
We already proved that Zero-𝑘-Clique was Plantable in Theorem 17. So, now we
will focus on the other two properties we want: list-hardness and splittability. These
will give us the properties we need for our key exchange.
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Zero-𝑘-Clique is Average Case List-Hard
We present the proof that Zero-𝑘-Clique is average case list-hard.
The intuition of the proof is as follows. There is an efficient worst case selfreduction for the Zero-𝑘-Clique problem. This self-reduction results in ℓ′ (𝑛)𝑘 subproblems of size 𝑛/ℓ′ (𝑛). One can choose ℓ′ (𝑛) of these instances such that they are
generated from non-overlapping parts of the original instance. They will then look
uniformly randomly generated.
Now we will have generated many, (ℓ′ (𝑛))𝑘 , of these list versions of the Zero-𝑘Clique problem, where only one of them has the unique solution. We show that
the problem is Average Case List-Hard by demonstrating that we can make many
independent calls to the algorithm despite correlations between the instances called.
Specifically, we only care about the response on one of these instances, so as long as
that instance is random then we can solve the original problem.
Theorem 19. Given the strong Zero-𝑘-Clique-𝑅 Hypothesis , Zero-𝑘-Clique is (𝑛𝑘 ,
ℓ(𝑛), 1/100) Average Case List-Hard with list length ℓ(𝑛) for any ℓ(𝑛) = 𝑛Ω(1) .
Proof. Let ℓ = ℓ(𝑛) for the sake of notation. 𝐼 ∼ 𝐷1 (Zero-𝑘-Clique, ℓ · 𝑛) with 𝑘
partitions, 𝑃1 , . . . , 𝑃𝑘 of ℓ · 𝑛 nodes each and with edge weights generated uniformly
at random from Z𝑅 .
Randomly partition each 𝑃𝑖 into ℓ sets 𝑃𝑖1 , . . . , 𝑃𝑖ℓ where each set contains 𝑛 nodes.
Now, note that if we look for a solution in all ℓ𝑘 instances formed by taking every
possible choice of 𝑃1𝑖1 , 𝑃2𝑖2 , . . . , 𝑃𝑘𝑖𝑘 , this takes time 𝑂((ℓ · 𝑛)𝑘 ), which is how long the
original size ℓ𝑛 problem takes to solve.
Sadly, not all ℓ𝑘 instances are independent. We want to generate sets of independent instances. Note that if we choose ℓ of these sub-problems such that the
nodes don’t overlap, then the edges were chosen independently between each instance!
Specifically consider all vectors of the form x = ⟨𝑥2 , . . . , 𝑥𝑘 ⟩ ∈ Z𝑘−1
. Then let
ℓ
𝑆x = {𝑃1𝑖 ∪ 𝑃2𝑖+𝑥2 ∪ . . . ∪ 𝑃𝑘𝑖+𝑥𝑘 |∀𝑖 ∈ [1, ℓ]}
be the set of all independent partitions. Now, note that ∪x∈Z𝑘−1 𝑆x is the full set of
ℓ
all possible ℓ𝑘 subproblems, and the total number of problems in all 𝑆x is ℓ𝑘 , so once
again brute-forcing each 𝑆x takes time 𝑂((ℓ · 𝑛)𝑘 ). We depict this splitting in Figure
4-2.
Note that producing these each of these ℓ instances is efficient, it takes time 𝑂(𝑛2 ),
which is just the input size.
Next, we will show that the correct number of solutions are generated. If 𝐼 has
only one solution then exactly one 𝐼𝑗 in exactly one 𝑆x has a solution. This is because
any zero-𝑘-clique in 𝐼 must involve exactly one node from each partition 𝑃𝑖 . So, if
there is one zero-𝑘-clique it will only appear in subproblems where the node from
partition 𝑃𝑖 is in 𝑃𝑖𝑗 and 𝑃𝑗𝑖 appears in that subproblem. There is exactly one subproblem generated with a specific choice of 𝑘 sub-partitions. So, exactly one 𝐼𝑗 in
exactly one 𝑆x has a solution.
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Figure 4-2: A depiction of splitting the subproblems for a case where ℓ = 2 and
𝑘 = 3.
Let 𝑆 * be the list 𝑆x that contains a Zero-𝑘-Clique. We have that the 𝑆x which
actually contains an instance with a solution is drawn from
{𝐼1 , . . . , 𝐼𝑥 }𝐼𝑖 ∼𝐷1 ,∧∀𝑗̸=𝑖,𝐼𝑗 ∼𝐷0 .
This distribution is exactly what we require for a list-problem. All that is left to show
is if we have PFTℓ·𝑛𝑘 adversary 𝒜 that can identify for which index 𝑖 there is a zero
𝑘-clique in 𝑆 * (with probability at least 7/10), we can use 𝒜 to find the clique.
Now, recall that we are trying to solve a search problem: we need to be able to
turn an index pointing to partitions into a witness for the original problem. According
to the strong Zero-𝑘-Clique hypothesis, this search requires 𝑂(𝑛𝑘 ) time. However, as
long as ℓ = 𝑛Ω(1) , this is still faster in a fine-grained sense.
On an input 𝐼 from 𝐷1 , algorithm ℬ uses 𝒜 as follows:
∙ Randomly partition each 𝑃𝑖 from 𝐼 into ℓ parts.
∙ For every x ∈ Z𝑘−1
:
ℓ
– Generate the list 𝑆x .
– Run 𝒜(𝑆x ) to get output 𝑖.
– Brute force search the size-𝑛2 Zero-𝑘-Clique instance 𝑆x [𝑖] = (𝑃1𝑖 , . . . ,
𝑃𝑘𝑖+𝑥𝑘 ) for a solution. If one exists, output it, otherwise, continue.
The first step only takes 𝑂(ℓ · 𝑛) time since we are only divvying up ℓ𝑛 nodes.
The second step requires a bit more analysis. The loop runs at most ℓ𝑘−1 times.
Each time the loop runs, it only takes 𝑂(ℓ · 𝑛) time to construct 𝑆x , while 𝒜 takes
𝑂((ℓ · 𝑛𝑘 )(1−𝜖) ) (since it is PFTℓ·𝑛𝑘 ), and our brute force check takes 𝑂(𝑛𝑘 ) time.
Putting this together, the algorithm takes a total time of
𝑂(ℓ · 𝑛 + ℓ𝑘−1 ((ℓ · 𝑛𝑘 )(1−𝜖) + 𝑛𝑘 + ℓ · 𝑛)) = 𝑂(ℓ𝑘−𝜖 𝑛𝑘(1−𝜖) + ℓ𝑘−1 𝑛𝑘 ) + ℓ𝑘 · 𝑛.
Both terms in this sum are strictly less than the hypothesized ℓ𝑘 𝑛𝑘 time, and so ℬ is
PFT(ℓ𝑛)𝑘 , contradicting the strong Zero-𝑘-Clique hypothesis.
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The reason we require ℓ(𝑛) = 𝑛Ω(1) is because if it were less than polynomial
in 𝑛, we would not get noticeable improvement through this method of splitting up
the problem into several sub-problems — the brute force step would take as long as
solving the original problem via brute force.
Finally, notice that whatever probability an adversary has in solving the list problem, 𝛿𝒜 , we have the same probability of solving the original problem. Therefore, to
violate the strong Zero-𝑘-Clique-𝑅 Hypothesis , we require an adversary to have more
1
chance of solving the list problem.
than 100
Zero-𝑘-Clique is Splittable
Next we show that zero-k-clique is both generalized and correlated splittable (see
Definitions 32 and 33). Fortunately, the tools and algorithms necessary to split a
Zero-𝑘-Clique instance are almost the same to achieve both definitions. We start by
proving this for a convenient range and then show we can use a reduction to get more
arbitrary ranges.
Splitting the problem over a convenient range. Intuitively we will split the
weights in half bit-wise, taking the first half of the bits of each edge weight, and then
we take
(︁ )︁ the second half of the bits of each edge weight to make another instance. If
the 𝑘2 weights on a 𝑘 clique sum to zero then the first half of all the weights sum
to zero, up to carries, and the second half of all the weights sum to zero, also up to
carries. We simply guess the carries.
Lemma
18. Zero-𝑘-Clique
is generalized and correlated splittable with error at most
(︁ )︁
√
4( 𝑘2 + 1)𝑛𝑘 / 𝑅 when 𝑅 = 4𝑥 for some integer 𝑥.
Proof. We will prove both of generalized and correlated splittable simultaneously:
there will be one change in the Split algorithms we design between the two.
We are given an instance of Zero-𝑘-Clique 𝐼 with 𝑘 partitions, 𝑃1 , . . . , 𝑃𝑘 of 𝑛
nodes and with edge weights generated uniformly at random from [0, 𝑅 − 1], where
𝑅 = 22𝑥 for some positive integer 𝑥.
First we will define some helpful notation to describe our procedure.
∙ Let ZkC[𝑅] denote the Zero-𝑘-Clique problem over range 𝑅.
∙ Let 𝑤(𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏]) be the weight of the edge in instance 𝐼 between the 𝑎𝑡ℎ node
in 𝑃𝑖 and the 𝑏𝑡ℎ node in 𝑃𝑗 .
∙ Let 𝑢 be some number in the range [0, 𝑅 − 1]. Let 𝑢↑ be the high order lg(𝑅)/2
bits of the number 𝑢 (this will be an integer because 𝑅 is a power of 4). Let 𝑢↓
be the low order lg(𝑅)/2 bits of the number 𝑢.
For the sake of notation, 𝑤↑ (𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏]) denotes [𝑤(𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏])]↑ , and same for
𝑤↓ (𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏]) denoting [𝑤(𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏])]↓ .
Here are the algorithms Split𝐺𝑒𝑛 for generalized splittable and Split
√ 𝐶𝑜𝑟 to take
one instance of ZkC[𝑅] and create a list of pairs of instances of ZkC[ 𝑅] satisfying
Generalized and Correlated definitions respectively.
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√
1. Take the ZkC[𝑅] instance 𝐼 and create two instances of ZkC[ 𝑅], 𝐼𝑙𝑜𝑤 and 𝐼ℎ𝑖𝑔ℎ
by the following:
∙ For every edge (𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏]) in 𝐼, let the corresponding edge in 𝐼𝑙𝑜𝑤 have
weight 𝑤↓ (𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏]) and the edge in 𝐼ℎ𝑖𝑔ℎ have weight 𝑤↑ (𝑃𝑖 [𝑎], 𝑃𝑗 [𝑏]).
2. For every 𝑐 ∈ [0,

(︁ )︁
𝑘
2

] (we need only check

(︁ )︁
𝑘
2

possible carries):

(a) Let 𝐼1𝑐 be a copy of 𝐼𝑙𝑜𝑤 , but if running Split𝐺𝑒𝑛 randomly permute all
nodes. If running Split𝐶𝑜𝑟 , then 𝐼1𝑐 = 𝐼𝑙𝑜𝑤 .
(b) Let 𝐼2𝑐 be a copy of 𝐼ℎ𝑖𝑔ℎ , but choose a random pair of a partitions 𝑃𝑖 and
𝑃𝑗 : for all edges 𝑒2 ∈ 𝐼2𝑐√between 𝑃𝑖 and 𝑃𝑗 , a copy of edge 𝑒 ∈ 𝐼ℎ𝑖𝑔ℎ , let
𝑤(𝑒2 ) = 𝑤(𝑒) + 𝑐 mod 𝑅.
((𝑘)) ((𝑘))
(0) (0)
3. Output the list [(𝐼1 , 𝐼2 ), . . . , (𝐼1 2 , 𝐼2 2 )]

For a visual aid, see figure 4-3 for a depiction of the splittable triangles.
High order bits

(A)

0010

0101

00

01

Low order bits

10

10

1001

Correct Carry

00

10

10

0111

0110

11

01

10

01

01

01

c=2

11

10

c=0

11

10

11

00

01

c=1

01

00

0011

01

01

10

(B)

c=0

01

10

00

01

Carry

10

c=1

11

11

11

10

c=2

Correct Carry
00

11

Figure 4-3: An example of splitting the edges of triangles whose edges sum to 16.
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We will now show that we get the desired distributions in our list of instances
depending on whether 𝐼 ∼ 𝐷0 (ZkC[𝑅], 𝑛) or 𝐼 ∼ 𝐷1 (ZkC[𝑅], 𝑛).
(𝑐)

(𝑐)

∙ 𝐼 ∼ 𝐷0 (ZkC[𝑅], 𝑛). We need to show that every
√ pair (𝐼1 , 𝐼2 ) is√sampled from
a distribution total variation distance ≤ 2𝑛𝑘 / 𝑅 from 𝐷0 (ZkC[ 𝑅], 𝑛)2 . Note
that every pair is correlated very heavily with every other pair√
with respect to
edge weights. But, within each pair, they are close to 𝐷0 (ZkC[ 𝑅], 𝑛)2 .
𝑘

From Lemma 16, this is TVD at most 𝑛𝑅 from just choosing edge-weights uniformly at random. So, consider 𝐼 ′ ∼ Generate(𝑛, 0), and do the same operations
as for 𝐼 in the reduction: every bit in every edge weight will be chosen uniformly
′
′
will also be uniform
and 𝐼ℎ𝑖𝑔ℎ
at random, meaning that the edge-weights in 𝐼𝑙𝑜𝑤
√
′
over 𝑅. Permuting (or not) the nodes in 𝐼𝑙𝑜𝑤 does not change this distribu′
. Therefore,
tion, and neither does adding (any) 𝑐 to a subset of edges in 𝐼ℎ𝑖𝑔ℎ
√
𝑘
′(𝑐)
′(𝑐)
using Lemma 16, both 𝐼1 and 𝐼2 are TVD at most √𝑛𝑅 from 𝐷0 (ZkC[ 𝑅], 𝑛).
√
(𝑐)
Since TVD is a metric, this implies that 𝐼1 is TVD at most 𝑛𝑘 / 𝑅 from the
√
√
′(𝑐)
distribution of 𝐼1 , and thus at most 𝑛𝑘 / 𝑅 + 𝑛𝑘 /𝑅 from 𝐷0 (ZkC[ 𝑅], 𝑛) —
(𝑐)
(𝑐)
conditioned on 𝐼1 . Therefore, the pair, for
the same is true for 𝐼2 , even when
√
𝑘
√ .
every 𝑐, is TVD at most 2(𝑛𝑘 / 𝑅 + 𝑛𝑘 /𝑅) ≤ 4𝑛
𝑅
∙ 𝐼 ∼ 𝐷1 (ZkC[𝑅], 𝑛). We want to show that we get a list
√ in which exactly one of
the pairs of instances is distributed close to 𝐷1 (ZkC[ 𝑅], 𝑛)2 for Split𝐺𝑒𝑛 and
close to 𝐷Cor for Split𝐶𝑜𝑟 .
We will take a similar approach here, considering the planted distribution of 𝐼
instead of the true one. Let 𝐼 ′ ∼ Generate(𝑛, 1), so by lemma 17, 𝐼 ′ is TVD
′
at most 2𝑛𝑘 /𝑅 from 𝐷1 . We will √
first show that 𝐼𝑙𝑜𝑤
is also drawn from a
′
planted distribution over the range 𝑅. Let 𝑒 be the edge’s weight that was
changed to plant a zero clique. Now, for every edge except 𝑒′𝑙𝑜𝑤 , the edges of
′
are distributed uniformly. 𝑒′ is a randomly chosen edge corresponding to
𝐼𝑙𝑜𝑤
a randomly chosen clique in 𝐼 ′ , and therefore 𝑒′𝑙𝑜𝑤 is also a randomly chosen
′
. The act of making
edge corresponding to a randomly chosen clique in 𝐼𝑙𝑜𝑤
√ that
clique sum to 0 mod 𝑅 also requires that the low-order bits sum to 0 mod 𝑅 —
otherwise the high-order bits cannot cancel out anything left over. Therefore,
by setting 𝑤(𝑒′ ) to the value making the clique sum to 0, we are exactly
√ planting
𝑘
2𝑛
′
a clique in 𝐼𝑙𝑜𝑤 . This distribution has TVD ≤ √𝑅 from 𝐷1 (ZkC[ 𝑅], 𝑛). We
will analyze Split𝐶𝑜𝑟 and Split𝐺𝑒𝑛 separately.
′(𝑐)

′(𝑐)

′
– For Split𝐺𝑒𝑛 , 𝐼1 is just a permutation on the nodes of 𝐼𝑙𝑜𝑤
for every 𝑐, 𝐼1
𝑘
2𝑛
will have TVD at most √𝑅 from 𝐷1 as well (but note that the witness is
different from 𝐼 ′ ).
Now, we√need that at least√one of the pairs in this list to be close to
𝐷1 (ZkC[ 𝑅], 𝑛) × 𝐷1 (ZkC[ 𝑅], 𝑛). It will turn out that there exists a 𝑐
′(𝑐)
′(𝑐)
such that 𝐼2 will also be close to 𝐷1 (whereas 𝐼1 is distributed close to
𝐷1 for every 𝑐). Let 𝑐* be the correct carry — that is for the clique planted
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√
∑︀
in 𝐼 ′ , 𝑒∈𝑐𝑙𝑖𝑞𝑢𝑒 𝑤↓ (𝑒) = 𝑅𝑐* mod 𝑅. Now, without loss of generality, we
can assume that in the plant of 𝐼 ′ , the edge 𝑒* chosen to complete the zero𝑘 clique was between partitions 𝑃𝑖 and 𝑃𝑗 . So, considering every other edge
′(𝑐* )
in 𝐼2 , it is distributed uniformly at random (adding 𝑐* will not change
that distribution). Now, for that special clique 𝐶 * that was planted in 𝐼 ′ ,
we have that
√
∑︁
∑︁
∑︁
𝑤(𝑒) = 𝑅 ·
𝑤↑ (𝑒) +
𝑤↓ (𝑒)
𝑒∈𝐶 *

=
=

𝑒∈𝐶 *

√
𝑅(
√

∑︁

𝑒∈𝐶 *

𝑤↑ (𝑒) + 𝑐* )

𝑒∈𝐶 *

𝑅(𝑤↑ (𝑒* ) + 𝑐* +

𝑤↑ (𝑒)) = 0

∑︁

mod 𝑅

𝑒∈𝐶 * ,𝑒̸=𝑒*

√
∑︀
Since the quantity 𝑅(𝑤↑ (𝑒* ) + 𝑐* + 𝑒∈𝐶 * ,𝑒̸=𝑒* 𝑤↑ (𝑒)) is 0 mod 𝑅, then
√
∑︀
𝑤↑ (𝑒* ) + 𝑐* + 𝑒∈𝐶 * ,𝑒̸=𝑒* 𝑤↑ (𝑒) = 0 mod 𝑅.
√
′(𝑐* )
is drawn from Generate(𝑛, 1) over
the
range
This means that 𝐼2
𝑅.
√
Since TVD is a metric, we have that for 𝐼 ∼ 𝐷1 (ZkC[ 𝑅], 𝑛) (TVD at
𝑘
(𝑐* )
most 𝑛𝑅 from Generate(𝑛, 1)), there exists a 𝑐* such that 𝐼2 is TVD at
𝑘
(𝑐* )
√
most 2𝑛
from 𝐷1 — even when dependent on 𝐼1 . Therefore, the TVD
𝑅
(𝑐* )

(𝑐* )

of (𝐼1 , 𝐼2 ) = Split(𝐼) to 𝐷12 is at most

𝑘
4𝑛
√ .
𝑅

′(𝑐)

′(𝑐)

′
, and so 𝐼1 in this case will have TVD at most
∙ For Split𝐶𝑜𝑟 , 𝐼1 is exactly 𝐼𝑙𝑜𝑤
𝑘
′(𝑐)
2𝑛
√
from 𝐷1 . Since we do not permute the nodes of 𝐼1 , the zero-𝑘-clique
𝑅
′(𝑐)

remains in the same spot as in 𝐼 ′ (meaning 𝑤𝑖𝑡(𝐼1 ) = 𝑤𝑖𝑡(𝐼 ′ )).
′(𝑐)

′(𝑐)

Now, as with the Split𝐺𝑒𝑛 case, we will show there exists a 𝑐 such that (𝐼1 , 𝐼2 )
looks like it was sampled from 𝐷Cor . We can simulate sampling from 𝐷Cor as
first sampling a clique location (i.e. a witness), and then uniformly sampling
two instances with a clique in that location. 𝐼 ′ randomly samples a witness,
′(𝑐)
𝑤𝑖𝑡(𝐼 ′ ), due to the nature of planting. Now, for every 𝑐, 𝐼1 is generated in an
𝑘
√
equivalent distribution to planting a clique at 𝑤𝑖𝑡(𝐼 ′ ), so has TVD at most 2𝑛
𝑅
from the first coordinate of 𝐷Cor .
Again, using the same analysis as in Split𝐺𝑒𝑛 , there exists a single 𝑐* that is
′(𝑐* )
′(𝑐* )
the correct carry for 𝐼2 , which would give 𝐼2
a zero-𝑘-clique in the same
*
′(𝑐 )
′(𝑐* )
′
′
location as 𝐼 , meaning 𝑤𝑖𝑡(𝐼2 ) = 𝑤𝑖𝑡(𝐼 ) = 𝑤𝑖𝑡(𝐼1 ). Prior analysis shows
𝑘
′(𝑐* )
√
that 𝐼1
has TVD at most 2𝑛
from 𝐷1 (ignoring the correlated witnesses),
𝑅
′(𝑐* )

and so when taken together, (𝐼1

′(𝑐* )

, 𝐼2

) will have TVD at most

4𝑛𝑘
𝑅

from 𝐷Cor .

Therefore,
when 𝐼 ∼ 𝐷0 (ZkC[𝑅], 𝑛), we get a list of pairs of instances TVD
√
𝑘
≤ 4𝑛
/
𝑅
from
𝐷0 (ZkC[𝑅], 𝑛)2 ; the probability that any of these pairs here err is
(︁ )︁
𝑘
√ by a union bound. Similarly, when 𝐼 ∼ 𝐷1 (ZkC[𝑅], 𝑛), we get there
≤ ( 𝑘2 + 1) · 4𝑛
𝑅
exists a pair in this list of the form 𝐷1 (ZkC[𝑅], 𝑛)2 if we use Split𝐺𝑒𝑛 and from 𝐷Cor
𝑘
√ .
if we use Split𝐶𝑜𝑟 ; the probability of erring here is ≤ 4𝑛
𝑅
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(︁ )︁

Therefore, the total error here is ≤ (

𝑘
2

+ 1) ·

𝑘
4𝑛
√ .
𝑅

Zero-𝑘-Clique is Splittable Over Any Large Enough Range. Our techniques
also generalize to any large enough range (even ones not of the form 4𝑥 ). For example,
if you believe that the problem
is hard only over a prime range, we can prove that as
(︁ )︁ 𝑘
√
√
𝑘
well. As stated, our error is 2 4(2) 3𝑛𝑘 / 𝑅 = 𝑂(𝑛𝑘 / 𝑅). For this to be meaningful,
𝑅 = Ω(𝑛2𝑘 ), and in our constructions, 𝑅 is Ω(𝑛6𝑘 ). We will show in the next section
why the zero 𝑘-clique problem is still hard over these larger ranges.
Theorem 20.(︁ Zero-k-clique
is generalized and correlated splittable over any range 𝑅,
)︁ 𝑘
√
𝑘
𝑘
)
(
with error ≤ 2 4 2 3𝑛 / 𝑅.
𝑘

Proof. Given an instance 𝐼 with range 𝑅 we will produce ≤ 𝑘2 4(2) instances, corresponding to guesses over what ranges the clique edge weights fall into.
Take the next smallest power 𝑅′ = max{22𝑥 |22𝑥 < 𝑅 and 𝑥 ∈ Z}. Now let
𝑐 = ⌈𝑅/𝑅′ ⌉. We will now create 𝑐 subsets of 𝑅 each of size 𝑅′ . 𝑆𝑖 = [𝑅′ 𝑖, 𝑅′ (𝑖 + 1) − 1]
for 𝑖 ∈ [0, 𝑐 − 2] and 𝑆𝑐−1 = [𝑅 − 𝑅′ , 𝑅 − 1]. Note that these subsets completely cover
the range [0, 𝑅 − 1] and are each of size ≤ 𝑅′ . Let Δ𝑖 = 𝑅′ 𝑖 for 𝑖 ∈ [0, 𝑐 − 2] and
Δ𝑐−1 = 𝑅 − 𝑅′ .
Let the partitions of 𝐼 be 𝑃1 , . . . , 𝑃𝑘 . Let the set of edges between 𝑃𝑖 and 𝑃𝑗 be
𝐸𝑖,𝑗 . For all 𝑖, 𝑗 pairs 𝑖 ̸= 𝑗 we will choose a number between [0, 𝑐 − 1]. Call these
(𝑘2)
numbers
𝑔
and
the
full
list
of
them
g.
For
all
possible
choices
of
g
∈
Z
and
𝑐
𝑖,𝑗
(︁ )︁
𝑘
′
𝑑 ∈ [0, 2 − 1] we will generate an instance 𝐼g,𝑑 over range 𝑅 as follows:
For edge set 𝐸𝑖,𝑗 that isn’t 𝐸1,2 , for every edge in that edge set 𝑒 ∈ 𝐸𝑖,𝑗 if the
weight of 𝑒, 𝑤(𝑒) ∈ 𝑆𝑔𝑖,𝑗 then set 𝑤g,𝑑 (𝑒) = 𝑤(𝑒) mod 𝑅′ , if 𝑤(𝑒) ̸∈ 𝑆𝑔𝑖,𝑗 then set
𝑤g,𝑑 to be a weight chosen uniformly at random from [0, 𝑅′ − 1]. Now note that these
values are completely uniform over the range from [0, 𝑅′ − 1].
For 𝐸1,2 , for every edge in that edge set 𝑒 ∈ 𝐸1,2 if the weight of 𝑒, 𝑤(𝑒) ∈ 𝑆𝑔1,2
then set 𝑤g,𝑑 (𝑒) = 𝑤(𝑒) + 𝑑𝑅 mod 𝑅′ , if 𝑤(𝑒) ̸∈ 𝑆𝑔1,2 then set 𝑤g to be a weight
chosen uniformly at random from [0, 𝑅′ − 1]. Now note that these values are also
completely uniform over the range from [0, 𝑅′ − 1].
If no clique existed in the original instance then the chance that one is produced
here is bounded by 𝑛𝑘 /𝑅′ ≤ 𝑛𝑘 4/𝑅′ by Lemma 16. (︁Because
we make so many queries
)︁ 𝑘
𝑘
𝑘
(
)
this chance that any of them induce a clique is ≤ 2 4 2 𝑛 4/𝑅′ .
If the original instance was drawn from 𝐷1𝑧𝑘𝑐 [𝑅, 𝑛] then by Lemma 17 this is
only ≤ 𝑛𝑘 /𝑅 + 𝑛𝑘−2 /𝑅 total variation distance away from the instance generated
by choosing each edge at random and then planting a clique. Then the procedure
produces uniformly looking edges except for the planted edge. In the generated
instance where the original zero clique edge weights are in g and the zero k-clique
sums to 𝑑𝑅 then the instance 𝐼g,𝑑 will have that planted edge set to the value such
that zero k-clique from the original is a planted instance. So, that produced instance
is drawn from a distribution with total variation distance ≤ 𝑛𝑘 /𝑅′ + 𝑛𝑘−2 /𝑅′ from
𝐷1𝑧𝑘𝑐 [𝑅′ , 𝑛].
(︁ )︁
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Then we use the splitting procedure from Lemma 18 (either Split𝐺𝑒𝑛 or Split𝐶𝑜𝑟
for generalized and correlated respectively) to generate two instances from each of
our generated
instances. The probability of a no instance becoming a yes instance
(︁ )︁ 𝑘
√
𝑘
)
(
2
is ≤ 2 4 3𝑛𝑘 / 𝑅, if there is a yes instance then it will generate a yes instance
(︁ )︁ 𝑘
√
√
and have total variation distance at most ≤ 𝑘 4(2) 3𝑛𝑘 / 𝑅 from 𝐷𝑧𝑘𝑐 [ 𝑅′ , 𝑛]2 or
1

2

𝐷Cor .

4.6

Fine-Grained One-Way Functions

In this section, we give a construction of fine-grained OWFs (FGOWF) based on
plantable 𝑇 (𝑛)-ACIH problems. We first show that even though the probability of
inversion may be constant (we call this “medium” fine-grained one-way), we can do
some standard boosting in the same way weak OWFs can be transformed into strong
OWFs in the traditional sense. Then, given such a plantable problem, we will prove
that Generate(𝑛, 1) is a medium 𝑇 (𝑛)-FGOWF. Then, from this medium FGOWF, we
can compile a strong FGOWF using this boosting trick. Then, since Zero-𝑘-Clique is
plantable (see Theorem 18), this implies that assuming Zero-𝑘-Clique is hard yields
fine-grained OWFs.
Finally, we discuss the possibility of fine-grained hardcore bits and pseudorandom
generators. It turns out that the standard Goldreich-Levin [GL89] approach to creating hardcore bits works in a similar fashion here, but requires some finessing; it will
not work for all fine-grained OWFs.
˜ to suppress sub-polynomial factors of 𝑛 (as opposed to only
We will be using 𝑂(·)
lg(𝑛) factors).

4.6.1

Weak and Strong OWFs in the Fine-Grained Setting

Traditional cryptography has notions of weak and strong OWFs. Weak OWFs can
be inverted most of the time, but a polynomial-fraction of the time, they cannot be.
These weak OWFs can be compiled into strong OWFs (showing that weak OWFs
imply strong OWFs), where there is a negligible chance that the resulting strong
OWF is invertible over the choice of inputs.
Here we will briefly define “medium” 𝑇 (𝑛)-FGOWFs, and show how they can
imply a “strong” 𝑇 (𝑛)-FGOWF, where “strong” refers to definition 23.
Definition 42. A function 𝑓 is a medium 𝑇 (𝑛)-FGOWF if there exists a sub-polynomial function 𝑄(𝑛) such that for all PFT𝑇 (𝑛) adversaries 𝒜,
Pr

[︁

]︁

𝒜(𝑓 (𝑥)) ∈ 𝑓 −1 (𝑓 (𝑥)) ≤ 1 −

$

𝑥←{0,1}𝑛

1
.
𝑄(𝑛)

Claim 5. Medium 𝑇 (𝑛)-FGOWFs imply strong 𝑇 (𝑛)-FGOWFs for any polynomial
𝑇 (𝑛) that is at least linear.
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Proof. The structure of this proof will follow Yao’s original argument augmenting
weak OWFs to strong ones. Intuitively, we are able to use this argument because
sub-polynomial functions compose well with each other.
Assume for the sake of contradiction that no strong 𝑇 (𝑛)-FGOWF exists. Then,
there exists some function 𝑝′ (𝑛) such that 𝑝′ (𝑛) is sub-polynomial and for all functions
𝑓 computable in 𝑇 (𝑛)1−𝜖 time there exists a 𝑃 𝐹 𝑇𝑇 (𝑛) adversary that can invert the
1
.
function 𝑓 with probability 1 − 𝑝′ (𝑛)
Let 𝑓 be a medium 𝑇 (𝑛)-FGOWF, where the probability any PFT𝑇 (𝑛) adversary
1
. The basic idea will be to produce 𝑔 that is just a concatenation
inverts it is 1 − 𝑄(𝑛)
of many 𝑓 s, just as in the traditional cryptographic case.
For any positive-integer function 𝑐(𝑛), let 𝑔(𝑥1 || . . . ||𝑥𝑐(𝑛) ) = 𝑓 (𝑥1 )|| . . . ||𝑓 (𝑥𝑐(𝑛) ),
where || denotes concatenation. Let 𝑐(𝑛) = 4 (𝑄(𝑛)𝑟(𝑛))2 (or the ceiling of 4(𝑄(𝑛)·
𝑟(𝑛))2 , if not an integer). Where 𝑟(𝑛) is a subpolynomial function such that 𝑟(𝑛) ≥
𝑝′ (𝑐(𝑛) · 𝑛). Note that 𝑝′ (𝑛) is subpolynomial, and that as a result some such function
𝑟(𝑛) exists. Specifically, setting 𝑟(𝑛) = 𝑝′ (𝑛2 ) satisfies both criteria.
˜
˜ (𝑛)). Furthermore, 𝑔 is
Now note that 𝑐(𝑛) · 𝑛 = 𝑂(𝑛),
and so 𝑇 (𝑐(𝑛) · 𝑛) = 𝑂(𝑇
a 𝑇 (𝑐(𝑛) · 𝑛) = 𝑂(𝑇 (𝑛))-FGOWF since 𝑐(𝑛) is subpolynomial.
Now, for sake of contradiction, let 𝒜 be a PFT𝑇 (𝑛) such that there exists a subpolynomial function 𝑝′ where
[︁

1

]︁

Pr 𝒜(𝑔(𝑥1 || . . . ||𝑥𝑐 )) ∈ 𝑔 −1 (𝑔(𝑥1 || . . . ||𝑥𝑐 )) ≥

𝑝′ (𝑐(𝑛)

· 𝑛)

.

Let 𝑝(𝑛) = 𝑝′ (𝑐(𝑛) · 𝑛). Because 𝑐(𝑛) · 𝑛 = 𝑂(𝑛2 ) and 𝑝′ (𝑛) is sub-polynomial,
𝑝 (𝑐(𝑛) · 𝑛) = 𝑝(𝑛) is also sub-polynomial. Therefore,
′

[︁

]︁

Pr 𝒜(𝑔(𝑥1 || . . . ||𝑥𝑐 )) ∈ 𝑔 −1 (𝑔(𝑥1 || . . . ||𝑥𝑐 )) ≥

1
.
𝑝(𝑛)

We will define a PFT𝑇 (𝑛) function 𝒜0 that makes a single call to 𝒜: on input
𝑦 = 𝑓 (𝑥)
$

1. Choose 𝑖 ← [𝑐(𝑛)].
2. Let 𝑧𝑖 = 𝑦
$

3. For all 𝑗 ∈ [𝑐(𝑛)], 𝑗 ̸= 𝑖, 𝑥𝑗 ← {0, 1}𝑛 and 𝑧𝑗 = 𝑓 (𝑥𝑗 ).
4. Run 𝒜 on (𝑧1 , . . . , 𝑧𝑐(𝑛) ) to get output (𝑥1 , . . . , 𝑥𝑐(𝑛) ) if 𝒜 succeeds.
5. If 𝒜 succeeded, output 𝑥𝑖 .
Because all operations in 𝒜0 are either calling 𝒜 (once) or take time 𝑂(𝑛 · 𝑐(𝑛)),4
𝒜0 is a PFT𝑇 (𝑛) algorithm. Now, we will let ℬ be an algorithm calling 𝒜0 𝑑(𝑛) =
4𝑐(𝑛)2 (𝑛)𝑝(𝑛)𝑄(𝑛) times, returning a valid inversion of 𝑓 (𝑥) if 𝒜 succeeded at least
once.
4

It does not make much sense for 𝑇 (𝑛) to be sublinear for our contexts
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1
We will call 𝑥 ∈ {0, 1}𝑛 ’good’ if 𝒜0 inverts it with probability at least 2𝑐2 (𝑛)𝑝(𝑛)
;
𝑥 is ’bad’ otherwise. Notice that if 𝑥 is good, then ℬ, which runs 𝒜 many times,
succeeds with high probability:

(︃

1
Pr [ℬ(𝑓 (𝑥)) fails|𝑥 is good] ≤ 1 − 2
2𝑐 (𝑛)𝑝(𝑛)
We will show that there are at least 2𝑛 (1 −
Claim 6. There are at least 2𝑛 (1 −

1
)
2𝑝(𝑛)

1
)
2𝑝(𝑛)

)︃𝑑(𝑛)

∼ 𝑒−2𝑄(𝑛) <

1
.
2𝑄(𝑛)

good elements.

good elements.

1
Proof. For a contradiction, assume there are at least 2𝑛 ( 2𝑝(𝑛)
) bad elements. We
will end up contradicting the inversion probability of 𝒜 (which is at least 1/𝑝(𝑛)).
For notation, let x = (𝑥1 , . . . , 𝑥𝑐(𝑛) ) ∈ {0, 1}𝑛·𝑐(𝑛) , and x will be chosen uniformly at
random over the input space.

Pr[𝒜(z = 𝑔(x)) succeeds] = Pr[𝒜(z) succeeds ∧ ∃bad 𝑥𝑗 ]
x

+ Pr [𝒜(z) succeeds ∧ x𝑗 good ∀𝑗 ∈ [𝑐(𝑛)]]
Now, for all 𝑗 ∈ [𝑐(𝑛)],
Pr[𝒜(z) succeeds ∧ 𝑥𝑗 is bad] ≤ Pr[𝒜(z) succeeds|𝑥𝑗 is bad]
x

x

≤ 𝑐(𝑛) Pr[𝒜0 (𝑓 (𝑥𝑗 )) succeeds|𝑥𝑗 is bad]
x

≤

𝑐(𝑛)
2𝑐2 (𝑛)𝑝(𝑛)

=

1
2𝑐(𝑛)𝑝(𝑛)

So, if we just union bound over all 𝑗, we get
𝑐(𝑛)

Pr
[𝒜(z) succeeds ∧ some 𝑥𝑗 are bad] ≤
x
≤

∑︁
𝑗=1

Pr
[𝒜0 (𝑓 (𝑥𝑗 )) succeeds ∧ 𝑥𝑗 is bad]
x

1
2𝑝(𝑛)

And one more quick upper bound yields
Pr[𝒜(z) succeeds ∧ all 𝑥𝑗 are good] ≤ Pr[all 𝑥𝑗 good]
x

(︃

1
< 1−
2𝑝(𝑛)
≤ 𝑒−2(𝑄(𝑛)𝑟(𝑛))
2

≤ 𝑒−2(𝑄(𝑛))

)︃𝑐(𝑛)

2

/𝑝(𝑛)

·𝑝(𝑛)

<

1
.
2𝑝(𝑛)

1
Finally, this gives us a contradiction to the claim that there are at least 2𝑛 ( 2𝑝(𝑛)
)
bad elements:
1
Pr[𝒜(z) succeeds] <
.
x
𝑝(𝑛)
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Note that 𝑝(𝑛) ≥ 𝑄(𝑛) because 1/𝑄(𝑛) is the maximum probability of inverting a
single copy of 𝑓 (·), where as 1/𝑝(𝑛) is assumed (for contradiction) to be the probability
that a function inverts 𝑐(𝑛) copies of 𝑓 (·) simultaneously. So, there are at most
1
) bad elements.
2𝑛 ( 2𝑄(𝑛)
Now that we know there is a high probability that we hit a good 𝑥, we can finish
the rest of this proof.
Pr[ℬ(𝑓 (𝑥)) fails] = Pr[ℬ(𝑓 (𝑥)) fails|𝑥 is good] Pr[𝑥 is good]
𝑥

𝑥

+ Pr[ℬ(𝑓 (𝑥)) fails|𝑥 is bad] Pr[𝑥 is bad]
𝑥

≤ Pr[ℬ(𝑓 (𝑥)) fails|𝑥 is good] Pr
[𝑥 is good] + Pr
[𝑥 is bad]
𝑥
𝑥
(︃

)︃

1
1
1
1
1−
+
<
≤
2𝑄(𝑛)
2𝑄(𝑛)
2𝑄(𝑛)
𝑄(𝑛)
Thus, the chance that ℬ actually has of inverting 𝑓 is strictly greater than 1 −
contradicting the claim that 𝑓 was medium-hard with respect to 𝑄(𝑛).

1
,
𝑄(𝑛)

Weaker Fine-Grained OWFs. Now, because we are in the fine-grained setting,
we can talk about gaps. There is a notion of weak-OWFs in cryptography where
we can say if there exists any polynomial such that we can invert with probability
1 − 1/poly, we can construct strong OWFs. We want a similar notion for fine-grained
OWFs. Here we can’t just choose any polynomial — we have to choose a polynomial
that respects the gap.
Formally, for an 𝑇 (𝑛)-FGOWF 𝑓 that has PFT𝑇 (𝑛) adversaries inverting it with
probability 1 − 1/𝑃 (𝑛) for some 𝑃 (𝑛), we can get that a PFT𝑇 (𝑛) adversary can
invert 𝑓 with probability (1 − 1/𝑃 (𝑛))𝑐(𝑛) . Now, as long as there exists 𝛿 ′ such that
′
𝑇 (𝑛)1−𝛿 𝑃 (𝑛) = 𝑇 (𝑛)1−𝛿 , there is still a gap (𝛿 ′ < 𝛿) even if we compute 𝑓 𝑃 (𝑛) times
to evaluate 𝑓 . Therefore, we are able to get a strong fine-grained OWF from a weak
one, as long as it’s not too weak.

4.6.2

Building Fine-Grained OWFs from Plantable Problems

Here we show that one can generate fine-grained one way functions from plantable
problems. Recall the definition of Plantable states that there exists an algorithm
Generate(𝑛, 𝑏) where when 𝑏 = 0, an instance of the problem without a solution is
generated, and when 𝑏 = 1, an instance of a problem with one solution is generated
with probability at least 1 − 𝜖. This probabilistic element, 𝜖, is actually a bound
on the total variation distance of the distributions we are actually aiming to sample
from: Generate(𝑛, 0) and Generate(𝑛, 1) have total variation distance at most 𝜖 from
𝐷0 (𝑃, 𝑛) and 𝐷1 (𝑃, 𝑛) respectively.
Theorem 21. If there exists a Plantable 𝑇 (𝑛)-ACIH problem where 𝐺(𝑛) is PFT𝑇 (𝑛)
with error some constant 𝜖 < 1/3, then 𝑇 (𝑛)-FGOWFs exist. 5
5

We would like to thank Chris Brzuska and his reading group for finding a bug in the original
version of this proof. To correct this bug, we added the word ‘constant’ to the theorem statement,
removed our severe abuse of notation, and fixed the proof accordingly.
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Proof. Let 𝑃 be a Plantable 𝑇 (𝑛)-ACIH problem where 𝐺(𝑛) = 𝑇 (𝑛)1−𝛿 for some
constant 𝛿 > 0. So, the (randomized) algorithm Generate(𝑛, 1) is PFT𝑇 (𝑛) and outputs
an instance 𝐼 that has at least one solution — we write this as Generate(𝑛, 1; 𝑟) when
explicitly noting which randomness was used.
We want to show that being able to invert Generate(𝑛, 1; 𝑟), over the distribution
from 𝑟, in a fine-grained sense, as solving the ACIH problem 𝑃 . Let 𝜖 be the upper
bound on the total variation distance between Generate(𝑛, 1) and 𝐷1 (𝑃, 𝑛), as per
Definition 30.
For sake of contradiction, assume that no medium 𝑇 (𝑛)-FGOWF exist. So, we can
1
for any sub-polynomial 𝑄(𝑛). Let
invert Generate(𝑛, 1) with any probability 1 − 𝑄(𝑛)
1
𝒜 be a PFT𝑇 (𝑛) algorithm that inverts Generate(𝑛, 1) with probability 𝛾 > 1 − log(𝑛)
(note that log(𝑛) is significant). We will show that this violates the assumption that
𝑃 is a 𝑇 (𝑛)-ACIH problem.
We now construct a PFT𝑇 (𝑛) algorithm ℬ that distinguishes between 𝐼 ∼ 𝐷0 (𝑃, 𝑛)
and 𝐼 ∼ 𝐷1 (𝑃, 𝑛) with probability greater than 2/3, violating the hardness assumption on 𝑃 .
∙ Given 𝐼 from distribution 𝐷, ℬ gives 𝐼 to 𝒜.
∙ 𝒜 outputs 𝑟.
∙ If Generate(𝑛, 1; 𝑟) == 𝐼, output 1. Otherwise, output 0.
We will now compute the probability that ℬ distinguishes between inputs from 𝐷1
and 𝐷0 . Recall that 𝐷 is just sampling with 𝐷0 with probability 1/2, and otherwise
samples from 𝐷1 . For the sake of brevity let the notation 𝐼 ∈ 𝐷0 and 𝐼 ∈ 𝐷1 convey
that 𝐼 is in the support of 𝐷0 and the support of 𝐷1 respectively. We have
Pr [ℬ(𝐼) distinguishes 𝐷0 from 𝐷1 ] = Pr [ℬ(𝐼) = 1] · Pr [𝐼 ∈ 𝐷1 ]

𝐼∼𝐷

𝐼∼𝐷1

𝐼∼𝐷

+ Pr [ℬ(𝐼) = 0] · Pr [𝐼 ∈ 𝐷0 ]
𝐼∼𝐷0

𝐼∼𝐷

1
1
Pr [ℬ(𝐼) = 1] + Pr [ℬ(𝐼) = 0].
=
2 𝐼∼𝐷1
2 𝐼∼𝐷0
First, we note that Pr𝐼∼𝐷0 [ℬ(𝐼) = 0] = 1 because Generate(𝑛, 1; 𝑟) is guaranteed to
produce a witness for all randomness 𝑟. This means that any 𝐼 sampled from 𝐷0 is
not in the image of Generate(𝑛, 1), and therefore, 𝒜 cannot produce a valid inverse.
Then, we use the fact that 𝐷1 is close in total variation distance to Generate(𝑛, 1)
to show that Pr𝐼∼𝐷1 [ℬ = 1] ≥ 𝛾 − 2𝜖. Let 𝑝𝐺1 be the pdf of Generate(𝑛, 1) and 𝑝𝐷1
be the pdf of 𝐷1 . Let ℐ be the set of all instances of the problem. Let 𝑆 = {𝐼 ∈
Im(Generate(𝑛, 1)) : Generate(𝑛, 1; 𝒜(𝐼)) = 𝐼} be the set of instances produced by
Generate that 𝒜 can successfully invert. Recall that TVD(𝐷1 , Generate(𝑛, 1)) ≤ 𝜖
134

means

∑︀

𝐼∈ℐ

|𝑝𝐷 (𝐼) − 𝑝𝐺 (𝐼)| ≤ 2𝜖 by the definition of TVD.
2𝜖 ≥

∑︁

|𝑝𝐷1 (𝐼) − 𝑝𝐺1 (𝐼)|

𝐼∈ℐ

≥

∑︁

|𝑝𝐷1 (𝐼) − 𝑝𝐺1 (𝐼)|

𝐼∈𝑆

≥

∑︁

[𝑝𝐷1 (𝐼)] −

𝐼∈𝑆

∑︁

[𝑝𝐺1 (𝐼)] .

𝐼∈𝑆

This implies 𝐼∈𝑆 [𝑝𝐺1 (𝐼)] ≥ 𝐼∈𝑆 [𝑝𝐷1 (𝐼)]−2𝜖, and therefore Pr𝐼∼𝐷1 [ℬ = 1] ≥ 𝛾 −2𝜖.
Notice that since 𝜖 is constant and less than 13 , 31 − 𝛼 = 𝜖 for some constant 𝛼 > 0.
Putting this together, we have that
∑︀

∑︀

1
1
· (𝛾 − 2𝜖) +
2
2
𝛾
1
= −𝜖+
2
2
1
−𝜖
=1−
2 log(𝑛)
(︂
)︂
1
1
≥1−
−
−𝛼
2 log(𝑛)
3
2
> .
3

Pr [ℬ(𝐼) distinguishes 𝐷0 from 𝐷1 ] ≥

𝐼∼𝐷

1
Note that 2 log(𝑛)
is less (asymptotically) that any constant 𝛼, the sum of these terms
2
is greater than 3 .
So, assuming 𝑃 is 𝑇 (𝑛)-ACIH, i.e. no adversary has better than a constant chance
less than 1 of being able to invert Generate(𝑛, 1; 𝑟), then Generate is a medium 𝑇 (𝑛)FGOWF. By Claim 5, this implies strong 𝑇 (𝑛)-FGOWFs exist.

Note that 𝑘-Sum-𝑅 and Zero-𝑘-Clique-𝑅 are plantable with error less than 1/3
the when 𝑅 > 6𝑛𝑘 by Theorem 18 and Theorem 17, these are both plantable and
therefore can be used to build these fine-grained OWFs.

4.6.3

Fine-Grained Hardcore Bits and Pseudorandom Generators

One way functions serve as the building block for a lot of symmetric encryption, and
are (usually) implied by any other cryptographic primitive, from collision-resistant
hash functions to symmetric-key encryption, to any flavor of public key encryption,
and so on. The next step to building more cryptographic primitives with one-way
functions is to see if we can use them to construct pseudorandom generators. While
we do not yet have a construction of a fine-grained pseudorandom generator that
can generate some sub-polynomial many pseudorandom bits6 , we take the first steps,
showing how to get hardcore bits.
6

Note that due to the nature of being fine-grained, we cannot generate polynomially-many bits
without additional assumptions
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Definition 43. A function 𝑏 is a fine-grained hardcore (FGHC) predicate for a 𝑇 (𝑛)FGOWF if for all PFT𝑇 (𝑛) adversaries 𝒜,
Pr

[𝒜(𝑓 (𝑥)) = 𝑏(𝑥)] ≤

$

𝑥←{0,1}𝑛

1
+ insig(𝑛).
2

Recall that in traditional cryptography, any OWF implies the existence of another
OWF with a hardcore bit with the Goldreich-Levin (GL) construction [GL89]. The
bad news: the GL construction required a security reduction with 𝑂(𝑛) evaluations
of the one-way function. Given how we define problems to be 𝑇 (𝑛)-ACIH hard, this
security reduction would not be PFT𝑇 (𝑛) .
Theorem 22 (Fine-Grained Goldreich-Levin). Let 𝑓 be an 𝑇 (𝑛)-FG-OWF acting on
strings (𝑥, 𝑦), where |𝑥| = 𝑛 and |𝑦| = 𝑄(𝑛) for some subpolynomial 𝑄, and assume
there exists a PFT𝑇 (𝑛) algorithm ℒ such that
Pr[ℒ(𝑓 (𝑥, 𝑦), 𝑦) ∈ 𝑓 −1 (𝑓 (𝑥, 𝑦))] ≥ sig(𝑛).
Then, the function 𝑓 ′ : (𝑥, 𝑦, 𝑟) ↦→ 𝑓 (𝑥, 𝑦)||𝑟 where |𝑟| = |𝑦| has the hardcore bit 𝑦 · 𝑟.
Proof. Here we just trace through the GL reduction and show that as long as |𝑦| is
sub-polynomial, the reduction will go through.
First, the size of 𝑦, 𝑄(𝑛), cannot be any subpolynomial, it must be large enough so
that it is as hard to guess 𝑦 as it is to invert 𝑓 (because guessing 𝑦 yields a significant
chance of inverting 𝑓 ). If 𝑓 is 𝑇 (𝑛)-hard to invert, then the time it takes to randomly
guess bits, 2𝑄(𝑛) , must be at least 𝑇 (𝑛). Since 𝑇 (𝑛) is at least linear, we can assume
𝑄(𝑛) ≥ log(𝑛).
For a contradiction, assume that a PFT𝑇 (𝑛) adversary 𝒜 has a significant advantage
𝜖 in determining 𝑟 · 𝑦 when given 𝑓 (𝑥, 𝑦), 𝑟. We will show this implies ℬ, a PFT𝑇 (𝑛)
algorithm using 𝒜, can invert 𝑓 with significant probability.
ℬ behaves as follows with parameter 𝑚 = 2𝑄(𝑛)/𝜖 on input 𝑥′ = 𝑓 (𝑥, 𝑦):
∙ For every 𝑖 ∈ [𝑄(𝑛)]:
$

1. Choose log(𝑚) pairs (𝑏1 , 𝑟1 ), . . . , (𝑏log(𝑚) , 𝑟log(𝑚) ) ← {0, 1} × {0, 1}𝑄(𝑛) .
2. For every 𝐼 in the powerset of [log(𝑚)], let 𝑏′𝐼 =

∑︀

3. For every 𝐼 in the powerset of [log(𝑚)], let 𝑟𝐼 =

∑︀

𝑗∈𝐼
𝑗∈𝐼

𝑏𝑗 mod 2.
𝑟𝑗 mod 2.

4. For every 𝐼 in the powerset of [log(𝑚)],
– Let 𝑠𝐼 ← 𝑒𝑖 ⊕ 𝑟𝐼 where 𝑒𝑖 is the 𝑖𝑡ℎ standard basis vector (𝑒𝑖 is all zeros
except for one 1 in the 𝑖𝑡ℎ index).
– Let 𝑔𝐼 ← 𝑏′𝐼 ⊕ 𝒜(𝑥′ ||𝑠𝐼 )
5. Let 𝑧𝑖 = the Majority bit over all 2log(𝑚) bits 𝑔𝐼 .
∙ Output 𝑧 = 𝑧1 , . . . , 𝑧𝑄(𝑛) .
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{︁

}︁

First, consider the set 𝑆 = (𝑥, 𝑦)| Pr𝑟 [𝒜(𝑓 (𝑥, 𝑦)||𝑟) = 𝑟 · 𝑦] ≥ 21 + 2𝜖 . A quick
calculation yields |𝑆| > 𝜖 · 2𝑛−1 .
So, assume that our input (𝑥, 𝑦) ∈ 𝑆. Now, assume that every pair we chose in
step 1 has the property 𝑏𝑖 = 𝑟𝑖 · 𝑦 (we correctly guessed the bit in question). This
event occurs with probability 1/𝑚.
Next, notice that each pair of 𝑠𝐼 , and 𝑠𝐽 (𝐼 ̸= 𝐽) are independent, and so the
whole set is pairwise independent. So, if (𝑥, 𝑦) ∈ 𝑆, 𝒜 will return the correct bit
given 𝑓 (𝑥, 𝑦)||𝑟𝐼 at least an 𝜖/2-fraction of the time for independent 𝑟’s. Because of
the pairwise independence, a Chebyshev bound yields 𝒜 will return the correct bit a
majority of the time after the 𝑚 queries (so Majority({𝑔𝐼 }) outputs the correct bit 𝑦𝑖 )
1
with probability at least 1 − 𝑚(𝜖/2)
2.
Finally, we put all of these pieces together to get
𝜖
Pr[ℬ(𝑓 (𝑥, 𝑦)) = 𝑦] ≥ Pr[ℬ(𝑓 (𝑥, 𝑦)) = 𝑦|(𝑥, 𝑦) ∈ 𝑆] ·
2
𝜖
= (1 − Pr[∃𝑖 s.t. 𝑦𝑖 ̸= 𝑧𝑖 |(𝑥, 𝑦) ∈ 𝑆])
2
𝜖
≥ (1 − 𝑄(𝑛) Pr[𝑦𝑖 ̸= 𝑧𝑖 |(𝑥, 𝑦) ∈ 𝑆])
2 (︂
)︂
𝜖
1
≥
1 − 𝑄(𝑛) Pr[𝑦𝑖 ̸= 𝑧𝑖 |(𝑥, 𝑦) ∈ 𝑆 ∧ guess all 𝑏𝑖 correctly] ·
2 (︃
𝑚
)︃
𝜖
𝑄(𝑛)
1
≥
1−
·
2
𝑚
𝑚(𝜖/2)2
𝜖 4𝑄(𝑛)
= −
2
𝑚2 𝜖
Recall we set 𝑚 = 2𝑄(𝑛)/𝜖, and since 𝜖 is significant and 𝑄 is subpolynomial,
𝑚 is also subpolynomial. Importantly, because ℬ runs in 𝑂(𝑄(𝑛) · 𝑚𝑇 (𝑛)1−𝛿 ), ℬ is
PFT𝑇 (𝑛) .
Therefore, the probability that ℬ succeeds in finding 𝑦𝑖 (and hence inverting 𝑓 (𝑥, 𝑦)
4𝑄(𝑛)𝜖
𝜖
4𝜖
with significant probability), with probability 2𝜖 − 4𝑄
2 (𝑛) ≥ 2 − 𝑄(𝑛) . Recall that 𝑄(𝑛)
is at least linear in 𝑛, and so we can assume 𝑄(𝑛) > 16. This implies the probability
ℬ succeeds is 4𝜖 .
Because 𝜖 is significant, ℬ breaks the fine-grained one-wayness of 𝑓 . This is a
contradiction. Therefore, 𝜖 must be insignificant.
Hardcore bits from 𝑘-Sum and Zero-𝑘-Clique
For both of these problems, planting a solution is exactly choosing some number
of values (𝑘 for 𝑘-Sum, and the edge weights of a 𝑘-clique for Zero-𝑘-Clique) and
changing one of them so that the values now give a solution.
Corollary 9. Assuming either the Weak 𝑘-Sum hypothesis or weak Zero-𝑘-Clique hypothesis, there exist FGOWFs with fine-grained hardcore bits.
Proof. This is straightforward due to the nature of planting for both of these hypotheses. Informally, planting for these problems is choosing a location within the given
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instance to put a solution. If an adversary learns where that solution is supposed to
be, generating an instance without that specific solution is easy.
First, let’s prove this for 𝑘-Sum. The reason 𝑘-Sum is plantable is because
Generate(𝑛, 1) chooses 𝑘 indices at random in the 𝑘-Sum instance, and then changes
the value one of them to make those 𝑘 instances form a solution the 𝑘-Sum. This
randomness requires specifying 𝑘 instances out of 𝑘𝑛, and an edge-weight. Let 𝑦 be
the 𝑘 log(𝑛) bits required to describe the 𝑘 locations of the solution; 𝑦 is part of the
total randomness 𝑟 used in Generate(𝑛, 1). Without loss of generality, we can write
𝑟 = 𝑦||𝑟′ . Let 𝑓 ′ (𝑦||𝑟′ , 𝑠) = Generate(𝑛, 1; 𝑦||𝑟′ )||𝑠. Since |𝑦| is sub-polynomial, by
Theorem 22, the bit 𝑦 · 𝑠 is hardcore for 𝑓 ′ .
Now, let’s make the same argument for Zero-𝑘-Clique. As before, Generate(𝑛, 1; 𝑟)
can be written as Generate(𝑛, 1; 𝑦||𝑟′ ) where 𝑦 is the location of the zero 𝑘-clique
generated. This location is just 𝑘 · log(𝑛) bits; one coordinate from 𝑛 for each of the 𝑘
partitions in the graph. Therefore, we can define 𝑓 ′ (𝑦||𝑟′ , 𝑠) = Generate(𝑛, 1; 𝑦||𝑟′ )||𝑠,
which, by Theorem 22, has the hardcore bit 𝑦 · 𝑠.

4.7

Fine-Grained Key Exchange

Now we will explain a construction for a key exchange using general distributions.
We will then specify the properties we need for problems to generate a secure key
exchange. We will finally generate a key exchange using the strong Zero-𝑘-Clique hypothesis.
Before doing this, we will define a class of problems as being Key Exchange Ready
(KER).
Definition 44 (Key Exchange Ready (KER)). A problem 𝑃 is ℓ(𝑛)-KER with generate time 𝐺(𝑛), solve time 𝑆(𝑛) and lower bound solving time 𝑇 (𝑛) if
∙ there is an algorithm which runs in Θ̃(𝑆(𝑛))) time that determines if an instance
of 𝑃 of size 𝑛 has a solution or not,
∙ the problem is (ℓ(𝑛), 𝛿𝐿𝐻 )-ACLH where 𝛿𝐿𝐻 ≤

1
,
34

∙ is Generalized Splittable with error ≤ 1/(128ℓ(𝑛)) to the problem 𝑃 ′ and,
∙ 𝑃 ′ is plantable in time 𝐺(𝑛) with error ≤ 1/(128ℓ(𝑛)).
(︁

∙ ℓ(𝑛)𝑇 (𝑛) ∈ 𝜔
˜ ℓ(𝑛)𝐺(𝑛) +

√︁

)︁

ℓ(𝑛)𝑆(𝑛) , and

∙ there exists an 𝑛′ such that for all 𝑛 ≥ 𝑛′ , ℓ(𝑛) ≥ 214 .

4.7.1

Description of a Weak Fine-Grained Interactive Key
Exchange

The high level description
of the key exchange is as follows.
Alice and Bob each
√︁
√︁
produce ℓ(𝑛) − ℓ(𝑛) instances using Generate(𝑛, 0) and ℓ(𝑛) generate instances
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with Generate(𝑛, 1). Alice then shuffles the list of ℓ(𝑛) instances so that those with
solutions are randomly distributed. Bob does the same thing (with his own private
randomness). Call the set of indices that Alice chooses to plant solutions 𝑆𝐴 and the
set Bob picks 𝑆𝐵 . The likely size of 𝑆𝐴 ∩ 𝑆𝐵 is 1. The index 𝑆𝐴 ∩ 𝑆𝐵 is the basis for
the key.
Alice determines the index 𝑆𝐴 ∩𝑆𝐵 by brute forcing all problems at indices 𝑆𝐴 that
Bob published. Bob can brute force all problems at indices 𝑆𝐵 that Alice published
and learn the set 𝑆𝐴 ∩ 𝑆𝐵 .
If after brute forcing for instances either Alice or Bob find a number of solutions not
equal to 1 then they communicate this and repeat the procedure (using interaction).
They only need to repeat a constant number of times.
More formally our key exchange does the following:
Construction 23 (Weak Fine-Grained Interactive Key Exchange). A fine-grained
key exchange for exhanging a single bit key.
∙ Setup(1𝑛 ): output mpk = (𝑛, ℓ(𝑛)) and ℓ(𝑛) > 214 .
∙ KeyGen(mpk): Alice and Bob both get parameters (𝑛, ℓ).
√
– Alice generates a random 𝑆𝐴 ⊂ [ℓ], |𝑆𝐴 | = ℓ. She generates a list of
instances I𝐴 = (𝐼𝐴1 , . . . , 𝐼𝐴ℓ ) where for all 𝑖 ∈ 𝑆𝐴 , 𝐼𝑖 = Generate(𝑛, 1) and
for all 𝑖 ̸∈ 𝑆𝐴 , 𝐼𝐴𝑖 = Generate(𝑛, 0) (using Alice’s private randomness).
$
Alice publishes I𝐴 and a random vector v ← {0, 1}log ℓ .
– Bob computes
I𝐵 = (𝐼𝐵1 , . . . , 𝐼𝐵ℓ ) similarly: generating a random 𝑆𝐵 ⊂ [ℓ]
√
of size ℓ and for every instance 𝐼𝑗 ∈ I𝐵 , if 𝑗 ∈ 𝑆𝐵 , 𝐼𝑗 = Generate(𝑛, 1)
and if 𝑗 ̸∈ 𝑆𝐵 , 𝐼𝑗 = Generate(𝑛, 0). Bob publishes I𝐵 .
∙ Compute shared key: Alice receives I𝐵 and Bob receives I𝐴 .
– Alice computes what she believes is 𝑆𝐴 ∩ 𝑆𝐵 : for every 𝑖 ∈ 𝑆𝐴 , she brute
force checks if 𝐼𝐵𝑖 has a solution or not. For each 𝑖 that does, she records
in list 𝐿𝐴 .
– Bob computes what he thinks to be 𝑆𝐵 ∩ 𝑆𝐴 : for every 𝑗 ∈ 𝑆𝐵 , he checks
if 𝐼𝐴𝑗 has a solution. For each that does, he records it in 𝐿𝐵 .
∙ Check: Alice takes her private list 𝐿𝐴 : if |𝐿𝐴 | =
̸ 1, Alice publishes that the
exchange failed. Bob does the same thing with his list 𝐿𝐵 : if |𝐿𝐵 | ̸= 1, Bob
publishes that the exchange failed. If either Alice or Bob gave or recieved a
failure, they both know, and go back to the KeyGen step.
If no failure occurred, then |𝐿𝐴 | = |𝐿𝐵 | = 1. Alice interprets the index 𝑖 ∈ 𝐿𝐴
as a vector and computes 𝑖 · v as her key. Bob uses the index in 𝑗 ∈ 𝐿𝐵 and
also computes 𝑗 · v. With high probability, 𝑖 = 𝑗 and so the keys are the same.
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4.7.2

Correctness and Soundness of the Key Exchange

We want to show that with high probability, once the key exchange succeeds, both
Alice and Bob get the same shared index.
Lemma 19. After running construction 23, Alice and Bob agree on a key 𝑘 with
1
.
probability at least 1 − 10,000ℓ𝑒
Proof. Since we are allowing interaction, the only way Alice and Bob can fail is if
one of Alice’s Generate(𝑛, 0) contains a solution that overlaps with 𝑆𝐵 , one of Bob’s
Generate(𝑛, 0) contains a solution that overlaps with 𝑆𝐴 , and 𝑆𝐴 ∩ 𝑆√𝐵 =
∅.
∏︀ ℓ (︁ ℓ−√ℓ−𝑖 )︁
First, let’s compute 𝑝0 = Pr[𝑆𝐴 ∩ 𝑆𝐵 = ∅]. We have 𝑝0 = 𝑖=0
, the
ℓ
chance that every time Bob chooses an element for 𝑆𝐵 , he does not choose an element
in 𝑆𝐴 . Rearranging this expression, we have
√

𝑝0 =

ℓ−1
∏︁

𝑖=0

(︃

ℓ−

√
ℓ

√

ℓ−𝑖

)︃

=

ℓ−1
∏︁

(1 −

𝑖=0

√

√

ℓ+𝑖
)≤
ℓ

ℓ−1
∏︁

𝑖=0

(︃

1
1− √
ℓ

)︃

(︃

1
= 1− √
ℓ

)︃√ℓ

≈

1
𝑒

Now, assuming that 𝑆𝐴 and 𝑆𝐵 do not intersect, we need to compute the probability that both Alice and Bob see an incorrectly generated instance (generated by
1
Generate(𝑛, 0), but contains a solution). Let 𝜖𝑝𝑙𝑎𝑛𝑡 ≤ 100ℓ
be the planting error. Since
there is no overlap between 𝑆𝐴 and 𝑆𝐵√
, these probabilities are independent. The
probability that 𝑆𝐴 overlaps is at most ℓ𝜖𝑝𝑙𝑎𝑛𝑡 ≤ 1001√ℓ via a union bound over all
√
ℓ instances corresponding to the indices in 𝑆𝐴 . Therefore, the probability that this
(︁ √ )︁2
ℓ
1
happens for both Alice and Bob is at most 10,000ℓ
= 10,000ℓ
.
1
, and it is the only
Thus, the probability that this event occurs is at most 10,000ℓ𝑒
way the protocol ends without Alice and Bob agreeing on a key.
Therefore, the probability Alice and Bob agree on a key at the end of the protocol
1
is 1 − 10,000ℓ𝑒
.
We next show that the key-exchange results in gaps in running time and success
probability between Alice and Bob and Eve. Then, we will show that this scheme
can be boosted in a fine-grained way to get larger probability gaps (a higher chance
that Bob and Alice exchange a key and lower chance Eve gets it) while preserving
the running time gaps.
First, we need to show that the time Alice and Bob take to compute a shared key
is less (in a fine-grained sense) than the time it takes Eve, given the public transcript,
to figure out the shared key. This includes the number of times we expect Alice and
Bob to need to repeat the process before getting a usable key.
Time for Alice and Bob.
Lemma 20. If a problem 𝑃 is ℓ(𝑛)-KER with plant time 𝐺(𝑛), solve time 𝑆(𝑛) and
lower
bound 𝑇 (𝑛) when ℓ(𝑛) > 100, then Alice and Bob take expected time 𝑂(ℓ𝐺(𝑛) +
√
ℓ𝑆(𝑛)) to run the key exchange.
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Proof. First, we will compute a bound on the number of times Alice and Bob need
to repeat the key exchange before they match on exactly one index. Alice and Bob
repeat any time there isn’t exactly one overlap between 𝑆𝐴 and 𝑆𝐵 or the key exchange
fails, as described in the proof of Lemma 19. Since the probability of the bad event
happening is small, ≤ 1/(10, 000𝑒ℓ), we will ignore it. Instead, saying
Pr[Key Exchange Stops after this round]
= Pr[bad event] + Pr[Exactly one overlap| no bad event] · Pr[no bad event]
1
≥ Pr[Exactly one overlap| no bad event] = Pr[ Exactly one overlap]/2.
2
Computing the probability that there is exactly one overlap. Let 𝑝0 and
𝑝1 be the probability that there are zero overlaps and exactly 1 overlap respectively.
First, using similar techniques as in the proof of Lemma 19, we show that 𝑝0 ≥ 𝑒12
√

𝑝0 =

√
√ )︃ (︃
√
(︃
)︃√ℓ
ℓ−1
∏︁
2 ℓ
2
ℓ+𝑖
1
(1 −
)≥
1−
= 1− √
≈ 2.
ℓ
ℓ
𝑒
ℓ
𝑖=0

ℓ−1
∏︁

𝑖=0

(︁

√

)︁ (︁

)︁

(︁

)︁

A combinatorial argument also tells us that 𝑝0 = ℓ−√ℓ ℓ / √ℓℓ since there are √ℓℓ
possible ways to choose 𝑆𝐴 independent of 𝑆𝐵 , but if we want to ensure
(︁ √no)︁ overlap
√
between 𝑆𝐴 and 𝑆𝐵 , we need to avoid the ℓ locations in 𝑆𝐵 , hence ℓ−√ℓ ℓ choices
√ (︁ ℓ−√ℓ )︁ (︁ ℓ )︁
√
√
for 𝑆𝐴 . Then, we have 𝑝1 = ℓ · √
/
because
there
are
ℓ places to choose
ℓ
ℓ−1
√
from to overlap√𝑆𝐴 with 𝑆𝐵 , and then we must avoid the ℓ − 1 locations in 𝑆𝐵 for
the rest of the ℓ elements in 𝑆𝐴 .
Now we will compute a bound on 𝑝1 by first showing 𝑝𝑝01 ≥ 1:
𝑝1
=
𝑝0

√ (︁ ℓ−√ℓ )︁
ℓ √ℓ−1
(︁

√ℓ

)︁
ℓ

(︁

√ℓ

)︁
ℓ

· (︁ℓ−√ℓ)︁
√

ℓ

√
√
√
ℓ(ℓ − ℓ)!
( ℓ)!(ℓ − 2 ℓ)!
√
√
= √
·
( ℓ − 1)!(ℓ − 2 ℓ + 1)!
(ℓ − ℓ)!
√
( ℓ)2
ℓ
√
√
=
≥1
=
ℓ−2 ℓ+1
ℓ−2 ℓ+1
√

Now, we have that 𝑝1 = 𝑝𝑝01 · 𝑝0 ≥ 1 · 𝑒12 ≥ 1/10.
Finally, putting this all together, the probability that Alice and Bob stop after a
1
round of the protocol is at least 20
. And so, we expect Alice and Bob to stop after
a constant
√ number of rounds. Each round consists of
√ calling Generate ℓ times and
solving ℓ instances; so, √
each round takes ℓ𝐺(𝑛) + ℓ𝑆(𝑛) time. Therefore, Alice
and Bob take 𝑂(ℓ𝐺(𝑛) + ℓ𝑆(𝑛)).
Time for Eve.
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Lemma 21. If a problem 𝑃 is ℓ(𝑛)-KER with plant time 𝐺(𝑛), solve time 𝑆(𝑛)
and lower bound 𝑇 (𝑛) when ℓ(𝑛) ≥ 214 , then an eavesdropper Eve, when given the
transcript I𝑇 , requires Ω̃(ℓ(𝑛)𝑇 (𝑛)) time to solve for the shared key with probability
1
+ sig(𝑛).
2
Proof. This proof requires two steps: first, if Eve can figure out the shared key in
time PFTℓ(𝑛)𝑇 (𝑛) time with advantage 𝛿𝐸𝑣𝑒 , then she can also figure out the index in
PFTℓ(𝑛)𝑇 (𝑛) time with probability 𝛿𝐸𝑣𝑒 /4. Then, if Eve can compute the index with
advantage 𝛿𝐸𝑣𝑒 /4, we can use Eve to solve the list-version of 𝑃 in PFTℓ(𝑛)𝑇 (𝑛) with
probability 𝛿𝐸𝑣𝑒 /16, which is a contradiction to the list-hardness of our problem.
Finding a bit finds the index. This is just the Goldreich-Levin (GL) trick used
in classical cryptography to convert OWFs to OWFs with a hardcore bit. We have
to be careful in this scenario since the security reduction for GL requires polynomial
overhead (𝑂(𝑁 2 )). However, this is only because we are trying to find 𝑁 bits based
off of linear combinations of those bits. If instead we were trying to find poly log 𝑁
bits, we would only require poly log 𝑁 time to do so with this trick. 𝑖 ∈ ℓ(𝑛) is an
index, so |𝑖| = log(ℓ(𝑛)). Because ℓ(𝑛) is polynomial in 𝑛, |𝑖| is polynomial in the log
of 𝑛, therefore, using the same techniques as used in the proof of Theorem 22, being
able to determine 𝑖 ⊕ 𝑟 with 𝛿 advantage allows us to determine 𝑖 in the same amount
of time, with probability 𝛿/4.
Finding the index solves 𝑃 Now, let I = (𝐼1 , . . . , 𝐼ℓ ) be an instance of the list
problem for 𝑃 : for a random index 𝑖, 𝐼𝑖 ← 𝐷1 , and for all other 𝑗 ̸= 𝑖, 𝐼𝑗 ← 𝐷0 .
Because 𝑃 is generalized splittable, we can take every 𝐼𝑖 and turn it into a list of 𝑚
instances. With probability 1 − ℓ𝜖𝑠𝑝𝑙𝑖𝑡 , we turn I to 𝑚 different instances: for every
(1,𝑐) (2,𝑐)
(1,𝑐) (2,𝑐)
(1,𝑐) (2,𝑐)
𝑐 ∈ [𝑚], I(𝑐) = ((𝐼1 , 𝐼1 ), . . . (𝐼ℓ , 𝐼ℓ )). For all 𝑐 and 𝑗 ̸= 𝑖, (𝐼𝑗 , 𝐼𝑗 ) ∼
*
*
(1,𝑐 ) (2,𝑐 )
𝐷0 × 𝐷0 , and√for at least one 𝑐* ∈ [𝑚], (𝐼𝑖
, 𝐼𝑖
) ∼ 𝐷1 × 𝐷1 . Because 𝑃 is
(1,𝑐)
ℎ ∈ [ℓ], for all 𝑐 ∈ [𝑚], we will change 𝐼ℎ
plantable, for ℓ − 1 random coordinates
√
′(1,𝑐)
∼ Generate(𝑛, 1), and for ℓ − 1 random coordinates 𝑔 ∈ [ℓ], disjoint from
to 𝐼ℎ
all ℎ’s, for every 𝑐 ∈ [𝑚], we will similarly plant solutions in the second list, changing
𝐼𝑔(2,𝑐) to 𝐼𝑔′(2,𝑐) ∼ Generate(𝑛, 1).
Note that there are ℓ instances and Eve returns a single index. We can verify
the correctness by brute forcing a single instance in the list instance. When ℓ is
polynomial in 𝑛 then the time to brute force is polynomially smaller than the time
required to solve the list instance. We will need to brute force 𝑚 of these instances
(one for each of the 𝑚 produced pairs of lists). When ℓ/𝑚 = 𝑛−Ω(1) , the total time
for all the brute forces is polynomially smaller than the time required for solving a
single list instance. This is how we deal with the “dummy” instances produced with
by the splittable construction.
Now, notice that we have
{︁(︁ changed
)︁}︁the list version of the problem into 𝑚 different
(𝑐) (𝑐)
lists of pairs of instances, I1 , I2
, and there exists a 𝑐* such that the 𝑐* ’th
𝑐∈[𝑚] √
to the transcript
list is distributed, with probability 𝑂(1 − 1/ ℓ), indistinguishably √
of a successful key exchange between Alice and Bob. We planted ℓ − 1 solutions
into random indices, and as long as we avoided the index with the solution (which
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happens with probability 1 − √2ℓ ), the rest of the pairs will be of the form 𝐷0 × 𝐷0
with exactly one coordinate of overlapping instances with solutions. That coordinate
will be the same as the index in the list problem with the solution.
So, since we are assuming Eve can run in PFTℓ(𝑛)𝑇 (𝑛) time and we can create
instances that look like key-exchange transcripts from list-problems, we can run Eve
on each of these 𝑚 different list-pair problems, and as long as she answers correctly
for the 𝑐* instance, we can solve our original problem in time 𝑂((ℓ(𝑛)𝑇 (𝑛))1−𝛿 ) for
𝛿 > 0. This is a contradiction to the hardness of the list problem, meaning Eve’s time
is bounded by Ω(ℓ(𝑛)𝑇 (𝑛)).
Analyzing the error in this case, when the key exchange succeeds, the total variation distance between an instance of the list problem being split and the original
key-exchange transcript is bounded above by the following two sides:
∙ For the 𝑐* that splits the 𝐷1 instance of the list into one sampled from 𝐷1 × 𝐷1 ,
this succeeds with probability 1 − 𝜖𝑠𝑝𝑙𝑖𝑡 · ℓ.
∙ Given that we successfully
split, the distance between the generated pairs of lists
√
after we plant ℓ − 1 instances with a solution
√ between this and the idealized
list
𝐷0 ) and
1, √
√ of (𝐷𝑏 , 𝐷𝑏′ ) instances with one (𝐷12, 𝐷1 ), ℓ 2− 1√of the form (𝐷
2
√
√
√
ℓ − 1 of the form (𝐷0 , 𝐷1 ) is at most ℓ + (1 − ℓ )( ℓ · 𝜖𝑝𝑙𝑎𝑛𝑡 ) ≤ ℓ + ℓ𝜖𝑝𝑙𝑎𝑛𝑡 .
∙ For the generated instances generated in a successful key exchange transcript,
the error between this and the idealized list-pairs (described above) is at most
ℓ · 𝜖𝑝𝑙𝑎𝑛𝑡 .
1
∙ Recall that 𝜖𝑝𝑙𝑎𝑛𝑡 , 𝜖𝑠𝑝𝑙𝑖𝑡 ≤ 100ℓ
and that ℓ ≥ 214 . So, combined, the key-exchange
transcript distribution and splitting the list-hard problem distribution are indistinguishable with probability at most

√
2
1 − (𝜖𝑠𝑝𝑙𝑖𝑡 ℓ + √ + ℓ𝜖𝑝𝑙𝑎𝑛𝑡 + ℓ𝜖𝑝𝑙𝑎𝑛𝑡 )
ℓ
√
2
= 1 − (ℓ(𝜖𝑠𝑝𝑙𝑖𝑡 + 𝜖𝑝𝑙𝑎𝑛𝑡 ) + ℓ𝜖𝑝𝑙𝑎𝑛𝑡 + √ )
ℓ
1
2
2
√ +√ )
≥ 1 − (ℓ(
)+
128ℓ
128 ℓ
ℓ
2
2
1
1
1
≥1−(
+
+
)=1−
− 14
2
128 128 128
32 2
1
>1−
31
Therefore, the total variation distance between key-exchange transcripts and the
1
transformed ACLH instances is at most 31
.
Now, recall that if we have a PFTℓ(𝑛)𝑇 (𝑛) algorithm 𝐸 that resolves the singlebit key with advantage 𝛿, then there exists a PFTℓ(𝑛)𝑇 (𝑛) algorithm 𝐸 * that resolves
the index of the key exchange transcript with probability 𝛿/4. Let 𝑇 𝑟𝑎𝑛𝑠𝑓 be the
algorithm that transforms an ACLH instance I to the key-exchange transcript (with
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TVD from a successful key-exchange transcript of
we fool Eve into solving our ACLH problem is
Pr[𝐸 * (𝑇 𝑟𝑎𝑛𝑠𝑓 (I)) = 𝑖] ≥ 𝛿/4 −

1
)
34

Therefore, the probability that

1
1
1
1
≥
−
>
31
16 31
34

Now, since the ACLH problem 𝑃 allows for PFTℓ(𝑛)𝑇 (𝑛) adversaries to have advantage
1
, this is a contradiction. Therefore, there does not exist a PFTℓ(𝑛)𝑇 (𝑛)
at most 34
eavesdropping adversary that can resolve the single bit key with advantage 14 (so
resolving the key with probability 1/2 + 1/4 = 3/4).
We note that the range, 𝑅 ≈ 𝑛6𝑘 in the above corollary may be considered to be
“too large” if you believe the hardness in the problem comes from a range where were
are expected to get one solution with probability 1/2 (𝑅 = 𝑂(𝑛𝑘 )). So, in the next
corollary, we address that problem, getting the key exchange using this much smaller
range.
Now, we can put all of these together to get a weak fine-grained key exchange.
We will then boost it to be a strong fine-grained key exchange (see the Definition 25
for weak versus strong in this setting).
Theorem 24. If a problem 𝑃 is ℓ(𝑛)-KER with plant time 𝐺(𝑛), solve time 𝑆(𝑛)
and lower bound 𝑇 (𝑛) when ℓ(𝑛) ≥ 214 , then construction 23 is a ((ℓ(𝑛)𝑇 (𝑛), 𝛼, 𝛾)1
and 𝛼 ≤ 14 .
FG-KeyExchange, with 𝛾 ≤ 10,000ℓ(𝑛)𝑒
Proof. This is a simple combination of the correctness of the protocol, and the fact
that an eavesdropper must take more time than the honest parties. We have that
1
1
the Pr[𝑏𝐴 = 𝑏𝐵 ] ≥ 1 − 10,000ℓ𝑒
, implying 𝛾 ≤ 10,000ℓ𝑒
from Lemma 19. We have
√︁

that Alice and Bob take time 𝑂(ℓ(𝑛)𝐺(𝑛) + ℓ(𝑛)𝑆(𝑛)) and Eve must take time
Ω̃(ℓ(𝑛)𝑇 (𝑛)) to get an advantage larger
than 41 by Lemmas 20 and 21. Because 𝑃 is
√︁
(︁
)︁
KER , ℓ(𝑛)𝑇 (𝑛) ∈ 𝜔
˜ ℓ(𝑛)𝐺(𝑛) + ℓ(𝑛)𝑆(𝑛) , implying there exists 𝛿 > 0 so that
√︁
˜
ℓ(𝑛)𝐺(𝑛) + ℓ(𝑛)𝑆(𝑛) ∈ 𝑂(ℓ(𝑛)𝑇
(𝑛)1−𝛿 ). So, we have correctness, efficiency and
security.
Next, we are going to amplify the security of this key exchange using parallel
repetition, drawing off of strategies from [DNR04] and [BIN97].
(︁

)︁

Theorem 25. If a weak (ℓ(𝑛)𝑇 (𝑛), 𝛼, 𝛾)-FG-KeyExchange exists where 𝛾 = 𝑂 𝑛1𝑐
for some constant 𝑐 > 0, but 𝛼 = 𝑂(1), then a Strong (ℓ(𝑛)𝑇 (𝑛))-FG-KeyExchange
also exists.
Proof. Using techniques from [BIN97], we will phrase breaking this key exchange as an
eavesdropper as an honest-verifier two-round parallel repetition game. The original
game as a PFTℓ(𝑛)𝑇 (𝑛) prover 𝑃 and verifier 𝑉 . 𝑉 generates an honest transcript
of the key exchange between Alice and Bob and sends this transcript to 𝑃 . Note
that the single-bit key sent in this protocol is uniformly distributed. 𝑃 wins if 𝑃
can output the key correctly. Now, because any eavesdropper running PFTℓ(𝑛)𝑇 (𝑛)
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only has advantage 𝛼 of determining the key, the prover 𝑃 has probability at most
1
+ 𝛼 of winning this game. Let 𝛽 = 12 + 𝛼. By Theorem 4.1 of [BIN97], if we
2
instead have 𝑉 generate 𝑚 parallel repetitions (𝑚 independent transcripts of the key
exchange), then the probability that 𝑃 can find all of the keys in PFTℓ(𝑛)𝑇 (𝑛) is less
2
2
16
32
than 1−𝛽
· 𝑒−𝑚(1−𝛽 )/256 (which is larger than (1−𝛽)
· 𝑒−𝑚𝑐(1−𝛽 )/256 ).
512
Let 𝑚 = 1−𝛽
2 · log(𝑛), which is sub-polynomial in 𝑛 because 𝛽 is at least constant.
and we get
that
the probability the prover succeeds in finding all 𝑚 keys is at most
(︁ )︁
1
′
𝛽 = 𝑂 𝑛2 . Now, we need this to work while there is some error 𝛾. Note that
𝛾 is at most 1/𝑛𝑐 , so the probability we get an error in any of the 𝑚 instances
of the key exchange is (1 − 𝛾)𝑑·log(𝑛) for some constant 𝑑. Asymptotically, this is
𝑒−𝛾𝑑 log(𝑛) = 𝑛−𝛾𝑑 . This is where we required 𝛾 to be so small: because 𝛾 = 𝑂(1/𝑛𝑐 ),
√
this probability of failure is 𝑜( 𝛾), which is still insignificant.
Now, we need to turn this 𝑚 parallel-repetition back into a key exchange. We will
first do that by employing our fine-grained Goldreich-Levin method: the weak keyexchange will be run 𝑚 times in parallel and Alice will additionally send a uniformly
random 𝑚-length binary vector, r. The key will be the 𝑚 keys, k = (𝑘1 , . . . , 𝑘𝑚 ) dotproducted with r: k · r. Because 𝑚 is sub-polynomial in 𝑛 and the Goldreich-Levin
˜ 2 ) time, k · r is a fine-grained hard-core bit for
security reduction only requires 𝑂(𝑚
the transcript. Therefore, an eavesdropper will have advantage at most 21 + insig(𝑛)
in determining the shared key.
Remark 1. It is not obvious how to amplify correctness and security of a fine-grained
key exchange at the same time. If we have a weak (ℓ(𝑛)𝑇 (𝑛), 𝛼, 𝛾)-FG-KeyExchange,
where 𝛼 = insig(𝑛) but 𝛾 = 𝑂(1), then we can use a standard repetition errorcorrecting code to amplify 𝛾. That is, we can run the key exchange log2 (𝑛) times
to get log2 (𝑛) keys (most of which will agree between Alice and Bob), and to send
a message with these keys, send that message log2 (𝑛) times. With all but negligible
probability, the decrypted message will agree with the sent message a majority of the
time. Since with very high probability the adversary cannot recover any of the keys in
PFTℓ(𝑛)𝑇 (𝑛) time, this repetition scheme is still secure.
As shown in Theorem 25, we can also amplify a key exchange that has constant
correctness and polynomial soundness to one with 1 − insig(𝑛) correctness and polynomial soundness. However, it is unclear how to amplify both at the same time in a
fine-grained manner.
Corollary 10. If a problem 𝑃 is ℓ(𝑛)-KER, then a Strong (ℓ(𝑛)𝑇 (𝑛))-FG-KeyExchange exists.
1
, and ℓ(𝑛) =
Proof. The probability of error in Construction 23 is at most 10,000ℓ(𝑛)𝑒
Ω(1)
𝑛
(due to the fact that ℓ(𝑛) comes from the definition of list-hard, Definition 31.
The probability a PFTℓ(𝑛)𝑇 (𝑛) eavesdropper has of resolving the key is 21 + 𝛼 where
𝛼 ≤ 14 . This means our 𝛽 ≤ 34 = 𝑂(1). Since the clauses in theorem 25 are met, a
Strong (ℓ(𝑛)𝑇 (𝑛))-FG-KeyExchange exists.

Finally, using the fact that Alice and Bob do not use each other’s messages to
produce their own in Construction 23, we prove that we can remove all interaction
through repetition and get a 𝑇 (𝑛)-fine-grained public key cryptosystem.
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Lemma 22. Construction 23 does not need interaction.
Proof. There is a constant probability that the construction fails at each round. So,
Alice and Bob will simply run the protocol 𝑐 · log(𝑛) times in parallel and take the
key generated from the first successful exchange. There are two errors to keep track
of: the chance that Alice and Bob’s 𝑆𝐴 and 𝑆𝐵 do not intersect in exactly one
spot and the probability that an instance was generated with a false-positive. Since
𝜖𝑝𝑙𝑎𝑛𝑡 is so small (𝑂(1/𝑛Ω(1) )), we do not need to worry about the false-positives (the
chance of generating one is insignificant). So, the error we are concerned with is
the chance that none of the 𝑐 log(𝑛) instances of the key exchange end up having
𝑆𝐴 and 𝑆𝐵 overlapping in exactly 1 entry. This happens with probability at most
Pr[no overlap 𝑐 log(𝑛) times] = (Pr[no overlap once])𝑐 log 𝑛 ≤ 𝑂(1/𝑛𝑐 ), which is also
𝑐 log(𝑛)
+
insignificant. Therefore, the chance this key exchange fails is at most 1 − ( 10,000ℓ𝑒
1
) = 1 − insig(𝑛).
𝑛𝑐
Theorem 26. If a problem 𝑃 is ℓ(𝑛)-KER, then a ℓ(𝑛) · 𝑇 (𝑛)-fine-grained public key
cryptosystem exists.
Proof. First, consider an amplified, non-interactive version of Construction 23 (combination of Corollary 10 and lemma 22): Alice and Bob run the protocol 𝑚 times
in parallel, where 𝑚 = subpoly(𝑛). The 𝑚-bit key they agree is the vector of keys
exchanged. We now define the three algorithms for a fine-grained public key cryptosystem.
∙ KeyGen(1𝑛 ): run Bob’s half of the non-interactive protocol 𝑚 times, generating
(1,𝑖)
(𝑐 log(𝑛),𝑖)
𝑚 collections of 𝑐 log(𝑛) lists of ℓ(𝑛) instances of 𝑃 : {(I𝐵 , . . . , I𝐵
)}𝑖∈[𝑚] .
(𝑗,𝑖)
(𝑗,𝑖)
(𝑗,𝑖)
Each list I𝐵 has a random set 𝑆𝐵 ⊂ [ℓ] where instances 𝐼𝑘 ∈ I𝐵 are
(𝑗,𝑖)
from Generate(𝑛, 1) if 𝑘 ∈ 𝑆𝐵 and from Generate(𝑛, 0) otherwise. The public
(1,𝑖)
(𝑐 log(𝑛),𝑖)
(1,𝑖)
key is 𝑝𝑘 = {(I𝐵 , . . . , I𝐵
)}𝑖∈[𝑚] and the secret key is 𝑠𝑘 = {(𝑆𝐵 , . . . ,
(𝑐 log(𝑛),𝑖)
)}𝑖∈𝑚 .
𝑆𝐵
∙ Encrypt(𝑝𝑘, m ∈ {0, 1}𝑚 ): run Alice’s half of the protocol 𝑚 times, solving for
the shared key, and then encrypting a message under that key.√More formally,
(𝑗,𝑖)
(𝑗,𝑖)
generate 𝑚 lists of 𝑐 log(𝑛) sets 𝑆𝐴 ⊂ [ℓ] such that |𝑆𝐴 | = ℓ. Then, gen(𝑗,𝑖)
erate lists of instances I𝐴 for 𝑖 ∈ {1, . . . , 𝑚} and 𝑗 ∈ {1, . . . , 𝑐 log(𝑛)}, where
(𝑗,𝑖)
(𝑗,𝑖)
(𝑗,𝑖)
(𝑗,𝑖)
for every instance 𝐼𝑘 ∈ I𝐴 , 𝐼𝑘 = Generate(𝑛, 1) if 𝑘 ∈ 𝑆𝐴 and otherwise use Generate(𝑛, 0). Then, for all of these 𝑚 · 𝑐 log(𝑛) instances, generate
a random vector r𝑖,𝑗 of length log(ℓ) for the final part of the key exchange.
Now, for each of these 𝑚 instances, compute the shared key as in Construction the non-interactive version 23 (see lemma 22), to get a vector of keys
k = (𝑘1 , . . . , 𝑘𝑚(︁). If any of these exchanges fail, output ⊥. Finally,
let the
)︁
𝑖,𝑐 log(𝑛) 𝑖,𝑐 log(𝑛)
𝑖,1 𝑖,1
ciphertext 𝑐𝑡 = {((I𝐴 , r ), . . . , (I𝐴
,r
))}𝑖∈[𝑚] , k ⊕ m .
∙ Decrypt(𝑠𝑘, 𝑐𝑡): Bob
computes the shared key and decrypts )︁the message. For(︁
𝑖,𝑐 log(𝑛) 𝑖,𝑐 log(𝑛)
𝑖,1
mally, let 𝑐𝑡 = {((I𝑖,1
,r
))}𝑖∈[𝑚] , c* . Bob computes
𝐴 , r ), . . . , (I𝐴
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the shared key just like Alice to get k, and then decrypts the message with
k ⊕ 𝑐* = m′ . Output the 𝑚-bit message m′ .
Now we will prove this is indeed a fine-grained public key cryptosystem. First,
because the key exchange took Alice and Bob PFTℓ(𝑛)𝑇 (𝑛) time, this scheme is efficient,
˜
requiring at most (ℓ(𝑛)𝑇 (𝑛))1−𝛿 · 𝑚 · (𝑐 log 𝑛) = 𝑂(ℓ(𝑛)𝑇
(𝑛)(1−𝛿) ) for constant 𝛿 > 0.
Next, the scheme is correct. This comes directly from the fact that the key
exchange succeeds with probability 1 − insig(𝑛).
Lastly, the scheme is secure. This is a simple reduction from the security game to
an eavesdropper. For sake of contradiction, let Eve be a PFTℓ(𝑛)𝑇 (𝑛) adversary that can
win the CPA-security game as in Definition 26 with probability 12 +𝜖 where 𝜖 = sig(𝑛).
Eve can then directly win the key exchange with the same advantage because the
message and public key the challenger gives to Eve contains a key exchange (contains
multiple key exchanges, but we can simulate all but one).
Corollary 11. Given the strong Zero-𝑘-Clique-𝑅 Hypothesis over the range 𝑅 =
ℓ(𝑛)2 𝑛2𝑘 , there exists a (ℓ(𝑛)𝑇 (𝑛), 1/4, insig(𝑛))-FG-KeyExchange,
where )︁Alice and
(︁ √︁
𝑘
˜
Bob can exchange a sub-polynomial-sized key in time 𝑂 𝑛 ℓ(𝑛) + 𝑛2 ℓ(𝑛) for every
polynomial ℓ(𝑛) = 𝑛Ω(1) .
There also exists a ℓ(𝑛)𝑇 (𝑛)-fine-grained public-key
cryptosystem,)︁ where we can
(︁ √︁
𝑘
˜
encrypt a sub-polynomial sized message in time 𝑂 𝑛 ℓ(𝑛) + 𝑛2 ℓ(𝑛) .
Both of these protocols are optimized when ℓ(𝑛) = 𝑛2𝑘−4 .
Proof. This comes from the fact that strong Zero-𝑘-Clique-𝑅 Hypothesis implies that
Zero-𝑘-Clique is a KER problem by Theorem 20, Theorem 19, and Theorem 18. So
we can use construction 23 to get the key-exchange
by Theorem 24)︁ and Claim 5.
(︁ √︁
𝑘
˜
The optimization comes from minimizing 𝑂 𝑛 ℓ(𝑛) + 𝑛2 ℓ(𝑛) , which is simply
√︁

to set 𝑛𝑘 ℓ(𝑛) = 𝑛2 ℓ(𝑛). This results in ℓ(𝑛) = 𝑛2𝑘−4 .
The gap between honest parties and dishonest parties is computed as follows.
2
˜
˜ 2𝑘−2 ). Dishonest parties take 𝐸(𝑛) =
Honest parties take 𝐻(𝑛) = 𝑂(ℓ(𝑛)𝑛
) = 𝑂(𝑛
𝑘
˜
˜ 3𝑘−4 ). We have that 𝐸(𝑛) = 𝐻(𝑛)𝑡 where 𝑡 = 3𝑘−4 , which ap𝑂(ℓ(𝑛)𝑛
) = 𝑂(𝑛
2𝑘−2
proaches 1.5 as 𝑘 → ∞. So, we have close to a 1.5 gap between honest parties and
dishonest ones as long as we assume 𝑇 (𝑛) = 𝑛𝑘 .
The Zero-3-Clique hypothesis (the Zero Triangle hypothesis) is generally better
believed than the Zero-𝑘-Clique hypothesis for larger 𝑘. Note that even with the
strong Zero-3-Clique hypothesis we get a key exchange with a gap in the running
times of Alice and Bob vs Eve. In this case, the gap is 𝑡 = 5/4 = 1.2.
Also, since the Zero-𝑘-Clique-hypothesis may be more believable over a smaller
range, say 𝑅 = 𝑛𝑘 , we can combine Corollary 11 and Theorem 16 to get the below
result: even with a relatively small range, we can still build a fine-grained public-key
cryptosystem.
Corollary 12. Given the strong Zero-𝑘-Clique-𝑅 Hypothesis over range 𝑅 = 𝑛𝑘 ,
there exists a ℓ(𝑛)𝑇 (𝑛)-fine-grained public-key
cryptosystem,
where we can encrypt a
(︁ √︁
)︁
2
𝑘
˜ 𝑛 ℓ(𝑛) + 𝑛 ℓ(𝑛) .
sub-polynomial sized message in time 𝑂
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4.8

A Key Exchange Approaching the 𝑁 2 Gap

In this section, we discuss how to build a fine-grained key exchange with a gap
approaching 𝑁 2 . More formally, we build a (ℓ(𝑛)𝑇 (𝑛), 1/4, insig(𝑛))-FG-KeyExchange
using the strong Zero-𝑘-Clique-𝑅 Hypothesis over range 𝑅 = 𝑛8𝑘 , so that honest
˜ 𝑘+2 ) and any dishonest party must take time at least Ω̃(𝑛2𝑘 ).
parties take time 𝑂(𝑛
In this construction, ℓ(𝑛) = 2𝑛𝑘 and 𝑇 (𝑛) = 𝑛𝑘 . This will yield a gap of 𝑁 to
𝑁 2−4/(𝑘+2) . This is an improvement over the previous construction, which had a gap
of 𝑁 to 𝑁 1.5−𝛿(𝑘) . However, this construction requires using more specific properties
of Zero-𝑘-Clique.
The construction here will be very similar to Construction 23, but instead of
using the property of an instance having a solution vs an instance not having one to
find a matching index, Alice and Bob will use the location of their planted Zero-𝑘Clique’s. Recall that Generate(𝑛, 1) produces a witness. Alice and Bob will essentially
be comparing witnesses.
Due to the nature of the security√reduction, we make assume the strong Zero-𝑘^ = 𝑅 in our construction.
Clique-𝑅 Hypothesis , but use 𝑅
Construction 27 (Better Fine-Grained Key Exchange). A fine-grained key exchange
for exchanging a single bit key using properties of Zero-𝑘-Clique.
^ =
∙ Setup(1𝑛 ): output mpk = (𝑛, ℓ) where ℓ = 2𝑛𝑘 and 𝑅
^ = 𝑛4𝑘 ).
𝑅

√︁

(𝑅) (in this case,

∙ KeyGen(mpk): Alice and Bob both get 𝑛 and ℓ.
– Alice first generates a random subset 𝑆𝐴 ⊂ [ℓ] where for each 𝑖 ∈ [ℓ], 𝑖 ∈ 𝑆𝐴
with probability 12 . She generates a list of Zero-𝑘-Cliqueinstances over range
^ I𝐴 = (𝐼 1 , . . . , 𝐼 ℓ ) where for all 𝑖 ∈ 𝑆𝐴 , 𝐼 𝑖 = Generate(𝑛, 1) and for all
𝑅:
𝐴
𝐴
𝐴
𝑖 ̸∈ 𝑆𝐴 , 𝐼𝐴𝑖 = Generate(𝑛, 0) (using Alice’s private randomness). For each
𝑖
𝑖 ∈ 𝑆𝐴 , Alice also receives the witness (zero clique) for 𝐼𝐴𝑖 : 𝑤𝐴
= 𝑤𝑖𝑡(𝐼𝐴𝑖 ).
$
Alice publishes I𝐴 and a random vector v ← {0, 1}log ℓ .
– Bob computes I𝐵 = (𝐼𝐵1 , . . . , 𝐼𝐵ℓ ) similarly: generating a random 𝑆𝐵 ⊂ [ℓ]
such that 𝑖 ∈ 𝑆𝐵 with probability 21 , and for every instance 𝐼𝐵𝑗 ∈ I𝐵 , if
𝑗 ∈ 𝑆𝐵 , 𝐼𝐵𝑗 = Generate(𝑛, 1) and if 𝑗 ̸∈ 𝑆𝐵 , 𝐼𝑗 = Generate(𝑛, 0). Bob
𝑗
publishes I𝐵 and keeps the set of witnesses 𝑤𝐵
for every 𝑗 ∈ 𝑆𝐵 .
∙ Compute shared key: Alice receives I𝐵 and Bob receives I𝐴 .
𝑖
𝑖
– For every 𝑖 ∈ 𝑆𝐴 , Alice checks if 𝑤𝐴
is also a witness for 𝐼𝐵𝑖 . If 𝑤𝐴
=
𝑖
𝑤𝑖𝑡(𝐼𝐵 ) then she records 𝑖 ∈ 𝐿𝐴 .
𝑗
𝑗
– For every 𝑗 ∈ 𝑆𝐵 , Bob checks if 𝑤𝐵
is also a witness for 𝐼𝐴𝑗 . If 𝑤𝐵
=
𝑗
𝑤𝑖𝑡(𝐼𝐴 ) then he records 𝑗 ∈ 𝐿𝐵 .

∙ Check: Alice takes her private list 𝐿𝐴 : if |𝐿𝐴 | =
̸ 1, Alice publishes that the
exchange failed. Bob does the same thing with his list 𝐿𝐵 : if |𝐿𝐵 | ̸= 1, Bob
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publishes that the exchange failed. If either Alice or Bob gave or received a
failure, they both know, and go back to the KeyGen step.
If no failure occurred, then |𝐿𝐴 | = |𝐿𝐵 | = 1. Alice interprets the index 𝑖 ∈ 𝐿𝐴
as a vector and computes 𝑖 · v as her key. Bob uses the index in 𝑗 ∈ 𝐿𝐵 and
also computes 𝑗 · v. With high probability, 𝑖 = 𝑗 and so the keys are the same.

4.8.1

Proof of Correctness

As noted in Section 4.7, there could be problems with the instances generated: some
of the Generate(𝑛, 0) could fail and have a solution, and similarly Generate(𝑛, 1) could
not be the right distribution. Since we are dealing with the specifics of the Zero-𝑘Clique problem, we will analyze the failure probability from that perspective.
Lemma 23. After running Construction 27, Alice and Bob agree on a key 𝑘 with
2
probability at least 1 − 2ℓ𝑅^ 2 ≥ 1 − 𝑛26𝑘 .
Proof. Since this is a Las Vegas algorithm, the only way this could fail is if an event
occurred such that both Alice and Bob’s list 𝐿𝐴 and 𝐿𝐵 each had size exactly 1 and
𝐿𝐴 ̸= 𝐿𝐵 .
First, let’s compute the probability that at a given index 𝑖, Alice and Bob’s planted
witnesses match. This happens if both Alice and Bob decide to plant (independently
with probability 12 ), and the locations they plant are equal. Let’s denote this event
as witEq𝑖 .
𝑖
𝑖
Pr[witEq𝑖 ] = Pr[Alice and Bob plant ∧ 𝑤𝐴
= 𝑤𝐵
]
1
𝑖
𝑖
= 𝑤𝐵
|Alice and Bob plant]
= · Pr[𝑤𝐴
4
1
= 𝑘
4𝑛

Next, let NoMatch be the event that none of the planted witnesses match each
other (so there is no intended solution).
Pr[NoMatch] = 1 − Pr[∃𝑖s.t.witEq𝑖 ]
≤1−

ℓ
∑︁

Pr[witEq𝑖 ]

𝑖=1

=1−ℓ·
=1−

1
4𝑛𝑘

2𝑛𝑘
1
= .
𝑘
4𝑛
2

Now, let AtoB𝑖 be the event that Alice plants at index 𝑖 and matches with a nonplanted clique on Bob’s side, and BtoA𝑗 be the event that Bob plants at index 𝑗 and
matches with a non-planted clique on Alice’s side. These probabilities are symmetric.
Notice if we assume that there is no match and that Alice has planted at index 𝑖, the
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probability of the following event occurring is exactly the probability that a randomly
weighted 𝑘-clique is a zero-𝑘-clique.
Pr[AtoB𝑖 |NoMatch] ≤ Pr[AtoB𝑖 |NoMatch ∧ Alice plants at 𝑖]
1
= .
^
𝑅
Let Bad be the event that Alice and Bob agree on separate indices as the key
(that is, the exchange fails). Putting this together with the above calculations, we
have that
Pr[Bad] ≤ Pr[NoMatch∧ ̸ ∃𝑖, 𝑗 s.t. AtoB𝑖 ∧ BtoA𝑗 ]
= Pr[NoMatch] · Pr[∃𝑖, 𝑗 s.t. AtoB𝑖 ∧ BtoA𝑗 |NoMatch]
1
≤ · Pr[∃𝑖 s.t. AtoB𝑖 ∧ ∃𝑗 s.t. BtoA𝑗 |NoMatch]
2
1
≤ · Pr[∃𝑖 s.t. AtoB𝑖 |NoMatch] · Pr[∃𝑗 s.t. BtoA𝑗 |NoMatch]
2
⎞
(︃ ℓ
)︃ ⎛ ℓ
∑︁
∑︁
1
Pr[AtoB𝑖 |NoMatch] · ⎝ Pr[BtoA𝑗 |NoMatch]⎠
≤ ·
2
𝑖=1
𝑗=1
(︃

)︃

1
ℓ ℓ
≤ · 1− ·
^ 𝑅
^
2
𝑅
2
1 ℓ
1 4𝑛2𝑘
2
≤ ·
= · 8𝑘 = 6𝑘 .
^2
2 𝑅
2 𝑛
𝑛

4.8.2

Proof of Soundness

Time for Alice and Bob. Here we will show that the key exchange algorithm
˜ 𝑘+2 ) by computing the time Alice and Bob take, and then
terminates in time 𝑂(𝑛
because this is a Las Vegas type of algorithm, show that Alice and Bob will not
have to repeat the exchange many times before a key is agreed upon with very high
probability.
˜ 𝑘+2 ) time to run Construction 27, and
Lemma 24. Alice and Bob take expected 𝑂(𝑛
𝑘+2
˜
will terminate in 𝑂(𝑛
) time with probability 1 − negl(𝑛).
Proof. As in Construction 23, Alice and Bob repeat all of the steps each time they
report a failure. So, we will compute a lower bound on the probability that there is
no failure: this is the chance that both there is exactly one intended match between
witnesses and no unintended matches.
First, let us compute the probability that there is exactly one index 𝑖 such that
𝑖
𝑖
𝑤𝐴 = 𝑤𝐵
. Notice that the chance that for an index 𝑖, that Alice and Bob agree is the
chance that they both decide to plant a solution at 𝑖 and they planted in the same
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place: 41 · 𝑛1𝑘 =
one index is

1
.
4𝑛𝑘

So, the probability that their intended plants match at exactly
(︃ )︃

Pr[exactly one intended intersection] =

ℓ
· Pr[agree at index ℓ]
1
ℓ−1
∏︁

Pr[don’t agree at index 𝑖]

𝑖=1

(︂

=ℓ 1−

1
2𝑛𝑘

)︂ℓ−1

1
4𝑛𝑘
𝑘

1 2𝑛
1
·
2𝑛𝑘
4𝑛𝑘
1
1 1
∼ · = .
𝑒 2
2𝑒
Now, we will compute the probability that there are no unintended matches.
Recall from the proof of 23 that if we ignore any edge of the planted clique, all other
edge weights in the graph are uniform and independent. Let NoMatch𝑖 be the event
𝑖
𝑖
that 𝑤𝐴
̸= 𝑤𝐵
or that one of these witnesses does not exist. So if we again letAtoB𝑖
be the event that Alice plants at index 𝑖 and matches with a non-planted clique on
Bob’s side, and BtoA𝑗 be the event that Bob plants at index 𝑗 and matches with a
non-planted clique on Alice’s side, we have
(︂

≥ 2𝑛𝑘 1 −

)︂

Pr[AtoB𝑖 ] = Pr[NoMatch𝑖 ] Pr[AtoB𝑖 |NoMatch𝑖 ] + 0
1
≤ 1 · Pr[AtoB𝑖 |NoMatch𝑖 ] = .
^
𝑅
Computing the probability that there are no unintended matches for either Alice
or Bob, we get the following union bound:
Pr[no unintended matches] ≤ 1 − Pr[ exists unintended match]
≥1−

∑︁

𝑖 = 1ℓ (Pr[AtoB𝑖 |NoMatch𝑖 ]

+ Pr[BtoA𝑖 |NoMatch𝑖 ])
4
2ℓ
4𝑛𝑘
≥ 1 − 4𝑘 = 1 − 3𝑘 .
^
𝑛
𝑛
𝑅
Finally, putting these probabilities together, we get the probability that Alice and
Bob do not fail after a round is
≥1−

Pr[Alice and Bob stop] ≥ Pr[1 intended match ∧ no unintended matches]
= Pr[1 intended match]·
Pr[no unintnded matches|1 intended]
≥ Pr[1 intended match] · Pr[no unintnded matches]
(︂
)︂
1
4
≥
· 1 − 3𝑘
2𝑒
𝑛
1
≥ .
4𝑒
151

Therefore, Alice and Bob are expected to terminate in a constant number of
rounds, and will terminate with all-but-negligible probability after polylog(𝑛) rounds.

Time for Eve. Now we prove that assuming strong Zero-𝑘-Clique-𝑅 Hypothesis over
range 𝑅 = 𝑛8𝑘 , then an eavesdropper requires Ω̃(𝑛2𝑘 ) time to solve for the shared key
with probability at least 21 + sig(𝑛).
Lemma 25. Assuming the strong Zero-𝑘-Clique-𝑅 Hypothesis over range 𝑅 ≥ 𝑛8𝑘 ,
an eavesdropper Eve, when given the transcript I𝑇 from Construction 27, requires
Ω̃(𝑛2𝑘 ) time to solve for the shared key with probability 43 .
Proof. This proof will be very similar to the proof of Lemma 21. There are two parts:
first is the Goldreich-Levin (GL) trick from Theorem 22 showing that identifying the
single bit of the key implies Eve can also solve for the shared index that Alice and Bob
used, and the second is to use this index to solve an instance of Zero-𝑘-Cliquedrawn
from 𝐷1 (i.e. find an witness/zero-𝑘-clique).
Just as in the proof of Lemma 21, we can use Theorem 22 to show that if Eve has
advantage 𝛿𝑒𝑣𝑒 in distinguishing between a key of 1 and a key of 0, then we can use
Eve to build 𝒜 that can reconstruct the index in 𝐿𝐴 ∩ 𝐿𝐵 with probability 𝛿𝑒𝑣𝑒 /4.
Now, let 𝒜 be an algorithm that when given a random transcript of Alice and
Bob’s completed key exchange can output the index that Alice and Bob agreed upon
with probability 𝛿𝒜 . That is, 𝒜 outputs an index 𝑖 ∈ [ℓ] such that 𝐼𝐴𝑖 and 𝐼𝐵𝑖 each
have one Zero-𝑘-Clique and 𝑤𝑖𝑡(𝐼𝐴𝑖 ) = 𝑤𝑖𝑡(𝐼𝐵𝑖 ).
Recall that Zero-𝑘-Clique is List-Hard and should not be solvable in time less
than Ω(ℓ(𝑛)𝑛𝑘 ) with probability greater than 1/100; we will use 𝒜 to solve the list
problem of Zero-𝑘-Clique. Let I = (𝐼1 , . . . , 𝐼ℓ ) be an instance of the list problem
for Zero-𝑘-Clique: for a random index 𝑖, 𝐼𝑖 ← 𝐷1 , and for all other 𝑗 ̸= 𝑖, 𝐼𝑗 ←
𝐷0 . Zero-𝑘-Clique
is also correlated splittable, as proved in Section 4.5.3 with error
(︁ )︁ 𝑘
√
√
𝑘
𝑘
(
)
2
𝜖𝑠𝑝𝑙𝑖𝑡 ≤ 2 4 3𝑛 / 𝑅. Recall also that 𝜖𝑝𝑙𝑎𝑛𝑡 ≤ 2𝑛𝑘 / 𝑅 when we plant over the
√
^ = 𝑅.
range 𝑅
Let ℬ be our List-Problem adversary that will use 𝒜. As in Lemma 21, we will
take our list problem, split each instance, and plant in some of those instances before
we hand what should look like a transcript to 𝒜. 𝒜 will then return an index, which
ℬ can brute-force check in time 𝑂(𝑛𝑘 ). This process is as follows:
1. Adversary ℬ gets a list problem of Zero-𝑘-Clique: I = (𝐼1 , . . . , 𝐼ℓ ).
2. ℬ splits I via Split𝐶𝑜𝑟 to get 𝑚 =

(︁ )︁
𝑘
2

(𝑐)

(𝑐)

(𝑐)

pairs of lists: I(𝑐) = ((𝐼1,0 , 𝐼1,1 ), . . . , (𝐼ℓ,0 ,

(𝑐)

𝐼ℓ,1 )) for every 𝑐 ∈ [𝑚].
3. For every 𝑖 ∈ ℓ, ℬ chooses with probability 21 to add 𝑖 to set 𝑆𝑝𝑙𝑎𝑛𝑡𝐴 , and with the
same probability add 𝑖 to 𝑆𝑃 𝑙𝑎𝑛𝑡𝐵 . Then for each 𝑐 ∈ [𝑚] and every 𝑖 ∈ 𝑆𝑝𝑙𝑎𝑛𝑡𝐴
(𝑐)
(𝑐)
and 𝑗 ∈ 𝑆𝑃 𝑙𝑎𝑛𝑡𝐵 , ℬ replaces 𝐼𝑖,0 with Generate(𝑛, 1) and 𝐼𝑗,1 with Generate(𝑛, 1).
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4. For every 𝑐 ∈ [𝑚], ℬ gives the planted I(𝑐) to 𝒜. If 𝒜 returns a index 𝑗, ℬ brute
force checks if 𝐼𝑗 has a zero-𝑘-clique. If so, ℬ returns 𝑗.
If none of these indices work, ℬ returns failure symbol ⊥.
Before we go to the next part of the proof, we will define what an Ideal (successful)
Transcript between Alice and Bob looks like. Alice and Bob produce lists of Zero𝑘-Clique instances where for every 𝑖 ∈ 𝑆𝐴 and 𝑗 ∈ 𝑆𝐵 , 𝐼𝐴𝑖 , 𝐼𝐵𝑗 ∼ 𝐷1 , and for every
𝑖 ̸∈ 𝑆𝐴 and 𝑗 ̸∈ 𝑆𝐵 we have 𝐼𝐴𝑖 , 𝐼𝐵𝑗 ∼ 𝐷0 . Moreover, there exists a single 𝑖* so that
*
*
𝑤𝑖𝑡(𝐼𝐴𝑖 ) = 𝑤𝑖𝑡(𝐼𝐵𝑖 ) — this does not hold true for any other index.
Let 𝑖* represent the index in the list problem with a solution.
TVD of List-Hard Problem Transformation to Ideal Transcript. Recall
*
there exists
a * 𝑐* such that I(𝑐 ) is a list of pairs where there exists
an index 𝑖 such
*
(𝑐 ) (𝑐 )
(𝑐* ) (𝑐* )
that (𝐼𝑖,0 , 𝐼𝑖,1 ) is TVD 𝜖𝑠𝑝𝑙𝑖𝑡 from 𝐷Cor and for all 𝑗 ̸= 𝑖, (𝐼𝑗,0 , 𝐼𝑗,1 ) is TVD 𝜖𝑠𝑝𝑙𝑖𝑡
*
from 𝐷0 × 𝐷0 . This gives I(𝑐 ) TVD at most ℓ𝜖𝑠𝑝𝑙𝑖𝑡 from an ideal distribution at this
step.
Now, let us take the ideal distribution from the step above and plant. With
probability 21 , we will not plant over index 𝑖* on Alice’s side, and with the same
probability will not plant over 𝑖* on Bob’s side. So with probability at least 41 , we
(𝑐* ) (𝑐* )
have not planted over 𝑖* , preserving (𝐼𝑗,0 , 𝐼𝑗,1 ) ∼ 𝐷Cor .
Assuming we did not plant over 𝑖* , we plant at most 2ℓ − 2 < 2ℓ instances, which
puts us at most 2ℓ𝜖𝑝𝑙𝑎𝑛𝑡 TVD from the ideal distribution. Notice that this final ideal
distribution is the ideal transcript distribution.
So, still assuming that we did not plant over 𝑖* . Then, the TVD from the ideal
distribution is
2

4𝑘 · 𝑘 2 · 3𝑛𝑘 4𝑛2𝑘
√
+ √
≤ 1 − 2𝑛 ·
𝑅
𝑅
2
4
4𝑘 𝑘 2 · 6𝑛2𝑘
+ 2𝑘
≤
4𝑘
𝑛
𝑛
= insig(𝑛)
(︃

ℓ𝜖𝑠𝑝𝑙𝑖𝑡 + 2ℓ𝜖𝑝𝑙𝑎𝑛𝑡

)︃

𝑘

TVD of Real Transcript to Ideal Transcript. First, we will assume that there is
*
*
exactly one 𝑖* in 𝑆𝐴 ∩ 𝑆𝐵 such that 𝑤𝑖𝑡(𝐼𝐴𝑖 ) = 𝑤𝑖𝑡(𝐼𝐵𝑖 ); this happens with probability
1
at least 2𝑒
as per the proof of Lemma 24. Then, the TVD between this transcript
and an Ideal Transcript is at most
2ℓ𝜖𝑝𝑙𝑎𝑛𝑡

4𝑛2𝑘
≤ √ = insig(𝑛).
𝑅

Finishing the proof. In order to make a ‘real’-looking transcript, ℬ needs to
produce failed key exchange messages between Alice and Bob. This is easy to do
– just simulate their exchanges (which is an exact simulation of the real distribution)
until one will succeed in producing a key. Then, replace the successful one with the
reduction-generated transcript.
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So, assume that when planting in the reduction, we do not plant over 𝑖* , which
happens with probability 21 . Let Π𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 indicate the distribution of the reduction transcript, Π𝑅𝑒𝑎𝑙 be the distribution of the real transcript, and Π𝐼𝑑𝑒𝑎𝑙 be the
distribution of an Ideal Transcript. Then, the total variation distance between the
reduction-generated transcript and a real transcript is
TVD(Π𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 , Π𝑅𝑒𝑎𝑙 ) ≤ TVD(Π𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 , Π𝐼𝑑𝑒𝑎𝑙 ) + TVD(Π𝐼𝑑𝑒𝑎𝑙 , Π𝑅𝑒𝑎𝑙 )
≤ 2 · insig(𝑛) = insig(𝑛).
Since 𝒜 succeeds on 𝛿𝒜 -fraction of Real Transcripts, she will succeed on at least
1
𝛿𝒜 − insig(𝑛) Reduction Transcripts. Since 𝛿𝒜 is 1/4
= 16
, thanks to the GL trick
4
1
described before, ℬ can solve the search problem with probability at least 17
<
1
1
*
−
insig(𝑛)
if
ℬ
does
not
plant
over
𝑖
.
This
event
happens
with
probability
,
so
16
4
1
. This is greater
the chance that ℬ is able to solve the list-hard problem is at least 68
1
than 100
, violating the strong Zero-𝑘-Clique-𝑅 Hypothesis .
Weak and Strong Key Exchange and Public Key Cryptosystem Much like
our original construction, we will now prove that Construction 27 is a weak key
exchange (see Definition 25). Then, because of Theorem 25, we will be able to
amplify it to get a strong key exchange.
Theorem 28. Given the strong Zero-𝑘-Cliqueover range 𝑅 ≥ 𝑛8𝑘 , there exists a
(𝑛2𝑘 , 1/4, 1/𝑛5𝑘 )-FG-KeyExchange,
where Alice and Bob can exchange a sub-polynomial
(︁
)︁
2𝑘+2
˜
sized key in time 𝑂 𝑛
.
Proof. This is just a combination of the above lemmas. The probability that the
˜ 𝑘+2 ) is 1 − 16𝑘 − negl(𝑛) ≥ 1 − 15𝑘 , by
algorithm is correct and runs in time 𝑂(𝑛
𝑛
𝑛
combining Lemmas 24 and 23. Then, Lemma 25 states that any eavesdropper requires
time at least Ω̃(𝑛2𝑘 ) to have a 41 advantage in guessing the shared key.
Now, an eavesdropper having a 14 advantage at guessing a shared key is too much.
Fortunately, we can amplify the soundness of the protocol via Theorem 25.
Corollary 13. Given the strong Zero-𝑘-Clique-𝑅 Hypothesis over range 𝑅 ≥ 𝑛8𝑘 ,
˜ 𝑘+2 ).
there exists a Strong (𝑛2𝑘 )-FG-KeyExchange where Alice and Bob run in time 𝑂(𝑛
Proof. Theorem 28 shows that there exists a (𝑛2𝑘 , 1/4, 1/𝑛5𝑘 )-FG-KeyExchange. This
means that we can apply Theorem 25 and get a (𝑛2 , insig(𝑛), insig(𝑛))-FG-KeyExchange.
Note that amplifying the key exchange only multiplies the runtime by a sub-poly˜ 𝑘+2 ).
nomial amount (𝑐 log(𝑛)), and so the fine-grained runtime is the same: 𝑂(𝑛
Finally, as before, we can compile our interactive key exchange into one that does
not involve interaction.
Lemma 26. Construction 27 does not need interaction.
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Proof. This proof is almost identical to the proof of Lemma 22. Because there is only
a constant probability that the construction fails at each round, Alice and Bob will
run the protocol 𝑐 log(𝑛) times in parallel and use the key generated from the first
successful exchange.
There are two cases in which this exchange fails. First, none of the exchanges
were successful. Second, Alice or Bob disagree on an exchange (e.g. Alice thought
the exchange succeeded while Bob believes it failed). To deal with this first case, we
point out that since each attempted exchange is independent, the chance that they
1
) = 𝑂( 𝑛1𝑐 ) = insig(𝑛). Dealing with the second case is
were all unsuccessful is 𝑂( 2𝑐 log(𝑛)
slightly more subtle. We use similar logic to the proof of Lemma 23. Recall that this
is the case that either Alice plants at index 𝑖 and matches with a non-planted clique
on Bob’s side, or vice-versa. The probability of one of these events happening is equal
to 𝑅1^ , and so the probability that either one happens is at most ≤ 𝑅2^ by a union bound.
Thus the probability that one of these events happens is ≤ 𝑐 log(𝑛) · 𝑅2^ = insig(𝑛).
Therefore, the key exchange succeeds with probability 1 − insig(𝑛). Alice and Bob
take time 𝑐 log(𝑛)𝑛2𝑘 , and Eve still only has in insignificant advantage at guessing the
key since the transcript will look the same.
Then, because we do not need interaction, we get a public key cryptosystem.
Corollary 14. Given the strong Zero-𝑘-Clique-𝑅 Hypothesis over range 𝑅 = 𝑛8𝑘 , exists a 𝑛2𝑘 -fine-grained public-key
(︁
)︁ cryptosystem, where we can encrypt a sub-polynomial
˜ 𝑛𝑘+2 .
sized message in time 𝑂
Proof. We will use the same transformation from the proof of Theorem 26: use the
amplified, non-interactive version of Construction 27 (Lemma 22) 𝑚 = subpoly(𝑛)
times in parallel. The construction is as follows:
∙ KeyGen(1𝑛 ): run Bob’s half of the protocol 𝑚 times, generating 𝑚 · 𝑐 log(𝑛) lists
𝑖,𝑐 log(𝑛)
)}𝑖∈[𝑚] , along with witnesses
of 2𝑛𝑘 instances of Zero-𝑘-Clique, {(I𝑖,1
𝐵 , . . . , I𝐵
𝑖,𝑐 log(𝑛)
𝑖,1
(if planted) {(w𝐵 , . . . , w𝐵
)}𝑖∈[𝑚] . Bob publishes the public key pk =
𝑖,𝑐 log(𝑛)
𝑖,𝑐 log(𝑛)
𝑖,1
𝑖,1
{(I𝐵 , . . . , I𝐵
)}𝑖∈[𝑚] and keeps sk = {(w𝐵
, . . . , w𝐵
)}𝑖∈[𝑚] as the secret
key.
∙ Encrypt(𝑝𝑘, m ∈ {0, 1}𝑚 ): run Alice’s half of the protocol 𝑚 times as well.
Alice generates 𝑚 · 𝑐 log(𝑛) lists of 2𝑛𝑘 instances of Zero-𝑘-Clique and their
witnesses (if they were planted) along with a random vector for dot-producting:
𝑖,𝑐 log(𝑛) 𝑖,𝑐 log(𝑛)
𝑖,𝑐 log(𝑛)
𝑖,1
𝑖,1
{((I𝑖,1
,r
))}𝑖∈[𝑚] and {(w𝐴
, . . . , w𝐴
)}𝑖∈[𝑚] . Alice
𝐴 , r ), . . . , (I𝐴
then executes the amplified key exchange per Corollary 10 and Lemma 26 to get
a shared key 𝑘𝑖 for each 𝑖 ∈ [𝑚]. If any of the key exchanges fail, Alice outputs
⊥, and the encryption
fails. Otherwise, Alice has a vector k and
(︁
)︁ outputs the
𝑖,𝑐 log(𝑛) 𝑖,𝑐 log(𝑛)
𝑖,1 𝑖,1
ciphertext 𝑐𝑡 = {((I𝐴 , r ), . . . , (I𝐴
,r
))}𝑖∈[𝑚] , k ⊕ m .
∙ Decrypt(𝑠𝑘, 𝑐𝑡): Bob uses his secret key to finish the 𝑚 key exchanges, using
𝑐𝑡, and then uses that vector of keys k to decrypt the message. More for𝑖,𝑐 log(𝑛)
𝑖,1
mally, let 𝑠𝑘 = {(w𝐵
, . . . , w𝐵
)}𝑖∈[𝑚] and parse the ciphertext as 𝑐𝑡 =
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(︁

𝑖,𝑐 log(𝑛)

𝑖,1
{((I𝑖,1
𝐴 , r ), . . . , (I𝐴
𝑖,𝑐 log(𝑛)

)︁

, r𝑖,𝑐 log(𝑛) ))}𝑖∈[𝑚] , c .

𝑖,1
For every 𝑖 ∈ [𝑚], (w𝐵
,...,

𝑖,𝑐 log(𝑛)

𝑖,1
w𝐵
) and ((I𝑖,1
, r𝑖,𝑐 log(𝑛) )) are a transcript for the ampli𝐴 , r ), . . . , (I𝐴
fied non-interactive key exchange (see Lemma 26) from Bob’s perspective, and
so Bob will be able to extract a key 𝑘 𝑖 . Let k = (𝑘 1 , . . . , 𝑘 𝑚 ), and m′ = k ⊕ c.
Output m′ as the decrypted message.

Now we will prove this is a fine-grained public key cryptosystem. First, we look
at how much time Alice and Bob took to run. They ran the amplified key exchange
𝑘+2
˜
𝑚 times, taking a total of 𝑂(2𝑛
) time since 𝑚 = subpoly(𝑛). So, Alice and Bob
took PFT𝑛2𝑘 time.
Next, the scheme is correct. This comes directly from the fact that the key
exchange succeeds with probability 1 − insig(𝑛), and so the chance that any of Alice’s
sub-polynomial encryptions or Bob’s decryptions fail is still 1 − subpoly(𝑛) · insig(𝑛) =
1 − 𝑖𝑛𝑠𝑖𝑔(𝑛).
Lastly, the scheme is secure. This again is a simple reduction from the security
game to an eavesdropper. For sake of contradiction, let Eve be a PFTℓ(𝑛)𝑇 (𝑛) adversary
that can win the CPA-security game as in Definition 26 with probability 21 + 𝜖 where
𝜖 = sig(𝑛). Eve can then directly win the key exchange with the same advantage
because the message and public key the challenger gives to Eve is simply a transcript
of a key exchange.
We can also still apply Theorem 16 to get these same results by assuming strong
Zero-𝑘-Clique-𝑅 Hypothesis over 𝑅 = 𝑂(𝑛𝑘 ).
Corollary 15. Given the strong Zero-𝑘-Clique-𝑅 Hypothesis over range 𝑅 = 𝑛𝑘 ,
there exist a Strong (𝑛2𝑘 )-FG-KeyExchange and ℓ(𝑛)𝑇 (𝑛)-fine-grained public-key cryptosystem where we can generate keys, encrypt, and decrypt a sub-polynomial sized
˜ 𝑘+2 ).
message in time 𝑂(𝑛
Generalizing Zero-𝑘-Clique Properties. Note that it is certainly possible to
abstract the property of Zero-𝑘-Clique used in this construction to generalize it to
other problems. However, at some point we are over-complicating these properties.
We chose to write this construction with respect to Zero-𝑘-Clique, and leave formally
describing the extra properties required for future work in the case that there are
other problems that can be used in this kind of key exchange. In particular, we used
properties related explicitly to the size and structure of the witnesses of Zero-𝑘-Clique.
While we do believe there should be other natural problems with these properties, it
will be helpful to see what other problems are key-exchange ready first.
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