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Abstract

Despite recent breakthroughs of deep learning, the intrinsic structures within tasks
have not yet been fully explored and exploited for better performance. This thesis
proposes to harness the structured properties of deep learning tasks using matrix
estimation (ME). Motivated by the theoretical guarantees and appealing results, we
apply ME to study the following two important learning problems:

1. Adversarial robustness. Deep neural networks are vulnerable to adversarial attacks.
This thesis proposes ME-Net, a defense method that leverages ME. In ME-Net,
images are preprocessed using two steps: first pixels are randomly dropped from
the image; then, the image is reconstructed using ME. We show that this process
destroys the adversarial structure of the noise, while re-enforcing the global structure
in the original image. Comparing ME-Net with state-of-the-art defense mechanisms
shows that ME-Net consistently outperforms prior techniques, improving robustness
against both black-box and white-box attacks.

2. Value-based planning and deep reinforcement learning (RL). This thesis proposes
to exploit the underlying low-rank structures of the state-action value function,
i.e., Q function. We verify empirically the existence of low-rank Q functions in
the context of control and deep RL tasks. As our key contribution, by leveraging
ME, we propose a generic framework to exploit the underlying low-rank structure
in Q functions. This leads to a more efficient planning procedure for classical
control, and additionally, a simple scheme that can be applied to any value-based
RL techniques to consistently achieve better performance on “low-rank” tasks.

The results of this thesis demonstrate the value of using matrix estimation to
capture the internal structures of deep learning tasks, and highlight the benefits of
leveraging structure for analyzing and improving modern learning algorithms.

Thesis Supervisor: Dina Katabi
Title: Professor of Electrical Engineering and Computer Science
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Chapter 1

Introduction

Recent breakthroughs in deep learning, especially by using deep neural networks
(DNNs), have achieved impressive accuracy and wide adoption in the eld of com-
puter vision [9{13], natural language processing [14], control and planning {1%],
reinforcement learning (RL) [1922], and countless applications on real systems in the
physical world [2327]. Yet, many real-world problems can exhibit intrinsic structures.
Stochastic control often needs to control complex systems. While the state space could
be high-dimensional, the dynamics are likely to possess some structured forms, such
as being governed by physical laws, or partial di erential equations. In addition, for
deep reinforcement learning (DRL), while the dimension of images is quite large, it is
likely that only a few latent features are actually informative, and hence su cient for
learning useful representations. Furthermore, for intelligent agents such as playing go,
while the input, the board con guration, is complex, there are often cases or patterns
where people have developed particular tactics. In those scenarios, there are only
few if not many good moves. Overall, because of the structured dynamics or latent
low-dimensional features, it is fairly reasonable to expect that, certain underlying
structures will be imposed on di erent deep learning tasks. The key of this thesis is
to study meaningful structure that naturally arises in deep learning problems, and

design corresponding algorithms to our bene t.

In what follows, two case studies are performed under such structural viewpoint.
We take a close look at two prevailing yet important deep learning problems: (1)

adversarial robustnesswhich aims to enhance the robustness of modern DNNs against

21



small perturbations to the input; and (2) deep reinforcement learningwhich introduces

deep learning (architectures) to RL principles to create e cient algorithms.

1.1 Adversarial Robustness

Deep neural networks (NNs) are shown to be vulnerable to adversarial attacks, where
the natural data is perturbed with human-imperceptible, carefully crafted noises [10].

By adding such small, indistinguishable perturbation to the inputs, an adversary
can fool neural networks to produce incorrect outputs with high probabilities. This
phenomena raises increasing concerns for safety-critical scenarios such as the self-
driving cars where NNs are widely deployed.

Images contain noise: even the \clean" images taken from a camera contain small
white noise from the environment. Such small, unstructured noise seems to be tolerable
for modern deep neural networks, which achieve human-level performance. However,
the story is completely di erent for carefully constructed noise. Structured, adversarial
noise (i.e., adversarial examples) can easily corrupt the results, leading to incorrect
prediction from human's perspective. This posts a natural conjecture: if one could
somehow \revert" the noisy images back to some common, underlying global structure,
then training and inference should be more robust. After all, images are structured
data, and it is such global structures that make human perception stable.

As adversarial perturbations are carefully generated structured noise, a natural
conjecture for defending against them is to destroy, or denoise such structured,
adversarial noise. The most naive approach is to randomly mask some pixels: with
probability p, independently for each pixel, one keeps the original value; otherwise,
drop it (e.g., set the value to 0). While such method can eliminate the adversarial
structure within the noise through random information drop, it is almost certain to fail
since it equally destroys the information of the original image, making NN inference
even worse.

While sub-optimal, random masking does possess some nice features as mentioned
before, it leads to an interesting suggestion: perhaps completely eliminating adversarial
noise is too ambitious and impossible; instead, we could try to reconstruct the images

from the masked ones in an attempt to reduce the overall adversarial noise. After
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all, images contain some internastructures An image classi ed as cat should have
at least a cat as its main body. If both training and testing are performed under
the same underlying structures (i.e., there is no distributional shift in training and
testing), we should hope the network to be generalizable and robust. In addition, if
the reconstruction in terms of maintaining the underlying structure is satisfactory, the
randomness in this pipeline (masking and reconstruction) is likely to redistribute the
carefully constructed, originally adversarial noise into some other non-adversarially

designed noise which are less likely to invalidate the predictions.

1.2 Planning & Deep Reinforcement Learning

Value-based methods are widely used in control, planning and reinforcement learning
tasks [16,18,22,28]. To solve a Markov Decision Process (MDP), one common method
is to use value iteration, which nds the optimal value function and the optimal policy.
This process can be done by iteratively computing and updating the state-action value
function, represented byQ(s; a) (i.e., the Q-value function). In simple cases with small
state and action spaces, value iteration can be ideal for e cient and accurate planning.
However, for modern MDPs, the data that encodes the value function usually lies in
thousands or millions of dimensions [16,17], let alone continuous state space, such as
images in deep reinforcement learning [22,29]. These practical constraints signi cantly
hamper the e ciency and applicability of the vanilla value iteration.

However, theQ-value function is intrinsically induced by the underlying system
dynamics. These dynamics are likely to possess some structured forms in various
settings, such as being governed by partial di erential equations. It is also possible
that states and actions may contain latent features (e.g., similar states could have
similar optimal actions). Thus, in those scenarios, it is reasonable to expect the
structured dynamic to impose certain globastructure on the Q-value. Since theQ
function can be treated as a giant matrix, with rows as states and columns as actions,
a structured Q function naturally translates to a structured Q matrix.

To begin with, we take a linear algebraic view by treating the function as a
giant matrix, where each row represents a state, each column represents an action,

and its ij -th entry represents theQ value of the corresponding state-action pair.
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One of the fundamental global structures in studying matrices, is the rank of the
matrix. Subsequently, we propose to explore the glob&w-rank structure of the

Q matrix. Low-rank structure has been widely observed and exploited in modern
big data (matrix) analysis [30]. As can be demonstrated empirically, the majority of
the benchmarking Atari games, as well as many stochastic control tasks all exhibit
low-rank Q matrices. This leads us to a natural question: How do we leverage the
low-rank structure in Q matrices to allow value-based techniques to achieve better
performance on \low-rank" tasks? In short, when the underlying tasks contain certain
desired structures, a framework that is able to exploit such structured information to

improve both planning and deep RL methods would be much desired.

1.3 Design Overview: Structured Framework with

Matrix Estimation

Having set up the stage, we are now ready to introduce our structured framework for
deep learning tasks. Speci cally, we employ Matrix Estimation (ME) as our oracle to
help harnessing the underlying structures in algorithms. ME is a fairly mature topic
with strong theoretical guarantees and appealing practical performance. In the sequel,
we will brie y describe the basic problem formulation, and then importantly, connect

it with our setup to see why this technique should be a natural and e ective method.

Matrix estimation is concerned with recovering a data matrix from noisy and
incomplete observations of its entries. Consider a true, unknown data matrM 2
R" M. Often, we have access to a subset of entries from a noisy matrix 2 R" ™
such that E[X] = M. For example, in recommendation system, there are true,
unknown ratings for each product from each user. One often observes a subset of
noisy ratings if the user actually rates the product online. Technically, it is often
assumed that each entry oK, Xj;, is a random variable independent of the others,
which is observed with probabilityp 2 (0; 1] (i.e., missing with probability 1  p).
The theoretical question is then formulated as nding an estimatoM , given noisy,
incomplete observation matrixX , such that M is \close" to M. The closeness is

typically measured by some matrix normjjM M jj, such as the Frobenius norm.
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Over the years, extensive algorithms have been proposed. They range from simple
spectral method such as universal singular value thresholding (USVT) [31], which
performs SVD on the observation matrixX and discards small singular values (and
corresponding singular vectors), to convex optimization based methods, which minimize
the nuclear norm [32], i.e.:

min jiMjj stM;  Xj;8(ij)2 ; (1.1)
M2Rn m
wherejjMjj is the nuclear norm of the matrix (i.e., sum of the singular values). To

speed up the computation, the Soft-Impute algorithm [33] reformulates the optimiza-
tion using a regularization parameter  0:

X 2

min My  X; + jiMiji: (1.2)

1
M2r 2 0
In this thesis, we view ME as a principled oracle to e ectively exploit the low-rank

structures.

The key message in the eld of ME is: if the true data matrixM has someglobal
structures exact or approximate recovery oM can be theoretically guaranteed [31,
32,34]. In the literature, the most studied global structure is low rank. This strong
theoretical guarantee serves as the foundation for employing ME to exploit structures
across di erent deep learning tasks.

Adversarial Robustness. As we treat the input images as matrices, to destroy
the structure of adversarial noises while enforcing the structure of the original image,
we can employ a masking-and-reconstruction pipeline, where ME is applied for re-
construction of the masked version. This process, as performed before sending the
inputs into the DNNSs, can redistribute the carefully constructed adversarial noises to
non-adversarial structures.

In this thesis, we propose to leverage matrix estimation (ME) as our reconstruction
scheme. We view a masked adversarial image as a noisy and incomplete realization of
the underlying clean image, and propose ME-Net, a preprocessing-based defense that
reverts a noisy incomplete image into a denoised version that maintains the underlying

global structures in the clean image. ME-Net realizes adversarial robustness by using
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such denoised global-structure preserving representations.

We note that the ME-Net pipeline can be combined with di erent training proce-
dures. In particular, we show that ME-Net can be combined with standard stochastic
gradient descent (SGD) or adversarial training, and in both cases improves adversarial
robustness. This is in contrast with many preprocessing techniques which cannot
leverage the bene ts of adversarial training B8], and end up failing under the recent
strong white-box attack [5].

Planning and Deep Reinforcement Learning. Following the intuitions from
enforcing the structures inQ function, we propose a generic framework that leverages
matrix estimation to exploit the low-rank structure in both classical planning and
modern deep RL tasks. In particular, for classical control tasks, we propose Structured
Value-based Planning (SVP). For theQ matrix of dimensionjSj jAj , at each value
iteration, SVP randomly updates a small portion of theQ(s; a) and employs ME to
reconstruct the remaining elements. We show that planning problems can greatly
bene t from such a scheme, where much fewer samples (only sample around 20% of
(s; @) pairs at each iteration) can achieve almost the same performance as the optimal
policy.

For more advanced deep RL tasks, we extend our intuition and propose Structured
Value-based Deep RL (SV-RL), applicable for dee@-value based methods such
as DQN [22]. Here, instead of the fulQ matrix, SV-RL naturally focuses on the
\sub-matrix", corresponding to the sampled batch of states at the current iteration.
For each sampledQ matrix, we again apply ME to represent the dee learning
target in a structured way, which poses a low rank regularization on this \sub-matrix"
throughout the training process, and hence eventually th®-network's predictions.
Intuitively, as learning a deep RL policy is often noisy with high variance, if the task
possesses a low-rank property, this scheme will give a clear guidance on the learning

space during training, after which a better policy can be anticipated.

1.4 Thesis Structure

The remainder of this thesis is organized as follows. Chapter 2 introduces the ME-Net

model and studies how one can improve adversarial robustness of DNNs using the
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intrinsic global structure. Chapter 3 introduces the structured viewpoint of both
classical control and modern deep RL tasks, and proposes corresponding algorithms for
exploiting the low-rank structures. In both chapters, we demonstrate the e ectiveness
of the proposed structured solutions through rich experiments. The missing details
as well as supporting results in Chapters 2 and 3 can be found in Appendices A and
B, respectively. Finally, we conclude this thesis in Chapter 4 and point out some

interesting future directions.
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Chapter 2

ME-Net: Towards E ective
Adversarial Robustness with

Matrix Estimation

2.1 Problem & Motivation

State-of-the-art deep neural networks (NNs) are vulnerable to adversarial examples [10].
However, by adding small human-indistinguishable perturbation to the inputs, an
adversary can fool neural networks to produce incorrect outputs with high probabilities.
This phenomena raises increasing concerns for safety-critical scenarios such as the
self-driving cars where NNs are widely deployed.

An increasing body of research has been aiming to either generate e ective per-
turbations, or construct NNs that are robust enough to defend against such attacks.
Currently, many e ective algorithms exist to craft these adversarial examples, but
defense techniques seem to be lagging behind. For instance, the state-of-the-art defense
can only achieve less than 50% adversarial accuracy for perturbations on datasets
such as CIFAR-10 [4]. Under recent strong attacks, most defense methods have shown
to break down to nearly 0% accuracy [5].

As adversarial perturbations are carefully generated structured noise, a natural
conjecture for defending against them is to destroy their structure. A naive approach

for doing so would randomly mask (i.e., zero out) pixels in the image. While such
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method can eliminate the adversarial structure within the noise through random
information drop, it is almost certain to fail since it equally destroys the information

of the original image, making NN inference even worse.

However, this naive starting point raises an interesting suggestion: instead of
simply applying a random mask to the images, a preferable method should also
reconstruct the images from their masked versions. In this case, the random masking
destroys the crafted structures, but the reconstruction recovers the global structures
that characterize the objects in the images. Images contain some global structures.
An image classi ed as cat should have at least a cat as its main body. Humans
use such global structure to classify images. In contrast the structure in adversarial
perturbation is more local and de es the human eye. If both training and testing are
performed under the same underlying global structures (i.e., there is no distributional
shift in training and testing), the network should be generalizable and robust. If the
reconstruction can successfully maintain the underlying global structure, the masking-
and-reconstruction pipeline can redistribute the carefully constructed adversarial

noises to non-adversarial structures.

In this work, we leverage matrix estimation (ME) as our reconstruction scheme. ME
is concerned with recovering a data matrix from noisy and incomplete observations of
its entries, where exact or approximate recovery of a matrix is theoretically guaranteed
if the true data matrix has someglobal structures(e.g., low rank). We view a masked
adversarial image as a noisy and incomplete realization of the underlying clean image,
and propose ME-Net, a preprocessing-based defense that reverts a noisy incomplete
image into a denoised version that maintains the underlying global structures in
the clean image. ME-Net realizes adversarial robustness by using such denoised
global-structure preserving representations.

We note that the ME-Net pipeline can be combined with di erent training proce-
dures. In particular, we show that ME-Net can be combined with standard stochastic
gradient descent (SGD) or adversarial training, and in both cases improves adversarial
robustness. This is in contrast with many preprocessing techniques which cannot
leverage the bene ts of adversarial training B8], and end up failing under the recent
strong white-box attack [5].

We provide extensive experimental validation of ME-Net under the strongest
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black-box and white-box attacks on established benchmarks such as MNIST, CIFAR-
10, SVHN, and Tiny-ImageNet, where ME-Net outperforms state-of-the-art defense

techniques. Our implementation is available athttps:/github.com/YyzHarry/ME-Net

2.1.1 Contributions

This thesis makes the following contributions in this chapter:

We are the rst to leverage matrix estimation as a general pipeline for image

classi cation and defending against adversarial attacks.

We show empirically that ME-Net improves the robustness of neural networks

under various ™ ; attacks:

1. ME-Net alone signi cantly improves the state-of-the-art results on black-box

attacks:

2. Adversarially trained ME-Net consistently outperforms the state-of-the-art
defense techniques on white-box attacks, including the strong attacks that

counter gradient obfuscation [5].

Such superior performance is maintained across various datasets: CIFAR-10,
MNIST, SVHN, and Tiny-ImageNet.

We show additional bene ts of ME-Net such as improving generalization (i.e.,

performance on clean images).

2.2 ME-Net

We rst describe the motivation and high level idea underlying our design. We then

provide the formal algorithm.

2.2.1 Our Design

Images contain noise: even \clean" images taken from a camera contain white noise
from the environment. Such small, unstructured noise seems to be tolerable for

modern deep NNs, which achieve human-level performance. However, the story is
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di erent for carefully constructed noise. Structured, adversarial noise (i.e., adversarial
examples) can easily corrupt the NN results, leading to incorrect prediction from
human's perspective. This means that to achieve robustness to adversarial noise, we
need to eliminate/reduce the crafted adversarial structure. Of course, while doing so,
we need to maintain the intrinsic structures in the image that allow a human to make

correct classi cations.

We can model the problem as follows: An image is a superposition of: 1) intrinsic
true structures of the data in the scene, 2) adversarial carefully-structured noise, and 3)
non-adversarial noise. Our approach is rst to destroy much of the crafted structure of
the adversarial noise by randomly masking (zeroing out) pixels in the image. Of course,
this process also increases the overall noise in the image (i.e., the non-adversarial noise)
and also negatively a ects the underlying intrinsic structures of the scene. Luckily
however there is a well-established theory for recovering the underlying intrinsic
structure of data from noisy and incomplete (i.e., masked) observations. Speci cally,
if we think of an image as a matrix, then we can leverage a well-founded literature
on matrix estimation (ME) which allows us to recover the true data in a matrix
from noisy and incomplete observations [31, 32, 35]. Further, ME provides provable
guarantees of exact or approximate recovery of the true matrix if the true data has
some global structures (e.g., low rank) [34,36]. Since images naturally have global
structures (e.g., an image of a cat, has a cat as a main structure), ME is guaranteed

to restore the intrinsic structures of the clean image.

Another motivation for our method comes from adversarial training, where an NN
is trained with adversarial examples. Adversarial training is widely adopted to increase
the robustness of neural networks. However, recent theoretical work formally argues
that adversarial training requires substantially more data to achieve robustness [37].
The natural question is then how to automatically obtain more data, with the purpose
of creating samples that can help robustness. Our masking-then-reconstruction pipeline
provides exactly one such automatic solutions. By using di erent random masks, we
can create variations on each image, where all such variations maintain the image's
underlying true global structures. We will see later in our results that this indeed

provides signi cant gain in robustness.
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2.2.2 Matrix Estimation Pipeline

Having described the intuition underlying ME-Net, we next provide a formal description
of matrix estimation (ME), which constitutes the reconstruction step in our pipeline.
Matrix Estimation. Matrix estimation is concerned with recovering a data
matrix from noisy and incomplete observations of its entries. Consider a true, unknown
data matrix M 2 R" ™. Often, we have access to a subset of entries from a noisy
matrix X 2 R" ™ such that E[X] = M. For example, in recommendation system,
there are true, unknown ratings for each product from each user. One often observes
a subset of noisy ratings if the user actually rates the product online. Technically,
it is often assumed that each entry oK, Xj, is a random variable independent of
the others, which is observed with probabilityp 2 (0; 1] (i.e., missing with probability
1 p). The theoretical question is then formulated as nding an estimatoM , given
noisy, incomplete observation matrixX , such that M is \close" to M. The closeness
is typically measured by some matrix normjjM M jj, such as the Frobenius norm.
Over the years, extensive algorithms have been proposed. They range from simple
spectral method such as universal singular value thresholding (USVT) [31], which
performs SVD on the observation matrixX and discards small singular values (and
corresponding singular vectors), to convex optimization based methods, which minimize

the nuclear norm [32], i.e.:
min M stMy o Xi;8(ij)2 (2.1)
M2Rn m

wherejjMjj is the nuclear norm of the matrix (i.e., sum of the singular values). To
speed up the computation, the Soft-Impute algorithm [33] reformulates the optimiza-

tion using a regularization parameter  0:

1 X 2
Jmin 3 My X+ M (2.2)
()2

In this work, we view ME as a reconstruction oracle from masked images, rather than
focusing on speci ¢ algorithms.
The key message in the eld of ME is: if the true data matrixM has someglobal

structures exact or approximate recovery oM can be theoretically guaranteed [31,32,
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(a) MNIST (b) CIFAR-10

(c) SVHN (d) Tiny-ImageNet

Figure 2-1: The approximate rank of dierent datasets. We plot the his-
togram (in red) and the empirical CDF (in blue) of the approximate rank for images
in each dataset.

34]. This strong theoretical guarantee serves as the foundation for employing ME to
reconstruct structures in images. In the literature, the most studied global structure is
low rank. Latent variable models, where each rowand each columny are associated
with some featuresu; 2 R" andv; 2 R" and M = f (u;;Vv;) for some functionf , have
also been investigated [31,38]. To some extent, both could be good models for images.
Empirical Results. Before closing, we empirically show that images have
strong global structures (i.e., low rank). We consider four datasets: MNIST, CIFAR-
10, SVHN, and Tiny-ImageNet. We perform SVD on each image and compute its
approximate rank, which is de ned as the minimum number of singular values necessary
to capture at least 90% of the energy in the image. Fig. 2-1 plots the histogram and
the empirical CDF of the approximate ranks for each dataset. As expected, images in
all datasets are relatively low rank. Speci cally, the vast majority of images in MNIST,
CIFAR-10, and SVHN have a rank less than 5. The rank of images in Tiny-ImageNet
is larger but still signi cantly less than the image dimension ( 10 vs. 64). This result
shows that images tend to be low-rank, which implies the validity of using ME as our

reconstruction oracle to nd global structures.
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Figure 2-2: An example of how ME a ects the input images. We apply di erent
masks and show the reconstructed images by ME.

Next, we show in Fig. 2-2 the results of ME-based reconstruction for di erent
masks. Evidently, the global structure (the gate in the image) has been maintained
even whenp, the probability of observing the true pixel, is as low as:B8. This shows
that despite random masking we should be able to reconstruct the intrinsic global
image structure from the masked adversarial images. Our intuition is that humans
use such underlying global structures for image classi cation, and if we can maintain
such global structures while weakening other potentially adversarial structures, we
can force both training and testing to focus on human recognizable structures and
increase robustness to adversarial attacks.

2.2.3 Model

We are now ready to formally describe our technique, which we refer as ME-Net. The
method is illustrated in Fig. 2-3 and summarized as follows:

ME-Net Training:  De ne a mask as an image transform in which each pixel
is preserved with probability p and set to zero with probability 1 p. For

Alternatively, adversarial training can also be readily applied in our framework.
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Figure 2-3: An illustration of ME-Net training and inference process.

ME-Net Inference: For each test imageX , we randomly sample a mask with

P
probability p= 1, p, i.e., the average of the masking probabilities during
training. The masked image is then processed by the same ME algorithm used

in training to obtain X . Finally, X is fed to the network for prediction.

Note that we could either operate on the three RGB channels separately as
independent matrices or jointly by concatenating them into one matrix. In this work,
we take the latter approach as their structures are closely related. The pseudo code
for ME-Net is provided in Algorithm 1. We provide additional details of ME-Net in
Appendix A.1.

2.3 Evaluation

We evaluate ME-Net empirically under”; -bounded attacks and compare it with
state-of-the-art defense techniques.

Experimental Setup: We implement ME-Net as described in Section 2.2.3.
During training, for each image we randomly sample 10 masks with di ererg values
and apply matrix estimation for each masked image to construct the training set.
During testing, we sample a single mask witlp set to the average of the values used

during training, apply the ME-Net pipeline, and test on the reconstructed image.
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Algorithm 1: ME-Net training & inference
[* ME-Net Training */
Input' training set S = f(X;;yi)g¥,, prescribed masking probability

Generaten masked |magestx(1) X(z)' o ;X-(”)g
Apply ME to obtain reconstructed imagesf X ;X @::::: X (Mg
Add £ X®; X @ X Mg into new training set S°
end for
Randomly initialize network N
for number of training iterations do
Sample a mini-batchB = f()ei;yi)gi”;1 from S°
Do one training step of networkN using mini-batch B
end for

[* ME-Net Inference */

Input: test image X, masking probability p = fp:;p2;:::;png used during
training

Output: predicted labely =

Randomly sample one mask with probabiliyp= 2 L, p

Generate masked image and apply ME to reconstruet

Input X to the trained network N to get the predicted labely

Unless otherwise speci ed, we use the Nuclear Norm minimization method [32] for
matrix estimation.

We experiment with two versions of ME-Net: the rst version uses standard
stochastic gradient descent (SGD) to train the network, and the second version uses
adversarial training, where the model is trained with adversarial examples.

For each attack type, we compare ME-Net with state-of-the-art defense techniques
for the attack under consideration. For each technique, we report accuracy as the
percentage of adversarial examples that are correctly classi éd.As common in
prior work [4, 6, 7], we focus on robustness against -bounded attacks, and generate
adversarial examples using standard methods such as the CW attack [39], Fast Gradient
Sign Method (FGSM) [9], and Projected Gradient Descent (PGD) which is a more

powerful adversary that performs a multi-step variant of FGSM [4].

1To be consistent with literature, we generate adversarial examples from the whole dataset and
use all of them to report accuracy.
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Organization: We rst perform an extensive study on CIFAR-10 to validate the
e ectiveness of ME-Net against black-box and white-box attacks. We then extend the
results to other datasets such as MNIST, SVHN, and Tiny-ImageNet. We also provide
additional supporting results in Appendix A.2, A.3, A.4, A5, and A.8. Additional
hyper-parameter studies, such as random restarts and di erent number of masks, can
be found in Appendix A.7, A.6 and A.9.

2.3.1 Black-box Attacks

In black-box attacks, the attacker has no access to the network model; it only observes

the inputs and outputs. We evaluate ME-Net against three kinds of black-box attacks:

Transfer-based attack: A copy of the victim network is trained with the same
training settings. We apply CW, FGSM and PGD attacks on the copy network
to generate black-box adversarial examples. We use the same attack parameters
as in [4]: total perturbation " of 8255 (0.031), step size of=255 (0.01). For
PGD attacks, we use 7, 20 and 40 steps. Note that we only consider #teongest
transfer-based attacks, i.e., we usghite-boxattacks on the independently trained

copy to generate black-box examples.

Decision-based attack: We apply the newly proposed Boundary attack [40]
which achieves better performance than transfer-based attacks. We apply 1000

attack steps to ensure convergence.

Score-based attack: We also apply the state-of-the-art SPSA attack [41] which

is strong enough to bring the accuracy of several defenses to near zero. We use a
batch-size of 2048 to make the SPSA strong, and leave other hyper-parameters
unchanged.

As in past work that evaluates robustness on CIFAR-10 [4, 6], we use the standard
ResNet-18 model in [11]. In training ME-Net, we experiment with di erent settings
for p. We report the results forp 2 [0:8; 1] below, and refer the reader to the Appendix
for the results with other p values.

Since most defenses experimented only with transfer-based attacks, we rst compare

ME-Net to past defenses under transfer-based attacks. For comparison, we select a
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Method Training CW FGSM PGD (7 steps)

Vanilla SGD 8.9% 24.8% 7.6%
Madry Adv. train 78.7% 67.0% 64.2%
Thermometer SGD 53.5%
Thermometer Adv. train 77.7%
ME-Net SGD 93.6% 92.2% 91.8%
Table 2.1: CIFAR-10 black-box results under transfer-based attacks. We com-

pare ME-Net with state-of-the-art defense methods under both SGD and adversarial
training.

state-of-the-art adversarial training defense [4] and a preprocessing method [6]. We
compare these schemes against ME-Net with standard SGD training. The results are
shown in Table 2.1. They reveal that even without adversarial training, ME-Net is
much more robust than prior work to black-box attacks, and can improve accuracy by
13% to 25%, depending on the attack.

(a) Vanilla under adv. attack. (b) ME-Net under adv. attack.

Figure 2-4: Class separation under black-box adversarial attack. The vectors
right before the softmax layer are projected to a 2D plane using t-SNE [3].

To gain additional insight, we look at the separation between di erent classes
under black-box transfer-based attack, for the vanilla network and ME-Net. Fig. 2-4(a)
and 2-4(b) show the 2D projection of the vectors right before the output layer (i.e.,
softmax layer), for the test data in the vanilla model and ME-Net. The gures show
that when the vanilla model is under attack, it loses its ability to separate di erent
classes. In contrast, ME-Net can sustain clear separation between classes even in the

presence of black-box attack.
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(a) Clean data. (b) Black-box adv. attack.

Figure 2-5: The empirical CDF of the distance within and among classes.
We quantitatively show the intra-class and inter-class distances between vanilla model
and ME-Net on clean data and under black-box adversarial attacks.

PGD

Attacks CW FGSM Boundary SPSA
7 steps 20 steps 40 steps

Vanilla 8.9% 248% 7.6% 1.8% 0.0% 3.5% 1.4%
ME-Net 93.6% 92.2% 91.8% 91.8% 91.3% 87.4% 93.0%

Table 2.2: CIFAR-10 extensive black-box results. We show signi cant adversarial
robustness of ME-Net under di erent strong black-box attacks.

To further understand this point, we compute the Euclidean distance between
classes and within each class. Fig. 2-5 plots the empirical CDFs of the intra-class and
inter-class distance between the vectors before the output layer, for both the vanilla
classi er and ME-Net. The gure shows results for both clean data and adversarial
examples. Comparing ME-Net (in red) with the vanilla classi er (in blue), we see
that ME-Net both reduces the distance within each class, and improves the separation
between classes; further this result applies to both clean and adversarial examples.
Overall, these visualizations o er strong evidence supporting the improved robustness
of ME-Net.

Finally, we also evaluate ME-Net under other strong black-box attacks. Table 2.2
summarizes these results demonstrating that ME-Net consistently achieves high

robustness under di erent black-box attacks.
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