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In this thesis,1 we design and evaluate Spectrum, a system for bandwidth efficient,
anonymous broadcasting. In this system, one (or more) publishers broadcast a message to many users, who provide cover traffic. These users share their message
between two or more servers; as long as one of these is honest, even an adversary
with a complete view of the network cannot discover a message’s source. Prior systems require that each user publish a message; however, streaming media tends to
have many consumers for every content producer. We take advantage of this for
a large performance improvement. To do so, we provide a cryptographic solution
to the disruption problem, where dishonest users can corrupt a message by writing
noise. This solution provides access control for operations performed obliviously
by the servers. Spectrum is 60× faster than prior work for moderate-sized messages
(10 kB), Each client uploads under 1 kB of additional data to broadcast a message
of any size. Using a two-server deployment, Spectrum is fast enough to broadcast 3.4 GB/h to 600 users or streaming video to 5,000 users. Further, we can shard
Spectrum across many physical servers for commensurate speedup, scaling a given
workload to many more users.
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1

IN T ROD U C T I O N

The voting booth is an apt symbol of democracy—not only because it enables voting, but also because it is a booth. Booths symbolize the need for privacy: the right
to hold and express an unpopular viewpoint without fear of retribution, along
with protections against blackmail and vote buying. Winston Churchill concurs,
deeming “strict secrecy” of voting the “foundation of democracy” [33]. American
jurisprudence increasingly accepts an implicit right to privacy in the US Constitution: Justice William O. Douglas writes for the majority in Griswold v. Connecticut
that “specific guarantees in the Bill of Rights have penumbras, formed by emanations from those guarantees that help give them life and substance”—privacy the
“penumbra” in question [65]. This case laid the basis for many future decisions upholding individual rights [66, 67]. Elizabeth Stoycheff, a scholar of journalism, argues [61] that government surveillance and monitoring programs specifically have
a “chilling effect” that stymies minority viewpoints and intellectual freedom. Without private communications, government cannot be representative and just.
These protections do not apply in the converse—representative government
must be transparent. The United States has a rich history of government whistleblowing exposing misconduct, often leading to substantive policy or administrative changes. These whistleblowers exposed: military and political deception surrounding the Vietnam War (Daniel Ellsberg, the Pentagon Papers) [6]; illegal, politically motivated wiretapping and the resulting cover-up, leading to President
Richard Nixon’s impeachment and resignation (Mark Felt, also known as “Deep
Throat”) [8]; sexual misconduct by President Bill Clinton, leading to his impeachment (Linda Tripp) [30]; fbi intelligence failures predating the terrorist attacks of
September 11, 2001 (Coleen Rowley) [37]; war crimes in Afghanistan (Chelsea Manning) [13]; and mass surveillance by intelligence agencies (Edward Snowden) [12].
Without transparency to expose inefficiencies and injustices, even democratic government has at best limited accountability to its constituents.
Similarly, private whistleblowers expose misdoings by individuals and nongovernmental organizations. The leaked Panama Papers detailed fraud, tax evasion,
and sanction circumvention, leading to racketeering and bribery charges for fifa
officials and recovered sums in excess of $1 billion [23, 29, 64]; the Paradise Papers
and many similar leaks describe the abuse of tax loopholes [34].
Whistleblowers are subject to harassment and punishment: many of the above
have been prosecuted and in some cases served prison time. In the United States,
prosecutors use broad laws against “aiding the enemy,” and “treason,” or the various provisions of the Espionage Act and Computer Fraud and Abuse Act, to punish
13

leakers. Some legislation protects specific industries or organizations: dubiouslyConstitutional “ag-gag” statutes [4] forbid documenting abuses by the agricultural
industry. This motivates the frequent use of pseudonyms—“Deep Throat” from
Watergate [54], “John Doe” from the Panama Papers [18]—in pursuit of anonymity.
In order to blow the whistle, however, one must somehow disseminate information and evidence. Historically, leakers met in-person with a journalist and give
them physical papers; later leakers have mailed hard drives with data. Few use
the internet directly, as it is a treacherous vehicle. Encryption technology hides the
contents of messages, but not metadata: who communicates with whom, and when.
Large-scale, extrajudicial US government programs vacuum up metadata from online communications [12] and use this metadata as a basis for military and political
decision-making [19]. For instance, in the Chelsea Manning trial (where leaks did
happen over the internet, the prosecution presented metadata evidence (of an sftp
connection) to link Manning to the WikiLeaks organization [73], resulting in conviction and a 35-year sentence.
Many systems for metadata-hiding online communication mitigate these risks
for privacy-sensitive users. The most popular, Tor [26], obscures communication
patterns with latencies of a few seconds—sufficient for web browsing. While Tor is
vulnerable against adversaries with perfect views of the network, millions of daily
users trust Tor with their traffic [63]. Other systems trade-off speed for security in
this setting. Chapter 2 details many of these systems.
These systems excel where many users each want to publish small messages or
communicate pairwise. However, the above-mentioned leaks range from a few gigabytes (the Pentagon Papers [1], “Cablegate” [13]) to 2.6 TB (the Panama Papers [29]).
None of these systems support large-scale publishing of live video broadcasts or
any large documents to many users. Terabyte-scale data upload is atypical network
usage: an adversary watching Tor traffic could identify the rare users uploading
this much data as the source of a data leak. Other systems are not vulnerable, but
maximum practical transmission rates top out around 1 kbit/s [2, 44].
In this thesis, we present Spectrum, a system for anonymous broadcast. We obtain
greater performance by focusing on the “few-to-many” setting: prior works assume
that all users have data to publish, but Spectrum allows most users to be passive
subscribers. These subscribers still provide cover traffic, but do not contribute to
the system output. Because of the possibility of disruption—a malicious user can
corrupt data—existing broadcast techniques do not support this setting. Here, we
solve the disruption problem using privacy-preserving authentication techniques.
We benchmark speeds sufficient for live video broadcast to up to 5,000 users using
two servers, or rates of 8 Mbit/s with 600 users, sufficient to publish the Pentagon
Papers in under two hours. Further, the system is designed for horizontal sharding,
and can support more users by adding additional servers.
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1.1 set t i ng
In an anonymous broadcast, one or more publishers share messages via a set of intermediate servers while obscuring their source. As in other metadata-private systems, we define privacy among an anonymity set: the users who plausibly could
have originated a given message. An adversary should not be able to learn which
user originated each message with greater accuracy than by guessing at random
within this set. In Spectrum, subscribers (passive users) provide cover traffic to increase the size of the anonymity set. These users might participate due to interest in
the contents of the broadcast. Each broadcast corresponds to a “channel”—we can
pool the broadcasts for several channels together, giving each a larger anonymity
set.
Such a system should be correct, preserve client privacy, defend against disruption, and be efficient in practice. Users send messages to two or more servers; if one
of these servers is honest (the any-trust model), no server can identify broadcasters.
We elaborate on these goals in sections 3.1.1 and 3.2.1.
The primary challenge in anonymous broadcast is preventing disruption by malicious clients: in simple broadcast systems [16], users can overwrite other users’
messages via undetectable deviations from the protocol. To work around this, other
systems [2, 22] have users write messages to channels chosen from a large space,
preventing collisions. In order to support a setting with relatively few publishers,
we instead authenticate write operations for each channel. Before the broadcast, all
publishers generate a key, which they can share with the servers using a lowerbandwidth anonymous broadcast system that requires no setup. Then, publishers
must use this key in their broadcast, which the servers check in a private manner.
This allows the servers to corrupt a channel, but they already had the ability to disrupt service by aborting the protocol; the addition of digital signatures can address
message integrity concerns. Importantly, knowing the key does not give servers the
ability to deanonymize publishers.
1.2

a p p roach

Spectrum uses dining cryptographer networks [16] as the basis for broadcast: users
split their messages into “secret shares,” which can be recombined to reveal the
message. For simplicity, consider the case with one publisher, one subscriber, and
two servers. To send a message m, the publisher samples a uniformly random bit
string r of the same length, and send r and r⊕m (bit-wise exclusive-or) respectively
to the servers. The subscriber samples uniformly random r ′ and sends r ′ to each
server. The servers can recover the message as
first server

second server

{)
( z ′ }| { ) ( z ′ }|
r ⊕ r ⊕ r ⊕ (r ⊕ m) = (r ′ ⊕ r ′ ) ⊕ (r ⊕ r) ⊕ m = m.

However, each share on its own gives no information about the message, so the
servers do not learn which user is the publisher.
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The same technique generalizes to support many subscribers and many servers.
For multiple publishers, users can repeat the protocol in parallel, acting as a publisher in one channel and a subscriber in others. However, this is inefficient: 100
channels would require each client to upload 100 cover messages, which is prohibitive when message sizes are large. We can do better by relaxing our privacy requirements. The above secret-sharing scheme is information-theoretically private,
but for privacy against a computationally-bounded adversary, we can “compress”
the randomness using a pseudorandom generator (prg) and send prg “seeds” instead. This is a distributed point function (dpf) [31]: a (possibly compact) encoding
of a vector that is 0 at all points but one; at this point, it encodes a specific value.
Broadcast using dpfs is vulnerable to disruption: to corrupt the broadcast to
a channel at a given point, a client can send an encoding of a random value at
that point. Prior work [2, 22] using dpfs for broadcast has users write to one of a
quadratically large number of channels, mitigating the odds of a collision. Instead,
Spectrum uses private keys to authenticate a small number of these channels. We
adapt Carter-Wegman [14, 69] style message authentication codes (macs) to authenticate dpfs. These macs allow message tagging based on finite field arithmetic. In
the multi-party setting, parties can efficiently check these tags by performing arithmetic locally, then combining; the servers learn whether the tag was valid, but
nothing more. Further, we can construct them with a “trapdoor,” allowing null
messages to be tagged without knowing the key. Only the publisher can tag a nonnull message in a given channel, so rejecting any messages with invalid tags yields
a secure protocol.
Per-client message processing can happen in parallel, so we can shard the protocol horizontally across many servers. Each user must upload data equal in size
to the broadcast message, but the overhead beyond that is about twenty bytes per
channel and one sixteen-byte message tag. In the two-server setting, we can use
symmetric-key operations for the prg expansion, which constitutes the bulk of the
server-side operations. Expanding beyond two servers, these become public-key
operations.
1.3 lim i tat i o n s
Spectrum shares a few limitations with all protocols for metadata-private broadcast
in the presence of passive network adversaries:
– All users (even those with no message to share) must use as much bandwidth as
the publisher of the largest message.
This is inherent to anonymous broadcast unless we relax the threat model. For
instance, in Tor, any passive users would have relatively little network traffic—
but a passive network adversary can identify the active Tor users.
– System throughput is limited by the upload speed of the slowest client for the
same reason.
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– The system is vulnerable to intersection attacks: if a particular data stream only
appears when a particular user is online, they must be its source.
If this protocol is repeated, all users must continue to participate, or they must be
evicted from the anonymity set. As a result, active network attackers can reduce
the anonymity set size by terminating connections.
In addition, our specific approach has further limitations:
– The techniques used in the two-server setting do not extend to the setting with
three or more servers, so we use slower methods.
Two-server constructions of distributed point functions can be built with symmetrickey primitives, which are much faster. Future work may improve the underlying
seed-homomorphic pseudorandom generators (defined in section 3.4) or optimize aggregation in this setting.
– The setting requires pre-shared keys, presenting a logistical difficulty.
However, without some system for authorization, we would lose our performance by over-provisioning the “channels” internal to the system. A different
setting might allow authorization without pre-shared keys.
Though these pre-shared keys are symmetric, the servers cannot use them to
deanonymize the source; while this allows the servers to corrupt messages, they
can do this already, by sending noise. In fact, the authorization techniques we
use extend straightforwardly to the public-key setting; we present the privatekey version for simplicity and because the public-key construction provides the
same security in our model.
We hope that future work addresses these issues.
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2

R E L AT E D WO R K

While cryptographers have devoted themselves to protecting communications privacy for millennia, their biggest success has been in protecting communication contents. Together, symmetric and asymmetric encryption are both mature technologies that protect the exchange of financial and medical data along with other sensitive communications. Pervasive state-run monitoring programs (long-suspected
and recently confirmed) resort to the collection of metadata, suggesting the infeasibility of large-scale decryption. Protecting this metadata has proven trickier. There
are essential difficulties: masking communications between two parties requires
extraneous communications—a large cost—and attackers can extract patterns from
an assortment of timing and presence. Systems for metadata-private communication aim to minimize these costs while providing message indistinguishability for
a specific threat model, leaning on cryptographic tools to protect and validate data.
In this section, we survey relevant systems for anonymous communication and
describe their suitability for large-scale anonymous communications. For anonymous broadcasting applications, we give a comparison to the performance of our
work in chapter 4.
2.1

mi x n e t wo r k s a n d o n i o n rou t ing

In a mix network [15], users send encrypted messages to a proxy server, which waits
for a full “batch” of messages. Once this batch is complete, the proxy server shuffles, then forwards, these messages. Based on traffic patterns alone, even an adversary with full view of the network cannot link senders to receivers. By chaining
several such servers (with encryption between hops), a mix network also protects
users from compromised proxy servers, and provides a larger anonymity set.
Onion routing systems also use chains of proxy servers to hide the source of
messages. To prepare a message for onion routing, users encrypt their messages in
several layers (analogous to an onion) and send them to a chain of servers. Each
of these removes a layer of encryption and forwards the message down the chain.
Many systems combine this technique with mix networking, fully batching all messages. Others increase performance by using incomplete communication patterns.
We observe the expected trade-off: for general-purpose routing, stricter mixing
provides greater security at the expense of communication and computational overhead; the faster techniques are vulnerable against passive network adversaries.
Consequently, relatively few practical systems use ideal, complete mix networks:
most use some hybrid of mix and onion techniques.
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Many systems built on these techniques aim to provide an anonymity layer over
the internet. These systems vary deployment parameters, trading off performance
and security, and use onion encryption to varying degrees and mix networks of
varying size and density. Crowds [57] divides users into small “crowds,” and traffic is forwarded peer-to-peer within the crowd before submission. This scales well,
as path lengths remain relatively fixed. However, the system is vulnerable to Sybil
attacks and traffic analysis. Mixminion [25] is a mix network for email (a remailer)—
due to the longer latencies afforded by email communications, total delays can be
on the order of hours even for small messages. The Invisible Internet Project (I2P) [62]
combines mix networks and garlic routing, in which multiple messages encrypted
together. A network adversary with a complete view has some chance of tracing
traffic through the network. ShadowWalker [50] uses random walks over the network nodes to provide moderate levels of anonymity, but suffers the same limitation. Loopix [56] takes a principled approach to mixing asynchronous messages,
injecting artificial delays modeling a Poisson process. This allows good throughput with better bounds on the possibility of deanonymization. Two systems achieve
higher throughputs: Aqua [45] and Herd [46] use constant-rate internal flows supporting bursty traffic from edge nodes. These systems support high throughputs,
but at the cost of a relaxed trust model: users select locally-clustered mix servers
which they trust not to collude.
The widest-deployed of these systems is Tor [26], which anonymizes web traffic
using onion routing. Tor provides security in many real-world settings, but is vulnerable to traffic analysis. State-of-the-art attacks [38, 47, 60] de-anonymize users
with over 90% accuracy; further attacks are an area of active research [9, 11, 28, 35,
51, 55]. Despite these limitations, Tor attracts millions of daily users [63] due to its
impressive performance: for web browsing, it incurs additional latencies of a few
seconds.
Text chat systems Vuvuzela and Karaoke [43, 68] use asynchronous mixing in
concert with differential privacy techniques to bound information leakage. Unfortunately, long-duration participation—necessary for higher bandwidth communications—
can quickly consume the privacy budget assigned to each user. Further, these systems communicate point-to-point, and their privacy analyses depend on this: the
broadcast setting requires nontrivial adaptations.
While many of these systems are suited for common web-browsing patterns or
other activities, they promise probabilistic guarantees of privacy at best. Largescale broadcast is a difficult test case, as publishing users have unusual traffic patterns. If only one user sends large volumes of data, an adversary can identify them
by bandwidth usage alone. If we impose restrictions on communication patterns—
users send messages in synchronous, fixed-size rounds—we turn probabilistic guarantees cryptographic. This approach is too expensive to cover general internet traffic, but if we focus on specific use cases, we see a reasonable combination of performance and security.
Pure mix net systems such as AsynchroMix [48] and MCMix [3] use multi-party
computation protocols to achieve privacy and correctness. These are both very robust and secure against powerful adversaries: a small fraction of malicious servers
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cannot disrupt the messages. However, the performance is correspondingly poor:
sending tiny messages to just thousands of users takes minutes. By sacrificing robustness, though not privacy, we can achieve better performance. To prevent malicious servers from identifying individuals, Riffle [39] introduces a hybrid verifiable
shuffle. This is much lighter-weight than the general-purpose multi-party computations used in AsynchroMix and MCMix. However, performance is still limited:
Riffle can broadcast a 300 MB file to 500 users in 3 hours. A refinement, Atom [40],
combines mix networks with non-interactive zero-knowledge proofs in place of the
verifiable shuffle to scale to millions of users and messages of size 32 bytes. Atom is
advertised for micro-blogging, a low-throughput broadcast application. Quark [42]
replaces many of the public-key cryptographic primitives in Atom with faster, hybrid cryptography. While its throughput is much higher, each message gets routed
through many servers, causing high minimum latencies.
In a similar vein, xrd [41] is a parallel mix network-based system for peer-to-peer
communication, incurring 4-minute latency when sending 256 B messages. The
high-end of performance in this domain is Yodel [44], which allows point-to-point
voice calls using hybrid encryption over mix networks (about 10 kbit/s). However,
neither of these systems support one-to-many broadcast.
2.2 di n i ng cry p to g r a p h e r n e t wo r k s
Dining cryptographer networks [16] are naturally well-suited to broadcast applications. These networks aggregate secret-shares from many users, obscuring their
source. Users can provide shares of empty values, which allow the broadcast messages to be recovered. Systems based on dining cryptographer techniques admit
straightforward proofs of security, avoiding the combinatorics and unrealistic assumptions of many systems in the mix network family.
The primary difficulty for these systems is dealing with disruption: if we allow
anonymously sharing messages to the same slots, a malicious user can write to any
slots. We see a variety of techniques for handling this problem. Herbivore [32] partitions the network into cliques to support general-purpose traffic; while the protocol is efficient, users enjoy anonymity only within their clique. At this scale, the
users can set “traps” to identify malicious participants. Dissent [21] augments the
dining cryptographers technique with a protocol for tracing, but not preventing,
disruption. This protocol is still expensive, supporting groups of about 40 users
(with latencies over an hour for 16 MB messages). Pung [5] uses private information retrieval techniques to allow private communication over fully-untrusted infrastructure (like Dissent). However, it relaxes the synchrony assumptions of Dissent by assuming batch transmission of messages. Relaxing to the any-trust model
of security, Dissent in Numbers [70] can handle up to 5,000 participants. To handle still more users, Riposte [22] adds an additional server to audit that messages
are well-formed (writing only to one slot), so over-provisioning slots bounds the
chance of collision. However, performance is still insufficient: even with small
messages (160 B), Riposte incurs 11 h latency. Express [27] uses similar techniques
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for point-to-point messaging, combined with an efficient auditing protocol to verify that messages are well-formed. The techniques in Express do not generalize to
broadcast, as any user reading from a slot can also write to it. Blinder [2] makes
two improvements over Riposte. First, Blinder uses Shamir-style secret sharing [59],
which can be gpu-accelerated for an order-of-magnitude speed improvement. Second, it uses relatively lightweight multi-party computation techniques to reject disruptors, combined with the same over-provisioning of broadcast slots. This sets
a record for larger messages: 10 kB uploads with ten thousand users with only
1.5 min latency. Like the above systems, Blinder processes a message from each
user—its greatest computational bottleneck.
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3

P ROTO COL

In this chapter, we define the Spectrum protocol. We begin with the protocol setting, interface, and security goals. We present a simple-but-insecure (and inefficient) variation of the protocol. Then, we enhance this variant for security and
efficiency, introducing necessary primitives as needed. With these building blocks
in place, we construct the final protocol in section 3.6.
3.1 se tt i ng
In the anonymous broadcast problem, one or more publishers broadcast fixed-length
messages to a set of subscribers. The subscribers provide cover traffic, ensuring the
publishers remain anonymous to a (computationally bounded) adversary monitoring the network. These users (subscribers and publishers) form the anonymity
set for the protocol: the set of individuals which, from the perspective of the adversary, may have plausibly originated any message. When there is more than one
publisher, we recover each message on its own channel. In Spectrum, users broadcast through two or more non-colluding servers: anonymity must hold provided
at least one of these is honest (the any-trust model).
Since the number of channels is small, and these channels are world-readable,
we must ensure that users cannot write to an arbitrary channel. We do this via perchannel broadcast keys, pre-shared between each publisher and the servers. The
servers know the keys, but not their provenance; section 1.1 describes how this
might be. While a malicious server can use this to forge a valid write message
to a channel, this is no worse than before, as we require semi-honest servers to
guarantee correct output (see the protocol goals, section 3.1.1). This limitation is
common to anonymous broadcast systems: a malicious server can always perform
a denial-of-service attack by aborting the protocol.
We assume a public-key infrastructure and that all network communications
are encrypted and authenticated (for instance, using tls [58]).
3.1.1

Protocol Goals

An anonymous broadcast protocol must achieve the following properties (we formalize these in section 3.2.1):
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Correctness and availability If the servers execute the protocol correctly, they
reveal all messages from all publishers at the conclusion. This property must hold
even in the presence of malicious users.
Anonymity An adversary with a passive view of all network communications and
controlling any proper subset of servers must not be able to identify the source of
any message with probability much better than chance, given the set of publishers
and subscribers.
Efficiency The protocol must be efficient, both asymptotically and concretely.
Asymptotically, the total computation at each server must be linear in the total
number of users. Each user must use bandwidth equal to the length of the one
message, along with a term linear (or sublinear) in the number of publishers. Concretely, the protocol should support live broadcast of video (throughput of 1 Mbit/s
with latency under 5 s) with an anonymity set of thousands of clients. Further,
client request processing should be parallelizable: this allows scaling the protocol.
3.2

proto co l i n t e r fac e

Let n be the number of servers and L be the number of channels. Let K be the
space of per-channel broadcast keys, M be the space of possible messages, R be a
“request space,” and B be an “audit space.” Let λ be a security parameter. For any
set S, we use S+ = S1 ∪ S2 ∪ . . . (the Kleene plus) for the set of all sequences of one
or more elements of S. Spectrum comprises the following (possibly randomized)
algorithms:
– Broadcast(k ∈ K, j ∈ [L], m ∈ M) → Rn . Generates a request share for each server
encoding message m at channel j authorized by key k.
– Cover( ) → Rn . Generates a cover message share for each server, not encoding any
message at any channel.
– Audit(k ∈ KL , r ∈ R) → B. Generates an audit share for the request given the
broadcast key vector.
– Verify(β ∈ Bn ) → {0, 1 } . Verifies audit shares from each server. Outputs 1 if the
audit shares are valid (attest to a well-formed message), or 0 otherwise.
– Accept(r ∈ R) → ML . Maps a request to a vector of messages. The vector messages
can be combined (see Combine) to recover messages for each channel.
– Combine(m ∈ (ML )+ ) → ML . Combines one or more vectors of messages into a
single vector of messages.
The protocol proceeds as follows (see fig. 3-1):
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(1) Cover

Broadcast

Cover

(2) Audit

(4)

(3) Verify
Combine

Combine

(5)

Combine

Figure 3-1: Overview of the Spectrum protocol: (1) Publishers send message
shares; subscribers send cover traffic to each server. (2, 3) Together, servers check
that messages are valid: authorized for broadcast or empty. (4) Each server aggregates data locally. (5) Servers aggregate data together, recovering the message.
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1 Each client generates request shares for each server. Publishers use Broadcast
(with the appropriate broadcast key), while subscribers use Cover. They send
the n shares respectively to each of the n servers.
2 Each server runs Audit on every share received, distributing the n audit shares to
each server.
3 On receipt of an audit share from each server for a given client’s request, the
server runs Verify. Verification fails only if the client (or some other server) cheats.
If verification succeeds, the server maps the client’s request to an accumulator
using Accept.
4 After processing each client, the server combines the accumulators using Combine
and publishes the resulting accumulator.
5 Once all such “server shares” are known, any party can combine these shares
using Combine to recover the L messages.
3.2.1 Security Goals
Fix the protocol parameters n, L, K, M, R, B, and λ as above. Spectrum must satisfy
the following properties:
Correctness of Broadcast and Cover Executed correctly, the protocol recovers all
broadcast messages: for any sequence of L messages m in ML , sequence of L broadcast keys k in KL , non-negative number of subscribers C, and permutation π, we
require that


r ← {Broadcast(k[j], j, m[j]) | j ∈ [L]} ;
 r ′ ← {Cover( ) | j ′ ∈ [C]} ;

 = 1.
Pr 
′
 ′

m ← {Accept(r) | r ∈ r ∪ r }

s.t. Combine(π(m ′ )) = m

Completeness of Broadcast and Cover The outputs of Broadcast and Cover must
pass the audit: for any sequence of L broadcast keys k in KL , message m in M, and
index j in [L], we require:
]
r ← Broadcast
(k[j], j, m)
(
)
=1
Pr
s.t. Verify {Audit(k, r) | r ∈ r} = 1
[

and

]
r ← Cover(()
)
= 1.
Pr
s.t. Verify {Audit(k, r) | r ∈ r} = 1
[

Soundness of Audit and Verify Without knowing the broadcast key for a channel, it
should be computationally hard to create a set of requests that writes to that channel
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and passes the audit, even after many attempts: Let O be a verification oracle:
(

)

O(k, r) = Verify {Audit(k, r) | r ∈ r} .
Then, for all vectors of broadcast keys k in KL , channel indexes j in [L], and probabilistic polynomial-time (PPT) adversaries A with oracle access to O, we require:



$
b ← k with k[j]
b ←
k
K


b ,·) λ
O( k


(1 , kj)
Pr  r ← A
 ⩽ negl (λ)
s.t. Verify({Audit(k, r) | r ∈ r}) = 1 
and Combine(r)[j] = m

for some negligible function negl (λ).
Privacy It should be computationally hard to distinguish between the messages of
a publisher and subscriber, even after seeing the final message and all audit shares:
for any sequence of L broadcast keys k = (k1 , . . . , kL ) in KL , set of messages m in
ML , channel index j in [L], and server index i in [n], we require that the following
distributions are computationally indistinguishable:
{

}
}
{
{r[i ′ ] | i ′ ̸= i} , β, k r,β,k ≈c {r ′ [i ′ ] | i ′ ̸= i} , β ′ , k r ′ ,β ′ ,k

where we sample the variables as
r ← Broadcast(k[j], j, m[j]),
r ′ ← Cover(),
β ← {Audit(k, r) | r ∈ r} , and β ′ ← {Audit(k, r) | r ∈ r ′ } .

3.2.2 Trivial Protocol
Given the above definitions, the following is a trivial, correct, and complete (but
unsound and non-private) protocol:
Broadcast(k, j, m) = ( 0, . . . , |{z}
m , . . . , 0)
Audit(k, r) = ⊥
index j
Accept(r) = r

Cover() = ( 0, . . . , 0 )
Verify(β) = 1
Combine(m) =

⊕

m.

m∈m

This protocol shortcuts the auditing process, always returning 1, and encodes a
message to be written at an index as a tuple of the message and index.
3.3 anon y m i t y v i a d i n i ng c ry pto g r a ph e r s
To achieve anonymity in our broadcast protocol, we use the “dining cryptographers” technique [16]. This technique broadcasts using secret sharing.
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Secret-sharing [59] A secret-sharing scheme divides a value into “shares” such
that any proper subset of shares reveals no information about the original value,
but having all shares allows efficient recovery of the original value.
Definition 1 (Secret-Sharing).
Consider set S. An n-way secret-sharing scheme consists of algorithms:
– Share(m ∈ S) → Sn .
– Recover(m ∈ Sn ) → S.
satisfying the following properties:
Correctness For all messages m ∈ S,
Pr [Recover(Share(m)) = m] = 1.
Secrecy For all proper subsets of indexes I ⊂ [n] and all (possibly unbounded) adversaries
A, we have


$
m ← S;
1


Pr s ← Share(m)
= .
(
)
|S|
s.t. A {s[i] | i ∈ I} = m
We often use the notation JxK for a single secret share of some value x.
Example: xor secret sharing Consider the following construction of an n-way
secret-sharing scheme based on bit-wise exclusive-or of ℓ-bit binary strings. Then,
let S = {0, 1 }ℓ . Define:
(
Share(m) =

JmK1 , . . . , JmKn−1 , m ⊕

⊕

)

JmKi ,

i∈[n−1]

$

sampling JmK1 , . . . , JmKn−1 ← {0, 1 } , and
ℓ

Recover(JmK1 , . . . , JmKn ) =

⊕

JmKi .

i∈[n]

Example: additive secret sharing Consider the following construction of an nway secret-sharing scheme based on addition in some finite field F: Let S = F.
Then, define:
)
(
∑
JmKi ,
Share(m) = JmK1 , . . . , JmKn−1 , m −
$

i∈[n−1]

sampling JmK1 , . . . , JmKn−1 ← F, and
Recover(JmK1 , . . . , JmKn ) =

∑
i∈[n]
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JmKi .

5 = 4 + 1 (mod 11)

7 = 4 + 3 (mod 11)

0 = 3 + 8 (mod 11)

9 = 1 + 8 (mod 11)

5 = 7 + 9 (mod 11)

Share

Combine

Recover

Figure 3-2: Dining cryptographer networks build anonymous broadcast from homomorphic secret sharing. In this case (working in Z11 ), we see how two distinct
secret shares (one, a share of an empty value) can be combined before recovering
the original message, 5.
Homomorphic secret sharing [7] Dining cryptographer networks require an additional property: the secret-sharing scheme must be homomorphic. This means that
for some binary operator ⊙ over S such that for any messages m, m ′ ∈ S we have:

s ← Share(m);
′
 = 1.
Pr s ′ ← Share(m
( );
)
′
′
s.t. Recover {s[i] ⊙ s [i] | i ∈ [n]} = m ⊙ m


When ⊙ is ⊕ (bit-wise exclusive-or), we say the scheme is xor-homomorphic; when ⊙
is +, we say the scheme is additively-homomorphic. The above secret-sharing schemes
are respectively xor- and additively-homomorphic.
Dining cryptographer networks Fix some n-way secret-sharing scheme which is
additively-homomorphic. We construct an anonymous broadcast scheme for one
publisher mediated by n servers: the publisher secret-shares their message m; other
parties secret-share a zero message. Then, the servers can combine their request
shares using addition before adding these combined shares to recover m (fig. 3-2).
This generalizes to L publishers: every user does the protocol L times, where
they share a non-zero value only for the channel on which they broadcast. In the
language of our anonymous broadcast protocol (with M = R = S, S being the domain of the secret-sharing scheme):
jth position

z

}|

{

Broadcast(k, j, m) = ( Share(0), . . . , Share(m), . . . , Share(0))
Cover() = ( Share(0), . . . , Share(0))
Accept(r) = r
Combine(m) =

∑

m.

m∈m
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This construction is correct, complete (we omit no-op Audit and Verify methods) and
private, by reduction to secret-sharing privacy, but not efficient or sound.
3.4

ef f i ci e ncy v i a d i st r i b u t ed p o i n t f u nc t i o n s

The repeated dining cryptographer scheme is inefficient: it requires that each user
send L elements of S to each server. Observe that these bits are mostly random: provided our adversary is computationally limited, we can “compress” these using a
pseudorandom generator (prg). The Riposte [22] scheme uses distributed point functions (dpfs) in this manner to reduce the bandwidth used in dining cryptographerstyle broadcast; we use a similar technique. Since each user encodes at most one
message, they can mask this message with pseudorandom seeds, rather than fulllength random bits.
First, we define point functions and distributed point functions:
Definition 2 (Point Function).
Fix some message space M with a zero element 0 ∈ M and positive integer L. Then, for any
message m ∈ M and index j ∈ [L], define the point function Pj,m : [L] → M as:
{
Pj,m (x) =

m

0

if x = j
otherwise.

Note that functions from [L] to M are isomorphic to vectors in ML ; we use these
interchangeably. Further, note that where M is a field with some multiplicative
identity element 1, we can write ej ∈ ML for the jth row of the L × L identity matrix.
Then, we have Pj,m = ej · m. When clear from context, we may omit L and M.
Definition 3 (Distributed Point Function [31]).
Fix positive integers L and n and message space M. An (L, n)-distributed point function is
a family of functions {fd : [L] → M} indexed by keys d ∈ D along with algorithms:
– DPF.Gen(m ∈ M, j ∈ [L]) → Dn .
– DPF.Eval(d ∈ D) → M.
satisfying the following properties:
Correctness For all point indexes j ∈ [L] and all messages m ∈ M, we have

d ←∑
DPF.Gen(m, j)
Pr s.t.
(DPF.Eval(d)) = ej · m  = 1.


d∈d

Secrecy For any proper subset of server indexes I ⊂ [n], all messages m ∈ M, and all
channel indexes j ∈ [L], there exists some simulator SimI such that the following
distributions are computationally indistinguishable:
SimI () ≈c {d[i] | i ∈ I}d←DPF.Gen(j,m).
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In effect, a dpf is a secret-sharing of a point function. The dining cryptographer
network repeated L times as above is a dpf with key size L · |S| bits.
Using pseudorandom generators, we can reduce the key size substantially. For
now, consider the two-server setting: n = 2. Let G : S → M be a pseudorandom
generator from a small “seed” in S to a large “message” in M. Then, we have:
(
DPF.Gen(m, j) =

b , (x1 , . . . , xj , . . . , xL ) , (b1 , . . . , bj , . . . , bL )) ),
(m
b , (x1 , . . . , xj ,′ . . . , xL ) , (b1 , . . . , ¬bj , . . . , bL ))
(m
$

where x1 , . . . , xL ← S,
$
xj′ ← S,
$
b1 , . . . , bL ← {0, 1 } ,
b ← m ⊕ G(xj ) ⊕ G(xj′ )
and m
b , x, b) =
DPF.Eval(m

(

)
b ⊕ G(x[1]), . . . , (b[L] · m)
b ⊕ G(x[L]) .
(b[1] · m)

Then, with bit-wise xor for summation, the above is a dpf. In this construction,
each dpf key consists of an encoded message, a bit vector, and a seed vector. The
vectors are identical for j ′ ̸= j, so the computed values cancel out:
(

) (
)
b · bj ′ ) ⊕ G(xj ′ ) ⊕ (m
b · bj ′ ) ⊕ G(xj ′ ) = 0.
(m

At j ′ = j, we recover the message:
(

) (
)
b · bj ) ⊕ G(sj ) ⊕ (m
b · ¬bj ) ⊕ G(xj′ )
(m
′
=m
(b ⊕ G(sj ) ⊕ G(sj )′ )
= m ⊕ G(xj ) ⊕ G(xj ) ⊕ G(xj ) ⊕ G(xj′ )
= m.

n > 2 with seed-homomorphic pseudorandom generators The above technique
requires the ability to compute two prg seeds x1 and x2 that appear random when
viewed independently but G(x1 ) ⊕ G(x2 ) = 0: any x1 = x2 sampled uniformly at
random suffices. To generalize to n > 2, we must find x = (x1 , . . . , xn ) such that
∑

G(x) = 0.

x∈x

To do this, we use seed-homomorphic prgs:
Definition 4 (Seed-Homomorphic Pseudorandom Generator [10]).
A seed-homomorphic pseudorandom generator is a pseudorandom generator (prg)
G : S → M along with binary operators ⊗ on S and + on M such that for all x1 , x2 ∈ S we
have
G(x1 ⊗ x2 ) = G(x1 ) + G(x2 ).
Let M be a field of prime order p with additive operator + and generators (g1 , . . . , gL ),
31

each in M. Then, G : Zp → ML is a seed-homomorphic prg (with ⊗ = +):
G(x) = (g1 · x, . . . , gL · x)

where (with addition applied element-wise)
G(x1 + x2 ) = (g1 · (x1 + x2 ), . . . , gL · (x1 + x2 ))
= (g1 · x1 , . . . , gL · x1 ) · (g1 · x2 , . . . , gL · x2 )
= G(x1 ) + G(x2 ).

Further, G(0) is the additive identity in ML .
Using an additive secret-sharing scheme, we can now generalize our construction to (L, n)-dpfs:
{

b , JxKi , JbKi ) | i ∈ [n]
DPF.Gen(m, j) = (m

}

$

b ← m − G(x),
m
x ← ej · x,
JxK ← Share(x),
b ← ej , and JbK ← Share(b)
(
)
b , x, b) = {m
b · b[i] + G(x[i]) | i ∈ [n]} .
DPF.Eval (m

where x ← Zp ,

Note that the above 2-server dpf is exactly this scheme, using xor in place of both
addition and subtraction. We have (using G(x) for (G(x[1]), . . . , G(x[L])) and with x,
b as defined above):
x, JxK, b, JbK, and m
∑

DPF.Eval(d) =

d∈DPF.Gen(m,j)

∑(
)
b · JbKi + G (JxKi )
m
i∈[n]

b ·
=m

∑

(JbKi ) +

i∈[n]

∑

G (JxKi )

i∈[n]

b · b + G(x)
=m
b · ej + G(ej · x)
=m
= ej · ((m − G(x)) + G(x))
= ej · m.

The above construction has key sizes linear in the number of points L, which in our
setting is small and fixed (corresponding to the number of channels). Each key now
has size |m| + 2λL, rather than |m| · L as above.
Distributed point functions for anonymous broadcast Ignoring verification, we
have most of an efficient broadcast scheme for L channels and n servers with an
(L, n)-dpf. To send a message m[j] on channel j, each publisher runs DPF.Gen:
dj ← DPF.Gen(m[j], j)
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∀j ∈ [L].

Each broadcaster then distributes the dpf keys among the servers, which evaluate
and combine them:
between servers

z∑ ∑ }|

{

DPF.Eval(dj [i]) =

i∈[n] j∈[L]

|

{z

}

∑ ∑

DPF.Eval(dj [i]) =

∑

ej · m[j] = m.

j∈[L]

j∈[L] i∈[n]

locally, at each server

To generate cover traffic, we augment our dpf with another method, DPF.Empty, such
that
∑
DPF.Eval(d) = 0.
d∈DPF.Empty()

The distribution of DPF.Empty must be indistinguishable from the distribution of
the simulator defined for dpf privacy. For instance, in the above construction, we
have:
{

b , J0Ki , J0Ki′ )
DPF.Empty() = (m

}
i∈[n]

$

b ←M,
where m
J0K ← Share(0),
and J0K ′ ← Share(0).

Then, we can define Cover = DPF.Empty.
3.5

s o un dn e s s v i a m e s sag e au t h en t i cat i o n co d e s

Instantiating anonymous broadcast with the above schemes neglects soundness;
consequently, a malicious user can send a malformed message corrupting the publishers’ messages. To prevent this, we have the users attach to their request a certificate that the request is well-formed. Namely, this certificate attests for each channel
that either the request writes 0 to that channel, or the user knows a secret key for
the channel (see section 3.1). The servers must verify this certificate without learning
which condition the request satisfies.
To construct these certificates, we extend the Carter-Wegman message authentication code (mac) [14, 69] and give a technique for verifying these codes over secretshared data.
Carter-Wegman message authentication code Working in a finite field F, we present
a simple mac for messages in F in the Carter-Wegman style [14, 69]; the spdz multiparty computation protocol [24] employs a similar technique. Assume that two
$

parties share a secret key k ← F. We compute the tag for a message m as
MACk (m) = k · m.
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We can then authenticate a message-tag pair (m, t) by independently computing
the same key. Note that for any key k, MACk (0) = 0. Without knowledge of k,
forging this tag is information-theoretically hard for any non-zero message.
Authentication of secret-shared data Note that the above scheme is linear: for
any message m1 , m2 and any key k, we have MACk (m1 +m2 ) = MACk (m1 )+MACk (m2 ).
Several parties can validate the putative tag t for a message m given only additive
secret shares JtKi and JmKi , computing:
z∑

expected tag

sum across servers

provided tag

}|
{ z∑
}|
{ z∑}| {
(MACk (JmKi ) − JtKi ) =
MACk (JmKi ) −
JtKi = MACk (m) − t.

i∈[n]

i∈[n]

i∈[n]

If the provided tag is valid, this value should be 0.
3.5.1 Authenticating Distributed Point Functions
Using the techniques from the above mac, we can augment our (L, n)-dpf with perpoint keys authenticating dpf keys at a given index. Let T (the “tag space”), and
B (the “audit space”) be sets, with key space K as above. Then, consider the algorithms:
– DPF.Tag(d ∈ Dn , j ∈ [L], k ∈ K) → T n . Tags a message using a key.
– DPF.TagEmpty(d ∈ Dn ) → T n . Tags an empty message, with no key.
– DPF.Audit(k ∈ KL , d ∈ D, t ∈ T) → B. Create an audit token, which can be used to
validate a message/tag pair.
– DPF.Verify(β ∈ Bn ) → {0, 1 }. Verify that the audit tokens from each server correspond to a valid message/tag pair.
with the following properties:
Completeness For all messages m ∈ M, point indexes j ∈ [L], and point key vectors
k ∈ KL , we have:



d ← DPF.Gen(j, m)
 = 1.
Pr t ← DPF.Tag(d(, j, k[j])
)
s.t. DPF.Verify {DPF.Audit(k, d[i], t[i]) | i ∈ [n]} = 1

Additionally, for all point key vectors k ∈ KL , we have:



d ← DPF.Empty()
 = 1.
(d)
Pr  t ← DPF.TagEmpty
(
)
s.t. DPF.Verify {DPF.Audit(k, d[i], t[i]) | i ∈ [n]} = 1
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Soundness Let O be the oracle function
(

)

O(k, d, t) = DPF.Verify {DPF.Audit(k, d[i], t[i]) | i ∈ [n]} .
For all PPT adversaries A with oracle access to O, point key vectors k in KL ,
and channel indexes j ∈ [L] we have:


$
b ← k with k[j]
b ←
k
K;

(d, t) ← AO(kb ,·,·) (1λ , k, j);


Pr  β ← {DPF.Audit(k, d[i], t[i]) | i ∈ [n]}
 s.t. DPF.Verify (β) = 1

and ∑ (DPF.Eval(d))[j] ̸= 0






 ⩽ negl (|K|)




d∈d

for some negligible function negl (·).
Privacy For any proper subset of indexes I ⊂ [n], all messages m ∈ M, all point key
vectors k ∈ KL , and all indexes j ∈ [L], there exists some simulator SimI such
that the following distributions are pairwise computationally indistinguishable:
SimI () ≈c {(d[i], t[i], β) | i ∈ I} d ← DPF.Gen(j,m)

t ← DPF.Tag(d,j,k[j])
β ← {DPF.Audit(k,d[i ′ ],t[i ′ ]) | i ′ ∈[n]}

≈c {(d[i], t[i], β) | i ∈ I} d ← DPF.Empty()

t ← DPF.TagEmpty(d)
β ← {DPF.Audit(k,d[i ′ ],t[i ′ ]) | i ′ ∈[n]}.

That is, DPF.Tag with a correct key produces tags which pass an honestly-evaluated
audit at each server, but without knowing this key producing such tags is hard. dpf
privacy should hold even after seeing the tags and audit shares.
Construction We now construct a dpf authentication scheme for the above seedhomomorphic prg-based dpf. Let H be a collision-resistant hash function (crhf)
sampled from a crhf family H. Fix a prg G : K → M (with K a finite field) and
let the key space for dpf authentication be K. Let (Share, Recover) be the additive
secret-sharing scheme from section 3.3 over K2 . Let ⟨·, ·⟩ denote the dot product of
two vectors, and define multiplication in K × K2 as element-wise multiplication of
the latter two elements by the first element. Then, we have:
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(

DPF.Tag(d, j, k) = Share (k · x, k)

(

)

)

b , JxK1 , JbK1 ), . . . = d, and
where (m
∑
x=
JxKi [j]

i∈[n]
(
)
DPF.TagEmpty(d) = Share (0, 0)

b , (⟨k, x⟩ , ⟨k, b⟩) − t)
DPF.Audit(k, d, t) = (H(m)
b , x, b) = d
where (m

{
DPF.Verify(β) =

1

if all {hi }i∈[n] equal and

∑

ci = (0, 0)

i∈[n]

0 otherwise
(
)
where (h1 , c1 ), . . . = β.

Here, we use the mac technique described above to verify that for each dpf index, the
(secret-shared) tag is valid, where zero-messages have the zero-tag. There are two
changes: first, we compare hashes of the encoded message to prevent equivocation.
Second, we take the dot product of the key vector with the seed and bit vectors and
check the sum of the expected tags. To compute this requires the correct tag for each
non-zero index.
We can show that this construction is complete, sound, and private when instantiated with Zp with λ-bit prime p.
Claim 1. The construction is complete.
Proof. First, note that both DPF.Tag and DPF.TagEmpty insert the same encoded message in each share, ensuring that the message hashes will always be equal. Fix any
message m ∈ M, point index j ∈ [L], point key vector k ∈ KL . Then, we have (for
the completeness of DPF.Tag):




d ← DPF.Gen(j, m)
t ← DPF.Tag(d, j, k[j])
Pr 
(

)

s.t. DPF.Verify {DPF.Audit(k, d[i], t[i])}i∈[n] = 1


$
x ← Zp


b ← m − G(x)

m
(
)



t ← Share (k[j] · x, k[j])


= Pr JxK ← Share (ej · x)




JbK ← Share (ej )


∑(
)
s.t.
(⟨k, JxKi ⟩ , ⟨k, JbKi ⟩) − t[i] = (0, 0)




(def. completeness)



i∈[n]

= 1.
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(def. dpf algorithms)

The final equality holds because
∑(
)
(⟨k, JxKi ⟩ , ⟨k, JbKi ⟩) − t[i]
i∈[n]

= (⟨k, ej · x⟩ , ⟨k, ej ⟩) − (k[j] · x, k[j])
= (k[j] · x, k[j]) − (k[j] · x, k[j])
= (0, 0).

We now consider the completeness of DPF.TagEmpty. Fix any point key vector k ∈
KL . Then,




d ← DPF.Empty()
t ← DPF.TagEmpty(d)
Pr 
(

)

s.t. DPF.Verify {DPF.Audit(k, d[i], t[i])}i∈[n] = 1






(def. completeness)



JxK ← Share (0)
JbK ← Share (0)



(
)


= Pr t ←
Share (0, 0)

∑
)
(
s.t.
(⟨k, JxKi ⟩ , ⟨k, JbKi ⟩) − t[i] = (0, 0)

(def. dpf algorithms)

i∈[n]

= Pr [(0, 0) − (0, 0) = (0, 0)]
= 1

as required.
Claim 2. The construction is sound.
Proof. To show the soundness of DPF.Audit and DPF.Verify, we first consider the following guessing game: let O ′ be the equality oracle
{

O ′ (k, k ′ ) =

1
0

k = k′

otherwise

and let B be any ppt adversary with access to such an oracle. Then, the guessing
game is:
$

k←K
′
k ′← BO (k,·) (1λ )
B succeeds if k = k ′ .

Define the truncated equality oracle
{

O ′ (z) (k, k ′ ) =

O ′ (k, k ′ )
0

for the first z queries
subsequently.

Let q be the maximum number of queries issued by B. Consider the following
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sequence of games:
Game 0 The guessing game, as above.
′

Games 1 to q Replace O ′ with O ′ (q ) , where q ′ is the index of the current game.
Game (q + 1) Replace O ′ with an oracle which always returns 0.
The probability that B succeeds in Game (q + 1) is at most (1/ |K|), as k ′ is sampled
independently of k. For every adjacent pair of games q ′ and q ′ + 1, the outcome
differs only if B guesses k for the (q ′ + 1)th query, which happens with probability
at most (1/ |K|). Since B runs in ppt, q is polynomial in λ and we have:
[

]

Pr B succeeds in Game 0 ⩽

poly (λ) + 1
|K|

.

When |K| is exponential in λ, this expression is negligible in λ.
Now, suppose towards contradiction that there exists some key vector k ∈ KL ,
channel index j ∈ [L], and ppt adversary A such that A succeeds in the soundness
game for DPF.Audit and DPF.Verify with non-negligible probability ϵ(λ). We use A to
build an adversary B for the guessing game. First, define a subroutine ComputeKey
to compute a key from a vector of dpf keys and corresponding mac tags:
ComputeKey(d, t)
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18

Then, we can define B:
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b j , JxKj , JbKj )
parse each d[j] as (m
b ← Recover(JbKj | j ∈ [L])
x ← Recover(JxKj | j ∈ [L])
(t1 , t2 ) ← Recover(t | t ∈ t)
(
)
g ← t1 − ⟨k, x⟩ + k[j] · x[j]
(
)
g ′ ← t2 − ⟨k, b⟩ + k[j] · b[j]
if x[j] = 0 and b[j] = 0
return 0
else if x[j] ̸= 0 and b[j] ̸= 0
k ← g · x[j]−1
k ′ ← g ′ · b[j]−1
if k ̸= k ′
return ⊥
return k
else if x[j] ̸= 0
return g · x[j]−1
else if b[j] ̸= 0
return g ′ · b[j]−1

′

BO (k,·) (1λ )
1

(d, t) ← A(1λ , k, j)

2

answer query O(k, d, t) with:
b j , JxKj , JbKj )
parse each d[j] as (m
b j ) unequal
if any two message hashes H(m
return ⊥
k ′ ← ComputeKey(d, t)
if k ′ = 0
return O(k, d, t)
return k ′ ̸= ⊥ and O ′ (k, k ′ )
return ComputeKey(d, t)

3
4
5
6
7
8
9
10

In line 2, we answer oracle queries with exactly the same distribution as in the
b be k with the jth element replaced by the unknown k from
soundness game: let k
the guessing game. Recall that the soundness oracle O checks that all message
hashes are equal and
⟩)
⟩ ⟨
(⟨
b, b − t = (0, 0).
b, x , k
k
If the hashes are unequal, we return 0 in response to A’s queries. Otherwise, we
b, d, t) = O(k, d, t) (which we can
consider two cases: if x[j] = 0 and b[j] = 0, then O(k
compute, as k is fixed). Otherwise, ComputeKey gives us the k from the guessing
b, d, t) succeeds.
game if and only if O(k
Then, B succeeds with probability at least negligibly close to the probability A
succeeds in the soundness game. Recall that A succeeds if it outputs (d, t) that pass
verification and write some non-zero value to channel j. In this case, ComputeKey
gives the k required by the guessing game unless A outputs d with distinct encoded messages but the same hash values. This happens with at most negligible
probability, by definition of a collision-resistant hash function.
We have an upper-bound on the probability that B succeeds, so
[

]

Pr A succeeds in the soundness game
[
]
⩽ Pr B succeeds in the guessing game + negl (λ)
poly (λ) + 1
+ negl (λ)
=
|K|

which is negligible in λ, since |K| is exponential in λ.
Claim 3. The construction is private.
Proof. Fix any proper subset of server indexes I ⊂ [L], message m ∈ M, point key
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vector k ∈ KL , and channel index j. Then, define
{

b , JxKi , JbKi ) , JtKi , β | i ∈ [n]
SimI () = (m

}

$

b ← M,
where m
JxK ← Share(0),
JbK ← Share(0),
JtK ← Share((0, 0)),
∀i ∈ [n], JcKi ← (⟨k, JxKi ⟩ , ⟨k, JbKi ⟩) − JtKi
b , JcKi )
and ∀i ∈ [n], βi ← (H(m)

We first note that this simulator produces exactly the same distribution as a view
over DPF.Empty:
SimI () = {(d[i], t[i], β) | i ∈ I} d ← DPF.Empty()

.

t ← DPF.TagEmpty(d)
β ← {DPF.Audit(k,d[i ′ ],t[i ′ ]) | i ′ ∈[n]}.

We now argue that this simulator is computationally indistinguishable from a view
over DPF.Tag:
SimI () ≈c {(d[i], t[i], β) | i ∈ I} d ← DPF.Gen(j,m)

.

t ← DPF.Tag(d,j,k[j])
β ← {DPF.Audit(k,d[i ′ ],t[i ′ ]) | i ′ ∈[n]}

Suppose towards contradiction that some ppt adversary A could distinguish the
two distributions. Then, we use A to build adversary B to distinguish G(x) from
$

random elements of M (where x ← Zp ):
B(1λ , y)
1
2
3

V ← SimI
b and H(m)
b in V with y ⊕ m and H(y ⊕ m) respectively
replace m
return A(1λ , V)

$

If y ← M, then y ⊕ m is also distributed uniformly over the message space, and V
$

b in V is
is distributed exactly as in SimI . Otherwise, y ∼ G(x) where x ← Zp so m
distributed as G(x) ⊕ m. Because any two identically-sized incomplete subsets of
secret shares are distributed exactly the same (even for shares of different values),
this is exactly the distribution of the view for DPF.Gen. Therefore, B breaks the
security of the prg—a contradiction.

3.6

th e s p e ct ru m p roto co l

Fix any (L, n)-dpf equipped with authorization methods, as above. Let M be the
message space of the dpf, T be the tag space of the dpf, and B be the audit space
of the dpf. Spectrum for L channels and n servers consists of this dpf and minor
syntactic glue. The message space and audit space of the protocol are M and B
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respectively; the request space R is M × T .
Broadcast(m, j, k) = {d[i], t[i] | i ∈ [n]}
where d ← DPF.Gen(m, j) and
t ← DPF.Tag(d, j, k)
Cover() = {d[i], t[i] | i ∈ [n]}
where d ← DPF.Empty() and
t ← DPF.TagEmpty(d)

(

)

Audit k, r = (d, t) = DPF.Audit(k, d, t)
Verify(β) = DPF.Verify(β)
(
)
Accept r = (d, t) = DPF.Eval(d)
∑
m.
Combine(m) =
m∈m

This protocol is correct and secure:
Theorem 1. Let (DPF.Gen, DPF.Eval, DPF.Empty) be a dpf satisfying correctness and privacy and (DPF.Tag, DPF.TagEmpty, DPF.Audit, DPF.Verify) be associated dpf authentication
algorithms satisfying completeness, soundness, and privacy. Spectrum instantiated with
these algorithms satisfies correctness, completeness, soundness, and privacy for anonymous broadcast (as defined in section 3.2.1).
Proof. We show each property in turn.
Correctness We have:
(

Combine { Accept(r) | r ∈ Cover()}

)

=

∑

DPF.Eval(d)

d∈DPF.Empty()

=0

(correctness of DPF.Empty)

and, for all messages m ∈ M and channels j ∈ [L],
(

Combine { Accept(r) | r ∈ Broadcast(k, j, m)}

)

=

∑

DPF.Eval(d)

d∈DPF.Gen()

= m · ej .

(correctness of DPF.Gen)

For any message vector m ∈ ML , key vector k ∈ KL , and non-negative number of
describers C, define (as in the definition of correctness):
r ← {Broadcast(k[j], j, m[j]) | j ∈ [L]}
r ′ ← {Cover() | j ′ ∈ [C]}
m ′ ← {Accept(r) | r ∈ r ∪ r ′ } .

41

By the associativity and commutativity of addition in M, for any permutation π we
have:
Combine(π(m ′ )) =

∑

m

m∈π(m ′ )

=

∑

j∈[L]

m[j] · ej +

∑

0

c∈C

=m

as required.
Completeness Fix any sequence of channel broadcast keys k in KL , channel index
j in [L], and message m ∈ M. Then,
]
r ← Broadcast(k[j], j, m)
Pr
s.t. Verify({Audit(k, r) | r ∈ r}) = 1


d ← DPF.Gen(m, j);


, j, k[j])
= Pr t ← DPF.Tag(d(

)
s.t. DPF.Verify {DPF.Audit(k, d[i], t[i])}i∈[n] = 1
[

= 1.

(def. Spectrum)
(completeness of dpf)

and
]
r ← Cover()
Pr
s.t. Verify({Audit(k, r) | r ∈ r}) = 1


d ← DPF.Empty();


= Pr t ← DPF.TagEmpty

( (d)
)
s.t. DPF.Verify {DPF.Audit(k, d[i], t[i])}i∈[n] = 1
[

=1

(def. Spectrum)
(completeness of dpf)

as required.
Soundness Suppose towards contradiction that there exists some ppt adversary
A, vector of channel keys k ∈ KL , and channel index j ∈ [L] (with O defined as in
section 3.2.1) such that



$
b ← k with k[j]
b ←
k
K


b ,·) λ
O( k


Pr  r ← A ( (1 , k, j)
)
 = ε(λ)
b, r) | r ∈ r} = 1 
s.t. Verify {Audit(k
and Combine(r)[j] = m

for some non-negligible ε(·). We then use A to build adversary A ′ to break the
soundness of the dpf authorization with oracle access to O ′ , where O ′ is the oracle
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defined in section 3.5.1:
b, j)
A ′ O (k,·,·) (1λ , k
′

1
2
3
4
5

b, j)
r ← A(1λ , k

answer query O(k, (r, t)) with:
return O ′ (k, r, t)
(d, t) ← r
return (d, t)

Then, we have:


$
b ← k with k[j]
b ←
k
K;

′ (k
b ,·,·) λ
′
O
(d, t) ← A
(1 , k, j);

 β ← {DPF.Audit(k, d[i], t[i]) | i ∈ [n]}
Pr 
 s.t. DPF.Verify (β) = 1

and ∑ (DPF.Eval(d))[j] ̸= 0













d∈d


$
b ← k with k[j]
b ←
k
K


 r ← AO(kb ,·) (1λ , k, j)

= Pr 
(
)

b
s.t. Verify {Audit(k, r) | r ∈ r} = 1
and Combine(r)[j] = m
= ε(λ).

This is a contradiction: ε(λ) is non-negligible in λ, but by the soundness of the dpf
authentication scheme, the above probability must be negligible. Therefore, Audit
and Verify must be sound.
Privacy We want to show:
{

{r[i ′ ] | i ′ ̸= i} , β, k

}
r,β,k

≈c

{

{r ′ [i ′ ] | i ′ ̸= i} , β ′ , k

}
r ′ ,β ′ ,k

where we sample the variables as
r ← Broadcast(k[j], j, m[j]),
r ′ ← Cover(),
β ← {Audit(k, r) | r ∈ r} ,
and β ′ ← {Audit(k, r) | r ∈ r ′ } .

Replacing Broadcast, Cover, and Audit with their definitions, we want to show:
{

(d[i], t[i], β[i]) | i ∈ I

}

d ← DPF.Gen(j,m)
t ← DPF.Tag(d,j,k[j])
β ← {DPF.Audit(k,d[i ′ ],t[i ′ ]) | i ′ ∈[n]}

{
}
≈c (d[i], t[i], β[i]) | i ∈ I d ← DPF.Empty()

t ← DPF.TagEmpty(d)
β ← {DPF.Audit(k,d[i ′ ],t[i ′ ]) | i ′ ∈[n]}.

By the definition of privacy for dpf authentication, the output distribution of dpf
authentication simulator SimI is computationally indistinguishable from both of
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the above distributions. Therefore, they must be computationally indistinguishable
from each other.
Since, by assumption, the dpf algorithms are correct, complete, sound, and private, Spectrum instantiated with these algorithms is correct, complete, sound, and
private.
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4

E VALUAT I O N

In our evaluation, we demonstrate that Spectrum:
– performs comparably to prior works when the number of clients and the number
of channels are the same—that is, every user broadcasts some message;
– outperforms those works when comparatively few clients upload—the setting
for which Spectrum was designed;
– achieves throughput supporting live video streaming with a moderate number
of users;
– scales by sharding each logical protocol server into several physical servers; and
– scales beyond two servers without sacrificing performance (after an initial penalty
in switching to a protocol which can handle more than two servers).

4.1

im p l e m e n tat i o n a n d d ep loym en t

We implement Spectrum in 8,000 lines of Rust (2020-03-22 nightly build); the source
is publicly available.1 For the pseudorandom generator (prg), we use aes-128 in ctr
mode. For collision-resistant hashing, we use blake3 [53]. For the multi-server
setting, we require a seed-homomorphic prg [10]; we instantiate this using the Jubjub [36] twisted Edwards curve.
For our experiments, we deploy Spectrum to Amazon Elastic Cloud Compute
(ec2). We use one virtual machine (VM) per server (except in the horizontal sharding experiments), one VM for coordinating the experiment, and more VMs to simulate client traffic (between 250 and 500 clients per VM). Each server runs on a
m5.24xlarge2 ec2 instance (with smaller m5.xlarge machines for simulating client
traffic and coordination). On the aes-ni enabled processors of these server machines, openssl speed, reports a throughput of 5.4 GB/s for aes-128-ctr. We run
Ubuntu 18.04 lts on each instance, and deploy our application behind Nginx. All
servers run in the same region, and network round-trip times are about 1 ms. As of
April 2020, each server VM costs $4.06 per hour.
1 https://www.github.com/znewman01/spectrum-impl
2 Full

machine specifications are available at https://aws.amazon.com/ec2/instance-types/m5/.
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Figure 4-1: For direct comparison to prior works, we evaluate Spectrum with small
messages (140 B–80 kbit) and an identical number of clients and channels: that is,
every user is a publisher.
We measured the end-to-end time from the first client request sent to the time
at which the servers recovered all messages, and use this to compute throughput
and latency.
4.2 r e s ult s
Comparison to prior works Prior works assumed that each user broadcasts a message. We simulate this setting in Spectrum by setting the number of clients and
servers equal. We compare with Riposte [22] and Blinder [2], as these systems
have similar security guarantees and deployment configurations. We use the results reported by Abraham et al. [2] for these systems, and our results (fig. 4-1) for
Spectrum.
For 10 kB messages, Spectrum measures 88 queries per second (qps), holding
its own against even the gpu-accelerated variant of Blinder. Blinder-cpu achieves
21 queries per second (qps) and Blinder-gpu achieves 111 qps. For smaller messages
(100 B), Spectrum is better compared to Blinder-cpu: both systems achieve 1,000
qps (double that of Riposte). Blinder-gpu outpaces both, measuring about 2,500
qps. We conclude that Spectrum with two servers is not substantially slower than
Blinder, even when all users broadcast. However, we predict a 3× performance hit
when scaling beyond two servers (see below).
The few-broadcaster setting On Twitch, 10,000 passive users watch each stream
on average; other streaming platforms show a similar ratio [49, 71]. However,
Blinder and Riposte are not equipped to leverage this asymmetry: as the number of users grows, so does the work needed per user. In contrast, Spectrum excels
with relatively few publishers compared to the total number of users. Figure 4-2
shows Spectrum deployed with larger messages (between 10 kB and 8 Mbit). We
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Figure 4-2: Here, we see Spectrum with fewer publishers than clients. We measure
the rate of client query processing with one virtual machine with 1, 50, and 100
channels (upper graph) or 1, 10, and 50 channels (lower graph). The shaded regions
indicate a 95% confidence interval over 5 trials.
observe an immediate 70× speed-up in the setting with 1 channel and 10 kB messages. While speed decreases as message sizes grow larger, we see favorable performance with messages up to 1 Mbit. These results suggest that Spectrum can
support streaming live video with an anonymity set of about 5,000 users, or fhd
video with about 1,000 users (table 4.1). Optimizing for throughput, Spectrum can
support 3.4 GB/h with about 600 users.
Format
240p
480p (sd)
720p (hd)
1080p (fhd)

Bandwidth (Mbit/s)
0.3 – 0.7
0.5 – 2.0
1.5 – 4.0
3.0 – 6.0

Table 4.1: Bandwidth required for video streaming [72]
We speculate that the sharp drop-off around 8 Mbit results from an issue with our
experimental set-up: perhaps the client traffic simulators have saturated their network uplinks, or the overall bandwidth starts to cause tcp connections to be rejected.
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Figure 4-3: For a challenging workload (500 channels of 1 Mbit messages), sharding within each group increases throughput. The dashed line indicates “perfect
scaling” (where doubling the servers doubles the qps) based on the mean for 1
shard. The shaded regions indicate a 95% confidence interval over 5 trials.
Horizontal sharding As noted before, request processing for each client is embarrassingly parallel, and can be sharded among several physical worker servers
composing a single logical protocol server. In theory, the speed-up from this should
be near-perfect: only the Combine step needs to access data from multiple client requests. Further, Combine is a commutative and associative operation, so worker
shards can combine their shares independently. Practice bears this out (fig. 4-3).
With up to 7 worker shards, we see over 7× the throughput of 1 shard (we suspect
this is due to inelegant failure behavior as we push the single worker to its limits).
With sharding, real-world deployments of Spectrum can use low-cost, commodity servers to scale to tens of thousands of users while supporting bandwidths supporting real-time video.
Beyond two servers We describe Spectrum in with symmetric distributed point
functions (instantiated using any pseudorandom generator prg) and a many-server
construction (using seed-homomorphic prgs) (section 3.4, respectively). If we can
use any prg, we can choose efficient constructions. As mentioned, we use aes-128
in ctr mode, which benefits from hardware support on aes-ni processors. Constructions of seed-homomorphic prgs use groups in which the Decisional Diffie
Hellman problem is hard—in practice, using elliptic curves. Public-key operations
over these groups require an order of magnitude greater computation for the same
quantity of data. Consequently, we would expect the seed-homomorphic version
of the protocol to be much slower. In fig. 4-4, we see a 3× drop-off, though we observe a minimal cost to increase the number of servers beyond this initial penalty.
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Figure 4-4: To scale beyond two servers, we must switch from the fast protocol
based on symmetric pseudorandom generators to a “seed-homomorphic” protocol
using public-key pseudorandom generators. With 100 channels of 1 Mbit messages,
we observe a 3× drop-off in throughput when switching to the slower protocol with
only minor overhead for adding additional servers.
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5
5.1

DI S CU S S IO N

e xt e n s i o n s

Practical deployments of an anonymous broadcast system might benefit from additional features for managing content. Because these features are orthogonal to
our primary concerns about scalability, we omit them in our implementation.
Time-sliced multiplexing While we described Spectrum with a one-to-one correspondence between publishers and channels, nothing prevents several users from
sharing a channel. This would act as a restricted-access public bulletin board allowing, for instance, any member of an organization to post.
Handling dropout There are two obvious ways to handle users who participate
in one round of the protocol but not later rounds. First, we can halt the system.
This allows any user to perform a denial-of-service attack by withdrawing from
the protocol. Second, we can proceed with the protocol, as long as some quorum is
met. This gives an active adversary that can terminate network connections some
chance (bounded by the quorum size) of identifying users.
Preserving subscriber anonymity Techniques from private information retrieval
(pir) [17] underlie Spectrum: in particular, clients use “reverse pir” or “pir writing”
to write to, in effect, a shared database. This preserves writer anonymity, but not
necessarily reader anonymity: consuming sensitive content exposes a user to the
server from which it ultimately downloads this content. This is exactly the setting
for traditional pir, which allows reading one of a number of database rows (that
is, channels) while hiding which row was read. These techniques apply straightforwardly.
With a small number of channels, we can precompute responses to all possible pir queries. For instance, using the Chor et al. [17] construction with 10 channels, we would have 1,024 possible queries sent to each server. If the number of
clients exceeds this value, these servers can precompute the responses, and even
distribute these using wide-scale content-distribution networks (cdns), which efficiently serve static content.
Further, the access control technique we use for writing applies equally well
to traditional pir—allowing access controlled premium or private channels, potentially mixed with channels without access control.
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Content moderation We note that Spectrum is not censorship-resistant: for users
to download data, the servers must first recover that data; for cleartext messages,
the servers can opt not to publish any data which they deem illegal or inappropriate. Typical moderation workflows apply for deployments with many channels:
users can flag offending content (perhaps using an anonymous reporting system,
such as Prio [20]).
5.2

fu tur e wo r k

Eliminate pre-shared Keys The primary limitation of this work not shared with
other anonymous broadcasting schemes is the setting: in particular, the requirement to pre-share a key. This sharing process must be similarly anonymous to
the main protocol procedure; otherwise, intersection attacks apply. We leave as an
open question the problem of anonymous broadcasting with per-user computation
and bandwidth independent of the number of users, no pre-shared keys, and no
interference between users.
Public-key authentication The access control scheme described in section 3.5.1
can be verified using asymmetric keys: given a generator g for a group (where the
decisional Diffie-Hellman assumption is believed hard), we can perform the same
arithmetic in the exponent of the generator. The publisher retains the exponent k,
and sends a public key gk . Then, even acting collectively, the servers cannot forge
a tag given only gk . We omit this from the primary description of the protocol, as
it does not affect our security goals.
Optimizations Further optimizations might increase the utility of the system. In
addition to the typical performance and robustness enhancements appropriate for
any distributed system, protocol enhancements. As evaluated, the many-server
version of the protocol requires an expensive seed-homomorphic pseudorandom
generator (prg) expansion on each request, but seed-homomorphic prg seeds can
efficiently aggregated without being expanded. The protocol could leverage distributed point functions (dpf) enhanced with an efficient key-aggregation mechanism built from seed-homomorphic prgs.
Currently, upload bandwidth presents the greatest bottleneck for clients, who
may not have professional-grade internet connections. Users must send data at
least the length of the message to each server. Further, this data is the same for each
server. Assuming relatively faster inter-server network connections, clients might
send this data to just one server, who can then share it with the others.
These, along with other enhancements (faster dpfs or prgs), would make Spectrum more practical.
Private access control We have already noted that the authentication mechanism used in Spectrum for writing applies equally well to reading. Our notions of
privacy, completeness, and soundness apply to any oblivious operation.
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5.3

co nclu s i o n

This thesis describes Spectrum, a system for high-performance anonymous broadcasting. As evaluated, Spectrum running on two servers can stream video to 5,000
users, enabling whistleblowers and journalists to enjoy anonymity protections. For
large documents, we see speeds of 8 Mbit/s (3.4 GB/h) for 600 clients. This would
enable sharing a document like the Pentagon Papers or the “Cablegate” leaks in an
hour or two. Faster speeds would have limited application, as many home and
public internet connections top out between 5 and 10 Mbit/s; any broadcast system with similar performance guarantees is limited by the slowest upload speed
among its users. Further, Spectrum can support more clients by sharding each
server, allowing still-larger anonymity sets. Spectrum introduces authenticated
anonymous broadcast and adds a high-throughput tool to the pantheon of technologies for anonymous communication.
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