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Topics

Reviewing digital repository assessment and audit using the 
cycle of community good practice development and evolution:

• Need for self-assessment, audit, and certification 
• Community standards and guidelines 
• Tools and techniques 
• Using lessons learned 



Cycle of good practice  for communities 

1. Identify: define and specify a challenge or an unmet need 
2. Specify: develop standards and guidelines
3. Implement: build tools and techniques to apply standards
4. Improve: evolve using experience and changing needs 



1. Identify

1996 PDI Report 
Seminal community document:
Called out the need for audit 
and certification, defined the 
issues, suggested actions



2. Specify

TDR 2002
Implications for our community 
for doing audits and assessment

Starting point for TRAC 



• TRAC Checklist, 2007 – ISO 16363: 2012, pending revision 
• nestor Catalogue of Criteria for Trusted Digital Repository, 2004
• Ten Principles (for digital repositories), 2007 
• Data Seal of Approval, 2008 

2. Specify: examples 



Audit and Certification of Trustworthy Digital Repositories

ISO 16363: 2012 
2021 pending 
based on TRAC



In Practice…

3. Implement 



Early assessment tools and approaches 

• DINI (Germany) – archive certifications  
- A certification example for TRAC in place by early 2000s

• DRAMBORA (DCC, DPE) – risk management tool for collections 
- A means for managing evidence launched around 2005

• Test audits using TRAC since 2006 
- Process and documentation example that informed ISO 16363

• DPM Self-assessment Tool version 1
- Capture documentation for incremental improvement (c 2010)



Ten Principles



PLATTER
Planning Tool for Trusted 
Electronic Repositories
2008

Business Plan 
Staffing Plan 
Data Plan 
Acquisition Plan
Access Plan 
Preservation Plan 
Technical System plan 
Succession Plan 
Disaster Plan 



DPM Self-assessment & Audit Tool

Ongoing self-assessment and audit
• Version 1.0 at ICPSR – TRAC 
• Version 2.0 at MIT Libraries – ISO 16363



DPM Self-assessment Tools: Roles



Completing a self-assessment or audit may lead a repository to:
• Formalize policies
• Define roles and responsibilities
• Consider succession planning
• Designate funding
• Rationalize metadata
• Address preservation rights
• Prioritize technical developments

Outcomes of self-assessment and audit



4. Improve

McGovern, DPM Workshops



Community developments from lessons learned:
• NDSA Levels of Digital Preservation v. 1 2011; v. 2 2020

- 2011: help repositories get started 
- 2020: informed by using 2011; added assessment tool 

• Outer OAIS - Inner OAIS (OO-IO) Model, 2016 
- Addresses audit for repositories and providers (Zierau and McGovern)

• Core Trust Seal, 2017
- World Data Systems (WDS) + Data Seal of Approval (DSA)
- related: FAIR Principles (Findable, Accessible, Interoperable, Reusable), 2016

• DPC Rapid Assessment Model (RAM) v. 1 2019; v. 2 2021
- Making it easier for repositories to do a gap analysis 

Evolving good practice using lessons learned 



Objectives
With our ongoing assessment and audit developments we are 
trying to:
• Improve our ability to define, build, demonstrate and measure 

(compliance, users) trust in our repositories
• Incorporate standards-based practice into day-to-day
• Highlight benefits and value of self-assessment & audit
• Make demonstrating good practice ongoing, efficient, productive 

– and enjoyable?    



Next improvements?
My wish list:
Add tools to make self-assessment and audits easier:

- create, capture, update documentation for audit and assessment 
- use assessment results to prioritize development needed 
- support peer review audits 
- collaboratively complete self-assessments and audits with providers 
- share results from assessments and audits 

How do we find out who has been certified? 
Who should be audited or certified? 
Who should do audits and certification? 



Thank you! 

Questions? 



Digital Assessments, Audits and Certifications and Our Community 

Slide 1: Title Slide:  
Digital Assessments, Audits and Certifications and Our Community 

 
Slide 2: Topics 

Reviewing digital repository assessment and audit using the  
cycle of community good practice development and evolution: 
• Need for self-assessment, audit, and certification  
• Community standards and guidelines  
• Tools and techniques  
• Using lessons learned  

 
Slide 3. Cycle of good practice  for communities  

1. Identify: define and specify a challenge or an unmet need  
2. Specify: develop standards and guidelines 
3. Implement: build tools and techniques to apply standards 
4. Improve: evolve using experience and changing needs  
 

Slide 4. Phase 1. Identify 
• 1996 Preserving Digital Information report  
• Seminal community document that called out the need for audit and certification, defined the 

issues, suggested actions 
• An international effort that crossed domains: archives, libraries, museums, other  
 

Slide 5. Phase 2. Specify 
• Trusted Digital Repositories (TDR) 2002 

o Defined Attributes and Roles of a TDR  
o Explored the meaning of trust  
o TDR considered implications for our community for doing assessments and audit 
o A starting point for TRAC 

 
Slide 6.  Phase 2. Specify: examples  

• TRAC Checklist, 2007 – ISO 16363: 2012, pending revision  
o TRAC authors moved away from certification and focused on assessment and audit  
o Intended to help improve practice not penalize  

• nestor Catalogue of Criteria for Trusted Digital Repository, 2004 
o coaching style for smaller repositories  

• Ten Principles (for digital repositories), 2007  
o A community effort by several teams – more on that in a bit  

• Data Seal of Approval, 2008  
o Developed by data archives in the Netherlands but adapted for broader use – it can be a 

great way to get started – and it evolved into an international effort  
 
  



Slide 8. Audit and Certification of Trustworthy Digital Repositories 
In Practice… 
• Certification: Not all repositories need to be certifiers – TRAC developers speculated that 

national repositories and providers of services might choose to  
• Audit: I will come back to audit options a bit later – audit is a good and necessary step to 

improve your documentation and help you improve because we tend to use local acronyms and 
to not explain familiar things we do 

• Self-assessment: every repository should complete periodic self-assessments – a challenge is 
that the first one requires a repository at its early stages to complete a baseline and that is hard 
but it gets easier after that  

 
Slide 9 Early assessment tools and approaches  

• DINI (Germany) – archive certifications   
o A certification example for TRAC in place by early 2000s 

• DRAMBORA (DCC, DPE) – risk management tool for collections  
o A means for managing evidence launched around 2005 

• Test audits using TRAC since 2006  
o Process and documentation example that informed ISO 16363 

• DPM Self-assessment Tool version 1 
o Capture documentation for incremental improvement (c 2010) 

 
Slide 10. Ten Principles 

• Led by Robin Dale, chair of the RLG-NARA task force that produced TRAC 
• Contributors: the DRAMBORA team, the nestor criteria team 
• It is better for our community when developers of good practice come together than proceed 

separately – it is a better use of limited resources, the results lead more clearly to good practice, 
it avoids conflicting or confusing options  

 
Slide 11. PLATTER 

• Planning Tool for Trusted Electronic Repositories, 2008 
Business Plan  
Staffing Plan  
Data Plan  
Acquisition Plan 
Access Plan  
Preservation Plan  
Technical System plan  
Succession Plan  
Disaster Plan  

• Challenge: most repositories do not have these documents and our community has few 
examples or standards for developing and sharing these kinds of documents  

 
Slide 12. DPM Self-assessment & Audit Tool 

• Ongoing self-assessment and audit 
Version 1.0 at ICPSR – TRAC  
Version 2.0 at MIT Libraries – ISO 16363 

• Developed in Drupal because it was available and flexible  
• Provides a cumulative status  
• For each requirement, rate your compliance and share evidence of conformance  

 



Slide 13. DPM Self-assessment & Audit Tool: Roles  
• Shared responsibility not a solo activity  
• RASCI – responsible, accountable, support, consulted, informed – project management model 
• Coordinate and collaborate on self-assessment  
• Consider peer-review audit to validate and improve your documentation, identify gaps  
• Peer review: identify 5 or 6 repositories that are your peers – you work with them, they are like 

you, other – and invite 1 or 2 external experts to review with you then each peer takes their turn 
to complete their audit  

 
Slide 14. Outcomes of self-assessment and audit  

Completing a self-assessment or audit may lead a repository to: 
• Formalize policies 
• Define roles and responsibilities 
• Consider succession planning 
• Designate funding 
• Rationalize metadata 
• Address preservation rights 
• Prioritize technical developments 

 
Slide 15. Developing community practice model 

• Good practice is organic  
• Innovations might occur at any level  
• a repository might develop something to fill a gap and their solution gets shared then a 

community effort might develop a common approach, tool or standards 
• a community effort might be initiated to consolidate local efforts or develop a standard  
• a test of community standards is if they get used  
• if enough local repositories use or adopt something, it emerges as good practice  
• more than one way to do something – good practice, not best practice  
• best practice suggests a competition that somebody won   

 
Slide 16. Evolving good practice using lessons learned  

Community developments from lessons learned: 
• NDSA Levels of Digital Preservation v. 1 2011; v. 2 2020 

- 2011: help repositories get started  
- 2020: informed by using 2011; added assessment tool  

• Outer OAIS - Inner OAIS (OO-IO) Model, 2016  
- Addresses audit for repositories and providers (Zierau and McGovern) 

• Core Trust Seal, 2017 
- World Data Systems (WDS) + Data Seal of Approval (DSA) 
- related: FAIR Principles (Findable, Accessible, Interoperable, Reusable), 2016 

• DPC Rapid Assessment Model (RAM) v. 1 2019; v. 2 2021 
- Making it easier for repositories to do a gap analysis  

 
Slide 17. Objectives 

With our ongoing assessment and audit developments we are trying to: 
• Improve our ability to define, build, demonstrate and measure (compliance, users) trust in 

our repositories  
• Incorporate standards-based practice into day-to-day 
• Highlight benefits and value of self-assessment & audit 
• Make demonstrating good practice ongoing, efficient, productive – and enjoyable?     



 
Slide 18. Next improvements? 

My wish list: 
Add tools to make self-assessment and audits easier: 
- create, capture, update documentation for audit and assessment  
- use assessment results to prioritize development needed  
- support peer review audits  
- collaboratively complete self-assessments and audits with providers  
- share results from assessments and audits  
How do we find out who has been certified?  
Who should be audited or certified?  
Who should do audits and certification?  

 
Slide 19. Thank you!  Questions?  
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