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Abstract
Autonomous air vehicles are rapidly gaining interest within the aviation industry
with novel business cases such as urban air mobility, package delivery, and more.
However, these increasingly autonomous systems come with increasingly numerous
and complex inputs that software must handle. This limitless set of inputs must
ensure that autonomous system decisions will translate to operations that are safe for
the general public. This thesis contributes to knowledge by introducing an ontology
and framework, with supporting analyses, to align individuals before beginning research
and product development efforts in autonomous vehicles. This framework and the
supporting ontology and analyses seek to provide a quantitative, repeatable method
for describing the increase of operational uncertainty with the increase in automation
for a UAS.
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Chapter 1
Introduction
This chapter provides context to the reader regarding the industry and regulatory
landscape with respect to commercial Unmanned Aircraft System(s) (UAS) in the
United States. Additionally, this chapter aims to give an introduction to this project
through a detailing of the motivation behind such work.

1.1

Automation in Aviation Industry Background

The current state of the aviation industry includes automation in nearly every civil
or military aircraft in operation today, assisting pilots perform their aviation tasks
with some form of automatic flight control system as part of its standard operation.
The need for automation in flight was quickly realized by some of the first pioneers
of flight to provide a means to maintain a straight and level aircraft during flight.
The early years of the 20th century brought about important developments in flight
control automation that would pave the way for future automation throughout the
aviation industry. Between World War I and II, the development of automated
flight control systems became prevalent throughout commercial and military aircraft,
demonstrating their capabilities and benefits [6].
After World War II, the U.S. military began to develop unmanned aircraft for
reconnaissance missions, which were achieved through remote operation [7]. At the
same time, civil aviation systems began exhibiting increasing amounts of automated
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functionality, enabled by the introduction of advanced computers into the aircraft
cockpit in the 1970s [8]. In recent years, the development and implementation of
increasingly automated functions in commercial aviation has begun to increase at a
rapid rate due to the potential increases in safety by reducing human error. This
rapid rate of new technology introduction has been made possible by technological
breakthroughs such as low-cost, highly-capable computing systems, sensor
technologies, digital communication systems, GPS, and open-source hardware and
software [9].
These advances, coupled with the expansion of increasing automation and
unmanned systems in military aircraft, have been the key drivers in the development
of small Unmanned Aircraft Systems (sUAS) in civil aviation. Inspired by many
of the military aircraft that have operated over the past few decades, civil UAS
to date have primarily been remotely piloted systems.

Recent advancements in

software and autonomous technologies, driven largely in part by the self-driving car
industry that has grown over the last decade, have allowed new business cases and
new industries built around commercial UAS to be imagined. These new sectors of
aviation and business, including Urban Air Mobility (UAM) and unmanned aircraft
delivery services, require higher levels of automation to scale these commercial cases.

1.1.1

U.S. Commercial UAS Regulatory Context

It is commonly known that the commercial aviation industry has prided itself on
upholding an extremely high bar for safety. This focus on safety has been upheld for
decades and has continued to improve in recent years. In a recent study that was
published in 2020, we find that commercial flights have become increasingly more
safe, based on several different metrics. [10]
The regulatory body that oversees all aspects of civil aviation within the United
States is the Federal Aviation Administration (FAA). Many certifications provided by
the FAA are the result of a regulatory pathway that is built strongly off of traditional
risk assessment techniques, many of which are probabilistic risk assessments. However,
new innovations in technology may also require novel approaches in safety assessment
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methods, including UAS. When performing a probabilistic assessment, the designer
must make assumptions in order to develop a quantitative model about a particular
risk. Although probabilistic risk assessments asks the analyzer to consider a wide
range of scenarios, one of the first assumptions underlying probabilistic risk assessment
is that the events that lead up to a particular accidents are assumed to be mutually
exclusive, which does not reflect reality. In fact, "most accidents in well-designed
systems involve two or more low-probability events occurring in the worst possible
combination" [11]. For systems controlled by software and by humans making cognitively
complex decisions, combining probabilities of individual component failures and mutually
exclusive events is an insufficient approach for safety analysis and risk management.
As such, how to properly analyze UAS concepts, assess the applicable risk, and
manage those risks to provide confidence in the system design is a question that
both the FAA and the civil aviation industry as a whole have yet to fully answer.
In 2012, the FAA was mandated by Congress to establish rules for operating
UAS in the NAS. Following suit, in 2016, the FAA amended the Code of Federal
Regulations (CFR) to include regulations specific to small unmanned aircraft under
Title 14 CFR Part 107. Part 107, however, details many restrictions on the operation
of the aircraft including, but not limited to, operations within Visual Line-of-Sight
(VLOS) only, daylight operations, restrictions on one-to-one pilot-to-aircraft control,
and a qualified Pilot-in-Command (PIC). Although companies can file for exemption
waivers on many, if not all, of the aspects of Part 107, the FAA has instituted an
alternative pathway for approved UAS operations.
In 2017, the FAA created the UAS Integration Pilot Program (IPP) which brought
together government bodies with private sector firms to test and evaluate the
integration of civil and public drone operations into the NAS. Participants in these
programs are among the first to prove their concepts, including package delivery by
drone through Part 135 air carrier certification. Part 135, which is titled "Operating
Requirements: Commuter and On Demand Operations and Rules Governing Persons
On Board Such Aircraft", has been deemed by the FAA as the only regulatory
pathway for small drones to carry the property of another for compensation BVLOS.
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As participants move to prove their concepts, they must use the existing Part 135
certification process which has been slightly adapted by the FAA for drone operations
by granting exemptions for rules that do not apply to drones. Outside of Part 135,
applicants are encouraged to use compliance with other FAA regulations, where
applicable, to provide evidence of a safe Concept(s) of Operations (CONOPS). At
the time of this writing, three companies have received Part 135 certificates with
the caveat that, as the operator, the FAA must grant authorization for each type of
operation they want to conduct. As such, these operations are currently limited to a
certain flight route or area with a specific population density.

1.2

Project Motivation

As new business cases for UAS have been conceptualized, such as UAM and unmanned
drone delivery, many companies are interested in research surrounding how to bring
such systems to market, including how to describe these systems, model uncertainty,
and ensure safe operations. Given the complexity of UAM, one of the most prevalent
operations case that is currently being developed in the US with the FAA is UAS
package delivery services. Many of the CONOPS for UAS package delivery services
in the US use a sUAS and propose operating BVLOS with current provisions for
a remote PIC. Creating a system capable of such CONOPS requires knowledge in
both aircraft manufacturing as well as highly automated systems. Boeing, the largest
commercial airplane manufacturer in the U.S., created the Boeing NeXt division in
2018 to explore increasingly autonomous systems including passenger and cargo air
vehicles. However, companies from other industries, such as big tech and logistics
are introducing similar programs. Alphabet, Inc. graduated Project Wing from its
subsidiary Google X in July 2018 to develop drone-based freight delivery technologies.
Project Wing is now an independent Alphabet company and was the first to be issued
a Part 135 certificated for drone operations in April 2019. Other companies that are
developing drone delivery technologies and have also received a Part 135 certificate
include UPS Flight Forward, Inc., and Amazon’s Prime Air program.
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However, as these programs move from concept to testing to operations, there is
still the unanswered question of how to ensure safe commercial operations for these
UAS that inherently have a degree of uncertainty. Since these operations are only
now beginning in different non-US countries, for US-based operations, we must look
outside civil aviation to try to get a sense of how safe UAS can be. The most direct
comparable is to consider UAS used in military operations. As mentioned previously,
military aircraft have exhibited increasing levels of automation over the past century
and UAS have been increasing in the military over the past few decades. At this
point, several UAS are in operations across different military operations around the
world. The U.S. military, though, is, by far, the largest operator of UAS for its
missions. As these UAS have been deployed for several decades now, we have begun
to gather more and more data on their accident rate and, therefore, can draw some
high-level conclusions based about the safety of such UAS. From 2001 to 2016, there
had been 237 military drone crashes that were categorized as "Class A" mishaps,
meaning that either the aircraft was destroyed or caused at least $2 million in damage
[12]. Although data regarding each of these accidents in detail, including their causal
factors analysis, is limited, we can look to additional sources to gain insight into
what may be primary causal factors of accidents in UAS. For example, in 2004, the
FAA released a white paper that indicated that, out of 12 Predator drone accidents
analyzed, the causal factors for accidents were attributed to human factors, primarily
made up of human-machine interaction failures, accounting for 67% of accidents,
compared to aircraft issues, which made up 42% of accidents. [13] Note that the
accidents analyzed could have had multiple causal factors, leading to the distribution
numbers provided. The main takeaway from this data is that, despite not having a
human PIC on-board the aircraft, human factors should be a significant concern for
the US commercial development and regulatory approval of UAS.
The motivation of this project is to explore how the CONOPS of complex systems,
specifically UAS, can be described and analyzed to provide the designers of such
systems a deeper understanding of the operational uncertainty of their proposed
operations. The scope of this project is focused on US-based operations and the
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possibility of extension beyond the US has not been considered within this work.
Having such knowledge empowers decision makers to make more informed trade-offs,
which are always required when building complex products. This knowledge could
potentially be used internally within a company as they build out their UAS divisions
as well as externally in communications with US regulators, such as the FAA. Articulating
a UAS safety case in a methodical, standardized way to US regulators could, perhaps,
enable applicants to have more productive and focused discussions with their regulatory
bodies. This project is further motivated by the idea that current frameworks and
analyses give an incomplete view of how automated particular functions of a system
contribute to the overall operational uncertainty of that system. This work itself does
not aim to replace these previous works but, instead, to offer another tool to aid in
imparting confidence in the safety of a system’s operations.

1.3

Problem Statement

The primary goal of this thesis is to present two standard tools to describe and analyze
a particular UAS CONOPS with a particular focus on the automation of certain
tasks, particularly for operations in the US. The US aviation industry as a whole has
not yet defined what are the standards for developing safe UAS and, furthermore,
it has not yet committed to a set of terms, concepts, and relationships to ensure
a common language when creating these technologies. A common understanding
of increasing automation and autonomy and a systematic means of describing the
concepts and categories contained within the subject is needed to support consistent
industry discussion. To that end, this thesis proposes two pieces of work:
1. a standard automated systems ontology for UAS that will serve to support
industry efforts by creating a set of industry-standard concepts and
relationships, and
2. an automated systems framework, built on the foundation of the ontology, with
supporting analyses to describe the increase in operational uncertainty that
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comes with an increase in the automation of aviation tasks.
The automated systems ontology is a result of collating definitions and relationships
from US regulatory documents, standards documents, prior work in research and
academic, and discussions with leading aerospace experts. These concepts and
relationships are modeled using Object-Process Methodology (OPM), an ISO standard
for capturing system-level knowledge. The accompanying framework and analyses aim
to enable the early stages of product development by providing a standard tool to
evaluate highly automated aviation systems. This tool analyzes aviation "behavioral
competencies", or basic functions that an automation system needs to execute in
order to operate in its intended operating environment, for a particular CONOPS and
provides a high-level assessment of the automated task’s operational uncertainty. This
framework can be used to articulate a system’s safety case to US regulators as well
as suggest future areas for development. The framework is built upon a proposition
that is demonstrated through a series of analyses using the Systems-Theoretic Process
Analysis (STPA) method. These analyses examine the Human-Machine Interface
(HMI) subsystem for human-in-the-loop, human-on-the-loop, and human-out-of-theloop systems and is used to provide context to Operational Uncertainty for different
human Authority levels used in the framework and ontology.

These tools were

developed for application to Unmanned Aircraft System(s) (UAS) specifically but
could theoretically be extended to other highly-automated aircraft systems with
uncertain business cases, such as the previously-mentioned UAM concept, which could
include crewed eVTOL systems with high levels of automation. This extension to
include the potential UAM market, however, is not included in this work.
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Chapter 2
Literature Review
This chapter provides context to the reader regarding previous work towards modeling
automation in complex systems across different industries, including how to model
safety of complex automation. As previously described, the proposed Unmanned
Aircraft System(s) (UAS) Mission Ontology contained in this work seeks to leverage
previous work as much as possible and, as such, this chapter provides the relevant
context to such works for the reader. Similarly, the proposed automated systems
framework proposed in this work aims to build off of prior frameworks that have been
proposed in different industries to provide a robust and relevant framework for the
case of aviation automation.

2.1

Levels of Automation (LoA) Frameworks

Unmanned systems have the potential to bring about new technologies that could
increase human safety in modern society. There are many tasks for which humans
are not well suited for, either due to the potential risk or the complexity or redundancy
of several simultaneous tasks. The future of autonomous systems imagines a society
where unmanned systems can bear this risk with little to no human intervention. To
reach that end, it is critical that researchers, systems designers, regulators, and all
parties involved in creating and operating an unmanned system have a fundamental
and consistent understanding of autonomy. Providing a set of definitions and
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frameworks to facilitate communication of potential issues and sets of metrics to
facilitate the analysis of those issues is paramount to delivering safe unmanned
systems.
From as early as the 1950s, researchers have sought to describe automation and
its increase in product development through what are now referred to as Levels of
Automation / Levels of Autonomy (LoA) frameworks. A review of over 20 of such
frameworks was conducted to gain insight on whether or not an existing framework
might be useful in the context of UAS. One of the most widely referenced is the LoA
framework proposed by Sheridan [14], which has been later referenced and adapted by
many subsequent researchers. In this framework, the author identified six functions
that either a human operator or a computer could maintain during tele-operation
control. This framework proposes 10 LoA, offering a detailed explanation on how
the human operator and the computer cooperate in a particular system. Similar
frameworks include those presented in Kaber and Endsley [15], Beer [16], and Hart[17].
Although these are useful for the greater concept of automation, they are context
independent LoA assessment frameworks and, therefore, capture a system’s
automation at such a high-level that many of the details that concern how a system
operates in the real-world are lost.
What several of these frameworks have in common is that they differentiate the
LoA almost solely on the capability of the system, or the "capacity of a system to
achieve goals" [18], which is described by a system’s ability to perform a function
under a specified set of operating conditions to a minimum performance standard.
This emphasis on the capability of the system carries an implicit ranking of the
sub-processes of a generic information and decision making process model. Upon
further inspection, one can conclude that the LoA is intrinsically tied to the complexity
of the functions a particular system performs, and, therefore, the LoA is simply on an
ordinal scale. However, these frameworks do not explore how these LoA account for
the degree of self-governance, or the ability for a system to determine its own purpose
and behavior, a particular system exhibits. Conversely, other frameworks, such as the
PACT framework [19], describe LoA based on the relative authority between human
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and machine systems, or which actor decides and executes on a particular function,
but the dimension of capability is not accounted for.
One different approach, though, comes from the National Institute of Standards
and Technology (NIST), which developed the Autonomy Levels for Unmanned Systems
(ALFUS) Framework with a corresponding taxonomy. Instead of defining LoA based
on one complex axis, the ALFUS Framework examines systems across three axes:
Mission Complexity, Environmental Complexity, and Human Independence, as shown
in Figure 2-1 [2].

Figure 2-1: The Three-Axis Model for ALFUS [2]
This framework aims to characterize autonomy in order to aid the design and
evaluation of Unmanned Systems. One of the great benefits of this framework is
that, although it allows for a single index to be produced, it clearly states that having
only a single index would serve as "an oversimplified index to convey the autonomous
capability". Having a framework that examines autonomy across multiple axes and
does not lose the granularity of why a systems has a particular "LoA" allows all
interested parties to gain a deeper understanding of the system which, in turn, directly
serves to enhance the safety of the system. The more accurately and concisely we as
system designers can describe a system, the safer the entire product life cycle will be.
ALFUS serves as a great exemplar of a framework that describes and analyzes
unmanned systems. However, as it aims to be agnostic to industry, platform, or
mission type, the framework inherently has limitations in how it can specifically
32

describe a particular unmanned system. Therefore, in the work that follows, we
seek to leverage the previous work shown in the ALFUS framework and tie it to a
automated systems framework specifically for UAS.

2.2

Self-Driving Car Literature

As alluded to in the previous chapter, the Self-Driving Car (SDC) industry has been at
the forefront of defining highly automated and autonomous systems, particularly for
automotive applications. Early on in the commercial development of self-driving cars,
industry experts were quick to come together and agree upon certain standards that
would define this new area of product development. In 2014, when the self-driving
car industry began in earnest, extending beyond only a handful of firms, the Society
of Automotive Engineers (SAE) International issued what is now one of the most
widely used standards for Automated Driving Systems, J3016. This standard, titled
"Taxonomy and Definitions for Terms Related to On-Road Motor Vehicle Automated
Driving Systems", provides details on six "levels of automation", ranging from "no
automation" to "full automation", as shown in Figure 2-2 [3].
As the standard specifies that these are levels of automation for driving, the
narrative definitions focus on driving modes and are further defined by the which
actor, human, system, or both, is executing a particular task: steering and
acceleration/deceleration, monitoring of driving environment, and fallback
performance of dynamic driving task. The final descriptor, system capability, is
essentially used to differentiate SAE Level 4 from SAE Level 5 automation. This
standard has been adopted by the National Highway Traffic Safety Administration
(NHTSA) of the U.S. Department of Transportation.
The commercial self-driving car prototypes being developed today all fall within
SAE Levels 3 - 4, with no present-day commercial vehicle exhibiting full SAE Level 5
behavior. As such, many of the prototypes out there are simply labeled "SAE Level
3 Automated Driving Systems". Although this is a fair high-level descriptor, it does
not provide any differentiation between the myriad of different prototypes currently
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Figure 2-2: Levels of Driving Automation Defined by SAE [3]
under development and does not provide further insight into how a particular vehicle
will behave for particular tasks. Focusing solely on the actor executing one of three
tasks does not provide enough detail to understand the uncertainty associated with
operating a particular vehicle on the road.
For example, the Waymo vehicle currently operates in specific geographic areas,
which include both urban and highway roads, constraining the possible environmental
and road conditions it must handle. The Waymo technology is able to operate
on different roads within the area and is not specifically constrained to particular
geo-fenced routes. Waymo currently claims its automated driving system within its
fleet is classified as a SAE Level 4 automated driving system as the automation system
"has the ability to bring a vehicle to a safe stop (i.e. a minimal risk condition) in
the event of any system failure" [20]. However, the Waymo vehicle, although it is
being tested off public roads without safety drivers, still requires a human driver at
all times when operating commercially. As such, the fallback performance of the
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dynamic driving task is still the human driver, which may suggest that the vehicle
is not, in fact, SAE Level 4. We can compare this to Navya’s recent release of its
highly automated driving vehicle fleet, which claim to exhibit SAE Level 4 behavior
and are now operating without a human safety driver within the vehicles. This fleet,
however, operates at slow speeds of 18 km/hr (or around 11 MPH) in a "determined
environment and on a predefined route, with off-board supervision that can take
control of the vehicle in real time, if necessary" [21]. So, although it seems to
meet the SAE Level 4 definition, the operational design domain, in particular, the
environmental variation the Navya vehicles are likely to encounter, constrains the
overall problem of safe driving for the automated driving system. One could argue
that the challenges that the Navya vehicles would encounter while driving might be
less difficult than the ones faced by the Waymo vehicles. Defining both of these
vehicles as Level 4 does not help the user, system designer, regulator, or the rest of
the industry understand the nuances between these two systems and the potential
level of uncertainty associated with its operations.
As such, the SAE Levels of Automated Driving suffer some of the same
disadvantages that many of the early LoA literature exhibit: attempting to describe
a complex system with a singular index without addressing other contributing factors
results in a loss of critical information about the system.

As such, attempting

to perform an analysis on a system that is described solely by its SAE Level of
Automated Driving does not allow the analyzer to better understand how a particular
system will operate in the real-world and where the critical uncertainties lie in its
operation.
In 2018, NHTSA went a step further and developed a framework aimed at defining
the testable cases and scenarios that an Automated Driving System (ADS) would
need to successfully execute in order to operate in its environment. This framework
defines the "primary functions of the Dynamic Driving task (DDT)" [22] in order to
successfully express the fundamental tasks involved in driving for a SAE Level 3 5 vehicle, i.e. a vehicle with increasing levels of autonomy. This framework is built
off of the concept of "Behavioral Competencies" and provides a notional condensed
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list of ADS behavioral competencies that represent findings from research by the
NHTSA testable cases and scenarios for ADS research project, Waymo’s Voluntary
Safety Self-Assessment, California PATH at the Institute of Transportation Studies
at UC, Berkeley, and NHTSA pre-crash scenarios. The behavioral competencies are
broken down into three categories: tactical maneuvers, Object and Event Detection
and Response (OEDR) capabilities, and failure modes. Most in the industry are
generally supportive of the Behavioral Competency model, though there is a range of
opinion on the extent of its utility during certification. One potential way to leverage
the model is to treat behavioral competencies and functional safety as "mutually
supportive"[22], such that these competencies are used to inform technical standards
which could be endured by regulations for approving operations. Integrating the
behavioral competencies into an analysis for a Concept(s) of Operations (CONOPS)
may serve to aid in describing a system more completely, thereby providing more
information to all stakeholders on how a product will operate and execute its mission
within its operational context.

2.3

Aviation Autonomy Literature

The literature for autonomy in aviation is still in its early days, relative to other
industries, particularly for civil aviation. In safety regulations and guidance material
for civil aviation, unmanned aircraft systems are divided into two categories: Remotely
Piloted Aircraft Systems (RPAS) and Autonomous Aircraft Systems (AAS), according
to the International Civil Aviation Organization (ICAO) [23]. One piece of literature
assessed case study UAS with different LoA framework proposals to see how they
would map to the ICAO definitions. Unsurprisingly, many UAS systems of varying
levels of complexity and operational uncertainty, mapped to the ICAO definition of
"Autonomous Aircraft". This review found that the most primitive example of a UAS,
as well as a complex UAS system that has yet to be fielded in reality, both mapped
to this definitions [24], proving that the simple label of "Autonomous Aircraft" is
not meaningful for fully describing a UAS. This is somewhat unsurprising, however,
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since none of the existing LoA frameworks were developed for use in a safety or
regulatory context within aviation. A new LoA assessment framework will require
a clear relationship between autonomous system capability/functionality and safety
performance to be established. This need should be first established at the operational
level, i.e. taking into consideration the particular CONOPS, including the operational
environment.
To that end, the industry has started in earnest with developing new taxonomies
and frameworks specific to UAS operations. In 2020, ASTM International, one
of the leading standards organizations for aviation, developed an Appendix to the
F3060 standard, which provides a standard terminology for aircraft. The Appendix,
Appendix X2, introduces "Autonomous Aircraft Terms", a proposal that intends
to provide baseline definitions for autonomous aircraft systems that will result in
consistent definitions across ASTM standard. Although this standard has not been
formally accepted by any authority, including the Federal Aviation Administration
(FAA), it has already been widely used as a baseline for organizations that seek to
develop increasingly autonomous systems. This Appendix does not provide a full
ontology but the taxonomy it proposes was evaluated and integrated as appropriate
into the proposed ontology included in this work [25].
Simultaneously, other organizations has been working to leverage some of the
previous work in the self-driving car industry to aid in analyzing complex aviation
systems. In 2019, The MITRE Corporation introduced a behavioral competency
model similar to the one introduced by NHTSA for ADS. The MITRE model focuses
on safety assurance of automated aviation systems and specifically states that it "can
be used as a tool to assess and communicate the functional performance of automation
systems. Operators and regulators could use this tool as a standardized mechanism
to help assure safety of a new entrant operation during the operational approval
process" [1]. This model, like the NHTSA proposal, organizes an aviation system’s
operation into a set of distinct functions such that the decision making logic and
actions chosen by an autonomous system to achieve those functions can be clearly
represented. For flight operations, the model describes 35 behavioral competencies
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based on subject matter expertise and discussions with pilots and certified flight
instructors (see Appendix A.1). Each of the behavioral competencies is contained
within one of the following five categories: aviate, navigate, communicate, avoid, and
manage. These behavioral competencies can serve as a basis for several analyses and
frameworks to describe an unmanned system’s operations and will directly be used
as a foundation for the framework proposed in this work.
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Chapter 3
Methodology
As previously stated, the goal of this work is to provide a procedurally systematic
means for describing and analyzing a particular Concept(s) of Operations (CONOPS)
for a Unmanned Aircraft System(s) (UAS), focusing particularly on the system’s
automation of tasks. This thesis does so through two pieces of work that jointly
accomplish this goal: a UAS mission ontology and an automated systems framework.
Firstly, the UAS mission ontology was defined, based largely off of collated works
from academia and industry. The ontology was then reviewed and refined with leading
aviation experts with experience in product development as well as safety certification
processes. As the ontology was iterated upon, the automated systems framework was
developed using one particular use case. Once the framework was developed for one
case, it was applied to several other cases in order to refine the framework details and
ensure its wider applicability for aviation systems.

3.1

Ontology Methodology

To ensure the reader’s own understanding, this section is prefaced with a definition of
an ontology and its utility in describing systems. The term "ontology" is broadly
defined in philosophy as the study of being. In technical domains, an ontology
generally consists of a representation vocabulary, often specialized to a particular
subject matter, paired with a representation of the relations between the elements of
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the vocabulary. Ontologies enable knowledge sharing around the intrinsic conceptual
structure of a domain. When shared with others, ontologies can form a basis for
knowledge-representation languages that embody a complex content theory of a specific
domain. This allows us to build a specific knowledge basis that describes particular
situations, which vastly increases the potential for knowledge reuse [26].

3.1.1

Object-Process Methodology (OPM)

Ontologies are built off of a foundation of a systems modeling language, which provides
tools for representing a system in both textual and visual modalities. There are several
modeling languages that have been designed for general-purpose systems, each with
their own semantics and notation.
Object-Process Methodology (OPM) is a "holistic approach for conceptual
modeling of complex systems" [27]. OPM aims to model the structural, functional,
and behavioral aspects of a system in a single view that pairs graphic modeling with
textual descriptions. The graphical component of OPM is expressed through both
Object-Process Diagram (OPD)s and OPL text. A model’s OPDs includes both the
elements of the model such as objects, processes, and associated states, as well as the
links and relations between such elements. The definition of the OPD also inherently
contains the data to preserve the graphical representation of the model elements such
as size, location, and other parameters. The OPL text associated with an OPD is
the same data that is graphically represented by the OPD but codified in English
sentences, which provides a one-to-one mapping between the OPD and the OPL text
for a particular model.
An ontology model based on OPM has three different types of elements: object,
processes, and states. Objects exist at points in time in the system and can exhibit
a particular state at a point in time, if the object has states. Processes transform
objects through generation, consumption, or by changing an object’s state. Objects
and processes are modelled with their relations to one another - OPM defines four
fundamental relation types: generalization, aggregation, instantiation, and exhibition.
Relations can be either unidirectional or bi-directional. Additionally, OPM defines
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several types of procedural links between processes and objects or their states such
as effect, consumption, agent, instrument, and result links.
The set of OPDs contained within an OPM model are hierarchically organized
into a System Diagram (SD), which presents the most abstract view of the system.
OPDs further down the hierarchy are increasingly more detailed. An OPD is defined
by in-zooming or unfolding an element, either object or process, in its predecessor
OPD and providing additional detail to that element. In OPM, the modeller is able to
provide detail to a particular element while maintaining the overall context in which
those details occur. An example of an OPD is shown in Figure 3-1, which shows
various connection types between objects and processes, which make up the OPM
language.

Figure 3-1: An example OPD describing "UAV Prototype Developing" [4]

3.1.1.1

OPM vs. SysML

OPM is a relatively new modelling language, compared to the widely-used Systems
Modeling Language (SysML), which is primarily used for software engineering with
41

several extensions and modification for general systems engineering. SysML is a
standard with common and widely supported notation that is powerful for many
applications. SysML is most appropriately used when a modeller seeks to express
different detailed aspects of a system, which typically is required in later stages of the
design process. OPM, however, is well-suited for a holistic understanding of a system
and its environment, while concurrently showing both the behavior and the structure
of the system. OPM is typically more suitable for describing the overall picture of
the system and its hierarchy levels, activities which are typical to the early stages
of the conceptual design. OPM may be less appropriate for expressing certain fine
points of a complex system but provides a simpler modeling structure over SysML
that allows the user to more quickly understand the underlying concepts in one view.
An additional benefit of OPM is that ISO has adopted OPM as ISO/PAS 19450.
Due to these benefits, the author of this work settled on using OPM as the modeling
language for the UAS mission ontology presented in this work.
It should be noted, however, that OPM and SysML are not mutually exclusive
and can be implemented together to leverage both of their advantages. The mapping
between the two is "one to many": a single OPM diagram, or OPD, translates to
several SysML elements in different SysML diagram types. Although there is no single
global mapping table, previous work has defined, for each target SysML view (diagram
type), a designated OPM-to-SysML mapping scheme and translation algorithm. This
work allow users to share OPM models with other stakeholders familiar with SysML
notation and allows for integration with systems that have already been modelled in
SysML. This transformation can be, in turn, used to further iterate and improve the
original OPM model with new insights gained through SysML. [28]

3.2

Automated Systems Framework Methodology

The Automated Systems Framework was initially defined with respect to one particular
CONOPS in order to allow the designer to frame the concepts adequately and ensure
the right structure. However, creating a framework that is applicable to only one set
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of CONOPS is not the final goal of this project. To ensure its utility across different
potential CONOPS, the final framework was validated at a high-level by applying
it to several different CONOPS with a wide variation of automation. The number
of CONOPS analyzed with the framework totalled to 13 unique system designs. An
extension of this work and how additional case studies can further contribute to the
utility of this framework are discussed in the Future Work chapter of this thesis.
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Chapter 4
UAS Mission Ontology Proposal
4.1

Introduction to the UAS Mission Ontology

The proposed Unmanned Aircraft System(s) (UAS) Mission ontology presented in
this work specifically focuses on describing relevant concepts for the automation of
an UAS performing a mission. The ontology does not aim to be prescriptive on how
the automation is implemented or what the mission objective is specifically. The
ontology takes a systems-level view in describing the mission, including the UAS,
its operational environment, and the objects with which it interacts throughout its
mission.
Having alignment within an organization and across industry is a key resource as
different research and product development efforts begin. Ensuring that all
stakeholders are using the same concepts with a common understanding of the
relationships between those concepts is paramount to continued success. Towards
that effort, the ontology proposed was created by considering industry-wide accepted
resources, particularly the newest aviation standard addition, Appendix X2 of ASTM
F3060 [25]. As this standard was written by experts in the aviation industry and
is part of a major standard body, it is possible that these definitions may one day
be adopted or referenced by regulators such as the Federal Aviation Administration
(FAA) to be applied throughout the industry, As such, this ontology heavily leverages
the ASTM Appendix to provide the user with the best opportunity to collaborate
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with regulators in the meaningful way. Additional standards and research papers
were consolidated and considered for additions to the ontology to ensure the model
is complete, unambiguous, and non-conflicting.

Figure 4-1: The System Map for the UAS Mission Ontology proposal
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4.2

UAS Mission Ontology Proposal

As described in earlier chapters, Object-Process Methodology (OPM) organizes an
ontological model in a hierarchical structure, nesting Object-Process Diagrams within
higher level diagrams, to enable the user to view a high-level picture of the system
and drill down further and further for the necessary detail. This work seeks to provide
a proposal for a broad ontology to describe a UAS Mission. As such, the diagram in
Figure 4-1 shows the structure of the ontology with the different nested diagrams fully
cascaded out from the root diagram, "Mission". As can be seen from this diagram,
the ontology cascades to 3-4 levels, depending on the items being examined. In
this section, we will examine each part of the ontology and provide the appropriate
taxonomy and Object Process Language (OPL) description such that the reader can
read the ontological model in its entirety.

4.2.1

UAS Mission Ontology System Map

The UAS Mission Ontology System Map, as shown in Figure 4-1, is the highest level
diagram of the ontology and truly provides a systems-level view of a UAS Mission.

4.2.2

Mission OPD

The ontology proposal begins with the highest-level, or root, Object-Process Diagram
(OPD) which is defined as the "Mission" OPD, as shown in Figure 4-2. The three
primary objects at this top-level OPD are the Unmanned Aircraft System(s) (UAS)
which includes the Ground Control Stations (GCS) and Vehicle, the Air Traffic
Management (ATM) authority, and the Operational Environment, which includes
the Airspace, Atmospheric Conditions, Ground Obstacles, Nearby Airports, Terrain,
Traffic, and Weather. These three objects and their sub-objects are related through
the different processes shown in the diagram, including four "behavioral competency"
categories which are shown in purple. A behavioral competency, a concept that the
aviation industry has successfully adapted from the self-driving car industry, "refers
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Figure 4-2: The top-level Object-Process Diagram, the Mission Object-Process
Diagram
to a basic function that an automation system needs to execute in order to safely
operate in its intended operating environment" [1]. The behavioral competency
model, proposed by a group of experts at MITRE, defines a set of 35 behavioral
competencies which are binned into five categories: Aviate, Navigate, Communicate,
Avoid, and Manage. At this level in the Ontology model, we can see that already four
out of these five categories are present, highlighting their importance in a systems-level
description of a UAS Mission. The final process shown, Operates Within, ties in the
general environmental factors one typically considers when thinking of the operational
environment for a UAS, namely Airspace, Atmospheric Conditions, and Weather.
Beginning with the UAS, the proposal intentionally includes both the GCS and
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the Vehicle into this one broad entity. Depending on how a particular system is
realized, the high-level processes shown in this diagram may be initiated and handled
by either the actors at the GCS and/or the Vehicle itself. Including both of these
entities with the UAS means that, in this ontology, the UAS includes the platform
of the UAS Vehicle, the launch site of the vehicle, and the area where any Remote
Pilot-in-Command (PIC) or other support personnel for the Mission are located and
where those entities control the processes of the Mission. The UAS Object initiates
and handles all of the processes within this diagram: Operates Within, Navigate,
Avoid, Aviate and Communicate. Either through the remote PIC or the Vehicle itself,
the UAS is responsible for the decision and execution of each of those processes.
On the other half of this diagram, we can examine the Operational Environment
object, which includes several sub-objects: Airspace, Atmospheric Conditions,
Ground Obstacles, Nearby Airports, Terrain, Traffic, and Weather. The Operational
Environment as a whole is related to many of the processes. For the processes
Navigate and Avoid, these two processes require the Operational Environment, as
those processes occur within that Object and have to handle the sub-objects within
the Operational Environment, as appropriate. The Aviate process occurs if the
Operational Environment exists, which makes reasonable sense, and it goes one step
further by affecting the Operational Environment, including some of its sub-objects,
upon execution. The other two processes, Operates Within and Communicate, more
specifically address some of the sub-objects within the Operational Environment
Object. The process Operates Within requires Airspace, Atmospheric Conditions,
and Weather, all of which are factors in every UAS operation. Additionally, Traffic
also initiates Operates Within, which affects Traffic. For the Communicate process,
the only sub-object within Operational Environment that handles the Communicate
process is Traffic, which can initiate the Communicate process, similar to the UAS.
Finally, the Communicate process is also initiated and handled by the ATM authority
relevant to the UAS Mission.
The OPL statements that are represented in the Mission OPD are shown in Table
4.1.
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Table 4.1: Mission OPD Statements in OPL
1.

2.
3.

4.
5.
6.
7.

8.
9.
10.
11.
12.
13.
14.
14.
15.
16.
17.

4.2.3

Mission from System Diagram zooms in SD1 into Operates Within, Navigate,
Avoid, Aviate, and Communicate, as well as Air Traffic Management,
Operational Environment, and Unmanned Aircraft System
Unmanned Aircraft System from System Diagram zooms in SD1 into
Ground Control Station (GCS) and Vehicle
Operational Environment from System Diagram zooms in SD1 into
Airspace, Atmospheric Conditions, Ground Obstacles , Nearby
Airports, Terrain, Traffic, and Weather
Unmanned Aircraft System is physical
Unmanned Aircraft System lists Ground Control Station (GCS) and
Vehicle as parts
Operational Environment is physical
Operational Environment lists Airspace, Atmospheric Conditions,
Ground Obstacles , Nearby Airports, Terrain, Traffic, and Weather
as parts
Air Traffic Management is physical
Air Traffic Management and Unmanned Aircraft System initiate and
handle Communicate
Traffic initiates Communicate
Unmanned Aircraft System initiates and handles Operates Within
Operates Within requires Airspace, Atmospheric Conditions, and
Weather
Traffic initiates Operates Within, which affects Traffic
Unmanned Aircraft System initiates and handles Avoid
Avoid requires Operational Environment
Unmanned Aircraft System initiates and handles Navigate
Navigate requires Operational Environment
Aviate occurs if Operational Environment exists, in which case Aviate
affects Operational Environment, otherwise Aviate, is skipped

Operational Environment OPD and lower-level OPDs

The Operational Environment OPD, as shown in Figure 4-3, shows the sub-objects
that were visible in the Mission OPD, while providing additional context on their
inter-related processes. As described in the Mission OPD, the objects Weather,
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Figure 4-3: The Operational Environment Object-Process Diagram
Atmospheric Conditions, and Airspace all are required by the Operates Within process
that is executed at the mission-level OPD. Additionally, we once again can see that
Traffic initiates an Operates Within process, which, in turn, affects Traffic. The OPL
statements that are represented in the Mission OPD are shown in Table 4.3.
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Table 4.3: Operational Environment OPD Statements in OPL
1.

2.
3.
4.
5.
6.
7.
8.
9.
10.

Operational Environment from SD1 zooms in SD1.1 into Weather,
Atmospheric Conditions, Ground Obstacles , Nearby Airports,
Airspace, Terrain, and Traffic, as well as Operates Within
Operational Environment is physical
Traffic is physical
Weather is physical
Ground Obstacles is physical
Airspace is physical
Terrain is physical
Nearby Airports is physical
Operates Within requires Airspace, Atmospheric Conditions, and
Weather
Traffic initiates Operates Within, which affects Traffic

To further describe some of these objects, lower-level OPDs were created for
completeness. The Traffic OPD, as shown in Figure 4-4, shows three possible subobjects within Traffic: Non-Cooperative Traffic, Cooperative Traffic, and Other Air
Obstacles. The types of Cooperative Traffic, Non-Cooperative and Cooperative, have
been defined in this ontology in accordance with ASTM’s Radio Technical Commission
for Aeronautics (RTCA) DO-365A Standard, "Minimum Operational Performance
Standards (MOPS) for Detect and Avoid (DAA) Systems". As such, Cooperative
Traffic is defined as "an aerial vehicle equipped with a functioning means of electronic
identification (e.g. a transponder)" [29]. The definition for Non-Cooperative Traffic
is the logical compliment of Cooperative Traffic. These definitions have been collated
in Table 4.5. For the final sub-object within Traffic, Other Air Obstacles, this Object
contains all other possible objects that could be encountered within a Mission which
may include, but is not limited to, birds, hot air balloons, etc.
The OPD statements that are represented in the Traffic OPD are shown in Table
4.7.
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Figure 4-4: The Traffic OPD for full characterization of Traffic

Table 4.5: Traffic Object Definitions
Cooperative Traffic
Non-Cooperative Traffic

An aerial vehicle equipped with a functioning means
of electronic identification (e.g. a transponder) [29]
Aerial vehicles that do not have an electronic means
of identification (i.e. a transponder) or are not
operating such equipment due to malfunction or
deliberate action [29]
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Table 4.7: Traffic OPD Statements in OPL
1.
2.
3.
4.
5.

Traffic from SD1.1 zooms in SD1.1.1 into Non-Cooperative Traffic,
Cooperative Traffic, and Other Air Obstacles.
Traffic is physical.
Non-Cooperative Traffic is physical.
Cooperative Traffic is physical.
Other Air obstacles is physical.
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Similarly, the Weather OPD, as shown in Figure 4-5, was created to describe
additional objects within a Weather object, such as Sky Conditions, Wind, Precipitation
Probability, and Lighting Conditions. The exact details and ranges for these conditions
are derived from the National Oceanic and Atmospheric Administration (NOAA)
definitions of Forecast Terms [30].
The OPL statements that are represented in the Weather OPD are shown in Table
4.9.
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Figure 4-5: The Weather OPD for full characterization of Weather
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Table 4.9: Weather OPD Statements in OPL
1.
2.
3.
4.

5.
6.
7.
8.

9.

Weather from SD1.1 zooms in SD1.1.2 into Precipitation Probability,
Lighting Conditions, Sky Condition and Wind Condition.
Weather is physical.
Sky Condition is physical.
Sky Condition lists Clear / Sunny, Cloudy, Mostly Clear /
Mostly Sunny, Mostly Cloudy, Partly Cloudy / Partly Sunny as
specializations.
Lighting Conditions is physical.
Lighting Conditions lists Dawn, Daytime, Dusk, Nighttime as
specializations.
Wind Conditions is physical.
Wind Conditions lists Breezy (mild weather), Brisk, or Blustery
(cold weather), Light / Light & Variable Wind, None, Strong,
Dangerous, High, Damaging (High Wind Warning Criteria), Very
Windy, and Windy as specializations.
Precipitation Probability lists Chance, Likely, None, Periods Of
Precipitation Event, and Slight Chance as specializations.

4.2.4

Unmanned Aircraft System(s) (UAS) OPD

After examining the Operational Environment OPD, we can consider the Unmanned
Aircraft System(s) (UAS) Object-Process Diagram, which was first defined in the
root Mission OPD, and is shown in Figure 4-6. In this OPD, we can easily see the
sub-objects, Vehicle and GCS, both physical parts of the UAS Object. The Vehicle
object has five sub-objects with one in particular, the Vehicle Management System
(VMS), involved in both processes in this OPD: Data Input and Data Output. For
Data Input, the Data Input process occurs if the VMS Object exists, in which case
the Data Input process affects the VMS Object. Otherwise, Data Input is skipped.
For Data Output, the Data Output process is initiated by and requires the VMS. The
other primary object in this OPD is the GCS, which is main up of two sub-objects.
In this OPD, the Human-Machine Interface (HMI) System is involved with the two
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Figure 4-6: The Unmanned Aircraft System(s) (UAS) Object-Process Diagram
processes, Data Input and Data Output, in the exact opposite manner as the VMS.
For Data Input, the HMI System initiates and is required by the Data Input process.
For Data Output, the Data Output process occurs if the HMI System exists, in which
case the Data Output process affects the HMI System. Otherwise, Data Output is
skipped. The OPL statements that are represented in the UAS OPD are shown in
Table 4.11.
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Table 4.11: UAS OPD Statements in OPL
1.
2.

3.

4.
5.
6.

7.
8.
9.
10.
11.
12.
13.

4.2.5

Unmanned Aircraft System from SD1 zooms in SD1.2 into Vehicle and
Ground Control Station, as well as Data Input and Data Output
Vehicle from SD1 zooms in SD 1.2 into Conflict Detection & Resolution
(CD&R), Controls Algorithms, Perception, Planning Algorithms,
and Vehicle Management System (VMS)
Ground Control Station (GCS) from SD1 zooms in SD
1.2 into Human-Machine
Interface
(HMI)
System and
Pilot-in-Command(PIC)
Unmanned Aircraft System is physical
Vehicle is physical
Vehicle lists Conflict Detection & Resolution (CD&R), Controls
Algorithms, Perception, Planning Algorithms, and Vehicle
Management System (VMS) as parts
Ground Control Station (GCS) is physical
Ground Control Station (GCS) lists Human-Machine Interface
(HMI) System and Pilot-in-Command(PIC) as parts
Ground Control Station from SD1.2 is semi-folded in SD1
Human-Machine Interface (HMI) System initiates Data Input, which
requires Human-Machine Interface (HMI) System
Data Input occurs if Vehicle Management System (VMS) exists,
otherwise, Data Input is skipped
Vehicle Management System (VMS) initiates Data Output, which
requires Vehicle Management System (VMS)
Data Output occurs if Human-Machine Interface (HMI) System exists,
otherwise, Data Output is skipped

Ground Control Stations (GCS) OPD

From the UAS OPD, we can consider one of the two sub-objects of the UAS: the
Ground Control Stations (GCS). As previously mentioned, the GCS was modelled to
be the primary object to contain the PIC object which also required the HMI System
object. In the OPD for the GCS, we can easily see the two previously mentioned
sub-objects, PIC and HMI System, as well as the Support Operator object, which is
an optional object in UAS missions, and a reference to an external object, the Vehicle,
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Figure 4-7: The Ground Control Stations (GCS) Object-Process Diagram
which all play important roles in the GCS functionality.
In this OPD, the Pilot-in-Command (PIC) is modelled to have five possible
"states": full execution authority, execution based on machine suggestion, human-in-the-loop,
human-on-the- loop, and human-out-of-the-loop. These states directly relate to the
PIC’s authority, a concept that will be explored in later chapters through the proposed
framework, in the execution of tasks. The PIC has three primary processes by which
it interacts with other objects: Communicate, Input Vehicle Command, and Display
Vehicle Data. First we will consider the process of Communicate, which is designated
in the model as a behavioral competency, another concept to be further explore in
the next chapter on the Automated Systems Framework. The PIC interacts with
the Support Operator, regardless of state, through the process of Communicate. The
other two processes, Input Vehicle Command and Display Vehicle Data, are processes
by which the PIC interacts with the HMI System.
The PIC executes the Input Vehicle Command process in different ways, depending
on the PIC’s state. To best understand these states, we must first define the terms
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Table 4.13: Possible PIC Authority State Definitions
Human-in-the-loop

Human-on-the-loop

Human-out-of-the-loop

[A possible state of authority] in which a human must
interact with the system for it to be able to perform
or control actions [25]
[A possible state of authority] in which a human can
provide guidance to an automatic system that has the
authority to perform control actions with or without
human oversight or actions [25]
[A possible state of authority] in which a human
is not able to intervene or provide guidance to an
automatic system that has the authority to perform
control actions without human oversight or actions.
[25]

"human-in-the-loop", "human-on-the-loop", and "human-out-of-the-loop".

These

human authority states have been defined in this ontology in accordance with ASTM’s
F3060-20 Standard, Appendix X2, "Autonomous Aircraft Terms". As such, a "humanin-the-loop" system is defined as "a system in which a human must interact with
the system for it to be able to perform or control actions". The definition for a
"human-on-the-loop" system is one where "a human can provide guidance to an
automatic system that has the authority to perform control actions with or without
human oversight or actions". Finally, a "human-out-of-the-loop" system is one where
"a human is not able to intervene or provide guidance to an automatic system that has
the authority to perform control actions without human oversight or actions". [25]
These definitions have been collated in Table 4.13 and the spectrum of PIC authority
will be further described in subsequent chapters through the proposed Automated
Systems Framework.
From the GCS OPD, we can see that, for a system where the PIC has either full
execution authority or the system operates with PIC execution based on machine
suggestion, the PIC initiates the Input Vehicle Command process and is required for
the process to occur. For systems where the PIC has a state of human-in-the-loop,
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the Input Vehicle Command process requires the PIC, though the PIC may not
have initiated the process. For a system exhibiting a human-on-the-loop PIC, the
PIC still handles the Input Vehicle Command process, though the PIC may not
initiate the process or be required.

Note that there is one possible PIC state,

human-out-of-the-loop, where the PIC does not handle or execute the Input Vehicle
Command. Finally, we see that the PIC also interacts with the HMI System through
the "Display Vehicle Data" process, which affects the PIC.
In this OPD, we can also consider another object found in the GCS: the Support
Operator. The Support Operator is an optional object that some system designers
may use to share some of the responsibilities of the PIC and ensure that the PIC is not
overloaded with information. The Support Operator may also be used as the actual
executioner of tasks through command inputs, even though the PIC may have the
ultimate authority on the execution of a task. The Support Operator interacts with
the PIC through the behavioral competency process of Communicate, which occurs
if the Support Operator exists but is skipped if that object does not. Similarly,
the Support Operator interacts with the HMI System through two processes, Input
Vehicle Command and Display Vehicle Data. Again, the process of Input Vehicle
Command from the Support Operator occurs if the Support Operator exists, otherwise
the Input Vehicle Command from the Support Operator is skipped. Similarly, the
process of Display Vehicle Data to the Support Operator occurs if the Support
Operator exists, in which case the Display Vehicle Data process affects the Support
Operator, otherwise the process is skipped.
Finally, we have one more object to examine within the GCS OPD: the
Human-Machine Interface (HMI) System. The HMI System interacts with both the
PIC and the Support Operator through the two processes previously described: Input
Vehicle Command and Display Vehicle Data. Each of these processes require the HMI
System. The HMI System also interacts with another object outside of the GCS,
the Vehicle, which is contained within the UAS previously described, through two
processes: Execute Vehicle Command and Transfer Vehicle Data. The HMI System
initiates the process of Execute Vehicle Command, which requires the HMI System,
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and the process of Execute Vehicle Command occurs if Vehicle exists, in which case
Execute Vehicle Command affects Vehicle, otherwise the process is skipped. Similarly,
the Vehicle initiates and handles the process of Transfer Vehicle Data, which occurs if
the HMI System exists, in which case Transfer Vehicle Data affects the HMI System,
otherwise the process is skipped. The OPL statements that are represented in the
GCS OPD are shown in Table 4.15.
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Table 4.15: GCS OPD Statements in OPL
1.

2.
3.
4.
5.
6.

7.
8.
9.
10.
11.
12.
13.
14.

15.
16.

17.
18.

19.
20.

Ground Control Station from SD1.2 zooms in SD1.2.1 into
Pilot-in-Command and Support Operator and Human-Machine
Interface System, as well as Communicate, Display Vehicle Data, Execute
Vehicle Command, Input Vehicle Command, and Transfer Vehicle Data
Ground Control Station is physical
Vehicle is physical
Human-Machine Interface (HMI) System is physical
Pilot-in-Command is physical
Pilot-in-Command can be full execution authority, execution based
on machine suggestion, human-in-the-loop, human-on-the-loop, or
human-out-of-the-loop
Support Operator is physical
Pilot-in-Command at state human-on-the-loop handles Input vehicle
Command
Input Vehicle Command occurs if Support Operator exists, otherwise
Input Vehicle Command is skipped
Input Vehicle Command requires Human-Machine Interface System and
Pilot-in-Command at state human-in-the-loop
Pilot-in-command at states full execution authority or execution based on
machine suggestion initiate Input Vehicle Command, which requires them
Display Vehicle Data requires Human-Machine Interface System
Display Vehicle Data affects Pilot-in-Command
Display Vehicle Data occurs if Support Operator exists, in which case
Display Vehicle Data affects Support Operator, otherwise Display Vehicle
Data is skipped
Human-Machine Interface System initiates Execute Vehicle Command,
which requires Human-Machine Interface System
Execute Vehicle Command occurs if Vehicle exists, in which case Execute
Vehicle Command affects Vehicle, otherwise Execute Vehicle Command is
skipped
Vehicle initiates and handles Transfer Vehicle Data
Transfer Vehicle Data occurs if Human-Machine Interface System
exists, in which case Transfer Vehicle Data affects Human-Machine
Interface System, otherwise Transfer Vehicle Data is skipped
Communicate occurs if Support Operator exists, otherwise Communicate
is skipped
Pilot-in-Command
initiates
Communicate,
which
requires
Pilot-in-Command
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4.2.6

Lower-level OPDs from GCS OPD

From the GCS OPDs that zoom-in to some of the details involved in some processes
shown in the GCS OPD.

Figure 4-8: The Display Vehicle Data Object-Process Diagram
Firstly, we can zoom in to the process Display Vehicle Data, as shown in Figure
4-8. Within this OPD, we can find four separate objects that are part of the Display
Vehicle Data process: Health And Welfare Monitoring Data, Mission Data, Controls
Data, and Perception Data. These are the high-level data objects involved in the
process and system designers can opt to detail these categories further to suit their
needs. The OPL statement that is represented in the Display Vehicle Data OPD is
shown in Table 4.17.
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Table 4.17: Display Vehicle Data OPD Statements in OPL
1.

Display Vehicle Data from SD1.2.1 zooms in SD1.2.1.1 into Controls Data,
Health And Welfare Monitoring Data, Mission Data and Perception
Data.

Figure 4-9: The Input Vehicle Command Object-Process Diagram
The other process to be considered is the Input Vehicle Data process, as shown
in Figure 4-9. Within this OPD, we can find three separate objects that are part of
the Input Vehicle Command process: Mission-level Command, Control Command,
and Perception Verification Command. Again, these are the high-level data objects
involved in the process and designers can opt for fuller detail across these categories.
The OPL statement that is represented in the Input Vehicle Command OPD is shown
in Table 4.19.
Table 4.19: Input Vehicle Data OPD Statements in OPL
1.

Input Vehicle Command from SD1.2.1 zooms in SD1.2.1.2 into Control
Command, Mission-level Command, Perception Verification
Command.
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4.2.7

Vehicle OPD

Returning back to the UAS OPD, we can zoom-in to the other side of the system
by focusing on the other object that comprises the UAS: the Vehicle object. The
Vehicle OPD, as shown in Figure 4-10, primarily focuses on the main components,
namely data components, that execute processes that, in turn, allow the Vehicle to
complete its mission. The goal of this OPD is not to focus on the particular hardware
or platform itself and, as such, the ontology focuses on the components that provide
high-level functionality rather than delving in to the specifics of different sensing
modalities, power storage options, and over such specific considerations that are not
agnostic to a UAS Vehicle. There are five primary objects contained within the Vehicle
object: the Vehicle Management System (VMS), Controls Algorithms, Perception,
Planning Algorithms, and Conflict Detection & Resolution (CD&R). These objects
interact with one another primarily through two processes, the behavioral competency
of Manage and Data Transfer, as well as interact with objects outside of the Vehicle
objects via the process of Transfer Vehicle Data.
The first object in the OPD that we can consider is the Vehicle Management
System (VMS), which is made up of three parts: Contingency Management, Data
Transfer Management, and Health and Welfare (HAW) Monitoring. The VMS
interacts with other objects, both inside and outside of the Vehicle object, through
three different processes: Transfer Vehicle Data, the behavioral competency Manage,
and Data Transfer.

Firstly, the VMS sub-object of Data Transfer Management

interacts with the HMI System Object, which is outside of the Vehicle Object, through
the process of Transfer Vehicle Data, a process that is initiated by and requires
the Data Transfer Management Object. The Transfer Vehicle Data process is also
handled by the HMI System. The Vehicle object as a whole also interacts with
all the other sub-objects of the Vehicle, Controls Algorithms, Perception, Planning
Algorithms, CD&R, through the behavioral competency Manage, which is initiated
by and requires the VMS. The behavioral competency Manage, in turn, affects the
objects Controls Algorithms, Perception, Planning Algorithms, and CD&R. The
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Figure 4-10: The Vehicle Object-Process Diagram
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VMS also interacts with the other sub-objects of the Vehicle through the process
Data Transfer, which is initiated by and requires all Vehicle objects: VMS, Controls
Algorithms, Perception, Planning Algorithms, and CD&R.
Three of the Vehicle sub-objects, Perception, Planning Algorithms, and CD&R,
also exhibit two possible states: deterministic and non-deterministic. These two states
require a standard definition, which have been defined in this ontology in accordance
with ASTM’s F3060-20 Standard, Appendix X2, "Autonomous Aircraft Terms". As
such, the definition for a deterministic state is "a property of an algorithm in which
the future state is completely determined by the preceding state. Thus, for a given
input, the system will always produce the same output". Similarly, the definition for
a non-deterministic state is "a property of an algorithm that is subject to stochastic
influences imposed by its complex internal operational architectures so that the future
state is not completely determined by the preceding state. Thus, for a given input,
the system may produce different outputs". [25] These definitions have been collated
in Table 4.21 and the use of determinism with respect to implementation complexity
will be further described in subsequent chapters through the proposed Automated
Systems Framework.
Table 4.21: Algorithm State Definitions
Deterministic

Non-Deterministic

[A property of an algorithm] in which the future state is
completely determined by the preceding state. Thus, for
a given input, the system will always produce the same
output. [25]
[A property of an algorithm] that is subject to stochastic
influences imposed by its complex internal operational
architectures so that the future state is not completely
determined by the preceding state. Thus, for a given input,
the system may produce different outputs. [25]

Finally, the Conflict Detection & Resolution (CD&R) Object has three possible
instantiations: Detect and Avoid (DAA), Obstacle Avoidance, and Landing Zone
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Evaluation (LZE). This ontology has defined DAA in accordance with ASTM’s
F3442/F3442M-20 Standard, "Standard Specification for Detect and Avoid System
Performance Requirements". As such, the definition for DAA is "a capability within
the UAS that provides the situational awareness, alerting, and avoidance necessary to
maintain safe Beyond-Visual-Line-of-Sight operation of the [Vehicle] in the presence
of [Traffic]" [31]. The other two terms, Obstacle Avoidance, and Landing Zone
Evaluation are non-standard terms that this ontology proposes to define in order to
completely describe CD&R. As DAA specifically addresses the capability to respond
to Traffic, Obstacle Avoidance seeks to describe the Vehicle’s ability to respond
to non-Traffic objects during flight. As such, the proposed definition for Obstacle
Avoidance is "an instance of CD&R which is responsible for avoidance of obstacles
in the cruise and transition phases of flight. Obstacles may include trees, buildings,
terrain, animals, other small UAS, etc. but explicitly excludes all types of air traffic."
Lastly, LZE seeks to describe the capability of the Vehicle to respond to anomalies in
a landing area before executing a landing maneuver. As such, the proposed definition
for LZE is "an instance of CD&R which is responsible for guiding the Vehicle to the
designated landing point and ensuring the surrounding area is free of obstacles. A
simple ’landing zone evaluation’ system could be precision landing to a controlled
location." These definitions have been collated in Table 4.23.
The OPL statements that are represented in the Vehicle OPD are shown in Table
4.25.
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Table 4.23: CD&R Instantiation Definitions
Detect-and-Avoid (DAA)

Obstacle Avoidance

Landing Zone Evaluation (LZE)

A capability within the UAS that provides
the situational awareness, alerting, and
avoidance necessary to maintain safe
Beyond-Visual-Line-of-Sight operation of
the [Vehicle] in the presence of [Traffic] [31]
An instance of CD&R which is responsible
for avoidance of obstacles in the cruise and
transition phases of flight. Obstacles may
include trees, buildings, terrain, animals,
other small UAVs, etc. but explicitly
excludes all types of air traffic
An instance of CD&R which is responsible
for guiding the Vehicle to the designated
landing point and ensuring the surrounding
area is free of obstacles. A simple ’landing
zone evaluation’ system could be precision
landing to a controlled location
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Table 4.25: Vehicle OPD Statements in OPL
1.

2.

3.
4.

5.
6.
7.
8.
9.
10.
11.

12.
13.
14.
15.

Vehicle from SD1.2 zooms in SD1.2.2 into Conflict Detection &
Resolution, Detect-and-Avoid, Obstacle Avoidance and Landing
Zone Evaluation, Vehicle Management System, Controls
Algorithms, Perception, and Planning Algorithms, as well as
Data Transfer, Manage, and Transfer Vehicle Data
Vehicle Management System from SD1.2 zooms in SD1.2.2 into
Contingency Management, Data Transfer Management, and Health
and Welfare (HAW) Monitoring
Vehicle is physical
Vehicle Management System lists Contingency Management, Data
Transfer Management, and Health and Welfare (HAW) Monitoring
as parts
Vehicle Management System from SD1.2.2 is semi-folded in SD1.2
Human-Machine Interface System is physical
Conflict Detection & Resolution can be deterministic or
non-deterministic
Planning Algorithms can be deterministic or non-deterministic
Perception can be deterministic or non-deterministic
Detect-and-Avoid, Landing Zone Evaluation, and Obstacle
Avoidance are instances of Conflict Detection & Resolution
Conflict Detection & Resolution, Controls Algorithms, Perception,
Planning Algorithms, and Vehicle Management System initiates Data
Transfer, which requires them
Human Machine Interface System handles Transfer Vehicle Data
Data Transfer Management initiates Transfer Vehicle Data, which
requires Data transfer Management
Vehicle Management System initiates Manage, which requires Vehicle
Management System
Manage affects Conflict Detection & Resolution, Controls
Algorithms, Perception, and Planning Algorithms
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For a complete list of definitions and OPL statements, please refer to Appendices
A.2 and A.3, respectively.

4.3

Completeness of UAS Mission Ontology Proposal

The completeness of this UAS Mission Ontology proposal is demonstrated through its
ability to describe example CONOPS and system descriptions in subsequent chapters
of this work. The ontology in its current form is able to describe systems that
are analyzed by the Automated Systems Framework, which is the primary scope
of this ontology. As future systems are described, this ontology would likely expand
to accommodate new concepts and features that are not currently captured within
the model. This ontology serves as a baseline for programs and can be broadened
or specified further to address different scopes.

For the purposes of describing,

at a system-level, a particular UAS Mission in order for sufficient analysis to be
performed, the application of this ontology in the subsequent chapters of this work
will demonstrate the completeness of the ontology model.

4.4

Summary of UAS Mission Ontology Proposal
Findings and Limitations

The UAS Mission ontology presented provides a first proposal for describing new UAS
CONOPS in a consistent manner across all stakeholders. For the purposes of programs
that are looking to commercially developing such systems, this ontology proposal can
be used as a baseline ontology for the program, allowing program managers to add
more detail to conform to their specific system, as needed. Such expansion may allow
programs to dive deeper into the exact implementation of the automation or the
mission objectives for the system to fulfill. This baseline, however, in an attempt to be
more broadly applicable, has remained focused on a systems-level view in describing
the mission, including the UAS, its operational environment, and the objects with
which it interacts throughout its mission. As the industry continues to grow and
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technologies develop, this UAS Mission Ontology should be appropriately expanded
to include those considerations that have not been made at this time. As the industry
decides upon standards, either for specific terms or their relationships in an ontology,
this proposal should, again, be revisited and appropriately expanded. With great
and fast progress and development being made in the domain of UAS, this proposal
inherently has these limitations and, therefore, must serve as a living document for
any programs that look to leverage this work.
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Chapter 5
Automated Systems Framework
Proposal
5.1

Introduction to the Automated Systems
Framework

The proposed framework described herein was built on the foundation of the ontology
work described in the previous chapter. The framework aims to provide a repeatable
method for describing the increase of operational uncertainty with the increase in
automation for a particular aviation system. For the creation of this framework,
an extensive literature review across different domains was performed, considering
research from autonomous ground vehicles, aviation autonomy, general artificial intelligence,
and neuro-psychology modeling. Over 20 separate frameworks were considered and,
through such consideration, it was revealed that many focus solely on which actor,
either human or machine, executes particular tasks. However, these frameworks
did not provide new insight into describing the system and how the increase in
automation may or may. not affect the system’s behaviors in operations. As such,
this proposed Automated Systems Framework serves as a hybrid of several different
proposed frameworks to best serve systems designers and program managers. The
proposed framework largely draws on these previous bodies of work:
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∙ "Autonomy from a Safety Certification Perspective" Conference Paper from the
18th Australian International Aerospace Congress [18]
∙ National Institute of Standards and Technology (NIST)’s Autonomy Levels for
Unmanned Systems (ALFUS) Framework [2]
∙ "Behavioral Competency Model for Safety Assurance of Automated Aviation
Systems" MITRE-authored paper from the 2019 AIAA Aviation Forum [1]
The Automated Systems Framework describes a system by first analyzing the
Behavioral Competencies (BCs), or the basic functions that an automation system
needs to execute in order to operate in its intended operating environment. These
behavioral competencies are adapted from the MITRE model listed above [1]. The
BCs are analyzed along three axes: Authority, Task Implementation Complexity, and
Environmental Variation. These axes are adapted from NIST’s ALFUS Framework
[2]. Each BC for aviation falls under one of five categories: Aviate, Navigate, Communicate,
Avoid, and Manage. Each competency is analyzed along these three axes and the
provided an "operational uncertainty" score based on a matrix described in this
proposal. For each category of BCs, an uncertainty score for the category as a whole
is assigned and, finally, the system overall is assigned an operational uncertainty
score. The Automated Systems Framework proposed in this work aims to enable the
early stages of product development by providing a standard tool to evaluate highly
automated aviation systems and articulate a system’s safety case as well as suggest
future areas for development.
Unlike previous Frameworks, which often reduce a system down to a singular
index for simplicity and straightforward comparison, this Framework provides a total
of 41 Operational Uncertainty Scores at three different levels: the system-level, a
"Behavioral Competency Category" level, and the "Behavioral Competency" level.
This allows system designers and program managers to still have a singular index
for quick and easy comparison of program and Concept(s) of Operations (CONOPS)
while also retaining the details of the lower levels.
As such, the Automated Systems Framework can be used for several different
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purposes. As briefly mentioned, program managers can use the system-level
Operational Uncertainty Score as a simple comparison point across programs
and proposed CONOPS. Additionally, program managers can use the BC
Category Operational Uncertainty Scores to further compare programs as well as to
understand where strategic investment may be warranted. For external
communications, the hope is that this Framework can serve program managers and
system designers in early discussions with regulators to systematically articulate a
CONOPS and appropriate safety case. The BC Category Operational Uncertainty
Scores can provide regulators a high-level view of where there are particular areas of
concerns with the proposed CONOPS and the BC Operational Uncertainty Scores
can provide further detail on where the uncertainty lies. Similarly, system designers
can use this Framework to identify areas of particular concern with respect to the
safety case. With this information, system designers can help alleviate the potential
Operational Uncertainty with additional analyses and requirements that provide
further robustness to the safety case. Presented all together, this Framework, along
with a CONOPS and detailed safety case, can provide a structured and thorough
means for communicating with regulators early on in the regulatory process.

5.2

Safety Analyses on Pilot-in-Command (PIC)
Authority States

Before describing the Automated Systems Framework Proposal in further detail, the
reader must first be introduced to a set of safety analyses that serve to prove a
claim that is further used in the Automated Systems Framework. As described in
Chapter 4, a Pilot-in-Command (PIC) can have several different authority states.
These levels of authority describe what many frameworks call Levels of Automation
/ Levels of Autonomy (LoA) which, for many frameworks, focus on which actor,
human or machine, is executing a particular task or who has the responsibility of
decision-making for a particular task. The ontology proposed in Chapter 4 proposed
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three terms for three of the PIC authority states: human-in-the-loop, human-on-theloop, and human-out-of-the-loop. The definitions for those terms, as described in
Chapter 4, were modified slightly from ASTM’s F3060-20 Standard, Appendix X2,
"Autonomous Aircraft Terms" [25].

5.2.1

Statement of Proposition

The relevant proposition that the Automated Systems Framework proposal uses is as
follows:
Proposition 1. The operational uncertainty for a human-on-the-loop system is
higher than the operational uncertainty for either a human-in-the-loop system or
a human-out-of-the-loop system.
Traditional thinking regarding automation previously assumed that keeping a human
in or on the loop as a system progresses towards full automation is "safer" or has
less operational uncertainty, given that the human can still exhibit control. However,
as systems are becomingly increasingly complex and more highly automated, this
traditional thinking is starting to be challenged. The above proposition has slowly
become an increasingly widely-held belief in parts of the industry that are starting
to release more highly complex software systems into operation. Although this has
become more accepted within the industry, no direct proofs of this proposition or a
similar one were discovered during the literature review process. As such, a systems
safety analysis technique was used to serve as a soft proof for the above proposition.

5.2.2

Systems-Theoretic Process Analysis (STPA)

Systems-Theoretic Process Analysis (STPA) is a relatively new hazard analysis
technique developed by MIT Professor Nancy Leveson and is deeply rooted on an
extended model of accident causation that includes new kinds of human error and
dysfunctional interactions among non-failed components. A fundamental tenet of
Systems-Theoretic Process Analysis (STPA) is that safety is an emergent property
of a system rather than a result of a linear chain of events or a single source of
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failure. Systems-Theoretic Process Analysis (STPA) is fundamentally different from
traditional hazard analysis techniques as it models a system using control theory and
views safety as a control problem in which accidents arise from complex, dynamic
processes that may operate concurrently and interact to create unsafe situations. A
high-level example of a control loop model is shown in Figure 5-1. [5]

Figure 5-1: An example of a high-level control loop diagram used in STPA analyses
STPA proposes an analysis technique that is potentially better suited for
complex software systems than traditional hazard analysis that generally rely on
analytic decomposition where individual components are analyzed and the results
are combined to ensure the property exists in the system as a whole. Systems
with complex software components, particularly those that are safety critical, are
generally made up of highly interdependent and irreducible components that have
indirect or unintended impact on other components. When highly complex software
systems also include humans as a fundamental component, which is true for both
human-in-the-loop and human-on-the-loop systems, the ability to apply traditional
hazard analyses becomes less ideal as human are not easily modelled. However,
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with STPA, a human operator can be treated as a controller similar to a software
component. Both of these actors are then included in the analysis in a much more
visible way than in traditional analyses and their actions, feedback needs, and process
models are all able to be characterized using STPA.

Figure 5-2: A graphical representation of the STPA analysis process [5]
The process of performing a STPA analysis is graphically represented in Figure
5-2. An analysis done using STPA first requires the analyzer to model the system
as a hierarchical control structure, specifying the various feedback loops and control
actions possible by the various controllers which, as stated above, can be either human
or machine. Once the control structure is defined, the analysis identifies potential
Unsafe Control Action (UCA)s, which can occur in four ways:
1. Not providing the control actions leads to a hazard
2. Providing the control action leads to a hazard
3. Providing a potentially safe control action but too early, too late, or in the
wrong order
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4. The control action lasts too long or is stopped too soon (for continuous control
actions, not discrete ones)
STPA then continues to identify loss scenarios associated with each UCA, which
can be fed back into the system design through system requirements and design
recommendations. For the purposes of proving the above proposition, this analysis
will focus on the enumeration of UCAs through STPA analyses. [5]

5.2.3

STPA Analyses of PIC Authority States

To work towards a proof of Proposition 1, three separate STPA Analyses were
performed. Each analysis focused on an idealized subsystem that encapsulates the
Human-Machine Interaction for a UAS. The four main controllers identified across
all three analyses were the Pilot-in-Command (PIC), the Human-Machine Interface
(HMI), the Vehicle Management System (VMS), and the physical aircraft processes.
The first analysis modelled the control structure for a human-in-the-loop system where
the PIC was required to execute pre-defined maneuver responses to maintain nominal
flight, which included avoidance of aircraft (both cooperative and non- cooperative
traffic), terrain, ground obstacles, etc. as well as ensuring the aircraft does not
deviate from its approved Operational Environment. The second analysis modelled a
human-on-the-loop system where the PIC was only required to intervene on exception,
which was defined as any necessary execution of a pre-defined maneuver in the
presence of non-cooperative traffic or any emergency response that the VMS did not
execute for any reason. Lastly, the third analysis modelled a human-out-of-the-loop
system where the PIC is able to monitor the system but is unable to intervene in the
control of the vehicle or execution of any maneuvers. The control structures defined as
part of the STPA analysis for each of these three analyses can be found in Appendix
B.1.
As a working proof of Proposition 1, we can examine and compare the UCAs that
are derived from each of these three STPA analyses. For the details of the UCAs for
each analysis, refer to Appendix A.4. To directly compare the UCAs from these STPA
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Table 5.1: Comparison of Three STPA Analyses on Different PIC Authority States
STPA Analyses Comparison - Number of UCAs
Human-in-the-loop Human-on-the-loop Human-Out-Of-the-Loop
(HIL) System
(HOL) System
(HOOL) System
43 UCAs
57 UCAs
39 UCAs
analyses, we can refer to Table 5.1, which clearly shows that a Human-on-the-Loop
(HOL) system has increased UCAs (a total of 57 UCAs) compared to either HIL
systems (43 UCAs) or HOOL systems (39 UCAs). Based on the results shown in
Table 5.1, Proposition 1 will be used as an assumption for the Automated Systems
Framework proposal that follows.

5.3
5.3.1

Automated Systems Framework Proposal
Definition of Three-Dimensional Space of Framework

The Automated Systems Framework begins with an understanding of the threedimensional space in which the user should analyze a particular system’s CONOPS.
This three-dimensional space, which has been adapted from NIST’s ALFUS
Framework [2], is the fundamental basis for the framework that follows, which will
require the user to analyze aspects of the CONOPS along each of these three axes,
shown in Figure 5-3.
As previously discussed, many frameworks reviewed in the Literature Review
focus solely on the first axis, which is here described as "Authority", or which
actor is responsible or ultimately executes a particular task. However, the other two
axes, "Task Implementation Complexity" and "Environmental Variation", when used
together, can provide a more complete picture of a system’s operational uncertainty.
Balancing these three axes provides a better, more complete description of how a
particular task is designed to be executed, as well as the constraints that the design has
put in place in order to ensure a particular level of safety, all of which are important
for system designers when building a safety case.
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Figure 5-3: Three-dimensional Space of Automated Systems Framework
5.3.1.1

Authority Axis

Figure 5-4: The Authority Axis of the Automated Systems Framework
The first axis, "Authority", is traditionally examined when defining Levels of
Automation / Levels of Autonomy (LoA) across different frameworks reviewed in the
Literature Review of this study. In this proposal, the Authority Axis describes not
only which actor is executing the function, but also which actor is accountable for the
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action, generally thought of as the "decision-maker", a concept that is adapted from
previous sources [18]. This axis, which builds off of the definitions and relationships in
the ontology, spans from "human execution, no machine authority", where a human
is responsible for both decision-making and execution, to "human-out-of-the-loop",
where the machine system is responsible for both decision-making and execution, as
shown in Figure 5-4.
The first state, "human execution, no machine authority" is a purely human-driven
execution of a particular task with little to no help from a machine system, though
indirect support may be considered. The human is accountable for both the decision
to execute the task as well as the execution itself. The second state, "human execution,
machine suggestions action", represents the state where the human still has ultimate
authority and performs the execution of the task, but their decision-making is based
on machine suggested actions, which requires the human to have some confidence in
the machine’s suggestion. The third state, "machine execution, human-in-the-loop",
describes the state, as described in the previous ontology proposal regarding a PIC’s
possible authority state of human-in-the-loop, where the human must interact with
the machine for it to be able to perform or control actions. The fourth state, "machine
execution, human-on-the-loop", describes the state, as represented in the previous
ontology proposal regarding a PIC’s possible authority state of human-on- the-loop,
where a human may provide guidance to the machine, but the machine has the
authority to perform control actions with or without human oversight or actions.
This state includes scenarios where the human is actively monitoring the execution
by the machine and only intervenes on exception. The final state, "human-out-of-theloop", once again maps to the previous ontology proposal’s definition of "human-outof-the- loop", and represents the state where the human cannot directly perform the
function and is not able to intervene or provide guidance to the machine that has the
authority to perform control actions without human oversight of actions. As described
in the ontology proposal section, these state definitions were heavily adapted from
ASTM’s F3060-20 Standard, Appendix X2, "Autonomous Aircraft Terms" [25].
The Operational Uncertainty, as shown by the color bar, does not strictly increase
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linearly. As shown in the previous section, this claim is supported by the comparison
of the three STPA Analyses on the Authority states labelled "A2", "A3", and "A4",
or human-in-the-loop, human-on-the-loop, and human-out-of-the-loop, respectively,
on the Authority Axis. The axis reflects this by showing a higher level of operational
uncertainty for a human-on-the-loop system compared to either a human-in-the-loop
or human-out-of-the-loop system. This is particularly true if there are no specific
design or operational requirements that address the human-machine interaction and
associated UCAs.
5.3.1.2

Task Implementation Complexity Axis

Figure 5-5: The Task Implementation Complexity Axis of the Automated Systems
Framework
The second axis, the Task Implementation Complexity Axis, describes the level of
complexity required in order for an automated system to successfully execute a specific
task. As with the Authority Axis, this axis directly builds off of the ontology proposal
in the previous chapter, specifying different implementations and how they contribute
to operational uncertainty, as shown in Figure 5-5. In this axis, the deterministic
algorithms are represented with the first three states on the left, electromechanical
triggers, simple feedback loop, and rule-based control loop. On the right side of the
axis is where non-determinism is addressed with states of static learning algorithms
and operationally learning algorithms. For this axis, the operational uncertainty does
strictly increase along the axis.
The first state on the Task Implementation Complexity Axis, "electromechanical
triggers", would require little to no software outside of embedded firmware. The
second state, "simple feedback loop", describes an implementation which maps one
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specific stimuli to one prescribed action. In this state, the implementation is
architected such that the machine has built-in knowledge to cope with whatever
stimuli it may face and the machine always knows what to do, where such prescribed
actions satisfy the overall objectives. The third state, "rule-based control loop",
requires the system to keep a "library of cases" - plans already tested and verified
- which are looked up when a problem is found. The fourth state, "static learning
algorithms", refers to the use of non-deterministic algorithms in operations where
a particular algorithm has been trained, tested, and validated before operations and
then the appropriate result, e.g. a classifier, is used in operations without retraining or
any change in the model. Lastly, the final state, "operationally learning algorithms",
enables agents to adapt based on new discoveries in their operational environment and
update their own model based on learning they have acquired during operation. These
state definitions for task implementation complexity have been heavily adapted from
the book Autonomous agents: Characterization and Requirements, which is regarded
as a pivotal text in the field of Computer Science [32].
5.3.1.3

Environmental Variation Axis

Figure 5-6: The Environmental Variation Axis of the Automated Systems Framework
The final axis, Environmental Variation, addresses the amount of complexity in
the environment that the machine system can handle. This axis spans from an
extremely controlled environment, i.e. testing areas within the operator’s full control,
to completely open environments with any possible weather conditions and traffic that
the machine system should be able to handle, as shown in in Figure 5-6.
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5.3.2

Behavioral Competencies Used in Framework

With the three-dimensional space of the Automated Systems Framework defined,
the user of the framework must understand what elements of a system’s CONOPS
will be analyzed through this Framework. To provide a standard framework for
all UAS applications, the framework leverages pre-existing work from The MITRE
Corporation, specifically the Behavioral Competency Model for Safety Assurance of
Automated Aviation Systems, which was presented to the AIAA Aviation 2019 Forum.
This model identifies 35 behavioral competencies, or the set of behaviors that an
Entity Making Operational Decision (EMOD) needs to exhibit in order to safely
execute a flight operation, regardless if the Entity Making Operational Decision
(EMOD) is human or an automation system. The list of BCs is based on subject
matter expertise and discussions with MITRE technical staff who are experienced
pilots and certified flight instructors [1]. For the purposes of this framework, one
of the original BCs, "Communicate with Nearby Aircraft" has been split into two
separate BCs: "Communicate with Nearby Cooperative Aircraft" and "Communicate
with Nearby Non-Cooperative Aircraft". This split is due to the fact that current
development efforts have addressed these two types of traffic, cooperative and noncooperative, differently, both in terms of Authority and Task Implementation
Complexity. These 36 behavioral competencies are organized into five categories:
Aviate, Navigate, Communicate, Avoid, and Manage. The list of the original 35 BCs,
as defined by the MITRE model, can be found in Appendix A.1.

5.3.3

Automated Systems Framework Matrix

For each BC, the Automated Systems Framework can be used to define where, in the
three-dimensional space of the Framework described in Figure 5-3, a particular BC’s
implementation and execution, defined by the system’s CONOPS, lies. With that,
each BC will be scored along each of the three axes that make up the Framework.
The final element of the Automated Systems Framework is the matrix, as shown in
Figure 5-7, which maps the scoring along each axis for a particular BC to an overall
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Figure 5-7: The Automated Systems Framework Matrix
Operational Uncertainty Score for the BC. This matrix will allow users to implement
the Automated Systems Framework and define the Operational Uncertainty both on a
system-level as well as on the task-level defined by the BC. A graphical representation
of how the matrix is utilized is shown in Figure 5-8.
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Figure 5-8: An Example Showing How to Leverage the Framework Matrix to
Translate Axis Scoring to Operational Uncertainty Score
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5.3.4

Automated Systems Framework Implementation

The previous three sections defined the three major elements of the Automated
Systems Framework: the three-dimensional space of analysis, the BCs to analyze,
and the scoring matrix that maps axis scoring to an overall Operational Uncertainty
Score for a particular BC. To fully implement the Automated Systems Framework,
the user must perform the following steps:
1. Designate axis scores and the associated Operational Uncertainty
score for each BC listed (36 total, adapted from [1]) using the Automated
System Framework matrix
2. For each category of BCs, assign a Category Operational Uncertainty
score for the category as a whole, using the following rules (five categories
total):
∙ The mode of the BC Operational Uncertainty scores
∙ If the tasks are multi-modal, assign the median of the modes
3. Determine the mean of the Category Operational Uncertainty scores to
calculate the System Operational Uncertainty Score
∙ Round to the nearest whole number if mean is not a whole number
It is important to note that, particularly for step one, which requires the analyst
to score each BC across each axis, the expectation is that the analyst considers
the off-nominal states and worst-case accident possible rather than the nominal
operations of the aircraft. Considering this worst-case scenario for each BC and
analyzing how the system design would address such scenarios will directly build
the case for a system’s Operational Uncertainty as uncertainty is a result of the
presence of off-nominal states rather than nominal operations. This approach to
system safety analysis is similar to current traditional methods which require analysts
to acknowledge degraded modes and failure modes that lead to losses, rather than
the nominal operations alone.
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5.4

Example Application of Automated Systems
Framework

To provide further context to the reader, this section provides an example application
of the Automated Systems Framework. Through this example, the reader should
be able to grasp the basic steps in applying the Automated Systems Framework.
For brevity’s sake, this example has been condensed; for the full example, refer to
Appendix A.5. For additional examples in the form of case studies, refer to the next
chapter of this work. The example contained herein is not based on any single system
in particular but is an imagined example roughly based on several UAS programs in
existence at the time of the writing of this work.

5.4.1

Example Concept(s) of Operations (CONOPS)

Figure 5-9: The CONOPS Diagram for the Example System
To apply the Automated Systems Framework, the user must first begin with the
stated CONOPS. This CONOPS will serve as the fundamental definition of how each
BC will be implemented and executed in the system design and operation. As such,
the CONOPS must be complete enough to address each of the BCs or qualifying
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assumptions must be made to ensure there is no gap in coverage.
The proposed CONOPS is shown at a high-level in Figure 5-9. The CONOPS for
this imagined system is as follows (with items in no particular order):
∙ The UAS mission described in this CONOPS is for a UAS package delivery
mission where a package (less than 10 lbs) can be securely loaded onto the
UAS as its payload and then delivered to a customer at a pre-defined, secured
location.
– A pre-defined, secured location refers to a location that has been cleared
of any obstacles and is monitored by the operator of the system to ensure
no objects will interfere with landing the UAS. The location includes a
landing pad to ensure the UAS can land safely with pre-defined landing
protocol.
∙ The flight route is pre-defined by the PIC or other authorized Operations
personnel.

The flight route is sent to the relevant Airspace Authority for

approval pre-flight and is set before the mission execution begins.
– No re-routing during flight possible. If a re-route is requested, the PIC is
able to send a command for the vehicle to return back to the Operations
base and a new flight route will be uploaded to the vehicle at that time.
∙ The UAS will operate only under fair weather conditions and is expected to
complete its mission regardless of the traffic it encounters in its designated
airspace.
∙ The PIC must approve the mission to begin mission execution. At that time,
the UAS will execute a takeoff from its designated landing pad, an appropriate
lift-state transition, and will navigate the pre-defined route by following the
series of flight plan waypoints provided by the VMS.
∙ For any landing maneuver, the UAS must first receive confirmation from the
PIC, if communication is not lost. After PIC confirmation, the UAS is able to
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execute an automated landing at pre-defined locations, including the secured
delivery location, as well as pre-defined contingency landing zones that are
similarly secured.
– If, at any point in the flight, the PIC commands a premature landing, the
UAS will navigate to the nearest pre-defined landing location to perform
the automated landing.
– If, at any point in the flight, the UAS identifies a contingency response is
required, the UAS will navigate to the nearest pre-defined landing location
to perform the automated landing.
– If, at any point in the flight, an emergency landing is required, the UAS
will perform a land now maneuver that will perform an automated landing.
An emergency landing maneuver does not perform any Obstacle Avoidance
maneuvers.
∙ The UAS is able to maintain a flight envelope throughout the mission.
∙ The UAS does manage entry/exit and interval management with local
cooperative aircraft traffic flow using Automatic Dependent Surveillance-Broadcast
(ADS-B) technology and pre-defined maneuvers but must do so with confirmation
from the PIC (human-in-the-loop authority).
∙ For encounters with non-cooperative aircraft or other objects, the UAS requires
intervention from the PIC. If the PIC does not respond within a certain time
period, an automated contingency response is activated.
∙ The UAS can communicate with nearby aircraft using ADS-B. Any general
communication beyond ADS-B transmissions is handled with the PIC in-theloop.
∙ All communication with Airspace Control Authority is performed exclusively
by the PIC.
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∙ The UAS can remotely communicate with ownship PIC at all times during the
mission. If, at any point, communication over the C2 link is lost, the UAS will
perform an automated contingency response.
∙ The UAS can detect and respond to deviations from its pre-defined route and
operational environment with the PIC able to intervene on exception (human-on
-the-loop authority).
∙ The UAS cannot perform right-of-way rules without confirmation from the PIC
(human-in-the-loop authority).
∙ The UAS can detect and respond to any system failures of faults through a series
of pre-defined contingency responses. When communication is still available,
the PIC can intervene on exception to any pre-defined contingency response.
These responses vary in their implementation complexity, depending on the
requirement of the task.
∙ The UAS cannot respond to unanticipated conditions in an automated manner.
The PIC must take control for any unanticipated conditions encountered.

5.4.2

Example Scoring of BCs and Their Categories

For brevity’s sake, this section will focus on the scoring of one BC for each BC
category.
5.4.2.1

Aviate Category Example

For the Aviate Category example, consider the following BC:
Maintain Flight Envelope: This competency demonstrates that the EMOD
can maintain control of the aircraft within a safe operating envelope during the
ascent, cruise, and descent phases of flight.
Based on the example CONOPS defined previously, we can define how this BC’s
implementation and execution would be scored along the three axes of Authority,
Task Implementation Complexity, and Environmental Variation.
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Figure 5-10: Authority score for Aviate Example
According to the CONOPS, this system is able to autonomously maintain its flight
envelope with the PIC intervening only on exception. As such, the Authority score
for this BC for the example system is A3, or human-on-the-loop authority, as shown
in Figure 5-10.

Figure 5-11: Task Implementation Complexity score for Aviate Example
A system is able to achieve the goal of maintaining a flight envelope using only
deterministic algorithms. We will assume that the system designers would implement
this BC using the lowest operational uncertainty option that is appropriate for the
execution of the BC and, therefore, would achieve the goal of maintaining a flight
envelope using rule-based control loops. As such, the Task Implementation Complexity
score for this BC for the example system is C2, or rule-based control loop
implementation complexity, as shown in Figure 5-11.
The CONOPS designates that "the UAS will operate only under fair weather
conditions and is expected to complete its mission regardless of the traffic it encounters
in its designated airspace". As such, for all tasks executed on-board the aircraft,
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Figure 5-12: Environmental Variation score for Aviate Example
the Environmental Variation score for the example system is E1, or "fair weather
conditions, all traffic in designated airspace", as shown in Figure 5-12.

Figure 5-13: Three-dimensional location for the implementation and execution of the
Aviate Category Example
The example system will implement and execute the "Maintain Flight Envelope"
BC as shown in Figure 5-13. Using the Automated Systems Framework Matrix shown
in Figure 5-7, this BC would receive an Operational Uncertainty Score of three
(3). Following the steps for implementing the Automated Systems Framework, this
analysis is repeated for all other BCs within the Aviate Category, which can be found
in Appendix A.5. The summary of the Operational Uncertainty Scores for all BCs in
the Aviate Category can be found in Table 5.2.
Continuing with the steps for implementing the Automated Systems Framework,
the mode of the Operational Uncertainty Scores for the BCs is calculated and found
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Table 5.2: Aviate Category Example Operational Uncertainty Scores for BCs
Task
Maintain Direction of Flight
Perform Controlled Taxi
Perform Controlled Takeoff
Perform Controlled Lift-State Transition
Perform Controlled Landing
Maintain Flight Envelope

Operational Uncertainty Score
2
1
2
2
2
3

to be two (2). Given that the mode is not multi-modal, the Aviate Category
Operational Uncertainty Score is two (2) for this example system. This means
that the implementation and execution of Aviate BCs by this example system hold a
low level of Operational Uncertainty.
5.4.2.2

Navigate Category Example

For the Navigate Category example, consider the following BC:
Generate In-Flight Re-Route Upon Request: This competency demonstrates
that the EMOD is capable of generating a new route while in-flight, upon the
request of an airspace controlling authority.
Based on the example CONOPS defined previously, we can define how this BC’s
implementation and execution would be scored along the three axes of Authority,
Task Implementation Complexity, and Environmental Variation.

Figure 5-14: Authority score for Navigate Example
As described in the sample CONOPS, the UAS cannot generate an in-flight
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re-route. As such, the PIC would have to generate the new route and command
the UAS to return to base before uploading a new, approved route. As the PIC
would be the actor deciding on and executing on this BC, likely with some amount of
suggestion from a machine system, the Authority score for this BC for the example
system is A1, or "human execution; machine suggestions action" authority, as shown
in Figure 5-14.

Figure 5-15: Task Implementation Complexity score for Navigate Example
Although this BC is executed by a human, consider what would be required for
such a task to be implemented and executed by a machine. A machine system is
able to achieve the goal of generating a new route with current operating conditions
defined using only deterministic algorithms. We will assume that, if the system
designers were to implement this BC with full machine execution, the system designers
would implement such a task with the lowest operational uncertainty option that is
appropriate for the execution of the BC and, therefore, would achieve the goal of
generating a new route in-flight used rule-based control loops. As such, the Task
Implementation Complexity score for this BC for the example system is C2, or
rule-based control loop implementation complexity, as shown in Figure 5-15.

Figure 5-16: Environmental Variation score for Navigate Example
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As this BC would be executed by a PIC from a controlled operating location,
the Environmental Variation for the execution of this BC is controlled and does
not add to operational uncertainty. As such, for tasks executed solely by the PIC,
the Environmental Variation score for the example system is E0, or "fair weather
conditions, no non-coop traffic", as shown in Figure 5-16.

Figure 5-17: Three-dimensional location for the implementation and execution of the
Navigate Category Example
The example system will implement and execute the "Generate In-Flight Re-Route
Upon Request" BC as shown in Figure 5-17. Using the Automated Systems Framework
Matrix, this BC would receive an Operational Uncertainty Score of one (1).
Following the steps for implementing the Automated Systems Framework, this analysis
is repeated for all other BCs within the Navigate Category, which can be found in
Appendix A.5. The summary of the Operational Uncertainty Scores for all BCs in
the Navigate Category can be found in Table 5.3.
In this category, we find that there are two modes: three and one. Following the
steps for implementing the Automated Systems Framework, we use the median of the
modes, which is two. As such, the Navigate Category Operational Uncertainty
Score is two (2) for this example system. This means that the implementation and
execution of Navigate BCs by this example system hold a low level of Operational
Uncertainty.
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Table 5.3: Navigate Category Example Operational Uncertainty Scores for BCs

Task
Navigate a 4D Trajectory
Manage Entry/Exit with Local Traffic Flow
Generate & Maintain Route that Abides by Airspace Restrictions
Generate In-Flight Re-Route Upon Request
Perform Interval Management
5.4.2.3

Operational
Uncertainty
Score
3
2
1
1
3

Communicate Category Example

For the Communicate Category example, consider the following Behavioral
Competency:
Communicate with Ownship Pilot-in-Command: This competency
demonstrates that the EMOD is capable of sending and receiving information
between on-board and remote pilot-in-control entities.
Based on the example CONOPS defined previously, we can define how this BC’s
implementation and execution would be scored along the three axes of Authority,
Task Implementation Complexity, and Environmental Variation.

Figure 5-18: Authority score for Communicate Example
As long as the C2 link is properly functioning and no failures of the communication
capabilities of the aircraft have occurred, the UAS should always be able to
communicate with its PIC through its own capability, regardless of the status of
the PIC. As such, the UAS can communicate with its PIC with an authority level of
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"human-out-of-the- loop". Therefore, the Authority score for this BC for the example
system is A4, or "human-out-of-the-loop" authority, as shown in Figure 5-18.

Figure 5-19: Task Implementation Complexity score for Communicate Example
A system is able to achieve the goal of communicating with its PIC using only
deterministic algorithms. We will assume that the system designers would implement
this BC using the lowest operational uncertainty option that is appropriate for the
execution of the BC and, therefore, this example system would achieve the goal
of communicating with ownship PIC using rule-based control loops. As such, the
Task Implementation Complexity score for this BC for the example system is C2, or
rule-based control loop implementation complexity, as shown in Figure 5-19.

Figure 5-20: Environmental Variation score for Communicate Example
As described earlier, for all tasks executed on-board the aircraft, the
Environmental Variation score for the example system is E1, or "fair weather
conditions, all traffic in designated airspace", as shown in Figure 5-20.
The example system will implement and execute the "Communicate with Ownship
Pilot-in-Command" BC as shown in Figure 5-21. Using the Automated Systems
Framework Matrix, this BC would receive an Operational Uncertainty Score of
four (4). Following the steps for implementing the Automated Systems Framework,
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Figure 5-21: Three-dimensional location for the implementation and execution of the
Communicate Category Example
this analysis is repeated for all other BCs within the Communicate Category, which
can be found in Appendix A.5. The summary of the Operational Uncertainty Scores
for all BCs in the Communicate Category can be found in Table 5.4.
Table 5.4: Communicate Category Example Operational Uncertainty Scores for BCs
Task
Communicate with Airspace Control Authority
Communicate with Nearby Cooperative Aircraft
Communicate with Nearby Non-Cooperative Aircraft
Communicate with Ownship Pilot-in-Command

Operational
Uncertainty Score
1
3
1
4

Continuing with the steps for implementing the Automated Systems Framework,
the mode of the Operational Uncertainty Scores for the BCs is calculated and found to
be one (1). Given that the mode is not multi-modal, the Communicate Category
Operational Uncertainty Score is one (1) for this example system. This means
that the implementation and execution of Communicate BCs by this example system
hold a nominal level of Operational Uncertainty.
5.4.2.4

Avoid Category Example

For the Avoid Category example, consider the following BC:
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Detect and Respond to Airspace Restrictions: This competency
demonstrates that the EMOD is capable of maintaining a minimum safety distance
from an airspace in which the aircraft has not been cleared.
Based on the example CONOPS defined previously, we can define how this BC’s
implementation and execution would be scored along the three axes of Authority,
Task Implementation Complexity, and Environmental Variation.

Figure 5-22: Authority score for Avoid Example
As described in the sample CONOPS, the UAS can detect and respond to any
deviations from the pre-defined route, including maintaining a safe distance from an
airspace in which it has not bee cleared. However, the PIC is still able to intervene
upon exception. As such, the Authority score for this BC for the example system is
A3, or "human-on-the-loop" authority, as shown in Figure 5-22.

Figure 5-23: Task Implementation Complexity score for Avoid Example
A system is able to achieve the goal of detecting and responding to airspace
restrictions using only deterministic algorithms. We will assume that the system
designers would implement this BC using the lowest operational uncertainty option
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that is appropriate for the execution of the BC and, therefore, would achieve the goal
of detecting and responding to airspace restrictions using rule-based control loops. As
such, the Task Implementation Complexity score for this BC for the example system
is C2, or rule-based control loop implementation complexity, as shown in Figure 5-23.

Figure 5-24: Environmental Variation score for Avoid Example
As described earlier, for all tasks executed on-board the aircraft, the
Environmental Variation score for the example system is E1, or "fair weather
conditions, all traffic in designated airspace", as shown in Figure 5-24.

Figure 5-25: Three-dimensional location for the implementation and execution of the
Avoid Category Example
The example system will implement and execute the "Detect and Respond to
Airspace Restrictions" BC as shown in Figure 5-25. Using the Automated Systems
Framework Matrix, this BC would receive an Operational Uncertainty Score of
three (3). Following the steps for implementing the Automated Systems Framework,
this analysis is repeated for all other BCs within the Avoid Category, which can be
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found in Appendix A.5. The summary of the Operational Uncertainty Scores for all
BCs in the Avoid Category can be found in Table 5.5.
Table 5.5: Avoid Category Example Operational Uncertainty Scores for BCs
Task
Detect
Detect
Detect
Detect
Detect
Detect

and
and
and
and
and
and

Respond
Respond
Respond
Respond
Respond
Respond

to
to
to
to
to
to

Airspace Restrictions
Surface Restrictions
Ground-Fixed Obstacles
Airborne Obstacle
Right-of-Way Rules
Unsafe Weather Conditions

Operational
Uncertainty Score
3
3
3
2
3
2

Continuing with the steps for implementing the Automated Systems Framework,
the mode of the Operational Uncertainty Scores for the BCs is calculated and found
to be three (3). Given that the mode is not multi-modal, the Avoid Category
Operational Uncertainty Score is three (3) for this example system. This means
that the implementation and execution of Avoid BCs by this example system holds a
medium level of Operational Uncertainty.
5.4.2.5

Manage Category Example

Finally, for the Manage Category example, consider the following BC:
Detect and Respond to Communication Failures or Faults: This
competency demonstrates that the EMOD is capable of detecting communication
system failures and making actionable safety decisions until the end of the operation
or until the end of the system failure.
Based on the example CONOPS defined previously, we can define how this BCs
implementation and execution would be scored along the three axes of Authority,
Task Implementation Complexity, and Environmental Variation.
As described in the sample CONOPS, if the UAS detects a failure or fault at any
point, the UAS will perform an automated contingency response. Of course, if there is
a complete failure of the communication system, the PIC will not be able to intervene,
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Figure 5-26: Authority score for Manage Example
even on exception. As such, the UAS can detect and respond to communication
failures or faults with an authority level of "human-out-of-the-loop". Therefore, the
Authority score for this BC for the example system is A4, or "human-out-of-the-loop"
authority, as shown in Figure 5-26.

Figure 5-27: Task Implementation Complexity score for Manage Example
A system is able to achieve the goal of detecting and responding to communication
failures or faults using only deterministic algorithms, provided there is a contingency
management option such as in this example CONOPS. We will assume that the system
designers would implement this BC using the lowest operational uncertainty option
that is appropriate for the execution of the BC and, therefore, this system would
achieve the goal of detecting and responding to communication failures and faults
using rule-based control loops. As such, the Task Implementation Complexity score
for this BC for the example system is C2, or rule-based control loop implementation
complexity, as shown in Figure 5-27.
As described earlier, for all tasks executed on-board the aircraft, the
Environmental Variation score for the example system is E1, or "fair weather
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Figure 5-28: Environmental Variation score for Manage Example
conditions, all traffic in designated airspace", as shown in Figure 5-28.

Figure 5-29: Three-dimensional location for the implementation and execution of the
Manage Category Example
The example system will implement and execute the "Detect and Respond to
Communication Failures or Faults" BC as shown in Figure 5-29. Using the Automated
Systems Framework Matrix, this BC would receive an Operational Uncertainty
Score of four (4). Following the steps for implementing the Automated Systems
Framework, this analysis is repeated for all other BCs within the Manage Category,
which can be found in Appendix A.5. The summary of the Operational Uncertainty
Scores for all BCs in the Manage Category can be found in Table 5.6.
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Table 5.6: Manage Category Example Operational Uncertainty Scores for BCs

Task
Make Takeoff Decision
Make Landing Decision
Identify Alternate Landing Location
Detect and Respond to Localization Failures or Faults
Detect and Respond to Communication Failures or Faults
Detect and Respond to Degraded Aircraft Control
Detect and Respond to Propulsion System Failures
Detect and Respond to Navigation Failures or Faults
Detect and Respond to Lighting Failures or Faults
Detect and Respond to DAA System Failures
Detect and Respond to Load Failures
Detect and Respond to Low Fuel Situation
Detect and Respond to Pilot/Passenger Distress
Detect and Respond to Unusual Attitudes
Detect and Respond to Unanticipated Conditions

Operational
Uncertainty
Score
1
2
2
3
4
3
3
3
3
3
3
1
1
3
1

Continuing with the steps for implementing the Automated Systems Framework,
the mode of the Operational Uncertainty Scores for the BCs is calculated and found
to be three (3). Given that the mode is not multi-modal, the Manage Category
Operational Uncertainty Score is three (3) for this example system. This
means that the implementation and execution of Manage BCs by this example system
hold a medium level of Operational Uncertainty.

This low level of Operational

Uncertainty is primarily due to the strongly defined contingency management solution
in the proposal, which allows the UAS to respond to many situations through a
simple response with low implementation complexity and low human authority. This
contingency management solution drives the safety case for the low Operational
Uncertainty for the Manage BC Category.

5.4.3

Example Full System Scoring

With all of the BCs and their categories scored, the final step in the implementation
of the Automated Systems Framework is to score the system as a whole. To do so,
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consider the Category scores defined in the above analysis, as shown in Table 5.7.
Table 5.7: Operational Uncertainty Scores for Example BC Categories
BC Category
Aviate
Navigate
Communicate
Avoid
Manage

Operational Uncertainty Score
2
2
1
3
3

As detailed in the steps for implementing the Automated Systems Framework,
the final step is to assign a system-level Operational Uncertainty Score equal to
the average of the Operational Uncertainty Scores of the BC Categories. For the
Operational Uncertainty Scores found in Table 5.7, the average is found to be 2.2 or
two, when rounded to the nearest whole number. Therefore the System Overall
Operational Uncertainty Score is two (2). This means that the implementation
and execution of the whole system defined by the CONOPS hold a low level of
Operational Uncertainty. Refer to Appendix A.5 for the full details of this example
framework analysis.
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Chapter 6
Automated Systems Framework
Implementation Case Studies
To provide the reader with additional context on how to implement the Automated
Systems Framework, this chapter details a total of thirteen case studies on various
example Concept(s) of Operations (CONOPS). The case studies are broken up into
two primary sections: the first section focuses on example CONOPS derived from the
Literature Review that cover both real and imagined systems while the second focuses
on real, current systems in operation or testing at the time of this writing. The cases
studied in this section span all five operational uncertainty levels with several different
examples for each level.

6.1

Case Studies on Example CONOPS from
Literature Review

This section provides case studies on example CONOPS from the Literature Review
performed for this work. One work in particular, "A Review of the Concept of
Autonomy in the Context of the Safety Regulation of Civil Unmanned Aircraft
Systems", details six generic case study Unmanned Aircraft System(s) (UAS)
examples which served as test points for evaluating existing Levels of Automation
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/ Levels of Autonomy (LoA) assessment frameworks. Four of the case study UAS
describe systems in use today, while the final two UAS examples describe systems with
capabilities that only currently exist in science fiction [24]. This section will evaluate
these six generic examples using the Automated Systems Framework to provide
examples of each level of Operational Uncertainty and how they are represented by
example CONOPS.

6.1.1

"UAS A" Example

6.1.1.1

"UAS A" Description and Assumptions

The first example we will consider is titled "UAS A" and has the following
description:
"UAS A: An UAS where the Unmanned Aircraft (UA) is capable of executing a
pre-programmed behaviour (e.g., following a series of waypoints) and where it is
not possible for the [PIC] to interact with the UAS after launch except possibly
where to terminate flight. There is significant human interaction in the mission
planning phase, but no interaction is possible after launch. An example of this
type of UAS are early variants of the Ryan Lightning Bug, a reconnaissance UAS
that once launched followed a pre-programmed route without interaction with a
[PIC]." [24]
To provide full context for the analysis, the following assumptions will also be made:
∙ The UAS is unable to identify alternative landing locations
∙ Due to the descriptor "no interaction is possible after launch", all tasks executed
by the machine will be assumed to be human-out-of-the-loop.
∙ The description included the example of the Ryan Lightning Bug. The Ryan
Lightning Bug had no landing gear and was air-launched to avoid the lift-state
transition. Additionally, the aircraft would end the flight by a parachute
deployment followed by a helicopter recovery. This analysis will assume the
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same for this example "UAS A". As such, the tasks of taxiing, takeoff,
performing a lift-state transition, and landing-related tasks will not be executed
by the machine and will assume an Authority level of "0" (full human execution
authority).
∙ Given that the system is completely human-out-of-the-loop, assume that the
environmental variation is constrained, likely by limiting the allowable weather
conditions for flight, resulting in an Environmental Variation score of "1" for
all Behavioral Competency (BC) executed on board the aircraft.
∙ Additionally, since the system is completely human-out-of-the-loop, it must
be able to handle, in some fashion, any failure or fault on-board. For the
analysis, all management of failures or faults will be assumed to be completely
human-out-of-the-loop and handled through a simple contingency management
system implemented by rule-based feedback loops, or Implementation
Complexity level "2".
∙ Given the Ryan Lightning Bug example, this analysis assumes that the aircraft
is not capable of handling interactions with other aircraft. The UAS does not
attempt to detect or avoid other aircraft - it operates in an airspace where the
operators have assumed no other aircraft will be encountered. Any tasks that
require interfacing with other aircraft during flight will receive an Authority
score of "0" as they are outside of the capabilities of the aircraft.
6.1.1.2

"UAS A" Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of the BC for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
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6.1.1.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the "UAS A" example
can be found in Table 6.1.
Table 6.1: "UAS A" Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
4
Perform Controlled Taxi
0
Perform Controlled Takeoff
0
Perform Controlled Lift-State
0
Transition
Perform Controlled Landing
0
Maintain Flight Envelope
4
Aviate Category Score

Imp.
Complexity
2
2
2

1
0
0

Uncertainty
Score
4
1
1

2

0

1

2
2

0
1

1
4
1

Env.
Var.

As described in the assumptions, BCs that were not applicable to the system,
such as performing a controlled taxi, takeoff, lift-state transition, or landing, were
given an authority score of zero as a human has full execution authority over an
equivalent task with no input from the machine. As these are human-executed tasks,
the implementation complexity score provided represents the minimum allowable
implementation complexity if the BC was performed by a machine. Finally, for these
BCs, the environmental variation was set to zero as the human is performing these
equivalent tasks in a controlled environment of their choosing.
Overall, the example "UAS A" has an Aviate Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Aviate BCs by "UAS
A" hold a nominal level of Operational Uncertainty.
6.1.1.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the "UAS A" example
112

can be found in Table 6.2.
Table 6.2: "UAS A" Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
4
Manage Entry/Exit with Local
0
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
0
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
4

2

0

1

2

0

1

2

0

1

2

0

1
1

Env.
Var.

As described in the assumptions, BCs that involve air traffic, including managing
entry/exit and performing interval management, are outside of the capabilities of the
aircraft. As such, they receive an authority score of "0". In this example, a human
pre-programs the aircraft with a route and, as such, is the sole executor of any flight
path generation task, although the human may use machine suggestion to generate
the route. Therefore, for flight route generation tasks, the Authority axis is scored as
a "1". Once again, the human executed tasks receive an implementation complexity
score that relates to the minimum acceptable implementation complexity for that
BC. Additionally, all human executed tasks receive an environmental variation score
of "0".
Overall, the example "UAS A" has a Navigate Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Navigate BCs by
"UAS A" hold a nominal level of Operational Uncertainty.
6.1.1.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS A" example can be found in Table
6.3.
113

Table 6.3: "UAS A" Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
0
Cooperative Aircraft
Communicate
with
Nearby
0
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

0

1

3

0

1

2

1

4
1

This example UAS has no communication capabilities outside of a unidirectional
communication with the PIC for remote monitoring. As such, all communication
tasks outside of communicating with ownship PIC receive an authority score of "0"
and environmental variation score of "0". Once again, the implementation complexity
scores for these tasks is based on the minimum acceptable implementation complexity
if the task for executed by a machine.
Overall, the example "UAS A" has a Communicate Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of
Communicate BCs by "UAS A" hold a nominal level of Operational Uncertainty.
6.1.1.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the "UAS A" example can be found in Table 6.4.

As described in the assumptions, this example has no ability to interact with other
obstacles and simply follows the pre-defined waypoint path that has assumed no other
aircraft or obstacles in the path of the aircraft. The aircraft is only using sensors
to maintain the flight path and for basic reconnaissance but does not have object
detection and classification or other Detect and Avoid (DAA) features on-board.
114

Table 6.4: "UAS A" Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

0

2

0

1

0

2

0

1

0

2

0

1

0

3

0

1

0

2

0

1

0

2

0

1

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

1

Given that these tasks are outside the scope of the aircraft, these have been given
an authority score of "0" and an environmental variation score of "0". As with
previous categories, the implementation complexity for each BC was based on the
minimum allowable complexity that would be required to implement each BC in a
machine-execution authority state.
Overall, the example "UAS A" has an Avoid Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Avoid BCs by "UAS
A" hold a nominal level of Operational Uncertainty.
6.1.1.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the UAS A example can be found in Table 6.5.
As described in the assumptions, this example handles all failures or faults through
a simple contingency management system that is implemented through a rule-based
control loop.

As such, nearly all of the BCs in the Manage Category hold an

implementation complexity level of "2". All BCs that are outside of the capabilities
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Table 6.5: "UAS A" Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
0
Make Landing Decision
0
Identify
Alternate
Landing
0
Location
Detect
and
Respond
to
4
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
4
Aircraft Control
Detect and Respond to Propulsion
4
System Failures
Detect and Respond to Navigation
4
Failures or Faults
Detect and Respond to Lighting
4
Failures or Faults
Detect and Respond to DAA
4
System Failures or Faults
Detect and Respond to Load
4
Failures
Detect and Respond to Low Fuel
0
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
4
Attitudes
Detect
and
Respond
to
0
Unanticipated Conditions
Manage Category Score

Imp.
Complexity
2
2

0
0

Uncertainty
Score
1
1

2

0

1

2

1

4

2

1

4

2

1

4

2

1

4

2

1

4

2

1

4

2

1

4

2

1

4

1

1

1

2

0

1

2

1

4

4

0

1

Env.
Var.

4

of the aircraft again have an authority and environmental variation score of "0".
Overall, the example "UAS A" has a Manage Category Operational Uncertainty
Score of "4", meaning that the implementation and execution of Manage BCs by
"UAS A" hold a high level of Operational Uncertainty.
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6.1.1.2.6

"UAS A" Example System-Level Operational Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.6.
Table 6.6: "UAS A" Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
1
1
1
1
4
2

Overall, the "UAS A" example system has an Operational Uncertainty of "2",
meaning that the implementation and execution of the whole "UAS A" system hold
a low level of Operational Uncertainty.

6.1.2

"UAS B" Example

6.1.2.1

"UAS B" Description and Assumptions

The next example we will consider is titled "UAS B" and has the following
description:
"UAS B: An UAS where the operation of the UAS requires continual input
from, or interaction with, a [PIC]. For example, an UAS where the flight control
surfaces are manipulated by the [PIC] via a data link." [24]
To provide full context for the analysis, the following assumptions will also be made:
∙ As the UAS requires continual input, albeit remotely, from a PIC, the Authority
level of many tasks will be "1", with a human execution accompanied by a
machine suggestion. PIC, the environmental variation will be considered "0" as
the environment will likely not affect the PIC’s execution of tasks.
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∙ For tasks that are executed by the machine, the Environmental Variation will be
assumed to be "2" as the UAS likely has no environmental or traffic restrictions,
given that a human is continually operating the aircraft.
6.1.2.2

"UAS B" Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of the BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.1.2.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the "UAS B" example
can be found in Table 6.7.
Table 6.7: "UAS B" Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
1
Perform Controlled Taxi
1
Perform Controlled Takeoff
1
Perform Controlled Lift-State
1
Transition
Perform Controlled Landing
1
Maintain Flight Envelope
1
Aviate Category Score

Imp.
Complexity
2
2
2

0
0
0

Uncertainty
Score
1
1
1

2

0

1

2
2

0
1

1
1
1

Env.
Var.

As described in the assumptions, the PIC is the sole executioner of all the tasks,
albeit through a remote control mechanism. As such, the Authority score for all
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Aviate BCs are "1" and environmental variation is set to "0". For Implementation
Complexity, the BCs are assigned the minimum allowable complexity for executing
such a task on a machine system, in the case of these BCs, a "2".
Overall, the example "UAS B" has an Aviate Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Aviate BCs by "UAS
B" hold a nominal level of Operational Uncertainty.
6.1.2.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the "UAS B" example
can be found in Table 6.8.
Table 6.8: "UAS B" Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
1
Manage Entry/Exit with Local
1
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
1
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
1

2

0

1

2

0

1

2

0

1

2

0

1
1

Env.
Var.

The same assumptions that applied for the Aviate BCs also apply here for the
Navigate BCs.
Overall, the example "UAS B" has a Navigate Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Navigate BCs by
"UAS B" hold a nominal level of Operational Uncertainty.
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6.1.2.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS B" example can be found in Table
6.9.
Table 6.9: "UAS B" Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
1
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

0

1

3

0

1

2

2

4
1

The same assumptions made for the previous categories hold true here. The
"Communication with Airspace Control Authority" BC is completely handled by the
PIC without machine suggestion whereas both of the communication with nearby
aircraft tasks would likely have machine suggestion. Once again, the Implementation
Complexity scores assigned reflect the minimum acceptable Complexity if the BC
was executed by a machine. As the first three BCs are executed by the PIC, the
Environmental Variation score is a "0". For the final task, the UAS must be able to
handle this without a human and, as the UAS is not restricted in airspace and traffic
due to a remote PIC, the Environmental Variation for that task is high.
Overall, the example "UAS B" has a Communicate Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of
Communicate BCs by "UAS B" hold a nominal level of Operational Uncertainty.
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6.1.2.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the "UAS B" example can be found in Table
6.10.
Table 6.10: "UAS B" Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

1

2

0

1

1

2

0

1

1

2

0

1

1

3

0

1

1

2

0

1

1

2

0

1

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

1

The same assumptions that applied for the Aviate and Navigate BCs also apply
here for the Avoid BCs.
Overall, the example "UAS B" has an Avoid Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Avoid BCs by "UAS
B" hold a nominal level of Operational Uncertainty.
6.1.2.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS B" example can be found in Table
6.11.
Once again, for many of these BCs, the same assumptions that held for the Aviate,
Navigate, and Avoid BCs apply to the Manage BCs here. As with the Communicate
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Table 6.11: "UAS A" Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
1
Identify
Alternate
Landing
1
Location
Detect
and
Respond
to
1
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
1
Aircraft Control
Detect and Respond to Propulsion
1
System Failures
Detect and Respond to Navigation
1
Failures or Faults
Detect and Respond to Lighting
1
Failures or Faults
Detect and Respond to DAA
1
System Failures or Faults
Detect and Respond to Load
1
Failures
Detect and Respond to Low Fuel
1
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
1
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score

Imp.
Complexity
2
2

0
0

Uncertainty
Score
1
1

2

0

1

2

0

1

2

2

4

2

0

1

2

0

1

2

0

1

2

0

1

2

0

1

2

0

1

1

0

1

2

0

1

2

0

1

4

0

1

Env.
Var.

1

category, the ability to detect and respond to communication faults must be able to
be handled exclusively by the UAS in the allowed environmental variation in which
it can operate. Additionally, the ability to detect and respond to pilot/passenger
distress would not occur on-board the aircraft and would be outside the scope of the
UAS’ capabilities and so is assigned an Authority score of "0".
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Overall, the example "UAS B" has a Manage Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Manage BCs by
"UAS B" hold a nominal level of Operational Uncertainty.
6.1.2.2.6

"UAS B" Example System-Level Operational Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.12.
Table 6.12: "UAS B" Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
1
1
1
1
1
1

Overall, the "UAS B" example system has an Operational Uncertainty of "1",
meaning that the implementation and execution of the whole "UAS B" system hold
a nominal level of Operational Uncertainty.

6.1.3

"UAS C" Example

6.1.3.1

"UAS C" Description and Assumptions

The next example we will consider is titled "UAS C" and has the following
description:
"UAS C: An UAS where the UAS, under normal operating conditions, does
not require continual input from, or interaction with, a [PIC] to perform its
mission. The [PIC] may or may not interact with the UAS during the mission
but interaction is possible. The [PIC] continuously monitors the status and
performance of the UAS. The behaviour of the UAS can be pre-programmed
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before the flight or updated by the [PIC] during the flight. [PIC] interactions
are predominantly high-level and in the form of deviations to pre-programmed
behaviour (e.g., new way-points) due to changes in the mission objectives, failures
in the system or changes in the environment. The behaviour of the UAS is
deterministic. The majority of current UAS would be described by this case
study system." [24]
To provide full context for the analysis, the following assumptions will also be made:
∙ As the UAS does not require continual input from a PIC to perform its mission,
the Authority level of many tasks will be "3", with a human-on-the-loop, as
interaction, particularly to control by exception, is possible.
∙ Given the statement that "the majority of current UAS would be described by
this case study system", the Environmental Variation will be assumed to be "1"
as the UAS will likely only operate in fair weather conditions.
6.1.3.2

"UAS C" Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide operational uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.1.3.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BC. The results of the analysis, the
Operational Uncertainty Scores, for the Aviate Category for the "UAS C" example
can be found in Table 6.13.
As described in the assumptions, the PIC is not strictly required for the mission
to be executed by the UAS, though the PIC can and should intervene for emergency
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Table 6.13: "UAS C" Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
3
Perform Controlled Taxi
3
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

1
1
1

Uncertainty
Score
3
3
3

2

1

3

2
2

1
1

3
3
3

Env.
Var.

scenarios. As such, the PIC exhibits human-on-the-loop authority, or an Authority
score of "3". The assumptions state that the UAS is likely only cleared for fair weather
conditions and so all tasks performed by the UAS have an Environmental Variation
score of "1". Finally, the UAS has deterministic behavior for all tasks and, for the
BCs listed, we can assume an Implementation Complexity score of "2" or rule-based
control loops.
Overall, the example "UAS C" has an Aviate Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Aviate BCs by "UAS
C" hold a medium level of Operational Uncertainty.
6.1.3.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the "UAS C" example
can be found in Table 6.14.
The same assumptions that applied for the Aviate BCs also apply here for three
of the Navigate BCs. For the other two BCs, which require high-level tasks such as
generating flight routes, these will be executed by a human at the Ground Control
Station, with limited machine suggestion, and so these tasks hold an Authority score
of "1" and Environmental Variation score of "0". Although executed by a human,
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Table 6.14: "UAS C" Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
3
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
3
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
3

2

1

3

2

0

1

2

0

1

2

1

3
3

Env.
Var.

these tasks hold an Implementation Complexity score that represents the minimum
allowable complexity for executing the BC, a score of "2" in these cases.
Overall, the example "UAS C" has a Navigate Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Navigate BCs by
"UAS C" hold a medium level of Operational Uncertainty.
6.1.3.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS C" example can be found in Table
6.15.
The same assumptions made for the previous categories hold true here. As the
first BC is executed by the PIC, the Environmental Variation score is a "0". The
"Communication with Airspace Control Authority" BC is completely handled by the
PIC without machine suggestion, whereas the communication with nearby aircraft,
either Cooperative and Non-Cooperative, would be executed by the machine with
a human-on-the-loop. Once again, the Implementation Complexity score assigned
for the human-executed task reflects the minimum acceptable complexity if the BC
was executed by a machine. For "Communication with Nearby Non-Cooperative
Aircraft", the description listed that the UAS will have purely deterministic behaviors
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Table 6.15: "UAS C" Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
3
Cooperative Aircraft
Communicate
with
Nearby
3
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

1

3

2

1

3

2

1

4
3

so the assumption is that this BC will be handled with the highest deterministic
Implementation Complexity, rule-based control loops, or a score of "2". Similarly,
the other two machine executed tasks are assigned the Implementation Complexity
score of "2". For the final task, the UAS must be able to handle this without a
human, leading to an Authority score of "4", and, as the UAS is restricted in weather
conditions, an Environmental Variation score of "1".
Overall, the example "UAS C" has a Communicate Category Operational
Uncertainty Score of "3", meaning that the implementation and execution of
Communicate BCs by "UAS C" hold a medium level of Operational Uncertainty.
6.1.3.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the "UAS C" example can be found in Table
6.16.
For the Avoid tasks, the PIC would have human-in-the-loop Authority for any
high-level deviations from the approved operational environment, including airspace
and surface restrictions as well as unsafe weather conditions. For traffic-related
Avoid BCs, the PIC would only control on exception, or exhibit human-on-the-loop
Authority. All of these BCs are executed on-board the aircraft and, therefore, hold
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Table 6.16: "UAS C" Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

2

2

1

2

2

2

1

2

3

2

1

3

3

2

1

3

3

2

1

3

2

2

1

2

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

2.5

an Environmental Variation score of "1" as well as the limit of determinism in all
tasks and, therefore, an Implementation Complexity score of "2", given the difficulty
of implementing these tasks in a rule-based control loop.
For this analysis, the mode of the BC Operational Uncertainty Scores in the Avoid
Category is multi-modal. As such, the Category Operational Uncertainty Score is
defined as the median of the modes. Therefore, the example "UAS C" has an Avoid
Category Operational Uncertainty Score of "2.5", meaning that the implementation
and execution of Avoid BCs by "UAS C" hold a low to medium level of Operational
Uncertainty.
6.1.3.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS C" example can be found in Table
6.17.
As detailed in the assumptions list and the description of the example, the PIC is
expected to be in-the-loop for failures in the system. As such, many of the "Manage"
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Table 6.17: "UAS C" Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
3
Identify
Alternate
Landing
2
Location
Detect
and
Respond
to
2
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
2
Aircraft Control
Detect and Respond to Propulsion
2
System Failures
Detect and Respond to Navigation
2
Failures or Faults
Detect and Respond to Lighting
2
Failures or Faults
Detect and Respond to DAA
2
System Failures or Faults
Detect and Respond to Load
2
Failures
Detect and Respond to Low Fuel
2
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
2
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score

Imp.
Complexity
2
2

0
1

Uncertainty
Score
1
3

2

1

2

2

1

2

2

1

4

2

1

2

2

1

2

2

1

2

2

1

2

2

1

2

2

1

2

1

1

1

2

0

1

2

1

2

4

0

1

Env.
Var.

2

BCs hold an Authority score of "2", where the PIC exhibits human-in-the-loop
authority. As with the "Communicate" category, the ability to detect and respond
to communication faults must be able to be handled exclusively by the UAS in the
allowed environmental variation in which it can operate. Additionally, the ability
to detect and respond to pilot/passenger distress would not occur on-board the
129

aircraft and would be outside the scope of the UAS’ capabilities and so is assigned
an Authority score of "0".
Overall, the example "UAS C" has a Manage Category Operational Uncertainty
Score of "2", meaning that the implementation and execution of Manage BCs by
"UAS C" hold a low level of Operational Uncertainty.
6.1.3.2.6

"UAS C" Example System-Level Operational Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.18.
Table 6.18: "UAS C" Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
3
3
3
2.5
2
3

Overall, the "UAS C" example system has an Operational Uncertainty of "3",
meaning that the implementation and execution of the whole "UAS C" system hold
a medium level of Operational Uncertainty.

6.1.4

"UAS D" Example

6.1.4.1

"UAS D" Description and Assumptions

The next example we will consider is titled "UAS D" and has the following
description:
"UAS D: An UAS with all the capabilities of case study type ‘C’ UAS with the
additional capability of the UAS being able to change its behaviour in response
to changes in its environment or performance. Given predefined goals the UAS
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will determine how to achieve those goals within the constraints defined by
the [PIC] or system designer. Constraints on the behaviour of the UAS are
static and hard (i.e., they cannot be changed or breached by the UAS). Given
the goals and constraints the behaviour of the UAS can be non-deterministic,
although the bounds on the behaviour are always known. Under normal operating
conditions, the [PIC] has the ability to override decisions made by the UAS. This
configuration is in the R&D stage with possible systems in flight test." [24]
To provide full context for the analysis, the following assumptions will also be made:
∙ As with "UAS C", the UAS does not require continual input from a PIC to
perform its mission, so the Authority level of many tasks will be "3", with a
human-on-the-loop, as human interaction, particularly to control by exception,
is possible.
∙ Given the statement that "this configuration is in the R&D stage", and with
what has been explored throughout the course of compiling this work with
regards to current R&D efforts, the Environmental Variation will be assumed
to be "1" as the UAS will likely only operate in fair weather conditions or in a
constrained region with limited traffic.
∙ Given the statement that "the behavior of the UAS can be non-deterministic,
although the bounds on the behavior are always known", the Implementation
Complexity score for some machine-executed tasks will be "3", or static learning
algorithms, which is what is described by this statement.
6.1.4.2

"UAS D" Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
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of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.1.4.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the "UAS D" example
can be found in Table 6.19.
Table 6.19: "UAS D" Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
3
Perform Controlled Taxi
3
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

1
1
1

Uncertainty
Score
3
3
3

2

1

3

2
2

1
1

3
3
3

Env.
Var.

As described in the assumptions, the PIC is not strictly required for the mission
to be executed by the UAS, though the PIC can and should intervene for emergency
scenarios. As such the PIC exhibits human-on-the-loop authority, or an Authority
score of "3". The assumptions state that the UAS is likely only cleared for fair weather
conditions and so all tasks performed by the UAS have an Environmental Variation
score of "1". Finally, although the UAS can exhibit non-deterministic behavior, these
tasks can be fully machine executed with a less complex implementation. Therefore,
we can assume an Implementation Complexity score of "2" or rule-based control loops.
Overall, the example "UAS D" has an Aviate Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Aviate BCs by "UAS
D" hold a medium level of Operational Uncertainty.
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6.1.4.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the "UAS D" example
can be found in Table 6.20.
Table 6.20: "UAS D" Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
3
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
3
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
3

2

1

3

2

0

1

2

0

1

2

1

3
3

Env.
Var.

The same assumptions that applied for the Aviate BCs also apply here for three
of the Navigate BCs. For the other two BCs, which require high-level tasks such as
generating flight routes, these will be executed by a human at the Ground Control
Stations (GCS), with limited machine suggestion, and so these tasks hold an Authority
score of "1" and Environmental Variation score of "0". Although executed by a
human, these tasks hold an Implementation Complexity score that represents the
minimum appropriate complexity for executing the BC, a score of "2" in these cases.
Overall, the example "UAS D" has a Navigate Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Navigate BCs by
"UAS D" hold a medium level of Operational Uncertainty.
6.1.4.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS D" example can be found in Table
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6.21.
Table 6.21: "UAS D" Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
3
Cooperative Aircraft
Communicate
with
Nearby
3
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

1

3

3

1

5

2

1

4
3.5

The same assumptions made for the previous categories hold true here. As the
first BC is executed by the PIC, the Environmental Variation score is a "0". The
"Communication with Airspace Control Authority" BC is completely handled by the
PIC without machine suggestion whereas the communication with nearby aircraft,
both Cooperative and Non-Cooperative, would be executed by the machine with
a human-on-the-loop. Once again, the Implementation Complexity score assigned
for the human-executed task reflects the minimum acceptable complexity if the BC
was executed by a machine. For "Communication with Nearby Non-Cooperative
Aircraft", the description listed that the UAS is able to exhibit non-deterministic
behaviors where the bounds on the behavior are always known. As such, this BC is
assigned an Implementation Complexity score of "3". For the final task, the UAS
must be able to handle this without a human, receiving an Authority score of "4"
and, as the UAS is restricted in weather conditions, an Environmental Variation score
of "1".
To assign the Category Operational Uncertainty Score, the modes of the BC scores
are considered. However, in this example, the result is multi-modal and, as such, the
median of the modes is assigned. As such, the example "UAS D" has a Communicate
Category Operational Uncertainty Score of "3.5", meaning that the implementation
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and execution of Communicate BCs by "UAS D" hold a medium to high level of
Operational Uncertainty.
6.1.4.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the "UAS D" example can be found in Table
6.22.
Table 6.22: "UAS D" Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

3

1

5

3

3

1

5

3

3

1

5

3

3

1

5

3

3

1

5

3

3

1

5

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

5

The PIC would have human-on-the-loop authority for all Avoid tasks and, as such,
receives an Authority score of "3". All of these BCs are executed on-board the aircraft
and, therefore, hold the Environmental Variation of "1". Once again, the description
of the example details that the UAS can have behavior that is "non-deterministic,
although the bounds on the behavior are always known". As such, the Avoid BCs
would be executed with an Implementation Complexity of "3".
Overall, the example "UAS D" has an Avoid Category Operational Uncertainty
Score of "5", meaning that the implementation and execution of Avoid BCs by "UAS
C" hold an extremely high level of Operational Uncertainty.
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6.1.4.2.5

Manage Tasks

The next category is the "Manage" Category of Behavioral Competencies (BCs). The
results of the analysis, the Operational Uncertainty Scores, for the "UAS D" example
can be found in Table 6.23.
Table 6.23: "UAS D" Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
3
Identify
Alternate
Landing
3
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score
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Imp.
Complexity
2
2

0
1

Uncertainty
Score
1
3

2

1

3

3

1

5

3

1

4

3

1

5

2

1

3

3

1

5

2

1

3

2

1

3

2

1

3

1

1

1

2

0

1

2

1

3

4

0

1

Env.
Var.

3

As with previous BCs, the PIC is expected to be on-the-loop and, therefore,
many BCs hold an Authority score of "3", where the PIC exhibits human-on-the-loop
authority. As with the "Communicate" category, the ability to detect and respond
to communication faults must be able to be handled exclusively by the UAS in the
allowed environmental variation in which it can operate. Additionally, the ability
to detect and respond to pilot/passenger distress would not occur on-board the
aircraft and would be outside the scope of the UAS’ capabilities and so is assigned
an Authority score of "0".
Overall, the example "UAS D" has a Manage Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Manage BCs by
"UAS D" hold a medium level of Operational Uncertainty.
6.1.4.2.6

"UAS D" Example System-Level Operational Uncertainty Score

Now with all of the BC’s and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.24.
Table 6.24: "UAS D" Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
3
3
3.5
5
3
4

Overall, the "UAS D" example system has an Operational Uncertainty of "4",
meaning that the implementation and execution of the whole "UAS D" system hold
a high level of Operational Uncertainty.
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6.1.5

"UAS E" Example

6.1.5.1

"UAS E" Description and Assumptions

The next example we will consider is titled "UAS E" and has the following
description:
"UAS E: An UAS analogous to the fictitious "HAL 9000 computer" portrayed
in the novel and screenplay "2001: A Space Odyssey" (Clarke 1968). Recall
the words from HAL "I’m sorry, Dave. I’m afraid I can’t do that." An UAS
of this type has all the capabilities of case study ‘D’ UAS with the additional
capability of the UAS being able to override or deny the inputs of the [PIC].
The UAS maintains the initial goals and remains within predefined constraints
on its behaviour (as determined by the system designer or programmed before
the mission). The ability for the [PIC] to change the goals and/or constraints of
the UAS is lost or impaired." [24]
To provide full context for the analysis, the following assumptions will also be made:
∙ Given that the system is able to disregard inputs from the human, we must
assume that the machine can execute all tasks that are executed by the machine
with an authority of human-out-of-the-loop, or an Authority score of "4".
More specifically, we will assume that the machine chooses to ignore human
commands, or "lock out" the PIC, once the mission has begun execution and
all mission tasks are done with the authority of human-out-of-the-loop.
∙ Furthermore, as the machine is able to act with the human-out-of-the-loop, we
must assume that, for all tasks executed by the machine with the human-out-of
-the-loop, the allowable environmental variation would not be limited and,
therefore, would hold an Environmental Variation score of "2".
∙ Given that the "UAS maintains the initial goals and remains within predefined
constraints on its behavior", the Implementation Complexity will be assumed
to be a "3", at maximum.
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6.1.5.2

"UAS E" Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BC for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.1.5.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the "UAS E" example
can be found in Table 6.25.
Table 6.25: "UAS E" Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
4
Perform Controlled Taxi
4
Perform Controlled Takeoff
4
Perform Controlled Lift-State
4
Transition
Perform Controlled Landing
4
Maintain Flight Envelope
4
Aviate Category Score

Imp.
Complexity
2
2
2

2
2
2

Uncertainty
Score
4
4
4

2

2

4

2
2

2
2

4
4
4

Env.
Var.

As described in the assumptions, the UAS can disregard input from the PIC.
As such, the PIC exhibits human-out-of-the-loop authority, or an Authority score
of "4".

The assumptions state that, given the human-out-of-the-loop authority,

the system must be able to handle a high amount of environmental variation, or
an Environmental Variation score of "2". Finally, although the UAS can exhibit
non-deterministic behavior, these tasks can be fully machine executed with a less
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complex implementation. Therefore, we can assume an Implementation Complexity
score of "2", or rule-based control loops.
Overall, the example "UAS E" has an Aviate Category Operational Uncertainty
Score of "4", meaning that the implementation and execution of Aviate BCs by "UAS
E" hold a high level of Operational Uncertainty.
6.1.5.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the UAS E example
can be found in Table 6.26.
Table 6.26: "UAS E" Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
4
Manage Entry/Exit with Local
4
Traffic Flow
Generate and Maintain Route that
4
Abides by Airspace Restrictions
Generate In-Flight Re-Route
4
Upon Request
Perform Interval Management
4
Navigate Category Score

Imp.
Complexity
2

2

Uncertainty
Score
4

2

2

4

2

2

4

2

2

4

2

2

4
4

Env.
Var.

The same assumptions that applied for the Aviate BCs also apply here for the
Navigate BCs.
Overall, the example "UAS E" has a Navigate Category Operational Uncertainty
Score of "4", meaning that the implementation and execution of Navigate BC by
"UAS E" hold a high level of Operational Uncertainty.
6.1.5.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS E" example can be found in Table
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6.27.
Table 6.27: "UAS E" Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
4
Control Authority
Communicate
with
Nearby
4
Cooperative Aircraft
Communicate
with
Nearby
4
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

2

5

2

2

4

3

2

5

2

2

4
4.5

The same assumptions made for the previous categories hold true here. As the
first BC is executed by the PIC, the Environmental Variation score is a "0". The
"Communication with Airspace Control Authority" BC is completely handled by
the PIC without machine suggestion whereas the other BCs would be executed by
the machine with the human-out-of-the-loop. The Implementation Complexity score
assigned for the human-executed task reflects the minimum acceptable complexity
if the BC was executed by a machine. For "Communication with Nearby NonCooperative Aircraft", the description listed that the UAS is able to exhibit nondeterministic behaviors where the bounds on the behavior are always known. As such,
this BC is assigned an Implementation Complexity score of "3". For the final task, the
UAS must be able to handle this without a human, thus receiving an Authority score
of "2", and, as the UAS is unrestricted in environmental variation, an Environmental
Variation score of "2".
To assign the Category Operational Uncertainty Score, the modes of the BC
scores are considered. However, in this example, the result is multi-modal and, as
such, the median of the modes is assigned. Therefore, the example "UAS E" has
a Communicate Category Operational Uncertainty Score of "4.5", meaning that the
implementation and execution of Communicate BCs by "UAS E" hold a high to
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extremely high level of Operational Uncertainty.
6.1.5.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the "UAS E" example can be found in Table
6.28.
Table 6.28: "UAS E" Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

4

3

2

5

4

3

2

5

4

3

2

5

4

3

2

5

4

3

2

5

4

3

2

5

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

5

As with many of the other BCs, the PIC would have human-out-of-the-loop
authority for all Avoid tasks and, as such, receives an Authority score of "4". All of
these BCs are executed on-board the aircraft and, therefore, hold an Environmental
Variation score of "2". Once again, the description of the example details that
the UAS can have behavior that is "non-deterministic, although the bounds on the
behavior are always known". As such, the Avoid BCs would be executed with an
Implementation Complexity score of "3".
Overall, the example "UAS E" has an Avoid Category Operational Uncertainty
Score of "5", meaning that the implementation and execution of Avoid BCs by "UAS
E" hold an extremely high level of Operational Uncertainty.
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6.1.5.2.5

Manage Tasks

The next category is the "Manage" Category of BBCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS E" example can be found in Table
6.29.
Table 6.29: "UAS E" Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
4
Identify
Alternate
Landing
4
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
4
Aircraft Control
Detect and Respond to Propulsion
4
System Failures
Detect and Respond to Navigation
4
Failures or Faults
Detect and Respond to Lighting
4
Failures or Faults
Detect and Respond to DAA
4
System Failures or Faults
Detect and Respond to Load
4
Failures
Detect and Respond to Low Fuel
4
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
4
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score
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Imp.
Complexity
2
2

2
2

Uncertainty
Score
1
4

2

2

4

3

2

5

3

2

5

3

2

5

2

2

4

3

2

5

2

2

4

2

2

4

2

2

4

1

2

1

2

0

1

2

2

4

4

0

1

Env.
Var.

3

As with previous BCs, the PIC is expected to be out-of-the-loop and, therefore,
many BCs hold an Authority score of "4". As with the "Communicate" category, the
ability to detect and respond to communication faults must be able to be handled
exclusively by the UAS in the allowed environmental variation in which it can operate.
Additionally, the ability to detect and respond to pilot/passenger distress would not
occur on-board the aircraft and would be outside the scope of the UAS’ capabilities
and so is assigned an Authority score of "0".
Overall, the example "UAS E" has a Manage Category Operational Uncertainty
Score of "4", meaning that the implementation and execution of Manage BCs by
"UAS E" hold a high level of Operational Uncertainty.
6.1.5.2.6

"UAS E" Example System-Level Operational Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.30.
Table 6.30: "UAS E" Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
4
4
4.5
5
4
4

Overall, the "UAS E" example system has an Operational Uncertainty of "4",
meaning that the implementation and execution of the whole "UAS E" system hold
a high level of Operational Uncertainty.
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6.1.6

"UAS F" Example

6.1.6.1

"UAS F" Description and Assumptions

The next example we will consider is titled "UAS F" and has the following
description:
"UAS F: An UAS analogous to the fictitious "Extreme Deep Invader (EDI)"
portrayed in the Columbia Pictures film "Stealth". For this type of UAS, the
UAS performs all of the functions that a [PIC] would and like type ‘E’ UAS, can
operate without the need for interaction with the [PIC]. Interaction between the
UAS and the [PIC] is possible but only if the UAS so chooses. The UAS may
change its goals and/or constraints independent of the [PIC]." [24]
To provide full context for the analysis, the following assumptions will also be made:
∙ Given that the system is able to disregard inputs from the human, we must
assume that the machine can execute all tasks that are executed by the machine
with an authority of human-out-of-the-loop, or an Authority score of "4".
∙ Furthermore, as the machine is able to act with the human-out-of-the-loop, we
must assume that, for all tasks executed by the machine with the human-out-of
-the-loop, the allowable environmental variation would not be limited and,
therefore, would hold an Environmental Variation score of "2".
∙ Given that the "UAS may change its goals and/or constraints independent of
the PIC", the Implementation Complexity, for all machine-executed tasks will
be assumed to be "4".
6.1.6.2

"UAS F" Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BC for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
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a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.1.6.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate
Category for the "UAS F" example can be found in Table 6.31.
Table 6.31: "UAS F" Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
4
Perform Controlled Taxi
4
Perform Controlled Takeoff
4
Perform Controlled Lift-State
4
Transition
Perform Controlled Landing
4
Maintain Flight Envelope
4
Aviate Category Score

Imp.
Complexity
4
4
4

2
2
2

Uncertainty
Score
5
5
5

4

2

5

4
4

2
2

5
5
5

Env.
Var.

As described in the assumptions, the UAS can disregard input from the PIC. As
such, the PIC exhibits human-out-of-the-loop authority, or an Authority score of "4".
The assumptions state that, given the human-out-of-the-loop authority, the system
must be able to handle an Environmental Variation of "2". Finally, the UAS has the
capability to change its goals and/or constraints independent of the PIC. Therefore,
we can assume an Implementation Complexity score of "4" or operationally learning
algorithms.
Overall, the example "UAS F" has an Aviate Category Operational Uncertainty
Score of "5", meaning that the implementation and execution of Aviate BCs by "UAS
F" hold an extremely high level of Operational Uncertainty.
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6.1.6.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the "UAS F" example
can be found in Table 6.32.
Table 6.32: "UAS F" Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
4
Manage Entry/Exit with Local
4
Traffic Flow
Generate and Maintain Route that
4
Abides by Airspace Restrictions
Generate In-Flight Re-Route
4
Upon Request
Perform Interval Management
4
Navigate Category Score

Imp.
Complexity
4

2

Uncertainty
Score
5

4

2

5

4

2

5

4

2

5

4

2

5
5

Env.
Var.

The same assumptions that applied for the Aviate BCs also apply here for the
Navigate BCs.
Overall, the example "UAS F" has a Navigate Category Operational Uncertainty
Score of "5", meaning that the implementation and execution of Navigate BCs by
"UAS F" hold an extremely high level of Operational Uncertainty.
6.1.6.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS F" example can be found in Table
6.33.
The same assumptions made for the previous categories hold true here. Overall,
the example "UAS F" has a Communicate Category Operational Uncertainty Score of
"5", meaning that the implementation and execution of Communicate BCs by "UAS
F" hold an extremely high level of Operational Uncertainty.
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Table 6.33: "UAS F" Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
4
Control Authority
Communicate
with
Nearby
4
Cooperative Aircraft
Communicate
with
Nearby
4
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score
6.1.6.2.4

Env.
Var.

Uncertainty
Score

4

2

5

4

2

5

4

2

5

4

2

5
5

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the "UAS F" example can be found in Table 6.34.

Table 6.34: "UAS F" Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

4

4

2

5

4

4

2

5

4

4

2

5

4

4

2

5

4

4

2

5

4

4

2

5

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

5

The same assumptions made for the previous categories hold true here. Overall,
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the example "UAS F" has an Avoid Category Operational Uncertainty Score of
"5", meaning that the implementation and execution of Avoid BCs by " F" hold
an extremely high level of Operational Uncertainty.
6.1.6.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the "UAS F" example can be found in Table
6.35.
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Table 6.35: "UAS F" Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
4
Make Landing Decision
4
Identify
Alternate
Landing
4
Location
Detect
and
Respond
to
4
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
4
Aircraft Control
Detect and Respond to Propulsion
4
System Failures
Detect and Respond to Navigation
4
Failures or Faults
Detect and Respond to Lighting
4
Failures or Faults
Detect and Respond to DAA
4
System Failures or Faults
Detect and Respond to Load
4
Failures
Detect and Respond to Low Fuel
4
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
4
Attitudes
Detect
and
Respond
to
4
Unanticipated Conditions
Manage Category Score

Imp.
Complexity
4
4

2
2

Uncertainty
Score
5
5

4

2

5

4

2

5

4

2

5

4

2

5

4

2

5

4

2

5

4

2

5

4

2

5

4

2

5

4

2

5

2

0

1

4

2

5

4

2

5

Env.
Var.

5

The same assumptions made for the previous categories hold true here.
Additionally, the ability to detect and respond to pilot/passenger distress would not
occur on-board the aircraft and would be outside the scope of the UAS’ capabilities
and so is assigned an Authority score of "0".
Overall, the example "UAS F" has a Manage Category Operational Uncertainty
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Score of "5", meaning that the implementation and execution of Manage BCs by
"UAS F" hold an extremely high level of Operational Uncertainty.
6.1.6.2.6

"UAS F" Example System-Level Operational Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.36.
Table 6.36: "UAS F" Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
5
5
5
5
5
5

Overall, the "UAS F" example system has an Operational Uncertainty of "5",
meaning that the implementation and execution of the whole "UAS F" system hold
an extremely high level of Operational Uncertainty.

6.2

Case Studies on Real UAS in Operations or R&D

This section provides case studies on example CONOPS based on real-world systems
in existence, either in operations or currently in R&D at various organizations. To
provide examples for higher level of Operational Uncertainty, some systems analyzed
will be possible future extensions of these existing systems, not actually what is
operating at the time of this writing. These future imaginings of current systems will
be indicated in their descriptions before the analysis. In total, seven CONOPS based
on existing systems will be analyzed in this section. This section will evaluate these
seven examples using the Automated Systems Framework to provide example of each
level of operational uncertainty and how they are represented by example CONOPS.
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6.2.1

MQ-9 Reaper (Predator B) Example

6.2.1.1

MQ-9 Reaper (Predator B) Description and
Assumptions

The first example we will consider is the MQ-9 Reaper (Predator B), a remotely
piloted UAS developed by General Atomics Aeronautical. The following description
is provided by the manufacturer on their website:
MQ-9 Reaper (Predator B): The turboprop-powered, multi-mission MQ-9A
Remotely Piloted Aircraft Systems (RPAS) was developed with GA-ASI funding
and first flown in 2001. [Its objective is to ] perform multi-mission Intelligence,
Surveillance and Reconnaissance (ISR) missions over land or sea. [33]
To provide full context for the analysis, the following assumptions will also be made:
∙ The UAS is mainly remotely operated by a PIC. The UAS can perform basic
control function with the human-on-the-loop, but most other BCs will be
performed with the human-in-the-loop.
∙ Following from the previous point, all avoidance maneuvers are performed by
human execution with machine suggested actions.
∙ This analysis will assume that the UAS can likely handle many, if not all, failures
and faults on-board with a human-in-the-loop, through a pre-programmed
Return-to-Base (RTB) command. This analysis will further assume that this
is the preferred implementation for complex maneuvers to optimize mission
execution and regain optimal operational capabilities.
∙ This UAS operates in high altitude environments, with a maximum altitude
of 50,000 ft, and in areas with little to no traffic to handle. As such, when
traffic is encountered, the PIC will be assumed to have an authority level of
human-in-the-loop.
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∙ Based on various reports found during the Literature Review portion of this
work, the Predator drone generally operates in good weather conditions and
generally has flight restrictions to ensure no flight when there is extensive cloud
cover. As such, this analysis will assume an Environmental Variation score of
"1" for tasks executed on-board the aircraft.
6.2.1.2

MQ-9 Reaper (Predator B) Automated Systems Framework
Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BCcan be found in Appendix A.1.
6.2.1.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the MQ-9 Reaper
example can be found in Table 6.37.
As described in the assumptions, low-level control BCs, such as performing
controlled taxis, takeoffs, lift-states transitions, landings, and maintaining a flight
envelope, can and are assumed to be pre-programmed control loops with human-onthe-loop execution, or an Authority score of "3" and Implementation Complexity of
"2". Managing the direction of flight, which would require the system to control the
direction of flight when a waypoint is not provided, is not within the capability of the
aircraft and is assumed to be executed by the human, giving an Authority score of
"1" and Environmental Variation score of "0".
Overall, the MQ-9 Reaper has an Aviate Category Operational Uncertainty Score
of "3", meaning that the implementation and execution of Aviate BCs by MQ-9
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Table 6.37: MQ-9 Reaper Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
1
Perform Controlled Taxi
3
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

0
1
1

Uncertainty
Score
1
3
3

2

1

3

2
2

1
1

3
3
3

Env.
Var.

Reaper hold a medium level of Operational Uncertainty.
6.2.1.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Navigate Category for the MQ-9 Reaper
example can be found in Table 6.38.
Table 6.38: MQ-9 Reaper Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
2
Manage Entry/Exit with Local
1
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
2
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
2

2

0

1

2

0

1

2

0

1

2

1

2
1

Env.
Var.

As described in the assumptions, BCs that involve air traffic, including managing
entry/exit and performing interval management, are either handled with the human-
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in-the-loop or human execution authority with machine suggested action. For the
lower-level BCs, the PIC Authority is assumed to be human-in-the-loop and are
provided an Authority score of "2". The other Navigate BCs that require higher-level
input and decision-making, are provided the Authority score of "1" as they are
assumed to be executed by the human with machine suggestion. In this example,
a human pre-programs the aircraft with a route and is the sole executor of any
flight path generation task, although the human may use machine suggestion to
generate the route. Once again, the human executed tasks receive an Implementation
Complexity score that relates to the minimum acceptable complexity for that BC, an
Implementation Complexity score of "2" for these human executed BCs. Additionally,
all human executed tasks receive an Environmental Variation score of "0".
Overall, the example MQ-9 Reaper has a Navigate Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of Navigate
BCs by MQ-9 Reaper hold a nominal level of Operational Uncertainty.
6.2.1.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the MQ-9 Reaper example can be found in
Table 6.39.
Table 6.39: MQ-9 Reaper Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
1
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score
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Env.
Var.

Uncertainty
Score

3

0

1

2

0

1

3

0

1

2

1

4
1

The MQ-9 Reaper is assumed to not communicate with other aircraft or airspace
control authority. The PIC handles all such communication, though may accept
some machine suggestions for communicating with nearby aircraft. As such these
BCs receive Authority scores of "0" and "1", depending on the amount of machine
suggestion. Once again, the Implementation Complexity scores for these tasks is
based on the minimum acceptable complexity level if the task were executed by a
machine.
Overall, the example MQ-9 Reaper has a Communicate Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of
Communicate BCs by MQ-9 Reaper hold a nominal level of Operational Uncertainty.
6.2.1.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the MQ-9 Reaper example can be found in Table
6.40.
Table 6.40: MQ-9 Reaper Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

1

2

0

1

1

2

0

1

1

2

0

1

1

3

0

1

1

2

0

1

1

2

0

1

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

1

As described in the assumptions, this example has no ability to interact with
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other obstacles and simply follows a pre-defined waypoint path that the operator has
assumed no other aircraft or obstacles will operate in the path of the aircraft. The
aircraft only uses sensors to maintain the flight path and for basic reconnaissance but
does not have object classification features on-board. However, there may be some
sensing on-board for basic obstacle detection and may provide the PIC with some
suggested actions based on the sensing capabilities. Given that level of authority,
these BCs have been given an Authority score of "1" and an Environmental Variation
score of "0". As with previous categories, the Implementation Complexity for each BC
was based on the minimum allowable complexity that would be required to implement
each BC in a machine-execution authority state.
Overall, the example MQ-9 Reaper has an Avoid Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of Avoid
BCs by MQ-9 Reaper hold a nominal level of Operational Uncertainty.
6.2.1.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the MQ-9 Reaper example can be found in Table
6.41.
As described in the assumptions, this example handles many failures or faults
through a simple contingency management system that is implemented through a
rule-based control loop. As such, nearly all of the BCs in the Manage Category
hold an Implementation Complexity level of "2". Even with this lower complexity,
though, nearly all these BCs are executed with a human-in-the-loop, or an Authority
score of "2". For mission-level actions, such as the decision to take-off or land, the
corresponding BCs are still done by the human, perhaps with machine suggestion,
and therefore receive an Authority score of "1".
Overall, the example MQ-9 has a Manage Category Operational Uncertainty Score
of "2", meaning that the implementation and execution of Manage BCs by MQ-9 hold
a low level of Operational Uncertainty.
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Table 6.41: MQ-9 Reaper Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
1
Identify
Alternate
Landing
1
Location
Detect
and
Respond
to
2
Localization Failures or Faults
Detect
and
Respond
to
4
Communication
Failures
or
Faults
Detect and Respond to Degraded
2
Aircraft Control
Detect and Respond to Propulsion
2
System Failures
Detect and Respond to Navigation
2
Failures or Faults
Detect and Respond to Lighting
2
Failures or Faults
Detect and Respond to DAA
2
System Failures or Faults
Detect and Respond to Load
2
Failures
Detect and Respond to Low Fuel
2
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
2
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score

158

Imp.
Complexity
2
2

0
0

Uncertainty
Score
1
1

2

0

1

2

1

2

2

1

4

2

1

2

2

1

2

2

1

2

2

1

2

2

1

2

2

1

2

1

1

1

2

0

1

2

1

2

4

0

1

Env.
Var.

2

6.2.1.2.6

MQ-9 Example System-Level Operational Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.42.
Table 6.42: MQ-9 Example - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
3
1
1
1
2
2

Overall, the MQ-9 example system has an Operational Uncertainty of "2",
meaning that the implementation and execution of the whole MQ-9 system hold a
low level of Operational Uncertainty.

6.2.2

ScanEagle Example

6.2.2.1

ScanEagle Description and Assumptions

The next example we will consider is the ScanEagle, a long-endurance UAS developed
by Insitu, a subsidiary of The Boeing Company. The following description is provided
by Boeing on their website:
ScanEagle: ScanEagle is a long-endurance unmanned aerial system (UAS)
designed and manufactured by Insitu Inc., a wholly owned subsidiary of The
Boeing Company. ScanEagle has redefined intelligence, surveillance and
reconnaissance services for Group 2 UAS. [The ScanEagle aircraft] launches
autonomously by a catapult launcher – no runway required – and is retrieved via
a patented SkyHook recovery system. [The UAS] flies in extreme environments
and supports a range of imager configurations that can be quickly modified in the
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field. [The ScanEagle is the] first unmanned aircraft to perform an FAA-approved
commercial beyond visual line of sight flight in the U.S. National Airspace System.
[34]
To provide full context for the analysis, the following assumptions will also be made:
∙ The UAS purportedly has the ability to be operated be a remote PIC or fully
autonomous by executing a mission along pre-defined waypoints. This analysis
will focus solely on the "fully autonomous" option.
∙ This analysis will assume that the UAS can likely handle many, if not all, failures
and faults on-board with a human-in-the-loop, through a pre-programmed RTB
command. This analysis will further assume that this is the preferred
implementation for complex maneuvers to optimize mission execution and regain
optimal operational capabilities.
∙ Although this aircraft can operate both day and night in the most extreme
conditions, it generally operates in areas where no other aircraft is operating,
based on operational checks in advance of the mission. As such, the
Environmental Variation for machine-executed tasks will be assumed to be "1".
∙ As detailed in the description, the ScanEagle uses a launch system that is set
up by humans and launches the aircraft via a catapulting system, skipping the
need for a lift-state transition by launching the vehicle straight into a cruise
attitude. Similarly, the aircraft is recovered using a "sky hook" system, which
catches the aircraft as it glides towards the recovery system, skipping the need
for the aircraft to perform controlled landings or have landing gear on-board.
As such, the aircraft does not perform a taxi, takeoff, lift-state transition, or
landing process to execute its mission. BCs that center around such tasks will
be assigned an Authority score of "0" and Environmental Score of "0" as they
are outside of the capabilities of the aircraft.
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6.2.2.2

ScanEagle Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.2.2.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the ScanEagle example
can be found in Table 6.43.
Table 6.43: ScanEagle Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
2
Perform Controlled Taxi
0
Perform Controlled Takeoff
0
Perform Controlled Lift-State
0
Transition
Perform Controlled Landing
0
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

1
1
0

Uncertainty
Score
2
0
1

2

0

1

2
2

0
1

1
3
1

Env.
Var.

As described in the assumptions, BCs that were not applicable to the system,
such as performing a controlled taxi, takeoff, lift-state transition, or landing, were
given an Authority score of zero as a human has full execution authority over an
equivalent task with no input from the machine. As these are human-executed tasks,
the Implementation Complexity score provided represents the minimum acceptable
complexity if the BC was performed by a machine. Finally, for these BCs, the
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Environmental Variation was set to zero as the human is performing these equivalent
tasks in a controlled environment of their choosing.
Overall, the ScanEagle has an Aviate Category Operational Uncertainty Score of
"1", meaning that the implementation and execution of Aviate BCs by ScanEagle
hold a nominal level of Operational Uncertainty.
6.2.2.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the ScanEagle example
can be found in Table 6.44.
Table 6.44: ScanEagle Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
1
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
2
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
3

2

0

1

2

0

1

2

0

1

2

1

2
1

Env.
Var.

This example is able to autonomously navigate a 4D trajectory when waypoints
are provided, though the human is able to intervene on exception. As such, the
Authority score for that BC is set to level "3". Given that the ScanEagle system
is operated in areas where the operator can ensure little to no traffic is operating in
the same airspace, many tasks that involve air traffic, including managing entry/exit
and performing interval management, are either handled with the human- in-the-loop
or human execution authority with machine suggested action. To perform interval
management, the PIC Authority is assumed to be human-in-the-loop and the BC is
provided an Authority score of "2". The other Navigate BCs that require higher-level
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input and decision-making, such as managing entry/exit with traffic and generating
routes, are provided the Authority score of "1" as they are assumed to be executed
by the human with machine suggestion. In this example, a human pre-programs
the aircraft with a route and is the sole executor of any flight path generation task,
although the human may use machine suggestion to generate the route. Once again,
the human executed tasks receive an Implementation Complexity score that relates
to the minimum acceptable complexity for that BC. Additionally, all human executed
tasks receive an Environmental Variation score of "0".
Overall, the example ScanEagle has a Navigate Category Operational Uncertainty
Score of "1", meaning that the implementation and execution of Navigate BCs by
ScanEagle hold a nominal level of Operational Uncertainty.
6.2.2.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the ScanEagle example can be found in Table
6.45.
Table 6.45: ScanEagle Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
1
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

0

1

3

0

1

2

1

4
1

The ScanEagle is assumed to not communicate with other aircraft or airspace
control authority. The PIC handles all such communication, though may accept
some machine suggestions for communicating with nearby aircraft. As such these
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BCs receive Authority scores of "0" and "1", depending on the amount of machine
suggestion. Once again, the Implementation Complexity scores for these tasks is based
on the minimum acceptable complexity if the task were executed by a machine.
Overall, the example ScanEagle has a Communicate Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of
Communicate BCs by ScanEagle hold a nominal level of Operational Uncertainty.
6.2.2.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the ScanEagle example can be found in Table
6.46.
Table 6.46: ScanEagle Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

2

1

3

3

2

1

3

2

2

1

2

1

3

0

1

1

2

0

1

2

2

1

2

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

2

As described in the assumptions, this example has no ability to interact with
other obstacles and simply follows the pre-defined waypoint path that has been
cleared to have no other aircraft or obstacles in the path of the aircraft.

The

aircraft is only using sensors to maintain the flight path, remain in its intended
operational environment, and for basic reconnaissance, but does not have object
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classification on-board. However, there may be some sensing on-board for basic
obstacle detection and may provide the PIC with some suggested actions based on the
sensing capabilities. Given that level of authority, these have been given an Authority
score of "1" and an Environmental Variation score of "0". As with previous categories,
the Implementation Complexity for each BC was based on the minimum allowable
complexity that would be required to implement each BC in a machine-execution
authority state.
Overall, the example ScanEagle has an Avoid Category Operational Uncertainty
Score of "2", meaning that the implementation and execution of Avoid BCs by
ScanEagle hold a low level of Operational Uncertainty.
6.2.2.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the ScanEagle example can be found in Table
6.47.
As described in the assumptions, this example handles many failures or faults
through a simple contingency management system that is implemented through a
rule-based control loop. As such, nearly all of the BCs in the Manage Category hold
an Implementation Complexity level of "2". With this lower complexity, nearly all
these BCs are executed with a human-on-the-loop who can intervene on exception, or
an Authority score of "3". For mission-level actions, such as the decision to take-off
or land, these BCs are still done by the human but with no machine suggestion,
given the manual nature of the launch and recovery system, and therefore receive an
Authority score of "0".
Overall, the example ScanEagle has a Manage Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Manage BCs by
ScanEagle hold a medium level of Operational Uncertainty.
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Table 6.47: ScanEagle Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
0
Make Landing Decision
0
Identify
Alternate
Landing
0
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score

6.2.2.2.6

Imp.
Complexity
2
2

0
0

Uncertainty
Score
1
1

2

0

1

2

1

3

2

1

4

2

1

3

2

1

3

2

1

3

2

1

3

2

1

3

2

1

3

1

1

1

2

0

1

2

1

3

4

0

1

Env.
Var.

3

ScanEagle Example System-Level Operational Uncertainty
Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
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Uncertainty Scores can be found in Table 6.48.
Table 6.48: ScanEagle - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
1
1
1
2
3
2

Overall, the ScanEagle example system has an Operational Uncertainty of "2",
meaning that the implementation and execution of the whole ScanEagle system holds
a low level of Operational Uncertainty.

6.2.3

UPS Flight Forward Example

6.2.3.1

UPS Flight Forward Description and Assumptions

The next example we will consider is the UPS Flight Forward CONOPS, a R&D
program currently in progress that hopes to be able to deliver small packages, such as
medical deliveries, using a UAS platform. UPS was the first company to obtain the
FAA’s Part 135 Standard certification. To build the assumptions listed below, the
current FAA Part 107 waivers pertaining to UPS Flight Forward’s operations were
used [35] [36].
To provide full context for the analysis, the following assumptions will be made:
∙ The UAS is able to operate Beyond Visual Line-of-Sight (BVLOS), utilizing
Visual Observers (VOs) along the route.
∙ The system requires a remote PIC and utilizes one or more VOs to "detect and
track all air traffic and hazards".
∙ If the remote PIC loses communication with the aircraft, the UAS must follow
a predetermined route to either reestablish the C2 link or immediately recover
167

or land at a pre-designated location. Furthermore, operations must cease if, at
any time, the GPS signal is lost or location information is degraded.
∙ All launch and recovery areas must be pre-designated, controlled, and monitored
during operations
∙ This analysis will assume that the UAS can likely handle many, if not all, failures
and faults on-board with a human-in-the-loop, through a pre-programmed RTB
command. This analysis will further assume that this is the preferred
implementation for complex maneuvers to optimize mission execution and regain
optimal operational capabilities.
∙ The aircraft is limited to operate when wind speeds do not exceed 15 MPH.
Additionally, the system is limited to the location and flight route described
in its waiver application. As such, the analysis will assume an Environmental
Variation score of "1" for all machine-executed tasks.
6.2.3.2

UPS Flight Forward Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.2.3.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the UPS Flight
Forward example can be found in Table 6.49.
For all Aviate BCs that are able to be executed with a highly prescribed sequence of
controls, which is true for all but "Manage Direction of Flight", this analysis assumed
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Table 6.49: UPS Flight Forward Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
2
Perform Controlled Taxi
3
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

1
0
0

Uncertainty
Score
2
2
2

2

0

2

2
2

0
1

2
3
2

Env.
Var.

that the UPS Flight Forward system will execute such tasks with a human-on-the-loop
and the minimum acceptable Implementation Complexity. As such, these BCs are
scored with an Authority level of "3" and Implementation Complexity level of "2".
Additionally, the UPS Flight Forward system only takes off and lands at pre-approved,
controlled locations that are actively monitored. As such, the environmental variation
for these tasks is brought down to a "0" due to the additional safety controls that are
present in the CONOPS.
Overall, the UPS Flight Forward has an Aviate Category Operational Uncertainty
Score of "2", meaning that the implementation and execution of Aviate BCs by UPS
Flight Forward hold a low level of Operational Uncertainty.
6.2.3.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Navigate Category for the UPS Flight
Forward example can be found in Table 6.50.
This example is able to autonomously navigate a 4D trajectory when waypoints
are provided, though a human is able to intervene on exception.

As such, the

Authority score for that BC is set to level "3". Given that the UPS Flight Forward
system is operated in areas where VOs are positioned to aid in traffic detection and
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Table 6.50: UPS Flight Forward Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
2
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
2
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
3

2

1

2

2

0

1

2

0

1

2

1

2
1.5

Env.
Var.

management, many tasks that involve air traffic, including managing entry/exit and
performing interval management, are handled with the human-in-the-loop and are
provided an Authority score of "2". The other Navigate BCs with mission-level
execution tasks, such as generating routes, are provided the Authority score of "1"
as they are assumed to be executed by the human with machine suggestion. In this
example, a human pre-programs the aircraft with a route and is the sole executor of
any flight path generation task, although the human may use machine suggestion to
generate the route. Once again, the human executed tasks receive an Implementation
Complexity score that relates to the minimum acceptable complexity for that BC.
Additionally, all human executed tasks receive an Environmental Variation score of
"0".
To assign the Category Operational Uncertainty Score, the modes of the BC scores
are considered. However, in this example, the result is multi-modal and, as such,
the median of the modes is assigned. As such, the example UPS Flight Forward
has a Navigate Category Operational Uncertainty Score of "1.5", meaning that the
implementation and execution of Navigate BCs by UPS Flight Forward hold a nominal
to low level of Operational Uncertainty.
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6.2.3.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the UPS Flight Forward example can be found
in Table 6.51.
Table 6.51: UPS Flight Forward Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
1
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

0

1

3

0

1

2

1

4
1

The UPS Flight Forward system is assumed to not communicate with other
aircraft or airspace control authority. The PIC handles all such communication,
though may accept some machine suggestions for communicating with nearby aircraft.
As such these BCs receive Authority scores of "0" and "1", depending on the amount
of machine suggestion. Once again, the Implementation Complexity scores for these
tasks is based on the minimum acceptable complexity if the task were executed by a
machine.
Overall, the example UPS Flight Forward has a Communicate Category
Operational Uncertainty Score of "1", meaning that the implementation and
execution of Communicate BCs by UPS Flight Forward hold a nominal level of
Operational Uncertainty.
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6.2.3.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the UPS Flight Forward example can be found
in Table 6.52.
Table 6.52: UPS Flight Forward Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

2

1

3

3

2

1

3

3

2

1

3

2

3

1

3

2

2

1

2

3

2

1

3

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

3

The PIC would have human-on-the-loop authority for all Avoid tasks that do
not require other airborne obstacles and, as such, the corresponding BCs receive
an Authority score of "3". All of these BCs are executed on-board the aircraft and,
therefore, are assigned the Environmental Variation score of "1". For BCs that include
other airborne objects, the use of VOs and the remote PIC allow the system to
execute these tasks with a human-in-the-loop, or an Authority score of "2". The tasks
would be executed with the minimum allowable complexity required for executing that
particular BC and are scored accordingly.
Overall, the example UPS Flight Forward has an Avoid Category Operational
Uncertainty Score of "3", meaning that the implementation and execution of Avoid
BCs by UPS Flight Forward hold a medium level of Operational Uncertainty.
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6.2.3.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the UPS Flight Forward example can be found
in Table 6.53.
Table 6.53: UPS Flight Forward Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
2
Identify
Alternate
Landing
2
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score
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Imp.
Complexity
2
2

0
1

Uncertainty
Score
1
2

2

1

2

2

1

3

2

1

4

2

1

3

2

1

3

2

1

3

2

1

3

2

1

3

2

1

3

1

1

1

2

0

1

2

1

3

4

0

1

Env.
Var.

3

As described in the assumptions, this example handles many failures or faults
through a simple contingency management system that is implemented through a
rule-based control loop. As such, nearly all of the BCs in the Manage Category hold an
Implementation Complexity score of "2". With this lower complexity, nearly all these
BCs are executed with a human-on-the-loop who can intervene on exception, or an
Authority score of "3". In this system, the machine works with the humans involved,
both the PIC and VOs, to execute appropriate landings, including identifying alternate
landing locations, and therefore these tasks receive an Authority score of "2", or
human-in-the-loop.
Overall, the example UPS Flight Forward has a Manage Category Operational
Uncertainty Score of "3", meaning that the implementation and execution of Manage
BCs by UPS Flight Forward hold a medium level of Operational Uncertainty.
6.2.3.2.6

UPS Flight Forward Example System-Level Operational
Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.54.
Table 6.54: UPS Flight Forward - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
2
1.5
1
3
3
2

Overall, the UPS Flight Forward example system has an Operational Uncertainty
of "2", meaning that the implementation and execution of the whole UPS Flight
Forward system hold a low level of Operational Uncertainty.
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6.2.4

Alphabet Project Wing Example

6.2.4.1

Project Wing Description and Assumptions

The next example we will consider is the Project Wing CONOPS, a R&D program
currently in progress that also hopes to be able to deliver small packages, such as
food deliveries, using a UAS platform. The program is part of Alphabet, Google’s
parent company, and was born out of the "X Moonshoot Division". To build the
assumptions listed below, the current FAA Part 107 waivers pertaining to Project
Wing’s operations were used. [37]
To provide full context for the analysis, the following assumptions will be made:
∙ The UAS is able to operate BVLOS.
∙ The system generally requires a remote PIC but only to intervene on exception,
or an authority level of human-on-the-loop, including for interactions with other
airborne obstacles.
∙ If the remote PIC loses communication with the aircraft, the UAS must follow
a predetermined route to either reestablish the C2 link or immediately recover
or land at a pre-designated location. Furthermore, operations must cease if, at
any time, the GPS signal is lost or location information is degraded.
∙ All launch and recovery areas must be pre-designated, controlled, and monitored
during operations
∙ This analysis will assume that the UAS can likely handle many, if not all, failures
and faults on-board with a human-in-the-loop, through a pre-programmed RTB
command. This analysis will further assume that this is the preferred
implementation for complex maneuvers to optimize mission execution and regain
optimal operational capabilities.
∙ The aircraft is limited to to the location and flight route described in its waiver
application. As such, the analysis will assume an Environmental Variation score
of "1" for all system-executed tasks.
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6.2.4.2

Project Wing Automated Systems Framework
Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.2.4.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the Project Wing
example can be found in Table 6.55.
Table 6.55: Project Wing Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
3
Perform Controlled Taxi
0
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

1
0
0

Uncertainty
Score
3
1
2

2

0

2

2
2

0
1

2
3
2

Env.
Var.

Nearly all Aviate tasks are able to be executed with the human-on-the-loop and, as
such, many of these BCs are scored with an Authority score of "3". The one exception
in this case is the task to "Perform Controlled Taxi". Given the model of the Wing
aircraft, the aircraft does not seem to have the capability to taxi but, instead, is
set-up by a human operator on a landing area before mission execution. As such, the
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Authority score for that BC is set to "0" or full human execution. For Implementation
Complexity, the minimum allowable complexity for successfully executing such a task
on a machine system is assumed. In the case of these Aviate tasks, these can be
executed using rule-based control loops, receiving an Implementation Complexity
score of "2". Additionally, the Project Wing system only takes off and lands at
pre-approved, controlled locations that are actively monitored. As such, the
Environmental Variation score for these tasks is brought down to a "0" due to the
additional safety controls that are present in the CONOPS.
Overall, the Project Wing example has an Aviate Category Operational
Uncertainty Score of "2", meaning that the implementation and execution of Aviate
BCs by Project Wing hold a low level of Operational Uncertainty.
6.2.4.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Navigate Category for the Project Wing
example can be found in Table 6.56.
Table 6.56: Project Wing Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
3
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
3
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
3

3

1

5

2

0

1

2

0

1

3

1

5
3

Env.
Var.

The Project Wing example is able to do many in-flight Navigate tasks with
the PIC able to intervene on exception, or an Authority score of "3". The other
Navigate BCs with mission-level execution tasks, such as generating routes, are
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provided the Authority score of "1" as they are assumed to be executed by the
human with machine suggestion. In this example, a human pre-programs the aircraft
with a route and is the sole executor of any flight path generation task, although
the human may use machine suggestion to generate the route. Once again, the
human executed tasks receive an Implementation Complexity score that relates to
the minimum acceptable complexity for that BC. Additionally, all human executed
tasks receive an Environmental Variation score of "0".
To assign the Category Operational Uncertainty Score, the modes of the BC scores
are considered. However, in this example, the result is multi-modal and, as such, the
median of the modes is assigned. As such, the Project Wing example has a Navigate
Category Operational Uncertainty Score of "3", meaning that the implementation
and execution of Navigate BCs by Project Wing hold a medium level of Operational
Uncertainty.
6.2.4.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Project Wing example can be found in
Table 6.57.
Table 6.57: Project Wing Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
3
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

1

3

3

0

1

2

1

4
1

The Project Wing example is assumed to communicate with nearby cooperative
178

aircraft, likely through an implementation of on-board the aircraft. However, for
more complex communication that may require Natural Language Processing (NLP),
such as communicating with airspace control authority or nearby non-cooperative
aircraft, the human is assumed to execute the task, though sometimes with machine
suggestion. As such these BCs receive Authority scores of "0" and "1", depending
on the amount of machine suggestion. Once again, the Implementation Complexity
scores for these tasks is based on the minimum acceptable complexity if the task were
executed by a machine.
Overall, the example Project Wing has a Communicate Category Operational
Uncertainty Score of "1", meaning that the implementation and execution of
Communicate BCs by Project Wing hold a nominal level of Operational Uncertainty.
6.2.4.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Project Wing example can be found in Table
6.58.
Table 6.58: Project Wing Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

2

1

3

3

2

1

3

3

2

1

3

3

3

1

5

3

2

1

3

3

2

1

3

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score
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3

In the Project Wing example, the PIC would have human-on-the-loop Authority
for all Avoid tasks and, as such, all Avoid BCs receives an Authority score of "3". All of
these BCs are executed on-board the aircraft and, therefore, hold an Environmental
Variation score of "1". The tasks would be executed with the minimum allowable
complexity required for executing that particular BC and are scored accordingly.
Overall, the example Project Wing has an Avoid Category Operational
Uncertainty Score of "3", meaning that the implementation and execution of Avoid
BCs by Project Wing hold a medium level of Operational Uncertainty.
6.2.4.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Project Wing example can be found in Table
6.59.
As described in the assumptions, this example handles many failures or faults
through a simple contingency management system that is implemented through a
rule-based control loop. As such, nearly all of the BCs in the Manage Category hold
an Implementation Complexity level of "2". With this lower complexity, nearly all
these BCs are executed with a human-on-the-loop who can intervene on exception, or
an Authority score of "3". In this system, the machine works with the PIC to execute
appropriate landings, including identifying alternate landing locations, and therefore
these tasks receive an Authority score of "2", or human-in-the-loop.
Overall, the example Project Wing has a Manage Category Operational
Uncertainty Score of "3", meaning that the implementation and execution of Manage
BCs by Project Wing hold a medium level of Operational Uncertainty.
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Table 6.59: Project Wing Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
2
Identify
Alternate
Landing
2
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
4
Communication
Failures
or
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score
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Imp.
Complexity
2
2

0
1

Uncertainty
Score
1
2

2

1

2

2

1

3

2

1

4

2

1

3

2

1

3

2

1

3

2

1

3

2

1

3

2

1

3

1

1

1

2

0

1

2

1

3

4

0

1

Env.
Var.

3

6.2.4.2.6

Project Wing Example System-Level Operational Uncertainty
Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.60.
Table 6.60: Project Wing - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
2
3
1
3
3
2

Overall, the Project Wing example system has an Operational Uncertainty of "2",
meaning that the implementation and execution of the whole Project Wing system
hold a low level of Operational Uncertainty.

6.2.5

Amazon Prime Air Example

6.2.5.1

Amazon Prime Air Description and Assumptions

The next example we will consider is the Prime Air CONOPS, a R&D program
currently in progress that also hopes to be able to deliver small packages, such as
Amazon packages, in 30 minutes or less using a UAS platform. The program is part
of Amazon, which aims to scale the program to accompany their pre-existing last-mile
delivery systems. To build the assumptions listed below, the Amazon letter to the
FAA as part of their Part 107 waiver application was used. [38]
To provide full context for the analysis, the following assumptions will be made:
∙ The UAS is able to operate BVLOS.
∙ The system generally requires a remote PIC but only to intervene on exception,
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or an authority level of human-on-the-loop, including for interactions with other
airborne obstacles.
∙ If the remote PIC loses communication with the aircraft, the UAS must follow
a predetermined route to either reestablish the C2 link or immediately recover
or land at a pre-designated location. The automated landing is able to detect
and avoid other aircarft and objects.
∙ The system has a backup means of navigation to enable a safe landing in the
event of a degraded GNSS environment.
∙ All launch and recovery areas must be pre-designated and monitored during
operations
∙ This analysis will assume that the UAS can likely handle many, if not all,
failures and faults on-board with a human-in-the-loop, through a preprogrammed RTB or alternate location landing command, depending on the
fault. This analysis will further assume that this is the preferred implementation
for complex maneuvers to optimize mission execution and regain optimal
operational capabilities.
∙ Many tasks are performed autonomously with a human-on-the-loop, including
takeoff, lift-state transition, avoid flying objects, searching for alternative
landing locations, and making the landing decision. Additionally, the aircraft
can autonomously maintain separation from other aircraft through onboard
sensors but the Prime Air operations have the option to utilize VOs for additional
safety.
∙ The system includes on-board DAA capabilities as well as on-board Unmanned
Traffic Management (UTM) system that incorporates ADS-B traffic, local ATC
feeds, and communications with local airspace control authorities.
∙ The on-board DAA capabilities "demonstrate the equivalent means of
performing the DAA functions that would otherwise be the responsibility of an
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on-board pilot"
∙ A human PIC is required to authorize a launch.
∙ The aircraft is limited to operation in daytime and fair weather conditions as
well as the location described in its waiver application. As such, the analysis
will assume an Environmental Variation score of "1" for all machine-executed
tasks.
6.2.5.2

Prime Air Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BCs for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.2.5.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the Prime Air example
can be found in Table 6.61.
Nearly all Aviate tasks are able to be executed with the human-on-the-loop and,
as such, many of these BCs are scored with an Authority score of "3". The one
exception in this case is the task to "Perform Controlled Taxi". Given the model of
the Prime Air aircraft, the aircraft does not seem to have the capability to taxi but,
instead, is set-up by a human operator on a landing area before mission execution.
As such, the Authority score for that BC is set to "0" or full human execution.
For Implementation Complexity, the assumptions state the aircraft is able to exhibit
DAA functionality that is equivalent to the level of an on-board pilot. As such, the
scoring of Implementation Complexity is in-line with what would be the minimum
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Table 6.61: Prime Air Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
3
Perform Controlled Taxi
0
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
3
2
2

1
0
1

Uncertainty
Score
5
1
3

2

1

3

2
2

1
1

3
3
3

Env.
Var.

complexity level required to achieve a level comparable to human capabilities with a
machine platform.
Overall, the Prime Air example has an Aviate Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Aviate BCs by Prime
Air hold a medium level of Operational Uncertainty.
6.2.5.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Navigate Category for the Prime Air example
can be found in Table 6.62.
The Prime Air example is able to do many in-flight Navigate tasks with the PIC
able to intervene on exception, or an Authority score of "3". The other Navigate
BCs with mission-level execution tasks, such as generating routes, are provided the
Authority score of "1" as they are assumed to be executed by the human with machine
suggestion. In this example, a human pre-programs the aircraft with a route and is the
sole executor of any flight path generation task, although the human may use machine
suggestion to generate the route. Once again, the human executed tasks receive an
Implementation Complexity score that relates to the minimum acceptable complexity
for that BC. Additionally, all human executed tasks receive an Environmental
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Table 6.62: Prime Air Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
3
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
3
Navigate Category Score

Imp.
Complexity
2

1

Uncertainty
Score
3

3

1

5

2

0

1

2

0

1

3

1

5
3

Env.
Var.

Variation score of "0".
Overall, the Prime Air example has a Navigate Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Navigate BCs by
Prime Air hold a medium level of Operational Uncertainty.
6.2.5.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Prime Air example can be found in Table
6.63.
The Prime Air example is assumed to communicate with nearby cooperative
aircraft through an on-board solution that compiles ADS-B signals as well as UTM
updates. Additionally, the Prime Air vehicle specifically offers a solution for
communicating with the Airspace Control Authority. However, for more complex
communication that may require NLP on-board the aircraft, such as communicating
with nearby non-cooperative aircraft, the human is assumed to execute the task,
though sometimes with machine suggestion. As such this BC receives an Authority
score of "1". The Implementation Complexity scores for these tasks is based on the
minimum acceptable complexity if the task were executed by a machine.
To assign the Category Operational Uncertainty Score, the modes of the BC scores
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Table 6.63: Prime Air Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
3
Control Authority
Communicate
with
Nearby
3
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

1

5

2

1

3

3

0

1

2

1

4
3.5

are considered. However, in this example, the result is multi-modal and, as such, the
median of the modes is assigned. As such, the example Prime Air has a Communicate
Category Operational Uncertainty Score of "3.5", meaning that the implementation
and execution of Communicate BCs by Prime Air hold a medium to high level of
Operational Uncertainty.
6.2.5.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Prime Air example can be found in Table
6.64.
In the Prime Air example, the PIC would have human-on-the-loop authority for
all Avoid tasks and, as such, all Avoid BCs receive an Authority score of "3". All of
these BCs are executed on-board the aircraft and, therefore, hold the Environmental
Variation of "1". The tasks would be executed with the appropriate complexity
required for executing that particular BC and are scored accordingly.
Overall, the example Prime Air has an Avoid Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Avoid BCs by Prime
Air hold a medium level of Operational Uncertainty.
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Table 6.64: Prime Air Example - Avoid BC Analysis

Behavioral Competency

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

6.2.5.2.5

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

2

1

3

3

2

1

3

3

2

1

3

3

3

1

5

3

2

1

3

3

2

1

3

Authority

Score

3

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the Prime Air example can be found in Table
6.65.
As described in the assumptions, this example handles many failures or faults
through a simple contingency management system that is implemented through a
rule-based control loop. As such, nearly all of the BCs in the Manage Category hold
an Implementation Complexity level of "2". With this lower complexity, nearly all
these BCs are executed with a human-on-the-loop who can intervene on exception,
or an Authority score of "3". In this system, however, the UAS is able to make a
landing decision, as well as identify alternate landing locations, autonomously, though
with the human-on-the-loop to intervene on exception. As such, these BCs receive an
Authority score of "3". Additionally, the system has additional complexity to handle
both localization and navigation failures or faults. As such, these BCs have a higher
Implementation Complexity score of "3", as some non-deterministic algorithms could
potentially be utilized.
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Table 6.65: Prime Air Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
3
Identify
Alternate
Landing
3
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score

Imp.
Complexity
2
3

0
1

Uncertainty
Score
1
5

3

1

5

3

1

5

2

1

4

2

1

3

2

1

3

3

1

5

2

1

3

2

1

3

2

1

3

1

1

1

2

0

1

2

1

3

4

0

1

Env.
Var.

3

Overall, the example Prime Air has a Manage Category Operational Uncertainty
Score of "3", meaning that the implementation and execution of Manage BCs by
Prime Air hold a medium level of Operational Uncertainty.
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6.2.5.2.6

Prime Air Example System-Level Operational Uncertainty
Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.66.
Table 6.66: Prime Air - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
3
3
3.5
3
3
3

Overall, the Prime Air example system has an Operational Uncertainty of "3",
meaning that the implementation and execution of the whole Prime Air system hold
a medium level of Operational Uncertainty.

6.2.6

Alphabet Project Wing - Imagined Future Example

6.2.6.1

Alphabet Project Wing - Imagined Future Description and
Assumptions

For the next example we return to the Project Wing example described in a previous
section but with additional imagined capabilities. For this example, we will consider
the same general capabilities of the Project Wing example analyzed earlier but with
the additional ability to handle any environment and not be restricted in its location
of flight path. Although this system is not in existence today, many companies are
striving to work towards a future where they can achieve scale and, as such, will likely
look to operate in any environments. As such, although this is an imagined example,
it is certainly one that is likely to one day be in existence.
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6.2.6.2

Future Project Wing Automated Systems Framework Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these BC for each Category
are evaluated across the three axes of Authority, Implementation Complexity, and
Environmental Variation, and provided an Uncertainty Score. Next, the Category as
a whole is then assigned a Category Operational Uncertainty Score based on the mode
of the Category’s BC Operational Uncertainty Scores. Again, the full description of
each BC can be found in Appendix A.1.
6.2.6.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of BC. The results of the analysis,
the Operational Uncertainty Scores, for the Aviate Category for the future Project
Wing example can be found in Table 6.67.
Table 6.67: Future Project Wing Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
3
Perform Controlled Taxi
0
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
2
2
2

2
0
2

Uncertainty
Score
5
1
5

2

2

5

2
2

2
2

5
5
5

Env.
Var.

All the assumptions that contributed to the analysis of the original Project Wing
Analysis apply here with the difference of an Environmental Variation score of "2",
given that the UAS is unrestricted in its operational environment, based on the
assumptions.
Overall, the future Project Wing example has an Aviate Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Aviate
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BCs by the future Project Wing example hold an extremely high level of Operational
Uncertainty.
6.2.6.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Navigate Category for the future Project
Wing example can be found in Table 6.68.
Table 6.68: Future Project Wing Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
3
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
3
Navigate Category Score

Imp.
Complexity
2

2

Uncertainty
Score
5

3

2

5

2

0

1

2

0

1

3

2

5
5

Env.
Var.

Once again, all the assumptions that contributed to the analysis of the original
Project Wing Analysis apply here with the difference of an Environmental Variation
score of "2", given that the UAS is unrestricted in its operational environment, based
on the assumptions.
Overall, the future Project Wing example has a Navigate Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Navigate
BCs by the future Project Wing example hold an extremely high level of Operational
Uncertainty.
6.2.6.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the future Project Wing example can be found
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in Table 6.69.
Table 6.69: Future Project Wing Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
0
Control Authority
Communicate
with
Nearby
3
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

0

1

2

2

5

3

0

1

2

2

4
1

Once again, all the assumptions that contributed to the analysis of the original
Project Wing Analysis apply here with the difference of an Environmental Variation
score of "2", given that the UAS is unrestricted in its operational environment, based
on the assumptions.
Overall, the example future Project Wing has a Communicate Category
Operational Uncertainty Score of "1", meaning that the implementation and
execution of Communicate BCs by the future Project Wing example hold a nominal
level of Operational Uncertainty.
6.2.6.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the future Project Wing example can be found
in Table 6.70.
Once again, all the assumptions that contributed to the analysis of the original
Project Wing Analysis apply here with the difference of an Environmental Variation
score of "2", given that the UAS is unrestricted in its operational environment, based
on the assumptions.
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Table 6.70: Future Project Wing Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

2

2

5

3

2

2

5

3

2

2

5

3

3

2

5

3

2

2

5

3

2

2

5

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

5

Overall, the example future Project Wing has an Avoid Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Avoid
BCs by the future Project Wing example hold an extremely high level of Operational
Uncertainty.
6.2.6.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the future Project Wing example can be found
in Table 6.71.
Once again, all the assumptions that contributed to the analysis of the original
Project Wing Analysis apply here with the difference of an Environmental Variation
score of "2", given that the UAS is unrestricted in its operational environment, based
on the assumptions.
Overall, the example future Project Wing has a Manage Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Manage
BCs by the future Project Wing example hold an extremely high level of Operational
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Table 6.71: Future Project Wing Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
2
Identify
Alternate
Landing
2
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score
Uncertainty.
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Imp.
Complexity
2
2

0
2

Uncertainty
Score
1
3

2

2

3

2

2

5

2

2

4

2

2

5

2

2

5

2

2

5

2

2

5

2

2

5

2

2

5

1

2

1

2

0

1

2

2

5

4

0

1

Env.
Var.

5

6.2.6.2.6

Future Project Wing Example System-Level Operational
Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.72.
Table 6.72: Future Project Wing - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
5
5
1
5
5
4

Overall, the future Project Wing example system has an Operational Uncertainty
of "4", meaning that the implementation and execution of the whole future Project
Wing system hold a high level of Operational Uncertainty.

6.2.7

Amazon Prime Air - Imagined Future Example

6.2.7.1

Amazon Prime Air - Imagined Future Description and
Assumptions

For the final example we return to the Amazon Prime Air example described in a
previous section but with additional imagined capabilities. For this example, we
will consider the same general capabilities of the Prime Air example analyzed earlier
but with the additional ability to handle any environment and not be restricted in
its location of flight path. Although this system is not in existence today, many
companies are striving to work towards a future where they can achieve scale and,
as such, will likely look to operate in any environments. As such, although this is an
imagined example, it is certainly one that is likely to one day be in existence.
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6.2.7.2

Future Prime Air Automated Systems Framework
Analysis

Given the assumptions and description, we can provide an analysis of the CONOPS
and provide Operational Uncertainty scores. Each of these Behavioral Competencies
(BCs) for each Category are evaluated across the three axes of Authority,
Implementation Complexity, and Environmental Variation, and provided an
Uncertainty Score. Next, the Category as a whole is then assigned a Category
Operational Uncertainty Score based on the mode of the Category’s BC Operational
Uncertainty Scores. Again, the full description of each BC can be found in Appendix
A.1.
6.2.7.2.1

Aviate Tasks

The analysis begins with the "Aviate" Category of Behavioral Competencies (BCs).
The results of the analysis, the Operational Uncertainty Scores, for the Aviate
Category for the future Prime Air example can be found in Table 6.73.
Table 6.73: Future Prime Air Example - Aviate BC Analysis

Behavioral Competency

Authority

Manage Direction of Flight
3
Perform Controlled Taxi
0
Perform Controlled Takeoff
3
Perform Controlled Lift-State
3
Transition
Perform Controlled Landing
3
Maintain Flight Envelope
3
Aviate Category Score

Imp.
Complexity
3
2
2

2
0
2

Uncertainty
Score
5
1
5

2

2

5

2
2

2
2

5
5
5

Env.
Var.

All the assumptions that contributed to the analysis of the original Prime Air
Analysis apply here with the difference of an Environmental Variation score of "2",
given that the UAS is unrestricted in its operational environment, based on the
assumptions.
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Overall, the future Prime Air example has an Aviate Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Aviate
BCs by the future Prime Air example hold an extremely high level of Operational
Uncertainty.
6.2.7.2.2

Navigate Tasks

The next category is the "Navigate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the Navigate Category for the future Prime
Air example can be found in Table 6.74.
Table 6.74: Future Prime Air Example - Navigate BC Analysis

Behavioral Competency

Authority

Navigate a 4D Trajectory
3
Manage Entry/Exit with Local
3
Traffic Flow
Generate and Maintain Route that
1
Abides by Airspace Restrictions
Generate In-Flight Re-Route
1
Upon Request
Perform Interval Management
3
Navigate Category Score

Imp.
Complexity
2

2

Uncertainty
Score
5

3

2

5

2

0

1

2

0

1

3

2

5
5

Env.
Var.

Once again, all the assumptions that contributed to the analysis of the original
Prime Air Analysis apply here with the difference of an Environmental Variation score
of "2", given that the UAS is unrestricted in its operational environment, based on
the assumptions.
Overall, the future Prime Air example has a Navigate Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Navigate
BCs by the future Prime Air example hold an extremely high level of Operational
Uncertainty.
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6.2.7.2.3

Communicate Tasks

The next category is the "Communicate" Category of BCs. The results of the analysis,
the Operational Uncertainty Scores, for the future Prime Air example can be found
in Table 6.75.
Table 6.75: Future Prime Air Example - Communicate BC Analysis

Behavioral Competency

Authority

Imp.
Complexity

Communicate
with
Airspace
3
Control Authority
Communicate
with
Nearby
3
Cooperative Aircraft
Communicate
with
Nearby
1
Non-Cooperative Aircraft
Communicate
with
Ownship
4
Pilot-in-Command
Communicate Category Score

Env.
Var.

Uncertainty
Score

3

2

5

2

2

5

3

0

1

2

2

4
5

Once again, all the assumptions that contributed to the analysis of the original
Prime Air Analysis apply here with the difference of an Environmental Variation score
of "2", given that the UAS is unrestricted in its operational environment, based on
the assumptions.
Overall, the example future Prime Air has a Communicate Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of
Communicate BCs by the future Prime Air example hold an extremely high level of
Operational Uncertainty.
6.2.7.2.4

Avoid Tasks

The next category is the "Avoid" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the future Prime Air example can be found in
Table 6.76.
Once again, all the assumptions that contributed to the analysis of the original
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Table 6.76: Future Prime Air Example - Avoid BC Analysis

Behavioral Competency

Imp.
Complexity

Env.
Var.

Uncertainty
Score

3

2

2

5

3

2

2

5

3

2

2

5

3

3

2

5

3

2

2

5

3

2

2

5

Authority

Detect and Respond to Airspace
Restrictions
Detect and Respond to Surface
Restrictions
Detect
and
Respond
to
Ground-Fixed Obstacles
Detect and Respond to Airborne
Obstacles
Detect
and
Respond
to
Right-of-Way Rules
Detect and Respond to Unsafe
Weather Conditions
Avoid Category

Score

5

Prime Air Analysis apply here with the difference of an Environmental Variation score
of "2", given that the UAS is unrestricted in its operational environment, based on
the assumptions.
Overall, the example future Prime Air has an Avoid Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Avoid
BC by the future Prime Air example hold an extremely high level of Operational
Uncertainty.
6.2.7.2.5

Manage Tasks

The next category is the "Manage" Category of BCs. The results of the analysis, the
Operational Uncertainty Scores, for the future Prime Air example can be found in
Table 6.77.
Once again, all the assumptions that contributed to the analysis of the original
Prime Air Analysis apply here with the difference of an Environmental Variation score
of "2", given that the UAS is unrestricted in its operational environment, based on
the assumptions.
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Table 6.77: Future Prime Air Example - Manage BC Analysis

Behavioral Competency

Authority

Make Takeoff Decision
1
Make Landing Decision
3
Identify
Alternate
Landing
3
Location
Detect
and
Respond
to
3
Localization Failures or Faults
Detect
and
Respond
to
Communication
Failures
or
4
Faults
Detect and Respond to Degraded
3
Aircraft Control
Detect and Respond to Propulsion
3
System Failures
Detect and Respond to Navigation
3
Failures or Faults
Detect and Respond to Lighting
3
Failures or Faults
Detect and Respond to DAA
3
System Failures or Faults
Detect and Respond to Load
3
Failures
Detect and Respond to Low Fuel
3
Situation
Detect
and
Respond
to
0
Pilot/Passenger Distress
Detect and Respond to Unusual
3
Attitudes
Detect
and
Respond
to
1
Unanticipated Conditions
Manage Category Score

Imp.
Complexity
2
3

0
2

Uncertainty
Score
1
5

3

2

5

3

2

5

2

2

4

2

2

5

2

2

5

3

2

5

2

2

5

2

2

5

2

2

5

1

2

1

2

0

1

2

2

5

4

0

1

Env.
Var.

5

Overall, the example future Prime Air has a Manage Category Operational
Uncertainty Score of "5", meaning that the implementation and execution of Manage
BCs by the future Prime Air example hold an extremely high level of Operational
Uncertainty.
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6.2.7.2.6

Future Prime Air Example System-Level Operational
Uncertainty Score

Now with all of the BCs and their categories scored, the next step is to assign the
system-level Operational Uncertainty Score. To review, the Category Operational
Uncertainty Scores can be found in Table 6.78.
Table 6.78: Prime Air - Category Operational Uncertainty Scores
Category
Aviate
Navigate
Communicate
Avoid
Manage
System Uncertainty

Operational Uncertainty Score
5
5
5
5
5
5

Overall, the future Prime Air example system has an Operational Uncertainty of
"5", meaning that the implementation and execution of the whole future Prime Air
example system hold an extremely high level of Operational Uncertainty.

6.3

Review of Case Studies Analyzed

These 13 cases analyzed in this section served as a demonstration to the reader of the
utility and completeness of both the UAS Mission Ontology as well as the Automated
Systems Framework presented in this work. These 13 cases spanned all five levels
of Operational Uncertainty and the axis scoring of the BCs, as shown graphically
in Figure 6-1, span the 3-D space defined by the Automated Systems Framework
analysis for both theoretical and real case studies considered.
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Figure 6-1: Axis Scoring for All Case Studies Analyzed - Comparison of Real vs.
Theoretical Cases
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Chapter 7
Conclusion & Future Work
7.1

Conclusion

This thesis investigated current frameworks used to describe highly automated system
with a focus on Unmanned Aircraft System(s) (UAS) and proposed two tools to
support the industry further: an ontology and framework to provide a systematic
means of describing UAS and a particular system’s future Operational Uncertainty in
early product development phases. The proposed ontology and framework specifically
aimed to provide a standard method of analysis for early Concept(s) of Operations
(CONOPS) to aid programs in articulating their future development, both internally
with their teams as well as externally with regulators.
This work began with the review of pre-existing ontologies and frameworks. For
ontologies, the industry has been slow to formally adopt a standard terminology or
ontology for future UAS development. The most recent proposal to be published,
ASTM’s F3060-20 Standard, Appendix X2, "Autonomous Aircraft Terms", provides
a starting terminology for the industry [25]. The ontology proposal contained in this
thesis leveraged this terminology from ASTM and developed a foundational ontology
for UAS Missions. This ontology was used as the underlying basis for the Automated
Systems Framework proposal that followed in this work. The framework provides
a three- dimensional space for analysis and leverages the pre-existing definitions of
Automated Aviation Systems Behavioral Competencies from MITRE [1] to provide
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a tool that allows program managers and system designers to describe their system
and safety case completely and methodically, as well as to identify potential areas for
development or investment.
Aligning across a program early in the ideation and development cycle is critical to
program success. Misalignment can cause unnecessary time lost, ultimately resulting
in higher budget costs. Saving this previous time early on in a program can allow
more of the budget to fund actual product development, including creating a robust
safety case before the design is fully defined. Autonomy is a new and complex topic
that many individuals approach with pre-conceived notions and ideas, which can be
a hurdle when beginning a new program that seeks to produce novel work. As such,
this work aims to provide a clear guide for program managers to use, both internally
and externally.
Internally, the ontology provides program managers a series of concept definitions
and relationships that they can choose to implement or adapt as they see fit. Starting
from this common place, the program management team must accept the ontology
as-is or explicitly state if they choose to deviate from the standard for their program.
Describing the program with the correct terminology and relationships allows for
clear discussion early on regarding specific topics. Additionally, the framework can
be used to evaluate a new program and act as a tool in strategic investments. With
this framework, program managers can articulate how a proposed product is pushing
boundaries, where there are opportunities for additional improvement, and where the
safety case needs the most attention. This can be used to compare programs and
develop long-term road maps towards more advanced technologies.
Externally, the ontology and framework can be used to describe a particular
CONOPS to a regulator. Pointing out the particular areas of uncertainty, paired
with a developed safety case, can be a compelling analysis for regulators to easily
understand and possibly accept. If a particular organization can consistently use
the framework to have a structured conversation early on with regulators, this will
facilitate future conversations with regulators and allow for a sharpened focus around
the improvements to the system that provide an overall robust safety case.
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7.2
7.2.1

Future Work
Ontology Recommendation

The ontology as it currently stands serves as a starting point for the industry. Further
incorporation of terms in ASTM’s F3060-20 Standard, Appendix X2, "Autonomous
Aircraft Terms" could provide further utility for programs as they begin their
development work. The primary area of future work for the ontology would be to
specifically build out different possible mission types, such as reconnaissance versus
delivery, and flesh out the details of the ontology for each of these separate missions.
Adding in different mission profiles will allow for more specific details that will apply
to platforms. With this specificity, there could be an addition for possible hardware,
including sensors, that are necessary for mission execution, though this will have to be
added carefully as hardware considerations may become outdated relatively quickly
as major developments continue to occur in sensing technologies.

7.2.2

Automated Systems Framework Recommendations

The proposal contained within this work was developed for this thesis and was proven
out via the 13 case studies explored in Chapter six. However, as this is the first
iteration of this proposal, there are still many future areas of improvement that can
lend additional rigor and ensure that this framework is widely applicable and useful
for the industry.
7.2.2.1

Further Safety Analyses on Full System

Recall that, contained within the Automated Systems Framework was a soft proof of
the following proposition:
Proposition 2. The operational uncertainty for a human-on-the-loop system is
higher than the operational uncertainty for either a human-in-the-loop system or
a human-out-of-the-loop system.
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The soft proof leveraged the Systems-Theoretic Process Analysis (STPA) analysis
technique to enumerate Unsafe Control Action (UCA)s for human-in-the-loop,
human-on-the-loop, and human-out-of-the-loop system.

Specifically, the analysis

performed focused on the Human-Machine Interaction, where the potential UCAs
and hazards associated with these levels of human Authority would be most apparent.
However, to further prove out this proposition, as well as to identify other areas that
could contribute to Operational Uncertainty in these systems, this analysis should be
extended to full human-in-the-loop, human-on-the-loop, and human-out-of-the-loop
systems. This extension would ensure that this claim, which the Framework proposal
heavily leans on, is fully proven out. Other methods could also be used to prove
out this proposition though making use of the work already done in this thesis will
allow future work to be done efficiently and effectively. If this future work finds
that the proposition cannot be proven, the Framework matrix that translates the
three-dimensional analysis to Operational Uncertainty would need to be reviewed
and updated accordingly.
7.2.2.2

Additional Case Study Analyses

Chapter Six of this thesis presented thirteen case studies to provide additional
robustness to the Automated Systems Framework and exhibit its utility for different
example CONOPS. Incorporating a large number of case studies will continue to
provide additional robustness as well as potentially identify flaws that can be addressed
in future iterations of the Framework. Additional case studies can be in the form of
real or imagined systems as long as the CONOPS, paired with reasonable assumptions,
provide enough detail for the analysis to be performed.
7.2.2.3

Robustness Against Subjectivity

The analysis performed in this work on all thirteen case studies was performed by a
singular analyst, the author of this work. As with many analyses, relying on a singular
analyst could introduce biases and subjectivity into the analysis, including those that
the analyst may be unaware of. As such, the Framework and analysis should be
207

performed by a larger group of experts to ensure that subjectivity is identified and
addressed in future iterations of this Framework. This group of experts should include
aerospace experts and autonomy experts, preferably subject matter experts that span
both domains with experience in UAS development. Additionally, this group should
include safety and systems engineers, again with particular experience in this area, to
best understand and analyze the notion of Operational Uncertainty. A large group
of experts, once identified, should independently perform the analyses using this
Framework on the same set of proposed CONOPS and report out their results. Once
the analysis is performed across all different stakeholders, the variation in responses
can be examined and potentially call for changes to the proposal contained within
this work. From there, the results should be normalized across all analysts and these
normalized results should be used to update this Framework, including the scoring
matrix. Such an experiment would likely require several iterations with the same
group of stakeholders to ensure that the ontology and framework are fully validated.
Incorporating the normalization of analyses done by experts would ensure that other
individuals can perform the analysis with standard results, regardless of a particular
analyst and their own pre-conceived notions of a particular system.
7.2.2.4

Relationship to Regulatory Risk

Finally, the largest additional area of future work would be to tie this Framework and
the concept of Operational Uncertainty to regulatory Risk, which holds particular
mathematical meaning depending on a specific industry and is one of the primary
dimensions that regulators use to assess the safety of systems. The analysis contained
within this work allows for such a relation to be defined as the underlying analysis
for the Automated Systems Framework is based on analyzing a CONOPS and the
execution of BCs but considering the worst possible failure mode of that execution
and analyzing the safety case around that failure mode.
For example, consider again the current proposed CONOPS and development of
the Project Wing vehicle and its operations. In the Automated Systems Framework
analysis, one of the BCs analyzed was "Detect and Respond to Localization Failures
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or Faults", which should bring the analyst to consider the failure mode of GPS loss.
This failure mode, in the worst-case scenario, would result in violating the approved
route that abides with airspace and operational restrictions which, in turn, may result
in the vehicle crashing into a ground-fixed obstacle, leading to a loss of vehicle and
mission. To accommodate this failure mode, the proposed CONOPS alleviates the
potential risk by keeping the PIC on-the-loop, thereby warranting an Authority score
of 3. This analysis can easily be paired with a full failure mode analysis, such as
the STPA analysis method discussed in this work, to understand how the control
process is executed in the worst-case scenario. With all of these analyses together,
the safety case can be clearly articulated with a mapping from proposed CONOPS
to Automated Systems Framework Analysis to Failure Mode Analysis.
Relating the concept of Operational Uncertainty to Risk would not only lend
robustness to the Framework but would also further supplement conversations with
regulators. As regulations for UAS in the United States are currently highly
undetermined and still underway, this future work may need to wait until the industry
is ready to define the idea of regulatory Risk for UAS. However, if this framework
can tie into the definition of Risk for UAS in the US regulatory environment, then
this framework can be widely applicable and even more useful for program managers
and system designers as they define their CONOPS and safety case before gaining
approvals from regulators.
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Appendix A
Tables
A.1

Behavioral Competencies for Flight Operations
Used in Automated Systems Framework, adapted

Aviate

Category

from [1]

Behavioral Competency

Description

Manage Direction of Flight

This competency demonstrates that the EMOD
can select and control the direction of flight
when a flight plan waypoint is not provided (up,
down, left, right).

Perform Controlled Taxi

This competency demonstrates that the EMOD
can maintain safe control of the operating
envelope while moving on the ground.

Perform Controlled Takeoff

This competency demonstrates that the EMOD
can maintain safe control of the operating
envelope during the transition from ground to
air.
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Aviate (cont.)

Perform Controlled

This competency demonstrates that the EMOD

Lift-State Transition

can maintain control of the aircraft within a
safe operating envelope during the transition
between dominant lift modes.
an

aircraft

may

takeoff

For example,

vertically

using

propeller-driven lift and then transition to
wing-borne

lift

after

sufficient

horizontal

movement is achieved.
Perform Controlled

This competency demonstrates that the EMOD

Landing

can maintain control of the aircraft within a safe
operating envelope during the transition from
air to ground.

Maintain Flight Envelope

This competency demonstrates that the EMOD
can maintain control of the aircraft within a safe
operating envelope during the ascent, cruise,

Navigate

and descent phases of flight.
Navigate a 4D Trajectory

This competency demonstrates that the EMOD
can navigate from departure to destination via
a series of one or more flight plan points that
may have altitude, speed, or time constraints
associated with them.

Manage Entry/Exit with

This competency demonstrates that the EMOD

Local Traffic Flow

is capable of locating traffic in the local traffic
pattern and following the applicable merge rules
of that pattern.
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Navigate (cont.)

Generate and Maintain

This

competency

Route that Abides by

EMOD is capable of creating a flight plan

Airspace Restrictions

(prior to departure) that abides by all airspace
restrictions

demonstrates

established

by

a

that

the

controlling

authority and that they are able to continually
update that planned route of flight based upon
changing environmental conditions.
Generate In-Flight

This competency demonstrates that the EMOD

Re-Route Upon Request

is capable of generating a new route while
in-flight, upon the request of an airspace
controlling authority.

Perofrm Interval

This competency demonstrates that the EMOD

Management

is capable of achieving/maintaining a specified

Communicate

time/distance in trail of another aircraft.
Communicate with

This

competency

demonstrates

that

the

Airspace Control Authority

EMOD is capable of sending and receiving
information to/from the applicable airspace
control authority.

Communicate with Nearby

This competency demonstrates that the EMOD

Cooperative Aircraft

is capable of sending and receiving information
to/from nearby cooperative aircraft.

Communicate with Nearby

This competency demonstrates that the EMOD

Non- Cooperative Aircraft

is capable of sending and receiving information
to/from nearby non-cooperative aircraft.

Communicate with

This competency demonstrates that the EMOD

Ownship Pilot-in-

is capable of sending and receiving information

Command

between onboard and remote pilot-in-control
entities
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Avoid

Detect and Respond to

This competency demonstrates that the EMOD

Airspace Restrictions

is capable of maintaining a minimum safety
distance from an airspace in which the aircraft
has not been cleared.

Detect and Respond to

This competency demonstrates that the EMOD

Surface Restrictions

is capable of maintaining a minimum safety
distance from an and area on the surface in
which the aircraft has not been cleared.

Detect and Respond to

This competency demonstrates that the EMOD

Ground-Fixed Obstacle

is capable of maintaining a minimum safety
distance from a hazardous obstacle on the
ground. Examples include terrain, cranes, and
large buildings.

Detect and Respond to

This competency demonstrates that the EMOD

Airborne Obstacle

is capable of maintaining a minimum safety
distance from a hazardous airborne obstacle.
Examples include birds, drones, balloons, small
aircraft, and large jets.

Detect and Respond to

This competency demonstrates that the EMOD

Right-of-Way Rules

is capable of making the appropriate yield
maneuver to other aircraft, including higher
priority aircraft or aircraft in distress, e.g. Air
Ambulance.

Detect and Respond to

This competency demonstrates that the EMOD

Unsafe Weather Conditions

is capable of maintaining a minimum safety
distance from hazardous weather situation.
Examples include turbulence,
strong winds, and lightning.
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heavy rain,

Manage

Make Takeoff Decision

This competency demonstrates that the EMOD
is capable of determining that it is acceptably
safe to depart.

Make Landing Decision

This competency demonstrates that the EMOD
is capable of determining that it is acceptably
safe to land.

Identify Alternate Landing

This competency demonstrates that the EMOD

Location

is capable of identifying a safe place to land
in the event that the planned landing location
cannot be safely used.

Detect and Respond to

This competency demonstrates that the EMOD

Localization Failures or

is capable of detecting a localization failure

Faults

(i.e. loss of position/direction information) and
making actionable safety decisions until the end
of the operation or until localization is regained.

Detect and Respond to

This competency demonstrates that the EMOD

Communication Failures or

is capable of detecting communication system

Faults

failures and making actionable safety decisions
until the end of the operation or until the end
of the system failure.

Detect and Respond to

This competency demonstrates that the EMOD

Degraded Aircraft Control

is capable of detecting a degraded control
situation (not total loss of control, e.g. partial
loss of engine or malfunctioning flight control
surface) and making actionable safety decisions
until the end of the operation or until control is
regained.
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Manage (cont.)

Detect and Respond to

This competency demonstrates that the EMOD

Propulsion System Failures

is capable of detecting failures to the propulsion
system (e.g. propellers or engines) and making
actionable safety decisions until the end of the
operation or the end of the system failure.

Detect and Respond to

This competency demonstrates that the EMOD

Navigation Failures or

is capable of detecting navigation system failure

Faults

and making actionable safety decisions until the
end of the operation or the end of the system
failure.

Detect and Respond to

This competency demonstrates that the EMOD

Lighting Failures or Faults

is capable of detecting lighting system failure
and making actionable safety decisions until the
end of the operation or the end of the system
failure.

Detect and Respond to

This competency demonstrates that the EMOD

Detect and Avoid (DAA)

is capable of detecting a DAA system failure

System Failures or Faults

and making actionable safety decisions until the
end of the operation or the end of the system
failure.

Detect and Respond to

This competency demonstrates that the EMOD

Load Failures

is capable of detecting load failure, defined as
load shifts that result in loss of stable flight,
but not loss of control, and making actionable
safety decisions until the end of the operation.

Detect and Respond to

This competency demonstrates that the EMOD

Low Fuel Situation

is capable of detecting when to land due to low
fuel/energy reserves.
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Manage (cont.)

Detect and Respond to

This competency demonstrates that the EMOD

Pilot / Passenger Distress

is capable of detecting when a pilot/passenger
is distressed and making actionable safety
decisions to minimize harm to occupants.

Detect and Respond to

This

competency

demonstrates

that

the

Unusual Attitudes

EMOD is capable of detecting when the
aircraft encounters an unusual attitude (upset
condition)

and

making

actionable

safety

decisions to stabilize the aircraft.
Detect and Respond to

This competency demonstrates that the EMOD

Unanticipated Conditions

is capable of detecting an unanticipated
condition

and

making

actionable

safety

decisions (e.g. divert, return to base, ditch,
continue flight) until the end of the operation.
An unanticipated condition is defined as a
situation in which the EMOD encounters a set
of inputs for which a next course of action has
not been pre-defined. For example, the aircraft
encounters a combination of factors that were
never anticipated, or a combination of factors
expected to be rare enough that they were not
designed into the normal operating logic.

216

A.2

Definitions Contained Within UAS Mission
Ontology Proposal

Cooperative Traffic

An aerial vehicle equipped with a functioning means of
electronic identification (e.g. a transponder) [29]

Non- Cooperative

Aerial vehicles that do not have an electronic means of

Traffic

identification (i.e. a transponder) or are not operating
such equipment due to malfunction or deliberate action
[29]

Sky Condition: Clear

Opaque Cloud Coverage, based on percent of sky

/ Sunny

covered by opaque (not transparent) clouds, of 1/8 or
less [30]

Sky Condition:

Opaque Cloud Coverage, based on percent of sky

Mostly Clear /

covered by opaque (not transparent) clouds, of 1/8 to

Mostly Sunny

3/8 [30]

Sky Condition:

Opaque Cloud Coverage, based on percent of sky

Partly Cloudy /

covered by opaque (not transparent) clouds, of 3/8 to

Partly Sunny

5/8 [30]

Sky Condition:

Opaque Cloud Coverage, based on percent of sky

Mostly Cloudy

covered by opaque (not transparent) clouds, of 5/8 to
7/8 [30]

Sky Condition:

Opaque Cloud Coverage, based on percent of sky

Cloudy

covered by opaque (not transparent) clouds, of 7/8 to
8/8 [30]

Wind Condition:

0 - 5 MPH sustained wind [30]

Light / Light and
Variable Wind
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Wind Condition:

5 - 10 MPH / 10 - 15 MPH / 10 - 20 MPH sustained

None

wind [30]

Wind Condition:

15 - 25 MPH sustained wind [30]

Breezy (mild
weather) Brisk or
Blustery (cold
weather)
Wind Condition:

20 - 30 MPH sustained wind [30]

Windy
Wind Condition:

30 - 40 MPH sustained wind [30]

Very Windy
Wind Condition:

40 MPH or greater sustained wind [30]

Strong, dangerous,
high, damaging
(High Wind Warning
Criteria)
Precipitation

Probability of Precipitation: 10 percent [30]

Probability: None
Precipitation

Probability of Precipitation: 20 percent [30]

Probability: Slight
Chance
Precipitation

Probability of Precipitation: 30, 40 & 50 percent [30]

Probability: Chance
Precipitation

Probability of Precipitation: 60 & 70 percent [30]

Probability: Likely
Precipitation

Probability of Precipitation: 80, 90, & 100 percent [30]

Probability: Periods
of Precipitation
Event
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Human-in-the-loop

[A possible state of authority] in which a human must
interact with the system for it to be able to perform or
control actions [25]

Human-on-the-loop

[A possible state of authority] in which a human can
provide guidance to an automatic system that has the
authority to perform control actions with or without
human oversight or actions [25]

Human-out-of-the-

[A possible state of authority] in which a human

loop

is not able to intervene or provide guidance to an
automatic system that has the authority to perform
control actions without human oversight or actions.
[25]

Deterministic

[A property of an algorithm] in which the future state
is completely determined by the preceding state. Thus,
for a given input, the system will always produce the
same output. [25]

Non- Deterministic

[A property of an algorithm] that is subject to
stochastic influences imposed by its complex internal
operational architectures so that the future state is not
completely determined by the preceding state. Thus,
for a given input, the system may produce different
outputs. [25]

Detect-and- Avoid

A

(DAA)

the

capability

within

situational

avoidance

the

UAS

awareness,

necessary

to

that

provides

alerting,

and

maintain

safe

Beyond-Visual-Line-of-Sight operation of the [Vehicle]
in the presence of [Traffic] [31]
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Obstacle Avoidance

An instance of CD&R which is responsible for
avoidance of obstacles in the cruise and transition
phases of flight. Obstacles may include trees, buildings,
terrain, animals, other small UAVs, etc. but explicitly
excludes all types of air traffic

Landing Zone

An instance of CD&R which is responsible for guiding

Evaluation (LZE)

the Vehicle to the designated landing point and
ensuring the surrounding area is free of obstacles.
A simple ’landing zone evaluation’ system could be
precision landing to a controlled location

A.3

OPL Statements that Comprise the UAS
Mission Ontology Proposal

1.

Mission from System Diagram zooms in SD1 into Operates Within, Navigate,
Avoid, Aviate, and Communicate, as well as Air Traffic Management,
Operational Environment, and Unmanned Aircraft System

2.

Unmanned Aircraft System from System Diagram zooms in SD1 into
Ground Control Station (GCS) and Vehicle

3.

Operational Environment from System Diagram zooms in SD1 into
Airspace, Atmospheric Conditions, Ground Obstacles , Nearby
Airports, Terrain, Traffic, and Weather

4.

Unmanned Aircraft System is physical

5.

Unmanned Aircraft System lists Ground Control Station (GCS) and
Vehicle as parts

6.

Operational Environment is physical
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7.

Operational Environment lists Airspace, Atmospheric Conditions,
Ground Obstacles , Nearby Airports, Terrain, Traffic, and Weather
as parts

8.

Air Traffic Management is physical

9.

Air Traffic Management and Unmanned Aircraft System initiate and
handle Communicate

10.

Traffic initiates Communicate

11.

Unmanned Aircraft System initiates and handles Operates Within

12.

Operates Within requires Airspace, Atmospheric Conditions, and
Weather

13.

Traffic initiates Operates Within, which affects Traffic

14.

Unmanned Aircraft System initiates and handles Avoid

14.

Avoid requires Operational Environment

15.

Unmanned Aircraft System initiates and handles Navigate

16.

Navigate requires Operational Environment

17.

Aviate occurs if Operational Environment exists, in which case Aviate
affects Operational Environment, otherwise Aviate, is skipped

18.

Operational Environment from SD1 zooms in SD1.1 into Weather,
Atmospheric Conditions, Ground Obstacles , Nearby Airports,
Airspace, Terrain, and Traffic, as well as Operates Within

19.

Operational Environment is physical

20.

Traffic is physical

21.

Weather is physical

22.

Ground Obstacles is physical

23.

Airspace is physical

24.

Terrain is physical

25.

Nearby Airports is physical
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26.

Operates Within requires Airspace, Atmospheric Conditions, and
Weather

27.

Traffic initiates Operates Within, which affects Traffic

28.

Traffic from SD1.1 zooms in SD1.1.1 into Non-Cooperative Traffic,
Cooperative Traffic, and Other Air Obstacles.

29.

Traffic is physical.

30.

Non-Cooperative Traffic is physical.

31.

Cooperative Traffic is physical.

32.

Other Air obstacles is physical.

33.

Weather from SD1.1 zooms in SD1.1.2 into Precipitation Probability,
Lighting Conditions, Sky Condition and Wind Condition.

34.

Weather is physical.

35.

Sky Condition is physical.

36.

Sky Condition lists Clear / Sunny, Cloudy, Mostly Clear /
Mostly Sunny, Mostly Cloudy, Partly Cloudy / Partly Sunny as
specializations.

37.

Lighting Conditions is physical.

38.

Lighting Conditions lists Dawn, Daytime, Dusk, Nighttime as
specializations.

39.

Wind Conditions is physical.

40.

Wind Conditions lists Breezy (mild weather), Brisk, or Blustery
(cold weather), Light / Light & Variable Wind, None, Strong,
Dangerous, High, Damaging (High Wind Warning Criteria), Very
Windy, and Windy as specializations.

41.

Precipitation Probability lists Chance, Likely, None, Periods Of
Precipitation Event, and Slight Chance as specializations.

42.

Unmanned Aircraft System from SD1 zooms in SD1.2 into Vehicle and
Ground Control Station, as well as Data Input and Data Output
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43.

Vehicle from SD1 zooms in SD 1.2 into Conflict Detection & Resolution
(CD&R), Controls Algorithms, Perception, Planning Algorithms,
and Vehicle Management System (VMS)

44.

Ground
1.2

into

Control

Station

(GCS)

Human-Machine

from

Interface

SF1

zooms

(HMI)

in

System

SD
and

Pilot-in-Command(PIC)
45.

Unmanned Aircraft System is physical

46.

Vehicle is physical

47.

Vehicle lists Conflict Detection & Resolution (CD&R), Controls
Algorithms,

Perception,

Planning

Algorithms,

and

Vehicle

Management System (VMS) as parts
48.

Ground Control Station (GCS) is physical

49.

Ground Control Station (GCS) lists Human-Machine Interface
(HMI) System and Pilot-in-Command(PIC) as parts

50.

Ground Control Station from SD1.2 is semi-folded in SD1

51.

Human-Machine Interface (HMI) System initiates Data Input, which
requires Human-Machine Interface (HMI) System

52.

Data Input occurs if Vehicle Management System (VMS) exists,
otherwise, Data Input is skipped

53.

Vehicle Management System (VMS) initiates Data Output, which
requires Vehicle Management System (VMS)

54.

Data Output occurs if Human-Machine Interface (HMI) System exists,
otherwise, Data Output is skipped

55.

Ground

Control

Station

from

SD1.2

zooms

in

SD1.2.1

into

Pilot-in-Command and Support Operator and Human-Machine
Interface System, as well as Communicate, Display Vehicle Data, Execute
Vehicle Command, Input Vehicle Command, and Transfer Vehicle Data
56.

Ground Control Station is physical

57.

Vehicle is physical
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58.

Human-Machine Interface (HMI) System is physical

59.

Pilot-in-Command is physical

60.

Pilot-in-Command can be full execution authority, execution based
on

machine

suggestion,

human-in-the-loop,

human-on-the-loop,

or

human-out-of-the-loop
61.

Support Operator is physical

62.

Pilot-in-Command at states human-in-the-loop or human-on-the-loop
handles Input vehicle Command

63.

Input Vehicle Command occurs if Support Operator exists, otherwise
Input Vehicle Command is skipped

64.

Input Vehicle Command requires Human-Machine Interface System

65.

Pilot-in-command at states full execution authority or execution based on
machine suggestion initiate Input Vehicle Command, which requires them

66.

Display Vehicle Data requires Human-Machine Interface System

67.

Display Vehicle Data requires Human-Machine Interface (HMI)
System

68.

Display Vehicle Data affects Pilot-in-Command

69.

Display Vehicle Data occurs if Support Operator exists, in which case
Display Vehicle Data affects Support Operator, otherwise Display Vehicle
Data is skipped

70.

Human-Machine Interface System initiates Execute Vehicle Command,
which requires Human-Machine Interface System

71.

Execute Vehicle Command occurs if Vehicle exists, in which case Execute
Vehicle Command affects Vehicle, otherwise Execute Vehicle Command is
skipped

72.

Vehicle initiates and handles Transfer Vehicle Data

73.

Transfer Vehicle Data occurs if Human-Machine Interface System
exists, in which case Transfer Vehicle Data affects Human-Machine
Interface System, otherwise Transfer Vehicle Data is skipped
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74.

Communicate occurs if Support Operator exists, otherwise Communicate
is skipped

75.

Pilot-in-Command

initiates

Communicate,

which

requires

Pilot-in-Command
76.

Display Vehicle Data from SD1.2.1 zooms in SD1.2.1.1 into Controls Data,
Health And Welfare Monitoring Data, Mission Data and Perception
Data.

77.

Input Vehicle Command from SD1.2.1 zooms in SD1.2.1.2 into Control
Command,

Mission-level

Command,

Perception

Verification

Command.
78.

Vehicle from SD1.2 zooms in SD1.2.2 into Conflict Detection &
Resolution, Detect-and-Avoid, Obstacle Avoidance and Landing
Zone

Evaluation,

Vehicle

Management

System,

Controls

Algorithms, Perception, and Planning Algorithms, as well as
Data Transfer, Manage, and Transfer Vehicle Data
79.

Vehicle Management System from SD1.2 zooms in SD1.2.2 into
Contingency Management, Data Transfer Management, and Health
and Welfare (HAW) Monitoring

80.

Vehicle is physical

81.

Vehicle Management System lists Contingency Management, Data
Transfer Management, and Health and Welfare (HAW) Monitoring
as parts

82.

Vehicle Management System from SD1.2.2 is semi-folded in SD1.2

83.

Human-Machine Interface System is physical

84.

Conflict

Detection

&

Resolution

can

be

deterministic

non-deterministic
85.

Planning Algorithms can be deterministic or non-deterministic

86.

Perception can be deterministic or non-deterministic
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or

87.

Detect-and-Avoid,

Landing

Zone

Evaluation,

and

Obstacle

Avoidance are instances of Conflict Detection & Resolution
88.

Conflict Detection & Resolution, Controls Algorithms, Perception,
Planning Algorithms, and Vehicle Management System initiates Data
Transfer, which requires them

89.

Human Machine Interface System handles Transfer Vehicle Data

90.

Data Transfer Management initiates Transfer Vehicle Data, which
requires Data transfer Management

91.

Vehicle Management System initiates Manage, which requires Vehicle
Management System

92.

Manage

affects

Conflict

Detection

&

Resolution,

Algorithms, Perception, and Planning Algorithms
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Controls

A.4

Unsafe Control Actions (UCAs) from STPA
Analyses

Note: In STPA, there are generally four ways in which UCAs can occur, as detailed
in Chapter 5 of this work. The fourth way detailed in Chapter 5, "the control action
lasts too long or is stopped too soon (for continuous control actions, not discrete
ones)", is not applicable in this system where control actions are doing with discrete
execution via buttons on a Human-Machine Interface. As such, this column has been
omitted from the tables that follow.
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A.4.1

Unsafe Control Actions (UCAs) from STPA Analysis
on Human-in-the-loop (HIL) System

Control Action: Execute pre-defined maneuver response to maintain nominal flight
(avoidance of aircraft, terrain, ground obstacle, etc. as well as keeping within
approved Operational Environment)
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-1]: VMS does not

[UCA-4]: PIC provides

[UCA-5]: VMS provides

provide the pre-defined

an insufficient pre-defined

the pre-defined maneuver

maneuver response when

maneuver response when

response too late (>TBD

it is provided by the HMI

it is required to maintain

seconds) to execute

nominal flight

maneuver after response
is provided by HMI

[UCA-2]: HMI does not

[UCA-6]: HMI provides

provide the pre-defined

the pre-defined maneuver

maneuver response to the

response too late (>TBD

VMS when it is provided

seconds) to execute

by the PIC

maneuver after it is
provided by the PIC

[UCA-3]: PIC does not

[UCA-7]:PIC provides

provide the pre-defined

the pre-defined maneuver

maneuver response to the

response too late (>TBD

HMI when it is required

seconds) to execute

to maintain nominal

maneuver when it is

flight

required to maintain
nominal flight
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Control Action:

Execute a pre-defined contingency response when for

communications over C2 link are lost
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-8]: VMS does not

[UCA-9]: VMS provides

[UCA-10]: VMS

provide the pre-defined

an incorrect contingency

provides the pre-defined

contingency response for

response for lost

contingency response too

lost communications over

communications over C2

late (>TBD seconds) to

C2 link when the lost

link when the lost

execute response when

communication occurs

communication occurs

the lost communication
occurs

Control Action: Provide vehicle HAW data for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-11]: VMS does

[UCA-13]: VMS

[UCA-14]: VMS

not provide the vehicle’s

provides incorrect vehicle

provides the vehicle’s

HAW data to the HMI

HAW data to the HMI

HAW data to the HMI

continuously during

during BVLOS operations too late (>TBD seconds)

BVLOS operations

for effective monitoring
during BVLOS
operations
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[UCA-12]: HMI does

[UCA-15]: HMI

not provide the HAW

provides the vehicle’s

data to the PIC

HAW data to the PIC

continuously during

too late (>TBD seconds)

BVLOS operations

for effective monitoring
during BVLOS
operations

Control Action: Provide vehicle location data for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-16]: VMS does

[UCA-18]: VMS

[UCA-19]: VVMS

not provide the vehicle’s

provides incorrect vehicle

provides the vehicle’s

location to the HMI

location to HMI during

location to the HMI too

continuously during

BVLOS operations

late (>TBD seconds) for

BVLOS operations

effective monitoring
during BVLOS
operations

[UCA-17]: HMI does

[UCA-20]: HMI

not provide the vehicle’s

provides the vehicle’s

location to the PIC

location to the PIC too

continuously during

late (>TBD seconds) for

BVLOS operations

effective monitoring
during BVLOS
operations

Control Action: Provide aircraft tracks to PIC for decision-making
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Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-21]: VMS does

[UCA-23]: VMS

[UCA-25]: VMS

not provide the aircraft

provides incorrect aircraft

provides the aircraft

tracks to the HMI after

track to PIC after the

tracks to the HMI too

they are generated

tracks are generated

late (>TBD seconds) for
decision making from
PIC

[UCA-22]: HMI does

[UCA-24]: VMS

[UCA-26]: HMI provide

not provide the aircraft

provides insufficient data

the aircraft tracks to the

tracks to the PIC after

on aircraft track to PIC

PIC too late (>TBD

they are provided by the

for decision-making after

seconds) for decision

VMS

track is generated

making from PIC

Control Action: Provide status of control execution for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-27]: VMS does

[UCA-29]: VMS

[UCA-30]: VMS

not provide the status of

provides incorrect status

provides the status of

control execution during

for control execution

control execution to the

and after response is

during and after response

HMI too late (>TBD

executed

is executed

seconds) for effective
monitoring during and
after response is executed
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[UCA-28]: HMI does

[UCA-31]: HMI

not provide the status of

provides the status of

control response

control execution to the

execution to the PIC

PIC too late (>TBD

during and after response

seconds) for effective

is executed

monitoring during and
after response is executed

Control Action:

Detect deviations from approved corridor or environmental

conditions
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-32]: Vehicle

[UCA-33]: Vehicle

sensors do not detect

sensors detect deviations

deviations from ODD

from ODD too late

when they occur

(>TBD seconds) when
they occur

Control Action: Generate cooperative aircraft track when cooperative aircraft enters
within the range of the DAA Integrated Capability
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-34]: Onboard

[UCA-35]: Vehicle

[UCA-33]: Vehicle

ADS-B or other

generates several

sensors do not detect

surveillance systems do

cooperative aircraft

cooperative aircraft until

not detect cooperative

tracks for one aircraft

too late (>TBD seconds)

aircraft when aircraft is

when aircraft is within

for response when

within range

range

aircraft is within range

Control Action: Generate non-cooperative aircraft track when non-cooperative
aircraft enters within the range of the DAA Integrated Capability
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-37]: Vehicle

[UCA-38]: Vehicle

[UCA-39]: Vehicle

sensors do not detect

generates several

sensors do not detect

non-cooperative aircraft

non-cooperative aircraft

non-cooperative aircraft

when aircraft is within

tracks for one aircraft

until too late (>TBD

range

when aircraft is within

seconds) for response

range

when aircraft is within
range

Control Action: Detect violations of minimum separation with terrain and other
ground obstacles
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-40]: Vehicle

[UCA-41]: Vehicle

sensors do not detect

sensors detect violations

violations of minimum

of minimum separation

separation with terrain

with terrain and other

and other ground

ground obstacles too late

obstacles when violations

when violations occur

occur
Control Action: Detect lost communications over C2 link
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-42]: Vehicle

[UCA-43]: Vehicle

sensors do not detect lost

sensors do not detect lost

communications over C2

communications over C2

link when lost

link until too late when

communications occur

lost communications
occur

Total Number of Unsafe Control Actions: 43 UCAs
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A.4.2

Unsafe Control Actions (UCAs) from STPA Analysis
on Human-on-the-loop (HOL) System

Control Action: Execute pre-defined maneuver response for cooperative aircraft
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-1]: VMS does not

[UCA-2]: VMS provides

[UCA-3]: VMS provides

provide the pre-defined

the wrong maneuver

the pre-defined maneuver

maneuver response for a

response for a

response too late (>TBD

cooperative aircraft when

cooperative aircraft when

seconds) to execute

it is required to avoid

it is required to avoid

maneuver before a

collision

collision

collision is predicted to
occur

Control Action: Execute pre-defined maneuver response around terrain and other
ground obstacles
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-4]: VMS does not

[UCA-5]: VMS provides

[UCA-6]: VMS provides

provide the pre-defined

the wrong maneuver

the pre-defined maneuver

maneuver response for

response for terrain and

response too late (>TBD

terrain and other ground

other ground obstacle

seconds) to execute

obstacles when it is

when it is required to

maneuver before a

required to avoid collision

avoid collision

collision is predicted to
occur
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Control Action: Execute pre-defined contingency response when deviation from
approved ODD is detected
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-7]: VMS does not

[UCA-8]: VMS provides

[UCA-9]: VMS provides

provide the pre-defined

the wrong contingency

the pre-defined

contingency response

response when deviation

contingency response too

when deviation is

is detected

late (>TBD seconds)

detected

after deviation is
detected

Control Action: Execute a pre-defined contingency response initiated by PIC
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-10]: VMS does

[UCA-12]: PIC provides

[UCA-13]: VMS

not provide the

an insufficient pre-defined

provides the pre-defined

pre-defined contingency

contingency response

contingency response too

response when it is

late (>TBD seconds) to

provided by the HMI

execute maneuver after
response is provided by
HMI
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[UCA-11]: HMI does

[UCA-14]: HMI

not provide the

provides the pre-defined

pre-defined contingency

contingency response too

response to the VMS

late (>TBD seconds) to

when it is provided by

execute maneuver after it

the PIC

is provided by the PIC

Control Action: Execute a pre-defined maneuver response for non-cooperative
aircraft when initiated by PIC
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-15]: VMS does

[UCA-18]: PIC provides

[UCA-19]: VVMS

not provide the

an insufficient pre-defined

provides the pre-defined

pre-defined maneuver

maneuver response for

maneuver response too

response for a

non-cooperative aircraft

late (>TBD seconds) to

non-cooperative aircraft

when it is required to

execute maneuver after

when it is provided by

avoid a collision

response is provided by

the HMI

HMI

[UCA-16]: HMI does

[UCA-20]: HMI

not provide the

provides the pre-defined

pre-defined maneuver

maneuver response too

response to the VMS

late (>TBD seconds) to

when it is provided by

execute maneuver after it

the PIC

is provided by the PIC
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[UCA-17]: PIC does not

[UCA-21]: PIC provides

provide the pre-defined

the pre-defined maneuver

maneuver response to the

response too late (>TBD

HMI when it is required

seconds) to execute

to avoid a collision

maneuver when it is
required to avoid a
collision

Control Action: Execute a pre-defined contingency response when communications
over C2 link are lost
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-22]: VMS does

[UCA-23]: VMS

[UCA-24]: VMS

not provide the

provides an incorrect

provides the pre-defined

pre-defined contingency

contingency response for

contingency response too

response for lost

lost communications over

late (>TBD seconds) to

communications over C2

C2 link when the lost

execute response when

link when the lost

communication occurs

the lost communication

communication occurs

occurs

Control Action: Provide vehicle HAW data for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-25]: VMS does

[UCA-27]: VMS

[UCA-28]: VMS

not provide the vehicle’s

provides incorrect vehicle

provides the vehicle’s

HAW data to the HMI

HAW data to the HMI

HAW data to the HMI

continuously during

during BVLOS operations too late (>TBD seconds)

BVLOS operations

for effective monitoring
during BVLOS
operations

[UCA-26]: HMI does

[UCA-29]: HMI

not provide the HAW

provides the vehicle’s

data to the PIC

HAW data to the PIC

continuously during

too late (>TBD seconds)

BVLOS operations

for effective monitoring
during BVLOS
operations

Control Action: Provide vehicle location data for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-30]: VMS does

[UCA-32]: VMS

[UCA-33]: VMS

not provide the vehicle’s

provides incorrect vehicle

provides the vehicle’s

location to the HMI

location to HMI during

location to the HMI too

continuously during

BVLOS operations

late (>TBD seconds) for

BVLOS operations

effective monitoring
during BVLOS
operations
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[UCA-31]: HMI does

[UCA-34]: HMI

not provide the vehicle’s

provides the vehicle’s

location to the PIC

location to the PIC too

continuously during

late (>TBD seconds) for

BVLOS operations

effective monitoring
during BVLOS
operations

Control Action: Provide non-cooperative tracks to PIC for decision-making
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-35]: VMS does

[UCA-37]: VMS

[UCA-39]: VMS

not provide the

provides incorrect

provides the

non-cooperative tracks to

non-cooperative track to

non-cooperative tracks to

the HMI after they are

PIC after the tracks are

the HMI too late

generated

generated

[UCA-36]: HMI does

[UCA-38]: VMS

[UCA-40]: HMI provide

not provide the

provides insufficient data

the non-cooperative

non-cooperative tracks to

on non-cooperative track

tracks to the PIC too

the PIC after they are

to PIC for

late (>TBD seconds) for

provided by the VMS

decision-making after

decision making from

track is generated

PIC

Control Action: Provide status of pre-defined contingency response execution for
PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-41]: VMS does

[UCA-43]: VMS

[UCA-44]: VMS

not provide the status of

provides incorrect status

provides the status of

pre-defined contingency

for contingency response

pre-defined contingency

response execution

execution during and

response execution to the

during and after response

after response is executed

HMI too late (>TBD

is executed

seconds) for effective
monitoring during and
after response is executed

[UCA-42]: HMI does

[UCA-45]: HMI

not provide the status of

provides the status of

pre-defined contingency

pre-defined contingency

response execution to the

response to the PIC too

PIC during and after

late (>TBD seconds) for

response is executed

effective monitoring
during and after response
is executed

Control Action:

Detect deviations from approved corridor or environmental

conditions
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-46]: Vehicle

[UCA-47]: Vehicle

sensors do not detect

sensors detect deviations

deviations from ODD

from ODD too late

when they occur

(>TBD seconds) when
they occur

Control Action: Generate cooperative aircraft track when cooperative aircraft enters
within the range of the DAA Integrated Capability
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Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-48]: Onboard

[UCA-49]: Vehicle

[UCA-50]: Vehicle

ADS-B or other

generates several

sensors do not detect

surveillance systems do

cooperative aircraft

cooperative aircraft until

not detect cooperative

tracks for one aircraft

too late (>TBD seconds)

aircraft when aircraft is

when aircraft is within

for response when

within range

range

aircraft is within range

Control Action: Generate non-cooperative aircraft track when non-cooperative
aircraft enters within the range of the DAA Integrated Capability
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-51]: Vehicle

[UCA-52]: Vehicle

[UCA-53]: Vehicle

sensors do not detect

generates several

sensors do not detect

non-cooperative aircraft

non-cooperative aircraft

non-cooperative aircraft

when aircraft is within

tracks for one aircraft

until too late (>TBD

range

when aircraft is within

seconds) for response

range

when aircraft is within
range

Control Action: Detect violations of minimum separation with terrain and other
ground obstacles
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-54]: Vehicle

[UCA-55]: Vehicle

sensors do not detect

sensors detect violations

violations of minimum

of minimum separation

separation with terrain

with terrain and other

and other ground

ground obstacles too late

obstacles when violations

when violations occur

occur
Control Action: Detect lost communications over C2 link
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-56]: Vehicle

[UCA-57]: Vehicle

sensors do not detect lost

sensors do not detect lost

communications over C2

communications over C2

link when lost

link until too late when

communications occur

lost communications
occur

Total Number of Unsafe Control Actions: 57 UCAs
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A.4.3

Unsafe Control Actions (UCAs) from STPA Analysis
on Human-Out-of-the-loop (HOOL) System

Control Action: Execute pre-defined maneuver response to maintain nominal flight
(avoidance of aircraft, terrain, ground obstacle, etc. as well as keeping within
approved Operational Environment)
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-1]: VMS does not

[UCA-2]: VMS does not

[UCA-3]: VMS provides

provide the pre-defined

provide the pre-defined

the pre-defined maneuver

maneuver response when

maneuver response when

response too late (>TBD

it is required to maintain

it is required to maintain

seconds) to execute

nominal flight

nominal flight

maneuver when it is
required to maintain
nominal flight

Control Action:

Execute a pre-defined contingency response when for

communications over C2 link are lost
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-4]: VMS does not

[UCA-5]: VMS provides

[UCA-6]: VMS provides

provide the pre-defined

an incorrect contingency

the pre-defined

contingency response for

response for lost

contingency response too

lost communications over

communications over C2

late (>TBD seconds) to

C2 link when the lost

link when the lost

execute response when

communication occurs

communication occurs

the lost communication
occurs

Control Action: Provide vehicle HAW data for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-7]: VMS does not

[UCA-9]: VMS provides

[UCA-10]: VMS

provide the vehicle’s

incorrect vehicle HAW

provides the vehicle’s

HAW data to the HMI

data to the HMI during

HAW data to the HMI

continuously during

BVLOS operations

too late (>TBD seconds)

BVLOS operations

for effective monitoring
during BVLOS
operations

[UCA-8]: HMI does not

[UCA-11]: HMI

provide the HAW data to

provides the vehicle’s

the PIC continuously

HAW data to the PIC

during BVLOS

too late (>TBD seconds)

operations

for effective monitoring
during BVLOS
operations

Control Action: Provide vehicle location data for PIC monitoring
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Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-12]: VMS does

[UCA-14]: VMS

[UCA-15]: VVMS

not provide the vehicle’s

provides incorrect vehicle

provides the vehicle’s

location to the HMI

location to HMI during

location to the HMI too

continuously during

BVLOS operations

late (>TBD seconds) for

BVLOS operations

effective monitoring
during BVLOS
operations

[UCA-13]: HMI does

[UCA-16]: HMI

not provide the vehicle’s

provides the vehicle’s

location to the PIC

location to the PIC too

continuously during

late (>TBD seconds) for

BVLOS operations

effective monitoring
during BVLOS
operations

Control Action: Provide aircraft tracks to PIC for monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-17]: VMS does

[UCA-19]: VMS

[UCA-21]: VMS

not provide the aircraft

provides incorrect aircraft

provides the aircraft

tracks to the HMI after

track to PIC after the

tracks to the HMI too

they are generated

tracks are generated

late (>TBD seconds) for
effective monitoring
during BVLOS
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[UCA-18]: HMI does

[UCA-20]: VMS

[UCA-22]: HMI

not provide the aircraft

provides insufficient data

provides the aircraft

tracks to the PIC after

on aircraft track to PIC

tracks to the PIC too

they are provided by the

for decision-making after

late (>TBD seconds) for

VMS

track is generated

effective monitoring
during BVLOS
operations

Control Action: Provide status of control execution for PIC monitoring
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-23]: VMS does

[UCA-25]: VMS

[UCA-26]: VMS

not provide the status of

provides incorrect status

provides the status of

control execution during

for control execution

control execution to the

and after response is

during and after response

HMI too late (>TBD

executed

is executed

seconds) for effective
monitoring during and
after response is executed

[UCA-24]: HMI does

[UCA-27]: HMI

not provide the status of

provides the status of

control response

control execution to the

execution to the PIC

PIC too late (>TBD

during and after response

seconds) for effective

is executed

monitoring during and
after response is executed

Control Action:

Detect deviations from approved corridor or environmental

conditions
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Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-28]: Vehicle

[UCA-29]: Vehicle

sensors do not detect

sensors detect deviations

deviations from ODD

from ODD too late

when they occur

(>TBD seconds) when
they occur

Control Action: Generate cooperative aircraft track when cooperative aircraft enters
within the range of the DAA Integrated Capability
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-30]: Onboard

[UCA-31]: Vehicle

[UCA-32]: Vehicle

ADS-B or other

generates several

sensors do not detect

surveillance systems do

cooperative aircraft

cooperative aircraft until

not detect cooperative

tracks for one aircraft

too late (>TBD seconds)

aircraft when aircraft is

when aircraft is within

for response when

within range

range

aircraft is within range

Control Action: Generate non-cooperative aircraft track when non-cooperative
aircraft enters within the range of the DAA Integrated Capability
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-33]: Vehicle

[UCA-34]: Vehicle

[UCA-35]: Vehicle

sensors do not detect

generates several

sensors do not detect

non-cooperative aircraft

non-cooperative aircraft

non-cooperative aircraft

when aircraft is within

tracks for one aircraft

until too late (>TBD

range

when aircraft is within

seconds) for response

range

when aircraft is within
range

Control Action: Detect violations of minimum separation with terrain and other
ground obstacles
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard

[UCA-36]: Vehicle

[UCA-37]: Vehicle

sensors do not detect

sensors detect violations

violations of minimum

of minimum separation

separation with terrain

with terrain and other

and other ground

ground obstacles too late

obstacles when violations

when violations occur

occur
Control Action: Detect lost communications over C2 link
Not providing the

Providing control

Providing control

control action causes

action causes hazard

action too early, too

hazard

late, or out of order
causes hazard
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[UCA-38]: Vehicle

[UCA-39]: Vehicle

sensors do not detect lost

sensors do not detect lost

communications over C2

communications over C2

link when lost

link until too late when

communications occur

lost communications
occur

Total Number of Unsafe Control Actions: 39 UCAs
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A.5

Example Application of Automated Systems
Framework, Expanded

A.5.1

Behavioral Competency and Category Scoring of
Framework Example
A = Authority score
IC = Implementation Complexity score
EV = Environmental Variation score

Aviate

Category

OU = Operational Uncertainty score

Behavioral Competency

A

IC

EV

OU

Manage Direction of Flight

2

2

1

2

Perform Controlled Taxi

0

2

0

1

Perform Controlled Takeoff

3

2

0

2

Perform Controlled Lift-State Transition

3

2

0

2

Perform Controlled Landing

3

2

0

2

Maintain Flight Envelope

3

2

1

3
2

Navigate

Category Score
Navigate a 4D Trajectory

3

2

1

3

Manage Entry & Exit with Local Traffic Flow

2

2

1

2

Generate and Maintain Route that Abides by Airspace

1

2

0

1

Generate In-Flight Re-Route Upon Request

1

2

0

1

Perform Interval Management

3

2

1

3

Restrictions

Category Score
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2

Communicate

Communicate with Airspace Control Authority

0

3

0

1

Communicate with Nearby Cooperative Aircraft

3

2

1

3

Communicate with Nearby Non-Cooperative Aircraft

1

3

0

1

Communicate with Ownship Pilot-in-Command

4

2

1

4
1

Avoid

Category Score
Detect and Respond to Airspace Restrictions

3

2

1

3

Detect and Respond to Surface Restrictions

3

2

1

3

Detect and Respond to Ground-Fixed Obstacle

3

2

1

3

Detect and Respond to Airborne Obstacle

2

2

1

2

Detect and Respond to Right-of-Way Rules

3

2

1

3

Detect and Respond to Unsafe Weather Conditions

2

2

1

2
3

Manage

Category Score
Make Takeoff Decision

1

2

0

1

Make Landing Decision

3

2

0

2

Identify Alternative Landing Location

2

2

1

2

Detect and Respond to Localization Failures or Faults

3

2

1

3

Detect and Respond to Communication Failures or

4

2

1

4

Detect and Respond to Degraded Aircraft Control

3

2

1

3

Detect and Respond to Propulsion System Failures

3

2

1

3

Detect and Respond to Navigation Failures or Faults

3

2

1

3

Detect and Respond to Lighting Failures or Faults

3

2

1

3

Detect and Respond to DAA System Failures

3

2

1

3

Detect and Respond to Load Failures

3

2

1

3

Detect and Respond to Low Fuel Situation

3

1

1

1

Detect and Respond to Pilot or Passenger Distress

0

2

0

1

Detect and Respond to Unusual Attitudes

3

2

1

3

Detect and Respond to Unanticipated Conditions

1

4

0

1

Faults

Category Score
252

3

A.5.2

System Scoring of Framework Example
Category

Uncertainty Score

Aviate

2

Navigate

2

Communicate

1

Avoid

3

Manage

3

System Uncertainty

2
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Appendix B
Figures
B.1
B.1.1

STPA Analysis Diagrams
STPA Control Diagram - Human-in-the-loop (HIL)
System
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B.1.2

STPA Control Diagram - Human-on-the-loop (HOL)
System
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B.1.3

STPA Control Diagram - Human-out-of-the-loop
(HOOL) System

257

Bibliography
[1] B. Lascara, A. Lacher, M. DeGarmo, L. Vempati, and R. Zimmerman,
“Behavioral Competency Model for Safety Assurance of Automated Aviation
Systems,” in AIAA Aviation 2019 Forum, (Dallas, Texas), American Institute of
Aeronautics and Astronautics, June 2019.
[2] H.-M. Huang, K. Pavek, J. Albus, and E. Messina, “Autonomy levels for
unmanned systems (ALFUS) framework: an update,” (Orlando, Florida, USA),
p. 439, May 2005.
[3] “SAE J3016 Automated-Driving Graphic.” https://www.sae.org/site/news/
2019/01/sae-updates-j3016-automated-driving-graphic. Accessed 2 Oct
2020.
[4] A. Sharon, O. L. d. Weck, and D. Dori, “Improving project–product lifecycle
management with model–based design structure matrix: A joint project
management and systems engineering approach,” Wiley Online Library, Jan
2013.
[5] N. G. Leveson and J. P. Thomas, “STPA Handbook.” https://psas.scripts.
mit.edu/home/get_file.php?name=STPA_handbook.pdf, 2018.
[6] E. H. J. Pallett, Automatic Flight Control. London ; New York: Granada, 1979.
[7] K. Dalamagkidis, K. P. Valavanis, and L. A. Piegl, “Aviation History
and Unmanned Flight,” in On Integrating Unmanned Aircraft Systems into
the National Airspace System: Issues, Challenges, Operational Restrictions,
Certification, and Recommendations (K. Dalamagkidis, K. P. Valavanis, and
L. A. Piegl, eds.), Intelligent Systems, Control and Automation: Science and
Engineering, pp. 11–42, Dordrecht: Springer Netherlands, 2012.
[8] P. S. Tsang and M. A. Vidulich, Principles and Practice of Aviation Psychology.
Mahwah: CRC Press, 2003. OCLC: 944036039.
[9] Council, National Research and Sciences, Division on Engineering and Physical
and Board, Aeronautics and Space Engineering and Aviation, Committee on
Autonomy Research for Civil, Autonomy Research for Civil Aviation: Toward
a New Era of Flight. National Academies Press, July 2014. Google-Books-ID:
JSdfBAAAQBAJ.
258

[10] A. Barnett, “Aviation Safety: A Whole New World?,” Transportation Science,
p. trsc.2019.0937, Jan. 2020.
[11] N. Leveson, Engineering a Safer World: Systems Thinking Applied to Safety.
Engineering Systems, Cambridge, Mass: MIT Press, 2011. OCLC: ocn719429220.
[12] E. Chow, A. Cuadra, and C. Whitlock, “Hazard Above:
Drone
Crash Database, Fallen from the Skies.” https://www.washingtonpost.com/
graphics/national/drone-crashes/database/. Accessed 2 Oct 2020.
[13] K. W. Williams, “A Summary of Unmanned Aircraft Accident/Incident Data:
Human Factors Implications,” Tech. Rep. DOT/FAA/AM-04/24, Office of
Aerospace Medicine, Washington, DC 20591, Dec. 2004.
[14] T. Sheridan and W. Verplank, Human and Computer Control of Undersea
Teleoperators. Man-Machine Systems Laboratory, Massachusetts Institute of
Technology, 1978.
[15] D. B. Kaber and M. R. Endsley, “Out-of-the-loop performance problems and the
use of intermediate levels of automation for improved control system functioning
and safety,” Process Safety Progress, vol. 16, no. 3, pp. 126–131, 1997.
[16] J. M. Beer, A. D. Fisk, and W. A. Rogers, “Toward a Framework for Levels
of Robot Autonomy in Human-Robot Interaction,” Journal of Human-Robot
Interaction, vol. 3, p. 74, June 2014.
[17] J. Hart and J. Valasek, “Methodology for Prototyping Increased Levels of
Automation for Spacecraft Rendezvous Functions,” in AIAA Infotech Aerospace
2007 Conference and Exhibit, (Rohnert Park, California), American Institute of
Aeronautics and Astronautics, May 2007.
[18] R. A. Clothier, B. I. Williams, and T. Perez, “Autonomy from a Safety
Certification Perspective,” in AIAC18: 18th Australian International Aerospace
Congress (2019): HUMS-11th Defence Science and Technology (DST)
International Conference on Health and Usage Monitoring (HUMS 2019):
ISSFD-27th International Symposium on Space Flight Dynamics (ISSFD),
p. 278, Engineers Australia, Royal Aeronautical Society., 2019.
[19] R. Taylor, “Capability, Cognition and Autonomy,” in RTO HFM Symposium on
“The Role of Humans in Intelligent and Automated Systems”, pp. KN3–2, 2003.
[20] “Waymo Safety Report.” https://storage.googleapis.com/sdc-prod/v1/
safety-report/2020-09-waymo-safety-report.pdf, Sept. 2020. Accessed 2
Oct 2020.
[21] “Navya reaches a new milestone in autonomous mobility with the first fully
autonomous level 4 operation on a restricted site.” https://navya.tech/
en/navya-reaches-a-new-milestone-in-autonomous-mobility-with-the\
259

-first-fully-autonomous-level-4-operation-on-a-closed-site/,
2020. Accessed 2 Oct 2020.

July

[22] L. Staplin, T. Mastromatto, K. Lococo, W. Kenneth, K. Gish, and J. Brooks,
“A Framework for Automated Driving System Testable Cases and Scenarios,”
Tech. Rep. DOT HS 812 623, National Highway Traffic Safety Administration,
Washington, D.C., Sept. 2018.
[23] “Unmanned Aircraft Systems (UAS), Circular 328.” https://www.icao.int/
meetings/uas/documents/circular20328_en.pdf, 2011. International Civil
Aviation Organization (ICAO), Montreal, Quebec, Canada.
[24] R. Clothier, B. Williams, and T. Perez, “A review of the concept of autonomy
in the context of the safety regulation of civil unmanned aircraft systems,”
in Proceedings of the Australian System Safety Conference 2013 (ASSC 2013)
[Conferences in Research and Practice in Information Technology (CRPIT),
Conferences in Research and Practice in Information Technology] (T. Cant, ed.),
pp. 15–27, Australia: Australian Computer Society Inc., 2014.
[25] “ASTM F3060-20, Standard Terminology for Aircraft.” astm.org, 2020. ASTM
International, West Conshohocken, PA.
[26] B. Chandrasekaran, J. Josephson, and V. Benjamins, “What are ontologies, and
why do we need them?,” IEEE Intelligent Systems, vol. 14, pp. 20–26, Jan. 1999.
[27] D. Dori, Y. Ben Asher, and Institute of Electrical and Electronics Engineers, eds.,
2007 international conference on systems engineering and modeling: Herzeliya
and Haifa, Israel, March 20-23, 2007 , co-located with INCOSE IL Fourth
National Conference on Systems Engineering. New York City, NY: IEEE, 2007.
[28] D. Dori, “Synergistic Model-Based Systems Engineering with SysML and OPM,”
INCOSE International Symposium, vol. 21, no. 1, p. 2143–2539, 2011.
[29] “RTCA DO-364: Minimum Operational Performance Standards (MOPS) for
Detect and Avoid (DAA) Systems.” astm.org, Revision A, 2020. ASTM
International, West Conshohocken, PA.
[30] National Oceanic and Atmospheric Administration, “Forecast terms.” https:
//www.weather.gov/bgm/forecast_terms.
[31] “ASTM F3442/F3442M-20 Standard Specification for Detect and Avoid System
Performance Requirements.” astm.org, 2020. ASTM International, West
Conshohocken, PA.
[32] J. Brustoloni, “Autonomous Agents: Characterization and Requirements,” 1991.
[33] “MQ-9A
Reaper
(Predator
remotely-piloted-aircraft/mq-9a, 2015.
Systems Inc.. Accessed 2 Oct 2020.
260

B).”
www.ga-asi.com/
General Atomics Aeronautical

[34] “Boeing: Autonomous Systems - ScanEagle.” www.boeing.com/defense/
autonomous-systems/scaneagle/index.page. The Boeing Company. Accessed
2 Oct 2020.
[35] Department of Transportation, Federal Aviation Administration (2019),
“Certificate of Waiver (107W-2019-04958).” https://www.faa.gov/uas/
commercial_operators/part_107_waivers/waivers_issued/media/
107W-2019-04958_James_Ackerson_CoW.pdf. Accessed 2 Oct 2020.
[36] Department of Transportation, Federal Aviation Administration (2020),
“Certificate of Waiver (107W-2020-02992).” https://www.faa.gov/uas/
commercial_operators/part_107_waivers/waivers_issued/media/
107W-2020-02992_Eric_Bergesen_CoW.pdf. Accessed 2 Oct 2020.
[37] Department of Transportation, Federal Aviation Administration (2019),
“Certificate of Waiver (107W-2019-02631).” https://www.faa.gov/uas/
commercial_operators/part_107_waivers/waivers_issued/media/
107W-2019-02631_Chris_Jackman_CoW.pdf. Accessed 2 Oct 2020.
[38] S. Cassidy, “Re: Amazon Prime Air – Petition for Exemption Under 49 U.S.C.
§ 44807 and 14 C.F.R. Parts 61, 91, and 135.” https://www.aviationtoday.
com/wp-content/uploads/2019/08/amazon_-_exemption_rulemaking.pdf.
Accessed 2 Oct 2020.

261

