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Abstract

Advances in silicon integrated electronics have enabled many significant systems and
applications in the terahertz (THz) band over the last decade. However, ultra-low-
power (<25uW) or battery-less THz transceivers have not been explored yet due
to the stringent challenges posed by them. Likewise, the notion of wireless power
transfer at THz frequency is non-existence. There is a growing demand for low-
power mm-size transceivers in supply chain management, assets tracking, authenti-
cation, micro-robotics, on-skin or close-to-skin implants, etc. With these ubiquitous
THz-links, the security of the wireless channels is another emerging challenge. Ad-
vanced digital encryption techniques are computationally intensive, power-hungry,
and not suited for these low-power applications. This thesis explores the challenges
and novel approaches to realizing ultra-low-power/battery-less and physically secure
THz transceivers. Specifically, it demonstrates three new frontiers in standard CMOS
technologies that will open up the THz band. The first is a mm-size 0.26 THz iden-
tification tag (THz-ID) enabling uW level THz link by exploiting back-scattering
and beam-steering functionalities. It is the smallest, package-less, monolithic ID chip
with far-field communication capability and asymmetric cryptography. The second is
the optimization based on dual-antenna architecture for 0.26 THz energy harvesting
with ~25uW harvesting capability. It is the highest frequency of CMOS harvester
by ~3x and has the highest RF-to-DC conversion efficiency at low input power. And
the third is developing an orbital-angular-momentum (OAM) wave-based transceiver
with bits-to-OAM modes mapping for secret key distribution at 0.31 THz frequency.
It is the first chip-based demonstration (at any frequency) of a transceiver front-end
that transmits and receives OAM waves. It is also the smallest, least power consum-
ing OAM transceiver and it can dynamically switch among OAM modes. The thesis
concludes with potential improvements and prospects for the future work.

Thesis Supervisor: Ruonan Han
Title: Associate Professor of Electrical Engineering and Computer Science
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Chapter 1

Introduction

Exploring terahertz (THz) gap on-chip has gained significant interest over the past
decade to enable new opportunities in imaging, radar, and broadband communica-
tions [11-14|. However, utilizing the overlooked aspect of THz systems, which is
the ability to shrink the communication node size with the challenge of keeping low-
power operation, can pave the way to new paradigms for wireless sensing and IoT
systems, especially with the advances in 6G and beyond. One potential application is
in the miniaturization of far-field Radio Frequency Identification (RFID) tags which
are widely used for counterfeit mitigation, authentication and supply chain manage-
ment. Small form factor, power efficiency and cost are the important requirements of
these tags which are often limited by off-chip antenna and packaging. Operating at
THz frequency removes these limitations by enabling on-chip antenna array within
mm-size with sufficient gain. In this thesis, we present an ultra-small identification
tag that is entirely built in a CMOS chip without external components. The usage
of back-scatter communications at 260 GHz enables full integration of a 2x2 patch
antenna array. For chip compactness and minimum interference caused by direct
wave reflection, the back-scatter signal is frequency-shifted by 2 MHz and radiated
with cross-polarization from the same antenna array. Such a configuration also, for
the first time for RF tags, enables beam-steering for enhanced link budget. The
presented tag has a peak power consumption of 21 yW and can be powered by a

chip-wide array of photodiodes. Using a low-cost 65-nm bulk CMOS technology, the

21



THz-ID chip has an area of only 1.6 mm? and demonstrates a measured downlink
speed of 100 kbps and upload speed of 2 kbps across 5 cm distance from the reader.
The tag-reader authentication/communication protocol is fully demonstrated using
external tag power and partially demonstrated using the tag-integrated photo-voltaic
powering. The photo-voltaic powering limits the applications of THz-ID to optically-
transparent packaging and there is a need for THz energy harvester. Therefore, this
thesis next explores the challenges of wireless power transfer at THz frequency for
ultra-miniaturized and battery-less platforms. A CMOS energy harvester, which op-
erates at so far the highest reported frequency (263 GHz) is presented. To maximize
the THz-to-DC conversion efficiency at low available radiation power, the harvester
not only utilizes a high-speed 22-nm FinFET transistor but also achieves the optimal
operating conditions of the device. In specific, the circuit enables self-gate biasing;
and through a dual-antenna topology, it drives the transistor drain and gate termi-
nals with both optimal voltage phase difference and power ratio simultaneously and
precisely. With a low input power of -8 dBm, the harvester achieves 13.6% measured
conversion efficiency and delivers 22 pW to a 1-k(2 load. Without relying on any
external component, the harvester chip occupies an area of 0.61x0.93 mm?. This is a
breakthrough for THz circuits that will enable many new technologies and open new

research directions.

Large antenna arrays at the sub-THz/THz bands are basic building blocks for 6G
networks. An emerging challenge is the security of these ubiquitous THz-links, which
are susceptible to eavesdropping at unintended positions, due to beam divergence and
antenna sidelobes. Traditionally, wireless communication is secured at network and
application layers using digital encryption techniques which rely on trustworthy secret
key distribution. Such security architectures are becoming computationally intensive
and are not scalable with THz-links operating at multi-Gbps with strict energy con-
straints and latency requirements. Physical-layer security (PLS) significantly relaxes
the requirements for security at other layers. Orbital-angular-momentum (OAM) is
a potential candidate that can physically secure the one-way transmission of secret

keys in such networks and is easily generated from planar antenna arrays. In or-
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der to demonstrate the above-mentioned security application this thesis reports the
first chip-based THz-OAM transceiver. The chip consists of eight 0.31-THz modu-
lator /detector units, with integrated patch antenna, which are placed in a uniform
circular pattern with a diameter of one free-space wavelength. The chip transmits
OAM modes that are digitally switched among the m=0 (plane wave), +1 (left-
handed), -1 (right-handed) and (+1)+(-1) (superposition) states. The chip is also
reconfigurable into a receiver mode that identifies different OAM modes with >10 dB
rejection of mismatched modes. The array, driven by only one 310 GHz signal genera-
tion path, has a measured EIRP of -4.8 dBm. Using a 65-nm bulk CMOS technology,
the THz-OAM chip has an area of only 2.1x2.6 mm?, which is the smallest among
all prior OAM prototypes. The output OAM beam profiles and modes’ orthogonality
are experimentally verified. The dynamic mode switching capability of the chip is
also verified in time domain across a 1 m distance and a full-silicon OAM link is
demonstrated. Robustness of OAM-PLS using the presented chip is also analyzed
through different threat models.

1.1 Thesis Organization
This thesis is organized as follows:

1. Chapter 2 presents the motivation for the THz-ID, some related works and
critical innovations. Next, the overall architecture of the chip is presented.
Details of the THz front-end i.e., downlink and uplink circuits are also given.
Then, the security protocol and the photo-voltaic powering scheme are dis-
cussed. Finally, the experimental demonstrations and comparisons with the

prior state-of-the-art are presented.

2. Chapter 3 presents the motivation and potential applications for wireless power
transfer at THz frequency and the challenges that need to be overcome. It
presents a step-by-step optimization for efficient THz harvester design. The

measurement results are presented and compared with the prior state-of-the-

23



art. Next, this work is extended to the second prototype of THz-ID that harvests

power from the THz signal as well as uses it for back-scatter communication.

3. Chapter 4 introduces the concept of orbital-angular-momentum (OAM) and
presents its applications. Next, the system architecture for the THz-OAM
transceiver chip is presented. Details of the transmitter and receiver circuits
integrated into the THz pixels are also given. The experimental demonstra-
tions and comparisons with the prior state-of-the-art are presented. Finally,

certain threat models are also discussed for OAM-based security.

4. Chapter 5 presents the motivation and limitations of ingestible electronics.
Next, the stringent requirements for a Bluetooth Low Energy (BLE) compatible
wake-up receiver are presented. Then, the overall system design and circuit

details are given.

5. Chapter 6 provides a conclusion for the projects presented in this thesis. It

also points out some potential improvements and the future research directions.

1.2 Publications

Much of the work presented in this dissertation has been previously published or

submitted for publication. The main works contributing to this thesis are as follows.

e [15| M. I. Ibrahim, M. I. W. Khan, C. S. Juvekar, W. Jung, R. T. Yazicigil, A.
P. Chandrakasan, and R. Han, "THzID: A 1.6mm? Package-Less Cryptographic
Identification Tag with Backscattering and Beam-Steering at 260GHz," IEEFE
International Solid-State Circuits Conference - (ISSCC), San Francisco, CA,
Feb. 2020.

e [16] M. I. W. Khan, M. 1. Ibrahim, C. S. Juvekar, W. Jung, R. T. Yazi-
cigil, A. P. Chandrakasan, and R. Han, "CMOS THz-ID: A 1.6-mm? Package-
Less Identification Tag Using Asymmetric Cryptography and 260-GHz Far-Field
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Backscatter Communication," IEEE Journal of Solid-State Circuits, vol. 56, no.
2, pp. 340-354, Feb. 2021.

[17] M. I. W. Khan, J. Woo, X. Yi, M. L. Ibrahim, R. T. Yazicigil, A. P.
Chandrakasan, and R. Han, "A 0.31-THz CMOS Uniform Circular Antenna
Array Enabling Generation/Detection of Waves with Orbital Angular Momen-
tum," IEEE Radio Frequency Integrated Circuits Symposium (RFIC), 2021, pp.
203-206. (Best Student Paper Award — First Place)

[18] M. I. W. Khan, J. Woo, X. Yi, M. L. Ibrahim, R. T. Yazicigil, A. P.
Chandrakasan, and R. Han, "A 0.31-TTHz Orbital-Angular-Momentum (OAM)
Wave Transceiver in CMOS with Bit-to-OAM Mode Mapping," IEEE Journal
of Solid-State Circuits, RFIC Special Issue, vol. 57, no. 5, pp. 1344-1357, May
2022. (Invited)

(Accepted) M. I. W. Khan, Eunseok Lee, Nathan M. Monroe, A. P. Chan-
drakasan, and R. Han, "A Dual-Antenna, 263GHz Energy Harvester in CMOS
for Ultra-Miniaturized Platforms with 13.6% RF-to-DC Efficiency at -8dBm
Input Power,” IEEE Radio Frequency Integrated Circuits Symposium (RFIC),
2022.

Chapters 2 and 4, reproduce and adapt material from previously published works.

Chapter 2 is adapted from Ref. [15], and [16], while Chapter 4 being adapted from
Ref. [17], and [18].

1.3 Co-worker Contributions

The collaborative work presented in this thesis would not have been possible without

the valuable contributions of my research colleagues. I would like to acknowledge my

thesis supervisor Prof. Ruonan Han, who guided me through all the projects presented

in this thesis. The substantial guidance and technical inputs of Prof. Anantha P.

Chandrakasan to the work presented here were also crucial. The rest of my co-

workers’ contributions are summarized below:

25



e The THz-ID system design presented in Chapter 2 was led in a collabora-
tion with Muhammad 1. Ibrahim and assisted by Chiraag S. Juvekar, Rabia
Tugce Yazicigil, and Wanyeong Jung. Mohamed and I were responsible for the
THz/analog front-end. I designed the THz square-law detector, coupler, SSB
mixer and matching network in the back-scattering module and the base-band
amplifier. Mohamed constructed the multi-feed patch antenna and was respon-
sible for the co-design of the antennas and the photodiode array. Wanyeong
designed the DC-DC converter. Chiraag and Rabia designed the cryptographic
processor. [ designed the THz reader using off the shelf components for the
chip measurements. Chiraag did the coding for the communication protocol.

Mohamed, Chiraag, and I performed the experiments.

e THz energy harvesting presented in Chapter 3 is entirely led by me. In this
effort, I tested many devices and topologies, and also tape out a chip based on
a custom-designed Schottky diode in 65-nm CMOS process. The chip didn’t
work properly due to lack of accurate simulation models for the custom diodes.
Finally, I found Intel’s 22-nm FinFET to be a good candidate and optimized
the harvester circuit design. Eunseok Lee contributed to the DC-DC converter
design for the second prototype of THz-ID and Nathan M. Monroe helped me
with setting up Intel’s 22FFL PDK and associated DRC, LVS, and QRC scripts.

I conducted the chip measurements.

e [ also led the THz-OAM system design presented in Chapter 4. Prof. Ruonan
Han initially explored the idea of OAM and we jointly came up with system
architecture. I designed all the THz front transmitter and receiver circuits
as well as the baseband circuits. The multiplier-amplifier chain circuits were
modified from the design of Xiang Yi. Jongchan Woo and Rabia T. Yazicigil
designed the controller. I designed the measurement setup including spiral-
phase plates and 3D printed fixtures. Mohamed did the chip wire-bonding and

he helped me with some experiments.

e The BLE-compatible wake-up receiver presented in Chapter 5 is led by Yeseul
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Jeon. I designed the RF front end including LNA, mixer, and custom-design
antenna as well as the baseband circuits. I presented the idea of air-gap for
mitigating the shift in antenna resonance frequency. I also improved the FSK
demodulator circuit previously designed by Mohamed Radwan. Yeseul and
I designed the impedance sensor and tunable matching network and did the

FBAR measurements. Pierce oscillator is designed by Saebyeok Shin.
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Chapter 2

CMOS THz-ID: A 1.6mm?
Package-less Identification Tag using
260-GHz Far-Field Back-scatter

Communication

2.1 Motivation

Radio-frequency identification (RFID) tags have been widely adopted in tracking,
authentication, localization, supply-chain management, health care, and so on [19].
They are filling the information gap between the physical world and the digital world,
maximizing efficiency and improving quality of life. For example, inside a hospital, a
fine-grained localization and authentication technology can help doctors and nurses
keep track of assets and medicines, and thus, reduces operational cost while increasing
the quality of patient care [20,21]. In retail, locating items on shelves and tracking the
movement of goods improves customer experience and provides valuable analytics for
store owners [22,23|. In the supply chain, such capability can optimize pallet loading
and quality control processes, in which a lot is done manually today [24,25]. According

to Semiconductor Industry Association "Counterfeiting costs US-based semiconductor
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companies more than $7.5 billion per year" [26]. Therefore, there is a growing need
for ultra-miniaturized far-field tags that can even be embedded inside integrated chips
for authentication throughout their lifetime.

At present, commercial RFID chips rely on an external antenna or inductor pack-
aging to facilitate efficient coupling of the RF waves. That, however, significantly
increases the overall size of the tag, making it impossible to be attached to small ob-
jects such as medical pills, tooth implants, and semiconductor chips. The associated
authentication and recording of manufacturing data, therefore, can only be realized
indirectly through special treatments (e.g., holographic patterns) on the goods pack-
ages, which leave loopholes for counterfeiting. Another barrier for RFID applications
is the additional cost associated with chip packaging, which takes up to two-thirds
of the total tag cost [27,28]. That makes RFID technologies much less competitive
than optical identification systems (based on barcodes or QR-codes), for example,
printed barcodes for low-cost products (e.g., a 50-cent candy bar) [19]. Lastly, it is
noteworthy that pervasive electronic tagging raises serious privacy concerns related
to inadvertent and malicious tracking of the tagged assets. Other sensitive data re-
lated to, for example, finance and personal health, are also increasingly generated
by RFIDs. However, high-security encryption and authentication protocols normally
require intensive computing, making reliable data protection difficult to realize in

power /hardware-constraint RFID operation environments.

2.2 Related Works

To enable secure and ubiquitous asset tagging, fully-passive, particle-sized identifi-
cation chips without external packaging are highly desired. However, the recently
demonstrated prototypes [29-34] that took the above path face either size, energy,
communication, or security limitations (summarized in Fig. 2-1). In [29], a 9-mm?
sensor node (volume=27 mm?) is implemented at 915MHz out of a stacked packag-
ing of multiple functionality layers for photo-voltaic powering, battery, antenna, etc.

This increases the overall size and cost of the sensor node. In [30], a 116x116 ym?
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monolithic radio chip is demonstrated, that relies on near-field inductive coupling at
5.8 GHz with an on-chip coil antenna, which severely limits the operation range to
~1 mm. In comparison, far-field tag interrogation using resonant antennas effectively
increases the range. Using this principle, a pad-less chip with 24-GHz downlink and
60-GHz uplink boosts the range to 50 cm [31,35], but the chip-integrated transmitter
(Tx) and receiver (Rx) antennas at two different frequencies also increase the chip size
to 3.7x1.2 mm?. While this is already an impressive form factor, to fully enable the
applications described previously, further miniaturization is desired. In [33], a mm-
Wave power-harvesting RFID tag is presented where the chip size is 1.3x0.95 mm?
without including the antenna. The off-chip 60 GHz antenna increases the size and
requires special packaging. A bidirectional 0.32 THz radio is presented in [34] with a
size of 0.57 mm? because of on-chip Tx and Rx antennas. However, this work doesn’t
involve power harvesting and requires a separate battery for its 49.3 mW peak DC
power consumption. The additional battery increases the size of the whole package.
It is also noteworthy that all the above works [29-31, 33, 34] also do not support
cryptographically secure identification. To this end, [32] demonstrates a secure au-
thentication tag, but the chip requires an 8-mm? 433MHz external antenna and works

by inductive coupling which limits its operation range.

2.3 Innovations

The major challenge of tags’ physical size is dominated by the size of resonant an-
tenna which is important for efficient far-field communication. The size of a resonant
antenna is of the order of ~ \,/2 where )\, is the wavelength. This indicates that oper-
ating at THz frequency will drastically reduce the antenna size enabling the mm-size
form-factor for the tags. Fig. 2-1 compares the size of previously reported work with
the proposed THz-ID emphasizing size scaling with frequency. The aggressive CMOS
scaling allows for THz tags but THz circuits (e.g., oscillators) consume a large DC
power making them incompatible with field-deployable applications. This hurdle is

overcome through photovoltaic energy-harvesting and back-scattered communication
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Figure 2-1: Size comparison of previous works. Blue line indicates the reduction in
the size of a resonant antenna with frequency.

in the proposed design.

Conventional RFIDs are based on antenna impedance modulation to back-scatter
the tag’s data (Fig. 2-2a), i.e. by changing the antenna impedance, the amplitude or
the phase of the reflection coefficient is changed. To enable THz operation, the carrier
frequency of conventional RFIDs (few GHz) increases by ~100x. Consequently, the
phase noise also increases by ~40-dB. Therefore, the above-mentioned back-scattering
technique doesn’t work at THz frequency as the weak back-scattered signal will be
submerged in the phase noise of the strong reflected signal, making it impossible to
recover the uplink data. A conceptual plot of the spectrum of ON/OFF-shift-keying
(OOK) back-scattered signal with a data rate of 2 kbps is shown in Fig. 2-2b.

In this thesis, we propose a novel architecture to avoid the previously mentioned
limitations. As shown in Fig. 2-3a, the downlink continuous-wave (260 GHz) from
the reader is received using one polarization (Pol. 1). Then, this signal is frequency-
shifted by 2 MHz using a single-sideband mixer (SSB). Finally, the back-scattered
signal is transmitted back on the orthogonal polarization (Pol. 2). As it can be seen

in Fig. 2-3b, the proposed architecture helps in boosting the SNR, since the wanted
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Figure 2-2: (a) Conventional RFID back-scattering architecture. (b) A conceptual
spectrum of OOK modulated back-scattered signal with data rate of 2 kbps.

modulated signal is pushed away from the high phase noise. In addition, the carrier

phase noise is further reduced by ~20 dB due to the cross-polarization rejection.

This thesis presents a package-less, monolithic tag chip in CMOS, that has a size
of 1.2x1.3 mm? (shown in Fig. 2-4) [15,16]. To enable far-field operation with such a
small form factor, the downlink /uplink carrier frequency is pushed into the low THz
regime (260 GHz). That, along with a Tx-Rx antenna sharing technique, allows for
on-chip integration of a 2x2 antenna array and a tag-side, beam-steering capabil-
ity. An operation range of 5 cm is demonstrated, which makes barcode-reader-like
applications possible. A frequency-shifted back-scattering technique with orthogonal
radiation polarization is employed which helps in distinguishing weak back-scattered
signal from strong reflection of the incident wave. Meanwhile, an ultra-low-power
elliptic-curve-cryptography (ECC) dedicated processor is integrated in the THz-ID
chip, which provides high-security compact asymmetric encryption. The whole chip
consumes a peak power of 21 W, which is provided by an array of chip-integrated

photodiodes.
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Figure 2-3: (a) Proposed frequency-shifted back-scattering with orthogonal polariza-
tion. (b) A conceptual spectrum of OOK modulated back-scattered signal with a
data rate of 2 kbps and a frequency shift of 2 MHz.

2.4 THz-ID Hardware Architecture

The architecture of the tag chip is shown in Fig. 2-5. The incident 260-GHz wave
(red) from the reader is coupled to a 2x2 array of on-chip patch antennas. The THz
signal with a particular linear polarization received by each antenna is extracted from
two sets of antenna feeds with a power-splitting ratio of ~1:1. Half of this power,
used for the downlink, is rectified to baseband via four THz square-law detectors.
The other half of the input power is used for the back-scatter uplink communication.
It is noteworthy that a strong, direct reflection of the incident downlink wave, due to
the large surface of the object to be tagged, is inevitable. It is, therefore, critical to
eliminate the interference of such reflected waves to the actual data-modulated signal,
which is back-scattered by the chip. To this end, single-sideband (SSB) frequency
mixing is added to the back-scattering process, so that the final carrier frequency
for the uplink (fyz) is ~2 MHz below that for the downlink (fpz). Meanwhile, the
chip is designed so that the polarization of the back-scattered wave (blue in Fig. 2-
5) is also rotated by 90°, so that the tag reader’s receiver antenna with a linear

polarization aligned with the back-scattered wave can further suppress the directly
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reflected wave by >20 dB. The cross-polarization scheme also allows for re-using the
downlink antennas for uplink antennas, which reduces the tag area by ~2x. More

details of the antennas will be given in Section 2.5.1.

Both the downlink and the uplink utilize ON/OFF-shift-keying (OOK) modula-
tion, and offer data rates at 100 kbps and 2 kbps, respectively. The THz SSB mixers
for the frequency shifting of the uplink carrier are driven by four 2-MHz local-oscillator
(LO) signals generated by an integrated processor. With independent, digital control
of the phase in each LO, beam-steering for the THz uplink wave is achieved. That
enhances the link budget when the tag is not perpendicularly facing the tag reader.
Moreover, without the beam-steering capability, the tag would act as a mirror and

make the back-scatter communication more prone to eavesdropping.

In our protocol, the cryptographic processor first sweeps the uplink beam direc-
tion until reliable communication is established. Then it will work with the reader to
perform a narrow-strong private identification protocol [36] under a public-key cryp-
tography scheme (specifically elliptical-curve cryptograhy). It guarantees that any
eavesdropper who does not possess the readers’ private key cannot identify which tag

participates in the protocol by merely monitoring the wireless link.

The photo-voltaic powering of the tag is realized through a large array of P-N
photodiodes placed under and beside the antennas. To allow the incident light to

reach the photodiodes, the patch and the ground plane of the antenna possess a
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fishnet pattern (Fig. 2-5). A DC-DC converter is implemented in order to boost
the photodiode output voltage to ~1 V. A 8-MHz oscillator is integrated to provide
the LO signal for the THz SSB mixers, as well as the clock signals for the DC-DC

converter and the cryptographic processor.

2.5 THz Downlink and Uplink

In this section, I describe the design of various tag components that enable 260-GHz

communication with very small power consumption and chip area.

2.5.1 Multi-Functional On-Chip Patch Antenna

To enable front-side radiation, the tag integrates 2x2 patch antennas that are shared
between the downlink and uplink. To realize such sharing, a near-square shape is
adopted for the patch, so that its two dominant excitation modes i.e. TMjy and
TMjyio with orthogonal polarizations have the same resonance frequency (~260 GHz).
As Fig. 2-6a indicates, to excite a certain mode (TM;qy in this case), we can either use
a differential feed symmetrically connected to the patch edge along the z-direction
(i.e. Feed 1), or a single-ended feed connected to the center of the patch edge along
the y-direction (i.e. Feed 2). Therefore, when both feeds are used and the downlink
wave aligns with the TM;99 mode of the antenna, the received power is split into the
two feeds for back-scatter (Feed 1) and downlink demodulation (Feed 2), respectively.
Accordingly, the THz SSB mixer has a differential input, while the THz square-law
detector for the OOK demodulation of downlink has a single-ended input (Fig. 2-6a).

Next, to radiate the uplink signal with orthogonal polarization, the TMg;o mode of
the same antenna is used (Fig. 2-6b) and is excited by a single-ended feed (Feed 3) at
the center of the patch edge along the z-direction. Accordingly, the THz SSB mixer
provides a single-ended output, as described later in Section 2.5.2. Note that the
electrical field distribution of the associated TMg;g mode has a null at Feed 2, so the
leakage of the uplink signal to the THz square-law detector is very small. Similarly,

the received downlink signal does not leak into the SSB mixer output either (Fig. 2-
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7a). Note that the uplink signal injected at Feed 3 can couple back to the SSB mixer
through a common-mode leakage in Feed 1. Techniques to prevent such leakage are

described in Section 2.5.2.

To ensure the reliability of both the downlink demodulation and the back-scattering,
the power splitting ratio in Fig. 2-6a is set to about 1:1. The value of the ratio is
controlled by the termination impedances at Feed 1 and Feed 2 (i.e. Z; and Z; in
Fig. 2-7a). To determine the optimal values of Z; and Z,, we first derive the de-
sired ratio of K=27,/7Z;. Note that for the TM;qy resonance mode, the distribution
of the electrical field (hence the local voltage with respect to the ground) along the
a-direction approximately follows an anti-symmetric sinusoidal pattern (Fig. 2-7a),

and can be expressed as [37]:

T™r

V(z) =V, -sin (2.1)

2LaNT’

where V{ is the maximum RMS voltage at the edge of the antenna, and L 4n7 is the
dimension of the antenna. Therefore, the power injected into Z; and Z,, respectively,

is:
. 4%2 7TL1

Py Z, (sin

> and Py= - 2.2
2LANT) e (2:2)

where L is the distance of each Feed 1 wire from the antenna edge center (Fig. 2-7a).

For equal power splitting (i.e. Pi=F,), the required ratio K is derived:

Ly 1
G R — 2.3
Zy  4(sin ﬁy (2:3)

In our design, the value of Li/Lay7, limited by the circuit floorplan, is about 0.18,
which leads to K~3. Next, to further determine Z; and Z,, we note that their
optimal values should provide matching between the entire downlink structure and
the incident plane wave. This scenario is emulated in a full-wave electromagnetic
simulator, HFSS [38], with a far-field half-wave dipole antenna (Port 3 in Fig. 2-
7a). The dipole has a gain of 2 dB and is located at 2 cm from the on-chip patch

antenna. The absolute values of Z; and Z, are then swept (while keeping their ratio
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Figure 2-7: (a) The electrical-field distribution of the TMjgo mode in the multi-
port antenna. (b) The simulated power transmission coefficients from a far-field feed
dipole (2 cm away) to the two ports associated with the downlink, when they are
terminated by Z;=150 2 and Z,=450 ), respectively. The dotted line shows the
expected total received power, which includes the free-space propagation loss and the
gains of two antennas. Ideally, it should be 3-dB higher than Si3 and Sj3 when the
power transmissions to Port 1 and 2 are equal and maximized. (c) The simulated
reflection coefficients show impedance matching at both ports.
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of K=3). When Z;=150 Q and Z5=450 2, maximum total power transfer from
the feed dipole to the two patch antenna ports (S13 and Sss) is obtained, meaning
that the wave reflection on the antenna is minimum. Fig. 2-7b shows the simulated
power transmission co-efficient (including free-space propagation loss) when the above

optimal impedance values are applied.

Regarding the implementation of the patch antenna, its radiator uses the top
aluminum (Al-pad) layer of the CMOS process and has a size of 271 um in the -
direction and 235 pm in the y-direction. These dimensions, along with the additional
feed ports, lead to the same resonant frequency for both TM;gy and TMg1o modes.
The patch would have a square shape if only Feed 2 and Feed 3 were present but the
differential Feed 1 necessitates a non-square shape. The simulated antenna gains for

both the TM;pp and TMg;9 modes are almost the same as shown in Fig. 2-8.

The patch radiators and the ground planes of the antennas are implemented with
a fishnet pattern to allow the transmission of light through them for photovoltaic
harvesting. The ground plane of the antenna is made out of the M3 layer. The
antenna is also enclosed by a ground wall (M3 to top aluminum layer), which is 20-
pm away from the patch on all sides. That reduces the coupling with neighboring
electronics and antennas while its effect on the antenna performance is negligible as
shown in Fig. 2-9. Using HFSS the peak directivity and radiation efficiency of the

antenna in the simulation are 6.7 dBi and 27%, respectively, in both resonant modes.
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Figure 2-9: (a) Effect of the guard ring on the simulated radiation efficiency of the
patch antenna. (b) Simulated coupling (S2;) between two antennas with and without
guard ring.
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Figure 2-10: Schematic of the back-scattering module consisting of a passive SSB
mixer, a balun, and two 90° Lange couplers. The loopback effect with the absence of
the input balun is also shown.

2.5.2 THz Frequency-Shifting Back-scatter Module

Instead of using a dedicated Tx signal source on a tag [31], which is too power hungry
to be practical for THz-IDs, our uplink adopts an energy-efficient back-scatter scheme
for the incident wave. As described in Section 2.4, the back-scatter module applies
a frequency shifting to the THz signal. Shown in Fig. 2-10, the back-scatter module
consists of a passive SSB mixer, two 90° Lange couplers, and a balun. It takes the
differential RF signal from the antenna, generates its quadrature phases, and then
mixes it with a set of 2-MHz quadrature LO signals. The mixer output is finally
injected back to the antenna through Feed 3. Next, details of the components in the

back-scatter module are given.

Input Balun

In Fig. 2-6b, the TMy;p mode excited by the SSB mixer output presents a common-
mode electrical field at the two wires of Feed 1. As a result, the mixer output will be
fed back to the mixer and undergoes an extra down-shift by fro in each round trip.
Such loopbacks, therefore, cause excessive signal loss and undesired LO harmonic

spurs. To avoid it, between Feed 1 of the antenna and the SSB mixer input, a balun
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Figure 2-12: Simulated radiation efficiency of the antenna for Feed 3 with and without
connecting balun to the differential Feed 1.

is inserted, which only allows the transmission of differential signal from the antenna,
and blocks the common-mode leakage from the mixer output. A return-path-gap-
based balun introduced in [39] is used, which consists of two microstrip lines coupled
via a slot in the ground plane (i.e. return-path gap or RPG, see Fig. 2-11a). The
RPG slot, closed by four quarter-wavelength slot resonators in the ground plane, only
allows transmission (hence input-output coupling) of quasi-TE-mode wave, which is
excited by a differential signal in the input microstrip lines. That is illustrated in the
electromagnetic simulation shown in Fig. 2-11b, and we can see that the common-
mode signal is effectively rejected. The simulated insertion loss for the differential
mode is ~1 dB and the rejection for the common mode is >10 dB from 240 to 280 GHz.
The balun is implemented using 2-pm-wide M9 microstrip lines and slots in a shunted
M1-M3 ground. Note that a wire placed along the central line of the balun connects
the SSB mixer output (frr-fro) and the antenna (Fig. 2-10); since the balun central
line can be treated as the virtual ground for the differential-mode transmission, the
above wire does not interfere with the balun operation. The radiation efficiency of
the antenna for Feed 3 is not effected by the balun connected to Feed 2 as shown in

Fig. 2-12.
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Figure 2-13: (a) The structure of the 260-GHz Lange coupler in the back-scatter
module. (b) Simulated insertion loss and output mismatch of the coupler.

Coupler

The Lange coupler that generates the quadrature phases for the input 260-GHz signal
is shown in Fig. 2-13a. The electromagnetic simulation results are shown in Fig. 2-
13b; at 260 GHz, the simulated insertion loss excluding the ideal 3-dB power splitting
factor is 1.2 dB, and the amplitude/phase mismatches at the two output ports are
0.5 dB and 0.5°, respectively. The couplers are implemented using the M9 layer, with
3-pm-wide lines and 3-pum spacing among the lines. The couplers are also enclosed
by a ground plane (with a spacing of 15 ym) to provide the signal’s return path and

to minimize the coupling to surrounding structures.

2.5.3 Passive Single-Sideband (SSB) Mixer

Although a double-sideband (DSB) mixer involves simpler hardware implementation,
we note that the generated upper and lower sidebands are applied with opposite
phases from the LO; in our tag, therefore, their associated uplink beams would point
to different directions in the beam-steering. That lowers the security and causes signal
loss and interference. In our design, a SSB mixer based on passive quad switches is

adopted to not only suppress the upper-sideband of the output, but also to minimize
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Figure 2-14: Schematic of the 260-GHz passive SSB mixer.

the power consumption. Shown in Fig. 2-14, the 2-MHz quadrature LO signals of the
mixer are from an 8-MHz on-chip oscillator cascaded by a divide-by-4 static frequency
divider. Although a divide-by-2 operation for a 4-MHz signal also provides the 2-
MHz quadrature LO signal, the additional availability of LO phases (e.g., 45°, 135°,
225°, 315° in Fig. 2-14) provided in our divide-by-4 scheme is utilized to demonstrate
the beam-steering of the uplink wave. The phases of the RF and LO signals of
the MOSFETs are arranged in the way that at the central current-summing node,
the lower-sidebands of all branches add up constructively, while the upper-sidebands
cancel. MOSFETs in 65-nm bulk CMOS process have poor switching performance
at THz; although a wider channel provides smaller ON-resistance, there is also a
stronger coupling of THz signal from the channel to the LO wire through the gate-
channel capacitance. To block such coupling, a set of 1.5-k{) resistors (R;~R; in
Fig. 2-14) are added in series with the transistor gates, which improves the mixer
insertion loss from 15.5 dB to 13.5 dB in the simulation. Lastly, the OOK uplink

modulation is realized by a data-controlled gating of the LO signals.

Shown in Fig. 2-13a, microstrip TL; lines combine the drain nodes of the MOS-
FETs and TL, is used to assist the impedance matching to Feed 3 of the antenna.
But TLs falls short to provide ideal transformation and the limited space (due to the
presence of the balun) hinders the placement of additional matching network compo-
nents. This impedance mismatch leads to an insertion loss of 2 dB from the mixer to

antenna Feed 3.

47



-40 - LSB Output fRF'fLO
(Conversion Loss: —1§dB)

-50+ I~10dB

-60

IF Power (dBm)

=70 - ]
-80 ‘ ‘ Input RF Carrier ‘
1 R R R R P D

259.96 250.98 260.00 260.02  260.04
Frequency (GHz)

Figure 2-15: Simulated output spectrum of the THz back-scattering module with a
-30-dBm RF input (frr=260 GHz) and quadrature LO signals at fro—=2 MHz.

The simulated differential impedance of the whole back-scattering module is very
close to the desired 150 2 (see Section 2.5.1) without any additional matching network.
If necessary, the impedance matching can be fine tuned by controlling the lengths
(L, and L, see Fig. 2-11a) of the transmission lines connecting the balun to the
antenna and coupler, respectively. The simulated common-mode impedance of the
back-scattering module is largely capacitive (4.2-347.4j Q). The small real impedance
ensures that the radiation efficiency for the uplink signal is not affected by the loading

at Feed 1.

In Fig. 2-15, we show the eletromagnetic-circuit co-simulation results of the entire
back-scattering module. An overall conversion loss of 18 dB (including the 2-dB
impedance mismatch loss) is achieved at frr—260 GHz, at the expense of zero static
DC power. The conversion loss should be improved with more advanced CMOS
technologies. The module also effectively suppresses the components at frp+fro
and frrE2fro. The component at frr+3fL0, due to its constructive summation at
the mixer output node, appears at the output spectrum, with a 10-dB rejection ratio.
In the future, this may be improved by adopting a polyphase N-path mixer structure.
Also note that the phase noise of the back-scattered signal, being the sum of the RF

and LO phase noise, is not deteriorated by the ultra-low-power tag LO; because the
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Figure 2-16: Simulated phase noise of the on-chip 8 MHz oscillator.

simulated tag LLO phase noise is still smaller than that of the RF signal, due to the
large difference between the two signal frequencies (i.e. 2 MHz versus 260 GHz). The
simulated phase noise of the on-chip oscillator is ~20 dB better than the 260 GHz

signal as shown in Fig. 2-16.

2.5.4 THz Downlink Circuits

For the demodulation of the 260-GHz OOK downlink signal, a THz square-law detec-
tor is used to first rectify the input to baseband, then a low-power amplifier is used
to boost the baseband signal to a few hundred mV, so that the subsequent digital

circuits can operate reliably (Fig. 2-5).

THz Square-Law Detector

To achieve zero DC power and low flicker noise, our 260-GHz square-law detector is
based on a 2.4um/65nm NMOS device with zero drain bias. Similar to other FET-
based THz detectors [40, 41], the optimal responsivity and noise-equivalent power
(NEP) occur at a gate bias around the threshold voltage Vy;, of the transistor. Conven-
tional VDD-powered circuits, due to the tag’s energy harvesting operation, has large
bias voltage fluctuation. Fortunately, in our CMOS process, the threshold voltage
(Vin=0.4 V) is close to the light-insensitive, open-circuit voltage of a P-N photodiode

(Vpp=20.47 V). Therefore, a simple photovoltaic-biasing circuit shown in Fig. 2-17 is
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Figure 2-17: Schematic of a photovoltaically-biased THz square-law detector pair.

adopted. Next, we note that any THz-power leakage to the biasing photodiode and
detector baseband output should be avoided. To this end, a dual-detector scheme
shown in Fig. 2-17 is used, which utilizes the property that the THz downlink signals
extracted respectively from the adjacent edges of two patch antennas (see Fig. 2-5)
are differential. As a result, in the symmetric circuit topology in Fig. 2-17, virtual
RF grounds are formed at Node A and B. Furthermore, TL, and TL3 are quarter-
wavelength transmission lines; they transform the virtual ground to high impedances
at the drain and gate of the MOSFET and therefore, highly confine the THz wave
within the device. It is noteworthy that since the two differential THz inputs carry
the identical OOK envelope, the baseband output from the two MOSFETs is in-phase,

and is therefore combined and extracted at Node B.

In Fig. 2-17, C; (~50 fF) creates an AC short and therefore facilitates THz self-
mixing in the diode-connected MOSFET. Cy (~15 fF) provides DC isolation from
the uplink back-scatter module, and together with TL; (0.35)) forms a matching
network to present an impedance that is derived in Section 2.5.1 for equal power
splitting. The insertion loss of the matching network is 1 dB. TL;~TL3 are 75 €
coplanar-waveguide (CPW) transmission lines implemented using the M9 layer. As

shown in Fig. 2-18a, the simulated overall impedance of the detector circuit is close
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Figure 2-18: (a) Simulated impedance of the detector presented to Feed 2 of the
antenna. (b) Simulated responsivity and NEP of the detector.

to the desired impedance value of 450 2. Lastly, Fig. 2-18b shows that, at the
photodiode bias voltage of ~470 mV, the simulated responsivity and noise equivalent
power (NEP) are 1 kV/W and 32 pW/Hz'/2, respectively. Note that the NEP is
limited by the channel thermal noise of the transistor. The noise voltage from the
photodiode, calculated in APPENDIX, is small and does not transfer to the transistor

output, given that the transistor is in the triode mode.

Ultra-Low-Power Amplifier

Shown in Fig. 2-19a, the demodulated signal from the detector is injected into a chain
of amplifiers through a high-pass filter. The filter, consisting of a 5 pF capacitor and
a 5.7 MSQ resistor, has a low cut-off at 5 kHz and provides not only the input bias of
the amplifier but also DC isolation from the THz detector. The amplifier consists of
three stages and two inverting buffers, and are separated by the same high-pass filters;
this way the inevitable amplifier offset due to PVT variations and layout asymmetry
is not amplified and saturates the circuits near the amplifier output.

Each amplifier stage consists of an input NMOS differential pair, which is preceded
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and followed by source-follower stages acting as voltage shifters. To save power, all
amplifier stages are biased in the sub-threshold regime. The bias voltage Vgrag in
Fig. 2-19a is generated from a cascode constant-g,, circuit (Fig. 2-19b). A reset signal
RST from the tag’s DC-DC converter is used to ensure that the biasing circuit jumps
from an undesired meta-stable state to the normal state when VDD ramps up to
~1 V. As shown in Fig. 2-19¢c, the simulated gain and the input-referred noise of the
amplifier chain are 80 dB and 21 nV/Hz!'/2, respectively. The whole amplifier-buffer
chain, including the biasing circuit, consumes only 1.5 pW.

The high gain is to ensure reliable toggling of subsequent digital circuits. It,
however, also amplifies the noise, so when the THz detector is idle, the amplifier
output has a low but non-zero probability of falsely toggling the succeeding digital
buffer. To mitigate its impact, before taking any downlink message, the on-chip
processor always first validates a 16-bit preamble in front of the message. When the
THz detector outputs normal data in the downlink mode, the amplifier output level
is sufficiently far away from the digital trigger threshold, and the noise impact is

suppressed.

2.6 Cryptographic Security Processor

Fig. 2-20 shows the cryptographic processor which implements a 128-bit secure ECC-
based private ID scheme [36,42]. The scheme is a 3-move protocol where the tag
chip uses its private key and the reader’s public key in order to identify itself to the
valid readers. The scheme guarantees that any eavesdropper who does not possess the
reader’s private key cannot identify which tag participates in the protocol by merely
monitoring the wireless link.

An important consideration in the choice of the authentication protocol was the
need to co-design it with the cryptographic accelerators to ensure a low footprint.
Firstly, we narrowed the choice of authentication protocols, to those that did not re-
quire any hash functions to reduce die-area. Secondly, a protocol using = co-ordinate

only arithmetic was chosen to enable a compact architecture for the ECC hardware
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accelerator (ECHA). Finally, Curve25519 was chosen since it allowed for an especially
efficient x co-ordinate only Montgomery Ladder [43]. Since the authentication pro-
tocol requires a secret-scalar multiplication, using the Montgomery Ladder has the

added benefit of providing side-channel resistance [44].

The chip has a ring-oscillator-based true-random-number generator (RO-TRNG)
with a 3.3kGE! 8-bit advanced encryption standard (AES) whitener and a compact
25kGE Curve25519 ECHA to provide the randomness and cryptographic primitives
used in the protocol. The ECHA is a very long instruction word (VLIW) machine with
a 2.8kGE microcode ROM that implements the ID scheme. Our chosen authentication
protocol needs to support arithmetic over both the base field as well as the scalar field.
A dual-modulus ALU with a 256-cycle multiplier was chosen to allow sharing the
entire datapath between both moduli. As explained above, the Elliptic curve scalar
multiplication (ECSM) is implemented using a constant time 650k-cycle projective
coordinate Montgomery ladder that is secure against simple power analysis. Register
savings in the ECHA design and optimized ECSM microcode results in 22% lower
area and 18% lower cycle count compared to [45]. Storing the entire ECSM state
in registers allows for low voltage operation down to 0.85V and improves the energy

efficiency of the core to 14.4uJ /ECSM.

Fig. 2-21 shows the flow of the direction optimization and the authentication
protocol between a THz secure tag and the THz tag reader. When powered using
light, the tag wakes up and signals the same to the reader via a beacon. The beam
direction is optimized by adjusting two antenna parameters, azimuth angle (¢) and
elevation angle (6), to maximize the link budget for data transmission. To this end,
the whole space is divided into 25 possible angular positions: five in each azimuth and
elevation directions with a step size of 45° from 0° to 180°. The tag wakes up with
¢=0° and 6=90° by default, and then starts scanning. It takes ~20 ms (limited by
uplink data rate of 2 kbps) to complete the exchange of one beam direction message

between the reader and tag. The total time for the beam search is therefore ~500 ms.

'kGE represents a technology normalized area metric equivalent to the area of a thousand
minimum-sized NAND gates
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All THz tags are initialized with a unique private and public key pair (¢, T=tP)
and the reader has the tag’s public key (T") registered in its database. The reader also
has a private and public key pair (y, Y=yP) and the reader’s public key Y is known
to all tags. If the reader requests authentication of the THz tag, the tag commits
a fresh random value (R;=r,P) where the randomness (1) is generated using the
RO-TRNG and the 8-bit AES whitener. The reader responds to the tag’s commit
message with a random challenge (Ry = ro P) that is utilized by the tag to compute a
Diffie-Hellman share (r;7oP). The tag then applies a one-way function to this share
and calculates its response. This response is then verified on the reader side through

a similar computation to authenticate the tag.

2.7 Integrated Photo-voltaic Powering

The antenna array, when incorporated on the tag chip, occupies most of the die
area. In this section, we describe how the silicon under the antennas, along with an
integrated DC-DC converter, are exploited to perform photo-voltaic powering for the

tag.

2.7.1 Photodiodes

The CMOS technology used for the chip provides a Deep N-well structure, normally
for increased isolation between analog and digital circuits. This feature is utilized
in the THz-ID tag, where silicon photodiodes are built based on a vertical stack of
N+, P-well, Deep N-well, and P-substrate, as shown in Fig. 2-22. As a result, three
P-N junctions are formed, which maximize the absorption of incident light. For chip
compactness, an array of shunted photodiodes is placed both beside and underneath
the antennas. Correspondingly, the patch radiators and the ground planes of the
antennas are implemented with a fishnet pattern (Fig. 2-22). A simulation tool based
on a finite-difference time-domain (FDTD) method, Lumerical [46], is used to examine
the hole size of the fishnet pattern. The simulation results in Fig. 2-23a assume that

25% area of the antenna are holes to allow light transmission (refereed as fill factor
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Figure 2-22: Photodiodes placed below patch antenna with fishnet pattern.

of holes henceforth), and show that the through-hole light transmission for hole size
smaller than 4 um undergoes significant plasmonic and scattering loss. On the other
hand, the hole size should remain a small fraction of the THz wavelength, so that
the THz-field distribution over the antenna is not affected. As a result, hole size of
8 um, which leads to a through-hole light transmission rate of 92% is selected. For
a larger effective illumination area, the fill factor of the holes should increase. That,
however, decreases the equivalent conductivity of the antenna metal layers, and lowers
the radiation efficiency, as is shown in the HFSS simulation in Fig. 2-23b. In the tag
chip, a fill factor of 25% is used, which slightly degrades the antenna efficiency from
31% to 27%.

2.7.2 DC-DC Converter

This component is needed to convert the loaded photodiode output voltage at about
0.3 V to the chip supply at 1 V. It consists of two converters (start-up and main
converters) that are connected between Viy and Vopr in parallel, switching clock
generators, and other small blocks for control (Fig. 2-24). When the converter is

powered by the photodiode from the cold state, the start-up converter (Fig. 2-25a)
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Figure 2-23: (a) FDTD-simulated light (A=700 nm) transmission through different
hole size. The cross-sectional view of intensity distribution for the hole size of 8 pm
is also shown. (b) Simulated antenna radiation efficiency with different hole opening
fill factor while keeping 8-pm hole size.
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Figure 2-24: Block diagram of the on-chip DC-DC converter.

is first turned on and generates 3x up-converted voltage at Voyr . When Vour s
exceeds 0.8 V, it triggers the main converter to generate the 1 V output. If the main
converter raises Voyr,r over 1 V, the output controller is triggered and turns on the
output switch that connects Voyr.r and Voyr, starting power supply to load circuits.
The output controller also provides a reset signal (RST in Fig. 2-24) to load circuits
so as to initialize them properly during start-up. RST is being asserted during the
whole start-up process, and is de-asserted after the output switch is on and Vpyr is

stabilized at 1 V.

For cold start, the start-up converter always operates whenever photodiode power
is available, but after triggering the main converter, its switching frequency is mini-
mized for minimum power waste (Signal Slow in Fig. 2-24). According to post-layout
simulation results, the switching frequency changes from 8 MHz to 16 kHz (around
500x frequency reduction) and the waste from switching loss is also proportionally

reduced.

The main converter (Fig. 2-25b) is optimized for the power conversion of the
peak system power, which can be estimated during the design time by simulation.
It has a higher conversion ratio of 1:5 to provide a high enough voltage and current
to the load. For efficient power conversion during operation, it uses transmission
gate switches instead of cross-coupled ones for better conductance, and most of the

available capacitors for the converters are allotted to the main converter. For stable
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and efficient power output, a feedback loop controls the switching frequency of the
main converter, so that the photodiode output voltage Vopr stays at the maximum
power point under the light intensity that is capable of providing the peak system
power.

After the main converter’s operation is stabilized, Voyr output switch is turned
ON to connect the converter’s Voyr to the supply voltage of other blocks. For regu-
lating the output voltage at 1 V, another control loop is attached at Vpyr for excess
output power from the converter to bypass the load. Design optimization specialized
for the tag enables the main converter to achieve a simulated conversion efficiency of
60% during peak power conversion, only using a tiny space (0.096 mm?) between two

patch antennas.

2.8 Experimental Results

The tag chip is fabricated using a TSMC 65-nm bulk CMOS process. The micrograph
of the chip is shown in Fig. 2-26. The chip has an area of 1.3x1.2 mm?. The two
rows of pads, which can be cut, are for debugging purposes. In our testing, the chip

is mounted and wire-bonded on a PCB.

2.8.1 Measurement Setup

First, a custom-designed THz-ID reader is constructed, as shown in Fig. 2-27a. It
communicates with the chip at a distance of 5 cm using two WR-3.4 horn antennas.
The antennas are placed in a way that their F-planes are orthogonal to each other,
in order to match the cross-polarizations of the THz-ID antennas (Fig. 2-6). For the
reader-to-tag downlink, an amplifier-multiplier chain (AMC) from Virginia Diodes
Inc. (VDI) is used, which converts a 10.9414-GHz input signal to a 20-dBm output
at 262.5936 GHz. The input of the VDI AMC is OOK modulated by the 100-kbps
data generated from a FPGA board (XEM 7001). According to the Friis formula [47],
the power impinging on the THz-ID chip is about -5 dBm.

For the tag-to-reader uplink, a VDI spectrum analyzer extender (SAX) mixes
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Figure 2-26: Chip micrograph of THz-ID.

the tag’s back-scattered signal with the 48 harmonic of its 5.4632-GHz LO, and
down-converts to 358 MHz. The signal is then amplified by 32 dB and observed on
a spectrum analyzer. To close the communication loop, the signal is also further
down-converted to 1 MHz, amplified by 60 dB and bandpass filtered. Finally, an
envelop detector cascaded by a comparator recovers the 2-kbps data and feeds it to
the FPGA (Fig. 2-27a). Fig. 2-27b shows the photograph of the setup. The THz-ID
reader head also includes an illumination source, which consists of a CREE XP-L-V6
LED and a lens that converges the light to a ~1 cm? spot on the PCB. The chip PCB
is mounted on a rotational stage, which is used for the beam-steering measurement.
In the uplink and downlink modes, the tag consumes 13 yW of power; which includes
4 W of static leakage power of the digital circuits. In the most power-hungry security
mode, when the cryptographic processor is running RO-TRNG and AES, the power

consumption rises to 21 pW.
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Figure 2-28: Measured spectrum of the back-scattered signal.

2.8.2 Characterization of the Circuits
Back-scatter Module

First, to characterize the 260-GHz back-scatter module in a basic continuous-wave
mode, the chip is externally powered and clocked (at fro=2 MHz) via the debug-
ging pads. With the incident wave generated by the VDI AMC, a down-converted
spectrum shown in Fig. 2-28 is obtained from the VDI SAX. The tone at 358 MHz
is the expected signal back-scattered by the THz-ID. It has a SNR of 36 dB at 1-
kHz bandwidth, indicating the feasibility of an uplink with the designed 2-kbps data
rate. The tone at 362 MHz is the upper-sideband image due to the limited image
rejection (~10 dB) of the SSB mixer in the tag. The central tone at 360 MHz is the
reader-generated 262.5-GHz signal directly reflected from the chip and its surround-
ings. Note that although this signal is already attenuated by ~25 dB due to the
cross-polarization of the reader antennas, it is still >30 dB higher than the tag-back-
scattered signal in Fig. 2-28. That in turn justifies our back-scatter scheme using
cross-polarization and frequency shifting. The scheme ensures that the phase noise

of the directly-reflected signal is below the reader’s thermal noise floor, hence does
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Figure 2-29: Measured downlink waveform from the tag.

not degrade the uplink SNR. The scheme also avoids the saturation of the reader’s

baseband amplifier caused by the undesired reflected tone with large power.

Downlink circuits

With OOK modulation to the VDI AMC, the tag downlink output is measured via
a debugging pad. Pulse-width modulation is adopted for the encoding of the system,
where duty cycle <45% represents bit 0 and >55% represents bit 1. In our measure-
ment setup, the reader uses 40% duty cycle for bit 0 and 75% for bit 1. The results in
Fig. 2-29 indicate that the tag downlink correctly recovers the original data created
by the FPGA in the THz reader (Fig. 2-27a). To achieve the gate bias of the downlink
MOSFET detector, ambient lighting is found to be sufficient in the testing.

Tag’s beam-steering

Next, we test the beam-steering capability of the THz-ID chip. Note that it is different
from conventional beam-steering of phased arrays, due to the unique back-scattering
operation of the chip, and the co-location of the reader’s transmitter and receiver.
Shown in Fig. 2-30a, the goal of the beam-steering of this tag is to ensure that when
the chip does not face the reader perpendicularly, its back-scattered wave can still be

re-directed towards the reader. Fig. 2-30a indicates that, with a chip tilting angle of
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0 and on-chip antenna spacing of /2, the following phase gradient (in degree) should
be applied in order to compensate for the total propagation-path difference related

to the waves handled by the two patch antennas:

360°
A

YA —pp=2- (% sinf) - = (sind) - 360° (2.4)

This is verified in our experiment, where the LO phase of each THz SSB mixer is
digitally controlled by the on-chip processor. Fig. 2-30b shows the back-scatter-wave
power, which is received by the reader in the measurement, at varying chip tilting
angles 6. Two tag phase-gradient settings requested by the reader, pa=pp and pu-
pp=180°, are tested. The measured peak responses of the reader occur at #=0° and
0=30°, respectively, which agrees well with (2.4). This also shows that the maximum
beam-steering angle (in both azimuth and elevation directions) is £30°. It should
be noted here that, when an antenna is tilted, the effective aperture decreases by a
factor of cos . At #=30°, ~1.2 dB two-way power loss should occur. However, in the
measurements, we received almost the same peak power in both settings. This can

be attributed to either a better alignment in Setting 2 or a measurement error.

Protocol and Energy-Harvesting

We also verified the protocol and the cryptographic function with external power and
the tag internal clock (Fig. 2-31a). When the reader receives the tag’s beacon message,
the FPGA starts a feedback loop to request a change of uplink beam angle until the
SNR is maximized. The measured waveforms associated with this operation are shown
in Fig. 2-31b. Then the reader sends a trigger to the chip to start the authentication
process described in Section 2.6. Fig. 2-31c shows the measured waveforms of the
challenge-response protocol that the tag takes towards the end of the authentication
process, in order to identify itself to the valid reader. In Fig. 2-31b, when the THz
reader is transmitting data, tag’s downlink circuit recovers the exact same data and
during idle time random output pulses are observed, as explained in Section 2.5.4.

Due to the preamble validation in the processor, those random pulses are rejected.
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Lastly, with external LED illumination and photodiode powering, the time-domain
behavior of the DC-DC converter, measured via the tag’s power supply pads, is shown
in Fig. 2-32a. The first waveform presents the operations of the DC-DC converter,
where the first peak shows the operation of the start-up converter, and the second
peak shows that the main converter is activated once the internal voltage of the circuit
rises to 0.8 V. Subsequently, the output switch loads the main converter output Vopr
(external) with other circuit blocks of the tag, which is shown by the second waveform.
The high-frequency fluctuations on Vpyr lines after the output voltage reaches ~ 1 V
indicate that the on-chip processor is activated. In Fig. 2-32b, the chip is entirely
power-autonomous and interrogated by the THz reader. It can be seen that, when
the converter startup is completed, the on-chip processor sends a tag-wakeup beacon
signal through its 260-GHz back-scatter uplink, and the signal is successfully received
and recovered by our reader. Since the downlink amplifier consists of transistors
operating in the sub-threshold regime, the large photoelectric effect causes bias drift
of the amplifier and excessive noise, which prevents the completion of the entire
security protocol in the test. The static current of the processor also increases with
the illumination. In future development iterations, we should be able to optically
power the complete protocol by enclosing the downlink and processor circuitry with

a cover formed by the Al-pad layer and sidewalls formed by the M1-to-Al stack.

2.9 Comparison with the State-of-Art

A comparison of our work with the prior state-of-the-art is given in TABLE 2.1. Our
presented tag is built entirely on a low-cost CMOS chip and is around 3x smaller
than the smallest package-less, far-field chip reported previously [31]. It also offers
multi-antenna beam-steering functionality for the first time in RFIDs. It uses pulse-
width modulation (PWM) and amplitude shift keying (ASK) with a 100% modulation
index. The uplink and downlink data rates are 2kbps and 100kbps, respectively, and
have been demonstrated at a distance of 5cm. The tag employs a security processor

with a peak power consumption of 21pW. Compared to [32|, the asymmetric public-
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key cryptography provides higher-level security and makes the THz-ID tag suitable
for privacy-sensitive applications. TABLE 2.2 compares the proposed ECC hardware
accelerator with prior work implementing prime-field ECC at a 128-bit security level.
The proposed design consumes the least energy per ECSM and occupies a minimum

normalized area.
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Table 2.1: SUMMARY OF THE THz-ID PERFORMANCE AND COMPARISON WITH

OTHER STATE-OF-THE-ART RFIDs IN CMOS
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Table 2.2: COMPARISON OF ELLIPTIC CURVE HARDWARE ACCELERATORS

cMmos | fechnology Cycle ECSM
Reference Normalized
Process Count Energy
Area
48] 350 nm 31kGE 1.1M 5504J
CRASH’05 ’
[45] 130 nm 33KGE 811.2k 56,
CHES’15 '
[49] 65.5kGE+
ISSCC'18 65 nm 4KB SRAM 496k 17.61]
This Work 65 nm 25kGE 650k 14.4uJ
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Chapter 3

A Dual-Antenna, 263-GHz Energy
Harvester in CMOS with 13.6%
THz-to-DC Conversion

3.1 Motivation

Pushing the wave frequency of far-field wireless power transfer (WPT) to the terahertz
regime is essential for ultra-miniaturized, battery-less platforms, which currently can
only be powered through light or ultra-sound (Fig. 3-1). As an example, the mm?-
size THz identification tag (THz-ID) in [1,16] relies on integrated photo-diodes, and
THz WPT will allow embedding the tags into optically-opaque packages of small-size
goods (e.g., semiconductor chips) for authentication and logistic tracking. Similarly,
micro-robots and sub-mm? wireless sensor nodes are also optically-powered through
integrated photo-diodes [2,50]. Light powering limits their application only to op-
tically transparent mediums and most of the silicon chip area is also taken by the
photo-diodes for sufficient energy harvesting which leaves little room for adding ad-
vanced functionality in the sub-mm form factor. Previously, the highest harvesting

frequency in silicon was only 94 GHz [51,52]. These harvesters require off-chip an-

tennas which increases the total size and packaging cost, hence are not suitable for
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Figure 3-1: Potential applications of THz wireless powering in ultra-miniaturized
systems: (a) THz-ID [1], (b) Micro-Robot [2], (¢) Micro-sensors [3] and (d) Micro-
implants [4].

ultra-miniaturized applications.

3.2 Challenges of THz WPT

There are two main challenges in efficient THz WPT: limited cut-off frequency (f;)
of the CMOS device and the lack of high-power THz sources. As shown in Fig. 3-2a,
the f; of a 65-nm NMOS device is ~200 GHz [5]. The device cannot fully respond

to signals above f; and hence the device doesn’t operate as an efficient switching
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Figure 3-2: (a) Cut-off frequency of CMOS devices with technology node scaling [5].
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rectifier above 200 GHz. Therefore, it is important to use a technology node with
f+ comparable to or higher than the frequency of the signal to be rectified. The
implementation of on-chip THz harvesters requires not only high-speed nonlinear
devices but also unconventional peripheral circuits that maximize the rectification
efficiency, 7, of the device near its speed limit. Secondly, the high-power source
is typically infeasible in THz setups. For instance, from a state-of-the-art 0.3-THz
ITI-V source with 20-dBm output and 26-dBi antenna gain, the power received by
an on-chip antenna (~2-dBi gain) at 5-cm distance is only -8 dBm as shown in
Fig. 3-2b. The corresponding reduced signal swing makes it difficult to fully utilize
the device’s nonlinearity for rectification. It is noteworthy that all prior mm-Wave
harvesters [51-57| are designed to work with high input power of a few to tens of mW

and at the sub-mW input level their efficiencies drop sharply.
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Figure 3-3: A generalized testbench for rectification performance test.

3.3 THz Energy Harvester Design

In this thesis, I present a 263-GHz energy harvester using Intel’s 22-nm FinFET pro-
cess, increasing the highest frequency of the CMOS harvester by ~3x. To maximize
the THz-to-DC conversion efficiency, n, at low available radiation power, the har-
vester achieves the optimal operating conditions of the device. In specific, the circuit
enables self-gate biasing; and through a dual-antenna topology, it drives the transis-
tor drain and gate terminals with both optimal voltage phase difference and power
ratio simultaneously and precisely. The antenna integrated harvester is ultra-compact
(~0.5 mm?) and does not rely on any external component. At -8-dBm input power
level, 13.6% THz-to-DC efficiency is experimentally obtained, resulting in >20-uW
harvested DC power — sufficient even for advanced, power-consuming functions, like
cryptography in THz-IDs, and motion of micro-robots. The THz energy harvester
design is presented next with two steps: (1) finding the conditions under which the
FET conversion efficiency is maximized, and (2) designing a network around the FET

to achieve the above conditions.

3.3.1 Optimum Conditions for 7,,,;

Although the 22-nm N-FinFET possesses a f; of 300 GHz [58], the closely-spaced
thin interconnects connecting to the device inevitably and significantly increase the
THz power loss. Efficient THz-to-DC conversion is then only obtained when stringent
device operating conditions are met. Fig. 3-3 shows a generalized testbench to search
for such conditions, where two arbitrary RF voltage sources vys and vgs are driving

the gate and drain nodes, respectively, and the rectified DC current Ioyr is extracted
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to a load Ry. The THz-to-DC conversion efficiency is defined as

_ Pour,pc

b (3.1)

where the net injected RF power

P,, = Pe.rr + Pp rr = Re (vgsz';;) + Re (vgs13,) (3.2)

Note that a certain P, corresponds to an infinite number of (v, v45) value sets, and
each set gives a different 7. Our goal is to find the optimal device driving condition

(vgs, vas) for maximum 7, specifically:

Ap = Lvgs — Lvgs and A = |vgs|/|vgs] (3.3)

In conventional low-frequency rectifiers, out-of-phase gate and drain voltages are ap-
plied (Fig. 3-4a), so that when v,, turns on the channel, a negative vy, reaches its
peak simultaneously and creates the maximum 45, hence the maximum, positive
Ioyr from the clipped i4, waveform. At THz frequencies, the above conditions are
no longer valid. As illustrated in Fig. 3-4b, the finite pico-second-level transit time
of carriers causes a phase delay Ay between vys and the moment the channel is ON.
Therefore, if vy is still out-of-phase with v,,, the channel will be turned OFF prema-
turely, resulting in an under-driven i45. For low input THz power P, (hence smaller
vys swing), this under-drive problem is worsened due to shorter channel ON time. To

improve rectification efficiency, the following optimizations can be applied.

1. A Ap delay can be applied to vgs ("Step 1" Fig. 3-5a), so that peak vy, and

minimum channel resistance occur simultaneously, hence higher 4.

2. Next, the rectifier DC output voltage can be used to self-bias the transistor gate
("Step 2" Fig. 3-5b), so that the channel is turned ON for a longer duty cycle,

further increasing Ioyr.

3. Self-biasing also relaxes vy, swing requirement, allowing more F;, to be injected

to the drain ("Step 3" Fig. 3-5¢) and causing even higher iy;.
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The above optimum conditions give the maximum possible efficiency 7,,4,. In
Fig. 3-6, a self-biased N-FinFET is simulated with various (vys, v4s) combinations
while keeping P;,=-8 dBm. An 7),,., of 25.8% is obtained, under the following opti-

mum conditions.

Apopt =45° and  Ayp = 3.75 (3.4)

Amplitude ratio also corresponds to an input power ratio (m=Pp rr/Pg rr in Fig. 3-
3) of myu=2.2. Note that no prior reported energy harvesters meet all those condi-

tions.

3.3.2 Circuit for Optimum Conditions: Dual-Antenna Design

Conventional harvester topologies adopting a single antenna or uniform antenna ar-
ray (Fig. 3-7a) are not appropriate for THz operations; because it is difficult to
create a passive network between the antenna and the transistor, which simulta-
neously achieves the above (Awgpt, Mept) conditions and the conjugate matching at
both the gate and drain nodes. The complexity of such a network also normally incurs
large power loss. Our harvester adopts a compact scheme (Fig. 3-7b) involving two
asymmetric patch antennas driving the gate and drain separately. This dual-antenna

topology corresponds to a systematic design flow:

1. While the antenna length determines the resonance frequency, the width being
proportional to the radiation aperture has a near linear relation with the an-
tenna gain (see Fig. 3-8b). Given the uniform power density of the incident plane
wave, the received power ratio of two antennas is then well controlled by the
patch width ratio. In our design, by choosing W;=230 pm and Wp=500 pm,

the ratio (m) of power injected into the device nodes is readily fixed at my;=2.2.

2. Now, the matching networks for gate and drain are decoupled and only need to

transform Zg and Zp in Fig. 3-7 to the two antenna impedances Zayr,¢ = 17382
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Optimum conditions for Nmax=25.8% with
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Figure 3-6: Simulated rectification performance of a N-FinFET (8 x270nm/22nm) at
various vgs and vgs ratio and phase difference.
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and Zanr.p = 1282, respectively, i.e.
ZANT,G = Zé and ZANT,D = ZB (35)

Here, Zg and Zp are the active impedances of the gate and drain, in Fig. 3-3,
valid only when the simulated device is driven under the optimal conditions and

are derived as

Uds

T = 295 — 335 — J25.70 and Zp = — =24.6 — j117.8Q (3.6)
lgs s

Next, assuming lossless matching networks, the "maximum power delivery"

requires the available power of the two antenna sources to be the same as Pg rp

and Pp rr in ((3.2)):

H/ANTGl2 { Vgs \ % } |U98|2 ) Re(ZG)
: =P, = Req (vys - = 3.7
4Re{(Zanro)y O (s (7)) | Z 2 (37)
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WANTD|2 { Vds % } ’UdsP : RG(ZD)
: = P, = Re< (vys - = 3.8
TRe{(Zanrp)y L porr = Req (vas- (7)) ZoP (3:8)

3. Finally, to achieve Ay, a transmission line (TL) is inserted between the an-
tenna and the matching network on the drain side. Note that the opposite
orientations of the antennas provide an extra 180° phase between v,, and vgs;
that eliminates the need for a lossy transformer or balun to approach Zv4-
Lvgs=180°-Apy=135° (Fig. 3-7). The length of the TL is then adjusted until
Aoy is met at the device drain and gate. Ideally, the TL impedance Zpy, is
set to be the same as Zan7 p, so that its length adjustment does not affect the
matching from the previous step. But in our case Zany7,p is too high for the
phase-tuning TL to realize, so a TL with lower Z; is used and co-designed

with Matching Network 2 in Fig. 3-7.

The schematic based on the above flow is shown in Fig. 3-8a. The adopted multi-
stub matching networks (TL; 23 and TLy56) along with the impedance transforma-
tion details given on a Smith chart are shown in Fig. 3-8c. The additional phase
tuning is provided by TL;. Lastly, connecting the central AC ground nodes of the
patch antennas together enables the self-biasing of the transistor without interfering
with antenna operations. Such a scheme also ensures that the self-bias voltage is close
to the transistor V;,=0.18 V when driving an optimum load (see Fig. 3-12a). The
same connection is also used to extract DC output power, thus avoiding lossy RF
chokes.

Regarding the implementation of the patch antenna, its radiator uses the top
copper (Cu-pad) layer of the CMOS process and has a length of 258um. The ground
plane of the antenna is made out of the M1-to-M6 layers and there is no dummy
metal filling between the radiator and the ground. The antenna is also enclosed by
a ground wall (M1-to-M8 metal stack), which is 20-ym away from the patch on all
sides. The peak directivity and radiation efficiency of the drain side antenna in the
HF'SS simulation are 7.1 dBi and 39%, respectively, and for the gate side antenna are
4.4 dBi and 36%, respectively. TL; o3 are grounded co-planar waveguides (GCPW)
implemented using M8 with 2um width and 8um spacing from the ground. TLy 56 are
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Figure 3-8: (a) Schematic of the THz energy harvester. (b) HFSS-simulated antenna
gains for different antenna widths. (c¢) Gate and drain impedance matching networks
on a Smith chart.
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CPW implemented using M8 with 2um width and 10um spacing from the ground.
TL7 is implemented as a 12um wide microstrip line on M8. C; and C, (~100fF)
provide AC ground for the matching networks. Fig. 3-6 shows that even with losses
of peripheral passives (device vias and matching networks), the above-mentioned

optimum conditions still lead to 7,4,=15% with Poyr pe ~ 24uW.

3.4 Measurement Results

The chip is fabricated in a 22-nm FinFET process and has an area of 630x910 pm?
as shown in Fig. 3-10. Most of the silicon and bottom metal layers under and around
the antennas are unused and can be utilized for added functionality in future systems.
The measurement setup is shown in Fig. 3-11, where a VDI amplifier-multiplier chain
(AMC) radiates 90-mW 263-GHz signal with a 26-dBi horn antenna, and a digital
multimeter measures the output voltage across a variable load resistor. The output
power of AMC is measured using a PM5 Erickson power meter and is also verified
with the manufacturer’s calibration datasheet. The power received by the harvester is
calculated using the Friis equation and the simulated gain of on-chip patch antennas

as

A
Pr = Pr+ Gr + Gr + 20log,, (E) (dB) (3.9)

The measured load line performance of the harvester at 5-cm distance, shown in
Fig. 3-12a, results in an optimum load of ~1 k{2. The measured output voltages at
various distances are given in Fig. 3-12b. In Fig. 3-13, the measured incident angle
sensitivity of the harvester is presented. The harvester is more sensitive in the E-
plane than in the H-plane, because a non-zero incident angle in the E-plane introduces
an additional phase shift between the two antenna outputs, causing deviation from
the optimum device conditions. For angle-insensitive application scenarios, the two
antennas should be closely placed, whereas when high angle sensitivity is desired
(e.g., for robustness against undesired beam interrogation), the antennas should be

separated apart. Fig. 3-14 shows the measured efficiency n and Poyr pc, excluding
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Figure 3-10: Chip micrograph of THz energy harvester.
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Figure 3-11: Diagram and photo of the test setup.
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Figure 3-12: Measured (a) load line and (b) open-circuit voltage of the harvester.

the antenna loss, at various attenuated input power levels. At P;,—-8 dBm, 7,4, of

13.6% and Poyr pe of 22 W are obtained.

3.5 Comparison with the State-of-Art

A dual-antenna based 263-GHz energy harvester in a 22-nm CMOS process is pre-
sented. This work is compared with the state-of-art mm-Wave harvesters in Fig. 3-15
and Table 3.1. It achieves not only the highest harvesting frequency but also a highly
competitive conversion efficiency of 13.6% at low input power levels. This is enabled
by an antenna-device co-design approach that simultaneously achieves the device’s
optimum conditions under self-gate biasing. The ultra-compact harvester (~0.5 mm?)
also demonstrates the feasibility of wirelessly powered, package/battery-less systems

with the sub-mm? form factor.

3.6 True THz-ID

Efficient THz energy harvesting has enabled a true THz-ID i.e. a tag that entirely

operates with THz signal without requiring any optical component. It is powered by
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Table 3.1: COMPARISON WITH STATE-OF-ART MM-WAVE ENERGY HARVESTERS

Peak

. n at
CMOS Freq. Efﬁchency Reduced P, Arez;
Technology | (GHz)| 74" and (<0 dBm)’ (mm?)
Related P, -
. 22nm 13.6% at 13.6% at
This Work FFET 263 _8dBm _3dBm 0.57
T-MTT’21 45.8% at . 4
[51] 40nm Bulk 94 10dBm 5% at 0dBm 0.08
24% at . "
T-MTT'19 | 65nm Bulk 94 16dBm 2% at 0dBm 0.09
[52] 36.5% at
. * #
35 15dBm 10% at 0dBm* | 0.12
T-MTT’16 32.8% at 10% at t
53] 40nm Bulk 60 5.7dBm _3dBm* 15600
20% at i
24 6.4dBm 2% at -3dBm
T-MTT’14 | 65nm Bulk 18% ot 0.27#
0 a «
[54] 35 6 op | 4% at 0dBm
60 11% at 3dBm | 6% at 0dBm*
TMS’17 21.5% at . 4
[55] 65nm Bulk 89 19 7dBm 1% at 0dBm* | 0.12
IMS’14 10% at 4% at
[56] 65nm Bulk 94 4 5dBm 9 3dBm* 0.48
RF[;(;] 131 6sum Buk | 71 | 8% at 5dBm i 1.8

"Without antenna loss

*Estimated from the plots in the literature

# Area without antenna

fArea including a grid antenna
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Figure 3-15: Comparison of 0.26-THz energy harvester with the state-of-art mm-

Wave energy harvesters.

a THz signal and back-scatters using the same signal. Fig. 3-16 shows the schematic

for such a tag where two antennas are used for energy harvesting and the other two

antennas back-scatter the signal for transmitting the tag’s data.

3.6.1 DC-DC Converter

A DC-DC converter up-converts the harvester output voltage (~150mV) to ~0.8V
(nominal voltage in the 22-nm process). It consists of two Dickson charge pumps with
six stages each, a tunable ring oscillator, and a storage capacitor (Cgypre=3.6nF) as
shown in Fig. 3-17a. A feedback loop controls the frequency of the ring oscillator to
regulate the output voltage under different loading conditions. The loop compares the

output voltage (Vour mrer) with the reference voltage and a charge pump generates

the control signal (Vergr). Fig. 3-17b shows the schematic of the Dickson charge
pump. The first stage is driven by the clock signal from the ring oscillator which

ensures that it works with input voltage (V;y) as low as 100mV. The rest of the
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stages have self-adaptive thresholds through diode-connected devices. The inter-stage
capacitors (Cyy,) are ~100 pF. The ring oscillator employs leakage-based delay cells
for frequency tuning in a range of 0.3-5 MHz as shown in Fig. 3-17c. In the post-layout

simulation, the DC-DC converter has 46% power efficiency.

3.6.2 Back-scattering Module

The back-scattering module consists of two dual-feed patch antennas: single-ended
(Feedl) and differential (Feed2) feeds as shown in Fig. 3-18b. The downlink incident
signal with linear polarization along y-direction excites the TMgy;o mode of the patch
antenna. It is extracted through the single-ended feed of the patch antenna and then
mixed with data-modulated 8 MHz LO signals from the control circuit (Fig. 3-18a).
The switches also direct the mixed signal to the differential ports of the antennas
which excite the TM;oy mode of the patch antenna. Consequently, the uplink radiated
signal has orthogonal polarization to the downlink signal (i.e. linearly polarized along
x-direction). In half of the LO cycle (when LO=1 and LO=0) the signals are directed
as shown in Fig. 3-19a and in the other half (when LO=0 and LO=1) the signals
are directed as shown in Fig. 3-19b. In this way, the back-scattered signal is BPSK
modulated with LO signals. This is essential to filter out the weak back-scattered
signal at the reader from the strong reflected signal.

The radiator of the patch antenna uses the top copper (Cu-pad) layer of the CMOS
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Figure 3-18: The schematic of (a) control circuit and (b) back-scattering module with
two patch antennas and a mixer.

process and has dimensions of 255um along the y-direction and 263um along the x-
direction. The ground plane of the antenna is made out of the M1-to-M6 layers and
there is no dummy metal filling between the radiator and the ground. The antenna is
also enclosed by a ground wall (M1-to-M8 metal stack), which is 20-um away from the
patch on all sides. The peak directivity and radiation efficiency of the antenna in the
HF'SS simulation are 4.4 dBi and 35%, respectively. The transmission lines connect-
ing the antennas’ feeds and the mixer are grounded co-planar waveguides (GCPW)
implemented using M8 with 2um width and 10.5um spacing from the ground. The
chip is fabricated in a 22-nm FinFET process and has an area of 1600x980 um? as
shown in Fig. 3-20.

Further circuit details and the chip measurement results will be presented in the

future publications.
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Figure 3-19: The feeding polarity of the back-scattered signal when (a) when LO=0
and LO=1 and (b) when LO=1 and LO=0.

v
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A

Figure 3-20: Chip micrograph of THz-ID with energy harvester and back-scattering.
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Chapter 4

A 0.31-THz
Orbital-Angular-Momentum (OAM)
Wave Transceiver in CMOS with
Bits-to-OAM Mode Mapping

4.1 Orbital-Angular-Momentum (OAM)

In 1909, the idea that electromagnetic (EM) waves carry angular momentum was
discussed in a work of Poynting [59], who anticipated that circularly polarized light
should have angular momentum. In 1935, it was, for the first time, experimentally
verified by Beth [60,61], who demonstrated the transfer of angular momentum be-
tween polarized light and the rotational motion of a birefringent wave plate. Within
the frame of paraxial approximations, this angular momentum is divided into spin-
angular momentum (SAM) that is linked to circular polarization of the EM wave and
OAM that characterizes the rotation of the Poynting vector along the direction of
propagation. The optical OAM regime gained a great renew of interest in the 1990s
when the quantum characteristics of OAM states were discovered [62], [63]. However,

OAM in the radio-frequency band was first simulated in 2007 [64]| and experimentally
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Figure 4-1: Wavefront of OAM beams for (a) m=0 (plane wave), (b) m=-1 and (c)
m—-2 modes.

verified in 2011 [65].

An OAM-based wave possesses a wavefront with a helical phase distribution
around the central axis of the beam with a phase singularity running along the axis.
There are two classes of Gaussian beams which are known to carry OAM modes:
Bessel-Gaussian (BG) beams and Laguerre-Gaussian (LG) beams. Both are solutions
of Helmholtz equation solved in cylindrical coordinates under paraxial approximation.

Mathematically, LG,,,, modes are given by [66]:

_ C 2 " m 207 =2 i
LG””‘_\A—HZQ/Z;')'[w@)] 2 (i) e

where r, ¢, z are coordinate variables for cylindrical coordinate system, C'is a con-
stant, w(z)=w(0)\/(2% + 2%)/2% is the 1/e radius of the Gaussian term with w(0)
being the beam waist at =0, 2y is the Rayleigh range, LLm‘(x) is an associated La-
guerre polynomial and p is the number of radial modes in the intensity distribution.
The term €™ represents the azimuthal variation of phase with m representing its
index i.e. OAM mode. Note that the z-variation, i.e., variation in the direction of
propagation, is omitted for the sake of simplicity. Different OAM modes are deter-
mined by the handedness and the total phase change (¢p=2mm, m=0, +1, +2...) of
the wavefront twist as visualized in Fig. 4-1. Left-handed modes (i.e. clockwise rota-
tion) are represented by positive integers and right-handed modes (i.e. anticlockwise

rotation) are represented by negative integers.

Conventional OAM generation approaches involve dielectric spiral-phase plate
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Figure 4-2: Discrete-components-based prototypes for the generation of OAM beams:
(a) spiral-phase plate [6], (b) holographic gratings |7], (c) circular antenna array by
NTT [8], and (d) circular antenna array by NEC [9].

(SPP) at optical [6] and millimeter-wave [67] frequencies, planar SPP [68], flat plate
with holes [69], passive uniform circular antenna array [70-72|, or metasurface in
conjunction with separate signal drivers [73]. Some of these dicrete-component-based
RF, mm-Wave, and optical prototypes are shown in Fig. 4-2. These discrete solu-
tions, however, lead to very bulky, expensive, and power-hungry systems. Most of
these systems also cannot dynamically switch between OAM modes. Up until now,

no chip-based OAM component at any frequency is reported.

4.1.1 Application in High Data Rate Communication

Different OAM modes are orthogonal to each other i.e. they can be spatially mul-
tiplexed and de-multiplexed with theoretically no cross-talk. Previously, using this
property multi-OAM-mode transmission has been studied for the enhancement of
spectral efficiency [10, 67,71, 72,74]. At optical frequencies, 400 Gbps data trans-
mission is achieved using four OAM modes at a single wavelength, and 1.6 Thps

using two OAM modes over 10 wavelengths [10] (Fig. 4-3a). In [67], four indepen-
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dent OAM beams on each of two orthogonal polarizations, modulated with 16QAM
28 GHz signal, were multiplexed to achieve a data rate of 32 Gbps. Recently, Nippon
Telegraph and Telephone Corporation (NTT) has demonstrated wireless transmission
at a distance of 10 m using an OAM system operating at 28 GHz as shown in Fig. 4-
3b. Eleven data signals, each at a bit rate of 7.2 to 10.8 Gbps, were generated and
simultaneously carried by multiple OAM-multiplexed EM waves, achieving a data
rate of 100 Gbps [8]. At 40 GHz, the work in [72]| has demonstrated over 100 Gbps
using mode division multiplexing with seven OAM modes (m=0, +1, +2, +3) and
dual linear polarization. However, it should be noted that spatial-multiplexing of
OAM modes does not increase the channel capacity beyond what is achievable in

multiple-input-multiple-output (MIMO) communication systems |75].

4.1.2 Application in Physical-Layer Security

THz band is enabling beyond-5G and 6G communications [76-80|. Large antenna
arrays are the basic building blocks for such networks similar to 5G MIMO systems.
An emerging challenge is the security of these wireless links, which are susceptible
to eavesdropping at unintended positions, due to beam divergence and antenna side-
lobes. Traditionally, wireless communication is secured at network and application
layers using digital encryption techniques which rely on the trustworthy secret key
distribution. Such security architectures are becoming computationally intensive and
are not scalable with ubiquitous THz-links operating at multi-Gbps with strict energy
constraints and latency requirements [81]. Physical-layer security (PLS) significantly
relaxes the requirements for security at other layers [82]. OAM is a potential candidate
that can physically secure the one-way transmission of secret keys in such networks
and is easily generated from planar antenna arrays. The instantaneous mode of an
OAM beam, when driven by the bits of the secret key, encodes the information within
the phase twist around the beam axis (Fig. 4-4). It can only be effectively detected
by a receiver with multiple phase-comparing antennas located around that axis. Such
positioning requirement boosts the robustness against eavesdropping at off-axis loca-

tions [83,84], where the SNR of the inter-antenna phase gradient rapidly drops below
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Figure 4-3: (a) Conceptual diagram for 400 Gbps data transmission using four OAM
at a single wavelength [10]. (b) Experimental setup in a shielded room demonstrated
by NTT achieving 100 Gbps using five OAM modes at 28 GHz [§].
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Figure 4-4: Potential application of THz-OAM transceiver in physically-secure wire-
less link against off-beam-axis eavesdropping.

the detectable threshold. This makes OAM-based security unique as compared to
the other PLS techniques that rely on the distortion of the signal constellation in

unintended directions using directional or space-time modulation [85-88|.

4.2 THz-OAM Transceiver Architecture

This thesis, for the first time, presents a CMOS active antenna array that not only
can generate and receive OAM waves at 310 GHz, but also perform electrical OAM
mode switching among the m=+1 (left-handed), -1 (right-handed), (+1)+(-1) (su-
perposition), and 0 (plane wave) states [17,18]. The above multiplexing and security
applications are, therefore, made possible at the chip scale. The chip architecture is
shown in Fig. 4-5. It consists of eight THz modulator/detector units (referred to as
pizel henceforth) driven by a 310 GHz signal generator through a power divider. The
pixels, with their integrated patch antenna, are placed in a uniform circular pattern.
Each pixel generates radiation with a phase difference of A¢ with respect to its neigh-
boring pixels. A¢ is adjusted by the LO signals from the controller, and its values of
0, +45°, and -45° correspond to the OAM modes of m=0, +1, and -1, respectively.
An on-chip controller configures the chip in either transmission or reception mode. In
the transmission mode, a Keccak block generates data of a random key, which can be
mapped to the instantaneous OAM modes. In the reception mode, each pixel mixes

its received wave with the local 310 GHz signal and generates an IF output. Analog
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phase comparison of these IF signals enables the determination of the incident OAM
mode. The THz-OAM chip has an area of only 2.1x2.6 mm?, which is the smallest

among all prior OAM prototypes.

4.2.1 Circular Antenna Array

The array factor for a circular antenna array is given as

N-1
o indn jkrn|cos an sin 6 cos ¢+sin o, sin 6 sin
AF = E I,eimoneikral ¢ 9 (4.2)
n=0

where N is the number of elements, I, and ¢, are the excitation amplitude and
phase for the nth element, k is wavenumber, r, and «, are the radius and angle of
the nth element and # and ¢ are polar coordinates. In a uniform circular antenna
array: «, = 2nm/N, and in order to generate OAM modes: ¢, = nA¢ = 2n7w/N.
The radiation pattern of the antenna array is determined by multiplying AF with the
simulated radiation pattern of the patch antenna. This method is adopted to optimize
the array diameter with sidelobe suppression with a fixed number of antennas.

To generate a pure OAM state, in theory, the largest OAM mode can be |m|<N/2.
In this design N=8 and seven OAM modes (¢=2mm, m=0, £1, £2, +3) can be
generated. However, in this chip work, we demonstrate only the m=0, +1, -1 and
+1 modes. The intensity and phase profiles generated by the circular patch antenna
array are simulated in the full-wave EM simulator, HFSS [38], for the four OAM
modes. The far-field distributions of intensity and phase over a non-model plane are
recorded in Fig. 4-6. In Fig. 4-6a, it can be seen that for m=0 the radiated power is
centered at the beam axis, while for m=+1 and -1 the same radiated power is now
uniformly distributed around the central null running along the beam axis. For the
superposed mode m=(+1)+(-1), there are two counter rotating beams with a null
separating them along the diagonal. Fig. 4-6b shows that the left and right-handed
phase twisted for m=+1 and -1, respectively, along with the phase singularity at
the center. The plane wave has no phase variation and the superposed mode shows

two out of phase rotations. Note that the phase distribution is not discontinued for
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OAM transceiver in CMOS.
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Figure 4-5: Architecture of the 0.31 THz



Intensity

10000.0000
9375.0625
7501250

51875

7500.2500

Phase
(rad)
31416
27459
23562
1.9635
15708
14781
07854

03927

00000

03927
07854
14781

15708
19638
23562
-2.7489
31415

Figure 4-6: Simulated (a) intensity and (b) phase distributions for four OAM modes
from a 310 GHz circular patch antenna array.

superposed mode; rather, it represents an intensity null along the diagonal.

The simulated radiation pattern of the antenna array is shown in Fig. 4-7. For
the m=+1 mode, a sharp fall in the array directivity at the center is observed due
to phase singularity. Note that it has a single donut-shaped lobe with a null in the
center rather than two separate sidelobes. The sidelobes are ~20 dB lower than the
main beam for the array with a diameter of one wavelength A in air. The radiation
patterns for the antenna array with the diameters of 1.25\ and 1.5\ are also shown in
the inset of Fig. 4-7 and their sidelobes are only ~10 dB lower than the main beam.
This is undesired because it makes the transmission more prone to eavesdropping.

Therefore, a diameter of X for the circular array is adopted in this design.

One major challenge of this antenna array is the distribution of 310 GHz signal to
all the Tx and Rx chains with the exact same amplitude and phase which is required

to maintain the fidelity of OAM modes. To this end, a modular design is adopted
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Figure 4-7: Simulated directivity for the circular antenna array with a diameter of
A for m=+1. The inset shows the radiation patterns for the diameters of 1.25\ and
1.5\,

for the antenna array, where it is divided into four quadrants with two pixels in
each as shown in Fig. 4-8. The 310 GHz signal is divided to eights pixel through a
symmetric 1-to-8 Wilkinson power divider. The limited space requires the floorplan
of two pixels in one quadrant to be different (see Pixel a and Pixel b in Fig. 4-
8). The matching networks between different circuits are designed to have identical
phase shifts. This is done by folding some transmission lines to match in both the
pixels. In simulations, the amplitude and phase mismatches are negligible between
the pixels. The distribution of 8 MHz LOs (from the controller to each pixel) also
follows the same path though the phase coherence requirement, in this case, is much
more relaxed. The power divider has a simulated insertion loss of 0.8 dB and is

implemented using 2-pm-wide M9 metal traces.

4.2.2 Dual-feed Patch Antenna

To enable front-side radiation, each pixel integrates a patch antenna that is shared
between the Tx and Rx chains. To realize such sharing, a square shape patch with

two feeds is adopted, so that both feeds excite the same mode (TMjgo in this case)
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Figure 4-8: Floor plan of circular antenna array showing the phase-coherent distribu-
tion of 310 GHz signal to all the pixels. The arrangement of circuit blocks in the two
pixels with matching networks is also shown, which avoids phase mismatch at the Tx
antenna and the Rx mixer.

and have the same resonance frequency (~310 GHz) [15|. As Fig. 4-9a indicates, to
excite the TM;y mode, we can either use a differential feed symmetrically connected
to the patch edge along the z-direction, or a single-ended feed connected to the center
of the patch edge along the y-direction. Accordingly, the Tx chain has a single-ended
output and the Rx chain has a differential input. This scheme ensures that both Tx
and Rx have the same linear polarization and helps in avoiding phase ambiguity from
the wavefront twist. When the chip is working in the Tx mode, both Tx and Rx ports
are matched and this leads to Tx-Rx coupling as shown in Fig. 4-9b, causing a ~2 dB
loss in the radiated power. In the Rx mode, the Tx chain presents a high impedance
to the antenna as its mixer is turned off and the Rx-Tx coupling is less as shown in
Fig. 4-9¢ with a ~1.3 dB loss in the received power. In future iterations, a patch
antenna with two orthogonal single-ended feeds can be adopted that excites TMjg

and TMp;p modes in Tx and Rx modes respectively to mitigate Tx-Rx coupling.

Regarding the implementation of the patch antenna, its radiator uses the top
aluminum (Al-pad) layer of the CMOS process and has a dimension of 218 x218-pm?.
The ground plane of the antenna is made out of the M1-to-M2 layers (~8-um below

the radiator) and there is no dummy metal filling between the radiator and the ground.
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Figure 4-9: (a) Schematic of multi-port patch antenna with the same excited mode
(TMjgo) for both Tx and Rx. Simulated s-parameters when (b) both Tx and Rx ports
are matched, and (c¢) Tx presents high impedance and Rx port is matched.
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The antenna is also enclosed by a ground wall (M1-to-Al pad stack), which is 20-pm
away from the patch on all sides. It reduces the coupling with neighboring electronics
and antennas while having a negligible impact on the antenna performance. The
square shape of the antenna also has a negligible impact on its performance. The
peak directivity and radiation efficiency of the antenna in the HFSS simulation are
5 dBi and 37%, respectively. The antenna array has a peak directivity of 11 dBi for

plane wave mode with the same radiation efficiency.

4.3 Design of the 310-GHz Reconfigurable Pixel

The block diagram of the THz-OAM pixel is shown in the inset of Fig. 2-4. The
Tx/Rx mode selection is realized by a coupled-line-based SPDT switch [see Fig. 4-
10a] [89], which directs the 310-GHz input to either Tx or Rx chain. As shown in
Fig. 4-10b, the simulated insertion loss (Ss;) and isolation (S3;) of the switch, when
EN=1, are 3.8 dB and 15 dB, respectively. The coupled transmission lines are 40-pum
long and are implemented on M9 with 5-pm width and 2-um spacing. A capacitor
Cy =19 fF is required for input matching whereas the parasitic capacitance from
the 24pum/60nm NMOS devices (M; and M) are included in the output matching.
MOSFETs in the 65-nm bulk CMOS process have poor switching performance at
THz frequencies; although a wider channel provides smaller ON-resistance, there is
also a stronger coupling of THz signal from the channel to the LO wire through the
gate-channel capacitance. To block such coupling, a set of 8-k{2 resistors are added

in series with the transistor gates, which improves the switch insertion loss.

4.3.1 Design of the THz-OAM Transmitter Chain

The Tx chain consists of a coupler and a transformer for generating quadrature
310 GHz signals, followed by a single-sideband (SSB) mixer and an antenna match-
ing network as shown in Fig. 4-11a. Compared to conventional high-frequency phase
shifters, our mixer-based scheme offers precise phase control and phase-independent

amplitude response, which are critical to the fidelity of the OAM wavefront. Although
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Figure 4-10: (a) Schematic of coupled-line-based SPDT switch. (b) Simulated inser-
tion loss (S21), isolation (S31), and return loss (S11) for the SPDT switch with EN=1.

a double-sideband (DSB) mixer involves simpler hardware implementation, we note
that the generated upper and lower sidebands are applied with opposite phases from
the LO; in our OAM transceiver, therefore, their associated beams would have op-
posite OAM modes which is undesired. In our design, a SSB mixer based on passive
quad switches is adopted to not only suppress the upper-sideband of the output but
also to minimize the power consumption. The 8 MHz quadrature LO signals of the
mixer are from a divide-by-4 static frequency divider dividing controller clock fre-
quency. Although a divide-by-2 operation can also provide the 8 MHz quadrature
LO signal, the additional availability of the LO phases (e.g., 45°, 135°, 225° and
315°) provided in our divide-by-4 scheme are essential to generate the OAM modes.
The phases of the RF and LO signals of the MOSFETs are arranged in the way that
at the central current-summing node, the lower sidebands of all branches add up con-
structively, while the upper sidebands cancel. Through the selection of LO phases,
the controller changes the THz output phase. Different OAM modes can then be
generated from the array. Mode switching is realized by the data-driven selection of

the LO phases. The mode switching speed, although limited by the LO frequency, is
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sufficient for the transmission of a secret key (typically 256 bits).

The coupler is implemented on the M8 layer with 2.5-um width and 2-pm spacing.
The simulated insertion loss, and amplitude and phase mismatches of the coupler are
0.5 dB, 0.1 dB and 0.8°, respectively, as shown in Fig. 4-11b. The single-loop center-
tap transformer is implemented on the M9 layer with 3-um width and 3-pm spacing.
The simulated insertion loss, and amplitude and phase mismatches of the transformer
are 1.3 dB, 0.1 dB and 0.3°, respectively, as shown in Fig. 4-11c. In Fig. 4-11d, we
show the EM-circuit co-simulation results of the entire Tx chain. An overall conversion
loss of 14 dB is achieved at frr=310 GHz, at the expense of zero static DC power.
The module also effectively suppresses the components at frr+fro and frrt2fr0.
The component at frr+3fL0, due to its constructive summation at the mixer output
node, appears at the output spectrum, with a 10 dB rejection ratio. This component
is 4fr0 away from the required frp-fro component and is filtered at the IF output
of the Rx. In future iteration, this may be improved by adopting a polyphase N-path

mixer structure.

4.3.2 Design of the THz-OAM Receiver Chain

The schematic for the Rx chain is shown in Fig. 4-12a. For chip compactness, the
receiver mode uses the same antenna, where the input wave is extracted through
differential feeds along the antenna H-plane [see Fig. 4-9al]. Since the operation fre-
quency of our transceiver has exceeded the transistor speed limit of the 65-nm CMOS
process used here ( fyq ~280 GHz), a pre-amplifier in the RX front-end would not be
possible. Hence, an active-mixer-first architecture is adopted. A balun converts the
differential received signal to a single-ended signal, which combines with the SPDT-
directed 310 GHz signal in a Wilkinson combiner. The 310 GHz signal now behaves
as a THz LO that down-converts the received signal inside a MOSFET-based square-
law mixer. The generated IF signal, carrying the same phase as the local input wave,
is then amplified and undergoes a phase-shifting process inside a SSB mixer (for the
same reason as that in the transmission mode). When such a phase shift compen-

sates the OAM phase gradient A¢ among the THz pixels, all IF outputs become
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Figure 4-11: (a) Schematic for Tx chain including coupler, transformers, SSB mixer
(b) Simulated insertion loss and output mismatch of the
coupler. (c) Simulated insertion loss and output mismatch of the transformer. (d)
Simulated output spectrum of the Tx chain with a -16 dBm RF input (frr=310 GHz)

and quadrature LO signals at fro=8 MHz.
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in-phase. The IF combiner in Fig. 2-4 then adds them constructively and provides
Doyt as an indicator of whether the incident wave matches the currently selected
OAM mode. For simultaneous detection of multiple OAM modes, the pixel IF signals
can be directly extracted through pads, amplified and digitized using ADC. Then,

relative phase shifts can be determined by digital processing.

A return-path-gap (RPG) based balun similar to the one presented in [90] is used.
It consists of two microstrip lines coupled via a slot in the ground plane (i.e. RPG).
The RPG slot, closed by four quarter-wavelength slot resonators in the ground plane,
only allows transmission (hence input-output coupling) of a quasi-TE-mode wave,
which is excited by a differential signal in the input microstrip lines. The simulated
insertion loss for the differential mode is ~1 dB. The balun is implemented using
2-pm-wide M9 microstrip lines and slots in a shunted M1-to-M3 ground. The mixer
is based on a NMOS device (4pm/60nm) with drain bias and sub-threshold gate bias
(Va=0.3V < V};,). This topology yields lower conversion loss as compared to a passive
mixer (without drain bias) but degrades the noise figure due to flicker noise [41].
Therefore, a R-C high pass filter is added between the mixer and baseband amplifier
to suppress the low-frequency noise. In the simulation, the mixer has input P4 of
-5.2 dBm, which is much higher than the LO power (~-16 dBm). The non-linear
down-conversion process is highly dependent on LO power and low LO power (due to
the distribution of LO from one active path) gives higher conversion loss. As a result,

in the simulation, the SSB NF of the receiver is 36 dB at 310 GHz [see Fig. 4-12b].

Following the mixer is a two-stage, self-biasing baseband amplifier, which has 3.2-
nV /Hz!'/? simulated input-referred noise (lower than the mixer output noise), enables
an overall conversion gain of 24 dB for the receiver chain [see Fig. 4-12¢|. To generate
the IF I-Q signals for the SSB mixer, a set of broadband and compact R-C polyphase
filters (PPF) are adopted. The SSB mixer uses the same LO signals that are employed
in the Tx chain. In simulation, the SSB, including the R-C PPF, has a conversion
loss of 12 dB.
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Figure 4-12: (a) Schematic for the Rx chain. (b) Simulated receiver NF. (¢) Simulated
gain of the baseband amplifier.
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Figure 4-13: Block diagram of the 310-GHz multiplier-amplifier signal source.

4.4 Design of the 310 GHz Multiplier-Amplifier Chain

The 310 GHz multiplier-amplifier signal source is shown in Fig. 4-13 (a similar design
is reported earlier in [91]). At the input of the frequency conversion daisy chain,
two push-push frequency doublers that are cascaded through a transformer are used
to convert the input signal at 19.375 GHz to 77.5 GHz as shown in Fig. 4-14a. In
simulation, the conversion gain of two doublers is -6.8 dB [see Fig. 4-14b|, and the
output power after the buffer is ~5 dBm [see Fig. 4-14c|]. The schematic of Doubler 1
is shown in Fig. 4-15. The millimeter-wave signal from the frequency conversion chain
drives a common-source buffer (M;) and is then turned into differential mode through
a single-loop transformer (T'F}). A push-push structure is then used to generate the
second-harmonic component while suppressing the tone at the input frequency. As
shown in Fig. 4-15b and Fig. 4-15¢, the peak conversion gain and output power of
Doubler 1 are -3.4 dB and 1.5 dBm, respectively. The simulated DC power of the
entire circuit in Fig. 4-15 is 21 mW.

As shown in Fig. 4-13, before the second frequency-doubling, the signal from Dou-
bler 1 is converted to differential mode using a balun and is boosted by a chain of
amplifiers [see Fig. 4-17a]. Since the amplifiers are based on a pseudo-differential
topology with a neutralization technique (details to be given next), they are sensi-
tive to any amplitude and phase imbalance of the input signal. To minimize such
imbalance, a sub-THz balun structure based on a pair of folded slot resonators. As
shown in Fig. 4-16, the balun input and output consist of a single-ended microstrip

line and a pair of differential microstrip lines, respectively. A gap in the ground plane
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couples the input and output; it is also enclosed by two pairs of quarter-wavelength
slot resonators which present high impedance on the two ends of the ground gap.
The resonators are folded for compact size and minimum radiative loss. With the
excitation by the single-ended signal in the input microstrip, only a fully-differential
quasi-TE mode wave is allowed in the ground gap. Meanwhile, since the microstrip
pair and the slot resonators at the output side are completely symmetric, when the
above quasi-TE wave is coupled back to microstrip mode, the generated output signals
are expected to keep perfect out-of-phase balance across a wide range of frequencies.
Full-wave EM simulation shows that the insertion loss of the balun is 1.3 dB and the

amplitude/phase imbalance is negligible.

The signal generated by the slot balun is then amplified by three identical, pseudo-
differential amplifier stages, shown in Fig. 4-17a. The stages are coupled through
central-tapped transformers. In each stage, a cross-coupled capacitor pair is used to
create negative capacitance that cancels the Cyy of the transistors. Although this
neutralization scheme does not provide the highest possible gain, the device unilater-
ization that this scheme enables allows for higher stability and broader bandwidth.
The simulated gain of the amplifier chain is shown in Fig. 4-17b, with an average
value of ~7 dB in the 150~160 GHz band. Finally, the signal is frequency doubled
again by a pair of push-push transistors (M3 and M,). The common node of TL;
is a virtual ground for the differential 155-GHz signals, whereas it is matched to the
output for the in-phase 310-GHz signals. The inductive reactances provided by trans-
mission lines TL; (slightly shorter than A/4) resonate with the parasitic capacitances
of the NMOS devices at 155 GHz. This boosts the swing of the device drain voltages
(hence higher device non-linearity). TL, is used as part of the output matching net-
work and helps in extracting the 310 GHz signal through a DC isolation capacitor. In
simulation, the amplifier chain and Doubler 2 consume DC power of 57 and 24.8 mW,
respectively, and the final TX output power (as shown in Fig. 4-17¢), is ~-1.6 dBm
at 310 GHz.
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Figure 4-16: (a) Simulated electric-field distribution of the 155 GHz slot-based balun
with the 3D structure shown in the inset. (b) Simulated insertion loss and return loss
(S11). (c) Simulated amplitude and phase imbalance at the differential outputs.
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Figure 4-17: (a) Schematic of Doubler 2 and its input amplifier. (b) Simulated gain of
the cascaded neutralized amplifier chain (the input power variation from the preceding
circuitry is also included). (c) Simulated output power of Doubler 2 with an input
power of +5 dBm.

122



4.5 Controller and OAM Mode Mapping

The system-level architecture of the pseudorandom key generation and the OAM

modulation controller is shown in Fig. 4-18a. The high-level protocol flow is as follows.

e A secret seed for key generation and an opcode are transferred into the chip
through SPI. The controller operates with a global clock of 128-MHz frequency
and divides it into different local clocks of 16, 32, and 64 MHz.

e Keccak-f|400] takes a 256-bits secret seed and generates a 256-bits pseudoran-
dom number which is converted into a secret key and phase selection bits. Each
2 bit of the secret key corresponds to one OAM mode, while each 3 bit of phase
selection corresponds to one initial phase distribution. The frequency of OAM
modulation achieves up to 1 MHz, while the Keccak operates with the 32-MHz

clock.

e A quadrature LO is generated from the local clock, and the antenna arrangement
block changes the THz output phase, generating different OAM modes from the
antenna array based on the current mode and the phase distribution selection.
The LO frequency is programmable between 16 kHz and 32 MHz with a nominal
value of 8 MHz.

4.5.1 OAM Mode and Phase Selection Algorithm

Fig. 4-18b shows how the key is mapped to OAM modes. Every 2 bit (00, 01, 10,
and 11) represents different OAM modes (m=0, +1, -1, £1). In order to increase the
security of the modulation scheme, 8 different phase patterns (with 45° difference)
are randomly assigned to each mode. In the superposed mode (m==1), there exists
a low-power area (null) due to the out of phase beams. By randomly switching be-
tween initial phases and hence different phase patterns, ambiguity increases manifold
for eavesdroppers. However, random initial phases won’t affect the reception by a

legitimate receiver aligned to the beam axis.
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Figure 4-18: (a) Controller architecture for pseudorandom key generation and OAM
modulation. (b) Mapping between the bits of secret key and the OAM modes.

4.5.2 Pseudorandom Number Generation

Keccak-f[400] is a SHA3 cryptographic core and is used for pseudorandom number
generation [92]. The Keccak algorithm, commonly referred to as a sponge construc-
tion, supports two operations: absorb and squeeze. Keccak state can be divided into
rate and capacity components with the former determining throughput while the lat-
ter determining the security level. Keccak-f|400] implementation is used from [93]
which uses a 400-bit internal state. The rate and capacity sizes are set to 128 and

272 bits, respectively.

In order to represent a 128-bit secret key, it requires a 64-long (128-bit/2-bit) OAM
mode sequence. Each mode has eight different phase patterns (45xm of phase change,
m=0, -+, 7) so that another 192-bits (64 x 3-bits) random sequence is mandatory.
The Keccak-f[400] block is exploited as a source of raw entropy to generate random
bits at a clock frequency of 32 MHz. However, Keccak could only produce 256-bits
while we require 320 (128-bits for secret key and 192-bits for random phase pattern)
random bits. Thus, we assigned the first 128-bits secret key. Then, the first 196-bits
(most significant (MSB) 196-bits) is XOR-ed with the next 196-bits (least significant
(LSB) 196-bits) to generate phase pattern selection bits.
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Figure 4-19: Die photograph of the 0.31 THz OAM CMOS chip.

4.6 Experimental Results

The THz-OAM transceiver is fabricated in a TSMC 65-nm bulk CMOS process and
its die photograph is shown in Fig. 4-19. The chip occupies an area of 2.1x2.6 mm?.
The measured total DC power consumption by the chip is 154 and 166 mW in the
Tx and Rx modes, respectively. The breakdown of power consumption of different

components is shown in Fig. 4-20.

4.6.1 Characterization of the Transmitter Mode

The measurement setup for the characterization of Tx mode of the chip is shown
in Fig. 4-21a. Given the relatively large divergence of the OAM beam (due to the
central null), a detachable low-cost TPX polymethylpentene lens (diameter=25.4 mm,
focal length=10 mm) is placed at the front side of the chip to collimate the beam [see
Fig. 4-21b|. The lens has a measured gain of ~20dB. A SPP is used to convert a plane

wave to OAM modes and vice versa, by introducing a linear phase variation along
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the azimuth direction. A custom-designed THz SPP is 3-D printed using polylactic
acid (PLA) material, as shown in the inset in Fig. 4-21b. The total height of SPP is

given by the following equation:

MA@

h:h0+h(¢):ho+m

(4.3)

where m is the OAM mode, ), is the wavelength in air, ¢ € [0,27), and n is the
refractive index. The relative dielectric constant of PLA obtained from the vendor’s
datasheet is 2.5, and hence, n=1.58. This gives ramp height h(27) of 1.68 mm for
m=+1 and -1 modes. The base height h, is chosen to be 4.45 mm, which gives a

measured loss of 12 dB.

First, the radiated power of the OAM array is measured by configuring the chip
to generate a plane wave (m=0 mode), and by placing a VDI WR-3.4 sub-harmonic
mixer with an internal amplifier (combined conversion loss ~0 dB) and a feed horn

25 cm away. The corresponding EIRP is determined by Friis equation [47] as

4 2
EIRP = Prp+ CLy — G+ 20 log( ”AR ) (4.4)

where Prp is the measured IF signal power, C'L); is the conversion loss of the mixer,
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Figure 4-21: (a) Diagram of the experimental setup for transmission mode charac-
terization. (b) Photograph of the test setup. Rx is at a distance of 1 m from the
transmitting chip, and a SPP is placed in between. The insets show the chip package
with and without the lens and the structure of SPP.
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Figure 4-22: Measured EIRP for plane wave mode (m=0). Since the non-zero OAM
modes have null in the center, EIRP is not well defined for such modes.

G is the feed horn gain (26 dBi), R is the distance between the Tx and Rx and
A is the wavelength. The peak measured EIRP of the chip is -4.8 dBm as shown in
Fig. 4-22. Next, the VDI receiver is mechanically scanned across a 2D plane facing the
chip in order to measure the wavefront intensity distribution of the chip output. The
results in Fig. 4-23 show the expected null at the center of the m=+1 OAM mode.
Our chip also enables and utilizes the superposition of the m=-+1 and -1 modes, and
the measured intensity plot in Fig. 4-23 presents the expected standing peaks and

nulls as the result of the summation of the two counter-rotating wavefronts.

Direct measurement of phase spatial distribution is challenging due to the required
pm-level Rx position precision at THz frequency; instead, the setup shown in Fig. 4-
21 is adopted, where a SPP is placed in front of the VDI receiver and serves as a
“mode filter” by converting the input with matched OAM mode into a plane wave.
For different combinations between OAM modes of the transmitting array and the
configuration of Rx SPP (m=-+1 or -1), the VDI receiver output power is recorded in
TABLE 4.1. The measured spectra for the highlighted rows in TABLE 4.1 are shown
in Fig. 4-24, showing 17 dB difference between the matched and unmatched cases,
indicating the purity of OAM modes generated by the chip. Note that, when the Rx

has no SPP and when the Tx mode is non-zero, ideally, the Rx output power should
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Figure 4-23: Measured intensity distribution for OAM modes m=+1 and m=(+1)+(-
1) (superposition).

Mkr1 400.000 MHz|
v Ref -30.00 dBm -81.24 dBm

Unmatched modes

dBidiv  Ref -30.00 dBm

Matched Modes

Center 400.000 MHz Span 4.000 MHz
#Res BW 100 Hz #VBW 100 Hz Sweep (FFT) ~368.0 ms (1001 pts)

Center 400.000 MHz Span 4.000 MHz
#Res BW 100 Hz #VBW 100 Hz Sweep (FFT) ~368.0 ms (1001 pts)

Figure 4-24: Tx OAM mode-checking: a 17-dB difference in IF power is measured
when the Tx mode is +1 and the Rx SPP is +1 (matched) and -1 (unmatched).

be low, but any off-axis misalignment of the OAM array will get the Rx antenna to
point at a non-zero portion of the OAM wavefront, resulting in non-negligible received
power. It should also be noted that the Prx values in the table include the SPP loss
except for the “No SPP" case.

In order to demonstrate the dynamic switching among OAM modes, the chip
output mapped from a repeated 1-Mb/s Keccak-generated data sequence is verified,
and the time-domain outputs of the Rx with different SPP configurations are shown
in Fig. 4-25. It shows good correlation with matched modes, partial correlation of
the m=-+1 or m=-1 modes with the m=(+1)-+(-1) superposition mode, as well as the

rejection of unmatched modes. Note that in Round 2 and 3, the amplitude is lower
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Table 4.1: TX MODE CHECKING
Tx Mode Rx SPP | Prx (dBm)
0 No SPP -50
0 +1 -69
0 -1 -70
+1 No SPP -58
! +1 -64
+1 -1 -81
-1 No SPP -58
-1 +1 -80
-1 -1 -64
+1 No SPP -76
+1 +1 -68
+1 -1 -67

than that in Round 1. This is due to the additional loss from the SPP. The presence of
superposed mode with random initial phases increases the difficulty of eavesdropping
by randomly posing intensity nulls to the eavesdropper; though at the expense of
higher error probability for the legitimate receiver as can be seen in Fig. 4-25. Note
that demonstrated 1-Mb/s data rate is for the intended application of transmission
of the secret key and not the maximum achievable data rate of the proposed RF

front-end architecture.

4.6.2 Characterization of the Receiver Mode

To test the reception mode of the chip, a VDI WR3.4 source (P,,;—-5 dBm) is used.
With a SPP inserted (see Fig. 4-26), the setup becomes an OAM mode generator. For
different combinations between the configuration of Tx SPP (m=+1 or -1) and OAM
modes of the receiving array, the combined IF power is recorded in TABLE 4.2. The
chip shows >10 dB rejection when the OAM modes on the two sides are unmatched
for all combinations of the modes. One example is shown in Fig. 4-27, when the VDI

Tx is always in m=-+1 mode, whereas the chip detection mode is configured to m=+1
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Figure 4-25: Time-domain output of the receiver configured to respond to different
OAM modes when it is illuminated by the same OAM sequence generated by on-chip
Keccak.

and m=-1, respectively, and rejection is 12 dB. The measured conversion loss of the
chip for plane wave (m=0) is ~30 dB as shown in Fig. 4-28. The LO distribution
network for the Rx chain seems shifted upwards resulting in lower LO power input to
the down-conversion mixer at the lower frequency end. This explains the discrepancy

between the simulation and measurement results.

19.375GHz Source Spiral- 17.22GHz Source
Phase ==
TPX Plate [ Jokg
Spect Lens
pectrum VDI VNAX (x18)
Analyzer

Combined IF

< Frequency | _
| -. \J Extender N
Buffer | o:gmHz "

FPGA
(XEM 7001)

Figure 4-26: Diagram of the experimental setup for receiver mode characterization.
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Table 4.2: RX MODE CHECKING

Tx SPP Rx Mode | Pir (dBm)
No SPP 0 -64
No SPP +1 -74
No SPP -1 -75
No SPP +1 -74
+1 0 -89
+1 +1 -78
+1 -1 -90
+1 +1 -84
-1 0 -91
-1 +1 -89
-1 -1 -78
-1 +1 -85

Mkr1 31.005 50 MHz Mkr1 31.005 50 MHz
[9geidiv__Ref 20.00 dBm -78.37 dBm {0 gty Ref -20.00 dBm

Center 31.0000 MHz Span 250.0 kHz [l Center 31.0000 MHz
#Res BW 10 Hz #VBW 1.0 Hz Sweep (FFT) ~1.174 s (1001 pts) [l #Res BW 10 Hz #VBW 1.0 Hz Sweep (FFT) ~1.174 s (1001 pts)

Figure 4-27: Measured spectrum of combined IF in Rx mode when Tx SPP is +1,
and Rx mode is +1 (matched) and -1 (unmatched).
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Figure 4-28: Measured conversion loss of a single pixel for plane wave mode (m=0).
The calculation assumes that the power incident to the chip is divided equally among
the eight antennas.

4.6.3 Characterization of CMOS OAM link

Finally, a full-silicon OAM link is tested using the measurement setup shown in
Fig. 4-29. Two chips configured in Tx and Rx mode, respectively, are placed 20 cm
apart. Both the chips are configured to be in the m=+1 mode, and the combined IF
output from the Rx chip is measured with controlled axial misalignment, as shown
in Fig. 4-30a. It is evident that the reception is highly sensitive to the Rx offset from
the array axis demonstrating the aforementioned PLS. Note that the experiment is
performed with the matched modes. Without prior knowledge of the mode (as for
eavesdroppers), the mode detection will be even harder with offset misalignment. The
measured beam profiles (using the setup shown in Fig. 4-21), when both the Tx chip
and Rx SPP are in mode m=0 and +1, are shown in Fig. 4-30b. The result clearly
shows that an OAM Tx-Rx link, compared to its plane-wave counterpart, has a much

higher sensitivity to angular misalignment.
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Figure 4-29: (a) Diagram of the experimental setup for the characterization of full-
silicon OAM link and sensitivity to co-axial alignment. (b) Photograph of the test

setup.
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Figure 4-30: (a) Measured sensitivity of OAM Tx-Rx to co-axial alignment.
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4.7 Analysis of OAM-PLS

This section evaluates the security vulnerabilities of the OAM modulation of our THz
system under various physical-layer threat models. The effectiveness of these threat
models is analyzed for varying attacker complexity levels under different conditions.

Consider Alice as a THz transmitter with a uniform circular antenna array en-
abling the OAM wave generation with bits-to-OAM mode mapping and randomized
phase switching for secret key sharing. Bob is a legitimate receiver with a similar uni-
form circular antenna array for OAM wave reception. The transmitter and receiver
antenna arrays should be well aligned to the beam axis. Eve is an unauthorized
eavesdropper that is located anywhere between Alice and Bob with one or multiple
receivers. In the proposed physical-layer security scheme, the confidential messages,
e.g., secret keys, are mapped to different OAM modes. The secret key is transmit-
ted by hopping between these OAM modes and the initial phase distribution of each
mode is controlled by a cryptographically-secure pseudorandom number generator.

The OAM mode can only be decoded with the phase gradient information, and
a single receiver is not enough to compute the phase difference. Thus, Eve with one
receiver is unable to distinguish between modes transmitted.

Fig. 4-31 indicates a threat model in which Eve has two receivers. In this threat
model, we define an unsecured area, where Eve can evaluate the phase gradient be-

tween two antennas. The assumptions for this threat model analysis are as follows:

1. Eve is located where the beam power is at its maximum for OAM modes.
2. Alice is the only source of noise, and Eve’s receiver has a 0dB noise figure.

3. The distances from Alice to the two antennas are equal (i.e. L; = Ly). Similarly,
the two antennas are at an equal distance from the beam axis (i.e r; = r3) and

the angle between them is precisely known.

4. Eve with two antennas has LO phase mismatch, which is a function of the

distance between the two antennas.
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Figure 4-31: Threat model where Eve has two receivers or two colluding eavesdroppers
are present.

First, given the phase noise from Alice, which generates the 310 GHz signal, the
phase noise is integrated to find the minimum detectable phase difference (5i,). The

minimum phase precision (S,,:,) between the two receivers is given by

360° x fIF
Jitt@TRMS

Brmin = =6.9° (4.5)

where Jittergyrs is given as

\/2 % 1(0IntegratedPN/10
Jutt = 4.6
itterrus o Tir (4.6)

where Integrated PN is the total phase noise integrated for a commercial frequency

synthesizer (E8257D PSG Analog Signal Generator) and f;r is the intermediate fre-
quency of the down-converted signal at Eve’s receiver, assumed as 10MHz.

Based on Eq. (4.5), the two antennas should be apart from each other at least 6.9°
in order to evaluate the phase difference without ambiguity. The distance between

the two antennas (s) is given by

s = 2d 4 sin (g) tan () (4.7)

where d 4 is the distance of Eve from Alice along the beam-axis and « is the angle

between the Eve and beam-axis at Alice as shown in Fig. 4-31. The maximum value of
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Figure 4-32: Calculated unsecured region (for f=15°and s;;,;;=20cm) where Eve with
two receivers can detect phase gradient and hence OAM modes.

s is limited as the two antennas are required to be synchronized at the THz frequency
level which is difficult due to the relatively short wavelength and requires pm precision.
The maximum distance between two antennas after which THz LO phase mismatch
is more than (3 is denoted as Symi:-

Fig. 4-32 visualizes the unsecured area of the system when 5 and s,,;; are set to
15° and 20cm, respectively. Theoretically, Eve located in the unsecured area is able
to decode the different OAM modes by evaluating the phase difference between the
received signals from different antennas. However, even if Eve has multiple antennas
perfectly placed, the boundary of the unsecured area still depends on the resources
for eavesdropping. For example, the typical Coefficient of Thermal Expansion (CTE)
of FR4 PCB is 17ppm/°C, thus 10cm PCB with 6° temperature variation may change
the dimension by 10um, which leads to about 4° of phase error. Therefore, larger
antenna spacing with the presence of the phase noise will eventually fail to provide
enough phase accuracy to detect the OAM mode. For m=(+1)+(-1) mode, the ex-
pected standing peaks and nulls are measured for the sum of the two counter-rotating

wavefronts. Since those peaks and nulls are randomly shifted in each transmission
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Figure 4-33: Keccak-f|400] based random twisting of transmitted phase profiles in
each transmission ensures that Eve experiences nulls for superposed mode.

by Keccak-{400] based pseudorandom number generator, Eve cannot fully record the
signals at certain locations. The random twisting of the transmitted phase profile in
each transmission is shown in Fig. 4-33. Therefore, in a practical scenario, the unse-
cured area for two-antenna Eve is even more restricted than shown in Fig. 4-32. It is
possible for Eve to have more than two antennas or more than two eavesdroppers can
collude together. They can jointly infer the superposition mode even if there exists
an arbitrary delay between transmissions. However, it is difficult to synchronize all of
the eavesdroppers at the THz frequency and, hence, distinguish the communication
delay. The robustness of OAM-PLS can be further improved by employing higher

order OAM especially higher order superposed modes with random twists.

4.8 Comparison with the State-of-Art

The THz-OAM chip is capable of dynamically generating data-driven OAM modes:
m=0, +1,-1 and (+1)+(-1), as well as detecting these modes with >10 dB rejection of
mismatched modes. TABLE 4.3 provides a comparison with other discrete-component-
based RF and mm-Wave OAM prototypes. Note that, in the compared works, each
OAM mode is transmitting its own independent data stream and multiple OAM
modes are spatially multiplexed to enhance spectral efficiency. However, in our work,
a single data stream is encoded in multiple OAM modes to transmit it securely. Our
work is also the first demonstration of a full-silicon OAM link at any frequency and

is the first hardware delivering dynamic OAM mode switching in the THz regime.
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Table 4.3: COMPARISON WITH PRIOR RF AND MM-WAVE OAM PROTOTYPES

Nature Wireless ICCW .
Comm. Comm. 20 [72] This work
14 [67] 17 [71]
Discrete . . . .
Transceivers - Active-Driven Active-Driven
ANBCEIVers Antenna Active-Driven | Antenna Array
. SPP +
Implementation Quasi-Optical Arrays -+ Antenna on a 65-nm
P Parabolic Arrays CMOS Chip +
Beam
: Reflectors Teflon Lens
Combiner
Frequency
(GHz) 28 10 40 310
OAM Modes +1, £3 +2, 43 0, £1, £2, £3 | 0, +1, -1, £1
Data 16 QAM/Mode| 32 QAM on |256 QAM /Mode Bits-to-Mode
Modulation Dual each mode, Dual OAM Hoppin
Polarization Full Duplex Polarization ppig
Radiated -24.8
Power (dBm) 8 0 115 (-4.8 EIRP)
Antenna
Aperture 30 60 120 1.35
Diameter (cm)
Enhanced Enhanced Enhanced Physical-Laver
Application Spectral Spectral Spectral ySecurit Y
Efficiency Efficiency Efficiency M
DC Power 154 (Tx),
(W) N/A N/A N/A 166 (Rx)
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Chapter 5

Bluetooth Low Energy (BLE)
Compatible Wake-up Receiver for
Ingestible Capsule

5.1 Motivation and Challenges

Ingestible electronics have revolutionized the standard of care for a variety of health
conditions. It is now possible to perform video capture [94], electronically controlled
drug release [95], pH, temperature, and pressure recording [96], and heart rate and
respiration monitoring [97] from within electronic pill-like capsules placed in the gas-
trointestinal (GI) tract. Extending the capacity and safety of these devices, and reduc-
ing the power consumption, could enable broad deployment of prolonged-monitoring
systems for patients. In this thesis, a BLE-compatible wake-up receiver is designed
for potential application in an ingestible capsule (Fig. 5-1). The capsule contains a
certain drug and will release it upon request of an external transmitter. The capsule
is expected to stay inside a human body for at least 60 days and operate with a
small coin cell battery with limited capacity. The purpose of the wake-up receiver
is to provide an ultra-low power authentication of trigger messages during the entire

lifetime of the capsule.
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Figure 5-1: Potential application of high sensitivity and ultra-low-power wake-up
receiver in an ingestible capsule.

Due to limited volume inside the capsule, a custom-designed antenna is required
that is much smaller than the wavelength of operation frequency (<4 mm on the
longer side) and works efficiently in the presence of closely placed electronics and
batteries. The GI track environment around the capsule (especially dielectric con-
stant) can change significantly several times during the day. This results in a variation
of the antenna performance especially the resonance frequency of the antenna shifts
drastically. In order to mitigate this problem, an air-gap (~1 mm) is established be-
tween the antenna and capsule body. This ensures that the near-field of the antenna
remains relatively constant and hence the performance. The challenges of the receiver

chip are presented in the next section.

5.2 Wake-up Receiver Specifications
There are many specifications that the receiver should meet.

e Standard: In order to be able to wake the receiver up using a commercially
available cell phone, the receiver needs to comply with existing standards. The

most convenient and energy efficient one is BLE. The 2.48 GHz BLE channel

142



also leads to a relatively small antenna size that can fit within the capsule form

factor as compared to lower frequencies (e.g., 900 MHz) or ultrasound.

Power consumption: An average power consumption below 1uW is targeted
so that the receiver can last for at least 60 days with limited capacity batteries.
This is achieved by duty-cycling i.e. the receiver is in sleep mode when it is not

listening. The duty-cycled ratio is

_ Ton

D= (5.1)

where Ty is the time interval when the receiver is ON and actively listening
and Tg is the repetition interval of switching ON the receiver. A duty cycle
ratio of D=0.1% is selected to allow a power budget of 1 mW for the receiver. A
high duty cycle ratio however also leads to longer latency but in our application,

it is not a critical issue.

Data Rate: The standard BLE packets are transmitted at 1 Mbps with a
GFSK modulation of a 500 kHz frequency deviation. In order to reduce the
power consumption and improve sensitivity (through reduction of required re-
ceiver bandwidth), the data rate is reduced to 125 kbps. This is achieved
through bit repetition by sending 8 bits for one actual bit of the wake-up pat-

tern.

Sensitivity: It is observed in animal testing that the BLE signal attenuates
by 60-70 dB depending on the location and orientation of the capsule inside the
animal body. Hence, in order to ensure reliable communication with +4 dBm of
transmitted power from a commercial BLE transmitter, the targeted sensitivity

of the receiver is -90 dBm. The sensitivity is calculated as

Prns = —174dBm/Hz + NF + 10log1o(BW) + SN Rinin (5.2)
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where NF' is the effective noise figure and BW is the effective bandwidth of
the receiver, and SNR,,;, is the minimum required SNR for BER<1073. As
shown in the next section, our receiver has NF=9 dB and BW=0.5 MHz, and
GFSK modulation requires SNR,,,;,=12 dB. This gives the estimated sensitivity
of -96 dBm.

The figure-of-merit (FoM) for the wake-up receivers is defined as

1 P
FoM = —Sensitivity(dBm) + 10logi (—) — 10logi < be ) (5.3)
Latency m

FoM of the proposed receiver is very competitive 111.3 under stringent operating

conditions.

5.3 Circuits Design for the Wake-up Receiver

The schematic of the wake-up receiver is shown in Fig. 5-2. The on-chip RF front-end
comprises a tunable matching network (TMN), low-noise amplifier (LNA), mixer, and
impedance sensor. It is followed by IF amplifiers chain with programmable gain, FSK
demodulator, base-band amplifier and Schmitt trigger. The authentication processor
validates the wake-up pattern and triggers the wake-up signal. An off-chip resonator
(FBAR) is used with the Pierce oscillator to generate a 2.489 GHz LO frequency.
The same signal is used for the impedance sensor and the clock signals for the FSK
demodulator (at 9.73 MHz) and processor (at 1.24 MHz) are also derived from it
through frequency dividers. An impedance sensor, consisting of phase and envelop
detectors, periodically compares the phase and amplitude of the voltages at TMN
and at a reference impedance (Z} y,). Then, a control circuit tunes the matching
network and also feeds the data to a machine learning algorithm. The calibration
of the matching network is performed few times everyday and the daily patterns are
learned to minimized the energy consumption for future search of optimal network.

Next, the details of individual circuits are presented.
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Figure 5-2: The schematic of the wake-up receiver with a control loop for the matching
network tunning.

5.3.1 Low-Noise Amplifier and Mixer

Fig. 5-3 shows the schematic of LNA and mixer. M;, My, and Ry form the comple-
mentary g,,-boosted input stage. Cy;.s decouples the DC biasing of M; and Ms, thus
optimum sizing for g,, of each transistor can be independently selected. M; is directly
biased at the gate with Vy;.s, and My is forward body biased to lower its threshold
voltage and enhance low voltage operation. M3 is stacked below My as a second gain
stage. Hence, the current is reused for the second common source stage and leads to
low power operation. The LNA consumes 214uA current from a 0.7V supply. The L.C
resonator tank formed by L; and C; is used to both cancel the AC leakage between
the two gain stages and to resonate the output impedance of the second stage. The
simulated gain and noise figure of the LNA are ~ 21 dB and ~ 4 dB, respectively, as
shown in Fig. 5-3b.

The LNA is followed by a passive single-sideband mixer with a 0.5 pF load to
limit the out-of-band interference. It has a simulated voltage conversion gain of
0.5 dB and down-converts the RF signals to the IF signal with GFSK modulation
between 9.48MHz and 9.98MHz. Due to the lack of a channel selection filter after
the LNA, the mixer folds the noise onto the IF signals giving a noise figure of 3 dB.
The differential IF signals are then amplified by a chain of four IF amplifiers with
programmable gains. The gain control prevents saturation at higher input signals. A
differential amplifier with switchable source degeneration resistance is used for this

purpose. As the signal undergoes down-conversion to IF and gets amplified by the IF
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Figure 5-3: (a) The schematic of the LNA and mixer. (b) Simulated gain and noise
figure of the LNA.
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Figure 5-4: Simulated programmable gain of IF amplifier chain with N-path filter.

amplifiers, it needs to be filtered to reject any out-of-band interferers and to reduce the
overall noise bandwidth in order to achieve the required sensitivity. Hence, the block
directly following the first amplifier stage is a bandpass filter (BPF) implemented
using a N-path filter. It is a switched capacitor filter whose center frequency is the
same as the switching clock frequency (9.73MHz in our case). The gain of the IF
amplifier chain with a 4-path filter is programmable by ~15 dB as shown in Fig. 5-4.
The amplifier chain consumes 24uW power from a 0.7 V supply.

A tunable matching network based on two L-sections (with series inductors and
shunt capacitors) is used both to match the antenna with the input impedance of
the LNA and also to provide a passive gain to improve the overall sensitivity. In
particular, a matching network that transforms an antenna impedance of Z 4y = 5052

into an input impedance of Z;y4 = 3502, provides a passive gain of:

Z
Apassive = LA (54)
ZANT

Hence, a large input impedance of LNA is preferable for a higher passive gain.
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Figure 5-5: FSK demodulator circuit.

5.3.2 FSK Demodulator

The GFSK modulated BLE packets are demodulated in order to extract the actual
transmitted bits from the base station to be able to detect the wake-up pattern. As
the frequency deviation for FSK modulated signal is fixed to 500 kHz and the data rate
is adjusted to be 125 kbps by using bit repetition, the FSK demodulation can utilize
two narrow band BPFs with a 500 kHz difference between their center frequencies.
Filters are followed by energy detection and comparison circuit, as shown in Fig. 5-6a.
The higher frequency f; corresponds to bit "1’ and lower f, translates to bit '0’ as
stated by the BLE standard [98].

The filters are implemented as a N-path filter with a clock frequency of forx=
9.73MHz and the high frequency filter is centered around f;=9.98MHz while the other
is centered around fo=9.48MHz. As the bandwidth of the filters is less than 500 kHz,
it is important to have some programmable control of the center frequencies to com-
pensate for the process and clock frequency variations. The filter circuit is shown in
Fig. 5-6a where two differential Gm-cells are used to control the center frequency shift
away from the clock frequency. By adding the Gm-cells, the input impedance of the
switched capacitor load changes from capacitive to a complex impedance resulting in
a center frequency shift. For instance, a conventional switched capacitor filter with a
load capacitor of C'r forms a low pass filter with the switch resistance and then the

mixing effect upconverts this filter response around the clock frequency feorx. By
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adding the Gm-cells, then the impedance becomes
Yom(s) = sCr — jG,, = jCp(w — wr) (5.5)

where wp=G,,/Cr. It shows that a positive frequency shift of wp can be achieved by
having a negative Gm value while a negative frequency shift is attainable by reversing
the polarity of the differential Gm structure. Therefore, two narrow band BPFs with
the required frequency deviation can be designed to detect the transmitted bits. The
center frequency programmability is shown in Fig. 5-6b and Fig. 5-6¢ for negative

and positive transconductance values, respectively.

5.3.3 Film Bulk Acoustic Resonators (FBAR)

Film Bulk Acoustic Resonators (FBARs) are used in low-power oscillators to create
a stable frequency with low phase noise due to their high-Q (Quality Factor) [99,
100]. FBAR is employed as the resonator with the Pierce oscillator for LO frequency
generation as well as for the clock signals of the filters. The resonators are typically
modeled with the modified Butterworth Van Dyke (m-BVD) model shown in Fig. 5-7a
[101]. This model captures all the characteristics of the resonator i.e. both the series
and parallel resonance characteristics. The measured m-BVD model parameters of
the FBAR used in this project are given in TABLE 5.1. Fig. 5-7b shows the simulated

characteristics of FBAR with these parameters. It has the following features:
1. The impedance is low and resistive at the series resonance frequency f.

2. The impedance is very high and resistive at a slightly higher parallel resonance

frequency f,.

3. The coupling coefficient is defined as k? = (f,/f,)>— 1 and indicates the amount

of tuning available from the resonator.
4. At frequencies far away from resonance, the impedance is capacitive.

5. Between the two resonant frequencies, the impedance is inductive.
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Figure 5-6: (a) The schematic of Gm-shifted bandpass filters for FSK demodulator.
(b) Simulated frequency response of the filters at different Gm values.

Table 5.1: BVD MODEL PARAMETERS OF THE FBAR

R

Ly

Cx

Cp

Ry

R

0.23mf2

75.9nH

54.59fF

1.23pF

0.68¢2

1.2652
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Figure 5-7: (a) Modified Butterworth Van Dyke model and (b) simulated impedance
characteristics of the FBAR resonator.
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5.3.4 Pierce Oscillator

Due to the advantages of current-reuse, high amplitudes of oscillation, low power,
low voltage operation, self-biasing, and tunability, the inverter-based Pierce oscillator
is chosen in this design [102]. The schematic of the oscillator is shown in Fig. 5-8.
The g, of both the transistors (M; and My) adds up and this current-reuse reduces
power consumption for the same loop-gain as compared to a single transistor. The
resistor Ry provides DC biasing by setting the gate voltage and hence, the circuit
is self-biased. This circuit also provides rail-to-rail oscillation. Since there are only
two transistors stacked, this topology is amenable to low-supply voltage designs. The
FBAR behaves like an inductor at frequencies between its series and parallel reso-
nance. This inductance resonates with the gate, drain and other parasitic capacitors
at the effective parallel resonance frequency. The active transistors M; and M, sees
a high impedance at this frequency. Under some approximations, the DC loop-gain

of this circuit at the resonant frequency is

Gain < (gmp + gmn) - Ry (5.6)

where R, is the FBAR impedance at parallel resonance. Thus, the circuit oscillates
when designed with sufficient g,,. The oscillator consumes 300A to provide sufficient
Em.totar=9-7mS. The oscillation frequency can be tuned to a certain extent (~10 MHz)
by adding explicit capacitor banks C; and Cy at the gate and drain of the oscillator,

respectively.

5.4 Conclusion and Future Work

In this chapter, a system-level analysis for the duty-cycled BLE wake-up receiver is
presented to determine the sensitivity, data rate and duty-cycling period. A new
architecture is then developed with high programmability and periodic calibration of
the antenna matching network. A prototype of the wake-up receiver is built in 65-nm

CMOS technology. The receiver is designed for at least -90 dBm of sensitivity to
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Figure 5-8: The schematic of the inverter-based Pierce oscillator.
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account for the 60-70 dB power loss of the wave traveling through the human body.
The receiver operates from a 0.7 V supply and consumes an average power of 1uW
at a latency of 0.25 sec with a custom transmission interval. Further details on the
challenges, analysis and innovations in the custom-antenna design, impedance sensor,

and machine learning based energy-efficient search algorithms will be presented in

future publications.
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Chapter 6

Conclusion and Future Works

6.1 THz-ID and THz Energy Harvesting

This thesis demonstrates a new application of THz CMOS electronics, which uti-
lizes its advantages in compact size and package-less chip integration. We also show
that silicon THz transceivers, which are long considered to be power-hungry, can
be applied in ultra-low-power systems if a back-scattering communication scheme is
adopted. Meanwhile, our work demonstrates the feasibility of integrating asymmetric
cryptography, such as elliptic-curve encryption, on a passive tag. Our presented tag
is built entirely on a low-cost CMOS chip, and is around 3x smaller than the small-
est package-less, far-field chip reported previously [31]. It also offers multi-antenna
beam-steering functionality for the first time in RFIDs. The uplink and downlink
data rates are 2kbps and 100kbps, respectively and have been demonstrated at a dis-
tance of 5-cm. The tag employs a security processor with a peak power consumption
of 21uW.

The presented work demonstrates the feasibility of security ID tags with ultra-
small size and cost, which is expected to empower a wide range of new applications
in manufacturing, logistics, anti-counterfeiting, and so on. To fully make these ap-
plications practical, a few more technologies should be developed. The size and cost
requirements for the THz-ID reader, compared to the tags, are much more relaxed, it is

still highly preferred that the reader front-end is implemented using silicon integrated
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circuits. Rapid advances are being made in this area. For example, in [103], the 200-
t0-255-GHz power amplifier using 130-nm SiGe BiCMOS process ( fiae =500 GHz) is
already capable of generating 20 mW of power, which is only 7 dB away from the VDI
AMC used in our tag reader. In the light of the recent developments of high-speed
and high-power SiGe and CMOS processes [58,104-106] with up to 720-GHz [0z
and up to 7.1-V breakdown voltage, achieving a radiation power of 100 mW in the
sub-THz regime is no longer unimaginable.

Although, the energy harvesting circuit presented in this thesis has enabled the
embedding of THz-ID in opaque packaging, there is a need for further miniaturization
of the harvester for applications in micro-robots, micro-sensors etc. Further, new
topologies can be explored where harvesters can be stacked for higher output voltage
thus avoiding the need for lossy DC-DC converter. All of these advances can promise
longer distance communication that can enable applications such as controlling micro-
drones, where size, cost, beam-steering, and low power are important. Other IoT

applications can follow especially with the advances in 6G communication and beyond.

6.2 THz-OAM Transceiver

A 0.31-THz uniform circular patch antenna array is demonstrated in the 65-nm CMOS
process that can transmit and receive waves carrying OAM. The chip is capable of
dynamically generating data-driven OAM modes: m=0, +1, -1, and (+1)+(-1), as
well as detecting these modes with >10 dB rejection of mismatched modes. Our work
is also the first demonstration of a full-silicon OAM link at any frequency and is the
first hardware delivering dynamic OAM mode switching in the THz regime.

The presented work opens up opportunities in mode-multiplexing wireless commu-
nications and PLS for one-way key transmission using low-cost microelectronic chips.
The chip can use OAM modes for transmitting security keys (usually 256 bits) at a
relatively low data rate (limited by the SNR due to the central null) and then switch
to the plane wave mode for exchanging symmetrically encrypted data at higher data

rates. In future iterations, the 155 GHz power amplifier (PA) and the frequency dou-
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bler can be integrated inside the pixel. This will not only improve the link budget for
high-speed wireless communication but also make the architecture more scalable for
higher OAM modes. PA-integrated pixels placed in concentric circles and all driven by
the same reference signals will make the generation and multiplexing of higher order
OAM modes feasible which are essential for improving the OAM security. Moreover,
the presented chip will empower a wide range of new applications of OAM in the THz
regime [107-109]. In [108], it has been shown that OAM beams penetrate deeper into
the biological tissues as compared to Gaussian beams. This property of OAM can
be combined with the THz absorption signature of tumor cells for early skin cancer
detection. Further, it is shown in [109] that it is possible to detect rotational Doppler
shifts using OAM waves. Therefore, it becomes possible to design THz-OAM radars
with the capability of detecting both the linear and rotational Doppler shifts which

will be extremely powerful.
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Appendix A

Noise Voltage of an Open-Circuit
Photodiode Under Illumination

In the downlink THz MOSFET detector (Fig. 2-17), an open-circuit photodiode under
illumination is used to provide the gate bias of the transistor. The net output current
of the photodiode, although is zero, should be treated as the sum of two opposite
current flows [110]. One is the photocurrent I, generated by the illumination, and

the other is the diffusion current I; due to the forward bias of the diode:

Vo

Ii=—1I, = Iy(e% — 1), (A.1)

where [ is the reverse saturation current of the p-n junction, V; is the thermal voltage
(Vi=kT/q =26 mV at 300 K), and Vj is the open-circuit photodiode voltage. The
respective noise fluctuations associated with the above currents are uncorrelated, so

the total equivalent noise current power spectral density of the device is [110,111]:

i2/Af = dq(1L,] + Io) = 4q|1,). (A.2)

The open-circuit noise voltage of the photodiode is then considered to be the
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product of (A.2) and the diode differential resistance at the bias (R;=V:/|I,|):

N ~ ) v, 2 Vt2
p p

Interestingly, the generated noise is the same as the thermal noise of a resistor equal
to Ry of the photodiode, and decreases with larger illumination. Hence, its noise

contribution to the output noise voltage of the MOSFET detector in Fig. 2-17 is:

Undet = G V3 Tas = GTas - WTRaA . (A4)
where g, and 74 are the transconductance and output resistance of the MOSFET.
Note that (A.4) is much smaller than the MOSFET’s own channel thermal noise
(02 ., = 4kTrgAf): for the MOSFET biased in the triode mode (Fig. 2-17), the
simulated g,, and 745 are 1.4 uS and 7.7 k€, respectively, and I, in normal tag
operation is ~0.1 pA (hence R;~260 k(). Therefore, 0, is ~11 nV/Hz'/2, while
Upder 0 (A.4) is ~0.7 nV /Hz!/2.
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