MIT
Libraries | D>pace@MIT

MIT Open Access Articles

Toward an Enterprise Architecture for a
Digital Systems Engineering Ecosystem

The MIT Faculty has made this article openly available. Please share
how this access benefits you. Your story matters.

Citation: Mordecai, Yaniv, de Weck, Olivier L and Crawley, Edward F. 2022. "Toward an Enterprise
Architecture for a Digital Systems Engineering Ecosystem.” RECENT TRENDS AND ADVANCES
IN MODEL BASED SYSTEMS ENGINEERING.

As Published: 10.1007/978-3-030-82083-1_55
Publisher: Springer International Publishing
Persistent URL: https://hdl.handle.net/1721.1/145327

Version: Author’s final manuscript: final author’'s manuscript post peer review, without
publisher’'s formatting or copy editing

Terms of use: Creative Commons Attribution-Noncommercial-Share Alike

I I I .
I I Massachusetts Institute of Technology


https://libraries.mit.edu/forms/dspace-oa-articles.html
https://hdl.handle.net/1721.1/145327
http://creativecommons.org/licenses/by-nc-sa/4.0/

CSER 2020

Towards an Enterprise Architecture for a
Digital Systems Engineering Ecosystem

Yaniv Mordecai #*, Olivier L. de Weck 2, Edward F. Crawley @

&Massachusetts Institute of Technology, Dept. of Aeronautics and Astronautics, 77 Massachusetts Ave,, Cambridge, MA 02139, USA

{yanivm, deweck, crawley}@mit.edu

Abstract

The digital transformation era is upon us. Digital transformation gradually crawls up the value chain from services and
manufacturing to product design and systems engineering. In this paper we envision a cloud-based ecosystem of systems
engineering, which is model-based by definition. The ecosystem model we propose is called 2MIDSTARS, which stands
for: Model, Infrastructure, Data Services, Simulation, Testing, Analysis, and Repositories + Management, Interoperability,
Digital Representation, System, Technology, Audit, and Reporting. The first MIDSTAR covers the intrinsic, core MBSE
capabilities, while the second MIDSTAR facilitates the integration with the digital enterprise that surrounds the digital
systems engineering ecosystem. In this paper we explain the importance of jointly considering all these elements together
and outline the key roles and functionalities of each component.

Keywords: Digital Transformation, Digital Systems Engineering, Model-Based Systems Engineering

Nomenclature

DSEE Digital Systems Engineering Ecosystem / Enterprise

loT Internet of Things

MBSE Model-Based Systems Engineering

MIDSTAR(1) Modeling Services, Infrastructure Services, Data Services, Simulation Services, Testing Services, Analysis

Services, Repositories

MIDSTAR(2) Management Tools, Interoperability Services, Digital Representations, Systems, Things, Auditing, and Reporting
Services

OPD Object-Process Diagram

OPM Object-Process Methodology
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1. Introduction

The digital revolution has been making an impact on everyday lives across various service-oriented
ecosystems over the past decade. Coupled with the fourth industrial revolution — Industry 4.0, and the
growing presence of the Internet of Things (10T), the digital transformation is making its way up the value
chain, from advanced manufacturing through product design to systems engineering and business
management (Ustundag and Cevikcan, 2018).

Model-based systems engineering (MBSE) adoption and utilization have been constantly growing over the
past decade as well (Madni and Sievers, 2018). Model-based system specifications and design decisions are
recorded in conceptual models defined in formal or semi-formal modeling languages with a common
database. Until recently, it has been consistently regarded as a possibly-better way of conducting systems
engineering, as opposed to the document-based approach, but more difficult to implement. The debate has
been going on for two decades, with the MBSE supporters growing in numbers but still far behind the masses
who still use word processors and electronic worksheets, or the slightly more scalable but still text-intensive
requirement management database tools (Cameron and Adsit, 2018). A recent cross-industry survey of MBSE
maturity and adoption shows that MBSE is still perceived as immature on the one hand, but as a critical
enabler of digital transformation in research & development into a “Digital Engineering” paradigm, on the
other hand (McDermott et al., 2020).

It appears that the scene is set for a major transformation in the way systems engineering is done,
communicated, and integrated with other business activities, in many ways a rebirth of the engineering
systems paradigm (Crawley et al., 2004). However, while systems engineers are poised to be the leading
change agents in socio-technical organizations, there is also a

risk to the continuity and viability of systems engineering Digital
itself (Peterson, 2019). It will no longer be a privilege to use Tochbiogy
MBSE tools to build and deliver models of complex systems,
generate documentation and code, or sync with requirements A
databases. We believe that systems engineering will need to Business.Customer!
reinvent itself as a fully digital and integrated business 56 T Bhs ntermaces
activity. Otherwise, systems engineers will not be able to
comply with the digital enterprise strategy (Matt et al., 2015) sty T Gomging
or the digital enterprise architecture (Goerzig and
Bauernhansl, 2018). They will fail to catch up with the Artificial Continuous
velocity of the enterprise, and gradually become irrelevant or MR | Delvery (oicD)
unnecessary. Augreniind

This paper proposes a systems-thinking approach to tackle ety ARy | [ Cyper security
our concern for the relevance of systems engineering in the
digital era. We should begin with understanding what the Automaton —— | Digital Twin
digital era involves, and what it means for organizations to
undergo a digital transformation. Market research has shown — || intemet of Things
that 87% of industries are adopting at least one (loT)
transformative  technology, such as loT, Atrtificial o

Mobile Devices

Intelligence (Al), Blockchain, or 5G (the next generation of Blockehain 1 And Application
cellular communication) (Builta et al., 2019). An extended
yet non-exhaustive list of digital transformation technologies Figure 1. Digital Enterprise Technology enabling and

is illustrated in Figure 1. driving the Digital Transformation in socio-technical
organizations
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Many organizations seeking to undergo a digital transformation — including defense and government
agencies, industrial and commercial enterprises, energy facilities, software and hardware manufacturers, and
service providers — may be tempted to purchase a few commercial off-the-shelf (COTS) solutions, possibly
with the assistance of a consultant to accompany the process. These organizations may not be aware of the
need to define the Concept of Operations for the enterprise that will utilize the capabilities of the digital
ecosystem, and the Operational Concept that will characterize the activity of the constituent services.

For instance, imagine a factory that shifts to automated manufacturing based on quickly generated product
and part design files, that are automatically retrieved and provided to stations along the assembly line or
supply chain. If the product and part designers have not been trained with design-to-manufacture techniques
and tools, and the factory did not integrate the computer aided design (CAD), product lifecycle management
(PLM), and enterprise resource management (ERM) systems — this digital transformation is bound to fail.

Several approaches to reimagine systems engineering as a digital practice have been suggested, for
instance through a Zachman Framework with various model layers, agile management, and novel software
development and delivery practices (e.g. microservices) (Bondar et al., 2017).

NASA undertook a Digital model-based Systems Engineering (DMBSE) study to gain better
understanding of expectations and challenges associated with such a digital transformation (Hale et al., 2017).
NASA’s report defined Digital model-based Engineering (DMbE) as the use of digital artifacts, digital
environments, and digital tools in the engineering process — as opposed to the traditional documentation-based
engineering methods. The NASA team identified several key stakeholder expectations. A set of stakeholder
requirements for the digital ecosystem, is illustrated in Figure 2.

NASA’s workgroup also identified several challenges:
assessing added value, overcoming organizations culture

barriers, regulating the contractual deliverables to meet Stakeholder Stakeholder
o R 3 A Requirement Set Requirement
the standard, building a supporting information
technology infrastructure, and ensuring cyber-security. ®

Additional concerns, mentioned by an anonymous

[Req01] Increase transparency and insight

reviewer of this paper, are the setup cost, the challenge of | of digital enterprise architectures |
dealing with legacy processes and artifacts, and assuring
stakeholders that emerging frameworks will be | [Req02] Drive informed decision-making ||

regarding digital enterprise architectures

comprehensive, and that they will be viable and deliver
return on investment (Rol).

[Req03] Enhance communication across the

Another ongoing study (Bone et al., 2018; Hagedorn et ] organization and ecosystem ]
al., 2020) looked into semantic and ontological integration
of models as an enabler for information sharing and || [Req04] Increase flexibility/adaptability in | |

digital enterprise solution design

collaboration across R&D ecosystems, involving multiple
types of models, multiple analysis tools, and multiple data , N

. . [Req05] Increase confidence in digital
and information consumers. technology

2. The Digital Systems Engineering Ecosystem - [Reqoé] Increase confidence in digital -

system reliability and performance

We propose an enterprise architecture for a digital o ncraens Sysiaate: aagineedig
systems engineering ecosystem (DSEE). The architecture efficiency
has been conceived in order to capture the most relevant
aspects of the DSEE: the stakeholders, the core function Figure 2. Stakeholder Requirements for the Digital Systems

and purpose of this ecosystem, and the primary  gngineering Ecosystem as an enabler of Digital
constituent systems in this architecture — aligning to the  Transformation



4

systems architecting process we would have conducted for any system (Crawley et al., 2015).

The proposed enterprise architecture that supports and enables the DSEE is called 2MIDSTARSs, a
shorthand version of two MIDSTAR acronyms, each consisting of different items. The constituent systems in
this architecture are, in the order of appearance in the acronym: Modeling Services, Infrastructure Services,
Data Services, Simulation Services, Testing Services, Analysis Services, Repositories (MIDSTAR3) as well as
Management Tools, Interoperability Services, Digital Representations, Systems, Things, Auditing, and
Reporting Services (MIDSTARy).

The two MIDSTARsS are not grouped together by happenstance, but according to a clear separation of the
internal environment (MIDSTAR3) and the external environment (MIDSTAR2). Thus, MIDSTAR; includes
functionalities that are integral and central to a model-based systems engineering discipline. MIDSTAR;
concerns the functionalities that are critical for integrating the digital systems engineering services with the
digital enterprise as a whole, and includes upstream, downstream, and lateral integration and interaction.

3. Object-Process Methodology

OPM is a conceptual modeling language and model-based systems engineering paradigm for complex and
dynamic systems and processes. OPM was standardized as 1SO 19450 (Dori, 2016; 1SO 19450 Automation
systems and integration — Object-Process Methodology, 2015). OPM relies on the minimal universal
ontology principle, whereby stateful objects (things that exist), processes (things that occur), and relations
among them constitute a necessary and sufficient ontology for describing any conceivable system in the
universe (Dori, 2016). OPM's lightweight vocabulary includes ~20 terms.

OPM is visual and textual at the same time. The visual representation is a set of Object-Process Diagrams
(OPDs), which are organized hierarchically. OPDs at all levels of the hierarchy retain and allow the same
symbol notation, which makes it highly-consistent at all decomposition levels. Thus, OPM has only one kind
of diagram. Structural, procedural, and functional aspects can reside jointly or exclusively within any OPD.
Processes are represented by ellipses, objects by rectangles, and object states by rountangles inside the object
rectangle. Objects and processes can be either informatical or physical, and either systemic or environmental
(external to the boundaries of the system). Links express static and dynamic relations.

OPM's textual representation consists of sentences in Object-Process Language, OPL — a subset of English.
Each sentence corresponds to an OPD construct — a set of linked things or states — and vice versa. Each OPD
is accompanied by an OPD Specification (OPS) — a set of machine-readable OPL sentences.

There are two software tools for creating OPM models: OPCAT and OPCloud. OPCAT (Dori et al., 2010)
is a freely available desktop tool with built-in simulation capabilities, which has been used by thousands of
academic and professional users around the world and utilized in hundreds of scientific papers over the last
two decades, however it is based on obsolete desktop software technology, and its development has ended. It
can still be downloaded at http://esml.iem.technion.ac.il. OPCloud (Dori et al., 2018) is a relatively new cloud-
based modeling studio (accessible on-line at https://opcloud-trial firebaseapp.com/), which is under continuous
development and evaluation. OPCloud has already been shown to be useful for various domains including
medicine (Levi-Soskin et al., 2019), industry (Dori et al., 2020), and enterprise/aerospace architectures
(Mordecai et al., 2020). In this paper, we use OPCloud as a modeling tool and framework — which makes
perfect sense, since cloud-based capabilities are of utmost importance for such a digital MBSE environment.

4. An Enterprise Architecture of Two MIDSTARS

As explained, the architecture consists of two layers — internal and external. The internal layer consists of
all services that make a holistic MBSE environment for the organization. While MBSE focuses on modeling
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the systems of interest, we extend this scope to cover additional services that we believe are critical for a true

MBSE environment, which delivers value to systems engineers and systems engineering stakeholders.

The external layer transforms the MBSE architecture into a digital one, and aligns with the digital
enterprise as a whole. This layer facilitates interactions with the operational domain that the MBSE focuses
on. In a digital world, a model-based design of a critical process can interact with the actual operational
enablers or facilitators of that process. The interaction may be possible in both ways: the system of interest
and its components are able to consult the model to build machine perception of the process, but also to
update configurations and deployments according to revised model structures.

In addition to interacting with the operational domain, the external layer also allows the DSEE to interact
with the rest of the digital enterprise for sharing information, dictating solutions, or requesting resources. The
architecture should be cloud-based but this is not mandatory. Utilizing lightweight and easy-to-adjust web
services and interfaces that run in or through the cloud will result in significant productivity, streamlining, and
synergy. It will also allow for integration with and preservation of legacy assets and reduce transition costs.

Even if the organization is classified or disconnected from the internet for other reasons, it will be essential
for the organization to build a digital laboratory that will allow the enterprise to take advantage of cloud
services and adjust them to the needs and challenges of the deployment in question. With commercially
available cloud stack packages, this is doable and has been practiced by several classified organizations or
sub-organizations in the defense, homeland security, healthcare, finance, and energy domains.

Figure 3 shows the DSEE, the main groups of stakeholders: systems engineers, the systems engineering
research community, and the systems engineering software vendors. They all have in common the purpose of
generating value in the form of digital systems engineering deliverables: models, tradespace analyses,
functional requirements, validation and verification reports, performance assessments, etc. The stakeholder
requirements and digital enterprise technologies are both represented as packages that unfold in separate
diagrams. The 2MIDSTARs architecture as a collection of services enables the DSEE. The components of
MIDSTAR; and MIDSTAR; are listed in Table 1 and Table 2, respectively.

Several architectural principles are implemented in this architecture:
¢ Distributed Data Flow: all the data is expected to be shared via a central data distribution service, which

is part of the Infrastructure. This allows for multiple entities of the same type to connect and exchange data

with each other, it allows easier virtualization and eliminated interdependency as found in direct interfaces.

e Expertise: as opposed to various MBSE platforms which may include a subset of the required capabilities,
this architecture advocates isolation and separation of services. These services may still share common user
interfaces and other common resources, but the ability to mix and match various software technologies to
form an optimal DSEE is essential and more important than a single interface.

e Focus on Core Competence: the core MBSE competence includes modeling, simulation, and analysis
services, along with supporting data management, access, and storage services. Tools that are available in
the software market with expertise in their domain, such as project and task management tools,
configuration control and auditing, or dashboards and visualization software — all do a better job in their
area and will better serve the ecosystem than localized developments of similar capabilities.

e Scalability and Extendibility: the architecture is built to allow further extension and enhancement for
upscaling and broader digital scopes. While this concern is currently beyond the scope of this study, it
remains important to ensure this degree of freedom for future enhancements.
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Figure 3. The 2MIDSTARSs enterprise architecture of the Digital Systems Engineering Enterprise clearly shows the two layers of services
that make up the Digital Systems Engineering Ecosystem: the upper, internal layer (MIDSTAR;) and lower, external layer (MIDSTAR,).

Table 1. MIDSTAR;: Internal MBSE Layer

Table 2. MIDSTAR;: External DSEE Enabler

Services Purpose Services Purpose

Modeling Build, store, and visualize models in a variety Management Integrate with standard organization

Services of modeling languages Tool management tools to control DSEE activity

Infrastructure  Facilitate interaction among MIDSTAR1 Interoperability  Interact with MIDSTAR; through its

Services components, and with MIDSTAR2’s Services gateway, and among MIDSTAR; members
gateway, provide security and IT governance  py;i¢ Build or use digital representations,

Data Services

Simulation

Testing
Services

Analysis
Services

Repositories

Distribute and retrieve data: enterprise
datasets to inform models, model-generated
data, application data and model metadata

Validate and verify system model

Connect with test platforms, generate tests in
compliance with the models

Analyze, summarize, and validate data,
deliver additional value-added capabilities
based on the models and simulation results

Store and access information of various sorts,
including models, analysis results, test plans
and results, simulation threads and results,
and raw data sources

Representation  including engineering designs, software

code, digital twins, and virtual environments

System Deployed realization of a model; interacts

with the model that represents it

Thing Connected entity that models can interact
with: sensors, actuators, controllers,

energy/signal emitters, etc.

Audit Organizational services that audit activity
and ensure viability, quality, transparency,

legality, regulation compliance, governance.

Reporting Generate textual, tabular, graphical, visual,
and multimedia representations of model
information; communicate MBSE outputs

and deliverables across the ecosystem




5. Discussion

This paper presents a high-level enterprise architecture for a Digital Systems Engineering Ecosystem. By
using OPM as a modeling language and the new OPM modeling tool OPCloud as a modeling vehicle, we
were able to make the first step of modeling the DSEE using cloud-based tools. Although this is a preliminary
model, it serves as a good starting point, capturing core aspects, drawing a clear separation of MBSE core
activities from digital interfaces, and clarifying the expertise of each service. We set out with seven
stakeholder requirements that the DSEE should tackle. In Table 3 we reflect on the framework’s fulfilling (or
advances towards fulfilling) of the requirements. This reflection must be fully validated through stakeholder
assessment, but it provides a good initial validation for stakeholder focus.

Future research will focus on three directions. First, we plan to extend the architecture to get a better
understanding of the microservices required for each service, e.g., what kinds of analysis methods should be
included in a model analyzer. This direction will address essential questions that may have naturally arisen on
the implementation of proposed constructs, but were beyond the scope of the present paper. In addition, we
currently define the data transformation protocols that will allow this transformation to take place. This
includes the adoption of mathematical concepts from Category Theory, which has been mentioned as a
potential candidate for a foundational theory of Systems Engineering, and for a holistic systems engineering
platform, of the kind or essence proposed in this paper (Breiner et al., 2017). Finally, we have begun planting
the seeds for such a platform for early-adopter government, industry, and research enterprises. The way such
organizations can work in a holistic, cloud-based ecosystem, must also be explored.

Table 3. Fulfilling of Stakeholder Requirements using the DSEE — 2MIDSTARSs architecture

Stakeholder requirement Fulfilled by...

1. Increase transparency and insight of digital formulation of this reference framework, which informs stakeholders, decision-
enterprise architectures. makers, professionals, and researchers, and serves as common ground.

2. Drive informed decision-making regarding formulation of this reference framework as the basis for framing decisions in all
digital enterprise architectures. levels (strategic, tactical, operational) in the context of the critical enablers.

3. Enhance communication across the facilitation of mechanisms for enterprise interoperability.
organization and ecosystem.

4. Increase flexibility/adaptability in digital definition of robust entities and services that can be adapted and shaped
enterprise solution design. gradually, according to evolving needs.

5. Increase confidence in digital technology. referencing of digital enterprise technology agents as enablers of digital

transformation at both the enterprise level and the systems engineering level

6. Increase confidence in digital system inclusion of internal mechanisms for simulation, testing, and analysis, as well as
reliability and performance. external mechanisms for auditing and reporting

7. Increase systems engineering efficiency. formulation of this reference framework which saves time and effort figuring out

the issues, and allows for prioritization and road-mapping
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