MIT
Libraries | D>pace@MIT

MIT Open Access Articles

High Dimensional Differentially Private
Stochastic Optimization with Heavy-tailed Data

The MIT Faculty has made this article openly available. Please share
how this access benefits you. Your story matters.

Citation: Hu, Lijie, Ni, Shuo, Xiao, Hanshen and Wang, Di. 2022. "High Dimensional Differentially
Private Stochastic Optimization with Heavy-tailed Data.”

As Published: https://doi.org/10.1145/3517804.3524144

Publisher: ACM|Proceedings of the 41st ACM SIGMOD-SIGACT-SIGAI Symposium on Principles
of Database Systems

Persistent URL: https://hdl.handle.net/1721.1/146475

Version: Final published version: final published article, as it appeared in a journal, conference
proceedings, or other formally published context

Terms of Use: Article is made available in accordance with the publisher’s policy and may be
subject to US copyright law. Please refer to the publisher’s site for terms of use.

I I I .
I I Massachusetts Institute of Technology


https://libraries.mit.edu/forms/dspace-oa-articles.html
https://hdl.handle.net/1721.1/146475

Session 6: Privacy and Embeddings

PODS ’22, June 12-17, 2022, Philadelphia, PA, USA

High Dimensional Differentially Private Stochastic Optimization
with Heavy-tailed Data

Lijie Hu
King Abdullah University of Science and Technology
Thuwal, Makkah, Saudi Arabia
lijie.hu@kaust.edu.sa

Hanshen Xiao
Massachusetts Institute of Technology
Cambridge, Massachusetts, United States
hsxiao@mit.edu

ABSTRACT

As one of the most fundamental problems in machine learning,
statistics and differential privacy, Differentially Private Stochastic
Convex Optimization (DP-SCO) has been extensively studied in
recent years. However, most of the previous work can only han-
dle either regular data distributions or irregular data in the low
dimensional space case. To better understand the challenges arising
from irregular data distributions, in this paper we provide the first
study on the problem of DP-SCO with heavy-tailed data in the
high dimensional space. In the first part we focus on the problem
over some polytope constraint (such as the #-norm ball). We show
that if the loss function is smooth and its gradient has bounded
second order moment, it is possible to get a (high probability) er-

logd ) in the e-DP model,

1
(ne)3
where n is the sample size and d is the dimension of the underlying
space. Next, for LASSO, if the data distribution has bounded fourth-
order moments, we improve the bound to O( loidz) in the (¢, 6)-DP

(ne)s

model. In the second part of the paper, we study sparse learning
with heavy-tailed data. We first revisit the sparse linear model and
propose a truncated DP-IHT method whose output could achieve
~ *2 2

an error of O( %), where s* is the sparsity of the underlying
parameter. Then we study a more general problem over the sparsity
(i.e., fo-norm) constraint, and show that it is possible to achieve an

ror bound (excess population risk) of O(

'3 logd
. ne
O(¥s*), if the loss function is smooth and strongly convex.

error of O(

), which is also near optimal up to a factor of
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1 INTRODUCTION

Privacy-preservation has become an important consideration and
now is a challenging task for machine learning algorithms with
sensitive data. To address the privacy issue, Differential Privacy
(DP) has received a great deal of attentions and now has established
itself as a de facto notation of privacy for data analysis. Methods
to guarantee differential privacy have been widely studied, and
recently adopted in industry [19, 46].

Stochastic Convex Optimization (SCO) [48] and its empirical
form, Empirical Risk Minimization (ERM), are the most fundamen-
tal problems in machine learning and statistics, which include sev-
eral basic models, such as linear regression and logistic regression.
They find numerous applications in many areas such as medicine,
finance, genomics and social science. Due to their importance, the
problem of designing DP algorithms for SCO or ERM (i.e., DP-SCO
and DP-ERM) have been extensively studied for nearly a decade
starting from [17, 18]. Later on, a long list of works have attacked
the problems from different perspectives: [5-7, 26, 31, 44, 58] stud-
ied the problems in the low dimensional case and the central model,
[14, 34, 35, 45, 55] considered the problems in the high dimensional
sparse case and the central model, [20, 21, 43, 50] focused on the
problems in the local model.

However, most of those previous work can only handle regular
data, i.e., they need to assume either the underlying data distribution
is bounded or sub-Gaussian, or the loss function is O(1)-Lipschitz
for all the data. This is particularly true for those output perturba-
tion based [18] and objective or gradient perturbation based [7] DP
methods. However, such assumptions may not always hold when
dealing with real-world datasets, especially those from biomedicine
and finance, which are often heavy-tailed [8, 30, 56], implying
that existing algorithms may fail to guarantee the DP property.


https://doi.org/10.1145/3517804.3524144
https://doi.org/10.1145/3517804.3524144

Session 6: Privacy and Embeddings

Compared with bounded data, heavy-tailed data could lead to un-
bounded gradient and thus violate the Lipschitz condition. For
example, consider the linear squared loss £(w, (x,y)) = (w! x — 1)
When x is heavy-tailed, the gradient of £(w, (x,y)) becomes un-
bounded. To address the issue, one potential approach is to truncat-
ing or trimming the gradient, such as in [1]. However, there is no
existing convergence result based on their algorithm. Thus, new
private and robust estimation methods for heavy-tailed data are
needed.

Recently, there are several work studied private mean estimation
or DP-SCO with heavy-tailed data [4, 33, 37, 51] (see Section 2
for details). However, the estimation errors of these results all are
dependent on polynomial in the dimension of the underlying space,
which impedes them to be implemented to the high dimensional
setting, where the dimension is far greater than the sample size.
In contrast, as we mentioned earlier, high dimensional DP-SCO
with regular data has been studied quite well. Thus, our question
is, what are the theoretical behaviors of DP-SCO with heavy-tailed
data in the high dimensional space? In this paper, we provide a
comprehensive and the first study on the problem under different
settings by providing several new methods. Our contributions can
be summarized as the following,

(1) We first study DP-SCO over some polytope constraint, which
has been studied in 2, 45] for regular data. We first show that
if the loss function is smooth and its gradient has bounded
second order moment, it is possible to get an excess popu-

18y \ith high probability

ne) 3
in the e-DP model, where n is (the sample size and d is the
dimensionality of the underlying space. Next, for LASSO, if
the data distribution has bounded fourth-order moments, we

logd ) in the (¢, §)-DP model.

2
5

lation risk (error bound) of O(

improve the bound to O(

ne

(2) We then study DP-SCO for) sparse learning with heavy-
tailed data in the (¢, §)-DP model, which has been studied

in [13, 52, 54] in the regular data case. We first revisit the
sparse linear regression problem and propose a new method
whose output could achieve an error bound of O(%)
where s* is the sparsity of the underlying parameter. Then
we study a general DP-SCO problem under the sparsity con-
straint, and show that it is possible to achieve an error of

5

.3
O(%), if the loss function is smooth and strongly con-
vex. We also show this bound is near optimal up to a factor of
O(Vs* log® n). To get these results, we provide several new
methods and hard instances which may be used to in other
machine learning problems.

Due to space limit, all the proofs and lemmas, and experiments on
synthetic and real-world data are included in the full version of the

paper [29].

2 RELATED WORK

As mentioned earlier, there is a long list of results on DP-SCO
and DP-ERM. However, most of them consider the case where
the underlying data distribution is sub-Gaussian and cannot be
extended to heavy-tailed case. On the other side, in the non-private
case, recently a number of works have studied the SCO and ERM
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problems with heavy-tailed data, such as [9, 27, 28, 36, 39, 40, 42].
It is not clear whether they can be adapted to private versions and
in the high dimensional setting.

For DP-SCO or private estimation for heavy-tailed distribution,
[4] provides the first study on private mean estimation for distri-
butions with bounded moment and proposes the minimax private
rates. Their methods are based on truncating the data to make each
data record has a bounded £,-norm. However, as [33] mentioned,
they need a stronger assumption on the bounded moment, e.g., for
the mean estimation problem they need to assume E[||x||§] < 1 while
we only assume E[x%] < 1 for each coordinate j € [d]. Moreover,
their method cannot be extended to the high dimensional sparse
setting directly, and their error bound is in the expectation form,
while in the robust statistics it is preferable to get high probabil-
ity results (see Definition 3 for details). Later, [33] also studies the
heavy-tailed mean estimation, which is also studied by [37] recently.
However, their results for general d dimensional space are still not
the high probability form (they can only show their results hold
with probability at least 0.7). Thus, their methods cannot be used to
DP-SCO directly. Moreover, it is unknown whether their methods
could be extended to the high dimensional or the sparse setting.
[10] recently also studies the same problem and proposes a method
based on the PTR mechanism [22]. However, their method can
be only used in the 1-dimensional space and and needs stronger
assumptions.

Meanwhile, instead of the mean estimation, [51] provides the first
study on DP-SCO with heavy-tailed data and proposes three meth-
ods based on different assumptions. Their first method is based on
the Sample-and-Aggregate framework [41]. However, this method
needs enormous assumptions and its error bound is quite large.
Their second method is still based on the smooth sensitivity [12].
However, [51] needs to assume the distribution is sub-exponential.
It also provides a new private estimator motivated by the previ-
ous work in robust statistics. While some our estimators are quite
similar as theirs, they are quite a lot differences (see Remark 1 for
details). Based on the mean estimator in [33], [32] recently stud-
ies DP-SCO and improves the (expected) excess population risk
to O((%) %) and O(%) for convex and strongly convex loss func-
tions respectively under the assumption that the gradient of the
loss has bounded second order moment. These results match the
best known result of the heavy-tailed mean estimation problem.
However, all of these results are in the expectation form instead
of the high probability form. Moreover, their method cannot be
extended to the linear model, where the bounded second order
moment of loss assumption is quite strong (see Assumption 3 for
details). We note that all these methods cannot be directly extended
to the high dimensional case or the sparse learning problem. !

3 PRELIMINARIES

Notations: For vectors v, v; € Rd, we denote vj and v; ; as their
corresponding the j-th coordinate. Given a set of indices S C [d],
we denote the vector og € R? as the projection of v onto S, i.e,
vs,j =vjif j € S, and vg ; = 0 otherwise. We also denote || as the
number of elements in S and supp(w) = {j € [d] : wj # 0} C [d]

IWe refer readers the reference [33, 51] to see more related work on DP methods for
unbounded sensitivity.
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for w. For a constraint set ‘W, we denote ||'W||; as it is £;-norm
diameter, ie., |'W||; = max, yeqy |lu —ol1.

Definition 1 (Differential Privacy [23]). Given a data universe X,
we say that two datasets D, D’ C X are neighbors if they differ by
only one data sample, which is denoted as D ~ D’. A randomized
algorithm A is (e, §)-differentially private (DP) if for all neighbor-
ing datasets D, D’ and for all events S in the output space of A, we
have

Pr(A(D) € S) < ePr(A(D’) € S) + 6.

In this paper, we will mainly use the Laplacian and the Expo-
nential mechanism, and the Advanced Composition Theorem to
guarantee DP property.

Definition 2 (Laplacian Mechanism). Given a function g : X" —
R4, the Laplacian Mechanism is defined as: My (D, g, €) = q(D) +
(Y1,Ys,---,Yy), where Y; is i.i.d. drawn from a Laplacian Distribu-
tion Lap(AlT(q)), where Aj(q) is the #;-sensitivity of the function g,
ie, A1(q) = supp._p |lg(D)—q(D’)|]1. For a parameter A, the Lapla-
cian distribution has the density function Lap(1)(x) = ﬁ exp(—’ji).
Laplacian Mechanism preserves e-DP.

Definition 3 (Exponential Mechanism). The Exponential Mecha-
nism allows differentially private computation over arbitrary do-
mains and range R, parametrized by a score function u(D, r) which
maps a pair of input data set D and candidate result r € R to
a real valued score. With the score function u and privacy bud-
get €, the mechanism yields an output with exponential bias in
favor of high scoring outputs. Let M(D, u, R) denote the exponen-
tial mechanism, and A be the sensitivity of u in the range R, i.e.,
A = max,ecg maxp-p [u(D,r) — u(D’,r)|. Then if M(D,u,R) se-

lects and outputs an element r € R with probability proportional
eu(D,r)
2Au

The output of exponential mechanism has the following utility.

to exp( ), it preserves e-DP.

Lemma 1 ([24]). For the exponential mechanism M(D, u, R), we
have

Pr{u(M(D,u,R)) < OPTy(x) — 2ATu(ln IR|+ )} <et.

where OPTy, (x) is the highest score in the range R, i.e. max,cg u(D, r).

Lemma 2 (Advanced Composition Theorem). Given target privacy
parameters 0 < € < 1 and 0 < § < 1, to ensure (¢, T¢’ + §)-DP
over T mechanisms, it suffices that each mechanism is (¢’, §")-DP,

’ € r_ 30

where €/ = m and 6’ = T

Definition 4 (DP-SCO [7]). Given a dataset D = {z1,- -,z } from
a data universe Z where z; = (x;, y;) with a feature vector x; and a
label/response y; are i.i.d. samples from some unknown distribution
9D, a convex constraint set W C Rd, and a convex loss function ¢ :
WxZ — R.Differentially Private Stochastic Convex Optimization
(DP-SCO) is to find wP'V so as to minimize the population risk, i.e.,
Ly (w) =E,_p[f(w,z)] with the guarantee of being differentially
private.? The utility of the algorithm is measured by the excess
population risk, that is

Ly (wP™) = min Lo (w).
o ) min, »(w)

2Note that in this paper we consider the improper learning case, that is wP'™" may not

in W.
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Besides the population risk, we can also measure the empirical risk
of dataset D: L(w, D) = % 21, €(w,z;). It is notable that in the
high probability setting, we need to get a high probability excess
population risk. That is given a failure probability 0 < ¢ < 1, we
want get a (polynomial) function f(d, log %, log &, %, é) such that
with probability at least 1—{ (over the randomness of the algorithm
and the data distribution),

111
e
Compared with the high probability setting, there is another setting
namely the expectation setting where our goal is to get a (polyno-
mial) function f(d, log 111y gych that

5’ n’e

Lp(wP) — min Ly (w) < O(f(d, log 1,1og
weW 1)

‘ 111
ELp(wP™) — min L <O(f(d,log =, =, =
»(wP) min, p(w) < 0(f(d,log i 6)),

where the expectation takes over the randomness of the data records
and the algorithm.

It is notable that, in the regular data case where the data distri-
bution D or the gradient of the loss is bounded or sub-Gaussian,
it is easy to transform an expected excess population risk to an
excess population risk with high probability. However, this is not
true for the heavy-tailed case. 3 Thus, all of the recent studies on
robust statistics such as [9, 27, 28, 36, 39, 40, 42] focused on the
high probability setting. In the paper, we will study the problem in
the high probability setting. Moreover, throughout the paper we
focus on the high dimensional case where d could be far greater
than n. Thus we wish the error bounds (excess population risk) be
logarithmic of d.

The following two definitions on loss functions are commonly
used in machine learning, optimization and statistics.

Definition 5. A function f is L-Lipschitz w.r.t the norm || - || if for
allw,w' € W, |f(w) — f(w)]| < L|lw—w’||.

Definition 6. A function f is @-smooth on ‘W if for all w, w’ € ‘W,
FW) < f(w) +(Vf(w),w —w)+ §llw —wll3.

4 HIGH DIMENSIONAL DP-SCO OVER
POLYTOPE DOMAIN

In this section we will study DP-SCO over polytope domain, i.e., the
underlying constraint set ‘W is some polytope and thus could be
written as the convex hull of a finite set V. This contains numerous
of learning models that address high dimensional data, such as
LASSO and minimization over probability simplex.

[45] first studied the problem of DP-ERM over polytope domain
in the regular data setting (i.e., the gradient of loss function has
bounded norm). Specifically, they showed that when the loss func-
tion is Lipschitz w.r.t £;-norm, there is an (¢, §)-DP algorithm (DP
log( \Vln) ).

(ne)s
However, to generalize to the heavy-tailed data setting, the main

difficulty is that the assumption of #;-norm Lipschitz does not hold
anymore. To address the problem, one possible approach may be
truncating the gradient to make it has bounded f-norm (since
£1-norm Lipschitz is equivalent to its gradient has bounded #w-
norm). However, as mentioned in [51], it could introduce enormous

Frank-Wolfe) whose output could achieve an error of O(

3See [15] for the necessity to consider the high probability setting.
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amount of error and it is difficult to select the best threshold param-
eter. In the following we will propose a new method to overcome
this challenge. We will focus on the case where the gradient of the
loss is heavy-tailed. Specifically, following from the previous work
on robust statistics such as [27, 42], here we propose the following
assumption on the gradient of the loss function.

Assumption 1. We assume Lp(+) is @-smooth, and there exists a
7 > 0 such that for any w € W and each coordinate j € [d], we
have E[(V¢(w,x))?] < 7.

First, it is notable that the smoothness condition in Assumption
1 is necessary for the high dimensional setting. As shown by [2],
when the loss function is non-smooth and #;-norm Lipschitz, even in
the regular data setting the excess population risk is lower bounded

by Q( @ + ;{—g), which depends on Q(Vd). Secondly, in some
other work on studying private estimation for distributions with
bounded second-order moment (such as [33]), they assume that
for each unit vector u € R, E[{u, V£(w,x))2] < r = O(1). Thus,
our assumption on the moment is reasonable. Thirdly, we note that
7 may be not a constant, it could depend on the structure of the
loss function, data distribution and the underlying structure of ‘W
[49]. Throughout the whole paper we assume 7 is known, which is
commonly used in other related work in robust statistics such as
[11, 33].

Our approach, namely Heavy-tailed DP-FW, could be seen as a

generalization of the DP Frank-Wolfe method in [45]. The approach
is motivated by a robust mean estimator for heavy-tailed distribu-
tion given by [16] which was extended by [27]. For simplicity, we
first consider a 1-dimensional random variable x and assume that
X1,X2, " -+ , Xp are i.i.d. sampled from x. The robust mean estimator
consists of three steps:
Scaling and Truncation For each sample x;, we first re-scale it by
dividing s (which will be specified later). Then, the re-scaled one
was passed through a soft truncation function ¢. Finally, we put
the truncated mean back to the original scale. That is,

n
> #(F) ~Ex. (1)
i=1
Here, we use the function given in [16],
x-L, V2<x<V2z
P =182 x>z @)
—%ﬁ, x < —V2.

A key property for ¢ is that ¢ is bounded, that is, [¢(x)| < Z\Tﬁ
Noise Multiplication Let 11,72, - - , 7, be random noise gener-
ated from a common distribution  ~ y with Enp = 0. We multiply
each data x; by a factor of 1 + 1;, and then perform the scaling and
truncation step on the term x;(1 + 7;). That is,

#(n) =2 ) g, )
i=1

Noise Smoothing In this final step, we smooth the multiplicative
noise by taking the expectation w.r.t. the distributions. In total the
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robust mean estimator X (s, ) could be written as,
n
. . s Xi + Nix;
i(s, ) =Ei(n,5. ) == ) / pC I dy (). @)
n & s

Computing the explicit form of each integral in (4) depends on the
function ¢(-) and the distribution y. Fortunately, [16] showed that
when ¢ is in (2) and y ~ N(0, %) (where f will be specified later),
we have for any aand b > 0

b? a .
Ey¢(a+bypn) = a(1 - ?) - +C(ab), (5)

where C(a, b) is a correction form which is easy to implement and
its explicit form will be given in Appendix.

The key idea of our method is that, by the definition of %(s, f)
in (4) and the function ¢ is in (2), we can see that the value of

4V2s

x(s, ) will be changed at most =

if we change one sample in

4\/§s
35 - That
we can

the data, i.e., the sensitivity of X(s, #) is bounded by
is, given a fixed vector w and n gradients {V£(w, zi)}I,,
use the above estimator to the entrywise of these gradients to get
an estimator (we denote it as g(w, D)) of E[£(w, z)]. Moreover, we

4\/55

3n >

can see the f-norm sensitivity of §(w, D) is bounded ie.,

[lg(w,D) = g(w,D")]|c0 < 4?53, where D and D’ are neighboring
datasets. Combing this result with DP Frank Wolfe method, we

propose our algorithm. See Algorithm 1 for details.

Algorithm 1 Heavy-tailed DP-FW

1: Input: n-size dataset D, loss function ¢(, -), initial parameter
w0, parameters s, T, B, {n:}+ (will be specified later), privacy
parameter e, failure probability {. ‘W is the convex hull of a
finite set V.

2. Split the data D into T parts {D,}tT:1 with |[D¢| =m = 2.

3: fort=1,---,T do

4 For each j € [d], calculate the robust gradient by (2)-(5),
that is

g§_1(Wt_1,Dt)
_ 1 3
m x€e€Dy;
A Vie(wiThx) |V ie(wiTL )]
+ 2 Z ol R ’ J ’
m s ’ s\

Vjt’(wt_l,x)(l -

V?t’(wt’l,x) V;[(wt_l,x)
2s2p - 652

x€Dy

5: Let vector g(w!™1,D;) € RY as dwt=LDy) =
(97 (w1, Dy), g5~ (WL Dy), - - ,9;_1 (w71, Dy)).

6: Denote the score function u(Dy,-) : V +— R such that
for each v € V let u(Ds,0) = —(v,G(w'~1,Ds)). Run the
exponential mechanism with the range R = V, sensitivity
A= 4”%3/—,'1!1\/55 and the privacy budget . Denote the output as
wi=l e w.

7: Let wl = (1 — )WL+ i1

8: end for

9: return wl.

Theorem 1. For any € > 0, Algorithm 1 is e-DP.
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Theorem 2. Under Assumption 1 and if ‘W is a convex hull of a
finite compact set V. Then for any given probability of failure 0 <

{<1l,ifwesetT = O(( neo‘sz) ) B=0(1),s=0( / ne\€|d7)

and ;-1 = m in Algorithm l, with probability at least 1 — ¢,
IWIls (az log 7145

(ne)
Remark 1. From Theorem 2 we can see that when |V| = poly(d)

and 7 = O(1), the excess population risk will be upper bounded by
o(— 7). Compared with the previous results in private heavy-
ne) 3

tailed)estimation [10, 33, 51], we improve the error bound from
O(d) to O(logd). It is also notable that [51] also used a similar
robust estimator as ours. However, there are several differences:
First, [51] first performs the robust estimator to each coordinate
of the gradients and then add Gaussian noise to the whole vector
to ensure DP. Thus, all the errors in [51] depend on poly(d) and
their method cannot be extended to high dimensional space directly.
Secondly, [51] sets s = O(+/n) while our s depends on both n, € and
T. We provide a finer analysis on the trade-off between the bias and
variance of the robust estimator, and the noise we added in each
iteration (see the proof of Theorem 2 for details). Thus, our error is
much lower than theirs and our method could be used in [51] and
improve their bounds.

(6)

LD(WT) — min Ly (w) < Of
weW

Corollary 1. Consider the LASSO problem where Lp (w) = E({x, w)—

y)? and W = {w € R? : |lw||; < 1}. We know that the popula-
tion risk function is Amay (E(xxT))-smooth, where Amax (M) is the
maximal eigenvalue of the matrix M. If we further assume each
coordinate of the gradient has bound second moment i.e., for each
w € Wand j € [d], E[(xj({x,w) — 1))?] < O(1) (for example
xj and y are O(1)-sub-Gaussian). Then the output of Algorithm 1
satisfies the following with probability at least 1 — {:

(Amax (E(xxT) log g log n)%
Lp(wl) = min Ly (w) <O - ). (7)
weW (ne)3

In the previous theorem, we need to assume the loss function

is convex. However, we can also show that Algorithm 1 could
be used to some specific non-convex loss functions. Below we
will study the Robust Regression and provide an upper bound of
O(—1+). For W = {w € Re||lw|l; < 1}, and a non-convex

(ne)t
positive loss function ¢, the loss of robust regression is defined
as {(w, (x,y)) = ¢({x, w) —y). We make the following assumptions

on 1, which includes the biweight loss function * [38].

Assumption 2. We assume that

(1) There is a constant Cy, > 1, s.t. max{y/'(s), ¥"'(s)} < Cy =
0O(1), for for alls.

(2) ¥'(-)isodd with ¢’ (s) > 0, for Vs > 0;and h(s) := Bg [y (s+
&)] satisfies h’(0) > cy, where ¢y, = O(1) > 0.

4For a fixed parameter ¢ > 0, the biweight loss is defined as ¥/(s) =
1-(1- (D)% el e
1]t >ec.

= -
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(3) There is w* € W such that y = (w*,x) + & where £ is
symmetric noise with a zero-mean given x. Also we assume
that for each coordinate j € [d], x; has bounded second
order moment, that is ]Exf <0(1).

Theorem 3. Under Assumption 2, for any given probability of
failure 0 < ¢ < 1, if we set :Ol,s:OL, =L
¢ p=0W.s= 0Dy 0 =

; ';Ed ) in Algorithm 1. Then with probability at least
og 2
¢

and T = O(

1 - { (we omit the Cy and ¢y, term),
dn

Amax (E(xxT)) IOg%

Lp(wl) = min Lp(w) <O -
weW ( ne)t

For LASSO, there are enormous differences between our results
and the results in [45]. First, [45] needs to assume that each |x;;| <
O(1) and |y;| < O(1) to guarantee the loss function be #;-norm
Lipschitz, while here we just need a bounded second order moment
condition. Secondly, [45] only considers the empirical risk function
while here we consider the population risk. It is notable that their
method cannot be extended to population risk directly based on

their theoretical analysis. Thus, our result of O(—) cannot be
(ne)3

compared with theirs directly. Recently [2] considers DP-SCO with
£1-norm Lipschitz loss functions and it provides an upper bound of

O(r)andO(\/_ -

Compared with this, we can see, due to the heavy-tailed distribution,
the upper bound now decreases to O(——) for e-DP. Thirdly, the

(ne)3

DP Frank Wolfe algorithm given by [45] could guarantee both €
and (e, §)-DP with error upper bounds of O(\/L’TE) and O( (n;%

) for € and (¢, §)-DP model respectively.

respectively.> However, our method can only guarantee e-DP and
cannot get improved bounds in the (¢, §)-DP model. The mainly
reason is that, [45] performs the exponential mechanism on the
whole data to achieve O( )-DP in each iteration, then the

Tlog 5
whole algorithm will be (e, §)-DP due to the advanced composition
theorem. However here we cannot adopt this technique directly.
The major difficulty is that if we use whole dataset in each iteration
then w’~! will depend on the whole dataset. And this cause us in the
proof to analyze an upper bound of sup,, ¢y sup,,cqy (v, §(w, D) —
E[V¢(w;z)]), which is difficult to analyze due to the complex form
of our estimator g(w, D) in step 5. Thus, we need to get avoid of the
dependency. Our strategy is splitting the whole dataset into several
parts and in each iteration we use the exponential mechanism on
one subset. That is why here we only consider the e-DP model. It
is an open problem that whether we can get an improved (e, §)-
DP method in general. Below we will show that for LASSO it is

possible to improve the upper bound from O( ( ) ) in Corollary 1
ne

) in (¢, 8)-DP model if the data distribution has bounded

to O(—
(ne)s
fourth-order moments.
The algorithm consists of two parts. In the first part, motivated by
[25], we shrunk each entry of each sample by a threshold K, which

will be determined later. That is, for each i € [n] and j € [d], we

>We can adopt the idea in [45] and get the result for e-DP
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let X; ; = sign(x; ;) min{|x; |, K} and §j; = sign(y;) min{|y;|, K}.
Note that since now each entry is bounded, the loss function will
be ¢1-norm Lipschitz with O(Kz). Thus, in the second part, we
perform the DP-FW in [45] on the shrunken data. See Algorithm 2
for details.

Algorithm 2 Heavy-tailed Private LASSO

1: Input: n-size dataset D = {(x;,yi)}}L,, loss function
£(w, (x,1)) = ({w,x) — y)?, initial parameter w’, parameters
K, T, {n:} (will be specified later), privacy parameter ¢, d, fail-
ure probability {. W is the £;-norm ball with set of vertices V.

2. For each i € [n], we denote a truncated sample X; € RY
where for j € [d] x;; = sign(x; ;) min{|x;;|, K}, and §; =
sign(y;) min{|y;|, K}. Denote the truncated dataset as D =
{(xi 9}y

3: fort=1,---,T do.

4 Denote the score function u(D,-) : V — R such that for
eacho € V let u(D,v) = —(v,g”(wt’l,f))), where g(wt’l,ﬁ) =
% 2 X (K w!=1y — §;). Run the exponential mechanism

2
with the range R = V, sensitivity A = 8||"Wr'l||1K

budget £

and the privacy
. Denote the output as w'™! € V.

Z,IZTIOg%
5: Let wf = (1 — o)W+ w1,
6: end for
T

7: return w- .

Theorem 4. For any 0 < €,5 < 1, Algorithm 1 is (¢, §)-DP.

Assumption 3. We assume that x and y have bounded forth order
moment, ie., for each ji, jo € [d], E(xhxh)z < M, and E[y*] < M,
where M = O(1) is a constant.

Remark 2. We note that Assumption 1 implies E(xjxk)z < 0(7)
for any j, k € [d]. Since in Assumption 1 we can get E[(xjy)z] <r
if we take w = 0. And we have E[ (x; (xy — ))?] < 7 when we take
w = ¢ (the k-th basis vector), thus E[(xjxk)z] < O(r). From this
view, Assumption 3 is weaker than Assumption 1. Moreover, in
Assumption 1 we need to assume that the term ]E[xi2 ({(w, x) — y)?]
is bounded for each ||wl||; < 1, which is hard to be verified and is
unnatural for the linear model compared with the previous work
on linear regression with heavy-tailed data [28, 57].

Theorem 5. Under Assumption 3, for any given probability of

1 . T
failure 0 < { < 1, if we set K = @,T = O((ME(ZXT)))%)
T8 ylog 5 log %+

and -1 = % in Algorithm 2, then with probability at least 1 —

4
5

1
Amax (B(xx)) (ylog § log %)

(ne)s

Lp(wl) = min Ly (w) < O(
weWw

©)

Truncating or shrunking the data to let them has bounded norm
(or bounded sensitivity) is a commonly used technique in previous
study on DP machine learning such as [4, 13, 14]. However, all of
these methods need to assume the data distribution is sub-Gaussian
so that truncation may not lose too much information about the
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original record. Here we generalized to a heavy-tailed case, which
may could be used to other problems. Moreover, the thresholds in
the truncation step for sub-Gaussian and heavy-tailed cases are
also quite different. In the sub-Gaussian case, the threshold always
depends on the sub-Gaussian parameter and log n,log d, while in
Algorithm 2 we set the threshold as a function of n, € and T.

5 HEAVY-TAILED DP-SCO FOR SPARSE
LEARNING

5.1 Private Heavy-tailed Sparse Linear
Regression

In the previous section, we studied DP-SCO over polytope con-
straint. However, in the high dimensional statistics we always as-
sume the underlying parameter has additional structure of sparsity.
Directly solving DP-SCO over #;-norm ball constraint may not pro-
vide efficient estimation to the sparse parameters. In this section, we
will focus on sparse learning with heavy-tailed data. Specifically,
we will consider two canonical models, one is the sparse linear
model, the other one is the DP-SCO over sparsity constraint, which
includes sparse regularized logistic regression and spase mean esti-
mation. First we consider the sparse linear regression, where for
each pair (x,y) we have a linear model,

y={(w"'x)+1,

here 1 is some randomized noise and ||[w*||2 < C (for simplicity we
assume C = 1) and w” is s*-sparse.

Similar to the previous section, here we assume Assumption 3
holds. Instead of using DP variants of the Frank-Wolfe method, here
we will adopt a private variant of the iterative hard thresholding
(IHT) method. Specifically, first we will shrunk the original heavy-
tailed data, which is similar to Algorithm 2. After that we will
perform the DP-THT procedure. That is, in each iteration, we fist
calculate the gradient on the shrunken data, and update our vector
via the gradient descent. Next, we perform a DP-thresholding step,
provided by [13] (Algorithm 4). That is, we will privately select the
indices with largest s magnitude of the vector, keep the entries of
vectors among these indices and let the remain entries be 0. See
Algorithm 3 and 4 for details.

Theorem 6. For any 0 < ¢,d < 1, Algorithm 3 is (e, §)-DP.

Theorem 7. Under Assumption 3, if |w* ||z < 1, the initial vector
wl satisfies ||w! — w*|| < O(%) and n is sufficiently large such that
s2Mlog? % log & M

yi'e (s’
s> 72(5)25* andn = % in Algorithm 3, then with probability at
least1 - ¢

n > O( ). Then if we setT:(j(%logn),K:

My*s*? log nlog? ? log %

Lp(wT™) = Lp(w*) < O(

5

une

where y = Amax(E(xxT)) and p = Amin(E(xxT)) and the Big-O
notation omits other log terms.

Remark 3. In Theorem 7, we need to assume that ||[w*||y < % and
the initial vector be close to w*. These two conditions guarantee
[lwf*0-73]|, < 1 in each iteration, which simplify our theoretical
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Algorithm 3 Heavy-tailed Private Sparse Linear Regression

1. Input: n-size dataset D = {(x;,yi)};, loss function
£(w, (x,1)) = ({(w, x)—y)?, initial vector w satisfies ||w!||z < 1
and is s-sparse, parameters K, T, 1o, s (will be specified later),
privacy parameter €, , failure probability ¢. W is the unit £;-
norm ball.

2: For each i € [n], we denote a truncated sample %x; € R4
where for j € [d] x;; = sign(x; ;) min{|x;;|, K}, and §; =
sign(y;) min{|y;|, K}. Denote the truncated dataset as D =
{7 ey

3. Split the data D into T parts {D;}7.

;1> €ach with m = I samples.
4 fort=1,---,T do.

0.5 _ 1 - ~
- Denote w9 =wf — 05 5 F((X,w') - 7)
2
6: Let w'*075 = Peeling(w!*%>, Dy, 5, €, 8, W)
7: Let witl = H(W(wt+0'75)
s: end for
9. return wl+l,

Algorithm 4 Peeling [13]

1: Input: Vector o = v(D) € R? which depends on the data D,
sparsity s, privacy parameter €, §, and noise scale A.

2: Initialize S = 0.

3 fori=1---sdo

214/3slog % )

4 Generate w; € R? with Wi, ,Wiq ~ Lap <

5: Append j* = argmaxeq)\s |v| + wij to S.

6: end for
2A4/3slog % )
——).

7. Generate w € R? with wy, - - - ,wg ~ Lap(
8: return vg + wg.

analysis. For sub-Gaussian data, with some other additional as-
sumptions, [13, 54] showed that the optimal rate is é(% +
* 2
%). Thus, due to the data irregularity, the error now in-
~ 2 2
creases to O( %) Moreover, we can see although both Algo-

rithm 3 and 2 shrunk the data in the first step, the threshold value
1
—(ne)? in
(sT)4
the sparse linear model. This is due to different trade-offs between
the bias, variance in the estimation error and the noises we added.

1
K are quite different, where K = w inLASSO and K =
TS

5.2 Extending to Sparse Learning

In this section, we extend our previous ideas and methods to the
problem of DP-SCO over sparsity constraints. That is, ‘W is defined
as W = {w : ||lw|]lo < s*}. We note that such a formulation en-
capsulates several important problems such as the #-constrained
linear/logistic regression [3]. DP-SCO over sparsity constraints has
been studied previously [52-55]. However, all of the previous meth-
ods need either the loss function is Lipschitz, or the data follows
some sub-Gaussian distribution [13, 14]. In the following we extend
to the heavy-tailed case. We first introduce some assumptions to
the loss functions, which are commonly used in previous research
on sparse learning.
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Definition 7 (Restricted Strong Convexity, RSC). A differentiable
function f(x) is restricted p,-strongly convex with parameter r
if there exists a constant g, > 0 such that for any x, x” with ||x —

x'|lo < r, we have f(x) — f(x") = (Vf(x"),x = x") > ’34||x—x’||%.

Definition 8 (Restricted Strong Smoothness, RSS). A differentiable
function f(x) is restricted ys-strong smooth with parameter r if
there exists a constant y, > 0 such that for any x, x’ with [|x—x"||p <

r, we have f(x) — f(x") = (Vf(x"),x —x’) < %Hx—x’”%.

Assumption 4. We assume that the objective function Ly () is
ur-RSC and ¢(w, z) is y,-RSS with parameter r = 2s + s*, where s =
O((Z—:)Zs*). We also assume for any w € ‘W’ and each coordinate

Jj € [d], we have E[(V;f(w, x))?] < r = 0O(1), where 7 is some
known constant and W’ = {w|||wl|lo < s}.

Many problems satisfy Assumption 4, e.g., mean estimation
and #;-norm regularized generalized linear loss where Lg, (w) =
E[£(y(w, )] + §[[wl[3. I [¢/()] < O(1), [¢”()| < O(1) (such as
the logistic loss) and x; has bounded second-order moment, then
we can see it satisfies Assumption 4.

Since now the loss function becomes non-linear, the approach of
shrunking the data in Algorithm 3 may introduce tremendous error.
However, since in Assumption 4 we have stronger assumptions on
the loss function, we may use the private estimator in Algorithm 1.
Thus, our idea is that, we first perform the robust one-dimensional
mean estimator in (2)-(5) to each coordinate of the gradient, then
we use the private selection algorithm to select top s indices, which
is the same as in Algorithm 3. Note that [51] also provides a similar
method in the low dimensional space. However, the main difference
is that here we do not add noise directly to the vector G(w*~!, D;).
Instead, we first privately select the top s indices and then add
noises to the corresponding sub-vector. See Algorithm 5 for details.

Algorithm 5 Heavy-tailed Private Sparse Optimization

1. Input: n-size dataset D = {(x;, y;) }|_, initial parameter wl is
s-sparse, parameters s, §, k, T,  (will be specified later), privacy
parameter ¢, 8, failure probability {.

2. Split the data D into T parts {Dt}thl, each with m = 2 samples.

3: fort=1,---,T do.

4: For each j € [d], calculate the robust gradient by (2)-(5),

that is
g§_1(Wt_1,Dt)
_1 Z
meD,
k Vit tfl’ Vit t—l’
+_ZC ](W x)’|j(W x)| .
m k k\/ﬁ

Vjt’(wt_l,x)(l -

V?t’(wt_l,x) V?f(wt_l,x)
2k2B O 6k?

x€Dy;

5: Let vector g(w'™1,D;) € RY as dwt=L,Dy) =
(957 (WL D), g5 (W Dy), -+ gl (W Dy)).
6: Denote w*0> = w! — pg(w'=1,D;)
7 Let w/*! = Peeling(w/*0, Dy, 5, ¢, 5, 4kf'7).
8: end for
T+1

9: return w .
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Theorem 8. For any 0 < ¢,§ < 1, Algorithm 5 is (e, §)-DP.
Moreover, under Assumption 4, if we set T = O(Z—; logn), s =

O((Z—;)Zs*), p=0Q1),n= % and k = O(+/ner), then with proba-

bility at least 1 — £,
Ty;‘s*% log nlog g, [log (ls
)s

prne

Lp(w™*) = Lp(w*) < O(

where the Big-O notation omits other log terms.

Remark 4. Compared with Theorem 7, we can see here we do
not need the assumptions on ||w*||2 and the initial vector. This
is due to that we have stronger assumptions on the loss function.
Compared with the bound é(%) in Theorem 7, it seems like here
our bound is lower. However, we note that they are incomparable
due to different assumptions. For example, there is a 7 in the bound
of Theorem 8, which could also depend on the sparsity s* [49]. [52]
also studies DP-SCO over sparsity constraint, it provides an upper
bound of é(ng—;) under the assumption that the loss function is
Lipschitz. Moreover, for high dimensional sparse mean estimation
and Generalized Linear Model (GLM) with the Lipschitz loss and
sub-Gaussian data, [13, 14] provided optimal rates of O(% +
(s*logd)?

(ne)? ). We can see that compared with these results, the error

.3
bound now becomes to O(%; : ) due to data irregularity. Moreover,

we can see that in the regular data case, the optimal rates of linear
regression and GLM are the same, while in the heavy-tailed data
case, there is a gap of O(Vs*) in the upper bounds. We conjecture
this gap is necessary and will leave it as future research.

In the following we will focus on the lower bound of the loss
functions in Theorem 8. Since our lower bound will be in the form
of private minimax risk, we first introduce the classical statisti-
cal minimax risk before discussing its (e, §)-private version. More
details can be found in [4].

Let # be a class of distributions over a data universe X. For
each distribution p € P, there is a deterministic function 6(p) €
O, where © is the parameter space. Let p : © X © :— R, be a
semi-metric function on the space © and ® : Ry +— R, be a non-
decreasing function with ®(0) = 0 (in this paper, we assume that
p(x,y) = |x — y| and ®(x) = x? unless specified otherwise). We
further assume that D = {X;}_, are n iid observations drawn
according to some distribution p € P, and 6 : X" > © be some
estimator. Then the minimax risk in metric @ o p is defined by the
following saddle point problem:

Mn(0(P), @ 0 p) := inf sup E,[®(p(0(D), 0(p))],
0 peP
where the supremum is taken over distributions p € # and the
infimum over all estimators 6. R
In the (¢, §)-DP model, the estimator 6 is obtained via some

(€,6)-DP mechanism Q. Thus, we can also define the (¢, §)-private
minimax risk:

Mn(0(P),Q, @0 p) == inf_inf sup B, o[®(p(9(D),0(p))],
0€Q § pep

where @Q is the set of all the (€, §)-DP mechanisms.
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To proof the lower bound, we consider the sparse mean estima-
tion problem, i.e., Lpy(w) = Eyx_p[|lx — w||§], where the mean of
x, p(D), is s*-sparse. Thus, we can see that the population risk
function satisfies Assumption 4 if we assume Ex? < 7 for each
J € [d]. Moreover, we have min,,cqy Ly (w) = 0 which indicates
that the excess population risk of w is equal to E|lw — y(Z))H%.
That is, the lower bound of Theorem 8 reduced to the sparse mean
estimation problem. Therefore, it is sufficient for us to consider the
(€, §)-private minimax rate for the sparse mean estimation problem
with Esz. < rfor each j € [d].

In the non-private case, a standard approach to prove the lower
bound of the minimax risk is reducing the original problem to a
testing problem. Specifically, our goal is to identify a parameter 6 €
© from a finite collection of well-separated points. Given an index
set V with finite cardinality, the indexed family of distributions
{Py,v € V} C P is said to be a 2y-packing if p(6(Py), 0(Py)) = 2y
forallv # o’ € V. In the standard hypothesis testing problem,
nature chooses V € V uniformly at random, then draws samples
X1, -+ Xp iid. from the distribution Py . The problem is to identify
the index V. It has been shown that given a 2y-packing {P,,v €
VycP,

Mu(6(F), @0 p) 2 O(y) ir,}fIP(l//(D) V),

where P denotes the probability under the joint distribution of both
V and the samples D.

Similar to the non-private case, for the private minimax risk we
have

Mu(6(P).Q. @0 p) 2 inf &(y) ig%(np(é(m) £ V),

where é(D) is the private estimator via some (¢, §)-DP algorithm
Q, where Pp denotes the probability under the joint distribution of

both V, the samples D and é(D).

In the following we will consider a special indexed family of
distributions {Py},e € P, which will be used in our main proof.
We assume there exists a distribution Py such that for some fixed
p € [0,1] we have (1 —p)Py +pP, € P for allv € V. For simplicity
for each v € V we define the following parameter

0y := 0((1 = p)Po + pPy).
We then define the separation of the set {6}, by
2 (V) = min{p(0y, 0y)|0,0" € V,0 # 0"}
We have the following lower bound of (e, §)-private minimax risk
based on the the family of distributions {(1 — p)Py + pPy}yey-
Lemma 3 (Theorem 3 in [4]). Fix p € [0,1] and define Py, =
(1=p)Py + pPy, € P. Let 0 be an (€, 8)-DP estimator. Then

Mn(6(9), Q. p)

> 05" (V) > Po,(p(0,00) = p*(V))
|(V| veV
_ 1,—€elnp] _ 1—e—€lnpl
> B(p* (V) (VI -1 (ze PECL w0

1+ (V] = 1)e~¢lnpl

By Lemma 3 and a set of hard distributions, we have the following
result.
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Theorem 9. Consider the class of distributions 7);* (7) as distribu-
tions P in the d dimensional space satisfying that Ex . pXJg < 7 for
all x; € [d] and the mean of P, u(P) is s*-sparse. Then the (¢, 5)-
private minimax risk with ®(x) = x? and p(x1,x2) = ||x1 — x2]l2
satisfies that

rmin{s* log d, log %}) an
. 11

Ma(0(Py (1),Q.@ 0 p) 2 O -

Thus, for DP-SCO problem under Assumption 4. The information-
theoretical lower bound of the expected population risk in the
(c.8)-DP model is (“2ntslogdlog 5}y

Compared with the upper bound in Theorem 8 and the lower
bound in Theorem 9, we can see there is still a gap of O(Vs*).
It is an open problem that whether we can further improve the
upper bound. For the low dimensional case, [4, 32] showed that
the optimal rate of the mean estimation is O(;—‘:) in both € and
(€, 6)-DP models under the assumption that the gradient of loss
has bounded second order moment. Compared with this here we
extend to the high dimensional sparse case.

6 CONCLUSION

In this paper, we studied the problem of Differentially Private Sto-
chastic Convex Optimization (DP-SCO) in the high dimensional
(sparse) setting, where the sample size n is far less than the dimen-
sion of the space d and the underlying data distribution may be
heavy-tailed. We first considered the problem of DP-SCO where
the constraint set is some polytope. We showed that if the gradient
of loss function has bounded second order moment, then it is pos-

108d ) (with high

sible to achieve an excess population risk of O( T
(ne)3
probability) in the e-DP model, if we omit other terms. Moreover,
for the LASSO problem, we showed that it is possible to achieve an

logd ) in the (€, §)-DP model. Next we studied DP-SCO

2
(ne)s
for sparse learning with heavy-tailed data. We first investigated the
sparse linear model and proposed a method whose output could

~ *2 2
achieve an estimation error of O(%), where s* is the spar-
sity of the underlying parameter. Then we studied a more general
problem over the sparsity (i.e., £p-norm) constraint, and show that

.3
it is possible to achieve an error of O(%) if the loss function

is smooth and strongly convex. Finally, we showed a lower bound

error of O(

of ON(%) for the high dimensional heavy-tailed sparse mean
estimation in the (€, §)-DP model.

Besides the open problems we mentioned in the previous sec-
tions, there are still many other future work. First, in this paper,
we studied the problem under various settings and assumptions
and provided some bounds of the excess population risk. While
we showed a lower bound for the high dimensional heavy-tailed
sparse mean problem, we still do not know the lower bounds of
other problems. Previous results on the lower bounds need to as-
sume the data is regular, thus we need new techniques or hard
instances to get those lower bounds in the heavy-tailed setting. Sec-
ondly, in the heavy-tailed and low dimensional case, we know that
the bounds of excess population risk may be different in the high
probability form and expectation form [32, 51]. Thus, our question
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is, in the high dimensional case, if we relax to the expectation form,
can we further improve these upper bounds? Thirdly, we need to
assume the gradient of the loss has bounded second order moment
throughout the paper. However, sometimes this will not be held
and the data may only has the 1+0-th moment with some v € (0, 1)
[47]. Due to this weaker assumption, all the previous methods are
failed. Thus, how to extend to this case in both low dimensional
and high dimensional cases?
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