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bstract 

This t esis investigates t-he pr,oblems of supporti:ng secut'i~y 
requir~ments and providing pro~ection -echanisu in a dis~ributed ca~putet" 
facility. The nature of the environ J!Rt necessitates e. a ina.tio,n of 
operating syate':ill.S~ dat::a. base .ys,te 18, and c.omputel: etworka. The 
capability approach to providing prat.ectlon in a centrali~ed syste is 
chose.n as the foundation for the protection mechanism oft e distributed 
system. 

Tile hesis also relie on ad intere ti g, approach to tbe 
representation of objects in a col!lputer y9 te • An obj e.ct ts represented 
by a sequence of bwutable versions tbat represeot the state o , the bjec.t 
over ttmei each verslon ls the. result of an ul,i)dac. on t e object• Thi 
approach to describing o jects p~ovldes th basis for a - exible 
definitioo of the world in which ti ~esta:mps are 1!1&turally asaociated "1t 
every ooject io the syste. 

The de!lelop ent of a DCF capabili'tY mechanism tea lted in the 
fo !lowing d sccwertes: Capab 1 itiea oeed not beco e immediately effect tve 
upo.n their e 1erati.on ■ It is not necessary that tbe object t which 
access is eiog autb.ol"ized exist at th,e ti e t capability is generated 
And the revocation of access prlvileg,es and the control of c.ap~bility 
propagatiou c-e not io.sura1.ountable proble.D.S even in a distt"i l.lte.d 
environment, 

Keywords: distribu.ted computer systems timestamps. capa ilit ' es, 
protection 
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Ch.apter Ot11e 

I TRO!lO:CTIO~ 

As aa. organi~ation grows and a:s its ine beirs and ,esponsibilities 

increas,e: in number: t 1 ts con.trol and pr,oper fuoc: t ioni lit become more 

dtffi,cult: 

membership 

odl comp! ex. Man was abl!.e to care. for himself uot1 hts 

ia soci.ety caused the es tab lisb eQt 0 m.any 

and rela.tionships. 'l'be co~plexity of control 

necessitated a distribution of tasks and resulted in the variety of 

organi.zati,oas tnat tbe d .t i:zen·c-y 

t:heiE" basic need 11:oday. 

epe d on forte s~tisfactioo of 

Simi arly~ computer technology has grow i.n sophist.ic~tton and nol!I 

s a. vital compon.ent 1lll go11ern en.t ~ military business• and education l 

organizations. Tne tasks that have een de~igute.d for thee copter 

facilities have ~.t'OVO. in nuaiber: ,and ,ave such diverse ehar cterlstics 

that the coCD.putet' facility oo, longer fu0:ctlons efficiently in a 

centralized manner-

A lar~e amoutlt of research on com.pute:i: aetvork.s and. their use in 

facilitatto.g i::esource sna:rin.g has great y ad'/anced data co;nmutllications 

technology a.nd control- Co:11pu 1ter system design rs can now co sider 

bull,diQg distri.but,ad operating systems and dist_ri uted data. bases. This 

progression s, been a natuca.l one. Fin - t -_be user at a site rea ized 
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th:1.t he need not physically possess all po9sible compu.ting tools at that 

site in order to make use of them. Now it is evident that th.e com.put.et'.,. 

slm lar to organizations> aeed llOt generate~ s ·tore~ and later ak.e ll.8e 

of its, data (bases) in one centrralized location ,, Tb.e co btned 

technologies resulting from n,etwork: and collfn.~oications res,earch. ea.able 

the considet'ation of a realizable computeir infolE'mation utility or 

distdbuted computer facility (DC.I') • 

To realistically consid.e?" tb.e myriad of possible uses and users of 

s,uch a ut 11 i ty 0ne. must cons idler the n.eed fo support of security 

requirements and protectloa, m.-echanisms. Much work has be.en published 

and ma:l!y -,ec anisms 

,computer sy.s te • 

Dlp emented to prov.ide protectto11 in a single 

Also, there ha.ve been extensiv,e investigations of 

enctyptioo sche!'lles to pr,ovide pr,otection of 1nfo·n1atloo flo~ in co puter 

ne t .work.s. Ltttl,e con.side atlon, b.owe-..,er 1 of protec. 'tion GW:cha.nisms 

dealing with access autb.ot1zation in. distributed eystems exist9 Yet~ a 

eans. fo-:r providil!tg prot:e.cttoa in th.e distributed envt.roome:nt vf.ll b,e a 

necessary .attribute of the. DCl'. Ott\ - tw-lse. few users of curc-ent 

com.;,uter system:5 wou.ld be willing to iategra.te their systelDs, or convert 

the , r systems ., 1nto those that co,uld be con'll!lected to the. computer 

info t'tlla tion ut. U it y. 
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1- l Ov,erview 

l will, throughout. use the terms dis~rlbuted comp~.t1ng facility 

(DCF) an:! cocnputer (info matioo) utility 1 terchangeably. 80..Te'l/er~ 

there i :s ai conceptual disti ctton that needs to !:,,e miade at the stact. I 

~ean ta OCF to refer to tbe cecbnical deslge aod featuces thsc re 

importaat when on,e conaeets many· diffe.r:ent computer sy8tems to CDany 

othe;r d1ffereo.t com~uter sys teau, .• Ea.ch. of these s,ystems prov des a 

variety of b.a:rdware and software tools; t -e ;re.1110,te resources aE"e 

connected by a cOlll! uni.cation _ubnet• 

The codiputet utility is meant to include all th:e users of thsse 

dispecsed f cilitiea. a11d, all the different policies that control their 

use. Similar to the utilit1es that ell1St in society the ter i ~pli.es 

an opecatio with a C"easonable ~u.a.rantee of d!ependable service. It also 

implies t ,at diffe:ren·t se vices axe o,ffere:::l with feea eiog charged far 

tbos~ services. t.t is the h ,mal'.l requi.rements for use and the huccatli 

p,olicy specifications that actually distinguis the utility from. th.e 

conglomerate of iuacbinery that kes up the f cility. 

It is also necessary to po int o t that the 'terC111 'distt ibuted 11 as 

used in this thesis does not simply :m.ea.n the distribution of physical 

computing ba:rdware bu - Cather the distri'oution of processing lo~ic · 

fuo.c,1:ion d.ata, ,contC"ol, users or a co:nbination ,of heCII.• B.asica lly ~ 

distributed system. ,y be considered to '::le an o ga:r:dzation nof high 'Y 

auto,no'.alou~ iufor atioa ,proce.&slog - . du.le I called nodes which coo,perate 
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i.n a manne that produ.ces mi image of a cobe·reot syste:i11. oo a certain 

defto,ed level1 <LCS 78> Base le.'lel opel'aHons and t'esources exist in 

each oode to facilitate the processing a d. c:ocam.unic.ati,on functions that 

e.ach ts d.esigned to ,of fe:r:. 

Be.f ot'e further discus.si,0.11, i .t must be agre,ed that a p1;ll'i'.lal"1 goal of 

the distributed co putiag fa,c:ility is t ,o ~\c.e itself available to the 

users who might llke to, take ad"lant.age. of its capabilities a11 for wo 

its design toitas iQte:oded ... lt1t conj unction w:1t sat bf ying. the primary 

goals of the DCF I so e :aeans of sat tsfyio.g th,e prlva,cy a d 9ecur 1ty 

requite ents of its users must exist. Wi tholllt the u·us,t of Clle u.ser the 

information utility W"ill not he used to the full. advaotag,e of its 

c.apabil ities. 

The problem to be attacked in this t'ne _'is is that of pra,-11.ding for 

these pr v .cy and sec:url.ty l'equ1re;nents 1.a a di1n:dbuted system. la n. 

environment 'iilbere the. free ,ex.change and the sh ring of information. is 

desirab e, bow oes one flexibly control access to he syste;n's 

re . ources an.cl im.fo:r _a tion? A£ ter appropriate a ,ccess au:thori~a tions have 

been decided t how does aoe. guarantee theit access will ori.ly be permitted 

accordiag to those dec:lsions? 

The pi::ocectloa machanisms developed in this thesis dra:~ mainly pon 

work in two, areas: tbe "WOrlr. on 9rotection echaoism as u.sed in 

centraU~ed systetllS, and the worlt. oil. thie desiga. of distributed sy,stems, 

iG particu air, 1tbe notion of tlmestamp!h Tlt11estamps a:r,e u.sed in 
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distr1buted syste!IIS to 'JLS.in.tatn tbe consistency of duplicated or 

1SC:l'ibuted it1formatio.o., 

to reliab y synch.- onize 

They are em.ployed in many protocols designed 

ae application of updates on a data bas,e so 

tha.t the da 'ta. base• aad all copies ,of it t are c:0i11Bidered to be. io a 

consistent state. In this thesis I tb1est.amps wi 11. be u ed in 

conjunction with the capability-based pro,tectton m.ecb.an1s to arri'le at 

a protectio,a sch,e a that ls viable 1 the dhtributed et1v1ronmeot A 

,capability., as defined for a ce .trali1;e.d co puter sy.stem, is an 

unforgeable ticket (name) ·which, wh.en prrovided to a cont -01Ung entU:.y, 

i*can be taken as URCOnteBtabl,e proof that the presenter 1s authorized to 

have acces.g Co the objec:.t a.med by the tic et" <Salt75> 

A hypo,thesis maintained by 

systems is: A. distributed bl!lt 

1Dany investigators of distr1bu.ted 

,coherent: (to soae degree) computing 

f aci.lit.y yields l) modularity and, it!lproved str111c.t.ural implementation 

that increase fle:dbll ity 1, 2) inc1:eaaed 1:eliabilit.y and .aYailab ilit.y. 

3)1 proved tbroug;b.put and tesponae time, 4)geograpmical distribution 

tha 1t facili.tates the uiutenance of local autonomy. 5)resoure,e &baring 

and redu.ced mate.rial investmeuts that reduce O'lerall cost 6)enba.nced 

appl teat loo oi:'i.ented syste _9 • and 7) expa.ruHbi ity and -cu.intain.ability. 

Any particulai::: iavest.igator may be dcivea by al or a s1.tbset I of the 

above. 

'l'he desiga o,f tb,e ptotectioa ecbanla11. proposed herein must reuin 

llfith.io the a;u!deposts described abo:v-e. To maintain the desired local 
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autono y a.ad reliabll1t1·• it la mot pos.sible to u.se a central security 

n.ode th.at wo111ld _ e crucial to 'the correct ,operat1oo. of th,e. overall 

protection. m.ecb.aais!lll• Similarly the protection 111ecbanism should not 

1;equ1re repeated verification af a user's a.uthorizatt,on otherwise the 

response time. 111.ay be considered unreasooable Ess,enttally, the 

ope Tat too of the p:rot,ect ion mecba'llism 1. , the distribu ed. ,environmeo.t 

must be equ.ivaleat, in terms of ef.f 1,ciency, flexlbili·ty, ~u,d 

uoders.tandability. to t:he operation of similar m.echa.nisms, in centralized 

syste s. 

1. 2 P'rotect:ion 

Pcote:::tion s crucial to operating in atty en'l1tcmment but is 

essential to o,per·ating it1t a distrlboited environiQ.emt. It i:Du:St be assumed 

that the environ ent holds ~an,y 1th:reats t.o the continued operation of 

the coClllpu t 1..ag fa.cU.ity; it is full of u:nk.aowns. Ia general. a though 

any node cna:y su,pport a set of cooperat.ing and mutually trusting users, 

it cannot be assu ed that any site to which data is sent w:Hl eiiforce 

the same security policies as the site that normal y o·lds the data. 

At any n.ode there might exist uneducated users, m.iseduc.ated users, 

ignorant uset:s ,, and/,O!r tnalicious users.. The threats t.o the s}':!l,tem may 

be direct threats to its physica existence~ or indirect threats via the 

cl!.andes 'c:1n.e inttoduc ti0on of secur lty flaws into any of the system's 

supporting ele _ents • TtJe t - tea ts u.y be overt or covert; they may be 
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ac:tively disruptiv,e~ or tbey ay ·take the forai o.f a passive bsorpt.ian 

of info rmadoa. 

Eacti no.le af the. system must provid,e for· the correct identification 

and authent.ication of lts us,ers. Tne work on public e crypti.on schemes 

and signa.t11.u:es <Kent76~ B.ive78> has, bee extensive. Tllis :research 

p·rovt,des a me.ans of reliable identification. of C·OC11.munica·ting e titles 

despite heir rert\O e locations, and the p yaical exposu e of the 

comm1.111icatious me.d1u • 

Ma.By of tbe oth:eJ;" controls t.hat exisc to pro,vide sec~!'.i y io a 

centra tz,ed facility oe.e d t.o be pl'ov:Lded iB · ha DCF a so• Physical 

security~ personnel security, and administrative s cutity eed to be. 

ser:l!.ously im.ple.mented. at eac:h of the pa.r icipating comput ,er system 

(nodes). So;ae ph.ys1.cal &ecui:ity ay be inherent in the structu e of the 

DCP For i , st -nee~ at any one. site a back- end computer for data base 

(DB) ptocessing could screen :iata. •ase access requests- In sue a 

situ.at ion,, o.o a.ppl ic:ation. programs cou d execute on such a dedicated 

back.-end :machine: no matevole1:1t pro,1ram OlOni to ring ,of OR act '-'i t.y could 

take place. 
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In ge eral. there. ate three pot::ential way ln which the security 

require. - e.tits of a. co.nputer syste~ may be violate.di 

by 

1) unauthorized information release, 

Violations may occur 

2.) unauthorized. information -:_odification (or manipu- ation) • or 

) ) uo.autho rt zed denial of ·use 

The pl'ot:ect.ion _ec:hanisms .• vb.ether dir,ected by the person. who owns th.e 

iofor~tlon or by he systei!Q, must pre-qeut these violatton.s 

It should be reallied that, for ·th.e df.stribu.te<I syste , a 

.odif ka 1'..o,n to tb'.e approach taken lo the design of the protection 

mechaQisi:cs interoal to a tightly coup ed co- pu.ter system is 11ecess aty 

The difficulty is appareat if one: coo.s:l.den the crucial passing of 

protec: t on info tma tion f rem one processor to aao ther, thereby exposing 

ttle i'll.foc-m.ation to interference from 0th.er network e.:nbers or comp,lete 

ou'tsiders. .\lso, in a centralized c:o:nputer sys tern~ the user accessf.iag 

a o':>j ec t could b ideotified., at the "lery least• 'by ao exhaust lve 

search. o f all those per-1cted to access th.e partkula:r ob j ect. In a. 

distributed system. hc:>we'lfer, assu 0 lng the ca.p3bHity a.pproach, this is 

not feasible; one cant:1ot asce·r ·tain the extent of the propagation of a 

capa. ility. 'T"llerefore .• if such an approach as t ,he capability ache.nu? ts 

to be considered, in wbJ.ch the ideo.tUicatiorii of the subject accessing 

.n o'.:>ject is no kaow at the ocnent of acc,ess, a flexible. rev,ocation 

sche e is necessary 
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A9 well as sa'tlsfying discretionary user security requirements 

<Sali:75>• eill.bershlp, to. the network co un , ty mu.st guatantee safety 

The netwo't'.k itself against the 

m\l.S t spe,c if y 

mischief and mistakies of other usel!'S• 

and gua.rao.tee cer ain. levels of protect ion., Thes 

requirement.a ma:y establish. Y.\ t is known as non-discretionary access 

controls <Salt75>-

The distinction between disc retio:r:uuy and noo discretionary 

eoatrols is critical to an understanding: of protect1on issues. A 

di.scretlonary control scheme pl'ovides the m.ecl\anigai, for· an 1odividu.!l to 

freely decide and fle::d.bly manipulate the access dghts he has gra.nte ' 

(or will grant) to other users, for objects uQder his control the 

c:i:it.ic;:al notion l9 tue abil1ty 11:0 alter the authod:tatlons • dynamically 

if neces9ary. 

A on-discretionary scbeClle p~evea:ts t e alteration of pt"edefined 

and specific ac:cess controls. In the extreme case t e military 

security ~,cbeme., sen.sitivity levels a e e'lllbedded io t e authoriz tion 

lll.echanfsms to r ,estric t the f 1 ,ow of inform.a l!ion aeco.L"d ing to t .e asstg,ne:d 

,clas.sifications of both users and obj ect.s ,. Karget <Karg 77> has e,cei:doed 

the issues to a.on-discretionary controls io 

de,ceatralized co:nputing systet11.S• ae d.eveloped: new ech.aaismi to deal 

with the decentralized ada:iioistration of the lattice model (see chapter 

2) and. ,ex.a-,tned t'ne r·e.lated. problems of decentralized ca:n.put iog .. 
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Th.e e are two J1ajor approaches to p.t(Widing, disc:,et1onary con·trols 

in c:eotra · 1:ze.d systems ,, AcceH control lists (a li.st of users 

authorized f ,or access to so:ne object) and capabilitie.a have been 

1mple.mented to variou:s de~.rees of sophistication.~ 111 several 

<Cohe75, Cook78., Ellgl74 7 Need 77, Sa. t 74~ Scht75., Wulf74>. In 

systems 

tc.emptlng 

to adapt either of these schemes to t.he so ution of prote.ction prob e · s 

in a distrtbu.ted environment. several new problem9 arise. The, 

capab lity sceme is chose.n for lnvest1gat1on in this 'thesis beca\.lse it 

is elieved that, incorporated wltn timestamps. it provides a •liable 

solution 1t:.o at least some of these ptobleais ,. 

1.3 Tne U e Of TiI11,eStati:1ps in the Security Context 

TIIO :iotions unde-clie tbe mechan.isir1s that will be. iotroduced '!Within. 

One. information can change in value depending on. when it is released 

and two. infort11ation changes in value: as it ages~ that is~ dependin.g •on 

its cur-reocy or ti e o,f last update (which is detetl!lln ble via the 

t imest mp) • Taere.fo re, secu, ity po lie ies _ ase.d on the progressio.n of 

time c:aQ be useful. An u11 .erlying; ass11mp,tion 1s that• in a global sense 

and Ol:l a ocal level,, everybody lives according ta a schedule. This is 

gu3['a,at ed t.o so::ne d,e.gr,ee. because the govern en.t. enforces law. such as 

income ta.x filing times. and the i:'epo.rtiag. .of accidents; and o'.lle"'s job 

requires scheduling to accomoda.te the compaoy' .s needs. In a pra.ct:ical 

sense. an ordering is requir,ed for the cnainte ance of o:rg.an.ization. At 
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many different levels, one is always dealing -rit - so~eooe else's 

orgaoiz.a tioo.~ ,either of their 1 if.e or 1their b\.lsiness , 

With this uD.dersta.nding,, the other concept integral to this 

io.ves·ttgation, tb.e timestaca.ping ,of objects can be ir1troduced • A 

ti estamp wi.ll aer'le as a un.ique identifier for an objec 't wbUe it!il 

semantic va _u lies ta its representatioa of a Otllent in ti th Thie 

moment 1o ti e 11:1ay be t e tim.e at which the O:>ject. was last accessed, 

tbe itt.,me it was last updated• or the till1e it was created!. The scheme 

eotployed also provides one with tb.e ability to disti ,gu.ish between 

versions of .an object and thereby grant and sel,ectively revoke access to 

indi'lidud versions I without uy ,global knowledge of the propagation of 

c.apabili ties .• 

Toe implications of ti estampins to this. taesis are b sed on tbe 

association of 'timestamps with objects aa.d the co tents of the obojects. 

The ti estamping of objects pr,av ides n iudic:atioo: of ·the cur c-en.c.y (ag,e) 

of the values coutaiued in hose ,objects.. It will be shown that the 

degl'ee of security that i required for objects may som.eti es depecui on 

the age of their values. Independent of t.h,e ti e of ,object creation or 

111pda.te, the access predicates upoo. which authorit:a tion decisions can be 

made y e ploy other ti1r1;e valua.s. e.g. the ti-me~ in ,a ~lobal sense, al: 

which the tequest is being aie !!!8Y be crl ic.al. 
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1,. 4 Tb.e Thesis Plane 

This thesis wU! integrate t .e tiCJLestam.p ,c.oncept. with a 

capability-based ptotect1oa mechanism to yield a viable discreeionary 

prot.ection, s.cheffle for a distributed co:tn.putin facility :tbat perfoi=uts as 

a computer information u 1ti_ ity. Pat't of the mecbanisill proposed :ls 

actua.lly a further developumnc of I.de.as foun.d in Severa ,existing or 

pcoposed systems. 1'1;; vill be abo~ that the role of the ti estamp, i .n a 

capabili.ty scheme facil ates easy tevo,c:ation of ,ac,cess privileges i11 a 

diet rdbuted system, ln addition,. tAe use of a 1tim.e11 e.ntity will 

eahance tbe choice of a1.1tb.or:tzat1,oo criteria and provide a.Q elegant 

meaos oif liGJ.i'tin.~ the period of usefulness of capabi it i'.es, if desired. 

Tne next ch.apter considers the ptoblems iavolved with. providing 

protection in operating systems, networks I and data base syste. s- The 

cob.ere11ce and cooperat.ion between. the different. echanisms is crucial. 

Cn!iptel'. 3 ,_.ill pro eed to• introduc:,e the concept of timestae11.ps as a 

useful prot.ection 01ec.h.anism., The dynamic, natuce of p,ro,t.ecti,o as a 

f:unctio!l of t l e is crucial to ao understanding of the conceptual 

found tion for this iovestigatioth 
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Tne ebaracterlstic operatioia a:i:ul fu.nct.loQ• with respe.ct. to 

capability gen.er at lon and use 

described in Cn.a.pter 4. 

mecbanis _ using, capabilities 

o·f. a typical node of the faci ity are 

Tile prototype · ode empl,oys the protection 

and t 111~s11:a1111p,a. l"inal ly • Ch· p ter 5 

co pletes the thesis wt th a s11mary of the work. presented a, d a 

co:Dsideration of those is U!8S tb:a11: deser'le fur tber thought 
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Chapt,er Two 

TRE ROT8C?IOl OF CO~PUtlNG SYSTEMS 

Bef,o~e proc,eediog with an iavestigati.ou of ttie pE:"oblem of providing, 

protection ia a distributed co put,er f acil:ity • we must exa11tioe the 

elements oft e facility aad their atteo.da.n,t m.a -Uestatioaa of tb2 

p,rot.ection problem.. An ua era tanding of tb.e total secur Uy problem ls 

nec.essary before defio:lng tbe security g,oa1L in computer systems. A 

proi:ecti•on !'.llodel h described - o, pro'lide th basis upo which COtilparisou 

of diff,el!:'ent ap?roaches to so,lving pE:'Ot.ectioo probl,e - s , o co -puting 

syste111s can be mad,e. 'I e rules that are an i'llipor 'tant componeat of suc'I\ 

DlOdiels are described in depth An.4, the notion of a pu lie do _a in is 

otroduced to facilite, 'te wba'tever uru·estt'icted sharing may be desired. 

ac _oss a lalC'ge and complex: system .• 

After ook.ing at those aspects of the l>CF tha.t a.re co on to 

ceo.traliz:ed oper -tlog syste!IIS this cba:pter include1 a discussi on of tha 

otiva.tions or p:i:ovid ng security aiQongst nodes chat include data base 

.s:,st,ems• Th natu.re of the proble.illS ualque to data base systems are 

presented along wtth an analysis o t e crit,eria ·that may be applicabl e 

to their so1u tons. It i .s o ly with the unde:rs tandiog of the is suea 

presented ill this chapter that a workable echani.sm can be sought for 

operati.on in a distributed environ ent. 
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Tb.e question of 'i!Alether protection mechan.ism.s, are really necees ry 

1.n inf or · tiom systems c::an be answered 1tt two, way9. All ex:amina.U.om of 

the le~isla.tioo that has beea enacted in the past few years~ to p.rot.ect 

an iodillidu.al #s privacy provide ooe ans wer; the public concern ls 

constantly growing.. The other .answe·:c: requil"es introspection i tbe value 

tb.at individuals assigo to, informatto11 is, what glvee rise to different 

security goals .. 

inforina ti.011 i9 

-.,ery nigh . 

In the financial en.,iE"on •ent, .for example 1 the 'lalue of 

v·ery bigb and therefore the secu.t ity req i rements are 

Substao.tL · 1 ~oneta.ry gains could be · ealized. upon 

penetration of an electro,nic payments syste '• Th•e p:r:lmary security 

co.oce:rn is to prevent losses. especially through. e1111be.ztlement or ftau.d. 

SimUarly, t e ,conc,e:ra for sec.ur.ity varies in ma~niti.tde in r11edical 

inforcnation proceining (a · .atter of life aod deata, not dollars). in the 

educ.atioaa comlllu11ity (were the users are the !Q.OSC: devious and 

ingenious) t i.n service bu.re:aus, and in the. U itary The degree of 

conc:etn for security and privacy issues is ao lodication of 1:he effort 

that will (has, been) put hto the design aad. tmplemeo.tatioq of controls. 

Also. the more rigorous tbe: security r quir _ -eots are. the less likely 

is an i11111pleineo.tation of a .. iscretioaary cootlt'ol sch-er:i1e ,. A d1s,cretionat"y 

scheme is a ll!IIOre flexi le approach but, it is prone 1to fil.O e errors, or 

rather, isguide.d judg,e:.11ents .• 
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2.1 Toe Total Securi.ty Problem 

The pl:'ovtsions needed. for the tota ' co:n.pater securit.y o,f a 

computing syst,e ca:noot be deter,gioed uot:11 a careful e,c,a · i11aUon of the 

operacing ·(us ,err.s) env•icom11ent has been made ,. Su.ch a study would have 

to p,rovide: enough information. to formulate a general set of sec:urity 

E"equiremeo,ts, Input in four area9 is necesHary: the possible .'lu~ea s to 

comp\lter services . ., tile degree of sharing among users tha·t is desirable, 

th,e. comp·lex:'h:y of Ute services 11::hat are to be provid d to the use 

commumity, ao:d. a coasideratio·D of the value placed oa the tnfo ation 

and its, iategrlty Since the res11h;s of such a study are u ique y 

determined by th,e sit.uatio,n.~ the problem of pra,viding pt'otectio:a ,should 

at .first"' and at least, be attacked at th,e m,OS 't primltive and obvious, 

levels One aeed no,t have de,cided upon the policies that will contr,o,l 

the fact .:lty b,efor:e p,rocection med1a.n.isms a.re designed. pro~ided t'hat 

the mechaniscns are sufficiently flexible to uppott implement.a tioQ of ,a 

large class of policies. Pc-imitive echanie s can be e'al.ployed to 

contirol access to tbe physical represen.ta.tlmi of information while .nore 

sop•i1isticated policies control access at a higher level outside of tbe 

co:mi::iuter .system 

A Hre 1t, and e11tai:mW11~ attempt to provide fol'.' a patt tcular syste "s 

security requ_irements should include ad:m.inistrative controls s.nd sotlle 

degree of physical sec11.r ity ~ Of tbe many breaches in secur 1 ty that have 

been recounted in Coa1:;,utarworld, the ma · o•ri t y· cou d h.ave been •pre" n11:ed 
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n.ad adequate coo.trols ex:ls 1ted in t hese t.wo areas Sucb cont~ols a~e 

generally l:'e.ferr:,e.d to as eJtcerual . protection ecnaoisms (ext:erna With 

respect to tb.e ,coinpucer sys~em) Toe me,eh .. ut1Hts that are dependent a d 

ioteg,rated with the computer systee11. are referred to as internal 

mechaulsms ., This ch pter conc.enu·ates on the. details of these internal 

p,ratec t i,,on ecbanisms CllOB t of whlc , 

syste:QS, sof tva,;re a d hardware. 

An a111.1t eo.1ticatio1t mechan.is 

ave ee:a. provid.ed in. opera.ting 

prohi its the use of the system by 

unaut:horized users by verifying the ide tity of the subject a.ttet11.pting 

t ,o cceas the computing facility.. Tbe et:hods that ca:n be applied to 

check a person"s id.entity· are nu erous but can b,e c assified. into three 

categories. tnose ba11ed 011 something, the per.son knows (p!lsswrds), tnose 

b.aaed oa so ethins t e person as (ma~netic cards)> and t hose. based on 

so:Datn1ng tne pecson is i(sigoa.tu.re). 

'l'tu:ea:t monitorin~ aad securtty auditing a.re possibili.ties for 

surveill ance C11.echan'f.s!!lS. These · echanism.s a~e pro,vided because it :Ls 

realized that wha·te'/et other protect too m,ech nis. s exist, they often 

have not been certified correct~ These ,other tegulady 1.1sed 

mechanisms aiay be ioco plet.e or even ill-defined. It is presu.m:ed that 

th.e knowledge that t e sur11eillance of uset's is cust.oury may provide an 

.ldditional detei::rent to attack-

1. If one could certify all protection 111ecaanisius Eco -proof and with 
a u:iean ti a betveea failures (errors) approxi lll3tiog infi.oity then such 
s111rve illance m.ec:hauie!DS woU: d be urtoec,es9 ry. 
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Ttte need t:o protect imformation ttan.smitted in. computer netw rks 

iott,oduces a. C.OlllhllUllications aspe.ct to tb.e security pro-ble.a- Toe 1.1se of 

data e.ncrypl:ion an.d decryptioo teebniques is ,one of the. ost ighly 

iresear-ched areas of the s-eeui= lt.y ft.eld In .a computer network the 

communication 11.nes a"l!'e. one of tbe moat exposed. elements of he system; 

they are th,e most susceptible to attack.. In the. first generation of 

comput,er n,etworks, it was obvious tbat. all rotectl.l/e e forts would 

initially be dil:',ected to the connn.uuications elel\Je'l'\t Aa data 

set''li.ceB become a ore coamoo fa,ctlity provided. in com.pu:·ter networks, to 

f acilil:ate th.e estabUsbment of decentralized in.format:100 u iliUes • the 

protection. of information. floW" · ecomes even l!lor . cruclal. 

Toe communications ediu repr:eaeats a fr11itfu l ground for an: 

atcempted solution of 1tb.e total secl!ll'ity proble:m. First, the def,ense 

against attack. oo. this subsystem 1JU.lSt be guaranteed to work cor:rectly 

over all tiC!le Seco,nd ,, encrypcion mechanisms do ·oo,t inter fer wit · the 

routine of ordinary asen aad rem.a to tt:a11spa:,ent; the ,encr ypd.oo p:roc:ess 

consists of traa.eforming the sens.Hive informatioa into another fo, m and 

11s.ing t at fot' transmia.sioQ Io exlsti:ng com.puteT netYOrks eocrypti,on 

and authentication may be he only forms of control that are provided 

U.oweve:r in the design of he secoadl gen.e:rat!o of computer networks, 

tb.e feaeibilit.y of sophisticated• venatUe, and. flexible security 

policies lies in the implel!lentation of access control • 
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2..2 A Protection Model 

Th,e requirements of the. protection mechan.isms in a s1agle computer 

syst,em of a ne.tvo:rk aode cau be ba,sic.ally de eribed in the same Uianuer 

as m.ost other protection schemes» that ts~ iq tetm!il of subjects, 

objects~ and tbe. access rights a subject bas for any obj Ct• La pson's 

access ll&trix is the ost wide y used approach to describing the ccess 

rl~hts to obj ,ects <Lamp71>. Subjects are repr,esented in th.e l'OVS of the 

matrix while the columns provide the representations of the obj ,ects .• 

T~l'e iatersection of a colu n. and. a row indicates th,e access rigbtS, of 

the subj ,ec:.t for cn -t object. Per tasible access rights :may include 

RE.'lD~ WR{ , EXBCtru:. KODlPY CAPabU.ity~ PASS CA.Pab,11Hy~ a 1d/or ENTER 

permission into a p,rotected procedure I ara.oo.g others. 

The echanisms sed to, provide protec·tion in va.riotts existing 

systete foe ude a non-discretion ,ry Lattice model approac <Deom76>. 

and/or the use of a.ccess control lists <Salt7S> or capabi !ties <Fabr74. 

R.ede74> to eoable discretionary control (both of 'l!lblch can e ily be 

desc.rib~d in terms of the a.cces,s matr h:) The. lattice model ,def :lnea 

sensitivity level att tbu!tes of the subjects and objects in th•e system. 

Access is o ly permitted if the subj,ect h s the appropriate clearance or 

level of secur !ty .Eo.r the object i,Q qu.e sti.on 

Access c ,c.-ntrol lists are associated witb. objects. They indicate 

those: subjects (users) t at may acc.ess a particular obj ec.t an:J the 

speclfic: access r!gbts of those subjects. Tne ca.pability m1ec anism 
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a subject a d that describes the o?:ljec.ts wh.kh that SU!bject y access-

E!o-..,ever~ cap.ab! it:Les do not have to ex.1st ia lists, ~at.her they can. be 

dispersed throughout the domain of the subjec.t I e~g., embedded in other 

o':Jjects.~ 

All of tne abov·e mecbanis~s have been c:l,early described and 

examiaed ira ·the . ite-rature fo, tlla centli:'al.ize.d case~ To date. however~ 

li ctle t"esearc:h ~as been published on th.e pr,oblern of providing aimi lat 

co.:1.trols on access ·to resources im tbe cUstributed enviton ent. The 

a.in r:easo for hh is the !ack of an:y realized or fully ciesi!ned 

distributed computing facility .. Muc:h of the research ou dist ibuted 

data bases. and opecatiag systems ts still c.eatered around basic design 

is:!:lu.es such as consistency, organi zat ton I avallab,i lity ~ a d cOQ'.tro l. 

Ihe. pro tee t :Lon C11e.chaniscm ebo,seo. for t e individu.el aode sites in 

tn,e. DCF is a capability-based scheme for d.:lscretionary controls No 

perfo rlillance stat ist:Lcs • in teu1s. of the numb et of aut.h:o ii,atioB checks 

or the degree of fle ibility~ ,or the ,espouse tit11.e to a req est vE1:r·sua 

the s.t:orage costs incur red~ c:ao be p,,;e.sen:ted iQ s.upport of this choice.~ 

ho,wever~ there ar,e a f ,eHiil' substantial reasons for ·the choice-

'ibe fit<st reason for choosing a capability .scheme ste:ms from the 

question o,f who is to bea-r th.e 'oUardeo. of the 1i10rk i.q ail! atttbo ['ization: 

check~ I:a an ACL sch.elll.e, for eac.h access at te-- pt on aCli o?lj, e _ t. the 

controller ol:' gu.u:-dla.n o.f the object m.u.s t search for the ecxistence of 
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l 
the principal' s tde11tifi,er on th!! ACL. In a disti:ibuted systeill this 

list m:ay be ve.ty long,. aa.d there y be un.y .ac,ce.sses to the same 

object,. thus demanding much work from the guardian ,entity- A capability 

sche.ill.e fo!C'ces a set to c:lil.oose. from IQ.Ongst bis capabilities the one he 

w shes to pl:'esent tote o!Jject~s guardian. Now the guardian need oo.ly 

perform simple cornpatisoo to decide auc o,riz.ation 

Tll.e notio , of '"ticket: 11 p ssing affords easy prop.agation. of 

capabilities in a netvork sche e ■ Tickets t.o control access a.re 

conceptually pleasing, and ia the decentl:'alize c.a:se+ t e assing of 

sue obje s appears natural., lf the. protect ton scheme can be nH1. @ easy 

to use and u. :ierstand~ it will automacica ty be 

effective than any other, more complex scheue. 

any times more 

Cap-1b lities force access ,[)t1vileges to . e .ass,ociated vi.th the 

users rather than wi.r.b. tbe objects of the system ■ Therebyt one ,c,an 

devise one 1 ,s own secur lty pol ,cies and apply the to other users by 

granting groups of users~ all of whose e101bec-s are similar y trus te-d ~ 

identical c:apabilittes. An · c::tion taken to a ter the pt:ivileges or 

eff,e.ctiveness of the grant,ed capabitities 1i1lll affect the group 

unifo,rmly • regard less of an iudividu.al' e location or status. 

1. A prin ipal is ao entity 
uthorizations are gra.ote.d; the 

system <:Salt75>. 

in a comput,e ·;c s:,s t:elll. to which 
Ill'.\ U of accountab:t.11 ty ln a c:omp1.u::er 
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addition to designing the representation of subjects and objects 

in tb,e protectton m.odelt ot1e must coosider the specification of a sec:. of 

r ,ules that ,overn tb.eiir in'terac t ions In ceotralized co:a:putiBg sys'tems, 

these nile.s may vary from oa.e mode to another since the choice of rules 

is a.t tb:e disci:etion of the syst.,em designer-. as i .s th,e choice of 

.subjects a.nd obje.ct • Despite t e fact that the pro,totype. ode system 

is designed to be locluded in ei distributed comput.ing facility aad th.at 

it llltuat operate ef .flcie.ntly 1n tha.·t 01ode. l wtll gE"ant that the choice 

of subjects an:1 objects may still be mad,e at each ind1'11dua sue - Any 

m.ieunderstandiag. of subject or objec't d.afin.ttions must be resigned 

between. cooperating or c:om.maaicatlm~ sites., Roweve[' • so:a.e ase-leveL 

set of rules that act as a pt'otectlon mecba.nis protocol must exist 

One caouot. lloweverw count on idellitica or even si l ar sec1.1rlty 

policies being i!ilplem:eated. at different. si'tes (e:x:cept betlleen p.rlvate 

nodes or in pr iv ate networks) ., This. i11trodu.ces a distillt:tion between 

sec.urlty a11d protectioa.. This distinction is emph.as.ized throughout this 
l 

the91S by the use of protection ;mechanism" and security "policy'~ It 

ls iatrodu.ced. be.re because on.e could argue that ·the notion of rules is 

more a policy than a inechan.ism issue at1d that therefore> on cannot 

assume ·11-aiforml.ty tbr,oughout a de.centrsU.zed system- l inaintaio that 

1. A cleai:- discussion of the po Ucy /.uchanis,111 dt.stiac tion can be found 
i11 th litera·ture OI\ the HYDRA system. <Wulf74., Cohe75>-
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th.e set of (protecr:.ton) rules or protoc:oh 1 1s nece9sary fot" the p'!t'oper 

functioning of aay (protectloo) echaats between tfilD dista.nt. and 

d1s,ttnc t communicators'" 

La..i:ipso <Lacmp74> in.eludes. n bls description of a protection 

o-del ~ four rules th.at govern the. opcera•tions of one doinai.Q w1 th rega:r 

to those ae: tions that affect the. access attr 1buus (rights) ot an.other 

dom3in for an abject• 

a) -A- cau re:mov,e acceas a.ttt:tbutes from -s- tf it 
ha:s 'control' access to -B- (or -s-~s domin). 

b) -A.- can copy to -B- any access attr:l.butes it has 
for X- wt\1cll ave the copy f la:g set, <*>, ao.d ca.n say 
wh~ther tne copied attribute shall ha.'le t.he copy flag set or 
oot, 

c) - - ca , add any access atl:ribute1:1 for -x-~ to - B- 1 

wt t . o~ 'W'ithou.t the c:.opy flag~ if lt na!ll 'owoe1; ~ access to 
-x-. 

d) can r ,emove. access attributes for -x-~ from 
- s- t if -A- has 'or~e·r"" <*> acces s, to -X-. pro'!lided -B
doe.s not h.ave 'protected~ access to -x-

<•>= the use 
im.po.r tant to the follovi11 
the refecence sited 

of 'contro,l', "owner' ao.d r copy lag~ is mot 
discussion aad elal."if ica.tion. may be found n 

I propose a edification to tub: (b) that e bodies an e.xpl icit 

state -e.nt of an assumption that of ten L9, icapl icitly ~ rel ie.d upon in 

tieai:go.ing, pr:otec.t ionc mechanisms. 

b ~-) -A- can copy to -B- <11ny access !ltt:l'ibute. it has 
fo . -X.- wh tcb h.ave the copy lag set, a!Jid c.a.n sa.y w _ ther 
tile copied attribute: shall have the copy flag set or not~ 
o:oly lf it a.s ceceived from -B- a request. foi= that 
par t:lcula.r access at tr Urnte to -X-~ 
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T1ile mod1fi,cat1oo of rule (b) ., the ex.plicit ireq1.1est requirement 

assures that he possessor of a capabili.ty with particular access 

att.r1butes for an o:iject do~s not~ indi.scriminately and without 

pr,ovocatioo. grant~ copy~ or pass a capability, specifying so e s b _ et 

of those attributes, to ano·ther subject. A ire.quest fol' tbe. acces 

attribute ust be identi,cal to the. attribute actually &ranted , 

An imp em.entat1.o,o ,of the. above ru e (b') wou d ,cU.Stl:'lbu. e so e of 

the burden of authori:tation proc,edures o,nto he subjects; t ,ey st make 

,explic.U l:'e.ques:ts, fo,r capabi ities to particular objects. Of course9 

so:aie means of advertising t:h.e existence of a tool or feature (program., 

optional utility modification., etc .. ), to pos8ible usecs c.ou. - d exlstt bu.t 

eve.Cl then, one. should wait un· il a.n entlt.y makes att indication of its 

desic,e to use. the object before a capability is gra.ated! ., 

The p rticular request from - B- inay be i. pl1citly represe.oted by 

tb.e e11:istence of a distribu ion. list.. One can ass·11llte t at ea.ch _e.mber 

o. the distribut:toa list had, at one time~ 111.ade. a request or th 

particular object to whi,cb acces-9 is b •eiog granted. For instance 11 a 11 

ei:Qbe:rs. of a co:nmlt.tee may b o a dis tr1bu.tion list for the minutes of 

1tbe Hetinga a.ad repo:i:ts; in.directly~ tha members ha\te requested these 

ob,j1 ect.s. And, if a subject is actual - y a co pooea:t or e e ent of 

another hlg.ber-level sdbjec.t the.Q it: may ,or may not a 't the discretion 
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of tne ghec-level subj ,ect" 

11 sec.o d-or er11 di U:iblltioa list 

subject-

be atu:.o:Datica ly 

associated wtthi the 

iacluded OQ a: 

higher-le-,,el 

secoui-1. to the control of d1stribut1o•~ a :listribuUon liat is all\ 

ad in.istrative tec:haique of imforming all t.h:e rec:elve;rs of an object of 

the other subjects who have received that sa.me object- And the 

distribution list proceduce formali~es the process. of ceccrd-keep lag by 

the sender of' an obj ,ect~ ',,fRether it be a capability or a data object• 

It ls a ineans by wlch t e sender can k.e.ep track of those user.a to w· o, 

ha na.s directly passed acce s dgh. s. tveac 1f the capabilities are 

freely copyable~ the distribution list providss a:t least a hint as to 

where in the DCF the c.a.pability lolas "aeeded 11
• 

a·s c:eru. ta. too s ava Uable to a:l l users. 

Toe.c-e ac-,e certain u,cUities such as a file editor, a directory manag,er~ 

a debugge,:-, a file tc-ansfer prog!l:'.am. information directories~ quet'y 

programs I e. c • , that 

'irlithin the sys t.em. 

ke it easier for a o.e:w user ta "be3i.n f unc.t.i.on.tng 

Silll.1 larly, large-sc.ale aof twa re pro•j ects prO'ilide 

libraries for use by all project team members. These lib't'a.l'ies c.onsist 

of routines and data bases th.i.t are p.atticul r to a project aBd wose 

av·a ilabili t.y eases 1tb.e task · of all me:n.be-rs. Aud• as f.n toe. case 01f 



tb.e system utilities- coC11m.on avai ab1U.ty of these objects reduces the 

sto~a.ge :require eats of all tnoae iavol'lled. .. 

This co.n<:,ept of pi:oviding un.lim.ited and un.c,ontrolled (e:itcept for 

atodify (WRITS) privileges? perhaps), access to cet'tain objects ust be 

ore clearly de.f 1ned aad. broadeo.ed ill the information utility. W:e wil 

t'ely oa. tb1e. c:om:moa tisage of 11public dom.ainu to assu e 1:: -,e existence of a 

11 pabH.c domain eat ty11 that is accessible to all The idea el!'e is to 

provide a means for unrestricted sharir1g of in.formation across nod:e 

boW!lda,ies th.at is easy .a.ttd that does not ,eq\lire the. a ·ttentioti. o•f th,e 

"creator11 of th. 1e iof,ormaU.ou. ln an en\fitolli eat that is as aighly 

oocertain aocil. v.ariable as the o:n.e that ls assumed for the DCF, the 

public do.lllain. relieves th.e bm:den of contim11,.a.l review of access reqU'.ests 

for so e subset of the objects io the system {tb.e subset tbat has, been. 

defined to• be in th.e public domain) h-om tb,e controlling entitie9 

The DCF "'111~ more likely than not t also maintain a number of 

copies of lib.at nught b . considered a large-scale faci · :lty library~ Thi .s 

library will be maintaiu.ed by the facili1ty personn.el. The pub lie 

domain,. howe.ver. must be ui.ntatoed as a ·separate (for ad?Qinistrative 

rea.soo.s), and distinct entity that ls as easily accessible and us.able a:s 

the .syste111,~s l:tbrai::y. It is .1 in essence. a manifestation. of the OCF 

"users groupu . Those object 1tbat a. user feels {llould truly be valuable 

to a large comm1.1n1ty can become pa.~ ·t of the public domalq after 11:hey 

have eeo ,c ' early annotated- The creation of a.U objects bt the ptiblie 
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absol\fed himself fro-
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to the donator with the understand'in.~ that he has 

any f 14.rther contrrol over t e object, and/ or 

responsibUtty for its actions The pub lie do~.tn is distinct from all 

other 1;epos :ltoiries in tbat. anyone in the DCF coiJlmaa.tty m..ay done.te 

objects to it and. then a sohre them.selves £com. an:y a:ssocia:tlons lrit:b or 

nspo -sib 111 ties for the obj ecu .. 

The unda eo.tal point to be made by the inclu.s:ion of the public 

domain. in this discussion .ls. the notion of a. re·pository for objeccs that 

at:'.e. freely a~cess1ble a11d f re.el y cop1able ~ without the need to grant 

pr bi leges separately to eacn interest'.ed individual. 'l'h.e e:d9te.oce of 

an entity of this nat,,u'.'e prevents a user frolll beco,li!!,tng too burd,eoed by 

the eitpltcit request req ire eut; e cn.ay donate a. copy of his object for 

use by c:b.e community at large. 0 ce donated to the public~ pi::i11ileges 

tia t.he tJbj ect are. no longer .C'.'evocab le,, nor is there any longer- a Reed 

for the ori inal 0W11er to keep tabs tMl those subjects accessing it• 

Effective y 1 all priitac:, rights to the object have bee sacrificed 0:f 

cours"" 1 there can be oo 1:11.odify privileges granted to a.nyome for a.ny of 

the. ol,,, ec: ts res.id.eat in the pub lie doma. in~ hd the DCP adndnist.c-ation 

sh.ou d pe['io.:H.cally clean up the p,ublie domai.n if some. objects do not 

appear to be. asef ul to tbe co tnUnity-
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2. 4 lo.tar-Node Vs• Intfa-?fode Perspectivea 

It bas been. decided ·that t.h.e ~Chan.ism internal to eac compute.t" 

node of 11::ile DC! litll 1 be ca.pabiU ty based.. We. viU ref er to this as the 

int.ra•--nod,e lillechaa.ism ■ In a distributed s;s,tem. one mus.t also considec 

whether the. protection mec.han:is!lls that guide the nodes internal! y wtl l 

guide their: iateractlons with each other- 1"n s c,o.f!lpooen.t of t e overa ll 

protection dedgn will be referred to as the inter-node mechanism <D;:iG 

Pm::ogress. Re.po-rt78>. 

This ts si1;,_t lar to, the ftOtion of pa.rti.tion:ing ao. op2ratim. sys _em 

inco levels <Schc75>. Scnroeder had pt'e'llously suggested~ for ins 1tan,ce 1 

tltat a bottom evel i~lem.ent non-discrettona?y cont·ro s while a top 

level i plement dis ctetiona;ry controls, constra:1:oed,. of course, by the 

botto,m level. th.is lliea:a.s 1 1·n tb.,e c.ui:: i:e,11t c ,oo.tex t • that t he. following 

possibilities exist: 

iotra ... node controls 

1. Non - discret1on~ry 
z. Noo-disctetionary 
3. Disc:retionary 
4 Die c.i:-etioa.ary 

iuter- aode controls 

Non-dis ere "J.onary 
DJ.scretlona-ry· 
Noa-discretionary 
Disc r-etionary 

Since we b ave decided upo11 a cap,ability- based m,ec.h nis or the 

.i.ntra- ne>de echanics~ we have limited ourselves to eithe't approach (3) 

oe cboic,e of cootro for inter- node co•nlmunicat'lon.s is ent.it'ely 

e.QvirotWeut depe:aideo.t• Tne world in wht.cb the system ls to ope te t !:he 
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functio'!la.lity demanded of t~ an.d the required in.t.erfaces with other 

syst:euis will diccate he natu.re of the 1.nter-nc,d,e controls or 

i st:ance. t: ere are tvo regulations that wt>uld guide a typical 

elec tcon.ic. paym.en'ts 

implemented. Fi.rst, 

syst,e 

banks 

to dictate 

are regulated 

tnat alternatille (J) be 

y what infot11Uation they can 

pass between th 1etu 1. so tne netlofllrk c:oCll'lilWn.ications routine knows what 'to 

e.xpect; it is a highly :regu. ated business. An secondly, considering a 

broader syst.em boundary. countries carefully ,conti:ol .mat fina cial data 

is alloTJed! outside of their bcn:-det:s. 

It ra.us be clear tha.t no d,e.fintte ecisioa. can be :uade. ere. Tllis 

d .ecision is an. e.'/en mo,re application-dependent one than that wblch 

decided om discre.t:Lona:r:y controls, for intra-ncode control. My hypo thesls 

ls that the incorporation of ti1aestamps and capa.blUties 'lilill make the 

capa..bility schente u.se:ful throughout the DCF. In the next chapter the 

integration of the t~o concepts is initiated and it is shoWQ that the 

re.s lttog raecha.nisins nav,e i creased in powet over the original 

capability scheme- Befor,e s1i1cb a clat!ll can be supported, however. we 

- ust look at several prote,ctlon pIO·blems tha.t arise in data base system 

t e solutions of which cuay be fac:i itated by the mechanis3.S to be 

proposed 



2.5 ata Base Systeais 

Data base (DB) syst,e s are an 'buU.spene.ib e ingrediel'lt of 

infot~ tion utilities. Presently, iilUCb of th1e compu·ter ·processtug in 

organizations. consis.ts of acqt1iring,, processt.ugt and storing data for 

future .ref,eC'ence .. , organ : z1n.g and. gen.erating 81J11Wary reports,. aa:i 

proc:essin:g data in resp,oose to queries brou;i:ht into the computer system. 

via the data base maoa.ge.meat system (DBMS). Notice that th.e co puter is 

ao lo·nge.11; considered a tool solely for its computationat powers ("n,.n1ber 

,c:rWll.cnlugn). the DBMS co trols aad man.~gee the DB of the c.o • pater 

syst.em;, the DBMS tn,erefore ,J ,c;:ontrole t:.be crJ.tical inform,Uion r ,esource 

of an orgaaiz.at:lon. It is in the DBMS tben, that one is likely to find 

m.ore of the mechanisms 'that 1 pl,e.nen:t. the required sec,arity polic.ie • 

lt is also likely that iutty of the security 1:;equire.ae1J.tS 'that wil 1 

be specifie.d will be closely tied with t.he data base processing function 

of tbe co put,er. Access rights dependent on values being accessed~ 
1 

acceas rights d.epende.at on possible \f'irtual io.forntatiou 

access ri:ghts dependent on pz::-evtous .acc:es,.s a, an:d access 

·.cceased1 

depeade.ot on. possible. ·future accesses are a l possible spec!ficatlona 

fox a aystemsr security procedure.a alild therefore, some s1J.bset at least, 

s ·ould be realizable thtouih the protec.tio.a ·ecb.anism. of the DCF. 

' • Virtual io.formation. is la.formation th.at i:s ·not p yaically stored in 
the 'O,B i:iu.t that can. ~e derived from other: sto,-r,ed data. 
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Broader criteria, used for dec1di s authorization, are essential to 

·the successful modeling o·f 

requests will be C" ch.ar~ e g. 

PROC!DURE$EXECUTE, there 

an application. Ttle vattety of access 

alon~ with the simply DA:TA$READ, aod 

nll be NilltBE.&S~, EltPLOYEES$COIDfT...:,OF ~ 

SOSSES$GIVB_RAISE:,_TO; etc. Yet, for all t\le enb.ancemeots t.o ,ell!:istiag 

t11echanis~s sou1ht t ·o ':>etter trtode.l the application envt:ron111ent.,, the DS."'iS 

will -pi:-obably still be accessed according, to ,coostraiaed 1nt,erfaces: 

query languages, special proce.dural langua.g,es special protocols, etc~ 

1£ more protection functiona ity were embedded in these interfaces they 

fiiould not appear: to be si ply overhead. 

t m1.ght even be desi:red tbac access c-igh.t .s be effective dependent 

on the cur renc. e ock tlm.e and the ti1:11.e of creation of the acc.ess·ed 

object .t i~e. depen.ding upon the age of the object Such a policy for 

coatco _ing a.ccess to objects direct.Ly mo ·els the value (i~ortance) of 

infor:ma.tion th.at is i•itia ly seci.ired, as a functioo of titll The 

importaace of cer1t.a n -lata naturally diminishes in magnitude as time 

go.es o thereby appear iag t .o behave ac.cording ta an inverse 

rel at tonsti1p between the degree o.f protection cequir:ed for ai. data tte 

aod the cur .t'ency of lts '/alue. This i::ela•tiooship tesults in dyn.am.icall'Y 

cha.o.giag protection requite en.ts., 

Ttie investi~atioo of data bases includes such obje,ct as tbe 

subschema Co views) of tbe data base,, t .hat is .• that pa.ct of the entire 

data base that ls logically associated to fotm any p rticular user's 
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perceptioa. of his 1:111bset of' the entire data base. The DC:F h :iow 

confronted with providing protection. for such (abstract type) obj,ec.ta. 

Tu,a solution may be a S!itllple one~ if 011a ccH1slders the. def J.uiug 

111ech,a -1sm to be a protect.ed procedu.re, or .a. secllred extended type 

t"eprese:nta. 't1on bo,t 

<R.ede74>. 

of which would be accessible via a capability 

It is not in1tende.d that tbh sect ton present. all the protect lon 

prob le.ms ioherent io. data base systems• o·r all the problems thac. can. be 

b.a11dled by the m.echani.sms found in th.is t~esh,. Yet, th,e mechanisms are 

exteosibl.e and flexible enougb to pro11ide for tae ioitlation of a number 

of security policies that a.re rooted in the d,esice to protect large data. 

ba.se systems ■ Also, aa. infort11ation utility~ by its 'i/ery nature 

,embodies th.e ptobleus ln:l\erent to DB syste.m.s and therefore. it is 

cr~cial for one to cleatly uadet"staa.d die intricacies ao.d subtleties of 

tu.formation protection. t.i'bicb. is highlighted in data base systems~ as 

wel 1 as the p,rob lelll!s of data prot:ect.i ,on desc t ibed ear liet' .• 

2.5.1 b.e Natu.re of the Data. Rase. Proble~ 

We are assuming a DBMS that l"Wl8 s a subsystem a.long with tbe 

opera.ting (sub) system, and the efore ~ 1t is not in.teode.d that tbe D·S:'IS 

eat th.e full bui::-dea of imp1e -eotin~ secu.tity controls independent ,of 

l::be controls traditionally provided ilil operatio§ systems. The 

protection mechanis!iliS provided by the DBMS could i11.clude thoa,e that take 
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a:dva.citage o.f the other :functions petf.oraie.d by the mtMS. For tnsta ce, 

ccess. co,Qtt'ols that ,depend on the V'alues of th.e accessed. data ite e are 

ote efficiently implemented in toe D!'M.S than in the os. ever h.eless~ 

froC11. tbe previo,ua chapter and our lmowledg;e o,f data baee systems 1 so .e 

differenceai · etwee11 the maoif,estation ,of the protection problem in 

operating systems aud in data base .syste: s are perceived 

One of rthe most obvious differences in t.b.e proble manifestation. is 

that tbe operating sys.te , is concerned wltb the name and address spaces 

of the data (the ctud - uiory lo,cat:f.oqs:), while t.he DBMS is couceroed 

'ilith the se~ntic:s of the data. .. Each user will bave a different 

cOI11ceptual view of tne. data objects a·od their .t'elati.oaships. Both t ,is 

and the heteroieaeity of data re.preaentat:l.01191 cross c ,omputing systems 1 

require that the sp,ecifica.tion · for pro,tectioo be io terms of ogtcal 

eotit es; these logical ent'ities will have to reflect the semar1:tlcs o,f 

tb.e application. This ls very different from an operatin! systeliis 

orienta·tion. to physical da,ca tepresentations in !rl.BlllOtY (se;!llents of 

bita). Content-dependent context-dependent access cont~ols 

{descti ed i O.:i.l! of the ne t sections) co d directly rel.ate. the: desir•e 

t .o provide se an.tic ,e:a.ning to au·tho,ri.-..ation decisions. 

In 1:.he sa ,e vela,. ope,atin~ system data 1tems correspond t:o rea 

objects or resou.rc,e.s 1 ,.e.,, seg.uents,, files~ devices• routines. ,e:tc. 

ilowe'll'et I in a DBMS Ch2re may be freqr.1ent deUnition:s of new 

aggr,egate-type objec·ts that 01eed protection. These aggregates o not 
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cor1respoo.d to phy.sleal entities ut rathet. they a e dyn3.111ically 

cotHitructed in response to particular queries.. That: ts, t he processing 
l 

of a data base transact 011 ma.y result in the crea.tion of a nu her of 

teutp•o.rary aggrega es 9evet:al of vb.ich ,ay be required to provide a 

compl te -response to the que. y; these agi eil,ates 'llli:!IY subsequen ly become 

permanent e.Dtitles in th,e DB.. For instan.ce t 1.o a re atioaa data base. 

a query may require the ex:ec1.Stlon of a oU3be.r of primitive o-perations 

(JOI~. PROJECT., UNIO~. etc ) each yielding, a tetllporary relation: th t can 

be n.a ed and thereby beco,111e pe.t atte.nt., ·lf des · r-ed. 

ln an operating system on,e checks authorization at each accesg of a 

data it (file~ segment, me ory location). Hove'/er, in data base 

systems, one has a ,choice etweeo chec :tng the subject#s author i zation 

to pe:rfor the desired query or its autho:rii:atiou to access ,each 

pd:mitiv,e data item io response to the query~ The former approach, in -

sens·e, treats t e ttausacti,oQ as ao. objec·t; the o,oly privileg,e on such 

ao ob,j ect is ao exec·ute pr:lv ilege , This app't'oach 1 plicitly re ies on 

the data base scheiu (view) structure to l..imitt im a noa-discr:etionar:y 

m:ann,e.r, tbe scope o.f a subject's inf uence .• , A. , te il&t t ely, a 

transaction involves many accesses to distinct data-ite s to satisfy the 

Eacb of these accesses ay ha-.,e to be individu.ally authorized 

l ■ A data base transact.ion may be coas1 ered to be a ID.apping of ome 
set of data base values~ the.nselv,es. mapped to ne data ltem.s contain d 
io the DB., to another set o - data qa u.es,. The 'transa.ctioa. consists of a 
set of primi 1tive operati.ons, Oil! or accesses to the individual data itee11s 
that make up the DB. 



.. 44 -

for the pactlculat data iteu accessed. The granularity of 'th,e object 1 

la the ter:111.s of the pr,oteetion model, ts critical to sucb a decision.. 

Ao even ~ore difficult security proble particular to data base 

syste s is the protection. of deriYed or vir::tual informatio,rt. This type 

of in.fore1atioo is not stored allywh\f!re io 'the data ba.se. Fo:r instance, 

given the value. o a peacson's date_of .... b rtb., a aser of the data hase 1 

given suf f i.cient processio.g abilities, ,can derive the value of a data. 

item called. age using th.e acc,es9ed data itetll. data._of_birtb and the· wall 

(.syne _) c ock. Tb.ls 1.s the itost of ten cited exai:11.ple of virtual 

(derived) infocmation; others (not so obvioi.ts) do exist. Fot in.s,tance, 

gfvell the interit.al finaacia rep,orts of a ,coatipany, one can d.eterm.i.ne 

in.foc-m:atioo that or,diuarily would only appear i:n an o!lscured form in 

yearly finao.cial atatealeota ude public du.e to Securities and Exchange 

Co.nmbsion regu ations. '!hie 1Bforma'tion. if obtained earlier in the 

year aa:d delivered to the company .. & competitors, could be very dam.aging 

to the company from wicb the informatioa: was tak.en~ and even to, the 

economy as wbole The protec·tion of such infor-m.atioB is an 

interesting p,,obl,e.u. bu one which 1.1111 iequire the in.tegr:.a.t .lon of a 

lar~e aowledge bas,e that is part 1cular t:o th.e data s toted in the data 

base aad its area of ex.per tise • Eve a then. one cannot be sure t a.t one' a 

representation of t.he spe.ci.flc area. of e1C.part.ise is colll.plete: o.r adequate 

e.nough. t-c> detect when s.ucn inferences may be drawn. 
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Tb.e above probl,eCD.s iep cl:. aitu.atio1.1s in. whic h some form af 

' cant.ext-dependent" control is needed•· this for , of control allows one 

to cite the prese.n.ce, Of' lack, of sp,eeific combinations of d ta in the 

pat tern of access req_uests,, as a conditio · for .access · e pattern of 

accesses o.f o•aty th.e cuir l'ent session cn.ay be 1:n\l'o l!:11ed or all previous 

access by the gtven. user may be i11volved The laiter i s si Uar to 

h istory-dependent controls, wbecte the history of a su.bj ,ect 'Si i.ote:ractions 

with t. e DB is maintaio,ed to prev,e. t the derivation of vi.ctual 

inf,ormation over time (besides. l:.b.e hist.or:, cao. ,also act as a ec ri y 

logJ • It lll.~t be r ealized howevet, Chat th. degree of sopMsttc tion 

of the cootext-depeodent controls can. have .a great af fee t oo the 

perfo cmaace of the overall DB::ilS,. 

2.5 2 pproach.ee t .o the Data Base Probleil 

Ea;ir lier we discussed discl:',etionary access controls in wbich users 

have arbitrary right.a defined witb respect to the objects of a ayst.em

These ri~hts are g,ranted acc:ording to the personal c ~iteria of the 

c,o:ntroller of the desired object. Fo r .appro ches itl toe t ple-m.ao.1tatloa 

of this type of control exist aa1 they follow: 

a. Control by object: Access to .an object depend· 

only on tb,e object requested~ not: oa 11::he requeste , e .• g. an 

object resident in 'the pub U ,c: domatft is acc.e.ssib le to all . 

b 1 Control by object and subj,,e.ct: Access to aa ob j ect, 

d,epends upon the obj1ec and the requestin~ su.bj ct, e ! • the 
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passvord file may ,only be accesis.ible. to the data base 

administrator. 

c. Con.trol by o,bj ect aocl type of access: A.ccess to 

any object cu.akes sense only 1f the r ,equested acceas is of 

solllle- li f.ted variety~ e.g. one cao not priat to a magnetic 

tap dtive •. 

Coatro by subje,c.t, object, and type of access: 

1'bis is stmilar co th,e acces s rnatr:LJt devised by Lampsonw as 

discussed earlier. Here a subject can nave the right to 

access 10 , obj;ect la certain pr,ecise. ways .• 

Now, having introduced data base systems, we - ,ust. consider any 

additioo.al crlt,eria upon ·w :lch accegg, predicates may be de11iaed and upon. 

whkh the authorization for access vill be de,cided Data base syste s~ 

by their very nature~ perr - it ''data-depeod,ent0 coo.trols. 

i!lecn oism acc,ess ts ,conditioned by a predicate whose truth d,e:pends 0 ,::1 

'the contents of some data item. The data tte - may p ay any oa.e of the 

follo,i,Jlng l:"Oles 11 the system,: 

1~ Event-seo.sitive: lcc,e:ss wo1.1ld rely o tne proper 

i.1al·ue of some system vatiable, e.g. access could only be 

:possible duting office hours, ~at.ever they may be. 
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11. Value-sensitiV'e: T'ne acce.ss decisloa is based on 

the CU_rrent valu.a of the data being accessed (also referred 

to as conte nt- dependeo.t . control) • 

.iii .. State- sensitive: l:lere tbe access dee is ion is 

baaed oo. tbe dyqamic state of th,e as~s .• Por instance.~ 

user illB.Y access certain f1les when toe D!MS is not heavi y 

loaded. 

1ocorporated into 

discretiioaar:y controls 

capabilities, 

tbat ,rJep,end on 

timestamps facilitate 

the occurc-ence of some event• 

This ev,ent ls never fully efi.oed bu .ather is ide tified fro::a amoneJst 

an infinite series of such events; 1 •• on - mu.st 1denitify discrete 

points in ti e. ro the. continual passage (f _ow) of ti -e, at which 

access is po.ssible • W'n.en aa acces s is atte pted the current value of 

the syste cl,oc::k will provide a value tbat defines a discrete event. Alil 

acc:e.ss decision can oo'li be ma.d,e using 'the valu•e io the evaluati n: of the 

criteria relevant to tbe particular request. Alternative y. as will be 

sbow, the above descrip ion• given a dif fereot lllOde t of tb TilO-rld 

could le.ad one to conclude tb.at the access. litas value senst.ti,ve. 

2. 5,. 3 Tne Granularity of D ta Items 

A large subset of the po sible access control mechanisms that one 

could 1.Ia,p ement in a data ase unage.nent system. have been considered. 

Yet. W'e nave avoide the lssue of the aC'tUl!l imp en1entat i on 
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po.ss1bilit!es subjects~ o jec·ts and acc:.ess rights~ in the 

tradition.al sense. A brief discussioa of th.e possibilities for the 

b1plemea.tatlon of ,objects will be pces,ented here foit' completeness. 

ilowever, a recom.mendlation. for a particular implementation t.s not 

atteCllpted because of tbe many facton in.vob1,ed such as th.e requireC11ents 

of tne application 1, the des1re.d efficien.cy of the syste• the desired 

perfo t"cn.aoce, etc. (The te1i:-raiuolo~y assoeia ted wt th celationa - data 

odels 11111 be used stmp,ly because it is •easy to use-) 

! Data_ ~ :'.:. Relation.: In :thi case, al!lthoriiat:ion for 

access to an entire rela.tion is requited. to acc,ess eny 

iadividual data ltem io the data base. If a s.ubje.c·t can 

acces·s the ;relat1011 he ca:n ,ccess auy row or field of the 

r:elation Th.is appeau to lead to an 

cYerclass ification of data due to t 1e large size of the. 

classifled items ■ The la~ge object size and the existenc:.e 

of i.t'te evant data in tbe obj1 ect granule can. also lead t ,o 

decreased performance, depending upon t e. scneme u.sed to 

maintain data base consistei\cy. ilsot t e approach per.-uts 

ccess t:o data that was not specifically requested by the 

.subject 

.! Data ~ .. &ow: In this case, a subjec.t ca·n be 

autho,irized to access _ach row of t .he DB individually. A 

subj,ect is ,either gra~ted or riot gran _ed access to, the 
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entire row. and all of its field entries. This scheme is 

su_oject co the same type of proble as the previous one only 

co a lesser e.xteGt. lt also iatroduces the possibility that 

us.era may 1Rfer tbe contents of the data base U certain 

rows have volatil,e access predicateB. For instance, tf a 

ship a teroates between catrylng hig,h y ,class,ified cargo and 

~11clas if:Led cargo~ then subjects th;it are not 

enough to have free access to this, data inay 

l.oformatioo. abotat tbe ship's cargo on. a particu.lar 

trusted 

in.fer 

day y 

t e existen,ce or noaeltistence of th,e relevant row in the set 

of -ows accessible to th,ese Sllbjects • 

It ls conceivable that the DJMS might have to supply 

ies to tile users Who do not hgve frea access to the eotit:e 

relation. Th.e pro,cedu..re used to accO:Dlplish this would have 

to tell the ttutb to tb:e Ill.Ore trusted subjects. Tnis~ 

bo~vee, 

actually 

ov,es away fro 

odellng the re.al 

the notion tba.t t.he data iuodel is 

world. One is cha.o.gir:tg ti.le 

operating semantics without telling the participants. But 

th.is is a pecul ar exception, and in general, the decisioDI. 

to use l'OW9 of relations. as objects, is re.asomable pcovlded 

tat t.he data 'la ues are oot ver:y vo ·atlle and that 

authorization decisions do oot depend on t ose. values that 

are. 
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A ~a.ta te_7!! !. A F'leld .: In t:his instance~ ace.es 

cood:itioo.s to be l'i\et are. defined on each fie ,d 1n the data 

base. It is now possible to g,ra11t to a su'bject a pa.rti.al 

11iew of each row of a re · ation- '.Ibis approach c:l,early 

provides, the greatest .flexibility. If th.e granularity of an 

object is a da.·ta ield then the implementation of an.y of tbe 

ment.ioae.d autboriza.tioo ache'lltes is moc-e 

st r .af.ght-forvard., in the sense. that any data value may be 

used in the access contt'ol pted cates. 

In 6enetaL, as the gi-anularlty of th,e. u:nit of data fo,r wh.i,cb 3Ccess 

controls are specified ~row small,er ~ the egree cf permitt,e.d sharing 

becom s greater~ i~e• by decreasing the granulacity of the ite- to wbicb 

access is p~oh.ibited (makt.og the object s,ize smaller), one has provided 

for a po tent ially greate degi:-ee of sharing,• Rather 'than pro ibit 

access to an enc.ire t"elation to preven.t the access of one r ,ov ~ in a 

system in which the granularity of items is a.s fine as single rows, one 

11eed proh:i · 1t access to the parttculac- row only. Ess:?ntia ly, n.eedless 

i;,rohibitioo is decreased. Also, as the items beco:ne sma ler, tber:e is 

Cllore roo for concurrency of opera:cions. i.e. given a relatio ~ete the 

individual cows u·,e indep-endent:ly contro lable. any number of the ro~s 

t11ay be. acc,essed simultaneously· Pron a different per.sp,ective, however~ 

if the. gtanu.lat:·1ty of the accessible item were as la rg.e as the entire 

relation, and one were authorized access to it for the particular 
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purposes of a.ccessiog a si.cg.!e i:-ow, one would also h:ive iained access t .o 

the rest of t e. re ati,on. 

On che otner band. as the grao.uladty of data lte s becomes 

smaller• the. eomple:d ty of the implemented control!. mechanisms grows. 

The incre.ase in co,mplexity results i an inc:rease.d likeli ood that the 

con rol m.e.chan.is!D$ are 1.m.plemented -.,1 t,h logical er:rot'S,. If ooe is not 

assu.red of operating in. an eoviro~en.t where reliable controls exist 

one would tend to o·pe·r:ate :ln. iso,la.tion. We have uow come full-circle 

and ,ave reached. a d~ad-en.i since isolation ls no,t c.onduci.Ye to sh'a ing 

and i't. is to increase the po•tentlat for sharin~ that oae original ty 

forced the graa.ular:ity of t e. data items to be s .dl. 

2-6 Summary 

fo this chap,tei; we have chosen tlte capabili.ty appz:-oach to providing 

protection in centralized computin1 systems as the basis of the 

mechanis.ms to be used in. the DC'F. We ha11e introduced th,e u.se of 

di.str ibution lists~ aQ explicit. request re.qui rem.en I::, aad a pub lie domain 

entity to facilitate shairiog and ease tne co-ord.ination and cooperation 

o,f .subj,ec::u that may coexist in a blgh.ly dispet"sed and V'ai:-iable 

ea11iron ent ■ And w-e: h:ave made a p.telim1nary e1tAE11ioa tion of the 

protection tile:Chan _siu that stitould __ lat a ongst nodes as opposed to tne 

mechanis s th t o,perate iotet ally wt·c:h.ta eac:h node. 
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i"iaally. w,e e1eat1111ned several issues ass,ociated vU:h the presence of 

d&,ca base systetils in the OCF. The most inter,est iftg resul c of this 

investigation: is the identUica:t1on of tl\ree cl ss1fications af criteria. 

that cuy be used in deciding access auth.orizatioos: event-sensitive, 

va lua-sensi 1ve • a.nd s,e,at:e- seosit i .ve. •. Af t ,er consideration. of the 

mechanisaw 1th,a.t will be. described in the ne:ic.t chap,t e r we ci.ay see that 

t e use of ttrmestamps provides a mechanism that c:an be considered 

event-semllitive or valua- se.asitive 
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Ch.apter Taree 

TIMESI M:PS AND CAPABILITIES 

ln tbe last cha.pter ve touched upon several aspec s of the 

p.r:otection problem. io operath1g and data: base systeiqs tbac could be 

erg.ed iBt,o a coh.etent mechanism for ,operation in a dispersed and 

distributed eovi rmuoen • Befo c-e actually d,escrribing the DCF mec anisms 

a new approach to o'b,j ect maaagemeat is discussed. This approach,, f lrs,t 

used by Reed <Reed 78> , ptovides a vi.ew of t e world that end itself to 

an interesting techo.iqu 

ch3:pte. proceeds witb t 

for the solution of protection problems. The 

definition o .E capab111t1es in which ti :estamps 

p:ro11ide the values .for several fields. And fiaally • unique rnech.a.nf.sClls 

are introdiu.ced for granting a.ecess privileges and for revoking access 

privileges. 

3.1 A Pec:ceptlo1:11 of tue Wor·ld 

Tt:ua nature of t.hie representatio of the iadi.vldU-llly and 

independeatly identifiable entities of the system ts Cl:'itical to, a 

user,. s perception of the oper:ating 111orld • 

a.a ed enttty that store 1nfo m.ation-

An object is recognized as a 

The infor111.ation y being 

icieo:t ifi ble as an. obj eet, c:an be more easily an:ipulated by pr-Olir,f.l. ·s 

and people t.haa if it did 1t11ot have a name. A broad clas9if ication of 
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comput.e:r system obje,c·ts 11 based upon th, possible ways of manipulatin~ 

the objects~ might yield the fol lowing types: data ob ects ( p .ysical 

Ules, logical files (views))• co munl,catton objects (logical ports 

message queues), tra • sactlon objects (encapsulate.d or para'tD.et.eriz.ed 

program whlcb. perfo~ operations on data aod COl:llDlunic tlon obj1ects). 

The exi:neace of objects is usually assume.d to have resulted from. 

e.ic.pl icit er eat ioo operati.oa:s. An al t .eE"nate view is taken. in the 

disser 1tation of Reed <Reed 78>~ Thi t esis u.ses Reed• s a.ppt'oach 

al·t'nou~b the lllOtiva't:ioo is dif f ereot • I ·t . is assumed that each update· f 

ao object's 1/alue wrran.ts th resu.lt1Qg value be a.ttr buted to a uew 

object (a descenda. t::)• That new object has a klush.ip witb. the object 

u.po11 w tch tbe: up.date was applied~ yet it is different- The valm;i of 

the er.t objec is diffe1;en. aad it. is that value that is the essence of 

th,e object~ s s tat.e • Among.st all o!>j ects, of a given tyPe ( types more 

refined thao tbose cited above) thei value or coatents i.s that which 

requires uo.lq e ide .tifica.tion or 0-3.'l!!in~•· An update. then~ changes the 

state of an object to yield a new ob,ject og1cally .c-elated to the first 

but implicitly created (born) at the time of tbe update operation An 

eliCpllcit CREATE operation supplies t e prbieval ancestor for the gcoup 

of related objects. 

Wnat: I b.ave t>e,.!n describing is a relatiollship bet~en o jeccs that 

exists bee use each epres~nts a differe,ot 'version" of one logical 

Whether thb logical <:once.pt 1& itself an object, is an 
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interesting que.stton. The logical concept p•ro'lides a com.pl ete 

desc:riptioo of eom.e tnformatiotl but does uoc. supply values for that 

information- It is an impa rtaat constd,eration 1n the prot.ect ion 

m.ecbanism desig0t because it is pos,sible one might like to irant acceH 

t ·o a logical concept wile 11 ·1t1n1 that access to · ar iculaC" values 

that. represented ch.at c.oneept' s state at certain points lill time i.e. to 

pa'tticu.lar versloo.s ,of an obj ,ect- For exa ple~ one could per111.it 

to only certaia versions of a documettt ■ For no~~ et. t e single loqica 

concept ref,er Co a family of pt.yakal objects~ all ,of whose: e.ubers are 

related because they are of the same type; ,exist fo,r the sam purposes, 

and a,:e ref,erenced with tb.e same object nal!Qe. Each object represents 

lie value that the logical cou.cept posessed at a pat ticu.lat point i'a. 

time~ as io Figure 1-

3. 1. l T e Nam.in~ ,of Ol>j ects 

Re,ed suggests that tlfolo, pa.rt names be empl.,oyed t ,o ref,ec- to a 

particular meo11ber of the gro•up .of ,objects, that for ,n, object history. 

The flrst part consists of an object ideott.fier (called an o';:;ject 

l. An obj ec.t his to.ry cooah ts of a sequence of versions of :!U\ object 
di.stinguisha le becau.se aay tllO coa.secutive versions differ in value as 
a c-es l:t of update operations performed at distinct points in i :e. in 
Reed 1 s vork~ tbe object history is actually the logical concept 
de cclbed above rather than an ob,j ect ·its.elf. 'Ib.e object his tor:, ca·nno t 
b an object simply because its value i.s no,t. defta.ed. Mo:i::-e. precisely 
its value is not bo,unded u · til the system c ,eases execution.. Utiltil all 
s,ystem. opecations have halted, update (or create.) opet'ati.01:1:s o objects 
will resu.lt in additions o ·the grou;, o .f objects that form the object 
history. 
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Figure 1: An Ohjec.t llistory 
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re.fece ce) ancl the second pact consists of the tnfo['mation Qecessary to 

sel,ect. the desired 1:iu!.nber of the objec.t history ioe a p.:utieula 

1rersJ.on lleed introdtaces the concept of .. pseudo- times" f ,or the second 

co · poneac c,f the na111e wh1cll 7 when combined with the "object reference 11 

( identifier) ~ yields the 'ver.sion ref elt'eoce: 11 that tdentif ies the precise 

'leraioo of the obj ec:;t desired 

Wit respect to the DCP protection m.ec:hanism,. a logical name 

(obj,ect E"eference) vill be sufficient to ohtain an o~j ect history. A 

version nwaber iuy be t.oclu.:h~d at this (user-interface) le\fel to 

identify for the user~ 'the pat'ticular version of c:he obje,ct accessible 

to 't. e use • but it ·need not exi:st for actually accessing th _ object 

At a lover level o,f naming. a ti estantp (a ti- e value read fro tke 

local slt.e clock) ~ill suffice to uniquely identify a version of any· 

object ia. pnys ical spa,ce; a s.ite i .dent f icatioll a.uatber wi l be apj)ended 

to the timestamp to provide ualque identification in th distributed 

syste11i. The ticaestatQ:p will be tbe value of t ,e loc:a I c oc t. 'the time 

the object is crceate.d, eitller explicitly 'by the issuan.ce of a CRSA'I'E 

operation or i111p, lc1tl:y by aa update op ration app ied to an already 

eic1sting object• When an object is accessed, it is tbis timestamp t at 

will be used to locate the o J,ect 

The ti estamp ma.y be considered an ,extension of he object 

referet11ce, requ.ired by 1t.he user• 

ve,sioa from tbe o~je~t history~ 

to uniquely 

att:ittlu.gh tbe 

s lect an iudi'lidual 

tim.estamp alone is 



- 58 

sufficie t for unique identification... It is possible to con.sider tbe 

logical name _ s tdentlf ytng the co,ocept a.nd the ti estamp as identifying 

manifestatio•ns of that concept over ti a, that i5, 

while 

object reference (ORef) • lo~ical name 

object r ,efe.reoc,e. + ve1r.sioo information~ at one lev·el 

• uniqoe obj,ect ide.1tifier (OID) 

,. timesta p . at a different (lower) le"'lel 

For exampl.ea au o'bje ,ct reference might be. 

ORef • A,,B ., f ederal-tax-rouUae 

(where the (.) period separates different pa.rts o,f a patb-oame). 

Now, to select the propar: i::outine from the number that have existed 

ovet th.e years, che version information must be appended. Given the 

value for Ollef above and a user supp,l ed version o.umber, 1C.:ne tax routine 

for a p,at'tlcular yea.r caay be uo quely identiHed fca,m all those r •ou iues 

th.at exist l , the object history for ORef. A un:lqLie obje t identifier 

C11ig, t tnen ':>e, 

where the "9'" represents a v ,el:'si,on ouC1Lber and the ant ire name refer 9 to 
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l 
the federal-tax-routine for 1976. 

The rou.t:ln.e for l 917 6 may have be selected from the followlng 

object history. the sequeo.ce that for a th,e object history ight 

consist o,f those objects that al."e the routines for c.om.put in~ ta.xes for 

those yea.rs in which. the tax forms or regulations were changed from 

prev1,ou.s yeat"s Tue objec·t history ,of the 'o,gical concept 

"A• s •. federal-tax.-routioe 11 c:.oasists of six objects na ed. as below~ 'With 

a version nui er: 

Object History ( -B~federal-tax.-rout.ine) : • 

A.B.federal-tax-routine.l 

A.B.federal-ta -coutine.3 

A. B-federal-ta:s: roatime ,, 9 

A.B.fed.eral-tax-routine.12 

A. B. fed.eral-tax-routtne.. ! J. 

(for 

(for 

(foe 

,(for 

(for 

(fo 

1956), 

1959) 

195'9) 

1976) 

1'978) 

197 9), 

tn the abov,e,, an obj,ect history is depicted in a simplified ·w.y,, 

It 1 intended that, at the current vah1e of 1the syste cloc ,(?E • time 

of the eav iIO•D.lllent ), , ·the object history specified by the object 

1. Th,e date io.foria.at:lon is not actually pa 
he·c-e ~ bot it. could easily ecome part. o the. 
shown .. 

of the object identifier 
i enti fier • a.s wcll. l be. 
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refecence ,, ORef• .8.fede al-ta~-routine, consists of versions 

l,3,4?9,12, and 13- Por any n11mb er of reasons. versions 2,5~6,.7,8~10, 

ad 11 ave be.en eliminated-

At a. lower level iu. the system, na iog hierarchy I tbe above 110.ique. 

OID .!O.i~tu: be. ,e.quivalent to 

1 
1946 0160 1976. 

a ti est a p representing the t.ime at wh 1c:h th.e uinth version of the 

federal-tax-routine objec.t was creat,ed .• 

The same object history ts repeated below, this time d .iuscamps are 

used to name the different ver ions of the object in the obj e ct history 

n _ ed by OR.ef. as shown in Figure 2. It a~ould. be realized that the 

above listing re:prese11ts tlla user - or!.ented higher leve aames; each of 

the naco.es uniquely ideGtifles an obj ect for the user. Toe lower level, 

1Qaicblne oriented, unique ide11tif let c.ons,bts o,f the time stamp whose 

value is the creation time of the obj,ect. 

1. For oowt let the first fou.r- digits r:epresen.t an hour and the 
l'.Qlca:utes of a d.ay • let the o.e.~t three .ilgits repr:,eseot the day· of the 
year I and let the last four digi.t ·repi=esent t e year; th,e spaces exist 
for readability only. 



<or'ls- cs, 1q1.2_;, 
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---- <'1,03 .288 I q,g> 
Olef ~ ::5 

(J/2 3 ,l,0/ 

1 

< .2. 117 OJ l f,~3/9) 
Ottf;; A .o, frdMtl~rn(-t&vh'1t 

Key: 

c:::. I 001 DOS r q 1 q,) 
oetf: .:- ,D 

1 = t imt";:s tamp (machine level) , version ref er,ence 
2 ~ version number (user level) 
3 .., birth timest.amp, of logical concept (object header) 
,4 user level object ref e:renc:e 

Figure 2: An Example of Severa Object Histor es 
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Object llisto,ry (A.B.federal- tax-roatine), : • 

machine-leve na es 

(verstoa 1 of ORef) 0123 201 1956 

(ve.rsion 3 of ORef) 1230 112 1959 

(ve;r:"s!on 4 of oaef) 0053, 002 1960 

(version 9 of ORef) 1945 060 1976 

(version 12 of ORef) 0918 u9, 1978 
1 

(versi:on 13 of 08.ef) 1315 345 1978 

In this last seq eiClce of object identlfie:cs we lost ,explicit 

informat:ion conceraing the version nu~ber of a partic• lar o~,jecc but we 

ia.ioed infotcnation conce.rt11ng the objec.t" .s ti e. of creation~ that is> 

fro the tl. estamp we ea.n abstract a date 1tha ~ is the creation ti e. I ·t 

should be realized that vets.ion 3 (the second object in the: list) and 

verdon 4 (the third object in t'ne list) could be objects with the saai.e 

1'alue. Version 3 migh have beeQ a workin version (se~ footnote 1) of 

the 1959 tax regulations th.at w s automatically geaerated by aQ updat,e 

l. This U esta1111p llay not make sense ince, io the orl1J,ina listing , 
toe last version liT&s for 1979. Tlle 1979 tax re~ulations. howeve:r, h.ave 
probab I y not been finalized (a.t tile time of thb publication)~ and 
sut"ely have not bee - released ta the pub tc- It vil be shown that by 
times tamping ve.rsians. of obj eets accordingly, access by pers,ons other 
than the creator~ may be prevented until the appropriate tie. 
Therefore~ th"ls las,t vei:sio•n of the federal-tax-routine ob ect may 
remain a working copy by mainta,tning an identifier for "\llb.ich an 
effecU.11e capabiU.t.y o her cha.a th,e creator's, does not yet exist. 
When t e reg,IJ ati,cms at'e co•mpl,eted.~ the 011:ject may he r:eleased as a. ne'W' 
object (se~ later sections of this chapte~) ~ according to a. schedule 
som.e ti'm.e i.n 197 9. 
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on am earlier working version. Version ii m.isnt have b ,ee.o ex.pl1c.itly 

created. according to a fi _ed schedule:,. as a D!ew object. when tne 1959 
1 

regulat 1ons W:..?re finalize _• nd released a.t the ttiue l.ndicated by the: 

t.imesta.mp OB tile third object ia the seq,uence. (Tb ,e above exarDple 

attempts. to ;qodel he real world procedure. i.e. ·tax Eor,ms for year -x

are not vaHab,le. unU.1 the beginnlo;; of the OJext year. -X+ -. ) 

ln addition• as a 1.1:e:w ob e.ct, version 4 (OOSJ 002 1960), can be 

accessed 'lia a capabili.ty '!ol'ith differeat pr~vileges than. those that were 

specif i d i .o the capabili ies IISed to ace es l ,ear ier qersions. Tne. 

noti,ou tha:.t tb,e updat,e of a veirsion of an. bj,ect results in an entb:ely 

nelil object~ that 1tu,1st be uniquely identified 1 is critical!. to the 

r ,evoc.at.io· schemes that will be disc.usse,d. shortly,, Naw capabilities for 

the new (versioos of the) objects must: · e generated I and th.e1:1 ·e new 

capabilities oeed not~ a d ,o,ften wi l not, specify the same pdvileges 

for access to the mo:te recent vecslons ,. 

Fla.ally~ o,ne migh comsider tbe time of creatioa of ·the logical 

con.cep,t ~ th.e object bi.story I vt th 90:ge signU ica.nce For al p,actical 

purposea, it is the ti .e at which the first version of the obje,ct was 

created. All subsequent versions of the: object could be represented by 

time displace attts from that creation ti e,, owe11em:-~ this, is not carried 

a ,y further i'n this tbes19. More: impo,rt.antly~ the conception of the 

1.. AQ Mact sp,eciftcatioa of the relea e titne may ci:o,t be pas ible due 
to the perfor1:11ance of operations t a higher pr t ,or: i.ty, by tb.e proces·sor • 
0\1erriding the object up,date request 
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lo~ic:al entity aiu.st be considered because o,ne i.~ht like an object 

identifier to a.l,.,ays reference the m.ost recent version o.f the. lo~ical 

conce.pt. This requires bein~ aole to ·ref,erence aQ o:iij ect history 

without citin~ a. specific Y'erraion. 

1.'he creator of he primeval object 1n an object history ls special, 

in the sense that be first: conceived of t e log,ical conc.ep t that is 

later ma.nifes t in several versions of an. object- That is~ any ooe who 

upda.tes a already exis in:y; object may be consldec,ed the cr,eator o,f t e 

new versio,u, ho:weve-r 1 the creator of the object 'W':lth version-number !iii 

O~E p~rformed a more pollerful ope-ratio 'The tit le of c .i:-eator 111111 

On. ' y be ap ied ta those ent i 't:lea that peC"forJll n explicit CREATB 

operation which generates an (object, versiom .. O:'IE). thet"eby io1~1atiag 

a new object history .. 

J~ I. 2 rne 8a. ing aad Access ing of Objects Vta. Ca:pabil ties 

l 
,b m.e.ntiooe.d • the tlmesta p alone actually provides a unique 

object ide~.tiEier Wi.t out tb:e loigical object ref,erenee (ORef). We nave 

assum.ed that the tiaesta1m.p value. ls the tl e on the node clock at which 

che version of the object was crre.ated - If the precision of the 

1. For the pu poses of th ts th,esls" timestamps wll 1 only be precise to 
the near-est minute Fo,r exa ple1 16301 120 1978 speclfie1:1 4: 30 p. .. o·n 
th,e 120th day of _ 978 . This f.s clearly not sufficient for aoy type of 
i:eal ope.ratiug, eovi rronment as transactions ay update obj ec:ts a · a ~uch 
ore rapi.d rate~ thei=eby req _ iring greater pr-ecisi011 of timestamps to 

maintai _ the unique identification facility. 
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timesta -p is ad,equate eoou6h. the value for the c.reatioo. time will 

uniquely identify all objects generated at a site. The addition of a 

site ID uniquely 1den·t1f1es al · obj ,e.c:ts ltt the DCi' but, foC' st ?licityt 

tbi.s site ID r,1ill be :Lgo.ored in future discussions. 

N'o\l. if iil'e hypothesize a capability-based system. the lowest level 

aa - es of objects, one level .above the obj:ect's physical address are 

capabilities. It 1s ·thel'.efore~ the ca.pability that actually co tains 

the timesta p fo,r the c eation of he. object it names .. The full 

.specification of capabilities a0:d theit' contents appears 1o the nex.t 

section-

In coo,clucUng this se,ctio11 :lt is 11eceasary to coasider· the levels 

at which tb.e d.ifhreat na es and their co- pooents wi 1 be. used. A 

reasonable schetlle. is that 11Sedl in th.e directory m.a.nag,e ent subsystelll.S of 

severa operating eystecns. Tile user is required to nandle t he 

equivalen.t of an (object reference + vers:ion. oumer) nam~ .. Information 

equi.valeot to that represented by a timesta111p :may appear in the user' e 

l ocal directory listing,. The value of the. tiC11e.stamp l!!lay be ol;,tained at 

the time of creait on o.f the. object, if 'l:be object is private 11:o tbe 

Al'l::ecnatively. 'tbe. va 111e of the time stamp may represent a l imit 

oo [b. ·user's privileges to access the 

o,ut.s, · de of b.is s,phece o.f ,contrc>l; 

desctlbed latec ln this chapter. 

object if the obje~t exists 

th choice vi be mo,te c: lea dy 

Tb · s info rm.a tion however, ia 
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super fJ.uous to the o j ec~ 1111 es that are 1acluded in 

this info,rmation appears for the !.Wer' :s convenience oaly 

he directory; 

I.a 1the DC'F syste , the uset" -' ,y . aa.dle an (object refereace + 

version nu ber) higher level name . Tt\e directory~ however~ vill 

actually c::o.ntain a capability .for each object 1oa.med. rather than simply 

el(t:ra.neous infot'matloo. It 1.s from the object .. s ID. contained within 

t e capability~ that the physical address of the object is deriverl. The 

information about the timeU.ness of the object and any restrictions on 

the usa~e of the ,capability may be abstracted fro tbe cited capab Uty~ 

if the app?"opr late pr lvil,eges for Sl.lch m.anipula·t1ons were granted in the 

capa Uity. Sue · abstract'io11 procedut'es may exist as system utilities 

depao.ding upon policy decisions 

nis is a most pr!ini'tive sche e aoci. optimizations can easily be 

included~ for instance, fo,r objects that are repeatedly t'eferenced ., An 

implementa t :I.on feature migh . in,e.lude tne use of a r • r veJ:"sioo that would 

result ia. t • e o,st rece1rt 'lersion of an object being ref,et"e.nc-ed at eai.ch 

access. Toe point to ~e aide~ hawever, is that the. user shoald not be 

allo,wed to, manipula.t ,e raw timesta111p values; logical mnues should serve 

as an inte;r face co the unique id entlf iers • 
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3,. 2 Toe Mating of Time.stamps 3'11d Capabilities 

Suppose a. user has been gran.ted a capab tlity for an object. 

Despite the identi:ficatioo and authenticatioq of the requesting user 

that prece es the gran iog of the capabiility. the granting user can 

n,ever fully trust the req11esting use.l:'• The controller (granthg user) 

lllia)' ake a mistake or sl •ply decide di.ff erently ( c a.nge of m.11\d ,or 

heart) subsequ.e.11:t to the granting of thie capa:bi lty~ It is for these 

two re sons~ error and fickleQess~ t at t"evocation procedures a111st 

exist. Io the suc.cee.ding aectione. th.e usefulness of times a ps will be 

showa with tespect to the granting of capabili ies: and th.e -revocat:loa of 

c.h.e acces9 tights granted it.hereto. 

First., let us agree upoo -.hen an object first becomes accessible• 

ln, a cap.ability ache e accessibility of aa object co!lles with the 

poa,session of a capability that n.ames the object. Ther s a 

relationship establhbed between the capability and the abject, that of 

na: in.g When ooe caom>t nam.e ao object one canoo,t use t'ne ohj ect ~ and 

if one refers to th,e object with. a dated ot invalid n;iitae, a similar 

fault occurs. 



Re ell 1. io hts disser • atba, desccibes a Typical C:1.pability System 

(TCS) inl wb.1,ch a c:a.p:1bili 1ty for an obj ,ect cootalos 1 

the unique ideotifi,er ({110) of the object, 

tlle type ,of th 1e object.~ 

a se.t of privileges to a.cce s the ,object. 

A c pabiUty lo this system: rill contain additional information. 

In particular~ a ca.pab1lit1 consists of (Figure 3 an.d Figu?"e 4): 

a) the Utile at Which the capability beco11es \ta.lid ol.' 

ef feet l:ve (TCef) , ( tiru. of er,e.a.tioo of the relations · ip 

between the cap.a 1lity and the o ect); 

b) the length of tim.e for W\\ich tbe capability is valid, 

or the time a.t which the it will expire (TCep); 

c) the: object type (if objects aiE'.'e typed); 

d) a set of pr. vlleges that control access to the 

ol:;ject; an:f 

e) the timesta p that se.rves as the unique. identifier 

for he o)ject (OlO) named by th.is capabili.t)T• 

l. Luniewsk1 <L1.mi79> is, currently des.igaing the architecture of an 
object based personal compu.t:er in whic:n cap bilities n,111me obj ecu but do 
no co,tl aiu type ioforiuatiou becau ·e. every object is lllarked. at the ~oet 
basic Le.vel of the s.yste1111, wlth its type 



E~.fectiv e.oess Date 

Expiration Date 

-

Pr ivi l e ges 

Type 
I 

Object Identifier 

F gure 3~ Format of Capabili ies 
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tin.testa.mp: ti e aft:er which the capability 
can be used to access the 
specified object 

tirnestamp: time at which the capability's 
usefulness expires 

priv lege.s 

type: object history type and 
object identifier type 

1 times tamp: unique identifi.er consisting 
o ti e ,of creation of object 

Figure 4: Contents of the Capability Fields 
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Further, at t e implem.ea1tat io.n level, part of the c:apa U i ty wt 11 

coosi_ t of a type bi - to distinguish a f i ed numb et of - achine b-i te as 

comprisiog a cap · ility., Toe s,etting of this bit is n:ler s;iecial 

control. .a :i thereby., forsery of capabilities {tbe creatio of pb.ooy 

capabilities) is imposs:t.ble. 

The Y-alues for tne tilQ8Sta ps th act at"e co•m.pone.nts of a capability 

w:ill be provided by a hatdwat"e ce~istez: that ope.rates as a clock and is 

large enough to ·ever ov>er:f o,w i - tne life of the .system. A time.stamp 

value ma.y be the valu.e of the clock (1) a;t the mo::ne t the object w s 

created, or the tl11e. at whlch (2) the capability becolll:es effective~ or 

(3) th.e capability expires. This reqult•es that t e. precision of t h e 

clock U.St be such ·tha no two operations 1n the machine occuz: at the 

same: mo.nen in time. If oue is dea ing wttb. som.e hy-pocnetical 

ln.here:atly paral 1. 111.achiiui then one 1D.USt furtbat eoosi:rai:a. the 

tb1fastamp f ielda in a ll cap a Uities t:o include not ,only site- Ds for 

uniqueness~ ut processor-IDs as well since all ptoce.ssors in sucb :1 

pairallel 1Uacblne may share the Saine c ock. 

3 2. l Ttte Effe.ctivenea.s Time (D.ate) Co•'llponan.t 

Otdinat ly the geuerat:ton of a c:apabiU.ty would t"ep esent a 

binding o,f a name to an obj ,ec:t. The indini relationship, however~ is 

not so~et~ing tat e~lsts ovec all time . Names, as basic entities, 

exist wi to.out be og tied to aitistiag objects, i e. tbey e:itist in a am.e 
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space It b sug,geste.d the ref ore, t ha.t a capaili l ity can be created fo 

an object before acce.sses to the object are perm.i.tted:-

The DCF capability sc.hecn.e then~ main.ta ins th'.e inf onuatioo { the 

times.tamp) that identifies the moment at 'Which th.e bi -d:b11g of t.h.e 

c:a.pability to the o:iject become9 111SaDle or e.ffective. Any attempt to 

use. che capability for access ng th.a object efore the specified time 

wtll result in aa. el!'.ception or error .• 

J.2~2 The Expic-atioo: Tiiue (Date) Componant 

Ttte motivation for time limits on the usefUclness of a capability. 

that is~ the nee.d to specify an e.l(pi.ra:tion date~ stei?ls mainly from the 

desire to provide fa,r an autogiatic revoc.a.tioo Df access privileges~ nui 

p,rocedure for tevocat on of a capa.bi.H. ty by means of c.apab ility 

ex.pirat i.on is discussed in a. later section. 

betweeo specifying this expiration tie as a ti.me value that w!ll 

eventually be reac.he:d on the. system clock or as a displac.em.eot from the 

time at which tne capability beeo:nes effective 1 is considered here. 
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The question h , should a. capability that is to be ffect:lve for 

iosta. ce. from 9:00a.mi~ to 5:00p ,.m. (09:00 to 17:00) be ,represented by 

(A), or (B)'" 

(A) 

TCef :~ 0900 000 0000 

l'Cep . - 1700 000 0000, 

-~---
_,_, ___ 

~---

TCef =~ 0900 000 00001 

TCep, : .. 0800 000 0000 

--~-
-----
-----

Tne existence of a tuestamp 1n the TCep field tesults in a 

si plificat'1oo of the auth.orizatioo check that is made e ch tim,e a 

capabilU:y is pr,eseoted for access to an object.. the check is made to 

verify that the capability is still!. valid (see Chapter 4) 

crusted systetn. coli!lpoa,ent must check that the capability has no yet 

expire.d 1f a ti estamp value act111.ally ex.ists in the pp opriate fleld 1 



- 14 -

a sllJli>le bi1t co pac:iso(h vtth the ,current clock time (TE • environlllien.t 

displacemeot extsta tn that fleld 

the ar i er atust first add that cUsplace:11ent to the effecti'lteness date 

and t. en proceed with a comparlso -, . A similar argument fot using a time 

,;ra lu eds SI in the process of copyitli a cap3.bility but b:is wil be 

discussed in the ne11:t chapteC'. As an. additional feature any of the 

comi;,onents of the ti:m.esta.m.,p (minutes• hours~ day~ year) may be masked 

out to indicate that they a.C'e of no importance in the autho i~atioo 

checl.(, i e. they may' be co,as1dere~ to be "wild". 

On he other hand. deter -in.at ion o·f the ' ifetime of a capa.bil ity 

e-siica.ble. In a later sec toll 

wt h 

the 

th,e appropriate 

utility of a 

authority~ seem.s 

procedure of the 

fo lowing form will be sho-wn :. when pi,-esented w1 tn a capability that ls 

to expire the procedure automatically ge.oe.rates a sitn:ilar: capability. 

dUfariug f om the first oo. y in its effectiveness aad expiration dates 

Now if the e ptratioa da.te is imple.xient:e.d by spec:Uying the lifetime of 

the capability as in i(B) above, then 'the procedure need oo.ly 111od1fy the 

effect::iveness ate to ~enerat,e the desired capability. oi:- instance,, if 

t:he capa:bility ls ot1.ly u.s,eful for 8 hoars, then the expiration date 

field w-111 coataio (030□ □00 0000). Tnis value will be copied into the 

new c:apab ili t:y i if the pert111enc fields of the i.tllput c.apabiHty a.p?ear 

as in (B,) ~ t -eo the apj:>ropr ia1c:e output shou.ld be (B") in Figure S. 
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0900 121 1978 09'00 122 1978 

1700 121 1978 1700 122 1978 

------ ------

----- __ .,,,., __ 

VRef VRef 

(A) (A') 

0900 121 1976 0900 122 1978 

I 
0800 000 0000 0800 000 0000 

----- -----

--·--·- --·--
-

\TRef VRef 

(B) 

[VRef = version referenceJ 
where the type and privilege fields are cf no concern here. 

Figure 5: The. Represen atioo of · he Expiration Date 
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Alternativ>ely, if a ti1111esta,mp value appeared in the expiration date 

field, as ill (A} • the output capability would be (A'). In tbls 

stance1 t .he senerating ·proc::edure is required to compute the diff,erenc•e 

between tb.e effec:Hv,eness da,te and tbe a piration date ( 700 121 1978 -

0900 12 1978 -a 0800 000 0030) of t e input c:a.pability ,nd d I th.is 

value to the effecrHvem.ess date of tl:ua capability being ~enerated~ t.o, 

yield its expiration date (0900 122 1978 + 0800 OOa 00 • 1700 122 1978), 

This proceduce is indep-en.deuc of 1the policy that is guiding the 

i;eneration ptoced.ure, that is~ f!llihether ca·pabilities a.ce au.tomatical y 

generat~ daily, weekly~ or y~arly ls of no c:oncern. 

In the two scbewes discussed above9 it is til.ecessary ·c:o specify tbe 

effectiveness date of the new capability when the generating procedure 

ls i n'loke:t. l'his last poia.t deserves ,1dditional consideratiOD• We ha"'rle 

not discussed specific procedures Ear generating capah1Uties u.o.der s ch 

po 1 ic ie s • One could imagine a CAP_ IDEITT: lCAL $GE ti (TCe f , capability) 

procedure that perforcned ;the d,esired function. Toe proceduC"~ would 

depend, i o pa.rt~ on the represe.'1t:at1on cbosea for the TCep • bu·t will 

require the effective ess tirrie for the o.,ew capability re~ardless of tb.e 

iener-a ting policy · 

One could take a differ-eat appraach by associating an 1ndividu-a.l 

generation procedure with. any policy th.at coRtrols regu. ar access of 

li ited duration. T'lile procedures ·would examine. that portion of the 

t l m.estamp that is critic.al to the policy aa.d alter th,e particular bi.·ts 
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of coocero F,or il.tll&tance., if a capability is to be .altered daily then 

the pE"ocedure simply increments the day bits by oae ~ to tepresent the 

next calendar day, withoat conceratui itself with the minutes year. 

,etc- 'l'hi.s requires 1Uny g,e:ne.ra.tiug proc,eduTes, i(CAP_D.i\.lLY$GEN('I'Cef, 

CAP_ WEEKLY $GEN (TCef • capability). C P_'lEARLY$GEN (TCef capability) , 

cap,ab · 11t:y) ,etc.) or o•ne more co ,pleJC generating procedure th t 

c-equires the appropriat•e information upon invocation. to iacce ent the 

proper time co _ponent. ,of c:he titu.esc:amp ( minutes 

Nevet'theless:. it is cl,eat th3.t a ti estamp va,lue compllcat,es t e 

auto ·atic generation proc:educ-es. But, since there are no stroag 

arguiiiieots for a disp,lace!llent value to 'be used itl the 

cap,ability 1• ex:plic.it timesta:aip values fo,r the effec.tiveaess date and the 

expiration date ar,e used, or reasons th.at '4il l become ev:ideilt • 

J. 2- 3 Tne 0 ~ j act Identifier Cocaponent 

The OID h the ti a.stamp hat uniquely idenUfies. h object by tile. 

ti e and place of its, ~'irth. The :'.lIO va:11.ue can either be a UID of a 

specific v,ersion, that is I a verston ref,e,tencth or it caa be ao object 

tef,ereoce (th.at is, a refereoce t ,o the obje.ct as a osical ,co:11,cept}. A 

bi · in th type field., the ;reference- type bit• speci.fles whether the OID 

field con.ta.ins an object reference or a version reference. 

_be 010 value could also pcovid.e t.he user with information .s to 

the currency .of the coo.tents (va ue) of the object he -as access t .o ,. 
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Suen an abstraction manipu.la.tion i s privileged I and it us t be g,ranted 

in the capa'.>ilf.t.y. 

Oi:>ject Ty:p Informatioo 

This tbesls bas avoided any discussion of eicteo.ded objects and 

abstira~t au. types . If such is tb.e nature of the world~ the object 

type inform.a ion is needed by the entity pe:rformin.g t. e authot"izati.on 

check to verify the appropriat.-en:ess o,f the action: requested upon 

pr sentation of capability. W"metb r mecha.nis s such ais 

represeata.t ion c:apa.b il i ties domain capab 11 it.ies ., orr sealed cap a ili ties 

< e:ie74> provide for the e:ict1e.11ded object n tuire of the syste is of no 

concern to the au.in topic of th s thesis. 

This system. presents a nelil p,robl,e • owever, ~- at can be resolved~ 

1n so e for- • by use of chis object type f eld. E rlier \lie hypothesized 

a desire. to lways provide access to the la 'te.s 't version of the object 

history; nov ;,,,e need to pnwtd,e the ecbanis1:111 for thls Th.,e pt'obleco, is 

that: at aniy oint. in tbie one does not koolil' the. p,recise identifier fo 

the m.os cun~ent version, ,.e.., r.lha.t is the value of the 01D field The 

ost. u eful informat:ion th t could appear in the cap bility woald be 

tde:ntifl-c:atian of the object history w th which the desi -ed latest 

version is associace~. 

1',tl'.e timestam.p specified as the 010, in such a. capabi ity., vill be 

recobnized as refetr1ng to it.be ob,jecc history (,or ogical conc.ept) by 
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means of the. refe;reoice-type bit: iu the type field. The refe eilce-type 

bit iudicate.s wnetb.etr th,e OID fie d eoatains an ob,ject reference ,or a 

vei:sion ;r.efereace. Wilen th.is bit. is sett 1ndic.at1ng the presence of a 

e>bje•ct reference, the ti astamp may be used to identify the latest 

version,. by w\lat:ever means exis,ts for logically conn,ecting the objects 

in one object history •. Th.a·t is~ the value of the tiCQ.estamp that 

ape>ears in tbe OID field represei.us the ti e at which the. l ,o;ical 

coo.c,ept vas ,coace:l11ed- For all practical purposes, the. con,ceptloo of 

tile logi(:al conc,ept may be considered to be simuL taaeous t.i th the 

creat ioa of the :f 1rst version of the history; ye,t . ~ the obj ec.t header 

which: rep.cesents the object history is a distinct ,o,bje,ct from tbe Hirst 

vereioo of the obje.ct history. 

The. cna:racterization of tlatest "/ecslon 11 may refeT to aoy nuuer of 

objecta h~ough tb.e course of the exhteace of the log,ical concept; the 

object oamed is dynamically changing. To facilitate fur _her accesses of 

the objec _-, a capability for the ost current version ay e created and 

temporarily bouud to, the user's directory for the ·rem.ainder of his wo·rk 

session ,. ArJy further accessing of the o, jecl:: would by1?ass the origit1al 

1. We will asswne a mechanism simUat" to that described 1n <Riee.d78> bJ 
wh.ich toe. relal::ioqsh ps between the versions of one logical con,ce:pt are 
ma.it1'tained. A data sttuc tu.re is maintained at the bo!!1e. of the object. 
consisting of sevei:-al e tries. one of whteb is a poi .ter to che 
representai:.ioa of the value of a plltt1cular version. These structures 
are ttlea threaded together. The entire object is epresented by a 
'obj1ect header 0 that contaics a pointer t.o the list for&ed as above. 
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capability ■ However• th-e ori~inal c:apab Uity m1J.S t 1.nvoked at 
1 

subsequent sessions as the 11 latest''1 version way o.o loog,er be the same 

It should be rea.Ui.ed. however~ that th.e acc:easin.g o the most 

current version of an obj1ect b.isto,ty Is only oae o,f a number of 

ma11:lpu attons thcat ca.a be perfor ed given a capability that c.ootains an 

o ject refel'eoce.. Therefor,e for oo,w we will sililp y s ate t at one of 

1ti:\e privileges hat can be gra ted in. a capability is t at whicb results 

in the eventual access of the most recent version Df a loiical concept. 

The ways in which the obj ,ect reference cat\ be used in an.y pa.rticular 

cap3bility a~e indicated in the privile1es field, 

A discussion of access pri:~ile~es, g,iveu ou.r view of objects. takes 

o~ ew meaning. Since each update of an o'!>ject results in the creation 

of a 'Bew version of the object; i.e. a. new objec't itself, certain 

operatlons o objects oo louge.r :iuke any sense. In effect ., the WRITE 

privilege,, in tile tr:aditionail semse.: to be ab le to read a.o obj ec:'t' s 

value and then 11tite a diffet",ent value 111 its place, no longer e)(i.sts

One ca1J111ot alter the valu-a of an object an.d tefer to it vi.th tb.e sa111.e. 

naale, 111nere (n~me "' o ,jec:t r ,eferen.ce + 'lersion infor · tion). 1'i:t1e state 

l • I 2 
11 ates t 11 version may• of coutse • ch aie during a sa& s ion,, bu.t 

lt is impra~tical, aad perhaps 1.1u.,:lesi1:able from the user- s pof.nt of v1e1' 
too. to keep track of these cha.ages 
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of the object is different and in. the world that has beeo defined in 

this. thesis., tha.t means a new obje,c:.t b.as co1:11.e into, e.xistence; venl' oos 

are 1 ,utable ■ 

Instead of tb.e coo.ve •tional 11wri te 11 an opera ion su.ch as the 

"VERSlO _lEF$DEFiliE (vr • value) 11 oper.atioll described by Ree.d <Ree 78> h,as. 

to be used .. 'Ibis ope:r:at ion takes two argu.aients: the vet"s ion ref ere _ce 

to be defined aa.d the value to ~e associated with th.at refer,eoce.- This 

operation can. be ap?lied oace to :any version 

if a valid version al!.ready exists that :ls 

r,e.ference ideo.ttcal to tbe pata e.ter supplied. 

An error may be signalled 

specified by a version 

However:, thet"e are now a nullbet' of u.e"' privileges that ii.Y be 

collsidered- One ill.ight ask for a summary o :f the object~s state; for the 

t'esults of a su11.tisti,cal operati.o.n applied to tae o'bject, for tbe oumber 

of versions tb:at exist after the versto , specified in the capability~ 

for t.be am-oun of time lapsed be, ween tbe v·ersioa specified in the 

capability a.ud the most 't'eceot versio•n (currency data)• for the. va.lue of 

new tate v riables sucb as the S,everity-of-Cnange (SOC) i .n:H.cator 

<De.No79>. etc. 

I e SOC sp,eci.fies ·the deiree to ~bich. the value. of the object baa, 

c ang,e from the version specified in. the. capability to that of the 

latest ver:si.on,.. Sacl\ inf'orm:ation could be usefu.l in ,detel'. 1n11lg ""eth.er 

t e. latest version :l's really necessary f ,or us,er operations as vell as 

for o,tb.er optiint~ations. The QO e at wtlieh the most cure'.ent ve sion 
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:resides m3y aot be operat.i .ng as pat't of the network -<It the desired time 

of access ; t .h.a time delay suffered upon r:etr1eva of that version may be 

IIQ?'easoaab e io: th,e cu.rre t t~a11sact:i.oa. wile a less recent versioQ may 

l::le usaole~ as lon.8; as it is readily obtainable, etc. 

It was :tlso mentioned,. in the last sectioa. th.at the ti _e of 

cr:e,atto-n of 11:he object. o.eed no longer explicitly appeat in the dit"ecto:ry 

because t ,at information is inhere.mt ln the capability. b.is 

info?:"matio·n. may be abtatned by abstracting the l'Cei and TCep fie ds of 

t e capsbility and tcanslating the info,rmation into a more usable for '• 

Every r.iser nee.d not be per icted thee inform tion on t e. peri,o::l of 

validity. effectiveness and expiration 

capability. 

of a particular 

f tile facilities for abstrac·ttng ioformation from capa ili.ties at"e 

deemed pr 1 vile§Jed • permissio1n for th.ei r use wi.11 have to, he gran.ted in 

the capabllitY• U such infortDat1on can be abstracted by tbe particular 

usei:, lt ~ .y then b stored n t e dit'ectory f ,cu future reference. In 

addition the fact that this infor- tion can b,e exte:acted from. a. 

capability avoids tha ioefficiencies that. wuld arise if,. at. t e 

i:ra ting o .r co ying of a ca.p,ab.ility, an additional piece of infortllation~ 

c.h,e user interpr 1etable dace? were also generat.ed aod pa.ssad along. 

Also~ as deac:ribed in the previous sectioo~ the privileges field 

will indica·te the p2rC111ss1ble !Ull!lpulatio,ns givett the na.tu~e of the 

reference appeuitlg in the 010 Held Given aa o~ject reference. we 
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have discussed the possibility of accessing the tc1ost C"ecent versions of 

obje,ct history~ s; o her manipulations ne,cessitatin~ the object refeten.c ~ 

value will con.tinue to app,ear. In addition 7 tb:e creat .. or of he logical 

concept must ba1'e a fully priv:Uegei::l cap3bility to the obj,ect header (a 

capab 11 ity specif yin:g an object ~efere:nce in ·c e 010 field) so ·that he 

ca.n pe:rf orm any of the manipulations on the o j ect head.er that may have 

been implemented as part of tbe basic echanism, e.g. the c·r-eato may 

des:lr,e a coro.ple·te list of all currently existin3 versions in c::he object 

h.istory. he 1:113:f destroy the entire history, etc• 

3. 3, The. Granting of Access Privileges 

Once a request for a ,ceess to aa object has been favorably decided 

1.1pon tbe.re is yet another illllportao.t decieioa to ~e ma · e. One has the 

opportun.ity ~ 

requesti.ng user~ 

specifying the 

to delay the. 

capability co be pa..esed to the 

eff ectlveness of the priv Ueges being 

granted• Al.sat ooe musit specify a particular· versiom, to .m.ich these 

privileges may be ap;,1 ed; one could, s :i:,ecify 't:h•e vet"sion as the most 

recent .. 

3. 3. 1 Graatiag Capabilities That Are Not Yet Effective 

The fa,cili ties for tb 

reservations or appo.in.tments 

toe DCF pro ectioo uie,chan 111 ■ 

implementation of the concepts of 

for access to o~jects can be provided by 

A c.apa.bilit.y can act as ai ticket for 
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access to an objec at a. f utuce date. This lll.Olllent in the fut.ure 1, at 

which time t e effec.t.iveoeas ,of the capabiU.ty may be tea :tzed, is 

specified. in the TCd field of the capability by a tim.estamp whose "1.atue 

is sreater tne.n th.e. cu.r rent value of tbe system cloc J TE • environment 

tim.e. Toe TCaf bolds the ti e at wb.ich t.he binding b,etween the 

ca.pa 11ity and the oojec:t is valid9 as described earlie•t". Thia scheme 

r •elies. upon t e understandiog that the capability ts defin.ed by a finite 

period throughout which it may be used for valid access to tne named 

object The capability ownecl by the ct"eatoc (of tne log.teal concept) of 

an object is an eKee:ption to th.ls C"ule; the cr,eator"s ca.pabi1.ity has ao 

infio.it,e lifetiC11e:. It ta important to ote 'that the value of t e OID 

field s a vetsioo reference; t.1:te p1.ecise o ject to which. acc:ess is 

authorized exle.u at the c ime the capability !s geaerated ~ 

This scheme is, in so!Jle sense, a schedulins aid as well as a 

feas:lh le sec1.u: ity echantg '• By scheduling access t:o objects oae 

indirect y facilitates a.ccouo.tabili.ty for actions, especially if ,oae 

provides for mutually inclusive acce89 periods. That ls, _ y granting 

cap.abilities tb.at become effective at diffe.11:ent t:b1es 7 one has made 

app,oiotments for the teeipients to acc,e.ss t .b:e desil'ed object at the 

given t irn.e, Of course, there are no g,uarantees made by this mechaats , 

a that sa e time, on the obji ecr:' s integrity and/ or availability. 

Mo e iiDl)Ort.antly, how,e.ver, by specifytng a. £uture time at wh cb the 

capab Uity becolll!es ~ff ect.ive one can niake lCJUUediate decisions on the 
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requests of users to access objec.ts a d g:raat th,ose users privileies 

that may be used for ace.easing the -partieul.ar objects aftet the: 

specified futu:te time. The futut"e access is d,epen.dent on the TCef of 

each tadividual capability. WheR the c:ootrolling eniti.ty decides oo h 

timestamp value for the eHecti.veness date t. is makiag a. decision that 

affects only ooe. uaer • igncn:ing~ fo,r now, ithose to wbolQ this uaer may 

pass the capability 

Unde['lying these applicationBJ is ·the dynamically changing, 

i:ctporta.uce of inforai:ation .; dynamically cban!Jing with the flow of time 

ln.formaticm can be valued by the titD.e of its release i.e. exam aoswers 

are more hig,hly valued by a stu ie:iu if discovered befor,e an exam tather 

tbao. aft.er; knowledge o•f pro,fits ten years ago m.ay be more valuable , fo,:r 

a given appl Lcation + than kn•owtedge o,f last years p·rofi ts; news of a 

m.e r:-ger is are va uable ~ even. in :real do la rs,, before a public 

ao.n.ounc:emen·t is 111:ade (becau.s,e stock. cao. be bou~h 

pre-111.e~ger price)~ etc 

at tl1e lm,er, 

It i.s this app,roa,ch. that ,provid.es one with t:be faci ity for 

auto:?11a:tic gt'at'l.ting procedu11;es for (auto a.tic geueratio,:oi of) sCY-!le class 

of capal>Uities. For instau.ce a set of capabilities that becomes 

1.nvaU,d . t c.be eod of each wrk.log day ay be lavoked by use['S who a1;e 

au,t.hor ized for use of the oaiged esou:r c,es OB a daily basis. Idea 1 y 1 

o.i.e wo,uld t ,eo like a ne"' set of capabiU.t ies to be generated fo,r the 

11 xt working day. T e expiration date of thee~ capab,llities need not be 
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as li'1lit1ng as a day: bank ,rn,fes have control 1,ed hourly acce a while 

payroll pirocessing is only authorized weekly, but there is a regular 

usag,e p.a ttern. 

Tb 6enei:ati,oa of a mew capability depends on t: e user llaving 

already possessed a cape iltty that T;ofas identical itl e.-very way except 

fo,r its effect.iven•e.ss da,t ,e~ llaak tellers should be alloved access to 

acccn1!lit debitirlg and cred.iting procedures on a daily basis and with 

EXECUTE: pr·ivUeges. Yet. t:be bank requires th.at e.ach teller be 

p,rohibited from. access to :th.ese procedut'eS at the end of eac worldng 

day· and on weekends and holidays. (Presumably, a teller will be 

prevented from access to the entire ayste I o~ such days~ by physical 

contt'ols on the bank itself•) Fro:n day· to day, these procedures w-lll 

no•t vary and so the not 1on Chait 1:.hey be des tr:oyed daily wlth nelit 

vecsions su sequently cl"eated and o.e11r1 capabilities granted t.o those 

ve.rsioas. is, not pleas,ing. 

One would. therefore. like a teller's capabiU.ty for accounting 

procedUcres to eitpire at the e:nd of tbe day wt th a new: c::apabU. ity 

gener ted tha.t w 11 not be ef fect1ve u t.11 t e next workia~ d Y• Tb:e 

ccu:rect aind _es1red version of the o~jec.t to ~e accessed eJCists at time 

TE, wil ile tb.e cap ab 111 ty cannot be used ut1t il so::cie f\!lture time~ TCef. 

This sc eme is moat: appropriate when the1;e is no meaningful way to 

j us t.ify the creation of a new version of the object, i.e. ther:e is oo 

state chaag from one versioa to t:b.e next, nor is there a chau~e in the 
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state of soae .system variables !'JUC.h that the older version ow has a. 

different mean ng ot role.. 

]. 3. 2 Gra::itin~ Capabilities for Future O!>jects 

Al1ternatively. access f ,or a time in the fu1t11re caa. b,e graated by 

creating a capability t.lu't identifies a future entity or even (a 

ve ·ir.sion of an object l e4g. t -e final report to be released on a eertaLu 

ate, or the occurrence of a special evea.t the automatic 

de.c.la.sslf 1,cat.lon of go,11etnment documents wic.b, by lawl ar,e t11al11ta toed 
l 

secure fot .forty years after their ,classific. tioR). Access to the 

objec depen,rJs oi:a event that are in. no vay related to the requestor i 

the existence or the elimination of the object t!UlY affect a larger -~:ro,up 

of 11Sers If th.is ap,proa.ch wa.s applied in the example cited a o\!'e, 11::he 

v,ersions of the acc.ouotiQg procedures used on one day would be 

different,. in name, f:rOln those used Oil. Ctl,e ue...:t ,da.y. 'the procedures 

used o a patt.iculai:: day would be destroyed at the end of tb:at d.ay~ \I.1th 

nev versions of the procedulreS ( and n.ew capa.b 11 t ies) generated for he 

next day at that ti _e 

1. Toe de,classif ieati,on of an object 1'.'equlres that certain changes be 
made to the h.ysic:a object :resulting in H en·tirely diffe.re t physical 
representation1 of the same bject. this nelil'· obje.c1t possesses the same 
valu.e as t e origins 1 but the 11 pa.c ailing" is differeti't • e g • a docu:11.en 
no lo11ger bears the words. "to? SECR.ETn., The classification information 
is an integral pa.rt of tbs classified. docu:m,ent and not of the doc.um.eat 
that 1s finally ude availa le to the public •. 
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r is 9C e e aad the one described above a:re similar yet quite 

differe.i.t. ■ Im: boch~ a.t 80J1'! point in time -7-, access to object -a- is 

prol\ibiced but, ac,cess at ti e -l'+t- is kno~ to be possible. In the 

f orme.i:: case~ this is possible because authori.:-at.ion uatil t tme -T+c- is 

iavalid~ 1'he field of the ,capability t a.t is to cot1.tain the 

cap a ility~ s ef f ectivene.ss date. contaius. a future date 

valu,e &reat:er theQ that of the cun:ent system. clock value. In the 

sc'neure etng iqtrodu~ed here~ access 1s pro •ib ted because at. ti.me -T

t e o j ect -o- doee not yet exist• 1. e alth.oagh 1.t can be named it does 
l 

not. exist i.n a p ysica or Logic.al sense~ Grantin~ a capa ility for a 

fa.tu.re version i.s sim.tlat to a;rant1og a capability fo,r the mos~ c.u.rcen~ 

version ■ ln b>oth cases~ the OIO of that version is not knowtl a.t t e 

t1ae its capabtl 1ty is generated. 

Al c pa.bUities granted to a futu:ce vecsion would take effect at 

the sa.me tt e and could~ but need not~ expire at the :same time. Of 

course~ 1f the version was expl"lcitly destl'oyed~ all capabilities to it 

would . eco::ne inef Eec.t l ve simultaneously. For instance 7 o.i.e might 

conside · a sea.son tick.et to the symphony a.s being cor4,posed of a set of 

capabi Hi.es for future objects. as ,given a 

p,uticular perfor an~e~ the o~ject ( the perform& ce) accessible with one 

of t e cap ilities ftom: the set o.o longer exists and !:he.ref ore~ the 

capability is worthless. U an attempt wer,e made to get into th:e 

l. The future e:i1;tstence. of t:ha t ve r'.sJ.on of the object is n:ot in 
question ■ 



89 -

coo.cert hall oa the f ollowlng evenhg it would f ;111. T e mecnauiSlill for 

d,e.te.ctlng; llhen a future obj, ect ls being r ,ef ere need is exhibited in 1th a 

next cbaptet• 

Another otivatioo. for granting access to, o~j:ects that do not yet 

exist is an accountlog one as well as be.ing a better C110del of so e real 

world a.utb.orizat:ion pi:ocedures I'!: it is exp•:!cted that IMtiY ~sers wtl 1 

Clla. e use of an object tnen it may be CllOre ,efficient if access 

authoi:-iza.t1on is de,e ' ded as the tequests are made r:at ec than at t he 

release date~ The. ef Hc:ie ey ls realizable at both the eontcolling user 

a11d tile requ.esting user ends The. contro ler wtl l nc,,t be •C•0ns1.1111@.d wit 

pit'ocessio.g cequ.ests for ca.pabilit.les that q1.1eue up su.bsequent to tile 

creation of h _ 0:1ject. And, the ,co trol e:t may pedorffl. more e1tte.nstve 

cb.eckin procedures oo the requesting ent1tY• Fi,o · the re 1J.esting 

subject~ s perspec:tlve~ e does out have. to :Ielay h:is processing by 

q eueing and waiting for the atriva: of a capability to a newly rel,easad 

o~ject 

). 4 The Revocation of Access Privil,eges 

Aftet an entity bas granted a caps:bility to a subject for access to 

objects in its own domaln,, that e.nt.ity is still faced with the 

possibil 1ty t at a mlatake w-as ma::le or it: at 1 t mig:ht c ange it.s nmiad"' •• 

B.e11ocation of ccess pi-ivileges can 

be fteely copl.Eid. in th,e DCF 'tile proble 

e a proble,a. 

15 fu.rtller 

If capa ilities can 

co!llpl icat:edl. 
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schemes have consl:rain.ed c.apabilit es. to include a 1'copyH bit to 

indicate whether or not they can be f,,eely copied or have forced them. to 

reside in desigo.at,ed c:apabi ·fty-hDld ing segments. Redell <Rede.74> 

e!Ctended the capgbilit:y c.heme to ptovid,e for the access1n~ of target. 

objects via an indirect object that could be independently destroyed~ 

thereby cevoktng access to the. target object Below. the DCF capability 

scheme is sho~.ni to be versatile at revocatio:i. of access pctvileges; 

granted pr ivi eges can be ·r:-evok.ed wt thout knowle . ~e of were in the 

systell!. the capability exists and to Tolhom it was originally graated 

.3. 4.1 Revocation by Expiration 

We nave nypo hesized the existence of objects that are repeatedly 

and regularly u.a.ed ia certai.n environments. This tD3Y be _ictated by the 

opet"at1ttg houi:s of the system.,. e.g 9:00 a •• to 5;00 ;, for usiness 

or ,ani ze t io.ns. Si~i 1 arly~ libracy books may be bore-owed foi: tvo weeks~ 

apa£ tments, m y be reQte.d on yearly ~sis, etc ■ One mtg t like to 

m.odel tl\is control by an automatic nd auto::n.ated revocatio11 procedur-e 

that is r ,ef ert"ed to as re.vocation by .!X.piration. A capab U ity that is 

!Jrante:d to na e a 1C1 abject under t he auspices of suc.h a policy WO.Jld 

require the facilities to specify th.at the relation.ship between th.e nae 

and ch.e o'.:>j ect have a 1 lted lifet.im.e• Ile relationship between ithe 

nime nd t e object ls that 

object. tself. 

lch may expiiee., n.ot the c p:ability nor the 



T is i.s t e motivation for the ex.istence. of the. expiratioo date in 

th.e capability By spec:.i .fy1ng this date at tbe titlie the original 

capabili.ty is generated, one need n.ot worry a o,ut the propaga.tioo of 

th.at capabilit.y nor the accumu.latiou of a Ulul t ltude of wot th less 

capabiliti.es acr,oss the DC!. If a ,c.apability i.s cop led •. the exptration 

date will t"ema.iu the same; any limits on the use of th,e o~ject by the 

ol"tginal rec.ipient of the capa.bi ity will b,e carried: over to those who 

possess copies of .th,e capab Uity. Of course, we are assuming the 

lllaintenaQce of the integrity of the ca:pabillty by ean.s of the tag 

associated with the machine eatity that i:-ep·cesenta the capabillty a d 

that is aot to be tampered wit • 

3. 44 2 Revoc:atio:a. by Elimil'lation 

n the first section it trtas suggested that it be possi le to gran 

access ito a.a object speciEyirtl~ 1the versioo as the most recent version ~f 

t:lle object- Such a c:apa\11::Lc:y w:ould be g,ranted to the m.-ost trusted 

users. lioweve r.-, it see.111.s more destr-able to o,nly granc access to 

particular versions of allow 

revocation of tb.e 

an object~ 

access riJhts 

This would 

specified in the capability by 

elimination of that version of t e o,'bJect fro,m the. sequence o 

that is the obj ,ec:t history. 

objects 

the creator of ao abject w:lll not n.eed, foe a 1 tlm.e, a 

record of all t .he states is 0·bj1eet ha1,11 aissum.e.d c:h£oughou its ihtime ■· 
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Selected ve sion.s wil be eli hated as soon as they a re useleS!:I a ·nd/ or 

obsolete · This "111 result, in effect. in a selective revocation of the 

eff,ectiveness of t ose capabilities that na. e ,the elimina'ted version .as 

i:he obje.ct for which ccess privileges, a·re contained. 

ReV'oca•cioo by eUm.ination also pc-ovide.s inform.at.ion t ,o a user 

concern " g t , e state of l:be object he wisbe.d to access. In the Typical 

Capability Syatelil <Rede74>, i .f a capability is invoked by a user and 

results in an exception then the user is, aware that b.is ri~hts~ ao.d/oc 

the resources b.e y cmanipulace, nave been reduced. Tn:l.s is trtie of the 

c~rre ,t sc a e~ however now if a user invokes a capability for a 

particul r version ani receives an exception be is not at a total loss. 

He could initiate a oe.w request. fos:: t e sa ,e o!Jjec 't, and thereby t"eceive 

a 0.ew capabiH.ty tnat na e.s a different~ aQd p,erh.aps ore te.ee.nt ,, 

version of the object. Tb.,e u.ser ,could be p,rov!ded with some. nform.ation 

about the t"esou.rce he was using; th,e object's va ue b:as been updated and 

he nov possesses access to, a mo,re current !le'L''Sion of the object • 

• lteraatively tbe 13tat11co, of 11::h.e capability may have discovered an 

error on is part~ in granting. a apability to a pa.t't1c11 ar version. He 

iUY create a new ob ect that will have the. same valua and then ,e:lim:lnate 

t.ne 'iferalon By elblinatin~ tne version b.e h.as ma:ie au outstanding, 

capabilities to th.at Yen.ion inefEective; the object they name t10 1-on er 

exists- Subsequent requests for .access to the particular o!lject may be 

graot d c:.o oldei- versions, or m.or-e recent ,, irsions~ or none 
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I.ti! this chapter we have d,eflned a world in which. time ta ps are. 

natu ally associated wltb every object. Usill:g ne1i1ly d ,efined 

c.apabiU.ties. as the basis for a protectioB mech nism we have shown how 

access dec.isioos be event- se •sitive or value-sensitive.. 

Event-s ensitive criteria inc ude those dec:is ·lons t at ate ad,e based 

upon. the appropria te values of the system clock. the effec.tiveness date 

and the: expiration date~ Value-sensitive: crite-rta include those 

,clectsioos that are anade bas,ed upon tb.e ve sion of the object that 1s 

be.ins accessed, i-e . dee is toas based upon ·th.e cur rent v lue of the data 

bein~ accessed,. as described in the precedittg chap,ter • 
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Ch.apter Four 

TiiE MECHAN.IS~S AT ORK 

T e protect.lo,n e.chaois employed i . a p,.rototn,e. node wi 11 be 

described. in ordet" to, aa9ure that the iotra-node protectlon IQ.echanis s 

· ave be.ea adequately considered One c.anoot gu.ai:anit:ee that any 

d.111U:ribu ed faciH.ty WtiU provide pro tee don a.mong its e:n.bets u.nle.s,s 

eacb co po eo.t of the facility can ptoYide its own internal protection~ 

Of cou.rse. it ,could be dec:re,e.d tbat those no,:ies that do, not: meet a 

Illini ~ sp,ecification for internal co trols remain isolaited from solle 

class of users. For tb.e purposes of th.i!l1 thesis; however we vill only 

consider the general ca e i~(h wether or tlOt there exists a 

transpa.re t c. a.ssif1.caittoa of users ls irrelevan • 

This chapter contatns: a discu.ssion of the .al."biter entity that ls 

required to assure tne integrity of capabilities and! that perfo~ s tbe 

approp,rlace autho1!'1Ution check ~en a capabi 1ty ls invoked ■ The 

capabilit.y ~en,eration procedures. are d,eflned as well as a distinction 

between, the creator of the logical concep,t: or o~ject header ao.d t e 

creators of obj,e.ct veirsio s. Also,, the geoeration of capabilities, fol:'. 

access to f11 u:re objects is considered. Tnis chapter proceeds with 
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a close look. at the 111ec an.ias of th.e autnarizatioa ch.ec procedures 

and then concludes with a d.isc u.ss fon of tne copyin.g, of capab tl ities 

nd t e. passing of ca.pa bi lit ie s a Otlg the no:ies in the DCF 

It should be noted. agaia tha.t t e d1sc,etiooaC"y access controls ~y 

ope.rate under t.b.e coostra n:ts of a tc:ansparent noa-discrecionary control 

111echa:11is1D. That non discretionar 'I scheme .IlaY b,e implemented by the 

classification of nodes (users) at the time of their admittance to the 

ne.t--,ork community. Tha entiE"e DCi' will ha\i"e an administration node 

combining cnaracteris Ii: C9, of the Network Information Cent el' tha.t 

euppm:ts the A.'l'lPANET, and the ~etwork Secur:U:y C.enter. 

admioist, ti.on will conttol and screen aetwo,rk e:nbers ,ip ~ev nodes 

w-111 ha,,re to be. includ2d a tile netlilOrk directory a d valid site-IDs 

vll l ha'/e to be es ta:b . i bed for t e '• P'ts' 1:1:ler t 1 t lodll be t:bte 

ad.m.inistl:'.ati.c:m~ s job to provide special classif kat1on for each node 

th.at requires so&ethin other thatl public mem:be.rsllip in. the UCF 

The implementation of the DCF'A is of no concern here. I sit!S.ply 

wish to assume that. there is 3.t least o e sow:-ce of tb.e OS 'I: c:uc-re.Bt 

and accurat.e in.formation on tb.e nod,es n tbe netvo rk~ their acc,ess 

ca.pabilitiee (to othe nodes,), and their sens tf.vity level, if amy. 

The ope'l'.'a.t ing sys t:em at each site Vil provide for the 

tden. ification end a tnenticat.ion of ua,ers, allo'iiil:lg only c.he data base 

manage en.t (sub) !:ifa tem ac:ce.!:u:i: to the data base, and prohibiting any 



a tera.t ion of OB?i.S or ope rat in!J sya tem code. The attem,pt made here is 

n.o,t to UIOdify exis,ting; capability sys,t ,em.s. but rather to· ex.tend the. 

designst, in c,cmjunction ~th the use of t1mesta!Qps, to pro'lide 1Jew and 

e b.aaced functionality fo·t t e us.age of ca.pab111ties ln a distributed 

enrv1ronment . Tn.e changes required of capability !Jeneratiou schemes and 

of procedures uaed for the revocation o·f acces9 privileges r.1ill be 

discussed. 

4.1 The Ar iteT 

It i& assumed that the us,ers a.t each no e t i=ust, at the ver.y leas1t 

one proces.s resident at tbat node- M.1Jt.11ally trusting users may exist at 

any particular a.ode but when one e:xpands the systeut boundaries to 

include t e cocnmunlcat io·ns med iUJI!. one canoo t assume mutua. rust 

overall ■, Toe trusted process in each node~ hence fort referred to as 

the arb:lter, is relied upon to hand e the generation of capabilities, 

the copying of capabilities. and the authorization chec sat each 

invocation. of a capability. 

The at:biter is a highly prl'\l!ileged and procected locus of control 

'Wtlose fu ct ion is to chec:. each user ·~ s re.quest fa .r access and to 1raot 

or deoy access I as a.ppropr late Th:is trusted process wtll be the only 

entity capable of setting t e type ~it o a cap3bllity to dlstingutsh Lt 

from, data objects. Tb.is Cleans that lt is this •tru.sted com?oneo.t of tbe 

node .. s operating system that vill generate. capabilities, that is• it is 
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tbe oaly ?rocess tat can use the clock value (time}, read from the 

local node cloclt, for the OID field of the capability. 

The use of the eicp:ression ''locus of contr,01"1 is very im.-porcant. It 

should be realized that as~ ha,te added (and firill add) functiooality tQ 

tne overal 1 protection _ echanism I ba:ve paid no atte tion i;o lilhere 

e:ca.ctly t .he 1 plementaUon of tbat furictionality will be placed The 

arbiter l!lalni.f,ests a trusted process, that inay actually be imple ented as 

several separate procedures fot' tne generation tbe copyin~., and the 

verification of validity of a capabil tty. 

,. 2 C pa ili y Generation 

If one h.as a. oead for ao o j ect. under the. control of aoothet' usei:· ~ 

an e~plicit request for a capability to the desired object must be 

directed to the controlling ser. e con.trolling w;er may be the 

creator of the object o,r !!! CD.3.Y be- the owner of a capability previously 

iraated by the cr:-eator of the o?>j ect. ln .any case, the controlling ser 

makes whatever checks he de2t11s 3.ppropr late and then ,:iecides whether o,r 

not to authorize access, by means of ,,,ran.ting, a capabi 1ty, to the 

requesting user. 

The examination of the requesting 1.1Selt' will vary in t orou~hness 

d.epen ing 1Jpe>n the value of the obj,ect desired and d!epe din~ 1.1pon the 

de;:itity of the co . trolling u.set'• Th~ c1:eator of the object is more 
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ikely to p-erfa,m an ,e,ctensive 1nvestigat1,oa of the requestin~ user thain 

is aay other pos.sessor of a capability to the obj,ect.. 0a the other 

haati, if the o ,j,ect ~ s security is of little impio,rtance, eveo to the 

c.reatat., b.e may perfo.l'111 a cursory check of the user and then ~:taot 11\i"m a 

capability for the desired object 

Suppose a use.r as been authorized for access to a par1ticular 

object. As. was noted. the user who· has made th.at decision may, 01: ay 

the cre.atoi:~ 1t1 the traditional sense. of the ohject bein1 

accessed.. lte~a:rdless, h.e must make s ,evera dee .is ions affect 1 n~ the 

generation of tb.e capabi ity that will actu.ally be giv,en to the 

requesting, user: can the user access the object oow O!" sometime in the 

fu.tu:ire?., ia what particular \fays iiU;:f t'ne: user access (manipulate) tile 
1. 

object?~ for how long sbo,u d he be able to ·take adv a tage of 't:bese 

rights? l etc Tn.e answers to all of these questions, in effect, 

determine ·tbe degree. of trus,t that 11:he granttng user has foe the 

requestin~ user., 

1. The creator of 
privileges wheceas an 
some subset of the 
capability. 

tile obj ec.t may gt"ant any subset of a.11 po•ss:Lble 
ordinary user can only grant tbe tequea·ting user 
prlvileges he vas previously granted in b. s 
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4.2~1 A Cap -bility Eor t~e Creato of aa Object 

It shou, d be o.ote chat the capability of the creator 1s special in 
l 

that it a.as no exp'lration dace (infinity), and its effectl eness date 

is ideotical to the objec,t id. nt1fier (OI0) ~ as depi,cted in 'Fi1Jure 6. 

F111cther, c::he OID does not consist: of a ti esta- p serving as a v·ersioo 

reference ,u-c ratb.et, it is a value th.at ser,,,es to iden.tify an object 

r'eference. As W'aS dliscussed ear ler. t e o· ject reference. se:rves to 

ide.t!l\tify an entire object history;, its value ts the tim.estam-p that 

re.pl:'esen.ts t e 010:aenc: a 't which the logical concept was conceived. 

The crea.to . ..- of t e logical con.cep•t: should be allowed access to all 

exis t1ng a d .future versioos of tb.e object. Therefore~ by possessing a 

ca.pabi ty c.hat nam:es, the logical concept, and wtth ko,owledg,e. of the 

app:ropr iate pr ocedutes fo :c- mani.pu.latin.~ the inform.a tion =tbout tne object 

h.istory ( deriva'ble from. th,e object header as suggested in tbe previous 

chaptec), the creator bgs access to the entire object history (all. 

ve L's ians • cur tent and future of t ,e lo,gica 1 concept) • Tlte fact that 

the creato~'s capabil ty as at:1 OI0 value tba.c represents an. ohject 

refere·nee indicates t at the capability"s ?rivileges field L"ep,t'esents 

the perC11issible manipulations 011 the object header alld not on a 

partic:'-llat vers i on of t:he object :ltse]Lf. One s1.1c:n manipulation that has 

been iscussed and which may be authorized for ordinary subjects also, 

• · ne tie11.e o,f expiration is represent,ed as infinity (oo) for the 
read2r but, in effect~ it will be 1 iplemented as the lai:-gest possible 
time value representable ia t ,,e TCep, field of a cap.ab lity,. 



- 101 -

' 

TCef : - 1003 005 1979 

TCep ·-.- c;o 

type :- reference-type: 1 

privileges :-
..._ ____ ..,.. __ 

OID :"" !003 005 1979 

where~ 

object refer n~e :~ "~' and t "mestamp of creation :~ 1003 005 1979 
and the privileges field is of no concern here . 

,Figure 6 .: A Creato 's Capability for An Objel"'t 
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is that of obtainin~ the 

o~ ect neader infor~ation-

ost cur:tent version information from the 

&ow tnat we have ::lrawn - distinction betweea the creator of the 

log,ical c ,oncept and the c::reato[' of subsequent versions, of the o1Jijec.t 

tb.a.t the logical com::ept rrep1cesents ~ we 1111.15t co,osideC" the capa ility o,f 

1c:ilis other (version) 1
'
1cteator'1 Mo,st o~vious is the fact that the 

creator of a new version of an object m11st p,ossess a capability 

spe:cifying so1:11.e sort of update pc lvile~e ou an dC"eady existing version 

of an object. Such a. privilege mt~ht provide for access to 'the 

VERSION'_R.EF $~EFINE (vr valu•:!) o~~ratioa :iesc C"ibed in the Lais t chapter 

We may therefore consider ·the cr,eator of a version to actu,;illy be the 

"defin2r 11 of the 11,ersion. 

Ttle execution of the ViRSIO~_RE:.F$DS:FlNE(vr,v 1 lu<?) operation w 11 

need to invo -Ve the ~eneratioo of noth?.:r capabilit:.y for the executing 

entity Trds new capabili 't:.y 1;1tll have. 'tO specify t:he newly created 

\f,e-rsion in the 010 field and the tlme a.t ~ticn tbe 11defin.e" opaC"ation is 
l 

a ? lied in the !Cef (effecc iveness tilll.e) Held- The entity ex:ecutin · 

such n opt?ration should be a . lo~d to ap;;,ly the op.arat1on to each of 

tile t"e::Hll tin versions unless, the cap:1,b1lity is cevoked. e 

1. The sema.n't:tcs of the [Jlech.a[liS!D wacC"ant t e U?datin~ of t e TCef 
value, n 'IJ,eve.r, the information retain,e:i in th!! oE"lgiGal TCef 11alue may 
be useful. That is, the oci~inal TCef value indicates when the subject 
began to mao.ipula 'C:e the objects in the relevant o~ject history This 
!llay s2:rve. in so:ne sense, as an official alibi Cllechanisl:ll. i ••h if a 
ll!la licious act was, co!llmi tted certain siib j ects can prove themselves 
innocent Regardless. maintainini t e oriiinal TCef does nob.arm. 
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reme:mbe1,;e.d that,, by deUni·tion I the VERS:l01~_RBP$D!FlNE (vr, val e) can 

ooly be ap,?li,ed on.ce t.o a.n.y p,attl,cular v,ersion. In es·s en.ce • w:e. must 

proY"lde the same functionality as an ordinaty WR.lTE operation. 

4~2.2 Capability for a F'utuE:'e Object 

Recall also that w may need to gene'['at.e capabilities, th.at re.fer to 

future objects as suggested in tbe p·te:vious cha ter. ln such future 

capabilities• the 010 cannot specify precis.ely tne future version,. since 

the UID o a version t.s, the time of the version's creation, and the 

ex.act o'.lle.nt at which c!t'eati,oa will take place cannot be de.termioed a 

priori- Thus ia a future capab.ility. the lD .field wtl . c ,cm.tain an 

ohjec·t refere:nc,e with the refe:i:eoce-type bit set. Hovever, in tllis 

case , as opposed to the capability held by the creator, or a capabil~ty 

for the mosc: cu:rrent version, the TCef is so:11e time in the uture~ At 

authorizadoo check. time. if the TCef nas ,e,om.e. t:o pass., a.od tbe OID is 

an o~,je.c.t refec:ence~ the future capability is conv,er ed into a 

capabiU.ty f' ,o, the last version creat,ed befo,re the ti:me value in tile 

TCef field-

We have aow made the aut or:lzati:on. check procedure m.ore difficul ·t; 

wh.an it is discovered that tbe OIO field contains an o'::ij ect E:'efereo.ce 

and the TCef fi,eld eootai11s a valid eff,e.ctlven.ess date (.a value smaller 

'than t.he c, .. u,1:ent systecu. clock value)• t e nature of tne _a.pability ls 

still not. fully defined; l) it, may be a. cap,ability that was granted! to 
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a.n o!>j ect that was non-existent at th ti e the. 

genecated • e.g. it is a fu, ure c.a.pabil i ty. or 2) it m.ay b 

cap3b · l 1ty was 

a capability 

that provides access to th,e most current version of the lo~ica1 concept 

Since. the distinction affects. t e manner in whic the two 

cap bili.ties I'll ,y be a:oipulat,ed y the arbiter to arrive at a cap~ ility 

that c!lntaims a p1;ecise version tefet"ence 1 we wilt ssu1J1e tha~ the. 

p t'tinent in.formation ca be fo,und in th~ privileges field. The 

inforttiation as i=:o the character of the c:apabi i y (whetheT 

o jecc is t e ost cu rettt U"ersioa or w-.:1.s a future 

the target 

version} is 

represented by privileges for an.ipulatio:i of. the i vok.ed capability 

Once th.a cap bility has beel.'1 determined to contain a1:1 object reference• 

we. k ow t: t the se. antics of the privileges granted in tne capabiU'tY 

are dtf erent fcom those associated ~1th version references 

The versioll refei:ence that i:es _ lts from the ,autnori:zation check 

ces it:s n a s1Jb tle d ht inct ion be C\leen the two capab 11 ities: Tb.e mos 

cutrent version capability ls one that provides the possessor of the 

cap3.b 'lity "' th access co the ecy a test version after '1:he i e valu~ 

in tll.e TCef fiel s pas.sed. Whe capa.b il i.ty is invoked there is 

only one 111a · estn version owever I tbe p ,ysical version t a.t possesses 

that attribute ch.:1nges d ,epeadin U?Oa wheR t e cap:9ibili.ty Is iav-oked,.. 

Tb:e futu,e cap.a.bi • lty is granted co authorize acces,s to 3 non-exlstent 

version; the version to ~e: acc•essed is that wb: ich was created 

immed.ia·tely before the TCef 11alue- At any point it1 ti e there wi l be 
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only one version tbat can s -1:isfy th,e criterion for access; the 

Sa'tisfa:ctioo o.f th.e criterion :lepeods ,oQ the particulal' v&lue of the 

TCef fie d 

To sununarize~ Figure 7 depic.ts a -,umber of ca.pabilit1es to 

illustrate ·the use of the lt'efe:ranc:e-type bit and the privile!JeS field., 

Capability ,(1) permits ordinary access of the tait'g:et object• capability 

(2) is one th.at !:!light be in the possessiol.l of the c-ceator of the abi ect 

his,t ,oty. capability (3) authorizes delayed aeceH of the tar~et object, 

capab _ • ty (4) grant.a cceas to a fututre version., and capability (5) 

enables a ,ccess of the most curr,ent Yersion. 
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l'Cef 
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!Cep 

ty·pe 

priv 

OID 
I 

::ci: 
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' Gf! I q:1q \ 
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1113 073 

2400 160 

-----

-------

416 058 

- -1 
I ,5; 
' / 

1979 

1979 

1979 

(capability I) 
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ORef ·

VRef :"" 

Assume. IE c 1113 07 3 197 9 
and a target 0bjecL from Figure 2. 
(from Figure 2 we know the logical 
concept (objec · header) was cr,eated 
at 1003 005 1979)) 

1416 058 1979 

A capabi ity for . a 
particular v ,ersion .• 
The capability was generated 
at the current time. 

Figure 7 : Variations o· a Capabili 1:y 
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OID 
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: ;. 1003 005 1979 

( capabil ty 2) 

- 2 00 082 979 

:"" 2400 160 1979 
-

:a --- --
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:- -----

:~ 1416 0S8 1979 

(capa:bilit}' 3) 
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1 

The creator of the 

object hist.ory 11 D11 might 

possess, a~ ·t:he very least~ 

a capabil ty similar to (2) 

for the object header. 

Capability (3) is one which 

delays access to he target 

object. until some fu ure 

time. 'I'Cef. 

F ·gure 7: Varia ions on a Capab lit:y (conti nued) 
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TCef - 0000 1.50 1979 

TCep :"" 2400 160 1979 

type := reference-type: 

priv :~ future/la t est: 

OlD :~ 1003 005, 1979 

(capability 4) 

TCef !• 08 15 035 1979 

TCep . 2400 160 1979 

type ;a reference-type: 

priv :~ fu ure/lat.est: 

01 -- 1003 005 1979 

(capabili.t 5) 
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1 

0 

l 

1 

Capability (4) pro ; des 

access to a - uture version 

of he logical concept 11D''. 

This is indicated by the 

combina tion reference-type~ 1 

and future/latest. p ivilege"" O. 

Capabili y (5) provi des 

access to the most current 

version in the object history. 

This i s indicated by he 

comhinat on reference-type~ l 

and future/latest privilege = l . 

Figure 7: Variations on a Capab i lity (cone uded) 



- l09 -

4 .• 3 Using Capab-11 ities for P£otect ion 

Fia,a.lly > the authorization check procedure, that ls, the procedure 

that is folloved t •o vez:-:lfy tilat the capa ility presented to the arbiter 

is vali · for acc,ess to ·the object,, at die cu.r:rent time TE • environment 

ti. e, ca be d.esctibed. It is initiated by a subject presentin~ a 

cap bility for an o je,ct to the arbiter in anticipation of beini; ~ranted 

access to the object ,. When the capabi ity is exercised, the fo lo'Wiu~ 

functions are pe.;:f,ormed: 

0) t:he type fie d is checked t ,o de terclline whether t.b.e 

OID field coatains a:n object c-efeteoce or a. Y81:'S O:t 

ref ere nee. If the reference-type · i. 1s sec. the OID f eld 

co talcs an obj ec.t ref e.r,ence • How the nat1.u::-e of the 

capa illty mus.t be detet1illin.ed· is it a capability fo·r: the 

latest verslo•n of tb.e object referenced?, is it for a futut'•e 

version of the object? or :Ls it the capa 111ty of the 

creator of th,e object concept and thel!'efore .• just a pointer 

t ,o the object header? This determi atloo can be i:IVl.de by 

examining the. b:lt set asi e in tbe privileges field for the 

possible uoipulatioos of aa. ,object 

object to which the capability 

reference ,. Once the 

refers is deteni.in.ed ( a 

precise version reference ts .a,rived at) the authot1~ation 

check may pro,ceed through the following, steps.. (At th.is 

_i'lll.e~ a capability specHy:lng tb,e 'letslon refere11ce. may be 
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s bsti.tuted for t ,e od~illal capa1 illty for increas,ed 

eff ic: iency? if desired) • If the refec-tuic::e-type bit vas not 

set then the cap3bility conta ns the exact vet"sio reference 

fo,r thee object desired. 

i) the tuie.stamp represent tng the 0!0 is ch~cked _ o 

ass11re: that t e ,object e:itists aod thea a verification of c;he 
l 

ap ent.ry is, made~ 

2) t •I! 1timestaC11.p repr:esentini the effective ,ess date is 

c.hec~ed to assure that the capability is effectiv,e 

3) the times,talllp representing the expiration :iat,e is 

chec::ke to assure tnat the c.apability ·as oot become 

a~solete, 

4) the appropriaten.es .s of the requested action i.s 

checked a3alost the privileges 

S?ec fied in the capability. 

and type: infor ation 

5) t e Dlap entry ls checked for the presence of the 

oi:>j ect in pr lmary m.e:.iD.ory and finally 

i- t 

6) the address ap?ea.rin~ :Ln che ap is used to perform 

t e access tote object. 

cwp refefs to whatever imple.meotacion scheme is chosen to 
arrive at the: pb.ydical addres.g. oi an o!lject from, the o,bject ide!lt1fier 

h.at ap;>ears in the capability presented to the atbiter-
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Any of the ab0ive st.eps. except s.tep 5, ta.aY lead to, an excepcio•n 

f.lhereupon the author.izatioa check will be considered to have resulted in 

n egative espanse to the req est for access.. i.f the obj ec.t is not 

foun1 to, exist in p•rima.ry e11emory. i .t. must be retrieved ·.ro::n the 

supporting, etaory levels. 

4-4 Using Ti estamps for Pr-otectioo: 

· · ,e JranU.n~ or denial of access perrd.H1ou would · e dec i ded by tile 

a biter after a 3-\lay co~parison is made~ 

involved: 

ere: are fouc: clock C.imes 

l) he ,CU.[' t"ent value of t.he node c.loc:k.. or environ ent 

time .. TE, at t ,e instant an authorization check is made, 

2) t e timestat!lp ( time at wieh. the cap9ldlity becomes 

effective) of the cap.a 111ty~ TCef, 

3) toe timesta'lllP specifying the cimi! at wM.c:h the 

capability ,explr,es~ TCep~ ao.d 

") the timesta p, ( time of CiC'eation "' unique :td,e tif ierl 

of the data obj1ect oa ed by the capability, IO. 

The time values representing (2) ~ (3), ·• and ( 4) are actually 

contained in t e c:apabil ity b d by 1!:he person requesting access ,. 
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I e possi ilities for the cn~dering of TCef t TE, a:id IO t the tbne 

(TE) a capablll y ls invoked follow: 

(la) l"E < ICeE < TO 

(lb) rE ,(: ro < TCef 

,( 2) TCef < re: < TO 

(3) r , < TE < 1Cef 

(4a) 'I'Cef < TO < IE 

ro, < TCef < TE (4b) - -
< comes before ,elations hip 

< ::a co~es e.fore 0 si1111.1:1ltaneous Vi.th 

> =- comes after ['elat:1.onship 

> :• c.o es .... after o:i:: s lntul tan eous wtth 

(la), (ib) (,2) ,. and (3) all yle d ne.1ativ responses t ,o the 'request for 

ccess: (la), (lb), and (2) are Ue-tb::al 1 for all intents nd 

p rposes t because tbe obj ec: t that is e . uested does not yet erls 't. ( 3) 

yields a. negat ve ,esult because the capability ll s not yet become 

effectlve (this is 'tr:-11e e>f t e si~uatio,os depicted in ( La) and ( Lb) as 

well)., ccess o the o':>ject ts permitted in (4a) and (4b) 

l'he aoo,ve is sited fcoili t e poior. of view o .f a. user other than the 

cceator of the object TO. creator o the ohjec.t wil alw-:1:y _ ,ave TCef 

TO wJ. th Cep • ao,. 
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After we take. a closer look at the abov,e :relationsnips we notice 

tb.at. there are ocily two possibilit.ies for the relati.onship between. th.e 

effectiveuess d;i.te of 1tbe capability 1(TCef) posg,essed oy the usei:." 

ceqwastlng access to the obje,ct and the tb1.estacnp of ~h~ ob j ect (TO), .• 

Either, (a) TO < TCef, or fb) TCef < TO,. Each of tb.e situations listed 

represents a po,ssible outcome ( result) deter •ioed by the arbiter• at tile 

ti e an au.thol."izatioQ check is ade ,, 

Cases {lb) and (4b), TCef < TO, exhibit a certain determinacy in 

the system 'that can be perceived. by the fact that a. capability was 

q,raot,ed to cce.ss a particular object be.fore the object had even beem 

created ( sc.hedule-d a,c.cess.) • Cai.ses (la) and ( 4a.) • TO < l'Cef. provide us 

with the 'usual'' sequence of events. 

We observ.e that some of the abo,ve are not o :f interest· 

in.stance, at authorization ciecision time~ a capability u:i, .st be effecttve 

when. presented to tne at"biter to qualify foL" access to the abject lf 

the. c:.apability is not effective as of that time, E the dee ts lon i.s 

autom,atic:al ly Relations ips. (la). (lb}, an:! (3) fall ioto the 

above category; if a user does not have. a.o effective capability to 

access an object.~ the autb.orizatiOil check need not proceed ~y 'further 

the result is n~ ative. 
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4 ■ 5 C.opy1 g, Capabilities 

An. entity that possesse.s a capa ,ility is allowed to 111-9.nip:ilat,e it 

in constrained ways as well as being able to access the object n.att1ed 

One of the most i.mporta - t manipu.la1tions on a capability i.s the 

,copyin~ of the capabil ty to yleld two capabilities for accesg c::o the 

bject cited in the or1ginal. In conj unction with copying ooe can also 

r:edu.:.e tbe privileges in a capabiUty by perfor 1n:g the equivalent of 

CAP$. EDUCE(capability.t privileges) where 11 p,ivile~es11 represents a 

subset of the privileges th<lt are o !Je retained from tnose that. 

ap?eaced i the oriiinal capability. 1.e. one can reduce the privileges 

that ap:ieal:'. tnt the copled capability frotll those fo the ori~inal. 

Tne possessor of a capabil ty may nov :iot only copy tbe capability 

els,ewn.ere in his don a ':>ut he can also pass it on to other subj,ects 

without couuuut1icat:l.ng wtt'n the .entity th.at sranted the: 

capability. lri t.h.e typical cap.1.bil tty scheme I t n.e copying of 

capa ilities and theit prop3~ation tn.rou~bout the system ~lthout contcol 

g,reat1y c.o.Jlplicated the revocation pro'J,lem. In the DCF capability 

sche.m.e c e solur.ion is quite straightforward; wea a capabil ty ls 

ce>pled the expiri.tlon t im.e ts limited 1r,y the TCep of tnr.:! or igina t 

cap~ ility. 

Essentially, t~e possessor of a capability can produce another 

capabiU.ty, by copying the first:, that is at most, as poverful as the 

oa.e in. i c.s possession. Ib.e pi:- lv ileges of the copied capability can he 
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te.stricted but they can not be expandedt t e possessor of a cap,abil ty 

does not also possess a ' 1 the powers of ttle Cl."eator:- of the objec·t from 

whom the orisinal ,c:apabi 111:,y was gratited. Therefore.,. by llplJ'lying the 

same rule to th,e ex.pi.ration time 1 we al:'e saying that: it too. in some 

s.e: se, re.presen s ,ai pri11ileged lengt,h of titlle throughout which the 

ca.p~bility is useful,, 

Tis approach.. as well as assurin3 a cevoeation mechanism~ prevent 

t:h,e: propagati,on proble11 from becoming uMa.nageable. and unreasonable~ A 

copied capa'bili•ty will oaly 'be effective for 1, at 11:1ost, the same amount 

of ti e as the original., Re;ardless of Were 1n the DCF 1 t may .finally 

reside~ it is 11 1ted y the TCep. Also., t e possessor of the 

ca.p,abiLlty from. which the copy was genet"ated can use its discretion to 

further lill)it the use of I: -, e. t .arget o~ject and better c:ootrol its 

resou,cces by further ,est:ricting the li'fetime of the capability. 

4. 6 C3pability Pas9lng bong tbe Nodes io the DCP 

lo tbe DCF~ capabilities cao be propagated to unknown subjects 

waking the k.001wledg,e of who the poteo,:t al users of an obje,ct. are ver:y 

difft.cult to obtala, The question of who c:an get to a particu ' ar obj,ect 

is easily attSwei:ed 1n an ACL syste:n- Tb.e te,cbtd.que tha:.t will be used in 

the 'OC:F is the follow n~: CapabUitles thait h ve been ~ranted for acceH 

'Co non.- oca.1 o!:ljects, v .Ul be stored in a specific ai.-ea (seintent) of 'the 

storage syst,e1n. Each IJSer will have ·to '!le. granted a cap bility into 
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tnts segment a.s soon. as they are 1Jraote.d a cap9bility to a non-local 

object More spec.if ically • the user will be ~ tven a capability for the 

part cular entry ln thi.s segment t a.t corresponds to the ap::,t"opriate 

aon local o,bject e pr ivileges io this c-ap bility vil only provide 

for access cf tb.e non-loc:ai_ object oamed im the capability pla.ced in the. 
l 

storage se~.m.en.t. Tbe ma.nip lations on the object are r ,estricted 

acccrtding to the privileges speclfied in the capability appea:rio~ ia the 

t.able. The en ire procedure will maintain tcans pareacy as far as an 

end- user: is c.011.cern.ed. 

Since the user is required to access the non- local o:iject via a 

local ,capability oa:e caa synthesize other 11:1.ses for this tto:1.-local 

capability segt11ent- For instance the aode itself ma.y have beeo iraated 

a '4 long- ter 1
• ,capability fot· a n.on- loca.1 object; the use of th.is 

capabU i ty by the local node users may be control led via these local 

<:ap:a11.bilit1es. Tnereby us rs. ay he prevented firomi uidng remote 

resoucces dur lng chose ho cs when the rates are hi&h .• An even ,uor:e 

subtle ·facUic.y i. s a.chieved 1f t .he 110:ie. was granted a capability that 

al\113fS access.ed the latest versio.El of an object• The. node a.y nov ~rant 

capabilities tbat have a limited lifetime \ini e. maintaining 

capei ility for access to, the mos,t rece.tt version. 

its ova. 

1. f w~ had ,11ot made the as5umption. that the arbiter at each node was 
trusted, tb.is sei ent could contai.Q all non- local cap bi ities in aa 
en.crypte.d form .• 
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In summary, the sc .e e described above achteves two th. n~s: 1) One 

need only search 't'nese particular ar,eas .t eac.n node, rather than all 

stored iaforata.tion in ·the system, to deter lne e;ic:h ustively all 

potential users o,f a ~ivetl object. It is true th.at the. local capability 

e1u1y propagate a.iuoagst otber us,ers at the node, but: one has 1 at least1 

isolated a ~roup of potential users of an o:.ject Almost as import.a 

_a.y be tn,e knowledge that the users t a pa.rticula~ node .::annot ccess 

tn11! object at all, st ,ply becaus.e the capabili y for the object does 11ot 

appear in the oon-local capa ,111ty table. Andi 1 2) it allows the syscaai 

to, keep cabs, on the use o,f non- local objects and dynamically (if 

de.sired) maintain t1lilJl tipl,e coptes- of objects if it ap ears naces sa.ry to, 

maintain tb.e ef f ici,ency ao.d pa.do rmane,e o,f the sys tei:D. ■ This possibility 

of dynamic rec,:11:g,anization is very interesting but it. a so tequires a 

pcofic.ient scheme of update syne.b1mnitation. 

cap,sbility can be passed to anot er node only r:.hrou 'b the trus ~ed 

arbit,ec- . F ·t t:her, it will e assumerl that dat_a i <tems and cap.ability 

items 11111 not e passed in the same illessage. That is, a apability 

must e. passed io a special m.essa.ge; I:: e type field of the essage w-111 

indicate t.hat it is a. capability ra-essa e. Tb.is L'llessa,,e 1s created in 

th trusted process and the receiving s.{de. will tnus be: iev,e tnat it 1s 

ruly a cap bility 11uissage. This• of couc-se. necess itat,es, so e 

echaois,rn that preven·ts t e messa~e from -,dng m.odifi,ed !fflile it iB 

being transferred oetwt!en the two pnysic:al nodes. 

assu d that these m.essa~ sate encrypted. 

~ecifically it is 
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End-to-en:l encry,;tion prov! e a. equate protectlon of 

information tiraatsmttted ovec- computer networks <K~ot76>. The encryption 

process conslsts of traosfoc- in the se~sitive information iut.o another 

form and usin~ th t for transcdssion purposes. An intruder vould be 

un ble to d1n,ermine tne sensitive in.for111!.111.tion unle3s he kno·ws or can 

find tne transfoC"rnatioa <Sha77a>. Essentially, c e inte~r ty of the 

capability must be nu.tntaioed 1re1ardless of lilhere i"n the distributed 

envirot1me t it com.es, to, reside, 

Io this c ptet we ave ill.Ore closely examicaed the semantics of the 

protection mec: a. isms defined in Chapte 3- The critical istinction, 

resul 1C. ln~ frol!\ the new approach to object. mana.~ement 1 be 't:1ee:a the 

creators of object istoC"ies and the creators ot object versions ~ s 

discussedt. A discussion of the gene:ratloo of c:apab 1.c.ies for the 

creators of the: object history was included as wall as a discussion of 

tbe en•erac.i.on of capabilities for future o!:>jec.t~h 

Su sequent y a summary of the capabilities that may exist for: 

access to o~jects 1n an o~ject tstory ~as prese ted followed by an 

analysis of the au.tlloriz-a tion. c.heck ptoc:educ-es ani the er te-r i,1 u ed. n 

makiog 'Che a,ccompanyln:g decisions. Finally~ the procedutes for toe 

copying, of capabilities and the passing of capabilities in t e 

distributed system W"ere riefly exaill.ioed. 
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Cnaptei= Five. 

Summary 

We have ,con.sidered. a. soiall portio.o. of it.he yriad of ls sues th at 

a,ise in i.nvestigatin1 the proble s of providing protection tn computer 

syscems la this tt'lesis prot.ectlon mechanis s were desi~ned fo,r a 

dist db,u _ ed computing faci 1 y Tnis fa.cili ty ideally would e-it lst a.s a. 

syste that s distributed oth physically and l ,ogical ly buJ: ,. ost 

i!Qportantly a s,ystem. that invol'les ma.ay differea't kinds o,f users a 

ap?llcations that rely upooi very large and dive:r.s ,e data ba5es. 

One caatio,t mak.e ancy assumptioas ·bout the applications foe which 

the sys.tem iaay be used uot' about those wo wi · l ,nake use of the syst.e s 

facilities. Toe users cannot be expected to coopei:ate nor will a sbtple 

class.ifteation scheme for mkto.g authorization ::llecisions be applicable 

to 3 la, e body of users And• j ·us t as, u.s,ers cannot be ex pee ted to 

coope:r:ate th nodes of the DCF cannot e eK.pected to cooperate·; auto o y 

o .f all 11odes mus,t be maintained The require ents o,f suc::b a distirtbu ed 

.system make tb.e ditect a.ppl '.Lcat:l.on of know techniques icnpossib le;. 

techniques tha1t s•LJccessfully pt'o•vide ptot.ection in centralize systems 

have to ~e IIlOdifi,ed to opet'ate u a distrlbuted ,eov1ton ent. 

An examination at tne nature of th protection problem 1 

centralized com-put.er systems was necessary o direct t e thesis o those 



p,ro~leais that ate the CllOSt critical and that beco111e even mote important 

in the distributed environment ,. Tn.e environment of distributed 

co!Qputer facility 

character1s ti,c:s 7 data 

require,d 

base 

exa'lllil1.a't1on o 

systems, and 

operating 

computer 

syste::11 

network 

lntercon.nection. Ao attempt was made to highlight those aspects of the 

solutions to he p~otection problems tat. have been applied to these 

eleinents indi.11idually ln ordei· to identify any techniques chat could be 

,easily erie.d i11to a mechanism Eot ·the DCF. It: wais coosi ered crucial 

that the cho,sen ap?r 1oacb ead to a m.echanlsrn. that is un et"s tanda le and 

ju.stif able. A considerati,cm ,o-f data base issues lent insi~ht into 

access decisions t~a~ ig,ht be eveat .... sensitive, value-sensitive~ or 

Tne proposed ntec.hanisins are a · ed most directly t 

handling criteria tilat ca1C1 be characterized as event or \falue sensitive~ 

Havi~ looked a.t Solle of the inte:i:estin features of each of the 

c:omponen;cs, ttle capability scheme was c osen as, the a.p?roacb vi th the 

i!lOSt potential for an intet"est1Bg and ve1;satile solu,tion to the 

protect on proble sin the DCF, The solution to the protection problems 

WdS sou;ht in a votld defined by a mew approac to the handling of 

objects in tbe system This approach ad een evelope I by Reed as a 

me.'.lns for illlplemen't ng ato.nic actians in distributed syste s <Reed71b. 

R~ed~ s descript.i.on of an object as a sequ.ence of illmlut.able versions, that. 

cepre.se.tlt t:he state of the object over ti e prov·tded the fl,e>::ibility co 

define a t."Orld in wtliC , tb:i:estaraps were naturally associated with every 

object in the syat:em The new perc.eptio , of the world was fully 
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des,cribed and then the :result ln~ eff'ects on the typical capability 

system ,.,-ere investigated 

We discovered that capabilities need not become lmm:edis:tely 

effective upon tlleir generatio.n, Futthe.r, it v.is not necessary for the 

object to which access was eing authot1zed to ex1st at the time tne 

capability r.rn.s genera.ted. 'l'b.e integ.ratioo o.f til!llestamps, capabilities 

andl the new world of o,bj ects resulted in. mechaohms tna t are unique in 

their versatility aod flexibility. In additi.o!l the mecha.11ism provides 

a:n e.legant soluti,on to tb.e revocation proble1Jh Despite the distributed 

nature of the DCF, the revocatioa of access prlvt · ege.s and che control 

of propagation do not c-eqldre further ex:tens on of the basi.c OCF 

capability mechanism 

Tn.e. thesis includ,es a detailed consideration of the 1.1echanis.ms for 

certain of the. featut"es deftn.ed A subtle distinctioo. between the 

creator o,£ an object• in the traditiot1.al sense I and tne uu.?dater" of the 

objec't 1s rec::o5nized aad the attendant imp1lications on the mechanism are 

hi~hlighted. The di.stinction bet~een vers oos of an object nd che 

logical co,n.cep ·t with which all versions a.re assaciated is cruc::ial to 

p,ro'lliding for cap.3:bilities to future ,objects, foe- cap3.b .il t:Les to the 

C11ost cu.rren.t. ve.·~slons • aod for capabilities for tbe creators of objects 

Fioa.Uyy the passing of capabilities amon~ the nodes ia the DCF is 

briefly e~ mined to assure hat the integrity of the capability ~ill e 
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maintained resardless of the nature of the. envirorunent in wtrlch t.t 

exist ■ 

ust 

The su:gges ted :c.echanisins I of c<:11.n::se~ a.re noc without their 

problem&• [t{ost obvious is c.he larg,e size of the capabilities as defined 

in. the DCF. Three of the five fields of a capability require tim.estamp 

lfalues tnat need to be accurate. to the degree chat every operation and 

entity in: the system is .niquely identifi.a.ble tilrouih Cim:e. As the 

me:chan.tsins stand I tb.ey are. cleat: y too inefficient to h used for 

a1.1tno.riaa tion che.cka on every m.emary access. After further examinat io,n 

and eva lu tio:i. ~ the m.echanism.s may· prove to be most use.fu.1 fo,r 

inte r-do01a ill accesses~ Tolhere the do,caains correspond to 

subs,yscems such as the guardians described in <LCS_78>. 

logical 

A more 

efficient fotl!l of c:apability~ used priC11.ari1y as procection a~a.tnst 

errors~ ca!l b E:! employed interaally wi th.ln thes,e do ins 

Tb.is crittc.iscm also ::aanif.asts another instance of the object 

g,l:'an1.1lad. r:.y p.tob em; in ~eneral ~ the. DCP capabili~ies wlll not pcotee t 

data items of the size. o-f individu..tl 1nt:e1ets but rather higher-level 

data base o~jects, for insta.U\ce~ However. this cnay lead to ce.cursively 

rn.ot"e complex probleiD:S, i~e. if a high.et-level data basec object consists 

of a nu:nbe!I:' of c:ompcrnen:ts all of which call be llpdated in:dependently of 

the ot. ers then how ts access decided if the c.ri terion tJ.Se:d for the 

partkulat' highec--level o~ject is vecsion dependent? 
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Toe oC:hei: critical roblein with the current design is th 1e 

assumption thait the syste clocks at each of the DCF nodes are 

guaranteed against subirersion, 1.e.. the elodc. can.not be set forward OT 

back Toe occurrea.ce of sucb an a:ct would render neffectlve t e entir,e. 

CJJ.~ch.a.nism . n wllich th.e access criteiria are tf. ·e: value dependent. 

Ftn8llly, \le must consi.der a few ideas that arose perip era to the 

pt'lmary esigo :notivat.ion but that may staod on theii:- own as feasible 

research areas~ For inataace~ the us,e. of capabilities t at become 

effective at so:ne future date and that 'Will be effectlve for only a 

limited tiae interval pr,wides a :reasonab e scheme for resource 

scbedultn.g,, Dile could coQceive of systems that ope . ated u der a policy 

of resou.tce res,ervations and which ~uarant.eed the p:i.rticulat' resource or 

servi.ce. bu · on. y up to the expt:ra.tion date. 

Also t e existence and usef1Jlness of t . e remote capabi ity segment 

sno·uld. be furtber in.vestigated ■ n defining such an o:,ject we, ia 

effect., graoted capa ,ilit:l.es to a different type of su ject. i ,■ e ■ w~ 

icanted t e capability for the non-local o!>ject to a node atber thao to 

a11 individual user or ptogram entity Fur:ther 1 he re~ote capability 

segme t imposed an additional level of indirection t rou3 which access 

of the target object mus,t progress. It is not clear that this is t e 

m.os t app,ropr late rn.eans of and.1 ing capabi l l ties across seve r'al no:iles nor 

is 1t c ear that the propo,sed ecn.1.nis was explo ted to the fu , lest~ 

i e. a !llleaos by wbl.ch a subject caQ cilo certain operations ft:om only 
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certai specific 110,ies caay be. desirable aod ~y be feaslble. via use of 

the recoote capability s~ ment. 

This thesis essentially provid.es a consideration of the issues 

raised fl desig,ning protectio mechanisms for operation in a. diverse ao.d 

dis r ibu r:ed e vi:r,onment •. Toe ingredients used in the design had all 

been 111divid1,1ally employed b1. a m1mher of solutions co a variety of 

other prob e s that aris9. 1n designing discributed sysce1J1s ,. The 

contt ibution of tbis thesis is 1a 'Utilizing t em in solving the problems 

of protection, W'n~ll combined to form a unified approach. to the 

protect ton pcob Lem~ the suu:i total of all tne elemlimts yielded a 

protection mecilaaism that may reasonably support a tliyriad of s •ecurity 

policies in a distributed computer facility. 
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