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Ab trac 

Tlf Lhe i en on mnc that ~ des top p rsonal oompmer can upport an emcient internet 
remote login impln mation with the ·ame protocols u ed y larg mainframes. It 
describes a project in , hich th T lnet remote login prmocol. along , ith the upponing 
Transmission Control Protocol and Internet Protocol ·ere implcmemcd on an 1B 
Personal Computer. The Ulilit,· of the implcmen1.a1ion d p nded heavily on the software 
speed . . ' rat gics discu . ed to in ure quick perfonnance includ d tailoring pmtoco! to their 
Clienis n,eeds, sharing the overhead of asynchronous action .. :md sharing data. A natural 
order in which to process lhe protocol da a was identified. and two comro1 structures were 
presented that allowed he pmcocaI module Lo run in lhi order. One of the oontro[ 
structure used procedure and processes, while Lhe oC:her used procedures alone. 

A full scale protocol was succe . fiJIIy placed in the personal computer. With some foreign 
hosts. the ·mpJememation echoed characters in less than a quaner of a second. and 
processed a scrcenful ofdar.a in less than three econds. The protocol sortware overhead was 
ne er the dominating perform nee bmdeneck.. TI1e serial iine. imerfoce limited the character 
choing perfonnanc hile the speed with , hich I.he processor could openne its display 

limited lhe proce sing speed o . large amounts of data. emory size was nol a significant 
constraint 

KeJ'words: internet remote login, personal computer. asy ·· chrony tasking 
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Clr1ptcr One 

In troduc ti on 

Personal con-1puters. arc 1.hc. mo t rec nt outgrm th of the l1·1rd-.vme revolution to illlr.:ict I.he 

aucmion or the ·public. TI1cir mus , mark . l floten ti~I allm, manu fact 1rcr to provi e them 

al rcklli\cly low co ts. yet th y remain ·ignHicant sourc s of compmational pm r with a 

range of application much wid r than •id o g· mes or impl mat.hcrn:uica! ·· tku l.ition . A 

goal of the Computer ;-stems ::ind Communications Group! J ,l the 1. .T. Laboratory for 

Computer cicnce i to h w Lh r 'U h machines .ire powerfu l enough lO x, lo,i the 

.1dvamages of ne \ ork conn mnic. tion in way that ~ ere previou ly r s rved or much 

larger macl1ines. This the is deal \ ith a ubset of thi problem. imp,lcmenLing inlernel 

rcrnote login on a desktop personal computcr.1 R mm login promco] allo a user on 

one com put r to log on to nnmh r mpuler \'}a a n t11 ork.. Th y provide a fadli1.y for 

comrnunic::ilion that i much mor :1.ibl than diPctly, iring at rminal to omputer. ye 

i many times faster th, n '· l.·onneCLion a ross JOO or 1100 baud commcr, ial telephone lines .. 

Wilh approp1 iatc. nl!l work w1 11 ' ·tirn . ;:,1 cnmpull!r c:. n be ac ·c · d by u ·er· nation\\ ide 

wiLh data tran r rat measured in kiiobits or megabits" TI1e primary disnd\rant.age to 

internet, ork communication i equi mem cost. but as har \ ~re prices have been foJling, 

thi barrier k1s b n cmmhling. 

Compared ~ ·rh the machines on \ hich remote login protocols usual! run, personal 

compULe.rs ha e smaller memories, narrower data · th • and slower processor speeds. 

ffidenL design is necessar;· if protocols on personal tompmcrs are to ha e acceptable 

pcrform.mce. In lhe d sign d scribed b thi paper. r as of pecial cffic'enc mphasis 

include copy minimization. data haring. buffering str;.ilcgi s. asynchron/ minimization and 

1 
K.nl \ rfo.hL. 1n a compa11ion p;1per [.:..]. wrrne :.ibout a dif.er nL sL•~l of llle problem of using personal 

c11rnpu Lcn; for nt:L'> urk cumnu.irii :ition, name! • . nnplem(nlmg a li le Lrm ~kr program un a p~r:,onul computer, 

8 



\ 1i1iLinJ?. tai!ur d b,ycr implcmrnta1ions to I ctt rm Cl Lh 11 J · of dicnL ktycr . An area of 

art t<:UIM onccrn i: th~ m crhcad l r llc~ling with .l!·yn b ronom, \'en~- Thi · p:i er propose 

~1 naLU ral order in 11 hkh to pni-·e · uata gcr:wr..itc-d by asynthronou ven ·. rnH] pr . cnts a 

,comrol tructure whicli cflicie llly and modularly f oHows this order. 

·nis thesis how Lhat a de ktop personal c.'Ompmcr c. n "ll pport an c~ 1dcnt inlcmct remme 

?ogin implcmcnt~mon \ llh th same protocols 1ised hy 1-irg main frnmc .. IL describes an 

hnnlcmenratio1 of the dneL TCP ~ nd ]n tcrnct Prcitocl'>l · on rm 1B 1 Pc n,i l' Computer 

which allm data 10 i tran fi ncd at rat in ext: of - 00 bits per second. 

The cln L TCP ::md lnlcmct Pr tocol the m Pcrsninl Compu er. and the o her 

h.ird\ arc and so Lwar \,hi 11 ·upporr Lh rernoti..: login protoco] arl! d · 1ibcd in th next 

chapt r. .llapt rs 111 imd I de crib way to make th prOLocol irnplcmet 1ations emcient 

Tailoring lar rs Lo rnecl the m:ed · f th ir clients. h rl n_ lhc O\" rl1 ~1d l ) asynchronous 

acLion . • md sh. ring data ·ire th u jecLS of Ch..ipter 111. ChapLer L V <li cu ·s s control 

trucmre. The nmion or 3: nawral order of d.11a pmcc sing i de eloped . • 111d two methods 

for achi ving it are presented. rmplcmenlmion details ar 1he subjccL o Chaplcr . . cs.ting 

and proto . I . \'·1lualion arc di ·cu cd in Chapter VI. w hilc the lin: I chapter unrn ., 1iLcs the 

r ·:.nil s a11d pri:scn uggc tit 11 · rur improving ti c implcm~111.i tiun aml .m:·1s lor furthi:r 

research. 

LI D fin it i n uf Term 

number o Lcrms need to b de med before proceeding, If A and ll re pro e u -e , they 

arc 1n the sam thre,ad of control if th ir local variabl are on the program stack at the same 

timt::. Anmher way of rh rasing thL i that A and B hare a h read of comrol if eflher A or n. 
call Lhc mh r or call some other program which rnlls the mher. A p.mc:ess. ror the purposes 

o, this paper. i a program in e.,ecution. (The rcmme log.in prom ·o! de ·cribcd herein 

required Lhree processes: one m proce · iriforrn:ition typed by Lhe u er .. one to proce s 

information rom lh network. and on to s nd packets.) Processc. do not hav separnte 

address spac pro<:-css i blocked when it is not " Xe uling. :md , h n it will n \'Cr execute 



unlcs some p cific (awakening) a(;tion is 1ak ·n. . procc. s i awal,e \ hen it i nm xecuting 

1ul when it \ ill ec:rn m me pom in Lhc foLur , itlrntu any .iddi lirnrnl action being 

Laken. A nmning pro ·css ls a pr in xecution. St:hed.11ling n, an tic ·iding \ hich 

pmcc s to run nexL 

h!ten-11pt drire11 code runs in respon e to an intermpt. and preempt tlie code that is 

currenll~• e ccming. Il tores Lhc omcnts of Lhe reg1 ters in m n:u ry. and sets up a ne, 

tack on top of the old tack. It also turn 0Jfi1ncrrupls. i.e .. il prevents he microprocessor 

from. preen pLing it ir an imcrrupt occurs wl1il il i rn1rning. When the int rrupt driven 

code is done. it turns intermpts b,1c.:k on. re LOre th l ck and Lhe regi ters, and allows the 

program thm ~ as running berore i1 LO continue exe-culion. 

fa second imerrupt occurs whik code i running in respon to a llrst interrupt the second 

wrn nm be proc ed un ail rh lirst" (."Ode has fini hed. The C\' m ahal cat1 e rhe econd 

interrupt can b . ]os1 if the lifetime of the event i sh oner thJn the lime 1:.akcn by the code 

b., L proce ·cs t.he 1rst interrupt. In practice. interrupt drfren od took le ime than lhe 

lifetime of most , vents. o very ew events , er to t in lhis way. 
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Cha11ter 'I wo 

o ftwarc a ntJ Ha rd w ·1 re Cho ices 

·1 ,e C\ idcm.:c Lhm I crsnnal c rnpwcr can clli ·icnlly sup ort intern t mole login was 

b11·1t om or paniu. la r sort, arc • nd hardw.1rc, · hi Ct:'lion describe, Lile reasons for 

·hoo i11 0 the paniculars . 

.:. I The Prnto ol . 

Th rcmotl! log.in I rotoc-ol dms 'll for the dem n ·tr.uian de rib d by this the i , as Telnet. 

the DOD wndard rcmme log·n prmo ol. Sl1pponing it were· the DOD t:mdard 

Tran mi "ion Control Pro~ocol and Int met Pro ocoL TI1 se . -rotocols were becoming 

widc1y imp I me med on Lhe various local n 1w rks to , ·hich th per on: l computers were 

:m·1 he . The) "I ould a[ o allO\\ the personal computers lo nd packcls n,lliom ide via the 

ARPA ET. 

l. [ .J Tbe Internet Proto ol 

The nternet Protocol [3j provides a level of tandardizalion tl at aUow long istance data 

t·unm1u11ic~uio11 · a ·ross nrnistam.hrdi cd local nclwork. conn 'tlcd b ,..ah:w:.iy . lt i 

designed for uansfcrring blocks o dm::i aero p:1d: t \"- itched networks. o each b!ock of 

data. Lh Intern t Protocol a els he der thaL emu, in infonnmion allowing gateways to 

appr-oprialely send the packet a ro lhe local network. lmemet d nm pro\'ide reliable 

mm mission foci Ii Ly. I drops pa k it cann t n proprhLcl process, 

Themot impon..1.11t function of the Im met layer is Jddrc ing. ach source or d stination 

is a host .. id mit1ed by n fix d I ngth add res . J th destimnlon of a pack t is a host on the 

local network 10 whicl1 a gate, ay is au.:i:ched. i1t s nd the par ' t to lhe Im ·L Otherwise it 

forwa ru · the pack l lo ·1 gaLcway lo er to th u ltimm d Lination. {Th,... mech.m i m , h ich 

g,1Lcw.i. s use o decid whcr to Ion ard .i ac:kcl i. b yond lhc fll: uf thi paper. 
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·111c I 11t~mct head r also ·, rri · · in rormation to alltrn ~ ·1t '\\ a~ to adjust lh aramcte or 
he loi.:.il nctwnr · LO he , transmi[ a pat: L Intern t :illnw tl1c $'ml r lo rate the 

imponnnc of a packet c..1n ::i scale or unc m ~ig.ht. It ahl allO\\ the scn,d r to p cir,· if the 

pack L require Im ctcl.ir. high hroughpul. or hish rcliabilit:. 

pJrtkularlj import nt pmame1 r of~• local ncl\\ ork i:s the maximum packet size (hat it 

c.111 Iran ·mlt. lint met prcwid" a fo iH[y where p,i ·kctt can I broken into mall r units 

<.:alkd fragment,;; and ca s mhl d at th ir uhimmc Jc tination . .Encb fragment is marked as 

·u ·ti and assl;ncd · n ID ri llll ber ·t, rt ing with 0. Th I.Isl rr.igmem b ach.litional y mark d. 

Internet proridc. a time-to~li ·e ficl Lo pr"vetu. mi~rout d r..i.c ts from being ron arded 

rorc er. and a hc~1dcr ·he k ·um m in urc that th~ in rmmation in l11c l n tern cl he::ld r is 

correctly tran ·mitt d. 0 tinnai Internet co, trot lidd · allow ho 'lo send Limestamps • 

. e1:urity information and pedal mu ing infom1,nio11. lmcmet all I multipl x p kcts 

among various ·licnt layers. 

lmcmc1 doc not provid, ror data error hccking. re r::insmi ion of lost data. or now 

c mrol. Th ·e fun tion .. ar ·1 urned to b pan of l1i~hcr I vel promc:ols. Ad itional y 

lntemcl m,tkl:5 no gunrnntec of1hc order in,\ !1kh it a -sc: ! :tckcts 10 hs Hem .• md. e;1.cept 

lbr rmgmems. a ·mnc that c,1 11 p:i ·kt.: i • p·· rate from all thers. 

2.1._ The Tnm. mission Con ml Prntorol 

The Trnnsmi. ·ion Contml Protoc.."01 [ ]. bcncr known us TCP. makes us of lh unr Uab[e 

Internet Prmocol to provide relhble internet, ork communirntions. etween pairs of 

proccs.ses. It prn\'id an error rree. orrcctiy ord red. and bidirecllonnl (full dupl x) 

Lrnn mi ·sion of slrcam of da:m. 

T in urc reliably order d uat:, . ach process nssigns a s qu n e number m tbc firs b}'te or 

clal in the slream that il i sending.. Procc~· . refer lo a h succeeding bylc of data by the 

"Ltccccding sequence numb r (modulo 2 ). Th rec iving pro css ackn \ I "d~ es data it 

n.:cci ~•e by re Lu ming an acknowledgment number which is ju~t th · -qucnc nurnber o · he 
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ll '\ l b~ le tlmL it i .\J)Ct:l ing to r ·c:ci \ . \ hen th 

c1cknm,kdgmcm munbcr. it a. ·m11 • Lh<tl Lhe H.'.l·ci ving prm: h;:is corrcclly ri.!ccived ;:ill 

pr. viotJS b) 1 s. Tile ender r mm mits an: uat;.1 nrn I o iti vcl~ cknuwlcdg din. reasonable 

p riod of Lime. Th ·cq ucm.:e n um bt: ~- ,vhcn com ined "itft a CP tcnglh field and a 

check um 011 he rep hi.;;i r :rnd j t.i. in urc r, liably or r d. crmr-frce dnla d llvery. 

TCP abo :-illm1r, each hosL lo lime muhip1e pr cc and ch 11n:}C s lo ha e multiple 

mnncction . Wh n a prnce s wishc to open a 01111 ction. ii .i ks the hust for a ho l unique 

connec ion ID. alled a prn1 numb r. The proc · c:oncm nate · thi ID \\iLh Lh" ho t's 

lmcm l adtlrcs to form a socket number. TI, sock t numbe1 or two comrnu11k ting 

· uniquely pccify a connection. 111 Cr ·peci!kation reserve certain port 

nurnb rs. In panic l"r. it reserve on _3 for h _ T Incl s rver proce s. 

T P J rovide · flov, cumrot by I a ing • proces· .;;pcc·fy window offh num er of bytes of 

d. ta Lhal il i prepared Lo rccci c. TI1i d -!in the ma.xinrnm number or bytes of data (hat 

the nder may normally ha\'e ou t~ndin:;,. i. .• nt but not acknowled ed. The window 

ize al o impli th::il tJ1c receiver can tor and reorder any data in the· \ fodaw arriving out 

of sequ 11cc. Out·of- equcw:e dat· refer lO 1l1e iurnLion where ·t r ccrving process ge1s the 

lat a bj'lC wilh thl! scquton munht.:r .:un 1 bcliJrc iL n.:c h · l h JaL,1 I ylc \\'ilh s q uence 

number 2000. Be au · TCP promi· e its 11cm r li.ibl} ord red . tr ,m of data. it must 

buffer d La byte ~00 umil it receives b~ e 2000. nt which poim it m:iy pass bolh byte to lhe 

client 

TCP generall)l d terminc· the best time to end data by ilS own volition. However. it 

provi:d a push function through whi h the ap licaaion la. er may tell it m send data 

immediately. TCP also provides an argenr un Lion through " ·hich Lile applications :.ll)'er 

cau . CP lo et an urg.ent poimcr lO the dm·1. Tl1e urgcna t 1>intcr pecifk:· the location of 

lh urgcm data ·nth lip orni11g dat, str~· m so that the foreign· CP can pr ss 111 urgent 

data quickly. 
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!.1.3 The rein t Protocol 

·1 he Telnet Prmocol [SJ pro\'idcs a bhiircctimml. i.:iglu·bil~byLc oricmcd re-mote login 

ra ·iliLy by pecirying a 1ietwork I·irtual h!rmimJi ( • VT) thrm1~h ,,·hich t · rmina[·ori n d 

pmc.:cs cs corn rmm icmc. T c'I net a I. o p rm ides a rnech an ism \\here by p rocc · · can n cc.otiate 

op[ion diff, rc11t from hn:e prm id - ~ VT. T !net u ~s TCP o u·.uunil a ucam of 

h} Les whkh consisL of S SCI I characu:1 whh in Le perscd T ·lnct ·nmrnJnu . 

rhc n work vinu,il terminal uses ,. Cl I code·. Tl1c lo(:al l "rrninal i re · on i le for 

echoing. , VT i s ntlally a half duple. d vice operJting in line hu rrcrcd mode. U 

11om1aUy lran mi characters a Un at a time unlc e."iplkhl:, laid to de; mhcrn·i •e by Lhe 

us r. The T In L c:n·er mu t . end Telnet go al1ead command when it 1:·in nm proceed 

\\ ithom funher in ·truction · from the us1.:r. Jll i .ill ow a p cs· \ iLh ·1 h.il r duplex terminal 

to hJe wh n to , itch control of th terminal LO the user. 

Tcln L d fines t.111dardiz.cd commands for ccm1in control function ound on mosts.er er.; 

that are olien imrok d differently. 1L defin a command lo in ern1pl running processes. 

abon oulpul signal that the scrv r i titl running. erase ch. meters. and ra e lines. It also 

provides a mech:mi m for the errcr to tell the user m ignore any d:it huffcred e[i,i,•een lhe 

·~rvcr and th · u er. 

Terminal option can be changed from those provided b)' the nct\,;ork rinuol tennina1 by 

nc,gotfation . .Fnur pedal Teln t 1.-::,nal Wll L. WO 7. /JO. ,ind .DO Tare denned for 

this purpose. DO indicat s a request ror Lhe m 1er pany ta pcrfom1 a sen·i e. DO T asks 

h other p.my to slop. WILL indicates the desire m begin p rfomiing a service whHe 

WO· T indica e a desire to stop a se k-e. The person::il compulcr T In L can negmiate a 

r ull duplex connection by tu ming off go ahead commands. and it can negmiate remote 

character echoing. 

All TcTnel command .• ire one byt long .in are preceded by tb JAC ch:m1c1cr. {data byte 

2.55). Telnet con idcrs all dnr,1ctcrs not preceded by C 10 be daw .. Ch, met r ~ -5 is ent 

by sending I C twice. 
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· her i a Ji ti net ion bl'i ween user r L!l rh.:L :mu • · •n·c1· T lneL ·e T net. when running on 

1,:rnnput.i::r A. allow ·, u er tJ • lo h 1gi n lu computer 11 It re.ad charn L rs from the 

key hoard antl end tlicm ll th n t. ,tm1 pr" 11t har:i t rs from th net n the scr en. Server 

_ I net when running 011 comput •r 1 . alh)w users an ·my oreinn host to login lO computer 

It pa · in orning. rharncacrs to lh1.: 1.1pern1ing sy tern and\ rites tl1e op rnLin_ system·s 

re ·ponscs to 1l1e n t. \ e on I}· ,\ mrc LI . r Telnet for U1e personal computers ·inc w hid no 

current n cd for s r\'er T ·Incl and Ince its implcmcnt.1tion woukl only have c.leJaycd 

completion of th mw.:h m re t s ,n I LIS r · clneL 

• s r Telnet normal! s nd~ all hara· cr.s that the u r 1ypcs to th fi r ign host but it al o 

provid : th u er with an cap equence tlu t the us"r emplo. m rcques a T lnct ~ervtce 

such 3 · nc!:!otblin.; an VT opaion or n ing th eln command thal w·11 int rrupr lhe 

foreign mce 

., .2 T ~ P r. ona I omputcrs 

TI1 [BM Personal Computer,· a tj, pi ·al produ Lin the 19 2 desktop personal omputer 

market. We cho e it for our r,rojccL becau e ·it had a number of useful fe.uure : 

1. Its memory\ ·.1S nm r lric d to 64 kilobytes. 

2 .. The dcx:umenl, tion wns well uil d o fiware devdopmenL because it included 
commented ROM listings and many sd1cmntic di gram s:. 

3. High le\'cl programming languag and softwure ool were :1vailable for it. 

The proce or was the sixlc n bit lnte 088 which h d an eight bit d::il" path nd \ hich ran 

on a 4. 7 Mhz clock. ll1c conliguratron Lh,1t we used had 19- KB of primary 11 mory and 

two dbk drives.. each capabl~ o holding a 160 KB noppy di k. Jt also h.id an . nchronous 

communication adapter which coul conn cuo an RS·~32 line.-
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1.. fL,,·u· Dculupm nt Tool 

1 tll time w sHm d this prnje L. \\C ·eriou. ly mn idercd , o langu:1g ~1r soft are 

dc\'clopmcnt: Pascal and C. W wt uld have wriuen and compiled Pascal programs on the 

IBM Personal CompUl . . while , ··e had to wril and -ro - om pile C program on an 

avai lable PDP ll/ ~ wi1h a nh~ operating system and ownlo.1d the program Lo the 

personal mmputcrs. \) e chose 'th ccond option b cau a P.i cal- ompall ble asscmb1er 

\ a not a\"aibblc or th 1B 11 Pt:r on~1I ompuler at th tim w t:irtcd Llii proj ct. 

The so n · r . aool rwnibbl lo deYelap program d ·cri d in this p, p r fnduded a 

compiler fi r the C I, ngua_e. an as.cmb1 r. a link r. a C Standard 1/0 Library. and some 

H ',Hh 19 ,rminal . mul.ltor routine . 

.-1 T~w .':C'h ork Interface 

\Ve aua hcd lh!i! 1B 1 Pers n..11 Comput rs vi· an RS 2]2 ]in to a Digit. I LSI-· 1 ,· hich 

·tctcd as :i packet concc ll~l r and g·ne, a;• b l\ cen th . IBM. P rsonal Comput rs and Lhe 

VI ring. a 1 bii/ c lOkt:n ri n.g net with a Unibtr5 interface. From I.he VJ ring_, packers 

coul get lO th ARP ·\ rand a number ofloC"II networks. 

We used a pack t oncentrator to provit.l a cosl ·ffcctive way or commcting mutLiplc IBM 

Personal Computer to lhc Vl ring. umil uch time as a local net. for the IBM Personal 

omp11ters bc:c:1mc i:.:, mmcrciall y :waib! le. We ch an L 11-11 a a packet mnccntr:ttor 

and gateway b ause we had a soft\ :.1J developmerr sy ·tem or code of this type for jt 

The low level protocul. (LP). the imcrrupt driven code that ran on tl1e per: on.ii computers 

and d tlll whh th crial line is de ribed in d mil in ection 5.3. 

PDP i' ;1 lrdd mJL of the Digital ·qui I ent CorpomLinn. 

4Unix: i.s. a trademark of rhe 81!1] T dephone Laboralory. 

nihus i · a u-::idt:mar · 01"1.h1: Digil.al Equir,mi:n~ Corp-0rJLion. 
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Chapter 'I hrec 

De ,i'gning an l:Jficient I n111len1entation 

P rl1ap the most nDliccable di!Tcrence bmwccn . mall and kirge computers from the po·nt 

of \1iew of the user is th diffi r nee in Lhe peed wiLh \\ hid1 imilar progr-am run. The 

u ·,bility of the oerson:11 computer pro~ocols d pended heavily on th 1cie11c or 

quickne or the imr lcrncntaLion. Exp ri.ence \ ith oll'1 . r implem mmions indi a.ted a 

numb .rofguidc.lines to follow m ·n urc Lhe efficiency of the iinaJ oodc.111 .' arc resented 

in lhi chap · r. 

_.] Thie . l . .aninr• of · rficien y for Per ona.1 ·ompul r Telnet 

Protocol ~lr progrnrns fbr tr::m · erring d□la. A goal af the pcrsom~I om uter rotocoi 

impl, meruation i lO transfer darn as qufckh' as possible. For the purpo c of his paper. 

effici ncy rcft rs o Lhe time iL wk.es 10 Lran fer data. • 1e I" tim iL Lakes 10 transfer data. 

lhc more crtkicnl. the prnt l ol. 

, o unit o dala, ere id mifled as being particularly important in I.he . elnet nvironment: 

single character and a screen ru I of ch, racters. Packets , ith sinQle charaner of dma wiU 

be common while rel net is in liemme cho mod-.:. · he lJ • _.r will b · en "itiv to the round 

Lrip , cla; o such a packet any user requests will cm e the foreign hose to send a 

scrccnful of data to he u er in large ack ts: the pe1 ona] computer protocol musl also 

process th . scrcenful effid ntly. (Some requesLS will pro uc more Lhan a screenful of 

data. bm we as.sum that they will do so a sere n f ul al a time. asking the u er for po itive 

re ponS\! before shm ing Lbc n xl scr 11 ful. Thu we assume a scrnenfid of d.'.lta LO be lhe 

largest amount o unim rmpced cb , Lhal th foreign host will nt. 

The benefit Lh ll1e protocu'I Jeri e from improving the Lhe h·mdlin.., Lime or these Lwo 
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L'.l [lC: l r dala ar nm lin ·~tr. nor arc lhl.! tr~itegi ,. fi r imprm ing thi:m .1lwa~ 

·ompl mt.:mar:. The lJS r will find a .-in~d charact r round trip d ·lay or mnrc Lh~m a 011.nh 

of., .c ond unacc prnblc. Yet the u-cr \\ill not nmkc improvements that ki:r1.::'l'.'i-l: lhe dcla;• 

to lcs 1han a foni th · r a sc ond. lie protocol. should proce 111~ 200 l:haracte 

necessary to lilt Ll1 screen a quickl) a pm, ibk. I tll lh y an 1t L set up chhorn c scheme 

for managin::; a I t o dala if it m ans that they \ ill proce le wly packcis Lh· t ~ main a 

inglc thtta charact r. 

One of the juslil1cnion or. layered prn ocol l>Ccifk~tion i romcol co 

e SC:\'er.il diffc:rcnL fomLS. nFom n..itely .• 1 protocol budt to s.cr\' · muhipl di nls 

c rn LO allow Hamme( Law: If it' good for 1t rything. it" g . for nmhing. 

An all m, ti\'C u, kgy is LO d ·ign a protocol im 1cm mm ion lo me L the n ed of a 

panicukir licnt ll1is Lmtcgy c~ n be appli d wilh rno difli rl!1U dcgr c of v rh ·. A mild 

11 e of Lhis i i to t·1ilor a protocol lay r so th·1t ,,. hlle ·1 omp! t ly meet · ilS ·pcci ication. 

il oes nm )!.!'rfom1 equally \ ell wil11 all cHems. more c.,trcmc fom1 of lhi id i m omit 

some i'i.:aw re · ur ;,1 panku lar la} er 111.iL th~ d i4.:nl u in L~rl!. l Jo~s nuL u · 1;. A prnHxol 

pecfolized in thi \·ay would nm \\Ork ,lall nith ·Ii ncs lh:Jl!l dcd th . omiu d re.nures. 

Th local e~p ricnce wi h tni.lor d nd speciali ed prmocol indicales Lhat such protocols 

nm fh 10 en Limes f,rkr wiLh p~irticul:u dien Lhan impli.:mi.:nlalions d · igned 10 upport 

man clients. 

An xample of l. iloring i the per~onal' computl;!r TCP Lrategy for buffering output data 

which CP mu store in ca the ala · lo tan T P ceds o retransmit iL TCP could 

ha 1e , ithcr TelncL or • P (short for Fil Trnnsfi r Protocol Pl> as its ·Ii nL FTP almo 

c,d u ively fill omput p:.ickcts with lum r d of byte of c.lma drawn from me .. T lnet lilts 

packCL"i, ith dam typ d by a humr1n user who l ·p s skn I '. \ itt1 dn t I.her hould never 

1 c more than a few }'Le, or data omYmncHng. (i.e... L1 p <l by the user bur not yet 

acknuwl"dg,cd by the foreign host .. \: hi! an FfP ·onncctfnn L'O Id have thou and of such 
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byh.!S. The rnilorc p r"iOnal c111np,u1er fCP 11~-. ,1 :in~lc r :11.J,l't ln hul I nuw.oi11g tlata. his 

~ !Item full. mccl · th I ·p '>Pl"c.:-tfi~·ati 111. •,d,kh urn.:-,; nm [ipulatc a mininrnm number or 

0utput p.ic:kcl.S. but ·m;h ;.i } ~lcm \H Htld llaH: ah) -.m;,il 1,crfonmnce wi1h FTP ince it 

\\Ould limil LI e amount of m L!Ttntlit g. 1.fat:1 to th' sit~ o · a ~ingle packet 1l r rk fo1c " ith 

T lrteL l1owevcr .. \\ here Lht: 01ns1~nding d: la ,;.n ah a~ fit l Ill a -ji,gl pat:kcl. T ailortng 

TCP to use a in~lc om put pa · t:l -; t\ e.· the ovi..:rl,c~tJ or dealing_ \ ith mu iLiple p:ic · l . TCP 

llo~ not h· , \! to q uc12 • p.u.:kcls or 01hi:rn, i.-i.: di tingui . 11 pnd.cts that mi~h• need to be 

rctr:insmi tcc.1. and il doe · nuL h: \ c t . n.:-1.:11p~ nrn ·h , ,r th I CP header ach ime it send a 

new packet In f.tcl. TCP use · lhc field or th ·inglt: rnllgoing packet as srnu:: variabl . 

In addition lo h,l\'ing Lailorcd ouq ul fat:.i hu ffc ring. CP aL o h.1. a Lailored _ tralcgy for 

bufTcring incoming out~of· ·cqL ~n 1.:: d::.1t·1. . CP bni!'e 1h orn-1 f- t:quc1 cc d::1ta buff r iz.e 

on the ma imum TCP windo" ~i£c. which it in mm h~ ·c. on the. :is t1mption LhaL th - large l 

amount of dal.1 lhal 1hc u. er\\ ill ~\Cr wi h LO cc ;;nonce i~ on" RT cre~n ul. Sc lion ~.6 

dcs:cribes. the TCP windO\ ,md buffer manage lent .- rat gie more fully_ 

nother xamp!e orT ·p tailoring i iu; • -sumption that the 

Lo fill the \ indO\•, .. td\ertised by the foreign h -L CP m~:1 

er can ll~\ .::r trp fi t nough 

the GI~ ,, h r the user has 

more da1a lo ~i...·nd ti1an t!1 • Ii. u 1.:1gn host IL · m.h ~rlLl!"d \\ii Ldm\ r· Lll •~r in i.: ffo..:ii.:11 ll} ~ iu.:an 

proc s the nomm1 cJsc h t r .. g,1.in. thi. \ o Id hJ\C rcstilt d ·n poor p rrormance with 

P wher the local TCP mig_hl often fill 1he ~ ind.ow □d\ cni ed l y al1c foreign TCP. 

i: lie personal cornput r remote login impkmcm:uion 1s p daliLcli in ti .n neither l CP n r 

In erneL i abl to demultiplex pack ts betwe n muhiple porn:. Tili spedaliz:uion does nm 

a ff eel the performanc of Telnet since · inet rcqui res only om· TCP con nee lion. In fact. it 

enables the protocol to run fasr r since demultiplexing involve at least some extra 

m•crhead. ct. in thi way. Lhc personal computl!r prom ·ol im I memntion doe. not fully 

m ct thi..: p cmc~ tiun. fCP could not support fp whi h require multiple imulmneous 

TCP connection . nor c:ou hJ I nl me up on multiple protocol si mu I lancously. ,( strategy 

for fixing these dclicicncic.s i jiscu~ d in oction 7 .l. 
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An imrorttult 0b ·crvaltt)n r~gani ing ,~iiloring and pcci;1li1alion i Lhm neither : rrc:c the 

com::t:11\c~s nf 11,c im1 l1cmc11tation. ,\ fiJr ign mrnputcr . upponinl.! lincmcL 1 CP. and 

cl net should no b abl 10 t II the difference bet we n tail m~d or sp cialized 

irnpk·rncmmion~ and implcm nt~nions thaL fu lly upport muhip]e clienlS . 

. JS mdr , h O nhead or A :nrhronou:, ction 

• 11~• pmmcot hycr, hich c1111 act :is ri uurc . tr a p~1ckct \ ithout being prodcl 

ubo ·c i i;xhibi · asynch ronou action with respect lo the higher lay r. 

by the lnyer 

CP exliibits 

, ynduonou ac1ion with respect to T elneL Vi• h n i sen s pa k . ~ acknowledging data 

wiLhmn being mid lo do by Tcln L TCP also remm mi1S d. rn nsyn ·hronou ly. Telnet 

ho\\ asynch rormu adon \\ i h rc:sp ·t to the user wh n il rc:pond · lo forci.-::n ncgotiat!on 

rcqu · , ithOl t prodding by the user. 

. ynchronou action i imponant because every packeL require :i cert.tin · moun of Lime 

and cumpul~r re oumc to proc in: pecth'e of the data it contains. Pmce ing headers. 

calling u brou tine . and schcduli ng rrocesses take tim . TI1e ~rcau::r th mun er or p. eke ts 

in ~ 1hich promcol 11d a given mnount of darn. tl1 great r the amount of unproduclive 

prt.K:·c1~ing an<l th mor' lime Lh prulut,;OJ will t,1l lO pruccs · 1hc llma. Prolo(ol · l1ould 

send inforrnaLion in as fc\ p□ckelS .. is po ible. 

TI1e per on:il comrmtcr prmocol combine inform3tion resulling rom asynchronous action 

inm a ·ingle pa kcl whenever po. ibl1e. The protocols can combine three types o 

infom1mion: Lhe TCP ackna\ kdgmen num er , hich i updated in res.pon e lo the 

incoming data. any Telnet ncgotintion ch □ racters that Telnet mu t send in response to data 

carried in the incomin1l pack Land all haracters typed by the user\ hile tic protocol are 

processing lhc incoming packcL TI1e promc:ol coml inc Lhi infonnation b. having the pan 

or CP that up ht s Lh · adrnowlc<lgmcnt number and the p:m or Telnet Lhal r sponds to 

foreign ncgoti.:uion requests rnn befor the p·trt of Telnet lh::it proc sscs charnclcr: from the 

llli r \ hicl1 in turn runs cfor the purr of TCP thal end packets. 



J...t Uat·1. hari11°. lh1ITc1'inl,.!;. ~md "\linimi1.in~ Copie.· 

\ 
1ith the I nssil le ext.: p ic n or pm : _. ·hcdt1ling,. protornl end nm lo h:l\e expensive 

opcrnLions. -1iey mostly :pend time in loop dorm? '-lnl le op rnLion over and over .. -nie 

most common loop in protocol - i · one which proce ,c the data oftl1e prmocol one byte at 

a tim~. he numb r or Limes a pron ol imp lc111cm:1tion I ~le procc. ·cs il! da[.1 i ult.en a 

good h mi tic rncasu re or 1L-.. cfficicnc . ccordi11gly. pcc·ric goal of the personal 

t.:ompuu.:q rotocol I m minimtl. L11e number of lime Lhal data was yte I roe ssed. 

- he typical OLltgoing data byte i procc. ·cd l\'C lime : 

l. code is placcc.l inm · bum r by the 113M Ba.<;.ic UO y le111 (BrO "} when th 
u er type a ch,1rnctcr. 

2. Th I earJ1 19 tcm1in. l mut.1tor give Teh1e1 thi! AS 11 c:har..1c1c r 
corr ponding to thi sp ial ood.c . 

. , elnc:L tests lhe charncrcr to _ if it is a ·arrk1g rclUrn or , p·irt of the user" 
e c;1pe qu nee. lril i nol a pan of the escape qucncc. lclncl I lace i[ in the 
output packet. 

. TCP ch ck ums Lhc outgoing packet 

-. rl1e Im level prot1.. ol write lhc: p~11.: ·ct then ~1. 

TI1e lypical incoming data byle i also processed live limes: 

I. inh.:rmpL drh c:11 t.:n I pla · · lh..: dt la tnming l,ff Lht: net intu :111 Intern 't packd 
buffi r in memory . 

... TCP com mes a cl1ecksum on th incoming da a 

l Te'lneL read it and check m see if it i a carriage rcLUm or IAC. the Telnet 
csc;,pe chmacter. 

4 .. The Hcmh 19 emulator lrn.ndies it 

-. BIOS pla c: it on to the reen. 

TCl som tirnc · i.:opics dat· on · 'ldtliliom.11 time. Ir :m (,u.:ninin~ p·11.:kcL ~•ck now ledges only 
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part or the dala in lhc nm ·ntl} 11 ·kl uutgoi11g p~1ckct. TCP t:0pics ca h byte or 
unat.:kl1ll\ lcdg •d tlmn to tlic _ t: 11 l l ii" lllc data area. lkc·ubc the ,1111ornn or dat;i that TCP o 

copi s i l1su,illy none or small. the tim i1 pends on lhesc copi i nm h le than th lim 

that it, ould need lo deal wilh multiple output packets. 

mice 1ml the r rotocol · :i.rc nc'"cr .:nuommically cop: pa k _ ts acro:is protocol, layer 

boumfarie . :-or ex.nnpie. 110 lay~r vcr pi _ · data . pc ifl ally or ll1e Int met protocol 

J;1~ cr~-eith r TCP or the luw 11::\ 1 prmocol alw~1ys p, s: Int met a p int r to a p~1ckel. 
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Cha11ter Four 

1 odulnr \Vay of Copinu with Asynduon 

Pr tocol impl .mcntalion i nm \ II 11ndenood . i.cnce. 011c cantrnl tum to the rc]e ant 

·h:.ipl r L)f a lc:\tbook to sec how LO b st do iL h number t r CP and T lnet 

imp I mcnm1ion in the worlu gro,-. . prt,blem · with chc urrcrn way of doing thing become 

more olwiuu ·. nnd possi bl.c nhuions sugg ~sl themuclve mar tmngly. Thi chapter 

csc:ri e tasking. a ,,ny of rganizing proto ol comm I tru turc using " corn himnion of 

proocdurc and proce!n; that m to meet the rcquircmems of pr tocol more n mrally 

than 1rw.Htio11~11 m ·thods of organization.6 

-t 1 The 1 1 cJ for \lu tip le n r ad. uf on .roJ 

11i ection pr Ills. the rea i.:m 11,- t mul Liplc thread nf comrol seem desir·1ble ln layered 

protocol implcmematfons . 

. 1.1 Modul:uity Through Ln)'ering 

Writing a program thm c n rcfo,bly s nd and receive characters and special comm rids for 

the user by uvit..ldling bus on an u11rcli,1ble ncnvork i a lm-g las ·. Protoc;ol LI si;;ncr 11' ve 

modularrzed thi LJsk bf sped fying !ayers of prolOcol ' . each of , hich performs a certain 

u bfunction of I.his task. 

/\ signifi :am adv· ntae>e oi 1, :cred nmdu imizalion that it limits interaction between 

6 n1e panicul: ,r k>ITTI of ltJS · ill!:! 11 ~cd ere is Lh~ i4.k;i of Dr. D .. 1 id Cla r · and '"' ill be- fully d&ri bed b~· him in 
:1 t1I1me Pt=blic.1tmn. J ls dcsaibt:d her!!' oec.·:rns LL prmidcd a oon\enfonl w;1y or or~rni1111g tin: IB, 1 p l'50nal 
t·o111r,mer I mLornl ·. llh! 1Jtiking pa :Jgc r>re!> ·nu.11 he re doe:i n(iL n1: e::.::,;m ly .ice r:1tcl_ or completely 
impkmi:111 l:t!:i ·mg · i:11\·iw111etl h~ Dr. Cl 1r ·. l1H::, riapi:r is nm meirnt l<J c lhe lin.d wmd 011 1asking or a 
,1H miar~ ,r lh · r~asons .or u u1g iL 
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prrnuc:nl lar r _ [ach la_·cr mu ·L t.k•il wi1l1 t nl} l\\·1, alh ·r la~ r:-;: th I tyer 11nmedia1ely 

ahm c it ,md th1; 1:1} ~r irnmcdial ·!y bdow iL ·nn: el m:L layer docs nOl 1,c~d m worry about 

th • low kvel nmm ol. whil thi.! TCP lay r dtH~, not have to d Ji wilh ~m u er. 

\dolating moliularHy sometime . m · nee s c\D' or d ~ irable in ord r lo improve 

I crror·m~mcc. \: 11,ile c~tb u ·h chang may produ1.:e a local em lcncy. Lhe um of man. such 

ch:1ngc-s will le.id to ode lint i lliffirn IL 10 u ndersl:ind c1nd to modi y. and wh i ·h may have 

pcrtonn:1nc probh:m · in the l.1rge tha no ne reall~ underswnd . The 11 n tw eclions 

d ribe l1tne ·haracleristk of protocols Lhat m:ike thern espcci~lly vulnerable to creeping 

unmodularity. 

E:J ·h protocol la~·er has a fon lion. ' xamini.ng lhe_e function. rc,·c:.11 • n~Lural order in 

whkh to proc d· la bclwecn the nelwor • and the us r. ln<.:oming dam should first be 

processed by lmemet then bi· TCP. and m~ lly by T~ln t. There i not a one-Lo-one 

corrc,pondencc between the num er ur packets tlmt Internet receives. lhc number or 
p·1 -~~el · TCP rec ive . and the r umber of t.ime:s Tc!n l .md Lhe user rt.:1.:ei\·c dow. If tnterneL 

lim:ls thal tl1c lnt-:rnc1 he:id~r I as a bad d1 ·cksum. it "ill tl(lt pas~ the pat:k •[ to TCP. If 

]ntcmet pa es a. packet 'to TCP th.it contain · only an acknowle _mc111.. for d.na and no new 

dat . TCP , ill nm pas anything lo cln t Similarly. if T lne recd\les only a negotiation 

requesL iL will not r~• any1 h ing Lo the u er. 

The opposit . si u lion occurs \: ilh outgoing dnta fro11 the user. It hould first be processed 

by Telnet. then y TCP. hen by Internet., and finally pass d to the net\ ork. A!:!ain, the fact 

lhm on protocol I y r run does not imply lhaL Lhe next layer in Lhe natural order \ ill also 

run. he user nrn1· ask Tclnei: to imi.::rprct all future charn ters in a diffcrcm \ .1y, and TCP 

, ... m not immedi.u ~]y run. TCP may buffer .ata rmm Teln L unless explicitly tolLI not to do 

so .• md l nt rncl may nm run. 
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,t I. ,\ ") 11rhronou: l::nnt • l.!l) r:;. :imd nm:';ul: of ·o lrol 

While the order in which fayc .·lmuh1 nm to procc ·.s data i t.raightforw.ird. coming up 

with oomrol Lrn ·tur lhat both Folln,\ . thi order and prcser\·c · modularity i difficult. 

Procedure calls ccm too inflclible to o thts. 

·, u iltu Lmte. uppo c T dnc is th Lop lt.!vel procedu r and thm the u er pa i::lla to il 

lhat tml!it imi 1cuk1 el) travc ·c Lh net, o.rk. r lne1 call · CP. and paSSic T ·1 the d ta with 

instruction 10 en il immcdint •Ir . TCP fom1alS a packet rnnt:tining the data • nd calls 

lntemt:t i hich in turn lire up the low ll!vcl pr )tocol and scm!s cul :1 packet A tcr s. nding 

the packet he low I vel protocol return la lntemeL which in turn reLUm LO TCP which 

returns 10 Telnet. Telnet lhen w. · until the us r ha more information 10 ·end. 

\ hat now happen if 3 pu k t m.:knm, !edging th d~•la ~'0111'1: - in over th • net'? lnl "rnet and 

U1 Im lc\•cl rote ol n cd LO run. bUL control r mains in rclnct We rould g.ive Telnet 

k110\ ledge o , hen a packet com in f ror11 the net so it can ·a ll TC[> which in tum cnn call 

I 111 rn t. buL lhen T lnct wm.1 Ii l1ave knm ledge of the nctwur, which violm layered 

moduhrily, lso. for incoming pa kcts T~lnc.t woul be calling rep ~ hkh would call 

lmemc1-- :\ntth tile opposite of the. natural order described ·1bove. To achic\'e the natural 

unkr. pmccllurcs that lm11t.lk asy111.:hronou Lfata nrn l nm , l\,lfl! tlir..:~td · 111· olllro l. Bc,ause 

asynchronous data rises in mu hip le layers and becat1 e bt} crs cannot ·hare procedures, 

there must be. at le:c·t as n any threads of control as Lherc · re layers that hand]e 

a) nchronou · events. 

All Tefnet TCP. and Internet implemencnions must d :ii with a mmmmm of lhree 

usynchronou ev nlS: chnm 1crs from th user. packets from I.he net\! ork, and 

retransmission Limer time-outs. Because :t cliffcrcm protocol l.1yer handl each of these, aU 

modular implementation or Telnet. TCP. ·md Int •met mu L h,we al least Lhrce threads of 

wmrol: a ch react , ilh a T ·ln L procedure as lhe lop I vel procedure that processes 

characters from the u r. a thread , ith a TCP procedure 11, lop le cl procedure that runs 

\\h n the remm mi ·sion timer go off. and a thrc~,d with .m lnLcmeL procedure as the top 

level procedure lhat process s incoming packets. 
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I he protocol impl 1nemor may dc ·ir 10 crcat oth r asyn hmnous ev nts : well. 

Section 3.3 h i. cd lhal the p·Lrt 01·rcP tlwt aclmowl •dg data by nding packet \ iLh an 

updat d acknnwlcdgmenL number should wait umil th purt of Teln t th:n hnn II data 

from 1h . u:er has nm. l) 1 ying data acknm lcdgm nt effectively cau c it to become an 

asynduonou e rem bccaus no, proc"edure can nutu rnll_ :all th CP proce ur lha 

cknowlcdg d~l . The part of TCP that prrn:esscs tl1 incoming pnckel c~m not ca I it- thi 

part of TCP _i\'es LIP control to gi e T lnet nn 011ponuni'ly r run. ffT Incl h, darn to nd 

from 1he u er. it will cal TCP again_ bm Tdnet shouttl not have lo ca ll a TCP procedure if 

the user do not t:i pe any drn..icte . Tim proce ure in Lhc ' CP la_ ,er must handle two 

asynchronou · event-;: lhe rcmm mission timer and data acknm ledgmcnt. If ea h event 

were · roccs d by a rmra1c pro dure. ~ o lhreads ol control would b needed by the 

TCP :layer one co reLran mit packets and one lo end pat.:k lS acknm •lcdging im.:omi ng data. 

To avoid mullipl thread of control in th TCP lay r. , ·e u d a 111.glc proc durc sem 

pa kelS in re ·pon to both events. In foct we nwd a fortber im Ii licraio.n • nd h a ingle 

proocclure n all omgoing TCP packets. Because lht:rc is only one ompuL pac ·ct see 

ection ·.-).writing a procedure tha handl all output packelS, easy. 

Pfadn!! the TCP procedure that nds ~• kets in its O\ n tl1r ad of comrol :i l o prm idc a 

conv1.;11i nr w· of sharing Lh asynchronous . ction m rhead Lhat rcsu][S when Telnet 

r, sponds to a oreign negoti tion requesL Tel net calls TCP , iLh orne data to send, bm ' CP 

d cs not send it imm diat ly. Instead TCP place i · in the same packeL as lhe updated 

a ·l.nnwlcclgmcnl nt1m er (ti m a knowledge the ·har. cl \ hid1 formed the rorcign 

n gotiation reque l . and allows the part of Telnet which handles ch:uacters rl'Om the user to 

run. 

4.L4 The pedal eed of Re I Time fa·e, ts 

characteri tic orasynchrnnuu·. even i LhaL Lh y may cur nt almo l Lhe same time. l11is 

can be a problem if the events h· ve a lifi tim . If the routine responsibl ror prooessing an 

e em can not do so \ ithin the v,ent' lifetime. then lhe rou ine will lo.,; the even·t 

f:. amples of 1.: ems with Iif elim ar th ·ignal. prollut:c I h n the u •er presses . kc}' on 
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1hc k ybo,ir<l and a ytc n,rning in m·cr 111 ~eri~l lin . niortunat ly Lil · mount r time 

m.:n!cd by h" pi.!r mal rnm1 ut r pm10 ·ul m complclcl. procc such "vents is much 

ln 11 gcr tll ,m ti, ir life imcs. Ir L\\o ei. •n · occur at n1m t tl c ~une Lime. the cond \ •ill cease 

o c. isl be ·or th prolOL"I I· complc1cfy pro ss the first. To uvo·d 1hi problem. the 

rcrson:ll computer prot col u c in cmlpt dri\ en cod to bu fer reah:irn cv nt . and oode 

nut drinm by imi.:rrupts can then proc:cs· the buf ri.:d c~enrs , t its on\·cnincc. lmcrrupr 

tlrh en en rn n. when the u: r pr ~ k yboard k }', \\ h n a byte com · in ofT the rial 

line. an in re I onsc Lon timer im rrupt 

-L.: Imp cmeniin .1\lullipk · ·1ircaJ: of Contrnl 

it-ur 4· l urn nurires the natural ord r of dm. proce - ing described in rh prev1ous 

ection. Brok n lin s in ii ale lay r I ndarics. Dot.s surround imerrnpt dli ren code. 

Bltxk indic,n pr t.: dur s in itf of lay rs. Data is fi rst proc sscd by pmc, dure ram 

which , n arrow poim and Lh •n by the roo durc m '" hich the arrov poi ms. Thi section 

d cribcs thre way of structuring he multiple thread or control that will pmcc data in 

the natural order . 

. u :.1 L:i:e a, Proce s 

The Lrudilional way of consm.1cting, mulLipl thread of control i o ma· ach layer a 

e larmc I race . 11 au. c pmcc. es l--an nm in any .u·bilrary ord~r. they can :-i.l.o mn in the 

nalurni mder. Each fayer 1as the pot n ial m be the firsc o proce a piece of asynchronous 

dat.:.L For outgoing packets. he u er' keystroke a\ akens lhc T eln t proces whtch in tum 

awakens the TCP pr ess hk:h in tum · waken the lmemct proc . . An incoming packel 

aw:ikens In Lemcl which m · kens TCP w hi h in LUrn a vakcn Telnet A retr n mission 

time~auL awak n TCP willmut ,n .i.kcning - el net. 

In prnctic • howc er. hcduling proc:e s in the milu .rn..1 orucr can be exLrcmely diffi ult. A 

jmplc scheduling ystcm where proc sscs run in lhc onl r in which th }' nrc m akencd docs 

not \ ork cl I. For c~ampl •. if an f n oming packet arri\'C over the! net and . \ akcns 
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Figur, 4· 1 :The ·1turnl OrJcr of ~1ta Proccssi,ng 
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lllli:.'.rn~L b · tw en lh Lime 1 lm.:L gi..:L · a ch;m.1cld rmm th u r .md Lh lim that it awakens 

fCI' h'.> 1.m l th character. lh n lluemeL ,., ill nm ufu::r I dnd but hcfor TCP. (ll e low 

I \ •I prmocol processes p.ic.:kcLS coming off th n l nL im1,;rrupL I ,, I.) Running Jnt met 

b l ween T cl net ·md TCP cm resuh in unnecc ·an• delay in ending the. data lhat the user 

t;·pes. 

\n unprcd·cL.1.blc order of d~1:i proc:e "i11g can cau mor en us problem than delaying 

in fonwuinn. IL can n1.1k sh ming certain daLa bet" •een layers imp · ·ible. Ir the protoc.ol 

ollow he natural order of · :.ll::t proce ing. Telnet. TCP. an Intern t can ,111 li the same 

mHgofng pack t Ilut with ·m unpredictable ordier. Telnet could n n het ecn TCP and 

Internet Telnet ·autd then m Llif) th packet :,l)cr TCP 1rnt a checksum on it causing the 

rm ign l1 osL lo ri.:ject the packet ·Tulli-proccs ysL~m 111.it .tllm proc .·-c- m run h1 an 

ar iLra11 nr r arc Io difficult m debug. 

A more omplicatcd thcdul r it1\.'0l\·i11g nme so.rt o prinritic would produce the natural 

order. b11L u ing i wou ld im:rea c the \ rh ~id of scheduling. lm:rc,Lsing 1hc overhead of 

s hcduling is d trimcmnl Lo perform 1nc ~ hen cnuing or rccci.vin_ Telnet dnt· requires 

1.hrce layers to rnn. , nd lhu Lhat lhree proc ·scs be • \\akcncd. · 11 dulrcl ·md run. In 

.1 lditi :m. p rimiti \; ·1ri:: nut m ,du lar bl:(ausc ll) ·hw')~ the a1 propriat · p 1w ri1; fi>r a 

panicular purpo e. a process mu t have implicit know I dge or hO'i nll Lile mher processes 

, i1 u e priorities. 

4.2.2 A Procctlu , ·b.iscd cbedu!er 

An illlemuli e scheme would b. o make, heduler the top lc\·cl proccdu~ and im lernent 

layers as a coll c1ion or procedures. Th chcduler" ould monitor Lhe ~isyn hronous events. 

and "iL would c:-JII · proccdur"' in th appropriate .layer , hen an c em oc urred. The 

sch1;duler ,11-•ould efTcctiv ly acl as a wi~ching station b tween asy11dmm□u · e\·cnts und the 

procedures that need 10 proc _ ss such e~ems. effectively t.lblishing di ITcren thread of 

omml for m:h u h procedure. \ lrnn the l1scr typ d informmion. the schcd ler would 

call Telnet I n ccssary, Tel11 ·L c.ould then c·1II ·cp \hid, in tum c.uuld c:i.H 1ntemeL 
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When i11fonna1io11 u-rh'ccl t)Vcr 1hc 111.:twork. tllc St1leth1kr would c~1ll Int m t and ·r 
Tll.:CC ary. Int rn 'l ·ould call I CP \\ lli ·h rn mm coulu call l"dncL. Wh1.:11 Ille rcLra ,~mi ion 

Limcr wem arr. the ..: hcdul ·r \\ I\Lli.d ~·Lil TCP \\ hi h in um would call I temc1 lws 

control would follm the natural ordd ui darn prncc ing. 

Th ad,Jntage or I.his iinplemcm.1tion lie · in its fficicm.:y. 11,c p1 ·l.!durc·ba d - hcduJer 

pas c ·onm ,1 r om it If 1t n la} \!r and rmm t ne lay r to ~1m Lh r \ ia pr )Ccdurc calls mLher 

than br ·h duliil,g. and nrnning a new pmccs . Hunning lhc lny rs lo procc · an incoming 

or ouw.oing packet rcquir three procedure ml . For CJ..amplc. \ hen a p.ck~l c:,cirn in off 

the net the hcdul r call· (ntcrn L Internet c; l'I TCP. · nd ·er ~all Telnet. 

Th St:hedulcr. as w J !Scrih d it i \"er} unm dular. It mu_ l kno, · .1bi1m lhe n ic musl 

know ttl out Lh user. i · must Imo,, abom lh r 1ransmis~ion timer. and it mu t knO\ ~bout 

procedure in all the layer . cou Id. how •er. con uuct a implcr sch "duicr \ 1hi ·h is not 

~s un modu I. r. It wou Id manage :1 d rcu i:lr Ii t Each ,cl ment nr th Ii ' l "oul h~ve an c ent 

nag an · a point r to a procedure. Th.' _· ·h dulcr r ould loo · aL each elem m of th•e l.i l in 

roun . r bin f.,shion. ( Round robin s l1cduling al'low the prnmcol l.1ycr-s o sh arc • ckets 

produced br asym.:hmm.n1 nclion, e cct!on 3.3.) When he s heduler rinds .. -in elem nt 

with i!.! cn:nl 11-ig ·cL i1. rcsl.!L th I ag_ a11 I 1-:all tlie , --. ·i;1 d prt1n :durc. L;1d1 l.i:cr that 

needs m run · roccdure in response to an evem would g_i ·e th schcd1..1I r a procedure 

poi mer. nd , ould gel an e\'ent ll::10 oint "r ,1flcr th hedul r • dtled a ne\ element IO the 

Ii L TI1e layer coul then gi\'I.; llhe n.,11.? point r to the enc.le that ham.lied he c\enL When the 

cv nt occurred. the cod that h.m Ued th c,ent \ oultl . L lhe flag. The h duler \\•ould 

Lhu ha e no p~rticular knowledge of eith r ev ms or Lhe nature of the procedure lhat 

respond LO vents. 

We seriou I; consid red Lh.:- proc dur ·bascJ heduler as an imp lcrnentat.ion tratcgy ror 

the p rson· J l:omputer protuc:ol : however. w cha 10 u 1!1 tasking pack:! e d cribed in 

the ne. t e lion. -·cction .:L..t -S rib Lhe reasons w chos tasking o · r the pr ·cdure

bas d hedul --r. 
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.U.3 Ta kin _ 

Instead o having n proc durc-b. cti ·h ·tiul r all 1h top level pro~cdurc of lhc 

appropri. t thr ad , r mrol in res on to an asynchronous e\·en l. \\ e could place each 

suc:h prx ch re in a cparm prm; ss, F.a h proce wOL1td h. ve it · own tack . • nd the top 

I rel pmc durc in each thread would be at lh top f a o ._ l,1 -~- h1 imcrru t dri en 

tod thm run in respon em an ~ _ nchrnnous v nt wmild · ·waken the I rocess as wen as 

buffer th vcn l. When the pm ..: nm. Lh _ top le I pn du r · would h: 11 tile the \' nt. and 

it L, uld th n an I roL-cuurcs in mher k1_·e . if necessary. 

The rcn10t login implcmc11tati n n ed thrc proc s o make uch a sy ·tem wmk-·one 

for cncb th read of control. TI1e variabl · of the top l ,·cl proc dur or the thread of control 

1 l on op of th proce · ta k. On proce-ss handl ch ·1ractcr-s from he user. and has a 

- clncL proccduri:.: al Lhc top f t la k: on proces hand! , outgoing pa ~cts. und h.. a 

TCP I rocedure l the top or its Sta k: , nd the linal pro es· h·tndl incoming pa keLS from 

the net\ ork. and has :m In emet procedure al he Lop f its ·t.ick. A a matter ,of 

nv nienc w will k :spccrhel} refer to the three processe as the u r proce . the send 

procc and the nc or · pro 

In this mi.,c I pro ·c(:lurc .mu pmcc · prOtt ·ol 1~1; r t:nnsists of a collection of 

procedure· which can run in vmfou To hide L.he mn titution of one la er from 

• no her. laye nm_ l e onl> procedu.r for imerlay r communication. (nterprocess 

comm1micatinn f1t.:curs in ide f lay rs. Fm cxnmp[e. trppo ·c thal the u r 1yping a 

a cl11ct p ocedur to run in the user proceS-s. m1d hal Telnet II ould like to 

end this character aero' Lhe neh..-ork .. Telnet cannot awaken lhe end proce directly since 

Lhe mp I v I procedure in thi · process i , TCP proc dure. Instead. Telnet must call a TCP 

procedure in the user process. TI1is CP procedure , ill plac the character in th output 

packet and a\ akcn th send ta : . Becau e a TCP pr dure a-.vakcns Lh process that has a 

P procedure as its top level pr ~dun.:. the imerpr _ s communication occurs within a 

ingle layer. 

proccdu e mav run in mun: 1hnn on :1 process. For c:x::1111ple. the TCP I ro ure th.it 



aw·1kcn the 11 pmccss ·md nms in thl; u er proc ": \ hen l"clnct wishc to · nd dat, from 

tile u er als ru 11 in the nclwork prncc ·.· "ht:n fcln 1 call it to encl char:i Lcrs in rcsrions 

to a for ·ign network ·· inuc t L rn inal 1 cgoltation r quc t 

\ c will ·all tlii particular way or c:om bin Ii,g proc: du res .md processes .fa.'iking. . lit k is , 

corn binatfon of a proce · :.:1nd the procm.lu res Lhat run in the proces: . la king modul 

ontain all th routine th~1l manage tasking. in panicufar. the mutin whi ·h allm ~ k- co 

go blo ke ;,md to ,lwakcn othi.:r task . 11 la!>krng modul manages a drrnlar 1i t of task 

control locks. ach ta. k comrol. block h. a nag , nd a oinl r 10 La.,l me . One task 

ould aw· !,.en anmher t.is · by uing LI, flag associated \1,ilh i~ wsk ontrol blrn:k. When a 

task lock · by ctillinb a 1t~isking mo tll bf kinb roulin . the tusking rnmh1lc wil I look at 

uich t·~·i.: ontroi block in n round robin n ·hic.m. Ir Lhe fr g of a task ·ontrol block i ec. the 

tasking mo ule will 11c.H nm tl1c proce s that u · the · . ·iatcd Sita k. 

control from the poim \ here it hcclme blocked. 

la.sk resumes 

igu re • 2 show lhc tnsk oundaries in lh _ pc -son al <.'0111 utcr rem me ll .:::in protocol. The 

interrupt driven cod lhaL run in ·pon to an incoming tJai.: · t call ,111 Internet routine 

\\ h ic.:h awaken the 1 twork t.i.sk. Wl1en this task nm ·. I ntcrnet is lhc top I v I p roccdure. 

,mt.I ·au ..:.di T ·r . TCP in hJ m l~IU {.'.~Iii r dnt:L. , nJ ii '!In p ruJ u -~ a ll .tt:k nm h: gill ru ( n<l 

aw·,k n Lh s nd task. \ hen the user task m t1 ·· in res on c to , key unk _. T cln t ls the top 

I vel pmcedurc. ff Telnet wi hes t.o send d:ita ·t c:111 'll TCP routine t!Y1t awaken Lhc send 

task. The CP prot.: dure that i the op I "\·cl pr cdur in the :end msk am lhen call 

Internet. The T lneL routine tl1:.il responds m foreign n Lwork vinual terminal 11egmiati.on 

rcque t and th imerrupt dri n co e th t runs in response. to a Jock interru t can also can 
TCP routine in order m awak · n lhe end r.ask. 

-~,4 Proc,i:!durc·ba ·ell d1ellulino V. .r. u · a king 

Either the pm-cc urc·bascd -ch dul r or LJ.Sking {.;Ould hnve formed the basis of: n efficient 

rem tc !ogin -rmocot. ·n1is section pr ems the rc·1son. , e Im c t:.LS ing. 

!')imple I roc~durc:-basctJ schctlulcr would ha In: n mewhat m r cffki m th-m the 
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L·1S~in..l. p..11.:bg tlrn we; ·tu:tll y used. We wrot1c a. impl' pro "'dur~·I aic I sch dulcr lik 

the L>nc dcsi.:rilP<l i11 cction --L:..2 .. and u J iL to run rn vncuou procedure . (pro cdures 

that tl"'lcrelj t the ·vent flag of the ne · t proocdure 10 nm cfor• they retu med.) . w.ipping 

comrol rmm on \'acum1 pr ccdure t an 1her in a lim rem Ll1re::id t f c ntrol took about 

0 m icra!=i 'ands. (Swapping contrul in\ ul vcd cuing , n 1;\' n nag. re1uming LO the 

sch •duler. dccidi 1£. \•hich pnx:CdLlr to run n 11.l, and ·allinv it) With la king. Wi1pptng 

c..: unrol ct ween ,acuou. prm:l!dures in dincrcnc proc s ·c mk about r'5 micro cond. 

{ ·w;1ppin~ ·omr 1 wi1l1 l, king imoh e · L;I In!! an cnt n: g. c llim~ a bloc mutin in he 

ta -king module. dt:ciding " hi ·h tas · should nrn ne, land running it.), Thus th~ deci ion to 

u e taskin ... added 6 microsecond to th oosl of proc ing an incoming packet mid 200 

micr tx:onds to the cost of procc ing an oi1lE?aing p: ·k L ( With tnsking boLh the 1.1 er task 

· nu Lhc cm.I t:: k ne d to run in ord r m nd ~• 1 output pa ·k t , ith d:i.ta from Lhc L scr. 

An , dditional ~1d\ untag lt the proc dur - ,1sed schc:du I r i · th,n. lts imp lememation docs 

nm require any · mbly langu, g pro0 r.:m11ning. 

Th primary adv· ntage 10 L.1sking i tha it i mor;e n xiblc han the procedure-based 

LJI r in Lh::U iL ·omcni ntly allow prm:edures to block • t .. my point n to l ter 

L"I. 11uitrnc \ i.:t:111 io 11 in . a '1I.'.I the sam e pl.t · , .ind ,, in, 1.: .,a ·t!y lhi.: sam • ·1~1 lc. Thi: i ill l th 

cast: with 1h proc du re-based sch du ler wbi ·h require 1h:u the top level proccdur in one 

lhrca · of comm! relnm · efor he h duler can c.,11 a procedure in. dilTer nl du:ead of 

control. 

Fur example. assume drnt in the send task. lnt met find that it is mi ·ing a resource that it 

needs to send a packeL Ir can ::irrange for th re.liource· m::mager lo waken an Internet 

procedure when the re ource becom available. and then il can block. ln tern l in a 

prcx.-ed.ure·bascd sch du ler y 1cm. hO\ ev r. \. ouid have o return to TCP which would 

have lO rm 1rn to th he iul 'r b fore ::i procedure in • lilTerem thread f conLrul co11ld run. 

Funh r. r -invo ·in° .Im rncL when the r source become · vailable is not~ traightforward 

as with lasking. TCP ·hould not be .alled in respons.c 10 an e\·cnt whi h cone ms hHemel 

ycl TC may, i ·h 10 run at 'r lntemcl lw ·u ccssfull ,, · m th pack LR 011 rce pro , ing 

may Lhus need i ~ own thread of control. 
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Tl1c three thr~ad t fruntml i11 tll pcrsomd \;rnnpmcr prutocol gen rall_· nm to comr,I Lion 

in rc_·ponsc to n -ynchro11ou. c\ 1nr. and d nut hH\ to ltl ·k wailing for re m1 rccs. llms 

Lhc ubility of 1he tasking package to stop hrcads of ,wmml in multipl r lace i not an 

advantage in the personal compmcr r mot lugin i!n\·ironmenL rclnet I CP. and Im met 

would nrn li£11ll_.· quicker if hnplcm nLetl , ith a rroccdurc-bascd ·cheduler th, n if 

implem med with tasking. bu1. thb differ ·nee would probably not be noticeabl to the user. 

\ c chos to u e task in rather t11an the procedure-I .iscd schedu I r for l\\O reason : 1) man. 

othe r prntocul implcmc11t.1lk ns that our group_ u1 port~ us l .. king. and puning La'iking on 

the f crs.onal computer promco1 preserves me on i-tcnq among the implcmc111.ations, 

anti 2) 1th .u.ldcd n :i.ibility or tasking might come in hnndy when imp I mcming f uLure 

protocols on the pe ·on: l c:ompL1 r srn:h.. Lhc imp! .fail Transfer Protocol [8]-
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Chapter Fil'e 

Implementation Detail 

This ci1apter presents ti c d mi.I of 1he I rt 1 person.ii comput r r mme login protoc-ol . 

ignabi provid a mo lular interface bet,., en interrupt driven code and the tasking pilckage. 

The sig.n 1 rouLine. wriucn for the I B 1 rcrsonol Com pm r ar loosely moc..ielcd on the 

· ni ig.nal packa{!.e. A program can II the ignal manager with an . vent cod and a 

procedur point r as arg11men1 .. The ig11~1I 1mrnager urran0 e Lhin so thal , hen an 

as~mchronou event occur . the im rrupt riven cod that handles the v nt 11 ti e 

procedure. The p rson· 1 c mpu l r protocol u e Lw i0 nals: a signal lhat the lo, level 

protocol has r ceiv,ed a packcl from the n Land the retr.m mi sion t1mer signa1. They did 

nm use a igm1I for th keyboard ecau Lhe imcrrupr dri ·en t"Ode that buffers chnracters 

from 1h~ kcyhoard is a p .. 111 of the IIJ ,J Basic l/O ·y:lcnl. and \Hiling sm:h 1 .. :oiJc \,nulJ h~1v,i: 

involved changing mos. lmiead. a procedure in Lhe u er task polls a buffer for characters 

rrom th user. 

ince interrupt thivl!n rmnin · atl procellurcs p· , ·cd l.o Lhii! signal man ger. these 

proc dure run \ •hil interrupts are turned off_ arid they thus must be hon. For example 

TCP ·isks the signa manager t armng lo have the in rrupl riven retransmis ion timer 

routine c II a TCP procedure \ h n a particular amoum of tim has passed. Thi TCP 

procedure rn .r• l a~ .. 1k ns the end task-- very quick operaLion. tic lhat this meets the 

restriction Lhat imcrproccss communicmi n should occur within a ingle la er. TI1e send 

task has TCP code at il.S op level. and the proc dure tha · ;n ak.ens this k is a TCP 

procedure. 
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I .1 king 1 . way -.,r mgani,1nk prl · dure and procc " to form pruto I I, ycrs th·1t bo h 

pre 1::rv layer mod Ltlarity ~md cflid n tly processes the ·15ynrh rn11ous dam of the lo,•ers. A 

L:.is~ i a rm - and c."Ollc lion procedure L11( L nm in th pmcc. i:S. rl1e procedures me 

often from ifFcrcnt protocol layers. Tasks c, rumt pr mpt one anoLhcr · I hough t..isks can 

he pre mptcd b~ rou incs wlli h .1.rc inter upl drh·cn. t.:isk stops running" hen il ca.II a 

blo1.:ki11g rmuin in the l.t king modul . Task c;~ecut in scrie . Ta·,king i not ~ ay of 

imula1ing paralld roe -ss.ing. 

Oi:ci linctl L.1. k programming requires that one task may nwak _ n .mot er nl if the t o 

l~L'ikS share ·rat . i.e .. imcm.1! to a pro10 al l,.1yer. For e;,,.mnplc. oni..; l .- k must al least know 

about th r.i.sk umrol block of ,mmher ta ·k in order m .:n •aken lhe thcr_ · o l1ide the 

con ·t'tution f one bier from ano her. onl.• procedure call. nay be u d 10 pass control 

rn m on layer to another. 

Figllrl! 5· l ·how lhe m mory organ i~ Lion o the I mv1 Personal Comp mer \\ 11 n a t pkal 

progr:1m nm . 171 Ill I Di ·k Op rating Sy tcm ic s rve lhc irst 100 byte (he. ) of the 

co ~ :cgmcnt fo r it cl[ The pro12ram cod resides immctiknely abov,t! lh1 ·. The data 

'gm m lar · • fler th • program t1Jul!. l the b-unom of th data scgmcn is ·pa for th 

global ·md static Vi rfabl.es. At tile top of the darn s gm m is the program stack \ hich grows 

d0\\11\ ard. Bclw n lhc tack nnd th global ariabl sis a free are in \1.hich program. can 

drn.1micall~ allocat :- storage. 

Figure -_ show~ memory organizmion wh n ·is king run . lL is xnclly the me as 1gure 5-

1 except lh:il th ·e ~re ndditionaI objects in the dynamically allocated storage area. n nely 

lJSk swcks n L:JSk con ml block (TCB . Each msk stac · i organi··ed tikc th _ original 

program · ck. A tJsk control hlock conc.ain · a lask · sw. k poinLcr. an C\1enl lfag. and a ne t 

TCB pointer. 

T, k control block. fom1 a ·irctJlar Ii t h:.iincd b_ ne, L T B pointers. · n inilialization 

routine in th • ta~kinl! mo<lul crcat a t:lS, ·omrol bl1Jd with " stack point rt oiming to 
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DATA 
SEGMENT 
{64 KB) 

i 
CODE 

SEGMENT 
(up o 

64 KS) 
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1-'i"ur :-1 :. 1cmor} Urganilal1011 on the Ill 1 Penmal CompuLer 

FFF I 
STACK I 

I 
-- ------------------ -- -- - - -- ------------ - I 

FREE AREA 

1---- - - - ------------- -- -- -- -- -----------
1 
I DYNAMIC LLY ALLOCATED STORAGE 
I pac e s -or ernergenci es end o her · ems 
1------- --- ---------------- ---- ---------
1 
I 
I GLOBAL A~D STATIC V IABLES 
I 

0000 1------- -- -- ------------ ---- --- -----------

I 
I 
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var. I I 
I I 
I PROGRA~ COOE i 
I I 
I --------- -- -------------------· ---- -----1 

0100 I II 
I OPER TING SYSTEM AREA I 

0000 - - ---- - •••-•••• - -- - - r •••••••-•••• - - ---

NOTES: Ite,s are ~ot to scale. 

v,ar. ~ variable 

the original pmg.ram sLuck um.I a ne:\L TCB pC1imer pointing back to the newly created TCB 

i tse! I". Tli e in · tin Ii z. lion rou 1 i ne r turn a pointer to th is tas con uol block. 

Another ro1.n..ine in the tas!-/ng modul create.s additional ~k comro] blocks and La.Sk stacks. 

171i · routine a pointer to t:isk oomrol block and a pointer 10 a procedure as 

.irgumcms .• md rcw m ~ po.inter to a ne _ task control block. I l pbc:e th ne,. task oontro] 

blo k in Lhc circular r.a k control I lock list after the TCB pc jfied by its argument~ and 

in itializr. the nc, L: "k oomrol blo k so th:: t iL poim to the nc, ly created tack. It also 

initialize lh ·tad that when th C15k runs for lh firs nme. rh t -k starLS C."<ccuting Lh 

proc cJurc pas d in a! an argumen l. n,e muxirnurn st k i for :i rnsk stack is fl · d at the 

imc: th i muti n creates the tack. 
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OATA 
SEGMENT 
( 64 K.B) 
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CODE 
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64 KB) 
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0000 
var. 

1:ll.00 

emory Organ izmio,n with Tasking 

ORIGINAL PROGRA STACK 

FREE: AREA 

,--------------- ----------------- -------
1 pac ets for emergan~ies 
I and other ite s 
I 
I 
I 
I 
I 
I 

I 
I 

on Ar-lIC LLY 
ALLOCAHD 
STORAGE 

task control bloc 
. ask shc:k 

task. control 
ask stack 

10 C 

ask con tro 1 b 1 oc 
,Uk stack. 
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I 
I 
I 

Gl0SA.L AN□ STAlIC 'AR I J>lfS 

1------------ -- ------ - --- --------------
1 
I 
I 
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PROGRA CODE 

I 
I 
I 
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I 
I 
I 
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1 
I OPERAT JG SYSTEM AREA 

I 
Ii 

0000 --------- -------- - --- · ----------- --- ----

OTES: lte s are not to scale. 

var . "' 11ar able 

1 ho _g the tasking odule allowed us to create and free tas k 
structures dynamically, in prac ice we only al o~ate d tas s in the 
initializa i on ou ines an never recycled them. lhus in use, task control 
blocks and s · acks ware more Sta ic han dynamic. 
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A 1.1!-)I,,. llll ·!,. hy railing a l\)ulin in the ta: Un_g module. This rumi11c C:\amines UL'CCcding 

dcm ms 1,f the llsL of T ..,ns. s.raning , i'll1 th TCB I oin1 l 10 by the n l\l rcn pointer of 

tht..: currcII Ut5k. umil it finds a TCl3 with its event n~ g l. Th task \ ilh thi TCB is L 1e 

nc. t task m run. The routin re ci:s the task· event ag. and pushes onw lhe stack the ocal 

\ ark1blcs pointer and :i pointer to thi.:: line or code in mediate Ir ancr the blocking routine 

'itl l. ~his Ii nc of cod w ,uld nom11 lly the ne:i,,t lin to execute , hen Lhc blo ing routine 

rclllrns. hm the bhx:king routine fclads th tack poimcr of th nc: t"Lsk into the stack 

pointer rc~ist r or the , 08, . On the rctu rn . the 80 load the pmgr.:1m oumcr \ ·ith the 

code painter on th . tack. but ince the ·wck pointer has be n clianged t po·m to the stack 

of 1h n w L'11Sk. the program counr r points to a line of cod in the new task. Thu e.'(ccuf on 

in 1he nc, t;, !arts~ i h th I iece of code foll o11 ing 1h blot.:king routin call that caused 

the new u k to block. 

lltc procctlur in the t·isking module thal awaken· task . when c, lli!d ., ith a pointer m a 

task l."Onlml b lock ns an argumcn [ ts the event na.., of the task control block. The routine 

that blocks I ask resets this flag b for il m:inipul.lle st.i · . A task can a -.•ak n itself b. 

calling the romin lhaL awak n t. - -s ,, ith a pointer to its own t:i5,k comrol bloc'. thu 

, nring th.Lit will nin i'.lgain, 

ll1e t..1sking roulines are shon as\ di as emcient 1l1ey take up ·1bout three pag of C code 

arid an additional pa0 e of 8088 asscrnbly language routines. 

,·-:_ 'Tim Local · t, ·ork Protocol 

Th local net\ ork. proloml b tween Lhe per onal computers and the packet concenlrnmr is 

called LLP. shon for lo level proto ol. h defines fou r special chamncrs: R EQ--rcques to 

send a packet. ACK--request · cknO\ led 0 d, Et D-· nd of pack. L ,md l:"SD-an escape 

character used 10 ·end th SCJ r haractcrs displaced by the pecial characters, 

LlP i bidirectional. If one machi:ne wi h to s_ncJ a pac t to the other. iL send a REQ. 

TI1e other machine r ponus with an A K when iL i ready to r eel\' Lhc packcL The lirst 
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mad1i11c th ·n S'l.:11 Is tile I ac: ct 1i 1l]o,1. l'.d b_· an E1 D. Ir the miler machin i sending a 

p:i ·k t wh n the lirsL m:1 hinc -.i.:m.Js a REQ. the ·K an h mb ·ddcd in th m;ket: he 

Ii rsl m.ich in mu l remove it 

Ir the , ail bctwel:n R EQ and A ~ K or lh w~1iL bc:tw n any l wo data ·horncrcrs i . too long, 

LlP ai· um tha:t lhr other mad1ine In · era hcd. The receipt of a REQ in a dam packet 

incfo.:aL s thaL lh end or the pr~\ iou , padCL h: hccn losL , nd LLP di car th packcl. 

LLP also dhcards unc;,:p!.!ct d characters. 

1usl LLP routin are imcrmpt drive11. On :.m incoming h m tcr. the: muline check 

their st·1t to md th cl aract r· n XL R ·Q cau . LP to get a pa k l rrom lhe packet 

manag, r routine (desr.:1itted in 1hc ncn tiont If LLP .m not gel, 1 a kel or i mhen ise 

un.tbl m proce a packeL it\ Ill not end. an ACK. An E D cause LP o hand packeL 

to the pac t m~magcr as ood. R EQ •;ms LP 10 gfre th p:u.:ket to tl1e pa ket 

mt111~1g r t be re ycl d. 

One rout1n in th " L vcl Protocol th L end pa kets i not. interrupt drh·en. f ntcmet 

call lhi · routine when il wi hes to s nd a pa t. m·er th~ n l. This routine ·1dd • four byte 

IO\;al ht.:',UJcr to th adct. c:ut. .., he imcrrnrL lrhe nw tine that . rll d1.:iraclcrs to send , 

R Q. ·md w; iLS for nn . K. If th • CK oes not come \\ilhin two ccond . the routine 

repons failure to lhe lntemcL l.1;er. If the K comes. it cau es the imcrru:pl dri: ·en 

rout' ncs to end the re t of the packet and retu ms to hncmc:l rcponing success. This 

routin,, ait.s for lh int~rrupt dri en rontim:s to lini h :ending the outgoing p~• ket b fore it 

returns to In m l by running :,:i loop tll:i wai on flag which Lh interrupt driven rou ines 

set wh n they l1m _ linl ·hed nding lhe packeL Th interrupt driven routin s that send 

pa kets pre _ rnpl tllis w~1it l0t.)p. LLP doe nm return conuol to Tntcrnct sooner. becau e m 

do might allow a higher lc\'el protocol1 to modi y th ou tput packeL. an .au e I.he packet 

Lo hov an incorr ·t check um. 
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.I he nernork inl.thlii~1lhm rm1tlnc cr ... ate~ two p·1 1-. t qu LI ~ 1.:, .. lllcd the used 4tJ u • ·md the 

free q u LI a 1d 1hirty-l wo m·txim um- izcd ernply pnckel bt1ff rs \\ hid, it initially pl rices in 

Lhe free quelle. \ hen a roulin ne ds an empty packet bum~r. Lhe pack.c.:t manager provides 

ont: rrorn the free qu ue. The L1sed queue comai11, incoming. p~• kcts \\ ich LLP has 

rccci vcd bUl the hU1cr I vel protocol 11av not yet procc sed. · I _p c~11J: th packc[ m~1n, gcr 

to place good padels@ Lhe u·cd queu . he Inlcmc proc durc lli.:tL runs in lhc ncn,;ork 

task. , 11 the p ck L m:m,1ger to pie up pac:kers from Ll1e u ed q1JClll;!. \\'lli.·n the rll!twork 

l. ·k lini h processing a pack 1 tt gi\'es the packeL back to th . ackct m • .nag.cr '"-hich places 

iL back on chc free queue. Packet,; need not be on either queue. Fe r cx,unpk lh incoming 

pm.:kel wrr ntly being procc ed by th n twork t:.tsk and lht! ornp1n pa ·kct are on n ilhcr 

queue. 

ll1e net\ ork initblizaLion romin al o en - a spccbl ·1 dr requ sl ac ~L w lhc packet 

conccntrnLOr. 11e packet cone ntrator responds wiLl1 the lmernct arldr ss or th person I 

omputcr making the request. Th 11 twork ini it1lizalion routine f la1.:c lhi addre m a 

glob.d \'ari, le in Lhe 1/0 Ii r,u} wh re tliat .ill la. ers rnn access it For 1.:x.unplc, bl'lth TCP 

:md lncemct need LO kuow the pcrsrnr I compu~ r's ddrc · \) corr cth prn..:css 1he 

checksum of incoming packets. 

The actu·1I lmernet implementation diffi.: ignificantly from Lhe model pre ·em d ln earlier 

chapters. The in plemcnunion ignores lnterncl· option I field .. il does nol do 

fragmen ation or re mbly. nor does it act as the top [evel of lhe 11ct1.: or.k 1..ask. lnst ad 

TCP acts as the top Je\•cL i.ltld cal!s Internet on an lncoming p ckec ig11al. 

The intern l implc.menntion was llriginaHy ~ liuen w L.1ppart the •r Dat,1gr:1m Protocol 

[91 '. LTH.l lhe Trivi.il File r- nsfcr Prmocol rFfP) ,[10]. T rr 1ow l:l)llll"OI i ·jm I enough 

nm LO require Lasking.. Re- · embly, tc .. \ ere lcl\ out Log t TFTP mnning as qukkly as 

po ·ibh:: t · facilitate downlo:iding progra 1. to lhc per~ nal mmpmc from th PDP Il on 
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wl, i ·h th •y \\ re rnm1 ilc I. To 1',1dlitali! d ·hug~mg. "c u eel th 1: :m 1c copit!s of lnt1,;rneL nnd 

U .P lt>r hotli FTP and Tc!ncL 

An Intern L op n nn.cction r ... que ·a Lale. , . arsumcms ·1 ro tocol number (m this c..1.Se 

TCP. m1mben. and • foreign hos -1 dr - . ll return □ co11ni..:clion rD. r end packets. 

· P c:a ll · 1 mcrncL with the conncclion ID. ·1 1 oi111 r to Lh :-1ckct it wam - sc11 t. nd the 

I ·n~ th of lh packcL Int m t n Lhe pn k •t to th ~orrecl foreign addre , ith the 

.1ppmp1fate mtocol numher. n an incoming pac et ·ignat. T· 1 P calls anml, r lmernet 

rouLinc , ,j h a unnccti n ID a .m argum nL and thi roL1tinc rcwm a packet if the 

incoming p.:icki.::L h.1d a good lmem t 11e·1d r check um. ir it Wt from tl1c corr cl foreign 

ho l . and i • it was for lhe TCP protocol. For the puq 1 _ f moduhrhy. Internet al o 

provide f uLinc that allocat and free pac ' . \\l,j h pi - 1.hc rcgu" - through o the 

packcL manager. 

Whi I lhc I 11 tern et imp kmenw1ion i - fonit d. it is com pl I cnm1gl to support connections 

to all ho, ts on Lhe M. LT. net orks \\ hi h sup orl T I net It :.il provide· a mplet layer 

lnt rfoce , hich cffi c; ively hid s lO\\ le,· I d · II from TCP. c cnhcl ss 01c !ntcmet 

implementation i incornplete and upgmding it i hi ... h on Lhc Ii L of i 1pm\'cmems 

·ugg~L ·Jin tlii.: nnal c'h. pt~r ui" this the i . 

5.6 T P 

'CP provid s an inifr lizalion routine th· t. ~ hen cdled b; the Teln t routin LhaL ini ialized 

taski g. c up the send tas and Lhe network t..,sk_ (Jr hucmct had been the Lop le el 

program in the network ta.sk. TCP would l1a e r·1lled ;m Jmemel initi.ilizaLion routine t hich 

~ •ould Im e s 1 up the net\ ork ta.sk. The order of t..1sk . tn lhe lisl r ask control blocks is 

lhu the user k. followed b_ the end task. followed by the mm rk task. 

TCP also provides T lnct with routin \ hi h "°ill open or los · . CP connections. a routine 

\\ hich puts d~•la i 1 the outpUL pa ke . a push run tion. a utin lo nd urgent data. an a 

routine. thal prin wnncction _ tam ,Ulli · ic.. l hesc routin nm in th us r task. The open 
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romin . do routine. pu:h lirnt:tion • ~111d 11rgcn data routim: ·twak n Lh ·end task. 1l1e 

L11·gcm daLa romin ,i: s ts the urg · 11 pnimcr to tl,c uaw .. 

. P n mine i the top le\' I proc dur 111 th ml ~ ·. It alwa}'S , nd a pa kct when it 

nms. and il assumes th·1L the rep roLHine 1hat ,m,aken d it has aPI mpriatcly modified lh _ 

output packet. ll cal l · 11 lnkrni.;t romine 11.> . end :1 ·kets. and it cc.ill. · .i T1.:l11ct routine if he 

lim:ign host doc nm rcs1 onu to a rcquc ·\ lo open n conn lion within :1 ccm1in p riod of 

imc or \\ hen lhe ford 0 n host wm1 lo lo the connection. It al o pass,c a pointer to its 

wsk comrol block m lhe signal hant11~r o thaL it, ill b awaken d, h, n Lhe reuan mis: ion 

Limcr go off. TCP do nol ha c lo ,vorry abow ""' hkh pack t lo s nd or r tran mit as 

1hcrc is only nc. ti omgoing inrormi\ ion i k pl in ·ingl uu tpllt p·lck t. TCP alway 

t:nd. the enti r outplll pa k l llll less the loreign window i. mallcr t11an th amounl of data 

siLUaLion lh. L never oc ·urs in nonna] Telnet co11nection because th user 

WP o ·lowl;. tr i did oc,ur. TCP \\Oul<l all the Int rncl routine I.hat nds pa kc[S ith a 

shorten u. pa k t I ngth licld " m1 argum m. ·ind lhe lmcrn t routine \\ou1d onl: send as 

much of the packet as he length fi Id implied ·urr"ntly contained infonr1ation. 

~,nun _I •• darn com m the nd of a packeL l11i schem would nm have, or ed if 

header came al lhe nd or a p:1 ket. and Intern t mm med pan of ti c h a er thcr than 

data.) 1 Cl-' woulLI LI) Lo .Ctlll lhl! de ta a,! ·1.111 when the reLra11sm1ssion tin i.:r li1nl! out., •hich 

would hopefully be . f~er th fo rei_n host l1nd nlargi!d Lhc foreign windo . 

The wp level TCP rou tine in the nd task is al ·o rcspon ihl for mtmaµin~ th \ indow. lt 

upgrn Lh \ in ow only a r Lile \ indow is nt lea t h·llf us d up. and it alway updates it 

to the rn ximum window ize. Thi pre en sill)' winJ,:m, .,yndrome. lhe phenomenon 

whereby l.h orcign host send its dam in small packers b1.: ·::rnse the loca h st enlarges Lhe 

windm by on!: a .sma.11 amount fl ]. The ma imum ·iz of the windo i a tailored 

panmetcr. (See Section 3.2.J We based its alu on 1.hc ob~crv~nion lh ,1. h largesL amount 

or dat.J tl1. l tile foreign id will normall. want lO end i il crc-~n fu I of data. lne gcx 1 is lo 

arrange things so Lila he foreign ·id c-.m send an cmirc r cnful of dm . name1;• 000 

b}Ic . wi1.hmu having to wail for a windo\ update which will in rc:ise th time il take to 

send a screcnful of dma. To prcvcnc sil!. \ indow w rnu t. 11p !~It th windm in large 
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irn..:r mcm . If w 11c\'cr update tl1 \'1-'indu\ , l y k: · tha11 -oo h~ tes, a rca~nahl.' larg packet 

si,c. th n Lhc ma.\imum \ im.lm, iz 1l c d: 10 Jc at I a L 500 yt s. 

8ccaus.t! Lh c per onol cornp 1ter lmcrn L layer do{: nm use tasking for r .ason di ·tJssed in 

tl1 pr 1,iou seclion a T ·p rout in i al th top ?cH:I prnc dun.: in Lhe n twork proc ss. 

Tllis rnuli ne pa ~~s 10 lh sign::il h~m ler a p inter o ti c netwo rk 1· k nu l bl ' so that 

h network l. will aw,iki.:n \\,hen , packet come in from the network. OP uses this 

signal as a hint to run , n<l oil lnLcrncL ror a pa(:kct. lmcmet lnc not • !ways produce a 

u ;1bl pad,. l: for example if the incoming packet has a bad Im met he·1d r cliccksum. 

Jn Lem el will not r um a packet 

The lir: l th in_ TCP will o \\ hen iL r cei \' s a packet i chc k. um tile pack t and m ke ure 

that the rece.h"ed check ·um agree: wiLl1 th computed he k um. If tl1e pJck acknowled e 

d·tta. TCP \\ iU adjust the out pm p~ kt!l. IF lh incoming pa k L ti kn wlcdg . all the 

omgoing d ta. lh n TCP sets l!l outpm packet data length to zero and tum off the 

retransmi ·ion lirncr. r th incoming packd ckn wl d_ only part of the tlata. Lh n TCP 

copies the u11acknowlcdg.ed durn to th _ginn111.g of Lhe packet data :irea. Th amount of 

dam tbat CP copie i usu lly ju t r, w byte . CP never h·1 to~. plidll _ rcmm·c old data 

~incc new th t·1. \\ i 11 be ropi ~J l.l\ •r the old tbtta. an J. bcl:aus · TCP p.1. · c I he si,1.: or th 

pac-ket lo ln tern ct which · nd nly 1!1 Front of the p:ickel which i new. and not the end of 

the pa ket whi h might be old. 

lrlh in orning pa ·k L has J, Lo... TCP " ill ch ck m mak ure thal il i . wi hin il.S ad crti ed 

windm : othen i . it i discard d. If it is out or sequenc _. TCP win put it in the out-o -

sequ nee p::ick ·1 buffer described 1ow. Otherwi • it will aw ken ll1e end task to send an 

t1dm wledgm m:., anti call Tcln L passing it Lhe ne\ 1 dat and any data from th out-of~ 

sequen data bu lTer hat folio, lh n w dala in sequ _ nee. 

T help rnake ure ha the per on.ii t:omputcr doe 11m run au o · p.1ck L buffe rs .. r P does 

not ack.nowlcdg dara or upti~ l the \ in m until iL las proce:s ·cd all incorning packets in 

h used qucu . nforumat I_. thi. fc:.iture t med ow LO u c lock tcp \.\ hen a rorcigr 
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ho)lt quit I_· :,;cm enough tl:da lo lill 1hc loc·1I TCP win on. l11,:t,ncc 1hc intcrrup riven 

mulin · cnn rccci\c palkc fo!')t r than Lh lli.:::h le\el I rotocoL can pm ..::~s Lb ·m. if lhe 

forcigr ho ·t sem..ls a win i ow t ll ur d·1t. uit.:kty. th n TCP,, m nut w.::knowlcdge any o lhe 

tlata or updat tl1 windm un il 1th, r ccived the entire window foll. (assuming Lhm no 

da1a is Jo U :i\ c:,m hile. th for ign TCP cm nm · nd any more dm. until it receive an 

up<lau.: I windO\\ .1dvcnis mcnt Tim the connection cffecLi,cly ecom ,~ lmlf·dupl for ai 

_ hon I eriod of Lirr1e. TI1is pro 1cm i 1ml ton · rious ~ · t~e with our wilidow lrnlcgy it 

only ocrn r when the foreign ho. t. encl man.:: than a rcenful f d,~ua: howev r. it did affect 

ome p rforma 1ee test d · ri d in Chnpt _ r 6. ct ion 7.1 discussc. some ways of 

liminating ll1i problem. 

ll1e ·izc of the out-of- ·cquen ·e d. ta buff, i. rdat d m (he ad,· 11i cd \\ indow iz . Becm.1 e 

Lhc \ in rim i Lh maximum :imount of data th;il the for i_n TCP can hn e outs n.nding. it is 

al o the maximum amount of al that might ::i rri ve out of eq ucn · _. 1lm lh o-ut·of-

q ttcn bu er 1T1u t be at least .:.. -oo ~'Les long. th ·malha mt xinrnm \ indow ize that. 

, 1i ll rd~ ay alJm · screeriful of dtita to arriv unimcrrupted by, indm updac s. 

two array to smr olll·of-sequ nee di. ta. On i ~ haract r , rray nd one is a 

SLqucm:i.: 11 Lim h _ r array. l CP 'LOI b; l . of dat~1 in the h:ir·1 ·tcr arn1; di.!lllt: 111 in Jc ict.l by 

low ord r bits of the b_ te· sequence number. T ·p tore th byt_ · equencc numb r 'tse'lf 

in th corre ponding lemem of the sequence number array. Th lesL to ch ck if TCP is 

·wring a panL u1ar br c of dat:t in the character mrny i lo e if the. cqu n e number array 

el mean in e d by• Lil low order bir..s of the want d byLe·s. sequcnc number is the wanted 

byte' .equence number its lf. I fit i . tl1 nth , amed byl i in the corr ponding character 

• rra lemem:. 

1i scheme has the properties: 

I. The t t to sec i t.11 nc., t hyl of tbrn needed by Td 11e1 is bu fi red. , hich has to 
be don e cry itim .in incoming packet i · r ceived. i quick. IL con i rs of a 
·uhroutine call. a I ·1gic.al . !O operation. indexing. an array. and,: comparison 
or ho long numb rs. 
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-· Stori11 g or rctrh.:\·ing " ·inglc h), tc 1> daL:l is i m ly \ligh tly more com plicat d. 
inc..: mtl~l I ::i k in a l"clnct mmcc tion >Illa in only ti single b),· L or · ma. 

nm 'l store ,md rctrh.:v,es; arc f: t 

3. oring or retrie ing l:ugcr amounu; f data b nm un- ·c ptably s'lo 

4. 01hi11u h:is 10 be done IO 1he arrnr at ,my other time. 

Thi · scheme is r. th r space in tc nsiv . Th twracl r arr..' is. · 9 b)"t . s II.mg tbe pow r of 

h o gr ·•l~r than the 2500 b_ tcs nc e prevenl deh. s in ending r enfuls of data. 

Eat:h eq u ·nee number i four bytes lon° the cquenc mm, bcr array i 16.394 b Le long. 

Hm ·ever. ·peed Lumcd out to l! :i pro lem on Lhe 113 11 Personal ompul ~ while plemy 

u memory ;pac wu a aihbie so\ e foll this trade-offof puc ror peed was onhwhile. 

In pr: ell c. i11caming packets can la ·e more rhan con c process. ?f the local ho t has a 

000 byte \ indow ad\·cniscd ;md the foreign host sends 4000 byL in m dium si ed 

packets it mi. ht take the local TCP an T lne1 a fi w e onds to pmee ,ill h incoming 

information. lengthy prcx: ssing <...m be a problem irthe u er Lypes ch:uacter jt1SL afler the 

netw rk task rn.ns proce ·ing the lir·t p·1c et If ll e n l\\•ork Lask ne er gives up wntrol 

umit it proc s rill incoming pa kets. Lhen th u c(s char~, tcr an b d la d a few 

· ·1.:omh. I hi d ·la~ \\ ill lie l;' p ·1:hll:i bad i 'lht: ton:ign host lilr wmc rea:,;un ignores our 

indO\ and keeps sending pack.eLS prc\'enting the us r from yping an abon oulpu or 

br .k command. 

111e ·, lmion i that once [h CP roe dur in the network ws.k ha proce ed one· 

incomin!l. packeL if m101hcr js w· iung to be processed. TCP shouid ~ U T lneL and ask it if 

the u er task n ed to run. ff so. TCP , ill lea,1e a me age in a variable for Lhe TCP 

proccdur that run in the send L;. ~ l ] ling it not ta, updttt th window. and Lhen TCP in 

lhe nel\ ark t.as , ill block. l11c u er las · wiil run n xL .: nd process all the ,ch·m1c1e that 

I.he u . r has typed. TI1e send · k w1I I then run. sending the user's characl rs. Ille TCP 

procedur. in the nd t.isk should not updat the , indo until th _ n ti; ork usk has 

linbh tl rnocc ing all the im:oming p·1ck . Othen is . ih oreign hosL nny nd e en 

more packets. '\ hen th send w. k i · one. the TCP routim:. in the network m k an continue 

proccs:ing right\ h re it ·topped. 
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:.7 . ' Ill' 1 kalh I J T n 1i1 · I En 11h10 :11ul Other [/0 ltou1~n~.s 

ll1c 1Biv1 fUO ' ( B·1 ·ic 1/0 ,·y t m) prm'i<,,lc inl rmpt tlriv n routines for handling 

characters typ don Lhe keyboard. IL pla ~s · d for Lh ke_ · hil in a burrer. n Hcmh 19 

km1inal cmub: l r runclion w\11. \,I, n Telnet. c::ill it. pmcc s. thcs code· as if Lh user h·t 

h same key mi .m H alh 1 crminal. IL rctun s A Cll l:han:icl! rs. 

10 ·ignal { ·i.:c c ti n ~.I) cxi LS for Lri~ing the kcybomd b au e ~ rhing su h code would 

ha\c required clrmgin£ BIOS. Teln t polls the hnrn ·L r cod-- bulTcr , •ith th H ath 19 

function·n -lead.lcln .t · h d I s th u rtaktorun · or1 na poi I .andeachtimeit 

run it poll th cl1amctcr code buff r. 11 chart ct r code buffer ha ·pace for hft en oodes 

\\ hich i · larr~e enough • thm und r normal circunrt.:mce tl1 u r c nnm type quickly 

~nough lO o\'crfl ow k 

,\ noth r tcm1mal cm ubtor ftrnc tlo11 u e 81 

that :,imulak an H ath 19 tenninal. 

·.s Telnet 

to put characl rs on th scr rn in a m.mn r 

I he uSit.:r eall · lllL! Telnet program willl Ll1c m1111e or :nklrc >I,· a for ign h, . t as a1 

.. 1rriumcrH. (lnPmct nd~ a packet to a name rvcr to .r solv __ a nam .) T lne1 lirs.t 

initializes king · Hing up the u.s r pro e. on i.h m in program stack. and then it calls. 

H1e CP ini1i.1!il.nic n ruu inc wh ich sc~ np the r~mnining t:t·k. . c,L Tclnc call. the TCP 

rune Lion \ hich trie lO open , connection 10 1he Tel net er--ver al H1e pecilled address. TCP 

calls one elnet routine if the connection open u fully and another if a time·out 

occurs. When the oonncction open . T In t in form u er and uses Lhe f-lc;;ith 19 function 

to l:heck if h u er has t. p d nny <.:hara t rs. Becau e characters t,·pe by th us rs do not 

c:m int rru.pl dri __ n code to .aw:ik n lhe u r t., k. relncl must awaken itself b fore it 

blocks in ord r to be abl lo nm ~11;ain m check irthe u er ha t,pcd anything. 

Telnet provid TCP wilh a rum.Jion o ·all \ hi..;n the connection b:i s. Thi do little 

more tlnn print "do d' on the terminal and r w m to t:ommand le\'cl on th p 1 "Ona[ 
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·utnputL:r. ·1 d ll('! also prm id..:~ a run ·tinn L 1.1l will LcU l'CP lf Lhc us r t:Li.,k 11c d l run to 

p10 ·~s. :.i d1 ·1 r._1 ·tcr. Finally. h pro itk ' rc1 \\ilh a fun ·11011 t call wi1h Tcln L lat.t This 

·unction pas cs cbta lo the Hc:ith 1 CJ lcrrninal emulator whid puts · l on the creen. and ·1 

\ rk Vi11ual T rminal negotiation requesLS. 

rclnct can negotiate remote c ho. 'll al pr vide the u er wi1h the ability 10 n I a Telnet 

hrcak mrnmand in TC · urgent 110dc_ and 1he lnel ,are you r:lirrc command. elnct .'.'lllows 

the u. er to cho c Lo . cml d·1ta l.lflcr e, ery ch~iracter. in , hich case rclneL call' the TCP [ ush 

function :ifter every ch:ira tcr~ or e\'~r, arriage rctum. in \ hicl1 case 011]y call the push 

ru11ction ,liter every cnrringc return. Fim11ly. Telnet pro\•ides the u. er 1,1 ilh a L·o,mmmd 

,~hich prims T tn L c:onn ction :itatu · infonnalion on the ere n. ;.md .~k TCP m prim its 

tatus. 
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Ch~pter Si. 

Pcrfonnance ·r stinu anti l~,·alu:ation 

Tiu· ·l,apt r 1e cribc. a des or xpcrirncnL-; used to \',llu..11c th per ormance of the 

pt:r, on al L·omp1ncr remote login prmocol. 

(,. t , • omc i\ let hod olc 

TI1i · d1.1pLcr d ·ribc two lY( s of t1;st : L L b lWCCl1 two personal 1.·nmputl!rs conne tcd 

hy ,m I{ . ·2. 2 line_ ~nd le. bctwcci, a person.ii cornpUL r .11d foreign ho:l via tic packet 

·once11trator and .1 network. ·1 s bet.ween two p rsonal ,ompULcrs prmill I wi1h a 

(,,.Ulll rol I ·d nvi roiunclll in wh kh H> mJu t performance 'testing. f th rn o l~ pc or c ts. 

tl1 o·e bcmc n l\Hi pcrson.11 i.:omputcrs had f w r variahl affecting I l!rfomrnncc. :.md \ e 

found it 10 b the asi r cn\'ironmenL in ~ hich to me35ur th l imit of p rfbnmmce. We 

u. cd le aero . the n L work to m .1 ·u re perform nc _ llll r t"Orh.lltions of ~1ctual u · . 

Ill! additional set of' tcsts··lho·e betw en two pcrson:il 'Omputcrs connect by the packet 

crn1cenmnor·-would al o have be,en useful. l11e e l . would h, \'e enabled u Lo isolate 

and kkmifr Lh performance constrnints imposed b; tl1c packet concemrn.tor. 

Un li>rt1.111al ly_ al th lime we tC:,led the protocol . th pa ·k t <.un ·cntrator hd not support 

si nm h.111 cou conn ecli on to in u I rip I e person a1 computers. 

Whenever we needed .m nrbiLr I)' transfer r::ne fm lcs b rncen L o Ill ·1 Personal 

Compmcrs we cho: · %00 bits per second. 1i ~ as uriginallr tbe fh. tcst raw al \ ·hk:h the 

packet cone ntrator could run. and we lhu thought Lhal it wnuld t • the mo. t u cful ralc in 

pr.icticc. 9600 bi per second i also the faste L mte al whi ·h IBM ·11gg 'lS running lhc: 

eriat line. 

In the c. crim "nts d scribed b low. we timed events by findtng tile cliffcrcnl'.c b tw en Lhe 
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\ ~1lu ... of ·1 do I,.. , arhhlc m thi..: tart or .m c cm and its \ .iluc al I lie encl of :111 vent. TI1c 

m 1 pc on. I ·ompuLcr prm itlcd a lock roulinc thal rnn once c:\ ry 5 • mill iscL'.On (at 

18,_ f cm) Lo which we ndded a piec of code th: t updated the dock v:uiab e. 

Unfonun, tely. lhi clock ~ (t too-c:oarsc ,r.1in d m • cm:itcly m a urc many interesting 

en.•nts. , n e),.implc will illustr.lk thi pro bf cm. (In Lhi c:xampl ,vhcn we ay Lhat tile 

lock tick . \'ie mean that the clock routine updated ~1e ·alue of the dock niriab le. \J e \i\1·11 

"lso ref- r lo Lhe n.1lu of th clock varic blc · lhe val 11e uf l 11.: cl k. 

Imagine that ev .n A i thrcc-·fourtl1 of tli d k' perio in lcnglh. ]f A occu within a 

quarter p rioJ af1cr he dock lic'k ·. then lhe value or th dock after is over wiil be the 

:unc it was before ~tancd. Altern..itivel). if A occm b l\VC n one-quarter and on 

clock periods afler the clock tkk .. Lhen Lhe value or th foe · \ hen i over \\ ill be one 

pl!rio I £rc·ner tlmn il value just before A ~tart Li. Ir th ·lock and A are ind pendent. then 

nnc- ruunh of the cime. hould occur within one qunncr p rio of a dock tick. while 

1!irc -fourth of the time. J10ul oc ur b tween one·qu.iner and four-qu,u1 r dock 

p(:riod. 1rter che doc · icks. Tim \ e hnve a. 5 probability or measu ring A as taking zero 

·lo;;k periods. \\hil "e have a .75 probability or measuring • t..iking one clock period. 

although nei ther of lhcsc val ucs are I anicul.irly close o the true value of . 

We can use two t chnique · LO more accur.ucl:• rneasur ven • lhai are fast relmt\'e to Lhe 

lock such ev nt . With one t chniqu we run fosr events man, times., one rter another. 

a11 I find lh Lime for .i single e •cm by tfo itling the tirnc ror he . crie by the number of 

events in Lhe n n al1.ccrnath- techniqu is to um lhe ~xperimenwl time of many 

individual independent en .md divide the Sl!m by the number o, even is Lo obtain an 

average time. \J e used lhe firsr technique when possible. becau it dcLcrmini .tica]ly 

-ounds lhe im1ccurncy of the experim nt due o Lilt: clock. while th second only 

prob .. 1bili lically bounds the ina curacy. Th econd [ chniquc, as useful when an e ern 

MIS not rep :unbh: ns \ he · th vent som times at-curred unsucccss(ully and an 

un uc e.ssful event had a value which '"''~ uninteresting. but diffi reel grcml,- from the valu 

nf a UL'Cc ful cv _nt. In lh i e th _ determini tic edmi u , ould prod Li ·c an ~we rage 

value which , • kc wed by the fodu ion of th time for unsuccessful n t '. wl, ile we 

coukl S(! lccli cly ignore unsm:ccs ful events\ iLh th prohabili tic approach. 



6 .• T · t. · in a 'onlrnlkd Emironmcnt 

We p rfnrmed t 1e c>. pcrimi.:nt in thi t.:tion wit Ii L\ o In, \ rsrnml computer connected 

by an RS-_3_ wire Lhnt \ · s than a meter in I ngLh. These Les isolm d the 

performance of th I B 1 Personal Co 11 t1lcr sofh arc and hardware from he effecLS of an 

c~tcrnal net, ·ork. 

6.2.1 Detailed Perfor lan c i '1c.n1remen1 

We , esigned the hr l set or C:\P rim m· ta find out how· and ~ here th pro ocols sp nl 

'time. \ e did this by ending pack ts of variou siz _- from one p,e "Om1l compmer m 

another :md back. and then noting the time the e mm re look. Thi time included: 

- the time the fir~t pc on I omput r ne cd to get lh pa ket ready to nd. 

- the time thi pn k c spcm on the erial line, 

- the time I.he second personal computer needed to process the incoming p::ick l 

- the ttme the ccond personal com )U r nee d to roml.ll a packc c.'Om.nining Lhe 
amc d t:l in omin. pac 'et. 

- th!.! tim1,; Lhi new pm.:kl!t Loo tu bt:t ba k to the lirsl p rsan. I compUlt:r. 

- and finally 1he tim the first personal computer needed to proce this new 
packet 

In ummary. the time included th protocol overhead of nding lwo pack ts and receiving 

two packel.S, and tl1 ttm t, o packeis sp nt on the serlal line. 

Because th time to do ~111 thi w. only a ew clock p riods. the lock was too coarse to 

m asur it nccur:nely. Thu \ e ran one hundr d of the e opermion on a tcr another. and 

ivh..lcd the rC!iul umt lot:11 time by one h undr d to get ahe tim for a single m.m fer. Because 

we cnt lhe same d: La one hundred tim . lh• rmocol needed o COP}' th am. int.a an 

oulpm pac ·et only once in each direc ion. 

Figure 6-1 pr _•: 11 the re u 1 lS of u ·h timing mcasuremenLs. lt s.how the packet size in bits 
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Frguretl·t: Pac e1T a-s rTimes Between Two Perso al Computers 
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plLHlcd al.t ng th horizonw I :n.i ,mJ tile lr' nsrl!r Lim plotPd on the \'Crlkal a i:. In lea J or 
plouing lh ·iz or L\\O pad u \ r u. ll1 lime to . e11d two pack · . the time w re eive two 

pa kets, and the f me n ·o pad<"lS were on th n l. we di\'id d Ll, number of its ·md Lhe 

transfer time by t ,o to gel the tim spcm proce srng a single pack.cl 81 h poim in Figure 

6·1 is the average of llHCI! timing . With 1l1e c poinL~. we used linear ri.:grc ·ion t calculate 

the line- in Figure 6· l. 

In addiLicm w d a. each packet had twenty bytes of TC? head _ r. l\"t.ienty byl s ofim met 

header. lbur byte r local net header. a RE D byte. and ACK b. te and an I D b_ te. 

The minimum iie packet th ize of a packet , ith no data. was 47 bytes long. On the 

p rsonal com uter. ,tch b} te wus eight bits Ions but L Padded a . tart and mp bit to each 

b_ le sent over lht: crial line. Thu sending a 47 byte pa k.et m ::int sending Obits. 

Lin - CR of igl re 6· l shm the results where th · ~le el d::n.a contained one carriage return 

after e,·er eighty p1int.:i.ble charn l rs. Carriage return turned out LO be mu h mm 

expensive 10 process than printable characters bccuu . lher involv d scrolling Jin on the 

reen. 

Line PC of igure 6· l show. 1hc rc:sul of trnn fers imilar to 1he firs t sci. c).cepL hJt we 

replac d each aniage return whh two printable haracte~ . (To dis1ingui h , c,arriage retum 

that aci:s as a ne, line from a carriage return that is re~1lly a carriage remm. T elneL represents 

the former as _ arriagc return followed b a lin feed and the Iau r as a carria, e return 

follm ed b;' . null.) 

A third sc t o · t ran fcrs disr en sed ,, i Lh p ri 11 Ling ch a rac l ers on the sc rcen ahoge [her. This set 

as irnilar 10 I.he second scL e. cepr tha we patched out th ca!I to Lhe cm1i11 I emulator 

mmin Lhat \ rote characters on Lh _ screen. Lin OP in Figure 6-] Scho11 _ he r suits of these 

rranskrs. (OP tan s for Oliler Protocol o erhead.) 

Line L in Figure 6-1 show the mount of time that a packet. o a panicular i e had 10 

spend on the !->Crial line at· tmnsfi r rat o 9600 bits per . cnnd. f Wc l.'tll ulat d line SL 

r,nh r Ll1 an m asurcd il.) . hi line n::presen cs. the tt1 ore ti ul minimum amoum of lime that 

t.he pro1ocol ni..:ctl d to lran for ~1 pa kct using lhe rial Hn . 
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l he inwrmrt dri l!ll rntlc tll ,11 handled fo,nu.:tcliS ,m lhc si..:rial line mn fa 1cr than 9600 bits 

p •r · con d. Cun cu rrcm \ iLh th I iml! Lh, t diarat."l rs " r un the li ne hut im rrupl 1i\'en 

mdc \\ ;is not runnin~. the proc ssor ,m non-im rrupt tirh·en cod . (lh ode that lhe 

interrupt rhen rm tine pret:mptcd). For outgoing pnckct.s.. thi (.:'ode was just a\ ail loop in 

1he non-im~rr 1pt dri\-en pan of the low level pmmcol. ( Seel.ion 5. · .} for incoming 

packeu;. any code c.:ould run.For example. whil the network ·m one packet to lh personal 

co 11putcr. th higJ1 level protocol could roe th pr ious pucket. although intermpt 

drfr•en routines, outd preempt them for a ·hon \\hile each time a new byte m in from 

the serial lin . The fl t that interrupt dri en routines , nd high level protocols ran 

conctJrrcntly 1!imerspers .d) was imporrnm in explaining perfonmmce tigurcs pre ented !atcr 

in Lhi chapter. 

Becau.w lh imermpL driven routine thal handled the net ran int rspcrscd with high level 

cod . and b ausc they turned off intcrrup induding th clo k im rrupc. we had no 

conv niem way of directly measu.iing the arnount of 111 that I.hey used. V e indire dy 

cal ·ufated t1 roirervative eslimate of Lh. time by lookin;, up in the 8U8 User's I lanual. Lhe 

number of clock qde that the interrupt lev I cod that hand I. the average ·harncter used. 

and adding 10 percent lo Lhi' m11nber. ( pe i,ill characters u h as RD ·' took much more 

Lime m proc" tl1an the av rage chara cer. No chnrat.:ters mok Jes time w proc ss. 'he 

8088 er's Manua.l Late .. "\ ith typical instruction mixes. lhe time actually required to 

execute a equcnce of instructions will lypicaUy be within 5· 10% of lhc · um of the 

in<lh h..lu: 1 Liming .... Ca c t:ltl b constru1.;tcd. howe\'Cr. in whicli 1.:. e ution time m,1y be 

much higher..." (12].) This stimace uggesrnd that lhe imerrupt level routines, took 231 

micro econd lo process each bylc that the~• received from the serial line. We plom:d this. 

e timate on Figure 6- I as line I T. 

From Figure 6· l \ e cal ula d a number of usefu] t:uislics. (The rornmlas th t we u ed to 

cul ·ufat lhem are summ:irf cd in Pan A o , able 6-LJ ·n1e diffi rcnce be\ een line CR 

and line PC i rh arri.1ge n::-H1m O\.'erh~ <l (CRO). This was lhe amount of additional ime 

lh:i. the protomls spent processing carriage rcium comp. red \ ith proce · ·ing printable 

characters. Th c. rriage return O\'Crhcad depended upon the rcqucncy with hich carriage 



·h1hl · 6· 1: Brcakdm, n of P~1ckcL Tran fer rime: Uelwcen r\ o r\:rsonal Computers 

A. Formula Use to Calculate Detailed Tim~s 

Carr · ag@ Re urn 0 er ead ... .. .............. CRO - CR (size) - PC (size) 
Prin ing: Character Overhead ..... .. ..••..... . PRO~ PC (si ze) - OP {si .u) 
O er Ove head--F il.ed: ......... .............. OOf - OP (size ~ 0) - SL (size -0) 
O er O erh ad--Variabl 1e ........... ~ ........ ~.OOV - OP (size) - OOF - SL (s ze) 
A a i 1 able Can cu rnin P roc:e s sing Time ... , •.. ACT ~ SL (s ize) - IN"I' (size) 

B. Detailed Times 

s at,stic I values for various packet data sizes I per bye I 
I - - - - - - - - - - - - - - - - - - I value I 
I a bytes I by e I 66 by es 1500 bytes I I 

I I (sec.) I (.sec.) I (sec.) I (sec.) ll sec/byte)I 
1-----------1-cc~-----i---------1-c~~••••-1•-------- 1-~-~-~---•-1 
I cRo I .0000 0.0004 I o. 1s2s l o.1g59 I 392 I 
-----------+------ - ~---------+----- --- ---------~-------- --- , 

PCO I -0.0001 I 0.0006 I 0,322 l 0.3 60 I 692 I 
--------- ------·-- ---------+---------+----- --- -- --- ·-----1 

OOf I 0. 0!00 I I I I I 
-----------~--------- ------ ---- ·-------- - -- -------------------1 

OQV I 0.0000 I o. 0002 I O. 0357 I O, 0768 I 154 I 
------ -----4 -- ---- -- ------- --+--- ------~---------•- ----- -----1 
SL(sile) I .0490 I 0.0500 I o.53 44 I o.-698 I 10 2 I 

- - - - -- - - - . - - - - - - - - ·- - - - -. - - - - - -- - -- -- - -- - - - - - - - "'"""I""- -- - --- - - ---1 
1 T(size ) --J 0.0109 I' 0.0 111 I 0.1185, I 0.1264 I 231 I 
-----------· - -------~--------------- --- -- -·---- - --------- --1 

ACT I O.OJ81 I D. JS9 I 0.4 15 I 0.4434 I Bil I 

otes: • This s at · stic was not easu ·-e d exper i enul y . lt wa:s 
cal cul ed by div ding the eta 1 packet s i ze in bits 
by 9600 bits/secon 

• This stat1s ic was ased on t~e estimate amo nt of time 
spent in interrupt driven code. This estima e may be 
very inaccura e. 

r tum pp •.ued in Lh data team. In thes expcrim nts. we sem one carriage return for 

\'cry full ]inc o primablc charact rs. i.e .• one for very 80 printable charact rs. T ble 6~1 

Part Ls shm . the cJrriag.e return o crhcad for pnckecs o variou si· "S. If for some packet 

siLc. we tH idcd he t:.arriagc return o ·erhea by I.he number of data characters tran f. rred. 

, c round thm the cost per da ta h:i.rnc;t r of !laving carriage retL1rn as oppo~ed to ha ~ng 

prinw.bl ch:1ra t rs wa · 39 micro econds. Since packets contained on carriage re.tum in 

~,-er_ iglny-L\ o bytes f dmr. th . proce · ·ing cost per CJrriagc n.:turn w· · )_ millis ·onds. 



7.11 i is apparent l) th . time rcquirct.l tu mm e the prcdou~ ~-cr~en cont nl up one hy .c 

(.tTolling). 

The dilTcr nee beLw en tin. PC an · line OP or. igurc 6-l i the ~,mount of Lime I.hat Lhe 

softwar pent writing primabl characl · on th screen. This tuti ·tic al o appears in 

Table 6-1. 

B; ·u btracting line OP ~rom line SL. we found lhe protocol overhead or the non-in crrup 

driven roulin ~ that \ a nol rn· ·oci:ncd "i1h priming thing on the ere 11. · sep.1ral d Lhi 

other protocol m i..:rhc:ad imo two components: a f1xed O\' rhcad \\ hich was irrespcc i e of 

the rnnmrnt of d.it.1 llim the pa ki.:t comnin . and included a 1Ll! of l1eadcr proce ing. and a 

variabl merheud which dcpende1..i on the amount of p.irkct U::lUL ·me lixcd overhead was 

the difference b we n the tw line when lh piickcL ontJined no dma (4 0 bits). The 

variable o erhe·1d was tile c!if ercnce bet we n the lin OP ; nd SL at other pa kct izc l,css 

the li:i,; O\•' rh ad. l h fi~i:d m· rh ad was 0.01 econds. while the v~1riablc O\'crhead was 

F4 microsecond per byLe or data. 

problem with 1hcsc measure of mh r protocol m rheml was that ti c.y inclL1ded the 

O\'CdlCad f mh ~endin~ an<l receiving nckl!ts. We had no con\"enienr war nf d 1crmining 

how much of chi o;•erhead the cod that em packets au ed. and ho,\ mud1 Lhe code that 

received. packets au ed. \ :Jttributed ho.ff the m·erhead o each. Attributing h.J.lf the cost 

o each prob: bly underestimated Lhe amount of time necessary ta receive packets. but for 

most ortt1e c.1lcuk1tion in [hi ch.1pter. a low c. ti m·1l ol"Lhe muc nccdctl to rct:cive a packet 

, as a con ervati ve estimate. 

Another interesting latistic \V, the amoum of Lime available to non-imcrrupl driven 

routin s 1,vhen a packet came in from th serk1l Jine. This ta1istic me: urcd the Lime 

available for oncurrc1u proce ing in tlie protocols. (· pl~1in don page ·s). Because of 

.1\';.1ifablc concurrent proc ing Lim , w did note. pect 1he tmJmL-ol to mke as long to s nd 

en pnckcts from one I c1 onal compui: .r Lo another and ack. as we did LO send one packet 

back nnd ronl1 t n thnc. In tlw fj rm r cas Lile protocols proce. s d and received packets 



concurrcml~. \,hih.: in Lhc laucr c: i.; Lhc prolut.:ols rnmpl tel_· prnt:c ,i..:Ll on i1m ming 

rm.kcL ;m<.l cnt a p.ick t hi..:forc th > tancd l } rec iv lh next p; ck t. In th k1ucr , ·c the 

protoc."Oi wast d the aniilable con ·u rrent processing tim . The avr,ih1blc :oncurrcm 

proce. ~ing lime i equal to th d·rn,rcnc.;e bel, en the 1in . L 1.hc amount of lime the 

packet,,... on th erial lin . ~inti line I T. lh amo1111t. of tim used b;- th int rrupt drh·en 

ide th.it procc s _ in oming chnracL •rs. and it ap1}c'1rs in fable 69 

• 

\ c as I .i n mnb r or lhc st, ti u s in Fi0 ure 6-1 un T. ble 6~ l on ti mates as well as 

mc::i ·urcm n LS. and we wished to dou bl• check the accura r of the. e ·thnatc . W ct _ ·i ed 

,Ill .,pcrirn _nt in whicll n 1B I Personal Comput r nt larue pnd:c1 at :.i. ·econd ns 

(Jllickly a. po · iblc for t n min utcs. Because the iirsl pc I.ills I computer could end 1 :i.ckets 

foster th;m its oumerpnn rnul c ive them. th nder did no have to print h, r c ers 

on the ·c:r •n). th nrst pc, .. unal i.:ompuu::r k · l the ·econd one I u ') fi r ti ur. tion of I.he 

t t. We coun t1.:d he number or d..il,l p, ckcts that the cond p rson,tl cmnputcr re i ved. 

:imJ the 11 umber of p.l l~cts nckno, I edging data Lhal i1 cm. U in2 lhc rn o numl crs and 

the in form cu.ion ro idcJ y Figure 6-1 and Table 6· l. w prcdkt d the amoun of lime that 

it pcr~011:.il compuh.:r II ell · to re ·1.'.h t..: rn1 i f. nJ the I.! 1 all icu Jar n um bcr ur pa k1.:1S. J he 

closer lhi pr dieted tim _ came w en mint L . th• 3: tual lrmsfcr time. th greater the 

ac urn y f igure 6- and Table 6-1. 

Th personal _ m put r thaL rec h ed d. t orf ginalJy t"fc rcd \ indow of ~000 byte . 1 e 

sending p rsonal comput r fil led thi \ in ow ith eight ~00 byte packets . • nd wai ted for a 

windo·w up lme before ending more pa ·.ms. s th lir :t p·u:kct of thcs eight packets 

arrived. Telnet. lmemct and TCP hat.I noll1ing m do oncurremly with the lnl rrupt. driven 

cod lh,u rccci\' ~ct h. meters fr m Lhe serial lin . \ hen he econ and succe,eding si 

pm; k e LS arri \' d. th hi a her level J rotocol had dma to p roce.ss cancu rrc m I y wi Lh the 

int r.rupt driven routine . 13-c-cause he rcceivin.; p rsonal computer llid not update I.he 

\~rndow or .,1ck11owl dg data until it pro ·s d n11 th pac cr.s tlrnt had .. 1rrivcd. (s e cction 

5.6}, anti be1.:::.1u ·c Lhc .en I r COU!ld s ml pa ·kcLS faster tlnn the rec i\.'Cr could pr th.em. 



T·11Jlc 6·1: Predi 'h;J Tlnh:ol"th I fa\irllHlll Dat.1 rrnnsrcr Te 1 

Pac e s Sen ; 92 Packets Receivea: 734 
Sl ul l grou s of eigh packets and t pa rt ial gro o 6 packets 

First Packe Received in Eac Gro p or 'Eight: 
Car r h e Re urn Overhead '= CRO (500) " 0 , 1959 seconds 
Prin able Charac IH" Overhead " PCO (500) -· O.J 60 seconds 
Other p 0 ocol Over11 ea c1 - ixed 

for incoming packet ~ 1/2 O0F " 0,005[1 seconds 
Other Protocol Overh ead - Va r i able 

for inc om ng pack.et ;;: 1/2 oov (500} ~ 0 . 038 4 s econds 
In err pt Dr111en Co de Ov erhe aCI 

for incoming pack.et r (500) " 0. 1264 secon s 
Ava il b l ~ Concur r ent Pro c . Ti e ::, ACT (500) " 0. 434 uconds 
---- -------------- ---- ---------------------- ---- -- ------ --- ----------

Total 

~ext s~ven Pac ets Rece hre 1 n Eai:: Grou p 0 'E i 9h 
Carriage Re rn 0 erhea ~ CRO ( 500) 
Pr ntable Cha racter 01,, er hea!J " co ( 5[)0) 
Otll er Proto .o 1 Overheaa - Fi)ted 

for i nco , ng pac et = .12 OOF 
Other Protocol Overnead - Var a 1 e 

for incom ing packet ~ 1/2 oov (500) 
In errup Dr i\len Code Overhead 

fer in c;omi ng packet ; r T ( 500) 

Tot.al 

Packe Acknowledoing D~ ta i 
Other proLoco J u~arhead - F1&e 

f or ou going pac et - 1/2 OOF 
Time Packe _ was on the Serial Line ~ SL (0) 

Total 

~ l. 155 1 seconds 

- tl . 959 seco ds 
" 0.3 50 seco nds 

~ D. 005 0 sec:onds 

= 0 .0 384 seconds 

,. 0, 1264 seconds 

~ 0.7 11? second s 

; 0.0050 sec nds 
- 0 .0490 seco ds 

= 0 .0 540 seconds 

Time r □ r tne Sanding P~rson~l Comp~ta r 
and Star s~nd1ng New Da a: 

to Process t e Acknowlodg enl 

Other Pro ocol Overh ead - F" xed 
or ncami ng ACK packet 

Other Proto col Ove rh ead - Fi xed 
fo r outgo1ng da a pac et 

Other PrctocoT o~erhead - Var iable 
fer out go ng data pack et 

Total 

~ 112 om 

- 112 OOF 

0. 0050 seconds 

~ 0.0050 seconds 

~ 1/2 OOV (500) ,. 0.0384 seconds 

~ 0.0 484 sacon s 

92 F·rs Facke s " 106 .3 seconcls 
{73 4 - 92) Later packe ts 55.9 seconels 

91 Ac Packets :,;: 4 .9 seconds 
91 Fore ign Overheads = 4 . 4 seconds 

To al ~ 572,5 seconds ; 95! of DO s~conels 
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thi:: r c h r only sen t one ad-11 \\ leugml.!11 t fur e\'CJ)' eight pa k •L: sent. rhc pack 1 thal 

contained Lhe a·knowl dg,mem also l ff red the ender a new -moo byte \,indow. and the 

proc · . tarted \'Cr again. TI1c receiving p rson,11 com pm r nx i \'Cd 7 -I pa k lS and sent 

92 ac.:kct . We would ccmully on ly ha ·e prcdicLCd thaL it \\00uid send 91 pac ·ecs. one fm 

each com l te grou1 of ighl pa1·ket! r cci\ d. \ c ig.nor •d h c. Lr~ puckct in ur fig11..1r . 

T·1I le 6-2 how tl1c re ul~ of thi t 'L \: e accounted !br"' __ . c ond · mu , r Lh actu::il 600 

·c ortd mm li.:r time (9 % ,_ whfch ho," that our csLimatc: in Figure 6~ l .md able 6· l were 

fairly a ur·1te. Tl1i · 1 l al o ·ho\ · the ma:,,;imum rme al wl1ich Lhe per on::il computer 

protocol could handle large amoun of darn. on a 9600 biL p r cond line. In ten minutes 

tl1c personal l1)JUJ utl!rs 1.ransf rrcd 7 3 · d· la p,u:kets. ead1 of \\hi h runt:,i111,;d 5 0 bits of 

which 4000 wt:rc li:ua bi!! (:0O d:ua b,· E ) ri r • total mm fer rate of 67 0 bits per second 

and an effccti \ c dm:.i mm. for .1t~ or 4900 bi LS per second. 

6.2.J I 'erform3incc thnitalion 1~rcdktion 

We LI.' d Figure 6~1 ,m · Table 6·1 lo prcdi rhc minimum ,11nountortime tha Lhe protocol 

so fl ware nc •d · I to handk a ~ri.;cn fu l f dala. 111 scrc~n held _ cig.hL) hara t r lines 

~ 1 aratcd I j ~.' t:arri:1~c re urn'!.. A ,cr~cnlt [l nr data n.'q11ircd 1%6 dat ,1 I.> lt..! · \\.hi ·h we 

: , um d would be m in th re..: pa k" \\ ith 500 dam bytes. and Ont: pa · L wilh 66. We 

further assu1T1cd d al lh rial line speed, , perfectly adju t>d to Lhe software speed so 

Ihm tiler \ as no avail.thtc com:11 rren L procc ing time. i.e .. that line· L nd ] T fn Figure 

.1 m·erlapped. From the c a um Lion we co11cludi.!d that Lhc protocol software needed 

a · om 2.8 second to recei a scr en ful of ala. (T abie 6- gi cs the dcrnil. of thts 

calcula1io11. Thi i1mplicd that for a screenful of data th prmocols b vc a maximum total 

tra1rrcr mtc {data and header , of 700 bits per second. ~md , ma:dmum ffcctiv · data 

transfer r.n of "600 bits per second. 

\Ve tan al ·o brc, k dm n the m·erhe::id For a screen ul r d:.ila imo its components. Wilen we 

d Lhi we lind Lh:..it th peed at ,, 11ich the lCnninal m tilator routines wri c data on the 

rccn is Lh factor which mo ·t linri Lh h:.indling Lime for :i re nfu l or diJta. They need 
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fable 6-3~ i linimum Time c<l ti to Harn.II ' a St: cnful of Data 

1966 char cters / sc:reenfu l (]920 pr i table and 23 ca r riage returns ) 
3 packe s of 500 by es, 1 packet of 466 bytes. 

'ini u Overhead or Incoming Packets wi 11 500 Data Syte·s : 
Carr age A et ur n Ove rh eai::l ; CRO { !iDC) " 0. 1959 
Printab l e Character Overhead ; PCO ( 5 00 ) "' 0 . 3, 60 
Other Protocol Overheat! - i ed = 112 OOF " 0.0050 
0 her Pro toco l Over head - \/a. ri a b 1 e " 1/2. oov ( 00) =- 0.0 384 
Interrupt Driven COde O erhaad " ( 600) - 0 . 1.264 

sec □ ncls 
s,econds 
seconds 
seconds 
seconds 

Tota l ~ 0.7117 seconds 

Minimum Overhead for [11cc ing Pac. e s 111i th 466 a 
Carr i ge Re ur n Overhead ; CR O 
Pr i fl a l e Character Overhead ;; PCO 
Other Protocol OvE!rhead Fb:ed ;- 112 OOF 
0 her- ?r otoco 1 Overh acl - Vari a.bh =- 1/2 GOV 
[ n ter r p Driven Code Overhead ~ IN1 

3 Packets wi th 50 □ Data Bytes - 2 .1351 seconds 
1 Pac et wit 466 Oat Bytes : . 6642 seconds 

Tota l ; 2.7993 seconds 

a Bytes: 
( 46 6) = O. l!:125 seconds 
( '-l66) " 0. 3225 s .econds 

" 0 .0050 seca ds 
( 466) - O. OJ57 seconds 
( 4661 ; 0.1185 Se 0 els 

~ 0 . 6642 seconds 

"'.l · rnmb to ,Hit 1%6 bytes 011 hi! scrc -n. ( rhi ligurc. is the carriage rcwrn o 't::rh ::id 

and. prinlablt charn ter ovcrh ad of 1.hree 5-00 data byte pa kelS and one 466 data b~ le 

packet e double checked lhi figure \ ith a simple program that primed a 1966 b le 

<:harac.:tc:r army un Lhc r n 011c dcmcm :it :i frm .) 1lms no nnncr hm fa-..t ,,c make the 

rest of the code. the 1/0 routine:· wil'I prevent the remote login prmucol from handling a 

sere nful of d t al a pe d fi. ter than ,OD birs per second. 

The tern~inal cmu!mor and .1/0 cod or the personal mmputcr is v el l .rincn. Jmpro ·ing 

them eno •~h to make n sign] ficam chang in the h. nd !ing Lime ror a screen iu I of d;i a \ ould 

be difficult We hou Id mostly auribule t e 7400 bp flgur to the limit, Lions of the or Lhe 

personal ·ompu t r"s microprocessor. 

nnther int resting :tati!ilic i th ma imum mm fer race that we would e. peer if we 
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rcr laccJ th ~ rial line and inLcrrupl lri ·en code "llh t t lcr 11 L\\ ork co11r1cctio11, \ e can 

lfod an tJpp r boumJ on hi · ligL re I ) .uldi ng th1.: ·arria~..: rcUI m O\ er head and r1imabl 

ara ter overhead m half o the lhci.:I an , ariJbk prot cc I o ·crhcau r 1r thr c -oo :fa.ta 

byte packets and 111'! 466 data h}te pac.: ·ct I he 1owl O\crl1cad co 1 cs: lo 2. 0 seconds. 

implying L ma im t rn t.mn (, r r. t or about 6 on hl t.! p r . e ond. 

From ur c Lim, t · of th speed al \,hich Lhe im r1111 t dri\cn rmuinc: lhat fetch byl s from 

the ' rial lin run. we can prcdk:t 1he m:nirnurn raw ·n which the imcrrupt dri\ (.'n rou ·nes 

can r cei ·c pn ke . Sine the a ·erng.e } te t.a ·cs :31 n1i ro c n to proc . w expect 

Lhe imerrupt drive, routines to rop byLes if I.he byw· c,1m in over Lhc ·crinl line at a rate 

faster th~m -3.000 bi per second. l.n fact we xp ct lh imcrn1.pr driven routine ro drop 

b ·Les al rates su bstanti.illy bel0, Lhi bt! ·ausc · m • byte la · c longer m proc · than 31 

micro. cond . [ n pra.cLice Lh im rrupt dri\'en mutinc · did n L recci\ c any pa kets correctly 

at 43.000 bps and the • receive nl; hi.!lfof thc packets correctly· t S.400 biLS per s.ccond. 

· peed \\ hich provide · J.60 micro econ to proccs :1ch byte. They did not correc )' 

recei, - 3% of lhe pa ·kcts al 2 l.800 hhs per ecuml. \\ hi h :;upponed th r.:on lu ion lhat a 

few b,ttes took long r t11.1n J4 mi rosecond to proce s. tlncorrcctl • rcceiv d packets r-e 

packl!ts wilo echeck um nelcl Joe· not m:;u_h the co111ptil"d he ksum.)i 

6.2.4 hamctcr E: hoing Time 

ection : .l showed lh:n llhc arnoum of time a remmc login implement.uion takes o echo a 

character i an important n _ · ure of its p . rr ommnce. Benveen two J 81 1 personal 

comput . th echoing time is lhe amount of tim n cessar: for a p..icke wi h ·ingle data 

byte lO go mm one personal computer co anmher. and back to the first. The character is 

printed on the r ens of bo h ersonal ornpu ,er . T abie 6·4 show· the l1arac1 r echoing 

Lrmc m \' ri.ou serial line s1 eed . 

et lumns of Table 6-4 I· bled "Predicted ime " show prcd'icL: d character echo t"mes 

dcri\'c from Figu r · l wh ile Lhe ·oJ umn · ma.rkcd "Experimental Tim s" shaw Lhc results 

of a spcci.11 t st in wh ich 1000 character cchoe \ ere nm one after ~mmhcr. an th result 
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T-th c 6--i: hara t r E;;hoing Time b me n -wo Personal Computers 

o~erhea o Dapen ent on Line Speed - One lay 
(One Pac~ with a Singl Da a Chara cter ): 

Print 1ble Charac er O erhead ,. FICO ( l) ~ o_ 0 □ 06 seconds 
Other Protocol Overhead - fixe 

both incoming and outgoin9 : OOF - 0.0100 secon s 
0 her Pro ocol Overhead - ariable 

both inco ,ng and outgoing E OOV (t) = 0.0002 secon s 

Total = 0_0]06 seconds 

Overhead o Dependent o ine Speed Round Trip: 
~ 2 • One Wey 0 1erhead ~ 0.0216 seconds 

One Packet ~i h s-ngle Oat~ Charac ter has 480 b'ts. 

One a~ Line Tie ; 
Round lr- Line Tirne 3 

Total Round Jrjp Ti e ~ 

480 b. s I line Speed 
2 Ons I ay Lin e ime· 
oun Trip Li e Time 

~ Round Trip Overhea No Depe dent on Line Speed 

I Pr~d,cted r·,es II Experimental Tirnes I 
Line I Line Time I Total Ti e 11 Total lilile I Tot a.1 T irne Minus I 
Speed I Rou d Tr-ip I Ro n r, 11 Roun Trip I Predicud Line T rne I 
{b s l I ( .seconds) I ( secol'I s) 11 (seconds) I (seconds) I 

;~~=~-==! ;~~ - :~~=:,_;;1~:=~=~~ =; :=~1 ,==;;;; =~=~:,I;;:;c~~== ;; ;~:;:~~~~~1 
.i.s □ o I 0.2000 I 0.2216 11 o_ . 22 I c1.0222. I 

------- I --------- -1------ --- --1 I -- --------1 -- -------- --- ------- 1 
9,600 I 0.1000 I 0. 121- 11 0.1219 I 0.02 19 I 

---- -- - 1 ----- - --- - 1----- ------- 11 - --------- - - r-------- ---·---------- I 
rn. 200 I o. osoo I 0.011s 11 o. 01m I o. 021s I 
------- 1 --- ---------1 -- --------- -I 1-- ~---------1 -- ------ - ------ ----1 
23, o o I o. a.no I o. 6n 11 o .0538 I o. 0222 I 

us di\'ided by 1.0001

• otice lhal the pr dieted and xperimen ,J \'alu.es in the columns 

labeled ''Tmal Tim Round Trip" :ire uir,e close .. 

T,blc 6T4 hows lhm mos or the charn er echoing Lime is due m seriaJ ]ine o 'erhead. The 

prowcol · p nd onl :.ibmH _o milli oond proce sing Lhe pa ke e.,du i\i.~ ur proc~ssing 

rt.dated 10 Lh erkil rine. ff we could replace Lhe erinl !in \,,·th f.1Ster neL vork oonnec ion 

we might improv p rforrn:m b. up m il fac.:t r of lhr e comrnrcd with I.he currem 

pcrfom1:mce ma crial line ·peed of 23.0 0 hits per second. 
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6.!.5 11 :mdlin° T ,me for a . 'i •enrul or Data 

·cctio11 3.1 also mention d the impor1anc fa rccrtful uf da a 10 a Tch1 t conn clion. 

Tabl 6·5 sho,.vs predicted ,md experimental rnh.M.~· · of 1h h~md lin!:! tirn for a rcenful of 

ual.i tr.m ·ferred nn. l ·umpu c . he ime shown in rablc 6-~ mea re 

frorn tbe inseam ju l b fore the I ruto ii· print th~ mt haractcr of the rccnful on lhe 

recn. to the in wnl ju t after th y prim the I· t haracLcr on lh screen. 11lese 

me:isur men[· d nm in llld lh tim the first p:1d t m th Tccnfol sp ru 111 the cria] 

line. or tl c tim t11 prowcols spent pr "e sine tli n, t pa1,;kcL bdore Liley prin l d the first 

charac er n th crccn. e chos • to rn ' :tSurl.! Lhe hanJling time for H s.t: reenful of dma in 

this war because , c \ ere in er tcd in mcasuline tile pcrform:mcc of the p . anal computer 

protocol cOlL r.ith r than tile pcrfannan . of th" l rci~n ho · or Lhc crform,mc or the 

imcrconn cting 11el\ ork.s. 

To pr diet th handling lime for a reenful of dma tis d a diff r nt mdhod at s rial line 

peed or 9600 bi per econ and greater. from Lhm u · d al 4 0 biis per second. ction 

6,_.3 showed that ru p eds grc:u r th, n 700 · p . the oflwarc o rh ad limits 

pcrtorm·ince. L the e sp eds. the protocol softw:\r doo not hav lO wait for dm. b c.:iu e 

1he a\ ailablc con .urrent procc . in tim i I Lim th. n lhc prowml need to process the 

incoming t.lat . W calculated Lhe predict d overhead at the e pceds rrom th amount of 

lime the protocols need m pro. e the p.i ke · containing a scr"cnful of data. la crial line 

p ed nr 4 00 bp th time that the protocol soflwarc takes to process a packet is less than 

th' Lim Ul'IL ti1c pad,~l b on he serial lrnc. :so · >me ;,, \, ii, hie :on~11 rrc11 l proc' ~ing time 

g e unu ed. and. the time a packet i on the serial line affects perforn ance. At 800 bp , the 

. crccnful h, n ling time i found by adding. the time Lh t th pack tsar on the scri ] line to 

tile tim 11 "d d LO procc th~ last ac ·e ( ,,e protocol proce each of h oth r packets 

\';hi l iLS ur-c: or is on the "ri I line. 

The dlflercm.: be ween th prcdi ·ted and experim ntal valu s of Table 6-- can b only 

partly :i.plaincd by clock innc ura .'. At · 1eed of 9600 bps and ~1bo\'e, the l!i'O ets ,of 

vnlucs c.lil'fi r hy between two and thrc dock period . \ e .ippc.tr to ha c ov rlooked son e 

fo Lor in c: • . k:ulmi ng the prut.lict •c.l .. ilucs. ~nP l.m.:i:c <li ffcrcnrn b n c n 1h pr di ·t d and 
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T. bJc fr:: rime 1 !c Lk'.d to I bu L · t St.:rccnful or Da1:1 lktwcc11 Two PC 

A. Predic ed Overhearl at Speeds Where Protocol Overhead is Lhe Bo tle~eck 

1i e spen p ocess ing f; rs i. a.eke a.f er first C air c er gets 
printed: 

Carr ·ag _ Return Overhead = CRO (50DJ ~ 0.1959 seco ds 
Print b I Character O erhead er PCO (500) ,. a.3 60 seconds 
0 her Prclocol 0 er-tiead - Var able - 1/2 oov (500) 0,.0384 seconcls 

Total = 0.5803 second s 

Overhead no Depen dent an Line Speed for R~ afn ing Incoming 
Paces with 500 □ ata Bytes: 

(See Table 5.3) ; 0.7 17 seconds 

Overhead not Dependent on L ne Speed for f "nal P~ctet Wi h 
,66 Data B es: 

( See Tab le 6 • .:l) 0. 6642 seconds 

Total Over ead at Speeds Where Protocol Overhead is t 
1 r s 500 data byte pac et = 0.5803 
2 re ain1ng pac ets w1"h 500 ~ta bytes ~ 1.4234 
t final pace with 466 data bytes "' 0.66~2 

e Bo tlenec 
seconds 
seconds 
seconds 

~ 2. 679 seconds 

B. Predicted Overhead at Speeds Were t e Serial Line is he Bot.t 

lota1 f ime Spen Ort the Ser , a 1 Line =: Pac st. Si ze I line Speed 
s □ o da a byu pai;; e (5 70 0 al oi s ) at 4800 bps - 1. 1J96 
466 da a byte pac et ( 5130 o .al i s) at 4800 bps -~ 1.0688 

Time to process a 466 da a by e packet exc usive of Serial Line Ti 
Carriage Return Overh!!ad ~ CRO ( 56) - 0. 1825 
!'lri n ~bl~ Char~clar Overhea " Pf.0 (466) ; rl.3225 
0 her Protoc l Overhead - Fh: ed ;;; 1/2 OOF ~ a. cw5o 
Other Pro ocol Overhead - Va~iable 1/2 oov (466) = 0.0357 

enec 

seconds 
seconds 

e·: 
seconds 
;;econds 
seconds 
seconds 

ToUl - 0. 5457 seconds 

To al Overhead iii 4800 its ?er second: 
time s.:rcono pac et is on he serial line "' l.1396 seconds 
Time third pac et s on he .s er i a 1 line ; L 396 seconds 
r 1 me fina l pac €H is on the serial line .; 1.068B seconds 
Time l o rocess the final fH!C ke " a. 545 7 seconas 

Total = 3.8937 seconds 
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labl11 G-; (' ont.) 

C. Cornpariso of Pre 1c e and Experi en al Values 

I L · 11e Sp ed I Preo, cted Val e I xper me11 a 1 Value I 
I (bits per second) I (seconds) I ( se~onds) I 
1~~~; ~;;;=-=~=~-;;;;1=-~=~=;;;;;~==~~~1·;;;;;;~~=~~~~===~;;1 
I 4,BClO I 3.89 I 4.62 I 
1----------- --·-- 1--------- ·-- - ---1----- ----- ----------1 
I 9,soo I Z. 6i I 2.az I 
,------- ·--- ------- 1- --------~- ------1-------- -- -~--------1 
I rn.200 I 2 . 01 I 2.a3 I 
1------ ------------1----------------- 1-------------- -----1 
I 23,040 I 2.67 r 2 . 84 I 

lhe xpc rim ntal value ,1L 4800 bps has ·u1 allernath·c •xplanation. AL thi ed. lh tm 

level prom ·al had S< me bu . · L • ·aus d lhe r cciving pc, ona.l com mer lo be 

un ll•t--c~rul in nding pack ts that ad.nm le<lgc-d d tta. rypically. lirnc-ou \ ·ou1d occur 

in four oul of five tc t.s ;.1t ti i speed. :.ind wlflc able 6- - how th resull'i of tests th::a did 

nm time om. they probably carne lo 10 doing so. 

Th t t in thi ~ ec1ion illu. mu 1he p rfonnancc of the remote login protocol whi le it 

commun1cm~d \ ith 1 1~1d1in · on variuu I al n1.:twork · 11,esc arc tlll: mad1inc wilh which 

Lile protocol \\ ill be us d in practice. 

A charncl ristk of netw rk oor rnumkation is that it~ perform · nee can fluctuate 

·igni fk. mly from one mL>rn nt 10 the n . t. A net\ ork may e. peri nee .,\ p:mkulo.rly heavy 

1 d in on in tanL. ther b dclal·ing or losing pack ilS. and work perf ctl~ \\ell the next 

in mm. A forcibrn hos may pro t request for infonna:tion slowly when rhrc of i!S users 

imultaneou ly try to com1 ile large programs. but \ ill respond much more quickly when 

they fini h. Th stati li · in th is section win Lend Lo haw besL c::i c r.ither than ,werage ca: e 

performance. because we wfsh to illu trnte hm well the personal computer protoc-ols can 

\\ork mthcr than how poorly 1he nel\ ·or · or foreh:m ho s cun respond. \ e enerall~· used 

th a\.crnging tcchni ue \ ilh probahi1is1ic 3Ccurac: rather than the t hniqu i, ith 

lctcrminisLi · accuracy ( ·cc . cclion 6J) bccau e this approach allowed 11 10 ig.nore non

op i11al Jala. 
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9,600 bits per second 
100 events tota.1 

number 
or eveo •s 

( 77) 
60 X 

X 
70 X 

X 
60 X 

X 
50 X 

X 
.:ia X 

X. 
30 :i: (22) 

X 
20 X X 

X X 
10 X X (1) 

X X. X 

9 .200 b1 s per seco d 
00 even s ta 1 

n mher 
of events 

SC 

70 (65) 
X 

60 X 
X 

50 X 
X 

40 .x (32) 
X X 

30 .x X 
X X 

20 X ,. 
X X 

lCJ X X { ) { ) ( l } 
X X X X ,: 

-------·---- --- -~ t ii:ne .... - .... -- ........ - ----------~----~-- tima 
3 4 5 (cloc period s ) 

.16 • 2.2 • 2. 7 ( seconds ) 

x - one, two, tree, or four events 
X - fi ve ~vents 

6.3.I csn:: A ample Forc·gn f-lo t 

2 
.11 

J ~ 5 )5 (cloc periods} 
. 16 .22 . 27 >.27 (seconds} 

At this point , e Ir II uescribe mc:.isur ments on a mnn ction with one p.mic:ular foreign 

ho t. CSR. to ill u tratc the sons or problem LlmL we fa c:d in int rprctrng data from 

connection , ith orcign ho ·ts. CSR is a PDP-11/45 with a nix op r, ting system I.hat 

belon.., lo \ hat was once the Computer y terns Research Group. SR auaches to a 

10 lbil ringn,et which in a gateway in cum connec lO th I · ·tbit ringnet of 1,: hich Lh.e 

11.u:kel cone nLrntor ts a member. 

igurc 6A.. ho s lhc rcsu lls of 100 i1 di\ idually timed chc1rncLer echo tc ts un a connection 

bclwccn :in lBM Personal Compmcr and CSR. \ c us d lh ~ ems thal LOOk LIH e or four 
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·lock p ' riot.l : ul 9600 hps or tw l)r three pcriocJ · at 19,_uo hp to c-akt1latc the be t case 

tim s. We a sumct.! thm th oLh r ·vent! non-optimal conditions delayed the miler vcn~ 

and we ignored Lhem. 

X X 

Figure6· :Hand1 ing Time for a Screenf 1 of Data from CSR 

Serial Line Spesd ~ 9600 bi , s per ucond 
en events tota l: each Xis one even 

X X X 
X 

;o:.x .x. 
- ------ --- --- ------+----- ----~---------+---------- time· 

(seconds) 2 . 0 4.0 6.[l B.0 1[l. 0 12 .0 

Seri~l Lin e Speea - 19 , 200 ' ts per second 
t&R evens total: ea~h Xis one aven 

X 
X 
.X. X 

.X.XXXX X 

-~----- ----T---------+ ----- ---~-------• -+, -- ••--•------- --• 
2.0 3.o 4 . o s . o 6.o 7.D a.a 

t i e (seconds:) 

Figure 6-3 how the re uhs of ten indiriduall_ limed tc ts for measuring. lh · handling lime 

of a reen fu l of data. The number o retransmissions 1h:u ,.,ere n~ccss:iry h) ~ l the data 

from CSR LO the pe anal comput r explains th clumpin .. within the data. Tests II hkh 

took about three secon s experienced 110 retmnsmiss.ions. tesl which took about seven 

:s.ccu1H.I :\I eri need one r tran mi~-.ion .• m<l te ·t , hich took abom d '\'t:11 ~· t:und · 

xperienced h o re ransmissions. Variou loads on I.he network and CSR probably caused 

Lhe diff crenc s between Lests witl in dump . W, found the best. case times for this type of 

te l by laking the evem, ith lhe !owe·t time m each erial line peed. 

The large 'llumber of remms1r1i sion \.\'as du to· bug in ,he pa ket conccnm.uor. \ henever 

mu!Liph: puck c:ime into th pac _et oonccmr tor in uick sue ession from a foreign host, 

lhc p:.i ket conccmrarnr or "n dropped p'1c kcts other 1..han tl1c nrst lm:r ,I.Sing the number 

or packets in tl1 ucccssion or dccrea ing the ·crial line ·p d incrca:ed the cl1anc · that the 

conccmr.110r wou ld d.rop a I ad:ct TI1is wa not a probl1,;m for the ch:.imctcr c lming lest. 

~incc it sen l pnckcts one m c1 time. 
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f::ihlc 6-6:. har.icl ·r Echoing I rf ommncc ·wi h Variou oreign Ho {S 

i for~ · gn Hos f gsoo bps I 19, 200 bps I differen ce I 
1------- •e------ 1---------- ~~1 -~ ----••-•••J------------1 
I 1B · PC I 0.122 sec . I 0.0 72 sec . I 0. 5 □ sec . I 
1---------------+------- --- -- ------------~---------- -1 
I CSR I 0. 1.75 Se. 0. 12B sec . I 0.047 sec:. I 
1-------- ------+- ------ - - --- - - ------ -- - - - -- -- - -----1 
I Co et I D.196 sec. I 0. 136 sec. I 0.060 sec . I 
1- ------------- .---------- --+------------ ·------------, 
I XX I 0. 212 sec I 0 .1 61 sec . I 0.051 sec . 
1---------------+------------ --· ------- ------ --- -- 1 
I ul ics I D.382 sec I 0.325 sec I 0.057 sec. I 

• ~ The pac e concentrator was no t used e een he 
two lB~ Personal o,pu ters . 

6.3 .. 2 ·rrnrncter [1:hoing P,c:rformane , 'ilh Ya(ou. 1:-orc·0 n Ho ts 

T ble 6-6 ho the character echoing perfom1an with various foreign hos 7 

Sign·ficanUy. Lhe e ho time with many hosts , as under 0._5 cond . and in one case was 

und r 0.1 5 ~ cond . a lc\'el of performance lhat mosl u:cr "mild fi nd rc:1. 1)11,11 le. We 

included a connection b t\ een 1, o l B 1 Personal Compulers for refi rcncc purposes. 

llhough we. did not ,ex eel to be abl . m predicl the e).act ch. raclcr echo time for the 

foreign hosts. we di cxpcc.:l lhal for th samt! m _ ign host lhe Ii ffi!rcm;c be \ ccn the Lime 

of tests at different serial line rates , ould be appm:dmarely con tant The amount of lime 

sa\1ed by speeding up the serial li ne inc rface should be independent o· I.he foreign host 

Table 6-6 confinn d lh is e. pect.·uion. 

<.: 1rnel l. a Digit:.i:t \ ' X/7 0 running nlx. XX i · a Digit.ii DEC . 1,slcm-20 nmning Tnps·20. 1ultics is a 
I lune ·wdl ,ln Jimnatmn S} ~h;11:1 · ti 11 ·nmnmn~ uhce:. . .inJ wh 'ch we t1 ,;.~cd via I.he ARS1, \ I:T. 
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r.tblc 6·· ~ rfam.lHng l imc lilr a S ·n: ·n l't1 l )f Data from Various Foreign Hosts 

I Forei n Ha st I pred1ct~d I 9600 b s I 9,200 bps I 
1---=~--- ------- 1-- ---••-•--- 1- ---••••e~ ,1- -~--~---~--1 
I iB PC I 2.67 s& . I 2.82 sec. I 2.83 sec. I 
1---------------+---·--------------------- ------- ·--1 
I CSR I 2. 6 7 sec. I 2 . SO sec. I 2. l sec. I 
1-------------- - --------- ---.- --- - - ----- ' - - --- ------- ! 
I XX I 2 ,77 sec. I I J.Hl sec I 

■ ~The packet conce~ rator as not used be ween the 
wo IBM Personal Cornpu ers. 

Table 6· show prcdk:lcd and actu, I hand ling time ror a screenrul of dam from · ar:ious 

foreign hosLS. We · sumcd 01: c ti1c i"ort'ign liusts could end pack 1S r t r han the 

p rsonal compul r could procc · incoming packets. i. .. that the foreign hosts could s nd 

pa kcts m a r, u:: faster than 70 bits per second (see ectian 6.2.3). and c.\pected that lhe 

per ·onal compLit r so twar O\'crh "ad would limit r n f ul handling performance just as 

wus the L".l e with transfers b t\ een cwo personal com put rs. \ e thus used the same 1gures 

to prcJi ·( p~rforman ,c b rn ccn ~1 pcr.1mnai ~·0mput r ,uuJ a Iii reign I oslS that ,~c Lt~cd LO 

predicL perfomiance bet\ ·ec11 Lwo person~l computers. 

CSR sem a scn:cnrul of d::it:l fn lour packets. exacLI the same number of pnckelS as one 

p rsonal comput.er sent to tlie other in lhe 1es1s between two personal com ut rs. ms w,e 

expected the handling time for a screen fo I of data between CSR and a personal oompmer to 

be VCI)' dose 10 the handling timl"! betv.een 1wo personal computers. able 6- con finned 

th is expectation. 

Forefgn hosts mhcr than CSR sent c:1ch screenfu I of dam. in more rhan fou r packets. ' and 

Multics sem a sere nful of dala in abouL eight pa kets. while Comet used morn than twenty. 

These large numbers or rnckcts rea 1 -d unfa mably wiLh the bug in the packet 

conccrumtor. ~md r entcd us rrom receiving a scrcenfo I or data from nm ·t o. Lhese hosts 
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,,, itlmul r m.m mi · io11s. 1 he onl} mh.li1iona1 h sl from t,•,hkh we ouh.l )bt.ain figures wa 

X\ ,. hen th . rial line spc d w, l __ o bps. ~ 1 "Ill a si.;re n ru I o · 1fala in , iglrt pa kctt. 

\: c 1l1cr fore c:,q 'C d a p rsonal computer to 1.2kc omewl ~H longer to handle ·1 sere nful 

f data -mm ' X than rrom C R or m10ther personal compulrr. T~bl 6-7 • lso confirmed 

t11is expectation. 

Th number of pack LS 1hat a ho t uses m end a · re nful of data i,s important for reasons 

other h,m ilS imcraclion with the packet concentrator hug.. Bccau fi reign ho ts send data 

LO the pac · et cone ntrator f, r th. n the p·icket concentrator ends packets to the crsonal 

computer. the p.,c et concentrator 1na run out of pa and dra pack ts if the foreign 

ho LS semis Lh a ket com:c1urator too many packci:s. Drop ing packc would fore he 

foreign host to r u:in nil the p. ·kets which would low down · mmuni ation. Thi 

probl m i · nm ju l idle peculation. Comet us more th n twcmy pa kets to ·end a 

scr en ul nl dma. Bcc.n1 c Coinel ·end the e p .. 1 k ts m th pa· ·c1 concentrnmr mu ·h foster 

lhan th p.ickeL concemr..uor nds them lo the personal ompu[ r. packets ba k up at I.he 

packet onccmr:uor. Twenty pL ckets i a I rg.e en ugh number m ::iu c th,e packet 

concentrator 10 nm oul ,f packel buffers. and throw away omc pa k in the screenfu] 

th ll r or ·ing Comet to retransmit the pack LS. (even if it did nm have to rctrnn ·mit lhcm due 

to th . ug in the I a k t un<.:cmrnmr.) 

Thi :mbl m o dropped packets highUghlS n o fundamental probl m wiLh h TCP. FirsL 

the TCP n w comrnl mcchani m allO\\ impkment:l ions to specify only ro 1!:!hly he 

maximum amoun of information LhaL they can handl . local ·cp impl mem.ation 

p cifies ii:s ,i indow in da1a bytes. but if the foreign host end data in small pa ·kc . lhen 

Lhe Jmoum of d:ita hnt the local Jm , le\1el routines mu t lrn:ndl, may b signifi.cantlr greater 

th 11 !.he amount adverti. cd by the local TCP window. For ima .. 1.ncc. if a foreign hosi, cnt 

each byte of TCP cl:::ita to lh personal com put r in a cparatc packet lh Im~ I ·el protocol 

on the pcrson:JI comrwtcr wiU handle forty-cigh byre· for evc.ry byte of · CP data 

Fonuna cly. reasomtbly imcHigen TCP implementa ion that try ro . enJ data in packets 

thal arc ! l.1rgc as po iblc L", n minimize lhis problem. 
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·ccun i pro k:m with TCP i LhaL it prmicl ·s no mccham rn u.1r ·ongc ti11r1 1..'\.)1Urnl. E,.. n 

if the machin · on ht th en of a connection n k p up witll the !low or data. the flow 

may ti ll ov rta;,; some i1nermcdiut ma hint:. and c .. L • iL to perfi m1 poorly. Comet 

m·crlax . the packer cone ntra or in e:,.,·1ctty this \ ,ty. The link between Comet and the 

packcL concentrator i much fasLcr Llnn Lhc serial line bcl\\ e n he packet one mr.nor and 

the personal computer. ·111e packet con t:nmuor can not get rid of packets r~ t .. it 

rl'.:l'civ !hem. unJ it • mctime nm m Lo pa ·kct bu crs m1 1..lraps packets. 

ff \Ve m::ikc th_ tli.!rson:.tl omputc..r· wintlm sufficiently small. the pack cl cone ntrator will 

nut rn n out or uffers. Come[ send. puckers , hh abmn eighty I y1c of data. If th personal 

com m r CP ad cnis · a •IO byte , indO\ . then , 0111c1 v, ill only ·end our pa k ts at 

once. just lik CSR_ Un fhnun~ tely. a _.l,O byle window implir that th "i11dow mus· be 

u1 d~ncd ighL or nin times for the rson. I ~mpmer to nx:ehe · scrccnlul of d,u Eight 

or nine \ indow update- increa e h ltme n e ed 10 rec he a ;;er cnl"ul 1,1f d· ta. although 

n t by as much as waiting ror rctran mission timeouts. Ma ·in° the TCP ,i.indm i.ze 

depend Ill on the foreign host is ve .' unmodul, r. \ h} hou[d lhe window i. - of the 

p "rsonal. com1 uter TCP d pend on th number of bu ITcrs in the pa ·k 1 con •i.;mr..uor? 

Cun~c~tiun ·rn1trol i · • \ i.:ll k nuwn and lilfo,;11 IL prnbkm in the liclc.l uf imerncL wo1 · 

communication [13] [14]. way to prevem c:ongcs ion. L lh jun tion onm, peed .:ind high 

peed network i of particul::u imporumc LO us and i • mpic l'or future research. 

6.3.4 Memor ize and ad -L ngth 

ln the Im oduction of thi rm er, w uggest .d that the limited memory size of d ktop 

p rsonal comp 1.cr might arfi t he performance of n internet remote login protocol. n 

fact the memory size did not affect per ormance. The memory r th l ll I Personal 

Computer , as ufli l ntly large thaL we nc er had 10 worry aboul space in the 

imp I _ menL1.rton. In ume ca. e our impl, mema1ion v~ a ma]ly !ipacc · nten i e. Our 

bu cring strategy or out·uf-sc uenc CP data i an xample. 

Table 6-8 haw Lh code I ngth of variou modules u · d m the personal compuLer 
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Tah c 6·1 .: od .. L ng,th of Variuu · i\·lodule 

Module 

elne 
TCP 
!nterne 
U P and Pa ke 
las ing 

aina.ger 

C Standard !/0 Li brary and 

Code Length (bytes} 

-= 3. 156 
- 5.396 
- 1. 11.2 
~ . 868 
" lil32 

Heath l9 ler iria 1 Emu la or ~ 
C Runt •6 Sys em -

9 068 
2a.2 
256 Operat1ng Sys em Area 

Total 

o .e : The Cr nti e syste sta s C progra s ru nning on the IBM Personal 
Computer ancl ini ia1izes · e S and .. rd I/0 Library. 

pmtcx.---01 The c:.ode for Lile entire ren,o e logfn impl mcmaLion occupied under 25 KIJ of 

m n1on·. Th "Glob:, I and . latic Variable " por ion of 1hc data segment ( Figure --2) 

wa · 49. 4 b), t Iong. Of thr . Lhe TCP om-of~ equenc tlat~ bu ITi I Look up .;.0. · 0 byt , 

·md Lhiny-two · 0 b. Le .ick L buffers used 1.5 8 bytes of spa . Task con rol block _ task 

main program tack u d additional memory_ Thu the entire remote l~ogin 

package nee cd about O KB of memory. and il could I ave ht in a 96 KB or LS KB •stem. 



Chnpter Seven 

Conclusion 

.1 ug0 e:tion .. for lmprn ·ement 

Th _ first improvement\ e, ould mak co the implcmc ,t,:ition dcscrihcd by thi lhcsis would 

be to rcwrire Internet so Lhal it u d tasking and rnn , tl1e lop level pr,occdu re in the 

nch ork task. Su h a modificalion would make it ca } ror Internet to dcmuitiple., pac ·ets 

amon :i:nou _ lient prmo ol an o hamlle f ,igmc:ntcd pad ts .incl I mcmcL options. 

With the curr ms_' Lem. if two 1 rmocol ran on top nf Im met both would have to poll 

lntcmct on an incoming p~1cket signal. Only one di nt pr ocol \\Ould :ictually get packet, 

or p rhap non would if the incoming pac 'et w r a fragm nt. Un. l1cce · ful polling ,,vastes 

time. Ir Int rnel were al !.he ~op of lh nen ork task. il ;ould ' .. 111 th ::1ppropri~ te dient 

protoc-ol. and all i other dienlS would no[ have to run. If only a fragmenc cam in. lmcmet 

could put it inlo a frugmcnt buffer and ,11uuld not c~lll a dicnt at all. 

II lntcm~t ou Id Ld I rep th , nu I nb r of packcL':i that arc wai in~ in the ust:d qu u for th 

n c, or task to process them, · CP could upd, tc the window when lhe the protocol had 

one incoming packet I ft lo procc rather than ro pack l . U dating the window earlier 

wnuld allow the forei~n TCP to sen m Jr packets be for lh personal comrutcr protocol 

actually ran out of p.ickets to process. Thi would incr :ase ili amount of concurrent 

processing wjlhin the remote login implementation. l would al o so]ve the TCP lock ep 

problem des .ri •. d in Sc-c:tion 5.6. 

The tasking package al o h~IS room for improvement To block, a procedure mus · can a. 

blocking rouline in lhe tasking pac nge in order m give up control ·md allow n \ proces 

to run. \ e wrote this blocking routine in C. and it is ive lines. long. It call a routine written 

in ass.cmbly kmgu·1gc lt> :1clllaU, wap I.he old am.I ne, S.lilck poimers. S\ apping tasks thus 

rcq u ire -Lwo procedure calls. If\ \ ii Le the blocking mu tine en tireh' in .i cm bly Ian :iouage. 

74 



th~ mt.le 1U \\"IP la~k. (;OU Id be (011l bi11cd i11b I • . inglc I fOU.) lu r . a pn 'C ' Lhc L \\'llU Id 

, b~tamial I~ rcJu ·c Lim U\ erh at.I of wappir1g ta k •. 

Another t.: ·king impro" mcm \\'O 1ld be lO ·lit)\ , lhc part c) r TCP LhaL end, at;kets to run 

in more than one task. T lnct would call t[ ~1 ~• procedure in lhc u ... r t.i.~k when Lhe u er 

types 't ch:u:act~r. but it wou lei run in th ~end iask \\ hen rhc rctr.1:n mi · ion Lirne:r ,,vent oil 

Only on L'.'. ·k wou1d hav u nrn 1hr mnny outgoing ackct'i rnthcr th,m two. Th sc Lwo 

imrro cmcn~ would climin,nc mo t of th ,·err mall cfficicnq- ad, ntage that the 

procedure-bas d hcduling has m· r t.lSking. 

From the use( l::mdpoint lhe i e, prcsemcd so far in thi section wuuld have only a 

minor cffccr on prolocol perfonn~mcc. re tl1er an, change that we a:rn make to 

u bstanti lly in prove performance? 

One id .:i i to rcpl.1 · the perso I com uter e1fal Hne inlerfac-e. v hkh lakes one im rrupt. 

for cad, byte that traverses th •rial lin~. with an Ethernet r other high performance 

ne1work int r a e lh l tak a ingl int rrnpl per pack l. Tab c 6~4 sugge$· th,u character 

echoing time bcn " en two rersrnnl computer · i m tly erial line time. A high 

perlhnmm e interface cc1L1l 1111 ,m e 1hc d1ar::1c1 r echo lime between l\\O personal 

:ompmcrs by much il5 a fo tor of wo or th ree. 111 · reluth·e improvement \, ould b · 

omewhat le \ ith dmracter echoing from foreign hosis, since propcmionmely less of 

foreign host ochoin~ o rhead i erinl lin overhe~d. Ho\ ever. impm erncnts whh foreign 

hosts " ill b in the r· ng.e in whil:h tl1 ~ user mosl notices pcrrorrnancc impro\ m nLS. 

A l1tgh performance neLwork interf'1ce \ ould not greatly impro e lhc han 1in ... time for a 

re nfuI of darn. ection 6.2. show thal replacing th serial fin wilh a perfect network. 

iucrface \ ould decre-.ise the f-'l'rndtin.:i 1ime for a scr en fol of l.ila rrom .8 seconds to 2.3 

econds. aking th protocol mor ficienL ~11 o seem· 10 be a hard , a. to improve the 

handling time for a screen ul of dam since he protocol Jaycrs a counted for l than 

0.2 econds of th 1011,1 2. con handling time. 

~l:lhcrn~L is u tr',u.lcrmir~ of Ll1i.: w~ ·orpor:uion. 
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Great I_· imJ roving hand I ing. Lime tor a ·re 11 fu I o tlal.1 pml ably i • nm po iblc. n c 1/0 

mu tine · c:.111 on iy print uala tH ·t nlle ul 7-iOU hit-.; t er - rnnd. I galn. ·c Sc ·tion 6 __ J_) e 

I/ romincs see n to he fi;.; " nabl · · ficicnt -1, personal mpULc( proce r p ed 

appears 10 be th fact r limiti g tl1c handling tirn for a · recn fu I of data 

- .2 To1)iCs for I· urthcr Re. arch 

TI,c pr riou cction uegc · a num her of arc,. or further re earcl1. Will th add· tion of 

an Ethernet c::i.rd to he 1B 1 Pei onal 11 upuler improve char::i.ct r c l1ofng pcrform:mc . but 

not the han lin;;- im for · sere nful of data? ts the speed \~ i1h which a p r nal computer 

can pcrf orm Lem1ir I I/0 an imponnnt ciit rion fi r h o -ing a personal i..u mputer for a 

mot login irnpl m ma Lion? Our re arch ·uggc ts umrm i\•c :m ~w • Lo both of these 

quesLion . but the ·e an \ ers shoul be confir:med. 

W - spem a Jot of Lime in Lhi th i discussing Lhc relali\ m n f ms in and procedure-

bired Building a remote login implcmcn tion u ing proccdur -based 

schcdul r \ ould h th b l way LO find 1ml .111 Lhc tail · of hm uch a tern works .. 

The mu. difficult uc 1i 111 p .-cd by 1his. the-is i how to control cong 1inn -o that ::i high 

speed nctwor' does not sw.u11 p a machine connecting it to a Im p ed network. Th·s 

question i pan of the gcncr Ur un olved probJem o comroliing congestion in and 

b tween computer networks. 

unmrn.ry of Resut s 

The :perform.me· m _· , urcments o the I 13. Personal Comput r . cJnet implemenraLion 

presented in Chapt r 'ix how that a desktop person I computer can support an efficient 

im m Lr mme login lmplcmentution with the snme protocols us d by large mainframes .. 

The peed with which programs run on small computers ofl n determines the programs· 

utility. We therefore b11ih the remote login pmro<.:ols Lo run us uicldy • po ibk We 
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followed a numb r or smllc!li · wward Lhi · end. ·n,c TCP impl mcnt.:11:ion a tailored to 

th pedfic nc• ds o th Tdnel remote ll1gin protocol. ·n is cnal led u · Lo simplify lhe 

comp Ii ated TCP protoco1 i11 ..i n um bcr , f 'I :1y • lllat nHnwed it implemenLation lO run more 

quickly. The ariou protocol l::iycr liar d the overhi;.td of asyn hronnu ac:lion. In thi 

way the la •er w re oflcn ~1blc co ·ha r pac · ts ;.11nd ·rnd one p,, ckct in tend of lW • The 

lay rs shared dnta as much as po tbl lo prevent the O\.'erhead or c.,ce copying. 

A factor pmtk:ularly important to the speed witl1 hi 17 the implcmcmaLion ran \ as the 

mechanism u ed to pass control b r-. .. ,een th protocol la~ er modu'les. A multi-layer remote 

login I romcol Lha handle. asyn hronous vents in rnor . lh.tn one la~•cr need mulliple 

thrca of control o flici ntly and modularly process dala. We proposed two m lh.od of 

trucmring comrol th.1l allowed multipl!! 1hr ads. One of the em tllod .c king, employed 

a om bi nation of proccd ire and processc LO tructure comroJ ,,. hit lh oth r method. 

proccdure·bi.lscd h duiing. ·ed a Lop le\•el ·heduling mmlul tha employed procedure 

call -exdu ivcly. Both method ould have form d Lhe basis. of an 

TI1e procedu re-b. cd chcdulcr would have run rn, r inalh' fru tcr. . • ·king \! as the more 

nexibl option. but Lhe remne login prolocol di not need the :.add nc 'ibility. We chose 

m..sking for th dcmonmution im.pl~mentation to resen·e onsistencr between the personal 

~.-ompmer pmto ·ol and a number or mher local impl memalions. an<1 be aus ilS a<ll.led 

nchibility 111ighl b l1andr for impl meming other protocols on he personal compULer in 

the future. The emonsaration implemenliltion showed thal a tasking package could run on 

a 1rrsonal compULer. 

Overall. , e were pie ed wilh th . p ribrmance of th d mon ·tr.nion persona] computer 

remote login protocol impl ment:ition. On a Telnet connection b- L\veen L o I IJM personal 

computers connected by a , ire. th rm nd Lrip dcl::i • im for a singe dlarnctcr \ as 0.072 

.econds ac a rial lini; speed of 19.200 bits per second ,'11,ile l11e handling time for a 

scr1;cnrul of daLa could was under hrec cconds for an ffocLi e data m.1..n fer ra ~ of ov,er 

5000 bps:. The character echoing rim o other lo ·11 c.·omputers ere as low as 0.128 

second .. , hil reenfols of data uld b trnn ·fi rrcd in as linl • _ 2.91 conds. 
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-r h sp~I! 01· tlic ·~rial line im1.: rfa ·c ,~ a: the p1..Tforn1 ·111 ·c brml neck rm c ·hoing characters .. 

A mored u.:icrH n lwork imerfoc.:c mighl impro\c th dli.tracter cdmi1ng lime b~ a· much as 

· ,~::i ·tor o two or thrc . 171 pc1:d with which the proce or <.:ould pcr lc.1rm 1/0 limiLed 

p rlbrmance " hen Lhc protocol · rroces cd large ·1mou rtlS of data. 

The personal omputer 1 rmocol imp I rn n Lmirm u d abom 80K B 0f memory. 171 194 KB 

memory ·i1e f the I B t Pcr;onal Compl Lcr , as ~u ffil'iently kirgc that il Jiu nn pas an 

l.'On traims on our imp I menlmion. 
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