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Abstract

We are near the end of Moore’s law and hardware growth has hit a stagnation. Modern
data processing systems need to continuously improve their performance to match
the humongous growth of data. Data structures and algorithms such as sorting,
indexes, filters, hash tables, query optimization, etc are the fundamental building
blocks of these systems and dictate their performance. Traditional data structures
and algorithms provide worst-case guarantees by making no assumptions about the
data or workload. Thus, the resulting data processing system gives an adequate
performance in the average case but may not be optimal for a particular use case. In
this thesis, we will look at how to redesign membership query data structures so they
can automatically adapt to an individual use case. These instance-optimized data
structures act as drop in replacements for their counterparts in systems and improve
their performance without any significant overhaul of the system or labor-intensive
manual tuning.
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Chapter 1

Introduction

Modern data processing systems need to continuously improve their performance to

match the humongous growth of data. These systems cannot rely only on hardware for

performance improvements as we are near the end of Moore's law and hardware growth

has hit stagnation. One way to improve the performance of a system is to specialize it

for a particular application. Specialization as a technique has been prevalent in the

data systems community with systems like C-store [148], Streambase[151] built for

analytical and streaming applications, respectively.

But one can �nd a diverse set of use cases even within a particular application.

For example, certain analytical use cases might be concerned with identifying recent

trends while others might want historical summaries of the data. These "instances"

have the same higher-level goal (e.g., performing analytics on the data) but operate

on di�erent datasets or have di�erent workload patterns.

In order to specialize for these instances, a recent trend in the research community

is to build "instance-optimized" systems which are made up of components that can

improve their performance by taking the data or workload distribution into account.

An important class of components that are being "instance-optimized" are data

structures and algorithms. Data structures and algorithms such as sorting, indexes,

�lters, hash tables, query optimization, etc are the fundamental building blocks of

data processing systems and dictate their performance. Traditional data structures

and algorithms provide worst-case guarantees by making no assumptions about the

17



data or workload. Thus, the resulting system gives an adequate performance in

the average case but may not be optimal for a particular use case. By using data

structures and algorithms that optimize for a particular instance, the system can

achieve better performance for that particular instance. These instance-optimized data

structures/algorithms act as drop-in replacements for their counterparts in systems

and improve their performance without any signi�cant overhaul of the system design.

Such instance-optimized components automatically adapt to an instance without

labor-intensive manual tuning and thus, save a huge amount of operational cost.

There have been various e�orts in building instance-optimized components [88, 48,

45, 46]. A common theme in this redesign is the use of learned models that learn the

data or workload distribution. The primary work that in�uenced this direction was

Learned Indexes [86], which redesigned range indexes. Range Indexes store key-value

pairs and support range queries which are queries that ask for values of keys in a

certain range. The work on Learned Indexes [86] observed that B-Trees can be thought

of as models. These models predict the position of the key-value pair within a sorted

array, given the key value. Learned Indexes then propose using ML models to learn

this mapping instead of a B-Tree. This helps them to be optimized for speci�c data

distribution and empirically outperform B-Trees.

Range Index data structures fall under the broader umbrella of membership query

data structures which are quite commonly used in data systems for data skipping,

joins, aggregates, scans, data retrieval, etc. Membership queries check for the existence

of keys with certain properties in the data. These membership queries might be for a

single data point or a range of data points. Traditional data structures for point and

range queries are hash tables and B-Trees, respectively. Some applications can tolerate

approximate answers for better speed/memory usage, hence approximate variants of

these data structures exist which are known as �lters. Traditional data structures

for approximate point and range queries are Bloom and range �lters. These data

structures are shown in Fig.1-1. Instance optimized variant of B-Trees was already

proposed in the paper [86]. In this thesis, we design instance-optimized variants of

the remaining three data structures by making use of ML models. Below we brie�y

18



Figure 1-1: Traditional data structures for exact point and range membership queries are
hash tables and B-Trees whereas approximate variants are Bloom and range �lters. Range
data structures B-Trees and range �lters have a tree structure whereas hash tables and
Bloom �lters make use of hash functions. Next, the instance-optimized variants of these
data structures are shown which make use of an ML model to capture the data or workload
distribution.
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discuss the ideas behind the design of these structures.

1.1 Bloom Filters: Approximate Point Membership

Query Structure

Bloom �lters are space-e�cient data structures that are used to approximately answer

point membership queries on a set S. The queries �lters support are of the form: �Is

x in the set S?�. Bloom �lters only have false positives and no false negatives. A

false positive is a case wherex =2 S but the �lter returns x 2 S, and a false negative

is a case wherex 2 S but the �lter says x =2 S. For applications where fetching

data requires an expensive operation like disk I/O or S3 request, Bloom �lters can

help prune empty requests. These empty requests don't have data corresponding to

them on the disk and lead to unnecessary expensive data fetches. No false negatives

in Bloom �lters mean that queries having data corresponding to them are always

accepted and most empty queries are rejected, thus maintaining consistency of the

results. The main trade-o� in �lters is between the space consumed by the �lter and

the false positive rate (FPR) provided by the �lter.

The key idea of instance-optimized Bloom �lters is that in many practical settings,

given a query input, the likelihood that the input is in the set S can be deduced by

some observable features which can be captured by a machine learning model. For

example, a Bloom �lter that represents a set of malicious URLs can bene�t from a

learned model that can distinguish malicious URLs from benign URLs. This model can

be trained on URL features such as length of hostname, counts of special characters,etc.

Previous learned Bloom �lter approaches did not utilize the model e�ciently due to

their sub-optimal design and parameter tuning. Therefore, we propose Partitioned

Learned Bloom Filter (PLBF ) [156], an instance-optimized Bloom �lter with a general

design that automatically tunes its design parameters to optimal values. PLBF frames

the problem of trading o� space consumed by the �lter and false positive rate achieved

as an optimization problem in terms of the design parameters. The solution to this
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optimization problem provides the optimal values for the parameters.

1.2 Range Filters: Approximate Range Membership

Query Structure

Range �lters are space-e�cient data structures that are used to approximately answer

range membership queries on a set S. The �lters support queries of the form: �Is there

x in the set S between [A,B]?�. Similar to Bloom �lters, they do not allow any false

negatives and the main trade-o� in �lters is between the space consumed by the �lter

and the false positive rate (FPR) provided by the �lter.

LSM-based key-value stores such as RocksDB, LevelDB in industry increasingly

serve as the backbone of applications across the areas of social media, stream and log

processing, �le structures, and databases for geo-spatial coordinates, time-series, and

graphs. LSM's store data in multiple immutable �les on a disk. Retrieving a particular

item or set of items in a particular range leads to multiple expensive I/O's to look up

the items in these immutable �les. In many settings, the item may not be present (or

the set of items may have no item present) in the �les, leading to unnecessary I/O's

that degrade read performance.

Range �lters residing in faster memory can help in this situation: if a query has no

corresponding item, the �lter most likely returns false and saves expensive I/O. We

proposed Sparse Numerical Array-Based Range Filters (SNARF )[155], an instance-

optimized range �lter that supports both point and range queries for numerical data.

SNARF uses a model of the data distribution to map the keys into a bit array which

is stored in a compressed form. SNARF when integrated with RocksDB provides upto

10x better read performance compared to state-of-art �lters.
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1.3 Hash Tables: Exact Point Membership Query

Structure

Hash tables are a fundamental data structure in database management, playing an

important role in indexing and joins. The idea behind hash tables is to place keys

in distinct slots using a mapping function. Retrieval of a key involves using the

mapping function to identify the corresponding slot. Hash tables rely on traditional

hash functions as the mapping function. Traditional hash functions aim to mimic a

function that maps a key to a random value, which can result in collisions, where

multiple keys are mapped to the same value. There are many well-known schemes like

chaining, probing, and cuckoo hashing to handle collisions.

Another approach to build hash indexes is to useperfect hash functions instead of

truly random hash functions. Perfect hash functions have no collisions; however, they

must be specially constructed for a given data set, and have other costs in storage

and computation time.

Along the lines of instance-optimized components we studied if by leveraging the

data distribution we can build instance optimized hash functions and whether such a

reduction translates to improved performance, particularly for hash table applications:

indexing and joins. We showed that by leveraging the data distribution one can reduce

collisions in some cases, which depend on how the data is distributed. These cases can

be identi�ed beforehand and instance optimized hash functions can be used for them.

1.4 Discussion

The work in this thesis demonstrates that instance-optimized components can give

huge performance boosts, however more work remains to make them practical and

robust for production-level deployment. We will discuss these points in detail in

Section.5 and here we highlight some key points.

PLBF showed that by using utilizing the model e�ciently one can get huge bene�ts.

However, one of the major drawbacks is high query latency. In PLBF, the model gets
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queried before the backup �lters and thus, the query latency can be higher than that

of a traditional Bloom �lter. PLBF optimizes its design for a particular workload but

the workload distribution might shift over time resulting in poor performance if the

shifts are drastic.

SNARF improves the performance of range �lters compared to previous approaches

by using a static model of the data distribution. SNARF supports updates but

might not be robust in scenarios where updates might change the distribution of the

data. Making SNARF robust to these data shifts is still an open problem. Another

interesting direction would be to make SNARF workload dependent as it currently

only relies on the knowledge of data distribution.

Instance-optimized hash tables can provide performance improvements in certain

scenarios. The models we primarily focused on were piece-wise linear models but

complex models like NN, SVM, and decision trees need to be considered. The piece-wise

linear models we focused on were limited to numerical keys, using models supporting

strings to build hash tables is still unexplored.

A common drawback among all three works is handling data/workload shifts

that arise from the nature of instance optimization. Once a component optimizes

for a particular data/workload distribution, it provides good performance for that

instance but might not perform well under shifts. Instance-optimized components

need mechanisms to identify these shifts and lightweight techniques to adapt to the

new instance.
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Chapter 2

PLBF: Partitioned Learned Bloom

Filter

2.1 Introduction

Bloom �lters are space-e�cient probabilistic data structures that are used to test

whether an element is a member of a set [[16]]. A Bloom �lter compresses a given set

S into an array of bits. A Bloom �lter may allow false positives, but will not give

false negative matches, which makes them suitable for numerous memory-constrained

applications in networks, databases, and other systems areas. Indeed, there are many

thousands of papers describing applications of Bloom �lters [[35], [41], [22]].

There exists a trade o� between the false positive rate and the size of a Bloom �lter

(smaller false positive rate leads to larger Bloom �lters). For a given false positive rate,

there are known theoretical lower bounds on the space used [[123]] by the Bloom �lter.

However, these lower bounds assume the Bloom �lter could store any possible set. If

the data set or the membership queries have speci�c structure, it may be possible to

beat the lower bounds in practice [[110], [23], [113]]. In particular, [[84]] and [[111]]

propose using machine learning models to reduce the space further, by using a learned

model to provide a suitable pre-�lter for the membership queries. This allows one to

beat the space lower bounds by leveraging the context speci�c information present in

the learned model. [135] propose a neural Bloom Filter that learns to write to memory
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using a distributed write scheme and achieves compression gains over the classical

Bloom �lter.

The key idea of learned Bloom �lters is that in many practical settings, given a

query input, the likelihood that the input is in the set S can be deduced by some

observable features which can be captured by a machine learning model. For example,

a Bloom �lter that represents a set of malicious URLs can bene�t from a learned

model that can distinguish malicious URLs from benign URLs. This model can be

trained on URL features such as length of hostname, counts of special characters,

etc. This approach is described in [[84]], which studies how standard index structures

can be improved using machine learning models; we refer to their framework as the

original learned Bloom �lter, Given an input x and its features, the model outputs a

scores(x) which is supposed to correlate with the likelihood of the input being in the

set. Thus, the elements of the set, or keys, should have a higher score value compared

to non-keys. This model is used as a pre-�lter, so when scores(x) of an input x is

above a pre-determined thresholdt, it is directly classi�ed as being in the set. For

inputs wheres(x) < t , a smaller backup Bloom �lter built from only keys with a score

below the threshold (which are known) is used. This maintains the property that

there are no false negatives. The design essentially uses the model to immediately

answer for inputs with high score whereas the rest of the inputs are handled by the

backup Bloom �lter as shown in Fig.2-1(A). The threshold valuet is used to partition

the space of scores into two regions, with inputs being processed di�erently depending

on in which region its score falls. With a su�ciently accurate model, the size of the

backup Bloom �lter can be reduced signi�cantly over the size of a standard Bloom

�lter while maintaining overall accuracy. [[84]] showed that, in some applications, even

after taking the size of the model into account, the learned Bloom �lter can be smaller

than the standard Bloom �lter for the same false positive rate.

The original learned Bloom �lter compares the model score against a single

threshold, but the framework has several drawbacks.

Choosing the right threshold : The choice of threshold value for the learned

Bloom �lter is critical, but the original design uses heuristics to determine the threshold
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value.

Using more partitions: Comparing the score value only against a single threshold

value wastes information provided by the learning model. For instance, two elements

x1; x2 with s(x1) >> s (x2) > t , are treated the same way but the odds ofx1 being

a key are much higher than forx2. Intuitively, we should be able to do better by

partitioning the score space into more than two regions.

Optimal Bloom �lters for each region: Elements with scores above the

threshold are directly accepted as keys. A more general design would provide backup

Bloom �lters in both regions and choose the Bloom �lter false positive rate of each

region so as to optimize the space/false positive trade-o� as desired. The original

setup can be interpreted as using a Bloom �lter of size 0 and false positive rate of

1 above the threshold. This may not be the optimal choice; moreover, as we show,

using di�erent Bloom �lters for each region(as shown in Fig.2-1(C)) allows further

gains when we increase the number of partitions.

Follow-up work by [[111]] and [[34]] improve on the original design but only address

a subset of these drawbacks. In particular, [[111]] proposes using Bloom �lters for both

regions and provides a method to �nd the optimal false positive rates for each Bloom

�lter. But [[ 111]] only considers two regions and does not consider how to �nd the

optimal threshold value. [[34]] propose using multiple thresholds to divide the space of

scores into multiple regions, with a di�erent backup Bloom �lter for each score region.

The false positive rates for each of the backup Bloom �lters and the threshold values

are chosen using heuristics. Empirically, we found that these heuristics might perform

worse than [[111]] in some scenarios.

A general design that resolves all the drawbacks would, given a target false positive

rate and the learned model, partition the score space into multiple regions with

separate backup Bloom �lters for each region, and �nd the optimal threshold values

and false positive rates, under the goal of minimizing the memory usage while achieving

the desired false positive rate as shown in Fig.2-1(C). In this work, we show how to

frame this problem as an optimization problem, and show that our resulting solution

signi�cantly outperforms the heuristics used in previous works. Additionally, we show
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that our maximum space saving1 is linearly proportional to the KL divergence of the key

and non-key score distributions determined by the partitions. We present a dynamic

programming algorithm to �nd the optimal parameters (up to the discretization used

for the dynamic programming) and demonstrate performance improvements over a

synthetic dataset and two real world datasets: URLs and EMBER. We also show

that the performance of the learned Bloom �lter improves with increasing number

of partitions and that in practice a small number of regions (� 4 � 6) su�ces to get

a very good performance. We refer to our approach as apartitioned learned Bloom

�lter (PLBF). Experimental results from both simulated and real-world datasets show

signi�cant performance improvements. We show that to achieve a false positive rate

of 0:001, [[111]] uses 8.8x, 3.3x and 1.2x the amount of space and [[34]] uses 6x, 2.5x

and 1.1x the amount of space compared to PLBF for synthetic, URLs and EMBER

respectively.

2.2 Background

Figure 2-1: (A),(B),(C) represent the original LBF, LBF with sandwiching, and PLBF
designs, respectively. Each region in (C) is de�ned by score boundariest i ; t i +1 and a false
positive rate f i of the Bloom Filter used for that region. (D),(E) show the LBF and PLBF
with score space distributions. (F) represents a PLBF design equivalent to the sandwiching
approach used in Sec.2.4.7.

1space saved by using our approach instead of a Bloom �lter
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2.2.1 Standard Bloom Filters and Related Variants

A standard Bloom �lter, as described in Bloom's original paper [[16]], is for a set

S = f x1; x2; :::; xng of n keys. It consists of an array ofm bits and usesk independent

hash functionsf h1; h2; :::hkg with the range of eachhi being integer values between 0

and m � 1. We assume the hash functions are fully random. Initially allm bits are 0.

For every keyx 2 S, array bits hi (x) are set to1 for all i 2 f 1; 2; :::kg.

A membership query fory returns that y 2 S if hi (y) = 1 for all i 2 f 1; 2; :::kg

and y 62S otherwise. This ensures that the Bloom �lter has no false negatives but

non-keysy might result in a false positive. This false positive rate depends on the

spacem used by the Bloom Filter. Asymptotically (for large m; n with m=n held

constant), the false positive rate is given by

 

1 �
�

1 �
1
m

� kn
! k

: (2.1)

See [[22, 18]] for further details.

[[16]] proved a space lower bound ofjSj� log2( 1
F ) for a Bloom �lter with false positive

rate F . The standard construction uses space that is asymptoticallylog2 e(� 1:44)

times more than the lower bound. Other constructions exist, such as Cuckoo �lters[[54]],

Morton �lters[[ 21]], XOR �lters[[ 67]] and Vacuum �lters[[159]]. These variants achieve

slightly better space performance compared to standard Bloom �lters but still are a

constant factor larger than the lower bound. [[123]] presents a Bloom �lter design that

achieves this space lower bound, but it appears too complicated to use in practice.

2.2.2 Learned Bloom Filter

Learned Bloom �lters make use of learned models to beat the theoretical space bounds.

Given a learned model that can distinguish between keys and non-keys, learned Bloom

�lters use it as a pre-�lter before using backup Bloom �lters. The backup Bloom �lters

can be any variant including the standard, cuckoo, XOR �lters, etc. If the size of the

model is su�ciently small, learned models can be used to enhance the performance of
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any Bloom �lter variant.

We provide the framework for learned Bloom �lters. We are given a set of keys

S = f x1; x2; ::; xng from a universeU for which to build a Bloom �lter. We are also

given a sample of the non-keysQ which is representative of the setU � S. Features

that can help in determining if an element is a member ofS are determined. The

learned model is then trained on features of setS [ Q for a binary classi�cation task

and produces a scores(x) 2 [0; 1]. This scores(x) can be viewed (intuitively, not

formally) as the con�dence of the model that the elementx is in the set S. So, a key

in S would ideally have a higher score value than the non-keys. An assumption in this

framework is that the training sample distribution needs to match or be close to the

test distribution of non-keys; the importance of this assumptions has been discussed

at length in [[111]]. For many applications, past workloads or historical data can be

used to get an appropriate non-key sample.

As discussed above, [[84]] set a thresholdt and inputs satisfying s(x) > t are

classi�ed as a key. A backup Bloom �lter is built for just the keys inS satisfying

s(x) � t. This design is represented in Fig.2-1(A). [[111]] proposes using another

Bloom �lter before the learned model along with a backup Bloom Filter. As the

learned model is used between two Bloom �lters as shown in Fig.2-1(B), this is referred

to as the 'sandwiching' approach. They also provide the analysis of the optimal false

positive rates for a given amount of memory for the two Bloom �lters (given the false

negative rate and false positive rate for the learned model, and the corresponding

threshold). Interestingly, the sandwiching approach and analysis can be seen as a

special case of our approach and analysis, as we describe later in Sec.2.4.7. [[34]] use

multiple thresholds to partition the score space into multiple regions and use a backup

Bloom �lter for each score region. They propose heuristics for how to divide up the

score range and choose false positive rate per region.
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2.3 Partitioned Learned Bloom Filter (PLBF)

2.3.1 Design

As discussed before, the general design segments the score space into multiple regions

using multiple thresholds, as shown in Fig.2-1(C), and uses separate backup Bloom

�lters for each region. We can choose di�erent target false positive rates for each

region2. The parameters associated with each region are its threshold boundaries

and its false positive rate. Setting good values for these parameters is crucial for

performance. Our aim is to analyze the performance of the learned Bloom �lter with

respect to these parameters, and �nd methods to determine optimal or near-optimal

parameters.

The following notation will be important for our analysis. LetG(t) be the fraction

of keys with scores falling belowt. We note that since the key set is �nite,G(t)

goes through discrete jumps. But it is helpful (particularly in our pictures) to think

of G(t) as being a continuous function, corresponding to a cumulative probability

distribution, with a corresponding �density� function g(t). For non keys, we assume

that queries involving non-keys come from some distributionD, and we de�neH (t)

to be probability that a non-key query from D has a score less than or equal tot.

Note that non key query distribution might be di�erent from non key distribution. If

non key queries are chosen uniformly at random, non key query distribution would be

the same as non key distribution. We assume thatH (t) is known in the theoretical

analysis below. In practice, we expect a good approximation ofH (t) will be used,

determined by taking samples fromD or a suitably good approximation, which may

be based on, for example, historical data (discussed in detail in [[111]]). Here H (t)

can be viewed as a cumulative distribution function, and again in our pictures we

think of it as having a density h(t). Also, note that if queries for non-keys are simply

chosen uniformly at random, thenH (t) is just the fraction of non-keys with scores

below t. While our analysis holds generally, the example ofH (t) being the fraction

2The di�erent false positive rates per region can be achieved in multiple ways. Either by choosing
a separate Bloom �lter per region or by having a common Bloom �lter with varying number of hash
functions per region.
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of non-keys with scores belowt may be easier to keep in mind. Visualization of the

original learned Bloom �lter in terms of these distributions is shown in Fig.2-1(D).

As we describe further below, for our partitioned learned Bloom �lter, we use

multiple thresholds and a separate backup Bloom �lter for each region, as show in

Fig.2-1(E). In what follows, we formulate the problem of choosing thresholds and

backup Bloom �lter false positive rates (or equivalently, sizes) as an optimization

problem in section 2.3.2. In section 2.3.3, we �nd the optimal solution of a relaxed

problem which helps us gain some insight into the general problem. We then propose

an approximate solution for the general problem in section 2.3.3.

We �nd in our formulation that the resulting parameters correspond to quite

natural quantities in terms of G and H . Speci�cally, the optimal false positive rate of

a region is proportional to the ratio of the fraction of keys to the fraction of non-keys

in that region. If we think of these region-based fractions for keys and non-keys as

probability distributions, the maximum space saving obtained is proportional to the

KL divergence between these distributions. Hence we can optimize the thresholds by

choosing them to maximize this divergence. We show that we can �nd thresholds to

maximize this divergence, approximately, through dynamic programming. We also

show that, naturally, this KL divergence increases with more number of regions and

so does the performance. In our experiments, we �nd a small number(� 4 � 6) of

partitions su�ces to get good performance.

2.3.2 General Optimization Formulation

To formulate the overall problem as an optimization problem, we consider the variant

which minimizes the space used by the Bloom �lters in PLBF in order to achieve an

overall a target false positive rate (F ). We could have similarly framed it as minimizing

the false positive rate given a �xed amount of space. Here we are assuming the learned

model is given.

We assume normalized score values in[0; 1] for convenience. We have region

boundaries given byt i values 0 = t0 � t1 � ::::tk� 1 � tk = 1, with score values

between[t i � 1; t i ] falling into the i th region. We assume the target number of regionsk
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is given. We denote the false positive rate for the Bloom �lter in thei th region by f i .

We let G and H be de�ned as above. As state previously, Fig.2-1(E) corresponds to

this setting, and the following optimization problem �nds the optimal thresholdst i

and the false positive ratesf i :

min
t i ;f i

� P k
i =1 jSj � (G(t i ) � G(t i � 1)) � clog2

�
1
f i

��
+ Size of Learned Model

(2.2)

constraints
P k

i =1 (H (t i ) � H (t i � 1)) � f i � F (2.3)

f i � 1 ; i = 1:::k (2.4)

(t i � t i � 1) � 0 ; i = 1:::k ; t0 = 0; tk = 1 (2.5)

The minimized term (Eq.2.2) represents the total size of the learned Bloom �lter,

the size of backup Bloom �lters is obtained by summing the individual backup Bloom

�lter sizes. The constant c in the equation depends on which variant of the Bloom

�lter is used as the backup3; as it happens, its value will not a�ect the optimization.

The �rst constraint (Eq.2.3) ensures that the overall false positive rate stays below

the target F . The overall false positive rate is obtained by summing the appropriately

weighted rates of each region. The next constraint (Eq.2.4) encodes the constraint

that false positive rate for each region is at most 1. The last set of constraints (Eq.2.5)

ensure threshold values are increasing and cover the interval[0; 1].

2.3.3 Solving the Optimization Problem

Solving a Relaxed Problem

If we remove the false positive rate constraints (Eq.2.4, givingf i � 1), we obtain a

relaxed problem shown in Eq.2.6. This relaxation is useful because it allows us to use

3The sizes of Bloom �lter variants are proportional to jSj � log2(1=f ), where S is the set it
represents, andf is the false positive rate it achieves. See e.g. [[111]] for related discussion. The
constant c depends on which type of Bloom �lter is used as a backup. For example,c = log2(e) for
standard Bloom �lter.
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the Karush-Kuhn-Tucker (KKT) conditions to obtain optimal f i values in terms of

the t i values, which we used to design algorithms for �nding near-optimal solutions.

Throughout this section, we assume the the relaxed problem yields a solution for the

original problem; we return to this issue in subsection 2.3.3.

min
t i =1 :::k � 1 ;f i =1 :::k

� P k
i =1 jSj � (G(t i ) � G(t i � 1)) � clog2

�
1
f i

��
+ Size of Learned Model

constraints
P k

i =1 (H (t i ) � H (t i � 1)) � f i � F ;

(t i � t i � 1) � 0 ; i = 1:::k; t0 = 0; tk = 1
(2.6)

The optimal f i values obtained by using the KKT conditions yield Eq.2.7 (as derived

in Sec.2.4.3), giving the exact solution in terms oft i 's.

f i = F G(t i )� G(t i � 1 )
H (t i )� H (t i � 1 )

(2.7)

The numerator G(t i ) � G(t i � 1) is the fraction of keys in thei th region and the

denominator H (t i ) � H (t i � 1) is the probability of a non-key query being in thei th

region. In intuitive terms, the false positive rate for a region is proportional to the

ratio of the key density (fraction of keys) to non-key density (fraction of non-key

queries). Since we have found the optimalf i in terms of the t i , we can replace thef i in

the original problem to obtain a problem only in terms of thet i . In what follows, we

use ^g(t ) to represent the discrete distribution given by thek values ofG(t i ) � G(t i � 1)

for i = 1; : : : ; k, and similarly we use ^h(t ) for the distribution corresponding to

the H (t i ) � H (t i � 1) values. Eq.2.8 shows the rearrangement of the minimization

term(excluding model size) after substitution.

Min. Term =
kX

i =1

jSj � (G(t i ) � G(t i � 1)) � clog2

�
H (t i ) � H (t i � 1)

(G(t i ) � G(t i � 1)) � F

�

=
kX

i =1

jSj � (G(t i ) � G(t i � 1)) � clog2

�
1
F

�
� c � j Sj � DKL

�
^g(t ); ^h(t )

�

(2.8)
whereDKL is the standard KL divergence for the distributions given by ^g(t ) and
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^h(t ).

Eq.2.8 represents the space occupied by the backup Bloom �lters; the total space

includes this and the space occupied by the learned model.

c �
�

jSj � log2

�
1
F

�
� j Sj � DKL

�
^g(t ); ^h(t )

��
+ Size Of Learned Model (2.9)

The space occupied by the Bloom �lter without the learned model isc � j Sj �

log2(1=F). Thus, the space saved by PLBF in comparison to the normal Bloom �lter

is:

c �
�

jSj � DKL

�
^g(t ); ^h(t )

��
� Size Of Learned Model (2.10)

The space saved by PLBF is therefore linearly proportional to the KL divergence of

key and non-key distributions of the regions given by ^g(t ) and ^h(t ) of the regions.

This derivation suggests that the KL divergence might also be used as a loss

function to improve the model quality. We have tested this empirically, but thus far

have not seen signi�cant improvements over the MSE loss we use in our experiments;

this remains an interesting issue for future work.

Finding the Optimal Thresholds for Relaxed Problem

We have shown that, given a set of thresholds, we can �nd the optimal false positive

rates for the relaxed problem. Here we turn to the question of �nding optimal

thresholds. We assume again that we are givenk, the number of regions desired. (We

consider the importance of choosingk further in our experimental section.) Given

our results above, the optimal thresholds correspond to the points that maximize

the KL divergence between (^g(t ); ^h(t )). The KL divergence of ( ^g(t ); ^h(t )) is the

sum of the termsgi log2
gi
h i

, one term per region. (Heregi = G(t i ) � G(t i � 1) and

hi = H (t i ) � H (t i � 1).) Note that each term depends only on the proportion of keys

and non-keys in that region and is otherwise independent of the other regions. This

property allows a recursive de�nition of KL divergence that is suitable for dynamic

programming.

We divide the score space[0; 1] into N consecutive small segments for a chosen value
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of N ; this provides us a discretization of the score space, with largerN more closely

approximating the real interval. Givenk, we can �nd a set ofk approximately optimal

thresholds using dynamic programming, where the solution is approximate due to our

discretization of the score space. LetDPKL (n; j ) denote the maximum divergence

one can get when you divide the �rstn segments intoj regions. Our approximately

optimal divergence corresponds toDPKL (N; k). The idea behind the algorithm is

that the we can recursively de�neDPKL (n; j ) as represented in Eq.2.11. Hereg0; h0

represent the fraction of keys and the fraction of non-key queries, respectively, in these

N segments.

DPKL (n; j ) = max

 

DPKL (n � i; j � 1) +

 
nX

r = i

g0(r ) � log2

� P n
r = i g0(r )

P n
r = i h0(r )

� !!

(2.11)

The time complexity of computing DPKL (N; k) is O(N 2k). One can increase the

value of N to get more precision in the discretization when �nding thresholds, at the

cost of higher computation time.

The Relaxed Problem and the General Problem

We can �nd a near-optimal solution to the relaxed problem by �rst, obtaining the

threshold values that maximize the divergence and then, getting the optimalf i values

using Eq.2.7. In many cases, the optimal relaxed solution will also be the optimal

general solution, speci�cally ifF � (G(t i � 1) � G(t i ))=(H (t i � 1) � H (t i )) < 1 for all i .

Hence, if we are aiming for a su�ciently low false positive rateF , solving the relaxed

problem su�ces.

To solve the general problem, we need to deal with regions wheref i � 1, but we

can use the relaxed problem as a subroutine. First, given a �xed set oft i values for the

general problem, we have an algorithm (Alg.1, as discussed in Sec.2.4.4) to �nd the

optimal f i 's. Brie�y summarized, we solve the relaxed problem, and for regions with

f i > 1, the algorithm setsf i = 1, and then re-solves the relaxed problem with these

additional constraints, and does this iteratively until no region withf i > 1 remains.

The problem is that we do not have the optimal set oft i values to begin; as such, we
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use the optimalt i values for the relaxed solution as described in Section 2.3.3. This

yields a solution to the general problem (psuedo-code in Alg.2), but we emphasize

that it is not optimal in general, since we did not start with the optimal t i . We expect

still that it will perform very well in most cases.

In practice, we observe that keys are more concentrated on higher scores, and

non-key queries are more concentrated on lower scores. Given this property, if a

region with f i = 1 (no backup Bloom �lter used) exists in the optimal solution of

the general problem, it will most probably be the rightmost region. In particular, if

(G(t i � 1) � G(t i ))=(H (t i � 1) � H (t i )) is increasing ast i � 1; t i increase � that is, the ratio

of the fraction of keys to the fraction of non-key queries over regions is increasing �

then indeed without loss of generality the last (kth) region will be the only one with

f k = 1. (We say only one region because any two consecutive regions withf i = 1 can

be merged and an extra region can be made in the remaining space which is strictly

better, as adding an extra region always helps as shown in Sec.2.4.8.) It is reasonable

to believe that in practice this ratio will be increasing or nearly so.

Hence if we make the assumption that in the optimal solution all the regions except

the last satisfy the f i < 1 constraint, then if we identify the optimal last region's

boundary, we can remove thef i � 1 constraints for i 6= k and apply the DP algorithm

to �nd near optimal t i 's. To identify the optimal last region's boundary, we simply

try all possible boundaries for thekth region (details discussed in Sec.2.4.5). As it

involves assumptions on the behavior ofG and H , we emphasize again that this will

not guarantee �nding the optimal solution. But when the conditions are met it will

lead to a near-optimal solution (only near-optimal due to the discretization of the

dynamic program).
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2.4 Evaluation

We compare PLBF against the theoretically optimal Bloom �lter [[16]]4, the sand-

wiching approach [[111]], and AdaBF [[34]]. Comparisons against standard Bloom

�lters 5 appear in Sec.2.4.11. We excluded the original learned Bloom �lter [[84]] as the

sandwiching approach was strictly better. We include the size of the learned model

with the size of the learned Bloom �lter. To ensure a fair comparison, we used the

optimal Bloom �lter as the backup bloom �lter for all learned variants. We use 3

di�erent datasets:

URLs : As in previous papers [[84], [34]], we used the URL data set, which contains

103520 (23%) malicious and 346646 (77%) are benign URLs. We used 17 features

from these URL's such as host name length, use of shortening, counts of special

characters,etc.

EMBER : Bloom �lters are widely used to match �le signatures with the virus

signature database. Ember (Endgame Malware Benchmark for Research) [[4]] is an

open source collection of 1.1M sha256 �le hashes that were scanned by VirusTotal in

2017. Out of the 1.1 million �les, 400K are malicious, 400K are benign, and we ignore

the remaining 300K unlabeled �les. The features of the �les are already included in

the dataset.

Synthetic : An appealing scenario for our method is when the key density increases

and non-key density decreases monotonically with respect to the score value. We

simulate this by generating the key and non-key score distribution using Zip�an

distributions as in Fig.2-2(A). Since we directly work on the score distribution, the

size of the learned model for this synthetic dataset is zero.
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Figure 2-2: FPR vs Space for the (A) Synthetic (B) URLs (C) EMBER datasets for various
baselines along with key and non-key score distributions. Space Saved as we increase number
of regions for the (D) Synthetic (E) URLs (F) EMBER datasets for PLBF compared to the
optimal Bloom �lter

2.4.1 Overall Performance

Here, we compare the performance of PLBF against other baselines by �xing the

target F and measuring the space used by each methods. We use PLBF Alg.3 with

DP algorithm discretization(N ) set to 1000. We train the model on the entire key

set and 40% of the non-key set. The thresholds and backup Bloom �lters are then

tuned using this model with the aim of achieving the �xedtarget F . The rest of the

non-keys are used to evaluate theactual false positive rate.

While any model can be used, we choose the random forest classi�er from sklearn

[[129]] for its good accuracy. The F1 scores of the learned models used for synthetic,

URLs and EMBER were 0.99, 0.97, and 0.85, respectively. We consider the size of the

model to be the pickle �le size on the disk (a standard way of serializing objects in

4For the space of a theoretically optimal Bloom �lter, we take the standard Bloom �lter of same
false positive rate and divide it's space used bylog2 e, as obtaining near-optimality in practice is
di�cult. This uses the fact that the standard Bloom �lter is asymptotically log2 e times suboptimal
than the optimal as discussed in Sec.2.2.1.

5PLBF performs better against standard Bloom �lters, as discussed in Sec.2.4.9. Section 2.4.1 are
conservative estimates of gains possible in practice using a PLBF.
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Python). We use �ve regions (k = 5) for both PLBF and AdaBF as this is usually

enough to achieve good performance as discussed in 2.4.2. Using higherk would only

improve our performance.

The results of the experiment are shown in the Fig.2-2(A-C) along with the

distribution of the scores of keys and non-keys for each dataset. As we can see

from the �gure, PLBF has a better Pareto curve than the other baselines for all the

datasets. On the synthetic dataset and URLs dataset we observe a signi�cantly better

performance. In contrast, for the EMBER dataset our performance is only slightly

better indicating that the model here is not as helpful. The di�erence between space

used by PLBF and optimal Bloom �lter �rst increases with decreasing false positive

rate but converges to a constant value for all datasets, as given in Eq.2.10. For the

same amount of space used(400Kb,500Kb,3000Kb space for synthetic,URLs,EMBER,

respectively), PLBF achieves 22x, 26x, and 3x smaller false positive rates than the

sandwiching approach, and 8.5x, 9x, and 1.9x smaller false positive rates than AdaBF

for synthetic, URLs, and EMBER, respectively. To achieve a false positive rate of

0:001, the sandwiching approach uses 8.8x, 3.3x, and 1.2x the amount of space and

AdaBF uses 6x, 2.5x, and 1.1x the amount of space compared to PLBF for synthetic,

URLs, and EMBER datasets respectively.

2.4.2 Performance and the Number of Regions

The maximum space savings obtained by using PLBF is linearly proportional to the

KL divergence of the distributions(Eq2.10) and this KL divergence strictly increases

with the number of regions(Sec.2.4.8). Fig.2-2(D-F) show the space saved w.r.t the

optimal Bloom �lter as we increase the number of regionsk for a target false positive

rate of 0:001. The red line in the �gure shows the savings when using25 regions; using

more regions provides no noticeable improvement on this data. Our results suggest

using 4-6 regions should be su�cient to obtain reasonable performance. We have

additional experiments in Sec.2.4.10 that shows PLBF performance against standard

Bloom �lters and PLBF performance w.r.t model quality.
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2.4.3 Solving the Relaxed Problem using KKT conditions

As mentioned in the main text, if we relax the constraint off i � 1, using the stationary

KKT conditions we can obtain the optimal f i values. Here we show this work. The

appropriate Lagrangian equation is given in Eq.2.12. In this case, the KKT coniditions

tell us that the optimal solution is a stationary point of the Lagrangian. Therefore,

we �nd where the derivative of the Lagrangian with respect tof i is zero.

L (t i ; f i ; �; � i ) =
P k

i =1 (G(t i ) � G(t i � 1)) � clog2

�
1
f i

�
+ � �

�� P k
i =1 (H (t i ) � H (t i � 1)) � f i

�
� F

�
+

P k
i =1 � i � (t i � 1 � t i )

(2.12)

@L(t i ;f i ;�;� i )
@fi

= 0 (2.13)

@(G(t i )� G(t i � 1 )) c log2

�
1
f i

�

@fi
= � � @(H (t i )� H (t i � 1 )) � f i

@fi
(2.14)

f i = c ln(2) � (G(t i )� G(t i � 1 )) � �
(H (t i )� H (t i � 1 ))

(2.15)

� = F
c ln(2) �

P k
i =1 (G(t i )� G(t i � 1 ))

= F
c ln 2

(2.16)

f i = (G(t i )� G(t i � 1 )) � F P R
(H (t i )� H (t i � 1 ))

(2.17)

Eq.2.15 expressesfpr i in terms of � . Summing Eq.2.15 over alli and using the

relationship betweenF and H we get Eq.2.16. Thus the optimalf i values turn out to

be as given in Eq.2.17.

2.4.4 Optimal False Positive Rate for given thresholds

We provide the pseudocode for the algorithm to �nd the optimal false positive rates if

threshold values are provided. The corresponding optimization problem is given in
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Algorithm 1 Finding optimal fpr's given thresholds

Input G0 - the array containing key density of each region
Input H 0 - the array containing non-key density of each region
Input F - target overall false positive rate
Input k - number of regions
Output f - the array of false positive rate of each region

1: procedure OptimalFPR (G0; H 0; F; k )
2: Gsum  0 . sum of key density of regions with f i = 1
3: H sum  0 . sum of non-key density of regions with f i = 1
4: for i in 1; 2; :::k do

5: f [i ]  G 0[i ]�F
H 0[i ] . Assign relaxed problem solution

6: while some f [i ] > 1 do
7: for i in 1; 2; :::k do
8: if (f [i ] > 1) then f [i ]  1 . Cap the false positive rate of region to one
9: Gsum  0
10: H sum  0
11: for i in 1; 2; :::k do
12: if (f [i ] = 1 ) then Gsum  Gsum + G0[i ]; H sum  H sum + H 0[i ] . Calculate key,non-key density in

regions with no Bloom �lter( f [i ] = 1 )
13: for i in 1; 2; :::k do

14: if (f [i ] < 1) then f [i ] = G 0[i ]� ( F � H sum )
H 0[i ]� (1 � G sum ) . Modifying the f i of the regions to ensure target false

positive rate is FPR
15: return fpr Array

Eq.2.18. As the boundaries for the regions are already de�ned, one only needs to �nd

the optimal false positive rate for the backup Bloom �lter of each region.

min
f i =1 :::k

P k
i =1 (G(t i ) � G(t i � 1)) � clog2( 1

f i
)

constraints
P k

i =1 (H (t i ) � H (t i � 1)) � f i = F

f i � 1 i = 1:::k

(2.18)

Alg.1 gives the pseudocode. We �rst assign false positive rates based on the relaxed

problem but may �nd that f i � 1 for some regions. For such regions, we can setf i = 1,

re-solve the relaxed problem with these additional constraints (that is, excluding these

regions), and use the result as a solution for the general problem. Some regions might

again have a false positive rate above one, so we can repeat the process. The algorithm

stops when there is no new region with false positive rate greater than one. This

algorithm �nds the optimal false positive rates for the regions when the thresholds

are �xed.
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Algorithm 2 Using relaxed solution for the general problem

Input Gdis - the array containing discretized key density of each region
Input H dis - the array containing discretized key density of each region
Input F - target overall false positive rate
Input k - number of regions
Output t - the array of threshold boundaries of each region
Output f - the array of false positive rate of each region
Algorithm ThresMaxDivDP - DP algorithm that returns the thresholds maximizing the divergence between key

and non-key distribution.
Algorithm CalcDensity - returns the region density given thresholds of the regions
Algorithm OptimalFPR - returns the optimal false positive rate of the regions given thresholds
Algorithm SpaceUsed- returns space used by the back-up Bloom �lters given threhsolds and false positive rate

per region.

1: procedure Solve (Gdis ; H dis ; F; k )
2: t  ThresMaxDivDP (Gdis ; H dis ; k) . Getting the optimal thresholds for the relaxed problem
3: G0; H 0  CalcDensity (Gdis ; H dis ; t )
4: f = OptimalFPR (G0; H 0; F; k ) . Obtaining optimal false positive rates of the general problem for given

thresholds
5:
6: return t , f Array

2.4.5 Algorithm for �nding thresholds

We provide the pseudocode for the algorithm to �nd the solution for the relaxed

problem; Alg.3 �nds the thresholds and false positive rates. As we have described in

the main text, this algorithm provides the optimal parameter values, if(G(t i � 1) �

G(t i ))=(H (t i � 1) � H (t i )) is monotonically increasing.

The idea is that only the false positive rate of the rightmost region can be one.

The algorithm receives discretized key and non-key densities. The algorithm �rst

iterates over all the possibilities of the rightmost region. For each iteration, it �nds

the thresholds that maximize the KL divergence for the rest of the array for which a

dynamic programming algorithm exists. After calculating these thresholds, it �nds the

optimal false positive rate for each region using Alg.1. After calculating the thresholds

and false positive rates, the algorithm calculates the total space used by the back-up

Bloom �lters in PLBF. It then remembers the index for which the space used was

minimal. The t i 's and f i 's corresponding to this index are then used to build the

backup Bloom �lters. The worst case time complexity is thenO(N 3k).
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Algorithm 3 Solving the general problem

Input Gdis - the array containing discretized key density of each region
Input H dis - the array containing discretized key density of each region
Input F - target overall false positive rate
Input k - number of regions
Output t - the array of threshold boundaries of each region
Output f - the array of false positive rate of each region
Algorithm ThresMaxDivDP - DP algorithm that returns the thresholds maximizing the divergence between key

and non-key distribution.
Algorithm CalcDensity - returns the region density given thresholds of the regions
Algorithm OptimalFPR - returns the optimal false positive rate of the regions given thresholds

1: procedure Solve (Gdis ; H dis ; F; k )
2: MinSpaceUsed  1 . Stores minimum space used uptil now
3: index  � 1 . Stores index corresponding to minimum space used
4: Glast  0 . Key density of the current last region
5: H last  0 . Non-key density of the current last region
6:
7: for i in k � 1; k; :::N � 1 do . Iterate over possibilities of last region
8: G last  

P N
j = i Gdis [j ] . Calculate the key density of last region

9: H last  
P N

j = i H dis [j ]
10: t  ThresMaxDivDp (G[1::(i � 1)]; H [1::(i � 1)]; k � 1) . Find the optimal thresholds for the rest of the

array
11: t:append(i )
12: G0; H 0  CalcDensity (Gdis ; H dis ; t )
13: f = OptimalFPR (G0; H 0; F; k ) . Find optimal false positive rates for the current con�guration
14: if (MinSpaceUsed < SpaceUsed(Gdis ; H dis ; t; f ))
15: then MinSpaceUsed  SpaceUsed(Gdis ; H dis ; t; f ); index  i . Remember the best performance

uptil now
16:
17: G last  

P N
j = index Gdis [j ]

18: H last  
P N

j = index H dis [j ]
19: t  ThresMaxDivDP (G[1::(index � 1)]; H [1::(index � 1)]; k � 1)
20: t:append(index )
21: G0; H 0  CalcDensity (Gdis ; H dis ; t )
22: f = OptimalFPR (G0; H 0; F; k )
23:
24: return t , f Array

2.4.6 Additional Considerations

2.4.7 Sandwiching: A Special Case

We show here that the sandwiching approach can actually be interpreted as a special

case of our method. In the sandwiching approach, the learned model is sandwiched

between two Bloom �lters as shown in Fig.2-3(A). The input �rst goes through a

Bloom �lter and the negatives are discarded. The positives are passed through the

learned model where based on their scores(x) they are either directly accepted when

s(x) > t or passed through another backup Bloom �lter whens(x) � t. In our setting,

we note that the pre-�lter in the sandwiching approach can be merged with the backup

�lters to yield backup �lters with a modi�ed false positive rate. Fig.2-3(B) shows
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what an equivalent design with modi�ed false positive rates would look like. (Here

equivalence means we obtain the same false positive rate with the same bit budget;

we do not consider compute time.) Thus, we see that the sandwiching approach can

be viewed as a special case of the PLBF with two regions.

However, this also tells us we can make the PLBF more e�cient by using sandwich-

ing. Speci�cally, if we �nd when constructing a PLBF with k regions that f i < 1 for

all i , we may assignf 0 = max1� i � k f i . We may then use an initial Bloom �lter with

false positive ratef 0, and change the target false positive rates for all other intervals

to f i =f0, while keeping the same bit budget. This approach will be somewhat more

e�cient computationally, as we avoid computing the learned model for some fraction

of non-key elements.

Figure 2-3: (A) represent LBF with sandwiching.(B) represents a PLBF design equivalent to
the sandwiching approach.

2.4.8 Performance against number of regions k

Earlier, we saw the maximum space saved by using PLBF instead of a normal Bloom

�lter is linearly proportional to the DKL ( ^g(t ); ^h(t )). If we split any region into two

regions, the overall divergence would increase because sum of divergences of the two

split regions is always more than the original divergence, as shown in Eq.2.19. Eq.2.19
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is an application of Jensen's inequality.

�
(g1 + g2) � log (g1+ g2 )

(h1+ h2 )

�
�

�
g1 � log g1

h1

�
+

�
g2 � log g2

h2

�
(2.19)

Increasing the number of regions therefore always improves the maximum perfor-

mance. We would hope that in practice a small number of regionsk would su�ce.

This seems to be the the case in our experience; we detail one such experiment in our

evaluation(2.4.2).

2.4.9 Performance using various Bloom �lter variants

We consider how the space saved of the PLBF varies with the type of backup Bloom

�lter being used. The PLBF can use any Bloom �lter variant as the backup Bloom

�lter. When we compare our performance with a Bloom �lter variant, we use that

same Bloom �lter variant as the backup Bloom �lter for a fair comparison.

First, absolute space one can save by using a PLBF instead of a Bloom �lter

variant is given in Eq.2.10. This quantity increases with increasingc6.

The relative space one saves by using PLBF instead of the given Bloom �lter

variant is shown in Eq.2.20. This quantity is the ratio of the space saved by PLBF

(as shown in Eq.2.10) divided by the space used by the given Bloom �lter variant

(c � j Sj � log2(1=F)) as shown in Eq.2.20.

(c�j Sj� D KL ( ^g(t ); ^h(t ))� Size Of Learned Model )
c�j Sj� log2 (1=F )

(2.20)

Cancelling the common terms we obtain the following Eq.2.21.

�
D KL ( ^g(t ); ^h(t ))

log2 (1=F ) � Size Of Learned Model
c�j Sj� log2 (1=F )

�
(2.21)

The relative space saved, like the absolute space saved, also increases with increasing

c. Thus, both the relative and absolute space saved for the PLBF is higher for a

6The sizes of standard Bloom �lter variants are proportional to jSj � log2(1=f ), where S is the
set it represents, andf is the false positive rate it achieves. See e.g. [111] for related discussion. The
constant c depends on which type of Bloom �lter is used as a backup. For example,c = log2(e) for
standard Bloom �lter, c = 1 :0 for the optimal Bloom �lter.
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standard Bloom �lter ( c = 1:44) than an optimal Bloom �lter ( c = 1:00), and hence

our experiments in Section 2.4.1 are conservative estimates of gains possible in practice

using PLBF.

2.4.10 Additional Experiments

2.4.11 Performance w.r.t standard Bloom �lters

Earlier, we evaluated our performance using optimal Bloom �lters and here we present

results using standard Bloom �lters. As shown in Sec.2.4.9, PLBF performs better

w.r.t standard Bloom �lters than optimal Bloom �lters. As one can see from Fig.2-4,

PLBF performs better than the standard Bloom �lter.

Figure 2-4: FPR vs Space for the (A) Synthetic (B) URLs (C) EMBER datasets for various
baselines along with key and non-key score distributions.

2.4.12 Performance and Model Quality

Here we provide an experiment to see how the performance of various methods varies

with the quality of the model. As discussed earlier, a good model will have high skew

of the distributions g and h towards extreme values. We therefore vary the skew

parameter of the Zip�an distribution to simulate the model quality. We measure the

quality of the model using the standard F1 score. Fig.2-5(B) represents the space

used by various methods to achieve a �xed false positive rate of0:001as we vary the
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F1 score of the model. The �gure shows that as the model quality in terms of the

F1 score increases, the space required by all the methods decreases (except for the

optimal Bloom �lter, which does not use a model). The space used by all the methods

goes to zero as the F1 score goes to 1, as for the synthetic dataset there is no space

cost for the model. The data point corresponding to F1 score equal to 0.99 was used

to plot Fig.2-2(A).

Figure 2-5: Space used by various baselines as we increase F1 score for Synthetic dataset

2.4.13 Discretization E�ect on Dynamic Programming Run-

time, PLBF Size

All the runtime experiments in this subsection and the next subsection are measured

using an 2.8GHz quad-core Intel Core i7 CPU @ 2.80GHz with 16GB of memory. We

use thebloom-�lter python package [[17]] for our backup Bloom �lters. The dynamic

programming algorithms are implemented in Python.

Here we provide an experiment to see how the dynamic programming (DP) algo-

rithm runtime (psuedo code in Alg.3) and PLBF size vary with level of discretization

(N ). In the tables below, we have the DP algorithm runtime and space taken by the

PLBF to achieve an approximate empirical false positive rate of0:001 for various

N . As discussed in Sec. 2.3.3, with increasing value ofN one gets closer to optimal
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parameters, at the cost of higher computation time. This trend is demonstrated in

the table below for the URLs and EMBER datasets. We note that if runtime is an

issue, the increase in size from using smallerN is relatively small.

N DP Runtime(in sec) PLBF Size (in Kb)
50 1.17 187.6
100 2.15 184.37
500 10.97 183.63
1000 26.94 183.55
2000 56.79 182.85

Table 2.1: DP runtime and space used by PLBF as we increase the discretizationN in the
URLs dataset

N DP Runtime(in sec) PLBF Size (in Kb)
50 1.36 2952.33
100 2.52 2944.68
500 11.39 2933.09
1000 25.26 2928.76
2000 56.12 2926.79

Table 2.2: DP runtime and space used by PLBF as we increase the discretizationN in the
EMBER dataset

2.4.14 Construction Time for Various Baselines

Here we look at the construction time breakdown for the PLBF and various alternatives,

with the goal of seeing the cost of in terms of construction time for using the more

highly tuned PLBF. The construction time of all the learned Bloom �lters includes

the model training time and parameter estimation time, which are not required for

the standard Bloom �lter construction process. Since we use the same model for all

learned baselines, the model construction time is the same for all of them. In Fig.2-6,

we plot the construction time breakdown for various baselines in order to achieve

an approximate empirical false positive rate of0:001. Recall that the AdaBF and

Sandwiching approaches use heuristics to estimate their parameters and unsurprisingly

they therefore seems somewhat faster than PLBF. However, forN = 100 we see the

parameter estimation time is smaller than the key insertion time and model training
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time. The parameter estimation time for PLBF varies with the level of discretization

we use for the DP algorithm. The PLBF with N = 1000 takes the longest to execute

while standard Bloom �lter is fastest baseline. As shown in Table2.1 above, using

N = 1000 gives only a slight improvement in size. We therefore believe that if

construction time is an issue, as for situations where one might want to re-learn and

change the �lter as data changes, one can choose parameters for PLBF construction

that would still yield signi�cant bene�ts over previous approaches.

Figure 2-6: Construction time breakdown for various baselines for the URLs dataset
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Chapter 3

SNARF: Sparse Numerical Array

Based Range Filter

3.1 Introduction

Filters are space e�cient, but approximate, data structures that are used to answer

membership queries on a setS. Filters allow signi�cant improvements in the perfor-

mance for an array of applications, including big data systems [150] and networking

[22]. For example RocksDB [53], a Log-Structure-Merge Tree (LSM) [121] based

key-value store, stores data onto disks in blocks (called SST's). However, because of

the LSM structure, RocksDB often needs to load several blocks from disk into main

memory to determine which block contains the data for a given search key. To avoid

loading disk blocks that do not contain the search key, RocksDB creates a �lter per

block for all keys stored in the block.

Point �lters, such as Bloom Filters, support point queries of the form: "Isx in

the set S?". Range membership �lters answer more general queries of the form "Is

there a key in the set S in between valuesp and q?" [2, 100, 161]. Here we are focused

on approximate �lters that guarantee that there are nofalse negatives. This is an

important property many applications/systems require. There may, however, be false

positives. For point queries, if the �lter returns true for a search key, the keymight or

might not becontained in the block, but if it returns falseit is guaranteed that the key
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is not in the set/block; and this extends similarly to range queries. The probability of

a false positive for a key not in the set is the false positive rate (FPR) of the �lter;

the FPR can be de�ned similarly for range queries.

In RocksDB, �lters are usually orders of magnitude smaller than the blocks and are

cached in main memory. Before loading a disk block into main memory, the �lters are

checked if the key might be contained in the block. A �lter with low false positive rate

helps to signi�cantly reduce the number of unnecessary I/O requests to disk blocks

to �nd the key. The bene�t a �lter can provide depends on the trade-o� between

its false positive rate and the size of the �lter; the smaller and the more precise, the

better it is. Interestingly, the latency of a �lter to process a query normally matters

less as they tend to protect against very expensive operations (e.g., disk or other cold

storage access) that are often orders of magnitude slower (see also Experiment 3.6.2).

Range Filters: Range queries are often used in social web applications [30],

distributed key-value storage replication [143], statistics aggregation for time series

workloads [77], and SQL table accesses [91]. For example, from a table of customer

orders, one might ask the following SQL query to retrieve all the orders between two

particular dates: SELECT * FROM Orders WHERE Order_Date BETWEEN "07-

14-2014" AND "07-21-2014" . Past work has shown that range �lters can signi�cantly

improve the performance of systems for synthetic and real-world workloads. For

example, [100, 161] showed that workloads on RocksDB can bene�t from range �lters,

whereas [2] showed the advantages of range �lters for Hekaton, which is part of the

MS SQL Server.

Existing Range Filter Designs: Past e�orts to provide range �ltering resulted

in the current state-of-the-art �lters Succinct Range Filter (SuRF) [161] and Rosetta

[100]. SuRF utilizes a compact trie-like data structure which can �lter arbitrary range

queries, whereas Rosetta utilizes a di�erent approach by using a Bloom �lter (a point

query �lter) [ 16] for range queries along with the help of a hierarchy of pre�x Bloom

�lters. Unfortunately, which of the two �lters is better depends highly on the workload.

For the same �lter size, Rosetta has a lower false positive rate for very short range

sizes because of its clever combination of Bloom and pre�x �lters, whereas SuRF has
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Figure 3-1: SNARF Idea: Given a set of keysS, SNARF builds a model MCDF (x) to
estimate the empirical cdf of the keys, which it then uses to set corresponding bits in a
large bit array B for all x 2 S. This sparse bit array which encodes key information is then
compressed. The model and the compressed bit array are the main parts of SNARF data
structure.

a lower FPR otherwise.

SNARF: In this paper, we introduce an entirely new approach to range �lters,

called Sparse Numerical Array-Based Range Filters (SNARF). SNARF is a learning

enhanced range �lter1 that models the data distribution of the underlying key setS.

SNARF then uses the model to encode partial information of the data in a sparse bit

array. SNARF controls the false positive rate by changing the size of the bit array.

The sparse bit array is then compressed to store it e�ciently. SNARF answers range

queries by using the model to extract the relevant information from the compressed

bit array. Exploiting the data distribution and using e�ective compression schemes

allow SNARF to encode the data set more e�ectively than previous schemes, leading

to better space/false positive rate tradeo�s, while being competitive in terms of query

latency.

SNARF Results: We evaluate SNARF on multiple synthetic and real-world

numerical datasets against state-of-the-art range �lters, such as SuRF and Rosetta,

and also against point �lters, such as Bloom �lters [16] and Cuckoo �lters [55]. We

use a variety of query workloads, such as uniform, sampled from real-world, skewed

1We acknowledge that the term "learned" range �lter might be a misnomer as we use simplistic
modelling of the data using linear splines. However, the name is in line with previous works
[56, 88, 85, 46].
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(certain part of data is queried more often), and correlated (query endpoint is close

to existing key) to test the e�ectiveness of the �lters. For range queries on both

real-world and synthetic datasets, SNARF is consistently able to provide up to a

50x better FPR than SuRF under the same space budget, and SNARF has up to

100x better FPR than Rosetta under same space budget. We do note, however, that

performance depends on the dataset and query structure; for example, we have found

that Rosetta is better than SNARF speci�cally in the case where the query workload

has very short range queries and high correlation between queries and keys. Moreover,

for point queries, SNARF can empirically provide FPRs that are better than Bloom

�lters and slightly better than Cuckoo �lters under the same space budget across a

diversity of query workloads.

Finally, we measured SNARF's impact on performance of an end-to-end system by

integrating it with RocksDB. Here we found that SNARF can improve the workload

execution time by up to 10x compared to SuRF and Rosetta for certain read only

workloads.

In summary, we make the followingcontributions :

ˆ We introduce SNARF, a novel range �lter which combines models and compres-

sion schema (Section 3.2).

ˆ We provide a heuristic theoretical analysis of SNARF that matches our empirical

experiments well (Section 3.3).

ˆ We discuss possible extensions of SNARF, including support for updates and

support for approximate count queries (Section 3.4).

ˆ We evaluate SNARF against state-of-the-art baselines and test the impact

SNARF can have on a real system like RocksDB (Section 3.6).

3.2 SNARF: A learned �lter

We �rst explain the idea behind SNARF (see Sec.3.2.1). Later, we describe the details

of the model (see Sec.3.2.2) and the compressed bit arrays (see Sec.3.2.3).
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3.2.1 SNARF Description

SNARF Construction:

Given a set of keysS = f x1; x2; : : : ; xng, we want to build a �lter that answers range

queries on this set. SNARF maps the keys into a bit arrayB , which hasjB j = K � n

bits for a suitably large K 2, via a monotonic function f . Initially, all bits are 0,

but bit position f (x i ) is set to 1 for all x i 2 S. The exact mapping functionf is

f (x) = bMCDF (x) � nK c, where MCDF is a monotonic estimate of the empirical

CDF (eCDF) of the keys in S. Storing an entire sparse bit array directly is not space-

e�cient, so SNARF stores a compressed version of the bit array. The compressed bit

array (CBA) encodes the locations of the one bits in the array. Fig.3-1 illustrates the

idea of SNARF.

Alg.4 has the pseudo-code for SNARF construction. Given a set of keysS and

scale factorK for the bit array, the construction algorithm outputs a model of the

eCDF of the keys inS and the compressed bit array. The �rst step is to train a model

to estimate the eCDF of the keys. In the next step, this model is used to generate

the set of bit positions in the bit array that are set to one. The bit array is then

compressed into the CBA.

SNARF Range Query:

To answer a range query[p; q], SNARF uses the model to get the bit positionsf (p)

and f (q) corresponding to the query endpoints. The data structure then returns true

if a one bit is found in the range[f (p); f (q)] of B and false otherwise. Alg.5 shows

the pseudo-code for SNARF range query. Note that we want our CBA structure to

e�ciently support queries of the form: "Is there a one bit between bit positionsa and

b (inclusive)?".

Standard rank-select structures [163, 65, 128, 69] can provide compressed bit arrays

with an e�cient predecessor query which can be used to answer such queries. (One can

2We useK to control the FPR of the structure which we discuss in detail later on
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check if the �rst one bit precedingb is before or aftera.) Such a structure is naturally

more e�cient than decompressing the entire array and checking all bits between

a and b. While rank-select structures could be used to speed up the computation

of the a predecessor operation, we �nd they take more space than alternatives to

do so. In our case, space is the primary resource we want to optimize for. This is

because the latency of a �lter to process a query normally matters less in RocksDB

(see Sec.3.6.2). Also, with exponentially growing data, it is important to be able to

�lter more data with smaller �lters. Thus, SNARF uses encoding schemes which

provide near-optimal compression rather than fast query responses. We discuss simple

techniques to optimize query response times in Sec.3.2.3.

Essential properties of Mapping Function f

Monotonicity: The monotonicity of the mapping function, so thatp < q =)

f (p) � f (q), is an essential property that ensures no false negatives in SNARF.

Monotonicity ensures that for any range query[p; q] with p < q, any key from S

between the query endpoints will be mapped to a position between the bit positions

of these endpoints. That is, ifx i 2 [p; q], then f (p) � f (x i ) � f (q); there is a bit set

in the range[f (p); f (q)]. Note, however, that it is possible thatx i =2 [p; q], but either

f (x i ) = f (p) or f (x i ) = f (q), leading to false positives.

Uniform Mapping: SNARF aims for a uniform mapping into the bit arrayB for

performance reasons; that is, we desire the bits set in the array to be as equally spaced

as possible. Mapping the keys approximately uniformly allows the range �lter to be

robust to skewed query workloads (workloads where certain part of the range is queried

more often) as we discuss in detail in Sec.3.3. The empirical cumulative distribution

function of a (discrete) setS has the property that it maps the keys uniformly over

the range[0; 1]. Hence, SNARF makes use of a monotonic CDF model of the setS to

achieve a monotonic and approximately uniform mapping of the keys. The details of

the model we utilize are presented in Sec.3.2.2.
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Algorithm 4 SNARF Construction:

Input S - set of keys
Input n - number of keys
Input K - Scaling factor for the bit array size
Output MCDF - Monotonic CDF estimate of keys
Output CBA - Compressed bit array
Function T rain (S) - function that returns a model to estimate the cdf of keys in set S
Function Encode(S) - function that encodes the numbers in the set S

1: procedure Construction (S; K )
2: //Building the monotonic CDF model for set of keys
3: MCDF  T rain (S)
4:
5: //Get Bit positions that are set to one
6: BitP ositionList  fg
7: for key in S do
8: BitP ositionList .add(b MCDF (key) � nK c)
9:
10: //Compress the Bit Positions that are set to one
11: CBA  Encode(BitP ositionList )
12:
13: return MCDF; CBA

Algorithm 5 SNARF Range Query

Input n - number of keys
Input K - Scaling factor for the bit array size
Input MCDF - Monotonic CDF estimate of keys
Input CBA - Compressed bit array
Input p; q - the range query endpoints
Output r - boolean answer of the range query
Function CheckOneBit (a; b) - function that returns true if there is a 1 bit between bit locations [a; b] else false.

1: procedure RangeQuery (MCDF; K; n; CBA; p; q )
2: //Get the bit location of the query endpoints
3: LowerBitLoc  b MCDF (p) � Kn c
4: UpperBitLoc  b MCDF (q) � Kn c
5:
6: //Check if 1 bit exists in the range.
7: r  CBA:CheckOneBit (LowerBitLoc; UpperBitLoc )
8: return r

3.2.2 Model Details

As discussed before, the model needed for SNARF must be monotonic and provide

an estimate of the empirical CDF. Further, we want the space overhead added by

the model to be small. Here, we present models for �xed size numerical values

such as doubles, �oats, and 32/64/128 bit signed/unsigned integers. Recently, a

hierarchy of linear models have been used for indexing numerical keys [56, 85, 46, 72].

This ensemble of linear models is both small in size and provides fast evaluation for
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numerical values.3 However, these models do not always guarantee monotonicity.

Inspired by them, we use linear spline models for CDF estimation. Given a setS,

the idea is to use a small sample of keys from the input set and build linear models

between consecutive keys in the sample to estimate the CDF as shown in Fig.3-2.

This sample is stored in a sorted order, and we refer to it as the key array. The size of

the sample determines how large the model is and the quality of the CDF estimation.

Larger samples lead to better CDF approximation and larger models which increase

the space used by SNARF.

Figure 3-2: SNARF Numerical Model

Querying the Model: The number of keys stored by the model is one less than the

number of linear models. The �rst step is to binary search in the sorted array of keys

(MCDF:keys). The number of keys in the array that are less than the query pointx

gives the index to the linear model parameters that are supposed to be used. We then

use the corresponding line's slope and intercept to obtain the �nal estimated CDF

value for the value. If the computed CDF is outside the range[0; 1], we correct the

value to 0 or 1 as appropriate.

Training the Model: During training, we sort the input set S and compute the

empirical CDF. We then choose keys at regular intervals (every(N=R)th key for a

suitable R) and these keys form endpoints for linear spline models. Between every

pair of consecutive sample points, we compute the slope andy-intercept of the line

segment connecting the two points.
3We experimented with monotonic cubic splines [60] but found them to be slightly worse than a

series of linear models
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The number of line segments we use in our model can be tuned to improve the

tradeo� between the CDF estimate and overall model size. The more lines the better

one can potentially approximate the CDF, but the more space used as well. A good

value for number of line segments will depend on the dataset. We empirically found

that using jSj=1000line segments generally gives good CDF estimates along with

small model size. The space overhead of model when usingjSj=1000line segments is

approximately 0.2 bits per key.

3.2.3 Managing the Bit Array

We describe compression schemes for bit arrays and simple techniques to make range

queries faster on the compressed bit array.

Compressing the Bit Array

The main idea for space e�cient encoding of a sparse bit arrays is to simply encode

the positions of the one bits. We discuss two such speci�c techniques.

Golomb Coding: Golomb coding is a form of lossless delta compression which is the

optimal lossless compression scheme for a sparse bit array with uniformly randomly

spread one bits [63].4

In general delta compression schemes, the values to be encoded are sorted and then

the di�erences, or deltas, between consecutive values are stored e�ciently. In Golomb

coding, for each delta valueX to encode,X is divided by a �xed constant M to obtain

a quotient bX=M c and a remainderX %M . The remainder is stored in a �xed length

binary format using log2(M ) bits, whereas the quotient, which is expected to be small,

is encoded in unary. The choice of the �xed constant is important in determining the

size of the compressed array. For uniformly randomly generated values, the average

delta value is the optimal constant. In our case, the average delta value will be the bit

array sizenK divided by number of one bits, which is approximatelyn. We therefore

useK as the constant for our Golomb coding. Fig.3-3 describes an example of Golomb

4We expect nearly uniform randomly place one bits in our case.

59



encoding a sparse bit array.

Figure 3-3: Golomb coding

In order to check if a bit is one in the range of bit positions[a; b], one needs

to decode the array from the start by adding the deltas one by one. This process

continues until you either �nd a 1 after a and beforeb or you go pastb. Decoding the

array for each query can be slow; we discuss better approaches shortly.

Elias-Fano Encoding: Elias-Fano is a form of entropy encoding to represent a

monotone non-decreasing sequence ofN integers. The bit positions in our case form

the non-decreasing sequence. In Elias-Fano encoding, the integers are �rst binary

encoded usinglog2(M ) bits if [0; M ) is the universe range. This representation is split

into two parts: an upper log2(N ) bits and the remaining lowerlog2(M=N ) bits. The

lower bits are trivially stored by concatenating them and this usesN log2(M=N ) bits.

The higher part is represented by a bit vector of2N bits as follows. We �rst create a

count of occurrences of upper bit values for all values between[0; N � 1]. We then

put this count vector in unary notation; that is, each count is represented in unary

(a sequence of 1s) with 0 stop bit between values. This leads to2N total bits, with

one bit set to 1 for each of theN elements and one 0 bit for each possible values for

the upper bits. Finally, the Elias-Fano representation is the concatenation of these

two vectors. Fig.3-4 describes a Elias-Fano encoding for a set of integers. In our case,

we will be encoding the bit positions soM = nK and N = n. Thus, we will binary

encode thelog2(K ) lower bits and unary encode the upperlog2(n) bits for each bit

position.
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Figure 3-4: Elias Fano Encoding

While checking if a bit is one in the range[a; b], one can decode the upper bit array

from the start (similar to Golomb coding) but accessing the lower part is not always

necessary. Any bit position with upper bit value less thanb
a

2M � N
c will de�nitely be

smaller than a. This is because the value of the lower part can be at max2M � N � 1

and that is not enough for it to be greater thana. Thus, we only need to check the

lower bits if the upper bits are relevant. This property greatly reduces the amount

memory accessed during a range query compared to Golomb coding. On the other

hand, Elias-Fano coding uses slightly more space (� 0.4-0.5 bits per key) than Golomb

coding. Thus, Elias-Fano coding has a faster query time compared to Golomb coding

but with a slightly higher space overhead.

Making Compressed Bit Arrays E�cient:

As noted earlier, simply decoding from the beginning is an expensive approach; in

the worst case, we might need to decode the entire bit array. To avoid this, we split

the bit array into equal sized segments and then compress them separately. IfnK

is the bit array size andn is the number of keys, we divide the bit array intoK�

sized segments generatingn=� segments. Now to perform a range query[p; q] for S

we only need to decode the corresponding segments that overlap the range[f (p); f (q)]

in the CBA. On an average each segment has around� one bits. While answering

the range query[p; q], one only needs to consider segments from segment number

bf (p)�=n c to bf (q)�=n c. The �rst value greater then f (p) either exists in segment

number bf (p)�=n c or in the next non-empty segment. Generally, decoding segment
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number bf (p)�=n c is su�cient as we �nd a number greater than p in it or the next

segment.

Even though the uncompressed bit array size is the same, the compressed size of

each segment di�ers. Hence, we need to store the starting point of each compressed

segment. This creates a tradeo� between space used by SNARF and the range query

response time provided by SNARF. Using more segments would lead to faster queries

but larger metadata space overhead. Empirically, we found that� � 50� 100provides

good range query response times and has negligible memory overhead (shown in

Sec.3.6.1).

3.3 Analysis

In the following section, we provide an analysis regarding the tradeo� between the

space used by SNARF and the corresponding false positive rate. We show that for

point queries SNARF is competitive with Bloom �lter variants. The results extend to

queries over small ranges in the natural way. While this analysis is only for certain

workloads, it provides understanding for why SNARF works well in many scenarios.

We start by showing that SNARF for uniformly distributed queries (point queries

and small ranges) provides an FPR of approximately1=K while using2:4 + log2(K )

bits per key.

Initial Assumptions: We assume all key values are in the range[0; z] for some

suitably large z with z >> nK .5

Notation: Our set S of n keysS = x1; x2; ::; xn . We use a model witht linear models

and thus, we have one linear model pern=t points. Recall we use a bit array of size

n � K and divide it into blocks of sizeK� bits for faster queries; we assume also a

per block metadata ofc bits.

Analysis: Our goal is to show that for uniform workload SNARF provides a false

positive rate of1=K for point and small range queries, while using around2:4+ log2(K )

5If z < nK , then each value in the domain would likely map to a di�erent bit position. If each
value has a di�erent bit position then false positive rate would be zero.
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bits per key. For uniform point queries, we havez total queries out of whichz � n are

negatives. We proceed by showing that SNARF only gives false positive for(z � n)=K

point queries.

We divide the key range intot segments of size� z1; � z2; :::� zt , where
P t

i =1 � zi = z

and each segment has a separate linear model. Let the corresponding segment endpoints

be z0; z1; : : : ; zt . For each segment the following holds:

ˆ The number of keys fromS in the segment[zi � 1; zi ) is n=t as we build separate

linear model for everyn=t keys.

ˆ Over each segment[zi � 1; zi ), we have a total ofzi � zi � 1 distinct possible point

queries out of which((zi � zi � 1) � n=t) are negative queries.

ˆ The keys ofS in the segment[zi � 1; zi ) are evenly spread over the range[(i �

1)(nK=t ); i (nK=t )) in the bit array.

An implication of these statements is that for a non-key in the range[zi � 1; zi ), the

probability of false positive is at most the number of 1 bits in the range, which is at

most n=t, divided by the corresponding size of the range in the bit array, which is

nK=t . It follows that the number of keys that give false positives is

tX

i =1

((zi � zi � 1) � n=t)) �
n=t

nK=t
=

1
K

tX

i =1

((zi � zi � 1) � n=t)) :

But since
P t

i =1 (zi � zi � 1) = z the summation collapses, giving the total number of

false positives is(z � n)=K . Since, we havez � n negatives in the range the false

positive rate turns out to be1=K for the uniform distribution. This shows that for

uniform workload using a bit array that is K times larger than the number of keys

yields a false positive rate of approximately1=K for point queries.

Extending to small ranges: Here, we perform a similar analysis for uniform range

queries of sizeR. The main idea is to show that the total number of false positive

range queries is at most the total number of false positive point queries. We show this

for a region and then aggregate across the entire domain.
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Consider a region[p; q] of the domain such that all points in the region map to

a one bit and values just outside the region map to zero bits. That is, the bit at

location f (p � 1)) is 0, and the bit at location f (q + 1)) is 0, but for all x 2 [p; q],

the bit at f (x) is 0. Let l be the number of keys in this region. The number of false

positive point queries is(q+ 1 � (p + l)) . The total number of range queries of sizeR

intersecting with the region would be(q+ 1 + R � p). Out of the these, the number of

true positive range queries is at least(l + R) as we show later. Thus, the false positive

range queries end up being at most(q+ 1 + R � p) � (l + R) = ( q+ 1 � (l + p)) which

is exactly equal to the number of false positive point queries in the region. Now, we

can simply sum up the queries in each such region to get the total number. Thus, we

can conclude that total number of false positive range queries is at most the total

number of false positive point queries.

We argue that the number of true positive range queries is at leastl + R in a

region. Let k1; k2; :::kl ; be the keys in the region[p; q] in sorted order For the smallest

key k1 in the region, we haveR + 1 true positive ranges of sizeR as enumerated by

set f (k1 � R; k1); (k1 � R + 1; k1 + 1) ; :::(k1 � R + R; k1 + R)g. Now, if we considerk2,

then we can add a unique true positive range query(k2; k2 + R) to the set. Similarly,

every subsequent addition of a key increases the size of the set by at least one. Earlier,

we showed that the total number of false positive point queries isz=K. The number

of negative range queries is at leastz � nR. Thus, the false positive rate for range

queries is at most
(z=K)
z � nR

�
1
K

Here the approximation holds for small rangesR, so that nR << z , yielding a false

positive rate close to1=K .

Extending to skewed workloads: We assume there is a distribution with cdf

w(x) that generates a point query, such that over suitably small intervals[zi � 1; zi ],

the probability of querying any point in the range is approximately uniform. Each
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segment would independently have a false positive rate of approximately1=K , thus it

follows that the false positive rate for point queries is:

FPR =
tX

i =1

(w(zi ) � w(zi � 1))) �
n=t

nK=t
=

1
K

tX

i =1

(w(zi ) � w(zi � 1))) :

The ratio in the summation is approximately1=K , giving an approximate false

positive rate of 1=K .

We indeed observe that the false positive rate is approximately1=K for point

queries as well as range queries over various query distributions for SNARF empirically

for synthetically generated datasets and workloads, as we discuss in Sec. 3.6.1.

Model Size : The size of the model is dependent on the number of keys and linear

models it stores. We assume the linear models utilize 2 double values and hence we

use 128 bits per linear model. For uint64 integers, we need 64 bits to store each key

in the key array. In our experiments, for example, we storedn=1000models and thus,

the space used by model is around192n=1000. This accounts to approximately0:2

bits per key.

Compressed Bit array Size : Given that the bit array is Kn bits long, the compressed

version of the bit array using Golomb and Elias Fano coding takes no more than

2n + n log2(K ) bits in total 6. This is because the unary code for both Golomb and

Elias Fano coding takes no more than2n bits and the binary representations take

log2 K bits per key . The space overhead due to dividing the compressed bit array

into blocks of size�K bits is approximately nc=� , bits wherec is the number of bits

per block needed to store the metadata. In our experiments,c is around 20 bits

and we �x � to be around 100. Thus, the space used by SNARF per key is around

(2 + log2(K ) + c=� + 192n=1000)� (2:4 + log2(K )) bits7.

Recall that our heuristic analysis gives a false positive rate for point queries of

1=K . This is close to the theoretical space lower bound oflog2(K ) bits per key for

Bloom �lter variants [ 22]. Empirically we observed that SNARF gives a similar false

6Note this is the worst case space used. Golomb coding generally uses less space than2n+ n log2(K )
bits.

7In practice, we do even better than (2.0 +log2(K )) bits per key
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positive rate for point queries as cuckoo �lters with the same space usage on synthetic

datasets and workloads as shown in Sec.3.6.1.

3.4 Discussion

We discuss here various aspects of SNARF behavior, including performance on work-

loads with high key-query proximity, SNARF use for other queries, and handling

updates.

3.4.1 Key-Query Correlation in Workloads

For the purpose of range �lters, we say that a workload is correlated with the data, if

the end point of a query is consistently close to some key. Assume a data set contains

all multiples of 10 from 1 to 1000 (e.g., 10, 20, 30,...,1000). A correlated workload

would be one which consistently ask for ranges close to these keys (e.g., 10.01-11.01,

28.99-29.99, etc.). When a query end point is consistently close to an actual key but

the query does not include a key, it may yield a false positive in SNARF and SuRF.

Meanwhile, Rosetta is relatively una�ected by correlated queries as it is uses Bloom

�lters which are robust towards correlation.

The fact that performance degrades for SuRF and SNARF for correlated queries in

these ways is not surprising based on the lower bound result in [66]. The lower bound

shows that a range �lter that supports range queries up to sizeR and guarantees a

false positive rate ofFPR will take at least log2(R)+ log2(1=FPR) bits per key. Hence,

for a �xed memory budget, a range �lter data structure cannot handle large ranges

and a low false positive rate simultaneously without making further assumptions about

the data set or workload.

Due to this FPR degradation in SNARF with correlation, Rosetta turns out to

be the better �lter for workloads with highly correlated and very short range queries.

We demonstrate these behaviors empirically in Sec.3.6.1. In big data systems like

RocksDB, data is stored in multiple blocks (called SST's in RocksDB) with each block

having its own �lter. Even if a query is correlated to a key in a certain block, SNARF
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is still useful for the rest of the blocks (as shown in Sec.3.6.2).

3.4.2 Handling Updates

A variety of systems like LSM-based key-value stores use immutable �les and thus do

not need �lters that support updates. On the other hand, OLTP systems which are

not based on log structured storage schemes would bene�t from an updatable range

�lter. SNARF is able to naturally support updates owing to its design. To support

updates, we keep the mapping function static and only modify the bit array. Because

we divide SNARF into small blocks for query e�ciency, incremental updates only

a�ect the corresponding block without a�ecting other blocks.

Update Procedure: To perform an insertion/deletion of a key, we use the

mapping function to get the bit location of that key. The bit location is used to

identify the corresponding block. We simply add/remove the bit location from the

block depending on whether it was an insert/delete. In our basic implementation, we

allocate a new block and copy all the bit locations from the old block to the new one

after adding/removing the bit location corresponding to the update. Updates to a

block can be made faster by using the standard technique of over-allocating memory

for that block.

Particularly with deletes, removing a bit location might lead to inconsistency as

multiple keys might be mapping to the same bit location. A simple workaround

for this is to store duplicates of the bit location. If d keys map to the same bit

location, we store preciselyd � 1 duplicates.8 We show some experiments with our

basic implementation of updatable SNARF in Sec.3.6.1.

E�ect of Updates on SNARF's FPR: We modify the bit array but the mapping

function(CDF (x) � nK ) remains static during updates. Updates can leadn and

CDF (x) of the mapping function to diverge from the ideal values. We refer to updates

that do not change the distribution of the data as in-distribution updates whereas the

ones who do as out-of distribution updates.

8Duplication adds small space and query latency overhead for small values of K and the impact is
not signi�cant for larger K's.
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In-distribution updates do not change the data distribution but may a�ect the

number of keys. Let the �nal number of keys after updates ben0. After the updates,

the ideal mapping function would have beenCDF (x) � n0K to achieve an FPR of1=K ,

whereas we useCDF (x) � nK . The FPR for SNARF thus ends up beingn0=(nK )

instead of1=K . If the in-distribution updates are dominated by inserts, then the FPR

becomes worse, and similarly with deletions it gets better.

Out-of-distribution updates may change the data distribution and the number of

keys. For out-of distribution updates, predicting the FPR is more complex and it also

depends on distribution of queries. We expect the combined e�ect of change inn and

CDF (x) to worsen the FPR of SNARF more than in-distribution updates.

The above discussion also applies to the case of append-only databases. In this

setting, when a series of updates signi�cantly reduces the FPR su�ciently, the model

should be re-trained and a complete rebuild of the structure would be necessary.

3.5 Related Work

Filter Data Structures: There is a long history of using compact �lters to represent

sets that are deemed too expensive to store and query explicitly, for reasons including

memory limitations, speed, hardware amenability, and others. Indeed, there are now

many variants of the canonical Bloom �lter [16] that use various hashing schemes to

encode the key set (e.g., Cuckoo �lters, Quotient �lters, Xor �lters, Ribbon �lters

[55, 13, 68, 42]). These �ltering schemes are limited to testing a single key at a time.

In some ways, our technique resembles compressed Bloom �lters [109] and Golomb

coded sets [132]. However, these structures do not handle range queries nor do they

take advantage of the data distribution.

We note that theoretical results from [66] show that in the worst case, a data

structure that can answer a range query of size up toR with a false positive rate

of FPR needs to store
( log2(R) + log2(1=FPR)) bits per key. Their lower bound

suggests looking for structures that may not have worst case guarantees, which can

obtain better performance in practical scenarios by focusing on the data and query
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distributions.

Learning Enhanced Data Structures and Algorithms: We utilize the incorpora-

tion of learned models into traditional structures and algorithms. This technique has

been applied for indexing [46, 62, 80, 72, 56, 33] and sorting [88, 90]. However, while

both like SNARF leverage a model of the eCDF, those structures cannot be used as

range �lters unless they store all keys, which would not make them space e�cient

(e.g., one should consider how a B-Tree could be used as a space e�cient Range or

Bloom �lter, which is equally hard/impossible). Learning-enhanced approaches also

have been proposed for Bloom �lters design [101, 112, 156] but again they are not

designed for range queries. Moreover, existing ml-enhanced bloom �lters are actually

based on classi�cation models, not empirical CDFs.

LSM based Key Value Stores: An important application of �lter structures are

key-value store data systems [75] based on log-structured merge trees (LSM) [121].

Numerous workloads served by key-value stores (social media, networking, security)

include heavy portions of both point and range queries. LSM-based key-value systems

store data in multiple immutable �les on a disk. Retrieving a particular item or

set of items in a particular range leads to multiple expensive I/O's to look up the

items in these immutable �les. In many settings, the item may not be present in the

�les, leading to unnecessary I/O's that degrade total query response time. Modern

LSM-based key-value systems have extended the basic LSM structure with in-memory

�lters to address this problem: if a query has no corresponding item, the �lter most

likely returns false and saves expensive I/O.

Adaptive Range Filter: The Adaptive Range Filter (ARF) [2] uses a binary trie to

encode integer key spaces. ARF only stores a number of pre�xes of the key set and

range queries are then processed by searching the trie for any pre�xes of the given

range. If a leaf node results in a false-positive, then it is extended until it would no

longer do so and, if needed, an old branch is pruned to maintain memory constraints.

ARF is not a space e�cient data structure for many workloads and in some cases

1300� bigger than SuRF while having a worst FPR (see [161]). Hence, we do not

consider ARF further here.
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SuRF: The Succinct Range Filter (SuRF) [161] utilizes a compact trie-like data

structure which can �lter arbitrary range queries. The trie is culled at certain

pre�x lengths. The basic version of SuRF stores minimum-length pre�xes such that

all keys can be uniquely represented and identi�ed. Other SuRF variants store

additional information such as hash bits of the keys (SuRF-Hash) or extra bits

of the key su�xes (SuRF-Real). A weakness of SuRF is that for point queries,

SuRF can provide up to 100x worse FPR compared to Bloom �lter variants such as

Cuckoo �lters under the same space budget.

Rosetta: Rosetta utilizes a di�erent approach that performs better for point queries,

correlated workloads, and very short ranges. Rosetta essentially uses a Bloom �lter

for range queries along with the help of a hierarchy of pre�x Bloom �lters that form

an implicit segment tree. Empirically, this design helps Rosetta achieve little to no

degradation for point queries compared to Bloom �lters. On the other hand, the FPR

for Rosetta, while good for small ranges, becomes worse with increasing range query

size. For large range queries, Rosetta provides almost no �ltering.

LSM Range Queries: ElasticBF [98] proposes a method to adapt Bloom �lters in

LSMs to query workload. The idea is to use larger �lters for hot regions which can

be used with SNARF or any other range �lter as well. BloomRF [137] is another

proposed �lter which uses the idea of implicit segment tree with hierarchy of �lters

similar to Rosetta. It also su�ers from FPR degradation with range size like Rosetta.

Orthogonal to our approach, REMIX [162] focuses on making range queries faster by

creating an alternative path on top of an LSM tree that maintains range indexing info.

Compression Schemes: SNARF needs to compress a sparse bitmap of sizenK

with n one bits. Assuming a uniform random spread of the one bits, the asymptotic

information theoretic lower bound for lossless compression of such a bit array would be

log2(K ) bits per key (log2(K ) � O(( lognK )=n) bits per key to be precise ). Golomb

Coding and Elias Fano Coding are near optimal coding schemes as they use at most 2

bits per key over this lower bound (2n+ n log2(K )). Other compression techniques such

as WAH[36], CONCISE[28], and Roaring[25] are less space e�cient for our particular

task, though they can be somewhat faster, so if speed was a concern they could be
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substituted for our compression approach.

To support fast writes, a LSM-based key-value stores inserts data into an in-memory

bu�er. When the bu�er grows beyond a predetermined threshold, it is �ushed to disk

and periodically merged with the old data. This process repeats recursively, e�ectively

creating a multi-level tree structure where every subsequent level contains older data.

Every level may contain one or more runs (merged data) depending on how often

merges happen. The size ratio (i.e., how much bigger every level is compared to the

previous one) de�nes how deep and wide the tree structure grows, and also a�ects

the frequency of merging new data with old data. As the capacity of levels increases

exponentially, the number of levels is logarithmic with respect to the number of times

the bu�er has been �ushed. To support e�cient point reads, LSM-trees use in-memory

Bloom �lters to determine key membership within each persistent run. Each disk

page of every run is covered by fence pointers in-memory (with min-max information).

Collectively Bloom �lters and fence pointers help reduce the cost of point queries to at

most one I/O per run by sacri�cing some memory and CPU cost. Nit: Technically not

100% correct, at least not for RocksDB where L0 is kept unsorted (�les may overlap).

Wait... do you mean run or level here? Do we need this much info about LSMs and

does it belong here? Maybe just a brief desctiption in the eval section?

Range queries are increasingly important to modern applications, as social web

application conversations, distributed key-value storage replication, statistics aggre-

gation for time series workloads, and even SQL table accesses as tablename pre�xed

key requests are all use cases that derive richer functionality from building atop of

key-value range queries. What is a 'tablename pre�xed key request'? While LSM

based key-value stores support e�cient writes and point queries, they su�er with range

queries. This is because we cannot rule out reading any data blocks of the target

key range across all levels of the tree. Range queries can be long or short based on

selectivity. The I/O cost of a long range query emanates mainly from accessing the

last level of the tree because this level is exponentially larger than the rest, whereas the

I/O cost of short range queries is (almost) equally distributed across all levels. I don't

understand this paragraph. Don't fence pointers already ensure that the correct �les
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are read? Don't range �lters only help in cases where the qualifying �les (according

to fence pointers) are false positives?

A recent trend in research has also seen the incorporation of learned models into

traditional structures and algorithms. This technique has also been applied to Bloom

�lters [ 101] and has been iterated upon, resulting in improved techniques such as

sandwiching [112] and partitioning [156]. These �lters can be more memory e�cient

in situations where the data set has characteristics that can be learned, but they

su�er from the same issue with regards to range queries. [66] shows that to robustly

answer a range query of sizeR with a false positive rate off one needs to store

(log2(R) + log2(1=f )) bits per key.

One means of addressing approximate range emptiness queries is to encode regions

of the key space rather than individual members. For example, a pre�x Bloom

�lter encodes the key space in �xed size regions by hashing the pre�x of each region

containing at least one member of the key set. This method works well for range

queries of a known size, but ranges that are signi�cantly smaller or larger than the

encoded regions will not be �ltered as reliably. As such, multiple projects have designed

range �lters that use multiple pre�x �lters or search trees to encode regions of di�erent

sizes.

The Adaptive Range Filter (ARF) [2] makes use of a binary trie to encode integer

key spaces. The entire trie representing the key set is typically too large to �t in

memory, so an ARF only stores a number of pre�xes of the key set. Range queries are

then processed by searching the trie for any pre�xes of the given range. If a pre�x

is found, then the query is considered positive. An ARF regularly changes which

pre�xes it stores in response to queries. If a leaf node results in a false-positive, then

it is extended until it would no longer do so and, if needed, an old branch is pruned

to maintain memory constraints.

The Succinct Range Filter (SuRF) [161] is another trie based approach. While it

does not change its shape in response to queries, it encodes pre�xes of the key set as

a fast succinct trie (FST). FSTs e�ciently encode nodes representing eight pre�x bits

and support constant search time by using both dense and sparse node encodings.
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This allows for more of the trie to �t within memory as well as fast queries independent

of range size. Since the whole trie is still too large, SuRF's default pruning strategy

is to store the minimal pre�x that uniquely identi�es each key within the key set.

Additional memory can be spent to extend these pre�xes or to store bits of the key

hashes at each leaf node to improve point query performance.

Despite adapting to queries and using e�cient encodings, these trie based methods

still have trouble with more �ne grained queries. Even though they can store pre�xes

of di�erent lengths, the long pre�xes necessary to �lter �ne grained queries are still

quite expensive to encode in a trie. This means that only a limited portion of the key

space can be encoded to support �ne grained queries.

Alternatively, Rosetta [100] is another range �lter aimed at addressing these more

�ne grained range queries. To do so, Rosetta makes use of multiple pre�x Bloom �lters

with di�erent pre�x lengths. Unlike the tries, this allows memory to be allocated

to longer pre�x lengths at the same cost as any other pre�x length. These pre�x

�lters implicitly encode levels of the same binary trie used by ARFs. Whether a

node is present in the trie is determined by querying the corresponding pre�x in the

Bloom �lter with the respective pre�x length. To perform well on �ner grained queries,

Rosetta allocates most of its memory to the bottom levels of the trie, i.e. the Bloom

�lters with the longest pre�x lengths; however, this again results in worse performance

for larger ranges.

There exist structures which can provide faster range queries than the encoding

schemes we discussed above. Typical Rank Select structures provide e�cient predeces-

sor queries. In order to check if there is a one bit in the bit range([a; b]) , one can use

the predecessor operationpred(b+ 1) to get the position of the �rst bit at or before

position b. If pred(b+ 1) < a holds, then there cannot be a set bit in the range([a; b])

since the �rst one bit beforeb+ 1 is more than b � a bits away. The predecessor

operation is therefore su�cient to answer range queries over a bit vector. A lot of work

has focused on improving the e�ciency of Rank-Select structures [126, 64? , 119].

I just skimmed through it. We probably have to shorten this section. I am also

wondering, if we should move it up to Section 2 as background and related work.
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3.6 Experimental Evaluation

We now demonstrate that SNARF can bring more than one order of magnitude

improvement when compared to state-of-the-art �lters. We evaluate SNARF both as

a standalone �lter as well as part of RocksDB.9

3.6.1 Standalone Analysis

Our experiments comparing SNARF against other baselines aim to support the

following key claims:

ˆ SNARF o�ers a better FPR-space tradeo� curve than other baselines on various

synthetic and real world datasets/workloads.

ˆ The FPR provided by SNARF is robust to increasing query range sizes as well

as skew in query workload (certain part of data queried more often).

ˆ SNARF performance drops with correlation (as discussed in Sec. 3.4.1) resulting

in Rosetta being better for very short and highly correlated range queries.

ˆ SNARF has a reasonable construction time and its query response time can be

tuned as needed. SNARF with Elias Fano encoding has a faster query response

time than with Golomb Coding at a slightly higher space cost.

ˆ SNARF supports updates at reasonable throughput.

We now provide experiment details.

Baselines :We evaluate SNARF against three other baselines:

SuRF : We use the SuRF implementation from [27] with real su�xes as they

provided the best performance.10

Rosetta : We use the original Rosetta implementation [100].

9For our experimental design, we follow the evaluation setup as done in SuRF and Rosetta as
much as possible.

10Note, SuRF has a limited range of operation as the implementation starts with minimum of 10
bits per key (0 bits as the su�x length).
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Cuckoo Filter : For our point queries, we compare against the Cuckoo Filter

implementation from [26] in the semi-sorted setting as it achieved the best FPR-space

tradeo�.

Datasets : For our experiments, we build a �lter on 100 million keys chosen from

the following datasets.11 We use two synthetic datasets and three real world datasets

from [104]:

Uniform Random: Keys are generated uniformly at random in the range[0; 250].

Normal: Keys are generated from normal distribution (N (� = 100; � = 20)) and

are linearly scaled to range[0; 250].

wiki : Keys represent the time an edit was made on Wikipedia.

osm: cell IDs from Open Street Map representing a location.

fb : unique Facebook user IDs [157].

Workload : We use 100 million queries for our experiments. The queries are of the

type [left,left+ range_ size]. If range_size=0, then the query is a point query. We �rst

generate the left endpoint(left) of the range query from a certain distribution and

then the right endpoint of the query is calculated by adding the left endpoint and the

range_size. The range query workloads use a range size of 256 while the mixed-query

workloads use range sizes of 0, 16, 64 and 256 in equal proportion. We generate the

left endpoint(left) of the queries in following manner:

Uniform Random : left endpoint chosen uniformly at random in the range

[0; 250].

Exponential : We use an exponential distribution(p(x) = �e � �x ; � = 10) which

results in certain part of the data being queried more often. We then scale them to

range[0; 250].

Correlated : This distribution generates queries which are close to the keys. A

key is chosen uniformly at random from the dataset and then left endpoint is chosen

11We evaluate on integer keys but would also work for �oats. Floats are numerical keys, the current
CDF model for SNARF works for them. We expect minimal change in the performance of SNARF
for �oating point values.
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Figure 3-5: FPR vs Space Used(in bits per key) by various �lters. Each sub�gure shows the
space-FPR tradeo� for a (A) synthetic (B) real dataset and workload distribution and for a
particular range query type (point, range query of size 256 and mixed query workload of size
0,16,64,256).

uniformly at random from [key, key+230� (1� corr _ degree) ]. Higher corr_ degreeimplies

increased proximity between keys and queries, so thatcorr_ degree= 1 generates

extremely correlated queries (left end point beingkey + 1) whereascorr_ degree= 0

generates queries independent of the key value.

Sampled Data : This is used to generate range queries for real world datasets

(as previously done in SuRF). We �rst divide the dataset into two equally sized parts

by choosing keys uniformly at random. A �lter is built on one half of the dataset and

the other half is used as the left endpoints for queries in the respective workload.

SNARF parameters: The CDF model uses(N=1000) linear models unless stated

otherwise. By default, we choose� = 100 and thus divide the bit array into (N=100)

equally sized segments. We use Golomb coding for SNARF unless speci�ed.
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Figure 3-6: FPR vs Key-Query Correlation Degree of the queries on uniformly random/wiki
keys. With increasing key-query correlation, SNARF and SuRF become worse and Rosetta
turns out to be the better �lter for very short and highly correlated range queries.

FPR vs Space Tradeo� for Synthetic Dataset/Workloads:

In Fig.3-5(A), each sub�gure corresponds to a particular key and query distribution

along with a particular query workload. Each sub�gure shows the space used by the

baselines in bits per key and the FPR achieved by them on the corresponding query

workload. For point queries, SNARF achieves performance similar to Cuckoo �lters

for all cases. For range queries, SNARF consistently has a better Pareto curve than

all other baselines. When using 16 bits per key, SNARF and SuRF provide false

positive rates of6:2 � 10� 5 and 1:1 � 10� 3, respectively. Rosetta is competitive for

point queries but its performance degrades as query range size increases.

Even with exponentially distributed data, SNARF maintains its performance as

the CDF model can capture this skew in data distribution. As discussed in Sec.3.3,

mapping the keys evenly across the bit array results in a robust false positive rate

and consistent performance across di�erent skewed query distributions.

FPR vs Space Used Tradeo� for Real Dataset/Workloads:

In Fig.3-5(B), each sub�gure corresponds to a particular dataset along with a particular

query workload. Each dataset is divided into two equal parts. One part forms the set

of keys and the other half forms the left endpoint of the query. The right endpoint is

decided by the range query size.
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SNARF has a better Pareto curve than other baselines for all cases. SNARF is able

to perform particularly well on real-world datasets due to certain patterns present in

them. A common pattern we observed in our real-world datasets is that they have large

empty contiguous ranges; for example, S={10,78,95,10045,10052,10089,30011,.....},

where the sorted keys suddenly jump by large amounts. While we do not have a

clear global reason for such behavior, it is natural for settings such as when the set

is a collection of numerical IDs; di�erent ID subranges may be assigned by di�erent

entities. Both SNARF and SuRF e�ectively model large empty ranges in a way that

is both succinct and avoids false positives.

In some cases, while keys may be from a large domain, they may be concentrated

in a small range. For example, the keys may lie in the domain[0; 232) but all appear in

the small range[210; 212]: The modelling step of SNARF automatically takes advantage

of this type of pattern to bene�t performance12. For most cases, SNARF is able to

achieve a low FPR (below10� 4) using less than 10 bits per key. For theosm dataset,

SuRF also achieves a FPR below10� 4 but still uses more memory (� 15� 16 bits per

key). Similar to our previous experiments on synthetic data, Rosetta is competitive

for point queries but its performance degrades as query range size increases.

Correlated Workload:

As discussed in Sec.3.4.1, the correlated workloads are when the query endpoint is

close to a key, which is more likely to lead to a false positive in SNARF and SuRF. In

Fig.3-6, we show the FPR vs key-query correlation degree tradeo� for various baselines

for a �xed memory budget of 15 bits per key. Higher the key-query correlation

degree closer the queries are to the keys. As expected, FPR of both SNARF and

SuRF degrades with increasing correlation. Both SNARF and SuRF provide virtually

no �ltering for uniform dataset when workload is highly correlated. On the other

hand, Rosetta is una�ected by this correlation and performs the best for very short

range queries and highly correlated workloads.

12This is similar to the case whenz < nK and all values are mapped to distinct bit positions
leading to no false positives.
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Figure 3-7: (A) FPR with increasing range query size for �xed space budget. (B) Filter
Latency (in ns) against space used (bits per key) (C) Build Time(in millisecs) with increasing
number of keys. (D) Filter Throughput as we vary the percentage of updates in the workload.

FPR vs Range Size:

In Fig.3-7(A), we vary the range query size from1 to 106 and report the FPR of

various range �lters under a memory budget of 15 bits per key. We use uniformly

randomly distributed keys and workloads for this experiment. As discussed in Sec.3.3,

the FPR of SNARF stays constant with the range query size. SuRF also maintains its

FPR with increasing range query size but has a 17x worse FPR than SNARF. Rosetta

becomes worse with increasing range size and provides almost no �ltering for range

sizes greater than 1000.
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Figure 3-8: Filter Query Time (in ns) vs Space used by various �lters across various datasets
and workloads for mixed queries.
[short]long

Filter Query Latency vs Space Used:

In Fig.3-8, we show the query latency of various �lters with increasing �lter sizes

for uniform random and FB datasets for mixed range queries. We skip other

datasets/workloads as we observed similar trends for them. For this experiment,

we �x the size of the dataset to 100 million keys and vary the �lter parameters that

control its size. In both of the sub�gures, both variants of SNARF are slower than

SuRF but faster than Rosetta. SNARF with Elias Fano encoding is consistently faster

than SNARF with Golomb coding. This is because Golomb coding (a form of delta

coding) requires decoding of the �rst key and the following delta values to retrieve

a key, which is not the case for Elias Fano coding. For SNARF, �lter query time

increases slightly with increasing �lter size. This is because as the �lter size increases,

the model size remains constant but the encoded bit array size increases, so SNARF

then has to parse more data to decode the bit array. The �lter query latency increases

drastically for Rosetta as its �lter size increases, as larger internal Bloom �lters mean

Rosetta has to perform a greater number of random accesses.
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E�ect of Bit Array Division on Space and Query Latency:

As discussed in Sec.3.2.3, for SNARF we can improve the query latency by reducing

the segment size. Recall we use small segments of size�K in the bit array, and using

smaller � can improve latency at the cost of extra space overhead. The overhead

arises because when we have a larger number of segments in the bit array there is

more associated metadata. Fig.3-7(B) shows the query latency and the space used by

the various baselines to achieve a FPR of2� 13 on uniform random keys and uniform

randomly generated mixed sized queries. We show multiple con�gurations for SNARF

with � values 10, 20, 50, and 100 (increasing marker size representing larger� values).

The results show that with decreasing� we get better query latency. Elias Fano

coding is faster than Golomb coding for the same number of segments. By varying� ,

Golomb coding and EF coding with SNARF are able to achieve a query latency of

890 ns and 746 ns, respectively. SuRF is the fastest baseline with latency of 480ns,

but uses around 19.4 bits per key.

Build Time:

In Fig.3-7(C), we vary the number of the keys from105 to 108 and report the build

times of various range �lters. We use a uniformly random distribution for the keys.

The build times of all the �lters grow linearly with the number of keys. The build

time for learned range �lters is around 5x faster than Rosetta and around 2x slower

than SuRF. Depending on the application, �lter construction might play a more or

less important role. For example, for LSM trees, �lter construction only plays a minor

role as part of the merge phase as shown in Sec.3.6.2.

Updates:

In Fig.3-7(D), we vary the percentage of updates(50% insertions and 50% deletions)

in the query workload (the rest of the workload is range queries) and report the

throughput. SuRF and Rosetta do not support both inserts and deletes, so we only

analyze SNARF here. We use the SNARF variant with duplication in order to support
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deletes. We use a uniform random distribution for the keys. The workload contains

1 million operations overall and is also uniformly randomly distributed. Since, the

updates do not change the distribution of the data, the FPR stays constant. On

average an update takes around 12k ns whereas a range query takes around 1898

ns. The throughput of the �lter decreases with increase in proportion of updates as

updates are slower than range queries.

3.6.2 RocksDB Experiments

Our experiments on RocksDB integrated with SNARF aim to support the following

key claims:

ˆ RocksDB with SNARF o�ers better read performance than other baselines on

various synthetic and real world datasets and workloads.

ˆ SNARF's as well as other �lters impact reduces as the proportion of empty

range queries in the workload decreases. This leads to SNARF's performance

improvement over other �lters to reduce as well.

ˆ In RocksDB with SNARF, read performance drops with correlation (as discussed

in Sec. 3.4.1) resulting in Rosetta being better for very short (range size less

than 16) and highly correlated range queries.

ˆ SNARF adds little overhead to RocksDB

ˆ SNARF improves end-to-end performance of RocksDB for a typical read-write

workload.

Integration with RocksDB : We use a RocksDB integration and workload generation

setup identical to that of Rosetta [100]. We utilized an API of �lter functionalities such

as populating, querying, serializing, and deserializing the �lter to integrate SNARF.

RocksDB stores its data in multiple immutable tables called SST (Sorted String

Tables). A SNARF instance is created for each SST �le. We store the �lter on disk

as a character array and the process of converting the �lter to char array is called
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Figure 3-9: SNARF outperforms other baselines when fully integrated in RocksDB.

serialization. In order to use the �lter we need to read it to memory from the disk

and deserialize it13. We enable the block cache and allow the caching of �lters.14

Implementation Overview of a Range Query : For a range query[p; q], RocksDB

probes �lter instances of all levels for existence of keys within this range. If all �lter

instances return negative, an empty result is returned. If one or more �lters return

positive, RocksDB seeks the lower end (p) incurring an I/O. When RocksDB get a

valid pointer, it reads data until q is reached and incurs as much I/O's needed to reach

q.

Setup and Workloads : We use 14 bits per key for all the �lter baselines(as previously

done in SuRF)15. We �rst populate RocksDB with 50 million 64-bit keys from a

distribution and 512 byte values. Each experiment has a description of the workload.

After population, we run the workload on this populated RocksDB instance. Total

execution time of this workload is usually the metric of interest.

13To reduce the deserialization overhead we maintain a dictionary that has the deserialized bits for
each �lter instance and its corresponding SST similar to [100]

14cache_ index_ and_ f ilter _ blocks=true. We also ensure that the fence
pointers and �lter blocks have a higher priority than data blocks when
block cache is used cache_ index_ and_ f ilter _ blocks_ with _ high_ priority =true,
pin_ l0_ f ilter _ and_ index_ blocks_ in _ cache=true.

1514 bits per key allows reasonable performance with fpr below 10% for all �lters
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Figure 3-10: Workload Execution time in RocksDB for (A) real world datasets/workloads (B)
correlated workloads and (C) varying percentage of empty queries (D) read-write workload
(E) varying rnage query sizes

We use uniform random distribution for keys/workload generation by default and

we have 100k queries in a workload as default. We used the same distributions of

dataset and workload mentioned in Sec.3.6.1. The workloads are primarily read only

to highlight the impact of �lters, but we also have a few experiments with a mixture

of reads and writes. Each workload is run with read queries of various range sizes (1,

16, 64, 256).

SNARF improves RocksDB Performance:

For this experiment, we generate YCSB key-value workloads that are variations of

Workload E, a majority range scan workload modeling a web application use case [31].

The quality of the �lter is best judged with empty range queries as �lters enhance

performance by identifying empty queries for which an unnecessary seek can be avoided.

Thus, we compose our workload with100; 000empty range queries.

Fig.3-9(A) shows the workload execution time of various baselines. The workload

execution time consists of two parts, time spent by the CPU and time spent on I/O.

We observe that I/O time dominates the CPU time. SNARF's workload execution

time is consistently one order of magnitude less than the other baselines. SNARF

has a better FPR than SuRF and Rosetta leading to fewer I/O's and hence lower
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workload execution time. As shown in Fig.3-9(B), SuRF has a FPR 40x worse than

that of SNARF across all range sizes. Rosetta's FPR becomes worse with increasing

range size. Worse FPR leads to more block I/O's as shown in Fig.3-9(C). In summary,

Rosetta and SuRF have signi�cantly high I/O time due to their worse FPR.

SNARF adds little CPU overhead In the previous experiment, we further break

down the total CPU time for various baselines in Fig.3-9(D). The CPU time is further

divided into deserialization time, �lter probing time, and residual seek time. The

residual seek time is the time taken for routine jobs performed by RocksDB iterators �

looking for checksum mismatch and I/O errors; going forward and backward over the

data, �lters and fence pointers; and creating and managing database snapshots for

each query. The �lter probe time is time taken to probe the �lters and deserialization

time is the time taken for �lter deserialization. The �lter probe time accounts for at

most 20% of the total CPU time for even the slowest �lter (Rosetta). Residual seek

time accounts for the dominant portion of the CPU time. Thus, a CPU intensive �lter

does not a�ect the performance of RocksDB much.

SNARF improves RocksDB Performance on real world datasets For this

experiment, we populate RocksDB with 50 million keys from real world datasets

and use sampled-data workload consisting of 100k empty range queries. Fig.3-10(A)

shows the workload execution latency of this workload in RocksDB. SNARF exhibits

a lower workload latency than other baselines for all three datasets. Same as previous

experiment, this is due to the better FPR that SNARF delivers compared to other

�lters.

As range size increases, SNARF improves RocksDB Performance for cor-

related workloads As discussed in Sec.3.4.1, SNARF and SuRF become worse

with increased correlation between queries and keys. For this experiment, we use a

correlated workload consisting of 100k empty range queries. In Fig.3-10(B), we vary

the key-query correlation degree of the queries and measure the workload execution

latency. The execution time of SNARF and SuRF increases with correlation but not

beyond a certain level. This is because even if a query is highly correlated to a key in

a particular SST �le, SNARF and SuRF are still useful for the rest of the SST �les.

85



Rosetta is the better �lter for range size equal to one and a highly correlated workload

otherwise SNARF is the better �lter.

SNARF performance for mixed workload (empty and non-empty range

queries):

Here, we measure the workload execution latency on a mixed read-only workload of

empty and non-empty range queries by varying the percentage of empty range queries

from 10 to 100. As shown in Fig.3-10(C), the workload execution time of all �lters

decreases with an increase in the proportion of empty range queries. This is because

�lters are more e�ective on empty queries than non empty queries. Notice, even with

majority non-empty workload �lters are still useful. This is because non-empty range

queries will return a true positive for one SST but other SST's might still return a

false positive leading to additional unnecessary scans. The decrease in execution time

is faster for SNARF than other baselines because SNARF has better FPR than others

and thus, is more e�ective in reducing unnecessary I/O's.

SNARF performance for read-write mixed workload:

In order to simulate real working of RocksDB, we used a majority write workload (only

1 percent reads) with 10 million operations similar to YCSB workload A(majority

updates). Read and writes are performed in an interleaved manner. We �rst start

with a RocksDB instance that already has 50 million uniform randomly distributed

keys . Reads and writes are generated using the uniform random distribution. Each

write operation is a point write which inserts a unique key into the RocksDB instance

with a corresponding randomly generated value. All the read queries are empty range

queries and we evaluate 4 di�erent workloads for read queries with 4 di�erent range

sizes: 1, 16, 64 and 256.

Writing keys to RocksDB leads to compaction and creation of new SST �les.

Creation of new SST �les involves constructing the �lter and thus �lter construction

time gets accounted for in the overall execution time. While performing reads, the

query response time of the �lter gets accounted for in the execution time. Thus, this
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experiment evaluates the end-to-end �lter performance as it accounts for reduced I/Os

due to �ltering, �lter query response time and �lter construction time. In Fig.3-10(D),

we show the workload execution time of the workload for various range sizes. Owing

to its lower FPR, SNARF has a lower workload execution latency than SuRF and

Rosetta. SNARF's slightly slower �lter query time and construction time compared

to SuRF is o�set by gains produced in lower I/Os.

SNARF impact with increasing range query size:

In Figure 3-10(E), we show the workload execution time as we increase query range

size for uniformly randomly generated keys and workloads. The impact of �lters

decreases with increasing range size. For range sizes around� 103 � 104 most queries

are empty; accordingly, �lters have a large impact and here SNARF outperforms other

�lters by an order of magnitude. For range sizes around� 107 � 108 most queries are

non-empty, touching a few SSTs, and �lter have less impact. For range sizes around

� 109 � 1010 most queries touch most SSTs and �lters have negligible impact.
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Chapter 4

Learned Hash Tables

4.1 Introduction

Hashing and hashing-based algorithms and data structures �nd countless applica-

tions throughout computer science, such as in machine learning, computer graphics,

bioinformatics, and compilers (e.g., [83, 102, 15, 115]). Hashing is also a fundamental

operation in database management (e.g., [10, 136, 76]), including playing a key role in

the implementation of numerous core database data structures and algorithms (e.g.,

indexes [76, 78], �lters [ 74], joins [10], partitioning [ 130], and aggregation [49]). Due

to its numerous applications, considerable research e�orts have focused on introducing

e�cient hashing functions (e.g., [136, 124, 96, 102]).

Traditionally, hash functions aim to mimic a function that maps a key to a random

value in a speci�ed output range. For typical cases where the size of the output

range is linear in the number of keys, this random assignment results in colliding

keys. A collision occurs when multiple keys get mapped to the same output value. A

typical hash index approach allocates a number of �xed size slots (the number of slots

generally being a constant times the expected number of keys) and maps incoming

keys into these slots using a hash functions. The ideal case for indexes would have no

keys collide, so each key goes to its own separate slot. This would make key lookups

and updates faster, as one would simply check the corresponding slot for the key.

With truly random hash functions, collisions are unavoidable, and one can readily
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calculate the expected number of collisions given number of slots and keys [114].

Naturally, there are many well-known schemes like chaining, probing, and cuckoo

hashing to handle collisions. As the name suggests, chaining handles collisions by

creating a chain of colliding keys. Probing checks neighboring slots to �nd an empty

slot to place the key. Cuckoo hashing handles collisions by using multiple hash

functions to provide alternate slots for colliding keys. For each of these schemes, more

collisions reduces their performance.

Another approach to build hash indexes is to useperfect hash functions instead of

truly random hash functions. Perfect hash functions have no collisions; however, they

must be specially constructed for a given data set, and have other costs in storage

and computation time.

In recent years, several works have utilized the idea of using machine learning to

improve the performance of many database components (e.g., [107, 79, 103]) and basic

data structures (e.g., [87, 43, 97, 47]). By using machine learning to explicitly capture

trends in the underlying data, these methods can aim for instance-optimal performance.

For example, in a recent benchmarking study [105], it has been shown that learned

index structures (e.g., RMI [87], RadixSpline [81]), which employ CDF-based learned

models, can outperform traditional indexes on practical workloads.

As one direction in this line of research, it was suggested in [87] that such learned

models can be used to obtain an e�cient hash function with fewer collisions. They also

provided some empirical evidence that a hash index with learned model as the hash

function can have better performance than using a truly random hash function. What

is unclear, however, is when such learned models are e�ective in replacing existing

hash functions in applications. At one end,traditional hash functions [52, 154] are

fast to compute, but su�er from collisions [149] that can reduce query performance.

On the other hand,perfect hash functions [102] avoid collisions, but are di�cult to

construct [93], and are not scalable [38], in the sense that the size of the function

representation grows with the size of the input data. As an alternative, learned models

can potentially provide a better tradeo� between computation and collisions. If the

model learns a good approximation of the empirical CDF of the input keys, we may
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achieve few collisions; and if the data allows a compact learned model, we may achieve

a model size independent of or very slowly growing with the input data size.

Surprisingly, though, we are not aware of a thorough experimental study examining

the performance of learned models against both traditional and perfect hashing in

query processing operations like indexing and joins. We aim to remedy that here. We

make the following contributions:

ˆ We provide an analysis of the factors a�ecting collisions for learned models,

helping us to identify situations where they can have fewer collisions than

traditional hash functions.

ˆ We perform an extensive benchmarking study for traditional, perfect, and learned

model hash functions. We benchmark them through three di�erent applications:

hash table probing/inserting, range querying, and joins. We test using multiple

synthetic and real-world datasets.

ˆ Through the empirical study and analysis we �nd useful insights on when to use

learned models instead of traditional and perfect hashing in various database

applications.

ˆ We provide a uni�ed open-source implementation for the baselines used in our

experiments.

As a summary, we gained the following key insights based on our collisions analysis

and experimental benchmarking:

ˆ The performance of learned models depends on the input keys, and speci�cally

on the distribution of gaps between consecutive keys in the sorted list of inputs.

Generally, evenly spaced gaps are favourable for learned models.

ˆ The computation throughput of learned models decreases with model size and

is on par with traditional hash functions for small model sizes.

ˆ Collision reduction due to learned models translates to improved hash table

insert and probe throughput. The gain varies across di�erent hashing schemes.
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ˆ Using order-preserving learned models as hash functions provides additional

advantage of supporting range queries. Such learned hash tables provide better

probe throughput for majority point query workloads than other baselines.

ˆ We show that this type of hash table can reduce the running time of non-

partitioned hash join [92, 153] with at least 28% over other baselines.

ˆ In many other cases, however, such as with data from typical distributions (like

the normal distribution), we do not see gains using learned models.

Based on our insights, we recommend special handling of datasets with evenly

spaced gaps by using simple learned models or other suitable techniques, particularly

for hash based indexing and joins.

4.2 Traditional Hash Functions

A uniform hash function h(x) : X 7! U attempts to map arbitrary inputs to inde-

pendent and identically distributed (i.i.d.) uniform random outputs. Obtaining true

randomness is not feasible in practice [83]. However, state-of-the-art hash functions

appear to come reasonably close to imitating true randomness in many practical set-

tings [154, 122]. The extent to which a hash function avoids collisions, i.e., instances

where two distinct inputs map to the same output, is often referred to as the its'

quality. There is a seemingly endless supply of di�erent proposed hash functions to

choose from [154]. Here, we brie�y give a background on some of the well-known

functions that we study in the paper.

Multiplicative Hashing (MultiplyPrime). This method is prominently described

by Donald Knuth [83] as a family of hash functions with great properties for practical

applications. He explicitly advertises their non uniform random properties, i.e.,

sensitivity to the data distribution, as a strength [83]. Let A be a constant, relatively

prime 2w with w being the machine word size. Then, the following function produces

outputs in [0; M ).

h(x) =
�

M �
��

A
2w

x
�

mod 1
��
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The trick to make this e�cient is to avoid fractional computations by shifting the

entire calculation by w, i.e., to multiply with A
2w � w = A instead of the complex

decimal computation: h(x) =
�

M
2w � (Ax mod 2w)

�
. Neatly, this will allow us to get rid

of the modulo since most physical machines with a word sizew will naturally compute

everything mod 2w . According to Knuth, M should be some power of the machine's

radix [83] to ensure that we are including the more signi�cant bits in the �nal result.

Fibonacci Hashing (FibonacciPrime). It is an instance of multiplicative hashing,

choosingA
w = � � 1 =

� p
5 � 1

�
=2 based on the golden ratio. It promises to inherit

� � 1's neat scattering characteristics, i.e., that each added consecutive element falls in

the largest remaining interval, dividing it by the golden ratio [83, 145, 7, 164, 146].

As in multiplicative hashing, we implement Fibonacci hashing using the integer

multiplication trick. However, this time we chooseC = � � 2w with w as the machine

word size. Some implementations also roundC to the next closest prime.

Murmur Hashing (Murmur). Murmur is a family of simple and fast hash functions

developed by Austin Appleby [6, 5], and has been studied extensively in previous

works (e.g., [3, 136]). Its name is derived from the original idea for its implementation,

i.e., repeatedly applyingmu ltiply and rotate instructions to imitate true randomness.

Ultimately, however, it ended up being implemented as a sequence of multiply, shift,

and xor operations. In particular, its 64-bits �nalizer merely consists of three xors,

three shifts, and two multiplications [5, 136].

XXHash. It is a widely used open-source uniform hash function with support for

many programming languages [29]. It targets RAM speed limits for hashing large

enough blobs of data, all while promising decent performance on small inputs.

AquaHash. It is a uniform hash function that utilizes Advanced Encryption Standard

(AES) intrinsics [70], i.e., AES encryption primitives implemented in hardware on

many modern CPUs [139]. In a previous study, AquaHash has shown promising results

compared to XXHash and Murmur for small keys [140].
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4.3 Learned Models as Hash Functions

Learned index structures [87] approximate the cumulative distribution function (CDF)

of the data to predict the position of a lookup key in a sorted array. When the data

has a learnable pattern, i.e., has low entropy, learned indexes can be much smaller

than the input data itself. While initial proposals considered using neural networks to

approximate the CDF, state-of-the-art learned indexes use a collection of simplelinear

models, which we refer to as submodels; these are fast to both learn and evaluate.

Some indexes aim to minimize the root-mean-squared-error (i.e., L2 loss) [87] and

others bound the maximum prediction error. Assuming a perfect modeling of the

CDF, a learned index would constitute a perfect order-preserving hash function, i.e.,

a collision-free mapping from keys to positions. For the rest of this paper, we refer to

LearnedModel basedHash functions asLMH . Since real-world data contains many

irregularities that make it hard to approximate, a learned index inevitably needs to

trade o� precision for space. With larger models, inference time increases because of

limited cache sizes [105]. We describe the three main learned indexes we evaluate for

hashing.

4.3.1 Recursive Model Indexes (RMI)

The recursive model index (RMI) is a multi-stage model combining simpler models [87].

When the data �ts into memory, an RMI rarely has more than two stages. It is built

in a �top-down� fashion. The stage-one model computes a rough approximation of the

CDF, which is scaled between0 and the branching factorB . This value is used to

select a second-stage model, which approximates the local distribution of the data

and is used to produce the �nal approximation. In other words, the stage-one model

partitions the data into B buckets and each second-stage model approximates the

data that falls into its corresponding bucket. A recent study [105] showed that RMI,

amongst other indexes, achieves the best tradeo� between inference time and space.

94



4.3.2 Radix Spline Indexes (RadixSpline)

RadixSpline [81] is another learned index variant, that is built �bottom up�, and

consists of a linear spline [120] to approximate the CDF and a radix lookup table that

indexes resulting spline points. Compared to RMI, RadixSpline can be built in a single

pass with constant cost per element. RadixSpline's spline-building algorithm [120]

bounds the maximum prediction error. Besides the maximum error, RadixSpline is

parameterized with a certain number of radix bits that de�ne the size of the radix

table. Lookups �rst consult the radix table, which indexesr -bit pre�xes of spline

points and is used to narrow the search range over the spline points. Then binary

search is used on the narrowed range to identify the two spline points surrounding

the lookup key. Finally, linear interpolation between the two spline points is used to

obtain a prediction. The necessity to search over the spline points make it somewhat

slower than RMI which does not require any search in inner nodes.

4.3.3 Piece-wise Geometric Model Indexes (PGM)

Similar to RadixSpline, the Piece-wise Geometric Model Index (PGM) [57] provides

an error-bounded approximation of the CDF. It consists of multiple levels where each

level represents an error-bounded piece-wise linear regression (PLR). In contrast to a

spline where consecutive spline points are connected, a PLR additionally stores an

intercept value with each point. Like RadixSpline, PGM is built �bottom up� but

instead of using a radix layer it recursively applies its PLR algorithm until a certain

error threshold has been met. PGM can also be built in a single pass with constant

amortized cost per element. Due to its multi-level structure, PGM can have slightly

higher inference cost than RadixSpline [105] but is more robust when outliers are

present.

4.4 Perfect Hashing

Where traditional hash functions aim to produce (near)-i.i.d. uniform random outputs,

perfect hash functionsprovide an injective function that maps a set of elements into a
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