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Abstract

Devices have become smaller over the last few decades, and billions of devices are
estimated to be connected in the 2030s. Researchers are developing small-scale, mas-
sively deployable wireless nodes for various applications that can work together to
collect information and build large networks. These miniaturized wireless nodes re-
quire various functionalities, including communication, sensing, actuation, and energy
harvesting. There is a growing need for the development of mm? sized wake-up re-
ceivers to prolong the battery life on these devices. The mm-wave/THz spectrum is a
promising candidate for millimeter-scale wake-up receiver designs as it is compatible
with on-chip antenna integration.

A prototype wake-up receiver using THz carrier wave was fabricated using TSMC
65nm technology. The wake-up receiver, which includes on-chip integrated patch an-
tennas, captures the THz signal, which is then rectified and passed through amplifier-
filter stages and digitized by a comparator. It authenticates wake-up patterns, gen-
erates wake-up signals, and updates the cryptographically randomized tokens. The
system operates at 0.8 V and consumes 2.88 yW, with a sensitivity of -48 dBm at a
data rate of 1.02 kbps. Power consumption can be reduced to 750 nW with within-bit
duty cycling. The WuRx has been tested at a distance of several meters and paired
with a beam-steerable THz reflectarray, demonstrating its potential for real-world
applicability.
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Chapter 1

Introduction

1.1 Background and Motivation

Over the last few decades, smaller devices, such as smartphones, wearables, and
Internet-of-Things (IoT) devices, have become increasingly popular. As a result,
researchers have recently been working on developing small-scale, widely deployable
wireless sensor nodes for various applications such as agriculture, healthcare, and
military purposes. These nodes, in particular, can collaborate to collect information
from their environments and build large-scale collaborative networks with minimal
intrusion. To achieve this, these miniaturized wireless nodes need diverse functional

capabilities, including communication [13|, sensing, and energy harvesting [22].

This vision is enabled by devices with low power, miniaturization, and low-cost
fabrication. While these nodes have several functional requirements, communication
is necessary in most cases. However, communication is typically the most power-
hungry part of these wireless nodes [11]. Thus, there has been a growing demand to
develop mm?-sized wake-up receivers (WuRxs) to help conserve the limited battery
life of these devices. For instance, these mm?-sized WuRxs can be incorporated into
microbots [6, 5|, or nano radios [13] without significant increase of overall device size,

reducing total power by allowing the device to sleep in the idle state until activated.
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Figure 1-1: Examples of small-scale WuRxs : (a) 1.875 cm? 2.4GHz WuRx [33], (b)
4.55 cm? 9 GHZ WuRx [18], (¢) 14.5 mm? ultrasound WuRx, (d) 0.85 mm? optical
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1.1.1 Previous works on WuRx miniaturization

The dimensions of the RF WuRxs are determined by the antenna, which is fundamen-
tally proportionate to the square of the carrier wavelength. Typically, the antenna
size of a GHz range WuRx is at cm? level |33, 18]. [18] presents a WuRx with a 4.55
cm? antenna with a sensitivity of -69.5 dBm at 9 GHz. [33] presents a WuRx with
a 1.875 cm? antenna that operates at 2.4 GHz and has a sensitivity of -61.5 dBm.
In both cases, most of the system area is occupied by the off-chip antenna size. [9]
pushes the carrier frequency to 78 GHz and achieves the reduced receiver size of 49
mm? with the off-chip antenna, but it requires a high DC power consumption of 25
mW. If the size of the antenna does not comply with the relationship between its size
and the wavelength, the antenna gain is drastically reduced and the antenna cannot
capture signals anymore.

Other modalities have been investigated to miniaturize the size of WuRxs by
reducing the radiator size. [31] presents an ultrasonic WuRx with a size of 14.5 mm?.
This utilizes a precharged capacitive micromachined ultrasonic transducer (CMUT)
to capture the ultrasound signal, which relaxes the high DC voltage requirements
to drive the transducer. However, this approach still requires an off-chip transducer,
limiting the further size reduction and adding the extra packaging cost. [24] introduces
the optical WuRx by utilizing integrated photodiodes. This significantly reduces the
WuRx size to 0.85 mm?; however, optical receiver operation is typically susceptible
to ambient light interference and has a sensitivity of -30 dBm in low-power mode.

The examples of the miniaturized WuRxs are shown in Figure 1-1.

1.1.2 Previous works on mm-Wave/THz systems for minia-
turization

The mm-wave/THz spectrum is a potentially good candidate for millimeter-scale

WuRx designs due to their compatibility with on-chip antenna integration. Several

studies have used mm-wave/THz systems to develop miniaturized IoT devices or

wireless tags with on-chip antenna integration [36, 17, 22, 13|. For example, a pad-
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Figure 1-2: Application scenario of the mm?-sized nodes with secure THz WuRx

less millimeter-sized radio is proposed as a miniaturized self-powered radio for IoT,
and wireless tags applications [36]| using frequencies at 24 GHz and 60 GHz. [17]
demonstrated 1.6 mm? size, package-less wireless tags using a 260 GHz carrier wave
and photovoltaic harvesting and THz detector/backscattering techniques with inte-
grated authentication. In [22], a 263 GHz CMOS energy harvester is presented for
the far-field wireless powering of ultra-miniaturized platforms. This energy harvester
could potentially replace photovoltaic harvesting in [17]. In addition, a 150 GHz 2x2
transceiver array is presented [13] for stealth and widely deployable wireless nodes
with the Tx DC power consumption of 11.6 mW and the Rx DC power consumption
of 10 mW. Hence, exploration of the high mm-Wave/THz spectrum for miniaturized
WuRx design should be carried out. However, utilizing a high-frequency spectrum can
decrease the sensitivity of the WuRx due to the limited performance of high-frequency
signals in transistors, reducing the communication distance. Therefore, evaluation of
the real-world applicability of the THz WuRx is essential. The additional factors for
THz wake-up design are discussed in Chapter 2.

18



1.2 Security threat for the ultra-miniaturized plat-

form

Resource-constrained wireless nodes adopt WuRxs to control their sleep and active
states to save limited battery energy. The WuRx monitors a communication channel
for wake-up tokens sent by the base station and compares the incoming token to a
reference token. When the two tokens match, the node activates. This wake-up token

is typically predefined and fixed to specific codes in many cases [29].

However, such WuRx systems are susceptible to Denial-of-Sleep (DoSL) attacks.
DoSL attack is one of the denial-of-service attacks that prevents wireless nodes from
entering low-power idle states. A DoSL attacker can obtain the predefined wake-up
message by listening to the communication channel and repeatedly replaying it to
the target node. This cause the node to wake up continuously, rapidly draining the
battery of the node and shortening its lifetime. This is especially critical for ultra-
miniaturized nodes, which only have a small battery size. DoSL attacks can pose a

severe threat to the reliability of WuRx-based systems.

The general countermeasure for DoSL attacks is dynamic wake-up tokens that are
different and unpredictable for every wake-up [29, 20|. This can be achieved through
randomized and unique token generation by cryptographic algorithms. By doing this,
wake-up tokens become more challenging for an attacker to obtain or guess, and thus
this attack can be effectively prevented. However, currently, there are no WuRx ICs
with integrated cryptographic authentication. [16] utilizes cryptographic checksums
to improve security, but it can still be monitored easily without dynamic wake-up
tokens and are vulnerable to DoSL attacks. To improve the security and reliability
of these systems, new circuit techniques and system-level developments need to be

explored.
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1.3 Thesis goal and contribution

This thesis introduces an mm?-sized THz WuRx with integrated cryptographic au-
thentication to protect against DOSL attacks for ultra-miniaturized platforms. The
application scenario of this WuRx is illustrated in Figure 1-2. A highly directive
beam-steerable THz interrogator can send the signals to each node. With the inte-
grated authentication, the node can prevent replay attacks from malicious attackers,
saving the battery energy.

Figure 1-3 presents the wavelength versus power-sensitivity product of the state-of-
the-art WuRxs across frequencies in the RF-to-THz spectrum based on the literature
from 2009-2021. As directly indicated in the graph, a trade-off exists between wave-
length and power-sensitivity products. This work explores the trade-off space near
the gray region (marked in Figure 1-3) to develop a miniaturized WuRx.

This thesis presents a secure mm?2-sized THz WuRx design for ultra-miniaturized
platforms, pushing the boundary of the design trade space and offering a low-cost,
fully-integrated solution for WuRx miniaturization. This thesis provides require-
ments for THz WuRxs, analyzes design considerations, and proposes circuit design
techniques for the application scenario depicted in Figure 1-2 with practical demon-
strations.

The thesis contributions can be summarized as followings:

1. This thesis presents the first THz WuRx architecture based on pseudo-differential
THz detectors with a sensitivity of -48 dBm and power consumption of 2.88 uW.

2. A novel THz detector optimization technique using dual-antenna feeding is pre-

sented.

3. To counteract the Denial-of-Sleep attack, dynamic wake-up token generation

using lightweight cryptography is implemented.

4. Wireless communication tests at several meters and pairing with beam-steerable

THz reflectarray are performed to propose the real user scenario.

This work in the thesis will be published in the future:
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e E. Lee, M. I. W. Khan, X. Chen, U. Banerjee, N. Monroe, R. Yazicigil, R. Han
and A. Chandrakasan, "A 1.54 mm? Wake-Up Receiver Based on THz Carrier

Wave and Integrated Cryptographic Authentication", IEEE Custom Integrated
Circuit Conf. (CICC), San Antonio, TX, April. 2023 (Accepted)

1.4 Thesis outline

Chapter 2 introduces the properties of THz signals, along with how they affect THz
WuRx design. Chapter 3 focuses on optimizing and implementing the THz detector
for use in the WuRx using a dual-antenna and detector technique. Chapter 4 explores
the baseband circuits for the WuRx that are integrated with the THz detectors and
presents simulation results. Chapter 5 covers the THz WuRx system-level operation,
mainly focused on the ultra-miniaturized platform’s security considerations. Chapter
6 analyzes experimental results and analyzes the performance of the THz detector
and WuRx. Finally, Chapter 7 summarizes the thesis and discusses potential areas

for future research.
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Chapter 2

THz for wake-up

This chapter introduces the characteristics of THz signals and their impacts on THz

WuRx design and discusses the potential THz WuRx architectures.

2.1 THz consideration

2.1.1 Signal propagation

One of the main challenges in realizing THz wireless communication is the high free
space path loss of THz signals, which can significantly limit their communication
range.
The received power Pr can be calculated using the Friss transmission equation
[12]:
A

Pp = PTGT(R)QGRa (2.1)

where Pr is the Tx output power, G is Tx antenna gain in the direction of the
receiver, A\ is the carrier wavelength, d is the distance between Tx and Rx. The
distance versus received power is shown in Figure 2-1, assuming Pr = 19 dBm, G =
25 dBi, A = 1.132 mm (corresponding carrier frequency at air = 264 GHz), Gr = 0 dBi.
To be effective for indoor communication, a THz system should be able to support

distances of several meters. For example, at a distance of 5 meters, the required
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Figure 2-1: THz communication link budget

receiver power is around -50 dBm. This demonstrates that the target sensitivity
should be near -50 dBm in order to achieve practical communication distances. An
on-chip antenna array at the receiver can potentially increase the received power, but
it comes with the trade-off of increased silicon area and manufacturing costs due to

the need for additional antennas.

2.1.2 Highly directive THz beam

THz link utilizes highly directional beams from high-gain antennas for transmission
in order to compensate for large free-space path loss. The narrow beam width of THz
links can lead to alignment issues, resulting in link failures |7]. This problem can
become more severe if there is a restriction in the communication range.

The diameter of the beam received area dp.,,, and beam received area Apeqm can
be approximated as dpeqm = 27d(0/360°), and Apegm = wdz.,,./4, where 6 is the
beamwidth, and d is the distance between Tx and Rx as described in Figure 2-2.

If we assume a beamwidth 6 of 5°, a distance d of 5 m, the resulting dpe.,, and

Apeam are approimately 0.44 m and 0.15 m?, respectively. This suggests that the
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receiver does not need to be precisely positioned in order to receive the transmitted
beam. However, as the distance between the transmitter and receiver decreases, the
beam’s received area becomes smaller. Thus, it is necessary to increase the transmit
power and improve the sensitivity of the receiver to alleviate misalignment issues. In
addition, using steerable THz beams allows for control over the larger coverage area,
enabling targeting specific locations or devices.

Highly directive THz beam also can make THz communication links more secure,
making it harder for eavesdroppers to intercept THz signals [35]. This can be help-
ful in situations where it is important to keep communication private and secure,
particularly on ultra-miniaturized platforms that are vulnerable to DoS attacks, as

previously mentioned in Chapter 1.2.

2.2 THz WuRx architecture

This section provides an overview of the various THz receiver architectures proposed
in the literature and to develop a low-power THz WuRx architecture suitable for

ultra-miniaturized platforms.

2.2.1 Existing THz receivers
fmae limitation

According to a recent report on CMOS technologies, the highest maximum oscilla-

tion frequency (fi.q) has been observed to be near 280-320 GHz, including parasitic
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interconnects such as vias and metal [40]. This limits the high-frequency operations
of fundamental circuits, such as low-noise amplifiers (LNA) and local oscillators (LO)
near carrier frequency, constraining how THz receivers can be implemented. For
example, LNA first architecture cannot be used for THz receivers, which typically
provides better sensitivity compared to other architectures in RF domain [39]. In
addition, LNA also burns a significant amount of power, even with the recently de-

veloped high-speed transistors.

THz receivers with more than mW of power

Mixer-first architecture using a LO with fundamental frequency is also challenging
due to the LO driver; An alternative is to use a mixer-first architecture with an LO
that has a harmonic frequency, which leads to lower sensitivity due to high conversion
loss. [8, 40]. However, these works still require relatively high power consumption
(a few 10s of mW), which is not suitable for always turned-on WuRxs. [13] presents
a 150 GHz regenerative receiver that uses harmonic frequencies but still requires 10

mW Rx power.

2.2.2 Energy detection architecture

Energy detection architectures, which do not require an LNA, LO, or mixer, can
achieve significantly lower power consumption through direct demodulation to the
baseband and are adopted to ultra-low power WuRxs in the RF domain. [38] presents
a WuRx consuming DC power of 4.5 nW while achieving the sensitivity of -69 dBm at
113.5 MHz. Another example is the WuRx presented in [18], which has a sensitivity
of -69.5 dBm at 9 GHz and consumes 22.3 nW of power.

CMOS terahertz incoherent receivers can be built through energy detection archi-
tecture. These receivers use the non-linearity of CMOS devices at the THz spectrum
to detect the energy of the incoming electromagnetic waves. For example, CMOS
Schottky barrier diodes [15] and NMOS transistors [34] have been used for THz signal

detection. However, most incoherent receivers are designed for imaging applications,
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not low-power THz communication applications.

2.3 Proposed architecture

We explored design perspectives for building THz WuRx systems and various ap-
proaches for RF/THz receiver architectures in the literature, each of which is suited
to a particular application, such as high-data-rate communication or THz imaging.
After considering available options, we have chosen an energy detection architecture
for the THz WuRx system in order to reduce power consumption to the microwatt
level.

The design of the WuRx system is depicted in Figure 2-3. It features a THz
frontend consisting of a pair of pseudo-differential CMOS terahertz detectors with
dual-antenna feeds, and an amplifier-filter-comparator chain, followed by a wake-up
authentication engine. The THz frontend demodulates THz signals into baseband
signals, which are then amplified, filtered, and digitized by an offset-controllable
comparator. The wake-up authentication engine compares the incoming bits to a
stored token and generates a wake-up signal if there is a match. The design and

implementation of the entire system are discussed in more detail in later chapters.
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Chapter 3

THz frontend design

In the previous chapter, the energy-detection first architecture is chosen for the THz
WuRx design to achieve low-power consumption. This chapter discusses the schematic

of the THz front end and its design methodology.

3.1 THz frontend and detector topology

The CMOS THz receiver front end, as shown in Figure 3-1, is of a pseudo-differential
and consists of an NMOS detector and a PMOS detector with opposite responsiv-
ity polarities. Specifically, the NMOS detector offers positive responsivity, while the
PMOS detector offers negative responsivity. In order to eliminate DC power con-
sumption and avoid flicker noise, the MOSFETS are biased with zero drain-source
voltage (also known as Cold-FET) [17]. The on-chip antennas capture THz signals,
which are then rectified and demodulated at the drain node of NMOS and PMOS
detectors. Demodulate signals are amplified by the subsequent baseband amplifier
stages and digitized by a dynamic comparator, which will be described in Chapter

4.1.
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Figure 3-1: Schematic of the THz frontend
3.2 Optimum responsivity condition

Two important metrics for the THz detectors are responsivity and noise-equivalent
power (NEP). NEP is typically regarded as the most important metric because it
determines the sensitivity of the detecting system. NEP is the input THz power when
the detector output SNR equals unity for 1 Hz bandwidth [14], and can be obtained by
dividing the output voltage noise spectral density by the detector voltage responsivity.
Similarly, for the receiver, lower NEP provides a better theoretical sensitivity limit.
To enhance the sensitivity limit, NEP should be minimized. For Cold-FET detectors,
the main noise source is channel thermal noise, which is determined by the gate bias
voltage and transistor size. The optimization goal shifts from minimizing NEP to
maximizing responsivity under the fixed DC bias condition.

Now, the goal is to determine the optimal condition for responsivity. THz power
rectification behavior varies depending on the device driving conditions, as previously

reported in [22]. Figure 3-2 shows a test bench for the detector responsivity test. The
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Figure 3-3: Simulated responsivity of an NMOS transistor at various v,s and vy,
amplitude ratio and phase difference when the transistor gate is biased at 0.35 V.
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transistor gate is DC biased to Vi pe through an RF choke while the drain is at the
floating node. The MOSFET is driven by two ideal ac voltage sources, one applied
to the gain side (vys) and the other to the drain side (vgs).

The total THz input power, P, ru., can be calculated using the following equa-

tion:

Pyrw. = Para. + Ppra. = Re(”gsizs) + Re(vgsiy,) (3.1)

where Pg 7. is the THz input power at the gate side, Pp rg. is the THz input power
at the drain side, vy, is the THz voltage at the gate side, ig45 is the THz current at

the gate side, vy, is the THz voltage at the drain side, and 745 is the THz current at

the drain side.

Then, the responsivity R, of the detector is obtained as:

Vou
R, = L (3.2)

)
Pin,THz

where V,,; is the rectified DC value that can be extracted through the RF choke.
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Figure 3-5: Comparison between (a) conventional single antenna detector topology
and (b) proposed dual-antenna detector topology.
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Figure 3-3 presents the simulated responsivity of an NMOS transistor at various
|Vas/Vgs|, £(vVas/vys) pairs when the transistor gate is biased at 0.35 V. The peak
responsivity of 26.8 kV/W is obtained, which is nearly 2 times higher than that at
Vgs/Vgs = 1. The maximum responsivity can be achieved under the following optimal

conditions,

|Vgs/vgs| = 4.5 and Z(vgs/vgs) = 170° (3.3)

The responsivity of the device is obtained from the ADS harmonic balance simulation.
During the simulation, parasitic interconnections from lower metal layers to higher
metal layers, including vias, are extracted from the HFSS simulation and included in
the harmonic balance simulation. The gain side transistor impedance (Zgy) and the

drain side transistor impedance (Zpy) are obtained as,

Zan = 18 —84.15 Q and Zpy = 10 — 180.35 © (3.4)

Similarly, the optimum responsivity condition is obtained as shown in Figure 3-4 when
the PMOS gate is biased at 0.45 V. The peak responsivity of 23 kV/W is obtained

under the following optimum conditions,

|Vas/vgs| = 5.5 and Z(vgs/vgs) = 170° (3.5)

The gain side PMOS transistor impedance (Zgp) and the drain side PMOS transistor

impedance (Zpp) is :

Zep =21 — j76 Q and Zpp = 10 — j179 Q (3.6)
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3.3 Dual-antenna topology to achieve optimal con-
dition

A dual-antenna topology, previously applied for energy harvesting [22], is adopted for
low NEP and high responsivity. The comparison between conventional single-antenna
detector topology and proposed dual-antenna detector topology is summarized in
Figure 3-5. The topology of a conventional MOSFET THz detector is shown in
Figure 3-5 (a), where the drain and gate are coupled through an explicit or parasitic
capacitor (C.). Hence, the voltages of the gate nodes and drain nodes have a fixed
amplitude ratio and phase difference [21], which is a function of the explicit capacitor
(Ce), parasitic capacitor (Cg), and transistor output conductance (gqs), and they
are almost identical (v4s =~ vys). Achieving the two optimal conditions in equation
3.3 simultaneously, along with antenna-to-device power matching, is very challenging
because a single antenna feeds power both to the gate and drain sides. This may be
possible with the complex matching network, but it often comes at the expense of a
higher loss.

Under the optimum condition presented in equation 3.3, the ratio of THz power
at the drain, Pprp., to THz power at the gate, Pg rp., can be determined by the

equation:
2
PD,THZ . GDN\Uds\

= = 2.5, 3.7
PG,THZ C;G'N‘vgs’2 ( )

where Gpy and Ggy represent the conductance at the drain and the gate side of the
NMOS device, respectively; however, achieving the desired power ratio is difficult in
the conventional single-antenna topology due to the coupling between drain and gate.
Such a problem is addressed in the dual-antenna topology, as shown in Figure 3-5 (b)
by breaking the power feeding and impedance matching between the gate and drain.

The design flow can be simplified into two steps.

1. Changing the widths of the patches (Wp and W) hence the corresponding an-
tenna gains (Figure 3-6) allows for independent adjustment of the ratio between

THz power (Pp/Pg) injected into the drain and gate. With Wg= 200 ym and
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Figure 3-6: Antenna widths versus antenna gain curve from HFSS simulation (left),
impedance matching networks for NMOS gate and drain on a Smith chart (right)

Wp = 600 pm, the resultant Pp/Pg is 2.54, and |vgs/v,s| reaches the desired

value of 4.5.

2. The two patch antennas placed back-to-back directly provide near-180° phase
difference between vg4s and vy, as shown in Figure 3-1. Fine-tuning of phase
can be easily achieved by slightly adjusting the characteristic impedance of the

matching network.

The simulated NMOS detector responsivity is 13.3 kV/W, including matching net-
works losses, and is 4.4 kV/W with 34% effective antenna efficiency and overall NEP
of 8.2 pW/Hz/2. Similarly, the PMOS detector achieves a simulated responsivity of
3.4 kV/W and NEP of 8.6 pW/Hz'/2.

3.4 DC biasing and amplifier connection

As shown in the test bench setup in Figure 3-2, it is crucial to bias the gate and
extracts the demodulated signal without interfering with THz operation. This is
achieved by using the central AC grounds of the patch antennas for DC gate biasing

and extracting the demodulated signals from the drain nodes with no disturbance to
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THz operation. In this design, the top metal layer (aluminum) is used as the patch
antenna. The center of the patch antenna is connected directly to the metal 1 layer,
and the metal 1 layer is connected to the DC biasing point. Since metal 1 and metal
2 are used as ground and metal 2 still covers above the metal 1 DC path, the DC

path does not greatly affect the antenna performance.
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Chapter 4

Baseband circuit-level

implementation

This chapter describes the baseband circuits for building the wake-up receiver inte-

grated with the THz detectors from the previous chapter.

4.1 Baseband amplifier

Each detector receives the OOK-modulated radiated THz signals and demodulates
them to the baseband signals. Figure 4-1 shows the architecture of the baseband
amplifier. It consists of three amplifier stages followed by a buffer stage that provides
additional noise filtering before the comparator input. The entire bandwidth of the

baseband amplifier is around 10 kHz.

LNA VGA VGA
N I NSRS | NS '

< < ! <

< < <
>VCM1°':‘ >chz°i 3
11 : 11 : 11l :

Buffer

A A A A A A4

<<

o

=

w
vvvg‘vvv

Figure 4-1: Block diagram of the baseband amplifier-filter chain
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Figure 4-2: Schematic of the first stage LNA

The first stage LNA is a common-source differential amplifier, as shown in Figure
4-2. The LNA consumes 3.05 pA at the 0.8 V voltage supply and has a voltage gain
of 29 dB. The PMOS pair (Ms, M,) is used for input of the amplifier and is sized
largely (W/L = 800 pm/4um) to reduce the flicker noise. Resistors R; and Ry are

used for common-mode feedback.

One simple way VGA design topology is shown in Figure 4-3 (a), with a voltage
gain of —g,,n Ry 2. Voltage gain can be adjusted by simply changing the load resis-
tance. Assuming a bias current of 10 nA and g,,/Ip = 20 for the transistor operating
in a sub-threshold region, the obtained g,, is 200 nS. To achieve a voltage gain of 20
dB, the required load resistance is 50 M{2, which requires a large chip area and suffers

from process variation.

To avoid this problem, common-source differential pair with current bleeding
transconductance loading has been adopted for VGA topology, as shown in Figure
4-3 (b). The passband voltage gain A, of this VGA topology can be approximated

as follows:

ImN
A, ~ —ImN 4.1
9mL ( )

where ¢,,n and g,,; are transconductances of an input NMOS transistor and
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Figure 4-3: Schematic of the variable gain amplifier (a) Conventional VGA topology,
(b) VGA with current bleeding transconductance load
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NMOS load transistor, neglecting the effect of common-mode resistors. Similar to
the LNA case, resistors R; and Ry are for common-mode feedback and are large
resistors to avoid gain degradation. This topology provides lower process variation
because the gain is expressed as the ratio between transconductances. The output
of three amplifier stages drives the buffer, providing additional noise filtering before
the comparator input. The last stage buffer uses the same topology as Figure 4-3
(b), but without reconfigurability. The entire stage can provide a variable gain from
40-60 dB. The DC offsets from the amplifier mismatches and non-linearity should be
canceled because a high-gain amplifier chain can saturate the subsequent amplifier
stages. Thus, high pass poles are inserted after the amplifier stage to reduce DC
offsets, which also reduce the flicker noise. Figure 4-4 provides the simulated gain
transfer function of the entire amplifier stage.

Figure 4-5 shows the simulated output noise spectrum of the entire baseband chain,
the THz frontend, and their sum at the passband gain of 51 dB while consuming 2.64
W of DC power consumption. The LNA is biased in the sub-threshold region to save
power consumption while maintaining its input-referred thermal noise is comparable
to or less than the thermal noise of the detector. The baseband amplifier-chain noise
contribution can be reduced at the expense of the higher DC power consumption.

Vras in Figure 4-2 and V gy in Figure 4-3 (b) are generated by cascode constant
gm circuits, modified from [17]. To avoid the meta-stable state, this circuit requires

a reset signal generated by the enable signal (EN).

4.2 Comparator

Figure 4-7 shows the schematic of a dynamic latched comparator topology [26, 27].
It consists of a double latch type comparator and switching transistors with zero-
bias transistors for capacitive balance control. When CLK is low, the M3 and M4
precharge the DI+ and DI- nodes to supply voltage while discharging the CMP-+
and CMP- nodes to the ground (Reset phase). When CLK goes high, M5 turns on,
and the DI+ and DI- nodes are pulled down. The falling edge difference between the
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Di+ and DI- generates latch transistors work (Comparison phase). Switch transistors
(C[13:0]) provide additional load capacitance to both nodes, enabling offset control
from -30 mV to 30 mV.

4.3 Oscillator

Figure 4-8 shows the schematic of the delay-cell-based oscillator (or-leakage-based
oscillator) [23]. This oscillator topology utilizes the transistor leakage current to
charge/discharge capacitances the nodes, resulting in positive feedback that fully
switches the output nodes with a prolonged delay. This topology has been adopted
for wireless sensor nodes due to its low power consumption with a wide frequency

tuning range [19, 23].
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The oscillator is composed of three-stage delay cells and a 4-bit controllable bias
control circuit. Two inverters are included to provide a balanced output load. Each
delay cell consists of input transistors (Mj4, Mig, Mya, Mypg), back-to-back inverters
(Maa, Myg, M3a, M3p), and voltage control transistor (Mcpa, Mcops, Menva, Mong)-
The delay is controlled by the analog voltage generated by a digitally controllable
voltage divider-based biasing circuit. Higher Vprasn (Lower Vgrasp) induces larger
charging/discharging leakage current, reducing the delay and increasing the oscillation
frequency. The measured clock frequency across 16 different code words is shown in
Figure 4-9, ranging from 210 Hz to 24.4 kHz. The oscillator consumes a maximum

DC power of 18.56 nW at 24.4 kHz under a 0.8 V voltage supply.
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Chapter 5

System-level optimization

This chapter illustrates system-level optimization for low-power, secure wake-up re-

ceiver design.

5.1 Wake-up authentication

As mentioned in Chapter 1.2, a DoSL attacker can easily obtain the wake-up token
by intercepting the communication channel. If the wake-up token is a fixed pattern,
the attacker can replay the target nodes and keep the nodes awake. To prevent this
attack, the wake-up token should be changed after each use and be unpredictable.

The wake-up packet consists of an 8-bit preamble, a 20-bit counter value, and a 64-
bit encrypted counter value, as shown in Figure 5-1. The high-gain amplifier stage can
amplify noise, causing the system to respond to false signals to the authentication
processor. The preamble verifies that the subsequent bits are valid signals for the
wake-up authentication and rejects noise-induced signals. The counter value shared
between the base station and the WuRx is encrypted by a pre-shared symmetric key.
The encrypted counter serves as a wake-up token which is compared with the stored
token to determine its validity. The counter values are also included in the packet to
address potential desynchronization between the sender and receiver.

The authentication flow is shown in Figure 5-1. The WuRx waits for the preamble

to be detected and stores the subsequent bits in 84-bit shift registers once the preamble
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Figure 5-1: Block diagram for authentication flow

is detected. Once the entire packet is received, the correlator compares the received
token and stores the token. Upon successful authentication, the WuRx generates a
wake-up signal and updates the token using symmetric encryption using a pre-shared
key and incremented counter value. If counter desynchronization between sender and
receiver occurs due to the noise or blocked signal, packet control logic resynchronizes
the counter using the received token.

The counter is encrypted by the lightweight symmetric block cipher called GIF'T
[1], which is specifically proposed for resource-constrained devices. While Advanced
Encryption Standard (AES) is considered the standard for symmetric block ciphers,
it may not be appropriate for resource-constrained systems due to the area and en-
ergy requirement of the AES [10], particularly for ultra-miniaturized nodes. Several
lightweight ciphers have been proposed over the last few decades, such as PRESENT
[4], SKINNY [3], and SIMON |[2]. When choosing a lightweight cipher, the following

criteria are considered:

e A key length of equal or greater than 128 bits, which is regarded sufficient for

long-term protection [30].
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Figure 5-2: Schematic of the wake-up authentication block
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e The block length of at least 32-bit. According to [29], a wake-up token length

of 32-bit wake-up token takes 2.6 months for a brute-force attack at a data rate

of 10 kbps, and 1.9 x 10° years to break a 64-bit wake-up token.

e A cipher with a smaller silicon area.

e A cipher that is the finalist in the currently ongoing NIST lightweight cryptog-

raphy standardization process.

GIFT is chosen based on the following reasons. First, GIFT can support a cipher

with a block length of 64 bits and a key length of 128 bits. Second, GIFT occupies
less gate area compared to PRESENT, SIMON, and SKINNY using round-based
implementations. Third, GIFT is a sub-block of GIFT-COFB, one of the finalists in

NIST lightweight cryptography standardization.

The schematic of the authentication block is shown in Figure 5-2. The imple-

mented GIFT-64-128 occupies 3.7 kGE, which occupies 32% of the entire digital cir-
cuits. Figure 5-3 shows the area breakdown of the entire digital circuits. The entire
digital circuit occupies 11.6 kGE and is synthesized using HVT devices to minimize

leakage power, consuming 33.6 nW measured leakage power and 65 nW measured

total power at 10 kHz clock and a 0.8 V power supply.
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Chapter 6

Experimental Results

6.1 Measurement setup

The chip is fabricated in TSMC 65nm CMOS technology and occupies an area of 1.54
mm? as shown in Figure 6-1. Unlike previous WuRx designs, no external antenna or
transducer is needed in this work. The test setup in Figure 6-2 shows the measurement
setup for the THz detector performance test. A Vector Network Analyzer (VNA)
extender VDI-WR3.4-VNAX radiates a -6.2 dBm 264.3 GHz signal by inputting a
14.683 GHz signal via a 25 dBi horn antenna. The radiated power is measured from
the VDI Erikson power meter PM5. The lock-in amplifier SR865A measures the THz
detector output response. The signal generator and lock-in amplifier share the same
50% duty-cycled modulation signal, which is fed by a function generator. The lock-in
amplifier aligns the modulation signal and detector output and measures the detector
response. The responsivity is measured at a far-field distance of 25 cm. For the NEP
measurement, the output noise of the detector needs to be measured. Output noise
of the THz detector, which has low noise density, is amplified by 60 dB using an
external ultra-low-noise amplifier (EG&G 5184, 0.8 nV/Hz input-referred noise) and
measured by vector signal analyzer 89440A.

To measure the sensitivity of the WuRx, the setup shown in Figure 6-3 is used.
Instead of using a function generator and lock-in amplifier, the input signal to the

VDI-WR3.4-VNAX is OOK-modulated by an FPGA board (XEM7001). The bit er-
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Figure 6-2: Setup for THz detector responsivity and NEP measurement
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Figure 6-5: Measured pseudo-differential THz detector responsivity

ror rate is calculated by comparing the PRBS7 pattern that was transmitted with the
comparator output on the chip. The PCBs are mounted on a translational /rotational
stage for angle sensitivity measurement. The motherboard PCB only contains ultra-
low noise voltage regulators, decoupling capacitors, and level shifters, and the daugh-

ter PCB only holds the chip.

6.2 Characterization of circuits

From the Friis Transmission Equation, the voltage responsivity R, of the detector

can be calculated as [14]:

Vout % X ‘/;"ms

RU = - )
P, PowGr(Dg,r + Dp.r)(£5)?

(6.1)

where V.5 is the detector output voltage from the lock-in amplifier, P,., is the

transmitted continuous wave signal power from the source without any modulation,
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Figure 6-6: Measured angle sensitivity in E- and H- Planes

G is the transmitter antenna gain, A is the carrier wavelength, and d is the distance
between the source and the chip. Dg g and Dp g are the directivity of the patch

antenna at the gain side and the drain side, respectively.

The measured frequency selectivity of responsivity is presented in Figure 6-5, and
Figure 6-6 shows the incident angle sensitivity. The E-plane (or azimuth angle) is
more sensitive to the H-plane (or elevation angle) because the non-zero Azimuth angle
provides an additional phase difference between two antenna outputs, disrupting the
optimal condition. It is important to note that angle sensitivity is not the same as
antenna radiation patterns.

The noise spectral density of the THz NMOS detector is shown in Figure 6-7.
Based on the measured responsivity and noise data, the NEP value is calculated
and plotted in Figure 6-8. The minimum NEP is measured to be 10.5 pW /Hz!/? at
Vs = 0.35 V with effective antenna efficiency (e.s¢ = 0.332) taken into account, and

3.49 pW /Hz!/? without considering antenna efficiency.
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Figure 6-7: THz NMOS detector noise spectral density

Unfortunately, it is not possible to measure the noise spectral density of the THz
PMOS detector because the PMOS drain node is a DC floating node. The PMOS
drain is biased to a specific DC voltage when the PMOS source and drain are con-

nected to an ultra-low-noise amplifier, disrupting the noise measurement.

The bit error rate test result of the THz WuRx is shown in Figure 6-9. As the
output power of the VDI-WR3.4-VNAX is nearly constant at around -6 dBm, the
received power at the WuRx can only be varied by adjusting the distance between
the transmitter and WuRx. The received power is estimated based on the Friss
transmission equation [12]. A sensitivity of -48 dBm with 10™% bit error rate is
obtained while consuming a measured power of 2.88 W at the data rate of 1.02 kbps.
With a 20% within-bit-level duty-cycling of the baseband amplifiers, the sensitivity
of -47.8 dBm and data rate of 86.6 bps is obtained while reducing the average power
to 748 nW. The power breakdown of the WuRx without duty-cycling is presented in
Figure 6-10. The amplifier, filter, and biasing circuits consume 95.8 % of the power
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Figure 6-10: Power breakdown

consumption, mainly from the first stage LNA. As previously discussed in Chapter
4.1, entire power consumption can be reduced by lowering LNA current, but at the

cost of sensitivity loss.

Figure 6-11 illustrates the various authenticated wake-up protocol scenarios. When
a valid wake-up packet is successfully received (1, 7), the wake-up sign is generated,
and the token is updated with the pre-shared key and incremented counter value (2,
8). In contrast, failed requests (3) or invalid requests (10) are ignored (4, 10). Failed
requests can cause counter-desynchronization between the base node and WuRx (4),
but subsequent valid packets resynchronize the two nodes (5, 6). The measured de-
tailed time-domain waveform is shown in Figure 6-12. When a pre-shared 128-bit
key is 128’h5e06d211e0842454d22391bd29022aa4, and a counter value is 3, the corre-
sponding 92-bit wake-up packet is 92’hb6000036{f6294a9afcf94. When this wake-up
packet is transmitted to the WuRx, both wake-up and resynchronization signals rise,

which aligns with the authentication scenario in Figure 6-11. This verifies the proper
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Figure 6-13: Wireless test setup at distances of several meters and results

functioning of the authentication process.

6.3 Demonstration

As discussed in Chapter 1.3, this thesis explores the potential WuRx application for
large-scale deployment of miniaturized wireless nodes distributed over a wide area.
To demonstrate the practical application of the THz WuRx, this section presents
two examples: wireless test at distances of several meters and pairing with the THz

reflectarray.

6.3.1 Wireless test at distances of several meters

The wireless communication distance at several meters tests is conducted to show
communication distances of several meters. The measurement setup and the results
are shown in Figure 6-13. The setup is similar to that in Figure 6-3, but with the
exception of the VDI-WR3.4-VNAX being replaced by VDI amplifier-multiplier chain
(VDI-AMC-681), which can provide a higher output power of 90 mW. The signal
generator inputs an 11.0125 GHz, which is then multiplied 24 times by VDI-AMC-
681. At the distance of 5.1 m and 7.6 m, the measured BERs are 5.7 x 1072 and

1.7 x 1072, respectively.
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. Han, Uzunkol, Ryu, Shaulov, .
Metric JSSC’13 [15] | IMS’14 [37] T-ED’16 [32] | TSTT21 [34] | L1is Work
Process Node 130nm CMOS | 45nm CMOS SOI | 65nm CMOS SOI | 65nm CMOS | 65nm CMOS
Frequency (GHz) 280 290-310 200 290-340 264
Responsivity (kV/W) 0.336 1.8 1.5 2 2.6
NEP (pW/Hz?) 29 100 15 35 10.5

Table 6.1: Comparison table with THz detectors

6.3.2 Pairing with the THz reflectarray

A demonstration using a beam-steerable THz reflectarray [28], as shown in Figure
6-14, at the interrogator side is performed to address the limitation of fixed align-
ment between the interrogator and WuRx for real-world applicability. Figure 6-15
shows the measurement setup for pairing WuRx with the THz reflectarray. Upon the
backscattering at the reflectarray, the 264.3 GHz beam is directed towards different
directions and is OOK-modulated at 487.5 Hz. The WuRx is positioned at three differ-
ent angles (nominal zero, 15, and 30 degrees), as shown in Figure 6-15. At each angle,
the on-chip amplifier output is recorded by a portable oscilloscope and the resulting
FFT spectra at different angles are shown in Figure 6-15. The location of WuRx is
identified using radar imaging of the THz reflectarray. The resulting radar images,
along with the corresponding actual setup at angles of 15 and 30 degrees (nominal),
are presented in Figure 6-16 and Figure 6-17, respectively. The physical setup, FFT
spectra, and radar images all indicate that the pairing of the THz reflectarray and
WuRx is achieved. SNR limitations related to the reflectarray losses impede the fully
recovering of the OOK-modulated signal through the on-chip comparator in the time
domain; however, this demo showcases how large-scale distributed wireless nodes can
be connected through a central THz hub. This is the first demonstration of pairing a

CMOS beam-steerable THz reflectarray with a CMOS THz WuRx.

6.4 Comparison with the state of the arts

The comparison table with state-of-the-art THz detectors is shown in Table 6.1, and
the comparison table with state-of-the-art radiator-integrated WuRxs is presented in

Table 6.2. This work presents the WuRx with the smallest system area of 1.54 mm?,
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Figure 6-18: Comparison with State-of-the-art WuRxs Using RF-to-THz Spectrum

excluding the optical WuRx, which is susceptible to ambient light. Additionally,
no other external off-chip components are required for matching network or radia-
tor. Furthermore, this work also includes a beam-steering communication demo and
security functionality.

Figure 6-18 presents the wavelength versus the power-sensitivity product among
WuRxs using the RF-to-THz spectrum, which is regarded as an FoM for WuRxs for
latency non-critical applications [38]. The graph clearly shows that this work pushes
the design space boundary using THz frequencies, offering a low-cost, fully integrated

solution for WuRx miniaturization.
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Chapter 7

Conclusion

This chapter summarizes the work presented in this thesis and provides potential

future research directions in the field of low-power, secure WuRx-miniaturization.

7.1 Summary

2_sized WuRx system is presented with an

In this thesis, the motivation for the mm
overview of existing solutions. It then delves into requirements for THz wake-up and
considerations for real-world applicability. Next, a novel THz receiver architecture
with an on-chip antenna integrated THz detector pair and wake-up authentication
engine is presented. Additionally, a new THz detector design based on dual-antenna
is proposed to lower the noise-equivalent power, thereby providing a theoretical lower
boundary for THz WuRx sensitivity. The thesis then advances to the baseband circuit
design that develops from the detector to the low-power THz WuRx. A wake-up
authentication is then developed to countermeasure the denial-of-sleep attack, which
can drastically drain the battery power. A symmetric key encryption is used for
the wake-up token generation, and a lightweight cryptographic algorithm GIFT-64
further provides a small area, low-power security solution. A prototype THz WuRx
is fabricated in TSMC 65nm CMOS technology and achieved -48 dBm sensitivity
at a DC power consumption of 2.88 yW. The system functionality of the WuRx is

verified through the time-domain measurement. Also, wireless tests at distances of
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several meters and with beam-steerable THz interrogator are introduced to showcase
the practical application of THz WuRx. This thesis demonstrates the feasibility of
a low-power secure wake-up receiver with on-chip integration and ultra-miniaturized
size, which is expected to be used in a variety of applications, such as microbots and

nano radios.

7.2 Future work

Several directions might be explored to enhance the system performance and broaden
its potential applications. The following are some suggestions for future research

directions:

e Fast, precise THz beam scanning and wake-up receiver wireless localization:
The THz interrogator needs to scan a wide coverage area using radar or rely
on information to find the location of the wireless nodes. To further expand
the real-world applicability, precise and fast THz beam scanning protocol and

circuits should be investigated.

e Physical layer security for wake-up receiver: there has been an increasing in-
terest in physical layer security to secure the information based on information
theory and signal processing [25]. This can relax the computation requirements
of complicated cryptographic algorithms. However, applying this technique to
a wake-up receiver needs to be investigated, which uses energy-constrained de-
vices. As the number of wireless nodes increases, this way of communication can
relax the requirements for key sharing between a base station and the wireless

nodes.
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