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Abstract

Network overload occurs when the demand of network users exceeds the network
capacity. The increasing gap between the growth of network demand and capacity,
resulting from the surge in data-intensive machine learning applications and the
slowdown in Moore’s law, led to more frequent and severe occurrences of network
overload in recent years. Severe overload induces heavy congestion with high delay
and packet loss, impairing network performance. In this thesis, we develop new models
and methods to gain in-depth understanding of network overload in two aspects: (i)
designing network control policies to optimize network performance; (ii) quantifying
the capability of malicious routing attacks to induce network overload.

We first investigate network policy design to optimize multiple network
performance metrics including delay, fairness, and stability.  We leverage a
deterministic fluid queueing model which regards packets as continuous flows to
overcome the bottlenecks of the classic stochastic models with discrete packets in
order to optimize the three metrics. (i) Delay: We establish the sets of transmission
policies that can minimize the average and maximum queueing delay in both
single-hop and multi-stage switching networks explicitly. We term the policies
rate-proportional policies since they require an identical ratio between the ingress
and egress rates of different nodes at the same layer of the network. We further
generalize them to queue-proportional policies, which asymptotically minimizes
queueing delay based on the real-time queue backlogs agnostic of packet arrival rates.
(ii) Fairness: We identify that the existing policies that can balance the overload in
networks with unbounded node buffers may not work given bounded buffer sizes.
We propose a policy that combines Maxweight scheduling and Backpressure routing
which can reach the most balanced queue overload in networks with bounded buffers.
(iii) Stability: We demonstrate that the introduction of bounded node buffers
affects the transmission policies that can guarantee queue stability and avoid queue
overload. We derive an explicit set of transmission policies that can guarantee queue
stability in both single-commodity and multi-commodity networks with bounded
node buffers.

We then quantify the capability of network adversaries to induce network



overload via routing attacks, where a subset of nodes is hijacked and the adversary
can manipulate their packet forwarding. We consider two objectives of routing
attacks: no-loss throughput minimization and loss maximization. The first objective
attempts to minimize the network’s throughput that is guaranteed to survive, and
the second objective attempts to maximize the packet loss due to link overflow
given the traffic demand. We start from networks with static routing. We propose
exact algorithms in general multi-hop networks for the first objective, and two
approximation algorithms with multiplicative and additive guarantees in single-hop
networks for the second objective. We then extend our approach to networks with
dynamic routing, where nodes that are not hijacked can optimize their routing
policies to maximize network throughput in response to routing attacks on hijacked
nodes. We show that the two objectives are equivalent in this case, and propose an
algorithm based on dynamic programming with performance guarantee when the
hijacked nodes are in a chain structure or parallel to each other. We demonstrate
the near-optimality of the proposed algorithms through simulations over a wide
range of network settings with either static or dynamic routing control, which
demonstrates their ability to evaluate the potential throughput loss due to overload
under malicious routing, and identify the critical nodes to be protected to reduce the
impact of routing attack.

Thesis Supervisor: Eytan Modiano
Title: Richard C. Maclaurin Professor of Aeronautics and Astronautics
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Thesis Committee Member: Gil Zussman
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Chapter 1

Introduction

Network overload occurs when the total demand of network users exceeds the
network capacity [2,3|. Severe overload can impair network performance resulting
in throughput reduction [4, 5], increased latency [6, 7|, or unfairness where some
sessions starve other sessions [3,8|. Network overload becomes more frequent in
data center networks due to the increase in network demand, notably driven by the
upsurge of connected devices together with the exponentially increasing number and
size of machine learning applications [9-11]. Meanwhile, the slowdown in Moore’s
law compared with traffic growth further increases the likelihood of overload [12,13].
The increasing demand-capacity gap poses challenges for network service providers,
that need to develop network policies that can utilize communication bandwidth
more efficiently to improve network performance during overload [14-16]. Another
source of network overload is the reduction of network capacity, during maintenance
and upgrade of data center networks [1, 14|, unexpected failures of network nodes
and links [14,17], and cyberattacks such as denial-of-service attack which occupies
transmission resources [18, 19|, and node hijacking which redirects the traffic to
longer paths or blackholes [20,21]. Maintaining the network performance under
the temporary loss of network capacity requires high availability, reliability, and
robustness of network systems under the potential overload.

Previous research investigated optimal policies to avoid or mitigate network

overload and guarantee network performance. The seminal work from Tassiulas and
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Ephremides showed that the backpressure routing policy can avoid queue overload
as long as the packet arrival rates to the network are within the capacity region of
the network [22]. Their result reveals the sufficient and necessary condition that can
guarantee bounded queue backlogs in networks with unbounded node buffers, and
serves as a basic policy design framework for a large body of works that capture
utility maximization [23-26], delay minimization [25,27, 28], and network fairness
[3,8,24,29]. When the packet arrival rates are beyond the capacity region, network
overload cannot be avoided. In this case, an important measure to mitigate the
consequences of severe overload is to balance the overload so as to ensure that all
sessions are equally affected by the congestion. In [3], Georgiadis and Tassiulas
demonstrated that the backpressure policy can achieve most balanced overload in a
network with unbounded buffers. This work inspired studies on overload balancing
considering different network constraints and topologies [8, 23,29, 30]. A broader
range of studies include reducing network latency when data center networks are
overloaded [7,31, 32|, and quantification of the capability of cyberattacks to induce
network overload [18,19, 33, 34].

In this thesis, we build upon existing research to attain more in-depth
understanding of network overload. We overcome the limitations of previous work
and make progress by leveraging a deterministic fluid queue model to characterize
the network dynamics under overload. We first develop link rate control policies
to minimize the queueing delay of packets in overloaded multi-stage switching
networks in data center infrastructures. We demonstrate that the policies that
achieve close-to-minimum delay when the network is not overloaded may lead to bad
delay performance in overloaded networks. We then develop transmission policies
that balance the overload over different network nodes when packet arrival rates
are beyond the capacity region, and guarantee queue stability to avoid overload
otherwise, in networks with bounded node buffers. We point out that the bounded
buffers can significantly affect the optimal policy for both overload balancing and
network stability. We further quantify the capability of routing attacks to induce
network overload. Routing attacks, such as BGP hijacking [20, 35, 36] and routing
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table poisoning [37, 38|, are common in practice, their impact on network overload
has not been studied as thoroughly as denial-of-service [18,19] and node removal

attacks [33,34].

1.1 Literature Review

1.1.1 Delay

Reducing network delay is crucial to both network users and enterprises, given
delay-sensitive applications such as short-form videos and quantitative trading [39].
Service level delay objectives are difficult to meet under overload in large-scale
data centers [7]. Enterprise revenues are sensitive to delay: Google reports that
advertisement revenues will decrease by 20% if web search delay increases from 0.4s
to 0.9s, and Amazon reports that an extra 100ms response time decreases the sales
by 1% [40].

The delay increase caused by network overload is mainly due to the queueing delay
of packets, since the queue buffers are increasingly backlogged due to the overload.
A common approach to reducing queueing delay is active queue management, which
drops packets when overload is observed or the queueing delay exceeds a specific
upper bound [31,32,41]. Alternative approaches include network calculus-based
scheduling with worst-case latency guarantees |7,42|, traffic shaping and pacing
[43, 44|, and smart buffer design to absorb traffic spikes [45]. However, these
approaches are heuristic with no performance guarantees. Understanding optimal
policies that globally minimize queueing delay holds potential for further delay
reduction, which remains a hard problem [46-48|. Extensive previous work unveils
the power of load balancing approaches in achieving close-to-zero queueing delay
over heavily-loaded parallel servers [40,49-52|: The Join-the-shortest-queue policy
is proven asymptotically delay-optimal [40], and a power-of-d-choices policy can
reduce communication overhead [52]. Other methods to reduce queueing delay

include packet replication [40] and network coding [53]. Techniques like Kleinrock
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Independence Approximation have been applied to approximate the mean queueing
delay of packets in general networks [54-58|. However, developing policies to
minimize the queueing delay remains intractable.

Joint optimization of queueing delay and other metrics is another promising
research direction which reveals the trade-off between minimizing delay and
optimizing other metrics and guides policy design to balance the metrics for networks
in practice. Georgiadis et al. revealed a fundamental {O(V),O(1/V)} network
utility-delay tradeoff under backpressure [59], and Huang et al. proved that under
a LIFO-backpressure policy such tradeoff becomes near-optimal [25|. Zhao et
al. pointed out energy consumption-delay tradeoff [60], and Talak and Modiano
unveiled the trade off between age of information and delay [61]. Moreover, previous
research has validated that the measured delay can facilitate policy design for the
optimization of other metrics. Neely proposed a delay-based scheduling policy
to achieve stability-utility joint optimization [47]. Ji et al. studied a delay-based
backpressure policy to guarantee the stability of networks supporting multiple traffics
with fixed routes [46]. Cardwell et al. utilized round-trip time to effectively reduce

congestion [62].

1.1.2 Overload Balancing

The concept of overload balancing stems from load balancing, which aims to
distribute traffic across multiple servers in large-scale network infrastructures to
increase the network efficiency and avoid severe congestion |63, 64]. Extensive
studies have been devoted to load balancing under server farms and cloud systems
with elegant theory under stochastic queueing model [50, 65, 66] and widespread
implementation in industry [67,68|. However there is a lack of discussion and
analytical results on overloaded networks where network demand surpasses capacity.
As [3,4] pointed out and we show in this work, overload balancing makes a difference
compared with load balancing due to the buffer saturation.

A number of works considered the problem of overload balancing. Based

on the network fairness literature in flow control [69], Georgiadis and Tassiulas
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demonstrated that the backpressure policy in [22| can achieve most balanced
overloading in networks with unbounded buffers [3|. Their criterion of the most
balanced state is that the queue overload rate vector achieves the lexicographic
minimum, a concept related to min-max optimization [70]. More recent works study
specific network structures. For parallel queues, [8] considered overload balancing by
introducing explicit constraints on fairness level, and [23] studied packet dropping
policies to control the flow. For server farms, [29] generalized different fairness
notions through a-fair penalty functions, which allowed for a convex optimization
formulation. For cloud systems, [30]| studied detection and balancing the transient

overload through distributed optimization.

1.1.3 Network Stability

In the seminal paper on network stability, Tassiulas and Ephremides showed that
backpressure routing can stabilize networks whenever the packet arrival rates are
within the network stability region [22]. Their result elegantly solves the network
stability problem for systems with unbounded buffers, and serves as a basic policy
design framework for a large body of works for utility maximization [23-26|, delay

minimization [25,27,28|, and network fairness [3,8,24,29].

Bounded Node Buffers

However, most of the related works rely on the assumption of unbounded buffers,
which deviates from the fact that in reality buffers are finite [71]. In practice, internal
nodes in a communication network often have limited buffers |72, 73]. For example,
on-chip networks have very small internal buffers due to area and power limitation,
and similarly, satellite networks have small buffers on-board the satellite. In constrast,
buffers of the source nodes of the arriving packets have sufficient capacity to absorb
bursty packet arrivals [2], e.g. in a satellite network the buffer at the ground terminal
can be relatively large.

A plethora of works have tried to incorporate bounded buffer sizes in network
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analysis. Giaccone et al. studied the throughput region of network systems with
bounded node buffers and discussed the relationship between buffer size and
throughput [71]. Le et al. studied the relationship between buffer size and network
utility under a modified backpressure mechanism |[2|, and Lien et al. designed a
dynamic algorithm to stabilize any admissible traffic conditioned on a finite internal
buffer with size larger than a certain bound [74]. All of these works proposed policies
and analyze their performance on finite-buffer systems, under certain assumptions
such as deterministic routing [71|, separate buffers for different commodities [2, 71],
equal buffer sizes [2, 71|, and minimum buffer size requirements [74]. A systematic
study of the policies that can achieve queue stability in buffered networks in general

buffer size setting is still necessary.

Fluid Queue Model

We leverage the fluid queue model to characterize the queueing dynamics of a network.
The fluid queue model in this thesis resembles the fluid model |75, 76] which was
proposed as a flow-based approximation to the discrete network systems to obtain
results for throughput [4], fairness [3| and delay [77]. However, that fluid model
captures the scaled limit of the queue backlogs, which for nodes with bounded buffers
is not very meaningful. A closely related framework is the ordinary differential
equation (ODE) model used to study the Transmission Control Protocol (TCP)
[78,79]. Although sharing similar modeling of the queue dynamics, we point out

that the fluid queue model in this thesis can capture more general policies.

1.1.4 Network Attacks

The prevalence and severity of network attacks exhibited a notable escalation in
recent times, as evidenced by the growing number of reported incidents and their
increasingly profound ramifications [20]. These attacks often result in substantial
degradation in network performance, such as lower throughput and higher latency.

The 2018 Pakistan Telecom hijacking incident caused considerable network disruption
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with extensive delays [80]. The 2016 Dyn DDoS attack led to a wide range of outages

and significantly downgraded user experiences on Twitter and Netflix [81].

We focus on the degradation of network performance due to routing attacks,
wherein adversaries hijack network servers to manipulate their routing decisions [82].
Routing attacks are a notable form of network node attacks that have broad impact,
which can last for several hours or even longer than a day before resolved |20, 21].
Furthermore, their impact can be significant over the Internet. Incidents have been
reported where routing attacks in 10 minutes polluted 90% of the network users [83].
Examples of routing attacks include BGP hijacking, where an attacker falsely claims
ownership of an IP prefix to affect routing [35,36]; routing table poisoning, where false
routing information is injected into a victim’s routing table [37,38]; OSPF attacks,
which involve fabricating topology information to control routing [84]; and blackhole
attacks, which divert the traffic to non-existent destinations [85]. Routing attacks
have been detected in a wide range of networks, including data center networks [86],
software-defined networks [87], wireless ad hoc networks [37], and robotics networks
[88]. Over 40% of operators reported that their organizations have fallen victim to

node hijacks [20].

The quantification of routing attacks’ impact on network overload remains
a relatively unexplored research area [20|, unlike other attack types including
denial-of-service [19], link removal [33], and node removal attacks [34]. We are
motivated to study this problem since both routing attacks and network overload
pose greater challenges as the network scale and user demand keep growing. Routing
attacks are concerning due to their low implementation cost for adversaries [86].
They may lead to broader impact in data center networks that apply software
defined networks, where a hijacked controller in the control plane may affect the
routing policies of multiple nodes in the data plane [14,89]. However, current defense
mechanisms against routing attacks are inadequate, and the detection of these

attacks is challenging [20].
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1.2 Contributions

In this thesis, we analyze network overload from two major perspectives. We first
consider the side of network service providers to develop optimal network policies to
guarantee network performance: minimizing queueing delay, balancing the overload
across network nodes, and avoiding the overload so that queue stability is guaranteed.
We then stand on the side of network adversaries to quantify their potential for
causing network overload through routing attacks. We develop algorithms that can
accurately estimate the most severe overload level by routing attacks on a subset
of hijacked nodes, which can serve as the benchmarks for the evaluation of network
vulnerability and guide the protection of critical nodes under different routing attacks.

We summarize the contributions in each chapter of this thesis below.

1.2.1 Chapter 2: Queueing Delay Minimization in Overloaded
Networks

We summarize the contributions on queueing delay minimization in overloaded
networks as follows. (i) We derive explicit conditions on link rates that minimize
both the average and maximum queueing delay of packets in general single-hop
and multi-stage networks. The analytical results demonstrate that higher link rates
are not guaranteed to reduce queueing delay. These conditions correspond to a
rate-proportional policy which maintains an identical ratio between the ingress and
egress rates of different nodes at the same layer, i.e., the ingress rates of all the
nodes at a layer should be proportional to their egress rates. (ii) We generalize
the rate-proportional policy to a queue-proportional policy, which can minimize
queueing delay asymptotically based on real-time queue backlogs, and do not require
knowledge of packet arrival rates [52,90]. (iii) We validate that our proposed policies
achieve minimum delay in various settings of single-hop and multi-stage networks,
and demonstrate further delay reduction compared with benchmarks including the
backpressure policy [3,22| that maximizes network throughput and the max-link-rate

policy that fully utilizes bandwidth. (iv) We demonstrate that the proposed explicit
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min-delay policies facilitate co-optimization with other metrics that are important
in data centers: minimizing the total required bandwidth, balancing link utilization,
and balancing overload rates at different node buffers. We also determine a set of
more relaxed min-delay conditions for tree data center structures, and provide a
conjecture on the sufficient and necessary condition minimizing queueing delay in

general multi-stage networks.

1.2.2 Chapter 3: Overload Balancing in Networks with
Bounded Buffers

We summarize the contributions on overload balancing in networks with bounded
node buffers as follows. (i) We prove that minimizing the quadratic sum of queue
overload rates leads to the minimum of the max queue overload rates among all
nodes, and also lexicographic minimum of queue overload rates. The quadratic
sum minimization offers an equivalent but more tractable way to analyze the
most balanced overload, compared with lexicographic minimization in [3]. (ii)
Agnostic of packet arrival rates and link capacities, we prove that a policy combining
maxweight and backpressure (mw-bp) achieves the most balanced overload in
single-hop networks, which only requires queue information. We show that our
fluid queue formulation can embed queue-based policies under bounded buffers
elegantly based on a novel characterization of the policy in a differentiable form.
(iii) From a practical perspective, we propose a distributed version of the mw-bp
policy which significantly reduces communication overhead. (iv) We verify our
proposed policies by simulation in single-hop structures and their concatenations
(Clos structure [1]), under randomly selected settings of packet arrival and departure
rates, link capacities, and buffer settings. We show the mw-+bp converges to the
most balanced overload in all the test cases, while the distributed version sacrifices
little optimality. Both policies work much better than pure backpressure proposed

in [3] for unbounded-buffer systems.
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1.2.3 Chapter 4: Queue Stability in Networks with Bounded
Node Buffers

We summarize the contributions on queue stability in network with bounded node
buffers as follows. (i) For single-commodity systems, we derive a sufficient condition
for a set of local policies to stabilize the network based on ODE stability theory.
We demonstrate that the condition has similar physical intuition to the backpressure
policy; (ii) For multi-commodity systems, we similarly derive a sufficient condition
for network stability, with an additional condition that captures the coupling level
between different commodities. The core idea is that these conditions reduce the
network stability problem to a problem of testing the existence of an equilibrium
point, and thus facilitate stability analysis.; (iii) The derived sufficient condition for
multi-commodity systems is not explicit enough for policy implementation in real
networks. We extend the results to an explicit rule of thumb of policy design that

facilitates network stability in multi-commodity systems.

1.2.4 Chapter 5: Routing Attack on Network Overload with

Static Routing

We summarize the contributions on the impact of routing attacks on network
overload when network nodes apply static routing policies as follows. (i) No-Loss
Throughput Minimization: We develop an exact polynomial-time routing attack
algorithm to minimize no-loss throughput in general multi-hop networks with
arbitrary combinations of hijacked nodes. We further propose a 2-approximation
algorithm for adversaries with partial information over the downstream of hijacked
nodes. We further generalize the methodology to a wider range of situations including
a heuristic algorithm that supports distributed attacks, constraints over the routing
attacks, and extension to multi-commodity networks. (ii) Loss Maximization: We
establish the NP-completeness of the loss maximization problem even in single-hop
networks.  We develop two approximation algorithms with multiplicative and

additive performance guarantee respectively in single-hop networks. (iii) Optimal
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Selection of Nodes to Hijack: We investigate the adversary’s optimal selection of
nodes to hijack over a set of candidate nodes to optimize the aforementioned two
objectives via routing attacks. We prove the NP-completeness of this problem in
general networks, propose heuristics and prove the performance guarantee for no-loss
throughput minimization in special cases. (iv) Performance Evaluation: We evaluate
the proposed algorithms and demonstrate their near-optimal performance under
a wide range of network settings that cover different network scenarios, including
different network densities, default routing policies, and number of hijacked nodes.
Our results quantitatively confirm the significant threat posed by routing attacks,
and demonstrate that our proposed algorithms can be used as benchmarks to
quantify the overload risk given arbitrary sets of hijacked nodes and to identify the

critical nodes that should be protected against routing attacks.

1.2.5 Chapter 6: Routing Attack on Network Overload with

Dynamic Routing

We summarize the contributions on the impact of routing attacks on network overload
when network nodes apply dynamic routing policies to maximize network throughput
in response to the attack as follows. (i) We formulate a minimax optimization
framework to calculate the maximum throughput loss due to adversarial routing at
the attacked nodes, and demonstrate its equivalence to minimizing the minimum s-d
cut value of the network. We show that this problem is NP-hard when the number
of adversarial nodes scales linearly with network size, thus motivating approximation
algorithm design. (ii) We develop algorithms for the adversary when the adversarial
nodes are in a chain structure or a parallel structure, and prove that the algorithm
for the chain structure can output a solution that maximizes throughput loss, and the
algorithm for the parallel structure returns a solution with a logarithmic worst-case
approximation ratio to the optimal solution. (iii) We generalize the above algorithms
to an arbitrary subset of adversarial nodes, and empirically validate its near-optimal

performance under a wide range of network settings with different topologies, capacity
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settings, and sets of adversarial nodes, through comparison with common heuristics.
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Chapter 2

Queueing Delay Minimization in

Overloaded Networks

In this chapter, we develop link rate control policies to minimize the queueing delay
of packets in overloaded networks. We show that increasing link rates does not
guarantee delay reduction during overload. We consider a fluid queueing model that
facilitates explicit characterization of the queueing delay of packets, and establish
explicit conditions on link rates that can minimize the average and maximum
queueing delay in both single-hop and multi-stage switching networks. These
min-delay conditions require maintaining an identical ratio between the ingress
and egress rates of different nodes at the same layer of the network. We term the
policies that follow these conditions rate-proportional policies. We further generalize
the rate-proportional policies to queue-proportional policies, which minimize the
queueing delay asymptotically based on the time-varying queue length while
remaining agnostic of packet arrival rates. We validate that the proposed policies
lead to minimum queueing delay under various network topologies and settings,
compared with benchmarks including the backpressure policy that maximizes
network throughput and the max-link-rate policy that fully utilizes bandwidth. We
further remark that the explicit min-delay policy design in multi-stage networks
facilitates co-optimization with other metrics, such as minimizing total bandwidth,

balancing link utilization and node buffer usage. This demonstrates the wider utility
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of our main results in data center network optimization in practice.

2.1 DMotivating Example

The motivation for redesigning transmission policies for queueing delay minimization
in overloaded networks, is that network overload raises the technical challenge in
characterizing queueing delay using stochastic models since Little’s law [48], the
foundation of queueing delay analysis in stationary systems, no longer holds in
overloaded networks as the long-term expectation of delay is infinite. Hence, policies
that achieve close-to-minimum delay when the network is not overloaded may no
longer perform well in overloaded networks. We give an intuitive example in the
2 x 1 single-hop network of Fig. 2-1, where the link capacities are ¢; = 4, ¢5 = 2,
and external packets arrive at node s; with rate \; (i = 1,2) and are transmitted to
the shared buffer at node d whose service rate is ¢ = 2. Suppose that at most one
link can be activated at a time. In this case, the maxweight scheduling policy that
activates the link that is connected to the source node with longer queue backlog [49]
has been shown to have near-optimal delay performance when the network is not
overloaded (A1 + Ay < p). However, the maxweight scheduling policy fails in delay
minimization for packets injected into node sy during overload when (A1, A2) = (8, 3),
as s, always has longer queue backlog than sy, thus blocking packets in s, until
the overload ends. For the case where the simultaneous activation of the two
links is allowed, we show later in this chapter that neither the throughout-optimal
backpressure policy [22] nor serving packets with maximum link rates can minimize
delay under overload, while instead fixing the rate of link (s1,d) to be 2, and link
(s2,d) to be 0.75, can minimize the delay in the example. These counter-intuitive
observations reveal the necessity to redesign link rate control policies for queueing
delay minimization in overloaded networks.

To this end, we develop a deterministic fluid queueing model that elegantly
solves the technical challenges of queueing delay characterization in overloaded

networks. The fluid model regards network traffic as continuous flows instead of
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Figure 2-1: An example of a 2 x 1 single-hop network: Under maxweight policy, link
(s1,d) is always activated while (s9,d) is blocked since the queue in s; grows with
rate A\; — ¢; = 4 while the queue in s, grows with rate at most Ay = 3.

discrete packets. It well approximates the discrete packet transmission when the time
unit is sufficiently small. Based on the model, we develop link rate control policies
that minimize the queueing delay of the packets that arrive to the network within
a bounded time interval, which corresponds to the duration of the overload. We
demonstrate that our proposed policies minimize queueing delay in both single-hop
and multi-stage switching networks, which serve as the basic structure of data center
networks including Clos [1,91,92| and Tree [93,94]. Hence, our results shed light on

policy design to reduce delay in data centers under overload.

2.2 Models, Definitions and Problem Formulation

In this section, we introduce the single-hop and multi-stage network models and
the fluid queueing model of packet flows, and define network overload. We then
characterize the queueing delay of a packet based on the fluid model and formulate
the queueing delay minimization problem based on the derived explicit forms of the

average and maximum queueing delay of packets.
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2.2.1 Network Models: Topology and Dynamics
Single-hop networks

A single-hop network contains a set of ingress nodes and egress nodes. We model an
Ng x Np single-hop network as a bipartite graph (V, &) with V := {Vs,Vp}, where
Vs denotes the set of ingress nodes with size |Vg| = Ng, and Vp denotes the set of
egress nodes with size |Vp| = Np, and € denotes the set of transmission links from
Vs to Vp. Fig. 2-2(a) visualizes the single-hop structure. Examples of single-hop
networks include switched networks as Fig. 2-2(b) and server farms as Fig. 2-2(c).
The single-hop structure is the basic network unit that constitutes many data center

networks |1, 17].

Ingress Egress Load
Ports Ports Balancers Servers

—>)
—>)
—>
—>

ad

Switch

(b) (©

Figure 2-2: (a) A single-hop network structure; (b) A switched network with ingress
and egress ports; (c) A server farm with load balancers as ingress and servers as
egress.

We denote the ith ingress node by s; and the jth egress node by d; in single-hop
networks. We consider that a packet injected into an ingress node can be dispatched
to any connected egress node and depart. We denote the packet arrival rate at ingress
node s; by A;, which represents the average number of packets injected into node s;
in a time unit. We use X := {\;}Y, to represent the packet arrival rate vector which
we assume static (i.e., time-invariant). We further assume to be that at each node,
packets in the buffer follow the first-come-first-serve service which is common in real
network infrastructures [48]. We denote the queue length in node k at time ¢ by

qr(t). We denote the packet transmission rate on link (s;,d;) at time ¢ by gs,q, (%),
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which represents the number of packets transmitted over (s;,d;) at time ¢. Each link
(s4,d;) is associated with a capacity value cs,q4;, which is the maximum transmission
rate, i.e., 0 < gga,(t) < cga,, VE, V(si,d;) € €. Note that trivially gs,q,(t) = 0
for any (s;,d;) ¢ £, and g,q,(t) = 0 when ¢, (t) = 0 for any (s;,d;) € &, which
means no packets will be transmitted through (s;, d;) when there is no queue backlog
in node s;. We use g(t) := {gs,q,(t)}(s;,d4,)ee to denote the transmission rate vector
and ¢ := {Cq,q, } (s;,4,)ee to denote the capacity vector. We consider that each egress
node d; serves packets in a work-conserving manner with its maximum service rate
denoted by p;, whenever there exists queue backlog in the buffer. It is clear that
work-conserving service at the egress nodes is a necessary condition for queueing
delay minimization. Therefore we can merely focus on setting the transmission rate
vector g(t) between the ingress and egress nodes to minimize queueing delay.

We apply a fluid queueing model to characterize the queueing dynamics: Packets
are modeled as continuous traffic flows instead of discrete packet units, which means
the queue length can be fractional. The fluid model is based on the flow conservation
law, which states that the net increase of queue length equals to the difference between

the number of new arrivals and departures at a node at any time, i.e.,

QSl(t) =\ — ZdeVD Gs,d; (t)a Vi = L., Ng

qdj (t) = ZsiEVs Isid; (t) — Yd; (t>7 Vj=1,...,Np

(2.1)

where under the work-conserving mechanism at egress nodes, gq, (t) := p; if g, (t) > 0.
The dynamics (4.1) provide a simplified framework for flow control analysis compared
with the discrete queueing model [3|. Note that it is different from the fluid model
defined in some prior works which captures the scaled limit of the queue backlog

[4,76,77|, an indicator for queue stability but not suited to study queueing delay.

Multi-stage networks

We extend the definitions to multi-stage networks. A multi-stage network contains

multiple layers of network nodes, and transmission links connecting nodes at adjacent
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layers. A multi-stage network with L layers of nodes is composed of an ingress layer
where packets are injected into the network, an egress layer where packets depart
from the network, and L — 2 middle layers between them. We index the layers in
order where the ingress layer is layer 1 and the egress layer is layer L. We can view
an L-layer network as a cascade of L — 1 single-hop networks, where a packet at any
node at layer [ can be dispatched to any of its connected node at layer [ + 1, and
finally departs at some node at the egress layer. Each packet will traverse one node in
each layer, and all the traversed nodes form the path of this packet. Different packets
may take different paths. Fig. 2-3 gives an example of a multi-stage network with
L = 4. Multi-stage networks are the common structures in data center infrastructures
like Fat-tree [17,95], Clos [91,93], and the direct-connect topology with spine blocks
removed [14,96].

We use the following notations in multi-stage networks. Denote the set of nodes
at layer [ by V; with size |Vj| = Nj, the i-th node at layer [ by nl, and the transmission
rate and capacity of link (n!,n’™") between layer [ and [ + 1 by Gt i1 and c,, b
respectively. The packet arrival rate to the ingress node n} is \;, and the maximum
service rate at the egress node nf is p;. Similarly, all the egress nodes operate in
a work-conserving manner, and Ittt (t) = 0 if qniq(t) = 0 and g,c(t) = 0 if
Gt (t) = 0. We define the queueing dynamics in multi-stage networks in (2.2), which

is an extension of (4.1) from 2 layers to L layers.

;

Gt (t) =XNi—= D2 gurp2(t), Vi=1,...,N;
‘ n?EVz Y
qni (t) = Z gnL_l,né (t) - Z gné,n?—l (t)’
nﬁ;levl,l n§-+1€Vl+1 (22)
Vi=1,... N, ¥Vi=2. . L-1
qnf (t) = > Gkt ik () — Inl (t), Vi=1,...,Ng
\ nﬁflevL_l !

In this work, we start from the special case of queueing dynamics (4.1) and (2.2)
under static transmission policies where the transmission rates g;;() of each link (7, j)

at different times ¢ are a constant value ¢;; when ¢;(t) > 0. We demonstrate below
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Layer 1 Layer 2 Layer 3 Layer 4
(Ingress) (Egress)

Figure 2-3: An example of a 4-layer multi-stage network

that the study over static policies facilitates the characterization of queueing delay
of packets and the policy design for delay minimization, and the results inspire the
dynamic policy design based on real-time queue backlog information instead of packet
arrival rates at the ingress layer.

Remark: The equations in (4.1) and (2.2) give the general formulation of
queueing dynamics without restrictions on packet routing, where the packets at a
node can be transmitted to any of its connected nodes at the next layer. We can
add routing constraints for example forcing g;;(t) = 0 which means packets at node
1 cannot be dispatched to j. We derive the policies that minimize queueing delay
under the unrestricted dynamics and demonstrate that they still hold with routing

restrictions, with details in Section 2.6.1.

2.2.2 Network Overload

We say that a network is overloaded if there is no transmission policy that guarantees

bounded queueing backlog over all the node buffers in the network.

Definition 2.1. A network is overloaded if there is no transmission policy {g(t) }+>0

that can guarantee limy_,, q;(t) < oo, Vi € V.

Definition 2.1 requires that no transmission policy can stabilize the network, which

can be interpreted as the packet arrival rate vector A beyond the network capacity
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region [97]. We can purely focus on overloaded networks since if X is interior to the
capacity region, there must exist a static policy g which guarantees that the total
egress link rates of any node is greater than its total ingress traffic rate. Then it is
trivial to apply this policy so that the queueing delay is zero under the deterministic
fluid queueing model.

Under static transmission policies, we can derive more explicit conditions for
a single-hop and a multi-stage network being overloaded in Definition 2.2 and 2.3

respectively.

Definition 2.2. An Ng x Np single-hop network under static policies is overloaded

if there is no transmission rate vector g such that g;; € [0, ¢;], Y(i,j) € € and

>t dves Isid; = Niy Yi=1,..., Ng
dJ'( hdj)eg J (23>

Zsit(si,d‘j)eg Gsd; < Hi, Vi=1,...,Np

Definition 2.3. An L-layer network under static policies is overloaded if there is no

transmission rate vector g such that g;; € [0,¢;5], Y(i,7) € € and

/

n§€v2 gnzl,n? > )\i, Vi = 1, . ,Nl

-1 gnfl,nﬁ S Zné~+1€‘)l+1 g”év”é’“’ Vi = 1, ceey Nl, VI = 2, ceey L—1

n, €V

\Znﬁflequ gnffl,nf < i, Vi = 1, cee ,NL
(2.4)

2.2.3 Queueing Delay Characterization

We characterize the queueing delay of packets in overloaded networks under static
transmission policies. The queueing delay dominates other network delays including
preprocessing delay, transmission delay, and propagation delay in overloaded network,
since the overload leads to severe increase of queue backlog in node buffers. Moreover,
the other network delays are independent of the packet arrival rates and transmission
policies. Therefore, we ignore the other delays in our analysis, and the delay only

represents the queueing delay below.
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We derive the explicit form of the total queueing delay of a packet that arrives at
an ingress node. We first consider a 2-node network with a single link in Fig. 2-4 to
explain the derivation. Consider the shaded packet at the tail of node 1. We assume
it arrives at node 1 at time ¢. The queueing delay of this packet at node 1 is ¢1(t)/g12,
as the shaded packet has to wait for all of the packets ahead of it to be served. The
packet departs from node 1 and arrives at node 2 at time ¢’ := ¢t 4 ¢;(t)/g12, and thus
its queueing delay at node 2 is go () /pu. Therefore the total queueing delay for this

packet is
/ t + QI(t) _
¢ (t) n g2 (t') _ ¢ (t) +max{q2( ) 912 (912 M),O
912 0 912 H (2.5)
— max { o) + o) o) }
H g12

where the queue growth rate at node 2 is gio — i, and thus ¢ (t') is equal to ¢2(t) plus
the total growth of packets in the buffer over time length ¢;(¢)/g12. The max term in

the second line is to take into account that go(¢') may reach 0 when g5 < p.

Lﬂﬂ.@]}%ﬂu W

Figure 2-4: An example of queueing delay characterization of a packet passing two
nodes

(t) q2(t)

We extend the derivation in (2.5) to an Ng x Np single-hop network. We denote
by Ds,q,(t) the queueing delay of a packet that arrives at the ingress node s; at
time ¢ and departs at the egress node d;. The queueing delay of this packet at s;
i8G5, (1) /22 ay(ss.dp)ce Isidi WheTe D24 o 4 ce gsia, 18 the sum of the egress link rates
over all the links starting from s;. Suppose that this packet is dispatched to d;. The
time it arrives at d; is t' =t + qs,(t)/D 4, (s 4)ce Ysidr» and its queueing delay at
dj is qq,(t')/pj. We consider the case where the static transmission rate vector g

guarantees qq;(t) > 0, Vt, i.e., node d; keeps serving with rate p;. In this case, we
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can express the total delay of this packet as

QSi(t) + de (t/)
de Jsidy Hj

Si t 1 S;
= —quj ;idj o (q (1) + Zik ot (Z srd; — )) (2.6)

J

- L ( (1) + S I q5i<t>>

:uj de gS dk

‘Dsidj (t> =

where the queueing delay of a single packet that arrives at the network at any time ¢
can be expressed by a linear combination of the queue length at time ¢ at the ingress
and egress nodes that this packet traverses. We can generalize (2.6) to multi-stage
networks with L layers to characterize the total queueing delay of packets taking any
path p, denoted by D,(t), as a linear combination of the queue length at time ¢ at
all the nodes on the path. We show in later sections that the explicit forms like (2.5)

and (2.6) facilitate the derivation of static policies g that minimize queueing delay.

2.2.4 Problem Formulation

We define two queueing delay metrics that we try to minimize in this work: (i)
the average delay D,y (ii) the maximum ingress delay Dp.x, whose definitions are
introduced later. At a high level, Davg reflects the overall delay performance of all
the arrived packets, which in practice is relevant to data centers where the overall
performance is important [7,14,92|; Dy.x represents the largest delay of the packets
that arrive at different ingress nodes, which in practice is related to the fairness and
flow completion time of tasks parallelized to different ingress nodes [96,98,99|. We
focus on minimizing both metrics for packets that arrive to the network in some
bounded time interval [to, to + T'| where ty is the initial timestamp and 7" < oo is the

time duration, given that network overload is a temporary event in practice.

We give the formal definitions of Davg and Dy,... We first consider an Ng x Np

single-hop network. Denote the average queueing delay of packets that arrive at the
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ingress node s; within [to, to + T by D;, which is

0

B 1 to+T Np g d.
b L[S it )
T J; =1 Zk:D1 Gs,dy,

where Dy,q,(t) is as in (2.6). Note that (2.7) contains two layers of averaging: (i)
averaging over different arrival times ¢ within [to,tq + T'], which is an unweighted
integral; (ii) averaging over packets sent to different egress nodes, which is weighted
by gs,4;/ Z,ivfl Js,d,» 1-€., the portion of packets that arrive at s; and will depart from

d;. With (2.7), we formulate the two delay metrics to be optimized as

N

_ N
Davg = N—ZDH (28)
igl: Zj:l )‘j
Dyx = max D;. (2.9)
i=1,...,N

The D,y in (2.8) introduces an additional layer of averaging, weighted by the ratio
AT/ (Zjvzl )\jT> =N/ <Zj\f:1 /\j> that is the portion of the packets that arrive at
the ingress node s; within [tg, ¢ + T]. The Dy in (2.9) takes the maximum over all
D;’s, which represents the highest average queueing delay of packets among all the

ingress nodes.

We extend the definitions of both metrics to general multi-stage networks. We

solely need to modify (2.7) into

B 1 to+T
D; = f/ > w,Dy(t)dt, Vi=1,...,Ng
to

p: pl0]=n;

where {p : p[0] = n}} contains all the paths p that start from the ingress node n;, and
w), represents the proportion of packets taking the path p among all packets starting
from n}. We show in the proof of the results in Section 2.3.2 that w, can be expressed
as a function of the transmission rate vector g. The formulation of Davg and D pax

are the same as (2.8) and (2.9) respectively.
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2.3 Static Min-Delay Policy Design

In this section, we develop the static policies that minimize Davg and Dy,... We start
from N x 1 single-hop networks with Ng = N ingress nodes and Np = 1 egress
node. Examples include a single server receiving requests from multiple sources,
and packets that arrive from multiple upstream links sharing a single port of a
downstream switch between two stages in a data center [1]. We prove a sufficient
and necessary condition on link rates that minimize both the delay metrics. The
conditions require that the link rates from all the ingress nodes to the egress node
are in the same proportion to their corresponding packet arrival rates. We term any
policy under which the condition holds as a rate-proportional policy. We unveil a
counter-intuitive corollary that using larger link rates may increase delay. We then
demonstrate that the rate-proportional policy can be extended to general single-hop

networks and multi-stage networks, and guarantees minimum Dy, and Dypay.

2.3.1 N x 1 Networks

Consider an N x 1 network as shown in Fig. 2-5. We identify the transmission rate
vector g := {g;}Y, that minimizes D,y and Dy, where we abbreviate link rate gs, 4
as g;. We first derive the policies that minimize both delay metrics given unlimited

link capacities, and then discuss how the capacities affect the result.

Figure 2-5: An example of an N x 1 single-hop network

46



We identify a sufficient and necessary condition on g that minimizes D,,, and

Dyhax in Theorem 2.1. We give the detailed proof under N = 2 for brevity, which can
be extended to general N. We also derive the result under zero initial queue length

for brevity.

Theorem 2.1. Given an N x 1 single-hop network with unlimited link capacity. For
VT > 0, the set of g = {g:}Y, that minimizes D,y and Dy of the packets that

arrive within [ty,to + T where q(ty) = 0 is

N
Sgzu)n (L= =)V u{g =N Vi= 1, N}, (2.10)
i=1 A AN

under which D gy = Doy = 21 maX{Zf\il Ai — 1, 0}.

w

Proof. Consider N = 2. The main idea of the proof is that we divide the feasible link

rate region of g = (g1, g2), which is [0, 00) x [0, 00), into 4 sub-regions:

.

7?11 = {g | g1 S [O, )\1]792 € [07 /\2]}
Ro:={g | g1 € [M,00), 02 € [A2,00)}
Rs:={g| g € [M,), g2 € [0, As]}

Ra:={g| g €0, \], 92 € [Xa2,00)}

(2.11)

\

and we identify the optimal g’s restricted in each of these sub-regions, denoted by
gz‘l),gé),gfg),ga) respectively. We show that each g?l.) leads to the same average
queueing delay D,y = % max{(A; + A2 — ), 0} and the same maximum ingress delay

Dmax = % max{()\l + )\2 - ,u), 0}
We define D;(t) as the total queueing delay of a packet injected into s; at time ¢.
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According to (2.6), for i = 1,2,

s; (1)
o (t qa(t) + == (g1 + g2 —
Di(t):—q’()—i—max al) g (61 1 92 ),O
9i H
_ l(Qd()+qS;i(t)(91+g2)>7 g1+ 922

g1+ g2 < p

due to q(tg) = 0 which guarantees that when g, + g2 < p, q4(t) will keep zero and thus
the only queueing delay is at the ingress nodes. The average delay for packets that
arrive to ingress node s; within [to,to + 7] is D; = = tZOJrT D;(t)dt, i = 1,2, based
on which we can formulate the delay metrics D, given by (2.8) and Dy, given by

(2.9) as functions of g.
Case 1: Rl = {g | g1 € [O,/\l],QQ S [0,)\2]}

In R, we first consider the case when g; + go > .

(0

I N 1 [10FT qa(t) + #5291 + g

Di = / D»(t)dt:—/ ) ot a)
T to H’

Nl

1ot g1+ g2
T_ / t — to max{91 + g2 — U, 0} + (t — to) max{)\ Gi, O}dt
T
4 (/\191‘1‘92 —,u) =12
2 Gi

Then according to (2.8) and (2.9),

_ IV Ay
Dy = ——D
S W Ve B W

:z( A1 <>\91+92_M>+ A2 (A91+g2_u>)
2w AN+ g M\ g

D

and

- T
D =m0y 02} = { (W =) (2 )
2
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For D, we can obtain by Cauchy-Schwartz inequality that the optimal solutions
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are all g that satisfy g1 + g2 > pu, g—; = i—; under which the average delay is D,y =
%(/\1 + Ay — ). For Dy, we can obtain that the set of g’s that satisfy (2.10) achieves
the minimum D, . = %()\1 + Ao — ).

We then consider the case when g; + go < p. In this case there will be no queue

backlog in the egress node, and thus

_ 1 T g (¢ N N T\ — gi
DZ:—/ gs:(t) ,, _ max{ g,}/ (t—to)dt = L2 =9 ;19
T Ji, 9i 9T to 2 g

Therefore

— o T )\2 )\2
Davg = 2(A1+A2) (9_11 ™ 9_3 — A /\2)

2 A1—g1 A2—
D = L max 191 A2—g2
max = 3 AKX T gy

Then under g; + g2 < p, the optimal metric values are Davg = Dy = %(Al + Ao —p),

A2
A1+A2

achieved only at ¢; = ﬁl& g2 = (t, which is on the boundary ¢, + go = .
Case 2: Ry :={g| ¢1 € [M,0), 92 € [\2,00)}

t+Qs1 (t)

When g > A\, Di(t) = qs;ft) +qd( T ) = qd}it) as s, (t) keeps 0 since g, (to) = 0,

which means the queueing delay only occurs at node d. Similar for Dy(t). Since
A1+ A2 > p, packets will accumulate at node d and at time ¢, and gq(t) = (A +A2—p)t.

Thus
qd(t) _ )\1 -+ )\2 — ,U,t
I 1

Dy (t) = Ds(t) =

and D, = £ [[""" Dy(t)dt = £ (M + Ap — p) = Dy,, and hence Dayg = Dinax =
%(/\1 + Ao — ) for Vg € Ra.

Case 3: R3:={g| ¢1 € [M,0),92 € [0, Xo]}

Based on the derivation in case 1 and 2 respectively, we have D, = %()\1 +go— 1)
as packets that arrive at s; only suffer from delay at d, and D,, = % (%/\2 — u)
where packets that arrive at sy suffer from delay at so and d. We can verify easily
that any optimal g € R3 that achieves minimum D,y = Dyax = %()\1 + Ay — p)
should be guaranteed that go = A9 holds.

Case 4: Ry = {g | ¢1 € [0,\1],92 € [A2,00)} Similar to case 3, where any

optimal g € R, satisfies g1 = A;. O
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We term (2.10) as the min-delay region of the transmission rate vector g, which

N
consists of a line segment connecting two points { 2 /\_,u} and {)\i}i]\il in an
=1\

N-dimensional space, and a polytope of g’s where ¢; > \;, Vi = 1,..., N. Theorem
2.1 demonstrates that to achieve minimum delay, if there exists one link (s;,d) with
transmission rate g; higher than the packet arrival rate \; at s;, then all the other links
should be as well; if on the contrary g; < A; for some i, then we need to guarantee
that the link rates should be in the same proportion to the packet arrival rates among
all the ingress nodes in order to achieve minimum delay, i.e. ¢;/X\;, Vi = 1,..., N
are the same. We term any policy that satisfies this condition as a rate-proportional
policy. An important implication of this result is that setting link rates in the same
proportion to the packet arrival rates can achieve minimum delay as done by setting
them greater than the packet arrival rates but with less total bandwidth required.
We give an example when N = 3 in Fig. 2-6: Both using the rate-proportional
policy with ¢g; < \; as Fig. 2-6(a) and setting g; > X\;, ¢ = 1,2,3 as Fig. 2-6(b)
lead to minimum Davg and Dy, while the transmission rate vector in Fig. 2-6(c)
is not in the min-delay region. Moreover, the min-delay regions for both D,,, and
Dpax in an N x 1 single-hop network are the same, which demonstrates that we
can simultaneously achieve minimum average delay and in the meantime balance the

delay of packets injected into different ingress nodes.

o

Figure 2-6: A 3x1 example of Theorem 2.1: (a) Setting g;/\; = 1/2,i = 1,2, 3 satisfies
(2.10) and leads to minimum delay; (b) Setting g; > A;, i = 1,2, 3 satisfies (2.10) and
leads to minimum delay, despite different queue growth rates compared with (a); (c)
Setting g = {3, 5,4} does not satisfy (2.10) and thus does not incur minimum D,y
and Dy, although all the 3 links rates are greater than those in (a), primarily due
to the higher congestion level at ss.
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We visualize the min-delay region when N = 2 for detailed explanation in

Fig. 2-7(a), which is marked as the orange area: a line segment connecting the

points (ﬁp, Alﬂ‘f&u) and (A1, \2), and the polytope {g | g; > \i,i = 1,2}. We
mark the R; to Ry in (2.11) in Fig. 2-7(a). We have the following insights: (i)
Setting g; no less than \; for both ¢ = 1,2 achieves minimum queueing delay, while
further increasing ¢g; and g, does not make a difference. This is because for any
g that g; > \;, the buffers of s; and s, are empty, hence all the queueing delay is
at the egress node d bottlenecked by p. (ii) We can achieve the minimum delay
in R1 using lower transmission rates compared with those in Ry by consider the
rate-proportional policy where g = {g1, go} satisfies g1/g2 = A1/A2, and meanwhile
maximum throughput is guaranteed, i.e., g1 + g2 > . The minimum total link rate
is p at the intersection point (ﬁp, ﬁ,u) (iii) It is not true that serving with
higher rates leads to lower queueing delay. For example serving with transmission
rates in R3 and R, is inferior to controlling the transmission rates on the optimal
line segment in R;. The counter-intuition is because packets from s; and s, share an
egress node, where the imbalance between ¢; and gs leads to severe delay increase of

packets that arrive to the ingress node with lower link rate downstream.

. B
PR Lk

: >
0 wN Ay 91

(@)

Figure 2-7: The min-delay region in a 2x 1 single-hop network: (a) unlimited capacity;
(b) limited capacity (¢; < A;, i = 1,2)

We further extend Theorem 2.1 to the case of limited link capacities (i.e., capacity
of link (s;,d) is ¢;). We can obtain directly that the min-delay region for limited

capacity case is simply the intersection of (2.10) and {g | ¢; < ¢;,i = 1,..., N} as
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limited capacity does not affect the proof, where ¢; is the abbreviation of cs,q. We
illustrate the min-delay region given that A\; > ¢;, ¢ = 1,2 in Fig. 2-7(b), which is a
single solid orange line segment. We observe that serving both links with maximum
rates equal to the link capacity does not lead to minimum delay in general cases,
which validates the necessity of refined control of link rates based on (2.10). This
result also gives insights on the demand-aware bandwidth allocation in data center
networks [92,100,101], where allocating bandwidth in proportion to the demands from
different ingress nodes leads to minimum delay when overload occurs. The minimum

total bandwidth ¢; + ¢ required to achieve the global minimum delay as in the case

A
A1+A2

with unlimited capacity is p, where ¢; = W, 1 =1,2.

Finally we discuss the impact of the initial queue length q(¢y) on the result.
Consider N = 2 for example. We can follow the proof of Theorem 2.1 and obtain the

min-delay region in Ry to be

g1 _ M+ g (t0)/T)
92 B \/)\2()\2 + QSQ (tO)/T>7 (212)

under which the queue length at any ingress node will not reduce to zero. Note
that (2.12) also follows the rate-proportional pattern with initial queue length and
duration 7T included. For R, R3 and Ry, the derivation is of higher complexity as we
need to analyze if the queue length at the ingress nodes will or will not change from
non-zero to zero within [to, to + 7’|, which involves at least two cases for each ingress
node. In practice, the initial queue length g, (t9) and gs,(to) are generally very small
before overload occurs, and we generally care about rate control for relatively long
T instead of instantaneous overload. Therefore g, (t9)/T" is generally small and thus
(2.12) is approximately g;/go = A1/A2, matching (2.10). For these reasons and the
conciseness of proof, we neglect initial queue length and verify empirically in Section

6.4 that initial queue length does not affect the overall performance.
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2.3.2 General Single-Hop and Multi-Stage Networks

We extend the rate-proportional policy shown in Theorem 2.1 to general single-hop
networks and multi-stage networks and show that it is a sufficient condition for
queueing delay minimization. The extended rate-proportional policy requires that
all the nodes at the same layer share the same ratio between their total ingress rates

and egress rates of packets.

Ng x Np single-hop networks

We derive a sufficient condition on g to achieve minimum Davg and D,y in Theorem
2.2 given unlimited capacity in Ng X Np single-hop networks. We can extend the
result to the case of limited capacity by adding the constraints g;; < ¢;;,V(i,7) € €

as discussed in N x 1 networks.

Theorem 2.2. Given an Ng X Np single-hop network with unlimited link capacity.
For YT > 0, a sufficient condition to globally minimize both Davg and Do of the
packets that arrive within [to, to + T where q(ty) = 0 is

r
Np
POt Is;dy,

Np
Ekzl 9sjdy,

N
Zk£1 9spd; — M VZ,] — 1’ e ND (213)

Ng I
Zkzl gSkdj Hj

N, .

: max {3 Ai—Zj»Vfl 1, 0}. Furthermore, (2.13)

T
N
22]':[; Hj _ _
is both sufficient and necessary for minimizing Dgyy and Do, over the policies in

{81 20 goa, < Ny Vi=1,...,Ng}.

under which Dm,g = Doy =

We defer the proof to Section 2.8. We explain the min-delay conditions (2.13):
The first constraint requires that the total egress rates of different ingress nodes

N,
.15 The second

should be in the same proportion to their packet arrival rates {\;}
constraint requires that the total ingress rates of different egress nodes should be in

Np . The third constraint guarantees

the same proportion to their service rates {,uj}j:l,
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maximum throughput. Any transmission policy that satisfies these three conditions
guarantees minimum D,,, and Dy... Compared with (2.10) that requires the
rate-proportional property at the ingress layer solely for N x 1 networks, (2.13)
requires the rate-proportional property at both the ingress and egress layers for
general single-hop networks.

We further point out that (2.13) is also a necessary condition for delay
minimization under limited transmission rates where g € {g | Z;V:Dl Jsid; < Niy Vi=
1,...,Ng}, i.e., the egress rate of node s; is less than the packet arrival rate A;. This
result indicates that given limited link capacity, the rate-proportional policies are
the only ones that minimize both delay metrics in overloaded single-hop networks.

We give a 2 X 2 example in Fig. 2-8, which demonstrate that multiple min-delay
solutions can exist, as long as they satisfy (2.13) shown in Fig. 2-8(a) and (b), while

higher link rates may even increase the delay shown in Fig. 2-8(c).

Figure 2-8: A 2x2 example of Theorem 2.2: (a) and (b) set g that satisfies (gs,a, +
g51d2)/(932dl + ngdz) = )‘1/)‘2 and (gsldl + gszdl)/<gs1d2 + gS2d2) = :ul/ﬂQ which lead to

minimum Dpy and Dyax simultaneously; Setting link rates as in (c) does not lead to
minimum delay since (gs,d, + ssd1)/(9sids + sads) 7 11/ 2, although the total link
rates are higher than (a) and (b).

Multi-stage networks

We further extend the min-delay conditions for single-hop networks to multi-stage
networks with L layers. We show in Theorem 2.3 that applying the rate-proportional
policy design over each of the L layers leads to minimum D,,, and Dy, as long as

the maximum throughput is guaranteed.

o4



Theorem 2.3. Consider an L-layer network with unlimited link capacity. For VT >
0, a sufficient condition to globally minimize both Dy, and D,,.. of the packets that
arrive within [to, to + 1] when q(ty) = 0 s

i

)\z — v 1
= n; €V
Z’I’L?GVQ Inl n2 71’ ¢ !
> i-1 9 i-1 4
n EVi_17n n l
= e =y, Vg eV, V=2, L—1 (2.14)
nl.+IEVl néﬁnl-%l
WL=lgy  9.L-1 1
k L—1 k » _ L
\ ” L=, Vny eV

for some v = {y}, € RY and the mazimum throughput is achieved, where D,y =
— Ng
Do = %max Z}V;DMZ —1,0 ;.
72 M

We defer the proof to Section 2.8, whose primary idea is to apply L — 1 times
the proof idea of Theorem 2.2 for single-hop networks. Theorem 2.3 shows that we
guarantee minimum delay given that maximum throughput is achieved by setting
link rates such that at each layer [, the ingress rates of all the nodes are in the same
proportion to their egress rates. We denote the ratio between the ingress and egress
rates at nodes at the [-th layer by 7;. Note that we do not need to guarantee v; = ;
for different layers i and j. We give an example of g that satisfies (2.14) in Fig.
2-9. An important implication of the explicit sufficient condition is that they simplify
the problem of link rate control for delay minimization to finding a feasible solution
to (2.14) given a feasible -+, which can be formulated as a linear programming (LP)
problem. We defer the discussion of its feasibility analysis and its wider applications
to Section 2.6.1. We point out that it is challenging to derive the necessary condition

for multi-stage networks and we leave it to future work.

We leave a final remark to conclude this section. Note that the rate-proportional
policy design is not equivalent to overload balancing in the buffers of nodes at the
same layer [29,90]. The former is to maintain identical ratios between ingress and
egress rates, while the latter is to maintain identical differences between them. This
means that the delay minimization and overload balancing among node buffers cannot

be simultaneously achieved when the network is overloaded in general.
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Layer 1 Layer 2 Layer 3 Layer 4
I/0=1 1/0 =6/5 1/0 =5/4 1/0 =4/3

Figure 2-9: An example of link rate control in a 4-layer multi-stage network which
minimizes Dy, and Dpax. The ingress and egress rates of nodes at layer 1 to 4 are
1, 6/5, 5/4, and 4/3 respectively.

2.4 Queue-based Min-delay Policy Design

In this section, we develop queue-based dynamic policies where link rates can be
adjusted according to real-time queue backlog information in the network, based
on the static min-delay policy design from Section 2.3. The motivation to study
queue-based min-delay policies is that the static policies require the complete
knowledge of network parameters, which in real networks may be difficult to estimate
or unavailable, for example the packet arrival rate vector A [102], while the real-time
queue backlog q(t) is often accessible. We demonstrate that the queue-proportional
policies can achieve minimum queueing delay asymptotically: setting the egress link
rates of nodes at a layer in the same proportion to the queue backlog length in
their buffers. We first introduce the min-delay queue-based policy design in N x 1

networks, and then extend it to general single-hop and multi-stage networks.

2.4.1 N x 1 Networks

We propose the queue-based min-delay policy for N x 1 networks (as in Fig. 2-5)
based on the static counterparts from Theorem 2.1. The min-delay condition (2.10)
on static g which requires ¢;/g; = \;/\;, Vi # j implies that the dynamic rate control
policy where g(t) satisfies g;(t)/g;(t) = ds,(t)/s;(t), Vi # j can minimize both Dy,
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and Dyyay, since
G(t) _dnl)  A—al) o A
g9; (1) ds, (t) Aj— g5(t) Aj

where (%) holds since if for some a,b,¢,d # 0 and a + ¢,b+ d # 0, a/b = ¢/d, then

a/b=c/d= (a+c)/(b+d). This dynamic policy inspires the following queue-based

policy without utilizing the information of A:

BUlO) a0 vy 5 S ) 2 (2.15)
gi(a@®)  ¢;(t)’ L= -

where the link rates are set in the same proportion to the real-time queue length at the

ingress nodes. We term any policy that follows (2.15) as a queue-proportional policy.

We show in Theorem 2.4 that (2.15) achieves optimal Davg and D, with zero initial

queue length at all nodes, and further in Theorem 2.5 that (2.15) asymptotically

converges to the min-delay policy (2.10) given arbitrary initial queue vector q(to).

Theorem 2.4. With q(to) = 0, then the policy (2.15) achieves minimum D, and
Dopas as in (2.10).

Proof. Initially at ty, we take ¢ — 0 and have Vi # j,

gia(to+¢€)) g (to+e) TN — gilals))ds
gila(to+€))  qs,(to+€) f“’*e A — g;(q(s))ds
B ftiﬁe Nids — gi(q(to + ase)
LT Nds — gi(alto + age)

f“*e Nids
ft0+6 )\ d

0

) A
) Ry

J
where a;, ; € [0,1]. Then in the time interval [ty + €, o + 2¢],

gialto +2¢)) _ as,(to +2€) _ gy, (to +€) + eds,
gi(alto +2¢))  qs,(to+2¢)  qs,(to +€) + €ds,
_ Gs,(tot€) +e(hi — gz<Q(to +e) A

Gs; (to +€) +e(A; — gj(alto +¢€))) A

Iteratively, we can obtain

giat)) _ gs(t) _
gia®))  qy()




which minimizes Davg and D, at any time ¢ according to Theorem 2.1. O

Theorem 2.5. With arbitrary q(to), (2.15) converges to the state where
limy oo gi(q(t))/gi(a(t)) = Ni/Nj, Vi # j which minimizes Dy and Dy

Proof. Under (2.15), for any i # j, when t — o0,

s, (t) )‘Z
gs; (t) )‘j

Ai — gi(a(?)) Ai
Ai—gialt) A

qs, (to) + ftto Ai — gi(a(s))ds
¢, (to) + [ N — gja(s))ds

L’hos

Aj

and
9:(a(t)) _ qs, (t) L’hos s, (1) _ Ai — gi(a(t))
gi(a(t)) s (1) ds; (1) Aj —gj(alt))

where L’hos means applying the L’hospital’s rule!. We further derive based on (2.16)

(2.16)

; 2,0 _ s gi(@t)) _ Ni—limiseogi(alt) A :
that lim;_o @ = lim oo o@D = Nmoeg@@) = A This shows that the
transmission rates asymptotically become proportional to the corresponding packet
arrival rates at the ingress nodes, which reaches minimum Davg and D, based on

Theorem 2.1. O

Although not necessarily achieving minimum delay at any time given arbitrary
q(tp), the policy (2.15) keeps driving the queueing dynamics to the state under
which delay is minimized. Intuitively, it drives ¢;(¢)/q;(t) — Ai;/A;: Suppose
¢i(t)/q;(t) > Ai/A;, then g:(q(t))/g;(a(t)) > A\;/A; which drives down ¢;(t)/q;(t), and
when ¢;(t)/q;(t) < Xi/A;, the policy increases ¢;(t)/q;(t) closer to A;/A;.

2.4.2 General Single-Hop and Multi-Stage Networks

We extend the asymptotic min-delay policy (2.15) to general single-hop and
multi-stage networks. We show that adjusting link rates so that the egress rates of
nodes at the same layer in the same proportion to their queue backlogs at the current

time leads to minimum delay asymptotically. Theorem 2.6 delivers a sufficient

'We solely need to consider the case where the queue backlogs in ingress nodes keep growing
(i.e, img—, oo ftf;) Ai — gi(q(s))ds — oo, Vi =1,...,Ng), since otherwise the min-delay condition is
trivial by serving with link rates higher than packet arrival rates at all the ingress nodes, as shown
in Theorem 2.1.
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condition that minimizes D,y and Dy.. asymptotically in single-hop networks.

Theorem 2.7 further generalizes the result to multi-stage networks.

Theorem 2.6. Consider an Ng x Np single-hop network. Any queue-based policy

g(q(t)), Vt that satisfies

(N

02 95,4, (a(t)
o b 950, (alt)
S, gy a; (alt)
S0, gep, (alt)

| 0% gy (1) = gy, Vi =1, Np

— 20 i =1, Ng

qu (t)

— oy j=1,...,Np (2.17)

achieves asymptotically minimum D,wg and D e aS i1 (2.13) with arbitrary initial

queue backlog.

Theorem 2.7. Consider an L-layer multi-stage network. Any queue-based policy

g(q(t)), Vt that satisfies

q,:(t)

> =, V?’LéEVl, Vi=1,...,L—1
Znéﬂevlﬂ gn§7n§+1(q(t)) (2.18)
ZnL—1€V 9,L—-1 n_L(Q(t)) I
e =, VnreV
for some v = {y}, € RLY and guarantees mazimum throughput can achieve

asymptotic minimum D gy, and D.pe, with arbitrary initial queue backlog.

The proof idea of both theorems follows Theorem 2.5. Theorem 2.6 is a special
case of Theorem 2.7 with L = 2. Both demonstrate the idea of min-delay link rate
control by maintaining the egress rates of all the nodes in the same proportion to the
current queue backlogs in these nodes at the same layer.

In summary, we determined that the format of the min-delay queue-based policy is
similar to the static policies. The above analysis reduces the optimization problem in
dynamical systems to finding feasible solutions to an explicit set of queue-proportional
constraints. We show below in Section 2.6.1 that the explicit form facilitates the

co-optimization of queueing delay together with other metrics.
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2.5 Performance Evaluation

In this section, we evaluate the proposed min-delay policies in overloaded networks.
We compare the performance of D,y and Dy, of our proposed methods with (i) the
Mazx-link-rate policy where all links are activated with rates equal to their capacities,
and (ii) the Backpressure policy that achieves optimal throughput and low latency
[3], which serves packets over a link (7, j) with rate equal to its capacity if and only if
node ¢ has longer queue backlog than node 5. We use the following abbreviations in
the evaluation: OPT for the proposed min-delay policies, MAX for the max-link-rate
policy, and BP for the backpressure policy.

We validate that our proposed methods achieve minimum Davg and D,,.. in various
network settings: (i) different topologies of both single-hop and multi-stage networks;
(ii) different values of A and p; (iii) different capacities ¢ (single-hop networks only).
We consider multiple network instances with randomly sampled values of the above
parameters, and measure the empirical cumulative distribution functions (CDFs) of
Davg and Dp.. We solely present the results for the queue-based policies, where
the static policies result in similar performance. Moreover, packets are transmitted
in discrete time intervals during simulation, and the results demonstrate that the
min-delay property of our proposed policies based on the continuous fluid model

holds under discrete transmission.

2.5.1 N x 1 Networks

We evaluate the delay performance over 32 x 1 single-hop networks. We consider 500
different combinations of parameter settings sampled based on the following rules:
(i) The arrival rate \; to each ingress node s; is uniformly distributed in [12,20]; (ii)
The service rate of the shared egress node is 0.4 x Zf’il A; so that the network is
overloaded; (iii) Link capacities are uniformly distributed within [20, 35] to represent
the case of sufficient capacity where \; < ¢; for each node s;, and [5, 15] to represent

the case of limited capacity where \; may exceed c¢;. We round any rational number to

an integer to characterize discrete packet transmission. We consider the initial queue
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length in each node to be a random integer within [101,300], and we consider the
Davg and Dy of packets that arrive within the first 200 time units that the network
is overloaded.

Fig. 2-10 illustrates the CDF curves of both Davg and D,,.. under sufficient
capacity. The curves of the proposed min-delay policy and the max-link-rate policy
highly overlap, which matches the result shown in Fig. 2-7(a). Their Davg and D, ax
are lower than the backpressure policy: For Davg, the backpressure policy induces
5% higher delay on average and a maximum of 12% higher delay over the 500 tested
samples; For Dy, the backpressure induces 61% higher delay on average and a
maximum of 159% higher delay over the 500 tested samples. Fig. 2-11 illustrates
the results under limited capacity. A major contrast to the sufficient capacity case
is the significantly poor delay performance of the max-link-rate policy, which echoes
Theorem 2.1 and Fig. 2-7. We find that the Davg and D, of the max-link-rate

policy are 18% and 123% higher than the proposed min-delay policy respectively on

average.
1.0 1.0
0.8 0.8
L 0.6 0.6
a) ; -
O0.4 0.4
0.2 0.2
155 160 165 170 175 180 240 300 360
Davg (sufficient capacity) Dmax (sufficient capacity)

Figure 2-10: CDFs of D,,, and Dy, in 32 X 1 single-hop networks with sufficient
capacity (OPT and MAX are overlapped)

2.5.2 General Single-Hop Networks

We evaluate the delay performance over 32 x 16 single-hop networks. We consider
500 different combinations of parameter settings based on the following rules: (i) The
arrival rate \; to each ingress node s; is uniformly distributed in [60, 100]; (ii) The
service rate j1; of each egress node d; is determined as 0.4 X a; X Zf’il Ai where o is a

randomly picked weight for d; with 2]1.6:1 a; = 1. We consider sufficient link capacity
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Dayg (limited capacity) Dnax (limited capacity)

Figure 2-11: CDFs of Davg and Dyae in 32 x 1 single-hop networks with limited
capacity

for each pair of ingress and egress nodes. We evaluate the Davg and D,y of packets
that arrive within the first 50 time units.

Fig. 2-12 illustrates the CDF curves of both Davg and Dy... Table 2.1
summarizes the mean and maximum ratio, in terms of both Davg and Di,.x, between
the backpressure policy, or max-link-rate policy and the min-delay policy. Results
show significant reduction of Davg and Dyax under policies that follow (2.17): On
average the backpressure policy incurs 32% higher D,,, and 111% higher D,
while these metrics for the max-link-rate policy are 258% and 1166% higher than
the min-delay policy. We also observe that the worst case for both the backpressure
and the max-link-rate policy leads to more than 10x delay compared with the
min-delay policies in terms of both Davg and Dp.c. We further find that unlike
N x 1 networks, the max-link-rate policy no longer minimizes the delay in general
single-hop networks in spite of sufficient capacity. Moreover, we demonstrate that
the Davg and Day of the proposed min-delay policy keep stable among all the tested
cases. This matches Theorem 2.6 where the minimum Davg and D,ax depend only

on the ratio 3205 \;/ ZjVZDI p; which are the same among all the tested samples®.

2.5.3 General Multi-Stage Networks

We further evaluate the performance of the tested policies over general multi-stage

networks with L layers. We consider 7 multi-stage network structures listed in Table

2There are mild fluctuations over different tested samples due to rounding the real numbers to
integers.
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Figure 2-12: CDFs of D,y and Dy, in 32 x 16 single-hop networks

Davg Dmax
BP/OPT MAX/OPT BP/OPT MAX/OPT
Mean 1.32 2.32 2.11 2.93
Max 3.58 12.38 12.66 16.29

Table 2.1: Mean and maximum ratios between the two policies for comparison and
the min-delay policy in terms of Daye and D,y in 32 X 16 single-hop networks

2.2, including different numbers of layers and fan-in-fan-out topologies. We consider
full connection between adjacent layers. We consider 500 different combinations of
parameter settings based on the following rules: (i) The arrival rate \; to each node

n; at the ingress layer is uniformly distributed in [30, 50]; (ii) The service rate y; of

L

each node n;

at the egress layer is determined as 0.4 X «a; X Zl‘g Ai where a; is a

pfll a; = 1. We consider sufficient capacity

randomly picked weight for nJL with >
over each pair of nodes at adjacent layers. We evaluate the Davg and Dy of packets

that arrive within the first 50 time units.

Table 2.2 lists the evaluation results over all the tested multi-stage networks.
Columns 1 and 2 show the mean and maximum ratio between the backpressure policy,
or the max-link-rate policy and the proposed min-delay policy with respect to Davg
and Dy, respectively. Column 3 shows Dmax/ Davg under the backpressure policy
and the max-link-rate policy, which reflects the level of delay fairness of packets
injected into different ingress nodes. Note that Dyax / Davg = 1 under the min-delay
policy as given in Theorem 2.3. The key takeaway is that both the backpressure and
max-link-rate policies lead to at least 1.3x Davg and D,ay of the min-delay policy on

average in all 7 tested structures, showing the delay reduction of the proposed policy

63



in general multi-stage networks. Moreover the mean imbalance ratios Dyax / Davg for
both the backpressure and max-link-rate policy are up to 20% higher than the optimal
case over the tested instances. We visualize the CDFs of the Davg and D, of two
multi-stage networks: 16 x 12 x 8 x 6 in Fig. 2-13 and 15 x 12x 9 x 12 x 15 in Fig. 2-14
for detailed characterization of their distributions. We can observe the backpressure
and the max-link-rate policy have different performance in these two topologies, while

our proposed policy achieves minimum delay in all the tested instances.

Topology | Policy | Yo () | Kt (Bene) | fee/ e
16012606 | | he ong | a1 229 | 1os L1l
261602 |00 a0 50| s o | 108 Los
601266 |\ 5 s | 1ss ses | 1o Lot
6x8x12x16 |\ | o 313 | rss aag | Los 106
151201205 |\ | g oon | sy a4 | 100 1on
sasazo |0 ST IR % | e vor
2120202612 |\ 1S e | s om0 | 10 Lo7

Table 2.2: Mean and maximum ratios between each of the two tested policies for
comparison and the proposed min-delay policy in terms of D,y (Column 1) and Dy
(Column 2), and the ratios Dyyay/Dayg of the tested policies themselves reflecting the
delay imbalance of packets injected into different ingress nodes (Column 3), over 7
multi-stage topologies.

2.6 Extensions and Discussions

In this section, we extend the main results on min-delay policy design to a wider range

of scenarios both in practice and in theory. For practice, we demonstrate that the
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Figure 2-14: CDFs of Davg and Dyay in 15 x 12 x 9 x 12 x 15 networks

explicit form of the min-delay condition (2.14) (i) facilitates co-optimization of delay
and other metrics in data center networks with routing constraints, (ii) provides
high flexibility in selecting A based on different objectives in network control, and
(ili) guarantees feasibility when adjacent layers are fully connected with sufficient
capacity. For theory, we derive a more relaxed min-delay condition for tree data
center structures than the general condition (2.14), and discuss our conjecture on the
sufficient and necessary condition for delay minimization in multi-stage networks. We
consider static policies in the following discussion for brevity, where the queue-based

policies follow the same idea.

2.6.1 Practical Extensions
Multi-Objective Optimization with Routing Constraints

We have shown that a transmission rate vector g can achieve global minimum
queueing delay if it is a feasible solution subject to the constraints (2.14). This
result implies that we can co-optimize delay with some other metric f(g) under the

min-delay constraints (2.14) as follows.
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min f(g) st g€ (214), (2.19)

As long as f(g) is a convex function, (2.19) is a convex optimization problem
that can be efficiently solved since the min-delay constraints (2.14) are linear given
any v € R,. Common examples of f(g) include (i) minimizing total required
bandwidth f(g) = > ;ce9; [103]; (i) minimizing the maximum link rate
f(g) = max( jyee gij/cij and average link rate f(g) = [E]7' D2 )ee (9i5/cij) 192];
(iii) minimizing the maximum queue overload rate f(g) = maXjev Y 4.1 iyce Ji —
> jijee 9 [90]; (iv) minimizing the maximum total queue growth at a layer
f(g) = maxi—1 1) ey, (Zk:(k,i)eg Gki = D (i )ee gij>. The high generality of f(g)
demonstrates the wide application of (2.19) for multi-objective optimization together

with delay minimization in data center networks.

We can further add constraints on the transmission rate vector g in (2.19) in
order to capture the restrictions on link rate control. Note that introducing any
convex constraint on g does not violate the convex property of (2.19). We give some
common examples. (i) Packets cannot go through link (7, j): g;; = 0; (ii) A maximum
ratio 3 of packets can be transmitted from node ¢ to j: g;; < 3 (Zk:(m)eg gki>; (iii)
The maximum link utilization should not be higher than a threshold # in order to

avoid link overflow: max; jyee gi/ci; < 0.

Choices of ~v

Theorem 2.3 shows that both of the minimum Davg and D, are independent of

~, however we show that « affects the overload levels at different nodes and layers,

where a lower value of 4, means a higher proportion of packets ingress to layer [

will be backlogged. We give an example on choosing < to balance the total queue

growth rates among all the L layers. Denote the total arrival rates at layer 1 by
VLl

Asum 1= Z‘Vl‘ Ai and the total service rates at layer L by psum = > ;7 ptj. Then

1=

the state we pursue is that the total queue growth rate at each layer is equal to
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(Asum — Msum)/L. The corresponding - that reaches this state is

/\sum - l__l(/\sum - ,usum)

L
%(/\sum - ,U/sum)

v = L l=1,...,L. (2.20)

)\sum

Note that we can easily derive a weighted version of (2.20) based on the node buffers
that can balance the buffer utilization at each layer [32,104,105]. The main point we
convey from this example is the high flexibility of choosing ~ according to different

objectives in network control.

Feasibility

We point out that it is difficult to characterize the conditions on the existence of
a feasible transmission rate vector g subject to (2.14) in multi-stage networks under
general network topology and link capacities. Instead, we show in Proposition 2.1 the
existence of a solution under any given v € R, , considering full connection between
adjacent layers and sufficient link capacities so that the minimum network cut is
ZLZ@' ;. We leave the discussion of general topologies and link capacities to future

work.

Proposition 2.1. Consider an L-layer multi-stage network with full connections and
sufficient link capacities between adjacent layers. Given the arrival rate vector A
and the service rate vector w, there exists a feasible g that satisfies the min-delay

conditions (2.14) under any given v € R,

Proof. Given a feasible v, we can construct a feasible solution to (2.14) as follows

based on the full connection and sufficient capacity constraints. For the [-th

layer (I < L), we first set its total egress rates as ).y, an_+1,(nl pltyeg Gt pitt =
i gy "

7

<Z|zilll )\i) [I,_, v, and we randomly set a positive value for each nl € V),
!

denoted by gfl_ , which represents the egress rate of node n;, subject to

E _ .
nlev ot = Znﬁevl Zn§+l:(né’n§+l)eg Gt it We can now figure out a feasible
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solution that satisfies (2.14) by setting

Vit
_ I E E
Qné,ngﬂ =X Gt X gn§+1/ E gngjl

k=1
for Vn! € V, and ‘v’né-le € V41 iteratively from layer 1 to L — 1 to calculate gi ;, the

ingress to each node n!, where we define gl == )\ for each of the ingress nodes n;

I ._
and gné = 2%71:(”271’%)65 gnfl,né' O

Remark: The existence of feasible solutions to (2.14) itself does not indicate

minimum delay, which requires achieving maximum throughput in the meantime.

2.6.2 Theoretical Extensions
Tree Data Center Structure

A tree structure is a special case of the multi-stage network whose undirected topology
is a tree. We visualize an example of a 3-layer tree in Fig. 2-15, which contains 6
ingress nodes and a single egress node. We focus on the fan-in structure where
Viiil < Vi, VI =1,..., L—1 below, while the discussion of general fan-out structures
follows in a similar manner. We derive a sufficient condition on the link rates to
achieve minimum Davg and D, in Theorem 2.8 based on the parent source set of
an node n! at a layer [, denoted by PSS[n!], which is defined as all the nodes at
the ingress layer that are the parents of nl, and we set PSS[n}] = {n}} for each
ingress node n}. In Fig. 2-15, we have PSS[n}] = {ni,ni}, PSS[ni = {ni,ni},

i

PSS[n2] = {n},ni}, and PSS[n}] = Vs.

Theorem 2.8. Consider an L-layer tree data center structure. Any transmission
policy g that guarantees maximum throughput and in the meantime satisfies the

following conditions achieves minimum Davg and Doy For Y1 € 2,...,L and

! ZkePSS[ni_l]/\k o -1 .
Vn; € Vi, we have — o = T for some v, > 0 for Vn, " € Vi1 with
nt— nl. J J
[ g
-1
K3

(n; *,nb) €&
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Figure 2-15: A 3-layer fan-in tree data center example under min-delay transmission
policies derived in Theorem 2.8.

We prove Theorem 2.8 under a 3-layer 4 x 2 X 1 tree structure in Section 2.8 which
can be applied to general multi-layer tree structures. We explain Theorem 2.8 through
the example in Fig. 2-15. Layer 2 contains three nodes n?, n3, nZ. The parents of
these three nodes at layer 1 are {n},ni}, {nl ni}, and {n},nl} respectively. Then a

sufficient condition to achieve minimum delay in Theorem 2.8 corresponding to these

three nodes at layer 2 are

.

Al/gn},n% - )\Q/Qn%,n% = P)/n%

)\3/gn§,n% = )\4/gn}l,n§ = fYng (221)

\)\S/Qné,ng = )‘G/gné,ng = /yng

for some 7,2, vp2, Yn2 > 0. Similarly, layer 3 contains a single node n?, whose parents

are {n? n3 n3}. The corresponding condition for n} is that for some Yoz > 0,

)\1+)\2:)\3+>\4:)\5+>\6:73 (2.22)

n
1
In2 3 In2 3 In2 3

Combining (2.21) and (2.22) gives a sufficient condition on g to minimize D,,, and

Dipax for the 3-layer tree in Fig. 2-15 as long as maximum throughput is achieved.

An implication of Theorem 2.8 is that its min-delay condition also follows the
rate-proportional property, where the transmission rates of the egress links from the

same layer should be in the same proportion to the total external packet arrival rates
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among their parent source sets. Moreover, it is straightforward to verify that any
policy that satisfies the general min-delay condition (2.14) in the tree structure must
satisfy the condition in Theorem 2.8. This means Theorem 2.8 gives a more relaxed
sufficient condition on link rate control to minimize delay than applying (2.14) directly

to the tree.

Conjecture on Sufficient and Necessary Conditions

We have yet derived the necessary conditions to achieve minimum delay in general
multi-stage networks. The challenge is to characterize all the min-delay policies due
to the possible switching from non-zero to zero queue length at some nodes whose
egress rates are greater than ingress rates in the time window [to, o+ T]. The N x 1
network is the special case that we can fully characterize the complete set of min-delay
policies, as shown in Theorem 2.1.

We conjecture that the crux lies in that the actual transmission rate of a link (3, j)
starting from a node with zero queue length are not equal to the transmission rate
we originally set. Consider the example where a node i at a layer [ with links (1, 1),
(2,4), (7,3), and (i,4), where node 1 and 2 are at layer [ — 1, node 3 and 4 are at layer
[+ 1. Suppose we set gi; = 1, go; = 2, giz = gis = 3. Clearly g1; + g2i < gi3 + gisa thus
¢;(t) = 0 starting from some time. Since the definition of link rate is the number of
packets transmitted over this link in a time unit, there are 3 units of packets injected
into node 7 at time ¢, and 1.5 units will be served to each of the egress links (4, 3) and
(,4), and thus the actual transmission rates over (i,3) and (i,4) are both 1.5, less
than g;3 = g;4 = 3. Following this idea, given the transmission rate vector g we set, we
can obtain the actual transmission rates denoted by g based on (2.23) starting from

the ingress layer in multi-stage networks: For Vi=1,... L —1, Vi € V,j € V41,

(2.23)

9ij>if D0 Gri > D Gk 5
Gij = kEVi-1 BVl = gmin < 1 M

)
ZkEVl+1 Gik

Zkevl_l ki

ii 0. W.
v Zkevl_H 9ik’

where we define } ;.\, Gri == Ai, Vi € Vi to incorporate the ingress layer in (2.23).
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We have the following conjecture of the sufficient and necessary condition to minimize

D,y and Dy,ax based on actual transmission rate vector g.

Conjecture 2.1. Consider an L-layer multi-stage network. The sufficient and
necessary condition of a transmission policy g to minimize both Davg and Dy is
that its corresponding actual transmission rate vector g satisfies (2.14) and achieves

mazimum throughput.

We can validate the conjecture in N x 1 networks based on Fig. 2-5: Any g such
that g; > \;, Vi = 1,..., N leads to minimum delay, and its corresponding g; = \;
and thus {g;}¥, are in proportion to {\;}}¥,. However, if there is a single iy € Vg
such that g;, < A;,, which does not induce minimum delay, then clearly g;, = ¢;, and
thus i, /N, < §i/Ni = 1, Vi # i, i.e., (2.14) does not hold for g. We further visualize
an example of 2 x 2 networks in Fig. 2-16 to explain the conjecture. Furthermore,
we point out that the conjecture can be generalized to queue-based policies, where
we require that the corresponding actual transmission rate vector g(q(t)) meets
the queue-proportional condition (2.18) and maximum throughput requirement in

Theorem 2.7. We leave the proof of this conjecture to future work.

Figure 2-16: Validation of Conjecture 2.1 in 2 x 2 single-hop networks, where the
notation z(y) over a link (7, j) means g;; = x and its actual transmission rate g;; =y
calculated based on (2.23): (a) setting g = [4,4,5,5] leads to g = [2,2,4,4] which
satisfies (2.18) thus min-delay; (b) setting g = [4,4, 5, 15] leads to g = [2, 2, 2, 6] which
does not satisfy (2.18) thus not min-delay.
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2.7 Summary and Future Work

We study link rate control for queueing delay minimization in overloaded networks.
Leveraging the fluid queueing model, we show that any static rate-proportional policy,
which guarantees identical ratios between the ingress and egress rates of all the nodes
at each layer, minimizes the average delay D,,, and the maximum ingress delay Dy
in general single-hop and multi-stage networks. We further extend the result to the
queue-proportional policies which can achieve asymptotically minimum delay based
on real-time queue information agnostic of packet arrival rates. We evaluate the
performance of our proposed policies under different network settings, validate their
min-delay property, and demonstrate their superiority in delay reduction compared
with the backpressure policy and the max-link-rate policy. We finally discuss the
extensions of the main results in practice and in theory. We envision multiple future
directions including proving sufficient and necessary conditions on link rate control
for delay minimization in general multi-stage networks, the extension of main results
to multi-hop networks, and the implementation of the proposed policies in real data

center networks.

2.8 Chapter Appendix

2.8.1 Proof of Theorem 2.2

We present the proof sketch here. Due to the space limit, we only prove for Davg,

where D, is similar. For packets that arrive at the ingress node s; at time ¢ and
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finally transmitted to the egress node d;, the total queueing delay is

dsq (1)
s t le (t“" >
Ds1d1 (t) = d 1( ) + AL
g11 + gi2 M1

gs, (1) 1 {
= 20 4 max<{0,qq(t) +
g1 +912 4a, (1)

qs, (1)

- 7 + —
911—1—912(911 g21 M)}

qd, (t) 251 (t) g11+go1
251 B g1itgi2’

qsq (t)
g11+gi12’

g1+ 921 =

gi11 + g21 < 1

Since q(tp) = 0, then the average delay for packets from s; to dy, denoted as D, 4, , is

_ 1 to+T
Dsldl =T / Dsldl (t)dt
T/,

_ %(911 + g1 — 1) + Q_Z;I% max{A1 — g1 — 12,0}, g1 + ga1 > 11
2(911’1;-921) max {)‘1 — 911 — 912, O} , 911 + 921 < M1

We can verify that among all transmission rate vectors g’s that g;; + go1 < pq, the
g’s that satisfy g1 + go1 = p11 achieve minimum delay®. Therefore the minimum delay

achieved under g1 4+ go1 > 1 is exactly the global optimum, under which

T gi1+g21 <
D ) <)\1—gn+g12 M1> , gut g2 <M
51d1 -

T

3 (G117 921 — 1), g+ g1z = My

Generally, we can obtain that for any (7, 7) € {(1,1), (1,2),(2,1),(2,2)},

T 91;+92;
B %(Aiﬁ_,‘h)? gin + g2 < N\
s;d; —

Chav)

% (915 + 92j — p12) s gt + gz = Ni

3The intuition is clear that g1 + g21 < p1 does not fully utilize the service capability of node d;.

73



Therefore, we have

= A1 g11 = Al 912 =
Dav - D d + D d
M F g tge Y Mg g
A2 g21 = A2 922 =
DS d; T+ Ds d
AMA+Agar+g2 2 AMAAega g 7

_|_

ﬁgﬂgﬁ denotes the portion of packets from s; to d; that arrive within

where
[to, to+T]. We again consider the four regions {g | g11+ g12 S A1, go1 + 922 S Ao} and
prove that the optimal solutions constrained in each region are all global optimum.
Due to space limit we only show the details of the case g11 + g12 < A1, go1 + 922 < Xo.

In this case, the average delay of packets that arrive in [to, to + 7] among all ingress

nodes is
D — )\1 9119—1—1912 D31d1 + )\1 911‘(]-?-2912 DsldQ + >\29219j-1922 DSle + )\29219-7-2922 DS?d?
avg )\1 +)\2
N911+921 A_%( g11 )2+/\_§< go1 )2
M1 g11 \ 911 + 912 g21 \ 921 + 922
+912+922 A_%( 912 )2+/\_§< Go2 >2
M2 g12 \ 911 + 912 922 \ 921 + 922

1
=— (AW AP AR A§y2&>

M1 g11 921

1
L (A%(l 21— )+ 21— )22 a3 — W&)
M2 g12 922

O 1 2 1 2
> — Mz + Xoy)" + — (M1 —2) + X (1 —y))

H1 H2
(ii) T T
> ——— (Mt X)) == (AN + Ay — g —

21 +M2)( ! 2) 2 20+ ug)( ! 2 = f1 — fi2)

where ~ means removing constant terms, r = —2— and y := —2.—  The
gi1+g12 g21+922

inequality (i) stems from Cauchy-Schwartz Inequality, which turns into equality when

gu _ Mz gz _ Ai(l-z) ‘
o T ey’ e = Sa(isy) and equivalently,

A
gutge A (2.24)
921+ 922 Ao
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The inequality (ii) holds due to solving

1 1
in - —(Mz 4+ Ay)? + — (M1 — )+ Xa(1—y))?
S TR T

where the optimal (x,y) satisfies

—1
MT + Aoy = 2t22 (i + 1 )

p o2

H2
-1
ML= 2) + Xl —y) = 22 (L4 1)

which, combined with (2.24), is equivalent to

Ao gutger
A1+A2 g21+g22 p1+pe

A2 gia+ges . p2

A1+A2 g21+g22 1+

and thus
911 + g1 _ M (2.25)
g12 + G222
suffices to make the inequality (ii) achieve its lower bound. Therefore (2.24) and (2.25)
with g11 4+ g21 > 1, gi2 + goo > o give us the sufficient and necessary condition on

g to minimize Davg under g11 + g12 < A1 and go1 + g2 < Ag.

2.8.2 Proof of Theorem 2.3

We prove the min-delay conditions on static transmission policies under a 3-layer
network with 2 nodes at each layer, and links connecting each pair of nodes at adjacent
layers, as shown in Fig. 2-17. Note that we re-index each node from 1 to 6 to increase
readability of the proof. The results can be smoothly extended to general L-layer
networks with arbitrary numbers of nodes at each layer and links between adjacent
layers. For simplicity, we consider zero initial queue length of each node.

Note that we can classify all the packets going through the 3-layer network by
their paths. We characterize the total queueing delay of a packet taking the path

1 — 3 — 5 asin (2.26), where the other possible paths are in similar form.
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Figure 2-17: An example of a 3-layer 2 x 2 x 2 network

(t)
a(t) q3<t+HQI+9 )
1 (t) a3 (t + 1) > EE (t + 913+914 + 935j-3;]3614
- -

913+914
Dy3s =
913 + 914 935 + 936 iz
a 1 + + 1 + 1
(:)(]1(t)>< ><913 923 ><935 g45+q3(t)>< X935 g45—|—q5(t)><—
913+ 914 G35 + gs6 55} 935 + 936 1 11
A
(i)( 1 xg13+923xg35+g45—1>t
913+ 914 935 + 936 M1
(2.26)
+ q1(t)
where (a) stems from the expansion of g3 (t + %) and gs <t + glqsl 45214 i qs(ggsgizzgm) )

into a linear combination of ¢;(t), ¢3(t), and ¢s(t), for example

’ ( 913+ 914 5(t) 915 + g1a (913 + g23 — g34 — G35)

g13+914 g35+936 ’

s (t+ q1 (t)
and similarly for g (t +-a®_ 4 @t gear) ) ; (b) is due to ¢1(t) = (A —g13— g14)t,
q3(t) = (913 + 923 — g3a — g35)t, and ¢5(t) = (ga5 + gas — p1)t. We can similarly express
the queueing delay of packets taking the other 7 paths.

We can then express the average queueing delay of packets that arrive to the
network in overload within time window [0,7] as Dayy = Y. .pw,D,, where P
denotes the set of possible paths of packets, and w, denotes the proportion of the
packets that take the path p. For example,

) 913 935
G13 + 914 G35 + 936~

Wigs = A
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and similarly for the other paths. In the following, we derive the conditions on the
transmission rate vector g that minimizes Davg. We first consider the sum of the

weighted delay for two paths 1 — 3 — 5 and 2 — 3 — 5, which can be derived as

13+ 923 g35(935 + Gus) ( 9 913 2 923 )
Wiss D135 + Woss Doss = X — N
1S 2T 1 (935 + 936)? ! (913 + g14)? 2 (ga3 + g24)?
1
_ L osl9t915) 942) X (Af:ﬂ L2 4 2202 A%zf@)
1 (935 + g36) 913 g23

1 +
~x 935(935 945) ()\196 4 )\2y)2

1 (935 + 936)?

v

where r = —22— and y = —22— and the last inequality is based on Cauchy-Schwartz
913+g14 923+924

inequality, where the condition of link rates to reach the lower bound is

MT g1

4 2.27
A2y 923 ( )

We can similarly derive the same condition (2.27) for the sum wi36 D136 + wase Dase
reaching its lower bound. For the other two sums U)145D145 +’UJ245D245 and U)146D146 +

wWaoyeDoyg, the condition becomes

M(l—-y) g (2.28)
Note that with v = 22— and y = 22— both (2.27) and (2.28) lead to the
condition

G135+ g4 _ ﬁ (2.29)

923+ g2a Az

Suppose that (2.29) is satisfied below. We can further extend the above idea
to derive the min-delay transmission rates between layer 2 and 3. Specifically, let

z=—B5_ = -—%_"then we have
935+936 ga5+946

w35 D135 + Wazs Dazs + wias Dias + Waas Days

1
= — ((az+ 20?22 (1+ 22) 4 (M (1 - 2) + Ma(1 = 9)) 2w (1 + £2))
H1 935 45

> Lt da 1 - 2) 01— )
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where the condition that achieves the lower bound is

z(Aiz + Agy) _ Y35 _ 935t Y36 _ Az + Aoy
wM(1—2z)+X1—-Yy) 915 Gis+g16 M1—2z)+(1-y)

(2.30)

The other half w35 D136 + Waze Daze + W16 D146 + Wosg Doy leads to the same condition

as in (2.30).

Suppose that (2.30) is satisfied below. The problem to minimize the average
queueing delay now becomes
o1 2
min ﬂ_ (M + Ay)z+ (M1 —2) + Ao (1 — y))w)
x,Y,2,w [b]

o (O a1 = 2)+ Ou(1 = 2) (1 = )1 = )

Based on the Cauchy-Schwartz inequality, the optimal condition is that

Mz 4+ Xoy)z + (M (1 —2) + Xa(1 —y))w _ M

Az + doy)(1—2) + (M1 —2) + X(1 —y))(1 —w) o (2.31)

We combine the three optimal conditions (2.29), (2.30), and (2.31) which
altogether reach the lower bound of the average queuing delay of packets. We
simplify them and obtain the min-delay constraints that reach the lower bound as

follows.

M g13t9g14

A2 g23+9g24

9131923 __ g35+3se (232)
9g14+924 945+946

9354945 __ p1
L 936+946 n2

which means to guarantee an identical ratio between the ingress and egress rates
of each node at a layer. Combining (2.32) and the condition to achieve maximum
throughput in the network, we obtain a sufficient condition on a policy that minimizes
the average queueing delay. We can derive similarly for D,,,, minimization, which is
the maximum average queueing delay of a packet in the network over different ingress

nodes.
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2.8.3 Proof of Theorem 2.8

We give the proof of a 4 x 2 x 1 tree structure, where V; = {ni,ni ni ni}, Vo =
{n?,n3}, V3 = {n?}. We denote the total queueing delay of a packet injected into
node n; at the ingress layer at time ¢ as D;(t), which is composed of the queueing

delay at each of the 3 layers. For example,

q.1 1
1 1
(14 2 WA e T
gu() T\ o
Dy(t) = 12 +
In 2 Gn2 3 Iz

which is similar for Dy(t), Ds(t), and Dy(t). We only show the derivation associated
with packets that are injected into the network at node n}. For simplicity, we only
show the derivation of the case where all the nodes have positive length during

overload, where the min-delay conditions also hold for the other cases. We can simplify

Dy (t) as

Di(t) = .1 (1) (

In2 03 T In2 nd " Int n2 T Il n2 " 1 )

iz 9n2 n3 Gnl n?
n2 n3 + n2 n3 1 1
Jrqnz(zf)xgl’1 92’1>< + q,3—
! H Gn2 n3 L

and by expressing ¢;(t) as the multiplication of ¢ (assuming ¢, = 0) and the queue

growth rate, we have

Gn? n3 Int n2

1 T T n2n3 T gn2 3 nln2 T gpl 2
Dl::—/ Dl(t)dt:_<>\1><gl’1 Iufort o Itk 92’1—M>.
T J 20
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We can now express the average delay D,,, as

— . Z?:l /\zDz (i) gn%,n? + gn%,n? (/\2 gn},n% + gn%,n% n )\an},nf + gn%,n%)
1 2

In 2 In 2

avg ‘= )
Doimi i 9n2 3

In2 03 T In2 nd ( 32 Gning t Gnln2 Ly Inin2 t gn;,ng)
3 4

In2 In 3 I n3

+

(2.33)

©) Gn2 n3 + Gn2 n3

gn2 TL3 +gTL2 n3
2 ()\1+>\2)2_|_ 17 25"

Gn2 n? Gn2 n?

(A + \g)?
() )
> (A4 A+ A3+ \)

where at (a) we remove the constant additive and multiplicative terms, and at (b)
and (c) we apply the Cauchy-Schwarz inequality. The conditions to achieve equality
at (b) are

Gnimz M Inind A3 (2.34)
Inl 2 A2 7 Inl 2 A4 ’
and the condition to achieve equality at (c) is

gn%,n? - >‘3 + )\4 .

Therefore any policy that satisfies (2.34) and (2.35) leads to minimum D,,, which is
% max { (Zle Ai — 1) ,0}. Similarly, we can show (2.34) and (2.35) together form a

sufficient condition to minimize the maximum ingress delay D ay.
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Chapter 3

Overload Balancing in Networks with

Bounded Bufters

In this chapter, we consider overload balancing in single-hop networks with bounded
buffers. We show that the backpressure policy, which is known to achieve the most
balanced overload for networks with unbounded buffers, does not balance the overload
for networks with bounded buffers. We formulate the problem of overload balancing in
single-hop networks with bounded buffers by leveraging ordinary differential equations
(ODE) to model the queue dynamics. We prove that choosing service rates on each
transmission link that minimizes the quadratic sum of queue overload rates leads
to the most balanced overload. Based on this result, we propose a queue-based
policy combining maxweight scheduling with backpressure, which can asymptotically
achieve the most balanced overload agnostic of packet arrival rate and capacity
information. The proof technique is based on a novel characterization of the policy
in a differentiable form, which is of independent interest. We further propose a
distributed version of the policy, which reduces overhead by an order of magnitude.
We evaluate our proposed policies under single-hop network and their concatenation
into Clos structure, under randomly selected packet arrival rates, link capacities, and
buffer sizes. Results demonstrate that our proposed policy converges to the most

balanced overload in all cases, and the distributed version is nearly optimal.
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3.1 Motivating Example

We explain the motivation of redesigning transmission policies for balancing the
overload in networks with bounded buffers. Consider the 3 x 1 switched network in
Fig. 3-1. According to [3], if the egress node d has unbounded buffer, the backpressure
policy! guarantees that in the steady state, the queue overload rates in all 4 nodes
are the same, which is most balanced. However, if node d has bounded buffer,
which means its buffer size is finite, then backpressure will fill up the buffer in
the steady state, and lead to overload imbalance as explained in the figure caption.
Therefore, figuring out effective transmission policies to balance the queue overload

in bounded-buffer systems is nontrivial and practically significant.

3.1:5

A2=7 ¢, = 12 =6
A3=9 (V]

Figure 3-1: Suppose all ingress nodes have unbounded buffer. When node d has
unbounded buffer, backpressure achieves most balanced overload rates where all 4
nodes grow with rate 3.75; When node d has finite buffer, then ¢; = 0 in the
steady state due to buffer saturation, and backpressure achieves overload rates
(Gsy» Gsys Gss» Ga) = (2,5,8,0), deviating significantly from the most balanced one
(5,5,5,0).

In this chapter, we propose a general analytical framework based on ordinary
differential equations (ODE) to characterize queue dynamics, which we demonstrate
can capture general buffer settings, and facilitate analytical results and policy design.
We concentrate on single-hop networks modeled as a bipartite graph connecting

ingress and egress nodes, each with a buffer to store incoming packets. This work can

!The definition of backpressure is deferred to Section 3.4 (eqn. (3.8)).
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serve as the foundation for future work on multi-hop structures, such as datacenter

network that are made up of multiple single-hop structures [17].

3.2 Model and Problem Formulation

3.2.1 Queue Dynamic Model

In this section, we introduce the ODE model for queue dynamics in single-hop network
structure. We use a bipartite graph (V, £) to model the network, where V := {V;, Vg}
denotes the node set with V; the set of ingress nodes, Vg the set of egress nodes, £ the
set of transmission links between V; and Vg, and |V;| = N and |Vg| = M. We term it
as an N x M single-hop network. Denote the ith ingress node as s; and the jth egress
node as d;. Each node k£ has a buffer that stores the packets, whose size is denoted
by bi. The packets in each node k form a queue, whose length at time ¢ is denoted by
qx(t). Therefore g (t) € [0, by], Vk, Vt, which means that queue length cannot surpass
the buffer size. We do not allow packet transmission to a saturated node. This is
desirable in practice since it prevents packet dropping and significantly reduces the
retransmission delay due to buffer overflow [2,106], and can be implemented simply
with a detection signal of the saturation level of downstream buffers. Packets will be
backlogged until there exists spare buffer storage downstream.

Each packet arrives to one of the ingress nodes and departs from one of the egress
nodes. The packet arrival rate at ingress node s;, denoted by \;, represents the average
number of packets that are injected into s; in a time unit. We use X := {\;}¥, to
denote the packet arrival rate vector. Packets in the buffer of s; are transmitted to
an adjacent egress node d; through link (s;,d;) € £. The transmission rate on link
(si,d;) at time ¢, denoted by gs,q4;(t), represents the number of packets transmitted
over (s;,d;) in a time unit. Each link (s;,d;) is associated with a capacity value
Cs;a;, Which represents its maximum transmission rate. Specifically, 0 < gq,q4,(t) <
Coid;, V(s3,d;) € E. We use ¢ := {¢y,4, }(s,,45)ee to denote the capacity vector. Finally,

packets in an egress node d; depart from the networks with departure rate denoted
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as ga,(t), and the service rate of node dj;, which is the maximum departure rate
for packets in d;, is denoted by p;. Thus g4 (t) € [0,p5), Vj = 1,...,M. Let
po={n }jj\il

Based on the above setting, we now formulate the queue dynamics according to
the flow conservation law, which states that the net increase of queue length equals

the difference between the number of new arrivals and departures at a node at any

time. Specifically, for any ingress node s;,
qsi(t) = )‘Z - Z 9s;d; (t) (31)
and for any egress node d;,

i = 3 gun )~ g (0). 32
s;3:(s4,d;)€EE

4 (t) denotes the queue overload rate of node k at time ¢, and we assume that ¢ :=
limy o G (t) exists where ¢;, denotes node k’s queue overload rate in steady state?.
All the nodes thus have nonnegative queue overload rates in the steady state as the
queue length is bounded below by 0. Furthermore, the queue length in nodes with
bounded buffers will not grow with a positive rate in the steady state, therefore ¢; = 0
for any ¢ € V with bounded buffer.

In this work, we assume that internal (egress) buffers are bounded while ingress
buffers are large enough to avoid saturation. In practice, internal nodes often have
limited buffers [72,73]. For example, on-chip networks have very small internal buffers.
Similarly, satellite networks have small buffers on-board the satellite. In contrast,
ingress buffers have sufficient capacity to absorb bursty packet arrivals, e.g. in a
satellite network the buffer at the ground terminal can be relatively large.

In reality, even ingress buffers have limited size, and packet loss will be inevitable
when the packet arrival rate to an ingress node s; is larger than the sum of the

capacities of its downstream links. We can deal with bounded ingress buffers by

2The existence holds under most of the policies of interest [29,102].
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introducing a virtual queue for such s; with unbounded buffer, whose length is g;,
plus the number of dropped packets that are to be retransmitted, and thus the actual
overload rate at s; can be exactly characterized by the overload rate of a virtual
queue with unbounded buffer. Therefore, we can assume without loss of generality
that ingress buffers are unbounded.

We define ¢ := {qs,qq} € RY™™ as the queue overload rate vector, where ¢, =
{G, Y, € RY and q4 = {4a, jl‘il € RM are the ingress and egress queue overload rate
vector respectively®. Similarly, we define the transmission rate vector of the system
as g = {{gsidj}(si,dj)eg, {94, }]Ail} We further define the feasible flow region G as
the set of transmission rate vectors g that satisfy the flow conservation laws (3.1)
and (3.2) and capacity constraints. We then define the feasible queue overload rate
region R as the set of queue overload rate vectors ¢ that can be achieved under some
element in G.

Remark: In (3.1) and (3.2), the queue length can be fractional. This is a fluid
approximation to the real case where packets are discrete, which offers a simplified
framework for studying flow control [3]. This fluid approximation is different from
the fluid model defined in some prior works which captures the scaled limit of the
queue backlog [4,76,77], an indicator for queue stability but not suited to study finite

buffers and queue overload dynamics.

3.2.2 Problem Formulation: Overload Balancing

In this section we define the problem of overload balancing. The queue overload rate
vector ¢ indicates the severity of queue overload. We need a metric to evaluate how
balanced ¢ is. Multiple metrics related to network fairness have been investigated.
The very first concept is min-maz fairness which aims to identify a transmission rate
vector such that any other vector that decreases the overload rate at some nodes must
be at the expense of increasing the overload rate of some other nodes with a higher

overload rate [70]. This concept stems from maz-min fairness [69] which maximizes

3We neglect time ¢ in the notations for brevity. We will clarify explicitly when notations without
t represents steady state value to avoid ambiguity.
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the minimum commodity flow to be transmitted, while in overload balancing the
direction is reversed as reducing the max queue overload is desired.
Moreover, the min-max fairness solution is closely related to the lexicographic

minimum solution [3]| defined as follows.

Definition 3.1. The queue overload vector q* is the lexicographic minimum in the

feasible overload rate region R if and only if for Vq € R that § # q, Zle qGy <
Zle q4), Vk, where qg;), 4@ denote the ith mazimal element of q*, q respectively.

The lexicographic minimum ¢* represents the most balanced overload vector since
it guarantees that the top-k£ most severely overloaded nodes have been balanced under
the metric of the sum of queue overload rates for every k. Therefore the overload
balancing problem can be formally stated as: determine the transmission rate vector
g so that the resulting overload rate vector is the lexicographic minimum.

Nevertheless, the lexicographical minimum is hard to formulate as it involves the
ordering of a vector with cumulative sum comparisons. To overcome the challenge,
we prove that minimizing the quadratic sum of queue overload rates serves as an
equivalent criterion to lexicographic minimum under network flow constraints, which

facilitates analysis of overload balancing, as shown in following sections.

3.3 Quadratic Sum Minimization Leads to Lexicographic
Minimum

In this section, we prove that identifying g € G to minimize the quadratic sum of
queue overload rates leads to lexicographic minimum overload rates. This result is
derived under the prior information of (X, c, ), and it can capture the most balanced
solution at any time shot when (X, ¢, ) is obtained. Analysis of policies without such
prior information in following sections is based on it. This result can be directly proved
by Cauchy-Schwarz inequality if there are no constraints on g, however there is no
general result (and it generally does not hold) when g is constrained. We, for the

first time, prove the result under general single-hop network with bounded buffers.

86



We first introduce an intermediate result that the minimizer of the quadratic sum

minimizes the maximum overload rate, and then show the main result.

3.3.1 Quadratic Sum Minimization to Maximum Overload

Rate Minimization

The quadratic sum minimization framework of overload balancing under an N x M

single-hop network can be formulated as

| N M 2 1Mo N 2
mgjn 52 <)\Z~—ngidj> +§Z (ngidj _gdj>

i=1 j=1 j=1 \i=1
N

8.t ngidj = ga,, Vd; € B (3.3)
i=1

0< 9sid; < Cs;d; > v(81‘7 d]) €&

0<ga <pj, Vj=1,...,.M

where the objective represents the quadratic sum of queue overload rates at all ingress
and egress nodes according to (3.1) and (3.2), the variables g can represent the
transmission rate vector at any specific time shot ¢, with B denoting the nodes whose
buffer has been saturated at this time shot. The constraint ZZN:1 Js;d; = Ja; means
that ¢q; = 0 for an egress node d; saturated at this time shot. It is trivial to verify that
the optimum can never be achieved when 3i ¢ B, ¢; < 0, since the objective function
is a quadratic sum of . This property enables using (3.3) to study the steady state

(t — 0), since we require ¢; > 0, Vi in steady state mentioned in Section 3.2.1.

The minimization of maximum queue overload rate corresponds to the objective

function mingeg max;ey ¢;.  This can be equivalently formulated as a linear
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programming problem

min v
g7v
N

s.t. ngidj = gdj; Vd] € B

i=1
0< Isid; < Cs;d;» V(Si, dJ) €&

M
)\i - ngidj S v, vsi € VI

J=1

N
ngidj — gdj S v, Vdj S VE
i=1

by introducing an auxiliary variable v and additional constraints ¢; < v, Vi € V.

Now we state the intermediate result as Lemma 3.1.
Lemma 3.1. Suppose that g* € G is optimal in (3.3), then g* is optimal in (3.4).

The main proof idea is to take advantage of the Karush-Kuhn-Tucker (KKT)
conditions of (3.3) and (3.4). Details are deferred to Section 3.7. We present a
geometric interpretation of Lemma 3.1 in Fig. 3-2 through a 2 x 1 single-hop networks.
Lemma 3.1 states that the the minimizer of (3.3) always overlaps with a minimizer

of (3.4) in the feasible flow region G under the constraints.

3.3.2 Quadratic Sum Minimization to Lexicographic Minimum

We now demonstrate the main result in Theorem 3.1. The idea is that by Lemma 3.1,
g* minimizes the maximum queue overload rate, then we can show it must minimize
the second maximum queue overload among all g € G that minimizes the maximum
queue overload, otherwise it violates Lemma 3.1. Then iteratively we can obtain

lexicographical minimum.

Theorem 3.1. Suppose that g* € G is optimal in (3.3), then it is lexicographic

minimum i G.
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Figure 3-2: Geometric interpretation of Lemma 3.1 through a 2x 1 single-hop network.
The contour curves of (3.3) in red and (3.4) in green coincide at the same optimal
point B on the boundary of G under different arrival rate vectors A = (A1, \2), denoted
as point A where A\; + Ay > p.

Proof. (sketch) Note that g*, the minimizer of quadratic sum Y, ¢7 in (3.3) is the
minimizer of max growth rate ¢n) in (3.4). Denote the minimum ¢y as q‘ﬁ), then
the set G, = {g € G | q((lg)) = qﬁ)} contains g*, where q((ff denotes the maximum
queue overload rate under the transmission rate vector g. Now we consider (3.3)
and (3.4) with additional constraint that g € G;. Obviously G; is a convex set,
thus (3.4) with g € G, is still convex. Meanwhile, with additional constraint that
g € G1, (3.3) keeps in the form of a quadratic optimization problem. Therefore we
can apply Lemma 3.1 to (3.3) and (3.4) in G; similarly to obtain that the g* minimizes

q(2), the second largest queue overload rate. Denote the minimum ¢ as qé), thus

g€ G ={geg| qglg)) = qﬁ),q((g)) = q'é)}. Iteratively, g* € Gy where any

element in Gy, s induces the lexicographic minimum queue overload rate vector. [

3.4 Maxweight + Backpressure Leads to Most

Balanced Overload

Section 3.3 demonstrates that solving (3.3) can achieve most balanced overload.
However, it requires the complete knowledge of network parameters (X, ¢, ), which in

real networks may not be available [102]. In practice, the queue backlog q(t) is often
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accessible in real-time, thus we consider if there exists any queue-based transmission
policy, which determines the transmission rate vector g(t) based on q(t), that can

achieve most balanced overload as (3.3) does.

The ODE dynamical system (3.1) and (3.2) under queue-based policy form an

autonomous system

qSi (t) = /\z‘ - Zdj:(si,dj)eg Gs;d; (q(t))a Vi = 17 - 7N

de (t) = ZSiZ(Si,d‘j)ES Gs;d; (q(t)) — 9d, (q(t))v Vj €l,... 7M

(3.5)

Due to the absence of prior knowledge of (X, ¢, ), we can no longer achieve most
balanced overload in one stroke by optimizing (3.3). Instead, we aim to propose
queue-based policies that can render the queue dynamics (3.5) to converge to the
most balanced overload state. Formally, the problem of overload balancing under
queue-based policy can be formulated as: Is there g(q) that guarantees lim;_,, q(t) =
q* in (3.5), where q* is the overload rate vector induced by g*, the optimal solution to
(3.3) with the oracle (X, c,p)? We prove that a mazweight + backpressure (mw+bp)
queue-based policy yields a solution under N x M single-hop structure, and propose
a distributed version of this policy that reduces communication overhead from O(N)

to O(1), with performance close to optimum shown in Section 3.5.

3.4.1 Methodology

Our methodology to prove that a queue-based policy g(q) achieves the most balanced
overload is to verify that it satisfies two conditions which together, as illustrated in
Fig. 3-3, is a sufficient condition. For the first condition, we establish the existence
of a queue vector q such that the transmission rate vector under the policy at q is
an optimizer of (3.3) which leads to most balanced queue overload. Specifically, we
consider the following optimization framework in which the only difference with (3.3)

is that the queue vector q is the decision variable.
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quin % Z (Ai - ngidj(q)) + % Z (Z sid, (q) - gdj(q))

N
st Y gaq,(q) = ga,(q), Vd; € B (3.6)
=1

0< Gs,d; (Q) < Csid; > V(Si, dj) €&
0<ga(q) <p;, Vji=1,....M

Denote an optimizer of (3.6) as q* and the set of all optimizers of (3.6) as Q*. The
first condition is to verify that the policy g(q) satisfies Vq* € Q*, g(q*) equals some
g* € G* where G* denotes the set of optimizers of (3.3). For the second condition,
we verify the convergence of the ODE dynamics (3.5) to the most balanced state
under the policy g(q) given any initial queue vector. Namely, as ¢ — oo, the second
condition is to verify that the policy drives the queue vector to Q*. If the policy g(q)
satisfies both conditions, it can achieve most balanced overload in the steady state.
Condition 2: Given any initial queue

state vector q(0), under g(q), the
dynamics converges to Q°

Feasible q in (6) Feasible g in (3)

. lim g(t
o _oﬁﬁq()
linfq(t Optimizers

4" of (6) 0*

Optimizers ~+
> g of (3) J

Condition 1: For a
queue-based policy
g(q),itmaps Q" to §"

Figure 3-3: Condition 1 (existence) and 2 (convergence) to verify that a queue-based
policy achieves most balanced overload

3.4.2 Maxweight + Backpressure Policy in Differentiable

Form

The ODE-based methodology in Section 3.4.1 requires the queue-based policy g(q)
in a differentiable form. We now define the mw-+bp policy accordingly. The policy
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contains two parts: maxweight scheduling and a backpressure mechanism. The idea
of maxweight scheduling is to serve input nodes that have longer queue backlogs with
higher priority [77]. The backpressure mechanism determines to transmit packets over
a link (s;,d;) at ¢ with rate cq,q, if gs,(f) > qa,(t), and does not transmit otherwise
[3]. To avoid buffer overflow, backpressure also ensures that packets are not served

to a saturated node.

Both maxweight and backpressure were proposed in discrete forms originally.
To embed them in the ODE framework, we propose the following differentiable

characterization which can well approximate their original version.

Maxweight Scheduling: The maxweight scheduling in differentiable form is
defined as

e’YQS,L-
di SN g )
Y4s
Zkzl e’k

where v > 0 is a parameter. The larger ~ is, the more we favor to serve ingress

gsidj(Q) = Cg V(s;,d;) € € (3.7)

nodes with longer queue length. An extreme case is v — oo, which matches to the
serve-the-longest-queue policy [107]: only the ingress node with longest queue length
will be served, and if there are K ingress nodes that have the same longest queue
length, then (3.7) guarantees that each of these K nodes, say node s;, will be served
with rate cg,q/ K. This corresponds to the result under serve-the-longest-queue policy
in expectation, in which one of these K nodes is chosen uniformly at random to be

served.

Backpressure Mechanism:

gsidj (CI) = Csidjasidjﬁdja v(siv d]) c S (38>

where

1 1
By,

- 1+ 6_“(4si_4dj)’ - 1+ e—a(bdj—qdj—e)

O‘sidj

and a > 0 and € > 0 are preset values. Note that if @ — oo and € is close enough to
0, then the term ay,q, = 1 if g5, > qq; and ay,q; = 0 if q,; < gq,; the term [y, — 1 if

qq; < b, and B4, — 0 if gg; — bg,. Therefore the policy (3.8) transmits the packets
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from an ingress node s; to an egress node d; with maximum service rate cy,q; if and
only if the queue length in s; is greater than in d;, and meanwhile the buffer of node
d is not saturated, which shows that (3.8) is an approximation to backpressure under
sufficiently large a and small e.

Maxweight + Backpressure (mw-+bp): Combining (3.7) and (3.8), we can
formulate the mw-bp policy as

evqsz

N ’
g
D e €77

9s:a,(A) = Cs,0, 0,0, B4, V(s d;) € € (3.9)
In (3.9), a transmission link is activated if and only if its corresponding ingress
queue length satisfies the link activation requirements under both maxweight and
backpressure.

In addition, egress nodes operate in a work-conserving manner, where each
egress node d; serves packets with rate p; whenever the buffer is nonempty. This
guarantees that the egress nodes reduce the queue overload at the maximum rates.

This work-conserving policy can also be formulated into a differentiable form as

1
—— Vi€l M (3.10)

94,(Q) = 1 =

under sufficiently large a and ¢ — 0.

3.4.3 MW+BP in Single-hop Networks with Sufficient
Capacity
In this part, we prove that the mw-+bp policy (3.9) can achieve most balanced overload

as by optimizing (3.3) if every transmission link has sufficient capacity, and all egress

nodes run (3.10), stated in Theorem 3.2.

Theorem 3.2. The queue dynamics under (3.9) and (3.10) converges to the most
balanced overloading if cs,a, > pj, ¥(si,d;) € €, j=1,..., M.

The proof idea is to verify the existence and convergence of most balanced state.

More details are deferred to Section 3.7. Implementing (3.10) clearly makes for
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overload mitigation as all egress nodes do their best to send packets out. The
intuition why (3.9) achieves most balanced overload is three-fold: (i) The maxweight
(3.7) balances the ingress nodes as it favors serving queues with longer length; (ii)
The backpressure (3.8) balances any connected ingress s; and egress d; as it sets
the threshold for transmission decision at q;, = qq;; (iii) The condition Csid; >
Wi, Y(si,d;) € € guarantees that mw-+bp can achieve maximum throughput since
it makes any egress node d; never be idle. The sufficient link capacity generally holds
in data center networks and server farms which have sufficient transmission resources

to guarantee high quality-of-service requirements [29].

3.4.4 MW-++BP in Single-hop Networks with Limited Capacity

Next we consider limited capacity where cy,q, > pj, V(s4,d;) € £ does not hold.
In this case, mw-+bp policy (3.9) may not achieve most balanced overload since the
maximum throughput may not be achieved, compared with sufficient capacity case
in Section 3.4.3. We show an example in Fig. 3-4. Our solution is to consider a
generalized version of mw+bp, where we run (3.9) and in the meantime additionally
serve the ingress nodes with longest queues in order until maximum throughput is
achieved. A special case is to consider v — oo in (3.9) so that the whole mechanism

is exactly an extended version of serving-the-longest-queue policy.

).1:8 ).1:8 c
7 s 7
e e S

).2:6

1226
1.3:4' 1.324'
(s =

Figure 3-4: Example that (3.9) does not achieve most balanced overload with limited
capacity with v — oo, where node d has bounded buffer. On the left, (g1, g2, 93) =
(2.5,0.5,0) denotes the transmission rates under (3.9) in steady state, under which
q = [5.5,5.5,4]. It is not the most balanced overload as presented on the right, where
q* = [5,3.5,3.5] under (g7, g5, 95) = (3,2.5,0.5), the optimal solution to (3.3). Other
~ values also suffer from the suboptimality.
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We summarize our solution in Algorithm 3.1. Algorithm 3.1 is a real-time
algorithm that determines the service rates on every link given the current queue
information q(¢). We run (3.9) and calculate the remaining capacity on each link.
Then we sort the ingress nodes in non-increasing order, and further follow the
order to inject packets to egress nodes whose packet injection rate is lower than
its service rate. Algorithm 3.1 presents our solution in a quantified way, which
uses the information of ¢ and p that may not be available. However, in practical
implementation we do not require them: (i) We can sense if a link has been served
with full capacity. If so, we do not inject more packets through this link. This
replaces the need of calculation in line 3 and 8; (ii) Each egress node d; can send
the information of whether the queue length is increasing to ingress nodes through
broadcasting or a controller, serving as an alternative indicator of ry, < p; in line 7

and replaces the need of calculation in line 4 and 9.

Algorithm 3.1: Generalized maxweight + backpressure with limited
capacity

1 Input: current queue vector q := q(t);
2 Run (3.9) and (3.10), and obtain g(q);
3 For all (s;,d;) € £, calculate the remaining capacity Cs,q, := Cs,q; — 9s,4,(Q);
4 Calculate the packet injection rate to all d; € Vg as
Fay = S tonayee Gt ()
Sort the queue length of ingress nodes in non-increasing order
sy = Qs = * 2 Qs> Where {s(y}iY, is a permutation of {s;}
fori=1,...,N do
for all d; that rq; < p; do
Gsyd; (A) <= Gspya;(Q) + min{Cs ;. 5 — 7a; s
Ta, < Ta; + min{és(i)dj, [ = Td; };

<))

N .
=1

© o N o

10 Return g(q) as the transmission policy;

We can show that the generalized maxweight scheduling leads to most balanced

overloading.

Theorem 3.3. The generalized mw+bp policy in Algorithm 3.1 achieves most

balanced overloading.

The proof idea is similar to the proof of Theorem 3.2 by expressing the generalized

95



mw-+bp policy into a differentiable form, and then verify the conditions 1 and 2 in
Section 3.4.1. The intuition is that Algorithm 3.1 achieves maximum throughput, and
is a combination of mw+bp (3.9) and the serving-the-longest-queue, both of which
achieve most balanced overload once maximum throughput can be achieved. Due to

space limitation, we omit the proof.

3.4.5 Practical Extensions

At the end, we discuss three more extensions of the results in this work: (i) distributed
mw -+ bp; (ii) weighted overload balancing; (iii) systems with discrete packets. All of

them extend the results to meet broader practical constraints and needs.

Distributed MW -+ BP

In mw-+bp policy (3.9), collecting real-time queue information of all ingress nodes
is required at each ingress node or through a centralized controller. This induces
large communication overhead in large-scale networks. We consider a distributed
version of (3.9) to reduce overhead. The idea is that each ingress node gets access
to another r ingress nodes, and run (3.9) where the maxweight part only depends on
the queue length of itself and these r ingress nodes. One extreme case is that r = 1,
where each ingress node s; has the information of s;;; (sy has the information of
s1). The ingress node s; serves packets to egress nodes only if g5, > ¢,,, (for sy the
condition is ¢sy > ¢s,), thus no need of sharing queue information of ingress nodes
other than s;,; to s;, which reduces the communication overhead at the ingress side
from N —1 to 1 for each ingress node. The intuition this distributed mechanism works
for overload balancing is that balancing the pairs (s;_1,s;) and (s;, S;41) together
indirectly balances the pair (s;_1, s;11).

The above distributed mw + bp policy at any ingress s; can be formalized into a

differentiable form as

e'Yq.si
9sid; (q) = Cs;dj s;d; 5@- m (3.11)
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where ay,4, and (g, represents the backpressure terms as in (3.8). We show in Section
3.5 that this distributed variant, even under r» = 1, is close to the optimum achieved by
mw-+bp (3.9) in a large portion of test cases, which serves as a promising alternative
of (3.9) to reduce communication overhead with low performance sacrifice in practical

implementation.

Weighted overload balancing

A more generalized problem is the weighted overload balancing problem, in which
we require some nodes to have lower overload rates, for example bottlenecks and
centroids, while other peripheral nodes whose overload does not affect majority of
network transmission can have higher overload rates. A straightforward way to
formulate the problem is to assign a weight w; for each node according to practical
need. The weighted queue overload rate of node i becomes w;g;. The problem of
weighted overload balancing can thus be formalized as figuring out transmission
policies to achieve lexicographical minimum of w ® q = {w;q; }iey-

It has been shown that in systems with unbounded buffers, a weighted
backpressure policy can achieved the target result of weighted overload balancing [3].
In systems with bounded buffer, we can extend our result by changing the quadratic

sum objective function corresponding to (3.3) to

| N M 2 LM N 2
i=1 j=1 j=1 i=1

and show that figuring out optimal g that satisfies constraints in (3.3) achieves the
weighted lexicographical minimum following the methodology of Lemma 3.1 and
Theorem 3.1. We state the result as Lemma 3.2 and Theorem 3.4 without proof.
Specifically, Lemma 3.2 can be explained geometrically through a 2 x 1 single-hop
network similar as Fig. 3.1 with the circular and square contours replaced by ellipsoid

and rectangular contours.

Lemma 3.2. Suppose that g* € G optimizes (3.12), then g* minimizes max;ey w;{;.
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Theorem 3.4. Suppose that g* € G optimizes (3.12), then g* achieves weighted

lexicographical minimum.

For queue-based policy, following the idea of (3.9), we can similarly propose a
weighted maxweight + backpressure policy. Consider a 2 x 1 single-hop system with
egress node being bounded. Given a targeted weight vector w = [wy, ws] for ¢,
and ¢s,, then the following policy achieves weighted most balanced overload under
sufficient capacity.

£TW1dsy
8s1d — csldﬁdasldevwwsl T W25y

6’YWQQS2
8sod = CSQdﬁdaSQde'le‘ZSl e W2Tsg

whose steady state is wyqs, = wa(qs,. The case of N x M single-hop network can be

similarly formulated.

Implementation in discrete systems

To harness the benefits of ODE stability analysis for overload balancing in systems
with bounded node buffers, we set the queue length to be continuous. We point
out that the idea of our result can be extended to the discrete packet transmission
in real networks. The maxweight + backpressure policy can be implemented in a
discrete manner naturally. Furthermore, the optimal solution g* to (3.3) can serve
as a baseline. For any (i,j) € &, an intuitive way to determine g;;(t), interpreted
as the number of packets served through link (4,j) at t-th time unit in discrete
implementation, is to compare the time-average g;;(t) := %22:1 gi;(s) at any time ¢
with g7;. Suppose §;;(t) < g;;, then activate (i, j); otherwise do not activate. In the

long term, the solution will statistically converge to the optimal overload balancing.

3.5 Performance Evaluation

In this section, we verify our proposed policies and theories through experiments
over (i) single-hop network: server farm, packet switch, etc.; (ii) tree-structured

datacenter network, for example Clos structure [1]. Clos concatenates multiple
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stages of single-hop structures. Although not proved analytically, verification results
over Clos structure below demonstrate the extendability of our proposed policies to
multi-hop networks.

We evaluate three policies: (i) Pure backpressure (3.8) [3]|; (ii) Centralized
Maxweight + Backpressure ((3.9) and Algorithm 3.1); (iii) Distributed Maxweight
+ Backpressure under r = 1 (3.11). We evaluate their performance in overload
balancing through measuring the gap between ¢*, the optimal solution to (3.3)
achieved with prior knowledge of (A, i, c) in steady state, and ¢, the steady state
queue overload rate vector under a particular queue-based policy w. Closer gap
represents superior overload balancing performance. Specifically, we consider two
gap ratio metrics: (i) Quadratic sum gap ratio: ||q"||?/]|¢*||*> which is exactly the
metric we postulate; (ii) Max overload rate gap ratio: max;ey ¢F/ max;ey ¢; which
reflects particularly the balancing of the most severe overload. For both metrics, the
closer to 1, the better 7w is. The first metric reflects more on overall balancing while
the second fits into cases where maximum overload is more important.

To demonstrate the universality of our proposed policy, we evaluate it using (i)
different A and g, which represents different overload levels; (ii) different ¢, which
represents different service capacity; (iii) different buffer values b, which represents
different buffer settings, including the spatial distribution of sufficient and limited
buffers. We consider multiple networks instances with randomly sampled values of
the above parameters, and measure the empirical cumulative distribution function
(CDF) of the two gap metrics.

As introduced at length below, we see that maxweight + backpressure achieves
most balanced overload rates in steady state, far better than pure backpressure in both
metrics, while the performance of distributed maxweight + backpressure approaches

that of maxweight + backpressure.

3.5.1 Single-hop Networks

We evaluate on a 64 x 32 single-hop network with full connection between ingress

and egress nodes, modeling real switched networks [1,72]. We consider 200 randomly
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selected parameter settings: (i) The arrival rate to each ingress port is uniformly
distributed in [0, 4]; (ii) The service rates of each egress port is uniformly distributed
within [0, 6]; (iii) The capacity c,,q4, for each ingress-egress pair (s;,d;) is uniformly
distributed in [0,10]; (iv) The buffer size for any ingress node is 10,000 so that it
is never saturated during the simulation, and the buffer size for any egress node is
10,000 with probability 0.2 and uniformly distributed within [30, 80] with probability
0.8. The initial queue length in each node is set to be uniformly distributed within
[0, min (30, buffer size)], so that no queues are overflow initially. The rationales behind
the settings are: (i) and (ii) guarantee that the system is overloaded with high
probability, as the expected sum of arrival rates is 2 x 64 = 128, 133% of the expected
sum of egress service rates 3 x 32 = 96; (iii) considers both sufficient and limited
capacity values; (iv) realizes different buffer settings, which follows the real case that
buffers at ingress are large [2| while egress ports may have limited buffers |72, 73]
generally.

We plot the CDFs of the quadratic sum gap ratio and max overload rate gap ratio
of all 200 sampled settings in steady state in Fig. 3-5 and Fig. 3-6, where the x-axis
is in logarithmic scale to make details clearer. Our proposed mw+bp (3.9) achieves
quadratic sum gap close to 1 for nearly all test instances, and achieves max overload
rate gap close to 1 for more than 70% instances. The optimality shown in the results
is not 100% as in theory due to limited time span. The value difference between these
two gaps is due to the balancing effect of quadratic sum?*. The distributed version of
mw -+ bp (3.11) loses some accuracy while still performs generally well, as in more
than 85% instances, the quadratic sum overlaod gap is less than 1.15 and the max
overload rate gap is less than 1.4, as pointed out in the figures. Comparatively, the
backpressure policy incurs large gaps in the steady state and achieves the optimum
in none of the cases. Typically, with more than 75% of instances the quadratic sum
gap exceeds 1.4 and the max overload rate gap exceeds 1.5.

We further present the transient process of the quadratic sum gap ratio in Fig. 3-7

4Consider, for example, ¢* = [0.5,0.5] and ¢™ = [0.6,0.4], then a gap of 0.6/0.5 = 1.2 in the max
overload rate only leads to a gap of (0.6 + 0.4%)/(0.52 4 0.52) = 1.04 in quadratic sum, where the
gap is smaller.
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Figure 3-5: Quadratic Sum Gap Comparison in Steady State
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Figure 3-6: Max Overload Rate Gap Comparison in Steady State
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under the ODE. Note that negative queue overload rate may exist in transient states,
which is desirable for overload mitigation at a node. Therefore the quadratic sum gap
ratio at any time in Fig. 3-7 only considers the sum of positive queue overload rates.
At the beginning, the gap ratio is high for all three schemes, because the queue is far
from the equilibrium point. For example, in pure backpressure, when all connected
nodes satisfy backpressure constraints, then all intermediate links will be activated,
thus all ingress nodes have negative overload rates while egress nodes have large
positive rates due to the arriving packets from all upstream links. Approaching the
steady state, shown in the zoomed-in subfigure, the gap of mw + bp, both centralized
and distributed, converges close to 1, while the gap of pure backpressure converges a

value greater than 1, not optimal solution for overload balancing.

«10° Quadratic Sum Gap Evolution
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Figure 3-7: Transient Process of Quadratic Sum Gap

3.5.2 Clos Network Structure

We further test on a 3-stage Clos structure abstracted from Google’s work on their

Jupiter datacenter [1|, shown in Fig. 3-8. It contains 24 ingress blocks at the top,

102



fully connected to 12 aggregation blocks at the middle, and the aggregation blocks
1 to 4 are connected to 4 egress blocks, as are aggregation blocks 5 to 8. Packets
depart from the network from the 8 egress blocks and aggregation blocks 9 to 12,
which may have buffers with limited size. Similarly, we randomly take 200 different
settings of parameters: Arrival rate is uniformly distributed within [0, 12]; Service
rate of blocks where packet depart from the network is uniformly distributed within
[0, 12]; Capacity values of different links, and buffer size setting at blocks from which
packets depart are identical to the single-hop case in Section 3.5.1. The performance
of the network policies are presented in Fig. 3-9 and Fig. 3-10. The results share a

similar trend with the single-hop case.

Fully Connected
Q- Q- O

Fully Connected Fully Connected

Figure 3-8: Example of a 3-stage Clos structure from [1]

3.6 Summary and Future Work

In this chapter, we study overload balancing in single-hop networks with bounded
buffers. We show that bounded buffer affects the resulting policy to achieve most
balanced overload. We leverage ordinary differential equations to model the queue
dynamics in bounded buffer systems. We first prove that setting link service rates

to minimize the quadratic sum of the queue overload rates leads to the lexicographic
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minimum queue overload. Based on this result, we prove that a maxweight scheduling
and backpressure policy asymptotically achieves most balanced overload, through a
novel formulation of the policy in a differentiable form which may be of independent
interest. We further propose a distributed maxweight + backpressure policy that
can reduce communication overhead by one order of magnitude. We validate the
performance of our proposed policies by simulation over single-hop structure and
Clos networks under different packet arrival rates, link capacities, and buffer settings.
Extension of the results in this work to multi-hop networks, and exploitation of the
differential equation formulation for other network performance metrics, are promising

future directions.

3.7 Chapter Appendix

3.7.1 Proof of Lemma 3.1

We term (3.3) as [ problem and (3.4) as I, problem, since they respectively minimize

the I, and [, norm of q. The Lagrangian functions of (3.3) and (3.4) are®

o LON(g,a,b,h) = §370(6:)* + 2 jyee @i (96— Ci) = 2 gyee bid9is + 2ien hidi-

o L(g,v,c,B,7,h) = v+ Dy Yildi — v) + Z(z‘,j)esaij(gij - ¢y) —
Z(m‘)ee @J’gij + ZieB hig;.

where ¢; follows (3.1) and (3.2). Their KKT conditions are respectively

[, problem:

(

—Gi +qj +aij — by —hi+ h; =0, V(i,j) €

higi =0, Vi € B (3.13)

\aij(gij —¢ij) =0, a;; >0; b;;gi; =0, bj; >0, V(i,j) € €

3{b;}¥| in the proof are Lagrangian multipliers rather than buffer sizes.
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lo problem:

(

1=2 ey =0
—Yi+ 7+ iy — Bij — hi+hy =0, V(i,j) € €
higi =0, Vi € B (3.14)

a;;(gij — cij) =0, a;; > 0; bjg,;, =0, b; >0, V(i,j) €&

Our proof idea is as follows. Denote an optimizer of the I, problem as g®,
and it suffices to show that given (g®,a,b,h) that satisfies (3.13), there exists
(E,v,a, 3,7, h) that satisfies (3.14), and g® = g. If this holds, then g? = g
minimizes (3.4) as the [, problem is convex, thus satisfying KKT condition suffices

to optimal solution.

To show this, suppose that under an optimizer of I, problem g, inside the queue
overload rate vector ¢ there are k maximum entries. Denote the set of these k elements
as K, then Vj € V\K, we must have 7; = 0 due to complementary slackness. Thus
> icx = 1. We can set v = max, induced by g®. We set v; = 1/|K|, Vi € K with the
intuition that all these nodes share the same overload rate. Furthermore, note that
the constraint h;¢; = 0 in I, problem and h;¢; = 0 in o, problem for Vi € B, hence we
can set h; = h;. Now what remains is to figure out feasible o, Bi;, V(i,7) € &, and
we show their existence under 3 x 3 = 9 combinations of ¢ and j, as every node can
be in one of the three subsets K, B, or V\(K U B), where KX N B = () in overloaded

networks as ¢; = 0, Vi € B. This can be validated with simple derivation.
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3.7.2 Proof of Theorem 3.2

Condition 1: The Lagrangian function of (3.6) is

N N
1
ﬁwﬁmﬁﬁdﬂb@):§§:0r1&dmf+h@( %A@—ﬂ)

=1 =1
N N

+ 3" a4 (geala@) — csia) = Y 0% gsala)
i=1 i=1

The KKT condition for (3.3) is (3.13) while the KKT condition for the queue-based
framework (3.6) is that for Vi =1,... N,

(

(a) N 8gs~d

%ﬁqSi = - Zj:l (Aj — gsjd(Q) - ag'q) + bg‘q)) aqs]i =0
(a) N 99s;d

agq; = 23:1 (Aj — gs;a(a) — a§q) + b§q)) o = 0

(9) N
gi(j) = ii19sa(q) —p =

az('q) (QSZd(q) - csid) = 07 a’gq) > 0

b gs.a(q) = 0, ¥ >0
\

Under the mw-+bp policy (3.9) and sufficient capacity, node d will keep saturated

in the steady state, which means that Zf\il 9s,4(q) = p always holds in the steady

09s . .
state. Therefore we have Zjvzl % =0, Vi=1,...,N. We can then transform the

first equation in the KKT conditions into

(a) 9.

i

where z; := \; — ¢s.4(q) — agq) +b§‘”. Further, we note that under (3.9), for any 7 € Vs,

8gsid
9qs;

09s .4

> 0, WZZ_ < 0, Vj # i, which corresponds to the maxweight + backpressure

policy that the service rate of a node will not be decreased whenever its queue gets

longer. This indicates that z; = 29 = - -+ = 2y, otherwise there must exist one of the
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LHS’s of (3.15) is strictly greater than 0. Then we have
Ay — P C OBy S C) R _ g9 4 @ 3.16
1= gs,a(Q) —ay” + by N~ Ysya(q) —ay + by (3.16)

Any optimizer q* to (3.6) satisfies (3.16) under maxweight + backpressure policy
denoted as g(q) in (3.9). Then we can assign g := g(q), a := a?, b := b? and
h = h{9 such that (g,a,b,h) satisfies (3.13), the KKT condition of (3.3). Since
(3.3) is a convex optimization problem, then g = g(q*) is the optimizer of (3.3),
which means q* leads to most balanced overloading under maxweight + backpressure
policy (3.9).

Condition 2: Now we prove that under the maxweight + backpressure policy
g(q), q(t) converges into Q* given any initial state q(0). Since csq > p, Vi =
1,..., N, we can categorize all N entries in g(q) at q* into AW = {i | g,.4(q") €
(0,c6,0)}, B9 = {i | g,,a(q*) = 0}, where we have shown that Vi,j € Ak € B,
4s, = Gs; > Gs, = Mk, Where ¢y, = Ny — gs,a(q"),p = 4, j, k and we remove the trivial
case that ¢,, = ¢,

J

we consider A := {1,2,...,No} and B = {Ny+ 1,...,N}. Then the most balanced

= (s, which can be verified easily. Without loss of generality,

overloading rates achieved by (3.3) satisfy that

§1G1 = -+ = &Ny Ny = ENgr1dNpt+1 =+ = &N (3.17)

for &,...,&n, = 1 and some Enyy1, ..., En > 1

Note that in overloaded networks, there exists ¢s,(f) — o0, so there is no
equilibrium point. To prove that the dynamics converge to the state (3.17), we
introduce a series of auxiliary variables x := {z;}Y ' where z; = &qs, — &i414s, 41 and
transform the original g-based ODE into x-based ODE. Since q € R" and x € RV,
there will remain one ¢, in the x-based ODE. As there exists a queue that grows
to infinity, we let gs,, be this queue and thus let ¢, — oo in the x-based ODE as
we focus on the steady state. The reason of the transformation into x-based ODE is
that its equilibrium point x*, if there exists one, corresponds to the most balanced

overloading. Namely, x = 0 leads to (3.17). Condition 1 guarantees the existence of
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x* under (3.9), so what remains is to prove any x* is a stable equilibrium point.

For any input node s; that j € B, it can be easily verified that the x-based ODE
under maxweight + backpressure policy (3.9) and g;,, — oo indicates ¢s; = A, which
means that the queue dynamics of all input nodes corresponding to B converge to the
most balanced rate values under (3.9). Thus g,,a(q) = 0 in the steady state under

(3.9) and all terms xy,...,xy_1 are eliminated from the x-based ODE.

Therefore we only need to consider the set A. Over A, note that x; = ¢, —
0s;ps Vi =1,...,Ng — 1. By the chain rule of partial derivatives, we have for any

input node s;,

8951-(1 . _agsid

8(181 o 8$1 ’

6gsid . ags d ags d .

poid — Gty =2, Ny — 1 (3.18)

agsid — 8gsid

L 8q5N0 85L'N071
9gs,
Equivalently, Z] L 5; ¢ Vk=1,...,Ny—1, and further
9gs, 99s, 1) - . )

express it as “51¢ = —L 8qg u Where L € RWo- Dx(¥-1) is a lower triangular matrix
with L;; =1, Vi > j, and —O denotes the derivative over ¢,, to sy where s,

is neglected as it is redundant.
Now we connect the Jacobian J, = {J,;} - a0y € ROM0=DXWNo=l) gy,

x-based ODE with J, := {J,;}21 70 € RN wirt. g-based ODE. Note that

_ 99s;a 095 1d _ 893-(1 . . T
Jzij = axlj = o, and J,;; = — 8q:j . We can derive J, = KJ1.v,—1)Li", where

Jg1:(ny—1) denotes the truncation of J, by removing the Ny-th row and column, and

11 0 0 0]
0 1 -1 0 0
001 0 0
0 0 0 1 -1
111 .y

The transformation uses ZZ | %23 1 —-0,Vj=1,...,Np.
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Now our goal is to show the stability of x-based ODE to guarantee the dynamics
converge to its equilibrium point. It suffices to show all the eigenvalues of J, have

negative real parts at any equilibrium point. We need the following theorem.

Theorem 3.5. [108] Let A,P € RWo=UxWNo=1) " yyhere P is positive-definite. If
PA + ATP is negative definite, then all eigenvalues of A have negative real parts.

This requires us to identify a P that is positive-definite. Interestingly, we identify

that P = LK ™! serves as a solution, where we can calculate that P;; = jNJ%;i, Vi>j
and Pj; = P;;, Vi < j. We can show P has the Cholesky decomposition: P := ccrt,

where C is lower triangular and

No—j .
ij = NO—O(jil)’ VJ = 1, ey NO — 1
—1
No—i No—j ; :
Cy = No—G-T) < No—(j—1)> v
0,i<j

\

Furthermore, since P = P, we have

T
PJ, +JIP =PKJ, 1. (nvo-nL" + (KJg1:vo-n L") PT

= LK 'KJ, 1.y L7 +LI7, KT (K1) L7
L(Jq1 No— 1)+J N01)LT
Now it suffices to show that Jg1.(v,—1) + JT {(No—1) is negative definite, as once

this holds, we have the Cholesky decomposition J a1:(No—1) T J7 0 1:(No—1) = = —GG” and
thus PJ, + JIP = —-LGG”L” which indicates that PJ, + JTP is negative definite,
and thus Jg 1. (nvy—1) + JT 1) is negative definite. Note that in the steady state the

mw-bp policy satisfies that Z Pt =0, Vi, and g“ 1 >0 1 <0, Vj # i when

Jlaq

) gq
a — oo. We have that J 1.(n,—1) is diagonally domlnant in any column. Now we show

that (Jql (No 1))T is diagonally dominant in any column as well. This stems from

it <0, Vj # i and (3.18) which indicates 2] 1 853; 2 = (), Vi. Therefore

8gsid
8QS,L >O’ 8‘1

Jg1:(vo—1) + J7r g 1:(No—1) is diagonally dominant in column and all its diagonal entries

are negative, which guarantees that it is negative definite.
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Chapter 4

Queue Stability in Networks with
Bounded Node Buffers

In this chapter, we consider the problem of network stability in finite-buffer systems.
We observe that finite buffer may affect stability even in simplest network structure.
For single-commodity systems, we propose a sufficient condition, which follows
the fundamental idea of backpressure, for local transmission policies to stabilize
the networks based on ODE stability theory. We further extend the condition
to multi-commodity systems, with an additional restriction on the coupling level
between different commodities, which can model networks with per-commodity
buffers and shared buffers. The framework characterizes a set of policies that can
stabilize buffered networks, and is useful for analyzing the effect of finite buffers on

network stability.

4.1 Motivating Example

We explain the motivation of reconsidering transmission policies to guarantee queue
stability in networks with bounded buffers. The introduction of finite buffer size may
affect stability even in simplest network structures. Consider the example in Fig. 4-1.
The system transmits two commodities with arrival rate A\; and A9, and destination

node 77 and 75 respectively. Both commodities share the buffer of node K on their
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paths. For the link (¢, K) where ¢ = 1,2, we implement the backpressure routing
policy [22], where link (¢, K) transmits with rate equal to the capacity value c¢/x
when the queue backlog in node ¢ is longer than in node K, while otherwise it does
not transmit. Furthermore, we do not allow buffer overflow, i.e., when the buffer
in node K is fully occupied then no new commodity will be transmitted to K. For
packets departed from node K, the service rate of commodity ¢ is u,, and we assume
for each commodity it serves in a first-come-first-serve manner, where in every time
unit the first p, commodity ¢ packets in the buffer are sent to destination 7j.

We consider the case where A\; > 3, i.e., commodity 1 is overloaded, and we
figure out that the finiteness of buffer size of node K affects the stability result for
commodity 2. When by is infinite, backpressure guarantees that commodity 2 will not
be increasingly backlogged in the networks under A\, € [0, 3], which means commodity
2 is stabilized, as py = 3 is the corresponding minimum cut value. However, this may
not hold when b, is finite. Consider the example that bx = 6 and both commodities
account for 3 units of packets initially in Fig. 4-1, then within 1 unit of time, all these
packets are served due to u; = g = 3, and 8/(4+48) x 6 = 4 units of commodity 1 and
4/(4+ 8) x 6 = 2 units of commodity 2 are injected into node K to fill in the buffer
again. Note that queue backlog of commodity 1 takes up higher ratio in node K, and
following this process, finally the number the actual throughput of commodity 2 will
be 1.5, as we can calculate that there is averagely 1.5 units of commodity 2 packet
in node K. Therefore only under Ay € [0,1.5] can commodity 1 be stabilized, which

means if Ay € (1.5, 3], node 2 will be overflowed, due to finite buffer at node K.

4.2 Single-Commodity System

In this section, we introduce the ODE model for single-commodity systems in buffered
communication networks, and utilize ODE stability theory to study network stability.
Specifically, we reveal a general sufficient condition for local policies to stabilize the
systems. The results, with explicit guidance for transmission policy design in practice,

serve as the basis for our analysis of multi-commodity systems and are the main
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Figure 4-1: Finite buffer may affect stability result. On the right is an example
of the queue dynamics in node K following the backpressure policy. The dashed
frame denotes the packets to be served at the current time step. In the final state,
the average number of commodity 2 packet in the buffer is 1.5, which arises from
1.5 = ’“ Ok with details deferred to Section 4.3.3. Therefore the actual throughput
of commodlty 2 is 1.5, less than py = 3, due to the finite buffer.

technical contribution of the work in this chapter.

4.2.1 Basic Setting

Given an acyclic directed network G = (V, £) with |V| = N nodes and || = M links.
Each node 7 has a queue buffer, whose size is denoted by b;. The queue length at
node i at time ¢ is denoted by ¢;(t), where ¢;(t) € [0, b;], Vt. We use an N x 1 vector
q(t) to denote the queue length vector of the system, and denote Q = x¥,[0, ;]
as the set of feasible queue length vectors, where x, denotes the N-dimensional
Cartesian product. Packets in the buffer of node i can be transmitted to an adjacent
downstream node j through link (i,7) € £. The transmission rate on link (7, j) at
time ¢, denoted by g¢;;(¢), captures the number of packets transmitted over (i, j) in a
time unit. Each link (¢, j) is associated with a capacity value ¢;;, which is the largest
flow that link (¢, j) can transmit at any time. Specifically, 0 < g¢;;(t) < ¢;;, (i, ) € €.

In communication systems, the transmission rate g¢;;(¢) on each link (7,7) is
generally determined by the controller at node 7, according to the queue length

vector q(¢) and network configurations, including link capacity values {c;;}(; j)ee and
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node buffer size values {b; };cy. Therefore g;;(t) is also referred to as the transmission
policy over link (¢,7). In this work, we consider a set of local, stationary policies
that do not allow buffer overflow. (i) Locality: We say that a policy is local if g;;(t)
depends only on ¢;(t) and g;(t). Local policies are attractive due to their simple
implementation and light communication overhead for information exchange. This
definition is to some extent extremely local as in reality, node ¢ can have information
on all g(t)’s for (i,k) € £. However, we show that even with this restricted queue
information, a policy can stabilize the network under certain general conditions with
clear physical intuition. (ii) Stationarity: A policy is stationary if it does not depend
on time explicitly. Note that stationary policies can depend on the network state
(e.g., queue size, channel conditions); i.e., a local policy g;;(t) can be denoted by
9ij(qi(t), q;(t))*. We neglect the notation ¢ in the following unless specified. (iii) No
buffer overflow: Any link (7, j) must stop packet transmission once the buffer of node
J is saturated, i.e., g;; = 0 when ¢; = b;. In addition to the above three constraints
on the policy, we naturally have ¢g;; = 0 when ¢; = 0, which means link (¢, j) has
nothing to transmit when the buffer of upstream node 7 is empty. For technical
convenience, we assume g;;(¢;,q;) is first-order differentiable with respect to ¢; and

¢;, and we show that it can well approximate discrete policies in Section 4.2.2.

Packets are injected into the networks at their source nodes. We denote the packet
injection rate at node i as \;(t) and assume that \;(¢) is independent from the queue
length vector q(t). Packets may depart from the networks at any node, and we model
this by introducing a meta destination node T' to receive the departing packets. The
transmission rate from node i to 7' is g;7(¢;), purely based on ¢; under the local policy,
and the capacity is denoted by ¢;r := u;, where p; denotes the maximum departure

rate at node 1.
We now formulate the ODE to characterize the queue dynamics. The general form
is given by,

a="0 =) (4.1)

1 A local policy g;;(t) should also depend on ¢;;, b; and b;, but for brevity we neglect them in the
notation as they do not vary with time.
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where f(q) := [fi(q)]¥, € RY denotes the system dynamics. Due to flow conservation

at each node, under the local policy we define earlier, we have for Vi € V,

fila) = Ai(t) + Z ki (qr ¢i) — Z 94 4;) — 9ir(¢5)- (4.2)

k:(k,i)e€ j:(4,9)€E
In the above dynamics, the term \;(t) + Zk:(k,i)ef 9ri(qk, i) denotes the total packet
inflow rate to node i, while the term ., ¢ 6ij(di, ¢j) + gir(¢;) denotes the total

packet departure rate from node 7.

4.2.2 Stability Analysis

Next, we study network stability of the dynamics (4.2) under local policies. We
consider the queue length stability, as given by Definition 4.1.

Definition 4.1. The system (4.2) is queue length stable if Vi € V, lim;_,, sup ¢;(t) <

0.

Queue length stability ensures the boundedness of the queue backlog at each node.
In a system with finite buffers, where overflow is not permitted, instability can only
occur at the nodes with unbounded buffers (i.e., source nodes). We note that the
assumption of “unbounded” buffers at the source node captures the reality that in
many systems internal buffers are small, and buffers at source nodes are relatively
large. It is also a useful modeling tool that captures the impact of finite buffers on
congestion by “pushing” congestion to the source nodes. Finally, we note that it can
be easily shown that queue stability at the source nodes implies rate stability, which
is a more meaningful notion of stability in finite-buffer systems?.

We study the queue length stability based on the stability analysis of the
equilibrium points of ODE system.

Definition 4.2. q* is an equilibrium point of the system (4.2) if f(q*) = 0.

2Rate stability implies that the arrival rate is equal to the departure rate [97].
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*

The stability of an equilibrium point q* is defined based on either a Lyapunov
function or the Jacobian matrix. In this work, we take the latter way to define

stability.

Definition 4.3. The equilibrium point q* of an ODE system (4.2) is asymptotically

stable if all the eigenvalues of the Jacobian matrix J at q*, i.e.,

J

q=q*, i,j=1,2,...,.N

have negative real parts.

An equilibrium point of an ODE being stable means that the dynamics will not
move away from this equilibrium under small disturbances, which is different from
queue length stability. In the following, our goal is to connect the notion of equilibrium
point stability to queue length stability. The intuitive idea is that if the system
n (4.1) has a unique asymptotically stable equilibrium point, then queue length
stability follows as the dynamics will not diverge to infinity. Specifically, we first
seek a sufficient condition for a policy ¢;;(¢;, g;) such that any equilibrium point g* is
asymptotically stable, which ensures local queue length stability. We then extend it
to a global condition which guarantees the global queue length stability.

Local Result

We first derive a sufficient condition of the local policy such that an equilibrium point

of the system (4.2) is asymptotically stable.

Theorem 4.1. For a local policy, if there exists an equilibrium point q*, such that at
q=q",
09i3(9:,9;) 99i3(9:,9;) o
g > 07 5 < Oa V(Z7]> € ga
Oai 94; (4.3)
ola) > 0, Ji€ Y

then the ODE is asymptotically stable at q*.
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Proof. (Sketch) According to (4.2), given any node u € V, and for Vi =1,..., N,

0, (i,u) € &, (u,i) ¢ E,i#u
_8giu(‘1i7qu), iu) € E
D T (4.4

agug(;lz.y%)7 (u,l) e g

1=u

| Zkuree 25 = T pee gartth — 2rliel,

Under the condition (4.3), we can verify that all the diagonal entries of J are
negative, and [Jy| > >, [Jrl, Vi € V. Hence J is a column diagonally dominant
matrix. This indicates that all the eigenvalues have non-positive real parts by the
Gershgorin circle theorem [109], and starting from this fact, we can further prove that
all eigenvalues have negative real parts under (4.3), with details deferred in Section

4.5. [l

Theorem 4.1 conveys that under any local policy so that the two conditions in (4.3)
hold, the network will be queue length stable given the initial queue length lies in a
sufficiently small neighborhood of the equilibrium point. The first condition is related
to the intuition of the backpressure policy [22]: The fluid flows from high pressure
nodes to low pressure nodes. The queue length represents the pressure, and once the
pressure at the upstream node 7 increases, then pressure difference increases for ¢ and
J thus ¢;;(q;, gj), the flow over (7, j), should be larger; in contrast, once the pressure at
the downstream node j increases, the difference decreases and thus g;;(¢;, ¢;) should
be smaller. The second condition means there exists at least one node (egress node)
where packets can depart from the network , and the departure rate increases as more
packets accumulate in the buffer. We show later in this section specific examples of
network policies, including backpressure, that satisfy both conditions.

Different from prior works proposing and proving queue length stability under
a specific policy, Theorem 4.1 presents an explicit and intuitive condition which
generalizes a set of local policies that can guarantee an equilibrium point to be

stable, with no limitations over the buffer setting embedded in the policy function
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Global Result

Theorem 4.1 can only guarantee local stability. In Theorem 4.2 we extend to a global
stability result, by identifying a sufficient condition for the local policy to have at
most one globally asymptotically stable equilibrium point, which is a crucial step

towards queue length stability.

Theorem 4.2. If for all queue length vector q € Q, the policy ¢;i(qi,q;) for
any (i,7) € & satisfies (4.3), then (4.2) either has a unique asymptotically stable

equilibrium point or does not have any equilibrium points.

Proof. Suppose there exists more than one equilibrium point, then the ODE system
must have some equilibrium point q that is not asymptotically stable. However, by
Theorem 4.1, since (4.3) holds at q, then q should be asymptotically stable, which is

a contradiction. O

Theorem 4.2 ensures that any equilibrium point is unique and asymptotically
stable when all feasible queue length vectors satisfy (4.3) under a local policy. This
indicates that under such a policy, the problem to determine the queue length stability
of the system can be reduced to determine whether there exists any feasible solution to
the equation f(q) = 0. This reduces the network stability problem to a feasibility test
problem of N-dim equations, which facilitates network stability analysis especially

under large N.

To interpret Theorem 4.2 more concretely, we propose the following policy
examples that globally satisfy (4.3).

Policy based on Backpressure: At time ¢, each node ¢ compares its queue
length to the queue length of each of its downstream nodes j. If ¢;(t) > ¢;(¢), link

(i,7) transmits with its capacity value ¢;;, and otherwise it does not transmit. The
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policy can be formulated using differentiable rate functions as follows.

_ 1 1 .o
gw<qz7 q]) - 1+e—a(qi—q]-—e) 1+e—a(b]'—e—qj)c’ij7 V(/L)]) < g (45)

1 . P
9ir(q;) = Tt if 4 is an egress node

where a > 0 and € > 0 are preset values. It is easy to verify that (4.5) satisfies (4.3)
globally for any feasible q. The form of (4.5) matches backpressure under a — oo
and € := 1/y/a — 0, which transmits the packets from i to j with rate ¢;; if and only
if ¢; > ¢; and ¢; < b;, i.e., the buffer of j is not saturated. This shows that (4.5) is
an approximation to backpressure under sufficiently large a and small e. Moreover,
the form of ¢;r(¢;) guarantees work-conservation under a — oo and € := 1/y/a — 0,

i.e., maximum departure rate if there are packets in the buffer.

Policy based on Buffer Occupancy Level: Consider

9ij (¢, q5) = W% (1 — Z—j) cij, V(i,j) € &

1 apoe s
gir(q;) = Treea His if 7 is an egress node

We can similarly verify it globally satisfies (4.3). Taking a large enough and ¢ — 0
to guarantee ¢g;; = 0 when ¢; = 0. The transmission rate of link (7, j) in this policy
declines linearly with respect to ¢;/b;, the buffer occupancy level of node j. This policy
does not transmit with rate equal to link capacity when the downstream node’s buffer
is not empty, but Theorem 4.2 reveals that it can also stabilize the network if there

exists an equilibrium point for (4.2) under this policy.

4.2.3 Existence of Equilibrium Point

With Theorem 4.2, The remaining gap to proving queue length stability for a local
policy that satisfies (4.3) globally is to show that there exists an equilibrium point
for (4.2) under this policy. There is no well-known answer to this question except
verifying the feasibility of (4.2) directly. We identify one sufficient condition for

the existence of an equilibrium point in Lemma 4.1, proved by Poincare-Miranda

119



Theorem, a multi-dimensional version of the intermediate value theorem.
Poincare-Miranda Theorem [110]: Consider n continuous functions of n

variables, g1,...,g,. Assume that for each variable x;, the function g; is constantly

negative when x; = —1 and constantly positive when x; = 1. Then there is a point

in the n-dimensional cube [—1, 1]" such that ¢y, ..., g, are simultaneously equal to 0.

Lemma 4.1. Suppose that there exists finite values {b;}I, and {b,}}*, such that
for every node i and any q; € [l_)j,l;j], Vj # i: (i) when q; = b;, the policy leads to
fi(q) <0; (ii) when q; = b;, fi(q) > 0, then system (4.2) has an equilibrium point in
B = x (b, bil.

Proof. We can apply the Poincare-Miranda Theorem over the cube B := xX[b,, b;]
and taking g; := f; in (4.1), which ensures at least one q such that f(q) = 0. O

Lemma 4.1 is a general result for the existence of an equilibrium point in which
B requires specification for a particular policy. We consider the policy (4.5) as an
example to show how we can obtain B in Section 4.5. Combining Theorem 4.2 and

Lemma 4.1, we have the following theorem for queue length stability.

Theorem 4.3. For any local policy that satisfies the conditions in both Theorem 4.2
and Lemma 4.1, there exists a unique stable equilibrium point in B defined in Lemma

4.1, and the system is queue length stable (and thus rate stable).

Proof. Theorem 4.2 ensures there exists at most one stable equilibrium point, while
Lemma 4.1 ensures there exists at least one equilibrium point. Therefore there exists
a unique stable equilibrium point and thus starting at any queue length vector, the

dynamics will converge to the equilibrium. O]

Theorem 4.3 can be viewed as an extension to Theorem 4.2 which only adds a
sufficient condition for equilibrium point existence. The above stability results differ
from previous works in that (i) they capture a set of policies, and (ii) they can be

applied in systems with arbitrary buffer settings.

3In the proof, we do not follow the condition constantly negative/positive, instead we consider
constantly non-positive/non-negative. This does not affect our result as we consider the existence of
solution in a closed cube.
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4.3 Multi-Commodity System

We extend the above results to multi-commodity systems, where different
commodities are coupled due to shared links or buffers. We identify a sufficient
condition for queue length stability that is similar to the single-commodity case, but

with an additional condition on the coupling among different commodities.

4.3.1 Basic Setting

Suppose that the system consists of C' commodities. We use qi(e)

(t) to denote the queue
length of commodity ¢ at node i and time ¢, and an N, x 1 vector q'¥)(¢) to denote the
queue length vector for commodity ¢, where N, denotes the number of nodes on the
available paths of commodity £. We denote vector q(t) that concatenates {q)(¢)}¢,
as the queue length vector for the entire network. For commodity ¢, we denote the
arrival rate at node i as )\Z@ (t), the transmission rate on link (4, 7) as gg) (t), and the
departure rate to outside the networks at node 7 as gz-(% (t), where Ty denotes the meta
destination connected for commodity ¢.

We also consider local, stationary policies in the multi-commodity case with no
overflow permitted, namely the same conditions as for the single-commodity systems.

The queueing dynamics under a local policy for any commodity ¢ at any node 7 is

given by
q + Z gkz p_17 {q’L p_ )

k:(ki)e€

— > g A — gl ({a ).

J:(i,4)€€

(4.6)

4.3.2 Stability Analysis

We follow a similar pattern to the single-commodity case. We first derive conditions
for local queue length stability, and extend to a global sufficient condition that ensures
an equilibrium point q* to be globally unique and stable, which captures a set of local
policies that can achieve queue length stability for all commodities.

To study the stability at q*, we need to first introduce an important concept of
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block diagonally dominant matrix.

Definition 4.4. A matriz J is called a block diagonally dominant matrix if J can be

partitioned into the following C x C blocks

Jii Jip - Jic
J J e ]

I R e (4.7)
Joa Jep -0 Joc]

where J; ; € RNNi | the diagonal submatrices {J;;}<., are nonsingular, and for some
operator norm || - ||, ||J; ;|| > Zgzl’k# Jkll, Vi=1,...,C. J is called a block

strictly diagonally dominant matrix if the last condition is a strict inequality.

This definition is directly related to the system (4.6): Each block on the diagonal
(Je) represents the derivative of the dynamics of commodity ¢ with respect to the ql@
at each node i, while each off-diagonal block (Jy ¢) denotes its derivative with respect
to qu for commodity ¢’ # ¢, which reflects the coupling between commodities ¢ and
¢'. Intuitively, block diagonally dominance requires the total coupling effect of each
commodity ¢ (i.e. ZkC:Lk# [|Jek]]) to be relatively small.

Before proving our results based on the block diagonally dominant matrix, we

need to introduce the concepts of M-matrix and absolute norm, and a theorem [111]

about matrix eigenvalues.

Definition 4.5. A matriz is called an M-matriz if all of its eigenvalues have

nonnegative real parts and all its off-diagonal entries are nonpositive.

Definition 4.6. A norm ||-|| is an absolute norm if ||q|| = || |a| ||, where |q| denotes

the element-wise absolute value.

Theorem: [111]| Let matrix J be partitioned as in (4.7), and let J be block strictly
diagonally dominant. Further, suppose that —J;; is an M-matrix, V1 < 57 < C, and

the norm is an absolute norm. The any eigenvalue of J has negative real part.
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The theorem informs that we need to ensure three points to prove that
an equilibrium point is asymptotically stable: (i) J is block strictly diagonally
dominant; (ii) —Jy, is an M-matrix, V¢ = 1,...,C; (iii) the norm is an absolute
norm. The last point obviously holds when we apply the ls-norm. We have the

following lemma for (i) and (ii).

Lemma 4.2. Suppose that the Jacobian matriz J of (4.6) at an equilibrium point q*

under the local policy satisfies

e Block strictly diagonal dominance:

)\mln J[@']fg Z max E)

p=1,p#¢L

forvt=1,...,C.

(£) (£)
o M-matriz condition: For¥(i,j) € & andVl =1,...,C, 89},2) >0, 69@ <0, and

89

>0, eV
dq;

then the equilibrium point q* is asymptotically stable.

Proof. The block strictly diagonal dominance constraint is derived based on constraint

1347 > o Loz |1l under l-norm. Specifically,

19220 = s (0320 = (39707 = (A 30T0)

Therefore [|J3I7" = {/Amin(JsJT,) while the RHS Ztczl,t;ésHJt,SH is equal to

Zf:1 tots /\max(J;‘F,sJas) based on the definition of ly-norm. The M-matrix condition
can be similarly proved as Theorem 4.1 to show that under the condition, —J,, is an
M-matrix. Then all the eigenvalues of J have negative real parts based on [111], and

thus q* is asymptotically stable. O]

Compared with Theorem 4.1 for single-commodity systems, the block strictly
diagonal dominance in Lemma 4.2 is an additional condition for the restriction of

coupling level among different commodities, while for each commodity, the M-matrixz
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condition coincides with the conditions (4.3). In fact, in the case that different
commodities do not affect each other, the block strictly diagonal dominance holds
naturally as all the off-diagonal blocks are zero matrices, and thus Lemma 4.2 is
reduced to a C-fold version of Theorem 4.1.

Similar to the single-commodity case, we can obtain a sufficient condition of a local
policy such that (4.6) has a unique stable equilibrium point, reducing the stability

problem to testing the existence of an equilibrium point.

Theorem 4.4. Suppose that the conditions in Lemma 4.2 hold for any feasible q,
then there either exists a unique asymptotically stable equilibrium point for (4.6) or

there does not exist any equilibrium point.

4.3.3 Existence of Equilibrium Point

In terms of the existence of an equilibrium point, we similarly apply the
Poincare-Miranda Theorem. However since it can only capture cube form regions
of q, we can only obtain results for systems with per-commodity buffers, where
node ¢ allocates a portion of its buffer to each commodity ¢, with length denoted as

b\ which satisfies q bl(»é) and 25:1 bz(p ) < b;. For systems with shared buffers,

the constraint is Zp:l q§

1 7

P) < b;, not a cube, hence this theorem is not applicable.

Systems with shared buffers will be discussed in Section 4.3.5.

Lemma 4.3. For every commodity ¢, under the condition that there exists finite
values {b N and {b )} Y, such that for every node i, and q(g) 98], v £ i

=] ]
(i) when ql = b(é fe)( ) < 0; (ii) when q-(g = Z- ( ) > 0. There ezists a

_i?

7 ) Z

feasible equilibrium point q € B := X1 x5, b 5] for system (4.6).

Proof. The proof is a simple extension of Lemma 4.1 by applying its idea for each
commodity ¢. O

Note that Lemma 4.3 only decouples different commodities at node buffers, which
means it still applies when different commodities affect each other’s transmission rates

on shared links. Combining Lemma 4.3 with Theorem 4.4, we obtain the following
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result regarding queue length stability for all commodities. The proof is similar to

Theorem 4.3.

Theorem 4.5. For policies under the conditions of Theorem 4.4 and Lemma 4.3,
there exists a globally unique stable equilibrium point for (4.6), which guarantees queue

length stability for all commodities.

4.3.4 Rule of Thumb

Theorem 4.4 gives a sufficient condition to guarantee queue stability. However, the
coupling constraint is not an explicit form of the queue policy as in Theorem 4.1,
which impedes its practical usage. Technical difficulty blocks derivation of explicit
coupling conditions. In this section, we propose a rule of thumb in an explicit form
that benefits the queue stability in two folds: (i) For a system that is not stable,
adding coupling between different commodities following this rule drives the system
to approach or reach being stable; (ii) For a system that is stable, the introduction
of such coupling accelerates the convergence to the steady state. The result reveals
an easy-to-implement way to introduce coupling among the queueing dynamics of
different commodities that drives the network system to queue stability.

The idea is to quantify the effect of the coupling on the eigenvalues. Recall the
block matrix (4.7). Introducing the coupling changes the form of off-diagonal blocks,
which does not affect the form of the trace of the matrix, as it is only associated with
diagonal elements. Since the sum of the eigenvalues equals to the trace, then if the
eigenvalues of each diagonal block matrix J;; have negative real part, the eigenvalues
sum is negative. Given this fact, our rule of thumb is to balance all the eigenvalues,
which minimizes the maximum real part of all the eigenvalues since it determines the
convergence rate. Balancing the eigenvalues of the Jacobian J can be formulated as
an optimization problem that minimizes the quadratic sum of the real part of the
eigenvalues.

We first present our idea through a toy example: two nodes connected by a single

link shared by two commodities, and all the eigenvalues of J are real numbers. The
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corresponding queueing dynamics is

1

):)\g +91 ({Ch p_1a{QQ p= 1)
(1 1 1
5" = g5 (Y21, (a2 ) — 65 (@)
D= AP+ 0 (Y (Y

(2 2 2
is” = ¢ {aP 12, (Y2 ) — 99(a8?)

(4.8)

\

Under the assumption that the eigenvalues of J are all real, our objective is to
reduce Y72, A2. Note that 37 \? = trace(J?), then the objective can be expressed

as

2
Jl,l J1,2
Z )‘22 = trace 7 7 = trace(Jﬁl + J172J2’1 + J271J1,2 + J2272)
] 2,1 2,2

Since coupling only lies in the off-diagonal matrices, then the objective function with
respect to the coupling satisfies trace(J; 2Jo1 + Jo1J12) = 2trace(J;2J21) due to

the fact that commutation does not affect trace value. The objective is an explicit

function of the off-diagonal Jacobian matrix, which is

0 16) 16)
Tia =] g b | S = 69_” ogl?
aq§2) aqé2) 81]51) 8qél)
and thus
B B (2) a B (2) o (1)8 (2) B )a
trace(Jy2Jo1) = ( 9%22) 9(1) i 9%2) g() . gg) 9%12) i 912 912
0q,” Oq 6q2 8€I1 dq,” 0q5 892 8Q2

(4.9)

Our goal is to reduce the objective function, therefore one rule of thumb of the

policy is to satisfy

o 8 o (p)6 (»)
0y 0 g Q900 1 (1,2, p Ao (4.10)
891 a‘h 8q a
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under which each of the four bracketed terms in (4.9) to negative. Therefore for this
link (1,2) and the two commodities sharing this link, with this condition, it achieves

more balanced eigenvalues compared with non-coupling case.

(»)
The intuition of (4.10) is as follows. (i) For 691@2) Zg(f) < 0, suppose that when q§ )

. 2) . . g
increases, g%z) increases, i.e., 9}12) > 0, then an increasing g§2) tends to decrease qi ),

and an intuitive idea to balance the two commodities is to increase g( ) to prevent

(1) (»)
the gap g§2) — gu) from being too large. This means Z‘qg) < 0. (ii) For 291(12) Zg}f) <0,

it shares the intuition with the condition in Theorem 4.2, which means the flow of
commodity p on link (i, j) follows different trends when q ) and q ) shares the same
changing direction. This balances the gij to fluctuate around an intermediate value
and impedes it from reaching extreme values, either occupying the resource of or fully
sacrificing itself for other commodities.

This result can be extended to multiple commodities sharing a link, as Lemma

4.4 indicates.

Lemma 4.4. Consider a system with a single link (1,2) shared by C' commodities,

then Z;g:l > 1z trace(Jp dip) <0 if

3995) 0012 _ 0915 91

<0, ple{l,2,...,C}, p#£l 4.11
94, dq” (" 0g)) { } i

Proof. Based on extending (4.8) to C' commodities, we can derive that

Z Z trace(J,,J;,)

p=1 lsﬁp
[
S ( >ag§?> . ( 9913 gt} ) . (_ 9913 ag&?) . (agu ag““))
l
==\ og” og" 94y dq" g dgy 9" g
and the condition (4.11) guarantees that each bracked term is non-positive. ]

Lemma 4.4 characterizes a rule of thumb to introduce and utilize the coupling to
balance the eigenvalues on a single link. Following the idea, we can extend the result

to multi-hop networks, where each link satisifies the condition (4.11) with an extra

127



condition regulating the coupling of all upstream and downstream links at each node,

stated in Theorem 4.6.

Theorem 4.6. Consider a multi-hop network shared by C  commodities, then
25:1 > iy trace(Jp Jip) < 0 if (4.11) holds for each link (i,j) and at each node i,
Vp=1,...,C,

( (p)
8g 892“ .. ..
aqz(]) (7' .]1>7 (%]2) €&
9" 89“’1 . .
dq IE) dq ]212) > 0 v(kla 2)7 <k27 Z) et (412)
F) (p) ag(p)
\ ag(l) dq (l) < 0 v(k Z) ( ) € S

The extra condition (4.12) has following intuition. Consider an arbitrary node
99®) §q®)
i. (1) glé% ag?j > 0 means the coupling between commodity [ and p should be in

(2) 5o(P)
same direction for all downstream links of node i; (ii) o T ag'g)’ > 0 means the same
. . . . ...Z <p) Bg(p>
direction also holds for all upstream links of node ; (111) 2 o ( < 0 means that

1 z

the dependence of any upstream-downstream link pair of node i are opposite. The
condition (4.12) in fact echoes the underlying idea of Lemma 4.1 (also the M-matrix
constraint in Lemma 4.2), under which all upstream (downstream) links of a node i
share the same trend, while an upstream link and a downstream link share different

trend, taking partial derivative with respect to ¢;.

4.3.5 Shared buffer Case Study: Switched Networks

In networks with shared buffers, one commodity may fully occupy a shared buffer
and thus squeeze out other commodities, which may induce the instability of these
commodities. While we have not been able to obtain results for general networks
under this setting, we can obtain explicit results over single-hop network structure as
Fig. 4-1, which serves as the basic structure for server farms [29] and switches in data

center networks [17].
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Consider the policy based on backpressure (4.5) for the system in Fig. 4-1. Let

0 _ 1 . B
e YN G R O V(i,j) €€, L=1,2
1+e 9T
ﬁ — 1
K= D_ @ _

1e 2Kk —aK "~

where a — oo and € := 1/y/a — 0, and we can then write the queueing dynamics as

M= - C1K04(11125K7 Qg) = CIKO‘g})(ﬁK - ”10‘%)T

65" = Ny — a0 Bic, i) = Corc O Bic — piaaey We assume ¢ > piy and cac > oo,
then the admissible region for (Ay, A2) is [0, uq] X [0, uo]. If both commodities have
arrival rates interior to the admissible region, then the network is queue length stable
for both commodities under (4.5). However, suppose that commodity 1 is overloaded
(A1 > p1), Lemma 4.5 shows that under ¢15 /1 > cox/pi2, Ao < p2 does not guarantee
the queue length stability of commodity 2, which explains the instability example

given in the introduction (Fig. 4-1) due to the non-existence of equilibrium point for

the subsystem (4.3.5).

Lemma 4.5. For the 2-commodity toy system in Fig. 4-1, suppose that A\y > py and
Cii/p1 > ok /2, then under the (4.3.5) and (4.3.5), the subsystem (4.3.5) has an

equilibrium point if and only if A2 € [0, Z-ca] C [0, p1a).

Proof. To guarantee that the subsystem (4.3.5) has an equilibrium point, we need have
qu) =0 and qﬁ? =0ie., Ay = CQKO&)(BK = ma%. To capture this, we first identify
the value of k. Since ¢ix/p1 > cai /2, then when node K saturates, commodity
1 will squeeze out commodity 2 and dominates in node K, hence aﬁz — 1 as queue
backlog at node 1 increases to infinity and a%)T — 1 since there exists positive queue
backlog length of commodity 1 in node K. Since node K has finite buffer, then when
t — oo we should have

CL(%) = ClKaS)(ﬁK - #1051% = cixPBx — 1 =0,
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and thus Sk = uy/c1x. Then we require

)\2 = CQKOZQKB 2K -

MlczKa(Q) [0’ MlCZK:|
CiK

1K

to ensure the existence of an equilibrium point, and [O, '“;L] C [0, u2) because
1K

cii /> Car/ pa. O

Lemma 4.5 quantifies the shrinkage of the range of Ay under which backpressure
can stabilize commodity 2. The result can be extended to Theorem 4.7, where C'
commodities shares a single buffer in the one-hop system as shown in Fig. 4-2.
Theorem 4.7 identifies the maximum arrival rate of each commodity to guarantee
the existence of an equilibrium point for the subsystem of each commodity under the
policy based on backpressure, in the form of (4.3.5), when overloading occurs on one

commodity. Proof of Theorem 4.7 is similar to that of Lemma 4.5 above.

Figure 4-2: One-hop system with C' commodities

Theorem 4.7. For the system in Fig. 4-2, assume that c;xc > p;, Vi =1,2,...,C,
and w.l.o.g cix /1 > cjx/p; for Vi, j, 1 <i < j < C. Suppose that commodity { is
the only overloaded commodity (N > pe), then there ezists an equilibrium point for
the subsystem of commodity p (p # £) with A\, € [0, u,) forp =1,2,...,0 —1 and
with Ay € [0, pecprc/cox] C [0, pp) forp =10+ 1,...,C, under the policy in the form
of (4.3.5) for every commodity.
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4.4 Summary and Future Work

In this chapter, we propose an ODE model that can capture the dynamics of buffered
communication systems to study network stability. For single-commodity systems,
we propose a sufficient condition for a local policy to stabilize the network. The result
characterizes a set of policies, and captures systems with arbitrary buffers. For such
policies the network stability problem is reduced to an problem testing the existence
of an equilibrium point for the ODE system. For multi-commodity systems, we extend
the condition by incorporating an additional condition on the coupling level between
different commodities, and explain the existence of an equilibrium point in different
buffer settings. Future work includes obtaining necessary conditions for network
stability, and the analysis of other network performance metrics such as throughput,

delay, and fairness using this framework.

4.5 Chapter Appendix

4.5.1 Proof of Theorem 4.1

The basic idea is to use Theorem 4.8 to show all the eigenvalues of J at the equilibrium

point under (4.3).

Theorem 4.8. [108] All the eigenvalues of a matriz J € RN*N have strictly negative
real parts if and only if there exists a symmetric positive-definite matriz A € RN*N

that satisfies AJT + JA is negative definite.

We prove the existence of a diagonal matrix A := diag{a;}}¥, with a; > 0,Vi =
1,...,N so that AJ + JTA is negative definite. The proof relies on the notation
Jo=J — A, where A := diag {—aagf}jvl, and the following Lemma 4.6, with proof
in Section 4.5.2.

Lemma 4.6. 38 € RY such that Jo6 = 0.
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Denote Q := AJ 4+ JT A, where we can obtain

9gij gij - .
—a; 9q. + &j da: ? ? 7£ J
Qij — 4 4 ] (4.13)
2a; (Zk:(kz ce B =D Lnes aqil agTZ;I> 1=

We show that there exists a negative vector a := {a;;}(; j)es so that

N
0g;
2 T
ZTQZ = (E)eg O (aizi — aij) -2 E 1 a; aql 212 (414)
i:(4,j i=

where «;; is a function of the entries in J. Once (4.14) is proved, then Vz € RV\0,

z'Qz < 0 due to the existence of i such that ag;? is negative.

Based on Lemma 4.6, there exists § € ]Rf so that Jo6 = 0. Take A =
diag{0; '}, ie. a;=0;' >0, Vi=1,..., N, and take

09i
aq]

0gij
0¢;

aij = 5 + (S]

which is negative under the condition g” > 0, %i” < 0. Then based on (4.13), we
can show the LHS of (4.14) is

||M2

zzZ +2 Z Q’L]ZZZ]

1<i<j<N
Y9 dg dg
ki i 2
= — — 2 z
Z:: 0; k-(;):eg 9q; Z 9q; '
i (ki Ji(ig)e€
N
1 0gi; 1 0gy; gir
+ 2 Z (——J—— j)zizj—QZai 22
1<icj<N 0; Oq; d0; Oq; i—1 Iq;
N N dg
T 9
=1 k:(kjg)e€ 7:(4,9)€ 1<i<j<N =1

(4.15)
where the equivalence of the coefficients of z? for any ¢ in the last equation is due to

Jod = 0. Tt is trivial to verify the coefficients of {27}, and {z;;}1<icj<n in (4.15)
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match to the RHS of (4.14)%. Thus we obtain the proof.

4.5.2 Proof of Lemma 4.6

Proof. Note that Jj is not full rank as we can verify 17J, = 0. Therefore there exists
an eigenvalue 0. Denote the eigenvalues of Jg as {\;} |, without loss of generality that
they are sorted with non-increasing real part: Re(A;) > Re(Ag) -+ > Re(Ay). Since
Jo is diagonally dominant and all diagonal entries are negative, thus Re();) < 0 by
the Gershgorin circle theorem [109]|. Therefore \; = 0. Suppose \; := r; + ju;, Vi # 1
where r; < 0.

Denote Jg = Jg + 01. Since all diagonal entries of Jy are negative while all the
off-diagonal entries are non-negative. Then 36 > 0 so that Jy is a matrix with all
entries non-negative. Since the network is acyclic®, it does not contain any strongly
connected component. Therefore Jy is a irreducible non-negative matrix [112], to
which the Perron-Frobenius theorem [112| can be applied: For such ¢, there exists a
real eigenvalue > 0 such that (i) 3v € RY so that Jsv = rv, and (ii) any other
eigenvalue of Js has smaller magnitude than r.

The -th eigenvalue of Jy, denoted as S\i, equals to \; + 0. Note that {/N\z}f\i1 are
not necessarily sorted in non-decreasing real part, where A1 = 0. Take 6 so that the
matrix is non-negative.

Step 1: Consider the case where J; has no pure imaginary eigenvalues.
In this case, ; < 0, Vi # 1. The eigenvalues of Jy is M=20 N=r+0 + ju;.
It is easy to verify that by taking ¢ > max;.;4; {—2%}, we can guarantee that
6=\ > |5\z\, Vi # 1, which means A\; = # = r. Thus the eigenvector, denoted as v,

of Jy associated with eigenvalue r, is positive. Therefore
Jov=(Jog+0)v=rv=0v

Thus Jyv = 0. This v is the § that meet our condition.

4For (i,j) ¢ &, gi; = 0 and the coefficient of z;z; is 0.
5In fact it only requires the available paths of the commodity is acyclic.
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Step 2: Prove that J; does not contain pure imaginary eigenvalues. It
is to show there is no i # 1 such that r; = 0 and u; # 0. We prove by contradiction.
Suppose that there exists a pure imaginary eigenvalue. Then it is A9, and A3 is
also pure imaginary which is the conjugate of A\s. Then there exists 6 such that Jy
is non-negative, and |\s| = |Xo| > |A| > |\s|, @ > 4. Then by Perron-Frobenius
theorem, A3 = A3 + 6 should be a real positive eigenvalue of Jy, which contradicts

that A3 is pure imaginary. Therefore we get the proof. m

4.5.3 Example of Lemma 4.1

For the policy (4.5) based on backpressure, if we suppose that

)\ + Z & < Z Cij + Cirs
k:(kyi)eEE j:(i,j)EE
then we can set b, = 0, Vi € V. We can then set the values of {b;}?, such that
(i) b; > by, for any link (j, k), and (ii) b; < b; — &; for any node i with finite buffer,
where ¢; is a positive constant close to 0. We can verify that for ¢; = f;(q), when

¢i = b; =0, then

fl@=X+ D gi(a0)— D 6i(0,4;) — gir(0)
ke (

(kji)ER j:(i,5)EE

=\ + Z Gri(qr,0) > 0

ki(k,i)€E

and when ¢; = b;, note that for any node j such that (,5) € E, g;;(b;, q;) = c;; since
€ [0,b;] € [0,b;) N[0, b;), therefore

fl@=X+ > gulanb)— > i) — gir(b)

k:(ki)eE J:(i.j)eE
<\ + Z Ci — Z cij —cr <0
k:(kji)eE j:(i,5)eE
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Therefore the conditions in Lemma 4.1 holds, which implies the policy (4.5) can
ensure a unique stable equilibrium point, and thus render the networks to be queue

length stable.

4.5.4 Necessity for Queue Length Stability

We have proposed the sufficient condition for the policies to stabilize the networks.
Here we add more discussion over the necessary condition. We first pose a toy example
that the sufficient condition is not necessary. Consider a two node system where the

queue dynamics® are

G =—g12(q1,92) = — (¢t + 63 —5)(¢f + ¢ — 1)

Go=g12(91,92) = (@ + @3 = 5)(¢f + 43 — 1)

The set of equilibrium points is {(q1,¢) : ¢¢ +¢5 = 1U ¢ + g5 = 5}. Inside, the
stable points can be obtained by the two eigenvalues of the Jacobian matrix J, where
A =0 and Xy = 4(q2 — ¢1)(¢ + ¢5 — 3). The set of stable points, denoted by S,
contains all the queue length vector (qi, ¢2) such that that Ay < 0. The set of stable
points obtained from our proposed sufficient condition in Lemma 4.1, denoted by 5,
is

9912

a912 2 2 2 2
2 —3)>0, 22— —3) <0
o0, (g +aq; —3) >0, 90, ¢@(q +q; —3) <0}

It can be easily verified that S’ is a proper subset of S, where point (q1,¢2) =
(1/2,4/3/2) belongs to S but not to S’

Although not acquiring explicit necessary conditions, here we propose a potential
idea to solve this problem based on the concept of unstable manifold for an equilibrium
point [113], which can be interpreted as the set of points in the space, once given as
the initial point, that achieve the equilibrium point when taking ¢ — —oo. Similarly
the stable manifold is defined with only difference at taking ¢ — oco. For example, in

the 2-dim system ¢; = —q1, ¢2 = g2 + ¢3, the unique equilibrium point is (0, 0) which

6We can translate the origin such that the queue length are nonnegative.
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is a saddle point. The stable manifold of it is {(¢1, g2)|g2 = —¢3/3} while the unstable
manifold is {(¢1,¢2)|¢1 = 0}. In this system, we can observe that ¢ — oo primarily
result from the unstable manifold {(qi1,¢2)|q1 = 0} being unbounded, therefore we
may naturally conjecture that once the policy guarantees the unstable manifold of
any equilibrium point to be bounded, we can ensure network stability as the queue
length is prevented from going to infinity. We formalize this as a conjecture that may

enlighten the future exploration over this problem.

Conjecture 4.1. A necessary condition for the policy to achieve queue length stability

is that it can ensure that for every equilibrium point, its unstable manifold is bounded.
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Chapter 5

Routing Attack on Network Overload
with Static Routing

In this chapter, we consider a network where a subset of the nodes have been
hijacked and is subject to a routing attack, and quantify the ability of network
adversaries to induce network overload through a routing attack. We develop
routing attack strategies for two objectives related to overload: no-loss throughput
minimization and loss maximization. The first objective attempts to identify a
routing attack strategy that minimizes the network’s throughput that is guaranteed
to survive, and the second objective simply attempts to maximize the throughput
loss. We propose a polynomial-time routing attack algorithm that minimizes no-loss
throughput for general multi-hop networks. In contrast, we demonstrate that finding
the optimal routing attack strategy for loss maximization is NP-complete even in
single-hop networks. We develop two approximation algorithms with multiplicative
and additive guarantees respectively for single-hop networks, and validate the
near-optimal performance of the proposed algorithms over a wide range of network
settings. Our results quantitatively confirm the significant threat posed by routing
attacks, and demonstrate that our proposed algorithms can be used as benchmarks
to quantify the overload risk given arbitrary sets of hijacked nodes and to identify

the critical nodes that should be shielded against routing attacks.
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5.1 Network Models and Problem Definition

In this section, we introduce the multi-hop and single-hop network models, along with
basic definitions including routing and attack policies. We then define the problems
of finding the optimal routing attack to minimize no-loss throughput and maximize

loss.

5.1.1 Network Models

Multi-hop network

We define a multi-hop network as a graph G = (V, &), where V denotes the set of
nodes and & denotes the set of edges, with [V| = N and |€| = M. Node indices are
1,2,--- N, and (7,7) € & if there is a link from node i to j. Denote the traffic flow
over link (4, ) by fi;. Each link has capacity ¢;; which is the maximum transmission
rate over (i,j), i.e., fi; € [0,¢;;]. We treat (i,7) and (j,7) as different links. We
start by considering a single commodity, with node 1 as the source and N as the
destination.

The network traffic may have multiple available paths from node 1 to N, where
each network node dispatches the traffic to its connected nodes. We define the
dispatch ratio vector at a non-destination node i as a vector x; € R, where each
element x;; denotes the fraction (ratio) of traffic sent from node i to its connected node
J among the total traffic at node ¢, and z;; = 0 for (7, j) ¢ £, and Z;VZI x;; = 1. We
call x; the routing policy at node i, and X = [x;];=1.. y denotes the routing matric
of the network!. We validate this definition of routing policy through Proposition
5.1, which shows the equivalence between the above dispatch ratio characterization
and the common multi-path characterization [19]. Henceforth, we will solely use the
dispatch ratios to model routing. We give an example of a routing policy in Fig. 5-2(a)

where at source node 1, (z12,213) = (0.5,0.5).

P

Proposition 5.1. Suppose there are P paths {Pathy},_,, where a fraction 0,

!xn = 0. We put node N in to keep the dimension equal to network size.
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of the traffic takes Path,. The corresponding routing matriz X satisfies x;; =

5ij/2k:(i,k)eé’ Bk, V(i,j) € &, where Bij = Zp:(i,j)ePathp 01” and Lij = 0, V(i,j) ¢ &,
where (1,7) € Path, if link (i,7) is on Path,,.

We can characterize the overload at a link (i,7) using the definition of routing
policy. If the traffic to be sent through (4, j) exceeds ¢;;, i.e., (Zk:(k’i)eg fm) Tij > Cij,
then link (7, 7) will be saturated, i.e., fi; = ¢;j, and we say that overload occurs at
(1,7), where the excess traffic (Zk:(k,i)eg fk,> z;; — ¢;; will be dropped, and lost.

We define the upstream and downstream node set used in algorithm design. The
upstream node set of a node 4, denoted by V;| contains all the nodes except i that
have a path in the available path set to transmit traffic to ¢ under the routing matrix

Vdoun - contains all the nodes

X. The downstream node set of a node i, denoted by
except ¢ to which there exists a path in the available path set starting from i. We
define a node j € V" to be a connected downstream node of i if further (i, j) € €.
We define a link (4, k) to be a downstream link of node i if j,k € V#»n U {i}, and a
connected downstream link of node i if further j = i. Note that V;"NV@wn = () holds
in directed acyclic networks, while there may exist nodes that are simultaneously the
upstream and downstream node of a node ¢ in general networks. The framework and
analysis in this work hold for general networks. However, for ease of understanding

we use examples with V7 N Vdown = () for explanation, as in Fig. 5-2(a) we have

VP = {1,3} and Viour = {4,6}.

Single-hop network

A single-hop network contains a set of source (ingress) nodes and destination (egress)
nodes. Examples include server farms, switched networks, and the basic structure of
data center networks like Fat-Tree [17| and Clos [1], as shown in Fig. 5-1(a) and (b).
We show in Section 5.3 that we can obtain theoretical performance guarantees for
our proposed attack algorithms under single-hop networks.

A N, x Np single-hop network is a bipartite graph G = (V, £) with V := {Vs, Vp},
where Vg and Vp represent the set of source and destination nodes respectively, and

& denotes the set of links between Vg and Vp, and |Vs| = Ng and |Vp| = Np. Denote
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Figure 5-1: (a) Switch network; (b) Server farm; (c) Bipartite graph (in the dashed
box) with meta source sy and destination dy

the 7th source node by s; and jth destination node by d;. Each traffic flow is injected
into one of the source nodes and departs from one of the destination nodes. We use
slightly different notations and objectives in single-hop networks as follows. Denote
the traffic arrival rate at source s; by A;, the service rate of destination d; by pu;,
and the transmission rate over link (s;,d;) by f;;, with their corresponding vector
forms being X := {\}N5, p = {uj}jyj’l, and f = {fi;} @ ee, respectively. Denote
the routing policy at s; by x; = {xij}djev[,' We consider sufficient capacity for links
between Vg and Vp so that they will not be saturated, with a primary focus on how
a routing attack at Vg affects overload at Vp [18,29]. Overload occurs at d; € Vp if

SN Niwy; > i under routing matrix X.

We can transform the single-hop structure to a single commodity starting from
a meta-source Sy, connected to each source in Vg, to a meta-destination d, that
receives traffic from each destination in Vp, by setting the traffic arrival rate to sy to
be A = Zi]\fl Ai, the dispatch ratio from sy to s; to be xo; = A\;/\, and the capacity
of link (d;,dp) to be p;. It is straightforward to see that the transformed graph is
equivalent to the bipartite graph, shown in Fig. 5-1(c).

Remark: We focus on static parameters in this work. We anticipate that the
methodology we propose will inspire addressing time-varying network parameters in

future work.
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5.1.2 Problem Definition

We consider a network adversary who hijacks and gains control over the routing
decisions of certain network nodes, V4 C V. We call V4 the set of adversarial nodes,
and Vy := V\V4 the set of normal nodes. The adversary aims to find the routing
policies at adversarial nodes, denoted by x4 := {x;}icy,, to maximize overload. We
consider fized routing policies at normal nodes Vy (default routing) that do not change
after the adversary alters the routing of nodes in V4. We assume that the adversary
has access to the default routing at normal nodes®. In the example in Fig. 5-2(a),
Vi = {3} and Vy ={1,2,4,5,6}. The whole numbers denote link capacities and the
highlighted fraction over a link denotes the dispatch ratio. We use shaded nodes to

denote adversarial nodes and unshaded nodes to denote normal nodes.

We optimize routing attacks for two objectives related to overload given V4. (i)
Minimize No-Loss Throughput: We define no-loss throughput, denoted by \*, as
the maximum traffic arrival rate \ at the source node that will not lead to link overload
given the routing matrix X. Equivalent interpretations of A* include the maximum
traffic arrival rate that can be successfully transmitted [114], the max arrival rate
that guarantees maximum link utilization below 100% [92], and the max arrival rate
that ensures queue stability [18]. Essentially, \* captures the network robustness to
routing attacks. We investigate the capability of routing attack over V4 to minimize
A*, i.e., minimizing network robustness to overload. The minimum A\*, denoted by
Aoprs can be interpreted as the upper limit of traffic arrival rate that guarantees
no traffic loss under any adversarial routing attack on the given V4. (ii) Maximize
Loss: Given the default routing policies at normal nodes Vy and the arrival rate A, the
adversary manipulates routing in V4 to maximize traffic loss caused by link overload,
equivalent to minimize total traffic transmitted to the destination. Loss maximization
reflects the most severe overload that can be caused via a routing attack. These two

objectives reflect different facets of network overload, and we show in Fig. 5-2(b)

2As traffic flow is considered static, the dispatch ratio from node i to j can be estimated via
fi5/ 2 k. (,iyee Jri given that there is no overload over any link starting from i, which is common
when no attack is conducted.
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and 5-2(c) that their optimal routing attack policies are different, motivating our
algorithm designs in Section 5.2 and 5.3. In summary, we give the formal statement
of the core problem of this work: Given G, capacity {c;j}u ee, default routing at
normal nodes {X;}icyy, and adversarial nodes V., what is the optimal routing attack

policy over V4 to minimize no-loss throughput and maximize loss?

(b)

Figure 5-2: (a) A 6-node network with V4 = {3} and Vx = {1,2,4,5,6}; (b) Optimal
routing to minimize A\* is (234, z35) = (0,1): A5pp is 2 and (5, 6) is the first saturated
link; (c¢) Given A = 10, the optimal routing to maximize loss is (x4, 235) = (1,0),
with maximum loss of A — ¢4 =10 —3 = 7.

Furthermore, in Section 5.4 we investigate the optimal node selection problem:
The adversary needs to identify the optimal nodes to hijack from a set of candidate
nodes to conduct routing attack so that it can minimize no-loss throughput or
maximize loss. This problem fits into the practice where the adversary can only
hijack and manipulate the routing polices over a limited number of nodes due to
the cost or the risk of being exposed. The answers to this problem inform network
service providers of the critical nodes that should be protected against routing
attacks whose control by the adversary can lead to high risk of overload and traffic

loss.
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5.2 No-Loss Throughput Minimization

In this section, we investigate the optimal routing attack to minimize no-loss
throughput A*. We develop an exact polynomial-time algorithm that returns
an optimal routing attack based on linear programming (LP), given the global
information of the network topology, link capacities, and default routing at Vy. We
tehn study the case where the adversary only has access to the routing information
downstream to the adversarial nodes V4, and propose a routing attack algorithm
with an approximation ratio of at most 2. We further demonstrate that the proposed
algorithms can be extended to more practical settings, including routing attack
constraints, multiple commodities, and distributed heuristics. The key takeaway
is that the adversary can execute routing attacks efficiently to achieve optimal
performance in diminishing the network’s robustness against overload in general
network settings given arbitrary sets of V4, which quantitatively unveils the threat

of routing attacks in increasing the risk of overload.

5.2.1 Problem Formulation
We formulate the \*-minimization problem as follows.

A (5.1)
st. feA, A=fu, fij<€l0,¢;],V(,j)el

where the constraints A := Ay N A4 and

Ay fiy = (Zk:(k,i)eg sz') zij, Vi € Vy, V(i,j) €E

Ag: Zj:(i,j)eﬁ fis = Zk:(k,i)ef Jris Vi € Va

(5.2)

In (5.1), we introduce a meta source node 0 that serves traffic flows only to the
original source node 1 with fo; = A and ¢o; > A, so that node 1 can be either a
normal or adversarial node. Note that )\ is a variable instead of a given parameter.

The decision variables of (5.1) are the flow variables f := {f;;}( jjce. In constraints
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(5.2), Ay represents the flow conservation at any normal node ¢ € Vy, which has fixed
default routing x;; through any (4, j) € £. The flow on (4, j) is equal to the total traffic
injection to node ¢ multiplied by the dispatch ratio x;; from ¢ to j. A4 represents
the flow conservation at any adversarial node ¢ € V4, where the adversary can
manipulate routing arbitrarily subject to flow conservation. The optimal solution to
(5.1), denoted by f*, leads to the optimal routing attack, denoted by x% := {x} }icv,,
where z7; = [/ > 1. iyee fri for (4, j) € €. In the above formulation, we use f instead
of x4 as decision variables in order to formulate the constraints in linear form.
However, note that the minimax problem (5.1) cannot be formulated as a standard
LP problem. We thus transform (5.1) into the following equivalent optimization

framework (5.3) that paves the way for polynomial-time algorithm design.

max max 37/ Ciq
f (l,])eg f]/ J (53)
st. feA, for =1, fij >0, \V/(Z,]) eé.
Proposition 5.2. The optimal solutions £* to (5.1) and (5.3) are equivalent. The

minimum no-loss throughput \opp is given by (max jyee fi5/ci;) ™" from (5.3).

Proof. In (5.1), define new variables fi; := fi;/\,¥(i,) € £. Then the optimization

in (5.1) is equivalent to

min  max A\
f A (5.4)
S.t. f € A, f01 = 1, fij - [O,Cij/)\], V(Z,]) € S
We have A < cij/ﬁ»j for each link, and thus A < ming jee c,-j/ﬁ»j. Note
that this is the only constraint for A, and A is an independent decision
variable after the transformation. Therefore the maximum A that guarantees
no loss is equal to ming e cij/ ﬁ»j, and the objective function becomes
ming ming jyee cij/fij = maxj Max(; j)ee fij/cij which is exactly (5.3) by changing

notation fij to fi;. n

The formulation (5.3) lets fo; = 1, i.e., one unit of traffic arrival rate into the
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networks®, and the goal is to find the optimal routing policy that maximizes the
maximum link utilization, which is max( jice fij/cij. Then the minimum possible
A* under an optimal routing attack is (max jee f;;/cij)”" where f* is the optimal
solution to (5.3). The intuition is that the link with the highest utilization is the first
saturated link when the arrival rate increases gradually from 0. The critical point of
Proposition 5.2 is that the new link-wise maximization formulation (5.3) inspires the

following design of polynomial-time algorithms.

5.2.2 Exact Algorithms

We propose exact algorithms to minimize no-loss throughput A\* based on (5.3). We
derive a simple brute-force algorithm which is polynomial under [V4| = O(1), and a
polynomial-time algorithm under general V4 based on solving an LP for maximum

flow.

Brute-Force under |V, = O(1)

Based on (5.3), we prove Theorem 6.1 below, which states that there must exist an
optimal routing policy that each adversarial node ¢ € V4 dispatches all traffic flows

to a single downstream connected node.

Theorem 5.1 (Boundary Optimality). There exists an optimal solution £* to (5.3)

such that for Vi € V4, 3j that (i,j) € € and xj; = 1ij

= Seanee i — L while 3, =0 for
k7.

Proof. The objective function of problem (5.3) is convex with respect to the flow
variables f = {fi;} i )ce due to the convexity of the elementise maximum function.
Meanwhile the constraints are all linear which form a polytope. Therefore (5.3) is a
convex maximization problem, where at least one of the optimal solutions is at one
of the vertices of the polytope. There is a total of M + 1 decision variables (including
fo1). Denote the number of links starting from Vy U {0} as My, and links starting

3We can choose arbitrary constant for fy; as we evaluate the saturation level and thus no
constraint on f;; € [0, ¢;;].
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from V4 as M. Then the total number of equality constraints in (5.3) is My + |Val,
and thus at any vertex there should have at least M + 1 — My — [Va| = My — V4|
flow variables f;; over link (7, j) to be zero. Each i € V4 routing traffic to a single
downstream adjacent node guarantees the above condition, i.e., 35 that (i,j) € £ and
x; L*:l, while 7, = 0 for £ # j. O

ij Zk:(i,k)es ik

Figure 5-3: Boundary Optimality: One of the 4 combinations must be optimal, where
Va = {2,3} serve all traffic through the highlighted links.

The intuition of Theorem 6.1 is that (5.3) maximizes a convex function over a
polytope, hence one of the vertices of the polytope must be the optimal solution. The
implication of Theorem 6.1 is that the optimal attack to minimize A* can be identified
in a brute force manner by exhausting all the combinations where each adversarial
node sends all the traffic to one of its connected downstream nodes. The upper bound
on the number of combinations is dLYQi, where d,,.x denotes the maximum number of
connected downstream links of a node. Note that dy., = O(N) and thus dVal is a
polynomial function of network size N when |V4| = O(1). We give an example with
|V4| = 2 in Fig. 5-3.

For each of the above combinations of routing attacks over V4, we can calculate \*
given the routing matrix X by a two-step process: First, for each (i,7) € £, calculate
the proportion of the traffic starting from the source node that will go through this
link, under the assumption that all link capacities are infinite. The flow variable f;;
given A = 1 under this setting is exactly the proportion of traffic that flows over
link (7,7) € €. In general, this can be done by solving the linear equations built

via the first constraint in (5.2) given the routing policy at each node i, with worst
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time complexity O(M?3). For directed acyclic networks, the time complexity can be
reduced to O(M) by assuming A = 1 and following f;; = <Zk:(lm)€€ fki> x;; over all
the M links. Second, resume the original link capacities, and find the link (i*, j*) =
arg max jyee [i;/cij in O(M) time. Then A* = (fi«/¢pj+)"". The limitation of
the brute-force algorithm is the exponential time complexity under general V4 with

[Val = O(N).

MaxFlow-based Solution for General V4

We demonstrate that there exists a polynomial algorithm that outputs the optimal
routing attack to (5.3) under general Vy, presented in Algorithm 5.1. First, we figure
out the routing policy at V4 N V" that maximizes the total flow to each node i
(except destination), assuming arrival rate A\ = 1 at the source and infinite capacity
over all the links. Denote the corresponding maximum possible flow to node i by
MF[i]. MF[1] =1 trivially, while for ¢ > 1, M F[i] can be obtained by solving an
LP that outputs the maximum flow solution. Second, for each non-destination node
1, we identify the first link that can be saturated under routing attack among all
the connected downstream links of node i as follows. If i € Vy, the first saturated

link starting from ¢ must be (i, j;) = argmax, ;ce zij/cij; If i € Va, the adversary

()
can arbitrarily alter the routing at i, thus the first-saturated link starting from ¢ is
(i,4;) = argmin jyee ¢;j. It is straightforward to see that the first link that will be
saturated under the optimal routing attack given by (5.3) must be among the N — 1
first-saturated links {(i,j7)}Y7*. Combining the two steps as done in Algorithm 5.1
establishes its correctness to solving (5.3), which outputs the routing attack solution
with minimum traffic arrival rate required to saturate one of the N — 1 first-saturated

links, and the resulting minimum arrival rate is A\ pp in (5.3). We state this result

in Theorem 5.2. We give a toy example running Algorithm 5.1 in Fig. 5-4.
Theorem 5.2. Algorithm 5.1 outputs the optimal solution to (5.3).

The computation cost of Algorithm 5.1 mainly lies in solving LPs to obtain M F[i]

for each non-destination node i. We can apply interior point methods to solve LPs
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Algorithm 5.1: Exact Algorithm to Minimize \* for General G = (V, &)
and VA

Input: G = (V,E), V4, default routing {x;}icyy;

for Vi €e V\{N} do

3 Given one unit of arrival while assuming unlimited capacity, calculate
M Fi], the max flow to node i;

4 if i € Vy then V[i| = M F[i] X x;/c;j» with

(i,7*) = arg max; jyee Tij/Cij;

5 | else V[i]| = MFi]/c;~ with (i, 7*) = arg ming jjee cij;

[

Find i* = arg max;ecy V[i];
Construct the routing attack at Vi € V4 N (V;X U {i*}), corresponding to
node ¢*, denoted by xgi*);

b =]

For all i € Vg, let x; = xz(»i*) if i € V2P U {i*} else arbitrarily set the routing
policy x;;
Return x4 = {x;}icy,;

0]

©

X12/C24

(d)

Figure 5-4: Example of Algorithm 5.1. Assume that ci9,¢13 — oo which means
(1,2) and (1, 3) will not be the first saturated links. We can calculate M F[2] = z12,
MF[3] = 1 since the adversarial node 2 can route all packets to 3, MF[4] = x5 +
x13234 since node 2 can route all packets to 4, and M F[5] = 1 since node 4 can route
all packets to 5. Then we find the first saturated connected downstream link of each
node in {2, 3,4, 5}, where the calculation in (a) and (c) follows step 5 since 2,4 € Vy4
with links highlighted in red, while that in (b) and (d) follows step 4 since 3,5 € Vy
highlighted in blue.

148



in polynomial time.

5.2.3 2-Approximation Algorithm with Partial Information

We extend to the situation where each adversarial node i € V4 only has the access
to the routing information of its downstream nodes in V#“". This is realistic as
routers may only store the topology and routing information downstream. We
demonstrate an interesting result that even with such partial information, there
exists a 2-approximation algorithm for minimizing A\*, which means A%, the no-loss
throughput under the routing attack given by the algorithm, satisfies A%, < 225 pr,
where A\, pp is the no-loss throughput under the optimal routing attack with complete
routing information.

We propose the approximation algorithm in Algorithm 5.2. The core idea is to
decompose the traffic flows into two sets: flows that pass some ¢ € V4, and those
not passing Vi € V4. Then it constructs the routing attack based on the first set
of flows, which we show can be derived purely based on the topology and routing
information downstream to V4 by Algorithm 5.3, explained soon below. In detail,
Algorithm 5.2 contains three steps: (i) Construct the downstream subgraph starting
from V4, denoted by Gldown = (Vdown gdown) where Viovn = Y, U {Vdewnl, oy, and
Edown — L(4,5) € £ | 4,7 € V4n}; (ii) For each i € V4, calculate the ratio of traffic
flows that are transmitted from the source node to node ¢ without passing any other
adversarial node j € V4 \{i}, denoted by R[i], based on Algorithm 5.3; (iii) Find the

optimal routing of V4 to minimize A* in G4°*™ with R[i] units of arrival to i € V4.

Algorithm 5.2: 2-Approximation algorithm to minimize A\* based on Gdovn

1 Input: Vi, G47", normal routing {X; };ey, rydown;

2 Determine RJ[i|,Vi € V4 by Algorithm 5.3;

3 Add RJ[i] units of arrival rate to node i € V4 and solve the optimal solution
[X! hiev, by (5.3) on gdovn:

4 Return x4 = {x}icv,;

We introduce Algorithm 5.2 by a toy example in Fig. 5-5, where V4 = {2,4}.

In this case, V4™ = {23,4,5,6} and adversarial nodes only can access the routing
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information in the red dashed frame in Fig. 5-5(a). We then calculate R][i],Vi € V4

down

based on G4°*" by Algorithm 5.3, while here we explain the meaning of R][i] using the
upstream information to i as in Fig. 5-5(b) for simplicity. We observe that x5 of the
traffic will arrive to node 2 without passing the other adversarial node 4, therefore
R[2] = x15. For node 4, the only traffic flow that does not pass node 2 and arrive to
4 take the path 1 — 3 — 4, thus R[4] = x13x34. A special case is that R[i| = 0 if all
the traffic arrived at adversarial node ¢ needs to pass some other adversarial nodes.
Finally, we add an arrival rate of R[i] unit to adversarial node ¢ in the downstream
down

subgraph G4°“" as in Fig. 5-5(c), and we solve the optimal routing attack over Géo*"

by Algorithm 5.1.

(b) (©)

Figure 5-5: Example of running Algorithm 5.2 from (a) to (c)

Now we introduce Algorithm 5.3, which presents the mechanism to calculate R][i]
for Vi € V4 purely based on G4*". The adversary first does not conduct routing
attack on V4 = {2,4}, which means nodes in V4 take their default routing policies
before being hijacked?. It chooses a timestamp where the network is not overloaded®
to measure the traffic flow f;; for V(i, j) € £9°“™ under the default routing policies of

both Vy and V,, and the total throughput Fj,, at the destination node. Then

4We visualize V4 in Fig. 5-6 by shaded instead black nodes for this reason.
5We assume that the network before the routing attack does not contain saturated links, which
is common in real networks with sufficient provisioned capacity [92].
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we can calculate R[i] by traversing the downstream nodes V4™ in the order of
topological sorting over G4“m: Tteratively determine R[i] whenever traversing at
1 € Vg4, and remove the adversarial node ¢ and its adjacent downstream links with
updated Viowr = Ydowr\ [} and £9vn = £9owm\{(i, j) € £€,Vj}, and then determine
the next adversarial node. Fig. 5-6 gives an example of applying Algorithm 5.3 over

the networks in Fig. 5-5, and it is easy to verify the correctness.

Algorithm 5.3: Calculate R|i],i € V4 based on Gdown

down

1 Input: V4, G4
2 Measure the traffic flow f;;,V(i, ) € £4°“" without routing attack on V4, and
total flow Fj., at destination node;
Measure the total traffic arrival to each source node i € Vv as F[il;
Initialize the total flow to each node j € V4°“" from within G4°“" as
Flj] = Zi;(i,j)eggown figi
Topological sort Viown;
for i € V4" do
If © € Vy, continue;
Rli] = F'[i}/ Fiotat;
Remove ¢ and {(7,7) | (4,7) € £%9*"} from VI°v" and £9°“" respectively;
10 Update F[j] based on (Vdovn £down) by removing flow starting from 7 to
j, ¥j € v

Return {R[i]}icy,;

, normal routing {X;}cy, aydoun;

W

© w N &«

1

[

We prove Theorem 5.3 that A%, ~ under the routing attack x4 output by Algorithm

5.2 satisfies Ny, < 2A\5pp-

Theorem 5.3. Algorithm 5.2 is a 2-approximation algorithm.

Proof. Recall the optimal traffic flow vector to (5.3) is denoted by f*. We denote
f* by fOPT in the proof, and the traffic flow vector under the routing output by
Algorithm 5.2 by £45¢. Therefore (A\ppy) ™" = max(jee f777 /cij and (Niypq) ™" =

max; j)ee fi‘;‘LG /cij. Further notice that the flow f;; is the sum of flow that are in the

constructed G4°“" and those are not. Denote them as g;; and h;; respectively, and
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Figure 5-6: Example of Algorithm 5.3. The original traffic flows are marked by the
numbers over each link in (a), and we can measure the total throughput Fyp, = 7
at the destination node 6. We initialize F'[2] and F[4] to be the total flow to node 2
and node 4, which are 3 and 5 respectively shown in (b). Since node 2 is the source
node in G%*", F[2] = 3 does not need to be updated since all the flows from node 2
to 3 and 4 only traverse node 2. Then in (c¢) we calculate the flows at node 4 that
have traversed node 2, which contains paths 2 — 4 and 2 — 3 — 4 with a total
of 7/9 x F[2]. Then in (d) we substract these flow from F[4] and we get the final

F[4] = 8/21.

thus fi; = gi; + hi;. Therefore the approximation ratio

()\ZLG) -1 maX(i,j)eS(Q{?LG + h{?‘LG)/Cij
max(; jyee(99" 1 + hoFT) /cij

) maX(i,j)eg(g;?-LG + hf}LG)/Cij
max; jyee (9977 + hig) /e

*
)\OPT

—
S}

—
<
=

ALG ALG
max {max jyee gi" /¢ij, max jyee hiy"C /ci; }
OPT ALG
max;,jyee (gij + hij )/cij

OPT ALG
max {max(ivj)eg 95 /Cij, Max(; jyee hi; /cij}

v

—
O
~

v

max; jyee gSPT/cij + max; j)ee hf}LG/Cij

()

> 1/2.
In the derivation, (a) holds because h;; represents the flow that does not pass any
adversarial node any under default routing, thus not related to the difference between
adversarial routing solutions and ;"¢ = hG""; (b) holds based on max;{a; + b;} >
max{max;{a;}, max;{b;}}; (c) holds since Algorithm 5.2 outputs the solution that

minimizes the no-loss throughput of the constructed G%°“", thus max(; jyce g{}LG Jcij >
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Max(; j)ce ggPT/cij, and the denominator is due to max;{a; + b;} < max;{a;} +

max;{b;}; (d) holds since max{a,b}/(a + b) > 1/2. Therefore X,/ opr < 2. O

We then can obtain a straightforward corollary, which states that as long as V4
contains a node cut of G, the removal of which disconnects the source and destination,
then Algorithm 5.2 returns the optimal routing attack that minimizes A\* solely with

downstream information.

Corollary 5.1. With G4vn  Algorithm 5.2 outputs the optimal solution to (5.3) if

V4 contains a node cut to G.

Proof. 1f V4 contains a node cut of the network, then no traffic flows will be sent to

destination node without passing any adversarial node. Therefore hf}LG = hgp T =

0,Y(i,7) € E%ovn, and thus /)‘\;:(;‘—ii =1. o

5.2.4 Practical Extensions

Heuristic for Distributed Attack

Algorithm 5.1 and 5.2 require a centralized adversary who can manipulate the routing
at different adversarial nodes simultaneously, while it does not apply to distributed
routing attack where each adversarial node determines the routing separately. We
introduce a heuristic in Algorithm 5.4 that works for distributed attack in directed
acyclic networks with lower time complexity O(daz|Va|M). Each i € V4 decides its
routing that minimizes the no-loss throughput \* of the induced subgraph formed
by {i} U V" where node i itself serves as the source. We can traverse the nodes
from the destination, and whenever we encounter an adversarial node, we decide its
routing as above, fix it and continue the traversal to the source. The routing of the
predecessor adversarial nodes depends on the successor ones.

We point out that Algorithm 5.4 can lead to an approximation ratio of 2V4l under
the topology in Fig. 5-7. However, we show empirically in Section 5.5.1 that it is an

effective heuristic that balances the attack performance and time efficiency.
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Algorithm 5.4: Heuristics for Distributed Attack

1 Input: directed acyclic G = (V,E), Va, {Xi}icvy;

2 Topology sort V4 from sink to source;

3 for i € V4 in topological sorted order do

4 Determine x} by running Algorithm 5.1 on the induced graph of Vdown,
L and fix x7;

5 Return x7;

Figure 5-7: Example of 2Val x A% .. under Algorithm 5.4. Suppose V4 = {2,4,6};
Cog =4 —4e€, cus = 2 — 2¢, cgg = 1 — € where 0 < e < 1, ¢;5 = 1, and other links have
infinite capacity. Nodes 1, 3, and 5 route half of the traffic through each connected
downstream link. Algorithm 5.1 routes all traffic through red links which leads to
N = Aopr = 1, while Algorithm 5.4 routes all traffic through blue links (topological
order 6 — 4 — 2) which leads to \* = 8\§,pr = 8 when € — 0.
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Constraints on Routing Attacks

There may exist constraints over routing attacks in practice for the adversary. For
example, the dispatch ratio may need to be within a normal range, ie. z;; €
[z33™, x52*] for some (4, j) € £. Routing in an extreme manner outside such range,
like routing all traffic to a single link based on Algorithm 5.1, may have a high risk of
being detected as anomalous traffic and thus being exposed [115]. By incorporating
such upper and lower bounds on dispatch ratio, the brute-force approach based on
Theorem 6.1 is no longer guaranteed to be solved in polynomial time even under
V4| = O(1) in that the polytope with constraints over each dimension may contain
exponential number of vertices®, while Algorithm 5.1 can still output the optimal

min

max
v

5] is a linear

solution in polynomial time since z;; = fij/zk:(k iee fri € [z 2

min

constraint given T and :Ufjm

Multi-Commodity Networks

The A\*-minimization formulation and results can be extended to multi-commodity
networks as follows. Assume L commodities, each commodity [ has its source s,
destination d;, and default routing Ig) for each link (i,7) that it passes through.
Suppose the adversary knows the ratio of different commodities in the network,
denoted by {o}£, where Y27 oy = 1, and it can manipulate the routing of any
commodity that pass the nodes in Vy, then the following optimization identifies the
optimal routing attack that minimizes no-loss total throughput \*, under which each

commodity [ has an arrival rate of \*ay, whose correctness can be erected similar as

6Suppose A € R™*" (m < n) in the constraints Ax = b of an LP in standard form, with linearly
independent rows, and columns in any subset of m columns of A, then there are at most (SL) basic
feasible solutions (vertices), each of which corresponds to a basis of the LP. In our problem, n =
O(M). Without additional routing constraints, there are only m = |V4| = O(1) flow conservation
constraints, hence the brute-force algorithm has polynomial-time complexity. However, we may have

m = O(n) that leads to () = O(2M) vertices by adding routing constraints.

m
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Algorithm 5.1.

F={fD}L | (ij)eE

L
max max Z fl(]l) /cij
=1

st. f0eAd i —q  fD>0 vij)ee

In (5.5), the f) and A®) denote the flow variables and conservation laws as in (5.2)
for commodity /. This problem can be solved in polynomial time in a way similar
to (5.3), where for each link, we calculate the traffic arrival rate that saturates it
assuming that the other links have infinite capacity, based on interior point methods
to solve LP problems, and then take the routing attack which requires the minimum
arrival rate to guarantee a saturated link. The 2-approximation ratio in Theorem
5.2 holds for (5.5) when the adversary only has access to the downstream routing
information of each commodity, with similar proof. One future extension is to study
the optimal attack when a fluctuates within a certain range, which is practical in

data center networks [92,104].

5.3 Loss Maximization

In this section, we investigate the optimal routing attack x4 = {X;}icy, to maximize
the total traffic loss given the arrival rate A. We establish that the problem is
NP-complete. We propose two approximation algorithms with performance guarantee
for single-hop networks, and discuss the extension to more general constraints and

multi-hop networks.

5.3.1 Problem Formulation and NP-Completeness

We formulate the loss maximization problem in a general network as in (5.6).
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s.t. fij = min ( Z sz> Lij, Cij ,\V/(Z,]) e& (56)

k:(k,i)€E

A= fo1, fij >0, V(i,j) € €

The objective of (5.6) is to minimize the total traffic arrived at the destination
node, which is equivalent to maximizing the loss A\ — Zi:(i’ dee fia- The decision
variables contain both the flow variables f and routing policies x4. The constraints
require that the flow over a link (4, j) is equal to the minimum between the total flow
injected from node ¢ to node j and the link capacity ¢;;. If the flow routed to (7, j) from
i exceeds ¢;;, then f;; = ¢;; and the excess f;; — ¢;; traffic will be dropped. We point
out the loss maximization problem cannot be formulated with linear constraints as
(5.1). A more compact but less intuitive equivalent way is to remove x4 from decision
variables by expressing x; via f as done in (5.1).

We prove Proposition 5.3 that the problem (5.6) also has the boundary optimality
property as (5.3). This indicates a brute-force approach following the idea of Theorem
6.1 with the objective replaced by loss maximization can output the optimal solution

to (5.6), with time complexity O(N!V4IM) which is polynomial under V4| = O(1).

Proposition 5.3 (Boundary Optimality). There exists an optimal solution to (5.6)
such that for Vi € Va, 3j that (i,j) € & and zj; = 1, while xj;, = 0 for k # j.

Proof. Note that the constraint in (5.6) implies that the flow f;; can be expressed by
a k-layer nested min function by the flows over links k hops predecessor to link (3, j).
Consider the example in Fig. 5-2 w.l.o.g and of higher clarity, the objective function

can be written as

fae + fs6 = min{ fos + f54, ca6} + min{ f3s, cs6}
= min{min{flg, 024} + min{f13x34, 634}}

+ min{min{fmwss, 635}, C56} = .
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We first consider the case with a single adversarial node V4 = {i}. Then the
objective in (5.6) is a nested combination of minimum and sum of affine functions of
x;, which is concave since the min function is concave. Furthermore, by expressing
(5.6) with decision variables of x;, the constraints are only ij(m)eg xi; = 1,25 > 0,
which are linear. Therefore (5.6) is to minimize a concave function in an affine feasible
region, indicating that one of the vertices must be optimal, i.e. 3j that (i, j) € £ and
zy; =1, while zj;, = 0 for k # j.

Now we extend to general V4. Note that for Vi € V4, when the routing policies of
nodes in V4\{i} are fixed, the objective is a concave function of the routing policies
x;. Given any fixed routing of nodes in V4\{i}, one of the optimal routing polices at
node ¢ must be z;; = 1 over some link (¢, 7). This means that given an adversarial
routing solution {x;};ey,, if there exists any node i, that satisfies z;,; < 1,V(i,5) € &,
there must exist jo where letting x;,;, = 1 will not cause less loss. Therefore via proof

by contradiction, there must exist a vertex that maximizes the loss. O]

However, we show that unlike no-loss throughput minimization, loss maximization

(5.6) is an NP-complete problem under general V,.
Theorem 5.4. Problem (5.6) is NP-complete under |Va| = O(N).

Proof. We reduce Set Cover to Problem 5.6. Given an instance of Set Cover: m
elements {e;};2;, n sets {5;}7_; where each set covers several elements, what is the
minimum number of sets that can fully covers all the elements? We construct the
graph in Fig. 5-8, where element e; as a node s;, and set S; as a node d;, and there
is a directed link from (s;,d;) if and only if the set S; contains e;, with capacity
Cs;d; = 00. We further introduce a meta source node sy, and a link from sy to
each of the nodes in {s;}!*, with link capacity cs, s, = 0o. The routing policy at
So Is Tgys; = 1/m, Vi = 1,--- ,m, and an external arrival rate of m. We then
introduce a meta destination node dy, and introduce a directed link (d;,dy) with
capacity cq, 4, = 1. The adversarial node set V4 = {s;};*;, and they can dispatch
traffic to any of its connected downstream nodes. Clearly, the optimal routing attack

of V4 that maximizes the loss is to route traffic to minimum number of nodes in
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{d;}j—,, where the maximum loss is m — p suppose that the minimum number is p.
Therefore if there exists a polynomial algorithm for Problem (5.6), then it outputs the
minimum number of nodes in {d;}7_, that receives traffic under the optimal attack,
which corresponds to the minimum set cover over elements {e;},, thus contradicting

to the NP-hardness of Set Cover. OJ

Figure 5-8: Graph Construction from Set Cover

5.3.2 Approximation Algorithms

We propose two approximation algorithms with multiplicative and additive
performance guarantees respectively in single-hop networks, where routing attacks
are conducted on source nodes Vg. Under static routing, we can assume w.l.o.g.
Vs = Vj, i.e., all source nodes are hijacked. This is because if a source node is
normal, then based on its default routing policy we can calculate the traffic flow
sent from this node to each of its connected downstream destination nodes. We can
then correspondingly reduce the service rate p; at each destination node d; by the
total amount of flow arriving from all normal source nodes to d; until the remaining
service rate at d; reaches zero. Therefore, the single-hop network with normal source
nodes can be equivalently transformed into the one with all sources being adversarial,

and updated remaining service rates at Vp. We consider Vg = V4 below.
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Algorithm with Multiplicative Guarantee

We propose a greedy-based algorithm that has a worst-case approximation ratio of
1/ \/W . We summarize the details in Algorithm 5.5, which executes two greedy
approaches and outputs the solution that leads to higher loss. Both approaches
share the idea of iteratively routing traffic to the destination node that leads to
maximum overload. Approach 1 maximizes the overload at a destination node without
normalization. In each iteration, the adversary takes aim at the destination node
d; = argmaxy ¢y, <28i€UD:(si’dj)€g )\i) — 145, where UD denotes the set of adversarial
nodes whose routing is undecided by the current iteration, and then sets the routing
policy at all source nodes in UD N {s; € Vs | (s;,d}) € £} to be dispatching all their
traffic to d;. Approach 2 maximizes overload at a destination node with normalization,
where at each d; € Vp, the adversary finds the routing that maximizes the per-source

overload at d;, defined as

1

PSOI] — E i — [ 5.7
[d;] Sglgal}](D |Sq| €8 :(si,d;)EE " o

51€S84;:(si,d;

which means to find the subset of source nodes, denoted by &g, that can send traffic
to and maximizes the overload at d; normalized by the size of Sg;. Denote the optimal
Sa; with respect to (5.7) for node d; by ;.. The adversary routes all the traffic at
source nodes in S;‘; to dj = argmax, ¢y, PSO[d;]. We iterate the above process
over the source nodes whose routing policies are yet to be determined. Note that
the determination of S for each d; € Vp can be done in polynomial time: Initialize
Sy, = 0, sort all source nodes in UD N {s; € Vs | (s;,d}) € £} non-increasingly with
respect to the traffic arrival rates to them, and add these source nodes to S C’l“j in sequel,
until the PSO[d;] reaches the peak value and starts decreasing. This guarantees that

Approach 2 is a polynomial-time algorithm.

We demonstrate in Theorem 5.5 that taking the better routing attack solution
between Approach 1 and 2 leads to 1/4/|V4| worst-case approximation ratio. A single

application of either of the two approaches, however, has a worst-case approximation
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Algorithm 5.5: Approx. with Multiplicative Guarantee

1 Input: Single-hop network G = (V, &), Va, A, u;
2 Function GreedyAlg(G, X\, pu, GreedyType):
3 Initialize x; = 0, Vs; € Va; UD = Vy;
4 while ds; € UD do
5 if GreedyType is Approachl then
6 J* ¢ arg max; > i | — 1y
s;€UD,(s4,dj)€E
if GreedyType is Approach?2 then
| j* « argmax; PSO[d;] as (5.7);

9 | Let x;5- =1, UD = UD\s, Vs, (si, d}) € &;
10 Calculate loss based on sol < {X;}icy,;
11 | return loss, sol

12 Update remaining service rates at Vp;

13 Remove Vy from Vg, and associated links from &;
14 lossy, soly < GreedyAlg (G, A, pu, Approachl);
15 108Sy, soly < GreedyAlg (G, A, u, Approach2);
16 Return sol; if loss; > lossy else sols;

ratio of O(|V4|™!). We give toy examples in Fig. 5-9 to validate the tightness of these
performance guarantees. The red routing is the optimal routing attack, while the
blue one is the routing attack output by Approach 1 in Fig. 5-9(a), Approach 2 in
Fig. 5-9(b), and Algorithm 5.5 in Fig. 5-9(c), respectively. In the table in Fig. 5-9,
Aopr, Aar, Ago and Ay p, denote respectively the loss under optimal routing attack,
applying Approach 1, applying Approach 2, and applying Algorithm 5.5 which has

multiplicative guarantee.

Theorem 5.5. Algorithm 5.5 outputs a solution with loss Ay p, that satisfies % >

1

Vvl

Algorithm with Additive Guarantee

We further propose Algorithm 5.6 with additive performance guarantee. The main
idea is to iteratively solve the A*-minimization problem (5.3) until either all the
adversarial nodes have determined their routing policies or the \* exceeds the given

arrival rate A\. The intuition behind Algorithm 5.6 is to greedily find the routing attack
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Figure 5-9: Tightness validation of Theorem 5.5 under [V4| = 4. Consider ¢ — 0,
Approach 1 on network (a) and Approach 2 on network (b) leads to 1/|Va| = 1/4
approximation ratio; Algorithm 5.5 gives worst-case approximation ratio 1/4/|Va| =
1/2 on network (c).

to cause the next possible saturated link with minimum arrival rate increment, which
can be done by iteratively fixing the routing decided in previous iterations (line 7),

and updating the capacity of previous saturated links to be infinite (line 8).

Algorithm 5.6: Approx. with Additive Guarantee
1 Input: Single-hop network G = (V, ), Va, A, u;

2 Introduce meta-source normal node sy to G with dispatch ratio
Taguss = Nif o0 A, Vi
3 Introduce meta-destination dy with cq, 4, = p5, Vd;;
4 Initialize x; = 0,Vs; € Va; UD = Vy;
5 while ds; € UD do
6 Run Algorithm 5.1 on the updated G, V4, xy and get the first saturated

link (dj+, do);

7 | Let z;» =1, UD = UD\{s;}, and fix the routing at s;, for
Vs; € UD, (si,d}) € &;

8 Let Cyedy = OO

9 Calculate [oss based on sol < {X;}s,ev,;
10 Return sol, loss;
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We demonstrate in Theorem 5.6 that the gap between the output of Algorithm
5.6 and the maximum loss given by (5.6) is bounded above by A/4 in the worst case
for any single-hop network. This means, for example, if the optimal attack causes

traffic loss 50% x A, then Algorithm 5.6 at least causes 25% X A.

Theorem 5.6. Algorithm 5.6 outputs the solution with loss Aapp that satisfies

Aopr—AADD 1
X <y

We point out that the 1/4 bound is tight, given by the example shown in Fig. 5-10.
The optimal routing at s, is to route traffic to dy, causing loss of 2, while the solution
by Algorithm 5.6 will route traffic to ds, causing loss of 1 + € where € > 0. Thus the
gap (2—(1+4¢€))/A — 1/X = 1/4 when € — 0. However, the condition to achieve the
worst-case gap 1/4 is very strong, which requires the arrival rates to all sources and
the service rates of all destinations to meet some ratio equality, where in Fig. 5-10
they are x4, s, = po/p1 and po/py — 1/2. We show in Section 6.4 that empirically
Algorithm 5.6 leads to the gap less than 5% x A in more than 95% tested cases.

Figure 5-10: Tightness validation of Theorem 5.6 (A = 4, V4 = {s2}): red route is
optimal, blue route is the output of Algorithm 5.6.

5.3.3 Practical Extensions

Constraints on Routing Attack

min_pmax] for some (s;,d;) € €, in Section 5.2.4.

We follow the constraint form, x;; € [2]j™, 2};

We show that both Algorithm 5.5 and 5.6 can incorporate this constraint in single-hop
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networks. For the lower bound, we can require that each adversarial source s; initially
sends \; x .il:;-?m traffic through each link (s;, d;). For the upper bound, Algorithm 5.6,
which is based on no-loss throughput minimization, can keep unchanged as discussed
in Section 5.2.4. In Algorithm 5.5, an adversarial node s; will still be considered in
future iterations if s; has not determined the destination nodes for all its traffic, unlike
the unconstrained case where the routing of an adversarial node will be determined

min

in one of the iterations. For example, suppose xj;"™ = 0 and consider that s; routes

T, of all the traffic to d;, then there remains A;(1 — 25*) units of traffic rates at s;
whose routing is undecided, and we will consider s; in future iterations to route the
remaining traffic to destinations other than d; until there no longer exists traffic with
routing undecided at s;. With such adjustment, the factor 1/|Sg,| in (5.7) should

be the reciprocal of the sum of the remaining proportions of traffic with undecided

routing over Sy, .

Multi-hop Networks

We briefly discuss the extension of the algorithms to multi-hop networks. In
Algorithm 5.5, unlike in single-hop networks we maximize the inflow to each node
in a greedy manner, in multi-hop networks we greedily find the node 7 that achieves
maximum possible loss over its connected downstream links, under the adversarial
routing at V4 NV;* that maximizes the total inflow to node 7. This is similar to lines
2-5 in Algorithm 5.1 with the objective changed to traffic loss. For Algorithm 5.6,
we can naturally extend it to multi-hop networks polynomially based on Algorithm
5.1: iteratively saturate the next link by minimizing the no-loss throughput A\*, until

A* > X or all nodes in V4 have determined their routing policies.

5.4 Optimal Node Selection

In this section, we investigate the situation where the adversary needs to select a
limited number of nodes to hijack before conducting routing attack. The discussion

serves as an extension to the capability of routing attack in practice, and gives a
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benchmark to evaluate the most critical nodes that should be protected from routing

attack.

5.4.1 Problem Formulation and NP-Completeness

We consider a set of candidate nodes that can be hijacked by the adversary, V.qnq.
The adversary selects at most K < |Vena| nodes to hijack, and the objective is to
conduct routing attack on them to minimize no-loss throughput or maximize loss, i.e.,
solving (5.3) or (5.6). This setting maps to the practice: Vg is a subset of nodes
with insecure firewalls so that the adversary can hijack into, and the adversary can
attack a limited number of nodes due to the attack cost, and the risk to be detected.
The problem can extended naturally to a weighted version with a bounded total cost,

which shares the idea below but is deferred to future work.

We prove that for both no-loss throughput minimization and loss maximization,
the problem is NP-complete for general K = O(N), while polynomially solvable for
K =0(1).

Theorem 5.7. Finding the optimal selection of K nodes from Vegnq to conduct routing
attack for no-loss throughput minimization and loss mazximization s NP-complete

under K = O(N) while P under K = O(1).

Although polynomial under K = O(1), the brute-force solution is impractical
when K is a large constant”. Below we propose efficient heuristic algorithms which
can minimize the no-loss throughput exactly, and achieve close-to-optimal traffic loss
verified empirically in Section 5.5.3, when V.,,q are in parallel structure. Parallel
Veana means any node 47 € Veung 18 not upstream or downstream to another node
19 € Veang- The single-hop network is a special case where V..,0 C Vs are parallel to

each other.

"Time complexity is at least O(N®) if [Veana| = O(N) and K = 5, which is high in practice.
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5.4.2 Algorithms Under Parallel V.4

No-Loss Throughput Minimization

We show that the optimal node selection problem is polynomially solvable with
parallel V.,,q for no-loss throughput minimization by Algorithm 5.7. Denote the

candidate nodes upstream to node ¢ as V;f%i (assume i € V:fﬁiz if i € Veana). The

main idea is to traverse each link (i, j) in the downstream graph to V,.,q. For each

candidate node v € YV

ang> the adversary can evaluate the maximum reduction of the

required traffic arrival rate at the source node to saturate (i, j) by choosing to attack

up,i

v. The adversary then chooses min{ K, |[V**"|} nodes from V! non-decreasingly in

cand

terms of the maximum reduction. Denote the choice for (i,7) € £ as Vg’j ). We can
traverse all links (i, ) downstream to V,4pq to build {Vg’j )}(,L"j)eg, and pick the Vf’j 7
under which the no-loss throughput is minimized by solving the routing attack for

(5.3). We show that it gives the exact optimal node selection in Theorem 5.8.

Algorithm 5.7: Optimal node selection for no-loss throughput minimization
under parallel V.44

1 Input: G = (V, &), parallel V4, number of nodes to attack K, default

routing X;

2 Build V;‘fgﬁi for each node i € V,4,4 and downstream to V,qn4;

3 for (i,j) € € downstream to Vegnq do

4 Calculate A{™ ), Yu € V;ﬁfﬁil, the difference of minimum arrival rate that
saturates a (7, j) with and without attacking v, not attacking other
candidate nodes;

5 Sort non-increasingly {ASJM)} veViP)

6 Determine VX’j ), the optimal node choice to saturate link (7, 7), by finding
the top-min{ K, |[V*>! |} candidate nodes in V2, with maximum A,

7 Calculate the minimum no-loss throughput under routing attack over Vg’j )
for all (7,7) € & downstream to Venq4, and find the minimum one
corresponding to link (i*, j%);

8 Return VX*’j ") as the selected nodes to attack;

Theorem 5.8. Algorithm 5.7 outputs the optimal node selection to conduct routing

attack that leads to minimum no-loss throughput given parallel Vegpq.
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Loss Maximization

Unlike no-loss throughput, it is challenging to derive heuristics with performance
guarantee even under parallel V,,,q for loss maximization. The main bottleneck lies
in the performance verification of a specific node selection, i.e., finding the optimal
routing attack to achieve maximum loss among a given set of the selected nodes, is
NP-complete. We leave the theoretical challenge in future work, while we propose a
heuristic in Algorithm 5.8 over single-hop networks with V..,q € Vs to explain the
basic idea by a greedy approach over each destination node, where the extension
to parallel V,..,q is natural by a greedy approach over each link. Algorithm 5.8
iteratively picks nodes to attack until K nodes have been chosen. In each iteration, for
each destination node d;, the algorithm evaluates the value for each of its connected
source node s; € UD, i.e. whose routing has not been decided, to route all its
traffic to d;. The value is defined as v;; = A;(1 — z;5), the increment of inflow
to d; after routing attack where x;; is the default dispatch ratio from s; to d;.
Then for each destination node d;, we have a corresponding choice of the connected
source nodes, which have not been selected in previous iterations, according to the
non-increasing order of {vij}si:(shdj)eg until either the per-source contribution to the
loss at d;, defined as PSC|[d;| in Algorithm 5.8, reaches the peak value denoted by
PSC*[d;]®, or the algorithm has chosen K nodes in total till this iteration. With all
PSC*[d;] calculated and the corresponding selected source nodes to attack, denoted
by §;, we then determine the new nodes to attack in this iteration to be §;-, with
dj» = argmaxg,ey, PSC*[d;], and determine their routing to be dispatching all the
traffic to d;«. We then fix the routing of the selected sources and update the remaining

service rate of the d;«, and do iteratively.

5.5 Performance Evaluation

In this section, we evaluate the proposed routing attack and optimal node selection

algorithms to showcase their near-optimal performance over no-loss throughput

8The process is similar to the (5.7) in Algorithm 5.5
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Algorithm 5.8: Heuristic node selection for loss maximization in single-hop
networks

1 Input: Single-hop network G, A, w, Veang, number of nodes to attack K,
default routing X;

2 while |Selected| < K do

3 for d; € Vp do

4 Evaluate value for each s; € Vg\Selected as v;; = \;(1 — z;5);

5 Sort nodes in Vg\Selected non-increasingly with respect to value;

6 Initialize Sim, = 0;

7 Add each source node to d; in the above sorted order to S, and

‘Stmz?|
to decrease;

update PSC[d;] := =+~ (Zsiesm Vij — ,uj> before this value starts

8 Find the peak value PSC*[d;] in line 7, and the selected source nodes

as Sj;

9 Determine j* = arg maxy, ey, PSC*[d;], and add S;- to Selected.

L Mg
10 Return Selected as the selected nodes, X as the updated routing of
Selected,

Updated the routing of nodes in S;- in X, and the remaining service rate

minimization and loss maximization over a wide range of network settings, including

different network densities, sizes of adversarial node set, and default routing policies.

Uniform Proportional ECMP MaxFlow
Den |V4| | Mean 90% Max | Mean 90% Max | Mean 90% Max | Mean 90% Max
0.4 10 1.00 1.00 1.09 | 1.01 100 1.18 | 1.00 1.00 1.15 | 1.01 1.00 2.00
0.8 10 1.01 1.07 124 | 102 110 1.27 | 1.01 1.08 1.15 | 1.04 1.17 1.50
0.4 20 1.00 1.00 1.03 | 1.00 1.00 1.04 | 1.00 1.00 1.01 | 1.00 1.00 1.25
0.8 20 1.00 1.00 1.03 | 1.00 1.00 1.04 | 1.00 1.00 1.02 | 1.01 1.07 1.33

Table 5.1: Approximation ratio statistics for Algorithm 5.2 (90% means 90-percentile)

1.0

Uniform Proportional ECMP MaxFlow _

1.0

1.0 1.0
4 ]

10 1.5 20 25 3.0 35 40 1.0 15 2.0 25 3.0 35 40 1.0 15 2.0 25 3.0 35 40 10 15 2.0 25 3.0 35 4.0

Approximation Ratio Approximation Ratio Approximation Ratio Approximation Ratio

Figure 5-11: CDFs of approximation ratio under density 0.8 and |V4| = 20
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5.5.1 No-Loss Throughput \* Minimization

For no-loss throughput minimization, we have shown that Algorithm 5.1 yields
the exact optimal solution in polynomial time. This exact algorithm serves as our
baseline, and we test the performance of 3 algorithms by measuring their gaps to the
baseline: (i) the 2-approximation Algorithm 5.2, in order to validate the correctness
of Theorem 5.3 and show its closeness to the baseline; (ii) the distributed attack
heuristic Algorithm 5.4, in order to evaluate the performance gap between distributed
and centralized routing attack; (iii) a local heuristic where each adversarial node
routes all the traffic through the link with minimum capacity among all its connected
downstream links, in order to demonstrate the performance enhancement that
adversaries can achieve via Algorithm 5.1 compared with a naive attack.

We simulate multi-hop networks with size |V| = 50. Our evaluation has the
following dimensions. (I) Network Density: We generate random network topologies®
given different link existence probabilities p, and present representative results under
p = 0.4 and p = 0.8; (II) Number of Adversarial Nodes [V4|: We showcase results
for V4 = 10 and 20, with other values exhibiting similar outcomes; (III) Default
Routing Policy: We consider 4 routing policies at normal nodes, which have been
applied in different scenarios: (i) Uniform routing: Fach normal node i dispatches
an equal portion of traffic to each of its downstream connected nodes, oblivious to
link capacity, i.e., z;; = 1/outdegree[i], (i, j) € €. (ii) Capacity Proportional routing:
The dispatch ratio of traffic to a downstream connected node is proportional to the
capacity of this link, i.e., @;; = ¢;j/ 34 i pyee Cin- (1il) Equal-Cost Multi-Path (ECMP)
routing [116]: Traffic at the source is dispatched through the paths with minimum
cost. If there are L > 1 min-cost paths, then 1/L of the traffic takes each of the
paths. We only present the results where each link has the same cost, as the other
costs we have tested share similar results. ECMP is widely used in load balancing
and commonly applied in industrial data center and cloud networks [1]. (iv) MaxFlow
routing [117]: This default routing achieves maximum throughput under no routing

attacks, which is widely studied in theory and serves as a paradigm for network design

9We ensure that there exists at least a path from source to destination.
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[22]. We simulate 10000 network instances for each combination of the above network
settings: We construct 20 different topologies, and under each topology, we consider
20 different adversarial node sets V4, and further under each V4, we set 25 different

link capacity allocations.

We evaluate the cumulative distribution function (CDF) of the approximation
ratio Ny, o/ Aopr, Wwhere A% . is the no-loss throughput output by the tested
algorithms and \§pp is the optimal routing attack by Algorithm 5.1. We present
the approximation ratio statistics of the proposed Algorithm 5.2 in Table 5.1,
including the mean, 90-percentile, and maximum approximation ratio under various
network settings. For instance, the value 1.09 in the first row signifies the maximum
approximation ratio of Algorithm 5.2 under density 0.4, |V4| = 10, and uniform
default routing, over all 10000 tested instances under this setting. We have the
following observations: (i) In any tested setting, Algorithm 5.2 exhibits near-optimal
performance in most instances. The mean approximation ratio is less than 1.05, and
over 90% of instances have an approximation ratio of less than 1.20 under all network
settings. This result demonstrates that the routing attack by Algorithm 5.2 achieves
near-optimal overload increase in most cases, utilizing downstream information
only. (ii) Algorithm 5.2 performs worst on MaxFlow routing, with mean, p90, and
maximum approximation ratios larger than those of the other three policies. Notably,
under density 0.4 and |V4| = 10, an instance exists where the approximation ratio
reaches 2, the bound established in Theorem 5.3. This outcome can be attributed to
MaxFlow routing distributing traffic to optimally exploit network capacity, resulting
in a considerable portion of traffic being dispersed through paths without adversarial
nodes. (iii) The routing attack performs best on density 0.4 and |V4| = 20 and worst
on density 0.8 and |V4| = 10 in general. This observation aligns with the intuition
that higher density combined with fewer adversarial nodes allows network traffic to
access more available paths without adversarial nodes, thus reducing the possibility
of forming a node cut so that Algorithm 5.2 is able to output the optimal attack as
Algorithm 5.1, which echoes Corollary 5.1.

We proceed to compare the performance gaps to the baseline over the 3 algorithms:
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Algorithm 5.2, Algorithm 5.4, and the local heuristic. We illustrate the CDFs of the
approximation ratios of the three algorithms under four default routing policies with
density 0.8 and |V4| = 20 in Fig. 5-11. Despite Algorithm 5.2 exhibits the worst
approximation performance under this setting compared to the other settings in Table
5.1, it still significantly outperforms Algorithm 5.4 and the local heuristic under all the
given default routing policies. The CDF curves reveal that Algorithm 5.2 identifies
the optimal solution in over 80% of the instances. Moreover, Algorithm 5.4 strikes a
balance between attack performance and time efficiency, compared with the optimal
attack performance of Algorithm 5.1 with higher time cost in solving LPs, and the
local heuristics with lowest time complexity but without any performance guarantee.
We can observe that Algorithm 5.4 leads to approximation ratio below 2.0 in more

than 50% of test cases under all these four default routing policies.

5.5.2 Loss Maximization

We evaluate the performance of loss maximization under Algorithm 5.5 and 5.6 in
single-hop networks. We simulate various settings in 8 x 8 and 16 x 16 single-hop
networks, considering all source nodes as adversarial, which does not compromise
generality as explained in Section 5.3.2. We compare our proposed algorithms with
two heuristics: (i) Minu: Each adversarial node routes all the traffic to its connected
destination node with the minimum service rate. (ii) Rand: Each adversarial node
randomly selects a connected destination node and routes all the traffic to it.

We evaluate algorithms across various network settings in three dimensions:
(i) Network Density: as in Section 5.5.1. (i) (u, A)-ratio, which represents
Z;\;Dl 115/ SN\, the ratio between the total service rate and traffic arrival rates.
A higher ratio implies lighter traffic loads in the network, thus more challenging for
applying routing attacks to cause overload. (iii) Uniformity of service rates g among
all destination nodes. We consider two scenarios: heterogeneous service rates, where
the service rates are randomly generated given the (i, A)-ratio, and homogeneous
service rates, where the maximum difference of service rates between any pair of

destination nodes is within 10%, i.e., max;, 4, |tj, — f4,|/ max{p;,, 15} < 10%,
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the idea of which is widely adopted in real-world data center networks to avoid
speed mismatch [1,92]. For each network setting, we evaluate 30 random topologies
between Vg and Vp, and 50 different values of A and p per topology, subject to the

given constraints of (u, A)-ratio and uniformity of p.

We first present the results on 8 x 8 networks. We validate the proved performance
guarantees of Algorithm 5.5 and 5.6 , since the brute force mechanism in Proposition
5.3 is not prohibitive to simulate under |V4| = 8. We present the results in Table
5.2. For Algorithm 5.5, we assess the approximation ratio Ayyrn/Aopr € [0,1],
which achieves optimum in more than 90% of the tested instances, and the worst
approximation ratio is above 2/3 under all tested settings, significantly surpassing
the bound 1/+/]Va] = 1//8 = 0.35 in Theorem 5.5. For Algorithm 5.6, we evaluate
(Aopr — Aapp)/A, which is less than 0.05 under heterogeneous service rates and
close to 0 under homogeneous service rates in 90% of the instances, with the largest
gap being less than 0.19, below the bound of 1/4 in Theorem 5.6. These results
demonstrate the near-optimal performance in most of the tested cases by both

Algorithm 5.5 and 5.6.

We then compare Algorithm 5.5 and 5.6 with the heuristic algorithms Minu
and Rand in Fig. 5-12. Here we only present the CDFs of approximation ratios
Aarc/Aopr given density 0.3 and a (u, A)-ratio of 2, where the ranking of the
tested algorithms remains the same under the metric of performance gap (Aare —
Aopr)/A. We have the following observations: (i) Algorithm 5.5 and 5.6 significantly
outperform the other heuristics, achieving approximation ratios close to 1 under both
heterogeneous and homogeneous g in most instances. (ii) The advantage of Algorithm
5.5 and 5.6 over Miny diminishes under heterogeneous p compared to homogeneous
p. This is because under heterogeneous service rates, there are instances where a
destination node has very low service rates but is connected to a large number of
source nodes. Miny is well-suited to these instances by overloading this destination

node, thus closely approximating the optimal attack.

We further evaluate over larger 16 x 16 networks. The brute-force approach

becomes prohibitive to simulate under |[V4| = 16. Therefore we measure the
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Alg. 5.5 (Hetero) | Alg. 5.5 (Homo) | Alg. 5.6 (Hetero) | Alg. 5.6 (Homo)
Den pu/X | 10% Min 10% Min 90% Max 90% Max

0.3 2.0 | 1.00 0.69 1.00 0.75 0.04 0.17 0.00 0.17
0.5 2.0 | 1.00 0.68 1.00 0.74 0.04 0.14 0.00 0.14
0.3 3.0 | 1.00 0.73 1.00 0.69 0.01 0.13 0.00 0.06
0.5 3.0 | 1.00 0.76 1.00 0.71 0.04 0.18 0.00 0.07

Table 5.2: Statistics of performance guarantee for (5.6) in 8 x 8 networks under
different network settings (u/A\ means (u, \)-ratio; 10%, 90% mean 10-percentile,
90-percentile)

1.0 Hetero Service Rates 1.0 Homo Service Rates
0.6
0.4
0.2
;-*
0.5 0.6 0.7 0.8 0.9 1.0 0.5 0.6 0.7 0.8 0.9 1.0
Approximation Ratio Approximation Ratio

Figure 5-12: CDFs of approximation ratio under density 0.3 and pu/A = 2 in 8 x 8
networks
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alternative metric loss ratio, which is the ratio between the loss and total traffic
arrival rate. We present the mean loss ratio results among all the tested instances
under different settings in Table 5.3 with the following observations. (i) Miny
achieves similar performance to our Algorithm 5.5 and 5.6 under heterogeneous
service rates, while far inferior under homogeneous service rates, matching the
results in Fig. 5-12. (ii) Under a (i, A)-ratio of 8 with homogeneous g, with high
probability there is no way to induce overload by routing attack. However, our
proposed Algorithm 5.5 and 5.6 can still cause overload whenever such possibility
exists, while Miny and Rand are prone to miss. We further visualize the CDFs of
loss ratio under density 0.25 and a (u, A)-ratio of 4 in Fig. 5-13, which echoes the
results in Table 5.3. The evaluation reveals that the proposed Algorithm 5.5 and 5.6

can effectively overload the networks with near-optimal performance.

p/A=4  p/A=4  p/A=8 p/rA=8
Den= 0.5 Den=0.25 Den=0.5 Den=0.25

Hetero Alg. 5.5 0.79 0.53 0.67 0.37
Hetero Alg. 5.6 0.78 0.53 0.66 0.37
Hetero Minu 0.76 0.49 0.64 0.34
Hetero Rand 0.14 0.14 0.07 0.07
Homo Alg. 5.5 0.53 0.29 0.25 0.02
Homo Alg. 5.6 0.53 0.28 0.25 0.02
Homo Minpu 0.34 0.11 0.05 0.00
Homo Rand 0.01 0.01 0.00 0.00

Table 5.3: Mean loss ratio in 16 x 16 networks

The theoretical optimality of Algorithm 5.1 and the empirical near-optimality of
Algorithm 5.5 and 5.6 demonstrate that our proposed routing attack strategies can
be used as benchmarks to accurately quantify the network vulnerability to a routing

attack with respect to both no-loss throughput minimization and loss maximization.
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Figure 5-13: CDFs of loss ratio under density 0.25 and u/A =4 in 16 x 16 networks

5.5.3 Optimal Node Selection

We evaluate the performance of Algorithm 5.8 for loss maximization. We consider 400
randomly generated 12 x 12 single-hop networks, with the link existence probability
being 0.3 and (i, A)-ratio being 2. The candidate node set V,4,4 includes all 12 source
nodes. We set to choose at most K = 4 nodes to attack. We consider heterogeneous
and homogeneous service rates at the destination nodes as in Section 5.5.2. The
total loss depends on the performance of both the node selection, and the routing
attack algorithm based on the selected nodes to hijack. We evaluate the following
3 methods: (i) Optimal node selection + Optimal routing attack, where the node
selection is to brute-force all (142) choices, and the optimal routing attack is done
based on Proposition 5.3; (ii) Algorithm 5.8 for node selection + Optimal routing
attack; (iii) Both node selection and routing attack output by Algorithm 5.8. We
calculate the approximation ratio of the total loss under method (ii) and (iii) over the
maximum total loss under method (i), and present the CDFs in Fig. 5-14. Results
demonstrate that with Algorithm 5.8 for node selection, the adversary can achieve
maximum loss in almost 80% of the test cases, and at least 80% of the maximum loss
in more than 95% of the test cases, under optimal routing attack, which demonstrates
the consistent performance of Algorithm 5.8 in node selection. Furthermore, directly
applying the output routing attack solution of Algorithm 5.8, which is of polynomial
time complexity for general V,,,q and K, has performance close to applying the

optimal routing attack: the adversary can achieve maximum loss in almost 70% of
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the test cases, and at least 80% of the maximum loss in more than 90% of the test
cases. The evaluation result demonstrates the good routing attack performance of
Algorithm 5.8 in most network settings, showing the high capability of routing attack

with node selection to maximize loss.

0.5 Hetero Service Rates . 0.5 Homo Service Rates
0.4 —®= Alg Selection - Opt Routing ? 0.4 —® Alg Selection - Opt Routing ?
' Alg Selection - Alg Routing T ' Alg Selection - Alg Routing
w 0.3 w 0.3
o o
00.2 00.2
0.1 0.1
00762 05 06 07 08 09 10 %9 05 06 07 08 09 1.0
Approximation Ratio Approximation Ratio

Figure 5-14: CDFs of approximation ratio of overload under density 0.3 and a
(e, A)-ratio of 2 in 16 x 16 networks

5.6 Summary and Future Work

In this chapter, we quantify the threat of routing attacks on causing network
overload. =~ We investigate the optimal routing attacks for no-loss throughput
minimization and loss maximization. We demonstrate that the no-loss throughput
can be minimized in polynomial time in general multi-hop networks. We further
develop a 2-approximation algorithm by only leveraging the downstream information
of the adversarial nodes. We establish that loss maximization is NP-complete and
propose two approximation algorithms with guaranteed performance in single-hop
networks. Moreover, we address the adversary’s optimal selection of nodes to conduct
routing attacks and propose heuristic algorithms for this NP-complete problem. Our
performance evaluation showcases the near-optimal performance of the proposed
algorithms across a wide range of network settings. Future directions include deriving
the performance guarantee of loss maximization in multi-hop networks, investigating
the case where normal nodes can adjust their routing in response to routing attacks,

and designing network control algorithms under routing attacks.
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5.7 Chapter Appendix

5.7.1 Proof of Theorem 5.5

Proof. Based on Proposition 5.3, there exists one optimal routing attack where each
adversarial node in V4 sends all its traffic to a destination node. Consider an optimal
routing attack w.l.o.g. where source node s; sends all traffic to destination node d;,,

i.e., x5,4. = 1. Denote the total overload of the optimal attack as Appr. Multiple

94
source nodes may choose the same destination node (i.e., dj; and dj, may be the same

L/
=D

for some 4; # i), hence we remove the repeated elements in {d;, }!*, into {d;}
where L’ denotes the number of destination nodes that receive traffic from at least one
source node. Furthermore, among L’ destination nodes, there may exist nodes with no
overload where total ingress is no greater than total egress. We further remove these
nodes from {d;}/2, into {d;}}_; wlo.g.,i.e. L is the number of overloaded destination
nodes under this optimal routing attack. Note that L < |V,4|. In the following, we
prove that the approximation ratio under Approach 1 in Algorithm 5.5 is at least
1/L, and that under Approach 2 is at least L/|V4|. With these proved, taking the
solution that causes higher loss between these two methods causes approximation
ratio max{1/L, L/|Va|} > 1/4/|Val.

Approach 1: Denote the total overload under the output of Approach 1 as A;.
The first step in Approach 1 is the find j* < arg max; Z(si,dj)eg Ai — ;. If there is no

overload at destination node d;-, then Ay = Appr = 0, i.e., no overload can be caused

under any routing attack. When there exists overload, then A; > E(Sh dj)ee Ni— i >

L

0, while for any overloaded destination node in {d;};_,, the overload is less than at

d;« under Approach 1. Therefore

Al > Z(Si,dj*)ég )\Z - M]* . 1
Aopr A
OFT L <Z(si,dj*)ee Ai — Hj*)

Approach 2: We first prove the case when Approach 2 only runs one iteration
to overload a single destination node d;« € Vp according to the definition of PSO

in (5.7), and we explain the idea based on the example in Fig. 5-15. Denote the
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set of connected source nodes that send all their traffic to d;« in this iteration as
S;« = argmaxg PSO[d;+]. In Fig. 5-15, 7* = 3 and S3 = {s4, 55, 56}, where the
routing is highlighted in blue'®. We then denote as D; the set of destination nodes
to which the optimal routing attack routes all the traffic in §;-. In Fig. 5-15, D« =
D3 = {ds, ds}, with the optimal routing attack highlighted in red. Then we evaluate
the ratio between the loss at d;« under Approach 2, denoted by (521, and the total

loss over D;« under optimal solution {x}}scy,, denoted by Y o

€D , which can

be lower bounded as follows

(Zsiesj* )‘i) —Hgx

2
55[]1 . (Zsiesj* AZ) - M.]* . |S]* |SJ*‘
ZjeDv 5c(l)~PT B > i )=
J* J e >\l — . sie\SOPT\ g Hj
ZdjE’Dj* Esi.xSidj—l Mg Ede'Dj* SJOPT‘( “;JQPT| )
(Zsiesj* A'L) T Hgx
O s 018w L
= - OPT| — =
o gorm(Zues ) Taen, ISP WAl S
de'Dj* J ‘SJ*|

(5.8)
where inequality (a) holds due the optimality of d;« among all destination nodes
w.r.t. (5.7), while inequality (b) holds due to Udjepj*SjOPT C V4 (in the example of
Fig. 5-15 Udjepj*SjO PT =y,), and (c) holds since each source node sends all its traffic
to a single destination, thus the number of overloaded destination nodes L under
. In Fig. 515, |S;-| = |S5| =3, L =2, and [Va| = 7.

0

optimal attack is at most |S;

5.7.2 Proof of Theorem 5.6

Proof. We conduct the proof through three steps: (i) 2 x 2 single-hop networks;
(ii) general single-hop networks while the optimal routing attack only overloads a
single destination node; (iii) extension of results in previous step to general single-hop
networks.

Case 1: 2x2 networks. Consider the 2 x 2 example in Fig. 5-10 with Vg = {s1, s2}

0 Algorithm will choose the blue routing when A3 is small so that it will lower down the
overload-per-source.
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251 H2 K3 Ha

Figure 5-15: Examples for Proof of Approach 2

and Vp = {di,ds}, and general A = (A1, \2) and p = (1, pi2), where we introduce
a meta source and destination node equivalently. s; can only send traffic to d.
The routing of s, under Algorithm 5.6 is determined by the comparison between
p1/(z1 + x2) = py and ps/zo: Sending all traffic to dy if puy < po/xy else dy. If
p1 < po/x9, then Agrg, the loss by Algorithm 5.6 is [A — p1]™, and in this case
the optimal solution has the same loss Appr = Aarg. If g1 > po/zo, then the
Aare = [Ax1 — )™ + (Ax2 — po) where Azy > po otherwise node s, will not route
to dy. The only possible case that Apgpr > Aupe is that the optimal solution is

Zs,q, = 1. In this case, we have the following gap

AOPT - AALG _ ()\ - Ml) - [)\131 - M1]+ - (>\$2 - Mz)
A A
Ay — — Ay — + (1) (i) (i1) 1
_ po + Ary — g — [Ary — < &1‘1 < gy < -
A 1251 4

where (7) holds as A\ = 2 maximizes the gap, which is x; — #1552 when A < £ and
B and A > -x%, and note that g > po/x9 > pe. (i) holds due to gy > pa/xe, and
(i) holds due to z1 + 9 = 1, thus x5 < 1/4.

Case 2: M x N networks with the optimal routing overloading one destination
node. We extend the example in Fig. 5-10 to general M = K source nodes and
N = K destination nodes w.l.o.g., where all sources nodes are connected to d;, while
s; is at least connected to d;. We consider the extreme case that will cause biggest

gap between the optimal solution and the output from Algorithm 5.6, where the
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optimal routing is zj , = 1, while the algorithm outputs the solution x4, = 1,

Vi=1,---, K, under the condition &% < BE=L... < k2 < 1 — — ;. This can be

K — TK-1 — a2 — YK &

derived by induction based on Case 1. Then we have the bound

K K
Aopr — Aara _ <)‘ D1 Ti— Ml) - ijl()\xj — 45)

A A
S Amy = = D — ]+
N A
K K
. . 1
S #xl S £L‘1(ZZL’Z) = £L‘1(1 — J}l) S Z
v i=2

Case 3: Special case of M x N networks with the optimal routing attack overloading
multiple destination nodes. We now extend to multiple overloaded destination nodes
under optimal routing attack. Here we first consider a special case in Fig. 5-16, where
the optimal routing attack overloads two destination nodes d; and d, highlighted in
red, while Algorithm 5.6 outputs the routing attack as highlighted in blue, under the
conditions that ps /o, us/r3 < pi/(x1 + 2o + x3) and ps/xs < pg/(x4 + v5). Based
on the results in Case 2, we can derive

Aopr — Aarc _ 1
A A

()\1‘1 — 1 — Az — ]+ e+ Ms)

1
+3 (Azg — pua — Aoy — pua] ™ + pis)

X1+ To+ T3

< Aty — py — [Azy — ]+ po + g

—A(x1+x2+x3)( 1 — g1 — Aoy — ]+ o+ ps)
Ty + Ts

+ ———— (Awg — prg — [Azg — pa] " +
/\(x4—|—x5)( 4= g — [ATg — pu] Ms)

(21( + 2 + )+1( + )—1

_45U1 Ty T I3 4$4 1755—4

where (a) is based on the result from Case 2. We will use this result in the following
discussion over general single-hop networks in Case 4.

Case 4: General single-hop networks. The optimal attack may overload multiple
destination nodes. In this case, we can transform the original graph so that results
of Case 2 above can be applied. We give an example in Fig. 5-17. Suppose that the
optimal routing attack as highlighted in red, while the routing attack from Algorithm
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Figure 5-16: Proof for Case 3 of Theorem 5.6

5.6 that minimizes no loss throughput A\* is to route traffic from sy, s3 and s4 to ds,

highlighted in blue. Given the routing attack output by Algorithm 5.6, denoted by

x4L¢ we show the following transformation of network topology will keep the same

overload as x4"“: For each overloaded destination node d; under x4, suppose that

it receives traffic from S; = {s;};.,azc_;, then we decompose node d; into |S;| nodes
ij

denoted by {dg-k)}tzg, each connect to the k-th source node in §; denoted by sk),

;k) — ‘ijs#ﬂj. It is easy to verify that
2 k=17 ()

applying Algorithm 5.6 to the transformed network outputs a routing attack solution

The new service rate for node dg-k) is p

leads to same overload, as the minimum \* that saturates dg-k), VEk is the same, equal
to the A\* that saturates d; in the original graph. For example in Fig. 5-17, node d3
is decomposed into 3 new nodes with new service rates denoted by ,u:(f), u§3) and ,u:(;l).
Note that this transformation is only for proof, where in Algorithm 5.6 we use the
original graph.

With the above transformation into multiple basic units in Case 1 (the dashed

boxes in Fig. 5-17), we can directly apply the analysis for Case 2, and obtain the
upper bound of 1/4. O

5.7.3 Proof of Theorem 5.7

Proof. Under K = O(1), the following brute-force algorithm outputs the optimal

‘Vcand|

solution: Enumerate all ( o

) combinations of nodes to attack, and under each
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X2

Figure 5-17: Proof for Case 4 of Theorem 5.6

combination apply brute force method for A\* minimization given by Theorem 6.1,
and apply Proposition 5.3 for loss maximization. The time complexity are both
O <(W‘}“<"d|) x NK dmaX> = O(|[Veana| K K4 N) where dpay is the maximum degree

among the K selected nodes to attack.

Under K = O(N), we reduce Set Cover to the problem of node selection for
A*-minimization, and the extension to loss maximization is trivial. Given an instance
of Set Cover as done in the proof of Theorem 5.4, we construct the graph as in
Fig. 5-18, which adds a node T" compared with Fig. 5-8 and the added links are
highlighted. The candidate node set is {s;}i2; U {d;}}_;, and their default routing
policies are all dispatching all the traffic to the intermediate node T". All links have
unbounded capacity except link (do, T') with ¢4, = 1. Without routing attack, the
no-loss throughput A\* = oo. We show that if we can solve the decision problem of
node selection: Can we reduce \* from oo to 1 by attacking m + k nodes?, then there
exists a polynomial algorithm to decide if there exists k sets in {d;}! ; that can cover
all elements corresponding to {s;}7,. To reduce A* to 1, all traffic flows need to go
through link (dy,T) to node T, thus all m source nodes must be attacked to adjust
their routing to one of destination nodes instead of directly to 7. Then if attacking k
more nodes in {d;}_; can reduce A\* to 1, then it guarantees that all the source nodes
route traffic to one of the k attacked destination nodes, and these k£ nodes routing
all the traffic to dy, which is equivalent to being able to using K sets to cover all

elements corresponding to {s;}7,.
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Figure 5-18: NP-hardness of Node Selection Problem

5.7.4 Proof of Theorem 5.8

Proof. Algorithm 5.7 goes through each downstream link (i,j) to Ve (including
V.ana themselves), and find the optimal choice of K nodes to attack to minimize the
arrival rate that saturates one of them (i, 7). Since all candidate nodes are parallel,
we can separately evaluate the contribution of attacking a node v € V,4nq over (i, ),
denoted by A ), which is the difference between the arrival rate that saturates link
(1, 7) with and without attack. We calculate A,(,i’j ),Vv eVvy " and then sort the value
over all VY " non-decreasingly. Denote Al = max(; jee A Then we can get the
optimal choice to each node i as follows, where the choices to each link starting from
node i are identical: If [V{"| > K, we choose the top-K nodes in V" with highest A?
values; If [V

K— Vi

< K, we choose all |V}’ *| candidate nodes to attack, where choosing

candidate nodes does not affect the saturation level of link (i, j) since they
are not upstream to node i. Denote the no-throughput loss under the choice VX) as

Al;)» then the optimal node selection to attack is VX*) = arg ming. cydown Af;). []
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Chapter 6

Routing Attack on Network Overload

with Dynamic Routing

In this chapter, we quantify the maximum throughput loss that can be induced when
network adversaries maliciously control the routing policies at a subset of network
nodes, given that the other nodes can adjust their routing policies to minimize the
loss caused by the adversaries. We unveil the equivalence between maximizing the loss
and minimizing the minimum s-d cut value of the network, and prove its NP-hardness
under general adversarial node sets. We develop polynomial-time algorithms for
adversarial nodes that in a chain structure can output the optimal solution that
maximizes the loss, and in a parallel structure guarantee a logarithmic worst-case
approximation ratio to the optimal solution. We further generalize the algorithms
for the above two basic structures to an arbitrary structure of adversarial nodes. We
validate the near-optimality of the proposed algorithms under a wide range of network
settings, which demonstrates their ability to evaluate the potential throughput loss
due to overload under malicious routing, and identify the critical nodes to be protected

to reduce the impact of routing attack.

185



6.1 Model, Problem and Basic Results

We start by introducing the network model, the problem formulation of network
overload maximization, and basic results including the boundary optimality and the

NP-hardness of this problem.

6.1.1 Network Model

We define a network by a graph G = (V, ), where V denotes the set of nodes and
& denotes the set of links, with [V| = N and || = M. We denote the node indices
by 1,2,--- , N, and (i,j) € & if there is a link from node i to j. We consider a single
commodity with node 1 as the source and node N as the destination. We denote
the traffic arrival rate to the network at the source by A. Each node 7, representing
a switch or a router, can forward the traffic to the nodes adjacent to it, denoted by
V;, = {i € V|(i,5) € £}. We denote the transmission rate over link (¢,7) by fi;,
defined as the amount of traffic transmitted over (4, 7) in a time unit. We denote the
capacity of a link (7, j) by ¢;; which is the maximum transmission rate over (i, j), i.e.,

fij € 10, ¢;;]. Traffic departs from the network when it arrives at the destination.

We define the routing policy at a non-destination node ¢ by a forwarding ratio
vector x; € RV, where each element x;; denotes the fraction of traffic at node ¢ that
will be forwarded to its adjacent node j. The routing policy at a non-destination
node i should be in the feasible set X; = {x; € RV | Zjvzl z;j = 1,2;; > 0 for (i,7) €
E,x;; = 0for (i,7) ¢ £}, where the sum of forwarding ratios of node i to all its
adjacent nodes should be 1. Examples include random packet spraying [118], where

a node dispatches traffic uniformly to its adjacent nodes, i.e., z;; = V(i j) € &,

1
Vi’
and weighted spraying based on link capacity where x;; = «——%—— V(i,j) € £. As

2 ki(isk)ee Cik’

we explained in Proposition 5.1, our definition of routing policy based on forwarding

ratio vectors is equivalent to the multipath characterization for a commodity [19].
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6.1.2 Problem Formulation

We investigate the maximum level of overload that can be induced by malicious
routing over a subset of network nodes, denoted by V,. We term V, the set of
adversarial nodes, and Vy := V\V, the set of normal nodes which are not controlled
by the adversary. The traffic transmitted from a node ¢ to an adjacent node j is
(Zk:(k,i)ee f;m> x;;. Overload occurs at (i, j) if the traffic exceeds ¢;;, where fi; = ¢;;
and the excess traffic <Zk:(,w-)eg fm') x;j — ¢;; will be dropped.

We consider that the routing policies at normal nodes Vy can be reconfigured
by the network controller, which adjusts their routing policies xy = {X;}icy, In
order to minimize the throughput loss given the adversary’s routing policies x4 :=
{xi}icv,. Such dynamic routing control in response to the change of network states
has been widely enabled in modern network infrastructures [89]. In practice this
requires knowledge of the attack. However, here the dynamic re-routing allows us to
evaluate the fundamental limits on the attack, by considering the worst-case scenario
for the adversary. We denote the set of feasible routing policies at V4 and Vx by
X4 = Xiep, A and Xy = Xep, &) respectively, where x represents the Cartesian
product, i.e., we require x4 € X4 and xy € Xy. We term x4 a routing attack.

We give the formal definition of our problem: Given the network G = (V,€) and
the adversarial node set V4 C V, find the optimal routing attack x4 € X4 that
maximizes throughput loss, given that the network controller can optimize xy € Xy
to minimize such loss in response to x4. We formulate the problem by the following

minimax optimization framework (6.1).

max min A — Z fin

XAEX, XNEX,
ARTA BNEEN it(i,N)e€

s.t. fij = min Z Sri TijyCij ¢ Vi 75 1, (Z,j) €€, (61)
k:(kyi)€E

fij = min{)\ljj,clj}a V(1,j) € €.

The objective function A\ — Zi:(i’N)Eg fin of (6.1) represents the total amount

of overload during the transmission: the gap between the traffic arrival rate \ at
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the source and the total traffic Zi:(z} nyee Jin that arrives at the destination. The
constraints reflect the flow conservation law over each link: the total traffic forwarded
to a link (7, j) should be all transmitted through the link if it is no greater than c;j,
otherwise f;; = ¢;; is transmitted and the excess traffic is dropped. The adversary
aims to find the x4, € X4 that maximizes the minimum loss achievable by some
Xy € Xy.

Analyzing (6.1) directly is challenging due to the constraints with the element-wise
minimum function. We show in Proposition 6.1 that the original formulation (6.1) is

equivalent to the following formulation (6.2).

min  max Z fin

Xacta L i Nes
s.t. fij = Z sz l'ij,VZ- S VA, (2,]) S (c:,l 7£ 1,
k:(ki)e€ (62>
Z fij = Z Jei, Vi € Vnyi # 1,
j:(i,5)€E k:(ki)eE

fij € [O,Ci]‘], V(Z,j) c €.

Proposition 6.1. The sets of optimal solutions of (6.1) and (6.2) are the same.

The transformed problem (6.2) is to find the routing attack that minimizes the
maximum total network throughput that can be achieved without inducing loss. The
constraints of (6.2) are different from the original problem (6.1), where the flow
conservation law at both adversarial and normal nodes holds without loss. The first
constraint guarantees that at each i € V4, the transmission rate over link (4, j) is
equal to the total transmission rates injected into ¢ multiplied by the forwarding ratio
x;;; The second constraint states that each ¢ € Vy can adjust the routing policy
arbitrarily to avoid loss, where the routing policy at ¢ € Vy can be obtained from the
decision variables { fi;}ijjee by Tij = fij/ Dok (hiyee fri-

Proposition 6.1 reveals an important property of (6.2) that the optimal routing
attack is independent of the traffic arrival rate A. We point out that this is a unique

property for the dynamic routing control over xy, which does not hold if normal
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nodes have static routing policies. The transformation to (6.2) facilitates the analysis
by removing the dimension of A and simplifying the constraints. We develop basic
analytical results based on (6.2) below that inspire routing attack design to optimize

(6.2).

6.1.3 Basic Results

We demonstrate that there exists a polynomial algorithm to solve (6.2) when the
number of adversarial nodes |V4| is a constant, i.e., [V4| = O(1), while (6.2) is
NP-hard for general V4 with V4 = O(N). We first prove that given any network G
and adversarial node set Vy, there exists an optimal solution to (6.2) by routing all

the traffic at each adversarial node to one of its adjacent nodes.

Theorem 6.1. There exists an optimal solution X% € X4 to (6.2) which satisfies that

Jor Vi € Va, 35 € V; so that xj; = 1.

Theorem 6.1 states that there must exist a vertex of the polytope X4 that
optimizes (6.2). We have [],c,, [Vil = O(NV4l) vertices in X4, one of which is an
optimal solution to (6.2). We can enumerate all these vertices and find the one that
minimizes the objective in (6.2), i.e., the maximum throughput without inducing
loss. This objective can be calculated in polynomial time when x4 is a vertex of
X4 by evaluating the minimum s-d cut of a network, defined as the set of links
with minimum total capacity whose removal can disconnect the source node 1 and
destination node N. Specifically, at a vertex x of X4, each i € V4 forwards all the
traffic to a single adjacent node 7 € V;, and thus the original network G under x4
is equivalent to a network G’ where each i € V4 has only one egress link (i, 7) with
capacity ¢j; = ¢;; and the other links (4, k) with capacity cj, = 0 for k # j. Therefore
the maximum throughput without loss of G is equal to the minimum s-d cut value of
G’, which can be solved in polynomial time by the Edmonds-Karp algorithm [119] or
Karger’s algorithm [120]. We remark that the equivalence between (6.2) under G and
the minimum s-d cut of G’ only holds when x4 is a vertex of X4, as Fig. 5-2 shows.

The above discussion demonstrates that the original problem (6.1) can be
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formulated as a combinatorial optimization problem: Each i € V4 needs to choose a
single adjacent node j € V; and activate the link (7, j) with the goal of minimizing
the minimum s-d cut value of the network. The brute-force algorithm above is only
efficient in practice when the size of V4 is a very small constant. The time complexity
becomes exponential when |V4| scales linear with network size N. This is typical
in SDN where a routing controller is responsible for the routing policies of a fixed
proportion of data plane nodes, for example each of the Google’s SDN controller
taking over 25% of the networks [89]. We show in Theorem 6.2 that the problem
(6.2) is NP-hard given general size of |V4| by reducing the Set Cover problem to
(6.2). This result demonstrates the need to develop approximation algorithms with

acceptable performance guarantees and polynomial time complexity.

Theorem 6.2. Problem (6.2) is NP-hard under |Va| = O(N).

6.2 Algorithms and Performance Guarantees

We develop polynomial-time routing attack algorithms with performance guarantees
for the problem (6.2), given that V4 follows either a chain and a parallel structure.
We prove that the algorithm for V4 in a chain structure can output the exact
optimal solution to (6.2), and the algorithm for V4 in a parallel structure leads to an

approximation ratio at most O(log|V4|), over arbitrary network instance G.

6.2.1 Chain Structure

We first study the case where V, is in a chain structure. The definition of the chain

structure is based on the reachable nodes of adversarial nodes.

Definition 6.1. Given the network G and the adversarial node set V4, a node j is
reachable from i € V4, denoted by i — j, if there exists a routing attack over V4 such

that all the traffic at i will arrive at node j, given arbitrary routing policies of V.

We explain the definition of reachable nodes in Fig. 6-1, where in both (a) and

(b), 2 — 4, since taking x93 = 1 for (b) and further z34 = 1 for (a) guarantees all the

190



traffic at node 2 are sent to 4, while in (c) 2 /4 4 since node 3 can forward traffic to
node 6. The reachability is important in the routing attack algorithm design below,
which characterizes the ability of an adversarial node ¢ to forward traffic to overload
the links starting from another node j. If node j is not reachable from i, the dynamic

routing at Vy can prevent this attempt by diverting traffic away from node j.

Figure 6-1: Examples of reachability and the chain structure of V4.

We define an adversarial node set V4 to be in a chain structure based on the

reachability.

Definition 6.2. The adversarial node set V4 is in a chain structure if there exists

a permutation of nodes in Vya, denoted by {i,..., iy, }, such that i; — i1, Vj =
L...,|Va|l — 1.
Intuitively, the chain structure {i,...,4,} facilitates overloading the network

in that an adversarial node 7; can target overloading links starting from node ¢’ with
the guarantee that all the traffic at 7; can be routed to ¢ as long as node ¢’ is in the
union of reachable nodes of {zk}‘kvz“]l In Fig. 6-1, the V4’s in (a) and (b) are in a
chain structure, while that in (c) is not. Notice that if i — j and j — k, then ¢ — k.
Moreover, the chain only requires the existence of a permutation, where there may
exist loops where ;41 — 7; for some j. V4 in a chain structure is plausible in real
networks, where the adversary hijacks the nodes over a physical path of the traffic
in a network, or a controller in the control plane that is responsible for a physically
local mesh network where nodes are connected to each other.

We develop Alg. 6.1 with polynomial time complexity for V4 in a chain structure,
and prove in Theorem 6.3 that it can output the exact optimal routing attack to

(6.2).
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Algorithm 6.1: Exact Algorithm to (6.2) for V4 in Chain
Input: G = (V,&), V4 in a chain structure;

=

2 Find a permutation of Vy4, {i1,...,4y,|}, such that
ij—>ij+1, Vle,,’VA’—l,

3 Route the traffic from each ¢; € V4 to an adjacent node so that all the traffic
at i; can be transmitted to i1, V5 = 1,...,|Val — 1

4 for j = |V4| to 1 do

5 for k in V; do

6 Set i, = 1 and @y = 0, VK # k;

7 Calculate the minimum s-d cut value of G by assuming

ci;iw = 0,VE' # k, denoted by Cy;

8 Let k* = arg mingey, C, and determine the routing policy of node i; as
Tipe = 1 and @, = 0,k # k*;

Return x4 = {Xz’}iEVA;

©

Theorem 6.3. Alg. 6.1 outputs an optimal routing attack to (6.2) if V4 is in a chain

structure.

Figure 6-2: Alg. 6.1 on Fig. 6-1(b): first on the left, we temporarily set the routing
policy of node 2 to be x93 = 1 so that all the traffic at 2 is sent to 4, and determines
the routing policy at 4 to be x46 = 1 to achieve minimum s-d cut value 1, under which
no traffic goes through (2,5) and (4,5); then on the right, we fix x4 and determine
the routing policy at 2 to be x93 = 1 which keeps the minimum s-d cut value to be 1.

We explain how Alg. 6.1 works by going through the first iteration which
determines the routing policy of ¢)y,|: Alg. 6.1 temporarily sets the routing policies at
adversarial nodes {7y, ...,%y,|-1} following the chain i; = i;11, Vi =1,...,|Va| — 1,
which guarantees that the traffic sent from ¢; will all arrive at ;4. It then determines
the optimal routing policy of 4y,| based on Theorem 6.1 by sending all the traffic
from ¢)y,| to each of its adjacent nodes and computing their corresponding minimum

s-d cut values. The optimal routing policy at ¢y, is the one with the lowest minimum
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s-d cut value. In the k-th iteration of Alg. 6.1, we determine the routing policy
of node iy, 41— as we do in the first iteration, given that the routing policies of
{zj}‘]iﬂm 1o have been determined in previous iterations, and the routing policies
of {i; }‘jiAll_k follow the chain temporarily. Fig. 6-2 shows how Alg. 6.1 works over the

example in Fig. 6-1(b) where the numbers over links represent the link capacities.

The worst-case time complexity of Alg. 6.1 is O(|Va| X |V| X Tiincut): In each
iteration, the algorithm determines the routing policy of an adversarial node i € V4,
which involves traversing |V;| = O(N) adjacent nodes of i, with worst-case time
complexity of calculating minimum cut O(Tiineat) = O(|V||E]?) = O(NM?) using
Edmonds-Karp algorithm or O(Tineut) = O(|V|?) = O(N?) using Karger’s algorithm.
Alg. 6.1 can be accelerated in real implementation. First, traversing the V; for each
1 € V4 can be implemented in parallel, where parallelization over K machines reduces
the complexity to O(|Va]| x % X Tineut)- Second, it is not always necessary to traverse
V; at each i € V4. The idea is that at ¢ € V4, we can first obtain the set of links
that constitute the minimum s-d cut under the assumption that ¢;, = 0, Vk € V.
If the set of links does not contain a link (i, k) for some k& € V;, then it means that
adjusting the routing policy at node ¢ does not affect the minimum s-d cut value, and
thus we can randomly find 7 € V; and forward all the traffic at ¢ to node j, which
does not affect the optimality of the output. This optimized approach does not lower
the worst-case complexity but can remove the unnecessary computation of minimum

s-d cut to reduce computation time in general networks.

Remarks: (i) Alg. 6.1 is optimal as long as there erists a permutation
{i1,.. . i, } of V4 that forms a chain. The existence of loops where nodes
i, %5, € Va such that i;, — ¢, and 7j, — 4;, does not affect the optimality. Consider
the example where ¢)y,| — 7; in the chain, then an optimal routing attack is to route
all the traffic at 7; to a node in V;; that they can all arrive at 7;, 1, and route the traffic
at iy, back to ¢;. This routing attack guarantees that any traffic forwarded to an
adversarial node will be trapped in the loop and thus cannot reach the destination.
Alg. 6.1 will output this solution, since in the first iteration the routing policy of 4y,

will be determined to be routing following 4y, — 4; so that all the traffic is sent
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back to i1, which does not increase the minimum s-d cut value. (ii) The verification
and identification of chain structure are straightforward. We can validate if i — j
by the following method: Suppose that each node uniformly forwards the traffic to
its adjacent nodes, and there is a close-to-zero amount of traffic € starting at ¢ that
will not cause any overload, then ¢ — j if and only if all the traffic can reach node
7. We can identify all the chain structures in the network by applying the above
validation method for each pair of network nodes. (iii) The optimality of Alg. 6.1
is based on the prerequisite that V4 is in a chain structure. Consider the example
in Fig. 6-1(c) where 2 4 4. Suppose that to determine the routing policy at node
4, we set the routing at node 2 to route all the traffic to node 3, then the output
routing attack will be x45 = 1 and z95 = 1, since in the first iteration setting 45 = 1
gives a minimum cut value of 200 while x4 = 1 gives 201. This attack leads to a
minimum s-d cut value of 102. However, the optimal routing attack is to set x45 = 1
and x95 = 1, under which the minimum s-d cut value is 3. This fact motivates the

need to develop alternative algorithms for V4 not in a chain structure.

6.2.2 Parallel Structure

We further investigate the case where V, is in a parallel structure, as defined below.

Definition 6.3. The adversarial node set V4 is in a parallel structure if for Vi € Vy
and any routing policy X;, there exists routing policies over normal nodes Vy so that
the traffic can be delivered from the source to the destination through i without passing

through other adversarial nodes.

The definition requires that no matter what routing attack is taken over V,, for
each adversarial node i, there exists a path from the source to the destination where
the only adversarial node on it is 2 under some routing policy over Vy. The intuition
is that for each pair of adversarial nodes i and j, normal nodes can adjust the routing
so that the traffic at node ¢ will not be delivered to j. Real-world examples of V4 in
a parallel structure include the load balancers in a server farm, and a middle layer

of nodes in a multi-layer network that serves a commodity from the ingress to the

194



egress layer.

We have the following remarks: (i) V4 in a parallel structure implies that each pair
of adversarial nodes are not reachable from one to another. However, the reverse does
not hold, i.e., i 4 j for Vi, j € V4, ¢ # j does not imply V4 in a parallel structure. We
give an example in Fig. 6-3 and leave the discussion to Section 6.3. (ii) Definition 6.3
does not mean that there is no path between a pair of adversarial nodes. Fig. 6-1(c)
is an example where adversarial nodes {2,4} are parallel since 2 4 4, although there

exists a path 2 to 3 to 4.

Figure 6-3: Example where adversarial nodes at different layers (shaded in black) in a
multi-layer network that are not in a parallel structure, although ¢ /4 j for Vi, j € Va
and @ # j.

We develop Alg. 6.2 that can output a routing attack in polynomial time given
that V, is in a parallel structure. The idea behind Alg. 6.2 is to determine the routing
policies at adversarial nodes so that the average contribution of an adversarial node
on increasing the minimum s-d cut value is minimized in each iteration. Fig. 6-4
gives an example to explain how Alg. 6.2 works by going through the first iteration.
Alg. 6.2 investigates the minimum increment of the minimum s-d cut value by two
steps. The first step (line 5 to 8) is to go over each link (7,j) where ¢ € V4, and

calculate the increment of the minimum s-d cut value, denoted by A;;, given that the

ij>
adversarial node i forwards all the traffic to node j. The second step (line 9 to 12) is
to investigate the normal node set Vy. For each normal node k, we figure out the set
of adversarial nodes from which node k is reachable, denoted by R, where Ry C V4
and Vi € Ry, @ — k. The algorithm skips k if R;, = ), otherwise it routes the traffic
at each node 7 € Ry so that all the traffic is transmitted to node k. The algorithm

calculates the corresponding increment of the minimum s-d cut value based on the
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above routing policies at Ry, denoted by Ay, and evaluate the average increment
from each adversarial node in Ry, which is Ay/|Ry|. Finally, the algorithm chooses
the minimum value from the union of {A;;}icv, (ij)es and {Ar/| Ry} revy riz0, and
determines the routing policies of the adversarial nodes corresponding to the choice
as done in line 14 or line 17. Alg. 6.2 iterates the above process over the adversarial
nodes whose routing policies have not been determined, and terminates when the

routing policies of all adversarial nodes are determined.

Algorithm 6.2: O(log|V4|)-Approximation Algorithm to (6.2) for V4 in a

Parallel Structure

1 Input: G = (V,€), V4 in a parallel structure;

2 Initialize the undetermined adversarial node set UD < V4, and
X; = O, Vi € VA;

3 For each 7 € Vy, calculate R;, the set of adversarial nodes from which i is
reachable;

4 while UD # () do

5 for link (i,j) where i € UD do

6 L Set z;; =1 and x; =0, j' # J;

7 Calculate A;;, the increment of minimum s-d cut value;

Find (7, j*) <= arg min;ey, i,j)ce Dijs
for k € Vy and R, NUD # () do

10 Each adversarial node ¢« € R, N UD routes all traflic to a node in V;
s.t. all the traffic is guaranteed to reach node k;
11 Calculate Ay, the increment of minimum s-d cut value under the

above routing;

12 Find k* < arg mingey, Ag/|Re N UDJ;
13 if Ajejo < Ap/|Rp= NUD| then

14 Determine the routing policy at 7* to be x;«;+ = 1 and
Lixj = 0, \V/] 7£j*7

15 UD < UD\{i*}; Ry + Ri\{i*}, Vk € Vn;

16 else

17 Determine the routing policy of each node in Ry N UD so that all
traffic at this node is guaranteed to be sent to k*;

18 UD «+ UD\Rk*, Ri < Rk\Rk*, Vk € VN;

19 Return x4 = {x;}icv,;

The worst-case time complexity of Alg. 6.2 is O(|V4| x (€] + |Vn|) X Trmincut):

Alg. 6.2 has at most |V,4| iterations where each iteration only determines the routing
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Step 2
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Set ¢;; = 0 for each
Original network link (i,7) where i € Vy Calculate {Al—j} and {A/[Ril}kevy r 20

i€V a,(i.J))EE

Figure 6-4: Example of the first iteration of Alg. 6.2 for V4 in a parallel structure: first
set ¢;; = 0 for all the links (7, 7) starting from an adversarial node ¢; then follow line 5 to
7 to calculate the minimum s-d cut value increment by activating each of the above links,
and follow line 9 to 11 to calculate the minimum s-d cut value increment by activating all
adversarial nodes reachable to each normal node, and obtain the mean minimum cut value
increment by dividing the value by the number of adversarial node reachable to this normal
node.

policy of a single adversarial node in the worst case, and in each iteration calculates
A Yieva,Gyeel HH{AR/ | Rel  eevy micol = O(IE|+|Vn|) times of the minimum s-d cut
value. We can accelerate the process in real implementation by pre-computing R; for
Vi € Vy, parallel computing {A;; }icv, i,j)ee and {Ar/|Ri|}kev, in each iteration, and
calculating the minimum s-d cut value only if the newly introduced routing policies
at V4 in this iteration increases the minimum s-d cut value, similar as discussed in
Alg. 6.1.

We prove in Theorem 6.4 that Alg. 6.2 outputs a routing attack which leads to a
worst-case approximation ratio of O(log [V4]) to the optimal solution to (6.2) given an
arbitrary network instance G and adversarial node set V4 in a parallel structure. This
logarithmic gap demonstrates the slow performance degradation of Alg. 6.2 when |[V4|
scales linearly with the network size |V|. The approximation ratio is asymptotic given

that |Va| — oo with |V| — oo. For a constant |Va|, the worst-case approximation

.. % _
ratio is V41—,

Theorem 6.4. Alg. 6.2 is an O(log|Va|)-approzimation algorithm to the problem

(6.2) given V4 in a parallel structure.

We further demonstrate in Theorem 6.5 that O(log|V4|) is the minimum
worst-case approximation ratio that can be achieved by any polynomial-time

algorithm for the general problem (6.2). The proof idea is based on the
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inapproximability of the Set Cover problem. For V4, in a parallel structure, it
means that there does not exist another polynomial-time algorithm that can perform

better than Alg. 6.2 in terms of the worst-case approximation ratio.

Theorem 6.5. There is mno polynomial-time algorithm with a worst-case

approzimation ratio lower than O(log [Val) to (6.2).

6.3 Algorithm for General V 4

In this section, we develop a polynomial-time algorithm given that the adversarial
node set V4 is in a general structure, which means V4 can be an arbitrary subset
of nodes. We provide the pseudo-code in Alg. 6.3 which is a recursive algorithm.
We explain the two major challenges when generalizing the algorithms designed in

Section 6.2 to V4 in a general structure below.

Algorithm 6.3: Algorithm to (6.2) for General V4

Input: G = (V,€), Va4 in a general structure;

Initialize x; = 0, Vi € Vy;

3 Find adversarial nodes V| C V, to which the source node has a path that

solely consists of normal nodes;

4 Identify all the chain structures in V%, and temporarily set the routing
policies of adversarial nodes in these chains by following line 3 in Alg. 6.1;

Apply line 5 to 18 of Alg. 6.2 over the subset of nodes in V¥ whose routing
policies are not temporarily set. If there exists any adversarial node
downstream whose routing policy is undetermined, recursively call Alg. 6.3
in the downstream subnetwork;

6 Return x4 = {x;}icy,;

N =

(9]

The first challenge is that V4 can be a combination of chain and parallel structures.
We show an example in Fig. 6-5(a). Alg. 6.3 addresses this challenge by combining
the ideas in Alg. 6.1 and 6.2. Alg. 6.3 contains two steps in each recursion. The first
step (line 4) is to identify the chain structures among the adversarial nodes whose
routing policies have not been decided, and temporarily sets their routing policies
following the chain structure. This step follows the idea in Alg. 6.1 where for two

adversarial nodes 7,5 and ¢« — j, we first determine the routing policy at node j
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given that node ¢ adopts the routing so that all the traffic at ¢ can arrive at j. In
Fig. 6-5(b), the algorithm first assumes that xo5 = 1 and x35 = 1 since 2 — 5 and
3 — 5. The second step (line 5) is to determine the routing policies of the adversarial
nodes that are at the end of the above chains which are guaranteed to be in a parallel
structure. We then adopt the idea in Alg. 6.2 to determine the routing policies of a
subset of these parallel adversarial nodes. In Fig. 6-5(b), Alg. 6.3 runs its line 5 over
{4,5}, and suppose that it determines that node 5 is to route all the traffic to node
7 in a single hop, i.e., 57 = 1. Alg. 6.3 iteratively follows the above process until the
routing policies of all adversarial nodes have been determined, where in Fig. 6-5(c) the
second iteration is to consider the routing policies of adversarial nodes {2, 3,4} given
that the routing policy at node 5 has been determined. In summary, the main idea of
Alg. 6.3 is to synthesize the optimality of chain structures and the good performance

guarantee of parallel structures to V4 in a general structure.

Figure 6-5: Example of Alg. 6.3 on V4 with a combination of chain and parallel
structures. Given that V4 = {2,3,4,5} in (a) where 2 — 5 and 3 — 5, the algorithm
temporarily sets xo5 = 1 and x35 = 1 (line 5) and determines the routing policies at 4
and 5 (line 6) as shown in (b); suppose that in line 6 the algorithm determines that
r57 = 1 based on As; = min{{A; }icva,ij)ce U {Ak/|Ri| revy R0}, then it starts
to consider adversarial nodes upstream to 5 in the chains, i.e., determines the routing
policies at {2,3,4}.

The second challenge is that V4 may be in multiple layers of parallel structures,
where we cannot either utilize the optimality of chain structures or directly apply
Alg. 6.2 to solve the problem. Consider the example in Fig. 6-3, where the adversary
controls two layers of network nodes, and nodes 6,7 are not reachable from nodes
2,3. We cannot solely determine the routing policies at a single layer of adversarial

nodes ({2,3} or {6,7}), since any routing policy at a single layer will result in zero
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increment of minimum s-d cut value and thus may lead to unbounded performance
guarantee. Therefore we introduce recursion in Alg. 6.3, which is a top-down dynamic
programming mechanism, to resolve this challenge. We explain the method by the
example in Fig. 6-6. In line 3, Alg. 6.3 figures out that {2,3} are the adversarial
nodes which are on a path built by normal nodes starting from the source node. It
applies the idea in Alg. 6.2 to determine the routing policies of the parallel adversarial
nodes {2,3}. Consider the calculation of Ay, i.e., the increment of the minimum s-d
cut value by w9y = 1 and x34 = 1. Since {7,8} are adversarial nodes downstream to
node 4 whose routing policies are undetermined, Alg. 6.3 will recursively call itself to
determine the routing attack of the subnetwork where 4 is viewed as the source node,
and the adversarial nodes are {7, 8}, denoted by the highlighted links in Fig. 6-6. The
routing attack solution starting from node 4 can be solved without further recursion
since {7,8} are in a parallel structure without more adversarial nodes downstream to
them. Calculating Ay can be done similarly. The solutions starting from 4 and 5 are

then memorized for further usage in the top-down dynamic programming.

{6->8, 7->9}

2 o 6 e 2 0 6 e memo = {
Lo’ 050502 Tede e o ® ik

{6->9, 7-59}

Figure 6-6: The top-down dynamic programming mechanism in Alg. 6.3 on the
example in Fig. 6-3.

Remarks: (i) Alg. 6.3 returns the same results and performance guarantees as
Alg. 6.1 when V4 is in a chain structure, and Alg. 6.2 when V, is in a parallel
structure. (ii) Time complexity: Alg. 6.3 is guaranteed to complete in time polynomial
to the network size. The memorization ensures that the routing attack solution of the
subnetwork downstream to each node is calculated only once. The calculation start
from different nodes can be implemented in parallel. An alternative method is the
bottom-up dynamic programming which calculates the routing attack of subnetworks
starting from nodes in the order from N — 1 to 1. The bottom-up approach has

no difference on the worst-case time complexity compared with top-down approach,
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however it introduces unnecessary computation starting from nodes that will not be
used in later iterations. (iii) Performance Guarantee: We find that it is challenging
to prove the performance guarantee as done in Section 6.2, when V, is a general
structure. We observe in the simulation in Section 6.4 that if V4 is in the form of K
chains in parallel!, the worst-case approximation ratio is at most O(log K). We leave

the proof of this conjecture to future work.

6.4 Performance Evaluation

We evaluate the performance of the proposed algorithms over a wide range of network
settings including different topologies, link capacities, and sets of adversarial nodes.
We show that the proposed algorithm is superior to other heuristics in terms of
approximating the optimal solution to (6.2).

Algorithms for Comparison: We compare two heuristic algorithms with
Alg. 6.3. (i) Dynamic Programming (DP): this algorithm traverses the adversarial
nodes from the destination to the source, where at each adversarial node the
algorithm determines its routing policy to minimize the minimum s-d cut value in
the subnetwork downstream to this node. The main differences to Alg. 6.3 are that
DP only utilizes the downstream information to determine the routing policy of an
adversarial node, and treats each adversarial node separately. (ii) Local Search (LS):
this algorithm initializes a routing attack where each adversarial node forwards all
the traffic to one of its adjacent nodes, and iteratively check if there exists a better
routing attack that can reduce the minimum s-d cut value by adjusting the routing
policy of a single adversarial node. It adopts the better routing attack if there exists
one, otherwise outputs the current best routing attack.

Network Settings: We test the proposed algorithms over networks with a fixed
size of |V| = 50. We first consider |V4| = 6 for V4 in a parallel structure, and we
can add links between different pairs of adversarial nodes to introduce chains in V4,

where our focus is to validate the analytical results developed in previous sections. We

LK =1 is equivalent to the chain structure, K = [V4| is equivalent to the parallel structure.
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further consider |V4| = 10 for V4 in a general structure to showcase the superiority
of Alg. 6.3 than DP and LS in terms of approximating the risk of overload in general
networks under malicious routing. For any given structure of V4, we simulate 10,000
network instances which comprises of 20 different network topologies, 25 different link
capacity settings under a given topology, and 20 randomly selected adversarial node
sets V4 that follows the structure, in order to evaluate the algorithms under different

network settings.

Evaluation Results: We evaluate the performance of the proposed algorithms
in terms of approximating the optimal solution to (6.2). Based on the equivalence
between (6.1) and (6.2), an algorithm with a lower approximation ratio to (6.2)

indicates higher potential for inducing network overload.

We first evaluate the performance when V4 is in a parallel structure. Fig. 6-7(a)
presents the cumulative distribution functions (CDF) of the approximation ratios
of the three algorithms to the optimal solution to (6.2). The statistics of mean,
90-percentile (p90), and maximum approximation ratios are listed in Table 6.1.
Results show that Alg. 6.3 leads to a lower mean, p90, and maximum approximation
ratio than DP and LS. The maximum approximation ratio of Alg. 6.3 among the
tested instances is 1.49, which is below the theoretical upper bound Z?Zl it = 2.45.
Moreover, the mean approximation ratio 1.04 shows that on average Alg. 6.3 leads to
an approximation gap of at most 5% to the optimal routing attack for (6.2), and the
p90 approximation ratio 1.11 means that over 90% of the instances Alg. 6.3 leads to
a gap of at most 12%. These results demonstrate the high consistency of inducing
routing attack with good approximation performance on minimizing the minimum

s-d cut values via Alg. 6.3 compared with the other algorithms.

Next we evaluate the performance when there exists chain structures in V4. We
introduce links among the 6 adversarial nodes, denoted by {i1, 12, 13,14, 15, i}, in three
ways: (i) introducing (iy,42), (i3,144), (i5, 1) so that there are 3 chains iy — ig, i3 — iy,
i5 — 1g in parallel; (ii) introducing (i1,12), (ia,13), (i4,15), (i5,76) so that there are 2
chains 4; — iy — i3, 94 — i5 — U6 in parallel; (iil) introducing (i;,7;41),7 = 1,...,5

so that V4 is in a chain structure. We present the CDFs of the approximation ratios
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Parallel 1 3 Parallel Chains Lo 2 Parallel Chains 1o 1 Chain

1.0 .0
0.9 0.9 0.9 0.9
W 0.8 —e— DP 0.8 0.8 0.8
no.7 0.7 0.7 0.7
Cos == L5 0.6 0.6 0.6
0.5 = Alg.3 | 05 0.5 0.5
O'li.O 1.5 2.0 25 3.0 35 4,00"1.0 15 2.0 25 3.0 35 4.00".11,0 1.5 2.0 25 3.0 3.5 4.00!.11,0 1.5 2.0 2.5 3.0 3.5 4.0
Approx. Ratio Approx. Ratio Approx. Ratio Approx. Ratio
(a) (b) (e (d)

Figure 6-7: CDFs of approximation ratios of Dynamic Programming (DP), Local
Search (LS), and Alg. 6.3 to the optimal solution to (6.2).

in Fig. 6-7(b) to 6-7(d) for these three ways respectively, and present their statistics
in Table 6.1. We find that Alg. 6.3 outperforms the other two algorithms in both the
average and worst-case performance. Moreover, Alg. 6.3 leads to better approximation
performance when the number of parallel chains is smaller, and outputs the optimal
solution when V, is in a chain structure. This observation echoes our conjecture in
Section 6.3 that the worst-case approximation ratio is logarithmic to the number of

chains in parallel.

Parallel

3 Parallel Chains
Mean 90% Max

Mean 90% Max

2 Parallel Chains 1 Chain
Mean 90% Max | Mean 90% Max

DP 111 13v 174 | 1.30 174 256 | 1.10 135 1.71 | 1.25 1.78 3.22
LS 1.15 118 13.35| 1.31 1.51 13.17| 1.08 1.34 297 | 485 240 25.14
Alg.6.3 | 1.04 1.11 1.49|1.02 1.00 1.48 | 1.01 1.00 1.27 | 1.00 1.00 1.00

Table 6.1: Approximation ratio statistics of Dynamic Programming (DP), Local
Search (LS), and Alg. 6.3 (90% means 90-percentile).

We finally investigate V4 in a general structure. Fig. 6-8 shows the CDFs of the
approximation ratios, where the performance of Alg. 6.3 in approximating the optimal
solution to (6.2) is better than the other heuristics: The worst approximation ratio
of Alg. 6.3 is 1.26, less than 2.0 for DP and 4.0 for LS. Moreover, Alg. 6.3 outputs
the optimal routing attack in around 90% of the 10,000 tested network instances.

Discussion: We learn from the simulation results that our proposed algorithms
lead to close-to-optimal performance in terms of maximizing overload in a network
with dynamic routing control over a wide range of network topologies, link capacities,
and sets of adversarial nodes. The near-optimality of Alg. 6.3 under different network

settings demonstrates that it can be used to approximate the highest overload that
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V, in General Structure (10,000 instances)

1.0
0.9
0.8
5 0.7 —e— DP
Co6 —— S
0.5 — Alg.3
0-47% 15 2.0 2.5 3.0 35 4.0

Approx. Ratio

Figure 6-8: CDFs of approximation ratios to the optimal solution to (6.2) when V4
is in a general structure (|V4| = 10).

malicious routing can induce given an arbitrary set of adversarial nodes, and identify

the critical nodes to protect from adversaries.

6.5 Summary and Future Work

We investigate the ability of malicious routing to induce overload, given that the
network can dynamically adjust the routing policies at normal nodes. We prove
the equivalence of maximizing the throughput loss and minimizing the minimum s-d
cut value of the network, and prove the NP-hardness of the problem. We develop
polynomial-time algorithms with performance guarantee when the adversarial nodes
are in a chain or a parallel structure. We further extend the proposed algorithms
to adversarial nodes that are in a general structure. We validate that the proposed
algorithms are near-optimal in most network instances under a wide range of network
settings that cover different network topologies, link capacities, and adversarial node
sets. Future directions include investigating the cases where normal nodes do not
always implement the optimal routing policies in response to the routing attack, and
the network adversaries may not have knowledge of the routing patterns at the normal

nodes.
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6.6 Chapter Appendix

6.6.1 Proof of Proposition 6.1

We prove Proposition 6.1 in two steps. First, we show that there exists an optimal
solution x7% to (6.1) where Vi € Vy4, x] satisfies that xj; = 1 for some j and 7, =0
for k # j. Then we show that the problem (6.1) and (6.2) are equivalent if we add
the constraint that each adversarial node forwards all the traffic to a single adjacent
node. With these two results, together with Theorem 6.1 proved in the following
section, we show that the optimal solutions to (6.1) and (6.2) are equivalent.

Step 1: We prove the first result starting from a single adversarial node, and

extend to a general set of adversarial nodes. We first prove the following lemma.

Lemma 6.1. Given a network G = (V, E) with arrival rate X at node 1 and V4 = {1},
then one of the routing attacks such that 3j € V, x1; = 1, and Yk # j, x1, = 0 s
optimal to (6.1).

Proof. Consider a specific routing policy x; at the adversarial node 1. Denote the set
of nodes adjacent to node 1 by V;. We show that this is a special case where (6.1) is

equivalent to the following problem.

(i,N)e&
s.t. Z fij = Z fris Vi € V\{1},
J:(3,4)€€ k:(ki)e€ (6.3)
Z fij = min{Azy;, ¢}, Vi € Vi,
j:(i,5)€E

fz‘j c [O,Cij], \V/(’L,j) cé&.

The equivalence stems from the fact that (6.3) aims to optimize the routing policies at
normal nodes to maximize the throughput to the destination given that the adversarial
node 1 sets its routing policy. Instead of allowing loss at any node, (6.3) requires that
there is no loss at nodes downstream to node 1 and thus the traffic that will cause loss

at these nodes will be dropped at the source. This means maximizing the throughput
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is equivalent to minimizing the loss.

We then investigate the dual problem of (6.3) below.

max E B@ min{)\xli, Cli} + E CijYij
By =
1€V1 (i,5)€€

S.t. Yij + 61 —Qy < —lj:N, Vi € Vl, (Z,j) € 87 (64)
Vi + i — oy < —Lioy, Vi g VIU{1}, (i, 5) € €,

Yij < 0, V(Z,j) €&

We point out that the optimal solution to (6.4) guarantees 8 > 0, Vi € V. Therefore,
the optimal objective value to (6.4) is a concave function with respect to x;, and thus
one of the optimal routing policies xj that minimizes the optimal objective value of
(6.4) is at a vertex of the set of feasible routing policies of node 1, i.e., x7; = 1 for
some j. Meanwhile, (6.3) is a linear programming, and thus the optimal objective
values to (6.3) and (6.4) are the same. Therefore the optimal routing policy at node
1 to (6.3) satisfies that 35 € V, x1; = 1, and Vk # j, x1; = 0 is optimal to (6.1). O

Based on Lemma 6.1, we can generalize the result from V4 = {1} to V4 = {i}
for some ¢ by considering the subnetwork downstream to node i, as the result holds
for arbitrary incoming traffic of node i, represented by A in (6.3). We further extend
the results to general V4: Given an arbitrary routing attack over V4, suppose that
Ji € V4 whose routing policy x; is not a 0-1 vector, then fixing the routing policy of
the other adversarial nodes, there must exist 7 so that changing the routing policy
of node ¢ such that z;; = 1 is not worse than the current routing attack. This fact
demonstrates that there always exists a routing attack x4 that optimizes (6.1) where
at each adversarial node i € Vy, xj; =1 for some j and zj;, = 0 for k # j.

Step 2: We prove that given the constraints that the routing attack x4 must
be restricted to the boundary of X4, the optimal solutions to (6.1) and (6.2) are the
same. With this constraint, each adversarial node can only forward the traffic to a
single adjacent node. As discussed in Section 6.1.3, the optimal routing attack x% to

(6.2) for G is the one that minimizes the minimum s-d cut of the network G’. There
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are only two network states given any routing attack restricted to the boundary of
X4: When ) is not greater than the minimum s-d cut of G’, the loss is 0, otherwise the
excess traffic will be lost. We further show that the optimal solutions of (6.1) are the
same to (6.2): Since (6.2) outputs the routing attack that minimizes the minimum
s-d cut value, then if A is no greater than this value, there is no chance to induce any
loss, otherwise the loss increases with the same rate as the arrival rate A, where the
growth of loss is maximized compared with the cases under other routing attacks,
and thus the maximum loss is achieved for any specific given A under the optimal

solutions of (6.2).

6.6.2 Proof of Theorem 6.1

For (6.2), we consider an arbitrarily given x4 € X4, and investigate the dual
formulation of the problem with the same constraints as (6.2) and the objective is

maxg Zi:(i, Nyee fin. Define the problem as P. The dual problem of P is

min E Cij aij

a,B,y (’i,j)eg
s.t. Qi — Vi —|—’Yj > 1j:N,Vi ¢ Vij ¢ VAa (27]) € 5’

Qi — 61] +,)/] > ]_]:N,VZ S VA,j ¢ VA) (’Laj) € g’

: . .. 6.5

Qij — i+ Z Bjij 2 0,Yi & Va,j € Va, (i,7) € €, o
l:(s,))e€
I:(3,)e€

Q5 > 0, V(l,j) €€

where the decision variables «, 3,7 correspond to the constraints f;; < ¢, fi; =

<Zk:(,m.)€g f;ﬂ) x;;, and Zj:(z’,j)es fij = Zk:(k,z’)eg fri in (6.2). We can transform the
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objective function by replacing the variables a, which becomes

Z ¢;; max{y; —v; + 1;=n,0}
VA, ¢V A, (4,5)€E

+ > ¢y max{f;; —; + 1=n, 0}
1€V A,JEVA,(1,5)EE

(6.6)
+ Z cij max{y; — Z Bz, 0}
1V A,5EVA,(3,5)€EE I:(3,))e€
+ Z Cij m&X{ﬁij - Z ﬁjzxjuo}'
1€V A,JEVA,(1,5)EE l:(3,)e€E

Notice that the problem P is a linear programming problem, therefore the optimal
values of the primal and dual functions are the same, and thus our goal is equivalent to
find a routing attack to minimize the dual problem. Consider any given 3 and -y, the
objective (6.6) is a function of the routing attack x4 which only exists in the last two
terms of (6.6), and therefore for Vj € V4, setting x;» = 1 where I = arg ming.; e B
can minimize (6.6). Due to the arbitrariness of 3 and -« in the above analysis, we
have that there must exist a routing attack x% € X4 that can minimize the primal

problem, which satisfies that for Vi € V4, 3j € V; so that z7; = 1.

6.6.3 Proof of Theorem 6.2

We reduce the Set Cover problem to problem (6.2). Consider an instance of Set
Cover with N elements, denoted by {s1,...,sny}, and M collections {dy,...,dy}.
We introduce a link from s; to d; with infinite capacity if the collection d; covers
s;. We introduce a meta source node sy and a meta destination node dy, and links
(50, s;) with infinite capacity for Vi = 1,..., N, and links (d;, dy) with capacity 1 for
Vj =1,...,M. Suppose that V4 = {s;};*, and Vn = {s0,do} U {d;}}L,. Fig. 6-9
presents an example of the construction based on an instance of Set Cover.

Suppose that there is a polynomial-time algorithm that can solve (6.2). We apply
it over the constructed graph from the Set Cover instance, and denote the optimal
solution by x* at each p € V4. Denote the number of nodes in {d;}}L, that there

P

exists p such that x,q, > 0 by L. We can show that by contradiction L is equal to the
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minimum number of collections that can cover {si,..., sy}, denoted by L'. First, it
is obvious that L > L' since each adversarial node needs to forward the traffic at it
to at least one of the nodes in {dj}j]‘il. Second, L < L'| because L is the maximum
traffic arrival rate at the meta source node sy that does not cause any loss under the
optimal routing attack while L’ is only one of such maximum arrival rates without
inducing loss that is feasible via routing all the traffic at s; to d; that is assigned to
cover d; in the minimum set cover solution. Therefore L = L’. This means that the
Set Cover can be solved in polynomial time if (6.2) can be solved in polynomial time,

which contradicts that the Set Cover is NP-hard.

Instance of Set Cover:

- Universe of elements =
{1,2,3,4}

- Collection 1: {1,2}

- Collection 2:{2,3,4}

- Collection 3:{1,3,4}

Minimum Set Cover: 2

Figure 6-9: Example of a constructed network based on an instance of Set Cover.

6.6.4 Proof of Theorem 6.3

Consider an optimal solution x% to the problem (6.2) where x} being a 0-1 vector
for Vi € V4. As explained in Section 6.1.3, the network G under such x% can be
transformed to another network G’ where Vi € V4 there is only one link (7, ;) with
capacity cj;. 1= c¢;;, where z;, = 1, and ¢, = 0, Vk # j;. Therefore the minimum s-d
cut of G’ is equal to the maximum throughput without inducing loss.

We consider the minimum s-d cut (S, V\S) of G’ under the optimal solution x%.

The set of links that build the cut is

E={(i,j)e€|ieS,jeV\S}
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We classify the adversarial nodes into three categories:
o Vi={ic€Val|c;=0,Vj€Vand (i,j) € E};

e Vi={ieVald;=c¢;3jeVand (i,j) € &}

o V3 :={ieVa|AjeVst. (i,j) € E}.

Note that V4 = V4 U V34 U V3, and adversarial nodes in V3 are not in S. Therefore
taking any routing policy at nodes in V% does not affect the result if the routing
attack in V; U V3 is optimal.

We first consider the base case: two adversarial nodes 71,75 where i1 — i5. We
show the optimality of Alg. 6.1 given that i; and 75 are in each of the following four
cases under the minimum cut S: (i) If i1, 45 € V}, then the cut S is the minimum cut
at the initial state in Alg. 6.1 where x;, = 0 and x;, = 0, and Alg. 6.1 will decide the
routing policy at iy so that z;,; = 1 and (i, j) ¢ &, for some j in the first iteration,
and similar for 7; in the second iteration, since the increment of minimum s-d cut
value is zero. (ii) If iy € V} and iy € VA, then since i; — iy, temporarily setting 7; to
route all the traffic to i, does not affect the decision at i in the first iteration, and
15 will route the traffic to minimize the increment of minimum s-d cut value as the
optimal solution does. (iii) If 7; € V4 and iy € V}, then i; must route the traffic to a
node that bypasses i, in the optimal routing attack (otherwise this case is impossible).
Therefore, the minimum s-d cut is the same as S at the initial state, and Alg. 6.1
will route all the traffic at ¢; to a node j that causes zero increment of minimum s-d
cut value, and route iy as the optimal solution does to achieve minimum increment of
the min-cut value. (iv) If i; € V4 and iy € V3, then in the optimal routing attack i
will not route to iy, therefore as discussed in the third case, routing i, to io does not
affect the optimality, and in each iteration Alg. 6.1 routes the traffic at an adversarial
node so that the minimum s-d cut is increased with minimum amount (in this case
the increment must be positive). Based on the case of two adversarial nodes, we can
generalize to larger size of V4 by the mathematical reduction, following the similar

process for i and ixq; in the chain {iy,--- ,4y,|} in the |V4| — k-th iteration. In
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summary, the idea is to show that at the k-th iteration we do not need to modify the

routing policies determined in previous k£ — 1 iterations to guarantee the optimality.

6.6.5 Proof of Theorem 6.4

Recall that Alg. 6.2 selects the minimum value among {A;;}icv, jjes and
{Ar/|Ri| kevy ro20 and determines the routing policies of a subset of adversarial
nodes in each iteration. Notice that we only need to develop the proof considering that
Alg. 6.2 selects among {Ap/|Ry|} revy,rez0 0 each iteration, since {Aj;}icv, ij)ee
can be equivalently transformed to this form: for each (i,j) € & where i € Vy
when V4 is in a parallel structure, we can introduce an intermediate node k£ and
replace the link (7, j) by two links (¢,v) with ¢;,, = 0o and (v, j) with ¢,; equal to the
original capacity of the original link (4, j), and then the original evaluation over A,;
is equivalently replaced by evaluating A, in the transformed network. Therefore we
solely develop the proof below selecting over {Ay/|Ry|}revy ro20 in each iteration.

We first prove the following Lemma 6.2, which states in every iteration, there
exists a choice k € Vy and R; # () such that the corresponding routing policies
over R, determined by Alg. 6.2 leads to a bounded increment of minimum s-d cut
value. We give relevant definitions used below: A* denotes the minimum increment
of the minimum s-d cut value under the optimal routing attack; 7, denotes the set
of adversarial nodes whose routing policies have not been determined in the first k
iterations; A, ; denotes the increment of minimum s-d cut value when targeting « € Vy
and routing the traffic of all adversarial nodes in R; N J,_1 in the k-th iteration of
Alg. 6.2.

Lemma 6.2. Given a input instance (G,Va) to Alg. 6.2, then at the k-th iteration,
there exists a node i such that A;/|Ri N Ti—1| < A* /| Tpe-1].

Proof. We first show that the optimal routing attack can be decomposed into multiple
iterations such that the k-th iteration targets at a normal node i and determines
the routing policies of adversarial nodes in R; N J;_;, where J; ; denotes the set

of adversarial nodes whose routing policies have not been determined, and in the

211



meantime the following condition COND holds: the increment of the minimum s-d
cut value when targeting at node 7 at this iteration is equal to the increment when
targeting at node ¢ at the first iteration over R;\|J;;|. Recall that we define S as
the minimum s-d cut under the optimal routing attack. In the transformed network
with intermediate nodes introduced in each link starting from an adversarial node,
the link set £, in S only contains normal nodes. It is straightforward to verify that an
arbitrary order of traversal of the nodes that start from some link in £, guarantees that
COND holds. Denote the set of these normal nodes by V5, an order of traversal over
VX by {i1, iz, .., djys }- Note that A, > 0. Then we have A* =, A;, . Fig. 6-10

shows an example.

Figure 6-10: Example where COND holds: the optimal routing attack can be
decomposed into 2 iterations, where in the first iteration it determines the routing
policies of R;, and in the second iteration it determines those of R5 whose routing
policies have not been determined in previous iterations.

We then prove the lemma by contradiction in the transformed network. Suppose
that at the k-th iteration of Alg. 6.2, A;/|Ri N Jk—1| > A*/|Ty—1| holds for Vi €
Vv, Ri N Jr_1. Then we have

Ak = Ri, N
Z Kok Zlekﬂngf" k /= 1|

A*
oY AR ATl > g = A
;mly’ <N il 2 7l

which leads to contradiction A* > A*. O

Based on Lemma 6.2, we can bound the total increment of minimum s-d cut
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value A induced by the output routing attack of Alg. 6.2. Suppose that Alg. 6.2 has

T < |Va4| iterations over a problem instance. Then we have

T
A<S A, Y R, N
Z Kok Z lemjk 1|‘ AR/

T

|‘7k 1| k=1 Val = 54::_11 |Rzk N Ji|

|VA\
< A*Zk L= A" x log V4]

where (a) holds in the transformed network, and (b) holds since we find the normal

node ¢ with minimum A, /|R;, N Jk—1|, and (c¢) can be verified easily.

6.6.6 Proof of Theorem 6.5

We prove by contradiction. Suppose there exists an algorithm with worst-case
approximation ratio lower than O(log|V4|), then applying this algorithm to the
networks that can be viewed as instances of the Set Cover problem (for example
Fig. 6-9) guarantees that the approximation ratio is lower than O(log|V4|) where
|V4| in the Set Cover instance is the number of elements. This contradicts to the
well-known inapproximability result of the Set Cover problem [121], which states
that there is no polynomial-time algorithm with a worst-case approximation ratio

lower than O(log [V4l).
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Chapter 7

Concluding Remarks

In this thesis, we build upon the previous research on network overload and obtain
novel results that deepen the understanding in this research topic, in terms of (i)
proposing optimal network policies to minimize queueing delay, balance the queue
overload over network nodes, and guarantee queue stability so that network overload
is avoided, and (ii) quantifying the capability of network adversaries inducing network
overload via routing attacks given static or dynamic routing policies. Our work
extends the models and methods to more diverse scenarios in real-world networks
including multi-stage structures for delay minimization, bounded node buffers when
investigating overload balancing and network stabilization, and the impact of routing
attacks on inducing network overload.

In Chapter 2, we study link rate control for queueing delay minimization in
overloaded networks. Leveraging the fluid queueing model, we show that any static
rate-proportional policy, which guarantees identical ratios between the ingress and

egress rates of all the nodes at each layer, minimizes the average delay D,y, and
the maximum ingress delay Dp.. in general single-hop and multi-stage networks.
We further extend the result to the queue-proportional policies which can achieve
asymptotically minimum delay based on real-time queue information agnostic of
packet arrival rates. We evaluate the performance of our proposed policies under

different network settings, validate their min-delay property, and demonstrate their

superiority in delay reduction compared with the backpressure policy and the
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max-link-rate policy. We finally discuss the extensions of the main results in practice

and in theory.

In Chapter 3, we study overload balancing in single-hop networks with bounded
buffers. We show that bounded buffer affects the resulting policy to achieve most
balanced overload. We leverage ordinary differential equations to model the queue
dynamics in bounded buffer systems. We first prove that setting link service rates
to minimize the quadratic sum of the queue overload rates leads to the lexicographic
minimum queue overload. Based on this result, we prove that a maxweight scheduling
and backpressure policy asymptotically achieves most balanced overload, through a
novel formulation of the policy in a differentiable form which may be of independent
interest. We further propose a distributed maxweight + backpressure policy that
can reduce communication overhead by one order of magnitude. We validate the
performance of our proposed policies by simulation over single-hop structure and

Clos networks under different packet arrival rates, link capacities, and buffer settings.

In Chapter 4, we leverage the ODE fluid-queue model to capture the dynamics
of buffered communication systems to study network stability. For single-commodity
systems, we propose a sufficient condition for a local policy to stabilize the network.
The result characterizes a set of policies, and captures systems with arbitrary buffers.
For such policies the network stability problem is reduced to an problem testing the
existence of an equilibrium point for the ODE system. For multi-commodity systems,
we extend the condition by incorporating an additional condition on the coupling level
between different commodities, and explain the existence of an equilibrium point in
different buffer settings. We finally extend the results in multi-commodity networks
to a more explicit rule of thumb of policy design that facilitates network stability in

real-world networks.

In Chapter 5, we quantify the threat of routing attacks on causing network
overload. We investigate the optimal routing attacks for no-loss throughput
minimization and loss maximization. We demonstrate that the no-loss throughput
can be minimized in polynomial time in general multi-hop networks. We further

develop a 2-approximation algorithm by only leveraging the downstream information
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of the adversarial nodes. We establish that loss maximization is NP-complete and
propose two approximation algorithms with guaranteed performance in single-hop
networks. Moreover, we address the adversary’s optimal selection of nodes to conduct
routing attacks and propose heuristic algorithms for this NP-complete problem. Our
performance evaluation showcases the near-optimal performance of the proposed

algorithms across a wide range of network settings.

In Chapter 6, we investigate the ability of malicious routing to induce overload,
given that the network can dynamically adjust the routing policies at normal nodes.
We prove the equivalence of maximizing the throughput loss and minimizing the
minimum s-d cut value of the network, and prove the NP-hardness of the problem. We
develop polynomial-time algorithms with performance guarantee when the adversarial
nodes are in a chain or a parallel structure. We further extend the proposed algorithms
to adversarial nodes that are in a general structure. We validate that the proposed
algorithms are near-optimal in most network instances under a wide range of network
settings that cover different network topologies, link capacities, and adversarial node
sets. Future directions include investigating the cases where normal nodes do not
always implement the optimal routing policies in response to the routing attack, and
the network adversaries may not have knowledge of the routing patterns at the normal

nodes.

We list multiple future directions that may further broaden and deepen the
understanding of network overload in real-world network infrastructures. In terms
of queueing delay minimization, we envision promising directions including proving
sufficient and necessary conditions on rate control in general multi-stage networks,
extending the min-delay policies to multi-hop networks, and implementing the
proposed min-delay policies in real data center networks. In terms of overload
balancing, one typical future direction is to extend the algorithms and theoretical
analysis to general multi-hop networks with arbitrary settings of node buffers. In
terms of network stability, the proof of necessary conditions of network policies
to stabilize the networks with bounded node buffers is an unsolved question. In

terms of cyberattacks on network overload, future directions include deriving the
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performance guarantee of loss maximization in multi-hop networks given the static
routing policies, and quantifying the risk of routing attacks and other cyberattacks on
inducing network overload when the adversaries do not have access to the complete
knowledge of routing policies in the networks, for example inferring the routing

policies of network nodes based on their historical behaviors.

218



Bibliography

[1] Arjun Singh, Joon Ong, Amit Agarwal, Glen Anderson, Ashby Armistead,
Roy Bannon, Seb Boving, Gaurav Desai, Bob Felderman, Paulie Germano,
et al. Jupiter rising: A decade of clos topologies and centralized control
in google’s datacenter network. ACM SIGCOMM computer communication
review, 45(4):183-197, 2015.

[2] Long Bao Le, Eytan Modiano, and Ness B Shroff. Optimal control of wireless
networks with finite buffers. In 2010 Proceedings IEEE INFOCOM, pages 1-9.
IEEE, 2010.

[3] Leonidas Georgiadis and Leandros Tassiulas. Optimal overload response in
sensor networks. IEEE Transactions on Information Theory, 52(6):2684-2696,
2006.

[4] Devavrat Shah and Damon Wischik. Fluid models of congestion collapse in
overloaded switched networks. Queueing Systems, 69(2):121, 2011.

[5] Ohad Perry and Ward Whitt. Chattering and congestion collapse in an overload
switching control. Stochastic Systems, 6(1):132-210, 2016.

[6] VJ Venkataramanan and Xiaojun Lin. On the queue-overflow probability of
wireless systems: A new approach combining large deviations with lyapunov
functions. IEEFE transactions on information theory, 59(10):6367-6392, 2013.

[7] Yiwen Zhang, Gautam Kumar, Nandita Dukkipati, Xian Wu, Priyaranjan Jha,
Mosharaf Chowdhury, and Amin Vahdat. Aequitas: admission control for
performance-critical rpcs in datacenters. In Proceedings of the ACM SIGCOMM
2022 Conference, pages 1-18, 2022.

[8] Carri W Chan, Mor Armony, and Nicholas Bambos. Fairness in overloaded
parallel queues. arXiv preprint arXiv:1011.1237, 2010.

[9] openai. Ai and compute, 2018.

[10] Anny Xijia Zheng, Jianan Zhang, Rui Wang, and Leon Poutievski. How traffic
analytics shapes traffic engineering, topology engineering, and capacity planning
of jupiter. In 2023 Optical Fiber Communications Conference and FExhibition
(OFC), pages 1-3. IEEE, 2023.

219



[11]

[12]

[13]

[14]

[15]

[16]

[17]

18]

[19]

Deepak Narayanan, Mohammad Shoeybi, Jared Casper, Patrick LeGresley,
Mostofa Patwary, Vijay Korthikanti, Dmitri Vainbrand, Prethvi Kashinkunti,
Julie Bernauer, Bryan Catanzaro, et al. Efficient large-scale language
model training on gpu clusters using megatron-lm. In Proceedings of
the International Conference for High Performance Computing, Networking,
Storage and Analysis, pages 1-15, 2021.

Hitesh Ballani, Paolo Costa, Istvan Haller, Krzysztof Jozwik, Kai Shi, Benn
Thomsen, and Hugh Williams. Bridging the last mile for optical switching
in data centers. In Optical Fiber Communication Conference, pages W1C-3.
Optica Publishing Group, 2018.

Qizhe Cai, Shubham Chaudhary, Midhul Vuppalapati, Jaechyun Hwang, and
Rachit Agarwal. Understanding host network stack overheads. In Proceedings
of the 2021 ACM SIGCOMM 2021 Conference, pages 65-77, 2021.

Leon Poutievski, Omid Mashayekhi, Joon Ong, Arjun Singh, Mukarram Tariq,
Rui Wang, Jianan Zhang, Virginia Beauregard, Patrick Conner, Steve Gribble,
et al. Jupiter evolving: Transforming google’s datacenter network via optical
circuit switches and software-defined networking. In Proceedings of the ACM
SIGCOMM 2022 Conference, pages 66-85, 2022.

William M Mellette, Rob McGuinness, Arjun Roy, Alex Forencich, George
Papen, Alex C Snoeren, and George Porter. Rotornet: A scalable,
low-complexity, optical datacenter network. In Proceedings of the Conference
of the ACM Special Interest Group on Data Communication, pages 267-280,
2017.

Hitesh Ballani, Paolo Costa, Raphael Behrendt, Daniel Cletheroe, Istvan Haller,
Krzysztof Jozwik, Fotini Karinou, Sophie Lange, Kai Shi, Benn Thomsen,
et al. Sirius: A flat datacenter network with nanosecond optical switching.
In Proceedings of the Annual conference of the ACM Special Interest Group
on Data Communication on the applications, technologies, architectures, and
protocols for computer communication, pages 782-797, 2020.

Mohammad Al-Fares, Alexander Loukissas, and Amin Vahdat. A scalable,
commodity data center network architecture. ACM SIGCOMM computer
communication review, 38(4):63-74, 2008.

Xinzhe Fu and Eytan Modiano. Fundamental limits of volume-based network
dos attacks.  Proceedings of the ACM on Measurement and Analysis of
Computing Systems, 3(3):1-36, 2019.

Xinzhe Fu and Eytan Modiano. Network interdiction using adversarial

traffic flows. In IEEE INFOCOM 2019-IEEE Conference on Computer
Communications, pages 1765-1773. IEEE, 2019.

220



[20]

[21]

[22]

23]

[24]

[25]

[26]

27]

28

[29]

[30]

[31]

Pavlos Sermpezis, Vasileios Kotronis, Alberto Dainotti, and Xenofontas
Dimitropoulos. A survey among network operators on bgp prefix hijacking.
ACM SIGCOMM Computer Communication Review, 48(1):64-69, 2018.

Bahaa Al-Musawi, Philip Branch, and Grenville Armitage. Bgp anomaly
detection techniques: A survey. IEEE Communications Surveys & Tutorials,
19(1):377-396, 2016.

Leandros Tassiulas and Anthony Ephremides. Stability properties of
constrained queueing systems and scheduling policies for maximum throughput
in multihop radio networks. In 29th IEEE Conference on Decision and Control,
pages 2130-2132. IEEE, 1990.

Chih-ping Li and Eytan Modiano. Receiver-based flow control for networks in
overload. IEEE/ACM Transactions on Networking, 23(2):616-630, 2014.

Michael J Neely, Eytan Modiano, and Chih-Ping Li. Fairness and optimal
stochastic control for heterogeneous networks. IEEE/ACM Transactions On
Networking, 16(2):396-409, 2008.

Longbo Huang, Scott Moeller, Michael J Neely, and Bhaskar Krishnamachari.
Lifo-backpressure achieves near-optimal utility-delay tradeoff. [EEE/ACM
Transactions On Networking, 21(3):831-844, 2012.

Hao Yu and Michael J Neely. A new backpressure algorithm for joint rate control
and routing with vanishing utility optimality gaps and finite queue lengths.
IEEE/ACM Transactions on Networking, 26(4):1605-1618, 2018.

Ying Cui, Edmund M Yeh, and Ran Liu. Enhancing the delay performance
of dynamic backpressure algorithms. IEEE/ACM Transactions on Networking,
24(2):954-967, 2015.

Majed Alresaini, Kwame-Lante Wright, Bhaskar Krishnamachari, and Michael J
Neely. Backpressure delay enhancement for encounter-based mobile networks

while sustaining throughput optimality. IEEE/ACM Transactions on
Networking, 24(2):1196-1208, 2015.

Chih-ping Li, Georgios S Paschos, Leandros Tassiulas, and Eytan Modiano.
Dynamic overload balancing in server farms. In 2014 IFIP Networking
Conference, pages 1-9. IEEE, 2014.

Chenhao Qu, Rodrigo Neves Calheiros, and Rajkumar Buyya. Mitigating
impact of short-term overload on multi-cloud web applications through
geographical load balancing. concurrency and computation: practice and
experience, 29(12):e4126, 2017.

Inho Cho, Ahmed Saeed, Joshua Fried, Seo Jin Park, Mohammad Alizadeh,
and Adam Belay. Overload control for us-scale rpes with breakwater. In

221



[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

42|

[43]

Proceedings of the 14th USENIX Conference on Operating Systems Design and
Implementation, pages 299-314, 2020.

Vamsi Addanki, Maria Apostolaki, Manya Ghobadi, Stefan Schmid, and
Laurent Vanbever. Abm: Active buffer management in datacenters. In
Proceedings of the ACM SIGCOMM 2022 Conference, pages 36-52, 2022.

Giacomo Como, Ketan Savla, Daron Acemoglu, Munther A Dahleh, and Emilio
Frazzoli. Robust distributed routing in dynamical networks—part i: Locally

responsive policies and weak resilience. IEFEE Transactions on Automatic
Control, 58(2):317-332, 2012.

Liang Tian, Amir Bashan, Da-Ning Shi, and Yang-Yu Liu. Articulation points
in complex networks. Nature communications, 8(1):1-9, 2017.

Johann Schlamp, Ralph Holz, Quentin Jacquemart, Georg Carle, and Ernst W
Biersack. Heap: reliable assessment of bgp hijacking attacks. IEEE Journal on
Selected Areas in Communications, 34(6):1849-1861, 2016.

Shinyoung Cho, Romain Fontugne, Kenjiro Cho, Alberto Dainotti, and Phillipa
Gill. Bgp hijacking classification. In 2019 Network Traffic Measurement and
Analysis Conference (TMA), pages 25-32. IEEE, 2019.

Seyyit Alper Sert, Adnan Yazici, and Ahmet Cosar. Impacts of routing
attacks on surveillance wireless sensor networks. In 2015 International Wireless
Communications and Mobile Computing Conference (IWCMC), pages 910-915.
IEEE, 2015.

Yubo Song, Shang Gao, Aiqun Hu, and Bin Xiao. Novel attacks in ospf
networks to poison routing table. In 2017 IEEFE International Conference on
Communications (ICC), pages 1-6. IEEE, 2017.

Xinyu Wu, Dan Wu, and Eytan Modiano. Queueing delay minimization in
overloaded networks via rate control. In 2022 58th Annual Allerton Conference
on Communication, Control, and Computing (Allerton), pages 1-8. IEEE, 2022.

Yin Sun, C Emre Koksal, and Ness B Shroff. On delay-optimal scheduling in
queueing systems with replications. arXiv preprint arXw:1603.07522, 2016.

Sanjeewa Athuraliya, Victor H Li, Steven H Low, and Qinghe Yin. Rem: Active
queue management. In Teletraffic Science and Engineering, volume 4, pages
817-828. Elsevier, 2001.

Rene L Cruz. A calculus for network delay. i. network elements in isolation.
IEEE Transactions on information theory, 37(1):114-131, 1991.

Achieving data center networking efficiency. https://network.nvidia.com/
related-docs/whitepapers/WT-PPR-DC-network-efficiency-WEB.pdf.

222



[44]

[45]

[46]

[47]

48]
[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

Gautam Kumar, Nandita Dukkipati, Keon Jang, Hassan Wassel, Xian Wu,
Behnam Montazeri, Yaogong Wang, Kevin Springborn, Christopher Alfeld,
Mike Ryan, David J. Wetherall, and Amin Vahdat. Swift: Delay is simple
and effective for congestion control in the datacenter. 2020.

Broadcom smart-buffer technology in data center switches for cost-effective
performance scaling of cloud applications. https://docs.broadcom.com/doc/
12358325.

Bo Ji, Changhee Joo, and Ness B Shroff. Delay-based back-pressure scheduling
in multihop wireless networks. [IEEE/ACM Transactions on Networking,
21(5):1539-1552, 2012.

Michael J Neely. Delay-based network utility maximization. I[IEEE/ACM
Transactions on Networking, 21(1):41-54, 2012.

Dimitri Bertsekas and Robert Gallager. Data networks. Athena Scientific, 2021.

Ping-Chun Hsieh, I Hou, Xi Liu, et al. Delay-optimal scheduling for queueing
systems with switching overhead. arXiv preprint arXiv:1701.03831, 2017.

Xin Liu and Lei Ying. On achieving zero delay with power-of-d-choices
load balancing. In IEEE INFOCOM 2018-IEEE Conference on Computer
Communications, pages 297-305. IEEE, 2018.

Weina Wang, Mor Harchol-Balter, Haotian Jiang, Alan Scheller-Wolf, and
Rayadurgam Srikant. Delay asymptotics and bounds for multi-task parallel
jobs. ACM SIGMETRICS Performance Evaluation Review, 46(3):2-7, 2019.

Wentao Weng and Weina Wang. Achieving zero asymptotic queueing delay
for parallel jobs. Proceedings of the ACM on Measurement and Analysis of
Computing Systems, 4(3):1-36, 2020.

Atilla Eryilmaz, Asuman Ozdaglar, Muriel Médard, and Ebad Ahmed. On the
delay and throughput gains of coding in unreliable networks. IEEE Transactions
on Information Theory, 54(12):5511-5524, 2008.

Leonard Kleinrock. Communication nets: Stochastic message flow and delay.
Courier Corporation, 2007.

Joseph Pang and R Donaldson. Approximate delay analysis and results for

asymmetric token-passing and polling networks. IEEE journal on selected areas
in communications, 4(6):783-793, 1986.

Hideaki Takagi. Queuing analysis of polling models. ACM Computing Surveys
(CSUR), 20(1):5-28, 1988.

Eytan Modiano, Jeffrey E Wieselthier, and Anthony Ephremides. A simple
analysis of average queueing delay in tree networks. IEEE Transactions on
Information Theory, 42(2):660-664, 1996.

223



[58]

[59]

[60]

[61]

|62]

[63]

[64]

[65]

|66]

[67]

[68]

[69]

[70]

Li Xia and Basem Shihada. A jackson network model and threshold policy for
joint optimization of energy and delay in multi-hop wireless networks. Furopean
Journal of Operational Research, 242(3):778-787, 2015.

Leonidas Georgiadis, Michael J Neely, and Leandros Tassiulas. Resource
allocation and cross-layer control in wireless networks. Now Publishers Inc,
2006.

Xiaoyu Zhao, Wei Chen, Joohyun Lee, and Ness B Shroff. Delay-optimal and
energy-efficient communications with markovian arrivals. IEEE Transactions
on Communications, 68(3):1508-1523, 2019.

Rajat Talak and Eytan H Modiano. Age-delay tradeoffs in queueing systems.
IEEE Transactions on Information Theory, 67(3):1743-1758, 2020.

Neal Cardwell, Yuchung Cheng, C Stephen Gunn, Soheil Hassas Yeganeh, and
Van Jacobson. Bbr: congestion-based congestion control. Communications of
the ACM, 60(2):58-66, 2017.

Valeria Cardellini, Michele Colajanni, and Philip S Yu. Dynamic load balancing
on web-server systems. IEEE Internet computing, 3(3):28-39, 1999.

Sandeep Sharma, Sarabjit Singh, and Meenakshi Sharma. Performance analysis
of load balancing algorithms. World academy of science, engineering and
technology, 38(3):269-272, 2008.

Patrick Eschenfeldt and David Gamarnik. Join the shortest queue with many
servers. the heavy-traffic asymptotics. Mathematics of Operations Research,
43(3):867-886, 2018.

Xin Liu and Lei Ying. Steady-state analysis of load-balancing algorithms in the
sub-halfin-whitt regime. Journal of Applied Probability, 57(2):578-596, 2020.

Rajeev Kumar and Tanya Prashar. Performance analysis of load balancing
algorithms in cloud computing. International journal of computer Applications,
120(7), 2015.

Daniel E Eisenbud, Cheng Yi, Carlo Contavalli, Cody Smith, Roman Kononov,
Eric Mann-Hielscher, Ardas Cilingiroglu, Bin Cheyney, Wentao Shang, and
Jinnah Dylan Hosein. Maglev: A fast and reliable software network load
balancer. In 15th {USENIX} Symposium on Networked Systems Design and
Implementation ({NSDI} 16), pages 523-535, 2016.

Dimitri P Bertsekas, Robert G Gallager, and Pierre Humblet. Data networks,
volume 2. Prentice-Hall International New Jersey, 1992.

Bozidar Radunovic and Jean-Yves Le Boudec. A unified framework for
max-min and min-max fairness with applications. [IEEE/ACM Transactions
on networking, 15(5):1073-1083, 2007.

224



[71]

[72]

(73]

[74]

[75]

[76]

7]

78]

[79]

[30]

[81]

[82]

[83]

[84]

Paolo Giaccone, Emilio Leonardi, and Devavrat Shah. Throughput region
of finite-buffered networks. IEEE Transactions on Parallel and Distributed
Systems, 18(2):251-263, 2007.

Juniper qfx5210 switch. https://www. juniper.net/us/en/products/
switches/qfx-series/qfx5210-switch-datasheet.html.

Asaf Baron, Ran Ginosar, and Isaac Keslassy. The capacity allocation paradox.
In IEEE INFOCOM 2009, pages 1359-1367. IEEE, 2009.

Ching-Min Lien, Cheng-Shang Chang, Jay Cheng, and Duan-Shin Lee.
Maximizing throughput in wireless networks with finite internal buffers. In
2011 Proceedings IEEE INFOCOM, pages 2345-2353. IEEE, 2011.

Jim G Dai. On positive harris recurrence of multiclass queueing networks: a
unified approach via fluid limit models. The Annals of Applied Probability,
pages 49-77, 1995.

Jim G Dai and Wugqin Lin. Maximum pressure policies in stochastic processing
networks. Operations Research, 53(2):197-218, 2005.

Mihalis G Markakis, Eytan Modiano, and John N Tsitsiklis. Delay analysis
of the max-weight policy under heavy-tailed traffic via fluid approximations.
Mathematics of Operations Research, 43(2):460-493, 2018.

Vishal Misra, Wei-Bo Gong, and Don Towsley.  Stochastic differential
equation modeling and analysis of tcp-windowsize behavior. In Proceedings
of PERFORMANCE, volume 99, 1999.

Yu Gu, Yong Liu, and Don Towsley. On integrating fluid models with packet
simulation. In IEEE INFOCOM 2004, volume 4, pages 2856-2866. IEEE, 2004.

Yixin Sun, Maria Apostolaki, Henry Birge-Lee, Laurent Vanbever, Jennifer
Rexford, Mung Chiang, and Prateek Mittal. Securing internet applications
from routing attacks. Communications of the ACM, 64(6):86-96, 2021.

Steve Mansfield-Devine. Ddos goes mainstream: how headline-grabbing attacks
could make this threat an organisation’s biggest nightmare. Network Security,
2016(11):7-13, 2016.

Securing. Securing internet applications from routing attacks, 2021.

Xingang Shi, Yang Xiang, Zhiliang Wang, Xia Yin, and Jianping Wu. Detecting
prefix hijackings in the internet with argus. In Proceedings of the 2012 Internet
Measurement Conference, pages 15-28, 2012.

Gabi Nakibly, Alex Kirshon, Dima Gonikman, and Dan Boneh. Persistent ospf
attacks. In NDSS, 2012.

225



[85]

[36]

87|

|38

[89]

[90]

91

[92]

193]

194]

[95]

Ankur O Bang, Udai Pratap Rao, Pallavi Kaliyar, and Mauro Conti.
Assessment of routing attacks and mitigation techniques with rpl control
messages: A survey. ACM Computing Surveys (CSUR), 55(2):1-36, 2022.

Anja Feldmann, Philipp Heyder, Michael Kreutzer, Stefan Schmid, Jean-Pierre
Seifert, Haya Shulman, Kashyap Thimmaraju, Michael Waidner, and Jens
Sieberg. Netco: Reliable routing with unreliable routers. In 2016 46th Annual
IEEE/IFIP International Conference on Dependable Systems and Networks
Workshop (DSN-W), pages 128-135. IEEE, 2016.

Chengjun Wang, Baokang Zhao, Wanrong Yu, Chunqging Wu, and Zhenghu
Gong. Routing algorithm based on nash equilibrium against malicious attacks
for dtn congestion control. In International Conference on Awvailability,
Reliability, and Security, pages 488-500. Springer, 2012.

Hyongju Park and Seth Hutchinson. Worst-case performance of rendezvous
networks in the presence of adversarial nodes. In 2018 IEEE/RSJ International
Conference on Intelligent Robots and Systems, pages 5579-5585. IEEE, 2013.

Andrew D Ferguson, Steve D Gribble, Chi-Yao Hong, Charles Edwin Killian,
Wagqgar Mohsin, Henrik Muehe, Joon Ong, Leon Poutievski, Arjun Singh,
Lorenzo Vicisano, et al. Orion: Google’s software-defined networking control
plane. In NSDI, pages 83-98, 2021.

Xinyu Wu, Dan Wu, and Eytan Modiano. Overload balancing in single-hop
networks with bounded buffers. In 2022 IFIP Networking Conference (IFIP
Networking), pages 1-9. IEEE, 2022.

Shizhen Zhao, Rui Wang, Junlan Zhou, Joon Ong, Jeffrey C Mogul, and Amin
Vahdat. Minimal rewiring: Efficient live expansion for clos data center networks.
In NSDI pages 221-234, 2019.

Mingyang Zhang, Jianan Zhang, Rui Wang, Ramesh Govindan,
Jeffrey C Mogul, and Amin Vahdat. Gemini: Practical reconfigurable
datacenter networks with topology and traffic engineering. arXiv preprint
arXiw:2110.08374, 2021.

Brandon Heller, Srinivasan Seetharaman, Priya Mahadevan, Yiannis
Yiakoumis, Puneet Sharma, Sujata Banerjee, and Nick McKeown. Elastictree:
Saving energy in data center networks. In Nsdi, volume 10, pages 249-264,
2010.

Charles E Leiserson. Fat-trees: universal networks for hardware-efficient
supercomputing. IEEE transactions on Computers, 100(10):892-901, 1985.

Brian Lebiednik, Aman Mangal, and Niharika Tiwari. A survey and evaluation
of data center network topologies. arXiv preprint arXiw:1605.01701, 2016.

226



[96]

[97]

98]

199]

[100]

[101]

[102]

103

104]

[105]

Weiyang Wang, Moein Khazraee, Zhizhen Zhong, Manya Ghobadi, Zhihao
Jia, Dheevatsa Mudigere, Ying Zhang, and Anthony Kewitsch. {TopoOpt}:
Co-optimizing network topology and parallelization strategy for distributed
training jobs. In 20th USENIX Symposium on Networked Systems Design and
Implementation (NSDI 23), pages 739-767, 2023.

Michael J Neely. Stability and capacity regions or discrete time queueing
networks. arXiv preprint arXiv:1003.3396, 2010.

David Zats, Tathagata Das, Prashanth Mohan, Dhruba Borthakur, and Randy
Katz. Detail: Reducing the flow completion time tail in datacenter networks.
In Proceedings of the ACM SIGCOMM 2012 conference on Applications,

technologies, architectures, and protocols for computer communication, pages
139-150, 2012.

NM Mosharaf Kabir Chowdhury. Coflow: A networking abstraction for
distributed data-parallel applications. University of California, Berkeley, 2015.

Kanthi Nagaraj, Dinesh Bharadia, Hongzi Mao, Sandeep Chinchali,
Mohammad Alizadeh, and Sachin Katti. Numfabric: Fast and flexible
bandwidth allocation in datacenters. In Proceedings of the 2016 ACM
SIGCOMM Conference, pages 188-201, 2016.

Alok Kumar, Sushant Jain, Uday Naik, Anand Raghuraman, Nikhil
Kasinadhuni, Enrique Cauich Zermeno, C Stephen Gunn, Jing Ai, Bjorn
Carlin, Mihai Amarandei-Stavila, et al. Bwe: Flexible, hierarchical bandwidth
allocation for wan distributed computing. In Proceedings of the 2015 ACM
Conference on Special Interest Group on Data Communication, pages 1-14,
2015.

Michael J Neely.  Stochastic network optimization with application to
communication and queueing systems. Synthesis Lectures on Communication
Networks, 3(1):1-211, 2010.

Rui Zhang-Shen and Nick McKeown. Designing a predictable internet
backbone with valiant load-balancing. In Quality of Service—IWQoS 2005: 15th
International Workshop, IWQoS 2005, Passau, Germany, June 21-23, 2005.
Proceedings 13, pages 178-192. Springer, 2005.

Arjun Roy, Hongyi Zeng, Jasmeet Bagga, George Porter, and Alex C Snoeren.
Inside the social network’s (datacenter) network. In Proceedings of the 2015
ACM Conference on Special Interest Group on Data Communication, pages
123-137, 2015.

Qiao Zhang, Vincent Liu, Hongyi Zeng, and Arvind Krishnamurthy.
High-resolution measurement of data center microbursts. In Proceedings of
the 2017 Internet Measurement Conference, pages 78-85, 2017.

227



[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

Sushant Jain, Alok Kumar, Subhasree Mandal, Joon Ong, Leon Poutievski,
Arjun Singh, Subbaiah Venkata, Jim Wanderer, Junlan Zhou, Min Zhu,
et al. B4: Experience with a globally-deployed software defined wan. ACM
SIGCOMM Computer Communication Review, 43(4):3-14, 2013.

Paul Dupuis, Kevin Leder, and Hui Wang. Importance sampling for
weighted-serve-the-longest-queue. Mathematics of Operations Research,
34(3):642-660, 2009.

Joao P Hespanha. Linear systems theory. Princeton university press, 2018.

Chi-Kwong Li and Fuzhen Zhang. Eigenvalue continuity and ger\v {s} gorin’s
theorem. arXiv preprint arXiw:1912.05001, 2019.

Wiladyslaw Kulpa. The poincaré-miranda theorem. The American Mathematical
Monthly, 104(6):545-550, 1997.

David G Feingold, Richard S Varga, et al. Block diagonally dominant matrices
and generalizations of the gerschgorin circle theorem. Pacific Journal of
Mathematics, 12(4):1241-1250, 1962.

Carl D Meyer. Matriz analysis and applied linear algebra, Chapter 8, volume 71.
Siam, 2000.

Michael Charles Irwin. Smooth dynamical systems, volume 17. World Scientific,
2001.

Giacomo Como, Ketan Savla, Daron Acemoglu, Munther A Dahleh, and Emilio
Frazzoli. Robust distributed routing in dynamical networks—part ii: Strong
resilience, equilibrium selection and cascaded failures. IFEE Transactions on
Automatic Control, 58(2):333-348, 2012.

Anderson Santos da Silva, Juliano Araujo Wickboldt, Lisandro Zambenedetti
Granville, and Alberto Schaeffer-Filho. Atlantic: A framework for anomaly
traffic detection, classification, and mitigation in sdn. In NOMS 2016-2016
IEEE/IFIP Network Operations and Management Symposium, pages 27-35.
[EEE, 2016.

Junlan Zhou, Malveeka Tewari, Min Zhu, Abdul Kabbani, Leon Poutievski,
Arjun Singh, and Amin Vahdat. Wemp: Weighted cost multipathing for
improved fairness in data centers. In Proceedings of the Ninth FEuropean
Conference on Computer Systems, pages 1-14, 2014.

Douglas S Altner, Ozlem Ergun, and Nelson A Uhan. The maximum
flow network interdiction problem: valid inequalities, integrality gaps, and
approximability. Operations Research Letters, 38(1):33-38, 2010.

228



[118] Advait Dixit, Pawan Prakash, Y Charlie Hu, and Ramana Rao Kompella. On
the impact of packet spraying in data center networks. In 2013 Proceedings
IEEE INFOCOM, pages 2130-2138. IEEE, 2013.

[119] Jack Edmonds and Richard M Karp. Theoretical improvements in algorithmic
efficiency for network flow problems. Journal of the ACM (JACM),
19(2):248-264, 1972.

[120] David R Karger. Global min-cuts in rnc, and other ramifications of a simple
min-cut algorithm. In Soda, volume 93, pages 21-30. Citeseer, 1993.

[121] Erika Melder. A chronology of set cover inapproximability results. arXiv
preprint arXiv:2111.08100, 2021.

229



