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ABSTRACT

In large, distributed computations with small amounts of work done at each node, net-
working latencies quickly add up, especially in comparison to the time taken to execute
small tasks. As such, lowering network latencies is crucial to getting good performance. Pre-
vious research has shown that often the largest contributors to network latencies are data
copies between kernel and application buffers. Conventional wisdom argues that to solve
this problem, one should move the networking stack out of the kernel and into the user space
or networking hardware. Instead, we build upon an alternative approach, known as Lake-
Placid. LakePlacid mitigates the kernel-user boundary overhead issue by moving the most
important application logic out of the user space and into the kernel. This thesis proposes
and implements a key improvement to LakePlacid. Because only part of the application
logic is migrated to the kernel, some packets necessarily must be resolved in the standard
user space application. The system discussed in this thesis allows packets which cannot be
handled in the kernel to seamlessly continue in user space via on-stack replacement, thus
preventing side effects from being executed erroneously. This system for on-stack replace-
ment is very general, allowing execution to switch between code versions at any conditional,
and it is novel in its ability to switch stacks across the user-kernel boundary. With this
change, LakePlacid is able to better maintain the semantics of user applications, making it
more feasible in practice.
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Chapter 1

Introduction

1.1 Motivation

As computations are increasingly offloaded to data centers, maintaining low latencies across
servers is crucial. Particularly in distributed systems where communication is the backbone
of all applications, minor increases in latency can add up to large costs in both money and
energy.

Network latencies are incredibly important within data centers. As such, hardware im-
provements have led to drastic increases in data bandwidth over the past few years. However,
other aspects of data center networking have not improved correspondingly. In particular,
the Linux network stack tends to suffer from large user-kernel boundary overheads. Copying
data from kernel space, where networking logic typically lies, to user space, where user ap-
plications run, often takes many cycles. As a result, large overheads are accumulated each
time a process must cross the user-kernel boundary. Data copy from kernel to application
buffers alone can take up the majority of CPU cycles in certain use cases|l|. To take full
advantage of the latest advances in networking hardware technology, we must also maximize
the bandwidth of our networking applications by minimizing these kernel overheads.

Current approaches to reducing datacenter latency are costly. One approach is to re-
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place the POSIX (Portable Operating System Interface) API, which is a standardized set
of functions that should be implemented within an operating system, with specialized APIs
[2], [3]. While these specialized APIs provide much better performance than calling POSIX
functions directly, developers must refactor their codebases to get such performance gains.
Alternatively, other approaches require specialized hardware, as is the case with Remote
Direct Memory Access (RDMA)[4]. Once again, although RDMA decreases latencies signif-
icantly, it requires organizations to purchase costly RDMA-enabled network interface con-
trollers (NICs) and modify their applications to be compatible with RDMA. While previous
research has successfully minimized data center latencies, it does so at a high upfront cost.

Rather than migrating the network stack logic out of the kernel and into the user space,
we propose a new system, known as LakePlacid, for migrating the most commonly executed
path in the application logic out of user space and into the kernel. By executing the most
frequently called application path (or paths) within kernel space, we aim to achieve state of
the art performance. Moreover, in providing differential treatment to the most commonly
executed code paths, we implicitly prioritize different classes of traffic in a pattern similar
to QoS in network paths. In utilizing an automatic compiler-based framework to reduce
the user-kernel boundary overheads in networking applications, LakePlacid is able to see
significant performance improvements with minimal developer effort.

As originally implemented, LakePlacid promises state of the art performance results with
a lower upfront cost. However, it also suffers from subpar correctness and security arguments.
While the security of LakePlacid is beyond the scope of this thesis, it is incredibly important
to have strong guarantees that code augmented by LakePlacid maintains its original seman-
tics. In particular, although LakePlacid handles most packets in the kernel, some packets
fail during kernel processing and must be handled in user space instead. When this happens,
the original LakePlacid restarted the processing of a given packet, potentially executing side
effects a second time as a result, changing the semantics of the program. To remedy this,

we need the ability to seamlessly migrate between execution in kernel space and user space
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to preserve the program intent in all cases.

1.2 Contributions

LakePlacid is a compiler-based framework to achieve great performance boosts with little
developer effort. While the specialized application succeeds in achieving microsecond-scale
latency for its most frequent use case, if the execution diverges from its expected path at any
point during runtime, the execution stack must be unwound so the fallback implementation
may be called instead. Ideally, we would not need to revert the stack to an earlier state
and queue up the request to be processed by the fallback implementation. Rather, we could
determine how the current branch within the smaller, optimized kernel module — known
as the EliteCode — matches with a branch in the unoptimized fallback implementation.
Then, instead of entirely reverting the stack, we could update it to match what the fallback
implementation would expect at this point in the code and continue execution from the
middle of this implementation, not the beginning.

The ability to seamlessly migrate execution from kernel space to user space yields several
key improvements. To begin, we expect to see marginal gains in performance, for code is no
longer executed redundantly when an assumption about the types of expected packets no
longer holds. Secondly, resuming execution from some saved state helps to ensure correctness
by preventing extra side effects from occurring.

The primary benefit of seamlessly continuing execution in the fallback path from some
saved execution state is that this provides stronger correctness arguments for LakePlacid.
As a simple example of this, consider the case of a server that tracks metadata about the
requests it receives before responding to them. Further, let us assume that this server’s
workload primarily consists of HI'TP GET requests. In this case, the Elite code only contains
the logic for handling certain GET requests, and all other requests will be handled by the

fallback logic in user space. Assume this server has just received a POST request. In this case,
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2

inline int lp_likely(int condition, ...) {
if (!condition) { abort(); }
return 1;

3

int handle_request (request_t req) {
increment_request_count (req) ;

if (lp_likely(req.http_method == HTTP_GET), ...) {
// Respond to the GET request

}

/* else branch optimized out in Elite code */

Figure 1.1: A simple sample of a LakePlacid application which incurs additional side effects
on the fallback path.

abort () will be called on line 9, triggering the request to be queued up to be resolved on the
fallback path instead. In LakePlacid’s original implementation, the fallback implementation
would dequeue this request and begin processing from the top of handle_request, calling
increment_request_count unnecessarily in the process. Executing side effects additional
times like this goes against the original semantics of the program and leaves the application
in an unintended state. While inaccurate metrics might not pose the largest concern, re-
executing program logic like this could cause a whole host of problems, and potentially open
up additional attack surfaces which are exploitable by adversaries. This thesis describes
techniques that allow the request to be processed from the line of code at which it was
aborted, avoiding the problem of re-executing program logic in the fallback path. Instead,
with the changes described in this thesis, execution would resume from like else branch on
line 13, following the expected program semantics.

Additionally, in comparison to previous approaches to on-stack replacement, the tech-
niques described in this paper are quite generic and open up the ability to apply on-stack
replacement in new use cases. As stated by the title, we contribute a method for implement-
ing on-stack replacement across kernel and user space, which could create new opportunities

for migrating pieces of other tasks into the kernel. Further, previous methods for on-stack
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replacement are typically only applicable at function or loop bounds, or they otherwise re-
strict the space of locations where execution state can be swapped between code versions.
We contribute a general framework for on-stack replacement which can migrate execution
state at arbitrary conditionals.

However, there are limitations to this approach. Most notably, by removing the invariant
that execution state will only ever be moved at specific loop or function bounds, we lose
out on the ability to apply a number of optimizations which would have otherwise been
exposed by LakePlacid. For instance, after profiling a given codebase on a sample workload,
the corresponding generated kernel module is much smaller than the original application
code. In theory, this means that we should be able to optimize it more aggressively. For
instance, we could reallocate registers on this smaller codebase to reduce the number of
spills. However, to ensure correctness, we must enforce the invariant that register state is
equivalent between these two code versions, making this more aggressive register allocation
infeasible. There are many opportunities to continue optimizing the methodology proposed

in this paper, and these are further discussed in Section 5.1.
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Chapter 2

Background
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Figure 2.1: A traditional Linux TCP networking stack where data must be copied from
kernel to user buffers before being processed by the end application.

2.1 User-Kernel Boundary Overheads in the Linux Net-

working Stack

A typical Linux networking stack consists of logic across three key components: the network
interface card (NIC), the kernel networking stack, and the user level end application. In this

setup, incoming packets are received by the network interface card (NIC), which then stores
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the packet data in a receive ring buffer (RX). This ring buffer is memory-mapped to be
accessible by the kernel. Processing of the network and transport protocol layers is handled
the kernel, and the processed data is eventually made available to applications in user space
via the POSIX networking API. User applications make syscalls to access incoming data and
transmit outgoing responses, and all actual application logic occurs in user space.

In most cases, the separation of concerns between the hardware NIC, the kernel network
stack, and the user application provides more benefits than drawbacks. The application
developer is provided with a clean, portable POSIX socket interface that abstracts away much
of the network complexity. Kernel networking stacks are time tested and well maintained,
and any updates to the kernel network stack improve networking across the entire breadth
of applications reliant upon it.

However, the layers of abstraction separating the user from the internals of the network
stack also add their own overheads, which can become impermissible in high-performance
environments. As more computing has shifted into large data centers, hardware vendors
have noticed this trend and improved networking hardware accordingly. In fact, with the
rate at which networking hardware is improving, IEEE is currently working on setting the
standards for 1.6Tbps Ethernet|5], and major networking vendors currently offer hardware
to support 400Gbps Ethernet [6], [7]. On the software side, in such distributed comput-
ing environments, applications like Memcached|8| often have service times of only a couple
microseconds. Between the ever-increasing speeds of the network hardware and the end ap-
plications, the software network stack must operate at or below microsecond scale to avoid
becoming a bottleneck.

With such high performance hardware and applications, warehouse scale distributed sys-
tems often find themselves paying many precious cycles to the dreaded "datacenter tax",
which is comprised of low-level building blocks like memory allocation, data movement, and
kernel operations. In fact, this "datacenter tax" can comprise nearly 30% of cycles|9]. Look-

ing into this at more detail, Peter et. al. measured that, in a minimal UDP echo server
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setup, 26.19% of packet processing overhead comes from context switches and data copies
between the user and kernel[10]. And another study found that in an optimized kernel
network stack with a single flow of data being transmitted between a sender and receiver,
nearly half of CPU cycles were spent copying data between the user and the kernel[l|. In
latency-sensitive environments, these user-kernel overheads are unacceptable, leading to a

proliferation of strategies for overhead mitigation.

2.2 Kernel Bypass

High performance networking applications may opt to avoid the kernel altogether, in a
technique aptly known as kernel bypass, in order to circumvent kernel overheads such as
user-kernel copies and context switches. To remove the kernel from the data processing
path, the network and transport protocol logic must be moved elsewhere. Typically, a more
specialized network stack will be implemented in user space and spin poll for data directly
from the NIC, whereas a traditional kernel network stack would receive interrupts from the
network device.

Kernel bypass sees significant performance improvements from removing the overhead of
syscalls and data movement; however, these may not be the only contributors. Kernel bypass
systems are often more specialized than their intentionally generic kernel network stack
counterparts, which allows for more streamlined data processing. Additionally, especially in

such high throughput environments, interrupt requests are less efficient than spin polling|11],

12].

2.2.1 Software Solutions

Kernel bypass is a well-researched area with a wide breath of implementations. User-level
network stacks like DPDK[13], OpenOnload|14|, Linux Kernel Library|[15], and F-Stack|16]

provide user-level libraries for developers to use as building blocks when creating their own
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specialized user network stack implementations.

DPDK in particular has been adopted in both industry and academia, acting as an impor-
tant component in several other academic kernel bypass systems. For instance, Shenango[17]
builds on top of DPDK by noticing that kernel bypass systems often waste CPU cycles spin
polling. To solve this, it dedicates a privileged core to drive granular core allocation adjust-
ments based on the status of the network. With this change, it is able to obtain the benefits
of a user level networking stack with improved CPU efficiency.

Other solutions implement kernel bypass by rethinking the traditional operating system.
Demikernel[3| is a new operating system architecture that enables engineers to easily utilize
kernel-bypass in their datacenters by exposing a set of library operating systems (libOSes)
that developers can swap in and out based on their application’s needs. And, Arrakis|[10]
solves the issue of kernel overheads by removing the kernel from the data path, and instead
providing isolation guarantees via hardware 1O virtualization. The kernel is then reengi-
neered to handle only infrequent operations on the control plane, thus ensuring standard
kernel guarantees are still in place but with much higher throughput.

The world of kernel bypass techniques is extensive and growing, and it includes many

more systems, like NetVM[18], netmap[19]|, and mTCP[20] just to name a few.

2.2.2 Hardware Solutions

While most kernel bypass systems operate by migrating core kernel functionality into user
level libraries, another solution is to push more functionality onto the network hardware,
thus allowing network devices and user space libraries to share the load of packet processing.

Remote Direct Memory Access (RDMA) is a technology which provides direct access
between the main memory of two servers. Any networking protocol is implemented on the
NICs themselves, allowing packet communication to bypass the kernel entirely to obtain
higher throughputs and lower latencies [21]. Due to the incredible performance of RDMA,

it has been used in high performance computing scenarios for years|22]-[24]. More recently,
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smartNICs have also risen as a means of offloading packet processing from the CPU and
increasing the programmability of the network fabric. These advanced network hardwares
boast impressive speedups; however, they require physically installing specialized NICs in a
datacenter, and they often are not compatible with the default Linux network stack, adding
a learning curve for developers. Additionally, the design space of NIC-offloading possibilities

is huge and requires careful consideration to obtain the greatest speedups|25].

2.3 Migrating Applications to the Kernel

While kernel bypass techniques have been well researched, and even adopted in industry,
they come with a number of drawbacks. For one, they often require that at least one core
is dedicated to spin polling for new packets, reducing overall CPU efficiency. Bypassing the
kernel also bypasses its application isolation and security mechanisms, which could create
new bugs or vulnerabilities.

Furthermore, even after the initial implementation, kernel bypass techniques require
maintenance to stay competitive with the mainline Linux kernel. The Linux kernel is ex-
tremely well known and well maintained, with thousands of contributors|26]. Software-based
kernel bypass systems in particular do not have nearly as much active support and develop-
ment. And, because they implement at least portions of the network stack typically handled
by the kernel, new optimizations added to the mainline Linux kernel must be manually
re-implemented within these bespoke network stacks.

As such, another technique for mitigating user-kernel boundary overheads is to instead
migrate user level packet processing code into the kernel. This is most frequently done
via eBPF[27|, a technology which allows programs to run in the kernel without losing out
on security. In particular, the eXpress data path (XDP)[28| technology is a solution fully
integrated into the Linux network stack which gives user-defined programs access to safely

process packets in the kernel. These programs are verified with eBPF to maintain the security
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of the kernel. By migrating logic into the network, end applications still get all the benefits of
running on a well maintained kernel, and they don’t have to dedicate a core to spin polling.
Although the performance improvements are impressive, there is a learning curve involved
in the development of eBPF programs, and in order to maintain the security guarantees it

promises, there are some constraints on the kinds of programs that can be expressed.

2.4 LakePlacid

This work builds upon an existing system known as LakePlacid|29]. LakePlacid is a compiler-
based framework designed to optimize datacenter applications using a couple key obser-
vations. First, the Linux network stack tends to suffer from large user-kernel boundary
overheads which contribute significantly to overall datacenter latencies. LakePlacid removes
these overhead costs by migrating networking programs to kernel space, as is illustrated in
Figure 2.2. Moving part of the application code into the kernel improves performance in a
few ways. First, by installing application code as a kernel module, packets can be handled
completely within the kernel, avoiding the cost of copying data from kernel space to user
space buffers. Additionally, processing packets in both the kernel and user space allows
for better throughput. Packets with longer processing times are handled in parallel in user
space, freeing up the kernel to continue processing other packets quickly.

LakePlacid relies on migrating networking applications into kernel space; however, net-
working applications are often large, complex systems which must be able to handle all kinds
of requests. To reduce the amount of code moved into the kernel, LakePlacid relies on a sec-
ond observation here. Depending on the use case, only a tiny fraction of a given code base
may be responsible for the vast majority of traffic and functionality. So, to make networking
applications more efficient, only the most trafficked lines of code need to be optimized. For in-
stance, a content distribution network server may serve primarily static requests. Therefore,

even though it has the ability to serve a wide variety of requests, only code associated with
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static requests would need to be optimized. As another example, GET requests comprise
over 99.8% of the workload for Facebook’s most-requested Memcached pool (as of 2012)[30],
so optimizing for GET requests alone could yield significant performance boosts. In three
phases, LakePlacid determines which blocks of code are trafficked most frequently in normal
operation, optimizes these common code blocks and packages them in a kernel module, and
finally deploys the application, now specialized to handle its common use case much more
efficiently. The kernel module is referred to as the FEliteCode, and the user space code is

referred to as the Fallback.

PDPIX
Datapath API +
libDPDK

Fallback
Application
Code

=
@ Eety
g Application

Kernel

Elite Codej
[ [ministack| |
R B T I
g (IIO Device) 110 Device [DPDK Libraries]
=]
] /4 1O Devi
T fallback path elite path @
Default Linux LakePlacid Demikernel/DPDK

Figure 2.2: An example of the EliteCode and Fallback paths in LakePlacid. In comparison
to other approaches which migrate networking logic out of the kernel, LakePlacid instead
migrates application code into the kernel. Most packets are handled fully within the Elite-
Code (shown in green), so the kernel-user boundary rarely needs to be crossed.

2.5 On Stack Replacement and JIT Compilation

On Stack Replacement (OSR) is a well known technique within compilers; dating back to
1994 when it was first prototyped in SELF[31]. In this original implementation, on-stack
replacement was used for deoptimizing code during debugging, as the optimized code may
have undergone too many transformations for a developer to be able to understand how the
optimized instructions correspond to the original logic. As recovering state from any point
in the program was considered an impractically difficult problem to solve, SELF defined

interrupt points, which were located at method prologues and at the end of loop bodies,
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where an optimized program could be deoptimized for debugging.

While on-stack replacement was originally pioneered to simplify debugging, it is most
often used as an optimization strategy in modern implementations. For instance, JIT com-
pilers which must balance both compilation time and runtime can take advantage of OSR by
quickly compiling an unoptimized version of the code to begin, and then recompiling opti-
mized versions of only the most frequently executed methods as needed. Once the optimized
version of some method has been compiled, information on the stack must be replaced to
switch execution from the slow method to the new, fast version. On stack replacement can
also be used to compile an optimized version of some code based on a set of assumptions, and
then deoptimize as needed when these assumptions are validated. Today, many production
VMs implement these techniques, such as V8|32], SpiderMonkey|[33|, and the Java HotSpot
VM|34].

More recent publications have attempted to generalize OSR and make it more broadly
applicable. For instance, D’Elia et al[35] proposes a framework for on-stack replacement at
the compiler’s intermediate representation level. Among other features, it supports transi-
tions from optimized to deoptimized code, transitions at arbitrary points in the code, and
transitions between provided code and code which was generated with profiling information
known at the time of compilation. The work described in this thesis similarly supports all
these kinds of transitions. Essertel et al[36] built on D’Elia’s work by presenting a method
for implementing it in source-to-source compilers. OSR has historically been used primarily
in virtual machines, and thus were able to provide novelty by viewing it from a higher-level.

Although OSR is a well-known technique, my work differs from all implementations
mentioned above in a key way. Specifically, my solution must handle both the switch between
two different versions of code and the switch from kernel space to user space. This introduces
a number of challenges. For one, the two code implementations reside in different address
spaces, adding the need for address checks and translations. Additionally, we want to be

able to dispatch packets to the Fallback path when necessary while continuing to process

25



new packets within the EliteCode, so the unoptimized version of the code must be able to
queue up saved stack information to restore and execute. This is in comparison to standard
techniques where the stack is immediately restored in some deoptimized code, without any

necessary queuing.
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Chapter 3

Implementation

3.1 Overview: System Workflow

LakePlacid relies on profiling data in order to make justified decisions about how to select
code to be included in the Elite path. As such, LakePlacid compiles and executes source code
in a few phases: the scouting phase, the code generation phase, and finally, the specialized

execution phase.

3.1.1 Scouting Phase

My work as detailed in this thesis generally assumes the existence of known profiling data
and did not require changes to the Scouting phase as originally implemented in LakePlacid.
It is still included here, as it is helpful background to understand the entire system workflow.
In the scouting phase, LakePlacid generates a trace for each incoming packet. Traces are
files which log every time an if-else branch is executed, along with whether that branch
evaluated to true or false. These traces are then used to determine which code paths should
be included in the Elite code.

The scouting phase consists of a single source-to-source Clang tool which takes a prepro-

cessed C file as input and outputs a copy with all of the if/else branches augmented to log
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information whenever the branch is executed. Other kinds of control flow, like while loops
and switch statements, are not modified. The augmented code is then run to profile the
typical workload and generate a directory full of traces. These traces are organized into sets
of equivalent execution paths and then greedily synthesized into a manifest which classifies
each branch to be likely, unlikely, or unknown. In typical workloads, most packets follow
the same or similar code paths. Profiling an application’s networking workload enables us
to make assumptions about which branches will be run and greatly reduce the amount of

code moved into the kernel as a consequence.

3.1.2 Code Generation Phase

Once a manifest file has been generated to specify which code paths should be included in
the Elite code, LakePlacid generates an executable to be run in user space, along with a set
of object files to be linked and installed into the Linux kernel as a loadable kernel module.

Each component of this process will be explained in greater detail in later parts of this thesis.

Generating the User Space Executable

The user space version of the generated code acts as a fallback, only being called when the
Elite code cannot handle a given request. However, it is still heavily modified to ensure that
the Elite and Fallback code paths are compatible with one another. Like the Elite code,
source-to-source code transformation passes®' are applied to the Fallback code to augment
it with information from the generated manifest, add address checks and translations to
indirect function calls, and modify global variables to be accessed from a table synchronized
between the Elite and Fallback implementations. Code for storing and accessing both global

variables and function addresses is then generated. The Fallback code is then linked to a

L Adding these code transformation passes to code built with arbitrary build systems added significant
developer effort to the original version of LakePlacid, and as part of this line of work, we also previously
developed tooling to automatically augment build systems with additional code passes or bash scripts.
Modifications were made to that program as necessary throughout the development of this thesis, but more
details on it can be found in prior work online[37].

28



number of helper C files which contain the code for maintaining the task queue ring buffer,
handling leftover 1p_likely calls, and so on. Finally, this code is called via a driver which
coordinates the initialization of the Elite code kernel module and allocates memory to be

shared between the Elite and Fallback code.

Generating the Kernel Module

The Elite code kernel module is generated in a very similar fashion to the Fallback code. It
is also modified via three source-to-source code transformation passes and linked to many
helper C files to handle stack allocation and queuing, memory management, and on stack
replacement. However, because it is compiled as a kernel module, it is compiled with a

number of restrictions which make it compatible with the kernel.

3.2 On Stack Replacement

Upon receipt of a packet, a new stack is allocated as described in Section 3.3, and the
current thread of execution switches over this new stack. As an example, assume incoming
packets are handled by a function process_pkt. Rather than calling it directly, LakePlacid
dispatches process_pkt to be called within an assembly function, called save_and_switch
which also handles saving the current state and swapping to a new stack. In executing each
request on its own separate call stack, these call stacks can then be dispatched to finish
executing in the Fallback implementation if needed. Sample code demonstrating this logic
is provided in Figures 3.1 and 3.2, and much of the following explanation refers to variable
and function names as defined in these code samples.

As shown in Figure 3.3, following standard x86 practices, save_and_switch first sets up
a new frame on the original stack. It then pushes the current register values onto the original
stack and saves the stack pointer in a variable (elite_thread_rsp) before setting the stack

pointer to point at the top of our newly allocated stack (step 2). On the new stack, it saves
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/* Elite Code main.c */
void* elite_thread_rsp;
int process_pkt(struct process_pkt_params_t params);

int main() {

for (;;) {
listen_for_packets ();

stack_t new_stack = allocate_stack();

int res = save_and_switch (params,
process_pkt,
new_stack,
elite_thread_rsp);

if (res == 0) {
// This packet could be resolved in the Elite code
free(new_stack) ;

Figure 3.1: An example of the main processing loop in the Elite code. Notice that rather
than calling the packet processing logic directly, it is passed through another function in
order to be executed on a separate stack.

/* Fallback Code main.c */
void* fallback_rsp;
ring_buffer* stack_rb;

int main() {

for Csg) <

stack_t stack = poll_queue(stack_rb);
int res = resume_execution(stack);
if (res == 0) {

free(stack) ;

3

Figure 3.2: An example of the main processing loop in the Fallback code, which waits for
new call stacks to finish executing.
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the previous stack pointer and finally calls process_pkt (step 3).

Notice that we have saved the original stack pointer in two locations; it exists both at
the top of the new stack and as a variable. Being able to restore this pointer by just popping
it off the top of the new stack once execution has completed is the cleaner and more efficient
storage mechanism, and we prefer this option when possible. However, execution may diverge
from the expected Elite path at any branch, and it is common for this divergence to happen
from within a deeply nested function call. As such, trying to trace back up the stack to locate
the old stack pointer in these cases would add unnecessary complexity, and it is worthwhile
to store the old stack pointer in a potentially redundant variable for simplicity.

Once the Elite code has begun executing on an allocated stack, there are two possible
paths that can be taken while processing a packet. Depending on whether or not the incoming
packet can be fully handled by the Elite code, the packet will either be processed successfully
in the kernel, or it will be queued up for execution in user space.

In the majority of cases, packet processing will be resolved solely by the Elite code. The
Elite code will simply be executed on the new stack under normal x86 calling conventions
until it eventually returns back to save_and_switch. The stack pointer is then reverted
back to the kernel stack address by popping it off of the top of the allocated stack. All of the
register values when save_and_switch was called have been saved on the kernel’s execution
stack, and the kernel state is restored by popping the register values off based on the order
in which they were pushed onto the stack. Finally, save_and_switch returns 0 to indicate
that the packet was processed fully within the Elite path, and as such, the allocated stack

may be deallocated and used for a later call.
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Figure 3.3: The different stages of the stack layout for a packet which can be fully handled
by the Elite code. The packet handling logic is executed with a newly allocated call stack.
Once complete, the stack pointer is reverted to the original kernel stack and the allocated
stack is freed.
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While the majority of packets should be processed in the straightforward method de-
scribed above, things become more complex when a packet cannot be handled by the Elite
path alone. Once again, a new stack will be allocated and process_pkt will be executed
in this stack. However, at some point during execution, one of LakePlacid’s assumptions on
which code paths are usually taken will be shown to be incorrect, either via an mpns_likely
branch being called with a false condition or an mpns_unlikely branch being called with
a true condition. When this happens, LakePlacid must save the stack and queue it to be
processed in user space.

In this case, as displayed in Figure 3.4, LakePlacid queues the current stack up to be
executed by the fallback path in user space. To follow through this logic in more detail,
LakePlacid first pushes the register values from the time at which it aborted execution onto
the current stack (step 2). It then enqueues the current stack to be processed in user space
eventually, and it restores the stack pointer to the correct location in the kernel, which
was saved by elite_thread_rsp (step 3). Lastly, the old register values are restored, and
save_and_switch returns 1 to indicate that the queued stack should not be deallocated.

When the saved stack is ready to be dequeued and executed in user space, a similar
process is followed whereby the executing user space thread first saves its stack and registers
(Figure 3.5, step 2) before setting the stack pointer to the enqueued stack and restoring
the saved registers (steps 3 and 4). From here, execution can mostly continue normally.
However, all the return addresses currently on the stack point to addresses in kernel space,
which would trigger an exception. As such, all ret instructions called in user space are
augmented with a translation step to translate them from a kernel instruction address to
the corresponding user instruction address. This process is explained in much greater detail
within section 3.4.2. Similarly, accesses to global variables are modified to ensure the kernel
and user versions stay coordinated, and the user space memory allocator is overridden so
values added to the heap in kernel space are accessible to the user space program. The

mechanisms for both of these techniques are detailed in sections 3.5 and 3.6 respectively.
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Figure 3.4: The stack layout when a packet cannot be handled by
must abort execution. In this case, the current state is saved on the allocated stack,
this stack is queued up for fallback execution. Then, the thread resumes listening for new

packets with the original kernel call stack.

and
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Once the packet has been processed fully within user space, the thread of execution will
eventually try to return to save_and_switch, as this is the outermost frame in the stack.
However, the save_and_switch function described above tries to pop all the register values
off the stack, which would result in unknown values filling up the registers here. So instead,
the user space application is linked to a different version of save_and_switch which will
instead restore the stack pointer from the polling user space function (which has been saved
as a global fallback_rsp in user space) and then pop the register values from that stack
instead. This sequence is illistrated in Figure 3.6. Finally, from the original user space stack,

the polling function continues checking for newly enqueued stacks to process.
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Figure 3.6: Once a queued call stack has finished executing, a linked userspace variant of
save_and_switch restores the fallback process to its original call stack.
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3.3 Stack Management and Queuing

Each time an incoming packet begins being processed, the thread of execution switches to a
new stack. By executing each packet on a separate call stack, state can be easily saved and
restored in the case that the Elite code cannot fully resolve the packet and must queue it to
be completed in the Fallback implementation.

Because the each allocated call stack may need to be used by the user space fallback
implementation, a large region of shared memory is first memory mapped to be accessible by
both the kernel space Elite process and the user space Fallback process. We then implement
a bitmap allocator which simply allocates fixed sized stacks and keeps track of which stacks
are free with a bitmap. We are unable to accurately predict the stack size needed to process
each individual packet, and we do not want to add the overhead associated with dynamically
resizing a call stack. Therefore, we must statically assume the maximum stack size needed
to process any given packet, and allocate this much memory to each newly created stack.
Because of this fixed-size allocation constraint, the bitmap allocator is a reasonable choice
over more sophisticated allocation strategies.

Call stacks that get transferred to the fallback process are inserted into a globally acces-
sible ring buffer. The fallback process continuously polls this ring buffer to check for new

stacks to dequeue and process.

3.4 Address Translation

3.4.1 Indirect Function Calls

During execution, there are two instances in which a function address may be incorrect. First,
on the kernel side, indirect function calls may refer to the wrong address. C programs make
heavy use of indirect function calls as a means of adding abstraction layers and reducing

redundant code. Particularly in nginx, there is a common paradigm of setting function
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pointer values during startup based on the configuration file. As the setup is only run once,
it does not need to be included in the Elite path and is instead run in user space before the
kernel driver is started. This means that most function pointers point to user space addresses,
rather than kernel ones. To prevent the kernel implementation from unintentionally calling
user space functions, each indirect call in the kernel implementation is wrapped in a checks
to see if the called function pointer is in kernel or user space. If it is in user space, LakePlacid
relies on the function tables described later in section 3.4.3 to translate the address into the

corresponding kernel space address.

3.4.2 Return Address Translation

As was alluded to previously in section 3.2, the second time when a function address may
be incorrect is when processing a packet on the Fallback path. In the specialized execution
phase, every time a packet is received, a new stack is created and the kernel begins processing
this packet. If this packet then violates an assumption from the Elite path and diverges in
execution, the stack is queued for execution on the Fallback path. The stack contains much
necessary state on the current execution path, including the return addresses of enclosing
functions. However, these addresses refer to locations within the kernel’s Elite binary, which
are inaccessible by the Fallback binary.

To remedy this, every time the Fallback path encounters a ret assembly instruction, it
attempts to translate this return address into the equivalent address within the userspace
implementation before jumping to it. This is accomplished via an LLVM MIR pass which
inserts an extra function call before each return to check the location of the return address,
and update it to the proper address within user space if necessary. While the user space
implementation is augmented with an extra function call, this call is unnecessary for the
kernel path and would just add extraneous cycles. However, an additional ret instruction is
still added to the kernel space implementation, so the instruction addresses line up between

the user and kernel versions.
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Maintaining alignment between instructions within corresponding user and kernel func-
tions is currently necessary as we calculate equivalent instruction addresses based on their
offset from the to top of the function. And, once again, this translation is possible due to

the globally accessible function tables created at the start of runtime.

Address Translation Calculations

To simplify the address translation between the kernel and user space implementations, we
enforce two key constraints.

Let f] be the kth instruction of function f in the Elite implementation, let f; be the kth
instruction of function f in the Fallback implementation, and let & denote the address of
some instruction . With this notation, instruction addresses can be defined in terms of the

start of the function in which they reside. ie. &f, = &f{ + k * (instruction size).

1. For every kernel instruction f;, there exists an equivalent user instruction f;. The
inverse is not necessarily true, as the set of functions in the Elite code is a strict subset

of the set of functions in the Fallback code.

2. For any given kernel instruction, the state of the stack and all registers must exactly
match the state of the stack and registers of the equivalent user space instruction, and

vice versa.

These first constraint allows us to calculate the mapping from a kernel instruction f; to a
user instruction fy directly with &f, = &fo + (&f;, — &f{). And, the second constraint allows
us to continue execution from the equivalent user instruction without needing to make any
adjustments to the state of the registers or stack.

These constraints add a significant amount of simplicity to our model, but they also
inhibit our ability to implement certain performance optimizations, as is further discussed

in section 5.1. Additionally, these constraints add somewhat awkward requirements to the
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code, like how additional ret instructions are added to the Elite code assembly to make it

align with the Fallback assembly.

3.4.3 Runtime Address Tables

The calculations for both indirect function call translation and return address translation
rely on knowing the instruction address for the start of each function, in both the Elite and
Fallback versions, at runtime. However, the Elite code and Fallback code exist as two distinct
binaries and have no implicit knowledge of the other’s location in memory. To remedy this,
arrays of function addresses are filled in during setup and passed between the Elite code and
Fallback via the ioctl system call. These addresses are become accessible via automatically

generated functions of the form function_name__addr ().

3.5 Global Patching

Unlike functions, which may have differences in implementation between the user space and
kernel space versions, global variables should be shared between the user and kernel. In
applications like nginx, global variables are often only changed during setup and remain
static for the rest of execution. Sharing globals between the two implementations saves
a minor amount of memory, and more importantly, it ensures that values set by the user
space implementation — especially during setup — are accessible by the kernel module. All
global variables are allocated in user space. Like function addresses, an array of global
variable addresses is populated during setup and communicated to the Elite code via an
ioctl system call.

Accessing and potentially modifying globals in two parallel threads immediately raises
concerns that this will introduce bugs from the ordering of reads and writes. This concern is
especially relevant given that kernel threads may pause execution and enqueue their state to

be completed later at any arbitrary if-statement. However, production networking applica-
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Figure 3.7: Overview of key LakePlacid components in memory. Notice that much of the
data allocated in user space is shared for use by the Elite code in the kernel.

tions are nearly always designed to be multithreaded for performance reasons. Any bugs that
could arise from accessing globals from multiple threads would have already been considered

and mitigated by the authors of the original source code.

3.6 Memory Allocation

Switching between the Elite code and the equivalent Fallback code is only correct if all the
relevant state is maintained during this stick. Global variables are synchronized between the
two code implementations and all local stack-allocated variables and register are available via
the transferred stack. However, this is missing on last piece of state: heap-allocated values.
To remedy this, during setup, the user space implementation memory maps a large section of
memory to be used by both the kernel and user implementations, and their memory allocators

are overwritten with a simple bump allocator that uses this shared region of memory.
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3.7 Driver Design

All of the components described above are coordinated via drivers in both user and kernel
space. Referring to 3.7, the user space driver first allocates memory for the call stacks, ring
buffer, function and global variable address tables, and the shared heap memory allocator.
It then initializes the kernel driver via an ioctl syscall and shares information about all the
allocated memory with the kernel. From there, the kernel driver starts listening for packets
using the logic in the Elite code, and the user driver creates a new thread to poll the ring

buffer for new stacks to process.
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Chapter 4

Evaluation

While the overarching goal of LakePlacid is to achieve state of the art networking performance
with less developer effort, the goal for this thesis is to add lightweight support for on-stack
replacement to LakePlacid, enabling seamless transitions between the Elite code and Fallback
code. Previous benchmarking for LakePlacid used additional optimizations that either were
cut from this proof of concept due to time constraints, like the integration of LakePlacid’s
MiniStack network stack, or because they violate the invariant that Elite instructions should
be in alignment with equivalent Fallback instructions (sec. 3.4.2). As such, until these kinds
of optimizations can be integrated in with the system changes proposed here, we do not
expect to see performance improvements compared to the original LakePlacid work. Rather,
we want to verify that the changes made here do not add significant overhead to the Elite
code path.

With additional optimizations enabled to help this meet the original LakePlacid perfor-
mance, we would then still expect some additional overhead from switching the stack before
and after executing each incoming request on the Elite path. As the time taken to allocate a
new stack, switch to it, and then revert back to the original stack after execution is incurred
every time the Elite code is able to complete the execution of some incoming request, keeping

these overhead costs low is of utmost importance. In particular, with LakePlacid configured
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Figure 4.1: The added overheads of switching stacks before and after function execution.
It is clear that the additional stack switching mechanism added some overhead, but the
additional measured overhead is only approximately 23ns.

correctly, we anticipate that a large majority of incoming requests would be solely handled
by the Elite code, so maximizing performance there is a key concern.

The following experiment was performed on an Ubuntu 20.04 virtual machine with a
Linux 5.15 kernel. The host machine operates on a 6 core Intel i7-8750H Processor running
at 2.2GHz, and the virtual machine has been allocated 2 vCPUs and 4GB RAM.

To quantify the overheads associated with dispatching the execution of the Elite code
onto a separate stack, I first timed how long it takes to call a minimal function from within
a loadable kernel module 10,000 times. The function being called is so small that a singular
function call timings were dominated by the rdtsc() time, and calling the same function
many times in a loop is a more accurate scenario to emulate listening for new requests, too.
I then performed this experiment again, this time calling the minimal function through our
custom dispatching mechanism, which also handles acquiring a stack, switching onto it, and
then freeing it post-execution. I repeated this test 100 times to obtain the numbers shown
in Table 4.1 and Figure 4.1.

Based on Table 4.1, the added overhead of dispatching the Elite code onto a separate stack
is only about 23 nanoseconds. The bitmap allocation strategy helps keep this overhead low,

as allocation only requires iterating over a bitmap until a 0 is found and using that index to
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Statistic Direct Function Calls | Stack Switching Function Calls
Mean 8.34328 31.51113
Standard Deviation 0.4902 2.6907
Median 8.28535 30.28385
Min 7.5351 28.6494
Max 10.5667 42.1686

Table 4.1: Average Time per Function Call (ns)

identify the stack’s location. Note that this overhead would be substantially higher if we ran
out of free stacks to use. Additionally, we currently don’t zero out stacks before using them,
which greatly improves performance, but also increases the attack surface and could pose
security issues. Overall, as our goal is to stay under the microsecond scale, 23 nanoseconds

is a permissible amount of overhead.
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Chapter 5

Future Work

To properly scope this project, we constrained this problem and left out further ideas that
would be out of reach given the time restriction, leaving open a number of possible future

research directions for LakePlacid.

5.1 Optimizations

As explained in section 3.4.2, the on-stack replacement technique described here relies on
functions to align perfectly in terms of instruction selection and stack state between the user
and kernel versions. This strict constraining made translating kernel instruction addresses
to user space instruction addresses much simpler, as the translation could be expressed
just based on an instruction’s offset from the top of the function. However, many classical
compiler optimizations were also limited or completely disabled as a consequence.
Currently, because 1p_likely and 1lp_unlikely are defined as external assembly func-
tions which are not incorporated until link time, the compiler can’t reason about their
specifics. This leaves open potentially the most obvious performance improvement: the
else branch of 1p_likely if statements (and conversely, the then branch of 1p_unlikely if
statements) can be optimized out. This would require some extra minor bookkeeping to still

be able to translate between kernel and user instruction addresses properly, but in return, it
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would reduce the size of the kernel module, potentially improving instruction cache locality
in certain use cases. And, combining this optimization with additional compiler passes, like
dead code elimination, could further streamline the Elite code. That said, applying further
compiler passes to this more pruned version of the Elite code would require extensive book-
keeping to be able to translate the instruction addresses correctly and reconstruct the state

of the stack and registers as needed.

5.2 Security Concerns

For the purposes of this thesis, we assume LakePlacid would primarily be used the speed
up communication between servers within secure datacenters, which would make security
exploits less likely. However, they are still a matter of grave concern, and a number of
implementation decisions in LakePlacid increase the attack surface for an adversary. In
particular, the user application itself might be buggy, which potentially creates serious weak
points when portions of that buggy code is migrated into the kernel. Additionally, our
implementation relies on lots of communication between the user and kernel. The kernel even
occasionally dereferences user addresses directly, as is the case with global variables. Future
work could consider taking advantage of technologies like eBPF[27] rather than loadable
kernel modules to improve the safety of our techniques, as well as adding additional checks

for malicious activity on the fallback side.

5.3 Dynamic Profiling

Currently, source code is only profiled by LakePlacid during the initial setup. As such, if
the most common use case changes over time, LakePlacid cannot adapt to fit these new
needs. However, the ability to instrument build systems automatically opens up a new
set of possibilities to solve this issue. For instance, we can modify LakePlacid to continue

profiling code during the specialized execution phase, and using an instrumented version
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of the build system, we can automatically recompile EliteCode as needed throughout a
networking system’s lifetime.

In order to update the EliteCode dynamically based on changes in request patterns, we
must be able to continue gathering profiling information during the specialized execution
phase. We could use existing instrumentation to continue profiling the EliteCode while
it runs; however, the profiling code adds too much overhead to be viable in a production
context. In constrast, because the Fallback path already incurs a higher latency and should
not be executed frequently, it is worthwhile to profile the Fallback code.

In implementing a system which dynamically updates the EliteCode as needed, we must
strike a careful balance between computing new manifests relatively infrequently in order to
keep overhead low, while also calculating these often enough that we are alerted immediately
when the request patterns begin to change. Future work will detail how to find this balance

and update the EliteCode at the correct frequency.
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Chapter 6

Conclusion

As network hardware improves, high performance networking applications are increasingly
bottlenecked by kernel overheads. To solve this, LakePlacid compiles a smaller, optimized
version of networking applications to be run in the kernel — thus mitigating overhead costs
when copying data between the kernel and user space — while leaving the original application
in user space as a fallback. Taking advantage of domain knowledge, LakePlacid achieves per-
formance gains on par with state-of-the-art approaches on several benchmarks while utilizing
source-to-source compiler passes to reduce its upfront cost. However, it also suffers from cor-
rectness issues when a packet fails in the Elite path and must be executed in the Fallback
path instead, for restarting the processing of a packet causes side effects to be re-executed
unnecessarily. This thesis proposes and implements a set of changes to LakePlacid which uti-
lize on-stack replacement (OSR) to properly migrate execution between the kernel Elite code
and user Fallback code. Being able to seamlessly transition from a kernel space instruction
to its equivalent user space instruction improves performance and guarantees correctness by
eliminating redundant computations and side effects. The solution proposed allows deop-
timization to occur at any branch. Moreover, it efficiently handles the transition between
kernel and user space with low overheads which make it feasible for use even in extremely

latency-sensitive environments. More work is needed to integrate the method proposed here
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with all of the optimizations included in the original implementation of LakePlacid, but the
work described in this thesis solves a major problem for LakePlacid, making it more feasible

in real-world scenarios.
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