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Apstract
Loss of Uignity? Soclal Dangers of a3 Computerized Socliety
by Jay Yablon
Supervised by Dr. Joseph Helzenbaum, Professor of Computer Sclence
and
Or. Louls Menand III, Professor of Politlcal Sclence, Assistant to the |
FeovosT

This thesis deals with some of the impcrtant soclal
consequences related to computer uses. Although [t examines a
number of different areasy the primary proposition presented here
Is that the data banks of today, as serlous as their impllcations
may bes provide only a ylimpse of the dangers that may one day
occur if these data banks are Ilnked wup to artificlal
intelligence programs acesligned to make decislons based upon data
In these data banks.

In additlon to dlscussing data banks and artificlal
Intelllgence at great lencthsy, we devote conslderable time to
dlspeliing some of the “mythology™ +that has often surrounded
computers In the minds of the general publlic.

In the final chsptery we offer short discussions of a
number of other computer relatea I[ssues which are of soclal
concern.

Finallys we inclugde an 3appendix wnhich offers a

description of how computers work and how they are commoniy used.



Introduction=-
Ine Side Effects of Technology

The past few canturies have seen changes in our worid
on an almost wunbellevable scale. If one were to take a look at
our worid today and compare It to the worid of a few centuries
ago, he would find few things that have not changed. Our modes
of transportation and communlcation have changed ccrpletely. The
jobs that the average person typlcally hold have changed. Our
physlcal environment has changed from flelds and forests to
skyscrapers and concrete. OQur methods of waging war have changed.

We could go on and ony, but in short, [t seems as though we are
world

today living in a AR -cono!etely different , than ever

before.

If we were to examine these changes In an attempt to
find a common root among thems, we would most certalinly find that
that root is technology. Although the tendency has ailways been to
extol these technological changes and those who had the wlsdom
and imagination to create trefM, M the recent past has
beackoned man to take a second look at nls technoiogy. We have
seen that technological change is often accompaniec by many other
undeslired and unforseen changes. And often, trese wundeslred
changes may be so bad as to negate many of the technological
ben@fits that were orlglnally sought.

One needn®t look far to find examples of what we are

talking abouts The automoblle for Instance, brought about much



change beyond a simple increase In man®s traveling speed. In
fact, it e brought about major changes 1Ir man®s everyday
lifestyles. The auto allowed people to live farther from where
they work, which In turn allowed the creation of suburbs. It
created a dependence upon ¢asoline and upon those who produce the
materlals necessary to make that gasollne. It Is this dependence
which In turn has heiped to bring about the "energy crisis”™ which
occuples the attentlion of so many peopnle nowadays. The exhaust
emitted from automoblileas has also become a major concern.
Poliutlon from cars and other sources Is now percelved by many as
a maljor threat to our continued healthful exlstence on this
planet. And we certainly cannot 1lgnore tha countiess violent
deaths and injuries that occur every year In auto accldents. Such
is the nature of the sacrifices we have made to achieve faster
travel.

To cite another examplie, we turn to as seemingly benign
an Inventlon as television. Today, our soclety suffers from an
ever Increasing crime rate. Although It would be luclicrous to
attribute this rlse in crime to any slingle source, s large bocy
of respectable oplniorn has concluded that televislion contrlibutes
to at least some of the Increased violence because of the example
which violent televislon grograms set for the people who wWatch
thems Certainlys there was nothlng inherent In television cer se
whlch sald that It had to evolve to have many violent oprograms,
vyet a lack of foresight, among other things, did allow television

to evolve In the way that It has.



In years past,y, the long term storage of food products
was rather difficult. In response to this problem, many chemicals
were developed which, when added to certailn foods, could preserve
those foods for a longer perjiod of time. Today however, there are
many who claim that the long term Ingestlon of certain of these
chemicals can help to promote a number of major dlseases, cancer
In particular.

Another place we can turn our attentior to is the
nuclear engineering Industry. Hopefully, we need not even begin
to describe the enormous and ominous Impliications that the
Inventlon of nucle3ar weapons brought about for manklna. Nuclear
power plants too, have beccme the sublect of much controversy
recently because of the possibillty of radioactive leaks and fthe
bulldup of nuclear wastes. Once agaln, the Introductlon of a new
technology has brought with It many dangers which ray ultimately
counterbalance any of the Intitial galns Dbrought sbout by the
introduction of that technology.

He could continue to go through countless other
examples of how certaln technologlcal advances have been
accompanled by a melee of other probiems, often wlth extremely
dangerous implications. What is more important however, s that
we begin to plck out a pattern whlch seems to accompany most, if
not all of our technologica! advances. In partlculasr, It seems
that our technological advances often seem to glve us more than
we orlginally bargalned for. And it 1Is often too late before we

come to realize this fact.



In all of the cases that we have mentlilonea, and In many
others, it seems that the approach Initialiy taken was to simply
Introduce a new technology into the market, walt untll trat
technology caused problemsy, and then flrst attempt to deal with
those problems. And often, we have trjled to deal wlth those
problems either by legislatlon or by the Introduction of a new
technology designed to 2liminate the negatlve slde effects of the
first technology. But this approach simply hasn®t worked. It
operates upon the assumptlon that regardless of what problems 3
particular technology mijht cause, future technology and future
feglislation wlill b2 able *to somerow "fix™ those problems. It
lgnores however, the fact that the technology deslgned to "flx" a
partlcular technologlcal groblem is likely to Introguce [Its ouwn
negative slde effects. And [t ignores the fact that there are
certaln technological problems that cannot simply GCte leglsiated
away. For Instance, after we dlscover that chemicals In foods
have negative side effects on human health, we can®t simply pass
leglstatlon to restore gooa healtr to those whc®s health has
already been damaged by these chemicals.

Also, the Introcuction of a new technology often means
the <creation of a powerful new interest group, namely those whro
market that technology. After a particular technology has been on
the market for some time, the people who sell it will have otften
acqulred enough capital and Influence to effectively reslst any
attempts to legislatively change the fundamental! nature of their

technologye. All of thls makes It clear that we must concentrate

-10—.



on the prevention of technological problems before they occur
rather than on a cure for them sfter they occur,.

If this discusslicn teaches us anything, 1t should teach
Jus that when a new techrology Is first Introduced, the questlon
we must ask is not “"wlill this technology have any negatlive side
effects?" but "“what negatlve sjide effects wlll thls technology
have?" This implles a shift of the burden of proof. No longer
should it be wup fo the opgonents of a new technology to prove
that the technolgy in auestion wlli cause problemss It should be
up Tto the people who wish to introduce the new technology to
prove that thelr technology won't cause problems. Such a
strategy would require an intensive effort to uncover and study
the potential hazards Involved in a new technoiogy at the +tlime
that it is first proposed. If [t is determined that the hazards
outwelgh the gains, then we must be wlillng and able to say “no"
to the introduction of that technology.

In thils thesis, we shall be taking a look at one such
technologys namely computer technoiogy. Computer technology has
expanded rapldly over the pzst few decades, and It is qulckly
becoming an underpinning to much of our way of life. Yet, we have
thus far only scratched the surface of what computer technology
can wultimately be made to do. If the more extreme progonents of
computer technology have thelr way, there |Isn*t a3 thlng that
peopie do today whicn won®t one day be done by computerss. In many
WaysSs the computer s our ultirmate technologlical Invention., It

isy if you willy a kinc of ™do it yourself™ technology which can

-11-



be applied to Just about anything we <can fthlnk of. The
introduction of computer technology In many wWays was not the
introduction of a single new technologys but rather [t was the
Introductlon of a Iimitiess number of new technologies for which
computers can serve as the founagation.

Because the computer offers so many new technologlcal
possibilities, it is important that we ftry to asess some of these
posslbilltles to determine what posslible detrimental soclal
consequences may accompany them. We must learn at the outset to
distinguish between whether we ¢can find a new use for computers
and whether we should use computers In this new way. Too often In
the past, the question of whether or not we are able tp do
somethlng has been synonymous with the question of whether or not
we should do it. What we shall be adressing throughout this
thesis 1s the question of whether or not computers should be used
to do certain things regardless of whether or not they can be
made to do these things.

The first chaptery, entltied "Computer Technoiogy?! The
Myths and the Limltatlons®™ deals wlth many ot the misconceptions
about computers which are commoniy held by the general public. It
is our feellng that before any Iintell igent discussicon about the
use of computers can occur the reader should have a knowledcge
that 1s based upon facts rather than upon rumors and
misconceptions,

Chapter two is about the “Computerized Data Banks"™ that

have begun to attract the concern of many people In recent years.



In particular, we attempt In this chapter to discover some of the
ways 1In which the wuse of computers to retain ard disseminate
personal Information about Indilvldual people has served and may
serve to severly Impinge wupon our privacy and our clvil
llbertjies.

The thlrd chapter, entlitled "The Use of Artificlal
Intelligence®™ deals with what may well be the one of the most
Important soclal consequences of computer use in the years *to
come. There are a number of people in the artificial intelligence
flelda who feel that computers have the ablilty to "“think." They
feel that this “thinking™ ablilty wlill one day surpass man's
thinking abilitys, and as a result, they feel that computers
should uiltimately replace man Ilr many or most of his thilnkling
tasks. The soclal Implications of such a slituation are simply
overwhelming, and we shali{ be dealing with them [In great depth.

The fourth ana final chapter, “0ther Consequences of
Computer Use,*” is simply a collection of one or two page essays
on varjous other Ilmplicatlons of computer use which, because of
limitations in time and spaces, we have been unable to deal with
In greater depthe. Hopetuliy, @R our discussions In this chapter
will spurn others to begin thinking about and studying these
problems in greater depth. The author hopes to ultimateiy expand
this thesis Into a book in which many of the issues raised in
this chapter will be dealt wlith more fully.

Finally, the Appendix contains a textbook-1like

descriptlon of how computers work and some of the ways in which
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they are commonly used. At this time the Appendix is incomplete
and some sections of [t repeat much of what Is salc In chaoter
ones Although 1t (s still In its rough draft stage we include 1t
for those readers who are [Interested. Even though the Appendix
reguires no technical ccmputer background whatsoever, it Is
wrltten in a more technical tone than the rest of the thesis. In
particular, the section entitied "How a Computer Works"™ will
probably require a good deal of time and concentration on the
part of the reader as compared to the other sections of this
thesise For those who do choose to read through thls sectlon, I
strongly suggest that they make good use of the dlagrams that are
provided throughout the text., If the reader triles to read fthe
Appendix without {1ooking at and studylng these dliagrams, he wiltl
have a great deal of trouble unogerstarding what we are talking
about.

In many casess statements made in this thesis will be
derived from other sources, and +thls fact will be Indlicated
through the use of footnotes. In other cases, statements will be
made which simply reflect feelings or [Impresslons about computer
technology that the author has ceveloped throughout four yezrs of
education In M«.I.T."5s computer sclence department, although these
statements cannot be pinned to any single specific source. At
the end of the thesls, we have Included an annotat lve
bibliography which provides W short description$of the pleces of
{lterature upon which much of thls thesls was based. Hopefully,

this will provide some gointers to other sources for those who
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wish to do further research Into the soclal consequences of
computer use.

Finallyy it is lImportant for mey, as the author of thils
thesisy to acknowledge trhe responsibility that I assume by
writing @& this thesis. One of the very cruclal croblems
presented not just by computer technology, but by sil technol ogy
Ils the so <cailed “Informatlon gap.™ Generally speaklng, the
knowledge of the Inrer wWworkings of any particular technology is
posessed by a very Ilmited number of people.s In many cases,
these people are the same peopte who deslgn ana market that
technology. As a rasult, they are the ones who stand to beneflt
the most if the pubiic is glven a favorable plcture of thrat
technology. The rest of the general public remalns largely
lgnorant of the princlples behlnd that technology. Because of
this situatlons, 1t 1Ils often much too easy for these few people
who have knowledge of & particular technology to play wugon the
ignorance of those who don®t have that knowledge, by oresenting a
distortead plcture of that technology whenever they talk or write
about it. Often, this cistorted plcture s opresented wlth the
self serving goal of creating publlic support for that technology,
rather than wWith the coal of objectively educatling the public
about both the benifits and the drawbacks of that technology. For
var lous reasons ranging from “classifled comoany Informatlor™ to
“"national security,” it may be [mpossible for the ceneral gublic
to ever get an accurate knowledce of that technology because that

knowledge is never released. The approach taken by the few people

—15-



wlth knowledge of that technology often comes across to the
publjic as "you don®t know what this technology is all aboit and
We doy SO you shoula leave all the declsions about this
technology up to us."™ This type of “we know what®s good for you™
attitude is the source of more technological problems and more
public misconceptiors about technology than we coula ever hope 1o
enumerate.

From the very beginning, I have been fully and
continually aware of the fact that many of the people who wlill
read this thesis have 1ittle or no prlor knowiedge about computer
technology. As a result, trey may read thls thesls and come away
with the Impression that everytrlng we have ssld here abolft
computer technology iIs an absolute fact. Although I have worked
hard to glve a more unbiased picture of computer technology than
would be given by someone who has a direct financial interest In
computer technology, and although I certainiy hope that the
reader will agree wlth most of what I have to say, let me cautljion
agalnst the danger of |Interpreting this thesls, or for that
matter any piece of writlng about any technologys too llterallys
At best, all this thesis can do Is represent one person's polnt
of view on an lssue that Is exceedlrgly complexy certalnly at a
fevel of complexity well beyond the Iimited understanding or
experience of a single person. More than anything elsey my goal
1s to get the genera! publlic to start thinking about some of fthe
issues that will be ralsed here, for effective public action on

any partlcular Issue must always be preceded by a sound public
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understanding of that Issue,
With this In mind, fet us go forewarda and becin fto

discuss some of the social consequences of computer use.
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Chapter opne-

Computer TYectnoloyy! The Myths_ and the Limitstlops

Ihe Myth of "Perfectlon”

Some of the blygest obstacles which one has to overcome
In order to dlscuss computers with the ltayman are the
misconceptions whlcn have often surroundad computers in many
people®s minds. People don't have any ldea of what Is gcing on
Inside a computer; they simply know that it outputs all socrts of
nice neat looking results, almost as iIf by maglc. A detalled
discussion of the inner workings of a computer might help to take
some of the "maglc”™ out of them, tut our purpose here Is naot to
3o througn the technical details of how 3 computer works. For
those readers who are interested in such a description, the
appendlx willl prove to be informative. We are concerned herz2,
more than anything else, with slmply ellminatlng some of the
commonly held misconceptions about computers whichy when held
strongly enough by enough people, help to contrlibute greatly
toward many of the soclal problems surrounding computer use.

The tirst and foremost myth that needs debunking ls the
one that computers are somehow “"perfect.'" Right here and nows, let
us state that the only thing that computers can ever do perfactly
ls follow Instructions and store Information glven to trem by
imperfect humanse. Ard even In this respect, there are

jimitations. There are many clircumstances Iin whlilch the data
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inside a computer may become damaged or altered In some way, and
hardware and other proplems may even cause a computer to make a
mistake In interpreting instructions. But 3as a rule,y, [t one
stores some data Into a computer, he can reasonably expect that
data to look the same way when ke gets it out as it did when he
put it In. And 1f he gives a set of Instructlons to a computer to
follows he can expect trose instructions to be interpreted
preclsely by the computer. The problem occurs when peopie go tooO
tar in attributing "perfection™ to computers. Or. Joseph
Welzenbaum, In his book ™Computer Power and Human Reason,"
ltlustrates the problem well.

He wrote a program to which he gave the name “Eliza.™
Thlis program, when usea by people, lnteracted wlith them as though
It were a psychiatrist. Althougr the grogram was not writter with
any Intent whatsoever to psychoanalyze people, Welzenbaum soon
found that many peopley Including his own secretary, were using
the program as though 1t were a real psychiatrist. This type of
situation is a dlirect result of this strange awe with whlich
people often vliew computers. The feellng that comouters are In
some way "perfect”™ causes them to be taken in tlme and tlme agaln
by all sorts of computer programs Just iike "Eliza." What must be
mentioned over and ovar is that tre only thing that computers
will ever do “perfectly™ is follow instructions anc store data,
sublect to the limitatlons mentlioned earlier. But peonle can give
a computer *bad™ data or "bac*"™ instructions, and it will store

that data ana follow these Instructions Just as perfectly as It
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would have sStored ™good"™ dats or followed "good" instructlons.
The significance of this polnt must be fully comprehendeds. In
particulary it must be fully understood that a "bad"™ method of
dolny something will be carried out more perfectly through the
Juyse of a computer than through any ctrer method.

Todays There are pecple wrlting computer programs to dJ0
ali sorts of things. In particular, people are using computer
programs more and more to ald them in making or to even make
certain declsions. Byt the mettoa for making any of these
decislons must be specified by a program, and that program must
be written by computer programmers. And often, these programmers
know littie or nothing about the decislon making process trat
they are ftrylng to put Into thelr orogram. This fack of
understanding will ba fully reflected In a program which wlll be
ditligently followed by a computer. And so the decislons which
are uitimately reachad by the computer will also reflect ftully
and completely whatever mlsunderstandings the programmers rad of
the decision making proca2ss that they were trying to programs

Much more wlill be salc on these polnts {ater on, but
they are crucial enough to be brought up early ana often during

our dlscussione.

Undetectsble Errors

One of the problems whlch Is freguently encountered

when using a computer is programming errors. There isn*t a
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orogrammer allve who can wrlte an erroriess program first tlme
every time. As a matter of facts a substantial portion of any
programmer®s programmlng time Is srent finding and removing
errors from his programs. Ouring this “debugging" process, it Iis
usually rather easy for a programmer to detect that there [s an
earror in his program, because the program slmply won®t work and
that fact wlll presert itseilf In rather obvicus form. But
hopefully, sooner or later, after gcing through tre testing and
debugging process, the programmer will finally have a progran
that appears to be doing what it [s supposed to do. It ls at
this point that the orogram will finally begin to be used *to do
whatever it was aesigned to do. But there Is an Important
problem here that must be pointed out.

Let*s say that scmebody is writlng a program whilch, for
instancey can take a list of words and alph3betize that list.
After writing the program and testling [t for a whiley the
programmer gives his program the words "boy," "cat™ ana ™apple”
and It alpabetlzes them correctly. He glves It tre words “man,"
“woman" and "“car'" and it again alphabetizes them correctiy. And
after a few more slilmllar tests, alt of which produce a correctly
alphabetized list, the programmer concludes that his program
works. So he tells whoever he ls writing the program for that It
Workss and that person pbegins using the bprogram to 3alphabetize
wor ds. But when that person glves the program the words “bat,"
“boy"™ and "ball," all of which begin with the same f{etter, It

suddenly doesn*t alphabetlize them correctly because the



programmar wrote a program which only looks at the first letter
of the woras that it s attempting to alphabetize. Then, he
tested the program by 3Jiving it cnly words beginning wWith
different letters. As & result he became convinced that his
program always worked. We point this out oecause It brings out
something very Important about the nature of the errors that one
often finds in a program or in & computer system. Many times, a
program will be written whlch appears to work all the time, even
though it really doesn®t, Instead It works almost all of the
time, vyet It doesn®"t work when scme special cordltion occurs
which has been overlooked in both the writing and the testing of
the program. And It ls not an error resulting from faulty
instructions. It Is an errgr cue to ftre fact that tre programmer
did not have a full understanding of the problem that he was
trying to solve when he wrote his program.

The *“spec lal case™ of two words peglnning with the same
letter is hopefully not the type of case that one would overiook,
but it shows how in 3 more compllcated program something might
Indeed be overlookea., If 3 program just plaln doesn®*t work under
any clrcumstances it is easy enough to detect that fact when the
program is being testecd, and nobody would use the program to do
anything important unlass they were looking for trouble. But 1|f
the program does appear to work when It is tested, yet in reallty
it contains an error that occurs only In an obscure situatlion
whlch was overlooked, then we have & groblem. People wlll use the

program under the assumption that it works all the time, when In
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fact it doesn®t. And oftan, the process of finding the rare cases
for which a program Joesn't work involves simply walting around
until <somebody stumbles onto one of these rare cases while
actually using the program. Sometimes, even this isn't good
enough. Often an error wlll occur and the person usirg the
program won't realize it. He may thus accept an Incorrect answer
from the computer, tninking that it [s correct. Hereln we find
the crux of one of tne problems trat will be Important In our
discussions later ont that computer programs frequently contain
errors which can result in undetectable mistakes. If these errors
were aft least aetectable, It wculd be okay, slnce nobody would
JUse the erronious results. But if a mistake Is wuncetectable, 3s
It often isy we then have the very serious danger of people
relying ugon “wrong"™ answers from a computer. These wWrong
answers may In turn have serlous ef fects. There are many cases
where such a situatlon has caused untcld mlsery for the opeople
and organizatlons involved, and [t deserves much serlous

consideration.

Ihe_Sacurity of lnformation

To many people, 3 computer Is simply a blg mysterl]l ous
machine with a “typewriter®™ attached to It which people Can use
to put things in and get things out. Al though thls s partially

truey it iIs not totally true.

If we were to take a computer and attact a single one
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of these "typewriters™ (whlch are actually called “teletypes™) *to
it, then oniy one person would be able to use thls computer at a
time. But the fact ls that in general, a single person using a
computer wlili only make wuse of 3 smatl fraction of that

computer®s total “computing ability.”™ In other worcs, for a small
fraction of its total time, the computer would pe coing work for
the person who is using lt. During the rest of its time, 1t would
be idle.

Because a computer iIs generally so expenslve, It seenms
rather uneconomical to hsve it work for only a small fraction of
the time that it is capable of working. As a result, many of the
computers on the market today have more than one of these
“"teletypes"™ attached to them. This wayy, a number of people can
use the same computer at the same time. Since each person only
needs a small fractijion of the computer®'s time, the computer <can
go back and forth amon3j the various "users"™ and give each one 3
little blt of [ts computing time when he needs 1t. In this way,
the computer comes closer to working up to its full capacity.

Of coursey, if one of these computer "users"™ requlred
all or most of the computer's computing time, than we wouldn®t be
able to dlvide up tha computer®s time in thls fashicn. But since
In generaly, each wuser c¢nly requlres a small fraction of the
computer®s time, wae are able to get away with such a
"“timesharing®™ scheme.,

Because of their apility to accomodate more than one

user at a tlime, many of these "tlmesharing”™ computers have the



ability to share oprograms and information amorg a numper of
users. But often people will have things Inslde a computer that
they only want to share with a limited number of people. For
instance, a group of people working tcgetnar on a program might
want to be 3able to share copies of trat program among themseives
so that they can all work on [t at the same time. But they
wouldn®*t want other people using the same computer system to have
access to that program untll the grogram Is finishec and workinge.
And even then, thay may still nct want others to see that
program. For Instance, they might orly want others to be able to
use that program without being able to look at it to see how it
works. Or they may want to simply deny any form of access to that
programa Sometlmes, people store sensitive or private
information on a computer and only want a few pecple to have
access to that informatlion. for Instance, 1f some state
jovernment had a computer which was shared by both the "Payroll
Department™ and the “Motor Vehicle Oepartment,” ana if the
Payroll Oepartment®s program printed out oaychecks for all state
employees every Friday at 3800s we might want the person wusing
the Payroll Department®s program to have access to the salarles
of all city employees. Yet, we certainly wouldn®t want the person
running the Motor Vehlcle Department®s program to Fave access to
the salaries. It ne did have access to them, he might try to
change the part of the computer with hnis satary In [t from
reading "$25) per wWeek"™ to reading "$10.000 per week"™ every

fricay at 2:55. Ther at 3t00y the Payroill Department program



would oprint out paychecks for all clty workers, lncluaing a
$10.000 check for the person who changed hls salary. Then, at
3505, thls person can change his salary back to $250, so that
nobody will ever know the difference. Although such a ripoff
technlque Sseems 100 simple to be true, many people have in fact
committed computer aided crimes using very comparable techniqgues.
“"What bothers many ls the simplicity of the (computer) fraud and
embezzlement schemes that heve come to light so far. *One can't
help but wonder what the really clever people are doings* savs
(Brandt Allen, a professor from the Unlverslity of Virginla).™-1
cSome,

As a result, ammmE computer systems are belng designed foday whlch
allow a person or orgarization to specify exactly who has access
to the varlous information It stores on the computer, and how
much access he has. (Can he only read that information or can he
also change it. Can he make Pis own copy? etc.) But very few
computers on the market today are really secure. "Joe Wasserman,
{a pioneer in the <computer security) fleld, sayss ‘Comouter
security in general stinks. Computer centers teno to be either
completely secure or completely Insecure." He says most of fthe
secure oOnes are companies dealing with classified government
work= ®"and that's a pretty smalil number,.*"-2 There are In fact
many organizations whichy for preclsely this lack of securlty,
have decided to buy a computer all for themselves so that nobody
else can get at restricted information and cause problems.

ASs we can see, tre sharing of Information In a computer

brings out a lot of social problems that must be cealtT withs. We
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must remember that, in & way, the computer has taker the place of
the file cabinet. Information that would have been put In 3
locked file cabinet or a desk 1J years ago ls today out In a
computer. Certainlys, no employer woulc have let tris employees
Into his flie cabinet ten years ago to change their salarles. A
person writing a book would not want someone to break Into his
desk and steal conles of thalbook. A doctor hopefully wouldn*'t
want an outsider to jet at sensitive medical Information in nhis
files. But nowacayss Duslnesses keep salarles In computers,
Wwriters write books J4sing computers, and doctors keep records on
computerse. It seems rsasonable for them to expect at feast the
same amount of security for their property when It Is stored on a
computer as they would have expected If 1t had still been kep? in
a file cabinet. The problem is this: In the initial rusk for
computer companles to produce worklng computers and get trem on
the market, the technological push was directed almost entlrely
toward simply getting tre computers to co useful trings.
According to "John Well, who heads Honeywell®s advancea systems
and technology unitess $the {computer) lndustry has tended fto
neglect the security problem In its haste to gevelop basic
computer technology.""-3 The boom In the popularity of computers
saw more and more people and organlzatlons computerlzing their
operations, thus putting more and more [nformation of varlous
sorts on computers. Gradually, these people began *to reallze
somethings. Although many technological advances hac been made in

the area of ™getting the ccmputer to do something,"™ very few
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advances were made whlch could adequately protect tre Informatlion
which people were putting info the computers. Thls lack of
protectlon encouraged many people to pegin stealing or lilegally
changing information stored by others on the same computer., Somea
of the computerized ripoffs that have occurred In recent years
boggle the 1imagination In thelr scope and simpilcity. Comouter
technologists have ba2gun to rescond to the problem, and there |Iis
a growing fleld in informatlon protectlon. But the fact s that
very few of the computers on today®s markat aaqequately protect
the Information they contain. And crime Is not the only concern
here. Because computers often contain sensltive material on
Iindividuals, thls {lack of securlty creates a number of problems
in the area of personal privacy.

Nowadayss 3 large amount of computerized Informatjlon Is
sent over telaephone lines. This provides an excellent way for
someone to tap Into 131 computer lllegally to do things that he
shouldn®t do. The computer designers rave started to respond to
this problem by producing “scramblers”™ to scramble computerlzed
information that is transmitted over telephone |ines. But the
scramblers provide no cguarantee trat someone wWon't flnd a way
arouna them, and the fact 1Is that today, much computer]zed
information 1Is stlill not scrambled wher it iIs transmiftted over
teiephone |ines.

There are also physical hazards to be reackoned with by
any computer instal fatlon. Some of these hazards &are common 1o

atid inaustries; others are unique to the computar [ndustry.
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Fires,y, physlcal destructlon (intentlional or not) anc most other
day to day hazards certainly face any computer Installation. But
the wunique hazards o©f the computer industry provide even more
potential for problems. For Instances ™One west coast data
processing manager 1ost his }Job when a group of 8oy Scouts
touring the computer center happened to have some magnets wlth
them that erased most of the company®s records stored on tapes.
In another case, a repalrman stucll his magnetlic flashliight to the
nearest support- whlch hacpened to be a storage drur. The resul t?
80,000 scrambled customer credit records."™=4 Other obscure
thingsy such as varlous types of radiation, also have the
potentiai to damage a computer system.

“(In 1973) wmiltlons of dollars worth of computer
equipment and data were damaged ana destroyed by ssbotage alone.
Add to that Increasling instances of computer mlsuse- such as
fraud and embezzlement- and serious accidental disruptions, and
lt becomes clear why some cbservers <see trouble zhead I[n the

computer age.,"=5

Ihe _Need Tg "Tryust' tre Compyter

To many peoplesy the computer is nothlng more than 2
magical black box. They put things into that box and they get
things out of it, yet they have no real ldea of how the things
thay put into it wera usad to determline the things they got out

of ite As a rasulty, they must often accept on falith that what the
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computer Is telllrg them is really accurate. This “faith™ which
people must place in a computer pbefore they use it underlles an
lmportant oproblemy, ard so we offer an example to [llustrate
exactly what we mean by “trusting™ #m a computer.

Let us say Thaft Wwe wWanted to wWrite a procram to
slmulate a game of five card poker. How mlght we approach the
writing ot such a program?

Certalnly, It seems trat at some polnt In our fcrogram,
we would have to wWrite a routine thnat simulates the dealing of
five cards from a card deck. Because there are 52 cards iIn a
deck, let®s take each card and glve It a numper from i1 to 52. The
number 41 Mmight represant the two of clubs, the number 2 might
represent the two of diamondss the number 52 might represent the
ace of spades and 50 on. If we assume that there (s some way Tto
get the computer to pick ranaom numbers from 1 to 52, then the
process of adeallng out five cards would be faliriy simples All we
would have to ao is nave the computer pick flve different random
numbers from 1 to 52. Thens, we can slmply have the computer
figure out whlch cards are represented by the numbers that were
plckedy, and those carcs wlll be the cards that heve been “dealt™
out. But there Is a problem here?l it Ils very dlfficult toc write
a good program to produce random numbers. Because of this, the
person trying to write the section of the poker program which
deals out 5 cards would end up spenaling virtually all of his timre
writing the sectlion of the program which plcks random numbers.

And before he even baegins to write this random number section, he
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would probably have to spend a lot of tlme readlng through 3 few
books or papers to l|l2arn all sbout generating random numbers. But
the person writing the poker grogram doesn®t want to spend most
of his time researctinrg and writing random number programs; he
just wants to write hls poker program. He wWwants to use the random
numbers once they are generatedy but he could care less about
writing a program to Jenerate them. Certalnlys thls 1Is 2a
reasonable gesire. An auto repalrman doesn®t want to worry about
bullaing a muffler before he puts it Into a cari he simply wants
to have a completa muffier on hand,s ready for use when It is
neededs. He lets someone else, namely the people at the muffler
factory, worry about actualily building the muffler. Of course,
there Is always the <chance that +the muftflers sent from the
factory will be faulty. In this case, even trough the auto
repalrman might install the muffler properly, the car wili not
perform the way it shoulc. If the random number subroutine that
we use for our poker program Is faulty, (for instance, If it
picks the number 52 more than the other numbers, causing the ace
of spades to be dealt out more than the other cards) then the
whole poker program will be faulty, even if we use the random
number subroutline properly. And [If the writer of the opoker
program doesn®t know that the random number program which he is
Uslng doesn®t work properly, then he witi think that his ouwn
program works properiy, even though it doesn®t.

Todays mOSt prcgrammers of ten make use of many such

“pre=packagedg" subroutines. And since these subroutines may not



always behave In the way that they are expacted tos thls sdds a
strong element of doubt to the correctness of @ procram,

Another example cf a way in which people must "trust™ a
computer is in the use of what are called "hlgh level lancusges.™
Before aiscussing high level languages however, an understanding
of a few technical concepts is In order.

Anything and everytring that we put Into & computer
must ultimately be representec by a bunch of what are called
“blrts." A bit is simply a piece of electronics inside the
computer which is either on or oft. Just like your televisions,
racioss, lightsy, cars anc lots of other things are either on or
off, so ls a blt. Probably the best way of thinking of a bIt is
as a f1ittte 1ight switch which Is turned on and off by the
electronlcs ot a computer rather than by a human. A computer has
a  ftremendous number of these on-off bits, and everything that it
does is ultimately getermined by whict polts are on and which bits
are off.

Since we want to get the computer to do certain things
for us (arithmetic, bookkeepings handling telephcre calls etc.)
we must find some way of taking whatever it Is we want to do, and
translating it Into some sequence of these on-off bDits.

Let*s now pegin to take a look at how one might go
about organizing these Iittle on-off blts to get a computer to
actualily ao whatever we want it to do.

As we have said pefore, a silngle blt can be elther on

or off. Let®s say that w2 were to take two of these bits and put

-32—



them side by slide. Nows, we have four possipble ways of arranging
these two Dits. They are 1) off-off, 2) off-on, 3) on-off and L)
on-on. Since it becomes ratrer tedious to wrlte the words ™"on®
and ™off™ everytime w2 want to talk about a blt, we®ill use the

digit "1™ to represent the word on® and the dlalt "3" to
represent the word "off.™ So our new way of representing these
four on=-off patterns Is 1) GGy 2) U1s 3) 13 and &) 11. If wWe have
three bits, then we can come up with elght possible ways of
arranging them, and four bits provide us with sixteen wWays. As we
can see, it seems that everyfime we add another bit we double the
number of ways of arranging them. This Is In fact the cases SO
five bits can glive us 32 arrangements., If Wwe want to represent,
saysy the 26 letters of the alphabet, we could slmply take flve

bits and use one of the 32 possible bit arrangements to represent

each letter. One such assicnment might be as follows?

A 0GGJ0 J 01481 S 103140 UNUSED
B 3&ddl K ©61061¢ T 416011 11010
C 30010 L 01011 U 10100 11011
D 00041 M 01200 V 10101 114100
E 001du N 01101 W 10110 11101
F 00131 0 01110 X 10111 11110
G du110 P 01111 Y 11000 11141
H 00111 Q 10000 Z 11001
I 31000 R 105001

Figure 1

Nowy, anytime we want to represent say, the letter L
In our computer, all we have to do is find a chunk of five bits
somewhere inslide the computer and put them in a ™g1011" or

oftf-on=-off=-on=-on sequencas, as shown In the chart.



The same procedure of arranging bits in various on-off
patterns is also used to represent numbers, Instructlons and
virtually anything elsa that we wish fo put in a computers. For
Instance, the bit sequence "01(110101461101110" might Just happen
to be an instruction to the computer telling it to add two
numbers which are storec somewhere Inside the computer. These
two numbers would also be represented by a bunch of ©bits in 3
simitar fashions For Iinstance, the blt sequence
“3111101106C001010110" might happen to represent one of the two
numbers and the bit sequence ™15011C1300111301G1"™ might happen %o
represent the other numbers.

Buty as the reader can probably imaglne, [t 1s a
tremendous inconvaniance to have to trhink of everytring iInside a
computer 1In terms of these bits, As a result, much of the early
research in the computer fielc centered arouna finaing ways 1o
use a computer wlthout having to think of everything In the
computer in terms of these bits. In particular, people found it
much more convenijient to glve the computer “enygl ishl]ke™
instructions such as "™aadd™ or “subtract™ than to give it ™obit
form™ insfructions such as ™010110104101104120.™ Ang it 1Is
likewise easier to give the computer real numbers Instezsd of
these tedlous bit strings. So the computer industry developed
programs which would ensble people to give the computer

sumberg und letters
instructlons, in  this easier fto understand "engllishlike™ form.
These programs act as translators in a sensey they take

Instructions which are written in "anglishilike™ fecrm and
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transiate them into Instructions whlch are written in ™blt form.™
And It is these transiated "blt form"™ Instructlors which are
ultimately used by the computer to ao something.

These “translator”™ programs are generally referred to
as "™assemblers” or *compllers.™ The easler to usey, more
“anglishlike" instructions comprise what are known as “assembliy
languages*™ or "hlgher level languages.”

Now, as we sald beforey the purpose of deslygning ‘these
translator programs was to free the programmer from worrylng

about the exact form of "4°s™ and *"0"s"™ that his program would
ultimately take on insliae tre computer. Instead, he can | eave the
details up to these “translator” programs. As a matter of fact,
almost ali programming done nowadays utlillzes some higher level
or assembly language of the form descrlpbed here. B8ut high level
l{anguages often have so many different features that It s
impossible for a person to always know exactly how hils high ievel
language instructions will look once they are translated Into blt
language Instructions., He must often trust tre compllier to
transiate his statements into a blt 1anguage program that will do
what he really wants [t to do. But [If we are writing a program
that wille for instance, be wused to make Important decisions
about people*s llves, It may not always be wlse to leave so many
jetails up to the computer. This is slmilar to the problem
mentioned earlier whare a person might wuse a defectlve random
number generator without knowing that It Is defective, and have

his program work Improperly up &s a result. In a more general
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sensey we are dealing with the problem that people often allow
computers to do thinjs for them without really knowing how it is
doing them or it It is doing them correctly. We shall spend a
lot of time l1ater on discussing some of the soclal implicatliors

of this situatlone.

Ine_Constructlon of Large Scale Computer Progarams

The recent years have Seen the productlon of many
gigantlc computer praogramsj programs which require a massilve
effort by many peopla In order to be produced. Because such large
scale programs are becoming more and more common by the day, 1t
might be illustrative if we discussed the process by which one of
these large programs is otften produced¢ and some of the croblems
encountered along the way.

Earller, we showed how the use of pre-packaged
“subroutines™ can help to make programming easier for those who
use them <correctiy. 8ut the notlon of a subroutine has much
impact beyond this. Consicer for instance, the task of writing a
paseball game on a computer, For simclicity, all games will last
nine innings regardlaess of score. Before starting however, we can
make a few observatlons about the structure of a baseball game.
For instance, if #e can write a subroutine which we shall call
“Plavinnlng“ which is capable of playlng a single inning of
pbasebally, we can use it nine times in a row to oroduce =z full

baseball game. So instead of concentrating on the whole game,
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fet us concentrate on S GMESEEGEOETEEEuye el
one Inning.

If we can write a subroutine which we shall call
“Teambat™ which allows a single team to bat untll it has three
outs, then we simply have to use the ™"Teampat™ oprogram twice,
once for the vislting team and once for the home team, In order
to play a full inninge. So instead of concentrating on a full
Inning, let®s take It a half Inning at a time. Well, what Is
involvea In having a single team bat for a half innlng? All we
really have to do 1s write a program called “personbat™ whlch
allows a single person to bat. Then, by using this routine over
and over wuntll a team nas 3 outs, we can produce a half Ilrning.
Notice what we have done. We have taken the task of writing a
full baseball game and reduced It to the task of wrliting a
subroutine which enanles a single person to bat.

Now, how might we write this subroutine that allows 3
single person to bat? COne spproach might be as follows: Let®s say
a player has a total of 539 at bats with 43 home runs, 5 triples,
30 doubles and 75 singles. We could use a pre-packaged random
number routlne to pick a rumber from 1 to 5006. Then, 1f the
number picked 1Is from 1 to 40, we can call for a subroutine
called “Homerun"™ which will glve the batter a homerun. If the
number Is from 41 to 45, we can call for a subroutine called
“Triple."™ 46 to 75 will cause us to call for a subroutine called
“Double,™ ana 76 to 150 will ilnvoke a subroutlne called "Single."

Any other numbers plcked will send us to a subroutine cal led
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“"Out."™ Each of these subroutines will in turn call on even
.ﬁﬁﬁﬁin subroutines. For instance, when the *“Double™ subroutine
Is calied, that subroutine might itself call another subroutine
callea ™Baserunning™ which wiit flgure out what happens to all
the baserunnerss. And that baserunning subroutine might even call
another subroutine called “Keepscore'™ whlch wli!l upaate the score
If the baserunning routine determines that someone has scored.
Thls technique of breakling a program dgown Into smaller, ana thus
more manageable parts is known as “structured programming™ and is
perhaps the most powerful programming techniague which has been
developed to date. Its ocovlous advantage is that it limits the
scope of what we have to think about at any one tlme tc a3 very
small section of the overall program. Then, once each of these
smaller subroutlnes 1Is written, all we have to do ls plece them
together into a full!l programs In & sense, we are preaking down
our program into “ready made parts™ whicn are comparable to tre
subroutines discussed earllier. This approach results in
programming that is much faster and much easier than it would
otherwise be [f the person writing the program haa to worry about
every detail of the whole program all at once. And 1f the program
1sn*t dolng the right thing when a person gets a ftriple, the
author of the program meraily has to look at the ftripole subroutine
to find his error, rather than to search through the whole
program. And finally, Lf more than one person s working on the
program, thls tecknique provides a natural way to gdlvide the

work. One person can write the single and double subroutines, one
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P%gﬁwhrife the triple and home run subroutines, and so on. These
subroutines <can than be put together to form the whole program,
even though each person does not have to have any loea of how the
sections written by the other people &ctually wWorkes. It is this
particular feature of structured grogrammlinyg Tthat led us to a
discussion of the toopic in the first place.

Most of the large programs that we have been and wllil
be talking about cannot possibly be designea by one or even a few
people because of the sreer size of thess programs. Because we
need to have So many people working on a large program, Wwe ara
forced to divide up the work In such a way that each person can
Wwork on hls own indivicual subsection without ever having to kncw
how the rest of the program works., AS we have seéen, structured
programming accomplishes this task rather welly and is thus zn
Invaluable technigque for iarge scale grogram design.

This 1Is not to say that structured programming
technlques have been usec In the past to deslgn large programss
in fact, they generally haven't, since they have only been
developed recently. 3ut then agaln, it has been very difficult in
the past to turn out very large programs that really work. The
advent of structured programming however, promises to make large
scale programming efforts much easier In the future.

But even 50, the deslagn of a large scale program or any
program for that matter remalns an exzcting exercise. One can not
make a mistake in writing a grogram and expect tre computer to

figure out what he 13 really trying to do. The computer Is a
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merciless Judge of program correctness. Getting a large number of
people to design such exacting opleces which in turn must fift
together In a very exacting way ls far from a simple task, and
good management and good communication are as essential as good
programminge.

One phenomena that is often found Ir large procramming
ventures is that the structure of a3 programmlng organlzatlon
often takes on the structure of the program that the organizatlon
is writing. If the program they are writing is ilnltially broken
down irto five smaller parts, then the organizatlon will ltseif
split Into flve groupss one to work on each part. Each of these
groups will probably have 1ts own bOsS, as will the entire
project. Let us say that one of trese flve main parts of the
program is 1tself broken down Into four smaller parts. Then the
group working on this part will itself be bproken down into four
smaller groups,y each with Its own boss and so on. Thils wWill keep
happening until we reach tre level of "one person groups.™

The rule In almost all programming efforts, be they
large or smali, is fthat the design of a program freguently
changes as soon as peaople start worklrg on the nitty griftty and
discover that thera iIs an easier apcroach than the one that was
originally proposea. If it were suddenly discovered trat the
above program could be better written with four main parts
Instead of five, we would have to change the ¢top level of our
organization from five main groups to four mailn aroups. This

means that the boss of the fifth msaln group loses his boss



status, and the mambers of that fifth aroup must eltrer be
relocated or lald oft. Because such a sltuaticn arises so
frequently in programmings such an organizatlon must be able 1o
change its structure radically and freguently. If the boss who
was moved in the reorganlzation doesn®t like the fact that he is
no longer a boss, we can elther tell him "tough Juck® or we can
decide to stay with the original five part breakdown of the
programs even thougn the program might not turn out as well with
five parts as it would have with four. What Wwe have assumed here
Is that the change to four main parts will produce a program to
do exactly the same thing that the crogram with five parts would
have done, except more afficiently. It often Is tte case however
that the overall goals of a program whlch is beilng designed are
changed to meet the programming needs. If a certaln feature which
was originally Included in the programming goals turns out to be
dlfficu;f to program, that feature may slmply be dropped from the
overall goals. Thus, there is offten a great difference between
what a program is origlnally Intended to do, and what it actually
does once it 1is finally procuced. This doesn®t mean that the
final program doesn't work. It slmply means that it doesn®'t do
what people had originally hoped it would do, In the way that
they haa hoped It would do it. This JilIEEE ieadsu,flmO another
majJor problem. When a large program is designed for use by some
organization, the program simply does not do things In the same
way that that organization c¢la trem oefore. As a results an

organizatior s often forced to redesign itself to flt a
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computer, rather than tha other way arounds This phenomena of an
organization restructuring itself around its new computer has
occurrea time and time againes and It is thoroughly aocumented In
the 1iterature. If a program Is belng desligned wlth some soclal
purpose in mind, soclal gocals In the area with which the progranm
deals may be changed not because they are invalld soclial goais,
but because they are slmply not easy to program. This situatlon
can cause very severe problems, and will be dlscussed at great
lengths when we get into artificial Intellegence. There 1Is 2a
strong desire amon3 many artificial Intellegence researchers fto
eventually use computers for making Important declsions.
Certainly, we don't want the process of making complex social
decisions to be determined by how easily these decislon making
processes can be programmed.

Another thirg that we might notice here ls that there
is no one person who really knows what these large programs are
doinge. There are people who know what certalin sectlons of the
program are aoings but 1t is simply impossible for a single
person to be aware of all the detalls of the whole program. After
ally the whole reason that we split up the program among SO many
people in the tirst place was that It was simply too complex for
one person to comprenend. Also, the ccmputer industry has few, ift
any standaras for program documentatlon. Program documentat jon Is
simply the process of writing, ir addition to a program, a
descrilptlon of how that program wWOrks. The lack of a good

description of how & oprogram works makes [t dlfficult? if not
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impossible for anyone to ever flgure cut how that progranm workses
Add this to the fact that shortly after the completior of a
programming project, the geople who worked on it generally are
not available or don®t remember in detall how their own sections
worked, and we see tnhat our large scale program ls really nothling
more than a mysterious black box. People put information in and
jet answers out, but they have no ldea how the informatior they
put in was used to arrive st the answers they got out. Thus, a
person wusing a computer must be willing to place blina faith In
the program that he is usings. If he wants to find out how it is
arriving at [ts answ2rs, he can®t, sirce nobody really knows. And
if ne did know how the answers were being arrived at, he might
Just declde to never use the program agalnt

Since It is aifficult to examine someone else®s program
in details it is also falrly easy for someone writlng a sectlon
of a program to change around a few Instructions to purposely
subvert the entire program. As we have sald before and wlll say
agaln, computers provide a means for crime that Ils unparalelled
anywhere else.

What 3!l of this results in Is a rellance wuoon a
program that nobody fuilly understands, which may or may not solve
the problems 1t was cesigned to solve In the best way possible,
and which may have acclidental or mallclous flaws In 1t The
orlginal goals of the program may have been changed simply to
make It easier to write the program. And even it the

does solve the problem that [t s attempting to solve In the best
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way possible, (whlch #2 will have no way of knowlng for sure)
that method of solving the problem may become obsolete within a
short time when some better method comes along. And of course, wWe
witl have no way of detecting this obsolescence, because we don't?
know for sure what the program ls doing to begin wWith.

Hopefullys this discussion has helpec to refute the
myth that *somebody somewhere must know what a computer program
Is really dolng bacause somebody somewhere had to wrlte tre
program.”™ The fact is, that many computer systems are entering
the market today whlch are not understood by any cne person and
ahichs in fact, may never be understood by anybody.

At this polnt in the dlscusslon we hope that the reader
has more of a realistic view of what a computer is and what ifts
{imitations are. In particular, we hope that he uncerstands some
of the problems that oftten lle behind the practical proauction of
any program. He should begin to see by now that computers are
only human creations, and as such, are subject to the wsmm flaws
and limitationss and even the corruptlons of tre people who
create and use them.

With this Ip mind, we shall move on to a discusslon of

some of the lmportant soclal questions surrounding computer use.
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Chapter 1IwQ-

Compulerized Data Banks

“What Do I Have Tg HideZ?™

NowadaySs when one speaks of the soclal issues involved
In computer use, the lssue that most llkely comes to mind ls thre
databank Issue. Although It 1s only one of many social lssues
related to computer use, It ls one trhrat has ©Dpegun to recelve
considerable attentlon In recent years. A data bank Is,
essentlally, any orjarizec <collection of data pertalnirg to
Ingividual people or organizatliors. A number of Important
studles on the use of computers *tc collect anrc disseminate
personal information have been done In recent yeasrs. Among threm
are “Databanks In a Free Society™ by the Natloral Academy of
Sciences, ‘''Records, Computers and the Rlghts of Cltlzens"™ by the
Department of Health, Fducatlion and Welfare, and "Tre Assault on
Pflvacy“ by Arthur Mlller. Recent revelatlons about the rature
and scope of computerlzed flles about I[ndlvidual Amerlcan
cltlzens which are maintzlned by the F.Beley the C.I.A. and the
Armyy as well as by other covernmental and oprivate booles have
served to fan the flres under the data bank I ssues

Although the data bank guestion has to date recelved
more public attention than most of +tre other social aquestlons
related to computer use, that is only because it is one of the

first computer abuses to have become pervaslve enouch to attract

-lyB-



such attentlion. But if one trles to "look Into the future™ to get
a feel for some of the computer related social prcblems that may
one day be confronting uss the gata bank questlon, &S ser ious as
it is now, seems dwarfed by comparison.

Yet, the data bank Issue [ls currently a very lmportant
issuey, and it Is one that will persist for a while tc <come. 5So
let us take a closer look at some of the Important problems thrat
have ceveloped as a result of the computerization of data banks,
and see 1f we can come up wlthr some feasable spproaches for
deating with these problams.

Before we even start our alscusslon of data banks, 1Y
is wvery important to clear up a major misconceptlon which a lot
of people seem to have. When one talks wlth others about the
databank issues, a remark that s heard all too often is "you
can®t get hurt by your record If you®ve got nothlrg to hlde.™
This statement Just is not true! In case after cases people have
been hurt by the mlsuse of data about them when applying for
jobs, SCchools, goverrment services and Just about anything else
that one applles for these days. And in many cases, the npeople
who were hurt were people who had absolutely "notring to hlde.™

“Tn one case, a communtity tutorling prolect's secretary
called a school to finc out what grade 3 child was In. The
princlpal responded to the request and offered the addltlonal
information from the recorc that the child was A2 bedwetter 2and
his mother an alcohollc with many boytriends. A mother of a

junior hiagh schoo! boy snesked & look at another school record.
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She found that a fteacrer In second grade had szlid her son had
*exhibitlonist tendencles®. After considerablie effort fthe woman
tracked down the teacher who hads, by then, left the school
system. The *exhlblitionlst tendencies*® labe! had been olnned on
her son because of a single incident in which he rad rushed out
of a lavatory unzippered.'"-6

In another casa, a teenage dliabetlc haa a dlabetlc
slezure In a grocery store. “He c¢rabbed something sweet Yo eat
and, as a result, founda himself under arrest. When the reason for
nis "theft® became known, the crarges were droppeds -7 Yet, tris
“"theft"” was maintained on rls arrest record, and when he brought
suit to have the record of that arrest destroyed, te lost. And as
a result, that arrest will follow him for the rest of his llfe
and will be shown to prospective employers and manry other people
with whom he wlll have to deal.

In yet another czsey, & report sent to an Insurance
company from a credit ouresu fMd that a partlcular couple earned
“only $5(3(C a year between them. Thelr 18 year old son, a *hippie
type youtn® is ®active in varlous antl-establlishmert concerns.”
The son, who would be driving the car, Is *suspectea of using
marijuara on 0ccasions® «..A4nd so, wlth that Infcrmation™ thls
family®s insurace pollcy was cancelled.=8

“There was only cne probliem. The [nformatlon... was all
wrong." The husband "was then an Oldsmobile salesman and hls
wife is a secretary. They make a lot more than $5000 a vyear.

Their son ls descrlted by hls orinclipal as a "mccel student, a
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straight kio,® whose *anti-estab!iskhment® activity consisted of
participating in a couple cf grotests against the Vietnam War."-9

Another case Ir which wvery many people were hurt by
their records was with tha use by tre armed forces of SON and SPN
jischarge code numbers. *SON Is +the alr force's acronym for
Seperation OQOesignation Number. The army and navy eauivalent is
SPNy whlch stands for Separztlor Program Number. Every veterzn
discharged between 1955 and March 1974 has an SPN or SON number
on hls dlschrarge papers. Most of the 530 numbers used were free
of stlgma. But in 1973 alore, 35,640 men who aot out with
honorable discharces had ‘unsultable® SPN numbers; 21,000 were
coded as “*character or penavior disorders®;} anotrer 10,000 were
branded: ®*defective attituces, and an Inablllty to expend effort
constructively." Other secret codes sald & wveteran bhad
*homosexual tendencles® or was a ‘shrirker® or was gullty of
*disloyalty or subversion® or *unaccectable conduct.®"-10

*In ally, about a wlllion wveterans bhave been given
derogatory discharge codes. And, 2lthough the veterzns themselves
dld not know the meaning of the codes, the personrel departments
of Firestone, Boeing, Chrysier, Standard 0i1 of California and
many other major employers dld. They knew what to lcok for on a
veteran®s discharge papers.“-11

“Before the meznlng of scme of these ccdes was flrst
publicized In March 1973, victirmizea veterans had no ldea what
they meant. Publlicity dld not rezsch everyone zffected. Many

honorably dlscharged veterans with stigmatizing numbers are
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probably stliil mystlfled by the difficulties they have rad in
getting Jobs."~-13

But the problem was not simpgly the secrecy of the codes
but the labels themselves."-14 “Evidence ls emerging that the
code labels have sometimes been perting glfts from vinalctive
offlcers or slimply clerlcal errors.”™-15

Hopefully, the reader has begun to reallze by now that
one really does not have to have "something to hlde"™ in orderlto
be hurt badly by the mlsdse of data malntained about him. If
however, the reader s stlll unconvinced of this fact, I refer
him to Aryeh Neir's book "Dosslert The Secret Files They Keep on
You* from which these examples came and In which one can find
countless other examples llke them.

Of coursey, many of the examples <clted above slmoly
ittuminate oproblems that can result from the misuse of any type
of data, be it computerizec or not. For instance, the dlscharge
codes whlch we mentioned were put right onto a person’s discharge
papers rather than into a computer, vet they did untold harm to
those who were unfortunate enough to get hlt wlth a cerogatory
code number. In fact, two of the "largest and most harmful data
banksSeee =The F.B8.1."s [dentlfication Dlivlision anc the Retall
Credit company- are both old fashlorec manually operated systems.
They are being computerlzea In order to speed the process with
which they furnish informatlon."-16

What we have tried to get across here ls that any data,

be It computerized, manual cr otherwise has the potential to do
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great harm to somz2one If that gata ls misused. What we shall
attempt to do henceforth [s examine scme of the ways In which the
Introcuction of the computer Into the data bank business has
helped or might help to aggrevate thls oroblem far beyond Its
present proportlons by Introducling new factors anc¢ capablilitles

Into the process of data mslntalnance and use.

Misuse of 3nd_Inaccuracies lr Computerlized Dals

Gstherlpc the Information

As we have stated previouslys tha source of many
computer related proolems Is the fact that many people accept the
highily false notlon that *1f sormething comes out of a comcuter,
It must be accurate.” Often people who use computerlzed data rely
upon that data to make important cecislons about the pecple who
the data pertalns to} whetrer to give them Jobs, whetrer to aamit
them to schools and whatnot. But there are, In fact, numerous
Wways In whlch data storecd Inslde a ccmputer can be lnpaccurate or
mlsleading and so it is necessary to exonlore some of them.

The time tnat any piece of data flrst cormes into belng
is wWith the initial collectior of trat piece of cata. This data
coltection process can take on any number of forms. It may or
ﬁév not be done with the knowledye of the person whom that data
Is about. And even If 3 person does know that «certailn data |Is

being collected about him, he may not pe too thrilled wlth the
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ldea. Questlionalrres or varlous subjects are widely dlstributed
throughout our society. Nowadays, one has to furnish irformation
about himself jJust 3Ibout every time he aoplles for anythling, and
the guestlons asked can pe pretty sensitive at times. "Conslider
the documented case of 3n 18 year old college coed applylng for a
summer secreterial positior with a federal 2gencys. She was asked,
regarding a boy she was dating! *Did he do anyttrlng unnatural
Wlth you? You dian®t get cregnant, cld you? There's klsslng,
petting and Intercourse, anc after that, did he fecrce you to do
anything to himy, or did he do arythlng to you?*""=-1€

The testing of children alsc provides lects of Juicy
data for the data mongers. Persorallty tests, In particular,
offer a striking example of Just now far some people have gone.
Many of these tests contaln questions llke ™Are you troubled by
the ldea that people on the street are watchlng vyou?," ™do vyou
think something Is wrong wlth your sex orjans?® or “do you think
that Jesus Christ was greater than Llrcoln or Washington?"-17

“"In one partlcularly Insersitive experiment, Unlverslity
of North Carollna soclologlsts imposed a thirty one page
questionnaire on seventh and nlnth graders In Durham. Inqulrles
Included the foliowing?

Was the home your parents made for you ever broken up?

If the home vyour parents made for you was broken ub,
whose fault was [t7?

How do your parents feel about whlte {(black)

pecple?"=-18
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Suct surveys ara ofter compulslve, and even if they are
nots, the people who are asked to rescond to them are often glven
the strong lImpression that ::E; Oftens people may bte mlsied 1Into
thinklng that they are resgondlrg annonymously to surveys when In
fact they are not. It was recently revealed In several natlonal
newspapers that many major U.S. magazlnes were sendlng out
aquestlonalrres to their readers askin3 falrly oroblng guestlons
about social and political attltudes. The people responalng were
not asked to put thelr rames anywhere on the guestlonalres, and
the format of the questionalres would be such that these opeopnle
would think fthat thelr responses were annonymouss. Actually
however, there would bpe 3 code rumber printed In lIrvislible Irk on
each questionalrre through which each person could be ldentifled,
although the exlstence of trls code number would not In any way
be mentioned or Impillec In the guesticnnaires

Many times, tha source of information abolt a person is
not the person hlmself, but other people who krcw him Inrn some
waye. Often, this practice cen take on some very shacy forms. Faor
Instance, oOne professional Information gatherer salc of hls work
“You gyo to a neijhbor and establish rapport.s.. Then you 2ask
*What®s your oplinior of X"s home life} how do you think of him
as a family man?® This wlill usually elliclt some nint. +s.Then
you start diggirg. You press them as far as they will go, and if
they become recalcitrant, you 90 scmewhare else." =19 There are
also "several politically orlentec groups, such as the

right-wing Church League of America, who make their investigative
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talents avalliable to employers with the ctalm that they can weed
out *undesireables® anc *troublesome individuals.®' A more blatent
form of blacklisting ls difficult to Imaglne."=20

With all the orotlems trat can occur when Information
Is first gathered, It becomes clear that wWe must establlish

unambiguous standards for the collectlon of Information. We are,

of course, speaking of all Informatlon, whetrer or not trat
Information 1Is to be ccmputerized. HowWwever, we mus t ce
particularly care ful wlth the <coltection of <computer]zed

informatlon because of the way In whlch many people often view

computer putput as gospel.

Entercing Informstlopn Into a Computer

Once information abolt a person has been collected for
use by a computer, that Informatlon must actually be put Into the
computer. This process will often involive typing that information
directly into the computer or typing It onto punch cards for use
by the computer., At tris stage in the processs, a number of
things may happen. Of course, everyday human error on the part of
the person typing the information into the computer can cause
Ilnaccurate iInformation to te enterec Into the computer. Nowadayss
ir is rare indeed to ftind someone who hasn®t hac a blli or an
order for merchendise which was fouled wup by a computer. In
reallty, there is a pretty good chance that the error occurred

when that information w3s first entered into the computer,
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Another oroblem Is that raw infcrmation Ls oftern changed Into a
form that wiltl fit the oprogram whlch |is going to use that
information. We have ali bhad the experlience, for Instance, of
recelving questionalrres trat restrict our answers fto only 2 few
multiple choice possioilities, even though the answer trat we
might really wish to give doesn®t in any way flt the choices that
we are allowed to make. So we are forced to use the answer that
comes the closest to wrkat we would really llke to says, even
though it may be a pretty goor representation of the answer we
would actualtly glve |if we were glven the choice. When this
“standardlzation™ process is performed on personal data by 3
person whose Job It Is to type that Informatlon Into a computer,
vast dlstortlons of that informatior zre |1lkely to occur. The
“standardizatlion" process may Involve rewording the orlglnal
information, or even addlng to or deleting parts from it. This
too, must be conslderec In determinlng approoriate pollcy to deal

Wwlth the computerlzed cata banks.

Informatlon_Inside the Computer

Once a piece of Inform@tion Is Inslide a computer, there
is stilil a chance ¢that it will be altered In some way. That
alteration could be the result of an error In the oprogram trat
uses the datay anc we must remember that errors In programs are
not always accldental.

As we have stated before, there are very few computer
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systems on the market today that provide any real measure of
securlity for the informaticn which they contalin. This means that
there is always the chance that senslitive or impertant
information will be seen or even changed by someone wWho should
not have access to thit information. And, unfortunately, there
are no existing standards for tre protectlion of Information In
computer systems. Firally, the technical fleld cf Infcrmation
protection Is still far frcm advanced, as we have statec ezrlier

Many of these croblems relate closely to the ones thrat
we discussed in chapter one in our section on ™"The Security of

Informations™ and thay are of cruclial signlflcancee.

Ihe Ultimate JNUse_of Comrguterlzed Informatlion

Finally, we come to the question of how infcrmation
whilch Is stored inslde 3 computer s ultlrmately wused. This
partlcular stage of the record keering process ls possibly tre
one that ls sublject to the c¢createst abuse. In many cases, raw
information about ©people ls given out to Just aboit anyboagy whro
deslires it. These include prospective employers, credltors, ard
many oOther people who have some interest In the person who threy
are requesting the informatlon about. In fact, In many cases,
the only person who cennot see certaln Information Is the person
who that Information 1s about. B8ut the Introductlon of tre
computer into Information btardilng has allowed for some very

unlque ways to dilstribute trls Information.
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One of the big cifferences batween complterized data
banks and manual ones (s the speed with which information can be
retrieved and the amount of information subject to this fast
retrieval. Where it might tzke an acoreclable amount of time to
focate some data in a manual data keering system, it generally
takes far less time to locate trat same plece of data In a
computerized system. “For example, there is not the slightest
doubt that it Is techrnologlically posslblie today, especlalliy wilth
recent advances in mass storage memories, to bul 1d a
computerized, on-line flle contalning the compacted eaquivslent of
20 pages of typea information about the persoral history and
selected activities of every mar, woman and chlid Ir the Unlted
States, arranging the system so that any single recorc could be
retrieved In about 3) seconds.”"=21 We mlght add trat wlith the
advances that are steadily being made in computer haraware
technology thls capabllity will bpe vastly Increased in the wvery
near future. These tremencous new cagablillties which are offeread
to data collectors by computers hive 3 numpber of wvery lImpcrtant
conseguences whlch wa must discuss.

The Natlonal Academy of Sclences in Its study
“Oatabanks in a Free Society™ visited 55 organizations who used
computers for at least some of their informaticor handlirg and
concluded that "“the organizatiors that (they) visited have not
extenaed the scope of trelr Informatlon <collectior apout
ingividuals as 3 rasult of computerization.™-22 However, they

“4id observe the emerjence through computerizatlon and rapld



communications systems of regioral and national data systems thrat
are <se.giving rlse to some new paftterns of information handling
and use."-23 In particular, wnat ras happened is that varlous
orcanlzatlors which had collected datz speclfically tor thelr own
use before the advent of ccmputers have now begun to collect data
for the purpose of sharlng It witn otter organizatlons. “Perhaos
the most striking exampleSess ar2 in the fleld of |aw
enforcement."™-24 Local police organizatlons,y durlng the era of
manual record k=eping, would generally keep records only on
people who had caused problems withirn thelr own Jurlsdlictlion.
Although one local organizatlonr woulc occasionally share some of
1ts informatlon with other organlzatlons, thls woulc only be donre
in exceptional cases because of tre time and effort Involved.
Today, these Iimitaions ro longer exist. “"The F.B.I.°s National
Crime Information Centar and the new computerjized Crlminal
History System together comprise a national computerizea network,
with more than 40 law enforcement and crimlpal Justice zgencles
havling computer-to-computer links Into the system, and over 4030
iocal agencles able to enquire trrough these state and local
agenciesas"-25 In short, the problem Is not trat indlvidual
organlzations keep more data about peopie In trelr own flles.
Rather, the problem is that these organlzatlions tend to pool
their data, resulting in, essentlally, one large certrallzed dsta
bank. And this data bank contalns tre sum total cf all the data
maintained In each of the individual data banks that contribute

to its The use of everyday telerhone Illnes has mace all of this
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possible by allowlng a large rumber of computers tc all be rooked
together into one.

So our concern wlth the ways In whlch computerized data
can be abused must not focus only on the *"pieces," namely the
Individual organizations which malntaln data banks, but also cn
the “whole," that is, the ways In whlcn data maintalned by
indlividual organlzations c¢an be put together to produce a much
more powerful type of cata bank which was not possible until
computers came along.

Although It can be argued, and qulte rlghtly In some
cases, that this criminal Infcrratlon network has Increased the
efficiency of law enforcament efforts, there zre otrers who argue
that the enormous amount of morey whlch ls poured Into collecting
and maintaining this d3ta would be more effectlve If spent on
other law enforcement efforts. But our purpose here Is not to
debate the opros and cons of this particular comcuter network.
Its mention here was simply to illustrate for the reader tre
nature of the trend toward Informatlon sharlng that has been
brought about by computers. This trend, |if it continues and
spreads into other areas of data ussa, may prove tTo be very
dangerous for our indlvidusl liberties, for it wiltl rasult in
many enormous data banks wlth tremendous amounts of sensitive
information on a very large number of peoopie.

By nows, we have all probably had the experlence at one
time or another of receiving "personalized™ mall from a computer.

By *personallzed,” we are talklng about the sltuation In which a
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person®s name and a few other tidoits of information about him
are sprinkled throughout tre letter to make It sppear as If
somebody really knows and cares all about his parsoral 1ife, Of
course, the reason that such "personalized" Infcrmation appears
in the letter is because It wes easy enough for the computer to
fill In a few pre determinec blank spacas wlth Informatlor from
its data pank, and not pecause anvbody toox the time ana concern
to write a personallzed tetter. But such practices have enormous
potential for getting out cf hand. Consider the fcllowing letter
that was sent to a number of people In the HWashlngton area In
late 1969 by a company tnat was trying to convince these npeople
to Join a commerclal venture. The names and acresses of the
people mentioned have been changed to protect their privacys

“Dear Mr., Zurkowskl?

I*m amazed at tre number of my frierds who have
dramatically Increased their Incomes In Just the past few montks!
John and Joanna Q. Public of 325 Orcrard Way In Suburbia tell me
thelir August lncome In a new business they created from what had
peen a part time Job was $2053. Trat®s a big Jump from John®s
previous $1380/mo. =2t NASA.

Bob Babbitt of 225 Main Street in Anytown quit managing
3 fleet of trucks for the Icicle Ice Company in December 1968 to
start his owWn DbDUSiINES3. By August of *6S he had reachecd 2
monthly Income of 3$3750.

Three years ago you and Mrs. Zurkowskl bought your

present home. The Publlcs and the Babbltts were romeowners too.
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It was when their ownership responsibllities caused moneay
problemsy that they souqght a way to make more.

Most (people) started out with no more money than the
few hundred dollars vou have [In the bank right now. Few of them
had two cars like the Zurkowskis do. Usually they had a car |less
deslrable than your *67, or no car at all, when they decided to
*rise above [t.*

vess

However, after maklng a careful househola=by=-househoid
study of Washington residents with incomes In the critlcal
$124+500 to $19,500 rarge, I have selected you and Mrs. Zurkowskl
as possibly being among the few who will take poslitive action if
glven the opportunity.

e s

I fook farewarc to telling you how I®ve doubled my
Income since retiring from the Alr Force (fullil colorel) In July.

Slncerely,"-26

“This tetter 1s but one by=-product of the ccuntless
computerized 1ists that are now commerclally avallable 1Ir the
Unlted States and which are conservztlvely estimasted to contain
over five hundred million names."-27

For those people who are under the mlsccnceptlon thrat
computerized information Is cisseminated only with the utmost?t
dliscretion, let this letter speak for itself. Car we envislon
receiving from, say, a psychiatrist a letter that opens with tre

statement)
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"Dear Mr. 3and Mrs. So and S0,

We®ve nheard that you have some psychliatrlic oproblems.
But you are not alone., Let me cite Just a few other cases where
people with problems Just 1like your®s have come to wus for
helpPe.eae™ The difference between this letter and the previous cne
is only one of degrea. Experience has shown trat people who
collect and malntaln data just love to glve It out. And thls
abuse is not confined tc private ccmmercial orgarlzations. For
Instance, auestlons such as "Does your TV set have UHF," "Do vyou
nave a flush tollet?" and “Oo you have a bathtub or shower?” were
asked of mllilons of U.S. cltizens on the 1970 census.=-28
Questions |lke these "have been asked at the request not cnly of
soclal planners from both governmenta!l and prlvate Instltutlons,
but also of Industry groups desirous of securing Informatior trat
might aid In making oroduct deslign and markating ceclisions."=29
And the American citlzenry Is requlred, under penalty of law, to
Answer these guestlors, even though these questions may
ultimately do nothing more than to brilng a deluge of annoy ing
salesmen to thelr door and junk mall to thelr mallbcx. 3ut even
50y this 1Is merely an annoyance.

Howaver, *the army maintains files on tre membershlo,
ldeaologys program and oractices of virtually every actlvist
political group in the country. These Include not only such
violence prone organizatlons as the Minutemen and the
Revolutionary Action Movament, but such non-violent groups &s tre

Southern Christian Leadershlp Conferencey Clergy and Laymen
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United Agalnst tne War In Vietnam, the American Clvil Lliberties
Unlon, Women Strike for Peace and the NsA.A8,C.P."-30 Although it
might feel comfortable to decelve ourselves Into thinking that
such information witl not be misused, "I see no rezson to assume
that the government wlli be any mome resistent to the pressures of
the moment in the future trzn it has been in the past. Sending
Japanese-Amerlcan citizens to concentratlion camps wculd have been
immensely speeded by having a National Identity and Data File,
and McCarthy could have destroyed many more careers |if he*d had
computer records of security investigatlons. Protestors of...
Viet Nam pollcy could be essily marked ‘polltlically wunrellable
for shipment off to the Tulelake Relocatlon Center after we bomb
Chlna.*"-31

And we needn®t say what a ccmputerized file of alil thre
Jews In FEurope might have ocone for Adolph Hitler during the
holocoust.

So far our dlscusslon of the mlsuse of computerized
Information has dealt orly wlth raw data. But there are other
ways to misuse computerized personal data wilthout anybody ever
having to see that dsta. For Instance, if somebody Is usirg the
raw data storea Inside a cocmputer directly to ald In screenlng
job applicantsy, there iIs & corsiderable difference between thrat
situatlon and the situaticn where thes computer Iltself sifts
through and evaluates the raw data, makes a yes/no decislion about

as 443

the appllcant, and simgly orints out “yes™ or “no."™ Although

most current systems still print out raw data whlck people can
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then use directiy to make their cecislons, the notlor of thre
computer Itself actually scrting through the data, evaluating it,
and making decislons basaa upon it is not too far off In fthe
future, particulariy with the advent of the artlfliclal
intetilgence fleld. People in this field hope to produce grograms
which they clalm will te "intellligent,”™ and Wwhlchy, as a result,
can be wused to make gacisions for us. This presents some very
Important soclal questions whick we shall be deallng wlth In

great depth later on.

How 1o Desl Wlth tre Databanks

All of +these examples of data bank misuse lzad us to
the concluslon that although It Is often necessary to gather and
malntain recoras on Inclvidual peoplesy this process Ils sub)eact to
excesslve abuse 1f [t ls not carefully Ilmlited.s For this reason,
We feel trat it lIs necesszry to sharply deflne limlts uoon those
organizations that cnoose tc collect, store, disseminate or use
personal data. Of coursey, the 1limits wlll be different for
different types of organizstionss depending In many ways upon the
type of data whlich that organlzation truly needs to functlon
effectively.

Regarding the polnt In time where data Is flrst
collected, there are a number of questions whlch we must agress.
What types of Informaticr can a glven organlzaticn gather? How

may that information be gsthereg? Wiltl it be cathered from
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questlons asked directly of the person who the Information is
about or will it be gatharea by somebody sneaking around and
asking his nelghbors for Julcy tidbits of gosslp? What knowledcge,
if anyy will the person who the information is about have of the
exlstence of or the contants of that Information? In what wWays
can he contest the accuracy of trat information or even the need
to keep such Informatlon?

Regarding the pcint where information is first put into
3 computer, wWe must acress the following aquestlons? Who Is
atlowed to oput Information into a computer and what safeguards
must be met to Insure that the Informatlon Is ©belrg accurately
antered? In what wWays, 1t any, car the initial information be
altered before It Is put Into the computer? Perhaps certain
information should be enterec into the computer along with a
notation telling who supoiled trat Informatlon. Such a orovislon
would certainly causa the people who cather information to use a
1l1ttle more discretlion btefore they go and put ttat informatlion
into a computer.

Once information has been put Inftfo a ccmputer, what
standards of protectior anc security for that Information must be
met? After ally, the steallng or szsltering of Irformatior In a
computer is often a simple task for anybody wlth scme tectnlcal
knowhow and a little blt of spare time on hls hands. Once agaln,
many of the problems about information security which we
discussed In the first cnapter are of crucial concern,

Andy, perhaps most lmpcrtantly, we must deflne the ways
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in which information c3an anc cannot be used. To what extent can
this information be used to make cdeclisions about tre npeople It
pertains to? Who elsey if anybodys can this information be
shared with? To what extent is the person who the Irformatlion s
about entitied to know how that informastion is being used and who
1t Is belng shown to? To what extent does he have ;c alve consent

"

to such wuses? Must the irformatior be used In "raw"™ form or can
the computer “interpret™ some of +tre informatlorn and slimply
cutput its interpretation?

As we can probably sense, many of these guestlors are
very difficult to answer. Most of them Involve 3 tradeoff between
the need for people to occaslonally wmalntaln Information about
otrers and the right of people to keep cartain information about
themselves private,

Pursuing the actual answers to many of these aquesticons
Is beyond the scope of thls tresls, although in future sectlors
we shali attempt to adress at least some of thems B2ut at the
leasty, it Is hoped that these questlons wlill provide some
challenging food for thought for those who are concerned with
formulating speclflc policy for controlling Informstion 3abuse.

Of all the questlons which we have ralised here, tre one
question whlich we shall explore lr considerable detall is the
question of the extent to whlch ccmputers thamselves can actually
interpret the dats that trhey cortaln and reach declslons based on
that data. Although this partlicular questlon has not recelved

wildespread public attention as of tre moment, It promjises to be
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one of the most ominous aquestions atout computer wuse In fthe
future, particularly with some of the advances that peoole In the
artificial intelligence field hope to makae.

Posslbly the best current Indlcator of tris prcblem ls
the credit industry. Anybocdy who has ever made a opurchase on
creagit has had the experience of standirg around for ten or
fifteen seconds at the s3ales counter while the salesperson makes
a call to a central computer data btank to check the custcmer®s
credlit, If the customer®s charge acccunt [s overdrawn, 3 message
ls sent back stating that fact, and credit wlll gererally not be
granted. And because the same credit service Is subscrlbed to by
a large number of commercial credit granting enterprises, if a
person lsn®'t grantad credlt in one store, ha wcn't be granted
credit in any store. Anda 1t is not the salesgerson at an
Individual store wno 4jJives the "go/no go" for the grantling of
credity 1t 1Is the computer.

There have been many uses proposed for the computer In
the field of education. Many of trese proposals envislon students
sitting at computer terminals where the computer types out
various things to tre student and the student is asked to respond
to what the computer has typec outs. It is argued trat +this wltl
allow for Individualized Instruction, and that it will be easier
to chart a child®s progress by recording all of his rasronses to
the computer®s inquiries. Of course, the possibility of recording
the student's responses ralses some very Important lmplications

for the privacy of that student. Certainly, we must assume that a
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chlld would spend a falr portior of his early years communicating
with tne computer. If thls Is tre case, ther the computer wlil
contaln a very large record of the student®s responses to and
attitudes about a wide variety of subjects. Such Information, 1f
abused In some of the ways that we have been dlscussing earller,
can do a great deal of harm to the student. But to =ada tc the
problems posed by the presence of sao much sensitlve Infcrmatlion
about the student, Just sucpose trat somebody were to come alang
and propose that a program be added to the conputer to sort
through the student®s resconses on varjious subjects and evzluate
hime Thuss a compuJter can label a student as "priillant,™

" "

“uncooperative, retardea”™ or Just about anythirg else. And
these computer evaluatlons would undoubtediy follow the student
for the rest of his {lfe ard would acetermine to a great extent
what he will be able to make of ris tlfe. In this situatlon, as
In the previous slituation, It Is not cther human beings that are
making declsions and Judgements asbout people’ It [Is a comgputer.,
Hopefully, we needn®t tell the rezder what would happen If a
person writing a sectlon of this "student evaluation™ program
decided to give undesirable evaluations, says *to alil students
with a partlcular oolltical persuzslon which the programmer
personally dislikes. And what s even more dangerous is trat
there would be no way to finc out that thls blas exists In the
programe

As another exampie, envision the sltuatlon In which

some computer software ccmpany comes up witr a prcgram which |if
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clalms shoula be used by emplioyers to decide who to hire for
jobs. The prospectlive emclioyee need wmly s3snswer only a few
questions, his answers would be put Into the computer, and the
computer would respond wltr elther a "hire™ or a “don't hire."
Imagine too, 1f this program came to te used by 3 lzr3e number of
empioyers In various flelds. In the same way that s person who
Is relected for credlt at one store will be relected for credit
by all stores, a persor Wwho IS cenled a Job by one company whlch
uses thls ™job appollcant screening™ program might be denled a
job by every company which uses that grograme. Once agaln, it is
3 computer ©program, not a persony which would be maklrg the
Judgement.

Finally, conslder the cese of an 82 year old woman who
was found cdead two weeks after her gas had been shut off, "The
Allegheny County Coroner®'s Cffice sald the cause of agezth wWas
freezinges.

During a coronor®s Inquest... (the) assistant district
attorney ftried to determlne who, if anyone, was responsible for
{(the iacy®'s) death.

While questloning (the <credlt manager of the company
Involved, the Asslstant U.A.)laskedy, *You mean tte order for
cutting off the gas came from the comguter?®

*That's correct," (the credit manager) replied.,"-32

In all of these casesy, the pattern Is the same. No
ionger would people be making decislons for and abctLt themselives.

Insteads, they would have computers maklng those declslionse.
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Today, this type of situation Is not yet a opervasive
problem, and there are many people who take the attitude that
“nobody would ever @o such a2 thing.™ But 1tike it or not, the
current “trend In computer wuse Is headed In this direction. At
this moment, the artificlial Intellligence community is ©busily at
work trylng to produce grograms which trey clain are
“Intelligent." And 50, they reason, trese programs can be used to
make the same types of decislons that any other ™"intelllgent®™
beings might make., So let wus further examine the notlon of
“intelllgence”™ anad sae if we can ldentlfy some of the oproblems
that one miaht encounter 1f he wanted to procuce & computer

program capable of making "intelllgent"™ dec islons.
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Chapter thrae-
Ihe_Use of Arctificlal Inteilligence

Ihe Regurgltating Intelllgence

If we are even to think about dlscussing artificlal
Intelligencey, we must first ask the question "what constitutes
intelligence?™ In recent years many people, particularly test
deslgners, have <clalmed for themselves the abllilty to measure
intelligence, althouah whether or not they really are able *to
measure intelligenca Is certainly oren to serious qguestion. At
this point in time, the stztus quo mzintalns that Intelligence
can indeed be measureds and it supports that bellef
wholeheartedly through its actions. Nowadays, one has to face
numerous attempts to measure hils intelllgence which often have a
profound effect upon his life. I.Qs tests In the early grades
often determine the academic level of the classes that a student
Is ptaced in and the expectations trat others will have of hinm.
varlous other tests which In one way or another claim to measure
Intelligence or "aptlitude™ are wused to decide who gets Into
certaln colleges and who gets certaln Jobs, among other trings.
By the time the youngster of tocay has flnished hls education, he
wlill nave faced countless sttempts to asses hls lIntelligence In
varlous ways. Of courses many of the people who are found
Intelligent by these tests are l|abeled as such because they are

gooa at taking these tests ana not necessarlly because they are
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*intelligent.™

One cannot doubt the fact that what a teacher expects
ot a chlid often influences heavily what that chlid will expect
of himself, ana thus the level at which that chila wlil perform.
These "self fulfllling propheslies®” are a ma)Jor by product of our
obsession with testings and have often served to hamper the llves
of children throughout their formative vyears and on into
adulthood. “Pygmallorn in the Classroom,™ a study done a number
of years back, shows Just how much certaln tests can influence a
teacher's expectations about and reactions to a child.

Many of the testing procedures that we use ftave a
strong bullt In cultural blas. For Instance, "“the Wechsler
Intelligence Scale for Children (I.Q. test), constructed In 1950
by testing 2,2ui peopley, all white, Is valld only for whltes,
accordlng to the test®'s author, Javid Wechsler. It has undergone
no signlticant revisiors since 1950 and ls administered only In
Englishees in practice, the tests alone usually determine which
chlildren are commiftted to °*Children with Retarded Mental
Development® classes."-33 It s a strong condemnation of our
educatlonal system that trese tests have been given such welght
in determining a child®s future, when one conslders that
children who are not white and who doc not have English as a
native 1language are still given trese tests, whlich are "valid
only for whitesy,™ in Englishse Then, when these chlldren do
poorlys which [Is all trat one can reasonably expect, they are

categorlized as "mentally retarded,™ a categorlzatlor whlch wllil
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hurt them for the rest of their lives. Besides the culturszl
biases which underly intelligence testing, there ls an underlying
assumption that Intelligence can inceed be quantifieds ANnd in
facty, there is a further sssumption that intelligence is static}
It a person posesses a cartain amcunt of Intelligencey, he will
always have that same amount of intelllgence. “If John ls more
Inteltigent than Billy, then he wili always be more Intellligent
than 8ill, and, what ls more Important, John wiil *do better' on
avery task than will Blil."-34% These zssumptions about the nature
of Intelligence provlide an even stronger Inalcation of just how
much damage has been done by intelligence testing. Besides saying
to the student "you are mentally retarded because you couldn®t
pass this test"” we are saying to him *you will always remain
mend;ally retarded because Intelllgence doesn*t change.” Not
only are we classifying scmeone as mentally retardea on the mos*t
narrow of evidence, but we are removirg all hope for hls recovery
from this condltion. If ever there was a way to cestroy a young
chlid, thils s it!

Filnallys wa must realize that the tests of which we
speak really only measure a person's abllilty to agree wlth those
values held by the daesigner of the test. The guestlcns on these
test have only ona "right* answer; that which its deslgner has
designated as the rijht answer. This is another problem with the
current standards for maasuring Inteliligence. Intelligence today
Is measured almost excluslvely by one®s ablllty to memorlze and

regurgitate "right* answers, rather than by hls abllity to think.
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“"What students mostmly do In class ls guess wrkat the teachar
wants them to say. Constantly, trey must supply °*The Right
Answer.*"=35 Thls situaticn In turny illuminates wrat mgqige tre
blggest flaw in our contemporary educational systemj the fact
that It brainwashes students Into thinklng that +there ls a
definite right and wrong answer to everything$ an answer which
has been predetermined by somebody else and whlch they must
passively accept. And often, the questions and answers found in
the clasroom might weli be of the form “Why did we drop the bomb
on Hiroshlima?" Answert "To save hundreds of thousanas of zmerlican
fivese™ Or *Who assasinated President Kennedy?" Answert ™"Lee
Harvey Oswald.™ Or "Why ls America the greatest country in the
wor 1 d?* Answer?: "“Because we have liberty and justice for all.”
Certainlyy, there are significant schools of thought whlch would
vehemently oppose thrase "“right" answers.

We forget that “fact™ 1ls a subjectlve Juagement; that
what one person holds to be fact may be held to be totally false
by someone else. And we forget that " fact™ is sublect to change;
what is fact now may not have been fact a few years ago or may no
longer be fact a few years frcm now. We encourage a3 static view
of the worlid that is founced upon unchranging maxims which one s
taught In schools. The questiors trat we presented earller mignht
best be askea In the form “"Who do many people at the moment
malintaln assasinated Kenneay?™ or *“What does popular opinlor glve
at this moment as the reason for bombing HIlroshima?" yet

questions are rarely, If ever, asked In thls form. In many ways,
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the igea that egucating somebody involves fillirg his head up
with facts rather than makinrg him thirk plays a strong role In
maintalning popular belief,

If one were to try to devise a true measure of
intelligence, If sucn a measure exists, I would suggest that he
look more at a person®s ability to formulate questiors for
himselt ana to activaly pursue their answers, ratrer than hlis
abliity to take somebody else's questions and arrlve at someboaqy
else’s answers. The greatest breakthroughs in mankind®s knowledce
have come not from those who simply went along with the "right®
answers all the time, but from those who dared to ask where the
“rlght* answers came from, and who challenged the “rlght® arswers
when they found them questionable. There was a time when people
thought the earth was flaty, and It was only when Columbus decl ded
to chalienge that "fact" that we discovered that the earth really
wasn*t flat at all. Had Copernicus not declded to challenge the
"rlght"™ answer that the sun revolves around the earth, people
might have gone on for vyears thinking that this was so. And
virtually anybody who has ever been recognlzed as a "creatlve
genius™ in his or her fiela achieved that status precisely
through the creation of new ana orliginal modes of expresslon
within that filield. Nobody achieves such status by simply copying
everybody else,

If It Is the asking of new questlons ratrer than ftne
regurgltating of old answers that has been responsible for many

of our greatest advances in all fleldsy then why are we stiil
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obsessea with getting people to regurgitate the same old answers?
Certainly, the status quo Is malntalred more easlly if the young
people are inculcated witr fraditioral values, rather than being
encouraged to challenge them, Alsoy, It iIs slmply easler to grade
a person by asking him questions with predetermined answers. Many
teachers wouldn®t xnow where to begln |If they were asked to
design a test that measures a person®s ablllty to ask questlors
or to think. Certalnly, It woulc be more difflcult to test people
along fthese lines, even though It might be a better Inclcator of
thelr "Intelligence.™ So what have we done? We hsve copped out,
Since it ls more aifficult to evaluate peoprle along these llnesy
we have simply stuck to the answer regurgltation method. And
because of our inabllity to design tests which measure a person's
abllity to think or to forrulate questions, we have simply
redefined Intelllgence to fit the tests that we are able to
designe. In particular, tne recent use of the computer to grade
tests has greatly encouraged the use of multliple cholice tests for
evaluating intelllgence, because a computer Is simgly unable to
evaluate written responses to a question. I was particularly
of fended by the “writing ability"™ section of the Law School
Admisslons Test which claimed to measure my wrlting ablilty not
by asking me to write somethingy, but rather by asking me to
answer a bunch of muitiple cholce questions.

Many of the ideas expressed In this section are
discussed in great depth in the book "“Teachlng as a Subverslve

Activitys™ by Nell Postman and Charles Welngartner. 1 strongly
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recommend this excellilent book for anybody who Is concerned wlth
our current methods of ecucating people and who feels that there
must be a better alternative to answer regurgltatior.

I have brought all of these polnts up beczuse they Show
the problems that result when we start trylng to quantify such
abstract notlons as "“Intelllgence." It shows, In particufars how
we have redeflned Intelligence to flt our testsy, rather thran
redesigning our tests to fit Intelligence.

In the ares of computer science, we rave often seen
companlies that have had to change thelr way of dolng things to
fit thelr new computer when trey first computerijize their
operations. Now that people are starting to talk In terms of
“intelligent™ computers, might we start redefining intelllgence
to fit the capabllities and ilimitations of our computers? If we
stick to our current notion of intelligence as being an abillity
to remember pre=chosen "right™ answers, then computers will dwarf
us in intelligence simply because thay have a much greater
capaclty than humans to retalr Informatlons But lIf we go beyond
this overly simplistic notion of intelligence and include other
factors In determining a person®s *"Intell igence,™ then the ldea
of an "intelligent™ computer rsises serjous socjial aquestions.
These are fthe questions that we shall adress throughout the

remalnder of this sectlon.

What To Put Ip_ang What To Leave Out
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As we said earllery one of the thirgs that the
artificlai Intelllgansii hopes to do wlth [ts “intelligent®™
computers is put them to work making human aeclislons. After all,
they reason, if they <can procuce a computer whlch Ils more
“intelllgent®™ than a person, than why not use It to make geople‘s
declsions? Of coursa, we have alresdy seen the diffjiculties
Invoilved In definlng intelllgence and some of the problems that
result when we try to use 3 narrow, one dimensional detinition of
intelligence. Herbert Simon and Allen Newell, two of the foremost
leacgers of the Artificial Intelligence fleld as early as 1958
said tnat “There are now ln the world machlnes that thirk, trat
learn and that creates. Moreover, their ablillty to do these things
Is going to increase rapidty until =-in the wvisible future- the
range of oproblems they can handle will be coextensive with the
range to which the human mind has been applled.™=-36 And
psychologist George A. Milier once sald "I am very optimistic
about the eventual outcome of tre work on machine solution of
Intellectual problemse. Within our I(lfetlmes machines may surpass
us in general intelligence.*™=37 This strong desire on the opart
of these people to go ahead and proauce an “Intelllgent®™ comouter
and apply It to solving man®s problems and making his declisions
ralses some very imgortant guestions. Can a computer really be
made more “intelligent™ thran a person? What does ™more
intelligent®™ mean and who will define what 1t means? Will they be
the same people who have already dehumanlized us by glving wus a

single number, namely ocur I.QG.y to completely characterize our
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intelligence? If we are able to determine what attributes of a
person make hlm intelligent, can we necessarlly put those
attributes in the form of a computer grogram? And finally, even
1t we <could In theory design an Inteliligent computery, whlch we
shall maintalin fthat we cannot do wlthout using a very
simpleminded definition of Intelllgence, to wkat extent would
practical programming considerations make it at besty, a risky
endeavor?

Because we are trying to gain some Insight Into the
problems that might result [f we used computers to make declslons
for usy it might be 3jo00d from time to time to envision a speclific
situation In which a computer might be used to cdeclide something.
The use of a computer to make Jjudiclal declsliors might provide a
gooa example. We shall not concern ourselves with the
constitutioral questlons that woulid ultimately arlse If someone
really proposed usirg a ccmputer as a Judge, although these are
certainly Important gquestions. Our clscussion of = computerlzed
Judge will be used more to Illustrate certain general grobl ems
that one woulad encountaer anytime he wished to wrlte a program to
make declslons, regardiess of the specific situation. We also
choose a computerizea Judge because we don®*t have to devote any
time to convincing the reader that the declslons mace by such a
computer program would trave grofound effects ucon the {lves of
those people whom [t Judges. The effects are obvious. And
beslidesy wlth the ever increasing case loads and the [nablllity of

judges to keep up wWith thenr, it Is not at all difficult to
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envislon a proposal from the Artlficial Intel llgence community to
actually use computers in this wayve. ®1n fact, Professor John
McCarthy of Stamford once sald #epynat ao judges know thrat we
cannot tell a computer?*® His answer to the question (was) ...
*nothing®**"-38

If we were put Into the poslition of having to cesicn
this computerlzed )Judge, what problems would we have to adress
pefore we could begin? First of all, we would have to ask "how
should our program interpret the law?" Shculd laws te interpreted
to their absolute letter without al lowing any other
considerations to enter into the decislion? Or should the laws bDe
Interpreted more loosely} by thelr spirit rather than by thelr
letter? If we should decide to interpret laws In thelr “splrit"®
what factors should anter Into the spirit? Should we Include the
transcripts of every word that was said about eacr law involved
In a particular case at the time that that 1aw first Dbecame a
law? If so, how much weight shoula these things be given? Also,
how much of the *“huran® factor should enter iInto the declslior?
Should a man who killed another man because the other man raped
hls wife be treated In the same way as the cold tlooded killer
who plotted a murder for weeks before committing It? Or should
things llke "compasslon® enter into the declislon? After all, a
human Judge has a wife and loved ones, and he can grobably
understand how he might feel 1t one of them had beer raped. And
if we decide that our ccmputer should "feel™ for the man who's

wife was rapedy Ils it really possible for us to program such
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feelings into the computer when the computer has never had any
loved ones that can oe raped? The question of whether we can
actually orogram a comgputer to have such feelings is In fact a
very pertinent one which we shall adress later on. But many of
these questlionsy and others llke them do not have any definlte
“~ight" or *“wrong™ answer. Many of them Iinvolve opinlons and
value Judgements that Frave been sublject to debate throughout
history. No two Judgas hold preclsely the same view of how 1ans
should be interpreted, and no one can say what the “rlght™ way to
Interpret laws Is. All anyone can do ls make suggestions. Yet,
pefore we can ever hope to produce a grogram to dceclde Judiclal
casesy we must come up with a very definite methoa for
Interpreting laws. The determinatlon of this method lnvolves many
value judgements which no cne person should ever be In a position
tfo makee.

In thinking about a program, I often liker It to a book
or essay. After all, a program is essential ly nothing more than a
wriltten description of how to do somethlilng. Insteaad of being
written in a natural language which most people can understand,
such as Englishy It is written In a ccmputer language which very
femw people can understand.

Now think about thist what would happen If a person
came to us and said "I bnave written a book that describes
precisely and unamblguously a method for reaching a verdlict In
all court cases. I propose that henceforth we abolish all of our

courts, get rid of =zll our Jugges, get rld of all the opinlors
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and prececents that the legal field has producead throughout ifts
history and simply use the method described Ir my book whenever
we decide future cases. Furthermare, this method will be
followed to the letter and I shall not allow anyone to loock at
this method or try to understand how this method wWorkse.
Everybody should simply be willlng to use this method on falth?™
We would probably wonder where tris person got tre unmltigated
gall to even make such a suggestion. What about the huncreds and
thousands of other people wWho have ever expressed an oplnlon
about how to Judge a case? What s so great about this one
person®s method that we should use [t and nothing else? Besldes,
even though someone has developed 3 method for c¢ceciding court
casesy that doesn®'t necessarily Imply that he has devel oped 2a
good method. Simply flipping a coin s a method which could
decide all court cases, but that coesn®t make It a jood method.

Although the case that we have Just clited may seem
totally absurd, it 1Is bhighly analagous to what people In the
artifticial intelligence field are asking us to do by using ftheir
programs to make declslons for us. If a person were to wrlte a
book describing how to make Judicial declislons, at least trat
book would be open to Ilnspectlion. (We lgnore for the moment the
stipulation made earlier that nobody is allowed to read or ftry to
understand the method proposed in the booke) Judgcesy, and the
public at targe would be able to read this book and see for
themselves the method that it is ¢groposing for wuse 1n all

judiclial cases. People can agree with parts of tre method, and
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Judges may even al low some parts of |t to Influence thelr
decisions. And people can disagree with other parts of [t and
consequently not consider them when making thelr declislonse.
Keeping in mlnd that a computer program Is nothing more
than a written description of how to do sometting,s, but In
computer I|Ianguage rather than natural language, what would we ado
lf someone came before us and proposed that a3 program of hls be
usea to make all Judicial decislons? Although some people might
dismiss such a proposal on the same grounds that they would
dismiss the person with the book there are others who would be
Intrigued by the ldeas and who woula zctually conslcer [t. Why?
Because there Is something about a computer that mystiflies
people. People vienw a computer as some sort of maglcal btlack box
which |[s capable of solving any grobiem that ttrey glve [t to
solve. They have the highly mistaker notlon In thelr heads that
computers are perfact. And since computers are perfect, they
reasons why not put them tc¢ work making important decislions for
us? After ally, a perfect computer can do a better Job tran an
Imperfect human. What people fail to realize time and time again
ls the fact that the only thing that computers can do perfectly
is store data and follow instructiors given to them by imperfect
humanss and even then, there IS an occaslonal problem. If a
computer is given "good"™ insfructions, it wili follow them
perfectly. If 1t is glven "bad"™ Instructions, 1t wilil follow them
just as perfectiy. This 1Is something which the ceneral gublic

claims to knowsy and [t often uses the phrase "garbage ins, garbage
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out™ to flaunt this knowledge, yet the public does not seem to
realize +the full Implications of thls fact. If the reader galns
nothing more from this book thar an understanding of the fact
that all computers can do “perfectly® ls follow instructliors and
regurgitate data, I shall have accomplished a major objective of
this thesis. The reasorn that we place such emphaslis on this polnt
is because the most dangerous feature of a computer might very
well be the “perfection™ for which it Is so wldely applauded. If
we decide to accept 3 program to rake decisions for us, we are
forced to accept the whole method cescrlbed by that program down
to the very last minute detail., What is so dangerous about the
computer®s abillty to follow instructlons without error is that
It follows bad Instructlons Just as perfectly as it tfollowns good
ones. The computer does not have ttre discretion to declde what
the good polnts and bad points of a partlcular method are.
Al though we may sound repetetive, thls point [s a very lmportant
one which must be repeated and emphasized over anc over again
until It Is fully understoods for it ls one of the most Important
sources of misunderstanding about ccmputers. Even more wlll be
sald on this later,

Another question ralsed ezriier that we should adress
Is "what exactly can ana can®t we express in the formof a
program?" Can we really take human erotions and put them Ir the
torm of a program so that a computer can have these emotlons too0?
Let us take a look at this question, because 1t will glve us a

ot more insight regarding the extent to which computers may be
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able to make decisions for us.

Ihe Limits 0On Computer “Intelllgence™

At the moment, there s not a single programming
{anguage in exlstence that even comes close to havirg the number
and varjety of expressions that natural language provides us
withe In many ways, the difference between programmlng language
and natural language 1ls one of precision} In natural language, we
often have the option of expressing a partlcular lidea In a number
of different ways, all of which will get our message across to
the llstener. We can often rely on the fact that a person to whom
we speak will be abie to figure out wrat we are trylng to say,
whether or not we actually say It In the right way. We can even
go so far as to make statements that completely violate the
grammatical structure of our language and still get our polnt
acrosse. Inflections ana accents In our presentation may change
the meaning of a phrase wlthout a chkange In lts words. Even the
hand and body motions that we make while speaking often help fto
get our point across. We cannot do such things with a computer.
Although there may ba @ number of different ways of writing a
Dartlcu‘&r programy, whichever way 1Is #finally chosen must be
expressed in extremely precise terms. There Is no chance for us
to say "you know what I meant™ to the computer. If we do not
express our ideas clearly in a program that we write, the

computer wWill not clarify them for use. It will simply follow our
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mistakes. There iss at the moment, considerable work going cn to
develop prorams that allow people to grogram In natural language.
But even if someone Joes come Up With a way to program in natural
languages there Is still a problem. Any program desligred to
Interpret natural language simply reflects one person®s way of
Interpreting natural language, namely that of the person who
designed the programe. It describesy [f you will, “one person®'s
way of Interpreting what other people say." No matter wrat type
of language understanding programs are deslgned In the future,
those who wuse them must accept on falth that the grogram lIs
interpreting what they say in the way that they wish it to be
Interpreteds It Is not at all clear that we can ever deslgn a
janguage understanding ¢rogram that can always unagerstand
everything that anybody says In the way that [t was meant to be
understood. This Is simply because people must ultimately wrilte
the program, and people often misinterpret what other people say.

One can 3et a really good ldea of exactly how far
people are willing to go with threir ccmputer programs by lookling
at some of the statements made by Dr. Adam V. Reea during a
symposium at the 142nd annual meeting of the American Association
for the Advancement of Sclience, At that symposlum, Or. Reed salid
“Ideallyy, the computer of the future should be an extension of
the natural brain, functioning in parallel with some of the
exlsting structures and using tre same program and data
languages.” He went on to say trat "“Once the natural language of

human thought and memory has been decoded, it will be possible to
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program a computer ir 1t" and transfer programs dlrectly to the
computer ftrom the brair. =39 What is being completely 1lgnored
here is the fact that any program which [Is capable of
“"understanding®™ our thoughts and transferring them iInto program
form must stitl interpret the mezaning of our troughts. If a
language understanding program may not always interpret what we
say properlyy, then what Is to say that [t wlll Interpret our
thoughts properly? People may start to find that they are
misinterpreting themselves all the tlme! And since we really
won®t have any way of knowing how fthe 1language wunderstanding
orogram Is translating our thoughts, we may actually have
programs "running" our mind which we have no control over and no
understanding of., People might have to start constralnlng
themselves to thlnk ln a pattern compatable with the computer in
much the same way that companlies adjust thelr way of doing things
to achieve compatabliity wlth thelr computers. Such a prospect
ls absolutely absurd, yet |t Is frightening when we reallze the
seriousness of the people who support It. And most dangerous of
all is the fact that such 3 situation would provlice absolutely
unparalled opportunities for social control, It would allow 11l
motivated people to literally control the very thoughts of otrer
peoples HOow much trouble are we {ooking for?

Getting back Tto our previous line of discussion, if a
program is simply a wrlitten description of somethling, then the
question of what can and can't be expressed In a program mlght

well be answered by discussing what can and can®t be expressed iIn
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natural language. Whan we say "“natural language®™ we include not
only the |anguages usedad everyday by peopley, but also the
technical and hignly speclallzed fanguages that have been
developed tor speciftic areas of human involvement. For Instance,
many of the conceots Invoived in hligh energy physlcs are not
axpressable in everyday natural | anguagey, yet trey can be put
Into a program because they are expressable In the speclallzed
and often mathematical language of the physicist. Thus, our
definitlon of natural language®§ will cover ail l anguages that
have been developed by man to describe the world around him.

As we have said earlier, the programming languages that
have been daeveloped to date do not even come close to providing
the expresslive power provicded by natural fanguage. Thls might
leaa us to belleve that there are some things whlch can be
expressed in natural language that cannot be expressed In a
programming {anguagsa. Although thls Is a possibliity, we shall
choose to ignore it and shall assume that anything that can be
eaxpressed in natural language can also be expressed In a
programming language, Since this will not hurt the argument thrat
Wwe are about to present [n any ways

The next question which we wishk to ask ls "“iIf some
technique IS expressable as a program, does that imply that the
same technique can be expressed in natural language?™ Since a
program is ultimately notnlng more than a serles of Instructions,
each of which has, in fact, a very oprecise natural language

descriptlon of exactly what It doesy Wwe can certalnly take any
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program and translate it iInto natural f anguage by simply
translating each Instruction inalviauzally Into a natural language
descriptlon of what It is doing for the overall program. If the
reader will grant that anything that can be expressed In a
program can also be expressed in natural language, then he must
also grant the contrapositive; that anything which cannot be
expressed Iin natural language cannot be expressed in the form of
a program. This Is a cruclal point that wWe shall use as the basls
for many of our future arguments. In particulars we now knon that
anythling whlch we cannot express In natural language cannot ©Dpe
expressed In a program.

Language, as many people rave observeds 1S nothling more
than a collection of metaphors; that Lsy words or phrases to
which people assign certain meanings in thelr heacs. The word
“"metaphor™ has Itself become a much used metaphor In recent years
through the works of McLuhan and others, but since [t Is an
affective metaphor, we shall use It

When we hear the word *“car,™ for Ilnstance, the first
thing that comes to mind may be a picture of that physlcal entlity
used for fransporting people from place to place to which we have
assligned the word "car." But even tren, the word "car®™ wlll not
always paint exactiy the ssme picture in everybody®s mind. Some
people will wvisualize a Cadillac, others a Volkswagon. To a

teenagery the word “car may represent something that is
Important for picklng up girls, and may be seen as a sex symbol

of sorts. To others, the word "car™ may represent the noxlous
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smell of pollution that one must put up wilth everytime he [s near

a traffic jam. But the wora car”™ bhas no meaning In and of
ltseif. The only meanirg it has ls the meaning that we glve to 1t
when we hear it the pictures, thoughts and emotlons that we
experlence internally when we hear the word "car."™ All humzn
interpretations are made within tre context of the bellef
structure of the individual who iIs making them. Yet, wlth all
the potentially different interpretations that one might give *to
the word car, there 1Is stlitl Iittle fundamental disagreement
among people as to wnat 3 car is. But let us take a look at some
of the more ambiguous metaphors In our language and see how
people might react to tham.

If we were to ask the average person on the street
what, says love i3y we'd probably expect to receive qulite a
variety of answers. Some geople may be completely tongue tled.
Some mlight say that love is a very positive, very special feeling
between two peoples Others may attempt to distlinguish between
dlftferent types of love; the love one feels for a spouse as
opposed to the love one feels for a parent, child or friend. And
even if we were to narrow our discussion of love down to, say,
the relationship between a husband and wife, we would stiil flnd
funaamental differences in people’s perceptions of love. There
are many marriages where love stems from a deep emotional
attachment between the two people involvede Other relatlonships
may Involve a love that ls based upon financlal arrangements.

Stille there are otner relationships where the partners are
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simply afrala to look for someone else for fear of rejectlon and
so they stick together. HWe would also find fundamental
disagreement as to whlch of the preceding examples would even
qualify as "love." Is the relatlonship that [Is based wugon one
person®s money called "love™ or shouid It perhaps be glven
another name? And two people who have been marrled for many years
must certainly have a speclal type of love derlved simply through
many years of mutual experlence; a love that nobody else could
ever feel. The polnt ls that there is simply no description of
love that we could offer where we can staTe_wlfh filnallty ™“thlis
Ils what iove is."™ Love Is a muitifaceted experlerce whlich each
person must dlscover for rimself, It is somethlng that has, In
facty, oacefled adequate descriptlon by the greatest Ilterary
geniuses in our nistory. A writer may be abple to get his reader
to experlence "love"™ emoticrs by offering a moving cescription of
two people deeply in Ilcvey, but the emotions trat the reader
experlences must be based upor hls own previous love experlencess.
How can someone truly know what love Is without having ever
experlenced 1t? Note the distinction that we have made here. HWe
are saying that a writer can inceed get his readers to feel the
emotions of love by descrlbing some love experlence whlch the
reader can assoclate with his own previous love experiences. But
the writer cannot simply ccme right out and say “trhe following ls
3 description of love™ and then proceed to objectively describe
what love ise. And it s preclsely because the feellngs whlch

constitute love are so0 dlfficult to describe that we have
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Invented a catch-all metaphor, namely the wora ™love." 7Tto
describe them. Thany whenever a writer wishes to convey the
feellngs that constltute love to his reader, he can use the word
"love"™ and hope that the reader will associate that word wWith the
teellngs that the writer wishes to convey. But the feellngs
themselves cannot be written downi they must be conveyea to tre
reader through the metahpor "“love."™

The polnt of all thls is as followst! a computer cannot
Interpret a metaphor such as love, because that metachor Is
designed to trlgger within the person who reads it certain
feelings whlch are based on prevlous experience. A computer does
not have the "prevlious experience'”™ wlith which to interpret such
metaphors as love. Thne computer must simply rely wupon gprograms
whlch tell it how to interpret things. If we wanted our computer
to understand the word "love,"™ we would essentially have to write
a program which objectively describes "love™ and put It Into the
computer. But since we cannot construct a precise natural
language description of the word “love," we cannot construct a
precise program description of it eitrer.

There are countless other feellings whlch we =iul®
experience In our \{lives that must also be conveyed in
metaphorical terms because 1t is simply beyond our abllility to
express them fully in rnatural language. Can one write out an
accurate and preclse description of "compassion?® Or “empathy?"
Or the feellings that ore experiences from the death of a loved

one or the birth of a chlid? Thre reason that we can use the word
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"indescribable"™ to describe such feellngs is precisely because
the feelings themselves c¢asnnot be put 1Into mworas. If these
feelings cannot be cescribed by our |a3anguages, then they cannot be
described by a program el ther.

This brings us back to tre earller question of using
computers to make declsions for us. It one feels trhat there are
certain feelingss thoughts or emotions whlch cannot be adequately
described In natural f anguagey, OuUut whlch nevertheless play an
important if not decisive role in making certain ceclsions, then
it Is clear that a computer cannot be programmed to employ these
emotions to make decisions the same way that a humar might employ
them. This is not to say trat we cannct construct a program *to
make decislons. We certainly can, for instance, write a program
to which we can feed certaln aspects of a judicial case and from
which we will ultimately recelve a verdict of “gullty™ or “not
gulltye* But that program will not and can not reflect any of the
Jynexpressable "human™ consicerations that would be reflected in
the veraict of a human Judge.

Herey, we come to the crux of the probtlem, If we put
programs which are Incapable of experlencing human emoftlors to
work making decislons for us, then we are making a very strong
value Judgement, We are saylngsy In effect, that ‘*better”
decisions are made when we leave out the sublectlve aspects of
decislon making than when we Include them. But there are many
people who would strongly disagree wlth such a Judgement, and who

may not want decisions about thelir llves made on such strictly

-g2 -



logical terms. One of the highly negatlve conseauences of the
sclentiflc revolution has been a severe devaluztion of human
emotions in the declision making process. People are always asked
to come up wWith ourely logical reasons for reaching certain
declislonsy as though pure conscious loglec Is the only mental
process that they are Jjustiflied In employing to make these
decisions. But tnis Just Is not so. For instance, I, and
countless others +toos, have bhad the experlence of worklng on a
difficult problem late at night for a few hours. After reaching
the concluslon that further concentration will yielc littile more,
I would go to sleep only to wake up tre next mornlng and find the
answer thrust ftirmly [nto my conscious mind. In thls type of
sltuation, the subconscious mina plays a cruclal role In arrivirg
at an answer or a declislony, while pure consclous |Ilcglc has hrad
little or nothing to do with It. Although such phenomenon have
been observed ofteny, we have |ittle knowledge of how the
subconsclous Is actually sble to do such a thing. And if we only
have a very sketchy idea of how the sitbconscious worksy then we
certalnly cannot wrlte a program that can even come close fto
simulating the activities of the subconscious. If we daecide *to
ignore this oproblem and simply leave the subconsclous out of a
decision making program, we shall have removed from the ceclsion
making process In one fell swoop a crucial and very powerful part
of the human mind which we are only beginning to uncerstand.

How often do we make declislons and wher asked howWw we

made them do we say "I Just “*“felt"* lilke it was the right
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declsion?"™ Often, the *gut®™ feeling is a crucial factor In
reaching a decision. But [f we can't even begln to cescribe this
aspect of decison makings then how can Wwe ever expect to put |?t
ilnto a program?

We must remember that a person Is shaped to a large
extent by his environment and tre problems that ke has to face.
Ail men are faced with 3 finite Iifetime, and that fact certalnly
has a great effect upon how each person conducts himselt from day
to day. How can a computar feel *“mortal™ when in fact It Isn't? A
computer does not have to feeg anc clocthe a family. If a computer
decides to drop an atomic bomb and wlpes out mlillors of Ilves it
doesn®t have to sit around for the rest of Its Iife and face the
guliit and remorse that a persor maklng a simlifar declislon would
have to faces. All of these things point to the corclusion that
there are simply certain feelings which peoplie have trat
computers cannot be mace to have. If 3 computer is programmed to
make declsions without employing these feellngs, as it must be,
then the declslions reached wlil not In any way reflect any human
feelingss And we would be supporting the very strong value
judgement that human feel ings shoula play no role In ceclslon
making.

Alsoy if the ability to ask new and original questions
contributes to one's iIntelllgence, then we have a further
problems since it iIs wunclear that computers can formulate any
signlficant questions other than questlons that they ha\.?é‘fﬂés%en

programmed to aske.
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Finally, if we intend tc ever place computers In a
decision making positlon, we must reallize that the computer®s way
of reaching these declisions may become In a sensey, a “standara"
for reaching those declslions. Ir much the same way that we have
already redefined Intelligence to fit our [.Q. testss we might
redefine intelllgence to fit the loglcal and emotlonless way In
which a computer might reach a cecision. In other words, we wlll
redefine our intellligence to flt our computers because we can®t
redesign our computers to flt our intelllgence. Such 3 situatlon
strongly gevalues much of what makes us human and is, so far as I

am concerned, an affrort tc our humanlity!

“Pregictlion Making®” Instead of “Qeclislion Making”

Up to this pcint, we have actually been glving the
people in the artificlal inteliigence fleld more credit thar they
deserve. We have been discussing declislon making programs as
though the wrjiter of such a program would at least attemot to
nave his program reach its decislions by taking Into account the
same thlngs that a human decislon maker would take Into account
to reach his decisions. Actually, tre approach which at the
moment is being taken by the artificlal Intelllgence people Is to
write oprograms that try tc "predict™ what a decislon maker would
decide In a given situation. That "prediction®™ 4‘~§ then W@ used
as the actual declsion. That is, if someone were writing our

computerized Judge program, he wculidn®'t try to wrlte his program
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so that it makes decisions in the sama way that a human Judge
might make those declsions. Instead, he would simply write a
program to "predict"™ what decision 3 par?lcul&r Judge or group of
judges would reach In a given situatlon, and that “preciction®™
would become the program®'s decislon.

With such an approach, the reasons for which a certaln
decision is reached mean nothings All that matters is what the
ultimate decision turnad out to be. In other words, these
programs would be bullt on the assumption that if a Judge finds a
person guilty in a glven situation,s tren the program merely has
to predict that verdlct accurately in order to replace the Judge.
It doesn®t make a oaifference if the Judge reachea a gullity
veralct because the defendent was really gullty, Dbecause the
defendent rad long hair or because the judge was bribed. All that
matters Is that the program ultlmately reaches the szme declslon
that the Judge woula have reachede. Such an assumotion s
thoroughly absurde It is sayinge. that the *"ends™ are all that
count and that the "means®™ by which trose "ends®™ were reached are
unimportant.,

Supporting such an assumptlon would be Ilke saying “Iif
a computer can predlct the results of an electiony then we
needn®t have an electlon'™ or "“if a3 computer can preclct a supreme
court vote, tnen we needn®t have a supreme court,™ Since when do
people reach lImportant declisions by trylng to “prealct" what
someone else would co in the same situatlon? The President of the

United States aoesn't reach declslors by trylng to opredict whrat
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his predecessor would have done in the same situatlon. In fact,
our current Presldent is making a conscious effort to avoid dolng
what his preagecessor would have done In many sltuatlons.

Besldesy It Is tre unique extraordlnary ceclsions; the
declslons which nobody expectedy which often Prave the most
signiflicance for the people that they effect. The use of a
computer to *“predict™ decislons would produce nothling but a bunch
of mundane, uncreative decislons.

Using a computer to make predictions aboilt the outcome
of some decision making process and tren using that predlction as
the actual decislon is the most straightforward form of a "self
fulfilling prophecy that c¢an be envisloned. If a compufter
predicts that an atomic war will destroy the worlid tomorrow, does
that mean that we shouléJiiiopplng atomlc bombs to make that
preagiction come true?

And we have not even touched upon the way In whilch
frauad and all sorts of other problems reiateada fo computer
securlty would also come into play in thls type of situatlone.

This form of precicting the future &nd wusing the
prediction to make itself come true presents a great threat 1to

mankindy, anca it should make us even more careful about using

artiflicial intelllgence progrems.

Practlical Programmipng. Obstacles and Secret Proarams

Up to tnis pointy much of our discusslon has bean in



largely theoretical terms. We have ftrled to advance the
nypothesis that a computer cannot be made to feel man®s emotiors
ana feelings In the same way man does, and thus cannot make man‘s
decisions In the same way that man would. We have discussed how
at the current time, the approach in artlificlal Intelllgence has
been to write programs that simply "predict®™ certaln outcomes
rather than to write programs that really take Into account the
factors that determine these outcomes. HoWwever, many people In
the artificial Intelllgence community feel that at some time In
the future we will have enough of an understanding of these
Intangable feellngs that are lnvolved In declislon makingy to De
able to express them in the form of a program. Although I am
skeptical of such a claim, It cannot pe Ignored. Sos we shall not
ignore i{t. In fact, we shall even go so far as to assume that at
some point In the future computers will be able to make decislors
In the same way man cah, with erotions and feelings and all sorts
of subjective factors included In the declslon making rrocesse.
Even it this were to be the casey wWhlch we malintain It most
certalnly won®t be, there are still many problems to be dealt
withe.

One question that would inevitably come wup s "what
type of personallity 1o we glve the computer?" Certainly, we could
design our computer to operate within the bellef structure of
anbody from Rlichara Nixon to Thomas Jefferson to Adolph Hlitier.
Who do we pick? Not only that, who does the picking? This

decision about what beliaf structure a computer stould operate
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wlthin is a very cruclal one. After ally, we must remember that
the “perfection® which pecple so often associate with computers
lies In part in the ablilty of computers to follow instructlons
that people glve theme The computer will not lgnore sectlons of
a program If It doesn't ilke them or [f 1t considers them
dangerous. It will not go to the llbrary to find out what other
people think about the declislon It ls belng asked to make. It
will simply employ a single method precisely} that which is glven
to it by the oprogram. Cre Joseph MWelzenbaum, In hls book
“Computer Power and Human Reason®™ describes this phenomena as a
YYestructlion' esseesstasscase® of history. That ls, once we put a
program to work making declslonss it takes nothing into account
but Its own instructlons. Ary other thoughts or feelings which
people may have naa throughout history about the particular
decison makling process are simply lgnored, unless those ldeas
were originally Incorporated into the program.

And we must reallze how dangerous It Is trat computers
have such an ability to follow Instructions *“tc the letter."
When Hltler devised nhis plans for an Aryan race, at least there
Wwas a chance that somewhere along tre liney, members of the Nazli
party would be able to soften hls radlcalism by Interjecting
thelr own Judgement. B8ut Lf Hitler had been able to procram his
plans directly into 3 computer and had used that computer to
direct everything, his adesires would have been carried out with a
preclslon and perfectlon wundreamed of. Thls type of sltuaticn

illuminates what may well be one of tre greatest of all posslble
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dangers of computer use; the fact that a computer allows & slngle
person®s instructions to be carriec cut with absoiute precision.
It such a comoutg:zﬁzgaused to run slgniflcant aspects of a
societys the social! control possibilities woula be absolutely
frightening. And remembering the Neuremborg trials where many of
Hitler®s higher ups were called to Jucgement for their faithful
executlion of hls orders, we must ask what would have happened if
it were a computer, Instead of a bunch of peoples which was
seelng to it that Hitler®s orders were falthfully executed. It
might well have been possible to commit the szme autrocities with
nobody to blame but a computer. In this ways the computer
provides an incomparable scapegoat for evil doars. They can
simply program a computer to do certain things, and then say “its
not my fault, Its the computer®s fault” when wundesirable things
start happening. This clsavowal of responsiblility has already
become very apparant In today®s world where companies wlth
computerlzed operations will often blame a mishap that befalls a
customer on the company computer.

Another thing that we must reallze about writing a
program to make make Judicialy or In ftact any other type of
fairly complex cecislons is that If a single person were 10
attempt to write such a program, it would have to be such a
simplifiea version of the decision making process involved that
we could not even begin to consider using such & program. The
program woula have to at least be comgplex enough to take iInto

account all the tnhings that a human Judge would take into
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account, at least if we Wwant to be able to cilaim that this
program does a "“better™ Job of decidiny cases than does a human.
The program would have to be so large In facts, that we would need
3 slzeable number of people to write [t. And this brings wus
headlong into the problems we have dlscussed In pervious chapters
which are a part of any large programming effort. Management and
communication problams begln to interfere. When the crogram ls
finally completedy, nobody really knows how the whole thing workse.
After allys the whole point of using so many people to write the
program in the first place 1is to allow each person work on a
small section without having to &now how the overall program
works. And we certainly can®*t discount the fact that somebocy
might try to corrupt a sectilon of the program, especlally when we
conslder how easy it Is to do such a thing. In a day where the
very secrecy that has surrounded many majJor decislions has litself
come Into question, the computer provides the «capabillty for a
new brand of secracy whlch s much more dangerous than any we
have now. At {east when a person makes a decision in secret, he
s often held to account for that declslon sooner or later. Aut
when a large computer program makes a decision, there is simply
no way to bring the secret of how trat declsion was reached out
into the open. Since such a program is bound to be well beyond
the comprehension of any single person, the declsior maklrg
process lss essentially, a secret whlch not a single person
KNows. One of the most striking examples of the type of secrecy

that computers can halp tc provide occurred durlng our war in
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Vietnam. When President Nixon "decided to bomb Cambodia and keep
that declislon secret from the Amerjicar congress, the computers In
the pentagon were "tixed™ to transform the genuine strike reports
coming in from the field into false reports to which government
leacers were glven 3accesSse.ss And the high government {eaders who
felt themselves privilegea to be allowed to reac the secret
reports that actually emergec from the Pentagon®’s computers of
course believea tham. Affer altl, the computer itself had
spoken+"-40 And as a result, President Nlxon was able to carry on
his secret bombing of Cambocla for a substantial time beforae
anyboay founa out about it., Glven today's problems with secrecy,
can we afford to provide even greater opportunitlies for makirg
secret declsions? I think not.

Although up to thls point we may have glven the reader
the impression that 3ll of the “Intellilgent™ programs which mwne
have discussed would be wrltten by a person or by a group of
peoples thls may not necessarlily be the case. The approach whlch
ls actually beln3 taken by many artliflclal Intelllgence
researchers toward designing their “"Intelllgent™ programs s to
design "learning"™ oprograms which will enable a computer to
“"teach*™ jitself. What they hope to do is to glve the computer a
comparatively smail base of inltlal kncwledge and then set the
learning program into acticn so trat the computer can Increase
iIts knowledage. Such an approach, from a3 technlcal! standpoint,
essentially involves writing a program that can generste its own

new programs In the hope that these new programs will In some way
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add to the <computer®'s overall "intelligence." At this point in
time however, we have only a very |l imited knowlede of the process
by which people learn, and there has been very little progress
q%%%%t%lng programs wnlch can in turn generate thelr own programs.
But even if it waere possible to groduce such self generating
programs, these programs would only serve to add to the secrecy
which already surrounds large grograms. It [Is bac enough today
that there are so many large programs which nobody understands
because they were written by so many peopie., But at leest they
were written by people. In the sltuation where a computer i
me 15 generating its own grograms we would soon fina that we were
uslng programs which had never been written or seen by anybody to
make our decisions. This would create a situation even further
beyond our control thar do today®'s cowmplex computer systems.

Another thing that we must remember, which has been
stated before, Is that In the course of wrltlng a large crogram,
the wultimate goals of that program may be changed along tre way
to suit programming needs. So even it somebody were able to
devise a ™sound® methoc for making certaln types of ceclislons,
there Is no guarantee that the *"soundness™ of that process won®t
dissagfear by the tima the programmers get done wlth it.

We should be aware too, of the fact that the peocple who
actually write these computer programs may not know anything
whatsoever about the decision making processes that they are
trylng to programs Their Job, as thay see It, is to simply write

an efticient program that works In some fashlon. But the quality
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of the final program wlll ultimately depend upon how well these
computer programmers really wunderstand the decision makling
process that they are attempting to grogram. We reemphaslze the
point that Just because a program works, it isn*t necessarily a
good programe.

And we cannot overemphasize the curlous unconcern trat
many computer programmers rave for soclal problems. This lack of
concern s reflected time and tlme agaln In trelr desire to
simply to produce a program trat works wlthout trlnking abodit
whether or not the way in which It works wiil actually co Justlice
to the process that It will be used to perform. Welzenbaum®s
chapter on "Sclence anc The Compulsive Programmer®™ oprovides a
fine illustration of what we are talklng about here.

So the program that we finally end up wlth Is based
upon very definite value judgements about how the decislon to
which it Is belng applied shoula be made and it ls incapable of
employing any human feelings in makinc that decisiore. It Is a
program that has probably had some of lts major goals modifled
because some methods of oprogramming were found easler than
others. It may contain errors, be they intentlonal or not, and It
ls probably so large that nobody really understands how it works.
And as a result, the decision making process cannot posslbly be
challenged by anybodys no matter how coor that process may be.
And what do some people want to do wlth such a program? They want
to use it to make decisions aboit people that may effect them for

the rest of their lives. To give the reader an lidea of Just how
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serious this can become, wne neea only polnt out some of the ways
In which computers are alresdy making our declsions and some of
the uses that have been proposea for them In the future. "For
example, a planning paper clirculated to the faculty and staff by
the director of a major ccmputer Jaboratory of a major universlty
speaks as follows: *Most of our research has been supported, and
probably willl continue to be supporteds, by the Government of the
United States, the OJepartment of Defense In particular. The
Department of Defense, as well as other agencies of our
governments is engajec in the development and operation of
complex systems that have a very great destructive potential and
that, increasingly, are commanded and controlled through digital
computers. These systems are resconsible, In large part, for the
maintenance of what peace and stab.lity there Is ir the world,
and at the same time they are capable of unleashlrg destruction
of a scale that Is almost impossible for man to comprenhend.®"-41
*“Oon September 11y 1971y a computer grogrammlng error caused the
simultaneous destruction of 117 high altitude weather balloons
whose Instruments were belng monitered by an earth satellte. A
simllar error in a milltary commanc¢ and control system could
launch a fleet of nuclear tlpped milssles. Only censorship
prevents us from kncwlng how many events ILnvolving non nuclear
weapons have already occurreds™=42 In other woras, a computer
arror may very well determine the ultimate fate of every single
person and of all future generatlions on thls planet. And what |Is

worses, Lf anything could be worse, Is that the context within
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which the earller statement was made was one of full support for
sJuch a situatlon, and for any other situations 1In which
computers, rather than people are put in charge of our fate.
These people want computers to make declslons about how to run
our economy. It Is forseesblie that people may use the declision of
a computer in hirlng Job applicants. The proposals to use
computers as teachars may tind children who have thelr llves
determined by the academic grades given to them by a comguter,
It has been proposed to build computers for opsychlatric
counsellinge. Can we Imagine the possibliliity of a operson belng
stigmatized for |ife because a computer has jJudged him lnsane?
We could go on and on Imaginling case after case where someone
might conceivably oropose the use of an artificlal Intellligence
program to make our Jeclsicnsy but that Is not our purpose. Our
purpose is to giva the reader a feellng for just how dangerous
such a sltuation can beccme before that level of ocanger s
reached.

Recentily, Herbert Slimon, one of artiflclal
intelligence®s most renowned leaders gave a lecture at which I
was present. When I asked him what he tnought artiflclal
intelligence programs could ultimately be applied to, he said
A'*es anything you can thlnk of. The sky®'s the limlt."™ If we
allow the trend which is being encouraged by such ldeas to
continue, we shall soon flnd trat we have given complete control
of our destinies to computers. It sounds like somettring out of a

sclence fictlon movie, but sclence fiction ls rapldly beccmling
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reality. Unless we rezalize the full consequaences of the trend
towarad wusing computers to make declslons for us, we will flind
ourselves totally out of ccntrol of our worid. HWe cannot walt
untll! people start dolng these thilngs with computers to start
worrying about them. We must worry about them right now, before
they have a chance to beccme reality. There are many people who
feel that these technological trends are inevitable and that
there really 1Isn*t anythlng we can do about them. If we say to
ourselves “these things are inevitable,” then we wlil simply glve
up and not try to stop them from occurrings And when nobody triles

to stop them, then they will Inceed become lnevitable.

So_KWhat Do _We Do?

The question that now Sits before us Is “what do we
want computers to do and what don®t we want them to co?" To my
way of thinkings one of the ultimate goals of computer sclence
should be to enable man to make more of his declsions, not less
of them. There are many Jobs which people perform that can best
be described by the statement i1t doesn't matter how they get
done} It only matters that they get done." Heres computers
proviade tremendous potentlal. Because there are many jobs thrat
tit thls descriptlon, we can use computers to do trem. Man wlll
then no longer have to worry about trivial things Just because
they have to get donae This wiill provide more and more oeople

with more and more time to do important, non ftrivial tasks. All
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people would be free to pursue whatever areas of human endeavor
are relevent to their own fulfiliment, In this way, computers can
help to maximize tha contrlbution that each person on thls earth
can make toward human knowledge and ciuil ture. Everybody can be an
artisty a poety a daclision maker, a phllosopher or anything else
that turns him or her on. Man willl have more time to contemplate
the complexities of nils worid and make better decislions about how
to run that worlide Todays only a oprlvlledged few have the
opportunity to participate in such activitles. But the goal of
the computer at all times must be to allow us to make more of the
declisions about our worlid, not less of them. After all, 1If
computers are making all of our Important declslions for us, then
what do we as humans have left to Jo? 0o we want to ‘turn
ourselves iInto an obsolete species that exists only to serve our
computers? Agaln, thase statements sound |lke sclence fictior,
but I repeat, we are no longer aeal ing with sclence fiction! We
are deallng with horast to gocdness problems that are confrontling
Jds now and will be confronting us for a long time to come.

It is up to us, right now, whlle there Is stlil tlme
left, to say wnat type of world we want for ourselves and our
offspring. If we do not act now, the ceclslion will slilp from our

hands and into the ranas of our computers!
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Chapter four-
Qther Conseguences of Computer Use

Thus far, we have attempted to asess some of the ways
In whlch computers are curraeantly belng used and some of the uses
that have been proposed for them in tre future. We rave seen how
the computerization of large amounts of data has brought with |t
many problems, particularly when trat data reflects certaln
aspects about the private lives of Indlviduals. Yet, as we have
saia beforey, the guestion of damaging or inaccurate data only
scratches the surface of the problems that we might expect to see
In the future, particularly 1f computers are used not only to
maintaln data, but also to assess that data and to make declslors
based upon that data. That brought wus to the more generzl
question of what types of declislons, if any, a computer can and
should be allowed to maka for use.

But all ot the guestions that we have dealt with so far
have been questlons of what tasks comguters should and shouldn®?
be doing. What we shall do from here Is look at some of the
indirect effects that the current trend toward computerization is
Ilkely to have on our soclaty and our way of (lfe, at least |[f It
Is allowed to continue at [ts present rate. In many ways, we
shali attempt to develop at least a partlal plcture of what a
fully computerized and mechanlzed soclety might (ook like for the
average person who has to live In it and some of the problems

that such a society mlght face.
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Many of the questions that we shall bring up iIn this
section deserve a great deal of consideratlon in a depth thrat we
shall be unable to provide here. Our gurpose, more that anything
elsey, 1is to simply enumerate some of these problems [In the hope
that others will be able to beglin talking about them and

exploring them In the greater depth trat they deserve.

Ine Computerlized fQeurocracy

One characteristic of iarge computer programs Is the
fact that Lt usually requires a good deal of time and effort to
make changes In them. Given the fact that many organizations
employ computers for varlous administrative and beurocratic
tasksy we may well find that ccmputers are becoming the
foundation of an even more stagnent and unchanglng beurocracy
than we have tfoday. Without computers, if an organization wants
to make a change In some of Its beurocratic procedures,y, It Is not
usually too difticult to make that change, at least if It is a
minor change. Howaver, with a computer handllng adminlstratijive
functionssy It Is not so easye Any beurocratic change, no matter
now mlnors must be made through a costly alteration of the
computer program Involved. And this added cost and effort needed
to change a program may act as a powerful deterrent to any form
of beurocratlc changa.

Already today, people complain of a monstrous

unresponsive beurocracys. They want to flnd ways to make
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organizations more fiexlole and responsive to varlous needs. All
computers opromise to do Is make trem less responsive. This Iis
somethlng which must be taken Into account by any organlzatlon
which is contemplating computerlzing Its ocgerations. In
particular, if that organizatlon wants to computerlaze certaln of
Its functionsy, ana vyet It wants tc malntaln a large degree of
flexibillty in those functlons, perhaps It should take a second
look at that desire to computerlze. He must remember that
computerjzatlon often cestroys flexiblliity by placing too hlgh a
prlce on that flexiblllty.

Unless We want computers to help create a new
beurocracy which ls far more rigid than any that exists today, we
must be very careful In ceclding which functions we wish to

computerize.

Responsibility for Errors and Loss of ZHuman® Factaors

The recent advent of the computer has opened up a whole
new can of worms for lawyers and legisiators. In particular, they
have found out that It Is very clfflicieit to flgure out who should
be responsible when a computer makes a mlstake whlch ras a
damagling effect upon somebody. Alreadys Incldents Frave occurred
where, says, a computer charges someone for a gas bliil which he
has already palde. That person, upon writing to the gas company,
might simply receive another computerized notice telling him to

pay upe. And upon complalning agaln, he might Just recejve a thilrd

=111~



noticey, again telling him to pay up. This type of situatlior can
be very frustrating, and It provides only a small giimpse of the
types of hassles and headaches which computers promise to provlide
Us with In the future. In 3 nutsheil, the computer has served to
remove the "“human®™ factor from many of our dealings with others.
When a person has a complalnt about something that a computer has
doney, he often finds that ther are no establlshed areas through
whlch he can redress that cosplalint. As we have statea earller,
computers provide an excallent scapegcat for people. It is atll
too easy for a company which hardles its ftransactlons by computer
to say to a disgruntied customer "What can we do? We can only go
by what the computer says.”™ It is high time trat we put a stop to
these shenannigans by creating legislation which clearly deflnes
where the responsipbllity ties when an organlzation®s computer
falls to function properly ana causes somz damage to somebody as
a result, Among other things, any organlzatlor which uses a
computer must provide some well defined husman mechanlsm through
whlch complaints about :“Ts computer can pe heard and acted ugon
In an expedient mannar.

The process of deflnlng who Is responsible for a
computer error however, is not always that simple. If the error
occurred because of the computer hardware, we migrhrt ordinarliy
expect the haraware manufacturer fto assume the ultimate
llablilty. If the error was the result of a faulty program, we
might expect the wrliters of the program to be respconsible. If

somebody simply entered faulty Informatlon Into the computer,
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then the fault would lie there. If a plane flew overhegd and
caused some electronic interference at Just the right moment to
produce an eaerror (ana such seemingly ridiculous fthings do
happen)y then It Is really difficult to ftigure out where the
fault lies. And if this situation doesn‘t seem complex enough
already, add it to the fact that It Is generally very difficult
if not Impossible, and certainly very costily to plnpolnt the
source of a computer error, and we have got an extremely tangled
messs This mess Is one that hopefully will be untangled sconer or
laters but for the moment at leasty It cromises +to be an

Iimportant proolem,

Copyrighting a _Proaram

One Interesting sltuation which has developed within
the computer fleld 1s that [t Is rather difflcult to give the
author of a program an excluslve copyright to his program Ir the
same way that we can give the author of a book an exclusive
copyrlght to his booke When two people each wrlte a book, It s
easy enough to tell |[f the two books are the same or not; one
simply has to read them. The two books might be on the sare toplc
and they may even try to get the same points across to ftheir
readerssy yet we can stlil tell the dlfference between them.

With programs however, this is simply not the case. Two
people can wrlite two totally different programs, each of whlich

does the same thing when it Is sctually used by someone. So what
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do we do? In one sensey we have two different programs. If we
were to look at the instructions that constitute each program,
they would 1look totally different. But In another sense, these
programs are the samey, becaise if we simply wused them without
looking at thelr instructlions, they would appear to be dcing the
exact same thing. So the questlon Is "how do we declde If ftwo
programs are the same for copyright purposes?™ Trls Is & sticky
question which has beer encountered a great deal In practice and

which must sooner or Iater be dealt wlith In some fashlion.

Ihe Eftects on Emciovyment

Because of the fact that we are taking so many tasks
these days and turning them over to ccmputers, we might expect
some majJor long range changes to occur In the types of Jobs that
people will be called upon to perform. Precisely what Jobs people
will be dolng in the future depends In great measure on what ]obs
we glve computers to do In the future. In many wayss this
question relates to the questions of the preceding chapter,
namely those of what jobs we want to do ourselves and what Jobs
we would rather wa dlidn't have to doe We must remember that
everytime we glve a Job to a computer, we are taking a Job away
trom the operson who used to do it. And at the same time, we are
creating the new job of producing and maintaining that computer.
Each time that we contemplate glving a new Job to a computer, we

must ask ourselves the question *do we prefer the rew Jobs, |if
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anys that we are creating to the ones that we are giving to the
computer?™ And we must also take Into conslideration how many
people the new computer application might put out cf work. These
are very crucial conslderations, for there seems to be a trend
nowadays whereby we blindly glive any and every task that we
possibly can to a computer. And unless we want the Fuman specles
to have nothing to do except to keep its computers running, we
are Just going to have to use a little more discretjon about the
types of Jobs that we glve computers to do. And In particular,
we must always reserve the lmportant cecisions abolt our world

and about our |lves for ourselves.

Computer Predictignst The Self Fulfillina Prophegy

Every year In early November, the Amerlcan publlc goes
to the polls to vota for candldates for publlic offlce. And
afterwards, they 90 home ana settle back In front of thelr
television sets to see which candidates have won their respectlve
elections. But In recent years, something very Interesting has
happened. Aithough people used to have to walt until atl the
votes were counted bafore they could flgure out who won, nowadays
they can find out who will probably win before most of the votes
are even counted. MWhere do they find thlis out from? They find
thls out from a computer.

Let us set up a hypothetlcal sltuation which wllli

hopefully get a ftew points 3crosse. In this hypothetical
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situation, We will use the Democratic and Republican parties as
our exampless however we have no Intent whatsoever of making any
implications about either party. We employ their names solely
because people have a great deal of famillarity wlth these two
parties, although we could just as easily labe! them ™party X"
and “party Y".

Suppose wa are in the miast of electing our President,
and, with a few early returns from the states on the east coast
the computer predlcts that the Republlcan candidate wlil win the
election. At thls time however, many people on the west coast
and in Alaska and Hawail have not yet even gone to the polise.
Suppose now that many of the west coast supporters of the
Democratlc candldate decide not to go to the polls to vote
because they feel that theilr candlaate has alreaay loste. (0f
coursey there might also be some Republlcans who don®t go to the
polls because they fael that thelr candldzte has already won, and
in fact, one can coma up with all sorts of reactions that varlous
people might have in sucn a situation, but that Is not the
point.) Suppose nowWs when the electlon is completely over and
all the votes have been taliied, it turns out that the Republican
candidate won the elaction by an extremely narrow margln and that
that margin was providea to him by some very narrow victories on
the west coasts SO0 narrow in fact, ¢that [f the west coast
supporters of the Democratic candidate had not glver up hope, the
election would have turned the other waye And Just to comolete

the story, suppose it is founc out a few days later that a member
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of the committee to elect the Republican candidate pald off
somebody to fix the computer so fthat It would oprolect hls
candidate as the winner. We needn"t describe the uproar that
would undoubtedly follow.

We bring up this whole situation because it seems that
computers have recently founa thelr way Into tre "precictlon®”
business. And unfortunately, when a ccmputer makes a predlction
of some sort, people are often very wlilling to accept that
prediction without question. They start assuming that what the
computer said would happen iIs really going to happen, ana that
there ls nothing that they can ao about lte They may even abandon
all efforts to stop It from haprening. And once these opposing
efforts have been abandoneds then the prediction of the computer
may very well come to passe Such 1Is the nature of a self
fulfilling prophecy.

The polint is this: we must be scrupufousiy careful when
we use a computer to model a situation and to try to predict what
will happen in that situation. Al though computer modeling and
torecasting certalniy has its value In providing Insights 1Into
various situations, we must remember at all times that these
models are still nothilng more than programs which are written by
people. And if these people do not have a proper uncerstanding of
the sltuatlon that they are trying to model, ther that lack of
understanding will be reflected very thoroughly In the answers
that the model comes up with. And certalnly, as we dlscussed in

the previous chapter, we can never allow the ™predictlon™ of
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certaln declislons to become the decislons themselves.

The Glsot Computec Mongmoly

Nowagayss we are seeing an increasing alssatisfaction
In this country with blg businesss Many huge monopolles or
oligopolies have grown up out of our past technologlcal advances
to a point where they exert conslderable control over our
averyday {ives. Tha oil industry 1is certainly a good current
example. Because oll Is vital lr many areas of our lives, the
centralizatlion of that industry Into the hancs of a few has
created many problems In recent years. Rlght now, |t appears as
It the computer industry is also coming under the control of only
a hanaful of people and, If anything, the slituation is gettling
worse.

Todays many new technologles have been made possible as
a result of our computer technology. In addltlons, many of our
old pre computer techrologles have become more effective trrough
computerlzation.

At the rate thlngs are going, computer technology may
one day be an essentlal bullding block for most of our other

technologies in much the same way that power, for Instance, is

aessential for much of our technology today. Because the future
will more than likely see thls lncreasing rellance upon computer
technology in many areas of our lives, we may well find ourselves

subject to the whims and motives of the few people who will be
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controllling the computer industry. If we do not want to have the
same types of problems in the future with the computer I[ndustry
that we are having today with a number of other Industries, now
is the time to act. Wde cannot walit until one company runs away
wlth the computer market, because by that tlme that company will
have lots of money, plenty of lobbylsts In congraess and all the
other things that make It exceedingly difflcult to deal wlith a

large monopoly.

Reinforcing the Power Structure

Another thing wnlch we must keep In mind is that
technology often means gower. Those people who rave access to
computer systems wlill be able to do certailn thlngs much more
efficiently and at much lower cost than pecple who must dgo the
same things without 23icess to a computer. But, as It stands at the
moment, the people who are likely to have access to to computers
In the future are those who already have the money to atford
them. This means that tha people who rave the most money today
will have the most capablility for using computers to expand that
wealth in the future. Certainly, in ¢this ways the computer
promises to reinforce tre ola addage that "the rlch get richer
ana the poor get poorer™. Care must be taken to see to it that
all people who need computer capabjilltlies can galn easy access to
themy and not Just a priviledged few. Otherwlise, we will only

aggrevate the current lmbalance that exlsts in the distributlon
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of wealth and power.

Computers In _the Home

In the past few decades since computers were first
Introduced, we have seen an almost amazing drop In the cost of
proaucing and using computers, and we are rapidly approaching the
point where the cost of a computer will pe wlthin a flnanclally
feasable range for many people. Once thls point is reached,
there Is a good possibiflty that people wlill begin to have
computers in their homes and offices in much the same way that
they now have televislons, radios, refrlgerators, dlshwashers and
many other appliances. Many applications have been proposed for
computers In the home whicky In the lcng run, may hold some very
vast and important Ilmplications for the way in which we run our
everyday llves.

For instance,s Lt has been envisloned that opeople wlll
one day have In thelr homes a computer terminal which they can
use to do all ot thelr shopplng. All that the Indlvidual would
have to do iIs type a request for a certain plece of merchandlse
into the computer, and that request would be relayed to the
appropriate merchant. The merchandlse would then be dellvered to
the person's home in some fashion. As another exampley, envision
the following situationt You want to have an important business
meeting with a dozen other people. So you walk wup to your

picturphone and dial the phone numbers of the twelve people who
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you want to meet wlthe. Then, viz a plcturphone screen which might
be able to display plctures of up to, say, twelve people at once,
you can simply sit in your own home and have the meeting. Each
person involved In the meeting will be able to see and talk to
the other twelve using his own picturephone. Todays Ssuch a
communications sSystem would be very complex, but computers &2:hi
make it falrily easy to accompllish suct a thing. Ancther croposal
which has been maae often is to educate children in thelir homes
through the use of computers. Once again, the trend 1Is toward
staying in the home. And we could go on and on mentioning all
sorts of other ways that computers can enable us to do all the
things we do today without our ever having to walk out of our
tront door. But such a situation would represent a monumental
change In our living habits. People might go through thelr whole
llves without ever comling Into dlrect contact with people other
than those who live ir their immediate proximity. This situation
would undoubtedly cause many other changes iIn the nature of humzn
exist@nce which we can only speculste about todays but which
would certalnly be ovaerwhelming. Some of these changes may be
good and others may pe bads but it is our responsibllity to ftry
to search them out now, before they happens SO that we can

exercise some choice ir the matter.

Buildipg_3_Rellance op Computers

Flnally, we must remember that whenever we add any new
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technology to our soclety, we will proceed to develop many new
ways of dolng thlngs which are based upon the new capabllities
provided for us by that technology. A soclety, after the
Introduction of a new technologyy is not simply the same o0ld
soclety plus the new technoiogy. Rather, It Is a whole new
soclety. We cannot simply pull an established technology out from
under ourselves and expect to automatically go back to where we
were before that technology was flrst introducec. If we took
away everybody®s automobiless for instance, people in the suburbs
who work In the citles wouldn®t be able to go to work any more.
The reason that suburbs were able to spring up Iin tre ftirst place
was because people were glven the czpabllity, via automoblies, to
commute into the cities from larger distances. Tre same type of
sltuation Is true of virtually any other technology that Ils well
established within our soclety. And the point is, that as we use
computers to do more ard more things for us, we will become more
and more reliant upon trese computers. We all kncw the chaotic
situation that results when there iIs, say, a power fallure. Thls
is because of the heavy reliance that we have developed upon
electrical power. We all remember the state of opanlc that was
Ilnduced a couple of winters ago when the o0il wWwhich we so
desperately needed to run our cars and heat our homes was
suddenly cut down by the Arab olil embargo. And even todays the
energy crlsiss which is a major lssue of our time, represents a
perfect example of the types of problems that can result when ne

come to rely too neavily upon a partliclar technology to get
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things done for u3e. In many wayss the abllity of our nation to
survive in its current technologlcal form will depend not upon
the technological power that we posess, but rather upon our
abl1ity to fulfitl the dependencles that our technology tras
created. The oll crisls may only be the first of many sltuatlors
In whlch our tecnnological *"achilles heels®™ may prove alsastrous
for us. Imagaine, for Instance, If all commercial transactlons
were handled by one central computer and something sudaenly went
Wrong with that computer. We would find ourselves In the midst of
a “financial blackout™. Imagine too, if a computer was used to
keep ftrack of everybody®'s money so that we wouldr®t have to use
paper currency, (which, by the ways has already been proposed by
many people) and that computer for some reason (sabotage or
otherwise) fost all of its Informatlon about how much money
everybody hade. The <chaos woula be unbel ievable! As we come to
rely upon computers in more and more sltuatlions, we must conslder
the consequences of a computer failure in these situations. If
the consequences of a computer fallure In any gliven situation
would counterbalance the beneflts derlived from the epplication of
a computer In that sltuaticn, then perhaps we shouldn®t be wusing

a computer there in the first place.
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Conciyusion

In concluslony let me say that I think that computers,
it used properly, offer a great deal of potential for manklnd.
Concelvably, we could write computer programs to do anythlng and
everything that our Iittle hearts deslre. But that doesn®t mean
that we Should write crograms to do all these things. We must
make a long range determinztion (and by long range, I don®*t mean
a vyear or flve years but rather flfty or a hunared years and
even longer) right now as to the types of tasks that we consider
approprlate for computers to hardle and those whlch we conslder
Inappropriate for computers to randie. And we must take firm
steps to avold the inappropriate uses. We slmply should not use
computers to do everything that pops info our heads. In those
cases where we do declde to use computers, we must see to 1t that
the Information that they contain and the way ln which that
information 15 used Is sublect to the utmost care and scrutliny.
We must also be contlnually aware of fthe fact that the contlinued
expanslon of computer applicatiors will bring about many
signiflcant changes in the world we NOW know. We must make a
continuous effort to articlpate those changes, and we must declde
It we want them or not. And lf we don®t want those changes, then

we must have the courage and foresight to say "no™ to ourselves.
If we simply let our computer technology evolve in whatever
direction It happens to evolive, we wlll soon flnd that our

computer technology Is simply one more technology over whlch we
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have tost control, But [f we make a concerted attempt to
visualize the type of worid that we want for ourselves ana our
children In the future and to apply computers In that directlon,
while keeping the computers out of the areas where they will be a
deterrent to reaching that world whlch we visuallze, then
computers may be of tremendous service to us and all tuture
generatlons.

In thls thesisy we have purposely crosen *to pay
attentlon to some of the more omlnous posslbllities which
computers offer to man. There are a number of reasons for this.
Much of the current llterature about computers has tended to glve
them glowing revlews, while it has often lgnored thebossibillties
of misuse. Often, this stems from the fact that the people whro
write the Ilterature about computers are often the people who
stand to benefit tha most from a positive public attitude toward
computers. Also, the general public does not have sutfliclent
knowledge of the {imitations of ccmputers to be able to argue
effectlively agalnst certaln computer applicatlonss except on the
grounds of *“gut™ feel or of plain moral outrage against the
dehumanizatlion mhich often accompanles computerse. Computers at
the moment are held in exaggerated esteem by much of the generszl
pubilcs and there are too many people who have the mlstaken ldea
that computers can solive any probiem we give them to solve bpetter
than can any other medilum. But most of all, the reason trat we
have tended to concentrate on pitfalls rather than on benefits

has been to Jolt people out of thelr romance wWith computers and
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Into a realization of some very real dangers that computers may
one day confront us with if we aon't zctively seek to avold these
dangerss.

Armed with a vislon of beneficlal computer appllcatiors
and a realistic appralsal of the detr imental ones, we will
hopefully be better equipped to make iIntellegent declsions about

computers in the future.
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Appendix-
tow_a_Compuier Works

8its_angd Data

The lowest level of the compruter that we shall deal
with Is the blt. We do not go any lower because the concept
behind the bit is a simple one that needs |little turther
clariflcation. A bit 1Is simply 2 plece of electronics that is
elther on or off. Just Ilke your televlslons, radios, Illghts,
cars and lots of other things are on or off, so Is ablt.
Probably the best way of thinking of & blt is as a Iittle 1lght
switch whlch Is turned on and oft by the electronics of a
computer rather than by a human. A computer has a tremendous
number of these on-off bltssy and everythlng that It does Is
Jltimately determined by which bits are on and which bits are
off.

Since we want to get the ccmputer to do certain things
for us (arlthmetlic, pookkeeping, handling telephone calls etc.)
we must find some way of takling whatever it ls we want to do, and
translatlng it Into some sequence of these on-off blts.

Let*s now begin to take a look at how one might go
about organizing these little on-off bits to get a computer *to
actually do somethinge.

We®ll assume for the moment that we only want our

Jed
computer to be able to MiMmiiekmmeasi w.th letters and numbers; if
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we want our computer to have letters and numbers we shall have to
find some way to represent them inside our compufedbv using these
bifs.

As we sald before, 3 slngle blt can be either on or
off. Let®s say that we were to take two of these olts anao put
them side by side. Now, we have four posslble ways of lightling

these two bitse They are 1) off=-off, 2) off-on, 3) on-off, &)

on=-on. Since it bacomas rather tedlous to write the words “on
and “off"™ everytime we want to talk aocout a blt, we'll wuse the
diglt ™1™ +to represent the word "on"™ and the dlglt "0" to
represent the word "off", So our new way of representing these
four llighting patterns Is 1-00s 2-%1y 3-10, 4=11. If we have
three bits, then we can come up with eight possible ways of
arranglng themy and four blits provide us with sixteen ways. As we
can seey It seems that everytime we add another bit we couble the
number of ways of arrarglng them. In fact, thls is the case, thus
flve bits can give us 32 arrangements. I[f we want to represent
the 26 letters of the alphabet, we canr slmply take flve bits and

use one of the 32 possible lighting arrangements to represent

each letter. One such assignmert might be as follonst

A 00000 J 01001 S 10010 UNUSED
8 00601 K 0161¢G T 10011 11010
C gugio L 01011 U 10100 11011
D 00G11 M 01100 v 10101 11100
E 004100 N 01101 W 10110 111014
F 00101 0 01110 X 10111 11110
G 00110 P 01111 Y 11000 11111
H 00111 G 10000 Z 11001
I 01000 R 100C1

Flgure 2
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Nows anytime wa want to represent say, the letfter
In our computer, we flna a chunk of flve blts somewhere and put?
them in a "01d11" or off-on-off-on-on sequences as Shown in the
chart.

If we don't want the six unused blt arrangements to ao
to waste, we mlght use tham to represent typewrjiter characters,
such as perioas, commas efce INn reallty, many computers use more

Yive
than s bits to represent these ctraracters because there are
generally more Keys on a typewriter than can be represented by
Five
1i- bltse. But for our purposes here, this fact really doesn*'t
matter, In the future we shall refer to both the letters and the
it fe.wrf'Te,r
specia;ACharacters simply as *characters".

For numbers we can ao the same fthing. Say we wanted our
machine to contaln all the Integers from § through 3i. We mlght
represent the numoers [In the following ways
RV 8 3J100¢C 16 10000 24 141600
000041 3 01001 17 10001 25 11001
00010 10 0101C 18 10010 25 11010
00011 11 01011 19 10011 26 11011
00160 12 01100 20 10100 27 11106
00101 13 01101 21 10101 29 11101

00110 14 01110 22 10110 30 1111¢
00111 25 01111 23 10111 31 11111

NOVTEFELNOE o

Figure 3

In order to distinguish the numbers from the letters, we wllil

simply keep them in seperate sections of our computer. In

practice, this Is rarely doney, but It will help to make thlings
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simpler to understand. Thus whenever we encounter the bIlt
sequence 01100 in the number sectlon of our computer, we will
know that it represents the number *12". If this sequence were in
the letter section of the machlne.fruouid represent the letter
M.

Those who have ever worked with the base 2 number
system wili notice that trhre bit sequence corresponaing to each
number 1ls actually the base 2 representation of that number. The
ldea behind base two is fairly simple, and if the reader & |0o0ks
closely at flgure 2 starting with "(0"™ and ending with *31"y he
will probably notice a pattern. To represent a wider range of
numbers, we simply add more bits, but follow the same general
pattern of representing numbers as was shown iIn figure 2. For
Instance, we would find that *1011040111"™ 1Is the ten DbIit
representation for the number *725". Thus to represent the number
*725" in our computer, we would have to take ter blts and put
them in a *1011010111" arrangement.

Beacuse numbers [n base two are represented by zeros
and ones in the same fashion as are the blts of 2 computer, it
becomes very convenient to represent all numbers In a computer
in base 2.

In a computer, blts are rarely thought of on an
Individual basise. Instead trey are put into groups of a (usually)
fixed sizey and a blit Is trought of as belng a part ot thls group
of bits. The size of one of these grouns of bits varles from

machine to machine, and 8, 12+ 16, 18, 32 and 64 are not uncommon
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group sizes. These groups are generally referrea to as bytes,
wordsy or locations, the terminology also differing from one
machine to the next. In order to provide a concrete example for
future discussion, we shall assume that we have a machine which
groups it bits into chunks of 18, and we shall refer to each of
these groups as a "location”, Let's see how we might go about
putting the numbers and characters that we talked about earllier
into one of these locations. We start with numbers.

It Just so happens that 18 bits can be arranged In
262,144 different wayss Thusy, in a single location we can
represent any number from 0 to 262,143. Of course, we might also
want to have negative numbers In our computer. Instead of using
the 18 bits to represent a number from § to 262,143, we can use
17 of the bits (17 bits can be arranged in 131,072 different
ways) to represent any number from (0 to 131,071, anc use the 18th
blt to tell us whether the number is fo be Interoreted as a
positlve or negative number. We®ll say that If the 18th bit ls a
wge

“4*, then the number is negative, and If the blt is a s the

number Is positive. Thus a number In our machine will have this

{8 b7Te = { LocaTion —)‘

pos/neg biT  pumber From 0 to 131,07

general form to it}

v

e 1 bt {7 bi'ls

D= posiTive
| = heﬂaLTNE,

Figut‘e 4
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Now we can represent any number from =131,071 to
+#131,071« This is actually not the method usec to represent
negative numbers ln most computerss rather It Is a simplilfication
made for the purposes of our understanding. The actual method
used In most computers ils called two's complement, but we shall
not discuss it here.

We saw before that we could represent any letter of the
alphabet by using five bits. If we wish to represent both upper
case and lower case letters, we can add an extra bit to each
letter and make this bit a ™1 if the assoclated letter Iis
capital, and ™0™ If It is small. Now, our method of interpreting
letters is to look at the original five bits to see what the
letter isy and then to look at the sixth bit to see whether that
letter is capital or small. Since we have 18 bits In a location
and we only need six bits to represent a letter, we can put three
letters into each locations Thus, If we wanted to represent the
letters “T", "h", and "e™ In a single location, that locatlon

would look like thiss

F—— {8 biTe = 1 locaTian *4

llilooto [0looll | [0[00100

Caf"w Hgh gl;m.u it Small el
Figure §
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The reager will notice that in effect, we have put the
word "“The" Into a single locatlon. The obvlous extension 1Is to
put a bunch of locations side by side to form even larger words.
And thls way we can oullid into sentencesy paragraphs, bookss efc.
Since we can get 3 cnaracters into a single location, [f we
wanted to be able to represet poeple®s last names cf up to., sav.
12 letters, we simply have to takae four of these SN |ocations
and put three @l letters inlbeach.

From this polint on, we can avold the hassle of thinking
of the computer as a bunch of blts, and we can instead think of
it as a bunch of locations, each contalning bits organized in the
manner that we have Just describec. Now we shall concentrate on
trying to put a bunch of these locations together in order to
produce a computere.

Before we 3o on however, the reader 1s reminded that we
are only trying to convey to him a general feellrg for some of
the concepts that have enablea us to turn a bunch of on-off
switches into a computer. Simply having a feeling for how we can
represent real world thlngs such as words and numbers is much
more important than thoroughly understanding the dgdetalis ot the

examples provided. They are intended only to provide a concrete
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reference fo& understanding the general concepts.

Locations

Suppose that we were to take 4096 of these focatlons
and pack them into a single computer. In order to be able to talk
about any one of thase 4396 locations, tet us give each of these
locations a number from J to 4095. Thus we shall distingulsh
locations by referring to them as "locatlon 257" or *“locatlon
3967" etc. We shall refer to thls whole group of 4096 locatlors
as the computer "memory®™. Finally, In addition to these 4096
locations we shall create cne speclal location of 18 bitse. This
{ocation will not nave a number$ instead It will be referred to
as the "accumulator®. Thls accumutator [s to be thought of as an
auxiliary location whose function is to act as a sort of "scratch
pad™ for the computer. That is, the computer will use It tc “Jot
down™ things as it goes along doing wratever It s doing. The
reader wiill be able to develop a better feel for exactly what we
mean here once we show an example of how the accumuiator might be
used. Although we can only put one accumulator In our comguter,
there are many computers with more than one accumulztor, and some
Wwithout any. The I8M 36C/370 computer has 16 of these
accumulators, and in that machine they are glven numbers from 0
to 15« These accumulators are also referred to as reglisters on
many computers.

Thushar. w2 have deslgned a computer that can hold a
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bunch of letters anc numbers in it. But [t doesn®t ao us much
gooda If these letters and numbers Just slt arouna In the computer
without dolng anything. Thus we would be wise *to attack the
probiem of getting the ccmputer to 3ctually do something useful
with all these letters ana numbers.

Suppose that we wanted to get the computer to perform
the calculation (3%*4)+7. In order to do thls we would first want
to multiply ™3 times "4" to get "12". Then we uod?gfgad a “7" to
our *12*" to get "19", which would be our final answer. Let us
assume for the moment that somewhere In the computer there are
three foagtionss and it Just so happens that one of these three
locé?lons has a 3" In it, one of trem has a “4" in Ity and the
other one has a "7" in it. In addition we will have a fourth
location Into which we wznt to put the final answer of ™13" once
we calculate [t. We should also remember that the accumulator was
given to us as a scratch pady, so let®s use it as suche If we

wanted to tell the computer how to gc about calculating (3¥%4)+7,

we might tell it the following?

1. Find tha locatlon with the "3" In it, then take that
3" and copy It down ir the accumulztor.

2. Flnd the "4 and multiply It by the ™3™ that we
already have in the accumulator. Leave the result (12) in the
accumulator.,

3. Find th2 location with tre 7" [In ity get the "7%,

and ada it to the 412 that Is alreaay In the accumulator, leavling
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this new result (19) In the accumulztor.

4, Take the contents of the accumuiator(i19) and coDy
them down In the location that ras been deslgnated to recleve our
tina! answer.

Se. Halt because we are now done.

The way In which we are using the accumulztor as a type
of *“scratch pad* should be a little clearer from thils example.
This Is In fact, our first example of a program. Unfortunately
however, a program writtan In the above fashion ls not generally
acceptable to a computer. What we have slmply done [s outilned
the steps that we might tell the computer to follow In order to
perform the calculation (3*4)+7.

This example establishes two important opoints. It
shows first of ally that to get the computer to perform a
specific task we have to break that task down into a bunch of
very specific instructlons. HWhen a bunch of these instructlons
are put together in some workable fashion they constitute a
program. Secondly, it establishes these Instructions as the basic
units of a programe. Thus all tasks that the computer can perform
must ul timately be described In terms of these Instructions in
the same way that anything that we as humans might want to say
must be ultimately be put in terms of words. Let®s now ftake a
closer look at these instructions and see if we can ftind a way to

fit them Into our computer.
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Progranms_and _Instructions

The first thing that we will do Is create a third
section of the computer for all of our Instructlons. Thus we have
the ‘'"character®™ sectlon, the “number*™ sectlon and the
*instructlion® section In our computer.,

As we saw before, the first step that we wanted the
computer to follow In order to calculate (3*4)+7 wast

“41, FInd the location with the ™3™ In 1ty then take
that "3*" and copy Lt down In the accurulator.”™

We might have gooa reason to belleve that copylng the
contents of some locatlon inkemorv into the accumulator 1s
something that people wusing our computer will want to do
frequentliy, even when they are not cerforming the <calculatlon
(3*4)+¢7. Thusy, wWe wlll set out to deslgn a general purpose
Instructlon that can be used to copy the contents of one of our
4¢96 locatlons Into the accumulator. The Instructlon that we
will create will bpe called "loaa the accumulator™, and it willl pe
accompanied by the number of the location whose contents we wish
to load Into the accumulator. Thusy, if we say "load the
accumulator 297" it means that wWe wWwant to take whatever we find
In tocatlion number 237 anc copy it Into the accumulstor. In order
to avold writing out the words "load the accumulator® all the
time, we shall abbreviate them as "lac". Thus "lac 297" (s what
we will actually say It we Wwant the ccmputer to load the contents

of locatlon 297 Into the accumulator.
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It Ils important for the reader to note ftrat we are not
putting the number "297" into the accumulator. Rather we are
putting whatever w2 find In locatlon number 297 Into the
accumuliator. This aistinction is important to remember.

It we look back againy we see that the second thing
that we wanted the computer to dD in order to calculate
(3*4)+7wast

"2, FIna the "4" ana multiply Lt by the *3* that we
already have in the accumulator. Leave the result (12) In the
accumulator."

Once againy, we have an operation that it seems we mlight
want to perform fregquentiy, namely multiplication. So we shall
creafe another instruction and call it "multipiy™. This
Instruction too, will be accompanlea by

the number of the location that we are talking aboit. Thus [f we
want to multiply whatever [s in the accumul ator by whatever s In
focation 3167 and leave the result in the accumulator, we simply
say "multiply 3167." An approprlate abbreviatlon for multlpiy
might be "“mpl"™, ana thus we will use it. Thls means that we would
really say "mpl 3167" to muitiply whatever is In the accumulator
by whatever is In locatlon 3167. Note again, that we are not
mul tiplying the contants of the accumuiator by the number *3167".
Rather we are multiplying the contents of the accumulator by
whatever happens to be in locatlon 3167 at tre time. It Iis
Important for the reader to Catch the distinctlon between the

number of a location and wnat s actually contained in that
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location.

Step 3 saids

“3. FInd the locatlon with the "7" In ity get the “7%,
and add it to the *12"™ +that |[Is already In the accumulator,
leaving this new result (19) In the accumulator.”

Addition t900, is the +type of thing that we will
probably want to do often. So we will create a third Instructlon
caliea *aad™, and it will work in the same fashion as the other
Instructions, except It wlll add whatever s found In the
specified location to whatever is found In the accurulator.
Slnce the word "add™ is short enougk already, we co not have to
abbreviate ift.,

The fourth thing that we wanted to do was!

“4, Take tne contents of the accumuiator (19) and copy
them down in the location that has been desjignated to recelve our
flnal answer."

Again it seems that we have a task which we wlll want
to perform often} namely copying whatever Is in the accumulator
Iinto a location In our memory. So we'll invent another
Instruction callea *“store"™, which we shall abbreviate "sto". Thus
“sto 1485"™ will take whatever [s in tre accumulator and copy It
Into location 1485,

Finallys w2 saiat

“5. Halt because We are now done."

To take care ofhhls situation we will create one final

Instruction calied "halt*, abbrevliatea "hit™., Note that we don't
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have to specify a location number with the halt instructlion as we
did with the other four Instructlons. This Is because halt
doesn®t do anything witn any of our locations; it simply stops
the computer when wWe are done wlith what we want to do.

At this point, we have developed for our computer a sef?t
of flve Instructions that we can use to get It to do something,
namely lacy, mpl,y, add, sto, and rit,

But we can't simply stanc outside the computer and
shout these Instructlons at it. We must find a way of actually
putting these lnstructions lnside the computer. We®'ll approach
this problem in much the same way that we approached the problem
of putting In letters and numbers earller} by seeling If there |Is
some way to represent tham using a bunch of bits.,

As we sald earilery 3a location In our sample machline
has 18 bits in ity So let®s see if we can find a way to represent
an instruction using 18 bits. If we can, then we can put a whole
instruction into a single location.

If we look at trhe Instructions that Wwe have developed,
we find that each ona of them except "hit*” has a common two opart
structure. The flrst part is the operatlon that we want the
Instruction to perform (such as aday mply Stos lac) and the
second part tells us which locatlon we want that operatlon to be
per formed on. We shall refer to the first part of an Instruction
as Its “operation™ part, and the second part as Its ™"locatior™
part.

As we sald before, our computer has 4096 locatlions
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whnich are numbered from 3J to &4065. It Just so happens that 12
blts can be arranged in 4(9 dlfferent ways. As a result, we can
use 12 bits to reter to any one of tre 4096 locations 1in the
computer. So If we wanted to talk about locatlon 18, we would use
the 12 bir pattern "00000001G010"y whlich is simply the
representation for number “18"™ as srown In figure 2, except with
some zeros padading it on the left, This means that we can use 12
bits to form the "“locatlon part®” of our lnstructlons, because 12
bits can tell us which of the 4396 locations the instruction Is
referring to. Since we have only used 12 of our 18 bits for the
“Jocation" part of the instruction, we can use the other 6 Dbits
tfor the "operatlion™ part.

Six bits can pe arranged In 64 different ways, thus we

Fyoes oF TniTeucTion,,

can have up to 64 dlfferent, We might (although we don®t
necessarily have to) assign tne fcllowing bit patterns to the

Instructions that we have created so far!

lact (O0GCCO
adatl (0Juil
mplt 000010
stot! (03011

hitt GOG10)
ang at this point we still have room for 59 more instruction

types.e Finally, we shall have to adopt a standard way of putting

these instructions into memory, so we®ll put the six “operation™
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bits on the left side of a locatlon and the 12 "“location™ bits on

the right slde. So for Instance, the representation Inside the

computer for the instructlion “sto 19" would be?

l( 18biTs = 1 locaTion *%
K—b biTs )|< 12 biTs ———

"sto 19" [0000!1 | 00000001001 |

FepreseqTaTion represenToaTion
for "sTore" For 19/

Figure 6

and as we seey this fits nicely into 18 bits. Now, whenever we
encounter the bit sequence "gp0011000000040041™ anywhere In the
instruction section of the computer, we know that it means “sto
19" and will cause the computer to store whatever |Is Irn the
accumulator into location 19. For an Instruction such as “hiIt"
which doesn*t refer to any location and thus doesn*t requlire a
“jocation™ part, we can simply set the locatlion part to all 0°s.
Thus “hit" will be represented by the bit pattern
*000100000000000000%.

Up to this time, we have assumed that our computer Is
divided up into three distinct parts, one for characters, one for

numbers and one for Instructlons. The primary reason behind doing
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bits
this was to drive home the point that the same sequence of iums

sswmemc® can mean different things, depending wupon how thaet
sequence is interpretecd. In our machine, a single bit sequence
can be Interpreted as a character, a number or an lnstructlon,
depending upon which section of the machine we find it in.

Let's go back now to the program that performed the
calculation (3*4)+7 and see what we can do with it now that we
have found a way to out lns?ructlons into our computer. Let's say

that we take locations 0 through 10 of our computer and set them

up in the following ways

Bit P\rranqemenT Mgan'm!
LocaTion
Number 18biTs= 1 location

0 lac 5

1 00020 000000000 mul 6
InsTructions 2 00001 00000000011 add 7
00011 00000000200 sto 8

000400 00000000000 nit (g)
‘iﬁ%ﬁﬁiﬁiﬁﬁﬁiﬁiﬁoff 3

G"U‘It(d

Numb 000000000000000200 | &
mbers 7 ‘Eﬁiﬁﬁiﬁiﬁﬁiﬁiﬁiﬁ:x 7
000000000000000000 0
Characlers 90 10111 000000 000001 r::
Filgure 7

As we can Seey we have put some instruc tions Into locations 0
through 4. We have put the number "3" iInto location 5, the number
“4* Into locatlon 6, and the number "7" Into locatlon 7. Locatlon
8 has the number "0 In it, ana this is the location that wlll
receive the final answer to the (3%4)+7 calculations Flnally,

locations 9 and 10 respectively have the letters "Yab"™ and ™lon®"
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in them. Lets see what would happen [f we told the computer to
begln following the instructions at locatlon ¢ and continue until|
It runs into a halt instructlion.

In location 03, we fino the instruction ™lac ©5*,

symbollzed by the blt sequence ™03(J0J330003000101". This s
telling the computer to take whatever [Is in location 5 and put It
Into the accumulator., As we can see, location 5 has the number
“3" in itsy thus the computer will copy that ™3™ into the
accumulator. The next Instruction Is In locatlon 1 and *there we
tind the bit sequence "000010000000000110" which rezlly
means “mul 6". Thus the computer will get whatever Is in
tocation 6 and multloply It by whatever 1Is In the accumulator.
Since location 6 has a “4" In It and the accumulator has a "3" in
ity the result of the multiplicatior will be "12™. This "12"™ will
then be left In tne accumulator, and we are then ready for the
next instruction.

The next Instruction, found ln locatlon 2, says "add 7"
and is represented by the bit sequence "0J300010600800000111™ This
will cause the computer will take whatever is found ln location 7
{which Just so happens to be the number "7") and add It to
Wwhatever is in the accumulator at the current tire. Slince the
accumulator has a "12" In it at this point, when we add "7 we
will get a total of *19'". This "19"™ will thern be left In *the
accumulator, and we are ready for the next Instructlion.

Going to location 3 for tre next Instructlons, we flnd

the blt string "™00001100000006100¢0" whlch stands for ™“sto 8".
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Thus the computer will take whatever (s In the accumulator (now a
19)y, and put It Into locatlon 8. Since locatlion 8, which is our
answer locations now has the answer In It, we are done witr our
task.kna as we can see, the next Instructlon, found In locatlon
4y Is @ *“hit" instruction.

With thls example, a number of things begin to fall
Into place. First, we bhave finally gotten our computer to do
somethings In a strong senses the procedure followed by the
computer in executing 3 program Is like a treasure hunt. The
computer 1s given Instructlons which tell Lt whlch locatiors to
look into and what to do with what it finds In these locations.
Then It goes back for anotker instruction, follows Ity and comes
back for still another instructlon until one of the Instructiors
tells It to stop.

Secondlys it shows that we don't really nreed seperate
sections of the computer for characters, numbers and
instructions. All we really have to do Is keep track of which
locations contaln numbers, which contaln characters and which
contain Instructlons. For instance, In the above exzmple we had
the computer look for [ts first Instructlion In locatlon 0 because
We knew that we wanted the blt string In location 0 to be taken
as an instructijion. If we had foldrhe computer to look for Its

flrst instruction lny says, location

69 It would have taken the number 4" In locatlon six and ftrled

Instead to interpret It as an Instruction. Of courses, we don®"ft
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want the contents of locatlon 6 to be interpreted as an
instruction? we want them interpreted as a number. Having told
the computer to look for its flirst Instruction In locatlon 6
would have been an error on our part. Pursuing this polint
further, let*s say that location 2 had an "add 9" [In it Instead
of an *add 7". The computer would have gone to locatlon 9, found
the bit string "™1110003000000000G614*™ which Is supposed to
represent the letters “Yab", and added it to whatever was In the
accumulator at the time. In short, It would have Irterpreted the
three letters *“Yab"™ as a number [nstead. Certalinly, thls was not
our intent. So wWwe can see that the computer really doesn®t worry
about the difference between characters, numbers and
instructions. Instead, it leaves It up to the person writing the
program to make sure that re uses everything in the rlght way. It
he doesn®tsy his oprogram simply won®t work as he wants [t to.
From nrow on we won®t think of our computer 2as having an
instruction part, 3 character part and a number part. Instead,
we shall think of it as having programs, which contaln
instructions and data. The Instructions tell the computer whrat to
doe. Locatlons (-4 of Flgure © certainly qualify aﬂlnstruc*lons.
Oata will simply be anything that is manipulated In some way by
these instructions. Thus, everything In locatlons 5=-10 of flgure
6 will be calied data. A list of stockholderspbn a corporation
computer will be thought offas data, whille the things telling the
computer what to do with trat iist are the Instructions.

Another thing that the reader might notlce Is trat this
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program Is capable of not only multiplying ™4™ times "3" and then
3dding "™7", but it Is capable of multioiying any two numbers and
then adding a third. For instance, if we were to put a “25"
Instead of a ™3™ lnto location 5, a *"287" Instead of a ™4™ |Into
tocation 6 and a *3987" instead of a “7"™ into location 7, we
would be able to use the grogram In lccatlons 0-4 to perform the
calculation (25%287)+43987. It 1is nice to know trat we have to
slmply change the numbers In the apgroprlate 1ocations rather
than wrlte a naw program everytime we want to perform the same
calculatlon with different numbers. This general adaptablililty of
programs is one of thelr nicest features.

As we go along trying to Ilmprove our computer, we shall
come across the need for some new Instructions beyond our
original flve, and we shall aadd them at that tlime.

One of the most useful cropertles ot a computer is |Its
ablilty to make daclslions. In the (3*4)+7 examplie, we simply
gave the computer a bunch of Instructlons to execute, and it
executead them. But often the case arlses where we do not knrow In
advance exactly which Instructlons we want the computer to
execute and which ones we don®t., Wrat we would llke to be able
to do is let the computer itself decide which Instructlons to
execute and which ones to ignore. For Instance, if we are writing
a program to guidea a rocket to the moon, the computer may run
through some section of the program which flgures out whether or
not the rocket Is on course. If the gprogram figures out that the

rocket is on course, then we want to leave the rocket alone. If
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not,y, we want to start executing a bunch of Instructlons designed
to put the rocket back on courses. Thus we need some way for the
computer to declde whether or not to call on the routine which Is
designed to put the rocket on course again. In fact, most tasks
whlich a computer might be called upon to perform do Involve at
feast some amount of decision making on the part of the computer.
If we glive the computer a social securlity number and ask [t to
tind the name of the person witr that number, the program that we
give the number to will search through a whole Ilst of soclal
security numbers and nNamesSe. Each time it looks at a social
securlfybumber on the 1lst, It has to decide whether or not It
matches the number [t was askea to look for. If it does matchy
then we simply send out as the answer the name that ls assoclated
with that number on the ljiste If It lsn®t a matchs then we have
to contlnue searching through the {ist. There |Is, 35S we can see,
the need for the computer to make a decislon here.

We shall now Introduce a new type of instruction
deslgned to allow tha computer to make such decislors. Before we
do that nowever, we shall first inftroduce a “subtract™
Instruction, abbreviated *“sub™. This instruction works Ir the
same way as did *“agd™ anag "mul"™, except it subtracts. HWe are
adding this Instruction only because we need [t for our next
example. Let*s say that we want to write a program to flgure out
which is the greater of two numbers, and let us also say that
these two numbers are in locations 100 and 101. Once the computer

flgures out which of the two numbers is greater, It coples the
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greater number Into locatlon 152. Thus, we can thirk of locatlon
102 as our answer location. Let us first look at tre case where
the number In location 10J is greater than the number [In locatlon
161. This means that we want to copy the number from location 100
Ilnto locatlon 132. The program that we would use to do such a

thing might be as follows?

1« lac 10y =-take the number found In ftocatlon 13 and
put it into the accumulator.

2 sto 132 =-take the number from the accumulator and
put it into location 102

3. hit -we are now done

We shall henceforth refer to these 3 Instructlons 3as
“program 1". Thus, wherever location 13§ contalns a number larger
than the one in location 101y we want to follow program 1.

If howevery, the number in locatlon 101 Is greater than
the numpber in location 100, then we want to copy the number in
location 101 into locatlon 102. One program which wouid

accompl ish such a task is the followingt

i+ lac 104 -take the number found In location 101 and
copy it into the accumulator.

2. sSto 132 -store the contents of the accumulator into
locatlon 1g2

3. hit =-we're done!
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In tnls program we are doing almost the same thing as
before, except we are putting the contents of location 101 Into
the accumul ator rathar than the contents of locatlon 100« This
program will be referred to as “program 2". It becomes apparant
now that we must provice the computer with some way of ceciding
whether to execute progjram i or program 2, and trat thls cholce
must be based on which of the two locations has the greater
number In it. To do this, we introduce a new Instructior called
“Jump If accumuiator greater than zero"™ which wil! be abbreviated
"1gt"™. What exactly does this lnstructlon do? Let us say that the
computer is busy running a program and at some point [t were to
discover the instruction *"Jgt 1000+ The computer would first
look at the accumulator and see If what It contalns s greatar
than (. If the number [n the accumulator Is Indeec greater than
zeros the computer yoes to locatlon 1000 to took for Its next
Instructlon, and contlnues executing Instructions from there. If,
on the other hand the number found In the accumulator ls not
greater than zero, tnen the computer will do nothing. It wlli
simply continue axecuting instructlons wlthout Jumpclng to
location 100s The reader may at thils pcint be wondering how such
an instructlon can be used e€ffectively, and the next example wlll
hopefully answer that question.

This program shows one way that we might aeclae whether
location 100 or location 101 nhas the greater number. The reader

heweder
should notice a ftew things,before he dives Into the program and
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tries to figure it out.
We see first of alls that tre Instructlons In locatlons
3, 4 ana 5 are simply the three Instructions trat constitute
"program 2", which iIs the program that we want to use if locatlon
101 has the greater number., We will also note that locations 6, 7
and 8 contaln *“program 1™. This ls the program that we want fo
use if locatlon 100 has the greater of the two numbers. As we
shall see in a3 moment, locatlons Jy 1 and 2 contaln instructions
that zre belng used to decide whether to use program 1 or program
2« As tne reader wlil see, locatlons 0 and 1 cause us to perform
the subtraction “contents of locatlon 1Gd - contents of locatlon
101*. It the result of this subtraction Is greater than zero,
that means that location 12§ has the greater number and S0 we
want to follow program 1. If the result of the subtraction Is
less than zero, then location 151 has the greater number and we
want to follow program 2. Finally we show locations 100, 101 and
102, which are tha three locations that we are Interested In
-::ﬂ:ﬁ:ﬁﬁ:ﬂﬁh—-n i
« At the start we shall assume that location
100 has a 6927 In it and that locatlon 104 has a 2 In Ilt, soO
location 100 quite ooviousely has tre greater number. The reader
should lignore the numbers In parenthesis for tre moment. Of
courses the computer doesn®t actually have, says, a "lac 163" in
tocation (@« Rather it has the strirg of blts used to represent

“lac 100" in the way that we discussed earllier.
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Location Number ConTenTs

? sﬁg lgl Decide whether to use Program 1 or Program 2
> 9t 6 bg comparing jocations 100 and 10}
3 ac 4'-5'1 Pr'osr-am 2
5 'a‘:_:'l_z (Used if LocaTion i0] has The grealer nwmber)
? Jac_104 :g 9 Program 1
8 5——1—“ T €Used iT LocaTion (00 has The greeter Nimber)
. '
. :
100 [6927 (2) (%)
101 2 | (e927) (5)
102 ¢ (Answer LocaTion)
Figure 8

If location 100 has the greater number, that means that
we should be following program 1, which resides In locatlons 6, 7
and 8. Lets see what does happen.

We start executing our program In location 0. There we
find the instruction "lac 100". This wlll cause us to copy
whatever in in locatlion 100 (in this case a ™6927") Into the
accumulator. Once w2 have 2@ 6927 in the accumulator, we go on to
the Instruction In location 1. There we find an Instruction to
subtract whatever is In locatlon 101 (in this case a "2") from
the 6927 In the accumulator. HWell, since 6927-2 =6925, we now
have a "6925" In the accumulator. Finally, we go to location 2
which has the instruction *)gt 6". In other words, [f whatever is
In the accumulator ls greater than (, we will go to locatlion 6
for our next instruction. Certainly the 5295 in the accumulator
Is greater then zero, so we do go to location 6. And as we sald
befores, location 6 is simply the start of “program 1%, which Is

Indeed the program that we want to use In this case. If we follow
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along from locatlon 64 we ftirst see a "lac 100". This takes the
"6927" in loction 130 and puts it into the accumulator. Next we
go go to location 7. This says "sto 102" whlch causes us to store
the "6927" from the accumulator Into locatlion 102, which s our
answer locatione. Finallys we halt In locatlon 8, and our program
has done what we want it to do. Now, let us look at the other
cases where location 1jJ1 has the greater number. We shall simply
switch the 2 and the 6927 and see what happens. It everything
goes wells we should end up following program 2 thls time around.

Starting our program at {location 0 again, the flrst
thing to happen Is that the "lac 10(0™ causes us to fload the *2*
In location 1{§ into the accumulator. Then, the "sub 101" In
locatlon 1 causes us to subtract the "“6927" In location 101 trom
the 2" in the accumulator. 2-€927=-6925, and certalnly this
number i1s less than zero. After this "-6925" Is put Into thre
accumulator, we flnd the "]gt 6" in location 3 once agalns which
says "If whatever iIs In the accumulator [5 greater fthan zero,
then go to Jocation 6." But the number In the accumulator
certainly isn*t greater than zeros SO we simply Ignore ¢tbhis
Instruction. Thuse wa do not go to location 6y rather we contlnue
along at location 3. But lo anc behold, location 3 is slmply the
start of program 2. Location 3 says "lac 101", so the *6927" from
location 101 is put 1lnto the accumulator. The ™sto 102" |In
location 4 |s executed next and ccauses us to dump the "6927"
from the accumulator Into locatlon 102. Once agalns our answer

Ils safely tucked away in location 192. Location 5 says "hit" and
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SO We are done.

There is one special case however that we lgnored; the
case where locations 100 anc 101 each have the same number. Let
US quickliy see what would happen [if these two tocatlons
containedy Ssays the number 5. The "lac 100" In location £ causes
the "S5" in locatlon 100 to be put into the accumulator. Then, the
“sub 101" In locatlon 1 causes us to look in location 101 and
subtract whatever is founa there from tne 5™ In the accumulatore.
We fina a "5" In locatlon 1041, and slnce 5-5=0, the accumulator
Wwill now contain a *"0"™. The "Jgt 6" In locatlon 2 will only cause
3 Jump to location six if the accumulator has a number greater
than zero in it. But the accumulator has exactly zero In ity so
no jJump wil! be made. So we simply continue on to %W location 3.
We know from before that the net effect of the instructions in
locatlions 34 4 and 5 is tc move whatever Is In locatlon 101 Into
location 10Ze. Thusy a 5 will end wup in locatlon 102 as our
answer. This seems |1lke 3 reasonable result for the situation, so
It tooks as if our program really works in all cases. (When
locatlon 10¢ has the larger number, when locatlon 101 has the
larger number and when they each have the same number.) We shouid
mention that having checked for the special case where each
location had the same number was essentlal before we could claim
that our program fully worked. If we hadn®t checked thls case,
then we would only be able to claim that our program works for
most cases, namely where the locations have dlfferent numbers 1In

thems BUut we could not have claimed that [t worked for 2all cases,
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since we had not <creckea for the case where the locatlons
contained the same number. We point this out because [t orlngs
out somethlng very lmportant about the nature of the errors that
one often finds In a program or in a computer system, Many
programs are wWritten which appear to work all the time, yet
don®t. Insteaa, they work aimost all of the time, yet they don®t
work when some special conditior occurs which has been overlooked
In both the writing ana the testing of the program. And [t Is not
an error resuilting from faulty instructions. It ls an error due
to the fact that the programmer did not have a full understanding
of the problem that he was trying to solve by writing the
program. The "speclial case™ of two numbers belng equal Is not one
that would be frequently overlooked (hopefully), but i1t shows how
in a much more complex program, trere might just be somethlng
that is overiooked., If a program Just plaln doesn®'t work under
any clrcumstances pecause simply wrote the program wrong, it
would be easy to see that the program lsn®'t working properly when
it 1s tested, and nobody would use the program to do anythlng
serlous unless they were looking for troudble. But 1f the program
does appear to work when it is first tested, yet in reallty it
contalns an error that occurs only In an obscure sltuatlon which
was overlooked, then we have a problem, because people will wuse
the program thinking that [t works all the time, when in fact It
doesn*t. And often, the process of finding the rare cases for
whicn a program doesn®t work involves simply waltling around until

somebody stumbles onto one of these rare cases while actually
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using the program. Sometimes, even this isn®'t good enough. 0Often
an error wlll occur ana tre person wusing the program won't
realize it. He may thus accept an Incorrect answer from fthe
computer, thinkling that it Is correct. Herelin we flnd the crux of
one of the problems that we shall discuss later on: that computer
programs frequently contaln errors that can result in
undetectable mistakas. If these errors were at least detectable,
It would be okays Slnce nobody would use the erronious resultse.
But If a mistake [s undetectzbles, as It often ls, we then have
the very serious danger of people relying upon wrong answers from
a computer to make declslions. These faulty declisions may In turn
cause serlous problems. We shall look at many case stuales where
such a sltuatlon nas <caused untold misery for the people and
organizations effected.

So far, we have made statements such as "the computer
takes a number from a locatlon™ and “the computer looks at tre
next instruction®™ and "the computer does thls"™ and "“the computer
does that*". But we have never really adressed the problem of how
the computer does all the things that we are talking about. How
does the computer 3dc two numbers or read the next instructior?
Is there a little man running around inslde the computer dolng
all these things? One would suspect not. All of these things are
actually done by what is generaily referred to as the computer
“hardware™. The hardware of a computer is simply the collection
of wiresy, transistors and whatnot that actually constitutes the

computers, This is in contrast to the programs that we have been
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talking about whlch are jJenerally thought of as the "“software"™ of
the computer. Thus, It i3 the "software™ of a computer, namely
those programs that are written for It, which tells a computer
how to perform a specific taske And [t Is the "hardware™ of the
computer that can actually look at thre Instructlons of a program
and do what they say to do by moving all sorts of data back and
forth from one place to tre next. At thls point, we shall begin
to look at the *“hardware®™ of a computer to get a feel for how It

ls constructed.

Computer Hardware

(At this polnt, there willl be a section about computer
hardware which has not yet been written.)

At this point, ue‘ha;e :ome a long way from the simgcle
on/off bit. We have shown how we can put ftogether a bunch of
these bits to represant letters and numbers, ana we declded
thereafter to organize these bits Into groups of 18 called
locations. But we naeeaed some way to manipul ate the data that we
put into these locations; we certainly dldn®t want It to Just sit
there. So, we developea tre notion of an instruction which would
be able to manipulate tre oaata In these locatlons in varlous
ways. HWe found that if we put é bunch of these Instructions
together In the right way, that we could produce a program which
was capable of doing somethinge We found that these instructlons

not only manipulatad the ocata in the locatlons, but trat they

-157-



also made decisions about which Instructions to follow. As we
saia beforey the 23bility to make cecisions is one of the most
Important features of any computer. And we can always Introduce
more daecision making instructions to axpand the range of the
types of cecisions that we are able tc make. At trls opclnt |In
fact, we have already cevelopea a very llmited verslon of a small
scale computer.,

A computer comparablie to the type that we have
developed here would generally be referred to as a minl computer,
The number of locations in this computer Is falrly small comoared
to the number of locations In the computers that we shall be
dealing with later or, yet a computer of thls sort provides the
capabliity to perform most small scale programming tasks. The
cost of mirnl computers has dropped drastlcally since computers
first came into exlstencey, and it is reaching a level at whlch
many small buslnesses and indlvidual people can purchase minl
computers rather easlly. It is thls this type of computer that
may one day be as common an appllance as a refrigerator, 2
dishwasher or a television. To get a sense for exactiy what such
3 computer ls capable ofy I provide a few exemples.

Many peopla have undoubtealy Seen the new generat jon of
computer games that has hit the market recentliy. One of the most
predominant of thesa games is computer ping ponge. In the
Interest of saving the quarters that I might otherwlse throw Into
these machlines, I decided to write my own ping pong game on 3

computer which haa a tv type screen similar to the one found on
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the commerclal version of the plng pong game, Al though I changed
the game slightiys, the program I wrote, 1If anything, gprov]ded
more features than t he commercl al version. The
lns?ructlonskccupled about 450 locatlons, and the data occupled
2503 more. Thus,%ﬁhﬁl onty 7(p locatlons In totaly, I was ablea to
produce a worklng ping pong game.

Another program whilch I wrote was a slmulated baseball
game. (The reader can probably tell by now that I |Ilke to wrlte
computer games.) 8y feedlng the statistlcs of players on two
different teams Into the computer, one could get the machlne *to
play out a full baseball game. It was a simpllfled version of a
real game, but it accomplishea &all of the essentlals. Thls game
occupiea a total of about 3(0y locatlons, about half of which
were simply usea for statistical data. So there were only 1500
Instructions.

I could go on all day writing about other programs trat
I have written or enccuntered, but that Is not the point. The
point is that the 4G96 locatlon machline that we have developed is
in tact capable of doirg scme reasonably compiex things. In fact,
about the only people who uould‘ever write a pEEmEENay program
occupylng more than 4§36 locations are probably professlonal
programmers. But for the average everyday persons 4096 focatlons
do Indeed provide a lot of capability.

We should also say something at thils polnt aboilt the
speed of a computer. With our current state of technologys wWhich

Incidentally Is constantly changing, It Is not unreasonable fto
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expect a computer to be able to execute well over & milllon of
these instructions in a silrgle second! New technological
advances promlse to increase that number even further, posslbly
to a billion or more. Such capablility is absolutely mind
boggl lnge.

But minl computers are only a part of the computer
scene. The recent years have seen the development of computers of
far greater slize than the one that we have develcped thus far,
and we shatll frequently flnd ourselves concerned wlth these types
of computers. Let us see if we can take the minl computer trat we
have developed thus far and expand Lt further to produce one of
these super large computers of which I speak.

Earliery, when we put 4096 locations together into one
computer, we declded to refer to them collectively as the
computer "memory"™, From here on in, we shall start thinking of
the computer memory 3s a simgle units This means that we can
simply take a bunch of fthese computer memorles anc put them
together In some way to get a blgger computer,. Let us say trat we
take 4096 of these computer memories and put them Into a single
computer.s To distinguish one memory from the next we could glve
each of these memories a number from 0 to 4095. Nows our computer

looks somethlng llike thist
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Since we now have 4096 memories of 4096 locations each,
we have a total of 4096*4096 or 16,777,216 flocationss Now, In
order to refer to any of the 16,777,216 locations In our computer
all we have to do Is speclfy what IEEEEEIEEEEEEINNEES memory
it is iny, and what its location number Iis. Thusy by saying
“memory 258, location 1096™ we are able to speclify exactly which
of the 16,777+216 locations we are after. Let's also see what
other changes we have to make In our computer to accomodzte this
increase in size. Let's say that during its operation our
computer comes across say, the iInstructlion "lac 3981". What this
means is "load the accumulator with whatever Iis currently In
location 3981". But which location 3981 are we talking about?
With 4096 memories, we might be talking about any one of &096
locationsy all of which have the number "3981". So It looks |lke
we shall have to find a way to let the computer know which
“location 3981" we are talking about.

Let us say that the location 3981 being referred to
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happens to be the one In memory 30i. We What we can do is add a
new instruction. For instance, our new Instructlon could allow
the programmer the apblllty to say "all Instructlons refer fto

locations i1n memory 301 until further notice"™.

He shall call this instructlon the "memory”™ Instruction, ard It
Wwill be abbreviated "mem". And when the computer sees the
Instructlon *"mem 331"y It krows that all Ilnstructlons wuntll

further notice refer to locations in memory 30i. If, later on in
the program the programmer wanted to rave all hls instructlions
refer tos, says, memory 1093, he simply says "mem 1093™ and the
computer wWwill then use memory 1093 until further notlce.

Suddeniy,y, With very l|little effort, we have gone from a
fairly small computer to a very large one.

At thls ooint,y we shall begin to divert our attention
from the technical question of how a computer works to the more

social questions of how it s used. It Is Iin this section that

many of the social lssues of computer use EESESeERIIRERNENE
Resmseheenssittiness «[ i | begln tc make thelir aopearance. Before
going on however, it should be mentioned that the sample machlne
that we have usea for our discussion was derived from a Digltal
Equipment Corporation PDP-1 computer at M,I.T. This computer
happens to be one of the earilier computers that was ever bullt,
Although the computer Industry has come a long way since the days
when this computer was designeds, the basic principles of blts,
focations and programs rave remalned the same. Thls machine was

usea here for a teachlng model because 1lts design s falrly

e



simple, and thus easy to understand. In fact, this POP 21 of which
I speak wWas uJused some years back to teach ar introductory
computer course at M.I.T. I had the privliiedge being a ‘teaching
assistant In this course wunaer the fine direction of the i|ate
Samuel J. Mason. Unfortunately, after hils death, the course was

abolished ana this computer Is no longer used by anyone.
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How a_Computec is _Used

Iim2sharing _and Multiorocessing

Let wus say that a city government somewhere ceclided to
computerlze the operatjions of 190 of its clty agencles. There are
a number of ways that we might approach such 3 situatlon. One
extreme wWould be t0o buy 130 falrly small computers ana glve one
to each agency. The other extreme would be to buy a single cne of
these large computers and find some way to split [t up among the
various agencies. Since cne big comgcuter is much less expensjve
than 100 small computers, the idea of getting the blg computer Iis
the one that we shall pursues Let's say that four of the 100
agencies for which we are buying this computer are the Pollce
Department, the Fire Department, the Motor Vehicle Department and
the Clty Payroll Department. We want the Police 0Oepartment to
have a program which keeps track of all arrests made by its
members, along with some pertinent information about the@se arrests
The Fira Department®s program wlll keep track of all alarms thrat
are sent In, and Information regarding them. The Motor Vehicle
Department will have a program to keep track of all llcencad
drivers and registred vehicles. Flnally, the Payroll Department
program will keep ftrack of the salaries of all city workers, and
every Friday at 3t(J it will print out paychecks for all the clty
employees.

Let us say that the Pollce Department's program
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requires 25 memories. Lat us also say that the Fire Department®s

program requires 15 memoriess. The Moter Vehicie Oepartment®s
program happens to requlre 40 memories, and the Payroll
Department®s program reqguires 5 memories. Using our big

computers we could take the Police Qepartment®s program and put
It In memorlies (=-24. We can put the Flre Department®s program In
memor.es &25-39. HWe can use memories 4J-79 for the Motor Vehicle
Department®s program and memorijies 83-13¢ for the Payroil
Department®s program. And wne still have memories 131 through 4035
feft over for use by the other 396 agencles.

It our computer s capable of executing 1 miliion
Instructions per second, which Is not unreasonabie, what would
happen |f our 100 departmental programs simply take turns beling
processed? For Instance, we could run the Police Department®'s
program for 1/100 second ana then kick it off the computer and
run the Flre Department®s program for 41/173) second. Then, ne
could go to the Motor Vehicle Uepartment®s program and oo the
same thing. We can simply continue Iin thls fashlor untit all 150
programs have been given 17160 second each on the computer, and
then go around again. Since each of 135 programs are glven 1/109
second on the computer, It takes 1 second to complete a tull
cycle. And since the computer can execute a million Instructions
per secondy each of the 1/10C second slices of time will stiil be
enough to execute 10,000 Instructions. 50 at worst, each of the
100 programs will get enough time to execute 10,000 Iinstructions

per second, This scheme of having programs taking turns on a
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computer is generally referred to as time-snharirg. Often, a
company with one of thase large comguters wlll simply sell some
of these time silces to varlous organlizations or people who are
Interestea In uslng 2 computer, but who don®t want to buy a whole
onee

The flrst reactlon that one might have to such a
timesharing scheme 1s that It wllil drastlcally slow down the
speed of the computer for each agency. Let us examine how these
agencles might use their programs and see how much ot a croblem,
if anys, thls slondown ls.

If we were to casually walk up to the person
using the Police Department®s program and ook over his shoulder,
we might see him typa in a request to the computer to print out
the names of all people who were arrested for a felony durling
February. The computar then looks through its arrest data for 3
short perioad of time and finally prints out the deslred names.
Theny, the operator rips off the sheet of paper witr the names on
It and gives it to his sergeant. Afterwards, he goes back and
asks the computer to print out the names of all people arrested
by officer Smith the week before. The computer does a quick
search through its information and once again prints out the
answer. Then, for the next few seconds, the person simply looks
at the names that tha computer has just given him before he makes
another request for information from the computer. Of course,
each of these reguests can only be made If it s written into the

program to allow such requestse. Finalilys he makes another
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request of the computer after which he stops agaln, this time to
30 t0 the bathroom. The point is thist the computer is not being
asked to work contjinuousliy. Instead It Is belng asked to do a
qulck M’ that takes only a srall fraction of a second.
Theny, fthere [Is an [dle period of a few seconds where no requests
are made. Then, a new request causes the computer to work for
another small fractlon of a second, and then there is another
break. ASs we can seey, it really requires only a small fraction of
the computer®s time to satisfy the requests of the person usling
the program. The rest of the time, the computer is idle.
Certainly, this seems to ve an [nnefflclent use ot the comgputer,
especlally when one considers how expensive a computer is. If the
pattern of use Is pretty much the same for the other 99 agencles.
then we can probably timashare among them.

If we look at it trom the computer®s polint of vliewy, we
find that when the computer sweeps through the 100 programs,
there might only be 3 or 4 of them that want to use the computer
immeadiately. The people using the other 96 or 97 programs are
currently engaged In that Interval of time where they do not want
to use the computer immediately because they are taking s slp of
thelr coffee, reading what the computer has Just glven them, or
whatever, The basic reason for all of this is that the computer
is often able able to process requests from a persor much faster
than that person [s able to make them. To show Just how much this

Thesis
Is sos I cite the fact trat when I first typed this Gesm cn the

Multics computer system at MeIoeTey a full 8 hour day of typing
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often consumed less than 20 seconds of the computer®s processing

capabliity. Although othners may use mcre computer time aquring an

8 hour days I think that this example makes the point of just how
can wo=K

ol faster & computar snibERsEsePPREEn .

Of course, computers may not always follow thls pattern
of use. For lInstances, when we sena a manned rocket to the moon,
the computer is doin3j falrily continuous calculations. It [s doing
everything from calculating which rockets to flre to moniterling
the astronauts® vlital signs and food supply. Because we are
constantly using the computer In this slituation, timesharing
would create a slowdown that might not be deslirable.

It seems then, that the number of people that can use
the computer at one tlme depends upon many thlngs including the
speed of the computer and the types of programs that we wish to
run on this computer, If a partlilcaular computer, without
timesharing, can answer a person®s request In 1/50 second and the
some computer wWith timesharing causes hlm to wait 1710 second
(five times as long), that person probably will not care about
the difference, because 1/1( second is still very small. But Iif
the timesharing haa caused him to walt 5 seconas for hls answer,
then there Is a noticeable difference. In figuring out how fto
timeshare a computer In the best way possible, we must find some
happy medium which uses the computer wisely, yet doesn®t cause
any really noticeablia declilne in the quallty or speed of service.
The decision as to what is *noticeable™ is of course, a

subJective wcecision that would most likely be made by the person
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deg%iﬁaﬁ,
buylng or using the computer,

The question now arises! hoa can we get this computer
to timeshare among =all these programs? The answer! wrilte a
speclal program to do it! All this program would have *to do is
run around In a circle checking esch of the 10( agency programs
to see which ones want to use the computer. When we come to a
particular program, if it doesn®*t want to use the computer at the
momenty, then we simply go ocn to the next program., If It does want
to wuse the computer, then we give It [ts 1/10§ second tlime sllice
pefore going on to the next programs. If 17100 second 1s not
enough time to finish dolng what the program wants, then we
simply make a note of where we left off, {(which Instruction we
were about to execute when we were cut off, what tre accumulatcr
haa In it at the time etc.) ana we come back to finish up after
we have finished checkling the other 99 programs. 0f course, a
program may not require the full 1/710. second, and In thls case
We Just give It however long 1t does needy and ther 30 on to the
next program. What we have just lald outsy more or lesss Is a
description of how we want our timesraring program to work. Once
we asctually write up this scheme in tre form of a program, we can
simply put thls program Into some of the memories Ir our computer
that are as yet unusede. Then by running thils program, we®ll be
able to timeshare our computer, In a sensa, this program s In
charge of the computer slnce it rations out the computer®s time
to each of the other programsSe.

This timesharing scheme happens to be a very simple
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one. There are many much mcre complex schemes fthat have been
developed. Oftensy, they will reflect some set of relat]lve
priorities among proJrams, with some grograms getting larger tlime
slices than others, or wlth certain programs having their
requests responded to faster than others.

As we can seey timesharing doesn®t realiy allow two

Lawn oFTen xnf_e*’;‘j retueg“i’g
programs to run at the same time. But since a computer so

much faster than a pa#ggixkithgkpears as If more than one program
ls running at a time.

So far, we have sssumea that our computer has cnly one
processor. In other wordss a single one of the bhardware unljts
that is wused to execute instructions and manigulate data is
having Its time divided among all 103 oprograms. If we trougnt
that this was too slowy we could always add another one of these
processors. Thls would 3ive us the abillty to Ilterally execute
two programs at oncey, rather than to simply make It Iook |lke we
are. This iss In a sanse, l|like adding another caskler at the bank
when the lines get too longs By oputting a number of these
hardware processing units Into one computer, we can take care of
a number of programs all at the same Tlme.Thhibcahuimuhwﬁmuwﬁni,

However, multiprocessing has a problem trat the bank
doesn®t havey which is lllustrated In the following sltuation.
Let us say that we are using a computer that has an extra one of
these processors installed In It, so that two peonle® crograms
can run at the same time. The two people who are running their

programs at the same tlme are named "John"™ and "“BilI". The
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overall purpose of each program Is wunlmportant, but let's say
that at some point in their programs John and Bill have fthe
following Instructions. Let us also say that If we could suddenly
stop both@ programs dead Iin their tracks and see which
Instructlons were about to be executed In each program, we would
find each program running in the place shown on the diagram.
Finallys, let us say that John's accumulator has a *“5" In Ift,
Bll1*s accumulator has a “7" in 1t and location 10 of memory 10
has a "“3" In it. The reader will also note that each program has
recently passed a "mem 10" Instruction, which means that all

Instructions wuntil further notlice refer to locations In memory

10«
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Now, let us look at two different things that wmight

happen from here. We could find that the next Instructlion that Is
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executed is either John®s “sto 10" or Biil*s "lac 10". Since the
two processors are runnilng lncependentiy of each other, we have
no way of knowing for sure which instruction will be followed
first. What happens if John's "sto 13" Is executed flrst? This
instruction will cause the “5" which is in John®s accumulator to
be stored Into location 1) of memory 1, replacing the "3 trat
was there to begin wWwithes Then, at some later point In time,
Bil1®s ™lac 10" will be executeds Thls wlll cause the computer to
load whatever is in location 10 of memory 10 Into Bill®s
accumulator. And since focation 10 of memory 10 has a "S5" In [ft,
Bill witl end up witn a "5" In nls accumulator. What would have
happened Lif BlIl1®s "lac 10" haa been executed before John®s "“sto
13"? The executlon of Bill®s "lac 12" would have caused the "3"
that was originally in locatlion 10 of memory 10 would have been
loaced into Blll"s accumulator. As we can see, In one case, 811l
ends up with a "“5" in his accumulator and In the other case he
ends up with a ™3™ in his accumulator. And what he ends up with
is not determlned by the correctness or incorrectness of his
program. It Is determined simply by whlich oprocessor happens *to
axecute a particular instruction first. Certainly, B8l1l doesn*t
want to leave what he t.nds In locatlon 1, of memory 410 wunp to
chance. Yet this type of problem (s very oprominent in
multiprocessing. There Is a very big need In multlprocessing to
make sure that all processors are coordinated properliy. If the
programs being run by different processors try to acess the same

piece of datas, we run Into problems. Methods have been devised to
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actually coordinate processors properly to get around this tyoe
of problemy, but It Is really wvery difflcult Yo apply these
methoas properiy, and no soundy systematlc way of multiprocessing
has been developed. Recent attempts to Include multlprocesslqaon
computers, as a result, nave run into problems. Note that ¢thlis
type of problem will allow a program that ls perfectly correct to
make errors by virtue of something totally beyond [ts control. We
shalili leave the topic of multiprocessling by asking the reader Yo
Sinwl remember that [t simply adds to the complexity Involved In
turning out & truly operatlve program.

The timesharing program discussed earllier Is our flrst
example of a more general class of programs known as *“systems
programs”™. A systems program ls a program that is generally nof
Jused directly by Iny one person. Rathery, [t s used to control
the way in which the computer Is used by other programs. There
are many types of systems grograms that are used to do many
different things, and we shall begin to examine scme of the more
common ones. This will consequentiy give us some Inslight Into the
ways that people are using computers today and sore of the wavs

that they might use them fcmorrow.

Becoggram _Llbracles
Let us say that we want to write a program to play flve

carad poker. At some point in the program, we would have to wrlite

a routine that simuiates the dealing of five cardgs from a card
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deck. Because there are 52 cards In a decks we mlgrt take each
card and glve it a number from 1 to 52. Thus, the number 1 might
represent the two of clubs, the number 2 mlight represant the two
of dlamondss the number 52 might represent the ace of spades and
so on. If we assume that there is some way to get tre computer to
come up with random numbers from 1 to 52, then the oprocess of
dealing out flve cards would be fairly simple. All we have to do
Is pick five dlifferent rancom numbers from 1 to 52« Then, we can
simply figure out which cards are represented by tre numbers that
were picked.s But there [s a problem herel 1t Is very difflcult
to wrlite a good program to produce random numbers. Because of
tnis, the person ftrylng to get the poker program to geal out 5
cards would end up spending virtually all of hls tire writing the
program to pick random numbers rather than wrilting the program 1o
deal cards. And before he even begins to wrlte his ranagom number
programs, he would probably have to spend his time readling through
a few books or papers to flearn all about generating random
numbers. But the persor writing the poker program doesn®t want to
spend most of hls time researcrirg and writing ranaom number
orograms} he Just wants to write his poker program. He wants to
use the rangom numbers once they are generated, but he coula care
less how they are generated. Certainly, this ls a reasonable
desire. An auto repalrman doesn®t want to worry aboit bullding a
muffler before ne puts it into a carj he simply wants to have a
complete muffler on hard fcr use wren It Is neeced. He lefts

someone else, namely the people at the muffler factory, worry
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about actually builcing the muffler. Of course, there is 2always
the chance that the mufflers sent from the factory are faulty. In
this cases even though the auto repalrman might Install the
muffler properly, the car wlll not perform the way It should. If
the random number program that we use for our poker program IS
faulty, (for instance, it may plck the number 52 more than the
other numbers, causing the ace of spades to be dealt out more
than the other cards) then the whole poker program wlll be
faulty, even [f we use the random number routine properly. This
type of situation occurs frequently in computing, and we shzl! go
Into some of [ts implicatlcns later on.

Mufflersy, angines, batteries and many other parts to a
car come pre-made simply because there are lots of 3uto rpalrmen
who want to use them and not buiild them. And so it iIs 1In
programming. There are many programmers who may finc the need for
random numbers at one time or another. Certainly, they will be
needed by anyone writing a game of chanca, although they have
many other uses too. If each person who needed random numbers
Wwrote his own number programs, a lot of people would spend a |lot
of time writing rancom number programs, and very llttle time
doing any substantiva programming. This dupllcation of effort can
be completety eliminatea however iIf we simply write one random
number program that can be used by anybody who wants to use it.
And to do this, we can emcloy a person who really wants to wrilte
A random number program, rather than someone who [Is forced to.

This programy, when written, could simply al low a person to say
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something like "ran 52" to get a number from 1 to 52 for a poker
game. A person writing a3 cice game can s3ay “ran &" fo get a
number from 1 to & everytilme he wants to roll a die. Certalniy,
making a simple statement like that is easier than spending days
researchlng and writing a random number programe. There are In
fact many situations where a person has to write a subsection of
his program that he does not want to or has no idea how to wrilte.
If we simply take a bunch of subroutines that many people are
likely to want to use at one tlme or another and put them Irto a
“|ibrary"” of sorts, we can make programming much easler for those
who take advantage of thls llbrary.

Aimost all larje scale computers and many smaller ones
have some sort of program |ibrary. Multlcs, whlch Is the computer
system used by a large part of the M.l.T. communlty has an
enormous program |library. Some of the programs In the library are
designed by the same people who designed the Multics system, and
others are written by everyday people who simply felt *tFat a
program of theirs might pe of interest or use to other people on
the Multlics system and thus declded to put [t In the libraryes.
All somebody has to 40 to use the programs In the flibrary Is tell
the computer the names of the tlbrary programs that he wisfkes to
use. The systems projram which is in chargje of the llbrarles wilil
then look for the rejuested programs and hook them wup to the

person®s program in the appropriate wav.

Librarles howevers can do more than sinply providing
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pre made pieces to use in a program. Consider for Instance the
program we wrote earller to perform the calculatioen (3*4)+7 and

its bit representation in the computert

“Human" “Comri&r“
Location Number RepresentaTion Bg‘preggg'rg;[‘.on
0 lac 5 000000 OOOOOOOOOG101
1 mul 6 000010 0OoOOOOOOO110
2 add 7 000001 0OO0COGGO0111
3 sto 8 000011 0OOOOOQOO01000
[N hit 000100 0OOOCOOGCOOOOO
5 3 geoogon0COCO0000011
6 4 gooooOoOO0OO0O0O0O0OOGO100
7 7 00000000000OO0O0OL11
8 0 0co0OgogocCGCOOCOCOOO
Figure 11

Here we see two different ways of representing the
(3*4)+7 programes The column labelled "computer™ shows the actual
pattern of bits that the computer would have to contaln In order
to perform this calculation. The caolumn labelled "Human™ shows
the shorthand that we developed to make It a Ilttle easler for us
to understand the program when we look at it. Certalnly, It |Is
easler to think of the Instruction In locatlon 2 as "add 7"
rather than as *060001000000000111"% yet it is the
*“000004000000000421" that must actually be put Into our computer
if we are to accomplish anything. If we consider the case of a
person who is writlng a program of, say, 1000 Instructlons, we
can see how it would be much easier for him to write his progranm
using the format shown In the "human®™ column rather than the one
shown In the "computer® column. What we might want to do then Iis

write a program that will enable him to do such a thing. What
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this program would have to do is take instructions written In the
*"human®” form and translate them into the “computer®™ form. If we
were to put this transliator program into the computer Ilbrary,
then everybody would Dbe able to write thelr programs in our
“human®” format, leaving it wup to the ftranslator program to
transiate Into "computer®™ form. Such a translator program is
usually called an "assembler”. The "human™ format for writing a
program Is generally referred tp gs "assembly language™. This
assembler program iftself would have to be written initlally In
“computer™ format. But once this assembler has been wrltten and
put into the computer, there will never again be a need to write
a single program In “computer™ format because the assembler wlll
be tn?re to do the necessary ftransiation As a result, we have
made It easler to write programs by allowing them to be written
In a format that is more understandable to humans than a bunch of
1*s and 0°'s. But certalnly it seems, there must be an even easler
or "more human® way to write our oprograms. Programming Iin
everyday English would probably be the easlest thing, and there
is In fact a great deal of research going on which s dlrected
toward precisely that goal. If we wishy, we can deslign a scale
that measures “ease of programming™ of various technlgues, and It

might look something llke this?

HL'!gM.r Level Assembly biTs
English ""3l waxe '-":'5“‘"-36 (05 andi's)
> e

UEMT rderffandeble ] Compiier el Assembler To2iT wnder Tamdable

o hmans, TronslaTes TransiaTes e, computers,
least wnderstandable least wnderdTandable
For C,omru.'fers) For hwmans)

Figure 12



What we ara saylng here Is slmply that Engllish Is
easiest for numans to unaerstand and blt tanguage Is easlest for
a computer to understand. And there are many ways of programming
that are in betwean. Assembly language is a tittle easler for
people to understand than blt language, and If we want to wuse
assembly {language, all we have to ao, as we saw before, (s write
an assembler program to transliate from assembly language to blt
fanguage. What might be even nicer than using assembly language
would be to simply say to the computer something of the sort
*“calculate (3*4)+7" and have the computer transiate thrat
statement an assembly language program capable of calculating
(3*¥4)+7. We can cali the computer language that permits us to
say such things as "calculate (3*4)+7" a “higher level language"”
since it permits us to say things that are even closer to English
than does assembly l(anguage. There are lots of fteztures that we
can put in a higher level language to make it wuseful. Often in
programming, we have a sectlon of a program that we want the
computer to execute more tran onces. Thus, a8 statement such as "do
5 times™ might be used in our higher level language to get the

computer to0 execute a3 group of Instructions 5 tlimes. High level
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languages also allow us to use symbolic names. For instance, |f
some location 1Is npelng used to store a number representirg the
number of children tnat somebody hass we might wish to refer to
that locatlon as the "children®" locatlon rather than as, says
“location 3.96, memory 981". A high level language often allows
Uus to asslgn names to a locatlon that have meanlng to us. Thus,
whenever we refer to the “children" loccatlon, the computer can
tfigure out that we are really talking about locatlon 3096 of
memory 981. This 1Is all much easler than usling assembly {anguage
instructions to get something done five times. All we have to do
to have such a hlgh level language is write a new translator
program which <can transiate from our higher level tanguage Into
assembly language. Theny we can use our assembler to [
transliate fthe rest of the way into bit language. We can repeat
this process agaln to cdevelop an even higher level language by
simply writing a oprogram that translates from cur new hlgher
ievel language to our old higher level tanguage. These translator
programs that are usaa for high level languages are generally
called "compilers”.

Much of the early research in the computer field
centered around the design of comguter |anguages because few
people had the desire to program using 1°s and 0°s all the time.
Todays a computer library will tyoically have a number of
compilers and assemblers which people can wuse to facilitate
programmings.

Before we leave trhe sublect of higher level fanguagesy
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there |s something that should be pointed out. Wher we developed
our hlgher level fanguajes, wWe saw how It allowed uJUsS. make
statements such as "calculate (3%4)+7%, The compjiler then
translated that statement Into assembly language In some fashlon,
But we do not know precisely how the computer transiated the
“ecalculate (3*4)+7" Into assembly language. When we wrote thils
program In assembly larguage, we first loaded a "3 1Into the
accumulator, then we multiplled tre ™3™ In the accumulator by
“4*", ana flnally we addea "“7". If we simply say ™“calculate
(3*4)+¢7" to the computer and allow the compiler to ftranslzte Into
assembly tanguage for us, the program produced msy put the "y
into the accumulator first and then multiply It by 3. Thls may
seem like nlitpickings, because In thls case It coesn®'t really
matter whether the *“3" or the ™4™ goes Into the accumulator
first. B8ut the point ls that the programmer who uses this hlgher
level language loses his control over whether the *3"™ or the *&4*
goes Into the accumulator first, and it Is this loss of control
that Is our concern. If a programmer has no conrol over how the
compiler translates bhis high level language statements Into
assembly language, but he at least knows how the transiatlon |Is
done and finds the methoa acceptablie, then there isn®t much need
for concerne. But nhlgh level languages often Prave so many
dittferent features that it is Impossible for a person to always
know exactly how hls Instructlors will be ¢translated. He must
often trust the compiler to translate his statements Into an

assembly language program that will do what he really wants [t to
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do. Of course, one of the reasons we designed a high level
fangyuage In the first place was fto 3llow us to make general
statements about what we want to do while leaving tre detajils of
how to do it up to the computer. But lf we are wrlting for
instance, a program that will be used to make Important declislons
about people's livesy it may not always be wlse to leave so many
details wup to the computer. This is similar to the problem
mentioned ear!ler where a person might use a defective random
number generator without knowing 1It, and have ris program get
screwed up as a result. In a more general sense, we are dealing
with the problem that people often aliow computers to do things
for them without really knowlng how It Is dolng them or It it |Is

doing them correctiy.

Shacipg._ot Informatlon

Another faature found on many of the newer computer
systems is the ablillty to share programs and data among a number
of users. The lipbrary tnat we discussed before (s generally a
group of programs to which all wusers are granted acess. But
often someone will have something inslde the computer that he
wants to share with only a 1ilmited number of peopie. For
instance, a group of people working on a program might want to be
able to share coples of that program among themselves so that
they can all work on |t. 3ut they wouldn®t want othter people on

the computer system to rave acess to thelr program untll It Is
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finishego ana wWorking. And even then, they may not want others to
see itre There lshﬂloossibiiify that someone tas sensitive
information on the computer, anc thus only wants a few peocple to
have acess to that [nformation. So our computer must have not
only the ability to share information, but aiso the ablllty to
restrict |it. For Instarce, wlith tre program that we dlscussed
eariier, we want the person using the City Payrolil Department®s
program to have acess to the salaries of all city employees. Yet,
we certainly aon®t want the person running the Motor Vehicle
program to have acess to the salaries. If he did, he might try to
change the locatlon with his salary In it from reading "$250 oper
week"™ to readlng 313,00 per week"™ every Frlday at 2:155. Then at
3100, the Payroll Deoartment program prints out paychecks for all
City workers, Includlng a $10,000 check for the guy who changed
nis salary. Then, at 3:1(054 this persor can change his salary back
to $25(0y SO0 that nobody will ever know the dlffererce. Al though
such a ripoff technique seems too simple to be true, many people
have In fact committed computer alided crimes using very
comparable tecniquese As a result, many computer systems are
belng designea today which allow a4 person or organlzation to
specify exactly who has acess to a file, and how much 3access hre
hase. (Can he only read the contents of a flle or can he also
change them. Can he make hisS own copy etcs) But very few
computers on the market today are really secure, There are 1in
fact many organlizatlons, who, for precisely thls type of concern,

have declded to buy a computer whlch only they can use so nobodady
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else can get at restrictea information and cause problems.

As we can see, the sharing cf Information In a computer
brings out a lot of social rroblems trat must be dealt with. What
we must remember is that, in a wayy the computer has taken the
place of a file cabinet. Information that would have been put in
3 locked file cablnet or desk 1 years ago lIs today put on a
computer, Certainlys, no employer would have let his emplovyees
Into hls tile cabinet ten years ago to change thelr salarles. A
person writing a book woula not want someone to break into his
desk and steal copies of the books A doctor mwouladan®t want
(hopefully) an outsider to get at sensitive medical Information
in his flles. But nowadays, buslnesses keep salarles in
computers, writers write books using computers, anc doctors keep
records on computers. It seems reasonable for someone to expect
at least the same amount of security for his property whén it is
stored on a computer as he would nave expected It he still kecgt
that property In a1 file cabinet. The problem is thist In the
Inltial rush for companies to produce working computers and get
them on the market, the techrologlcal push was cirectea zimost
entirely toward simply getting the computers to do useful things.
The boom in the popularity of computers Sam more anc more people
and organizations computerlzing thelr operations, thus putting
more and more informatior of wvarious sorts on computers.
Gradually, these people began to reallze somethings Although many
technological advances were made in the area of *“getting the

computer to do somethirg™, very few were made to adequately
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protect the information which people began to put on comouters.
This lack of protection encouraged many people to begin steallng
or itlegally changing information stored by others on the same
computer. Some of the computerized rigoffs that have occurred In
recent years bog3le the imagination in their scope and
simplicity. Computer technologists rave begun to respond *to the
problems and there is a growing fleld in informatlon protection.
But the fact iss that at the present time, very few of the
computers on the market adequztely crotect the informatlon they
contain. Anda crime (s not the orly concern Frere. Because
computers often contain sensitive material on individuals, this
lack of security creates a number of problems In the area of

personal privacye.

Throughout this chapter, we have spent a lot of time

talking about putting things iInto and getting trings out of
computerss. But we have not really adressed thre question of
precisely how thils s done. Certalinly, [t does us little good 1f
the computer performs some task for us but Jdoesn®t glve us a way
ot getting at the results of that task. So we come *to a
discussion of the "extras"™ that come with a computer, the devices
that allow the [nformation Inside a computer to somehow De
transmitted to the outside worlds. These dev ices are most commonly

referred to as peripheral devices.

=185~



Perlphersl Deyvices

The peripheral device with which most people are most
tamitiar is probably the computer teletype. A teletype iIs simply
a typewriter, except It ls connected to a computer. The way in
which a teletype wusually communicates wlth a computer |is
relatlvely strajigtforward. When a person strlkes one of the
typenwriter keys on the teletype, the electronlcs of the teletype
wlll figure out what trhe blt representation Is for tha character
on that key, and this blt representation wlll be left somewhereg
inside the computer where something can bpe done with it. For
Instances we can have an lInstruction which slimgly causes the
computer hardware to place the blt string representation for some
typewrlter key Into the accumufator as soon as that key |Is
strucke ONnce a a key has been strick en and Its blt string
representatlon reaa into the accumul ator, the rext few
Instructions of the program wlll probably be devoted to
processing tnat bit string in an approorlate fashion. For
Instance, the program might start putting the rew bit string
together with other bit strings which have arrived recently fto
form larger words. Then, it will start trying to figure out what
those words mean. Once our program has flgured out the meaning of
the woras, it will do whatever it is supposed to co when It gets

those WOrdse. Sending data ouft from the computer onto the
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teletype will follow the same proceaure, but In reverse. We will
put a bit string In the accumulator which approprlately
represents the character that we wWish to type outsy and we then
execute an lInstructlon to type out that character on the
teletype. Slnce the people timestarlng a single computer are
often distributead throughout a certain geographlcal area, their
teletypes will be connected to the computer by everyday teleohone
linese In fact, the process of using a teletype often entalls
making a telephone <call to the comcuter. The sudaen upsurge in
the use ot telephone wlres to transmit computerlzed data has
certainly proven to be a source of jJoy to the telephone company
in the form of added lncome.

Although the teletype 1Is the Dbdest known peripheral
device, It is far from the only one. In fact, Just about anythlng
that 1Is attached to a computer Is In some sense a peripheral
device. For instance, @ missle that is peing guidec by a computer
Is a peripheral device. The <computer mljht do a bunch of
calculations as to whather or not the missie is on course and
discover that to get the mlssle back on course a particular Jet
on the missle shoula pe fired for 4 seconds. The program might
then put the number "4 Into the accunulator and transmit [t fto
the missle. Once the missle recieves the "4", It will fire that
jet for 4 seconds.

Peripheral devices in fact, go even beyond this. Any
medium of cheap intformation storage IS a peripheral device. Just

what do we mean by "cheap information storage?" Well, It seems
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reasonable that a person who writes a program wlll want to save
that program for future use once he 9goes home at nighta
Certalnly, he doesn®t want it to be erased from the computer
between one cay and the next. But it happens to be very expensive
to keep a program stored Ir the type cf computer memory that we
have been talking about. If the person isn®*t going to use his
program for the next slx monthes, It would be best *to flind a
cheaper way of storing trat program. Thare are many methods of
cheap storage on the market today. Magnetic tapey, much Ilke that
founa in a tape recorder, is probably the cheapest metrod of
storage. Devices called "alsks™ and "drums® are also wused for
cheap storage, although It is not really important for the reader
to wunderstand how they work. The point Is that these methods of
storage all allow information to be stored for a cheaper oprice
than the <computer memory. One might ask why we don't then use
these storage mediums to replace the computer memory. The reason
that we don®t use them for such a purpose ls that they are much
slower than the average ccmputer memory. That Is, where It mignt
take one-milllonth of a second to acess a plece of data In a
computer memorys, it wWwill take at least a few seconcs to find thrat
same plece of data on a magnetlc tape, because the tape has to
tirst wind to the proper positlon. Anyone who has ever operated a
tape recorder should wunderstand this fact. Dlsks and drums are
faster than tapes, and are consequently more expensive. However,
they too do not approach the speed of a computer memory. So what

usually happens is that +these uaevices are used to store data
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which Is not currently peing used by anybodvye. That I[ss when a
person Is in the process of using a computer, tre informatlon
with which he is working will be stored iIn the fast, but
expenslive computer memory, where the computer can get at |t
almost lmmediately. Once the person [Is done with whatever he |is
doing and Is ready to go home, the Information he was workirg
with will be copled onto one of the chreaper storage mediums (lets
say magnetic tape) and then erased from the expensive memory.
When the person next returns to the computers, he simply asks the
computer to retrieve what re wants from the tape, ard sftter the
tape takes a few seconds to winad to the proper positiors the
systems program In charge of the tape storage wlll copy whtat the
person wants from tha tape back Into the computer memory. And aft
this point, the person can resume working wherever he left off
last time. S0 as we can seey, the computer memory will at any one
time contalin only the the programs 3and data that people are
currentiy working withe. Everything else wWwill be stored on the
cheaper storage medjiums.

It is the presence of these very cheap storage devices
that has enabled people to compile Ilterally billions of pleces
of Information for use by a single computer. If the computer
memory were used to store so much Information, the costs wouild be
astronomicais and nobody woula o it. But with cheaper storage,
that is not nearly as much of a problem.

Earller, we showed how the Jse of pre=-packaged

subroutines can help to make programming easler for those who use
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them correctliy. But the notion of 3 subroutlne has much impact
beyond this. Conslder for instance, the task of writing a
baseball game on a computer. For simplicity, all games will last
nine innings regardiass of score., Before starting however, we can
make a few observatlions about the structure of a baseball game.
For instance, If we can write a subroutine which we shall call
“olayinning*, that is capable of playiny a single innirg of
baseball, we can wuse It nine tirmes In a row to produce a full
paseball game. So Instead of concentrating on the whole game,
let wus concentrate on what it takes to write a nrogr;;igge
Inning.

If we can write a subroutine whilch we shall call
"Teambat™ which allows a single team to bat until It has three
outs, then we simply hzve to use tre “Teampat™ program fwlice,
once for the visiting team and once for the home team, In order
to play a full innings. So Instead of <concentrating on a ftull
inning, let®s take It a half Inning at a time. Well, what Iis
involvea in having a single team bat for 3 half inning? All we
really have to do is write a program called “personbat™ whlch
allows a single person to bate Then, by using this routine over
and over wunti! a team has 3 outsy we can produce 2 half Inning.
Notice what we have dJore. We have taken the task of writing a
full baseball game and reduced it to the task of writing a one
person batting routine.

How might we write this program that allows a single

person to bat? One apcroach might be as followst Let®s say a
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player has a total of 500 st bats with 40 home runs, 5 ftriples,
30 doubles and 7% singles. We could use a pre-packaged random
number routlne to pick a rumber from 1 to 500. Then, if the
number picked Is from i to 403y we call for a subroutine called
“Homerun™, If the number is from 41 to 45, we <call for a
subroutine called “Trilple™. 46 to 75 willl cause us to call for a
routine called "“double™, and 76 to 150 will Invoke a routine
called *"single™. Any other numbers plcked wlll send us to a3
routine called *"Out"™. Each of these routines will In turn call on
even smaller routlnes. For Instance, when the "double™ routine Is
callieay that routine mlight Itself call a routine caltled
“haserunning™ which will figure out what happens to all the
baserunnersy and which might call another routine <called “extra
pase™ which allows somebody to try to get an extra base on the
play. This technique of oreaklng a program down [nto smaller,
and thus more maragaable parts Is known as “structured
programming® and iIs perhaps the most powerful programming toll
developed to aate. Its obvious aavantage ls that it Ilmits the
scope of what we have to think about at any one ftime to a very
small section of +the overall program. Thens, once each of these
smaller routines is wrltten, all we have to do Is oplece them
together [nto a ftull programe. In a sense, we are break Ing down
our program into "ready made parts" which are comparable to the
|lbrary subroutines discussed earlier.s Our program is then 3
fitting together of these ready made pieces. This approach

results in oprogrammirg that Is much faster and much easler than
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it would otherwiss be if the person writing the prcgram h3ad *to
Wworry about every detall of the whole program at once. And if the
program isn®t doing the right thing when a person gets a triple,
the author of the program merely has to {ook at the triple
routine to find his errory rather than search through the whole
program. Ang finally, if more than one person Is working on the
programs this tecrnicue provides a natural way to diviaoce the
work. One person can write the single and double routines, one
can write the ftriple and home run routines, anc so onm. These
routines can then be put together to form the whole program, even
though each person does not have to have any idea of how Tthe
sections written by the other people actually works. It is this
particular feature of structured rprogramming that led wus *to a

discussion of the topic In the flrst place.

Ihe Constructlor_of 3 Large Computer Sysiem

Most of the large programs that we have been and wilil
pe talking about cannot possibly be desligned by one or even a few
people because of the sheer size of these programse. Beacuse we
have so many people working on a large programy we are really
forced to dlvide up the work im such a way that each person can
work on his own [ndlvicual subsection wlthout having to ever
worry about the rest of the program., As we have seen, structured
programmlng accomplishes trese tasks rather well, and is thus &n

invaluable technigue for large scale cgrogram design.
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This Is not to say that structured orograﬂzﬂhas been

used In the past Ir the design of large programs} In fact, It
generally hasn®t, since It is a falrly new concept. But tren
agalns It has been very difflcult to fturn out very large progrars
that really work., The audvent of structured programming however,
promises to make largje scale programming efforts much easler |In
the future.

But even so, the design of a large scale program or any
program for that matter remalns an exacting exerclse. One can not
make & mistake ir writing a grogram and expect the computer to
tigure out what he Is really trylng tao do. The computer [s a
merciless Juage of program correctness. Getting a large number of
people to gcesign such exactin3l pleces which in turn must fit
together in a very exacting way is far from a simple task, and
good management and gooa communlcatlion are as essentlal as gocd
programmings

One phenomens that is often found Iln large programming
ventures 1is that tne structure of of a programming organization
often takes on the structure of the program that the organization
s writing. If the program they are writing Is iInltially broken
down Into five smaller partsy, then the organizatlon will [tselft
split into five groups, one to work on each part. Each of fthese
groups wWill probably have its own boOSSy as wWlll the entire
project. Let us say that one of these five maln oparts of the
program Is J[tself broken down into four smalier parts. Then the

group working on this part will ltself be dbroken cown infto four
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smailler groupss each with its cwn boss and so on. This will keep

happening until we raach the level of "one person groups”. The
rule In almost all programming efforts, be they large or small,
Is that the aceslign of tne program frequently changes as soon 3as
people start working on tre nitty gritty and discover that there
is an easier approach then the one that was originally taken. If
it were suddenly dliscovered that the above program could be
better written witn four main parts Instead of five, we would
have to change the top level of our organlzation from five groups
to four groupse. This means that the boss of the fifth major group
loses his boss status, and the members of that flfth group must
aither be relocated or laic off, Beacuse such a situation arises
so frequently In programmings such an organlzation must be able
to change its structure radically and frequently. If the boss who
was moved In the reorganizatlon doesn't like the fact that he is
no longer a bosSy we can elther ftell him "“tough luck™ or we can
declde to stay with the original tlve part breakdown of the
programs, even though it might not furn out as well with flve
parts as it would have with four. What we have assumed here |Is
that the change to four main parts will produce a program to do
exactly the same thing that the program wlth flve parts would
nave done, except more efficiently. It often is the case however
that the overall goals of the program being deslgned are changed
to meet programming needs. If It Is discovered that a certain
feature which was originally included Iin the programming goals

turns out to be difficult to program, that feature may simoply bpe
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droppea from the overall goals. Thus, there s offten a great
difference between what a program Is orlglnalily Intenaded to do,
and what It actually does once It Is flnally produced. This
doesn®t mean that the fina! program doesn*t work. It simply means
that It doesn®t do what ceople had origlnally hoped 1t would doys
In the way that they hoped It would do it., Thils iIn fact, leads
into another major protlem. When a large program ls designed for
an organlzation, the program simply does not do things In the
same way that the orjanizatlon did them before. As a result, an
organization 1s often redesignred to fit a computer, rather tran
the other way around. If a program is belng deslgned wlth some
social purpose In mind, social goals In the area wlth which the
program deals may be changed not because they are Invalid soclal
goalsy but because they are simply not compatable wlth the
program. This phenomena of computer use can Ccause very severe
problems, and will be discusseac at great length when we get Into
artificial Intellegence. There Is a strong deslire among many
artificial intellegence researchers to eventually use computers
for making Important declslions. Certainly, we don®*t want the
process of making complex social decisions to be determined by
how easily these decislon making processes can be programmed.
Getting back to the management of a large scale
programming projecty it Is apparant that an amazlng degree of
flexibllity is required in such an organization. Trere are few
busliness organlzations toaay that are fiexlible enough *to

accomogate the frequency and aepth of reorganizatior reqguired for
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a programming projecte.

Another problem that we might notice here [s that there
is no one person who really knows what these large programs are
dolnges There are people who know what certalin sections of the
program are dolngy but it Is simply Impossible for a single
person to be aware of the detajils of the whole program. After
all, the whole reason that we spllit up the program among SO many
peoplie was that it was simply tco complex for one person to
comprehend. Alsoy tha computer Industry has few, If any stardards
for program cocumantation. Program documentation Is simply the
proces off writing, in addition to a program, a description of
how that program wWorks. The lack of a good description of how A
program works makes It difflcult if not Impossible for anyone to
ever figure out how the program works. Add this to the fact that
shortly after the completion of a project, the people who worked
on it generally are not avallable or don®t remember how thelr own
sectlons worked, and we see that our large scale program lIs
nothing more than a mysterious bifack boxe People put information
in ana get answers out, but they have no ldea how the Information
they put in was used to arrilve at the answers they got out. Thus,
a person using a computer must rely on a bilnd faith that the
program ls really doing what he wants It to do. If he wants to
find out how It Is arrilving at its answers, he can®t, since
nobody really knows. And if he ald know how the answers were
being produced, he might decide to never use the computer again!

Silnce 1t Is aifflcult to examine someone else®s program
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in detail, It Is also fairly easy for someone writing a sectlon
of a program to chanje around a few Instructions to purposely
subvert the entire program. As we have said before and will say
againy computers provide a means for crime that Is unparalled
anywhere else.

What all of this results iIn Is a rellance upon a
program that nobody fully understandas, which may or may not solve
the problems [t is desligened to solve In the best way posslble,
and which may have accidental or malicious flaws In it. And even
it the computer does solve the problem In the best way possible,
(which we have no way of knowing for sure) that metrod of solving
the problem may become obsolete withln a short time when some
better method comes alonge And of course, we have no way of
detecting this obsolescencey, because we don't know for sure what
the program is doing.

Hopefully, the reader has by this time develored a
sense for what a computer isy, how it works, and some of the
problems that may arlise If It 1s not used carefully. More than
anything else, the purpose of this chapter has been to glve the
reader a realistlic view of the computer can and can't do. The
reader should begln to see by now trat computers &re only human
creationsy and as such are subject to the flaws and Ilimitations,

and even tre corruption of the peoplie who create them.
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