
LOSS OF DIGNITY:

SOCIAL DANGERS OF A COMPUTERIZED SOCIETY

nv Jay Yabli cn

Submitted in Partial Fulfiliment

of the Requlrements for the

Degree of Bachelor of Science

at the

Massacnusetts Institute of Technology

May. 1F6
ra F

Signature redacted
Tre OO SST Bmpk S217 Foils Seite Date

‘Signature redacted- [Signature redacted

Thesis supervisord  \] J
Signature redacted

Accepted by___ is

Chalrmen, doar tmental Comm] ttees on Theses

ARCHIVES

 238. INET. R

MAY 17 1976
“WLi/BRaARIES



contents

COVEer « eo o

ContentsSe «

Flgures « + ow

ADSTIracte o eo oo =»

n

&lt;

no

-»

 on

L

L a

-»

-»

-

6

- »

i

-

»

a
5

-

=

Introduction-

The Slde Effects of Technology a »

chapter 1-

Computer Technology? The Myths and The Limitations « « +

The Myth of Perfection « « 2 « » » - 5»

Undetectable Errorse « o« « o =  an “&amp; T » SE Y

The Security of Informatione « «

The Need to "“Trust™ the Computer « so »

 kb

a

The Construction of Large Scale Computer Program: a a

«18

+18

» 20

eZ3

, 29

 «a 36

Chapter 2-

Computerized Data BankSe eo o o o x

“What Do I Have To Hide?"™e o o

Misuse of and Inaccuracies In Computerized Oata.

Gathering the Informations « o o so «a +» »

Entering Information Into a Computer .

Information Inside the Computers: « »

The Uttimate Use of Computerized Information .

How To Des! HWHitnh The Data Banks. PY FY a» - -

oy

»

»

a

a

- o

+ 45

45

+50

+50

«D3

«Dl

. 55

«eH3

Chapter 3-

The Use of Artificlzsl Intelligence 7i

- 2



The Regurgitating Intelligence « « « a» a 2

What to Put In and What to Leave QUT « + «¢ 3 -  gy

The Limits on Computer Intelligences ¢« «  bh jf-— »

“Prediction Making®™ Insteaa of “Decision Making" « « +

«70

«7H

LB

«35

Practical Programming Obstacles and Secret ProgramsSe » « «37

So What Jo We DBO?e ¢ oo » a 5 » » s o » 137

chapter 4-

Other Consequences of Computer Use « »

The Computerized Beurocracye « »  Bb a

a &amp; 159

110

Responsibility for Errors and Loss of Human Factors. . « 111

Copyrighting a Program « + ¢ = » » &gt; 2 »

The Effects on Employmente o o »

computer Predictions: The Self Fulfilling Prophecy + «

The Glant Computer MonOopPOlye o o o ¢ o »

Reinforcing the Power Structures. « « =»

Computers in tha HOMEe eo © © a a » oo e

» a 5

»

Building a Rellance on Computers + » = =» 1 I &gt;

COoNCiUuSIoONe oe eo =o » » » a a &gt;» » »

1143

114

1156

1418

119

120

121

1424

Append]x=

How a Computer WOrKS « » oe

Bits and Datae « o a ao »

LOoCationNnSe o o o ® re

Programs and InstructlonSe « + » -

Computer Hardware: oo ¢ e « = -

How a Computer [s Used « o

[imesharing and Multiprocessinge «

=

,

»

- -

i

&amp;

»

127

127

134

437

157

164

‘4

=~



Program Librariese. « + » + 1 L » 3 ‘»

Sharing Of Information + + a » 1 * »

Perlpheral Devices « «+ = +» » =
a -

The Construction of a Large Computar Systems « o

FOOtROtTEeS « eo oo o »

3ibliographye ° - pi 5 2

»

173

182

136

132

4198

201

ly=



tigures

Flgure 1e¢ o o -

Flgure ce » oo oe

Figure 3e o o o »

FigureLeoooo oo »

Figure Se o o oo o

Flgure Ge « » o o »

F lgure Te o » os oo oo

Figure Be o ¢ oo oo o

Flgure 9¢« « « o oo

Figure 10 « o so ss »

Flgure 11 « a

Flgure 12

a -

nN

° ig

» a - » »

- a

» oy

a » » es 9 a

n

a

&amp;

a

L

-

 1

-

1

 +5

-»

2

» a

- »

» E|

-» 8

 &gt;»

tu

-

ry

a

»

-

1

A

&gt;

»

»

3

a

»

»

a

h

a

»

-

»

»

a

» »

-

3

3

»

kb}

-

&gt;

on

«33

128

129

132

133

142

143

152

161

171

477

17%

-G-



Absiract

Loss of Uignity? Soclal Dangers of a Computerized Soclety

by Jay Yablon

supervised

Ir LOuUlS

by Ur. Joseph Welzenbaum, Professor oft Compu

Menand 2 4 Professor of Dn J x  —~ 3a Sclence,

ter Scl ence

Acsistant to the Kk

Frou 0sT

ihis thesis deals with some of the impcrtant soc lal

conseguences related to computer US Eee Al though [It examines 2a

number of different areas, the primary proposition presented here

is that the data banks of today, as serious as their implications

may bey provide only a ylimpse of the dangers that may one day

occur if these data banks are {lnked up to artificlal

intelligence programs acesigned to make decislons based upon data

In these data banks.

In additlon to discussing data banks and artificlal

Intelligence at great lencths, we devote considerable time to

dispelling some of the “mythology™ that has often surrounded

computers In the minds of the general public.

In the final chapter, we offer short dlscussions of a

number of other computer relfateq Issues which are of social

concern.

Finally, we incluge an appendix whlch offers 3

description of how computers work and how they are commonly used.

»fo -



Iniroduction-

The Side EffectsofTechnology

The past few canturies have seen changes in our world

on an almost unbelilevable scale. If one were to take a look at

our world today and compare It to the worid of a few centurles

agos he would find few things that have not changed. Our modes

of transportation and communlcation have changed completely. The

jobs that the average person typlcaily hold have changed. Our

physlcal environment has changed from flelds and forests to

skyscrapers ana concrete. Our metnods of waging war have changed.

He could go on and on, but in shorty it seems as though we are

» world
completely different | than ever

Ne fore.

If we were to examine these changes In an attempt to

find a common root amorg them, we would most certainly find that

that root is technology. Although the tendency has always been to

extol these technological changes and those who had the wlsdom

and Imagination to create tref®, MIEN the recent past has

beackoned man to take a second look at hls technology. We have

seen that tecnnological change is often accompaniec by many other

undesired and unforseen changes. And often, these undesired

changes may be so bad as to negate many of the technological

ben@fits that were originally sought.

One needn®t took far to find examples of what we are

*alking abouts The automobile for Instance, brought sbout much

a



change beyond a simple increase in man®s traveling speed. In

fact, it EB brought about major changes Ir man’s everyday

iifestyles. The auto allowed people to live farther from where

they work, which In turn allowed the creation of suburbs. It

created a dependence upon ¢asoline and upon those who procuce the

materials necessary to make that gasollne, It [s this dependence

which In turn has helped to bring about the “energy crisis” which

occuples the attention of so many people nowadays. The exhaust

emitted from automobiles has also become a major concern.

Pollution from cars and other sources IS now perceived by many as

3 ma)Jor threat to our continued healthful existence on this

planets And we certainly cannot ignore the countless violent

deaths and injurles that occur every year In auto accidents. Such

is the nature of the sacrifices we have made to achieve faster

travel.

To cite another example, we turn to as seemingly benign

an inventlon as television. Todays our soclety suffers from an

ever Increasing crime rate. Although It would be luclicrous to

attribute this rlse In crime to any single source, = large bocy

of respectable opinion has conciuded that televislon contributes

to at least some of the Increased violence because of the example

which violent televislon grograms set for the people who watch

theme Certainly, there was nothing Inherent in television cer se

which said that it had to evolve to have many violent programs,

vet a lack of foresight, among other things, did allow television

to evolve In the way that lt hase

-f-



In years pasty, the long term storage of food products

was rather difficult. In response to this problem, many chemicals

were developed which, when added to certain foods, could preserve

those foods for a longer perjiod of time. Today however, there are

many who claim that the long term Ingestion of certain of these

chemicals can help to promote a number of major dlseases, cancer

in particular.

Another place we can turn our attentior to is the

nuclear engineering industry. Hopefully, we need not even begin

to describe the enormous and ominous Implications that the

Invention of nuclear weapons brought about for manklna. Nuclear

power plants too, have beccme the subject of much controversy

recently because of the possibility of radioactive leaks and the

bulldup of nuclear wastes. Once agains the Introduction of a new

technology has brought with It many dangers which ray ultimately

counterbalance any of the Intlitial galns brought about by the

introduction of that technology.

We could continue to go through countless other

axamples of how certaln technological advances have been

accompanled by a melee of other problems, often wlth extremely

dangerous implications. What [Is more important however, is that

ne begin to plck out a pattern which seems to accompany most, if

not all of our technological advances. In particulary, 1t seems

that our technological advances often seem to give us more tran

we orlginatly bargained for. And it Is often too late before we

cOme to realize this fact

-Q)



In all of the cases that we have mentioned, and In many

others, It seems that the approach [nitially taken was to simply

Introduce a new technology into the market, walt untit trat

technology caused problems, and then first attempt to deal with

those problems. And often, we have trled to deal with those

problems either by legislation or by the Introduction of a new

technology designed to 2liminate the negative slde effects of the

first technology. But this approach simply hasn®t worked. It

operates upon the assumption that regardless of what problems 3a

particular technology might cause, future technology and future

iegislation wilt ba able to sometow "fix™ those problems. It

lynores however, the fact that the technology deslgred to "fix" a

partlcular technologlcal groblem is likely fo Introguce [ts own

negative slde effects. And it ignores the fact that there are

VY
certain technological problems that cannot simply be leglisiated

away. For instance, after we dlscover that chemicals In foods

have negative side effects on human healthy we can®t simply pass

leglstiation to restore good healtr to those whc®s health has

already been damaged by these chemicals.

Also, the Introcuctiorn of a new technology often means

the creation of a powerful new interest group, namely those who

market that technology. After a particular technology has been on

the market for some time, the people who sell it will have often

acqulred enough capital and influence to effectively resist any

attempts to legisiatively change the fundamental nature of their

technology. All of thls makes [t clear that we must concentrate

~ 1 [] =



on the prevention of technological problems before they occur

rather than on a cure for them sfter they occur,

If thls discussion teaches us anythlingy It should teach

Js that when a new techrology ls first [ntroduced, the guestlon

ne must ask is not “wlll this technology have any negatlve slde

effects? but "what negatlve side effects wlll thls technology

have?" This implles a shift of the burden of proof. No longer

should it be up to the opponents of a new technology to prove

that the technolgy in question will cause problems. It should be

Jp to the people who wish to introduce the new technology to

prove that thelr technology won't cause problems. Such a

strategy would require an intensive effort to uncover and study

the potential hazards involved in a new technology at the time

that it is first proposed. If [t is determined that the hazards

outwelgh the galns, then we must be willing and able to say “no”

to the introduction of that technology.

In this thesis, we shall be taking a look at one such

technologys namely computer technology. Computer technology has

expanded rapldly over the pzst few decades, and it is qulckly

becoming an underpinning to much of our way of life. Yet, we have

thus far only scratched the surface of what computer technology

can ultimately be made to do. If the more extreme proponents of

computer technology have thelr way, there 1Isn*t 3 thlng that

people do today whicn won®t one day be done by computers. In many

WAYS the computer Is our ultimate technological Invention, It

ise if vou willy 3a king of "do it yourself™ technology which can



be applied to Just about anything we can trink of. The

introduction of computer technology In many ways was not the

introduction of a single new technclogy, but rather [tt was the

Introductlon of a limitless number of new technologles for which

computers can serve as the foundation.

Because the computer offers so many new technological

possibllitiesy, It is important that we try to asess some of these

possibjiitles to determine what possible detrimental soclal

consequences may accompany them, We must learn at the outset to

distinguish between whether we can find a new use for computers

and whether we should use computers In this new way. Too often In

the past, the question of whether or not we are able to do

something has been synonymous with the question of whether or not

Wwe should do it. What we shall be adressing throughout this

thesis Is the question of whether or not computers should be used

to do certain things regardless of whether or not they can be

made to do these things.

The first chapter, entitied “Computer Technology?! The

Myths and the Limitatlons®™ deals wlth many ot the misconceptions

about computers which are commonly held by the general public. It

is our feellng that before any Intell gent dlscusslion about the

Jse of computers can occur the reader should have a knowledge

that Is based upon facts rather than upon rumors and

mlsconceptions.

Chapter two is about the “Computerized Data Banks™ that

have begun to attract the concern of many people In recent years.



In particulary we attempt In this chapter to discover some of the

ways In which the use of computers to retain ard disseminate

personal information about Individual people has served ang may

serve to severly impinge upon our privacy and our civil

ilberties,

The third chapter, entlitied "The Use of Artificial

Intelligence” deals with what may well be the one of the most

important soclal consequences of computer use in the years to

come. There are a number of people in the artificial intelligence

fleld who feel that computers have the ablllty to "thinks" They

feel that this “thinking” abltity will one day surpass man's

thinking ability, and as a result, they feel that computers

should ultimately replace man lr many or most of his thinking

tasks, The soclal Implications of such a sltuation are simply

overwhelming, and we shall be dealing with them In great depth.

The fourth ana final chapter, "Other Consequences of

Computer Use,” is simply a collection of one or two page essays

on various other Implications of computer use which, because of

limitations in time and spaces we have been unable to deal with

in greater depth. Hopefully, EB our discussions In this chapter

will spurn others to begin thinking about and studying these

problems in greater depth. The author hooes to ultimately expand

this thesis into a book [in which wany of the issues raised in

this chapter will be dealt with more fully.

Finally, the Appendix contains a textbook=-1ike

description of how computers work ang some of the ways [In which
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they are commonly used. At this time the Appendix is incomplete

and some sections of |t repeat much of what Is salc In chapter

ones Although it is still In Its rough draft stage we Include [It

for those readers who are interested. Even though the Appendix

reguires no technical ccmputer background whatsoever, it Is

wrltten in a more technical tone than the rest of the thesis. In

particular, the section entitied "How a Computer HWorks™ will

probably require a good deal of time and concentration on the

part of the reader as compared to the other sections of tris

thesis. For those who do choose to read through thls sectlon, I

strongly suggest that they make good use of the dlagrams that are

provided throughout the text. If the reader tries to read the

Appendix without {ooking at and studying these diagrams, he willl

have a great deal of trouble ungerstanding what we are talking

about.

In many casesy Statements made in this thesis will be

derived from other sourcess, and thls fact will be Indicated

through the use of footnotes. In other cases, statements will be

made which simply reflect feelings or [mpresslons about computer

technology that the author has ceveloped throughout four yeszrs of

education In M.I.T«"s computer science department, although these

statements cannot be pinned to any single specific source. At

the end of the thesis, we have included an annotat jive

bibliography which provides % short descriptionSof the pieces of

{lterature upon which much of thls thesis was based. Hopefully,

this will provide some colnters to other sources for those who

-d ly =



wish to do further research Into the soclal consequences of

computer use.

Finally, it is Important for me, as the author of this

thesisy to acknowledge the responsibility that I assume by

writing @® this thesis. One of the very cruclal problems

presented not Just by computer technology, but by ail technol ogy

Is the so called *“Informatlon gap.” Generally speaking, the

knowledge of the Inrer workings of any particular technology Is

posessed by a very llrmited number of people. In many cases,

these people are the same people who design and market that

technology. As a result, they are the ones who stand to beneflt

the most if the pubiic is glven a favorable picture of that

technology. The rest of the general public remains largely

lgnorant of the principles behlnd that technology. Because of

this situations It 1s often much too easy for these few people

who have knowledge of &amp; particular technology to play ugon the

ignorance of those who don®t have that knowledges, by presenting a

distorted plcture of that technology whenever they talk or write

about it. Often, this cistorted picture is presented with the

self serving goal of creating public support for that technology,

rather than with the c¢oal of objectively educating the public

about both the benifits and the drawbacks of that technology. For

various reasons ranging from "“classlifled comoany informatlor” to

“national security,” it may be Impossible for the ceneral cublic

to ever get an accurate knowledce of that technology because that

knowledge is never released. The approach taken by the few people

—45=



wlth knowledge of that technology often comes across to the

public as "you don't know what this technology is all abott and

Wwe dos SO YOu should leave all the declsions about this

technology up to us.” This type of “we know what®s good for you"

attitude Is the source of more technological problems and more

public misconceptiors about technology than we coula ever hope to

enumerate,

From the very beginnings, I have been fully and

continually aware of the fact that many of the people who wlll

read this thesis have f1ittle or no prior knowledge about computer

technology. As a result, they may read this thesls and come away

with the Impression that everyttlng we have sgld here about

computer technology ls an absolute fact. Although I have worked

hard to glve a more unblased picture of computer technology than

would be given by someone who has a direct financial interest In

computer technology, and although I certainly hope that the

reader will agree wlth most of what I have to say, let me caution

agalnst the danger of Interpreting this thesis, or for tbrat

matter any piece of writing about any technology, too llterally.

At best, all this thesis can do ls represent one person's point

of view on an issue that ls exceedlrgly complexy certainly at a

level of complexity well beyond the Ilmited understanding or

experience of a single person. More than anything else, my goal

Is to get the general pubilc to start thinking about some of the

issues that will be raised here, for effective public action on

any partlcular Issue must siways be preceded by a sound public

-1 f=



understanding of that Issue.

With this In mind, fet us go foreward and becin to

discuss some of the social consequences of computer use.

—_4 7



Chapter onsa-

Computer Tecrnoloyyd The Myths and the Limitatioprs

ihe Myth of TPerfection”

Some of the bl3ygest obstacles which one has to overcome

In order to dlscuss computers with the tayman are the

misconceptions which have often surroundad computers in many

people®s minds. People don't have any ldea of what Is gcing on

inside a computer; they simply know that it outputs all sorts of

nice neat looking results, almost as if by magic. A detalled

discussion of the inner workings of a computer might help to take

some of the "maglc™ out of them, but our purpose here Is not to

go through the technical details of how a computer works. For

those readers who are interested in such a description, the

appendix will prove to be informative. We are concerned here,

more than anything else, with slmply eliminating some of the

commonly held misconceptions about computers whichy when held

strongly enough by enough people, help to contribute greatly

toward many of the soclal problems surrounding computer use.

The first and foremost myth that needs debunking Is thre

one that computers are somehow "perfect.'” Right here and now, let

us state that the only thirg that computers can ever do perfectly

ls follow Instructions and store information glven to trem by

imperfect humans. Arid even In this respect, there are

| imitations. There are many &lt;clrcumstances in which the data

-4 Re



inside a computer may become damaged or altered in some way. and

hardware and other problems may even cause a computer to make a

mistake In interpreting instructions. But as 3a rules if one

stores some data Into a computer, he can reasonably expect that

data to look the same way when re gets it out as it did when he

out it ine. And if he gives a set of instructlons to a computer to

follow he can expect those instructions to be interpreted

precisely by the computer. The problem occurs when people go t090

far in attributing "perfection™ to computers. Or. Joseph

Welzenbaums, In hls book "Computer Power and Human Reason,”

[liustrates the problem well.

He wrote a program to which he gave the name “Eliza.”

Thls program, when used by people, Interacted with them as though

It were a psychiatrist. Although the grogram was not written with

any Intent whatsoever to psychoanalyze peoples, HWelzenbaum soon

found that many people, Including his own secretary, were using

the program as though It were a real psychiatrist. This type of

situation is a direct result of this strange awe with which

people often view computers. The feeling that computers are in

some way “perfect” causes them to be taken In time and tlme again

by all sorts of computer grograms Just like "Eliza." What must be

mentioned over and ovar is that tre only thing that computers

will ever do “perfectly® is follow instructions anc store data,

subject to the limitations mentioned earlier. But people can give

a computer *bad™ data or "“bac* instructions, and it will store

that data ana follow these Instructions just as perfectly Aas it

-4Q-~



would have Stored ™good™ dats or followed "good" instructlons.

The significance of this polnt must be fully comprehended. In

particular, it must be fully understood that a "bad"™ method of

dolny something will be carried out more perfectly through the

use of a computer than through any ctrer method.

Todays there are people writing computer programs fo do

all sorts of things. In particular, people are using computer

programs more and more to aid them in making or to even make

certain decisions. But the metrod for making any of these

decisions must be specified by a program, and that program must

be written by computer programmers. And often, these programmers

know little or nothing about the decislon making process thrat

they are trying to put Into thelr program. This lack of

understanding will be fully reflected In a program which wlll be

ditligentiy followed by a computer. And so the decislons which

are ultimately reachad by the computer will also reflect fully

and completely whatever mlsunderstandings the programmers kad of

the decision making procass that they were trying to program.

Much more wlil be sald on these points {ster ONy but

they are crucial enough to be brought up early ang often during

our discussione

Ungdetectasble Errors

One of the problems whlch Is frequently encountered

shen using a computer is programming errors. There isn*t a

-2 =



programmer allve who can wrlte an errorless program first time

every time. As a matter of facts a substantial portion of any

programmer®s programming time Is stent finding and removing

errors trom hls programs. During this “debugging” process, it is

Jgsually rather easy for a programmer to detect that there [s an

error in his program, because the program simply won®t work and

that fact wlll present itself In rather obvicus form. But

hopefully, sooner or later, after gcing through tre testing and

debugging process, the programmer will finally have a program

that appears to be doing what it Is supposed to do. It ls at

this point that the program will finally begin to be used to do

nhatever it was designed to dO. But there ls an Important

problem here that must be pointed out.

Let*s say that scmebody is writlng a program which, for

instance, can take a list of words and alphabetize that list.

After writing the program and testing 1t for a whiley the

programmer gives his program the words "boy,'" "cat™ ana "apple®™

and 1t alpabetlizes them correctly. He glves [t tre words “man,”

“"woman' and *“car'"™ and it again alphabetizes them correctiy. And

after a few more similar tests, alt of which produce a correctly

aiphabetized lists, the programmer concludes that his program

works, So he tells whoever he is writing the program for that |t

NOT KSy and that person pegins using the program to alphabetijize

nOords. But when that person glves the program the words “bat,”

“hov"™ and “balls” all of which begin with the same letter, it

suddenly doesn®t Alphabetize them correctly because the



programmer wrote a program which only 100ks at the first iet ter

of the words that it is attempting to altphabetize. Then, he

tested the program by 3iving it cnliy words beginning with

different letters. As a result he became convinced that his

program always worked. Ne point this out pecause 1t brings out

something very Important about the nature of the errors that one

often finds in a program or in a computer system. Many times, 3

program will be written whlch appears to work all the time, even

though it really doesn®*t. Instead it works aimost all of the

time, yet it doesn*t work when scme special condition occurs

which has been overlooked in both the writing and the testing of

the program. And [It Is not an error resulting from faulty

instructions. It is an errcr gue to tre fact that tre programmer

did not have a full understanding of the problem that he was

trying to solve when he wrote his program.

The “spec ial case™ of two words dDeglnning with the same

letter is hopefully not the type of case that one would overiook,

but it shows how in a more compllcated program something might

Indeed be overlooked. If 3 program Just plaln doesn*t work under

any clrcumstances it is easy enough to detect that fact when the

program Is being tested, and nobody would use the program to do

anything important uniess they were looking for trouble, But |[f

the program does appear to work when [t [is tested, yet in reallty

it contains an error that occurs only In an obscure situatlon

which was overlookedy then we have &amp; problem. People wlll use the

program under the assumption that it works all the time, when In

— PP =



fact It doesn*t. And often, the process of finding the rare cases

for which a program doesn't work involves simply walting around

until! somebody stumbles onto one of these rare cases while

actually using the program. Sometimesy even this isn't good

enough. Often an arror wlll occur and the person uslrg the

program won®t realize it. He may thus accept an incorrect answer

from the computer, thinking that it [Is correct. Herein we find

the crux of one of the problems trat will be Important in our

dlscussions later ont that computer programs frequently contain

errors which can result in undetectable mistakes. If these errors

were at least aetectable, It wcuild be okays, since nobody would

dse the erronious results. But if a mistake is wuncetectable, 3s

It often Is, we then have the very serlous danger of people

relying upon "wrong" answers from a computer. These wrong

answers may In turn have serious ef fects. There are many cases

where such a situation has caused untcid misery for the people

and organizations involved. and [t deserves much serlous

consideration.

Ihe.Sacurity of information

To many people, a computer [Is simply a big mysterlous

machine with a “typewrlter®™ attached to It which people Can use

to put things in and get things out. Al though thls ls partially

trues it is not totally true.

‘a we were to take a computer and attach a single one

 -—P Rw



of these "typewriters" (whlch are actually called “teletypes®™) to

ity then only one person would be able to use thls computer at a

time. But the fact ls that in general, a single person using a

computer wlll only make use of a small fraction of that

computer®s total “computing ability." In other wordss for a small

fraction of its total time, the computer would pe going work for

the person who is using lt. During the rest of Its time, It would

Ne idlea

Because a computer is generally so expensive, lt seenms

rather uneconomical to have it work for only a small fraction of

the time that It is capable of workings As a result, many of the

computers on the market today have more than one of these

“teletypes™ attached to them. This way, a number of people can

gse the same computer at the same times. Since each person only

needs a small fraction of the computer's time, the computer can

Jo back and forth amon3j the various "users and give each one 3

little blt of [ts computing time when he needs It. In this ways

the computer comes closer to working up to its full capacity.

Of course, if one of these computer "users" reaqulred

all or most of the computer®s computing time, than we wouldn®t be

able to divide up tha computer®s time in thls fashicn. But since

In general, each user only requlres a small fraction of the

computer®s time, wa are able to get away with such a

*+imeshar ing® scheme,

Because of the ir ability to accomodate more than one

Jser at a times many of these “timeshar ing” computers have the
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ability to share oprograms and information amorg a numoer of

dsers. But often people will have things Inside a computer that

they only want to share with a limited number of people. For

instances, a group of people workiny tcgetnear on a oprogram might

want to be able to share copies of trat program among themselves

so that they can all work cn [it at the same time. But they

Wwouldn®t want other people using the same computer system to have

3ccess to that program untli the grogram Is finisheao and working.

And even then, thay may still nct want others to see that

orograms. For Instance, they might orly want others to be able to

use that program without being able to 1ook at it to see how |i?

works. Or they may want to simply deny any form of sccess to that

programe. Sometimes, people store sensitive or private

information on a computer and only want a few people To have

access to that information. for Instance, 1f some state

jovernment had a computer which was shared by both the "Payroll

Department®™ and the "Motor Vehlcle Oepartment,” ana if the

Payroll Department®s program printed out paychecks for all state

employees every Friday at 3800s we might want the person using

the Payroll Department's program to have access to the salar les

of all clty employees. Yet, we certainly wouldn®t want the person

running the Motor Vehlcie Department®s program to kave access to

the salaries. If ne did have access to them, he might try to

change the part of the computer with his satary In It from

reading "$253 per week®™ to reading "$10+003 per week" every

Fricay at 2:55, Then at 3:00, the Payroll Department program
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would print out paychecks for all &lt;cCclty workers, Including a

$10,000 check for the person who changed his salary. Ther, at

3305, this person can change his salary back to $250, sO that

nobody will ever know the difference. Although such a ripoff

technique seems 100 simple to be true, many people have in fact

committed computer aided crimes using very comparable techniques.

"What bothers many ls the simplicity of the (computer) fraud and

embezzlement schemes that heve come to light so far, *One can't

help but wonder what the really clever people are doings® says

{Brandt Allen, a professor from the University of Virginia).™-1

some,
As a result, am computer systems are belng designed today which

allow a person or organization to specify exactly who has access

to the varlous information |[t stores on the computer, and how

much access he has. (Can he only read that information or can he

also change ite Can he make Piss cwn copy? etc.) But very fen

computers on the market today are really secure. “Joe Wasserman,

(a pioneer In the «computer security) fleldy, says, ‘Comouter

security in general stinks. Computer centers tena to be either

completely secure or completely Insecure.’ He says most of the

secure ones are companies dealing with classified government

work- *and that's a pretty small number,.,*"-2 There are In fact

many organizations which, for precisely this lack of securlty,

have decided to buy a computer all for themselves so that nobody

alse can get at restricted information and cause croblemse.

As we can sees tre sharing of Information In a computer

orings out a lot of social problems that must be cealtT With. We
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must remember that, in a way, the computer has taker the place of

the file cabinet. Information that would have been put In a

locked file cabinet or a desk 413 years ago ls today out in 3

computer. Certainly, no employer would have let tris employees

Into his file cabinet ten years ago to change their salarles. A

person writing a book would not want someone to break Into his

jesk and steal cooles of th&amp; book. A doctor hopefully wouldn't

want an outsider to jet at sensitive medical information in nis

files. But nowadayss bDuslnesses keep salaries In computers,

writers write books using computers, and doctors keep records on

computers. It seems reasonable for them to expect at {east the

same amount of security for their property when it is stored on 23a

computer as they would have expected If It had still been kept in

a file cabinet. The problem is this: In the initial rusr for

computer companies to produce working computers snd get trem on

the market, the technological push was directed aimost entirely

toward simply getting tre computers to do useful tringse.

According to "John Well, who heads Honeywel l®s advanced systems

and technology uUniteess $the (computer) Industry has tended to

neglect the security problem In its haste to aeveloo basic

computer technology.**"-3 The boom In the popularity of computers

saw more and more people and organizations computerlzing their

operations, thus putting more and more information of various

Sorts on computers. Gradually, these people began to real lze

something. Although many technological advances hac been made in

the area of "getting the ccmputer to do something,” very few
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advances were made whlch could adeguately protect tre Information

which people were putting info the computers. Thls lack of

protection encouraged many people to begin stealing or lllegally

changlng information stored by others on the same computers. Some

of the computerized ripoffs that have occurred In recent years

boggle the Imagination In thelr scope and simplicity. Computer

technologists have bagun tc rescond to the problem, and there is

a growing fleld in information protectlon. But the fact Is that

very few of the computers on today's markat adequately protect

the Information they contain. And crime Is not the only concern

were. Because computers often contain sensitive material on

individuals, this lack of security creates a number of problems

in the area of personal privacys

Nowadayss 3 large amount of computerized Information Is

sent over telephone lines. This provides an excellent way for

someone to tap into 3 computer illegally to do things that he

shouldn®t do. The computer designers have started to respond to

this problem by producing "“scramblers®™ to scramble computerlzed

information that is transmitted over telephone |ines. But the

scramblers provide no guarantee trat someone won't tind a way

around them, and the fact Is that today, much computer] zed

information is still not scrambled wher it is transmitted over

refephone (ines.

There are also physical hazards toc be reackoned with by

any computer instal lation, Some of these hazards sre common t0

ail industries) others are unique to the computer [Naustry.
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Fires, physical destruction (intentional or not) and most other

day to day hazards certainly face any computer instaifation. But

the unique hazards of the computer industry provide even more

potential for problems. For Instances, "One west coast data

processing manager 1ost his Job when a group of 8oy Scouts

touring the computer center happened to have some magnets with

them that erased most of the company®s records stored on tapes.

In another case, a repalrrman stuck his magnetic flashlight to the

nearest support- which hacpened to be a storage drum. The result:

80,000 scrambled customer credit records.™-4 Other obscure

things, such as varlous types of radiations also have the

potential to damage a computer system.

“(In 1970) milllons of dollars worth of compu ter

equipment and data were damaged ana destroyed by ssbotage alone.

Add to that Increasing instances of computer misuse- such as

fraud and embezzlement- and serious accidental disruptions, and

lt becomes clear why some cbservers see trouble zhead In the

computer age."-5

The NeedTo“Trust!treComputer

To many people, the comguter Is nothing more than 23

magical black box. Tney put things into that box and they get

things out of it, yet they have no real ldea of how the things

thay put into it wera used to determine the things they got out

of i1t. As a result, they must often accept on faith that what the



computer Is telllrg them Is really accurate, This "faith" which

neople must place in a computer before they use it underilies an

important problem, ard so we offer an example to [llustrate

axaCtly what we mean by "frusting” Sm a computer.

Let us say that we wanted to write a procram to

simulate a game of five card poker. How mlaght we approach the

writing of such a program?

Certainly, it seems trat at some polnt In our crograms

Ne would have to write a routine that simulates the dealing of

five cards from a card decks. Because there are 52 cards in a

deck, let*s take each card and glve It a number from i to 52. The

number 41 might represant the two of clubs, the number 2 might

represent the two of diamonds, the number 52 might represent “the

sce of spades and 30 on. If we assume that there [Ss some way to

get the computer to pick random numbers from 1 to 52, then the

process of deallng out five cards would be falriy sloples All we

would have to do is nave the computer pick five different random

numbers from 1 to 572. Then, we can slmply have the computer

flgure out which cards are represented by the numbers that were

plckeds, and those carcs will be the cards that heve been “dealt™

out. But there [s a problem here?! it Is very difficult to write

oS good program to produce random numbers. Because of this, the

person trying to write the sectlon of the poker program which

deals out 5 cards would end up spenalng virtually all of his tire

ariting the section of the program which picks random numbers.

And before he even begins to write this random number section, he
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would probably have to spend a lot of time reading through 3 few

books or papers to l2arn all about generating random numbers. But

the person writing the poker program doesn®t want to spend mos?

of his time researching and writing random number programs; he

Just wants to write hls poker program, He wants to use the random

numbers once they are generated, but he could care less about

writing a program to Jenerate them, Certalniys this ls 3

reasonable desire. An auto repairman doesn®t want to worry about

bullaing a muffler before he puts it Into a car; he simply wants

to have a completa muffler on hand, ready for use when [t is

needed. He lets someone elsey namely the people at the muffler

factory, worry about actually building the muffler. Of course,

there Is always the chance that the mufflers sent from the

factory will be faulty. In this case, even trough the auto

repairman might install the muffler properly, the car wili not

perform the way it shoutc. If the random number subroutine that

we use for our poker program is faulty, {for instance, if it

picks the number 52 more than the otrer numbers, causing the ace

of spades to be dealt out more than the other cards) then the

whole poker program will be faulty, even if we Use the random

number subroutlne properly. And [If the writer of the poker

program doesn®t know that the random number program which he is

Jsling doesn't work properly, then he will think that hls own

program Works properly, even though it doesn®t,

Today, most prcgrammers often make use of many such

rr ‘packageg" subroutines. And since these subroutines may not
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always behave in the way that they are expected tos thls sdds a

strong element of doubt to the correctness of a procram,

Another example cf a way In which people must “trust a

computer is in the use of what are called "high level lancuzges.”

Before discussing high level languages however, an understanding

of a few technical concepts Is In order.

Anything and everytring that we put Into &amp; computer

must ultimately be representec by a bunch of what are called

"bits." A bit is simply a piece of electronics inside the

computer which is either on or off. Just like your ‘televisions,

raclos, tights, cars anc lots of other things are either on or

off, so Ils a bit. Probably the best way of thinking of a bit is

as a tittle 1ight switch which Is turned on and off by the

electronics of a computer rather than by a humane. A computer has

3 tremendous number of these on-off bits, anda everything that it

does is ultimately dgetermined by which olts are on and which bits

are off.

Since we want to get the computer to do certain things

for us (arithmetic, bookkeepings handling telephone calls etc.)

we must find some way of taking whatever it is we want to do, and

translating it Into some sequence of these on-off bits.

Let's now pegin to take a look at how one might go

about organizing these little on-off bits to get a computer to

actually do whatever we want it to do.

As we have sald before, a single bit can be el ther on

Yr off. Lets say that wa were to take two of these bits and put
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them side by sides. Nows we have four possible ways of arranging

these two bits. They are 1) off-off, 2) off=-on, 3) on-off and &amp;)

on=-or. Since [It becomes ratrer ftedlous to write the words “on

and "off" everytime w2 want to talk about a blt,y we'll use the

digit "1" to represent the word "on" and the dlglt *3'" to

represent the word "off." So our new way of representing these

four on-off patterns ls 1) Gs 2) 01s 3) 13 and 4) 11. If we have

three bits, then we can come up with elght possible ways of

arranging them, and four bits provide us with sixteen ways. As we

can sees it seems that everytime we add another bit we gouble the

number of ways of arranging them, This Is In fact the cases SO

five bits can give us 32 arrangements. If we want to reprasent,

Says the 26 letters of the alphabet, we could slmoly take flve

hits and use one of the 32 possible bit arrangements to represent

aach letter. One such assignment might be as follows?

A

3

C

0

E
c

6

H

I

GGGJd0

Juisdl

60010

000411
001du

00131

go110
00111

31300

1001

K §161¢

L 01011

M 01200

N 01101

0 01110

P D4111

Q 10000

 QR 104601

S

TY

u

V

W

103190

160141

10100

10101
10110

10111

11000
11001

Y

 Zz

Figure 4
3

UNUSED
11010

11011

11100
11101

11110

11113

Now, anytime we want to represent say, the letter ™L"

In our computer, all we have to do Is fina a chunk of flve bits

somewhere inside the computer anda put them in a *"34g011" or

rff-on=off-0n=on sequencas 3s shown In the chart.
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The same procedure of arranging bits in various on-off

patterns is aliso used to represent numbers, instructions and

virtually anything else that we wish fo put in a computer. For

Instance, the bit sequence “§1(11310110110111C" might Just happen

to be an instruction to the computer telling it to add two

numbers which are stored somewhere inside the computer. These

two numbers would also be represented by a bunch of bits in a

simitar fashion. For instance, the bit sequence

"311110110001010110* might happen to represent one of the two

numbers and the blt sequence "1501101303111 30141" might happen 10

represent the other number.

Buty, as the reader can probably imaglne, It 1s a

tremendous inconveniance to have to think of everytring inside 2

computer In terms of these bits, As a result, much of the early

research in the computer fielc centered around finding ways to

Jse a computer without having to think of everything In the

computer In terms of these bits. In particular, people found it

much more convenient to glve the computer “engl lishilke™

instructions such as "add" or *"subtract®™ than to give it "bit

form” instructions such as ™010110104101104110."™ And It 1s

likewise easier to give the computer real numbers instead of

these tedlous bit strings. So the computer industry developed

programs which would enable people to give the computer

dumbery and leflers |

instructlons,inthis easier to understand "engllishllike" form.

These programs act as transiators in a sense; they take

Instructions which are written in “engllishliike™ fecrm and
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transiate them Into Instructions whlch are written In “plt form.™

And It is these translated "bit form" Instructlors whlch are

Jitimately used by the computer to ao something.

These “translator” programs are generally referred to

3s assemblers” or “complilers.™ The easier to use, more

“englishlike®™ instructions comprise what are known as “assembly

| anguages™ or “hlgher level languages.”

Now, as we sald before, the purpose of deslgning these

translator programs was to free the programmer from worrying

sbout the exact form of "4°s"™ and "0*s"™ that his program would

Jltimately take on inslde the computer. Instead, he can { eave the

details up to these “translator” programs. As a matter of fact,

almost all programming done nowadays utlillzes some higher level

sr assembly language of the form descrloed here. But high level

{anguages often have so many different features that It is

impossible for a person to always know exactly how his high level

language instructions will look once they are translated into bit

| anguzage Instructions. He must often trust tre compl ler to

transiate hls statements into a bit {anguage program that will do

ahat he really wants It to do. But [f we are writing a oprogram

that wills, for instance, be used to make Important decisions

about people*s llves, It may not always be wlse to leave so many

jetails up to the computers This is similar to the problem

mentioned eariier whare a person might use a defective random

number generator without knowing that it Is defective, anc have

his program work [Improperly up 8s a results. In a more general
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Sense, we are dealing with the problem that people often al low

computers to do thinjs for them without really knowing bow it Is

doing them or if It is doing them correctly. We shall spend a

lot of time tater on discussing some of the social implicatiors

of this situation.

The cons?~~tlon_of Large Scale Computer Programs

The recent years have seen the production of many

jigantlic computer programs; programs which requlre a masslve

effort by many people In order to be produced. Because such large

scale programs are becoming more and more Common by the days it

might be illustrative if we discussed the process by which one of

these large programs is often produced and some of the crobl ems

encountered along the way.

Earller, we showed how the use of pre-packaged

“subroutines can help to make crogramming easier for those who

Jse them correctly. But the notleon of a subrcutine has much

impact beyond this. Corsider for instance, the task of writing 23

baseball game on a computer, For simgcliclity, all games will last

nine innings regardless of score. Before starting however, we can

make a few observations about the structure of a baseball games

For instance, if Ae can write a subroutine which we shall call

"Playinning™ which is capable of playlng a single inning of

paseball, we can JSe it nine timas in a row to produce z full

baseball game. So instead of concentrating on the whole game,
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fet us concentrate on

one Inning.

If we can write a subroutine which we shall call

“Teambat™ which allows a single team to bat untill [It has three

outs, then we simply have to use the ™Teampbat® program twice,

once for the visiting team and once for the home team, In order

to play a full inning. So instead of concentrating on a full

Inning, let's take It a half Inning at a time. Well, what Is

involvea in having a single team bat for a nalf inrlng? All we

really have to do 1s write a program called *nersonbat” whlch

allows a single person to bate. Then, by using this routine over

and over untill a team has 3 outs, we can produce a half Inning.

Notice what we have done. We have taken the task of writing a

full baseball game and reduced It to the task of writing a

subroutine which enanles a single person to bat.

Nowy how might we write this subroutine trat allows a

single person to bat? One 3pproach might be as follows: Let's say

a player has a total of 530 at bats with 43 home runs, 5 triples,

30 doubles and 75 singles. We could use a pre-packaged random

number routlne to pick a rumber from 1 to 500. Then, if the

number picked Is from 1 to 40, we can call for a subroutine

called "Homerun™ which will glve the batter a homerun. If the

number is from 41 to 45, we can call for a subroutine called

“Triple." 46 to 75 will cause us to call for a subroutine cal led

“Oouble,* ana 76 to 150 will Invoke a subroutine called "Single."

Any other numbers plcked wlll send us to a subroutine cal ted
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"Out." Fach of these subroutines will in turn call on even

more, . on,

wills subroutines. For instance, when the Double" subroutine

is called, that subroutine might itself call another subroutine

callea ™Baserunning™ which wilt flgure out what happens to all

the baserunners. And that baserunning subroutine might even call

another subroutine called “Keepscore'™ whlch wlll upaate the score

if the baserunning routine determines that someone has scored.

This technique of breaking a program down Into smallery, ana thus

more manageable parts is known as "structured programming” and is

perhaps the most powerful programming techniague which has bean

developed to date. Its opvious advantage is that It limits the

scope of what we have to think about at any one time tc 3 very

small section of the overall program. Then, once each of these

smaller subroutlnes ls written, all we have to do ls plece them

together into a full program. In &amp; sense, we are breaking down

our program into “ready made parts™ whicn are comparable to tre

subroutines discussed earlier. This approach results in

programming that is much faster and much easier than it would

otherwise be If the person writing the program had to worry about

avery detail! of the whole program all at once. And if the program

Isn®*t dolng the right thing when a person gets a triple, the

author of the program meraly has to look at the triple subroutine

to find his error, rather than to search through the whole

program, And finally, Lf more than one person is working on the

program, thls technique provides a natural way to divide the

NOrk. One person can write the single and double subroutines, one
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SON
A write the triple and home run subroutines, and sO on. These

subroutines can than be put together to form the whole program,

even though each person does not have to have any lagea of how the

sections written by the other people &amp;ctual ly works It is this

particular feature of structured grogrammling that led us to a

4iscussion of the topic In the first place.

Most of the large programs that we have been and wlll

ne talking about cannot possibly be designed by one or e¢ven 3 few

people because of the sheer size of thes2 programs. Because we

need to have So many people working on a large program, we ara

forced to divide up the work In such a way that each person can

Work on nls own lndivicual subsection without ever having to kncw

how the rest of the program works. AS we have seen, structured

orogramming accomplishes this task rather well, and is thus an

invaluable technique for large scale program designe.

This 1s not to say that structured programming

technl ques have been usec In the past to deslgn large programs;

in fact, they generally haven't, since they have only been

developed recently. But then agaln, it has been very difficult in

the past to turn out very large programs that really work. The

advent of structured programming however, promlses to make large

scale programming efforts much easier In the future.

But even 509 the design of a large scale program or any

program for that matter ramalns an exscting exercises. One can not

make a mistake in writing a grogram and expect tre computer to

figure out what he is really trying to do. The computer Is a
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merciless Judge of program correctness. Getting a large number of

people to design such exacting pieces which in turn must fit

together In a very exacting way ls far from a simple ‘task, and

good management and good communication are as assential as good

programming.

One phenomena that is often found Ir large procramming

ventures is that the structure of a3 programming organization

often takes on the structure of the program that the organization

is writing. If the program they are writing Is initially broken

down into five smaller parts, then the organization will itself

split Into flve groups, one to work on each part. Each of these

groups will probably have [ts own DOSSH as wit! the entire

project. Let us say that one of trese flve main parts of the

orogram is itself broken down Into four smaller parts. Then the

group working on this part will itself be proken down into four

smaller groups, each with [Its own boss and so on. This will keep

nappeninrg until we reach the level of "one person groups.”

The rule In aimost all programming efforts, be they

farge or small, is that the design of a program frequently

changes as soon as pa2ople start workirg on the nitty gritty and

discover that there is an easier apcroach than the one that was

originally proposed. If it were suddenly discovered that the

above program could be better written with four main parts

instead of tive, we would have to change the top level of our

organization from five main groups to four main groups. This

means that the boss of the fifth main group loses his boss
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status, and the mambers of that fifth group must eltrer be

relocated or lald off. Because such a sltuaticn arises sO

frequently in programming, such an organizatlon must ve able to

change its structure radically and frequently, If tha boss who

was moved In the reorganization doesn®t like the fact that he 1s

n0 longer a boss, we can elther tell him “tough luck" or we can

decide to stay with the original five part breakdown of the

programs even thougygn the program might not turn out as well with

five parts as it would have with four. What we have assumed here

ls that the change to four main parts will produce a program to

jo exactly the same thing that the crogram with five parts would

have done, except more afficiertiy. It often ls tre case however

that the overall goals of a program which is being designed 2re

changed to meet the programming needs. If a certaln feature which

was originally Included in the programming goals turns out to be

difficult to program, that feature may simply be dropped from the

overall goals. Thus, there is often a great di fference between

what a program is originally Intended to do, and what it actually

does once it is finally procuced. This doesn®t mean that the

final program doesn't work. It simply means that it doesn®t do

what people had originally hoped it would do, In the way that

they had hoped it would do it. This JilllNES leads“sinto another

najor problem. When a large program is designed for use by some

organization, the program simply does not do things In the same

way that that organization ¢ld trem pefore. As 3 result, an

organizatior {ss often forced to redesign itself to fit 3
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computer, rather than the other way around. This phenomena of an

organization restructuring itself around its new computer has

occurred time and time agains and It is thoroughly aocumented In

the literature. If a program Is belng designed wlth some social

purpose in mindy soclal goals in the area with which the program

deals may be changed not because they are Invalld social goals,

but because they are simply not easy to program. Thls situation

can cause very severe problems, and will be discussed at great

lengths when we get into artificial Intellegence. There Is a

strong desire amonj3 many artificial Intellegence researchers to

eventually use computers for making important decisions.

Certainly, we don®t want the process of making complex social

decisions to be determined by how easily these decislon mak ing

processes can be programmed.

Another thirg that we might notice here Is that there

is no one person who really knows what these large programs are

doling. There are people who know what certain sectlons of the

program are coingy, but it is simply impossible for a single

person to be aware of all the details of the whole program. After

all, the whole reason that we split up the program among SO many

people In the first place was that It was simply too complex for

one person to comprehend. Also, the ccmputer industry has few, if

any standaras for program documentation. Program documentatjonIs

simply the process of writings, ir addition to a program, a

description of how that program Works. The lack of a good

description of how a program works makes [t difficul? if not
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impossible for anyone to ever flgure cut how that program works.

Add this to the fact that shortly after the completior of a

programming projects the gceople who worked on it generally are

not available or dont remember in detall how thelr own sections

worked, and we see that our large scale program [s really nothing

more than a mysterious black boxe. People put information in and

jet answers out, but they have no [dea how the informatior they

put in was used to arrive at the answers they got out. Thus, a

person using a computer must be willing to place bling faith In

the program that he is usinrgs. If he wants to find out how it is

arriving at its answars, he can®t, sirce nobody really knows. And

if he did know how the answers were being arrivea at, he might

just decide to never use the program 3galn?!

Since it Is aifficult to examine someone else's program

in details it is also falrly easy for someone writlng a sectlon

of a program to change around a few Instructions to purposely

subvert the entire program. As we have sald before and wlll Say

agaln, computers provide a means for crime that Is unparalel led

anywhere else.

What all of this results in is a rellance upon a

orogram that nobody fully understands, whlch may or may not solve

the problems It was designed to solve in the best way possible,

and which may have accidental or malliclous flaws In 1t. The

original goals of the program may have been changed simply to

program
make it easier to write the program. And even If the rani

does solve the problem that it ls attempting to solve in the bes?
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Way pOSSible, (which we will have no way of knowing for sure)

that method of solving the problem may become obsolete within a

short time when some better method comes alongs. And of course, we

will have no way of detecting thls obsolescence, because we don*t

KNOW for sure what the program ls doing to begin with.

Hopefully, this discussion has helpec to refute the

myth that "somebody somewhere must know what a computer program

ls really dolng bacause somebody somewhere had to write tre

program.®™ The fact is, that many computer systems are entering

the market today whlch are not understood by any cne person and

ahichy in fact, may never be understood by anybody.

At this polnt In the cdlscusslon we hope that the reader

has more of a realistic view of what a computer is and what its

limitations ares, In particular, we hope that he uncerstands some

5&gt;f the problems that often lle behind the practical production of

any programe. He should begin to see by now that computers are

only human creations, and as such, are subject to the Hi flaws

and limjtationsy and even the corruntions of tre people who

create and use them.

With tnis Ir mind, we shall move on to a discussion of

some of the [mportant social questions surrounding computer use.

~lLds~



Chapter two-

Computerized Data Banks

“What Do Il Have To HjideZ?™

NowadaysSs when one speaks of the soclal issues involved

In computer usey the lssue that mest likely comes to mind Is ‘the

databank Issue. Although It Is only one of many soclal issues

related to computer use, It Is one that has begun to recelve

considerable attentlon In recent vears. A data bank sy

essentially, any orjarized collection of data pertalnirg to

Incgividuat people or organizatliors. A number of Important

studies on the use of computers tc collect arc disseminate

personal information have been done in recent yesrs. Among trem

are "“Databanks In a Free Society" by the Natloral Academv of

Sciences, “Records, Computers and the Rights of Cltlzens™ by the

department of Health, Fducation and Wel fare, and "Tre Assault on

Privacy" by Arthur Miller. Recent revelatlons about the rature

and scope of computerized filles about Individual American

citlzens which are maintzined by the F.B.1.4y the C.I.A. and the

Armys as well as by other covernmental and private bodies have

served to fan the flres under the data bank [1 ssue.

Although the dsta bank question has to date recelved

more public attention than most of tre other social questlons

related to computer use, that is only because it is one of the

First computer abuses to have become pervasive enough to attract
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such attention. But if one tries to "look Into the future” to get

a feel for some of the computer related social prcblems that may

one day be confronting uss the gata bank ques tlony as serious as

it 1s nowy, seems dwarfed by comparison,

Yet, the data bank Issue Is currently a very lmportant

issue, and it Is one that will persist for a while tc come. So

let us take a closer look at some of the Important problems that

have developed as a result of tre computerization of data banks,

and see If we can come up wlth some feasable approaches for

jeatl ing with these problams.

Before we even start our discussion of data banks, it

is very important to clear up a malor misconception which a lot

of people seem to have. When one talks with others about the

databank issues, a remark that is heard atl too often is "you

can®t get hurt by your record lf you®ve got nothing to hide."

This statement Just Is not true! In case after cases people have

been hurt by the misuse of data about them when applying for

jobs, schools, goverrment services and just about anything else

that one applles for these days. And In many casesy the people

Aho were hurt were people who had absolutely "notring to hide.™

*Th one cases a communtity tutoring project's secretary

~cajled a school to fing out what grade 3a child was In. The

orinclpal responded to the request and offered the additional

information from the recorc that the child was 2a bedwetter and

nis mother an alcoholic with many boyfriends. A mother of 3

junior nigh schoo! boy snezked &amp; look at another school record.

 &gt; lyfy+



She found that a teacrer In second grade had szld her son had

exhibitionist tendencles®. After considerable effort the woman

tracked down the teacher who hady Dy then, left the school

system. The *exhlbitionist tendencles® label had been plnned on

her son because of a single incident in which he tad rushed out

of a lavatory unzippered.'-6

In another casa, 3 teenage diabetic hac a dlabetlc

siezure in a grocery store. "He crabbed something sweet to eat

and, aS a result, found himself under arrest. When the reason for

nis *theft® became known, the crarges were droppeds”=7 Yet, this

“"+heft™ was maintained on Rls arrest record, and when he brought

suit to have the record of that arrest destroyed, he lost. And as

a result, that arrest will follow him for the rest oft his {ilfe

and will be shown to prospective employers and many other people

with whom he wlll have to ceal.

In yet another czse,y, &amp; report sent to an Insurance

company from a credlt ouresu Md that a particular couple earned

“only $5((00 a year between them. Thelr 18 year old son, a "hippie

type youth® is *active in varlous antl-establlshmert concerns.”

The son, who would be crlving the car, Is *suspected of using

narijuanra On 0Ccaslions® +...And So0y wlth that Infcrmation™ this

fFamliiv®s insurace pollcy was cancel led.-8

“There was only cne problem. The Information... was all

NPONGgse The husband "was then an Oldsmobile salesman and hls

Wife is a secretary. They make a lot more than $5000 a year.

[heir son Is described by hls principal as a *mcoel student, a
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stralght kid,* whose *anti-estaclisrhment® activity consisted of

participating in a couple cf protests against the Vietnam War."-9

Another case ir which very many people were hurt by

their records was with tha use by tre armed forces of SON and SPN

iischarge code numbers. *SON [Is the alr force's acronym for

Seperation Qesignatior Number. The army and navy eauivalent is

SPNy whlch stands for Seperetlor Program Number. Every veteran

discharged between 1955 and March 1974 has an SPN or SON number

on hls discharge papers. Most of the 530 numbers used were free

of stigma. But in 1973 alone, 35,640 men who got out with

nonorable discharces had ‘unsultable® SPN numbers; 21,000 were

coded as ‘character or pehavior disorders®; another 10,000 were

branded: *defective attitucesy, and an lnabllity to expend effort

constructively. ® Other secret codes saic a veteran rad

homosexual tendencies® or was a ‘stirker® or was qullty of

"disloyalty or subversion® or ‘unaccectable conduct.*™-10

*In ally about a wnitllon veterans have been given

derogatory discharge codes. And, 2lthough the veterans themsel ves

41d not know the meanirg of the codes, the personrel departments

of Firestone, Boeingsy Crrysler, Standard 0il of California and

many other major employers dld. They knew what to look for on =

veteran®s discharge papers."-11

“Before the mezring of scme of these ccdes was flrst

oublicized In March 1973, victimizea veterans had no idea what

they meant. Publicity dld not reach everyone sffected. Many

H“onorably discharged veterans with stigmatizing numbers are



probably still mystified by the difficulties they have trad in

jetting Jopbs."-13

But the problem was not simply the secrecy of the codes

hut the labels themselves."-14 “Evidence ls emerging that the

code labels have sometimes been parting glfts from vindictive

nfflcers or simply clerical errors."™-15

Hopefully, the reader has begun to reallze by now that

one really does not have to have ‘something to hide" in order to

be hurt badly by the misuse of agata maintained about him. If

however, the reader is stil! unconvinced of this fact, I refer

him to Aryeh Nelr's book “Dosslert: The Secret Files They Keep on

You™ from which these examples came and In which one can find

countless other examples (lke them,

Of coursey many of the examples clted above simply

itituminate problems that can result from the misuse of any type

of data, be It computerizec or not. For instance, the dlschrarge

codes whlch we mentioned were put right onto a person’s discharge

papers rather than into 3 computer, vet they did untold harm to

those who were unfortunate enough to get hit with a cerogatory

code Number. In fact, two of the "largest and most harmful data

bankKSesse =The Fo.B.I.'s [dentification Dlvlision anc the Retall

Credit company- are both old fashliorec manually operated systems.

hey are being computerizea In order to speed the process with

ahich they furnish information.%“-106

What we have tried to get across here [Is that any datas

Ne 11 computerizedy, manual cr otharwise has the potential to an
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jreat harm to someone If that gata ls misused. What we shall

attempt to do henceforth ls examine scme of the ways In which the

Introduction of the computer Into the data bank business has

helped or might help to aggrevate thls problem far beyond its

present proportlons by lntroduclng new factors anc capabilltles

into the process of data masintalnance and use.

Misuse of and ins
won ~ a ~~

a
~ 1 ir Rapp: * "nized Dats

&gt;31nerclipnectheInformation

As we have stated previously, tha source of many

computer related problems 1s the fact that many people accept the

highly false notion that "if something comes out of a comecuter,

It must be accurate.” Often people who use computerlzed data rely

Jpon that data to make important acecislions about the people wto

the data pertains to} whetrer to give them Jobs, whether to admit

them to schools and whatnot. But there are, in facty numerous

Ways in whlch data stored Inside a ccmputar can be lnaccurate or

misleading and so it is necessary to exolore some of them.

The time that ary piece of data first comes into belng

is with the initial collectior of trat piece of cata. This data

collection process can take on any number of forms. It may or

-

may not be done with the knowledge of the person whom that data

[s about. And even If 3 person does know that certain data is

being collected about him, he may not be too thrilled wlth the
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ldea., Questlionalrres or varlous subjects are wldely distributed

throughout our society. Nowadaysy, one has to furnisn irformation

about himself Just 3bout every time he aoplles for anything, and

the questions asked can pe pretty sensitive at times. "Consider

the documented case of an 18 year old college coed applylng for a

summer secreterial position with a federal 2gency. She was asked,

regarding a boy she was dating? *Did1 he do anytrlng unnatural

with you? You dian®t get rpregnant, &lt;cld you? There's klssing,

petting and Intercourse, anc after that, did he fecrce you to do

anything to him, or did he do anythlng to you?*"-1E

The testing of children alsc provides lcts of Juicy

data for the data mongers, Persorallty tests, In particular,

of fer a striking example of Just how far some people have gone.

Many of these tests contaln questions |lke Are you troubled by

the ldea that people on the street are watching vyou?," *do you

think something Is wrong wlth your sex orjans?” or "do you think

that Jesus Christ was greater than Lircoln or Washington?"-17

“In one particularly Insersitlive experiment, University

of North Carollna soclologlsts imposed a thirty one page

questionnaire on seventh and ninth graders In Ourham. Inquiries

included the foilowing?

Was the home your parents made for you ever broken up?

[§ the home your parents made for you was broken up,

ihose fault was 1t7?

How do your parents feal about aj 1 +e (black)

Deople?=18
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Suck surveys ara ofter compulsive, and even if they are

nots the people who are asked to rescond to them are often glven

ALo
the strong Impression that ws Often, people may be misled Into

thinking that they are resgondlrg annonymousiy to surveys when In

fact they are not. It was recently revealed In several natlonal

newspapers that many major U.S. magazines were sendlng out

questlonalrres to their readers asking falrly probing questions

about social and political attitudes. The people responalng were

not asked to put thelr rames anywhere on the guestlonalres, and

the format of the questionalres would be such that these people

would think that their responses were annonymousa. Actually

rowever, there would be 3 code rumber printed In lrvisible Ink on

saach questionalrre through which each person could be icentifled,

3} though the exlstence of tris code number would not in any way

be mentioned or impllec [n the guesticnnaire.

Many times, tha source of irformation aboLt a person is

not the person himself, but other people who knew him In some

nay. Oftens this practice cen take on some very shacy forms. For

Instance, one professional Information gatherer salc of hls work

“You go to a neijhbor and esteblish rapport... Then you ask

*What®s your oplnior of X*s home life} how do you think of him

3S a family man?®' This will usually elliclt some hint. ess] hen

you start diggirg. You press them as far as they will go, and if

they become recalcitrant, you go sScmewhere else."-19 There are

also "several politically orlentec groups, such as the

right-wing Church League of America, who make their investigative
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talents avaliable to employers with the ctalm that they can weed

out ‘undesireables® anc *troublesome indlviduals.® A more blatent

form of blacklisting Is difficulttoImaglne."=20

With all the orotlems ttat can occur when Information

ls first gathered, It becomes clear that we must establish

unambiguous standards for the collection of Information. We are,

of course, speaking of all information, whether or not that

Information [Is to be ccmputerized. HOWwever, we mus t te

particularly careful wlth the collection of computerized

information because of the way In which many people often view

~omputer output as gospel.

Entering _Informatlon Into a Computer

Once information aboilt a person has been collected for

Jse by a computer, that Informatlon must actually be put Into the

computer. This process will often involve typing that information

directly into the computer or typing [lt onto punch cards for use

by the computer, At tris stage in the processs 3 number of

things may happen. Of course, everyday human error on the part of

the person typing the information into the computer can cause

inaccurate Information to te entered Into the computer. Nowadays,

it Ils rare indeed to find someone who hasn®t hac 3a blll or an

order for merchendis2 which was fouled up by a computer. In

reality, there is a pretty good chance that the error occurred

when that information W3S first entered into the computer.
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Another oroblem Is that raw infcrmation Is often changed Into a

form that witl fit the program which Is going to use that

information. We have all bad the experience, for instance, of

recelving questionalrres trat restrict our answers to only = few

multiple choice possiopilitiesy, even though the answer trat ue

might really wish to give doesn®*t in any way fit the choices that

Wwe are allowed to make. So we are forced to use the answer thrat

comes the closest to what we would really tlke to says, even

though it may be a pretty coor representation of the answer ne

would actually glve [f we were glven the choice. When this

“standardization process is performed on personal data by 3

person whose Job It Is to type that Information Into a computer,

vast distortions of that informatior zre 1lkely t0 occur. The

“st+andardization® process may Involve rewording the origlnal

information, or even addlng to or deleting parts from it. This

too, Must be considered in determining appropriate pollcy to deal

Alth the computerlzed cata banks.

Informatlon_Inside the Computer

Once a piece of inform@tion Is inside a computer, there

is still a chance that 1t will be altered In some way. That

alteration could be the result of an error In the orogram that

dses the datas anc we must remember that errors [In programs are

not aiways accldentale.

As we have stated before, there a A very few compu ter
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systems on the market today that provide any real measure of

security for the informaticn which they contain. This means that

there is always the «chance that sensitive or impertant

information will be seen or even changed by someone Who should

not have access to that information. And, unfortunately, there

are no existing standards for tre protection of information in

computer systems. finally, the technical fleld cof Infcrmation

protection is still far frcm advanced, as Wwe have Sstatec ezrlier

Many of these croblems relate closely to the ones trat

ie discussed in chapter one in cur section on "The Security of

informations” and thay are of crucial significance.

The Ultimate JHBMUse_of ComguterizedInformation

Finally, we come to the question of how infcormation

which Is stored inside a computer Is ultlmately used. This

particular stage of the record keering process ls possibly the

one that Is subject to the c¢createst abuse. In many Cases, raw

information about people Is given out to Just aboiLt anybooy wWro

desires it. These include prospective employers, creditors, ard

many other people who have some interest In the person who they

are requesting the information about. In fact, In many casesy

the only person who cannot see certaln information Is the person

who that Information 11s about. But the Introduction of the

computer into Information btrardiing has allowed for some very

unlque ways to distribute trls information.
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One of the big cifferences batween compilterized data

banks and manual ones is the speed with which information car be

retrieved and the amount of Information sublect to this fast

retrieval. Where it might take an acpreclable amcunt cf time to

locate some data in a manual cata keeping system, it generally

takes far less time to locate +trat same plece of data In a

computerized system. “For example, there is not the slightest

doubt that it Is technologically possible today, especlally with

rpcent advances In mass storage memories, to bui id 3

computerized, on-line file containing the compacted equivalent of

20 pages of typea infcrmation about the persoral history and

selected activities of every mar, woman and chlid ir the Unl]ted

States, arranging the system so that any single recorc could be

retrieved In about 3) seconds.=21Hemight add trat with the

advances that are steadily being made in computer haragWware

technology thls capability will be vastly increased In the very

near future. These tremencous new cagapbillties which are offered

to data collectors by computers hzve 3 number of Very Important

conseguances whlch we must discuss.

The National Academy of Sclences in 1lts study

"Databanks In a Free Society" visited 55 organizations who used

computers for at least some of their informaticor handlirg and

concluded that “the organizatiors that (they) visited have not

extended the scope of trelr Information collectior about

individuals ss 3 rasuyult of computerization." =-22 However, they

"4id observe the emerjence through computerization and rapld
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communications systems of regloral and national data systems trat

are &lt;se9giving rise to some new patterns of information handling

and use."-23 In particular, what tas happened is that varlous

organizatlors which had collected data specifically for thelr own

Jse before the advent of ccmputers have now begun to collect data

for the purpose of sharing It with otter organizations. ‘'Perhapos

the most striking ex3mpleSess ara in the field of |aw

anforcement."-24 Local police organizations, during the era of

manual record keeping, would generally keep records only on

people who had caused problems withir thelr own Jurlsdlictlon.

Although one local organization woulc¢c occasionally share some of

Its information with other organizations, thls woulc only be dore

in exceptional cases because of the time and effort Involved.

Todayy these Iimitaions no longer exist. "The F.B.I."s National

Crime Information Center and the new computerized Criminal

History System together comprise 3 national computerizea network,

with more than 40 law enforcement and crimlnal Justice zgencles

having computer-to-computer links into the system, and over 4030

focal agencies able to enguire trrough these state and local

agenciess"=-25 In short, the problem [Ss not trast individual

srganizations keep more data about people In trelr own flies.

Rather, the problem Is that these organizations tend to pool

their data, resulting in, essentially, one large certrallzed data

pank. And thls data bank contalns tre sum total cf all the data

maintained In each of the individual data banks that contribute

to it» The use of everyday telerhone 1lnes has mace all of this
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possible by allowing a large rumber of computers tc all be rooked

together into one.

So our concern wlth the ways in whlch comguterized data

can be abused must not focus only on the “pieces,” namely thre

Individual organizations which ralntaln data banks, but also con

the “whole,” that is, the ways In whlch data maintained by

Individual organizations can be put together to produce a much

nore powerful type of cata bank which was not cossible until

computers came along.

Although It car be argued, and qulte rightly In some

cases, that tnis criminal Infcrmation network has Increased the

efficiency of law enforcament efforts, there are otkters who argue

that the enormous amount of morey whlch Is poured Into collecting

and maintalning this data would be more effective [If spent on

other law enforcement efforts. But our purpose here Is not to

debate the pros and cons of this particular computer network.

Its mention here was simply to lllustrate for the reader tre

nature of the trend toward Inforratlon sharlng that has been

brought about by computers. This trend, if it continues and

spreads into other areas of data use, may prove to be very

dangerous for our individual liberties, for it will result in

many ehormous data banks wlth tremendous amounts of sensitive

information on a very large number of people.

By nowy we have all probably had the experlence at one

time or another of receiving "personalized" mail from a computer.

3y “personalized:™ we are talklng about the situation In which a
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person®s name and a few other tidbits of information about him

are sprinkled throughout the letter to make lt mopear as if

somebody really knows and cares all about his persoral 1lfe., Of

course, the reason that such "personallzed" infcrmation appears

in the letter is because it wes easy enough for the computer to

fill In a few pre determinec blank spacas with Informatlon from

its data bank, and not because anybody toox the time ana concern

to write a personallzed letter. But such practlces have enormous

potential for getting out cf hand. Consider the following letter

that was sent to a number of people In the Washington area In

fate 1969 by a company tnat was trying to convince these people

to Jolin a &lt;commerclal venture. The names and acresses of the

people mentioned have been changed to protect their privacy.

“Dear Mr. Zurkowskl?

I*m amazed aft tre number of my frierds who have

dramatically Increased their Incomes In Just the past few months?

Jorn and Joanna Q. Public of 325 Orchard Way In Suburbia tell me

thelr August lncome In a new business they created from what had

been a part time Job was $2050. Trat®s a big Jump from John's

previous $1380/mo. 2t NASA.

Bob Babbitt of 225 Main Street in Anytown quit managing

a fieet of trucks for the Iclcle Ice Company in December 19f£8 to

start his own business. By August of *6S he had reached 3

monthly Income of $3750.

Three years ago you and Mrs. Zurkowski bought your

rresent home. The Publics and the Babbitts were romeowners 100.
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It was when their ownership responsibilities caused money

problemss that they soudht a way to make more.

Most (people) started out with no more money than the

few hundred dollars you have In the bank right now. Few of them

nad two cars like the Zurkowskis doe. Usually they had a car |ess

desirable than your °67, or no car at all, when they decided to

‘rise above [t.°

However, after making a careful househola=-by-household

study of Washington residents with incomes In the critical

34124500 to $19,500 rarge, I have selected you and Mrs. Zurkowskl

as possibly being among the few who will take positive acticn if

Jiven the opportunity.

| ook forewarc¢ to telling you how I*ve doubled my

Income since retiring from the Alr Force (full cotgorel) In July.

Slncerelys,s"=-26

"This letter Is but one by-product of the ccuntless

computerized lists that are now commercially avaltable {ir the

Jnlted States and which sre conservatively estimated to contain

over five hundred million names."=-27

For those peopla who zre under the mlsccnceptlon that

computerized information Is clisseminated only with the utmost

discretion, let this letter speak for itself. Car we envision

receiving from, says, a psychiatrist a letter that opens with tre

statement,
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"Dear Mr. and Mrs. So and SO,

We've neard that you have some psychiatric problems.

But you are not alone, Let me cite Just a few other cases where

people with problems Just like vyour®*s have come to us for

helPees™ The difference between this letter and the previous cne

is only one of degree. Experience has shown that people who

collect and malntain data Just love to glve [It out. And this

apuse is not confined tc private ccmmercial organrizations. For

instance, questions such as "Does your TV set have UHF," "Oo you

nave a flush toilet?" and “Oo you have a bathtub or shower?” were

asked of mllilons of U.S. cltizens on the 1970 census.=-28

Questions like these "have been asked at the request not cnly of

soclal planners from both governmental! and private Institutions,

but also of Industry groups desirous of securing Informatior trat

might aid In making oroduct design and marketing ceclsions."=-29

And the American clitlzenry is required, under penalty of law, to

answer these aquestiors, even though these questions may

Jditimately do nothing mgre than to bring a deluge of annoying

salesmen to thelr door and Junk mail to thelr mallibtcx. But even

50s this 1s merely an annoyance.

However, "tre army maintains files on tre membershlo,

Ideaology, program and oractices of virtually every activist

political group In the country. These include not only such

viclence prone organizatlons as t he Minutemen and the

Revolutionary Action Movament, but such non-violent groups 2s tre

Southern Christian Leadership Conference, Clergy and Laymen
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Unlted Against tne War In Vietnam, the American Civil Liberties

Union, Women Strike for Peace and the NA. A8,C.P."=30 Although it

might feel comfortable to decelve ourselves into thinking that

such information witl not be misused, "I see no resson to assume

that the government wlll be any mom resistent to the pressures of

the moment In the future tran it has been in the past. Sending

Japanese-Amerlcan citizens to concentration camps wculd have been

immensely speeded oy having a National Identity and Data File,

and McCarthy could have destroyed many more careers if he'd had

computer records of security investigations. Protestors of...

Viet Nam pollcy could be essily marked ‘politically unrellable

for shioment off to tre Tulelake Relocation Center after we bomb

China.**"-31

And we needn®t szy what a ccmputerized fille of all the

Jews In Europe might have oone for Adolph Hitler durlrg the

nol ocouste.

So far our discussion of the mlsuse of computerized

information has dealt only wlth raw data. But there are other

Nays to misuse computerized personal data wlthout anybody ever

having to see that data. For Instance, If somebody Is usirg the

raw data stored Inside a computer directly to ald In screening

job applicants, there is s corslderable difference be tween that

situation anda the situation where the computer Itself sifts

through and evaluates the raw data, makes a yes/no cecislon about

the applicant, ana simply orints out "yes" or "np." Although

most current systems still print out raw data which people can
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then use directly to make their cecislions, the notior of tre

computer ltself actually scrting through the data, evaluating it,

and making decisions basad upon it is not too far off In the

Future, particularly with the advent of the artlfliclal

intetlilgence field. People in this field hope to produce grograms

which they clalm will be “intelligent,” and whichy as a result,

can be used to make gecicions for us. This presents some very

Important soclal questions which we shall be deallng wlth in

great depth later on.

How _to Desl With tre Databanks

All of these examples of data bank misuse lead us to

the conclusion that although it [Is often necessary to gather and

maintain records on Inclvidual peopley this process Ils subject to

excessive abuse [f It Is not carefully 1imlteds for this reason,

we feel trat It ls necessary to sharply define limits uoon those

organizations that cnoose tc collect, store, disseminate or use

personal data. Of coursey the 1imits will be different for

ii f ferent types of organizztionss depending In many ways upon the

type of data which that organlzation truly needs to functlon

affectivelyvye.

Regarding the polnt In time where data Is flrst

collected, there are a number of questions which we must adress.

ihat types of Informaticr can a glven organlzaticn gather? How

may that information be gsethereaq? Wiltl it be cathered from
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questlons asked directly of the person who the Information Is

about or will it be gathered by somebody sneaking around and

asking his neighbors for Julcy tldbits of gossip? What knowledge,

if anys will the person who the information is about have of the

axlstence of or the contents of that Information? In what ways

can he contest the accuracy of that information or even the need

to keep such information?

Regarding the pcirt where information is first put into

1 computer, we must acrass the following aquestlens: Who Is

allowed to put Information into a computer and wrat safeguards

must be met to Insure that the informatlon Is belrg accurately

entered? In what NAYS if anys can the initial information be

altered before It Is put Into the computer? Perhaps certain

information should be enterec Into the computer along with a

notation telling who suppiled that Information, Such a provislon

would certainly causa the geople who cather information to use a

1lttle more discretion before they go and put trat information

into a computer.

Once information has been put into a computer, what

standards of protectior anc security for that Information must be

net? After all, the stezsling or zltering of irformatlior In a

computer is often a simple task for anybody wlth some tectnical

&lt;xnowhow and a little bit of spare time on his hands. Once again,

many of the problems about Information security which we

discussed in the first cnapter are of crucial concern.

Andy perhaps most Impcrtantly, we must deflne the ways



in which information can anc cannot be used, To what extent can

thls information be used to make decisions about tre people it

pertains to? Who elses, if anybody, can this information be

shared with? To what extent is the person who the Irformatlion is

about entitled to know how that information is being used and who

1t Is being shown to? To what extent does he have to glve consent

to such uses? Must the irformatior be used in "raw®™ form or can

the computer “interpret” some of t re informatlicr ard simply

output its interpretation?

As we can probably sense, many of these guestiors are

very difficult to answer. Most of them involve a tradeoff between

the need for people to occaslonally maintain Information about

others and the right of peopie to keep certain information about

themselves private,

Pursuing the actual answers to many of these aquestlicns

Is beyond the scope of thls tresis, although in future sectlors

we shall attempt to adress at least some of them. Sut at the

least, it is hoped that these questlons will provide some

challenging food for thought for those who are concerned with

formulating specific policy for controlling Information abuse.

Df all the questions which we have ralsed here, tlre one

question which we shall explore lr considerable detall Is the

question of the extent to whlch ccmputers themselves can actually

Interpret the data that they conrtaln and reach declslons based on

that datas. Although this particular gquestlon has not recelved

nldespread public attention as of tre moment, it promises to be
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one of the most ominous questions atout computer use in the

future, particularly with some cf the advances that people In the

artificial intelligence field hope to make.

Possibly the pest current Indicator of tris prcblem ls

the credit Industry. Anybpocy who has ever made a purchase on

credit has had tre experlence of standlrg around for ten or

fifteen seconds at the sales counter while the salesperson makes

a call to a central comgcuter data tank to check the custcmer®s

credit. If the customer's charge acccunt [s overdrawn, 3 message

ls sent back stating that fact, and credit wlli gererally not be

granted. And because the same credit service [Is subscribed to by

3 large number of commercial credit granting enterprises, 1f a

person lsn't grantad credlt in one store, ha wen't be granted

credit in any store. Anda it Is not the salesperson at an

individual store who gJives the "go/no go" for the granting of

credit; It Is the computer.

There have been many uses proposed for the computer in

the field of educations. Many of trese proposals envislon students

sitting at computer terminals where the computer types out

various things to tre student and the student is asked to respond

to what the computer has typea out. It is argued tbat this wlll

allow for Individualized instruction, and that it will be easier

to chart a child®s progress by recording all of his responses to

the computer®s inquiries. Of course, the possibility of recording

the student's responses ralses some very Important Implications

for the privacy of that student. Certainly, we must assume that a
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child would spend a falr pcrtior of his early years communicating

with the computer. If thls is tre casey then the computer will

contaln a very large record of the student®s responses to and

attitudes about 3 wide variety of subjects. Such Information, [If

abused in some of the ways that we have been dlscussing earller,

can do a great deal of harm to the student, But to ada tc the

problems posed by the presence of s0 much sensitive infcrmation

about the student, Just sucpose trat somebody were to come along

and propose that a program be added to the computer to sort

through the student®s resconses on various subjects and evzluate

hime Thus, a computer can label a student as "pbriitiant,”

"uncooperativey'" *“retarded”™ or Just about anythirg else. And

these computer evaluations would undoubtedly follow the student

for the rest of his 1lfe ard would agetermine to a great extent

what he will be able to make of ris (life. In this situation, as

in the previous sltuation, it Is not other human beings that are

making declsions and judgements about people} It Is a computers.

Hopefully, we needn't tell the rezder what would happen [If a

person writing a sectlor of this "student evaluation” program

decided to give undesirable evaluations, s538y, to all students

with a particular oolltical persugsion which the programmer

personally dislikes. And what is even more dangerous is trat

there would be no wav to fina out that thls bolas exists In the

DrOArame

As another example, envision the situation In which

sSOMe computer software ccmpany comes up wittr a orcaram which |t

-A7-



clalms should be used by employers to decide who to hire for

jobs, The prospective emcloyee need wm answer only a few

questions, his answers would be put Into the computer, and the

computer would respond wlth elther a "hire" or a “don't hire."

Imagine too, If this program came to be used by a large number of

amployers In various fields. In the same way that s person who

Is rejected for credlt at one store will be rejected for credit

by all stores, a persor who [Is cenjled a Job by one company whlch

yses this "Job applicant screening" program might be denled a

lob by every company which uses that rrograme. Once agalny it is

3 computer program, not a person, which would be maklrg the

Judgement.

Finally, consider the cese of an 82 year old woman who

NaS found dead two weeks after her gas had been shut off, “The

A) {egheny County Coroner®s Cffice said the cause of dezth was

freezinNnges

During a coronor®s Inquest... (the) assistant district

attorney Tried to determine who, if aryone, was responsible for

{the lady's) death.

While questionirg (the credit manager of

involvedsy the Assistant U.A.) asked, *You mean tre order for

cutting off the gas came from the computer?’

That's correct," (the credit manager) replied."=32

In all of thease Cases, the pattern [s the same. NO

longer would people be making decislons for and abctt themselves.

Instead, they would have computers making those declslons.
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Today, this type of situation Is not yet a opervasive

problem, and there are many people who take the attitude that

“nobody would ever do such a thing." But 11ike it or not, the

current trend In computer use Is headed In thls direction. At

this moment, the artificial Intelligence community is busily at

wor k trying to produce grogranms whlch trey claim are

"Intelligent." And so, they reason, trese programs can be used to

make the same types of decislons that any other "intelllgent®

beings might make. So let us further examlne the notion of

“intel llgence®™ ana sae if we can ldentlfy some of the problems

that one might encounter if he wanted to produce a computer

program capable of making "intelligent" dec Isions.



Chapter three-

fhe Use of Artificial Intelligence

Lhe Regurgitating Inteillgence

If we are even to think about dlscussing artiflclal

Intel ligencey, we must first ask the question "what constitutes

intelligence?" In recent years many people, particularly test

designers, have claimed for themselves the abliity to measure

intelligence, although whether or not they really are able to

measure intelligence is certainly oren to serious question. At

this point in time, the stetus quo maintains that Intelligence

can indeed be measured, and it supports that belief

wholeheartedly through its actions. Nowadays, one has to face

numerous attempts to measure his intelllgence which often have a

profound effect upon his life. IQs. tests in the early grades

often determine the academic level of the classes that a student

is placed in and the expectations that others will have of him.

Jarlous other tests which In one way or another clalm to measure

intelligence or "aptitude™ are used to decide who gets Into

certaln colleges and who gets certain Jobs, among other ttrings.

By the time the youngster of tocay has finished hls education, he

will nave faced countless attempts to asses hls Intelligence In

varlous ways. Of courses, many of the people who are found

Intelligent by these tests are labeled as such because they are

jJooad at taking these tests ana not necessarily because they are
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"intelligent,™

One cannot doubt the fact that what a teacher expects

oft a child often influences heavily what that chllid will expect

of himself, ana thus the level at which that child wli{ perform,

These "self fulflitling prophesies®™ are a major by product of our

obsession with testing, and have often served to hamper the llves

nf children throughout their formative years and on into

adulthood. “Pygmalion in the Classroom,” a study done a number

of years back, shows Just how much certain tests can influence a

teacher's expectations about and reactions to a chlld.

Many of the testing procedures that we use rave 3a

strong bullt In cultural blas. For Instance, "the HWechsler

Intelligence Scale for Children (I.Q. test), constructed In 19593

by testing 24.2u( people, all white, Is valld only for whites,

according to the test®s author, David Wechsler. It has undergone

no signlticant revisiors since 1950 and ls administered only In

Englisheee in practices the tests alone usually determine which

children are committed to ‘Children with Reterded Mental

Jdevelopment® classes«™-33 It |[s a strong condemnation of our

educatlonal system that trese tests have been given such welght

in determining a child's future, when one considers that

children who are not white and who do not have English as a

native language are still given trese tests, which are "valid

only for whites." in English. Then, when these chlldren do

poorly which Is all trat one can reasonably expect, they are

categorized as "mentally retarded,®™ a categorlizatior whlch wlll
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hurt them for the rest of their lives. Besides the culture

piases which underity intelligence testing, there Is an underlying

assumption that Intelligence can inceed be quantified. And In

facty there is a further sssumption that Intelligence is static;

If a person posesses a certain amcunt of intelligence, he will

always have that same amount of intelllgence. “If John [Is more

Inteltigent than Billy then he will always be more intelligent

than 8ill, andy what ls more lmportant, John will *do better® on

avery task than will Bill «"-34 These zssumptions about the nature

of intelligence provide an even stronger [ndlcation of Just how

much damage has been done by Intelligence testing. Besides saying

to the student “you are mentally retarded because you couldn't

pass this test" we are saying to him *you will always remain

mendeal ly retarded because Intelllgence doesn®t change.® Not

only are we classifying scmeone as mentally retardea on the most

narrow of evidence, but we are removirg all hope for hls recovery

from this condition. If ever there was a way to cestroy a young

chlildy, this is It!

Finallyys, wa must reallze that the tests of which we

speak really only measure a person's abllilty to agree with those

values held by the daslgner of the test. The questions on these

test have only ona "right* answer that which its designer has

designated as the riiht answer. This is another problem with the

current standards for maasuring Intelligence. Intelligence today

Is measured almost exclusively by one's ablilty to memorlze and

regurgitate "right* answers, rather than by hls ability to think,
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"What students mostly do In class ls guess wrat the teacher

wants them to say. Constantly, they must supply ‘The Right

Answer .°*=-35 This situaticn In turn, (lluminates whrat mayebe tre

biggest flaw in our contemporary educational systems the fact

that It brainwashes students Into thinking that there ls a

definite right and wrong answer to everything; an answer which

has been predetermined by somebody else and whlch they must

passively accept. And often, the questions and answers found in

the clasroom might well be of the form “Why did we drop the bomb

on Hiroshima?" Answert "To save hundreds oft thousanas of zmerlican

livese®”™ Or *"Who assasinated President KXennedy?® Answert "Lee

Harvey Oswald.” Or “Why ls America the greatest country in the

wor ld?" Answer: “Because we have liberty and Justice for all.”

Certainlyy there are significant schools of thought whlch would

vehemently oppose thease “right* answers.

We forget that *“fact®” Is a subjective Judgement; that

what one person holds to be fact may be held to be totally false

by someone else. And we forget that "fact is subject to changey

what is fact now may not have been fact a few years ago or may no

longer be fact a few years frcm now. We encourage a statlc view

of the worid that is founged upon unchanging maxims which one is

taught In school. The questiors that we presented earlier might

best be asked in the form "Who do many people at the moment

malntaln assasinated Kennegy?" or “What does popular opinlor glve

at this moment as the reason for bombing Hiroshima?" yet

questions are rarely, If every, asked In thls form. In many ways,
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the icea that educating somebody involves fillirg his head up

with facts rather than making him thirk plays a strong role In

maintalning popular belief.

If one were to try to devise a true measure of

intelligence, If such a measure exists, I would suggest that he

look more at a person's ability to formulate questiors for

himself and to activaly pursue their answers, rather than his

ability to take somebody else's questions and arrlve at someboay

else’s answers. The greatest breakthroughs in mankind*s knowledce

have come not from those who simply went atong wlth the “right™

answers all the time, but from those who dared to ask where the

“right* answers came from, and who challenged the “rlght® arswers

when they found them questionable. There was a time when people

thought the earth was flat, and It was only when Columbus decl ded

to challenge that "fact" that we discovered that the earth really

wasn®*t flat at all. Had Copernicus not declded to challenge the

"rlght* answer that the sun revolves around the earth, people

might have gone on for years thinking that this was so. And

virtually anybody who has ever been recognized as a “creatlve

genius" in his or her field achieved that status precisely

through the creation of new ana original modes of expression

within that field. Nobody achieves such status by simoly copying

everybody elise.

If It Is the asking of new questions ratter than the

regurgltating of old answers that has been responsible for many

of our greatest advances in all fleldsy, then why are we stlili
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obsessed with getting people to regurgitate the same old answers?

Certainly, the status quo Is maintalred more easily [If the young

people are inculcated witht traditioral valuesy rather than being

encouraged to challenge them, Alsoy it Is simply easler to grade

a person by asking him questions with predetermined answers. Many

teachers wouldn®t xnow where to begin [ff they were asked to

design a test that measures a person®s ablillty to ask questionrs

or to think. Certainlyy, It woulc be more difficult to test people

along these llnes, even though It might be a better Inalcator of

thelr “intelligence.” So what have we done? We have copped out.

Since it Is more difficult to evaluate people along these Illness,

we have simply stuck to the answer regurgltatjon method. And

because of our inability to design tests which measure a person's

ability to think or to formulate questions, we have simply

redefined Intelllgence to fit the tests that we are able to

designe In particular, the recent use of the computer to grace

tests has greatly encouraged the use of mul tiple cholce tests for

evaluating intelllgencey because a computer [Is simply unable to

evaluate written rasponses to a questlon. I was particularly

of fended by the “writing ability” section of the Law School

Admissions Test which claimed to measure my writing ablilty not

by asking me to write something, but rather by asking me to

answer a bunch of multiple cholce questions.

Many of the ideas expressed In thls sectlon are

discussed in great depth in the book "Teachlng as a Subversive

Activity." bv Neil Postman and Charles Welngartner, I strongly
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recommend this excellent book for anybody who [Is concerned wlth

our current methods of ecucating people and who feels that there

nust be a better alternative to answer regurgitatiore.

I have brought all of these polnts up beczuse they Show

the problems that result when we start trying to quantify such

abstract notions as “Intelllgence." It showsy In particulars how

we have redefined Intelilgence to tlt our testsy rather tran

redesigning our tests to fit Intelligence.

In the ares of computer science, we rave often seen

companies that have had to change thelr way of dolng things to

fit thelr new computer when they first computerize their

operations. Now that people are starting to talk In terms of

"intelligent" computers, might we start redefining intalligence

to fit the capabllities and limitations of our computers? If we

stick to our current notion of intelligence as being an ability

to remember pre=chosen “right answers, then computers will dwarf

Js in intelligence simply because they have a much greater

capacity than humans to retalr information. But [f we go beyond

this overly simplistic notion of intelligence and Include other

factors In determining a person®s “Intell igence," then the ldea

of an "intelligent* computer rsises serious social questions.

These are the questions that we shall adress throughout the

remainder of this section.

Ahat To Put In _ang What ToLeave Out
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As we sald earllery one of the thirgs that tre

artificial Intelligansii hopes to do with [ts “intelligent

computers is put them to work making human ceclslons. After all,

they reason, if they can procuce a computer whlch Is more

“inteliigent®™ than a person, than why not use It to make people's

declsions? Of courses, we have alresdy seen the difficulties

Involved in defining intelllgence and some of the problems that

result when we try to use 3 narrow, one dimensional detinitjion of

intelligence. Herbert Simon and Allen Newell, two of the foremost

leaders of the Artificlal Intelligence fleld as early as 19%8

said that “There are now ln the world machines that thirk, trat

learn and that create. Moreover, thelr ability to do these things

is going to increase rapidly until =-in the visible future- the

range of problems they can handle wlll be coextensive with the

range to which the human mind has been applieds™=-36 And

psychologist George A. Miller once sald °I am very optimistic

about the eventual outcome of the work on machine solution of

Intellectual problems. Withln our ilfetimes, machlnes may surpass

us In general intelligence.*""-37 This strong desire on the part

of these people to go ahead and produce an "Intelllgent®™ computer

and apply it to solving man®s problems and making his decisions

raises some very important questions. Can a computer really be

mage more “inteliligent™ tran a person? What does "more

intellligent®™ mean and who will define what [It means? Will they be

the same people who have already dehumanized us by glving wus a

single number, namely cur I.Qe.y to completely characterize our
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intelligence? If we are able to determine what attributes of a

person make him intelligent, can we necessarily put those

attributes in the form of 3 computer grogram? And finally, even

If we could In theory design an Inteliigent computer, which we

shall maintain that we cannot do without using a very

simpleminded definition of Intelllgencey to what extent would

practical programming considerations make {tt at best, a risky

endeavor?

Because we are trying to galn some Insight into the

problems that might result [f we used computers to make declslons

for use it might be 300d from time to time to envision a specific

situation In which a computer might be used to ceclde something.

The use of a computer to make Judiclal declsliors might provide a

good example. He shall not concern ourselves with the

constitutlioral questions that wouid ultimately arlse if someone

really proposed usirg a ccmputer as a Judge, although these are

certainly [Important questions. Our clscussion of =z computerized

Judge will be used more to illustrate certain general croblems

that one would encounter anytime he wished to wrlte a program to

nake decislonsy regardless of the specific situation. MWe also

choose a computerized Judge because we don't have to devote any

time to convincing the reader that the decl slons mace by such a

computer program would rave profound effects ucon the llves of

those people whom (it Judges. The effects are obvious. And

besldesy wlth the ever jncreasing case loads and the [Inability of

judges to keep up with themes [It Is not at all difficult to
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anvislon a proposal from the Artlficial Intel llgence community to

actually use computers in this way. ®In fact, Professor John

McCarthy of Stamford once said Weynat do Judges know that we

cannot tell a computer?® His answer to the question (was)...

'noth o”ing**"-38

If we were put Into the position of having to desicn

this computerlzed Judge, what problems would we have to adress

pefore we could begin? First of ally, we would have to ask “how

should our program interpret the law?" Shculd laws te interpreted

to thelr absolute letter without al toning any other

considerations to enter into the decision? Or should the |aws be

Interpreted more loosely} by thelr spirit rather than by thelr

letter? If we should dacide to interpret taws in thelr “scirit”

what factors should enter into the soirit? Should we Include the

transcripts of every word that was sald about each law involved

In a particular case at the time that that {aw first became a

lam? If s0y how much weight should these things te given? Also,

how much of the *“huran®™ factor should enter into the declisior?

Should a man who killed another man because the othar man raped

his wife be treated In the same way as the cold tlooded killer

who plotted a murder for weeks before committing It? Or should

things llke *“compasslon® enter into the decision? After all, a

human Judge has a wife and loved ones, and he can grobably

understand how he might feel If one of them had beer raped. And

it we decide that our ccmputer should “teel®™ for the man who's

wife was raped, Is it really possible for us to program such
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feel ings into the computer when the computer has never had any

loved ones that can be raped? The question of whether we can

actually program a computer to have such feelings is In fact a

very pertinent one which we shall adress tater on. But many of

these questlonsy, and others llke them do not have any definite

“~lght*" or *“wrong™ answer. Many of them involve opinlons and

value judgements that rave been subject to debate throughout

history. No two Judgas hold precisely the same view of how 1aws

should be interpreted, and no one can say what the “rlight™ way to

interpret laws Is. All anyone can do ls make suggestions. Yet,

pe fore we can ever hope to produce a grogram to decide Judiclal

casesSsy Wwe must come up With a very definite methoa for

Interpreting laws. The determination of this method Involves many

value Judgements which no cne person should ever be in 3a position

to makea

In thinking about a program, I often liker It to a book

or essay. After ally, a program is essentially nothing more than a

wrltten description of how to do sorethling. Instead of being

written in a natural language which most people can understand,

such as Englishy It is written In a ccmputer language which very

few people can understand.

Now think about this? what would happen [If a person

came to us and said "I have written a book that describes

precisely and unambiguously a method for reaching a verdict In

al} court cases. I propose that henceforth we abollsh all of our

courts, get rid of zl! our judges, get rid of all the opinlors
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and prececents that the legal field has produced throughout its

history ana simply use the method described Ir my book whenever

we decide future cases. Furthermore, this method will be

followed to the letter and I shall not allow anyone to [look at

this method or try to understand how this method works.

Everybody should simply be willing to use this method on falth?*

We would probably wonder where tris person got tre unmitigated

gall to even make such a suggestion. What about the hunareds and

thousands of other people who have ever expressed an opinion

about how to Judge a case? What [Is so great about thls one

person®s method that we should use it and nothing else? Besldes,

even though someone has developed 3 method for ceciding court

caseSy that doesn't necessarily Imply that he has devel oped 23

good method. Simply flipping a coin Is a method which could

decide all court casesy but that coesn®t make It a good method.

Although the case that we have Just clted may seen

totally absurd, it Is bhlghly analagous to what people In the

artificial intelligence field are asking us to do by using their

programs to make decislons for us. If a person were to write a

book describing how to make Judicial decisions, at east ttrat

pook would be open to Insgectlion. (We Ignore for the moment the

stipulation made earlier that nobody is allowed to read or try to

ynderstand the method proposed in the books) Judcesy, and the

public at targe would be abte to read this book and see for

themselves the method that it is groposing for use In atl

judicial cases. People can agree with parts of tte method, and
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judges may even al iow some parts of it to influence their

decisions. And people can disagree with other parts of it and

consequently not consider them when making thelr declislons.

Keeping in mind that a computer program Is nothing more

than a written description of how to do sometting, but In

computer language rather than natural language, what would we ao

lf someone came before us and proposed that a program of hls be

used to make all judicial decisions? Although some people might

dismiss such a proposal on the same grounds that they would

dismiss the person with the book there are others who would be

Intrigued by the ldeay and who woula zctual ly conslcer It. Why?

Because there Is something about a computer that mystifies

people. People view a computer as some sort of maglcal black box

which [ss capable of solving any croblem that trey give [It to

soivee. They have the highly mistaken notion in their heads that

computers are perfact. And since computers are perfect, they

reasons why not put them tc work raking important decisions for

us? After ally, a perfect computer can do a better Job tran an

Imperfect human. What people fail to realize time and time again

Is the fact that the only thing that computers can do perfectly

is store data and follow instructiors given to them by imperfect

humans, and even then, there is an occasional problem. If a

computer is given "good" instructions, it will folion them

perfective If {tt is 3lven "bad™ Instructions, lt willl follow them

just as pertectly., This Is something which the ceneral cublic

claims to knows and lt often uses the phrase "garbage ins garbage
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out® to flaunt this kKnowledgey yet the public does not seem to

reallze the full implications of thls fact. If the reader gains

nothing more from this book than an understanding of the fact

that all computers can do "perfectly" Ils foliow instructliors and

regurgitate data, I shall have accomplished a major objective of

thls thesis. The reason that we place such emphasis on this point

is because the most dangerous feature of a computer might very

well be the “perfectlion™ for which it Is so wldely applauded. If

se decide to accept 3 program to make decisions for us, we are

forced to accept the whole method cescrlbed by that program down

to the very last minute detail. What is so dangerous about the

computer®s abjillty to follow Instructions without error is that

it tollows bad Instructions Just as perfectly as it follows good

ones. The computer does not have tre discretion to declde what

the good points and bad points of a particular method are.

Although we may sound repetetive, thls polnt Is a very lmportant

one which must be repeated and emphasized over anc over 3gain

until It Is fully understoody for it Is one of the most Important

sources of misunderstanding about ccmputers. Even more wlll be

sald on this laters

Another question ralsed ezriier that we should adress

is "what exactly c¢an ana can't we express in the form of a

program?" Can we really take human emotions and put them ir the

form of a program so that a computer can have these emotlcns to0?

Let us take a look at thls question, because it will give us a

lot more insight regarding the extent to which computers may be
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ible to make decisions for us.

Ihe Limits0nComputer“Intelilgence”

At the moment, there Is not a single programming

janguage in exlstence that even comes close to having the number

and varjety of expressions that natural tanguage provides us

withe IN many ways, the difference between programming language

and natural language Is one of precision In natural language, we

often have the option of expressing a particular ldea In a number

of different ways, all of which will get our message across to

the iIlstener. We can often rely on the fact that a person to whom

ne speak will be able to figure out wrat we are trylng to say,

whether or not we actually say lt In the right way. We can even

go so far as to make statements that completely violate the

jrammatical structure of our language and still get our polnt

across. Inflections and accents In our presentation may change

the meaning of a pnrase without a change in Its words. Even the

nand and body motions that we make while speaking often help to

get our point across. We cannot do such things with a computer.

Al though there may ba a number of different ways of writing a

sarticular program, whichever way Is finally chosen must be

axpressed in extremely precise terms. There is no chance for us

to say “you know what I meant” to the computer. If we do not

axpress our ideas clearly in a program that we write, the

computer will not clarify them for us. It will simply follow our
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mistakes. There is, at the moment, considerable work going cn to

develop prorams that allow people to grogram In natural language.

But even [if someone Joes come up With a way to program in natural

languages, there Is still a problem. Any program deslgred to

interpret natural language simply reflects one person®’s way of

interpreting natural language, namely that of the person who

designed the programe. It describes, If you will, ™one person's

way of Interpretin3 what other people say." No matter what type

of language understanding programs are designed In the future,

those who use them must accept on falth that the crogram ls

interpreting what they say in the way that they wish it to be

Interpreted. It is rot at all clear that we can ever deslgn a

language understanding rogram that can always unagerstand

everything that anybody says In the way that It was meant to be

ynderstoode. This is simply because people must ultimately wrlte

the program, and people often misinterpret what other people say.

One can 3Jet a really good ldea of exactly how far

people are willing to go with treir ccmputer programs by looking

at some of the statements made by DOr. Adam Ve. Reea during a

symposium at the 142nd annual meeting of the Amer ican Association

for the Advancement of Science. At that symposlum, Or. Reed sald

“Jdeallyy the computer of the future should be an extension of

the natural brain, functioning in parallel with some of the

exlsting structures and using tre same program and data

languages." He went on to say trat "Once the natural language of

human thought and memory has been decoded, it will be possible to
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program a computer ir [t" and transfer programs directly to the

computer from the brain. =-39 What is being completely 1lgnored

here is the fact that any program which [Is capable of

"understanding® our thoughts and transferring them [Into oprogram

form must stitl Interpret the meaning of our thoughts. If a

language understanding program may not always interpret what we

say properly, then what Is to say that [t wlll Interpret our

thoughts properly? People may start to find that they are

misinterpreting themselves all the tlme! And since we really

won®t have any way of knowing how the language understanding

program Is translating our thoughts, we may actually have

programs “running” our mind which we have no control over and no

understanding of. People might have to start constraining

themselves to think In a pattern compatabie with the computer In

much the same way that companies adjust thelr way of doing things

to achieve compatability with thelr computers. Such a prospect

ls absolutely absurd, yet lt [Is frightening when we reallze the

seriousness of the people who support It. And most dangerous of

all is the fact that such 3 situation would provlice absolutely

unparalled opportunities for social control, It would allow [1

motivated people to lIlterally control the very thoughts of othrer

peoples How much trouble are we looking for?

Getting back to our previous line of discussion, If a

program is simply a written description of something, then the

question of what can and can't be expressed In a program might

nell be answered by discussing what can and can®t be expressed in
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natural language. When we say “natural language" we include not

only the languages used everyday by opeopley but also the

technical and highly speclallzed fanguages that have been

developed for specific areas of human involvement. For instance,

many of the concepts Involved In high energy physics are not

axpressable in everyday natural | anguage, yet trey can be put

Into a program because they are expressable In the speclallzed

and often mathematical language of the physicist. Thus, our

detinitlon of natural {anguage® will cover all languages that

have been developed oy man to describe the world around him.

As we have Szid earlier, the programming languages that

have been developed to date do not even come close to providing

the expressive power provided by natural fanguage. This might

lead us to belleve that there are some things whlch can be

expressed In natural language that cannot be expressed In 2a

programming languagae. Although thls Is a possibility, we shall

choose to ignore it and shall assume that anything that can be

expressed In natural language can also be expressed In 2a

programming language, since this will not hurt the argument that

we are about to present (n any wavy.

The next question which we wish to ask is "if some

technique Is expressable as a program, does that imply that the

same technique can be expressed in natural language?™ Since a

program is ultimately nothing more than a serles of Instructions,

each of which has, in facts, a very precise natural language

description of exactly what It does, we can certainly take any
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program and translate [it Into natural | anguage by simply

translating each Instruction indlviauzally into a natural language

description of what It is doing for the overall program. If the

reader will grant that anything that can be expressed In a

program can also be expressed In natural language, then he must

also grant the contrapositive; that anything which cannot be

expressed In natural language cannot be expressed in the form of

a programe. This Is a crucial point that we shall use as the basis

for many of our future arguments. In particulars we now know that

anything which we cannot express In natural language cannot be

axpressed in a program.

Language, as many people rave observeds Is nothing more

than a collection of metaphors; that Iss words or phrases fo

which people assign certain meanings in thelr heacse. The word

"metaphor™ has Itself become a much used metaphor In recent years

through the works of McLuhan and others, but since It Is an

affective metaphor, we shall use It

When we hear the word “car,” for Instance, the ftirst

thing that comes to mina may be a picture of that physical entlty

used for transporting people from place to place to which we have

assigned the word "car." But even tren, the word “car® wlll not

always paint exactiy the same picture in everybody®s mind. Some

people will visualize a Cadiltacy others a Volkswagon. To a

teenagers the word "car™ may represent something that is

Important for pickling up girls, and may be seen as a sex symbol

of sorts. To others, the word *car™ may represent the noxious



smell of pollution that one must put up with everytime he [Is near

2 traffic jam. But the worc ‘*car” has no meaning In and of

[tself. The only meaning it has ls the meaning that we give to It

when we hear it} the pictures, thoughts and emotions that we

axperlence internally when we hear the word "car." All human

interpretations are made within tre context of the bellef

structure of the individual who is making them. Yet, wlth all

the potentially different interpretations that one night give *%to

the word car, there [Is stilt! 1ittle tundamental disagreement

among people as to wnat 3 car ise. But let us take a look at some

of the more ambiguous metaphors In our language and see how

people might react to them.

It we were to ask the average person orn the street

what, sayy love 139 we'd probably expect to receive quite a

var jety of answers. Some feople may be completely tongue tled.

Some might say that love (S a very positive, very special feeling

between two people. Others may attempt to distinguish between

di fterent types of love; the {ove one feels for a spouse as

opposed to the love one feels for a parent, child or friend. And

even if we mere to narrow our discussion of {ove down tO0e Save

the relationship between a husband and wife, we would stlil find

funaamental differences in people's perceptions of love. There

are many marriages where {love stems from a deep emotional

attachment between the two people involvede Other relationships

may Involve 3 love that ls based upon financial arrangements,

Stilley there are otner relationships where the partners are

-8Q ~



simply afrala to look for someone else for fear of rejectlon and

so they stick together, We would also find fundamental

disagreement as to whlch of the preceding examples would even

qualify as "love." Is the relationship that Is based uron one

person®s money called "love™ or should It perhaps be glven

another name? And two people who have been married for many years

must certainly have a special type of love derlved simply through

many years of mutual experience; a love that nobody else could

aver feel. The point ls that there is simply no description of

love that we could offer where we can state with flnallty this

Is what tove is." Love is a multifaceted experlerce which each

person must discover for timself, It [Is something that has, In

facts aefled adequate descriptlon by the greatest [llterary

geniuses in our history. A writer may be able to get his reader

to experience "love" emoticrs by offering a moving cescription of

two people deeply in lcvey, but the emotions trat the reader

experiences must be based upon hls own previous love experiences.

How can someone truly know what love Is without having ever

experienced [t? Note the distinction that we have made here. We

are saying that a writer can inceed get his readers to feel the

emotions of love by describing some love experience which the

reader can associate with his own previous love experiences. But

the writer cannot simply ccme right out and say “tre following 1s

3 description of love" and then proceed to objectively describe

what love ise And it ls preclsely because the feellngs whlch

constitute love are s0 dJqdlfficult to describe that we have
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invented a catch-all metaphor, namely the wora "love." to

describe them. Thany whenever a writer wishes to convey the

feelings that constitute love to his reader, he can use the word

"Jove" and hope that the reader will associate that word with the

feelings that the writer wishes to convey. But the feellngs

themselves cannot be written downy they must be conveyea to thre

reader through the metahpor "love."

The polnt of all this Is as follows?! a computer cannot

interpret a metaphor such as love, because that metachor |is

designed to trlgger within the person who resds it certain

feelings which are based on previous experience. A computer does

not have the “previous experience™ wlth which to interpret such

metaphors as love. The computer must simply rely upon grograms

which tell it how to interpret things. If we wanted our computer

to understand the word "love," we would essentially have to write

a program which objectively describes *"love'"™ and put lt Into the

computera. But since we cannot construct a precise natural

language description of the word “love,*' we cannot construct 3

precise program description of it eitlrere.

There are countless other feellngs whlch we =i

experience in our fives that must also be conveyed in

metaphorical terms because {it 1s simply beyond our abllility to

express them fully in natural ianguage. Can one write out an

accurate and precise description of *“compassion?® Or “empathy?”

Or the feelings that ore experiences from the death of a loved

one or the birth of a chlid? Tre reason that we can use the word
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*indescrinpable™ to describe such feelings is precisely because

the feelings themselves cashnot De put Into woras. If these

feelings cannot be cescribed by our {3anguagey, then they cannot be

described by a program el ther.

This brings us back to tre earlier question of using

computers to make declsions for us. If one feels that there are

certain feelings, thoughts or emotions which cannot be adequately

described In natural f anguagey but which nevertheless play an

important if not decisiva role in making certain ceclsions, then

it Is clear that a computer cannot be programmed to employ these

emotions to make decisions the same way that a humrar might employ

them. This is not to say that we cannct construct a program to

make decisions. We certainly can, for instance, write a program

to which we can feed certaln aspects of a judicial case and from

which we will ultimately receive a verdict of “guilty” or “not

gulitye® But that program will not and can not reflect any of the

Jnexpressable "human' consicerations that would be reflected In

the veralct of a human Judge.

Here, we come to the crux of the problem, If we put

progr ams which are incapable of exper jencing human emotlors to

work making decisions for uss then we are making a very strong

value Judgement. We are saylngy In effect, that “better”

decisions are made when we leave out the sublectlve aspects of

decision making than when we Include them. But there are many

people who would strongly disagree wlth such a Judgement, and who

may not want decisions about their llves made on such strictly
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logical terms. One of the highly negsatlve consequences of the

scientific revolution has been a severe devaluation of human

emotions in the declsion maklng process. People are always asked

to come up with ourely {logical reasons for reaching certain

decislonsy as though pure conscious logic Is the only mental

orocess that they are Justified In employing to make these

decisions. But tnis Just is not so. For instance, I, and

countless others 100, have had the experience oft working on a

difficult problem iate at night for a few hours. After reaching

the conclusion that further concentration wlll yield Iittile more,

I would go to sleep only to wake up tre next morning and find the

answer thrust firmly into my consclous mind. In thls type of

situation, the subconscious mina plays a cruclal role In arrivirg

at an answer or a decision, while pure consclous lcgic has brad

little or nothing to do with lt. Although such phenomenon have

been observed often, we have Iittle knowledge of how the

subconscious ls actually sable to do such a thing. And if we only

have a very sketchy idea of how the sibconsclious worksy then we

certainly cannot write a program that can even come close to

simulating the activities of the subconscious. If we aecide to

ignore this problem and simply leave the subconsclous out of a

decision making program, we shall have removed from the ceclsion

mak lng process in one fell swoop a crucial and very powerful part

of the human mind which we are only beginning to uncerstand.

How often do we make declslons and wher asked how we

made them do we say "I just °*felt’ like it was the right
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decision?" Often, the "gut" feeling is a crucial factor In

reaching a decision. But [f we cant even begin to cescribe this

aspect of decison making, then how can we ever expect to put [ft

into a program?

We must remember that a person [Is shaped to a large

axtent by his environment and the problems that re has to face.

All men are faced with 3a finite Ilfetime, and that fact certalnly

has a great effect upon nom each person conducts rimself from day

to day. How can a computar feel "mortal™ when in fact It Isn®t? A

computer does not have to feec anc clcthe a family. If a computer

decides to drop an atomic bomb and wlpes out milllors of Ilves |?

doesn®t have to sit around for the rest of Its |ife and face the

guilt and remorse that a persor making a simliftar decision would

have to face. All of these things point to the corclusion that

there are simply certain feelings which people have trat

computers cannot be mace to haves If 3 computer is programmed to

make decisions without employing these feelings, as it must be,

then the decisions reached will not In any way reflect any human

feel ingse. And we would be sucporting the very strong value

judgement that human feel ings shoula play no role [In ceclslon

makKinge

Also, if the ability to ask new and original questions

contributes to one’s i(ntelllgence, then we have a further

oroblem, since it is unclear that computers can formulate any

i ofready

signlficant questions other than questions that they have , been

programmed to ask.
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Finally, if we intend to ever place computers in a

decision making positlon, we must realize that the computer®s way

of reaching these decisions may become In a senses, a “standard”

for reaching those decisions. Ir much the same way that we have

already redefined Intelligence to fit our I.Q. tests, we might

redefine intelligence to fit the loglcal and emotloniess way In

which a computer might reach a cecision. In other words, we wlll

redefine our intelllgence to flt our computers because we can't

redesign our computers to flt our intelllgence. Such 3 situation

strongly aevalues much of what makes us human and is, So far as I

am concerneds, an affrort tc our humanity!

“Pregiction Making” Instead of "Qeclsion Making”

Up to this »pcint, we hsve actually been glving the

people in the artificlal intelligence fleld more credit thar they

deserve. We have been discussing decision making programs as

though the writer of such a program would at lesst attemot to

have his program reach its decisions by taking Into account the

same things that a human decision maker would take Into account

to reach his decisions. Actually, tre approach which at tre

noment is being taken by the artificlal Intel llgence people is to

write programs that try tc "predict™ what a decislon maker would

is
decide In a given situation. That “prediction” wsmmis then WB used

as the actual decision. That ise if Someone were writing our

computerized Judge program, he wcuidn®t try to wrlte his program
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so that it makes decisions in the sama way that a human judge

might make those decisions. Instead, he would simply write a

program to "predict" what decision 3 particular judge or group of

judges would reach In a glven situation, and that “preciction™

would become the program's decislon.

With such an approach, the reasons for which a certaln

decision is reached mean nothings All that matters is what the

Jltimate decision turnad out to be. In other words, these

programs would be bullt on the assumption that if a Judge finds a

person guilty in a glven situations tren the program merely has

to predict that verdict accurately in order to replace the Judge.

It doesn®t make a daifference if the Judge reacheac a gullty

verdict because the defendent was really gullty, because the

jefendent rad long hair or because the judge was bribed. All that

matters is that the program ultlrmately reaches the seme decision

that the Judge would have reachede Such an assumption Is

thoroughly absurd. It is saying. that the "ends" are all that

count and that the "means" by which trose "ends" were reached are

dhimportant.

Supporting such an assumption would be lke saying "it

computer can predict the results of an elections, then we4

needn®t have an electlon™ or "lf 3 computer can preclict a supreme

court votes, then we needn®t have a supreme court.” Since when do

seople reach Important decisions by trylng to “prealct® what

someone else would do in the same situation? The President of the

Jnited States aoesn®t reach declslors by trying to predict what



his predecessor would have done in the same situatlon. In fact,

our current Presldent is making a conscious effort to avoid doling

what his predecessor would have done In many sltuatlons.

Besldesy it Is tre unique extraordinary ceclisions; the

declslons which nobody expectedy which often rave the most

significance for the people that they effect. The use of a

computer to “predlct® decislons would produce nothing but a bunch

of mundane, uncreative declislions.

Using a computer to make predictions about the outcome

of some decision making proccess and tren using that predlction as

the actual decision is the most straightforward form of a "self

fulfilling prophecy that can be envisioned. If a computer

predicts that an atomic war will destroy the world tomorrow, does

slaT
that mean that we should Adropping atomic bombs to make that

preaiction come true?

Ang we have not even touched upon the way In which

fraud and all sorts of other problems relateag to computer

security would also come Irto play in thls type of sltuatione.

This form of precicting the future &amp;nd using the

prediction to make itself come true presents a great threat to

mankind, anc it should make us even more careful about using

artificial intelllgence proarzmsa.

PracticalProgramming Obstacles and Secret Programs

Jo  0 this pointe, much of our discussion has be an in
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largely theoretical terms. We have tried to advance the

nypothesis that a computer cannot be made to feel man®s emotlors

ana feelings In the same way man does, and thus cannot make man‘s

decisions in the same way that man woulde We have discussed how

at the current tlme, the approach in artificlal Intelllgence has

been to write programs that simply "predict" certaln outcomes

rather than to write programs that rezlly take Into account the

factors that determine these outcomes. However, many people In

the artificial Intelligence community feel that at some time In

the future we will have enough of an understanding of these

Intangable feelings that are Involved In declsion makingy to be

able to express them in the form of a programe. Although I am

skeptical of such a claims It cannot be Ignored. So, we shall not

ignore {t. In fact, we shall even go so far as to assume that at

some point In the future computers wlil be able to make decislors

In the same way man can, with emotions and feelings and all sorts

of subjective factors included In the declslion making rrocess.

Even if this were to be the casey which we maintain [ft most

certainly wont be, there are still many problems to be dealt

ni thea.

One question that would inevitably come wup Is "what

type of personality do we give the computer?” Certainly, we could

design our computer to operate within the belief structure of

anbody from Richara Nixon to Thomas Jefferson to Adolph Hitler.

Who do we pick? Not only that, who does the picking? This

decision about what belief structure a computer stould operate

-QR



within is a very cruclal one. After all, we must remember that

the “perfection which people so often associate with computers

lies in part in the abliity of computers to follow instructlonrs

that people give theme The computer wlll not lgnore sectlons of

a program If It doesn®t Ilke them or If It considers them

dangerous. It will not go to the llbrary to find out what other

people think about the decision It ls belng asked to make. It

Aill simply employ a single method precisely; that which [is glven

to It by the program, Cre Joseph Welzenbaum, In hls book

“Computer Power and Human Reason® describes this phenomena as a

Hestruction' &amp; a of history. That Isy once we put a

program to work making declslonse it takes nothing into account

but Its own instructions. Ary other thoughts or feelings which

people may have naa throughout history about the part icular

decison making process are simply lgnored, unless those Ideas

were originally Incorporated into the program.

And we must reallze how dangerous lt ls trat computers

nave such an ability to follow Instructions “tc the letter.”

When Hitler devised hls ptans for an Aryan race, at least there

Was a chance that somewhere along tre line, members of the Nazi

party would be able to soften his radicalism by Iinterjectinrg

their onn judgement. But If Hitler had been able to program his

plans directly into 3 computer and had used that computer to

direct everything, his desires would have been carried out with 3

precision and perfection undreamed of. This type of sltuaticn

illuminates what may Well be one of tre greatest of all possibile
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dangers of computer use; the fact that a computer allows &amp; single

person®s instructions to be carried cut with absolute precision.

progam
If such a computer was used to run signiflcant aspects of a

society, the social control possibilities would be absolutely

frightening. And remembering the Neuremborg trials where many of

Hitler®s higher ups were called to Jucgement for their faithful

execution of hls orders, we must ask what would have happened if

It were a computer, instead of a bunch of people, which was

seelng to it that Hitler*s orders were falthfully executed. It

night well have bsen possible to commit the seme autrocities with

nobody to blame but a computer. In this way, the computer

provides an incomparable scapegoat for evil doers. They can

simply program a computer to do certain things, and then say "its

not my fault, its the computer®s fault” when undesirable things

start happening. This cisavowal of responsibility has already

become very apparant In today's world where companies wlth

computerized operations will often blame a mishap that befalis a

customer on the company computer.

Another thing that we must reallze about writing a

program to make make Jjudlcialy or In fact any other type of

fairly complex decisions is that If a single person were to

attempt to write such a program, it would have to be such a

simplified version of the decisior making process Involved that

We could not even begin to consider using such program. The

program woula have to at least be comglex enough to take [Into

account all the things that a human ludge would take into
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account, at least if we want to be able to &lt;ciaim that this

program does a "petter™ Job of deciding cases than Joes 3 human.

The program would have to be so large In fact, that we would need

a slzeable number of people to write {[t. And this brings us

headlong Into the problems we have dlscussed In pervious chapters

which are a part of any large programming effort. Management and

communication problems begln to interfere. When the crogram ls

finally completed, nobody really knows how the whole thing works.

After all, the whole point of using so many people to write the

program in the first place Is to allow each person work on a

small section without having to &amp;now how the overall program

NOT KS And we certainly can't discount the fact that somebocy

might try to corrupt a section of the program, especially when we

consider how easy it is to do such a thing. In a day where the

very secrecy that has surrounded many major decisions has itself

come into question, the computer provides the capability for a

new brand of secracy which Is much more dangerous than any we

have now. At least when a person makes a decision in secret, he

Is often held to account for that declslion sooner or (ater. But

when a large computer program makes a decisions, there is simply

no way to bring the secret of how trat decision was reached out

into the open. Since such a program is bound to be well beyond

the comprehension of any single person, the decisior maklrg

process iss essentially, a secret which not a single person

KNOWS. One of the most striking examples of the type of secrecy

that computers can halp tc provide occurred during our war in
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Vietnam. When President Nixon "decided to bomb Cambodia and keep

that decision secret from the Americar congress, the computers In

the pentagon were "fixed" to transform the genuine strike reports

coming in from the field into false reports to which government

leacers were glven access... And the hlgh government {|eaders who

felt themselves privilegec to be altowed to reac the secret

reports that actually emergec from the Pentagon®s computers of

course believed them. After all, the computer itself had

spokene”-40 And as a resulty President Nixon was able to carry on

his secret bombing of Cambogcia for a substantial time before

anybody found out about it. Glven today®s problems with secrecy,

can we afford to provide even greater opportunities for makirg

secret declsions? I think not.

Although up to thls point we may have glven the reader

the impression that all of the “Intel illgent®™ programs which ne

have discussed would be written by a person or by a group of

people, thls may not necessarily be the case. The approach whlch

Is actually beln3 taken by many artificial Intellilgence

researchers toward designing thelr "Intelllgent™ programs Is to

design *"learning”™ programs which will enable 2 computer to

"teach™ itself. What they hope to do is to give the computer a

comparatively small base of inltial kncwiedge and then set the

jearning program into acticn so trat the computer can increase

Its knowledge. Such an approach, from a technical standpoint,

essentially involves writing a program that can generate its own

new programs In the hope that these new programs will In some way
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add to the computer®s overall "intelligence." At this point in

time however, we have only a very limited knowiede of the process

by which people learn, and there has been very little progress

Coward | programs wnlch can in turn generate thelr own programs.

But even if it were possible to produce such self generating

programsy these programs would only serve to add to the secrecy

which already surrounds large programs. It is bac enough today

that there are so many large programs whlch nobody understands

pecause they were written by so many people. But at least they

were written by people. In the sltuatlion where a computer waited

me 1S generating its own grograms we would soon finc that we were

uslng programs which had never been written or seen by anybody to

make our decisions. This would create a situation even further

beyond our control thar do today®s complex computer systems.

Another thing that we must remember, which has been

stated before, is that In the course of writing a large program,

the ultimate goals of that program may be changed along thre way

to sult programming needs. So even [If somebody were able to

devise a "sound" methoc for making certain types of cecislons,

there Is no guarantee that the *"soundness™ of that process won't

dissafear by the time the programmers get done wlth it.

We should be aware too, of the fact that the people who

3ctually write these computer programs may not know anything

whatsoever about the decision making processes that they are

trylng to programe Their job, as thay see It, Is to simply write

an efficient program that works In some fashion. But the quality
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of the final program will ultimately depend upon how well these

computer programmers really understand the decision making

process that they are attempting to grogram. We reemphaslze the

point that Just because a program works, it isn°®t necessarily a

good programe

And we cannot overemphasize the curious unconcern ttrat

many computer programmers rave for social problems. This flack of

concern Is reflected time and tire agaln In thelr desire to

simply to produce a program trat works wlthout trilnking abbott

she ther or not the way in which It works wlll actually co Justice

to the process that it will be used to perform. Welzenbaum®s

chapter on "Science anc The Compulsive Programmer™ provides a

fine illustration of what we are talking about here.

So the program that we finally end up wlth ls based

upon very definite value Judgements about how the declislon ‘to

which it Is being applied should be made and It ls incapable of

employing any human feelings in makingc that decislior. It 11s a

program that has probably had some of Its malor goals modified

because some methods of programming were found easler than

others. It may contain errors, be they intentlonal or not, and It

is probably so large that nobody really understands how [ft works.

And as a result, the decision making process cannot possibly be

challenged by anybodys no matter how coor that process may bee.

And what do some people want to do with such a program? They want

to use it to make decisions aboit people that may effect them for

‘the rest of their tives. To give the reader an idea of Just how
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serious this can become, we need only polnt out some of the ways

In which computers are alreesdy making our declsions and some of

the uses that have been proposed for them In the future. "For

examples, a planning paper circulated to the faculty anc staff by

the director of a major computer laboratory of a major university

speaks as follows? °®Most of our research has been supported, and

probably will continue to be supported, by the Government of the

United States, the Department of Defense In particular. The

Department of Defenses, as well as other agencies oft our

jovernment, is engajec in the development and operation of

complex systems that have a2 very great destructive potential and

that, increasingly, are commanded and controlled through digital

computers. These systems are resconsible, In large oart, for the

maintenance of what peace and stability there Is in the world,

and at the same time they are capable of unleashlirg destruction

of a scale that is almost impossible for man to comprehend.*"-41

“On September 11s 1971s a computer cgrogrammlng error caused the

simultaneous destruction of 117 high altitude weather balloons

whose Instruments were being monitered by an earth satel te. A

similar error in a military command and control system could

launch a fleet of nuclear tipped missles. Only censorship

prevents us from kncwlng how many events Involving non nuclear

weapons have already occurred."=-42 In other woraos, a computer

error may very well determine the ultimate fate of every single

person and of all future generations on thls planet. And what Is

Worsey lt anything could be worse, ls that the context within
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which the eariler statement was made was one of full support for

such a situation, and for any other situations In which

computers, rather than people are put in charge of our fate.

These people want computers to make declslons about how to run

our economy, It [Is ftorseesble that people may use thre declslion of

a computer in hiring Job applicants. The proposals to use

computers as teachers may tind children who have thelr lives

determined by the academic grades given to them by a computer,

It has been proposed to build computers for psychlatric

counselling. Can we Imagine the possibliity of a person belng

stigmatized for life because a computer has judged him lrsane?

We could go on and on imagining case after case where someone

might conceivably oropose the use of an artificlal Intelligence

program to make our Jeclsicns, but that is not our purpose. Cur

purpose is to giva the reader a feeling for just how dangerous

such a sltuation can beccme before that level of ocanger Is

reached.

Recently, Herbert Simon, one of artiflclial

intelligence®s most renowned leaders gave a lecture at which I

was present. When I asked him what he thought artiflclal

intelligence programs could ultimately be applied to, he said

\‘¢s+ anything you can think of. The sky®s the {(imlt.™ If we

allow the trend which is being encouraged by such [ldeas to

continue, we shall soon tind ttat we have given complete control

of our destinies to computers. It sounds like sometring out of a

sclence fiction movie, but sclence fiction ls rapldly beccming
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reality. Unless we realize the full consequences of the trend

toward using computers to make declslons for us, we will find

ourselves totally out of ccntrol of our worlide We cannot wait

untill people start doling these things with computers to start

worrying about them. We must worry about them right now, before

they have a chance to beccme reality. There are many people who

feel that these technological trends are inevitable and that

there really 1isn*t anything we can do about them, If we say to

ourselves “these things are inevitable," then we will simply glve

Jp and not try to stop them from occurrings And when nobody tries

to stop them, then they will inceed become lnevitable.

So_WhatDoWeDo?

The question that now sits before us Is “what do we

want computers to do and what don®t we want them to ao?" To my

way of thinkingy one of the ultimate goals of computer sclence

should be to enable man to make more of his declsions, not less

of them. There are many Jobs which people perform that can best

be described by the statement “it doesn’t matter how they get

done} It only matters that they get done." Heres computers

provide tremendous potential. Because there are many jobs that

tit this description, we can use computers to do trem. Man wlll

then no longer have to worry about trivial things Just because

they have to get done This will provide more and more people

with more and more time to do important, non trivial tasks. Ali
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people would be free to pursue whatever areas of human endeavor

are relevent to their own fulfiliment. In thls way, computers can

help to maximize the contribution that each person on thls earth

can make toward humsn knowledge and cul ture. Everybody can be an

artlsty, a poet, a dacislon maker, a phllosopher or anything else

that turns him or her on. Man wlll nave more time to contemplate

the complexities of nls world and make better decisions about how

to run that world. Todays only a prlvlledged few have the

opportunity to participate In such activitles. But the goal of

the computer at all times must be to allow us to make more of the

decisions about our worlds, not less of them. After all, If

computers are making all of our Important declsions for us, then

what do we as humans have left to Jo? Do we want to turn

ourselves into an obsolete species that exists only to serve our

computers? Again, thase statements sound |lke sclence flctior,

but I repeat, we are no longer aeal ing with science fiction! We

are dealing with horast to goodness problems that are confronting

dS now and will be confronting us for a long time to come.

It is up to us, right nowy, whlle there |[s stlil time

lefty, to say wnat type of world we want for ourselves and our

offspring. If we do not act nowy the ceclslon will sliip from our

hands and into the ranas of our computers?
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Chapter four-

Qther_ConseguencesofComputerUse

Thus far, we have attempted to asess some of the ways

In which computers are currently being used and some of the uses

that have been proposed for them in tre future. We rave seen how

the computerization of large amounts of data has brought with |[t

nany problems, particularly when that data reflects certain

aspects about the private llves of indlviduals. Yet, as we have

saiag before, the question of damaging or |[naccurate data only

scratches the surface of the problems that we mlght expect to see

in the future, particularily [ft computers are used not only to

maintain data, but also to assess that data and to make declisjors

based upon that data, That brought us to the more gener:zl

question of what types of decislons, If any, a computer can and

should be allowed to maka for use.

But all of the guestions that we have dealt with so far

have been questions of what tasks computers should and shouldn®*t

be doing. What we shall do from here is look at some of the

indirect effects that the current trend toward computerization is

iikely to have on our soclaty and our way of llfe, at least (f I?

Is allowed to continue at (ts present rate. In many ways, we

shall attempt to jevelop at least a partlal plcture of what a

fully computerized and mechanized society might (ook like for the

average person who has to live In It and some of the problems

that such a society mlght face.
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Many of the questions that we shall bring up in this

section deserve a great deal of conslideratlon in a depth that we

shall be unable to provide here. Our purposes, more that anything

else, is to simply enumerate some of these problems In the hope

that others will be able to begin talking about them and

exploring them In the greater depth trat they deserve,

(he Computerized Beyrocracy

One characteristic of large computer programs is the

fact that It usually requires a good deal of time and effort to

make changes In them. Given the fact that many organizations

employ computers for various administrative ana beurocratic

tasks, we may well tind that ccmputers are becoming the

foundation of an even more stagnent and unchanging beurocracy

than we have today. Without computers, if an organization wants

to make a change In some of Its beurocratic procedures, It Is not

usually too difficult to make that change, at least it It Is a

minor change. However, with a computer handling administrative

functionsy It Is not so easye Any beurocratic change, no matter

how mlnor, must be made through a costly alteration of the

computer program Involved. And this added cost and effort needed

to change a program may act as a powerful deterrent to any form

of beurocratlic changae

Already todays people complain of a monstrous

dnresponsive beurocracCyes They want to find wavs to make
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organizations more flexlble and responsive to varlous needs. All

computers promise to do Is make trem less responsive. This Is

something which must be taken Into account by any organlzatlon

which ils contemplating computerlizing Its operations. In

particular, if that organization wants to computerlze certain of

Its functions, ana yet [It wants tc malntaln a large degree of

flexibitlty in those functlons, perhaps it should take a second

look at that desire to computerlze. We must remember that

computerization often cestroys flexiblliity by placing too high a

price on that filexiblilty.

Unless We want computers to help create a new

neurocracy which Is far more rigid than any that exists today, we

nust be very careful In ceclding which functions we wish to

computerize.

ResponsibilityforErrorsandLossof“Human®Factors

The recent advent of the computer has opened up a whole

new can of worms for lawyers and legistiatorse. In particular, they

have found out that It Is very clfficiit to flgure out who should

be responsible when a computer makes a mistake which Fras a

damaging effect upon somebody. Already, Incidents rave occurred

wheres says a computer charges someone for a gas blti which he

has already palde That person, upon writing to the gas company

might simply receive another computerized notice telling him to

pay ube. And upon complaining agaln, he might Just recelve a third
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notices again telling him to pay up. This type of situatior can

be very frustrating, and It provides only a small giimpse of the

types of hassles and headaches which computers promise to provide

US With In the future. In a nutshell, the computer has served to

remove the *“human®™ factor from many of our dealings with others.

Ahen a person has a complalnt about something that a computer has

doney he often finds that ther are no establl shed areas through

whlch he can redress that complaint. As we have stated earller,

computers provide an excallent scapegcat for people. It is all

too easy for a company which hardles its transactions by computer

to say to a disgruntled customer "What can we do? We can only go

by what the computer says.” It is high time trat we put a stop to

these shenannigans by creating legislation which clearly defines

where the responsipbllity lies when an organjization®s computer

tails to function properly and causes som2 damage to somebody as

3 result, Among other thingsy any organlzatlor which uses a

computer must provide some well defined human mechanism through

which complaints about oe computer can be heard and acted ugon

In an expedient mannare

The process of defining who 1s responsible for a

computer error however, is not always that simple. If the error

occurred because of the computer hardware, we might ordinarily

expect the haragware manufacturer to assume the ultimate

iiablilty. If the error was the result oft a faulty program, we

might expect the writers of the program to be resconsible. If

somebody simply entered faulty Information [nto the computer,
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then the fault would lie there. If a plane flew overhezd and

caused some electronic interference at Just the right moment to

produce an error (and such seemingly ridiculous things do

happen), then lt is really dlfficult to tigure out where the

fault liese ANd if this situation doesn’t seem compiex enough

already, add it to the fact that I(t ls generally very difficult

if not Impossible, and certainly very costly to plnpolint the

source of a computer error, and we have got an extremely tangled

mess. This mess Is one that hopefully will be untangled sconer or

laters but for the moment at leesty It cromises to be an

important probleme.

Copyrightipnga_Proacam

One interesting situation which has developed within

the computer fleld Is that It ls rather difficult to give the

author of a program an exclusive copyright to his program Ir the

same way that we can give the author of a book an exclusive

copyright to his booke When two people each wrlte a book, It Is

easy enough to tell if the two books are the same or not; one

simply has to read them. The two books might be on the sare toplc

and they may even try to get the same points across to their

readersy yet we can still tell the dl fference between them.

With programs however, this is simply not the case. Two

people can wrlte two totally different programs, each of which

does the same thing when it Is sctually used by someone. So what
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do we do? In one sense, we have two different programs. If we

were to look at the instructions that constitute each program,

they would 1ook totally different. But In another sense, these

programs are the same, bacaise if we simply used them without

iooking at thelr instructions, they would appear to be dcing the

exact same thing. So the question ls "how do we declde [ft two

programs are the same for copyright purposes?” Thls Is a sticky

question which has been encountered a great deal In practice and

which must sooner or later be dealt wlth In some fashion.

[he F ffectc on Emcioyment

Because of the fact that we are taking so many tasks

these days and turning them over to ccmputers, we might expect

some major long range changes to occur In the types of Jobs thrat

people will be called upon to perform. Precisely what Jobs people

will be doling in the future depends In great measure on what Jobs

Wwe give computers to do In the future. In many ways, this

question relates to the questions of the oreceding chapter,

namely those of what Jobs we want to do ourselves and what Jobs

we would rather wa dldn't have to doe We must remember that

gverytime we glve a Job to a computer, we are taking a Job away

from the person who used to do It. And at the same time, we are

creating the new job of producing and maintaining that computer,

Each time that Wwe contemplate giving a new Job to a computer, we

must ask ourselves the question *do we prefer the rew Jobs, it
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anys that we ara creating to the ones that we are giving to the

computer?” And we must also take [into consideration how many

people the new computer application might put out cof works. These

are very crucial conslderations, for there seems to be a trend

nowadays whereby we blindly give any and every task that we

possibly can to a computer. And unless we want the ruman species

to have nothing to do except to keep its computers running, we

are Just going to have to use a little more discretion about the

types of jobs that we glve computers to do. And in particular,

Wwe must always reserve the important ceclsions about our world

and about our llves for ourselves.

ComputerPredictions:TheSelfFultitliingProphecy

Every year In early November, the American oubllc goes

to the polls to vota for candidates for public office. And

afterwards, they go home ana settle back In front of their

television sets to see which candidates have won their respective

elections. But In recent years, something very interesting has

happened. Although people used to have to walt until all the

votes were counted bafore they could flgure out who wony nowadays

they can find out who will probably win before most of the votes

are even counted. Where do they find thls out from? They find

this out from a computer.

Let us set up a hypothetical situation whlch wlll

hopefully get a few points 3crosse. In this hypothetical
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situation, we will use the Democratic and Republican parties as

our examples, however we have no Intent whatsoever of making any

implications about either party. We employ their names solely

because people have a great ceal of familiarity with these two

parties, although we could Just as easily label them *party X"

ind “party Y".

Suppose we are in the midst of electing our President,

and, with a few early returns from the states on the east coast

the computer predicts that the Republican candidate wlil win the

election. At thls time however, many people on the west coast

and in Alaska and Hawail have not yet even gone to the polis.

Suppose now that many of the west coast supporters of the

Democratic candldate decide not to go to the polls to vote

because they feel that thelr candidate has alreacy lost. (Of

courses there might also be some Republicans who don®t go to the

polls because they fael that thelr candldete has already won, and

in fact, one can coma up with all sorts of reactions that varlous

people might have in sucn a situation, but that is not the

pointe.) Suppose nowy when the election is completely over and

all the votes have been tallied, it turns out that the Republican

candidate won the election by an extremely narrow margin and that

that margin was providea to him by some very narrow victories on

the west coasts SO narrow in fact, that if the west coast

supporters of the Democratic candidate had not glver up hope, the

alectlon would have turned the other waye. And just to complete

the story, suppose it is founc out a few days later that a member
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of the committee to elect the Republican candidate pald off

somebody to fix the computer so that it would project hls

candidate as the winner. We needn't describe the uproar that

nould undoubtedly follow.

We bring up this whole situation because It seems that

computers have recently found thelr way Into tre "precictlon®”

rusiness. And unfortunately, when a ccmputer makes a prediction

o f some sort, people are often very wlliling to accept that

prediction without question. They start assuming that what the

computer said would happen Is really going to happen, and that

there Is nothing that they can ao about lte They may even abandon

all efforts to stop It from haprening. And once these opposing

afforts have been abandoned, then the prediction of the computer

may very well come to passe Such [is the nature of a self

fulfilling prophecy.

The point is this: we must be scrupulously careful when

we use a computer to model a situation and to try to predict what

will happen in that situation. Al though computer modeling and

forecasting certainty has its value In providing inslghts [nto

various situationsy, we must remember at all times that these

models are still nothing more than programs which are written by

people. And if these people do not have a proper uncerstanding of

the sltuation that they are trying to model, ther that lack of

understanding will be reflected very thoroughly in the answers

that the model comes up with. And certainly, as we dlscussed in

the previous chapter, we can never allow the *prediction®™ of
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certaln declislons to become the decislons themselves.

Ihe Glspt Compyter Monopoly

NowadaysSs we are seeing an increasing alissatisfaction

In this country with blg business. Many huge ronopolles or

oligopolies have grown up out of our past technological advances

to a point where they exert considerable control over our

averyday fives. The oil industry is certainly a good current

example. Because oil Is vital ir many areas of our lives, the

centralization of that Industry into the hands of a few has

created many problems In recent years. Right now, It appears as

it the computer industry is also coming under the control of only

a hanaful of people and, If anything, the situation is getting

AOI Se,

Todays many new technologies have been made possible as

a result of our computer technology. In additlon, many of our

old pre computer technologles Pave become more effective trrough

computerization.

At the rate things are going, computer technology may

one day be an essential bullding block for most of our other

technologies in much the same way that power, for Instance, is

essential for much of our technology today. Because the future

Will more than llkely see thls Increaslng rellance upon computer

technology in many areas of our (ives, we may well find ourselves

subject to the whims and motives of the few people who will be
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controlling the computer [ndustry. If we do not want to have the

same types of problems in the future with the computer Industry

that we are having today with a number of other [ndustriesy, now

is the time to act. We cannot wait until one company runs away

with the computer market, because by that time that company will

have lots of money, nlenty of lobbyists In congress and all the

other things that make It exceedingly difflcult to deal wlth 3

large monopoly.

Reinforcing_thePowerStructure

Another thing wnlch we must keep In mind is that

technology often means cower. Those people who rave access to

computer systems will be able to do certain things much more

efficiently and at much lower cost than pecple who must ao the

same things without acess to a computer, But, as lt stands at the

moment, the people who are likely to have access to to computers

In the future are those who already have the money to afford

them. This means that tha people who rave the most money today

will have the most capabllity for using computers to expand that

wealth in the futura. Certainly, in this way, the computer

promises to reinforce tre ola addage that “the rich get richer

ang the poor get poorer®™. Care must be taken to see to it that

all people who need computer capabilities can galn easy access to

themes and not Just a priviledged few. Otherwise, we will only

aggrevate the current Imbalance that exlsts in the distribution
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of wealth and power.

ComputersIntheHome

In the past few decades since computers were first

Introduced, we have seen an almost amazing drop In the cost of

progucing and using computers, and we are rapidly approaching the

point where the cost of a computer will pe within a financlalliy

feasable range for many people. Once this point is reached,

there is a good possibitlty that people wlll begin to have

computers in their homes and offices in much the same way that

they now have televisions, radios, refr igeratorss, dlshwashers and

many other appliances. Many applications have been proposed for

computers In the home whichy In the lcng run, may hold some very

vast and important Implications for the way in which we run our

everyday llvese.

For instance, Lt has been envisioned that people wlll

one day have In thelr homes a computer terminal which they can

dse to do all of thelr shopping. All that the Individual would

have to do Is type a request for a certaln plece of merchandlse

into the computer, and that request would be relayed to the

sppropriate merchant. The merchandlse would then be delivered to

the person's home in some fashion. As another example, envision

the following situationt You want to have an important business

neeting with a dozen other people. 50 you walk up to your

picturphone and dial the phone numbers of the twelve people who
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you want to meet with. Then, viz a picturphone screen which might

be able to display plctures of up to, say, twelve people at once,

you can simply sit In your own home and have the meeting. Each

person involved In the meeting will be able to see and talk to

the other twelve using his own picturephonee. Todays Such a

communications System would be very complex, but computers Sm

make it fairly easy to accompllsh suct a thing. Another groposal

which has been maae cften is to educate children in their homes

through the use of computers. Once again, the trend Is ‘toward

staying in the home. And we could go on and on mentioning all

sorts of other ways that computers can enable us to do all the

things we do today without our ever having to walk out of our

front door. But such a sltuation would represent a monumental

change In our living habits. People might go through their whole

tlves without ever coming Into direct contact with people other

than those who live ir their immediate proximity. This situation

would undoubtedly cause many other changes in the nature of human

axist@nce which we can only speculste about todays but which

would certalnly be overwhelming. Some of these changes may be

jood and others may be bade but it is our responsibility to try

to search them out nowe before they happens SO that we Can

axercise some choice irr the matter.

Buildipa_3_RellanceopComputers

Finally, we must remember that whenever we 3dd any new
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technology to our socletyy, we will proceed to develop many new

ways of dolng thlngs which are based upon the new capabllilities

provided for us by that technology. A society, after the

introduction of a new technologys is not simply the same old

soclety plus the new technology. Rather, It [Is a whole new

soclety. We cannot simply pull an established technology out from

Jnder ourselves and expect to automatically go back to where we

nere before that technology was first introduced. If we took

away everybody®s automobiles, for instance, people in the suburbs

Who work In the cities wouldn®t be able to go to work any more.

The reason that suburbs were able to spring up in tre first place

iaS because people were glven the capabllity, via automobiles, tO

commute Into the cities from larger distances. The same type of

situation Is true of virtually any other technology that ls well

established within our soclety. And the point is, that as we use

computers to do more ard more things for us, we will become more

and more reliant upon these computers. We all kncw the chaotic

situation that results when there iss says a power fallure. Thls

is because of the heavy rellance that we have developed upon

electrical power. We all remember the state of panlc that was

induced a couple of winters ago when the oil which we so

desperately needed to run our cars and heat our homes WssS

suddenly cut down by the Arab oll embargo. And even todays, the

anergy crlsisy which is a major issue of our time, represents a

per fect example of the types of problems that can result when ne

come to rely too neavily upon a particlar technology to get
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things done for use. IN many ways, the ablllty of our nation to

survive in its current technological form wil! depend not upon

the technological power that we posess, but rather upon our

abllity to fulfill the «daependencies that our technology Fras

created. The oll crisls may only be the first of many situatiors

In whlch our tecnnological "achilles heels" may prove alsastrous

for us. Imagaine, for Instance, If all commercial transactlons

were handled by one central computer and something suddenly went

Wrong with that computer. We would find ourselves In the midst of

a “financial blackout®™. Imagine too, if a computer was used to

keep track of everybody's money so that we wouldr®*t have to use

paper currency, (which, by the way, has already been proposed by

many people) and that computer for some reason (sabotage or

otherwise) fost all of its Information about hom much money

everybody had. The chaos would be unbel ievablie! As we come to

rely upon computers in more and more situations, we must consl der

the consequences of a computer failure in these situations. If

the consequences of a computer fallure In any glven situation

would counterbalance the benefits derived from the zoplication of

a computer In that sltuaticn, then perhaps we shouldn't be using

a computer there in the first place.

-12 TT



goncivsion

In conclusion, let me say that I think that computers,

if used properly, offer a great deal of potential for manklnag.

Concelvably, we could write computer programs to do anything and

everything that our tittle hearts desire. But that doesn’t mean

that we should write «crograms to do all these things. We must

make a long range determinztion (and by long range, I don®t mean

3 vyear or flve years but rather fifty or a hundred years and

even longer) right now as to the typas of tasks that we consider

appropriate for computers to hardle and those whlch we consider

Inappropriate for computers to randie. And we must take firm

steps to avold the Inappropriate uses. We simply should not use

computers to do everything that pops Into our heads. In those

cases where we do declde to use computers, we must see to [It that

the Information that they contain and the way In which that

information ls used Is subject to the utmost care and scrutiny.

We must also be contlnually aware of the fact that the continued

expansion of computer appllcatiors will bring about many

signiflcant changes In the world we now know. We must make a

continuous effort to articlpate those changes, and we must declde

[tf we want them or note. And If we don®t want those changes, then

we must have the courage and foresight to say "no™ to ourselves.

If we simply let our computer technology evolve in whatever

direction It happens to evolve, we will soon find that our

computer technology Is simply one more technology over which we
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have tos? control. But lf we make a concerted attempt to

visualize the type of worid that we want for ourselves and our

children in the future and to apply computers In that direction,

while keeping the computers out of the areas where they will be 3

deterrent to reaching that world whlch we visualize, then

computers may be of tremendous service to us and all future

Jeneratlons.

In this theslss we have purposely chosen to pay

attentlon to some of the more ominous posslbliities which

computers offer to man. There are a number of reasons for thise.

Much of the current literature about computers has tended to glve

them glowing reviews, while it has often Ignored thejpossibillties

of misuse. Often, this stems from the fact that the people who

write the literature about computers are often the people who

stand to benefit tha most from a positive public attitude toward

computers. Also, the general public does not have sufticlent

knowledge of the {imitations of ccmputers to be able to argue

effectively against certaln computer appllicatlonss except on the

jrounds of “gut™ feel or of plain moral outrage against the

dehumanization mhich often accompanies computers. Computers at

the moment are held in exaggerated esteem by much of the generzl

publlcs and there are too many people who have the mistaken ldea

that computers can solve any problem we give them to soive better

than can any other medium. But most of all, the reason trat we

have tended to concentrate on pitfalls rather than on benefits

has been to Jolt people cut of thelr romance with computers and
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into a realization of some very real dangers that computers may

one day confront us with if we aon®t zctively seek to avold these

jangerse.

Armed with a vislon of beneficial computer appllcatiors

and a realistic appralsal of the detr imental ones, we will

hopefully be better equipped to make intellegent declsions about

computers in the future.
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Appendix-

How_a_Computer Works

Bits_apnd Data

The lowest level of the computer that we shall deal

with Is the blt. We do not go any lower because the concept

behind the bit is a simple one that needs fittle turther

clariflcation., A bIt Is simply 2 plece of electronics that is

elther on or off. Just like your televisions, raclios, lights,

cars and lots of other things are on or off, so Is a blt.

Probably the best way of thinking of 3 blt is as a little 11lght

switch whlch 1s turned on and off by the electronics of 3

computer rather than by a human. A computer has a tremendous

number of these on-off blts, and everything that it does Is

Jitimately determined by which bits are on and which bits are

off.

Since we want to get the ccmputer to do certain things

for us (arithmetic, bookkeeping, handling telephone calls etc.)

se must find some way of taking whatever it Is we want To do, and

translating it Into some sequence of these on-off bits.

Lets now begin to take a look at how one mlght go

about organizing these little on-off obits to get a computer to

actually do something.

Ne® | | assume

computer to be able to

for the moment that we only want our

dea]
&lt;= wlth letters and numbers) if
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we want our computer to have letters and numbers we shall have to

find some way to represent them inside our computerfoy using these

HhitSe

As we sald before, 3a single bit can be el ther on or

off. Let®s say that we were to take two of these ©blts ano put

them side by slide. Nowy, we have four possible ways of lighting

these two bits. They are 1) off-off, 2) off-on, 3) on-off, 4)

on-on. Since it bacomes rather tedlous to write the words "on"

and “off everytime we want to talk about a bit, we®ll use the

diglt "1" to represent the word “on” and the diglt "0" to

represent the word "off". So our new way of representing these

four lighting patterns Is 1-00y 2-%1y 3-10s 4-11. If we have

three bits, then we can come up with eight possible ways of

arranging them, and four bits provide us with sixteen ways. As we

can sees It seems that everytime we add another bit we coublie the

number of ways of arranging them. In fact, thls Is the case, thus

five bits can give us 32 arrangements. If we want to represent

the 26 letters of the alphabety we car simply take flve bits and

use one of the 32 possible lighting arrangements to represent

each letter. One such assignmert might be as follons!

A 00000

B 000601

C ¢uc10

0 00011

E 00100

F 00101

G 00110

H 00111

I 01000

J 010601

K 0101C

L 01011

¥ 01100

N 01101

J 01110

P 01111

Q 100600

R 10001

S 10010 UNUSED

T 10011 11010

U 101080 11011

v 10101 11100

W 10110 11101

Xx 10111 11110

Y 11000 11111

Z 411001
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Nowy, anytime wa want to represent say, the letter “I*™

In our computer, we fing a chunk of five blts somewhere and put

them in a "01011" or off-on-off-on-on sequence, as shown in the

charte.

If we don't want the six unused blt arrangements to qo

to waste, we might use tham to represent typewriter characters,

such as perjioas, commas etce In reality, many compiLters use more

ran aa bits to represent these ctlraracters because there are

generally more keys on a typewriter than can be represented by

Ns bltse But for our purposes here, this fact really doesn't

matter. In the future we shall refer to both the letters and the

Tyrewr: Ter
speciall,characters simply as “characters®.

For numbers we can ao the same thing. Say we wanted our

machine to contaln all the Integers from § through 31. We might

represent the numbers in the following wavs?

Jd 060C¢C

1 00001

2 00010

3 00011

4 00100

5 00101

5 00110

7 00111

8

3

10

11

12

13

14

 )

29100¢C 16 10000
01001 17 10001

010160 18 10010
01011 19 10011

01100 20 10100
01101 21 10101

01110 22 10110

J1111 23 10111

Figure 3

24 11600

25 11001
25 11010

26 11011

27 1110¢6
29 11101

30 11116

T4 11111

In oraer to distinguish the numbers from the letters, we will

simply keep them in seperate sections of our computer. In

practice, this Is rarely doney but 1t will help to make things
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simpler to understand. Thus whenever we encounter the bit

sequence 01100 in the number sectlon of our computer, we wlll

know that it represents the number "12". If this sequence were in

the letter section of the machine,il would represent the letter

8 pq” n

Those who have ever worked with the base 2 number

system will notice that tre bit sequence corresponging to each

number Ils actually the base 2 representation of that number. The

idea behind base two is fairly simple, and if the reader #8 looks

closely at flgure 2 starting with "0" and ending with "31s he

will probably notice a pattern. To represent a wider range of

numbers, we simply add more bits, but follow the same general

pattern of representing numbers as was shown in figure 2. For

instance, we would find that "1011010111" Is the ten bit

representation for the number "725". Thus to represent the number

"725" in our computer, we would have to take ter bits and put

them in a *1011010111"™ arrangement.

Beacuse numbers In base two are represented by zeros

and ones in the same fashlon as are the bits of 2 computer, it

becomes very convenient to represent all numbers In a comouter

in base 2.

In a computer, bits are rarely thought of on an

individual! basis. Instead they are put into groups of a (usually)

fixed sizey and a bit Is trought of as bpelng a part of thls group

of bits. The size of one of these grouns of bits varles from

machine to machine, and 8, 12+ 16+ 18, 32 and 64 are not uncommon
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group sizes. These groups are generally referred to as bytes,

words, or locations, the terminology also differing from one

machine to the next. In order to provide a concrete example for

future discussion, wa shall assume that we have a machine which

groups Lt bits into chunks of 18, and we shall refer to each of

these groups as a “location”, Let's see how we might go about

outting the numbers and characters that we talked about eariler

into one of these locations. We start wlth numbers.

It Just so happens that 18 bits can be arranged In

26201blbk dlfferent wayse Thus in a single {location we can

represent any number from § to 262¢143.Ofcourse,we might also

want to have negative numbers In our computer. Instead of using

‘he 18 bits to represent a number from § to 262,143, we can use

17 oft the bits (17 bits can be arranged In 131,072 different

ways) to represent any number from ( to 131071, anc use the 18th

bit to tell us whether the number is to be Interpreted sas a

positive or negative number. We®ll say that If the 18th bit Ils a

*4%. then the number ls negative, and If the bit is a %0%, the

number Is positive. Thus a number In our machine wlll have this

jeneral form to [t8

—18 biTs={ LocaTion —_

p0s/neo bit number From 0 To 131,07

 17 b1Ts  _—

D2 posiTive
| = heqative

Figure 4H
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Now we can represent any number from =131,071 to

$1314071e This is actually not the method used to represent

negative numbers ln most computers, rather lt Is a simplilfication

made for the purposes of our understandings The actual method

used In most computers ls called two's complement, but we shall

not discuss it here.

We saw before that we could reprcsent any letter of the

alphabet by using five bits. If we wish to represent both upper

case and lower case letters, we can add an extra bit to each

letter and make this bit a *1® If the assoclated letter Is

capitals, and “0” lf It Is small. Now, our method of Interpreting

jetters is to look at the original five bits to see what the

letter IisSe and then to look at the sixth bit to see whether that

letter ls capital or small. Since we have 18 bits In a location

and we only need six blts to represent a letter, we can put three

letters into each locatione Thuse If we wanted to represent the

letters “T%. “h”, and "e™ In a single locatlon, that locatlon

sould look (lke this?

-18 biTe=1 location —

 inno lol CO1110010 "00011| 0loo100

Lonital Ug? Small Ri Srall "al

Figure §
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The reager will notice that in effect, we have put the

word "The" Into a single location. The obvious extension [Is to

put a bunch of locations side by side to form even larger words.

And thls way we can oulild into sentencesy paragraphs, bookssy etc.

Since we can get 3 cnaracters into a single location, if we

wanted to be able to represet poeple®s 1ast names of up toy Says

12 letters, we simply have to take four of these &amp; ® locations

and put threc wim letters inbeach.

From this point ony, we can avold the hassie of thinking

of the computer as a bunch of bltsy and we can instead think of

it as a bunch of locations, each containing bits organized in the

manner that we have Just describec. Now we shall concentrate on

trying to put a bunch of these locations together in order to

proauce a computers.

Before we Jo on however, the reader Is reminded that we

are only trying to convey to him a general feellirg for some of

the concepts that have enablea us to turn a bunch of on-off

switches into a computer. Simply having a feeling for how we can

represent real world things such as words and numbers is much

more important than thoroughly understanding the detallis of the

examples providede. They are intended only to provide a concrete
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reference fOo® understanding the general concepts.

Lec. r1ions

Suppose that wa were to take 4096 of these focatlons

and pack them Into a single computer. In order to be able to talk

about any one of thase 4096 locatlons, tet us give each of these

locations a number from J to 4095. Thus we shall distinguish

locations by referring to them as "location 257" or "location

3967" etc. We shall refer to this whole group of 4£96 locatlors

as the computer "memory". Finally, In addition to these 4096

locations we shall create cne special location of 48 bits. This

location will not nave a number instead It will be referred to

as the "accumulator®”. This accumulator is to be thought of as an

auxiliary location wnose function is to act as a sort of "scratch

pad®™ for the computer. That is, the computer wlll use it tc “Jot

down" things as it goes along doing wratever It {s doing. The

reader will be able to develop a better feel for exactly what we

mean here once we Show an example of how the accumulator might be

used. Although we can only put one accumulator [In our comgcuter,

there are many computers with more than one accumulztor, and some

without any. The I8M 3607/7370 computer has 16 of these

accumulators, and in that machine they are glven numbers from J

to 15a These accumulators are also referred to as reglsters on

many computers.

rhusk ar, wa have designed a computer that can hold oy
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bunch of fetters and numbers in it. But [ft doesn®t ao us much

jJood If these letters and numbers Just slt arouna In the computer

without doing anything. Thus we would be Wise to attack the

problem of getting the ccmputer to 3sctually do something useful

with all these letters and numbers.

Suppose that we wanted to get the computer to perform

the calculation (3%4)+7. In order to do this we would first want

wan Ts
to multiply ™3* times *4" to get "12". Then we would add a 7" to

our *12*" to get "19%, which would be our final answer. Let us

assume for the moment that somewhere [n the computer there are

three loationsy and it Just so happens that one of these three

locations has a *“3" in it, one of trem has a "4" In It, and the

other one has a "7" in it. In addition we will have a fourth

location into which we want to put the final answer of *19* once

we calculate It. We should also remember that the accumulator was

given to us as a scratch pady so let®s use it as suche If we

wanted to tell the computer how to gc about calculating (3%4) +7,

we might tell it the following?

1. Find tha location with the *"3* in it, then take that

*3* and copy It down in the accumulstor,

2. Find the “4 and multiply It by the "3" that we

already have in tne accumulator. Leave the result (12) In the

accumulator.

3. Find th2 location with tre 7" In ity get the "7%,

and ada it to the 4142 that ls already In the accumulator, leaving
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this new result (129) In the accumulzctor.

4. Take the contents of the accumuiator(ig) and copy

them down in the location that ras been deslgnated to recleve our

final answer.

&gt; » Halt because We are now da-CEVA

The way in which we are using the accumulator as a type

of “scratch pad® should be a little clearer from this example.

This Is In fact, our first example of a program, Unfortunately

however, a program writtan In the above fashion ls not generally

acceptable to a computer. What we have simply done Is outilned

the steps that we might tell the computer to follow ln order to

perform the calculation (3%4)¢7.

This example establishes two important points. It

shows first of ally that to get the computer to perform a

specific task we have to break that task down into a bunch of

very specific instructions. When a bunch of these instructions

are put together in some workable fashion they constitute a

program. Secondly, it establishes these Instructions as the basic

Jnlts of a programe. Thus ali tasks that the computer can perform

must ul timately be described In terms of these Instructions in

the same way that anything that we as humans might want to say

aust be ultimately be put in terms of words. Let’s now take a

closer look at these instructions and see if we can find a way to

fit them into our computenr
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Programs_ang Instructions

The first thing that we will do Is create a third

section of the computer for ail of our Instructions. Thus we have

the ‘character section, the “number* sectlon and the

“instruction section In our computers.

As we saw before, the first step that we wanted the

computer to follow In order to calculate (3*4)+7 was?

“1. Find the iocation with the "3" In 1¢t,

that *3* and copy it down In the accumulator.”

then tT ake

We might have good reason to belleve that copying the

contents of some location injremory into the accumulator Is

something that people using our computer will want to o¢o

frequently, even when they are not cerforming the calculation

(3*4)¢7. Thus, we wlll set out to deslgn a general purpose

Instruction that can be used to copy the contents of one of our

4{96 locations into the accumulator. The Instructlon that we

will create will be calied “load the accumulator™, and it will pe

accompanied by the number of the location whose contents we wish

to load Into the accumulator. Thus, If we say "load the

accumulator 297" it means that we want to take whatever we find

In tocation number 237 anc copy it Into the accumulator. In order

to avoid writing out the words "load the accumuiator®™ all the

time, we shall abbreviate them as "tac". Thus “tac 297" is what

we will actually say If Wwe want the ccmputer to (oad the contents

of locatlon 297 Into the accumulator.
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It is important for the reader to note trat we are not

putting the number *2937" into the accumul ator. Rather we are

putting whatever woe find in location number 297 Into the

accumulator. This aistinction is important to remember.

It we look back agains we see that the second thing

that we wanted the computer to df In order to calculate

(3*4)4+7wase

"o&gt;, FInd the "4" ana multiply [It by the *3* that we

already have in the accumulator. Leave the result (12) In the

n
accumulator.

Once again, we have an operation that it seems we might

want to perform frequently, namely multiplication. So we shall

create another instruction and call it “multiply”. This

Instruction too, will be accompanied by

the number of the location that we are talking aboitt. Thus [f we

want to multiply whatever [s in the accumul ator by whatever [ls in

location 3167 and leave the result in the accumulator, we simply

say "multiply 3167." An appropriate abbreviation for multlply

might be “mpl*, ana thus we will use ite. This means that we would

really say “mpl 3167" to multiply whatever is In the accumulator

by whatever is In location 3167. Note again, that we are not

multiplying the contants of the accumulator by the number "3167".

Rather we are multiplying the contents of the accumulator by

whatever happens to be in focatlion 3167 at tre time. It is

important for the reader to catch the distinction between the

number of a location and what [Is actually contained ir that
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location.

Step 3 said?

“3. Find the location with the "7" In lt, get the "7%,

and add it to tha *i2™ that [ss already in the accumulator,

leaving this new result (19) In the accumulator.”

Addition too, is the type of thing that we will

orobably want to do often. So we will create a third Instruction

callea "aad", and it will work in the same fashion as the other

instructjons, except It will add whatever Is found In the

specified location t0 whatever is found In the accunrulator.

Since the word "“add™ is short enoughkr already, we co not have to

abbreviate it.

The fourth thing that we wanted to do was!

“4. Take the contents of the accumulator (19) and copy

them down in the location that has been designated to receive our

Again it seems that we have a task which we wlll want

to perform often namely copying whatever ls in the accumulator

into E) location In our memory. So we'll invent another

final answer."

instruction caliea "store", which we shall abbreviate "sto". Thus

“sto 1485" will take whatever [Ss in tre accumulator and copy It

Into location 1485.

Finally, w2 salat

*c. Halt beacause we are now done."

To take care offthis situation we will create one final

instruction called “halt, abbreviated "hit". Note that we don't
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have to specify a location number with the halt instruction as we

did with the other four Instructions. This Is because halt

doesn't do anything witn any of our locations it simply stops

the computer when we are dcne with what we want to do.

At this point, we have developed for our computer a set

of five Instructions that we can use to get [It to do something,

namely lacy mply add, Sto, and rit.

But we can't simply stanag outslde the computer and

shout these Instructions at it. We must find a way of actually

putting these Instructions Inslde the computer. We'll i approach

this problem in much the same way that we approached the problem

of putting In letters and numbers earller; by seeing [If there ls

some way to represent them using a bunch of bits.

As we said earlilery, a location In our sample machine

has 18 bits in ity So let®s see if we can find a way to represent

an instruction using 18 bits. If we can, then we can put a whole

instruction into a single location.

If we look at tre Instructions that we have developed,

ve find that each ona of them except *“hit*" has a common two part

structure. The first part is the operation that we want the

instruction to perform (such as adds mply stoy lac) and the

second part tells us which location we want that operatlon to be

per formed One. We srall refer to the first part of an Instruction

as its *opberation®™ part, and the second part as Its "locatior®™

DAT

i. wPo sala oefores our computer has 4096 tocatlons
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which are numbered from 3 to 4065. It Just so happens that 12

blts can be arranged In 4096 different ways. As a result, we can

use 12 bits to refer to any one of tre 4096 focations in the

computer. So If we wanted to talk about location 18, we would use

the 12 bit pattern 0006000010010"y which is simply the

representation for number *18" as srown In figure 2, except with

some zeros paading it on the left, This means that we can use 12

bits to form the “locatlon part® of our Instructions, because 12

bits can tell us which of the 4596 locations the instruction is

referring to. Since we have only used 12 of our 18 bits for the

*location® part of the instructions we can use the other 6 bits

for the "operation® part.

Six bits can be arranged In o4 different ways, thus we

Tyees oF (nsTeuclion,
can have up to 64 alfferent,We"might (although we don't

necessarily have to) assign the fcllowing bit patterns to the

Instructions that we have created so far

lac? (0GGCO

add? 0QuclCl

mole 000013

sto? (03011

hits GoCiuld

ang at this point we still have room for 59 more instruction

types. Flnally, we shall have to adopt a standard way of putting

these instructions into memory, so we®ll put the six “operatlon®™
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pits on the left side of a location and the 12 “location” bits on

the right slide. So for Instances the representation Inside the

computer for the Instruction “sto 19” would bet

A8biTe = 1 location —

Cb brs fa bits ——

il
’ sto 19 NOOO! |

F ep resentation

Cor "store!

O00 00001001 |

represenTatio

For 19M

Figure BR

and 8S we Sees this tits nicely into 18 bits. Nowy, whenever we

encounter the bit sequence =00004100000004001414* anywhere In the

Instruction section of the computer, we know that it means “sto

19* and will cause the computer to store whatever [Is [Ir the

accumulator into location 19. For an Instruction such as “hit”®

whlch doesn®t refer to any location and thus doesn’t require a

*“jocation™ part, we can simply set the location part to all 0°s.

Thus “nite will be represented by the bit pattern

*“000100000000000000%.

Up to this tire, we have assumed that our computer ls

1ivided up Into three distinct parts, one for characters, one for

aumbers and one for Instructions. The primary reason behind doing
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this was to drive home the point that the same sequence ofLs

8 can mean different things, depending upon how thet

sequence Is interpreted. In our machlne, a single bit sequence

can be Interpreted as a character, a number or an instruction,

depending upon which section of the machine we tind It in.

Let’s go back now to the program that performed the

calculation (3%4)e¢7 and see what we can do with it now that we

have foundaway to put instructions Into our computer. Let®s say

that we take locations 0 through 10 of our computer and set then

Jp in the following ways

Location

Number
CA

| i

InéTructiong 2

| :

Numbers &gt;

Lharact ers 9
Ters40

Bit Arcangemend

'——fB bis:4location—

ig003%0 000000000401
100010 000000000440
100001 000€00000111

400014 000000004000
360100 000000000040¢C

000000000000000011

000000000000000400
00000060000000001141
000006000000000000

110111 000000 000001

0041014 0014140 001401

Figure  vr

Mean; AQ

iac 5

ruil 6

add 7

3to 8

hit (Q)

rab

jon

AS we Can See, wa have put some instruc tions Into locations §

through 4. We have put the number *3" [nto location 5 the number

“4* Into locatlon 6, and the number “7” Into locatlon 7. Location

8 has the number “0” In ity and this Is the (location that wlll

receive the final answer to the (3% )¢7 calculations Finally,

locations 9 and 10 respectively have the letters “Yab™ and "ion"
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in them. Lets see what would happen If we told the computer to

begin following the instructions at location ¢ and continue until

it runs into a halt instruction.

In location 0, we fina the instruction "lac 5%,

symbolized by the bit sequence "03(J0J300003000101". This Is

telling the computer to take whatever is in location 5 and put |?

Into the accumulator, As we can see, location 5 has the number

"3" In ite thus the computer will copy that "3" into the

accumulator. The next instruction Is In location 4 and there we

lind the bit sequence "000010000000000110" which rezlly

means "mul 6". Thus the computer will get whatever Is in

location 6 and multiply it by whatever is In the accumulator,

Since location 6 has a “4" In It and the accumulator has a "3" in

ity the result of the mul tiplicatior will be *12". This "12" will

then be left In the accumulator, and we are then ready for the

next instruction.

The next Instruction, found In locatlon 2, says "add 7"

and is represented by the blt sequence *0300010650800000111* This

wlll cause the computer will take whatever [is found In location 7

{which Just so happens to be the number "7%) and add it to

whatever is in the accumulator at the current time. Since the

accumulator has a "12" in it at this point, when we add "7" we

will get a total of "149". This "19" will ther be left In the

accumulator, and we are ready for the next Instruction.

Going to location 3 for thre next Instruction, we find

the bit string "000011000000061600"™ which stands for "sto Rg
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Thus the computer will take whatever [s In the accumulator (now a

19) and put it Into locatlon 8. Since location 8, which is our

answer locations, now has the answer In [t, we are done witr our

tasklina as we can see, the next Instructlon, found In locatlon

Ly is a nit" instruction.

With thls axample, a number of things begin to fall

Into place. First, we have finally gotten our computer to do

somethingsInastrongsenses the procedure followed by the

computer in executing 3 program is tike a treasure hunt. The

computer is given instructions which tell [It which locations to

look into and what to do with what it finds In these locations.

Then It goes back for another instruction, follows It, and comes

back for still another instruction until one ot the iInstructiors

teflis lt to stope.

Secondly, It shows that we don®t really need seperate

sections of the computer for characters, numbers and

Instructions. All we really have to do Is keep track of which

locations contaln numbers, which contain characters and which

contain Instructions. For instances In the above exzsmple we had

the computer look for Its first Instruction In location § because

Wwe knew that we wanted the blt string In location 0 to be taken

as an instruction If we had to tdkne computer to i ook for 11ts

tirst instruction Ine says location

x) it would have taken the number "4" In locatlon six and tried

Instead to interpret It as an Instruction. Of courses we don‘t
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want the contents of locatlon 6 to be interpreted as an

instructions we want them interpreted as a number. Having told

the computer to look for its first Instruction In locatlon 6

would have been an error on our part. Pursuing thls point

fur ther, let*s say that location 2 had an "add 9" Irn it Instead

of an "add 7". The computer would have gone to location 9, found

the bit string "111000300000000004"™ which Is supposed to

represent the letters "Yab"™, and added It to whatever was In the

accumulatoratthe time. In short, It would have Interpreted the

three letters *Yab" 3s a number Instead. Certainly, thls was not

our intent. So we can see that the computer really doesn®t worry

about the difference between characters, numbers and

instructions. Instead, it leaves it up to the person writing the

program to make sure that rte uses everything in the right way. If

he doesnt, his program simply won®t work as he wants (it to.

From now on we won't think of our computer as having an

Instruction party, 3a character part and a number part. Instead,

we shall think of (it ss having programs, which contaln

instructions and datas The Instructions tell the computer what to

doe Locations (-4 of Flgure © certainly qualify asjinstruc tions.

Data will simply be anything that is manipulated In some way by

these instructions. Thusy everything In locations 5-10 of flgure

© will be calied datas A list of stockhol dersjon a corporation

computer will be thought oflas datas while the things telling the

computer what to do with trat ilst are the Instructions.

Another thing that the reader might notlce Is trat this
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program Is capable of not only multiplying "4" times "3" and then

adding "7", but it Is capable of multinlying any two numbers and

then adding a thirds For instance, if we were to put a “25%

Instead of a "3" into locatlon 5, a *287" instead of 3 "4" Into

location 6 and a *3987" instead of a *“7" into locatlon 7, we

would be able to use the grogram In lccations 0-4 to perform the

calculation (25%*287)+3937. It is nice to know that we have to

simply change the numbers In the aprropriate focations rather

than write a new program everytime we want to perform the same

calculation with different numbers. This general adaptabllilty of

programs is one of their nicest features.

As we go along trying to Improve our computer, we shall

come across the needa for some new instructions beyond our

original flve, and we shall add them at that time.

One of the most useful cropertles of a computer is its

abltity to make daclslons. In the (3*4)+7 example, we simply

gave the computer a bunch of Instructions to execute, and it

executed them. But often the case arlses where we do not know In

advance exactly which Instructions we want the computer to

execute and which ones we don®t., Whrat we would llke to be able

to do is let the computer itself decide which Instructions to

axecute and which ones to ignore. For Instance, If we are writing

3 program to guida a rocket to the moon, the computer may run

through some section of the program which tigures out whether or

not the rocket Is on course. If the program figures out that the

rocket is on course, then we want to leave the rocket alone. 1f
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Not we want to start executing a bunch of instructions designed

to put the rocket back on courses, Thus we need some way for the

computer to declde whether or not to call on the routine which is

designed to put the rocket on course again. In fact, most tasks

which a computer mlght be called upon to perform do Involve at

feast some amount of decision making on the part of the computer.

If we glve the computer a soclal security number and ask [t to

find the name of the person with that number, the program that we

jive the number to will search through a whole |Ilst of soclal

security numbers and nameSe. Each time it looks at a social

securityjnumber on the 1ist, It has to decide whether or not [It

matches the number 1t was asked to look for. If it does match,

then we simply send out as the answer the name that Is assoclated

with that number on the liste If It lsn®t 3a matchs then we have

to continue searching through the {ists There |ss 3S we can see,

the need for the computer to make a decision here.

We shall now Introduce a new type of instruction

designed to allow tha computer to make such decislors. Before we

do that nowever, we shall first introduce a “subtract™

Instruction, abbreviated “sub®™. This instruction works [Ir the

same way as did ‘'agd™ ang "mul", except it subtracts. We are

adding this Instruction only because we need it for our next

example. Let®s say that we went to write a program to flgure out

which is the greater of two numbers, and let us also say that

these two numbers are in locations 103 and 101. Once the computer

flgures out which of the two numbers Is greater, It copies the
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greater number Into location 152. Thus, we can thirk of focat lion

102 as our answer location. Let us first look at the case where

the number In location 10) is greater than the number [n location

161i. This means that we went to copy the number from location 1210

into location 132. The program that we would use to do such 23a

thing might be as follows?

1e tac 100 =-take the number found In tocation 13¢ and

aut it into the accumul ator.

2 a sto 132 =take the number TOM the accumulator and

out it into location 102

{. hit we are non done

We shall henceforth refer to these 3 Instructlons 3s

"program 1". Thus, wherever location 1j§ contalns a number larger

than the one in location 101s we want to follow program 1.

If howevery the number in locatlon 11 Is greater than

the number in location 1003s then we want to copy the number In

location 101 into location 102. One program which would

accomplish such a task is the followings

1s lac 4101 =-take the number found In location 101 and

copy it into the accumuiator.

7 a sto 132 ~store the contents of the accumulator into

location 12

&lt; Nit =
a he done?!

s1LQg-



In this program we are doing almost the same thing as

before, except we are putting the contents of location 101 Into

the accumul ator rathar than the contents of location 100. This

program will be referred to as "program 2". It becomes apparant

now that we must provice the computer with some way of ceciding

whether to execute program 1 or program 2, and that thls cholce

nust be based on which of the two locations has the greater

number in it. To ao this, we introduce a new Instructior called

"Jump if accumulator greater than zero" whlch will be abbreviated

“gt”. What exactly does this Instruction do? Let us say that thre

computer is busy running a program and at some point It were to

discover the Instruction *jJgt 1000". The computer would first

look at the accumulator and see if what It contains is greatear

than (0. If the number In the accumulator Is Indeec greater than

zeros the computer yoes to location 1000 to {ook for Its next

Instruction, and contlnues executing Instructlons from there. If,

on the other hand the number found In the accumulator is not

greater than zeros, tnen the computer will do nothing. It wlll

simply continue executing instructions wlthout Jjumplng to

location 100s The reader may at this pacint be wondering how such

an instruction can be used effectively, and the next example wlll

hopefully answer that question.

This program shows one way that me might aeclae whether

location 10¢C or location 101 has the greater number. The reader

heweder
should notice a tew things,.before he dives Into the program and
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tries to figure it out.

We see first of alts that tre Instructions In locatlons

3, 4 ana 5 are simply the three Instructions trat constitute

"program 2", which is the program that we want to use If location

101 has the greater number, We will also note that locations 6s 7

and 8 contaln “program 1". This Is the program that we want to

Jse if location 100 has the greater of the two numbers. As we

shall see in a moment, locatlons Js 1 and 2 contaln instructions

that are belng used to decide whether to use program 1 or program

2 As tne reader wlll see, locations 0 and 1 cause us to perform

the subtraction “contents of location 130 - contents of location

101"e It the result of this subtraction Is greater than zero,

that means that tocation 1.y has the greater number and so we

want to follow program 1. If the result of the subtraction Is

less than zero, than locatlon 131 has the greater number and we

want to follow program 2. Finally we show Jocations 100, 101 and

102s which are tha three locations that we are Interested In

A At the start we shall assume that location

100 has a 6927 In it and that location 101 has a 2 In ity, so

location 100 quite ooviousely has tre greater number. The reader

should ignore the numbers In parenthesis for tre moment. of

courses the computer doesn®t actually have, say, a "lac 163™ in

focation (0. Rather it has the strirg of blts used to represent

“lac 100" in the way that we discussed earlier.

"

val
TC —EP
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Location Number ConTenTs

. Tac 1007 Decide whether to use Programior Program
Tot 6 : = by comparing locations 100 and 10}

AE 102 (Used if Location i0] has the qrealer number)

13eitg  frograms
3 (Used iF LocaTion (00 has the

6927
 L

 0

(2) (5)
(e927) (5)

(Answer LocaTion)

Flgure2

[ft location 100 has the grcater number, that means that

we should be following program 1s which resides In locations 6, 7

and 8. Lets see what does happen.

We start executing our program In locatjon 0. There we

find the instruction “lac 100% This will cause us to copy

whatever in in location 100 (in this case a ¥6927") Into the

accumulator. Once wa have 8 6927 In the accumulator, we go on to

the Instruction In location 4. There we find an Instruction to

subtract whatever is In location 101 (In this case a “2%) fron

the 6927 In the accumulator. Well, since 6327-2 =6925, we now

have 8 "6925" In the accumulator. Finally, we go to location 2

which has the instruction *)gt 6". In other words, lf whatever Is

In the accumulator ils greater than Js we wiii go to location 6

lor our next instruction. Certainly the 6295 In the accumulator

ls greater then zero, so we do go to location 6. ANd as we sald

beforees location 6 is simply the stert of “program 1%, which ls

indeed the program that wa want to use In this case. If we follow
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along from locatlon 64 we first see a "lac 100". This takes the

"6927" in loction 1310 and puts it into the accumulator. Next we

Jo 90 to location 7. This says “sto 102*" whlch causes us to store

the "6927" from the accumulator Into location 162, which 1s our

answer location. Finally, we halt In {tocatlion 8, and our program

has done what we want it to do. Now, let us look at the other

case; where location 1J1 has the greater number. We shall simply

switch the 2 and the 6927 and see what happens. If everything

goes wells we should end up following program 2 thls time around.

Starting our program at location 0 agaln, the flrst

thing to happen ls that tre "lac 10("™ causes us to load the ™2"

In location 1{J into the accumulator. Then, the "sub 101" In

focatlion 1 causes us to subtract the "6927" In location 101 from

the "2" in the accumulator. 2-6927=-69254 and certainly this

number is less than zero. After this "-6925" [ss put Into the

accumulator, we find the "Jgt 6" in {ocatlon 3 once agaln, which

says "if whatever ls In the accumulator [Ss greater than zero,

then go to location 6." But the number In the accumulator

certainly isn®t greater than zeros, So we simply Ignore this

instruction Thus, we do not go to location 69 rather we contlnue

along at location 3. But lo anc behold, location 3 is simply the

start of program 2. Location 3 says “lac 101", so the *"6927" from

location 101 is put Into the accumulator. The "sto 102" in

location 4 |s executed next and ccauses us to dump the '6927"

from the accumulator Into locatlon 102. Once agaln,s, our answer

Is safely tucked away in location 192. Location 5 says "hit" and
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SO we are done.

There is one special case however that we lgnored; the

case where locations 100 and 101 each have the same number. Let

JS quickly see what would happen [if these two focations

contained, says the number 5S. The "lac 1030" In location { causes

the *S5* in location 100 to be put into the accumulator. Then, the

"sub 101" In locatlon 1 causes us to look in locatlon 101 and

subtract whatever is founda there from tne "5" in the accumulator.

We fina a 5" In location 1041s and since 5-5=0, the accumulator

will now contain a "0". The "™Jgt 6" In location 2 will only cause

a Jump to location six If the accumulator has a number greater

than zero in ite. But the accumulator has exactly zero In it, so

no jump will! be made. So we simply continue on to wm location 3.

We know from before that the net effect of the instructions in

locations 3, 4 and 5 is tc move whatever Is In location 101 into

location 102. Thusy a 5 will end wup in location 102 as our

answer. This seems |lke a reasonable result for the situation, so

It looks as if our Crore really works in all cases. (When

locatlon 10C has the larger number, when location 1014 has the

larger number and when they each have the same number.) We should

mention that having checked for the special case where each

location had the same number was essential before we could claim

that our program fully worked. If we hadn®t checked thls case,

then we would only be able to claim that our program works for

most cases, namely where the locations have different numbers in

them. But we could not have claimed that [t worked for all cases,
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since we had not checked for the case where the locations

contained the same number. We point this out because It orings

out something very important about the nature of the errors that

one often finds in a program or in a computer system, Many

programs are Written which appear to work all the time, vet

don*t. Insteaa, they work almost all of the time, yet they don®t

work when some special! condltior occurs which has been overlooked

in both the writing ana the testing of the programe. And [t Is not

an error resulting from faulty instructions. It ls an error due

to the fact that the programmer did not have a full understanding

of the problem that he was trying to solve by writing the

program. The "special case™ of two numbers belng equal is not one

that would be frequently overlooked (hopefully), but it shows how

in a much more complex program, trere might Just be something

that is overtooked. If a program Just plaln doesn®t work under

any clrcumstances pecause simply wrote the program wrong, it

would be easy to see that the program lsn®t working properly when

it Is tested, and nobody would use the program to do anything

serious unless they were looking for trouble. But lf the program

does appear to work when it is first tested, yet in reallty it

contalns an error that occurs only In an obscure situation which

was overlooked, then we have a problem, because people will use

the program thinking that It works ali the time, when in fact It

doesn®*t. And often, the process of finding the rare cases for

which a program doesn®t work involves simply walting around until

somebody stumbles onto one of these rare cases while actually
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using the program, Sometimes, even this isn®t good enough. Often

an error will occur ana tre person using the program won't

realize it. He may thus accept an Incorrect answer from the

computer, thinking that it [s correct. Herein we find the crux of

one of the problems that we shall discuss later ont! that computer

programs frequently contain errors that can result in

undetectable mistakase. If these errors were at least detectable,

It would be okay, Since nobody would use the erronjous results.

But If a mistake is undetectzble, ss It often Is, we then have

the very serious danger of people relying upon wrong answers from

a computer to make daclslonse. These faulty decisions may In turn

cause ser lous problems. We shall look at many case studless where

such a sltuation nas caused untold misery for the people and

organizations effected.

So far, Wwe have made statements such as "the computer

takes a number from a locatlon™ and the computer looks at thre

next instruction®™ ani “the computer does thls" and "the computer

does that". But we have never really adressed the problem of how

the computer does all the things that we 3re talking about. How

does the computer ada two numbers or read the next instructior?

Is there a little man running around inside the computer dolng

all these things? One would suspect not. All of these things are

actually done by what is generally referred to as the computer

“"hargware™. The hardware of a computer is simply the collection

of wires, transistors and whatnot that actually constitutes the

computers This is in contrast to the programs that we have been

15A



talking about which are generally thought of as the "software" of

the computers. Thusy it i353 the "software" of a computer, namely

those programs that are written for It, which tells a computer

how to perform a specific taske And it Is the *hardware™ of the

computer that can actually look at tre instructions of a program

and do what they say to do by moving all sorts of data back and

forth from one place to tre next. At thls pointy we shall begin

to look at the *haraware* of a computer to get a feel for how 11

ls construc ted.

computer Hardware

(At this polnt, there will be a section about computer

hardware which has not yet been written.)

At this point, ean? Come a long way from the slimcle

on/off bit. We have shown how we can put together a bunch of

these bits to represant letters and numbers, ana we declded

thereafter to organize these bits Into groups of 18 called

locations. But we naeaed some way to manipulate the data that we

put into these locatiors; we certainly dldn®t want It to Just sit

there. SOs we developea the notion of an instruction which would

be able to manipulate the aata In these locatlons in varlous

ways. We found that if we put a bunch of these instructions

together In the right way, that we could produce a program which

Was capable of doing somethings We found that these instructions

not only manipulatad the data in the locations, but trat they
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also made decisions about which Instructions to follow. As we

said before, the ability to make cecisions is one of the most

important features of any computer. And we can always Introduce

more decision making instructions to @axpand the range of the

types of cecisions that we are able tc make. At thls opcint in

fact, we have already cevelopea a very llmlted version of a small

scale computer.

A computer comparable to the type that we have

jeveloped here would generally be referred to as a minl computer,

The number of locations In this computer Is falrly small compared

to the number of locations in the computers that we shall be

dealing with later or, yet a computer of thls sort provides the

capabliity to perform most small scale programming tasks. The

cost of mini computers has dropped drastically since computers

first came into exlstence, and it is reaching a level at whlch

many small businesses and indlvidual people can purchase mini

computers rather easily. It is thls this type of computer that

may one day be as common an appllance as a refrigerator, 23

jishwasher or a television. To get a sense for exactly what such

y computer ls capable of, I provide a few exemplese.

Many peopla have undoubtealy seen the new generat jon of

computer games that has hit the market recently. One of the most

predominant of thesa games iS computer ping pong. In the

Interest of saving the quarters that I might otherwlse throw Into

these machines, I decided to write my own ping pong game on a

computer which haa a tv type screen similar to the one found on
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the commerclal version of the ping pong game, Although I changed

the game slightlyy, the program I wrote, lf anything, provided

more features than t he commercl al versione. The

Instructlonspccupled about 450 locatlonsy, and the data occupled

250 more. Thus, onty 7{09 tocations In totals I was able to

produce a working ping pong game.

Another program which I wrote was a simulated baseball

game. (The reader can probably tell by now that I Ilke to wrlte

computer gameSe) By feedlng the statistics of players on two

different teams Into the computer, one could get the machine to

play out a full baseball game. It was a simpllfled version of a

real game, but it accomplishea all of the essentjalse Thls game

occupiea a total of about 3(5; locatlonsy about half of which

were simply used for statistical data. So there were only 1500

Instructions.

I could go on all day writing about other programs thrat

I have written or enccuntered, but that Ils not the point. The

point is that the 4396 {ocation machine that we have developed is

In tact capable of doirg scme reasonably complex things. In fact,

about the only people who would ever write a peammgeyy program

occupylng more than 4g96 {ocations are probably professional

programmers. But for the average everyday person, 40396 locations

do Indeed provide a lot of capability.

We should also say something at this point abotLt the

specd of a computer. With our current state of technology, which

Incidentally Is constantly changing, It Is not unreasonable to
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expect a computer to be able to execute well over a mitllon of

these instructions in a sirgle second? New technological

advances promise to increase that number even further, possibly

to a billion or more. Such capability is absolutely mind

boggling.

But mini computers are only a part of the computer

scene. The recent years have seen the development of computers of

far greater slze than the one that we have develcped thus far,

and we shall frequently flnd ourselves concerned with these types

of computers. Let us see if we can take the min] computer thrat we

have developed thus far and expand [tft further to produce one of

these super large computers of which I speak.

Earllery, when we put 4096 locations together into one

computer, we declded to refer to them collectively as the

computer “memory”. From here on in, we shall start thinking of

the computer memory as a simgle unjft. This means that we can

simply take a bunch of these computer memorles anc put them

together In some way to get a blgger computer, Let us say trat we

take 4096 of these computer memories and put them Into a single

computers. To distinguish one memory from the next we could give

each of these memories a number from 0 to 4095. Nowe Our computer

jooks something llke this?
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since we now have 4096 memories of 4096 locations each,

we have a total of 4096%6096 or 16,777,216 H{locationse Nom, in

order to refer to any of the 16,777,216 locations In our computer

all we have to do Is specify what

It Is Ine, and what Its (location number IS. Thuse by saving

"memory 258, location 1096" we are able to specify exactly which

of the 1647779216 locations we are after. Let's also see what

other changes we have to make [in our computer to accomodate this

increase in size. Let*s say that during IJlts operation our

computer Comes across sayy, the Instruction “lac 3981". What this

means Is "load the accumulator with whatever Is currently In

location 3981". But which (location 3931 are we talking about?

With 4096 memories, we might be talking about any one of &amp;096

locationsy all of which have the number "3981". So It looks Ilke

we shall have to tind a way to let the computer know which

“location 3981" we are talking about.

Let us say that the location 3981 being referred 0
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happens to be the one In memory 3Ji. We What we can do is add a

new instruction. For instance, our new instruction could allow

the programmer the aolllty to say all Instructions refer to

locations in memory 301 until further notice".

We shall call this instructlon the “memory®™ Instruction, and It

will be abbreviated "mem"”s ANd when the computer sees the

instruction "mem 331"y It krows that all Instructions until

further notice refer to locations in memory 301i. If, tater on in

the program the programmer wanted to rave all hls instructions

refer to, Saye memory 10934 he simply says "mem 1093"™ and the

computer will then use memory 1093 untll further notice.

Suddenly, With very little offorty, we have gone from 3

fairly small computer to a very large one.

At thls ooint, we shall begin to divert our attention

from the technical question of how a computer works to the more

social questions of how it is used. It Ils In this section that

many of the social Issues of computer use @E

Sy
— -~p wlll begln tc make thelr appearance. Before

going on however, [t should be mentioned that the samole machine

that we have used for our discussion was derived from a Digltal

Fquipment Corporation PDP=-1 computer at M,I.T. This computer

happens to be one of the earlier computers that was ever bullt,

Although the computer industry has come a ong way since the days

when this computer was deslgneds the basic princlples of blts,

locations and programs rave remalned the same. Thls machine was

usec here for a teaching model because ts design is falrly
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simple, and thus easy to understand, In fact, this POP 24 of which

I speak Was used some years back to teach ar introductory

computer course at MeleTe I had the poriviledge being a teaching

assistant in this course unger the fine direction of the (ate

Samuel Je. Mason. Unfortunately, after his death, the course was

abolished ang this computer Is no longer used by anyone.
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How_a_CompyterisUsed

[Am25haring_and Multiprocessing

Let us say that a city government somewhere ogeclded to

computerize the operations of 130 of Its clty agencles. There are

3 number of ways that we might approach such 3 situation. One

extreme would be to buy 130 falrily small computers anc glve one

to each agency. The other extreme would be to buy a single one of

these large computers and find some way to split it uo among the

var ious agencies. Since cne big computer is much less expensive

than 100 small computers, the idea of getting the blg computer Is

the one that we shall pursue. Let®'s say that four of the 100

agencies for which we are buying thls computer are the Police

Departments, the Fire Department, the Motor Vehicle Department and

the City Payroll Department. We want the Police Oepartment to

have a program which keeps track of all arrests made by its

members, along with some pertinent information about these arrests

The Fire Department®s program wlll keep track of all alarms that

are sent in, and information regarding them. The Motor Vehicle

Department will have a program to keep track of alt licencad

drivers and registred vehicles. Finally, the Payroll Department

program will keep track of the salaries of all city workers, and

avery Friday at 33:57 it will print out paychecks for all the clty

amplioyees.

| ot us S 4  @w *+hat the Potlce ODepartment’s program
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requires 25 memories. Let us also say that the Fire Department®s

program requires 15 memoriese The Moter Vehicle ODOepartment®'s

program happens to require 40 memoriess and the Payroll

Department's program requires 5 memories. Using our big

computers, we could take the Police QOepartment®s program and put

It In memories (0-24. We can put the Fire Department®’s program In

memories 25-39, MWe can use memories 43-79 for the Motor Vehicle

Department®s program and memorjes 83-413 for the Payroll

Department®s programe. And we still have memories 131 through 40835

left over for use by the other 96 agenciese.

If our computer is &lt;capatle of executing 1 million

Instructions per second, whlch Is not unreasonable, what would

happen if our 100 departmental programs simply take turns being

processed? For instance, we could run the Police Department’s

orogram for 1/100 second ana then kick [t off the computer and

run the Fire Department®s program for 1/13 second. Then, we

could go to the Motor Vehicle Uepartment®s program and ao the

same thing. We can simply continue in thls fashlor until! atl 150

programs have been given 1/7100 second each on the computer, and

then go around again. Since each of 4135 programs are glven 1/100

second on the computer, it takes 1 second to complete a full

cycle. And since the computer can execute a million Instructions

per secondy each of the 1/710C second slices of time will still be

enough to execute 104000 instructions. SO at worst, each of the

100 programs will get enough time to execute 10,000 instructions

per second. This scheme of having programs taking turns on a
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computer is generally referred to 3S time-sharinrg. Often, a

company with one of these large computers willl simply sell some

of these time slices to varlous organizations or people who are

interested In using a computer, but who don*t want to buy a whole

one

The first reaction that one might have to such a

timesharing scheme is that [t wlll drastically slow down the

speed of the computer for each agency. Let us examine how these

agencles might use their programs and see how much of 3 croblem,

if anys this slowdown [s.

If we were to casually walk up to the person

Jslng the Police Depiartment®s program and look over his shoulder,

Wwe might see him typa in a request to the computer to print out

the names of all people who were arrested for a felony during

February. The computar then looks through its arrest data for a

short perioa of time and finally prints out the deslred names.

Then, the operator rips off the sheet of paper with the names on

it and gives it to his sergeant. Afterwards, he goes back and

asks the computer to print out the names of all people arrested

by officer Smith the week before. The computer does a quick

search through its information and once again prints out the

ANS Her. Then, for the next few secondss the person simply looks

at the names that tha computer has Just given him before he makes

another request for information from the computer. Of course,

each of these requests can only be made if it is written into the

program to allow such requests. Final ly, he makes another
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request of the computer after which he stops agalny this time to

30 to the bathroom. The point is this: the computer is not being

asked to work continuously. Insteed It Is being asked to do a

biT oF watk
quick jp —wgeiedgiae that takes only a srall fraction of a second.

Then, there ls an [dle period of a fen seconds where no requests

are made. Then, a new request causes the computer to work for

another small fraction of a seconds and then there is another

break. AS we can see, it really requires only a small fraction of

the computer®s time to satisfy the requests of the person using

the programs The rest of the times, the computer is idle.

certainly, this seems to pe an lnnefficlent use ot the computer,

especially when one considers how expensive a computer is. If the

pattern of use Is pretty much the same for the other 99 agenclesy

then we can probably timeshare among them.

If we look at it from the computer®s point of view, we

fing that when the computer sweeps through the 1060 programs,

there might only be 3 or 4 of them that want to use the computer

immediately. The people using the other 96 or 97 programs are

currently engaged In that Interval of time where they do not want

to use the computer immediately because they are taking a slp of

thelr coffee, readin what the computer has Just glven them, or

whatever, The basic reason for all of this is that the computer

is oftten able able to process requests from a person much faster

than that person is able to make them. To show Just how much this

Thesis
Is soe I cite the fact that when I first typed this sm cn the

Mul tics computer system at MeI«sTey a full 8 hour day of typing
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often consumed less than 20 seconds of the computer®s processing

capablliity. Although others may use mcre computer time auring an

8 hour days I think that this example makes the point of just how

can woe=¥

uo faster a computaraEwugPhge.

Of course, computers may not always follow this pattern

of USee For Instance, when we senda a manned rocket to the moon,

the computer is doin3 falrly continuous calculations. It Is doing

everything from calculating which rockets to flre to moniterling

the astronauts® vital signs and food supply. Because we are

constantly using the computer in this situation, timesharing

would create a slowdown that might not be desirable.

It seems then, that the number of people that can use

the computer at one time depends upon many thlngs including the

speed of the computer and the types of programs that we wish to

run on thls computer, If a partlicaular computer, without

timesharing, can answer a person®s request In 1/50 second and the

some computer with timesharing causes him to walt 1/10 second

(five times as long), that person probably will not care about

the difference, because 1/10 second is still very small. But If

the tlimesharing had caused him to walt 5 seconas for hls answer,

then there [Is a noticeable difference. In figuring out how to

timeshare a computer In the best way possible, we must find some

happy medium which uses the computer wisely, vet doesn't cause

any really noticeable decline in the quality or speed of services.

The decision as to what is “noticeable” is of course, a

subjective gecision that would most likely be made by the person
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des’ Jang)buylng or using the computer.

The question now arisess hoa can we get this computer

to timeshare among all these programs? The answert write a

special program to do it! All this program would have to do is

run around In a circle checking ezch of the 10 agency programs

to see which ones want to use the computer. When we come to a

particular program, if it doesn't want to use the computer at the

nomenty then we simply go on to the next program. If 1t does want

to use the computer, then we give It [ts 1/10 second time slice

pefore going on to the next programe. If 1/100 second 1s not

enough time to finish dolng what the program wants, then we

simply make a note of where we left off, (which Instruction we

were about to execute when we were cut off, what tre accumulatcer

had in it at the time etc.) ana we come back to finish up after

we have finished checking the other 93 programs. 0f course, a

program may not require the full 1/710; second, and In thls case

we Just give lt however long it does needy and ther go on to the

next program. What we have just lald out, more or less Is a

description of how we want our timestraring program to work, Once

we actually write up this scheme in tre torm of a program, we can

simply put thls program Into some of the memories [r our computer

that are as yet unused. Then by running thls program, we'll be

able to timeshare our computer. In a sense, this program is In

charge of the computer since it rations out the computer®s time

to each of the other programSa.

This timesharing scheme nappens to be a very simple
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one. There are many much mcre complex schemes that have been

developed. Ofteny, they will reflect some set of relatlve

priorities among projrams, with some grograms getting larger ftlme

slices than others, or with certain programs having their

requests responded to faster than others.

As we can see, timesharlng doesnt really allow two

Tan a¥Ten i Les requests
programs to run at the same time, But since a computer SO

can mak2 them

much faster than a Parson, lt appears as if more than one program

is running at a time.

So far, we have sssumed that our computer has cnly one

processor. In other wordss a single one of the hardware units

that is used to execute instructions and manligulate deta Is

having Its time divided among ail 103 programs. If we trougnht

that this was too slows, we could always add another one of these

processors. This would 3ive us the ability to Ilterally execute

two programs at oncey rather than to simply make It look |lke we

are. This iss In a sense, like adding another cashkler at the bank

when the lines get too long. By putting a number of these

hardware processing units Into one computer, we can take care of

3 number of programs all at the same time. This is called multiprocessing,

However, multiprocessing has a problem that the bank

doesn®t have, which is lllustrated in the following sltuation.

Let us say that we are using a computer that has an extra one of

these processors Installed In [ty SO that two peoples crograms

can run at the same time. The two people who are running thelr

programs at the same time are named "“John® and "“B11i1". The
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overall purpose of each program Is unimportant, but (et’s say

that at some point in their programs John and Bill have the

following Instructions. Let us also say that If we could suddenly

stop both® programs dead in their tracks and see which

Instructions were about to be executed In each program, we would

find each program running in the place shown on the diagram.

Finally, let us say that John®s accumulator has a “S5" In It,

Biii*s accumulator has a "7" In lt and location 10 of memory 10

has @ *3" In ite The reader wlll also note that each program has

recently passed a “mam 10% Instructions which means that all

instructions until further notice refer to locations ln memory

i

John’s Program
John's .
ceumulalot Loc. {0

Ss .

¢

*

Uoha's i
N =&gt; 0
Pe radTion sTo 1

Memory 10

—e——

Bill's Program

Sil
Accumul Tor

0
‘ ?

ills
= Net

TnTeucTion

Figure 10

Now, let us look at two different things that might

happen from here. We could find that the next Instruction that Is

+ FV
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executed is either John's “sto 10" or Biil*s “lac 10". Since the

two processors are running lncependentiy of each other, we have

no way of knowing for sure which instruction will be followed

filrste What happens if John's "sto 43" is executed flrst? This

instruction will cause the *5" which is in John®s accumulator to

be stored Into location 1) of memory iy replacing the “3" thrat

was there to begin with. Then, at some later point In tlme,

Bill®s “lac 410" will be executed. Thls wlll cause the computer to

load whatever is in location 10 of memory 13 Into Bitli®s

accumulator. And since location 10 of memory 410 has a "5" In It,

Bill will end up witn a "5" in hls accumulator. What would have

happened if Bl11%s "lac 10" haa been executed before John's "sto

15"? The executlon of Bill®s "lac 12" would have caused the "3"

that was originally In location 10 of memory 10 would have been

loaced into Bill®s accumulator. As we can see, In one case, Bit]

ands up with a "5" in his accumulator and In the other case he

ends up with a "3" in his accumulator. And what he ends up with

is not determined by the correctness or incorrectness of his

program. It [Is determined simply by whlch processor happens to

axecute a particular instruction first. Certainiy, Bill doesn*t?t

want to leave what he tinds In location 1; of memory 10 up to

chance. Yet this type of problem is very prominent in

multiprocessing. There is a very big need In mul tlprocessing to

make sure that all processors are coordinated properly. If the

programs being run by different processors try to acess the same

piece of datas we run into problems. Methods have been devised to
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actually coordlnate processors properly to get around this tyoe

of problem, but It is really very difficult to apply these

methods properly, and no sounds systematic way of multiprocessing

has been developed. Recent attempts to Include mul tlprocessing on

computersy as a result, nave run into problems. Note that thls

type of problem will allow a program that Is perfectly correct to

nake errors by virtue of something totally beyond Its control. We

shail feave the topic of multiprocessing by asking the reader to

ges@l remember that It simply adds to the complexity Involved In

turning out a truly operative program.

The timesharing program discussed earlier [ls our first

example of a more general class of programs known as "systems

programs’. A systems program ls a program that is generally not

used directly by any one person. Rather, [t Is used to control

the way in which the computer ls used by other programs. There

are many types of systems programs that are used to do many

different things, and we shall begin to examine some of the more

common ones. This will consequently give us some Insight Into the

Ways that people are using computers today and some of the ways

that they might use them tcmorrow.

Program_!lbraclec

Let us say that we want to write a program to play five

cara poker. At some point in the program, we would have to write

3 routine tnat simulates the dealing of five cargos from a card
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jeck., Because there are 52 cards In a decky we mlgrt take each

card and glve it a number from 1 to 52. Thus, the number 1 might

represent the two of clubs, the number 2 might represent the two

of diamonds, the number 52 might represent the ace of spades and

sO One. If we assume that there is some way to get the computer to

come up with random numbers from 1 to 52, then the process of

dealing out flve cards would be fairly simples All we have to do

is pick five different rancom numbers from 1 to 52. Then, we can

simply figure out which cards are represented by tre numbers that

were pickede. But there Is a problem heret it is very difficult

to write a good program toc produce random numbers. Because of

this, the person trying to get the poker program to deal out 5

cards would end up spending virtually all of hls time writing the

orogram to pick random numbers rather than wrlting the program to

deal cards. And before he even begins to write his rangom number

programs he would probabiy have to spend his tlme reading through

a few books or papers to fearn all about generating random

numbers. But the persor writing the poker program doesn’t want to

spend most of his time researctirg and writing ranaom number

programs} he Just wants to write his poker program. He wants to

use the rangom numbers once they are generated, but he coula care

less how they are generated. Certainly, this ls a reasonable

desire. An auto repalrman doesn®t want to worry about bullding a

muffler before he puts it into a cari he simply wants to have a

complete muffler on hard fcr use when it Is needed. He lets

someone else, namely the people at the muffler factory. worry
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about actually builcing the muffler, Of course, there is 3iways

the chance that the aufflers sent from the factory are faulty. In

this cases even though the auto repalrman might Install the

muffler properly, the car will not perform the way it should. If

the random number program that we use for our poker program Is

faulty, (for Instance, it may pick the number 52 more than the

other numbers, causing the ace of spades to be dealt out more

than the other cards) then the whole poker program will be

taulty, even If we use the random number routine properly. This

type of situation occurs frequently in computing, and we shzll go

into some of its implicatlcns later on.

Mufflers, angines, batteries and many other parts to a

car come pre-made Simply because there are lots of auto ralrmen

who want to use them anda not build them. And so it is In

programming. There are many programmers who may finc the need for

random numbers at one time or anotrter. Certainly, they wlll be

neeaed by anyone writing a game of chancay although they have

many other uses t00. If each person who needed random numbers

wrote his own number programe, a lot of people would spend a fot

of time writing rancom number programs, and very little time

doing any substantiva programming. This dupllcation of effort can

be completely eliminatea however if we simply write one random

number program that can be used by anybody who wants fo use it.

And to do thise we can emgclioy a person who really wants to write

1 random number program, rather than someone who is forced to.

This program, when written, could simply al low a person to say
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something like "ran 52" to get a number from 1 to 52 for a poker

game. A person writing a cice game can Say “ran 6" to get a

number from 1 to 6 everytime he wants to roll a dle. Certainly,

making a simple statement like that is easier than spending days

~esearchling and writing a random number program. There are In

fact many situations where a person has to write 3 subsection of

his program that he does not want to or has no ldea how to write.

If we simply take a bunch of subroutines that many people are

likely to want to use at one tlre or another and put them Irto a

“|{ibrary" of sorts, we can make programming much easier for those

who take advantage of this llbrary.

Almost all larje scale computers and many smaller ones

have some sort of program library. Multlcs, which Is the computer

system used by a large part of the M.I.T. community has an

enormous program library. Some of the programs In tre library are

designed by the same people who designed the Multics system, and

others are wrltten by everyday people who simply felt ¢trat a

program of theirs might be of interest or use to other people on

the Multlcs system and thus decided to put lt In the library.

All somebody has to do to use the programs In the library is tell

the computer the names of the {lbrary programs that he wistes to

use. The systems program which is in charge of the {lbrarles wilil

then look for the rejuested programs and hook them up to the

person®®s program In the appropriate way.

libraries however, can do more than simply providing
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pre made pieces to use in 3 program. Conslder for Instance the

yrogram we wrote earlier to perform the calculation (3*4)+7 and

(ts Dit rec entation in the computert

LocaTion Nygber

1

Human"
RepresentaTion

"Compute
Representation

000000 000000000101

000010 000000000110

3000041 000000GG001114

000041 000000004000

300100 000000C00000

3000000000830000011
30000000000000012400

3000000000000001212
3600030000008C002000

lac 5

nul 6

add 7

to 8

nit

" igure 11

Here we See two different ways of representing the

(3%4)e7 programe The column labelled "computer™ shows the actual

sattern of bits that the computer would have to contaln In order

to perform this calculation. The column labelled “Human™ shows

the shorthand that we developed to make It a (lttle easler for us

to understand the program when we look at Ite. Certalnly, It Is

sasler to think of the Instruction In location 2 as “add 7"

rather than as *“060001000000000111% yet it ls the

*0000040000000004114* that must actually be put Into our computer

If we are to accomplish anything. If we consider the case of a

person who is writing a program of, says, 1000 Instructlons, we

can see how jit would be much easier for him to write his program

using the format shown Ln the “human®™ column rather than the one

shown In the “computer®™ column, What we might want to do then is

write a program that will enable him to do such a things What
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thls program would have to do is take instructions written In the

"human® form and translate them Into the “computer™ forme If we

sere to put this translator program into the computer Ilbrary,

then everybody would be able to write thelr programs in our

"numan® format, leaving It up to the translator program to

translate Into “computer®™ form. Such a translator program is

Jysually called an “assembler”. The “human®™ format for writing a

program ls generally referred to 3s “assembly language™. This

assembler program itself would have to be written Initially In

“computer® format. But once this assembler has been written and

put into the computery there will never again be a need to write

a single program In “computer™ format because the assembler wlll

be there to do the nacessary transiation As a resulty, we have

nade it easier to write programs by allowing them to be written

in a format that is more understandable to humans tran a bunch of

Ls and 0°s. But certalnly it seems, there must be an even easler

or “more human™ way to write our programs. Programming In

sveryday English would probably be the easlest thingy, and there

is In fact a great deal of research golng on which |s dlrected

toward precisely that goale If we wishy we can design a scale

that measures “ease of programming” of varjous techniques, and It

alght ook something like this!

English
—

(mosT undersTandable

For humans ’

cast understandable

For Comp ute rs)

Hi gher Level

Lang woqe

r

¢ -— eV
Ompi ier

Translates

Figure 12

J ho =

Assembly
~anguaqe

Agsembler
TronslaTes

bits

(0s and 1’)

CYA: underclandable

tor Computers,
least wnderdTandable,

For humans)
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What we ara saying here 1s simply that English Is

easiest for numans to understand and bit tanguage Is easlest for

3 computer to understand. And there are many ways of programming

that are in between. Assembly language is a little easler for

people to understand than blt language, and If we want to use

assembly language, all we have to Qo, as we saw before, is write

an assembler program to translate from assembly language to Dit

language. What might be even nicer than using assembly langu3ge

would be to simply say to the computer something of the sort

“calculate (3*4) +7" and have the computer transiate that

statement an assembly language program capable of calculating

(3*¥4)+7., We can call the computer |anguage that permits us to

say such things as "calculate (3*4)+7" a "higher level | anguage"

since it permits us to say things that are even closer to English

than does assembly language. There are tots of features that we

can put in a higher level language to make it useful. Often in

programming, we have a section of a program that we want the

computer to execute more tran once. Thusy a statement such as “do

5 times" might be used in our higher level language to get ‘the

computer to execute a yroup of Instructions 5 times. High level
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languages also allow us to use symbolic names. For instance, if

some location Is bpelng used to store a number representirg the

number of children tnat somebody hase we might wish to refer to

that location as the ‘'"children® f{ocation rather than as, says

“location 3.96, memory 981". A high level language often allows

US to assign names to a location that have meaning to us. Thus,

whenever we refer to the ‘children’ locatlony, the computer can

figure out that we are really talking about tocation 3096 of

memory 981. This Is all much easler than uslng assembly {(anguage

instructions to get something cone flve times. All we have to do

to have such a high level language is write a new translator

program which can translate from our higher level language Into

assembly language. Then, we can use our assembler to Sm

translate the rest of the way into bit language. We can repeat

this process agaln to agevelop an even higher level language by

simply writing a program that translates from our new higher

level language to our old higher level language. These translator

programs that are usad for high level languages are generally

called “compilers”.

Much of the early research in the computer field

centered around the design of computer | anguages because few

people had the desire to program using 1°s and 0°s ali the time.

Todays a computer fibrary will tyoically have a number of

compilers and assemblers which peopnle can use to facilitate

programming.

Before we laave tre sublect of higher level fanguagess
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there is something that should be pointed out. Wher we developed

our higher level languajes we saw how |? alioned US. make

statements such as “calculate (3%4)+7%, The compiler then

translated that statement Into assembly language In some fashlon,

8ut we do not KNOW precisely how the computer transiated the

"calculate (3%4)+7" into assembly language. When we wrote this

program In assembly larguage, we first loaded a "3" Into the

accumulator, then we multiplied tre "3" In the accumulator by

"L,*, ana flnally we addea "7". If we simply say “calculate

{3*¥L4)+7" to the computer 3nd allow the compiler to translate Into

assembly language for us, the program produced msy put the vy

into the accumulator first and then multiply [ft by "3". Thls may

seem like nitpicking, because In this case It coesn®*t really

matter whether the "3" or the "uu" goes Into the accumulator

firste But the point ls that the programmer who uses this higher

level language loses hls control over whether the "3" or the "4°

goes Into the accumulator first, and it Is this loss ot control

that Is our concern. If a programmer has no conrol over how the

compiler transltates his high level fanguage statements Into

assembly language, but he at least knows how the ftransiatlion is

done and finds the method acceptable, then there isn®t much need

for concerne. But high level fanguages often Pave SO many

di f ferent features that it is impossible for a person to always

know exactly how hls Instructions will be translated. He must

of ten trust the compiler to transiate his statements irto an

assembly language program that will do what he really wants it to
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does Of course, one of the reasons we designed 3a high level

{fanguage in the first place was to allow us to make general

statements about what we want to do while leaving tre details of

how to do it up to the computer. But lf we are writing for

Instance, a program that will be used to make Important declislons

about people’s livesy it may not always be wise to leave so many

details up to the computer. This is similar to the problem

mentioned earller where a person might use a defective random

number generator without knowing it, and have ris program get

screwed up as a result. In a more genaral senses, we are dealing

With the problem tnat people often allow computers to do things

for them without really knowlng how 1t Is doling then or If it is

doing them correctly.

SharipgotInformation

Another faature found on many of the newer computer

systems is the ability to share programs and data among a number

of users. The library that we discussed before is generally a

group of programs to which all Jysers are granted acess. But

often someone will have something inside the computer trat he

wants to share with only a llmited number of people. For

instances, a group of people working on a program might want to be

ible to share copies of that program among themselves so that

they can all work on lt. But they wouldn®t want otter people on

the computer system to rave acess to thelr program untll it Is
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finishea ana working. And even then, they may not want others to

see Ite There I1s™ possibility that someore Fras sensitive

information on the computer, anc thus only wants a few people to

have acess to that intormation. So our computer must have not

only the ability to share information, but aiso the ability to

restrict |{t. For Instarce, wlth the program that we dlscussed

aarlier, we want the person using the City Payroll Department's

program to have acess to the salaries of all city employees. Yet,

we certainly aon®t want the person running the Motor Vehicle

program to have acess to the salaries. If he did, he might try to

change the locatlon wlth his salary in it from reading "$250 oper

week" to readlng “313,000 per week” every Frldgay at 2:55. Then at

3100, the Payroll Department program prints out paychecks for all

zlty workers, including a $10,000 check for the guy who changed

nis salary. Then, at 3:05, this person can change his salary back

to $25(y SO that nobody will ever know the differerce. Although

such a ripoff technique seems too simple to be true, many people

have In fact committed computer alded crimes using very

comparable tecniquess As a result, many computer systems are

peing designed today which allow a person or organlzation to

specify exactly who has acess to a file, and how much access he

hase. (Can he only read the contents of a flle or can he also

change them. Can he make his own copy etc.) But very few

computers on the market today are really secure. There are in

fact many organizatlons, whoy for precisely thls type of concern,

have declded to buy a computer which only they can use sc nobody
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else can get at restrictea information and cause problems.

As Wwe can seey the sharing cf Information In 3a computer

orings out a lot of social croblems trat must be dealt with. What

we must remember is that, In a ways the computer has taken the

place of a file cabinet. Information that would have been put in

3 locked file cablnet or desk 1( years ago 1s today put on 3

computer, Certainly, no employer would have let his employees

into hls tile cabinet ten years ago to change thelr salarles. A

person writing a book woulda not want someone to break into his

desk and steal copies of the book. A doctor mwouldn®t want

(hopefully) an outsider to get at sensitive medical Information

in his filles. But nowadays, buslnesses keep salarles in

computers, writers write books using computers, anc doctors keep

records on computers. It seems reasonable for someone to expect

at least the same amount of security for his property when it is

stored on a computer as he would have expected If he still kecrt

that property In 131 file cabinet. The problem is this? In the

Initial rush for companies to produce working computers and get

them on the market, the techrological push was c¢irected esimost

entirely toward simply getting the computers to do useful things.

The boom in the popularity of computers sam more anc more people

and organizations computerlzing thelr operations, thus putting

more and more informatior of various sorts on computers.

Gradually, these people began to realize something. Although many

technological advances were made in the area of "getting the

computer to do somethirg™, very few were made to adequately
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protect the information whlch people began to put on computers.

This tack of protection encouraged many people to begin steal ing

or iftlegally changing information stored by others on the same

computer. Some of the computerized rlcoffs that have occurred In

recent years boggle the imagination in their scope and

simplicity. Computer technologists rave begun to respond to the

problem, and there is a growing field in information protection.

But the fact ise that at the present time, very few of the

computers on the market adequsetely crotect the information they

contain. And crime is not the orly concern Frere. Because

computers often contain sensitive material on individuals, this

lack of security creates a number of problems in the area of

personal privacva.
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Throughout this chapter, we have spent a lot of time

talking about putting things into and getting trings out of

computers. But we have not really adressed the question of

precisely how thls Is done. Certainly, It does us little good If

the computer performs some task for us but doesn't glve us a way

of getting at the results of that task. So we come to a

discussion of the "extras" that come with a computer, the devices

that allow the information inside a computer to somehow be

transmitted to the outside world. These dev ices are most commonly

referred to as peripheral cevicesSe.
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Periphersl Devices

The peripheral device with which most people are most

familiar is probably the computer teletype. A teletype is simply

3 typewriter, except It Is connected to a computer. The way In

which a teletype usually communicates with a computer is

relatively straigtforward. When a person strlkes one of the

typewriter keys on the teletype, the electronics of the teletype

All figure out what the blt representation Is for the character

on that key, and thls bit representation wlll be left somewhere

inside the computer where something can ope done with it, For

Instance, we «can have an Instruction whlch slmgcly causes the

computer hardware to place the blt string representation for some

typewrlter key Into the accumuiator as soon as that key is

strucke Once a a key has been strick en and its blt string

representation reaa into the accumulator, the rext few

Instructions of the program wlll probably be devoted to

processing that bit string in an approoriate fashion. For

Instance, the program might start putting the rew bit string

together with other bit strings which have arrived recently to

form larger words. Theny it will start trying to figure out what

those words mean. Once our program has figured out the meaning of

the worasy it will do whatever It is supposed to co when lt gets

those WOr dS. Sending data out from the computer onto the
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teletype will follow the same procedure, but In reverse. We will

put a bit string In the accumulator which appropriately

represents the character that we wish to type outy and we then

execute an Instruction to type out that character on the

teletype. Slnce the people timesharling a single computer are

often distributed throughout a certaln geographlcal area, their

teletypes will be connected to the computer by everyday telephone

lines. In fact, the process of using a teletype often entalls

making a telephone call to the computer. The sudgen upsurge in

the use of telephone wlres to transmit computerized data has

certainly proven to be 3a source of Joy to the telephone company

In the form of added Income.

Aithough the teletype ls the Dest known peripheral

device, It ls far from the only one. In fact, Just about anything

that 1s attached to a computer [Ss In some sense a perioheral

device. FOr instance, a missle that is being guided by a computer

Is a peripheral device. The computer mlj3ht do a bunch of

calculations as to wheather or not the missle is on course and

discover that to get the missle back on course a particular Jet

on the missle shoulc pe tired for 4 seconds. The program might

then put the number “4* [nto the accunulator and transmit it to

the missile. Once the missle recieves the "4", It will fire that

jet for 4 seconds.

Peripheral devices in facts go even beyond this. Any

medium of cheap information storage Is a peripheral device. Just

what do we mean by "cheap information storage?" Well, it seems
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reasonable that a person who writes a program wlll want to save

that program for future use once he Joes hore at nighte

Certainly, he doesn*t want it to be erased from the computer

between one aay and the next. But it nappens to be very expensive

to keep a program stored Ir the type cf computer memory that we

have been talking about. If the person isn®t going to use his

program for the next slx monthes, It would be best to find a

cheaper way of storing that program. There are many methods of

cheap storage on the market today. Magnetic tape, much Ilke that

founa in a tape recorder, is probably the cheapest metrod of

storage. Devices called *"dlsks® and *“drums” are also used for

cheap storage, although it is not really important for the reader

to understand how they work. The point Is that these methods of

storage all allow information to be stored for a cheaper orice

than the computer memory. One might ask why we don't then use

these storage mediums to replace the computer memory. The reason

that we don®t use them for such a purpose ls that they are much

slower than the average ccmputer memory. That is, where It might

take one-milijonth of a Ssecona to acess a piece of data In a

computer memory, it will take at least a few seconcs to find that

same plece of data on a magnetlc tape, because the tape has to

first wind to the proper position. Anyone who has ever operated a

tape recorder should understand this fact. Disks and drums are

faster than tapessy and are consequently more expensive. However,

they too do not approach the speed of a computer memory. So what

ysually happens is that these devices are used to store data
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which ls not currently peing used by anybody. That [ss when a

person Is in the process of using a computer, thre [Information

with which he is working will be stored In the fast, but

expensive computer memory, where the computer can get at 1?

almost Immediately. Once the person Is done with whatever he is

doing and Is ready to go homey the information he was workirg

With will be copled onto one of the creaper storage mediums (lets

say magnetic tape) and then erased from the expensive memory.

When the person next returns to the computer, he simply asks the

computer to retrieve what re wants from the tape, ard sftter the

tape takes a few seconds to wind to the proper positliors, the

systems program In charge of the tape storage will copy wrat the

person wants from the tape back Into the computer memory. And aft

his pointy, the person can resume working wherever he left off

last time. SO as we can see, the computer memory will at any one

time contain only the the programs 3nd data that people are

currently working withe Everything else will be stored on the

cheaper storage mediums.

It is the presence of these very cheap storage devices

that has enabled people to compile llterally blililons of pleces

of Information for use by a single computers. It the computer

memory were used to store so much Informations, the costs would be

astronomical, and nobody woula do ite But with cheaper storage,

that is not nearly as much of a problem.

Earller, we showed how the use of pre-packaged

subroutines can help to make programming easler for those who use
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them correctly. But the notion of as subroutine has much impact

beyond this. Consider for instance, the task of writing a

baseball game on a computer. For simplicitys all games will last

nine Innings regardlass of score. Before starting however, we can

make a few observations about the structure of a baseball game.

For instance, if we can write a subroutine which we shall call

“olayinning*, that is capable of playing a single inning of

baseball, we can Jse it nlne times In a row to produce 3a full

baseball game. So Instead of concentrating on the whole games,

To play
jet us concentrate on what [It takes to write a program one

inning.

If we can write a subroutine whlch we shall call

“"Teambat*™ which allows a single team to bat until it has three

outs, then we simply have to use tre "Teambat™ program twice,

once for the visiting team and once for the home team, In order

to play a full inning. So instead of concentrating on a full

Inning, let's take It a half Inning at a time. Well, what is

involvea in having a single team bat for 3a half inning? All we

~eally have to do is write a program called “personbat” which

allows a single person to bate. Then, by using this routine over

and over until! a team has 3 outsy we can produce 2 halt Inning.

Notice what we have Jone. We have taken the task of writing a

full baseball game and reduced it to the task of writing a one

person batting routine.

How might we write this program that allows a single

Nerson to bat? One apcroach might be as follows? Let®s say a
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player has a total of 500 &amp;t bats with 40 home runs, 5 trioles,

30 doubles and 7% singles. We could use a pre-packaged random

number routlne to pick a rumber from 1 to S500. Then, if the

number picked Is from 1 to 4(s we call for a subroutine called

"Homerun”. If the number is from 41 to 45, we call for a

subroutine called “Triple”. 46 to 75 wlll cause us to call for a

routine called '"“double™, and 76 to 150 will Invoke a routine

called "single, Any other numbers plcked will send us to a

routine called “Out®. Each of these routines will Ir turn call on

even smaller routines. For Instance, when the *“double* routine Is

calleay, that routine might itself call 3a routine called

“phaserunning™ which will flgure out what happens to all the

baserunnersy and which might call another routine called "extra

base” which allows somebody to try to get an extra base on the

play. This technique of preaklng a program down [Into smaller,

and thus more marageable parts [Is known as “structured

programming®™ and is perhaps the most powerful programming toil

jeveloped to date. Its obvious aavantage ls that lt llmits the

scope of what we have to thlnk about at any one time to a very

small section of the overall program. Then, once each of these

smaller routines is written, all we have to do Is piece then

together into a full program. In a sense, we are break lng down

our program into "ready made parts’ which are comparable to the

{ibrary subroutines discussed earlier. Our program [Is then 3

fitting together of these ready made pieces. This approach

results in programming that is much faster and much easier than
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it would otherwise be [f the person writing the prcgram had *to

Worry about every detal! of the whole program at once. And if the

program isn®t doing the right thing when a person gets a triple,

the author of the program merely has to {ook at the tripte

routine to find his errors rather than search through the whole

program, Ang finally, if more than one person [s working on the

programs this techniaue provides a natural way to divioe the

WOrrKe One person can write the single and double routines, one

can write the triple and home run routiness anc so one These

~outines can then be put together to form the whole program, even

though each person does not have to have any idea of how The

sections written by the other people actually work. It is this

particular feature of structured programming that led us to

discussion of the topic In the flrst place.

Ihe Construction_ofaLargeComputerSystem

Most of the large programs that we have been and willl

pe talking about cannot possibly be designed by one or even a few

people because of the sheer size of these programs. Beacuse ne

have SO many people working on a large programs, we are really

forced to divide up the work in such a3 way that each person can

work on his own indlvicual subsection without having to ever

worry about the rest of the program, As we have seen, structured

programming accomplishes these tasks rather well, ana is thus &amp;n

invaluable technique for large scale cgrogram design.
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This Is not to say that structured programy ‘has been

Jdsea in the past Ir the design of f{arge programs} In fact, |?

generally hasn®ty since It is a falrly new concent. But tren

agalns It has been very difflcult to turn out very large programs

that really work, The advent of structured programming however,

promises to make larje scale programming efforts much easler in

*he future.

But even so, the design of a large scale program or any

srogram for that matter remalns an exacting exercise. One can not

make a mistake ir writing a grogram and expect tre computer to

figure out what he is really trying tao do. The computer Is a

merciless Judge of program correctness. Getting a large number of

people to gcesign such exactin3d pleces which in turn must fit

together in a very exacting way is far from a simple task, and

jood management and good communication are as essentlal as good

Programming.

One phenomena that is often found In large programming

ventures Is that the structure of of a programming organization

often takes on the structure of the program that the organization

ls writing. If the program they are writing Is initially broken

own [nto five smaller parts, then the organization will [tself

split into five groups, one to work on each part. Each of these

groups will probably have its own boSSy as wlll the entire

oroject. Let us say that one of these five main parts of the

program Is jtself broken down into four smaller parts. Then the

group working on this part will ltself be broken cawn into four

-19Q 3~



smaller groupss each with its cwn boss and so on. This will keep

happening until we ra2ach the level of “one person groups™. The

~ule In almost all programming efforts, be they large or small,

Is that the aeslign of the program frequently changes as soon 3S

people start working on tre nitty gritty and discover that there

is an easier approach then the one that was originally taken. If

It were suddenly dlscovered that the above program could be

better written with four main parts Instead of five, we would

have to change the top level of our organization from five groups

to four groups. This means that the boss of the fifth major grouo

loses hls boss status, and the members of that flfth group must

alther be relocated or laic off, Beacuse such a situation arises

so frequently In programmings Such an organlzation must be able

to change its structure radically and frequently. If the boss who

was moved In the reorganlizatlon doesn't like the fact that he is

no longer a bossy we can either tell nim "tough luck™ or we can

dJeclde to stay with the original flve part breakdown of the

programs, even though it might not turn out as well with flve

parts as It would have with four. What we have assumed here Is

that the change to four main parts will produce a program to do

axactly the same thing that the program with five parts would

have done, except more efficiently. It often is tre case however

that the overall goals of the program being designed are changed

to meet programming neegdsSe It it is discovered that a certain

feature which was originally included In the programming goals

turns out to be difficult to program, that feature may simply oe
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droppea from the overall goals. Thus, there [Is often a great

difference between what a program Is originally Intended to doy

and what lt actually does once It Is flnally produced. This

doesn®t mean that the final program doesn’t work. It simply means

that it doesn't do what people had originally hoped lt would doy

In the way that they hoped lt would do it. This in fact, leads

into another major protlem. When a large program ls designed for

an organlzation, the program simply does not do things In the

same way that the or3janization did them before. As 3 resul 1, an

organization is often redesigred to fit a computer, rather tran

the other way around. If a program [s belng designed wlth some

social purpose In mind, social goals in the area with which the

program deals may be changed not because they are Invalid soclal

joalsy but because thay are simply not compatable wlth the

program, This phenomena of computer use can Cause very severe

problems, and will be discussea at great length when we get Into

artitlicial Iintellegence. There Is a strong deslre among many

artificial intellegence researchers to eventually use computers

for making Important declsions. Certainly, we don't want the

process of making complex social decisions to be determined by

how easily these decislon making processes can be programmed.

Getting back to the management of a large scale

programming project, it is apparant that an amazing degree of

flexibility is required in such an organization. There are few

business organizations toaay that are flexible enough to

sjccomoaate the frequency and depth of reorganizatior required for
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3 programming project.

Another problem that we might notice here [Ss that there

is no one person who really knows what these large programs are

doings There are people who know what certain sections of the

program are dolngs but it Is simply Impossible for a single

person to be aware of the details of the whole program. After

ally, the whole reason that we split up the program among so many

peopie was that it was simply ¢tco complex for one person to

comprehend. Also, the computer Industry has few, If any standards

for program cocumaentation. Program documentation Is simply the

proces off writing, in addition to a program, a description of

Now that program WOrKsS. The lack of a good description of how a

program works makes It difficult if not Impossible for anyone to

ever figure out how the program works. Add this to the fact that

shortly after the completion of a project, the people who worked

on it generally are not avallable or don®t remember how thelr own

sectlons worked, and we see that our large scale program ls

nothing more than a mysterious black boxe People put information

in ana get answers out, but they have no Idea how the Information

they put in was used to arrive at the answers they got out. Thus,

a person using a computer must rely on a biind faith that the

orogram Is really doing what he wants it to do. If he wants to

find out how It is arriving at its answers, he can®t, since

nobody really knows. And If he ald know how the answers were

being produced, he might decide to never use the computer again!

Since It Is cifficult to examine someone else’s program
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in detail, it is also fairly easy for someone writing a sectlon

of a program to chanje around a few Instructions to purposely

subvert the entire program. As we have sald before and will say

again, computers provide a means for crime that ls unparalled

anywhere else.

What all of thls results in is a reliance upon a

program that nobody fully understandasy which may or may not solve

the problems [It is desligened to solve [In the best way possible,

and whlch may have accidental or malicious flaws In [t. And even

it the computer does solve the problem In the best way possibile,

(which we have no way of knowing for sure) that metrod of solving

the problem may become obsolete within a short time when some

better method comes along. And of courses, we have no way of

detecting this obsolescence, because we don't know for sure what

the program is doing.

Hopefully, the reader has by this time developed a

sense for what a ccmputer (sy how it works, and some of the

problems that may arise If It Is not used carefully. More than

anything else, the purpose of this chapter has been to give the

reader a realistic view of the computer can and can't do. The

reader should begin to see by now that computers gre only human

creationss and as such are subject to the flaws and imitations,

and even tire corruption of the people who create them.
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Bibiicaraphy

ACM Committee on Computers and Public Policy A

Problem List of Issues Concerning Computers and Public Pollcy™

(1974)~- This paper contalns short discussions about sixteen

different areas in which computers may have [important social

Impiications. Some of the toplcs covered Include "Information

Services for Home Uses’ “Ccmputers anc Educations®™ “Computers and

Privacy® and “Computers and Employment.”

Ad Hoc Committee on the Privacy of Information at

Mel oeTe) "Final Report® (1971)- A discussion of existing guidilnes

for the privacy of information at M.I.T. and an examination of

proposals for increasing the level of prlvacv.

Fredrick Ff. 3rooksy "The Mythical Man Month* (1975)~

This book contains a collection of essays that deal with the

problems that are encountered when one sets out to actually bulld

a large scale computer programe. The book makes numerous

suggestions about bullding {arge computer systems more

effectively, and In particular it dlscusses some new management

techniques for employment in such efforts. A substantial part of

rhe discussion Is also daevoted to ways to minimize the

communications problems that frequently apoear during the

construction of a large computer system,
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Department of Healthy, Education anda Welfare "Records,

computers and the Rights of Citizens" (1973)= This report deals

With some of the harmful effects of the use of computerized data

systems and it dlscusses safeguards to protect tre indlvidual

against such negative effects. It also contains an in depth

discussion of the usa of Social Securlty numbers as universal

identifierse.

Robert Me Fanos "Conceptual Approach to Privacy

Legislation®™ (1974)- This paper maintains that the primary focus

of privacy teglistation shoula to prevent the gathering of

information bafore that information ever ras the chance to become

harmful, rather than on records that have already been

astablished.

Robert M., Faro; "The Effects of Time Sharing on the Jet

Vac Corporation® (1970)- Thls paper is a case study of some of

the problems that confronted a particular organization when it

set about to convert many of its manuel operations Into

~omputeri—2d ones.

Robert M. Fanos *On the Soclal Role of Computer

Communications®™ (1972)- A paper on some of the ways In which

computer communications systems can "influence social trends and,

In particular, individual freedom." It discusses how the growling

complexity of our computerized society threatens our control over
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ang our unaerstanding of that society and proposes that we must

exert conclous control over the direction taken by our compu ter

technology.

Robert C. Goldstein} “The Ccst of Privacy" (1975)- This

200k attempts to devaiop a model to asess the flnanclal [Impact of

potentlal privacy tegistation upon those who would ultimately

have to implement the provisions of that lagislation [In their

computer progucts and upon those who use these products.

Donnella H. Meadows, Dennis L. Meadows, Jorgasn Randers

and William We. Benrens IIIS “The Limits to Growth® (1972)- This

book presents a controversial computer model whlch attempts to

predict man’s future on thls planet. Taking Into account

population, pollution, resources, capital and a number of other

factorss this model predicted the occurrence of a major global

catastrophe within the next hundred years or so If major changes

are not made in our adrerence to the |deal of continued growth,

The book suggests a society based on stability rather than on

Jncontrol led growth.

Arthur Re. Mlller$§ "The Assault on Privacy” (1971)- In

many wWaysSy it Is this bocok which initially brought many of the

social consequences of computer use before the general public. It

Is a thoroughly documer ted book which should serve as a flne

starting point for anybody doling serlous research on computer
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related social Issues. Tris book contains numerous cases of

abuses of computerizec informations and it discusses many of the

ominous [Implications that future computer use may hold for usa

Aryeh Nelirs "Dossier?! The Secret Files They Keep on

You" (1974)=- This book Is an almost endl ess compendium of case

studies in which dossiers about individual American cltizens have

served to damage thelr lives and reputations, even when the

information in these dossiers was false. Included [In the

discussion are "School Records,” "Mental Hospltal Records,”

“0lscarge Recordss™ arrest and conviction records, "Credit

Jureaus' and "Political Dossiers.”

Nell Postman and Charles Weingartners *Teaching as a

Subversive Activity*™ (1974) - A thorough assault on the

conventjonal methods of teaching and testing youngsters which

frequently result [In boredom and allenatlon for the student.

Includea tooy Is a compelling discuss lon of alternative

techniques for making the classroom a more relevent place for the

average youngster.

Project Search; "Security and Privacy Considerations in

criminal History Information Systems®™ (1970)- A stuay of the need

of law enforcement officials mu; for criminal records vs. the

right of privacy of those who these records pertain to.
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Alvin Toffler; “Future Shock®™ (1970)- A book about what

happens t0 people wher they live in a continually changing

environment such as the technological environment In which we Now

live. It alscusses many technologles with ominous Impl lcatliors

that have been proposea for the future Including such things as

jJenetlc engineering. Finally, It proposes ways Ir which we can

petter deal with rampant technological change.

Rein Turn; "Computers In the 1983°'s" (1974)~- This Is a

forecast about the state of computer technology curing the next

Flfteen years. It takes a look at many of the techncloglcal

advances In computer science trat are Just around the corner and

lt also attempts to bulild a general mode | for making

technological forecasts.

Joseph HWelzenbaum; “Computer Power and Human Reason”

(1976)~- This book attempts to dispel the notion that computers

are simply more Intelligent versions of man ard [lt proposes

instead that computers are nothing more than an “alien

Intelligence.” The Book*s fundamental claim Is that there are

certain tasks which man now performs which computers should never

de made to performs regardless of whether or not they are able to

perform them. A 3Jood deal of the book focuses on artiflclal

Intelligences In particulars

Joseph Weizenbaums “On the Impact of the Computer on
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Society® (4972)- Tnls paper sets forth the proposition that tre

indirect eftects of a new technology are often much more

fmportant and far reaching than [ts direct effects. It goes on to

discuss some of the ways In which computer techrology may well

manifest this patterns

Mliton Re. Wessels "freedom®s Edge! The Computer Threat

to Society®™ (197«)- A aiscusslon of some of the important soclal

consequences of computer use which Includes data banks, “Far

Acess to the Checkiess/Cashleass Soclety"” and the loss of the

“human factor®™ through comcuterizatione.

Alan Fe. Westin and Michael A Baker; *"Databanks In 3

Free Soclety*™ {1972)- An empirical study of computer]lzed data

practices in a number of public and private agencies along with

recommendations for the future of computer technology based upon

the fincings made about the agencies studlede.
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