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Towards a Practical Public-key Cryptosystem
by

Loren M Kohnfelder
Abelrect.

One of the central requirements for traditional cryptographic communication, the securé
transmission of a key between communicants, has recently been shown unnccessary. The
resulting cryptosystems in which keys are transmitted via pdblic communication channels are
called public-key cryptosystems. This paper briefly describes the methods that have been
presented for achieving public-key communication but is mainly concerned with the method
recently published by Rivest, Shamir, and Adleman (RSA).

The trap door permutation which underlies the RSA algorithm is presented and its
compulability and difficulty to invert discussed. The method itself is derived togelher with
parameter construction techniques to insure security. The problems of signatures and key
representaiibn are discussed.

The concept of certificates is presentedl to reduce the active rote of a public authority
administering the public keys. A specification is given for.a possible implementation of the
method in a large communication system. Evaluvation of the method indicates thal it is presently
of practical interest, although specialized hardware is probably necessary to achieve high speed
transmission rates. Convincing evidence for the security of the syslem exists although further

research is in order to increase confidence in the methad.

Thesis Advisor: Len Adleman, Assistant Professor.
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Introduction. This thesis is concerned with the problem of actually achieving a practical
communicaﬂon system using public-key cryptography. The public-key paradigm seems suitled
~ for communications applications requiring security. The differences belween iraditional and
public-key techniques are often quite subtle; this paper endeavors to Ished some light on this
issue. Also a summary and comparison of published public-key cryptographic methods seemed
lacking in the literature and is presented herein.

An attempt is made to present the RSA method in sufficient detail so as to allow its
successful implementation. Where the original paper is conceptually complete, this paper
presents a "cookbook" approach, while at the same time clearly explaining the motivation behind
the various pecutiar details of the method. The ideas on signature reblocking, key
representation, and message alteration are the author’s.

The concept of certificales was developed by the author as an aid in simplifying the
communication problems encountered when implementing the method. The suggested RSA
implementation is intend2d to give an example of the many details to be considered in system
design. The proposed implementation is a viable one and as confidence in the method grows, a

system such as the one described could be put into use.
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I. Overview of Public-key Cryptosystems.

A. Mativation for Public-key Cryptosystems.

Traditional methods. Information has long been regarded as a valuable resource, and its
dissemination sometimes must be controlled.' When people communicate over any indirect
medium (by courier, telephone, etc.) they may wish to send messages which can only be
understood by the authorized individuals. The goal of any cryptosystem is o provide such a
secure method for communication.

Cryptosystems are based on general algorithms which are applied to particular randomly
chosen parameters known as keys. The so-called traditional methods are those whose security
is jeopardized by the knowledge of the keys in use by anyone other than the authorized
communicants. Public-key methods remain secure even when an enemy learns the key. Of
course there must be some necessarily secret information in a public-key cryptosystem but it
must be known by only one communicant.

Any traditionally encrypted communication must be prefaced by the secure transmission of a
key. The key must be sent from one communicant to the other without the enemy either
knowing the key or sending spurious keys via the same channel. Then to send a message, one
communicant uses the key and a commonly known algorithm to encrypt the message. The
encrypted message is then transmitted over an insecure channel. Should the enemy learn the
;:ontents of this transmission it would be meaningless withaut also knowing the key. When the -
authorized communicant receives the transmission, using the key and the inverse algorithm to
that used by the sender, the original message is easily recovered.

Weaknesses of traditional methods. The very quality that distinguishes traditional from
public-key methods, the need to maintain keys secretly, is a major weak point of traditional
systems. When secure communication over insecure channels must take pface, the task of safely
transmitting a key is not an easy one. Keys are sent through the necessarily high-security

channels when reasons of time or economy prohibit sending the messages by these channels.
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But getting a key to its intended user is only part of the problem. The key must be
constantly kept secure lest the security of all transmissions, future and past, be violated.
Numerous practical problems arise in maintaining key security. Keys no longer in use must be
destroyed by an individual with sufficient authority to do so reliably. l The whereabouts of all
copies of keys in use must always be known by some highlaﬁthorily. If the security of a key is
jeopardized there may be great expense and delay in contructing a2 new key and securely
sending it to the authorized communicants.

There is another problem that arises from the private key resiriction of traditional methods,
Consider a large group of communicants within which pairwise secure communication must occur
(such as the members of a large electronic mail system). Since the iransmission between any
pair of individuals is secure from all others in the system, eachl pair of individuals must use e
unique key. If the group consists of N communicants, there must be N-1 distinct keys known by
each communicant (one for every other communicant in the system). Then there must have
been the total transmission of (N2-N)!2 keys through secure channels from every communicant
to every other. Since public-key cryptosystem keys need not be secret, one key will serve for
all communication with a certain communicant. Hence in a large group within which pairwise
security is needed, only N keys need exist énd furthermare need not be transmitted via secure
* channels.

Trfaditiorlal methods redeemed. Despite the drawbacks to traditional methods, in many
real world situations they are quite adequate. Since traditional methods have been used for so
long compared to the recent arrival of public-key methods just a few years ago, they are much
better understood and much experience about them has been gained. So far no proofs of the
unbreakability of any public-key cryptosystem have been given. In this sense traditional
methods are more reliable since there exist much more exact estimates of their difficulty to
break.

If any code is impbssible to break it is a traditional one, the one-time pad system. Using

this system each word or phrase is translated into some random expression found in e large
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codebook. However, each new instance of a message word is encoded into a new code woird.
Since a code word once used is never repeated, there is no pattern to the encoded message.
When it is possible to send securety such a targe codebook and rely on its subsequent security,
this is a very desirable method.

Good traditional encryption techniques exist which are highly efficient in both data
compactness and speed. Also, traditional methods are often quite simple computationally and
therefore more convenient to implement. When the need for security is only moderate, such a
traditional approach is useful. |

It has been suggested [1] that a public-key method be used to bootsirap info a traditional
encryption method. In such a system a key Is randomly generated for each conversation by
one of the communicants. Using pub?ic-lkey methods, this key is securely sent to the other
communicant over an insecure channel otherwise nol suited for the transmission of a traditional
key. That key is used from there on with a traditional method to continue secure communication

in a faster and more efficient way.
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8. Conceptual Basis of Public-key Cryptosystems.

The public-key criterion. The gt;eat weakness of traditional ehcryption methods is that
they require the cornm'unication of a key between communicants over al secure channel. Merkle
[5] shows this requirement of secure key transmission to be an element of the basic paradigm
upon which cryptography has long been based. Public-key cryptography is therefore achieved
by removing this requirement from the paradigm. Thus there is a single condition on the key
channel for public-key cryptosystems.

The enemy may not transmit messages over the key channel without detection.
Furthermore any modification of messages transmitted over the key
channel is also detectable by the authorized communicants.

Implicit in this condilion is that the enemy can have complete knowledge of the transmissions
over the key channel and that such eavesdropping may be undetectable by the authorized
users of the channel. This eavesdropping ability of the enemy’s was explicilly forbidden in the
traditional paradigm, and the deletion of this clause is the fundamental distinction between
traditional and public-key cryptography.

How public-key communication can work. A general schema for public-key cryptographic
algorithms has been developed by Diffie and Hellman [1] based on their concept of trap door
one-way functions. The traditional notion of a key and an algorithm is conceplually replaced by
‘a function. To clarify the concept and to demonstrate how public-key methods ditfer from
traditional, consider the traditional encryption scheme.

A given pair of individuals wish to communicate securely. They have secrelly communicated
a key between them. This key allows each of them to compute effectively two functions, say E
and D, the encryption and decryption functions. E maps messages into code space; D maps
from code space into messages. Since D decodes messages enc:l'ypled with E it is required that

(VM messages){D{E(M)) = M]

The key must be kept secret from the enemy since both D and E can be computed from it.
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Diffie and Hellman suggest that two keys be used, a different one for sending messages 1o
each communicant. Now it may be possible to 'consirucl keys that only allow E to be computed
easily from them. Such a key is generated by the clommunicant who already knows the
decoding function. The decdding function need never be given to the uther communicant; only
a way of computing the encryption function needs to be sent. Therefore when the enemy
knows the key that only gives him the ability to send méssages! Returning from the concept of
keys to funclions, the basic scheme is described.

Trap door one-way functions. The concept of. revealing the encryption function without
giving away any pracfical method of computing the decryption function is essential to
public-key methods and is a condition to the definition of a trap door one-way function.

Formally these functions are characterized by three conditions. F is a trap door one-way

function with inverse F~1 if and only if:
(i) Both F and F~1 are easy to compute.
(M (VM messages)[FHF(M) = M.
(iii) Revealing how to compute F does not also reveal an.y

reasonable way of computing Frl,

Condition (ii) gives the property necessary for the use of F as an encryption function, i.e. that
‘coded messages can in fact be decoded. Condition (i) is necessary‘to insure that it is practical
to do the encoding and decoding computations. Condition (iii) also relies on (i) to give the
correct sense jo the trap door properties these functions exhibit. It would be possible to
satisfy (iii) alone with a function whose inverse is not effectively computable. That is, if there
exists no reasonable way of computing the inverse, then certainly revealing how to compute the
function reveals no such way. With (i} also satisfied it is implied thatl the difficulty in computing
F'l_with only knowledge of F is due to the difficulty in determining an algorithm for F'l, not in
actually performing the computation.

Further restrictions must be placed on trap door one-way functions for them to be useful in
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the construction of a public-key cryptosystem.. The size of the range of F cannot be immensely
larger than the size of its domain. Roughly speaking, the ratio of the size of the range to that
of the domain is the data expansion coefficient of the encryption function. Practical
cryptosystems require that this coefficient be rather small, certainly less than one hundred to
be at all useful. Ideally this coefficient is near one.

Not only must the range not be too big, but it must not be too small either. A small range
implies a small domain. When the domain is small the inverse of the function becomes
computable by trial and error. A domain of greater lhan'lozo elements is always a good
measure, and should be over 1030 for high security applications.

A very important special case of the trup door one-way function is the trap door one-way
permutation. This corresponds to the condition that the image of the function is exactly its
domain. Formally a fourth condition can be added to those for trap door one-way functions to
specify the permutation case.

(iv) (YM messages)[F(F_l(M)) = M].

Attacks on public-key cryptosystemas. Since public-key communication systems allow the
enemy to Have knowledge of the encryption algorithms as well as all ciphertext, forms of attack
on the system are possible that do not apply to traditional method systems. It ha; been
defined o be infeasible to compute the inverse f.unction easily from the forward function
algorithm, therefore' that attack is not considered here. There exists inherently for all .
public-key cryptosystems a weak form of attack. This is the trial and error method mentioned
abové, and is why the domain of the encryption function must be large. Since in any public-key
cryptosystem the enemy may have knowledge of the encryption function, the following

algorithm will always break the code.
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Algorithbm 1. To determine F"[C] given F (the function) and C (the code word):

1. Me«O {Initialize}

2. if F(M) = C then goto 4 {Test solution}

3. MeM+l; goto2 {Try a new solution}
4, output M . {Output answer}

Fortunately this attack is avoidable even with unlimited gains in computer technology. This is
because increasing the size of the domain of the encryption function by a few orders of
magnitude only slightly increases the time to compute the function while greatly increasing the
time to run the trial and error decryption function. By increasing the domains so that they
safely exceed the computational limitations of the day, the trial and error attack is always
avoidable.

Given ideal conditions, no other attack is possible. However there are certainly potentially
exploitable weakness in real public-key cryptosystems. Probably in any high security
public-key cryptosystem the easiest approach is to steat the decryption function. Also the trial
and error algorithm can be modified to jump randomly around within the domain. While this is
not likely to succeed, there does always exist some probability of finding a particular instance
of the decryption function. In cases of extremely sensitive information the small chance of
breaking the code might be worth taking if the rewards for obtaining the information are great
enough,

Another form of attack is possible unless care is taken in the choice of messages sent.
Messages must always be of arbitrary contents; the enemy should never be able to guess what
possible messages might be. Suppose the enemy thinks a pair of communicants may be
choosing days on which a particular event is to occur. If simple messages are used in the
conversation (such as "5/6/78", etc.) then the enemy can encrypt a large set of such dates and
decypher any simple date response by matching the transmitted code to the set of encrypted

dates. A field of perhaps ten random characters should be appended to such simple messages
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to counter this attack.

Messages should also contain either information about date end time of transmission or some
sequence numbers. Sequencing is good because lost messeges are easily delecled. Without
either of these techniques to muke messages unlque it is possible for the enemy 1o record
messages and retransmit them subsequently. Such retransmissions ere Indistinguishable from

legitimate transmissions.
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C. Public-ksy Algorithms.

This section briefly describes the methods of implementing public-key cryptosystems
published or known to the author as of early 1978. The Intent here is to show the character
and strengths of the methods, not the details. The RSA algorithm is extensively trealed in
Sectilon II. The references cited after the section titles give the details of the methoc...

Merkle. [5] This method, first developed in 1975, was primarily important in demonstrating
that it was possible to achieve public-key encryption. The paper in which the method is
described elegantly states some of the basic principles involved in public-key communi ‘ion:
conditions on the key channel, and the neces.sary introduction of random information the
selection of a key.

The fundamental notion of the method is the puzzle. A puzzle is an encrypted message
which can be decrypted (without knowing the key) by trial and error in some reasonable
amount of time. These puzzles are randomly generated with the key space restricted so that
the puzzle is breakable, but not too easily. The idea is that each communicant will have lo
solve about one puzzle (0. do some roughly equivalent amount of work), while an enemy would
have to solve many puzzles to break the code.

Consider communicants A and B estabtishing communication impervious to the efforts of the
enemy E. Communicent A generates N puzzles each designed to be of difficulty O(N}). Each
puzzle, once solved, contains a key to be used for traditional cryptographic communication
thereafter. Also each solved puzzle contains an identifier unique among the puzzles and
randomly generated. Supposedly the creation of all of these puzzles_ requires O{N) effort.

These puzzles are transmitted to B (and possibly to E) who randomly chcoses one of them,
ignoring all the rest. Spending O(N) effort, B solves the selected puzzle, extracting the
contained key and identifier. The identifier is then transmilted back to A who immediately
matches it up through a table made during the creation of the puzzles which maps an identifier

into the key in the corresponding puzzle. Thus, both A and B have spent O(N) effort and
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arrived at a mutually known key.

The only hope for E to break the code is to break puzzles randomly until the identifter sent
to A is found. On the average, E will have to break (N+1)/2 puzzles in order to do so, lhus the
expected amount of effort facing E is O(Nz) since each puzzle requires O{N} effart. Thus if
N=2000, E is faced with an expected amount of work approximately a thousand times that
expended by either of the communicants, |

Clearly this method is not practical when compared to known O(ZN) methods, yet il is of
limited use. If one is willing to expend a day of computation on a large scate compuler in
puzzle generation and then another day at a distant site solving one of those puzzles, the
enemy is faced with several years of puzzie solving before standing a belter than even chance
of breaking the code. |

Most importantly, the method does eliow public-key cryptography and was the first actual
example of how information can be effectively hidden when transmitted over a public channel.

Merkte-Hellman. [6] This method is based on the knapsack problem which is used as the
trap door one-way function. The knapsack problem is NP-complete and in general believed to
require exponential effort to solve. As is typical of public-key cryplosystems, a trial and error
attack is possibie; such an attack on the average requires.O(zN) effort. The basic principle
behind the methcd is that knapsacks are constructable such that with cecret information they
are quickly solvable. Of course this secret information musl not be derivable from the knapsack
itself.

The knapsack problem is one o!.selecting a subset from a given set. A given problem
consists of a vector of numbers and a single nﬁmber. The solution to the problem is a bit
vector with a bit on in each position corresponding to a number in the vector that is used in
forming a sum of the given number. More formally, if the problem is <{x[i}}, S> then {a[i]} is o
solution if

Swa-x=% a[i] x[i)

where " denotes the dot product. It is well known that knapsacks exist which are easily
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solved. For instance a knapsack which has the properly thatl each element is greater than the
sum of all elements less than it can be solved quickly.

The creator of the problem randomly chooses such an =asily solved knapsack. Then two
large relatively prime numbers are chosen such that the larger is greater than the sum of the
elements of the knapsack. Using the other number ana its inverse modulo the larger number,
the easy to solve knapsack is transtormed into an apparently difficult one. Only when the
secretly chosen parameters are used to convert a given problem back inlo the easily solved
system is a solution effectively found. Clearly anyone knowing the knapsack can make problems
by simply adding up elements of the vector. Thus only through the special knowledge of the
creator of the problem is the inverse of the encryption function computable effeclively.

Merkle and Hellman go on to describe multiplicative knapsacks as well as issues of
signatures and compressing the knapsacks. The additive knapsack problems cost a two for one
data expansion. Unfortunately, to achieve secure communication requires quite a big knapsack
{Merkle and Hellman say 2x104 bits} although the actual secre‘l information is only a few
hundred bits. There is of course the threat of new advances in the solution of knapsacks since
no good lower-bound proofs are known. Such an advance seems unlikely at the present lime,
and this same problem of future advance. plagues all known trap door one-way functions.

Rivest, Shamir, and Adleman. [11] This method is based on a irap door one-way
permutation found in number theory. The fundamenial theorem is due to Euler and Fermat and
is described iater in part 1L.A and in both [2] and [8]

Encryption consists of raising tlie message number to a given exponent modulo some large
integer. Decryption consists of additionall‘y raising the encrypted message to another (secret)
exponent. The resulting composite function is the identity function, and thus the original
message is revealed. The secret exponent is computable from the prime factorization of the
modulus which is constructed as the product of random primes. Thus the construclor of the
code knows the factorization, yet this factorization is kept secret since only the product is

publicly revealed.
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This method uses a trap door one-way permutation and thus has a data oxpansion ralio of

one. Each communicant has a unique set of parameters to the basic algorithm denoted
{ner>

the integer modulus and exponent for encryption. With each of these integers about 500 bits
long the best known algorithms would take hundreds of years to break the code. Thus about a
thousand bits of information are needed to represent the encryption parameters, Selection of
these parameters is a somewhat complicated and time consuming process, but need only be
done once in the "ifetime" of a communicant. Again there lurks the danger of future advances
in the theory of computing prime factorizations which, if successful enough, could invalidate the

technique.
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0. Weaknaessges in Public-key Cryptosystems.

Although the use of public-key melhod‘s alleviates many of the difficulties involved in key
transmission and security, other problems still persisl. Furthermore the public-key solution
intraduces new weaknesses not typical of traditional cry_ptosystems..

Remaining problems. The public-key approach is far from ideal. Although many of the
remaining problems are not within the scope of crypiograﬁ'hy, it must be realized that
public-key cryptosystems are breakable. Any cryptosystém must be based on some secret
information known only to authorized individuals. Should any unauthorized individual learn such
secret information the system security is necessarily compromised. The actual task of
distributing and maintaining such secret information is a formidable one and most certainly a
potential weak point. '

Although the enemy may eavesdrop on the key transmission channel, the key must be sent
via a channel in such a way that the originator of the transmission is reliably known. For a
public-key conversation to occur, each communicant must reliably learn the others’ encryption
function. They cannot simply ask each other because an enemy could impersonate one of the
communicants and give a false cncryption function whose inverse would be known to the
enemy. Without trust in a third party and without a reliable-source line, keys cannot be iearned
and therefore public-key communi.cation cannot be initiated. Also if a communicant loses his
decryption function it cannot be cancelled and replaced by a new function without such a
reliable medium.

The Public File. Public-key communication works best when the encryption functions can
reliably be shared among the communicants (by direct contad if possible). Yet when such a
reliable exchange of functions is impossible the next best thing is to trust a third parly. Ditffie
and Hellman introduce a central authority known as the Public File. The Publlic File is a highly
authorized entity that serves as a dynamic directory for alt of the encryption functions in a

-given system. Each communicent registers once (in person) with the Public File before any
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communication takes place. The Public Fite is given the name and corresponding encryplion
function of each communicant. In return, each communicant recelves the encryption function of
the Public File.

To learn the encryption function for a certain communicant, a sighed message (see part 11.C)
is sent to the Public File containing the requesl. The Public File returns, signed, the requested
information. The signature on the information request allows the Public Fite to record who is
given what information. The signed response insures thal the Public File is not being
impersonated by an enemy.

The Pubtic File solves many problems, but it is also a great potential threat to system
security. An enemy that had broken the Public File encryption function could authoritatively
pass out bogus encryption tunclions and thereby impersonate any communicant in the system.
Even without breaking the Public File encryption function such impersonation is possible by
tampering with the records kept by the Publié File. The Public File could nct work in high
security applications since it would not be trusted. Consider a Public File coordinating ail

diplomatic communications in the world; who could reliably operate such an authorily?
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. The RSA Method.

A. The Trap daor function.

Praliminary number theory. The fundamental identity underlying the RSA method is a
direct result of a deep theorem of number theory. Before the theorem can be presented, a few
basic definitions and nolational remarks are necessary.

Throughout this section all numbers and variables should be considered integers unless
otherwise specified. Z(n) denotes the group of integers modulo n, or {i: 0 <i<n}. The
"greatest common divisor™ (ged) function denotes the -Iargest integer dividing a set of integers.
The gcd function is denoted by a set of numbers enclosed in parenthesis. Thus the gcd ot "i®
and ")" is written as

(i,i)
Two integers are rela:iwly.prime if their gcd is one. An important property of the ged is that
(VX VX IK K3k N[ (mpn) = m Kk + k]

The Euler totient function, written ¢{n), ‘enotes the number of positive integers less than n

which are relatively prime to n. The following rules define the totient function. The variable "p"

denotes a prime.

¢(p) = p-1
é(m p) = ¢(m) $(p) (mp) =1
¢(m p) = ¢(m) p (mp) =p

The Euler-Fermat Theorem. This fundamental theorem serves as N-w basis for the
construction of the trap door one-way functions u‘sed in this method. It may be stated as
(VmXVn)[imn) =1 = mf() = | (mod n)]
using the notation described in the preceding paragraphs. From this theorem a slightly
different form will be derived that, in a chosen special case eliminates the relative pfimeness
condition of the original theorem.

Consider the case of n being the product of exactly two distinct primes.
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n=pq (p#q)
To prove the identity for all m (not just those relatively prime to n), it must be proven for (m,n)
# 1. Since the Iidentity is to hold in Z(n), only values of O < m < n are considered. Since n is the
product of two primes, if {m,n) is not one it rmust be one of those primes that factor n. Consider
the case (m,n) = p. It follows from m < n and (mn} = p that (mq) = 1. Therefore by
Euler-Fermat

m®(@ = | (mod q)
Since ¢(q) divides ¢(n) by elementary properties of the totient, it follows that

| m®(" = | (mod q) |

and similarly for all m it can be shown *-at

m”(") g 1 {mod p)
Since for all 0 < m < n the identity holds both {mod p) and {mod q) it must be that

©<m<n) » m* ™ =1 (modn)
Multiplying both sides of the equation by m gives the desired form of the equation.
m® M = 1 (mod n)

Note that the above equation holds for m = 0 and therefore for all m in Z(n).

Derivation of the function. The final result of the previous paragraphs provides an
identity function appli~able to cryptography. Heio il is shown how to construct an encryption
and decryption function pair based on this result. The final part of this section is devoted to a
discussion of the apparent trap door properties these constructed functions have.

To construct an encryption function it is first necessary to choose two large primes at
random. The product of these primes shall be called n and limits the size of the message space.
Using some conventional scheme, messages are mapped into Z(n). Large messages must be
broken into sufficiently small segments.

From the known prime factorization of n, é(n) is computed.

nepgq ¢(n} = (p-1) (g-1)

A random number relatively prime to $(n) is chosen and designated d. This is the secret
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information that will be necessary to decrypt messages sent with this code. Since ($(n),d) = 1,
d™! must exist uniquely in Z(n). It is computed and designated e.
The encryption algorithm is characterized by the public information <n,e>. A message, M (in
Z(n)), is encrypted by computing
| ME."(mod n)
To decrypt this code word, C, the originator of the function need only compute
cd (mod n)
To show that the result of the above computation is indeed M, it is necessary to recall the
basic relationships among n, e, and d.
(ne)=1 ed =1 (mod ¢(n))
Considering the decryption computation and substituting for C yields,
cd = ve¥ = M9 (modn)
Since e is d™! in Z(¢(n)) it fcllows that
(I ed = k¢(n) +1]
Thus for some k, substituting in for the expression for the decoded code word gives,
cd = MM+ 1 =y (mod n)
But it has been shown previcusly that mbin) {(mod n) is one. Simplifying the above <quation
yields,
cd = Mk = M (modn)
Although the appeal to Euler-Fermat was based on the assumption of m positive, the final result
is clearly true when M = 0 as well. |
The following table summarizes the conditions on the ‘parameiers and shows the formulas of

the encryption and deéryption functions.
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Figure 1. Summery of the ASA Algoritihm.

n=pgq ' {p and q both prime, p # q)
(¢(n)d) =1 (1 <d < ¢(n)

ed = 1 (mod ¢{n)) (1 <e <¢(n)

To encrypt: ' To decrypi:

C = M® (mod n) M = C9 (mod n)

Oifficulty of in;/Brling. To invert a given encryption function is to break the code. The
inverse function is unique because e'l (mod ¢(n)) is unique in Z(¢{n)). Thus determining the
secret parameter d is exactly what is required to break the code.

One possible theoretical attack is to factor n. Knowing the factorization of n it is easy to
compute $(n) which allows direct calculation of d.

d =e! (mod ¢(n)
Currently, no reasonable algorithm is known that quickly factors very large integers (say, over
a few hundred decimal digits). Therefore, at the present time this attack is unfruitful.
Furthermore il will be argued that any other attack on the system is.lcomputa‘lionaﬂy as difficult
as factoring n. Thus when large values of n are used, until factoring techniques are vastly
improved, the code will stand impervious o analytical attack.

Another method would be to somehow directly determine ¢(n) without ever knowing the
factorization of n. Should this be accomplished, again it would be quite easy to determine the
secret parameter d. Compuling ¢(n), however, is as hard as factoring n. Given ¢(n), the factors
of n (p and q) are easily determined. Since

¢n) = (p-1)(g-1) = n+1-(p+q)
It is possible to determine s = p + q from ¢{n) as

s =n+l-¢n) =ans+l-(n+t-(p+q) = p+gq
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From this follows the difference squared, r = (p - q)2
r-=52-4n=(p+q)2-4n=p2+2n+q2—4n
r ==p“?—2n+c;2--=(p-q)2
Now p and q are now computed directly from r and s {0 be
s + VI s - Vvr

Finally, perhaps some algorithm ts discovered which compulés the secret information, d,
without ever iearning ¢(n) or the factorization of n. Knowing d it is possible to compute some
multiple of ¢{n) since

ed=1 (mod é(n)} » (Fk)ed-1 = ké{n]
Assuming Extended Riemann Hypothesis (ERH), Miller {7] has demonstrated that c_ietermining any
multiple of ¢(n) is polynomial fime equivalent to factoring n.
“factorization of n" =, “computiﬁg k ¢(n)"

That is, determining d from only n and e is approximately as hard as computir.g the factérization
of n, and that if d can be determined in a reasonable amount of computation then n can be
factored in a reasonable amount of time as well. Miller gives a probabilistic algorithm for
computing é(n) from any multipie of $(n) which,. assuming ERH, runs in a reasonable amount of
tfme.

Thus it has been shown that any possibie attack on the code 'is computationally as difficult
as factoring n and would lead to an efficient factoring algorithm if a good attack :!rategy were
discovered. While presently no usefu! lower bound is known for the factoring problem, it has
been the subject of great effort by many mathematicians and so far no algorithms to factor
large integers quickly have been found.

The NBS Data Encryption Standard was certified by the unsucessful expenditure of many
man-years trying to break the code. Similarly, since the RSA method security rests on the
computational difficulty of the factoring problem, the great effort to find fast factoring methods
certifies it. Thus although the RSA method is not provably secure it is well certified according

to current standards.
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B. The Method.

The encryption process. For both encryption and decryption, the fundamental
computational aperation is exponentiation modulo e large integer. Consider a specific instance
of the RSA cryptosystem with public information <ne> and slecret decoding information, d.
Encryption of a message word, M, consists of computing

ME (mod n)
Similarty, decrypting this code word, C, means computing
9 (mod n)
Clearly efficient ways of exponentiating modulo n are required for effeclive use of the method.

Exponentiation in Z(n) is accomplished by repeated multiplication in Z(n). If the
exponentiation were done over the integers and then reduced mndulo n, the intermediste values
would be of staggering magnitudes. Thus for reasons of storage end speed it is desirable fo
reduce each multiplication over Z(n). |

Knuth [4] gives a well-known algorithm for exponentiating in a number of muitiplications
proportional to the logarithm of the exponent. The principle underlying the algorithm is that
any 8™ can be expressed as the product of terms of the form

2 o Si <M logym M)
The largest term in this set is computable in O{fog m) multiplications wilh each smaller term

being an intermediate value of the computation. The elgorithm may be stated as follows.
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Algorithm 2. To compute a™.

1. Zel; Tea; Eem {Initialize}

2. ifoddE)thenZ «ZT {Multiply in a term}
3. E«LE+2) {Halve exponent}
4 T«TT {Square term}

5. ifE>0 then gcto 2 {Loop until E = 0}
6. outputZ . {Outpul answer}

The RSA method uses exponentiation in Z{(n), so all muilipilcalions shown above would be
performed in Z(n). Clearly choosing the encryption exponent (e) to have only a few 1 bils in its
binary representation will make this algorithm run significantly faster than if the exponent has a
random binary representation.

Adleman points out that intermediate computations need not be reduced over Z{n), but
rather over Z(kn) for any positive k. The final answer is computed by reducing the answer over
Z(kn) into Z{n). A correct answer is assured because

(ij (modkn)) = ij (modn)
For example, assume that an exponentiation subroutine is 1o be written using a thousand bil

multiplication subroutine. Although n may be less than 21000

, it is only necessary to reduce
products to one thousand bits in order to prevent intermediate values from getting too large for
the multiplication routine. Only to compute the final value must complete reduction to a value in
Z(n) b.e performed.

Multiplication of integers in Z(n) consists of two operations, integer muitiplication and
reduction over Z(n). Knuth {4] gives an excellent presentation of a plethora of multiplication
algorithms that have been developed for big numbers. Selection of a multiplication algorithm s
dependent on the size of the numbers to be multiplied, the needed flexibility in the system, and

the hardware available for the implementation. Knuth also describes a division algorithm which

is easily converted to reduce integers over Z(n) by ignoring the evaluation of the quolient and
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only computing the remainder,

An alternate approach to computing the remainder is to approximate the quotient by
multiplying by the reciprocal of n. This guess at the quotient can then be multiplied by n and
the product subtracted from the integer to be reduced. Since only mulliples of n are
subtracted, the value in Z(n) is preserved. Here the concep! of approximate reduction is
particularly useful since the approximate quotient {(somsetimes being too small) may not cause
the subtraction to yield ‘n value in IZ(n). The final énswer is then computed from the
approximately reduced answer by successive subtraction or use of a traditional division
algorithm.

The choice of method for the final reduction of an approximately reduced answer depends
on how near n is to the basic maximum integer of the ;system. If fixed size integers are used
and the modulus is guaranteed to be within a few bits of the maximum integer size then
successive subltraction is adequate. However if the modulus may be significantly smaller than
the maximum integer (or if variable length integers are used) subtraction may be highly
inefficient and some division algorithm must be used.

‘ It is desirable to have the approximate quotient less than lﬁe actual value when it is not
equal. Otherwise subtraction yields a negative value and ;axtra addition is necessary to obtain a
positive integer.

The reciprocal of n is constant and therefore need only be computed once per conversation.
The following algorithm computes such approximate quotienis. Fixed size integers are used;
B-1 is the maximum integer. Subscripts " " and " denote low and high order portions,
respectively. The following identity defines the use of the subscripts.

XX = B Xy + X
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Algorithm 3. To reduce 8.8, (mod n).

1. RyRL+ (82)+n [compute 1/n}

2. QQ « (ayp) (RR N+B [approximale quolient}

3. PP Len ,QL {multiple of n o subtract)
4. aga +aga - PP {reduced value of a}

5. If ay # O then goto 2 {repeat until high part is 0}
6. output ap {reduced value (mod n);

It BaL is less than n2 then QH is always zero. The branch at step 5 is rarely taken since the
approximate quotient is usually very close to the actual value. Note that siep 1 need only be
done once for each value of n. Also the division by B should be made trivial by choosing B such
that shifting by some number of words divides by B (i.e. on a 32 bit computer choose 8 to be,
say, 2320 5o that a ten word shift divides by B).

In summary, the following arithmetic functions are necessary to encrypt or decrypt fixed
size integers (of maximum value B-1). Each operation is represented as a mapping from the
cross product of two sets into a third. B2 denotes a double length integer (with maximum value
Bz—l). etc.

Figure 2. Aritbmetic functions nesdad for the RSA method.

_Subtraction: 82 x B¢ -+ g2
Multiplication: BxB » B
Bx8% » B3
Divison: 8x8% » B2 (for 1/n only)

Prims construction. An individual wishing to participate in public-key communication must
canstruct the public encryption information <n,e>. The magnitude of the modulus (n) is
determined by the difficulty of breaking the code chosen by the constructor of the paramelers.
The following table is taken from {11] and is useful in choosing the magnitude of n. The number

of operations computed for each value of n is based on the best known factoring algorithm for
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large integers.

Figura 3. Effort requirad to factor n.

|°310 n Operations Remarks

50 1.4 x 1010

100 2.3 x 1015 (At the limits of current technology)
200 1.2 x 1023 (Beyond current technology)

400 2.7 x 1094 (Requires significant advances)

800 1.3 x 1091 -

Once the magnitude of n is chosen, two primes must be randomly selected such that their
product is of the chosen magnitude. The prime number theorem states that the primes near n
are spaced on the average one every (In n) integers. Thus even for large primes several
hundred digits long, only e few hundred candidates need be tested before finding a prime. This
selection procedure is quite time consuming (about an bour on a medium scale computer), yet it
only needs to be done once.

To confound certain factoring algorithms it is desirable to hlave primes, p, such that p-1 has
a large prime factor. Therefore the following nonsequential scan is recommended. Choose a
Iargg prime (p) by sequential scan of odd numbers such that the magnitude of p is slightly less
than that of the desired prime. Now scan from 2p+1, in increments of 2p, until a prime is found.
Since this prime is of the form kp+1, one less than it has a large prime factor, namely p.

Prime testing is (fortunately) much faster than prime factoring. Probabilistic algorithms [10]
exist which decide with an arbitrarily small uncertainty if an inpt'Jt is prime. It is recommended
that a combination of two methods be used. Both algorithms are probabilistic and have the
same conceptual basis. Tests exist which can reliably identify composites and which never
mistake a prime for a composite; however, some composites are mistaken for primes. The
probabilistic algorithm consists of making many such (independent) tests, declaring the input

composite when any one test yields that result. If a number passes numerous tests as prime, it
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is assumed to be prime. ‘If the test mistakes a composile for being prime with probability P,

then by using k tests the probability that the algcrithm will incorrectly declare a composile to

be prime is pk.

The first method is based on the Euler-Fermat theorem previously mentioned. Since for

prime p, ¢(p} = p-1, the theorem states

p prime & (ap)=1 = aPls) (mod p)
When p is prime (a,p) is one for alt a < p. Thus the test for Ip prime is

Prime(p) o (Va<p)aP™l =1 (modp)]
In praclice only a few values are chosen from Z{p), not all as indicaled above. Only a small
number of composites pass this test even a few times. Thus il is recommended thal
approximately one hundred tests be made to reliably conclude that a selected number is prime,
Experience indicates that choosing a = 3 will identify virtually all composites.

This test is very attractive since the computation required is simple. However, composiles
are known which will pass this test as primes. The Carmichael numbers (561 = 3-11-17 is the
smallest) pass the test for all values in Z(p). A more exhaustive test has been devised by
Solovay and Strassen [12] which identifies even Carmichael numbers as being composite. The
test states that

Prime(p) & (Va<p) (ap)=1 & a®1)%2 = yap) (mod p) ]
where Xa,p) denotes the Jacobi symbol. The Jacobi symbol is defined as

Ka,p) = 1 when x2 = a {mod p) has a solution in Z(p).

Xa,p) = -1 when xz =

a (mpd p) has no solution in Z(p).

Solovay and Strassen prove that at least half of the eilements of Z(p} for any composite p will
cause the test to identify p as composite. Therefore making k tests yields an answer that is
wrong with probability 27X when claiming the input is prime (and always correct when claiming
it is compo;ite).

The following algorithm is recommended for testing a numbér p for primality. It combines

the two methods discussed above, the Euler-Fermat test being used as a quick indication of
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compositeness, with the Solovay-Strassen test serving to verity that numbers passing the first
quick test are indeed prime. The algorithm includes a standard formula for computing Xa,p).
Algorithm 4. To test if p ie prime.
1. if3P°1 # 1 (mod p) then output FALSE
do steps 4 through 6, 100 times
output TRUE
a « random{ {2, ... ,p-1})
if ged{a,p) # 1 then output FALSE

o 9 s w N

it Kap) 2 oP1*2 (mod p) then output FALSE

Algorithm 5. To compute J{a,b).
1. ifa=1 thenoutput 1
v)
2. if even(a) then output Xa+2,b) (-1)(b“-1)+8

3. output Xb (mod a), a) (_1)(3-1)(b-l)+4

Parameter salection, Given two primes whose product is of sufficient magnitude to assure
the security of the code, the public information is chosen as follows, The modulus is computed
as

n=pq
where p and q are the two primes chosen by the method described above. 1t is now easy to
compute ¢(n) since the factors of n are known.
$#{n) = (p-1) (q-1)

The secret information, d, is now chosen to be a large integer in Z(¢(n)). Only a d relatively
- prime to ¢(n) is acceptable since it must have a multiplicative inverse in Z(¢(n)). The inverse of
d is denoted e and together with n forms the complete public information, <n,e>. Computing the
ged of d and ¢(n) determines quickly if they are relatively prime and has the added side effect

of also computing the multiplicative inverse of d at the same time. It has been shown that the
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gcd function is computable in O(log n) time [3], therefore performing this computation is
reasonable. The following algorithm computes both the gcd and multiplicative inverse (e).
Algorithm B. To compute gedid,f), & (mad f).

1.  (A0,Al1,A2) « (£,1,0% (B0,BI1,B2) + (d0,1)

2. if BO = 0 then output A0 {No inverse exists}

3. if BO = 1 then output B0,B2 |

4 Q«LAO+BOJ

5. (T0,T1,T2) « (BO,B1,82)

6. (B0,B1,B2) « (AOQ,AL,A2) - (Q BO,Q B1,Q B2)

7.  (A0ALA2) « (TO,T1,T2)

8. golo 2

Thus parameter selection consists of three stages. First the degree of security demanded
for the application is estimated and an appropriate magnlitude_ for the modulus is chosen. Next
two large prime numbers are chosen whose product (which will be n) is just slightly greater
than the minimum magnitude decided upon. Shoutd the product greatly exceed this magnitude,
encryption and decryption will take longer than necessary. Finally fr'om the pair of primes and
a randomly chosen secret number, the public information is computed.

Tests for the constructed parametars. It has been shown how to create parameters for
the RSA trap door one-way function so that decryption will always recover the original
message. Further constraints must be placed on these parameters so that all attacks known (to
the author) are foiled. These extra tests reject some values of <n,e> as being too easy to
break. When a value is rejected, the selection algorithm must go back to the last place where
random information was introduced into the computation of the rejected parameter. The
determination of the magnitude of n is application dependent and shall be assumed to be chosen
safely.

Both primes constituting the modulus {n) must not have any peculiarities that can be taken
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advantage of by factoring algorithms. It is suggested that both p-1 and -1 have large prime
divisors. Furthermore neither. should be a Fermat or Mercene number since these special
primes are well studied and the resulting product therefore seems more Ilikely to be factorable.

The two primes should differ by a few orders q'f magnitude. If p = q, then 2vn is a good
approximation of p+q. Knowing p+qg immediately gives ¢{n} since

¢)=(p-Dq-1)=n+1-(p+qg
The average of p and q is only near vn when p and q are nearly equal. Thus calling the large
of the primes p, a large value of p:q is recommended. Obviously neither p nor q should be
small. The reader is referred to Pollard [9] and Knuth [4] for additional approaches to the
factdring of large integers.

The encryption and decryption parameters should bolh be Igrge. If a < Iogz n then small
messages will not be disguised by the modulo reduétion; that is for small message m,

~m®(mod n) = m® |
and the code word is breakable by brute force. The selection of such a small inverse is very
unlikely, but nevertheless must be excluded when the message, m, can be small.

When the secret exponent, d, is smaller than (Iogz n} the code is easily broken. Should the
enemy assume that d is small, a random search will quickly determine its value. Also, if a
message is discovered that encodes into a very small code word, z, such that

cd {mod n) = 9
then by computing the powers of ¢ the enemy will soon find one that matched the original
message. Counting how many multiplications were needed gives the secret information, d.

The tests are summarized below giving recommended limits for different levels of security.
High security tests should ensure that no reasonable atta:k can be made using existing theory
and foreseeable technology. Medium security tests give a much less constrained cryptosystem
within which encryption and decryption ere several times faster than high security. However, it

seems within the reaches of future technology to attempt to break such a code. Certainly no

known attack is possible today.
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(Assuming p > q)
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C. Detsils of tha Method.

Signatures. Messages sent using the RSA method, as well as any other method based on
trap door one-way permutations, can be signed by the sender [1]. A signed message has all
the characteristics of a signed fetter from an informational point of view. It is the advent of
this ability to sign digital correspondence which allows electronic communication systems to
begin to replace existing postal communication systems. In addition to containing informaiion
(the message), a sighed transmission must have these properties:

(i) Only the authorized recipient can decode the message.

- (it) The authorized recipient is assured that the lr‘ansmissiOn
is not forged.

(iii) The authorized recipient can prove to a third party
who sent the transmission

{iv) The proof in {iii) reveals no secret information,

Signed messages can be sent using the RSA method. The principle ‘is that the two
communicants compose their encryption and decryption permutations, in such a way that each
communicant can only compute one direction of the new composite permutation. Since each pair
of communicants has a unique composite permutation, the originator and intended recipient are
clearly defined. To send a signed message requires a decryption permutation, therefore onlfr
one communicant could be responsible for a message which has had a particular decryption
permutation applied to it.

Consider the case of a communicant § (wiih encryption permutation ES and deéryption
permutation DS) sending a signed message, M, to R (with Ep and Dp). The transmitted code
word, T, is computed to be

T = Eg(Dg(M)
Only R can decypher T because ER was used in creating it, therefore DR must be applied to the

transmission to make any sense out of it. Similarly, S is obviously responsible for the
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transmission because DS was applied to the message M.
When R receives the transmission, T, the original message is recovered by computing
M = Eo(Dp(T)) = Eg(DR(ER{Dg(MN) = Eg(Dg(M)) =~ M
From the above it is cltear that R must somehow learn that S sent the message in order to know
Ihai Dg was used. If this information is not somehow implicitly known, then S must include the
'plaintext name ("S") with the transmission to allow R to apply the correct encryption
permutation.

An independent third party can be convinced by R that S was responsible for the
transmission from ES' Ds(M), and M. It is easy for R to derive DS(M) from the transmission, T,
by computing DRp(T).

DR(T) = DR(ER(Dg(M)) = Dg(M)
" The third party knows that M‘was sent by S because both DS(M) and M are known by R who
does not know DS' Unless the message adds additional information, however, the third party
does not knoew lhat the message was intended for R,

Signatures are only provable of a specific' origin so long as the signer maintains the secrecy
of his decryption function. Once the secret is lost, the validity of all signed messages, past and
present, is questionable. A signer can disavow & sijned message by intentionally revealing his
secret information to an enemy. This problem is not only charécterislic of digital signatures;
people lose signature stamps, credit cards, etc.

The solution is for the recipient of a critical message to submit it to a judge secretly. After
allowing a reasonable amount of time for the signer to report any loss of his secret information,
the signer is informed that his signature is being tested. Since the judge has had the evidence
since before the secret information could reasonably be clair;fted to have been lost, the signer is
cleariy responsible for the message.

RSA signatures. The RSA method has a special problem implementing signatures due to the
nature of the trap door one-way permutations used. Say a given pair of communicants, R and S,

have public parameters, (nR,eR> and <n5,es> and wish to communicate using signatures. If Ng
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> ng then it is possible that DS(M) > ng making ER(DS(M)) not computable. Message slteration,
discussed further on in this section, is one solulion - reword the message until DS(M) fits into
Er. Rivest, Shamir, and Adleman [11] suggest several other approaches to the problem, none of
which are complelely satisfactory.

A solution to this problem and to the problem of determining the intended recipient is
suggested here. First the general approach to foriiing signatures is discussed. Then this
method is applied to the problems just mentioned.

Signatures are formed by composlng the permutalions in the opposite order. Thus,

T = Dg(Ep(MD)
The recipient decodes this signed message by computing
M e DR(ES(T))

Using this method, the third party is convinced of the idenlity of the sender from Eg, Ep, T,
and M. The third party knows that S is responsible for the transmission because only S could
have computed T such that

Eg(T) = Ep(M)
Furthermore, the third party knows that R was the intended recipien! because Ep is inside the
expression DS was applied to.

If it is not necessary for the intended recipient to be indicated by the signature, a
combinalion of the two signature methods works,

Tw= ER(DS(M)) when hg < ng

T= DS(ER(M)) when ng > np
. Since R knows both np and ng, he can decide in which or.der the permutations were composed
and therefore select how to decypher the message.

When the signature mus! indicale the intended recipient the second signature method should
be used. Now the RSA signatures will not work whken ng < Np. In this case some solution such
as those presented in [11] must be emptoyed. One answer Is to require all communicants within

a system to have two <ne’> pairs. A system-wide constant is selected and it is required that
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each communicant have one n greater than the prescribed constant and one n smaller. Then to
send a signed message, the sender uses his larger decryplion permutation, applying it to the
message as encrypted by the recipient’s smaller permutation.

Key representation. The key is the public information associated with each instance of the
RSA public-key cryptosystem, <n,e>. To these paramelers additional information may be added
as a convenience or as a preceution against abuse of the key.

When the Public File sends key information to communicants, the name of the communicant
whose key was requested must be bound inlo that messoge. Such a transmission from the
Public File might look like

Dpp(Ec(™, <nyey>")
when communicant C seeks information on communincant X. Should the name, "X", not be
included in the same sighed portion of the message, impersonation is allowed. X could get the
signed parameter ;pecification for X from the Public File. Then when some communicant asks
the Public File for a key, X could intercept the communication and send back the Public File’s
response for X's key. Since it is a valid respanse the unsuspecting communicant is fooled and X
can then impersonate the communicant whose key was requested.

One way of computing the encryplion function previcusly discussed involved approximating
division by n using the reciprocal of n. [t was pointed out that the calculation of the reciprocal
need only be done once for each n. The Public File could compute the reciprocal of n and
transmit that, along with n and e, as a part of the key information. This way, no division need
ever be done by a communicant. If encryption is to be computed by an inexpensive piece of
hardware, eliminating the need for a division function is clearly advantageous.

The following format is recommended for keys.. The sizes of the fields will of course depend

on the particular application.
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Figure §. General Key Representation

{T,ne, nls
T Communicant identifier
n Encryption modulus
e Encryption exponent
nl 1/n in a standard form

Meassage altaration. It is somelimes necessary to manipulate a .plainlexl message before
encrypting it. As mentioned previously, sh0|‘-l messages or messages whose range of contents
might be guessed by the enemy should not be sent. Furthermore, message alteration is a good
way of avoiding signalure reblocking problems as discussed above. Finally, this technigue
solves the problem of possibly transmitting the same message more -than once.

Time stamping and sequence numbering of transmissions are forms of message alteration
since they make messages unique and help to obscure simple messages, However, although
these are good techniques, they alone are not a sufficient form of alteratior. The enemy knows
the time ot day and by counting transmissions can deduce sequence numbers. Therefore a
sophisticated enemy could predict the form of the altered message and a simple message would
no longer be obscured.

A good and simple solution is to add a small random field to each message block before it is
encyphered and transmilted {in addition to sequencing and time stamping). A field of ten
characters is sufficient to befuddle most enemies, and one of twenty characiers should
effectively mask even the simplest of messages from a powerful enemy. Such a small field will
tause a slight data expansion from the plaintext to transmitted code, but the added security
seems to warrant this small waste.

If data compression is crucial to the applicalion, a more complicated approach can be used

to help the situation. It can rather safely be assumed that long messages will probably not be
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guessed by the enemy. Therefore, the random characler field need only be edded to short
message blocks (along with, of course, some indication to the other communicant that the field is
to be ignored). In this way large volumes of data can be transmitted as efficiently as possible
with random fields being appended only to short blocks. [f necessary, time stamping can be
eliminatgd in favor of the more compacl sequence numbering scheme.

A complete communication prolocol. Al of the issues previously discussed may now be
combined to form a working public-key cryptosystem. Suppose $ wants to send a signed
message to R. Each communicant consults the Public File {PF) to obtain the other’s public
encryption information. Only the name "R" and a way of forming a communication link to R are
known initially to S (all of which may be publicly ‘known). The message to be sent is denoted M.
Bach message will contain a random field, time stamp, and sequence number. The validity of the
time and sequence fields will always be checked and the authenticily of the communication will
be doubted should a discrepency appear. These standard fields are not shown in the oulline
that follows.

First the Public File is consulted to obtain the information depasited there by R.

S to PF:  Epp("Send info on R. Signed, S.7)
The Public File responds with the requested public information. The information is signed to
assure S that it is genuine. If the signature functions do not compose as shown here, they are
applied in reverse order and then S in turn will decypher as nt;cessary.

PF to S: Dpp(Eg("R: <npeg>.™)

At this point S has enough information to compute Eg Denotling the above transmission as

TPF-»S' S de_codes the signed message by computing

Dg(Epp(Tpr,g)
and extracting from the plaintext numerical values for the parameters. Of course S checks that
the correct name, "R", appears in the plaintext message.

Now S can open communication with R and send a signed transmission.



PAGE 38

StoR: "R: Thisis S."

Sto R: Dg(E(M)N
The first message informs R of who is attempting to mgke contacl. Exiracting the name, "S", R
initiates communication with the Public File. In a dialogue exactly like S had above with the
Public File, R learns the information necessary to compute Eg. Now Nt is in a position to read
the message. Again, if the functions did not compose as shown above, they would be applied in
the opposite order and then R \;IOU|d in turn make the appropriate adjustments in the following
computation,

M = Dp{Ec(Tg )
In this way R learns the original message sent by S. Two way communication can proceed
directly from this point since both communicants now know each others® encryption function.
Thraughout this entire interchange, time and sequence fields are automatically being

checked. Since transmission difficulties could cause these checks to find errcrs, rather than
corapletely terminating the communication it is belter to request a retransmission, giving the
expected time and sequence number in plaintext. Such a retransmission request must be

uniquely identifiable frem coded text to be recognized as such by the original sender.
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il. Implementing the ASA Method.

A. Certificates.

Motivatidn. The major difficuity in initiating a public-key communication is reiiably
determining the correct encryption key to use. Since these keys are typically transmitted over
public channels (if secure channels were available, traditional cryptographic methods could be
used) the origin of key transmissions is often questionable.

One solution is for the communicants to exchange keys before commencing enciphered
communication. If the channel is known to reliably- connect the authorized communicants then
this technique is adequate. However if there is any chance that an enemy could transmit
messages then this approach is not secure. If an enemy can transmit a key then impersonation
is possible. Without other information, the enemy’s key is as genuine as any other.

Another approach that works even when an enemy can transmit messages is for all
communicants to get keys from the Public File. Prior to communicating with another
communicant, the Public File is contacted and requested to send the appropriate key
information. Each individual ha§ a name in the system by which he is referenced in the Public
File. Once two communicants have gotten each others’ keys from the Public File they can
securely communicate. The Public File digitally signs al of its transmissions so that enemy
impersonation of the Public File is precluded.

Yet this solution is far from ideal. Continually referencing the Public File is a nuisance.
When a communicanl_ is initially contacted he must suspend that communication, get the
appropriate key from the Public File, and then resume the original communication. Thus either
the communicant must use two communication lines at once or break and then reinitiate a
communication link. Clearly the exchange of keys is much more convenient in this regard.

Furthermore there are many new problems caused by the introduction of the Public File. If
it is freéuently used it will need to be 2 very large and complex system. Securely updating

such a large system will be difficult. The communications equipment will be very expensive
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since is must be secure against tampering.

Certificates, The use of certifica:es allows key information to be obtained as reliably as if
it were from the Public File without ever making contact with the Public File. There is a
certificate for each communicant in the system. Each certiticate can only be created by the
Public File and contains a name and key information pair. Communicants can check that a
certificate was created by the Public File, Communicants convey their key information to others
simply by sending their certificates.

Daducing the name to key information binding from a certificate is referred to as reading
the certificate. Proving that it was éenerated by the Public Fite is referred to as verifying the
certificate. |

A certificate is like a sighed message from the Public File associating key information to a
name. For a certificate to convince a communicant of another’s key information it must have the
following properties:

(i) Any communicant can read a certificate and verify that the Public
File created it.

(i) Only the Pubtic File can easily create or mocliify a cerfificate.

(iii) The Public Fite only creates certificates with names of communicants
and their associated keys.

"Property (ii) uses the notion of easy creation of certificates because properly (i) precludes the
possibility .Ihat a digital certificate is unforgeable. Since any communicant can read and verify
certlificates, forgery is achieved by trying to read all possible digital certificates until the
correct result is gotten. The number of possible certificates must be large enough to make such
an attempt prohibitively time-consuming.

The Method. A certificate is an ordered triple containing an authenticator, key information,
and a plaintext name. The cerlificate for the c0mmunicaﬁt U with encryption function EU is

denoted

<Ay Ef9), U >
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(E\,(*) denotes a description of the function E; "U" denotes the plaintext name).

The authenticator, AU' serves to bind 'together the other information in the certificate.
Furthermore only the Public File can compute authenticators although any communicant can
verify them. It is suggested that the authenticator be computed by the Public File as

Ayy = Dpp(E U™
(Dpp denotes the inverse to the encryption function of the Public File). Since Dpp is used in the
construction of authenticators only the Public File can create them. The other two items in the
certificate are known to be bound together by the Public File because they both appear inside
the applica_ation of the secret Public File decryption function,

Certificates can be read by anyone since the key information and communicant name appear
as plaintext. Any communicant knowing the Public File encryption function (which is public
knowledge) can verify lﬁat the authenticator binds the name and key information. To check a
ceriificate of the form |

<A E-,N>
it is only necessary to verify that
Epr(A) = E(N)

The new r;'.:la of the Pubiic Fjle. The Public File is no longer involved in the initiation of
communication between any pair of communicants. Only two basic responsibilities of the Public
File remain. First, names must be unique throughout the system. Certificates are useless if
they are available from the Public File with arbitrary names bound to functions. The Public File
must only issue one certificate for a given name in the life of the system. Secondly, the Public
File must maintain the secrecy of its inverse function.

New communicants must visit the Public File once before they can begin communication
within the system. Each new communicant presents to the Public File a name and encryption
function information. After checking that the name is uniqt.xe in the system, the Public File
computes the certificate. The communicant is given his certificate an& the Public File encrypiion

function algorithm enabling him to verify certificates. No further interaction between the
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communicant and Public Fille is ever necessary,

The introduction of the certification method has neither increased nor decreased the powars
of the Public Fite. An enemy subverting the Public File can cause bogus certificates to be
issued. Yet when the Public File is contacted (i.e. when not using certificates) a similar enemy.
subversion could cause falsified information to be sent in response to a request for key
information. Thus the use of certificates does not introduce any new weaknesses into the
system.

Lost decryption functions. The integrity of a public-key communication system is
seriously jeopardized by the loss of a secret decryption function to the enemy. With or without
certification methods enormous damage can be done by the enemy before the loss is
dilscovered. Even when the loss is reported, the confidentiality of previous correspondence is
necessarily vialated. It is more difficult to recover from such a loss when cerlificates are used
although no public-key scheme can in any sense recover well under such cirgumstances.

When the Public File is aiways contacted to get key information, a communicant who has lost
his decryption function can have a new encryption function pI;ced in the Public File. From that
time on a secure key is given out and the old decryption funclion is useless, except for
decyphering old messages.

When certificates are used such a cancellation of existing functions is not possible because a
certificate, once created, is spread throughout the system as public knowledge and is not
destroyable. The problem is similar to that of preventing misuse of lost credit cards. Three
solutions are given here. For any given system, one of the approaches suggested should
adequately handle the problem of lost secret information. |

One solution to the problem is to inform all communicants in the system of any lost
decryption functions. In this way every communicant can maintain a list of names of cerficates
to be ignored. Unless the system is of enormous size, this solution is adequate since the lost
decryption functions are presumably quite rare. If the commu_nicanls'use machines which are

nodes on a large network, then only these nodes need to be informed of bad certificates. Each



PAGE 43

certificate can be checked with the local node and no longer must each communicant be
explicitly'inforlmed of every lost decryption funclion. -

Another approach is to put expiration dates on certificates. This would mean that new
certificates would have to be computed and distributed: periodically by the Public File,
increasing the amount of communicant interaction with the Public File and therefore reducing
the advantages gained by using certificates. The expiration date must of course be included in
the authenticator as well as appear in plaintext.

A third approach is to allow cerlificates to be double checked. In the case of a suspicious
communication, the Public File could be consulted to check if the associated certiticate has been
cancelled due to a security leak. When a communicant loses his decryption function he
immediately notifies the Public File and those with whom he regularly communicates. Any other
communicants contacted by the enemy using the stolen decryp!iou function will hopefully find
the communication suspicious and request verification from the Public File.

Evaluation. The method of certification presented here is an adequate reptacement for the
methoq of requesting information from the Public.FiIe. Certificates do not increase the
responsibilities of the Public File nor do they incregse its power to.do damage when subverted.
In practice, the freedom of not having to contact the Public File is a considerable advantage.

Certification does not work well when secret key information is disclosed to an enemy.
Public File requesting is sometimes better when secret key loss is common, aithough the damage
done is tremendous using any method. Several techniques do exist to recover from the loss of
a decryption function when certificales are used. Depending on t.he size and organization of the
system, one of these enhancements to the basic method shouid reasonably suffice to maintain

system integrity.
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B. A Suggested RSA Implementation.

This section consists of a detailed specific;ﬂion for a large scélelcc\mmunicaiion systoem using
the RSA method for maintaining message privacy. Many details are suggested to help insure lHe
secure operation of the system. An overall evaluation of the system is included to indicate the
strengths and weaknesses of the RSA method in an application.

System Overview. The system presented here allows secure communication between
individuals on a computer network via an electronic mail system. Message encryption and
decryption is done at the user terminal because it is too dangerous to ever enter a decryption
key into a multi-user system, Computers on the network would maintain a Iibrary' of certificates
as well as handle message trar;smission between users. A Public File would need to exist to
create certificates.

The Terminal. The system is designed around special-purpose terminals that do the
message encryption and decryption, as well as handle the standard message protocols. The

- terminals should have sealed cabinets and always be kept in a restricted access area to prevent
tampering. Each should have a CRT screen so that messages can be displayed temporarily and
never need appear an paper. In addition, a hard-copy device would be useful to record
messages that cannot be memoarized. The terminal contains specialized high-speed logic to
multiply large integers as well as a microcomputer to handle communication protocols with the
computer system. |

The Card. Each terminal has a magnetic card reader to be used to enter encryption and
decryption information. A user identification name must appear on the card to insure that the
originator of a given message is always reliably known. The sécret information on the card will
not be stored in plaintext as is the public information. Each communicant knows a short
password which must be given to access the secret information c_o.ntained on the card. Using
some standard encryption algorithm, the password acting as a key decrypts the secret
information from the encrypted form stored on the card. This guarantees that loss of the card

does not immediately give away the ability to decode messages, giving the authorized
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communicant some time to destroy as much encrypted information as possible and to warn the
system that an attack may occur.

On the card is stored the communicant identification name, lhe‘ pubtic information for the
code, <n,e>, an encrypted form of the secret decoding information, d, and a standard
representation of 1/n. It is required by the system that

10997 < h < 10800
to assure that all n are roughly the same order of magnitude. Furthermore the computers in
the network will use n > 10990 5o that signature is always possible with a consister.lt order of
composition. These 400 digit numkbers can be stored on the cards as 200 characters.
Therefore each item on the card occupies a 200 character ‘ield.

Message format. All messages 'sent between terminals and co;nputers are of the same
-format, be they encrypted or plaintext. The basic format consists of a byte count, a sequence
number, and a time field, followed by data. Long messages are broken into blocks no bigger
than 256 bytes. If the data is encrypted, the first ten characters represent the random field
and are to be ignored after decryption.

Should either the terminal or computer detect a discrepency in the sequence or time fields,
retransmission is immediately requested, A retransmission request is uniquely distinguishable
from a message transmission (by setting the sequence field to 0) and must always be
immediately satisfied. Should the disparily continue, the communication is terminated and the
connection must subsequently be reinitiated.

Commumnication protocols. To init?ate a session at a terminal, the cammunicant must first
plug his magnetic card inio the terminal. Next the password'is entered by the communicant and
then checked by the terminal:’ The password is checked by determining that the resuiting
secret ‘information does indeed invert the public encryption function as stored on the card.
Once the password is correctly given, a list of any queued messages is requested from the
computer network and displayed on the screen. This request is signed to insure that & iother

communicant. does not get the list of queued messages. The communicant may choose to either



recelve a queued message or transmit a message to another communicant.

1o receive a message, the communicant need only select it from the list of queued messages
previously presented. The terminal then requests the computer network to send the cerfilicate
for the communicant who sent the message. Coded text i. passed from the network to lhe
terminal where it is decoded and displayed on the CRT screen. The communicant can request
hard-copy or request that the message remain queued and not be deleted after it is read.

To transmit a message, the communicant first enlers the identificalion name of the
communicant to receive the message. The terminal gets the appropriale cerfiticale from the
computer network and begins to send signed text as it is entered by the communicant. Editing
within a line is permitted, but any more exiensive editing abilities would probably represent too
great a memory demand on the terminal.

Perhaps in addition a conversational mode would be available. In this mode two
communicants both logged on at the same time could interconnect their terminals through the
network, Encrypted information would pass between the terminals via the computer network.

When the communicant is finished, the terminal performs a clear sequence. All wrilable
memory is zeroed and the CRT screen is cleared.

" The Public File. The Publi¢ File does npt have to be a. computer system but rather a
terminal with some special soflware. To create a certificate an authorized administrator would
log onto the network at the special terminal by giving the necessary password and presenling
the Public File magnetic card. The encoded file of existing users would be checked to assure
that the name requested is unique. If unique the new name is added to the encoded file.

To create the certificate, the system administrator would plug the card of the new
communicant into the terminal. The card would be read to check the name and get the
encryption information. From this information the certificale is computable since this special
terminal knows the Public File decryption function. Once computed the certificate Is broadcast
to the computer network where it is permanently stored. Since the decryption information on

the card is coded, the Public File never learns any communicant’s secret information.
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Evaluation. The system described above seems quite workable allhough rather expensive.
Data rales of at least 120 characters per second should be realizable using bipolar logic to do
the main computation. The physical security of the terminals is one of the few potential
weaknesses. Given that the terminals are sufficlenlly sacure, the only point of attack remaining
would be the computer network.

In a system of several computers hooked up in a network, they could all keep each other
honest. In idle time a computer cou'd contact another, impersonating 2 communicant at a
terminal, and request a cerlificate. The received informalion would be checked against the local
copy of that same information with any discrepency being immediately reporled to a system
administrator.

Another addition to the system would make it impervious to the attack of even an enemy
within the computer network. Each communicant could give copies of his magnetic card to other
fellow communicants. Then instead of requesting public encryption information from the
computer system, it could be read in from a magnetic card. In this way as long as the physical

security of the terminals and cards are maintained, message transmission is secure,
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€. Future woark with the RSA method.

Unbreakability proofs. Although convincing evidence indicating that the RSA method is
unbreakable has been presented, there siill exists the potential threat of the discovery of a
useful altack strategy. Of course the lack of proof against ailgck plagues cryptographic
methods in general. However public-key methods seem more vulnerable since the enemy may
very well know the encryption function and therefore can generate arbitrary amounts of
error-free ciphertext.

As study of the problem of factoring large integers and study of the RSA method in
parlicullar continue, confidence in the method will increase. Assuming no attacks will be
discovered and no unbreakability proofs will be formulated, only continued effort to break the
method can help to certify it.

Hardware implementations of the RSA method. The hardware of most general purpose
compul.ers seems insufficient to com'pule exponentiation modulo a large integer quickly enough
to support fast data transmission rates. Therefore special hardware must be developed to do
these cqmputations. -Speed of multiplication is crucial since thousands of mulliplications are
necessary to encrypt a me;:.sage of a few hundred characlers. Even existing bipolar logic is
hard pressed to raise thousand bit numbers to large powers quickly.

Direct combinationa! formation of the product of thousand bit integers seems technologically
infeasible. Serial multipliers seem to be the best existing solution; further work on their
specialization to the exponentiation problem could be done. Other approaches to the problem
of exponentiating modulo a large integer should certainly be studied.

As mentioned earlier, multiplication modulo a large integer can be done with three
multiprecision multiplications. These three operations could be pipelined, with the resull of one
multiplication immediately entering the input of the next. Once started up the overall speed to
multiply modulo an integer would be the speed of the slowest multiplication in the pipeline.

An exponentiation method was given based on the decomposition of the exponent into the
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sum of powers of two. Other decompositions are of course possible, some of which might
require fewer multiplications. Study of the general problem of efticient decomposition of
exponents may yield'a class of efficiently computable exponenis from which encryption and
decryplion exponents may be chos:an.

Construction of a communication system using the RS/, method. The finall‘ test of .;my
communication system Is its implementation. A complete understanding of all the intricacies of
the method is not possible until a full implementation exists. A prototype system could be
constructed and put into operation in an environment of only moderate securily or even one
where encryplion was not really necessary, Once in' operation, the team who (conscientiously}
constructed the system would try to break it both analytically and otherwise. Successful
attacks would indicate weaknesses deserving further attention.

A prototype system would also indicate the expense involved in special hardware and
implementation time. Such a system would have to be flexible enough to handie situations such
as system crashes and lost keys. The user community would identify any burdens placed on
communicants such as the system being too slow, passwords 1oo hard io remember, etc.

Other new ideas could also be tested in such a pro'totype system. For example, the
encryption functions could be incorporated inta the operating system. Thus, to log in-a user
would have to decrypt chatlenges sent to his terminal, Files could exist in the system in
encrypted format; information to and from the files would be routed through the user terminal
yvhich would do the necessary cryptography.

Most importantly the implementation and use of such a system will sugges! new techniques
and ideas to those who work with it. Public-key cryptography is a powerful tool to manipulate
information in a public environment. Its potential applications in information systems of all kinds

are boundless.



FRULL oV

Acknowladgemants. I thank Len Adleman, my thesis advisor, for suggesting the topic of
this thesis and many helpful suggestions. 1 also thank Ron Rivest and Ralph Merkle for other
useful discussions. Wendy Glasser was a great aide in my use of the MIT compuling facilities. [

thank Betsy Gershun for her help during the final editing of the manuscript.



PAGE bl

Reafarences,

[1] Diffie, W. and Hellman, M. New Directlions in Cryptography. JEEE Transactions on
Information Theory IT-22, 6 {Nov. 1976), 644-654.
[2] Hardy, GH. and Wright, EM. An Intreduction to the Theory of Numbers. Oxford Press,
New York, 1960.
{31 Knuth, D.E. The Art of Computer Programming. Fundamental Algorithms (Vol. 1).
Addison Wesley, Reading, Mass., 1969.
[4] Knuth, D.E. The Art of Computer Programming. Seminumerical Algorithms (Vol. 2).
Addison Wesley, Reading, Mass., 1969.
[5] Merkle, R.C. Secure Communications over Insecure Channels. submitted to the
Cofnmu.nicalions of the ACM.
[6] Merkle, R.C. and Hellman, M.E. Hidinﬁ Information and Signatures in Trap Door
Kanpsacks. submitced to the IEEE Transactions on Information Theory.
[7] Miller, GL. Riemann’s Hypothesis and TL.'s Ifor Primality. Procecedings of the Seventh
Annual ACM Symposium on the Theory of Computing. 234-239,
(8] Niven, 1. and Zuckerman, H:S. An Introduction to the Theory of Numbers. John Wiley,
New York, 1966.
[9] Pollard, J.M. Theorems on factorization and primality testing. Proc.edings of the
Cambridge Phil. Society (1974). 521-528.
| [10] Rabin, MO. Probabilistic Algorithms, in Algorithms end Complexity, Traub, JF. Ed.
| Academic Press, New York, 1976. '
[11] Rivest, RL., Shamir, A, and Adleman, LM. A Method for Obtaining Digital Sign_atures
and Public-key Cryptosystems. Communications of the ACM 21 2 (Feb. 1978), 120-126.
[12] Solovay, R. and Strassen, V. A Fast Monte-Carlo Test for Primality. SIAM Journal on

Computing (Mar. 1977), 83-85.




