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ABSTRACT

The views expressed in this thesis are those of the author and do not necessarily reflect the
official policy or position of the Air Force, the Department of Defense or the U.S. Government.

The Bourne-Again Shell (Bash) command-line interface for Linux systems has complex
syntax and requires extensive specialized knowledge. Using the natural language to Bash
command (NL2SH) translation capabilities of large language models (LLMs) for command
composition alleviates these issues. However, the NL2SH performance of LLMs is difficult to
assess due to inaccurate test data and unreliable heuristics for determining the functional
equivalence of Bash commands. We present a manually verified test dataset of 600 instruction-
command pairs and a training dataset of 40,939 pairs, increasing the size of previous datasets
by 441% and 135%, respectively. Further, we present a novel functional equivalence heuristic
that combines command execution with LLM evaluation of command outputs. Our heuristic
can determine the functional equivalence of two Bash commands with 95% confidence, a
16% increase over previous heuristics. Evaluation of popular LLMs using our test dataset
and heuristic demonstrates that parsing, in-context learning, in-weight learning and con-
strained decoding can improve NL2SH accuracy by up to 32%. Additionally, we consider
military use cases for NL2SH models and discuss the limitations of current Department
of Defense documentation standards for LLMs. We write and publish documentation for
our models and datasets to promote safe use. Our findings emphasize the importance of
dataset quality, execution-based evaluation, translation method, and proper documentation
for advancing NL2SH translation and enabling responsible use. Our code is available at
https://github.com/westenfelder /NL2SH.
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Chapter 1

Introduction

1.1 Motivation

The default command-line interface (CLI) for interacting with Linux systems is the Bourne-
Again Shell (Bash) [1]. Bash commands allow computer users to control processes, interact
with the file system and manage the network. However, using Bash requires knowledge of
numerous utilities, each with unique parameters and complex syntax [2]. Moreover, the
reference documentation for these utilities, called manual pages, can be cumbersome and
confusing [3]. This makes the CLI a barrier for inexperienced users and increases the chance
of errors for experienced users [4]. Erroneous Bash commands are problematic because they
can lead to data loss and system failures.

Language models that convert natural language to command-line instructions, a task
referred to as NL2SH, NL2CMD or NL2Bash Translation, offer a promising solution to this
problem [4]. We use the term NL2SH model to refer to models trained specifically for the
task of NL2SH, as well as the NL2SH capabilities of general-purpose large language models
(LLMs). Figure 1.1 shows an example of natural language to Bash command translation.
NL2SH models are well suited for CLIs because they are designed for text-based interactions.
NL2SH models can simplify human-computer interactions by allowing users to interact with
Linux systems through natural language on the command line. This advancement enhances

usability by reducing the need for syntax memorization [5].

Input: Natural Language

List files in the /workspace directory that were accessed over an hour ago.
Output: Bash Command

find /workspace -type f -amin +60

Figure 1.1: An example of Natural language to Bash command translation.
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Natural language to Bash translation is also useful for the development of automated
systems. The broad capabilities of LLMs have enabled the creation of autonomous agents|6].
These agents automate tasks, such as web browsing, online shopping, and penetration testing,
by using an LLM to reason about the task’s steps and then interfacing with a computer to
accomplish those steps [7-10]. Since these agents reason in natural language and interact
with the CLI, NL2SH translation is a key component of agentic pipelines [7].

The use of LLMs for NL2SH necessitates benchmarks to measure task accuracy[11-15]. A
NL2SH benchmark requires test data consisting of natural language prompts and ground
truth commands (referred to as instruction-command pairs). Given a natural language
prompt, a NL2SH model generates a Bash command. A benchmark must then use a heuristic
to determine if the model command is functionally equivalent to the ground truth command.
Determining functional equivalence of commands is difficult because there are multiple
possible correct commands for a given task, due to a wide range of interchangeable utilities.
Furthermore, command execution may not result in identical outputs, neutralizing evaluation
with string comparison. Current benchmarks do not accurately measure NL2SH model
performance due to errors in assessment data and inaccurate heuristics for determining
the functional equivalence of commands [16-18|. This makes it difficult to assess model

capabilities and measure methods for improving model performance.

1.2 Research Questions

To address these challenges, we investigate the following research questions.

1. How can we validate natural language to Bash translation datasets to ensure models

are trained and evaluated using accurate, unbiased assessments?

2. How can we design a functional equivalence heuristic that accurately measures the

quality of model translations?

3. How can we improve the accuracy of natural language to Bash translation models as

measured by a reliable benchmark?

1.3 Tasks

Our research questions can be addressed by finding means to accomplish the following tasks:
dataset validation, functional equivalence, and translation. Table 1.1 provides examples of

the dataset validation task in our first research question. Table 1.2 provides examples of the
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functional equivalence task in our second research question. Table 1.3 provides examples of

the translation task in our third research question.

Table 1.1: Examples of validating translations in NL2SH datasets.

Given Determine
Natural Language Bash Command | Correct
print the system disk usage df -h True
remove a directory named foo rm foo False
print the current user’s id id -u True

Table 1.2: Examples of determining the functional equivalence of Bash commands conditioned

on a natural language prompt.

Given Determine
Natural Language Ground Truth Command Model Output | Equivalent
print the system boot time who -b uptime -s True
delete bin\ in the current dir rm -r ./bin rm -r /bin False
list all groups on the system  getent group cat /etc/group | True

Table 1.3: Examples of determining a Bash command given a natural language prompt.

Given
Natural Language

Determine
Bash Command

List files in /workspace accessed over an hour ago | find /workspace -type f -amin +60

baseb4 decode aGVsbGS8

echo ‘aGVsbG8=’ | openssl enc -base64 -d

Sort and print only group names from /etc/group | cut -d: -f1 /etc/group | sort

1.4 Hypotheses

Given these research questions and tasks, we propose the following hypotheses.

1. If NL2SH datasets are manually verified by a human, then they will contain fewer

errors, because human verification is more accurate than automated methods.

2. If a functional equivalence heuristic is provided with the outputs and side effects

of command execution, then it will determine the functional equivalence of Bash

commands more accurately, because runtime behavior provides additional information

about equivalence.

3. If model size is increased, then accuracy will improve, because larger models can capture

more complex relationships between natural language and Bash commands. However,
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with a fixed model size, if training, decoding, and inference strategies are optimized,
then accuracy will improve, because these strategies allow the model to specialize for

the task of translation.

1.5 Contributions

Our contributions are summarized as follows.

1. We create a manually verified test dataset of 600 instruction-command pairs and a
training dataset of 40,939 pairs, increasing the size of previous test [16] and training
datasets [19] by 441% and 135%, respectively.

2. We present a novel functional equivalence heuristic that combines command execution
with LLM evaluation of command outputs, capable of determining the functional
equivalence of two Bash commands with 95% confidence, a 16% increase over previous
heuristics [16].

3. We evaluate popular LLMs using our test data and heuristic and demonstrate that
parsing, in-context learning, in-weight learning and constrained decoding can improve
NL2SH accuracy by up to 32%.

1.6 Background

NL2SH translation falls under the broader domain of machine translation, where models
automatically translate text or speech from one language to another. LLMs are well suited for
this task, enabling translation that was impossible with previous methods [20]. Evaluating
NL2SH models requires determining the functional correctness of generated commands.
Functional correctness is defined as whether the code produces the correct output for each
input, as specified, or as compared to ground truth [21]. Functional correctness does not
consider the diversity of code generated, time complexity, or memory complexity [22].
Ensuring the functional correctness of code is difficult because validation methods are
error-prone and take an impractical amount of time for large volumes of code [21]|. There
are two main validation techniques: static and dynamic analysis. Static analysis checks code
without execution, using parsers, lexical analysis or control flow checking [23]. Dynamic
analysis evaluates code outputs and runtime behavior using an execution environment [16].

Some frameworks combine static and dynamic analysis [18].
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Determining the functional correctness of Bash commands translated from natural language
is a sub-problem of validating code correctness. We assess the functional correctness of Bash
commands by comparing the generated (model) command with a ground truth Bash command.
We define the term "functional equivalence heuristic” (FEH) to describe a heuristic that
performs this comparison and determines the functional correctness of a Bash command. Due

to varying definitions in this field, Table 1.4 provides definitions of terms used in this thesis.

Table 1.4: Definition of terms.

Term Definition
Natural Language Task t € T English
Ground Truth Command b € B Bash-5.2
Functionally Equivalent Command beB

Model Command bV eB

Docker Environment e € FE Linux

Command Output and Side Effects

o € O stdout and system state

Model Weights

feR

Translation f:TxR—B f(t,0)=V
Execution g:BxFE—O
glbe) =0 g(t/,e) =0

Ideal Functional Equivalence Heuristic

m:TxBxBx0x0—{0,1}

l:oxd
m(t, bV, 0,0") = 0=0
0:0#0d
Training Dataset T {(t:, b;) | i=1,2,...,x}

Test Dataset DH {(ts, by, )|Z—12 Y}
m(t,b,b,g(b,e),g(b,e)) =1 ideal m
DrNDy =10
Benchmark (Dg,m)
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Chapter 2

Related Work

2.1 Summary

NL2SH translation is a well-studied natural language processing (NLP) task. Table 2.1
summarizes the contributions of previous work by listing the names of datasets, functional
equivalence heuristics (FEHs), and models used in this field. The table is sparsely populated
because the majority of previous work focused on improving a NL2SH dataset, FEH, or
model in isolation. Numerous NL2SH projects are simply wrappers for models in previous

work, so we do not include them in our discussion [11-15, 24].

2.2 Related Work

The 2020 NeurIPS NLC2CMD Competition formalized the task of NL2SH translation by
providing a human-curated NL2Bash dataset of 9,305 instruction-command pairs and the
NL2CMD benchmark for evaluating submitted models [4, 25|. The competition resulted in
numerous NL2SH models and showed that fine-tuning a pre-trained foundation model could
outperform dedicated transformer [27], recurrent neural network [37], abstract syntax tree
[29], and sequence to sequence [26] based models for the task of NL2SH translation [31].
The NL2CMD benchmarks’s FEH parses commands and assigns a similarity score based
on the utilities used, order of utilities, and number of utility flags. This heuristic outperforms
conventional string comparison techniques, such as edit distance, for measuring the functional
equivalence of commands. However, Agarwal et al. [4] state that the NL2CMD FEH could
be improved by executing commands and measuring the similarity of the outputs and side
effects. Verification by execution is preferable because Bash is a Turing-complete language,

so verifying the equivalence of two commands before execution is undecidable due to side
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Table 2.1: Summary of NL2SH datasets, FEHs, and models created in previous work.

Citation Datasets FEHs Models
Lin et al. [25] NL2Bash - -

Gros [26] - - Alnix
Agarwal et al. [4] - NL2CMD Tellina

Fu et al. [27] - - Magnum
Ramesh [28| NL2CMD - -
Bharadwaj et al. [29] - - AST
Jenson and Liu [30] - - T5, GPT2
Shi et al. [31] - - Shell GPT
Yang et al. [16] InterCode-Bash InterCode -

Mali [32] text to_bash - -

Cassano et al. [33]  MultiPL-E Unit Tests -

Song et al. [17] - TSED -

Aggarwal et al. [18] CodeSift CodeSift -

Vo et al. [34] IBM Instana Podman -

Romit [19] LinuxCmds - -
Chatterjee et al. [35] - - ScriptSmith
Joshi [36] - - CodeLlama
Ours (2025) NL2SH-ALFA IC-ALFA Llama, Qwen, GPT

effects [38]. Despite this known shortcoming, the NL2CMD benchmark is widely used for
model evaluations [39].

Yang et al. [16] address this shortcoming with the InterCode-Bash benchmark. The
benchmark uses a subset of 224 instruction-command pairs from the NL2Bash dataset for
testing. InterCode’s FEH executes the model command and ground truth command in
identical Docker containers [40]. The results of command execution are then compared using
three checks. First, the pre and post-execution states of each container are compared using
git-diff. Second, the file contents of each container are compared using MD5 hashes. Third,
the standard output of both commands are vectorized and compared using the term frequency;,
inverse document frequency (TFIDF) method [41]. If every check finds the execution results
identical, the model and ground truth command are considered functionally equivalent [16].
Although this method is more accurate than previous heuristics, it will fail to identify a valid
model command that has syntactically different output from the ground truth command.

Huang et al. [42] and Vijayaraghavan et al. [43| present similar execution-based frameworks
for Jupyter Notebooks and VHDL code, respectively. Vo et al. [34] describe an execution-based
framework similar to the InterCode benchmark using Podman containers.

Focusing on the FEH, Song et al. [17] present a novel benchmark that uses OpenATl’s

GPT-4 model to determine functional equivalence. Their FEH passes the model command
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and ground truth command to GPT-4 with the prompt, "Given 2 Bash commands, please
generate a similarity score from 0 to 1." Song et al. [17] find this method fails to determine
functional equivalence because current LLMs are unable to emulate command execution.
Maveli et al. [45] and Naik [46] confirm this finding with broader evaluations of LLM’s ability
to determine semantically equivalent or different pairs of programs. They find LLMs show a
lack of depth in understanding code semantics.

Aggarwal et al. [18] attempt to advance the work presented by Song et al. [17], by
addressing the scalability constraints of execution-based frameworks. Their FEH, CodeSift,
uses an LLM to convert the model command to a natural language description. Then they
compare this natural language description with the original natural language task using an
LLM. While they find CodeSift to be more effective than conventional FEHs, their work lacks
comparison with execution based heuristics. Further, their FEH introduces uncertainty by
requiring accurate Bash to natural language translation, which is equally as challenging as
the task they aim to measure, natural language to Bash translation. Their follow on work
concludes that "executing [Bash| scripts within a controlled environment would offer more
reliable assessments” 35].

The MultiPL-E benchmark is widely used for evaluating code generation models, containing
540 Bash scripting tasks [33]. This benchmark uses unit tests to determine if a generated
script produces the expected output for a given input. The use of unit tests is sufficient for
this benchmark because its tasks, such as string manipulation and math calculations, are
deterministic and result in simple outputs. This method fails to assess file manipulation,
system administration and network management tasks because they produce more complex
outputs than what can reasonably be assessed with unit tests.

Current SOTA NL2SH models use general purpose LLMs for translation. In practice,
users can either accept, reject, or edit the model translation [11, 13]. A human-in-the-loop
approach is necessary because the models may produce incorrect translations [47]. Efforts
to improve model performance include fine-tuning and prompt engineering. Jenson and Liu
[30] fine-tune the BART, T5, and GPT-2 models on the NL2Bash dataset and find model
performance improves as measured by the NL2CMD benchmark. Joshi [36] conducts a similar
study, fine-tuning the CodelLlama2 model on the NL2Bash dataset. Unfortunately, neither of
these studies evaluate their models using a reliable execution-based benchmark.

A related area of research is Bash to natural language translation, the reverse of our
task. Yu et al. [48] present BashExplainer and find that training their model with additional
Bash context from internet forums improves the accuracy of translations. This finding is
corroborated by Chen et al. [49] in their work on Bash comment generation. Bash to natural

language translation is outside the scope of this thesis, but provides informative findings.
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2.3 Advancements

Figure 2.1 summarizes the shortcomings of FEHs in previous work and our improvements.
We begin by creating verified and expanded NL2SH datasets starting from multiple datasets
presented in previous work. Next, we combine the InterCode execution FEH presented by
Yang et al. [16] with the language model evaluation presented by Song et al. [17]. Using our

new datasets and FEH, we evaluate methods for improving model performance in Section 3.3.

NL2SH Translation

ﬂ

Diagram Key

NL2SH Model Benchmarking Methods

Natural Language Prompt: Display the current time

NL2sH| NL2SH Model: Fine-tuned LLaMa3.1-8b-Instruct

\"/

LI LTI e

NL2SH Model Command: timedatectl | grep "Local time"

NL2SH Model Command Output: 2024-06-27 14:18:48

Ground Truth Command: date +"%H:%M:%S"

Ground Truth Command Output: 14:18:48

Conventional Evaluation: BLEU, Edit, TF-IDF

@ | Command Execution Environment: Docker Container

LLM| Language Model Evaluation: OpenAl's GPT-4

Conventional Evaluation (Agarwal et al.)

Language Model Evaluation (Song et al.)

Syntactically

different commands
may be functionally

Current language

models cannot
emulate command

equivalent execution
Command Execution + Conventional Evaluation (Yang et al.)
Syntactically different
execution results may be
functionally equivalent
Command Execution + Language Model Evaluation (Ours)
Command execution
then language model
evaluation determines
functional equivalence

Figure 2.1: A diagram of NL2SH translation and a comparison of functional equivalence

heuristics from previous work.
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Chapter 3

Methodology

3.1 Dataset Validation

Bash is considered a low-resource programming language due to the limited availability of
NL2SH data [50]. We aim to augment NL2SH datasets and begin with an evaluation of
InterCode. All 224 commands in the InterCode dataset were manually curated from the
NL2Bash dataset presented by Lin et al. [25], containing 9,305 instruction-command pairs.
The InterCode dataset is significantly smaller than the NL2Bash dataset because a Docker
environment is configured for each command, enabling execution. We manually verify all 224
instruction-command pairs and find that over half of the InterCode dataset is erroneous.

Table 3.1 shows the number of errors organized by type. We define three types of
errors: invalid prompt, invalid command, and invalid environment. An invalid prompt error
refers to a natural language instruction that describes an impossible task or does not give
enough information to accomplish the task. An invalid command error refers to a Bash
command that does not accomplish the task described in the prompt or does not execute.
An invalid environment error refers to an incorrect Docker configuration such as a missing
file, environment variable, or utility that prevents a valid command from accomplishing the
task. Our manual verification reveals 102 instruction-command pairs with one or more errors
and 11 duplicate pairs.

We fix 82 of these errors by correcting natural language prompts, Bash commands, and
Docker configuration files. We remove 11 duplicate and 20 irreparable pairs from the dataset,
resulting in 193 verified pairs. We create 117 more verified pairs by referencing Bash tutorials
and books, such as The Linux Command Line by Shotts [1] and the Linux Command Line
and Shell Scripting Bible by Blum and Bresnahan [51].

Additionally, for our 300 verified pairs, we create a second Bash command that accom-

plishes the task described in the prompt. Our final test dataset contains two functionally
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Table 3.1: InterCode dataset errors.

Error Type Count Percentage
Duplicate 11 4.9%
Invalid Prompt 17 7.6%
Invalid Cmd 24 10.7%
Invalid Env 18 8.0%
Invalid Prompt and Cmd 29 12.9%
Invalid Prompt and Env 0 0.0%
Invalid Cmd and Env 3 1.3%
Invalid Prompt, Cmd and Env 11 4.9%
Invalid Total 113 50.4%
Valid Total 111 49.6%

equivalent, ground truth Bash commands for each natural language instruction, for a total of
600 instruction-command pairs. This is an increase of 441% over the 111 valid commands in
the InterCode dataset. Our annotated corrections for the InterCode dataset errors can be
found on HuggingFace!.

We collect training data by combining the NL2Bash dataset with three publicly available
NL2SH datasets [19, 28, 32|. Further, we scrape the tldr-pages, a collection of example Bash
commands, as a new data source [52]. We combine these data sources and deduplicate with
exact matching. Finally, we use the bashlex parser to remove unparsable commands [53].

We de-conflict our training and test dataset using exact matching and semantic similarity,
removing 917 rows from the training data. First, we remove rows from the training data that
exactly match instructions or commands in the test data. Next, we remove pairs from the
training data with a natural language prompt that is syntactically similar to a prompt in the
test data using the mxbai-embed-large-vl embedding model and a cosine similarity threshold
of 0.9 [54]. Our final training dataset contains 40,939 instruction-command pairs, an increase
of 135% over the previous largest dataset. Figure 3.1 shows the relationships between the

data sources used to create our datasets. Our final datasets can be found on HuggingFace?.

3.2 Functional Equivalence Heuristic

Our evaluation of related work in Section 2.2 reveals the InterCode benchmark is more
accurate than previous NL2SH benchmarks because its FEH uses execution-based evaluation.

However, its TFIDF method for comparing command outputs may fail to determine functional

nterCode-Corrections HuggingFace
2NL2SH-ALFA HuggingFace
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Figure 3.1: Relationships between NL2SH datasets.

equivalence because syntactically different outputs may convey the same information to the
end user, conditioned on the user’s prompt.

For example, consider the prompt "Print the disk usage of the current directory”, a
ground truth command of "du -s ." and a model command of "du -d 0 -h". The first
command outputs the number of bytes and the second command outputs the number of
bytes in human-readable format. The two commands are functionally equivalent, conditioned
on the prompt. However, their outputs contain different characters, resulting in a low
similarity score using TfidfVectorizer. Similar issues arise when comparing commands that
print hardware or system information in different formats, display text with line numbers or
other delimiters, or when using non-deterministic utilities, such as those that interact with
the network. The difficulty of determining functional equivalence is exacerbated by ambiguity
in natural language prompts, which is an inherent problem with human inputs.

To address this problem, we replace the TfidfVectorizer method for comparing command
outputs with an LLM. Our intuition is that an LLM can determine more complex cases of
functional equivalence by evaluating the semantics of command outputs with relation to the
prompt. Replacing TfidfVectorizer with an LLM increases the computational cost of the
FEH. Additionally, since LLMs are stochastic, our FEH has inherent variability. We compare
our FEH with previous heuristics in Section 4.2, finding it achieves superior performance.

We present our FEH and test dataset as a new version of the InterCode benchmark,
InterCode-ALFA. Our benchmark and datasets are released under MIT licenses. In addition
to the dataset and FEH modifications, we add error handling and update the Docker
configuration files to use stable Linux releases. We also identify and fix an error in the
benchmark’s Docker reset script that causes the filesystem structure of the two execution

environments to diverge. We publish the benchmark source code on GitHub? and provide a

3InterCode-ALFA GitHub
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Python package on PyPI* for ease of use. Our benchmark and dataset can be configured

with 10 lines of code, simplifying the process for evaluating new models.

3.3 Translation Methods

Using our benchmark, we evaluate the NL2SH performance of the Llama, Qwen and GPT
model families [44, 47, 55|. We find the models have poor baseline performance and identify
three translation failure modes: incorrect output format, incorrect utility and syntactically
incorrect Bash command.

Incorrect output format refers to a translation with extraneous information, such as
an explanation of the translation, or additional text formatting, such as markdown code
blocks. Incorrect utility refers to a translation with a utility that cannot accomplish the task
described in the prompt. Syntactically incorrect Bash command refers to a translation that
is not valid Bash syntax.

To address these failure modes, we evaluate four methods for improving model performance:
markdown parsing 3.3.1, constrained decoding (CD) 3.3.2, in-context learning (ICL) 3.3.3,
and in-weight learning (IWL) 3.3.4. Our results are presented in Section 4.3.

3.3.1 Markdown Parser

Despite prompting models with "You will not output markdown or other formatting”, trans-
lations often include markdown formatting, likely due to instruct tuning. We implement a
markdown parser to extract the Bash command from the first code block in model outputs,

discarding additional text.

3.3.2 Constrained Decoding

We inspect the token probabilities for each ground truth Bash command in our test dataset
using the Llama3.1-8b-Instruct model. We find the average relative probability of the first
token is four orders of magnitude smaller than the following tokens. In our case, the first
token of each command is a Bash utility. This indicates the model is unlikely to select the
correct utility as the first token. However, if it does select the correct utility, the following
flags and arguments are correct with high probability. We address this by constraining the
first tokens of the model output to a list of Bash utilities using grammar-constrained decoding
Geng et al. [56].

4InterCode-ALFA PyPI
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3.3.3 In-Context Learning

In-context learning can improve model performance for a variety of tasks [57, 58|. We select
50 representative instruction-command pairs from our training dataset as ICL examples. We
create embeddings for the commands using the mxbai-embed-large-vl model and cluster the
embeddings using k-means clustering. The closest instruction-command pair to each centroid
is selected as an ICL example. We append these pairs to our translation prompt as show
in Figure A.5. We evaluate the performance of Llama3.1-8b-Instruct with the number of
appended pairs ranging from 1-50 and find the optimal number to be 25, with performance
saturating as more pairs are added. We use 25 example instruction-command pairs for all

ICL evaluations.

3.3.4 In-Weight Learning

We use our training dataset to perform a LoRA fine-tune of the Llama and Qwen models [59].
Our previous work finds that fine-tuning models with additional context, such as manual
pages, decreases downstream performance [60]. Based on this finding, we do not include
additional data in our fine-tuning.

We experiment with common hyper-parameters within our hardware constraint of a single
Nvidia RTX A6000. We find that training each model for 10 epochs with an adapter rank
of 64, adapter alpha of 32, adapter dropout of 0.1, batch size of 32 and learning rate of
le — 5 results in the best performance. We do not fine-tune the GPT models due to financial

constraints and the inability to control training hyper-parameters.

23



Chapter 4

Experiments and Results

4.1 Dataset Validation

The impact of cleaning our training dataset and manually verifying our test dataset is
encompassed in the results of our translation methods experiment in Section 4.3. First, if we
improved the quality of test data, then baseline model performance on our InterCode-ALFA
benchmark should be higher than on the original InterCode benchmark, holding all other
variables equal. This is because models will no longer be penalized for failing to accomplish
incorrect test cases. Second, if we improved the quality of training data, then in-weight
learning will result in higher model performance. This is because model training improves

with more accurate examples.

Table 4.1: The baseline accuracy of the GPT-3.5 and GPT-4 models on the InterCode and
InterCode-ALFA benchmarks. The intersection of models tested on each benchmark only
includes two models. We find the baseline accuracy of both models on the InterCode-ALFA
benchmark is significantly higher than on the InterCode benchmark, indicating our verification
process improved the quality of test data.

Baseline Accuracy

Model InterCode InterCode-ALFA
gpt-3.5-t-0125 0.34 0.58
gpt-4-0613 0.48 0.68

4.2 Functional Equivalence Heuristics

We compare our FEH with the heuristics presented by Sparck Jones [41], Papineni et al. [61],
Agarwal et al. [4], Yang et al. [16] and Song et al. [17] in previous work using our test dataset.

A FEH should return true given two functionally equivalent Bash commands, and false given
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two non-equivalent Bash commands. We record the precision, recall, F1 score, accuracy and
Runtime of each FEH and report our results in Table 4.2.

Our test dataset, described in Section 3.1, is structured {nl, bash, bash2}, providing
300 pairs of functionally equivalent commands. To create a set of non-equivalent com-
mands, we arbitrarily rotate the third column of the dataset by ten positions. The result
is 600 pairs of Bash commands. Explicitly, each FEH is tested using 300 functionally
equivalent pairs m(t, g(b, e), g(b, e)) = 1 where g(b, ) ~ g(b, e) and 300 non-equivalent pairs
m(t, g(b,e),g(b,e)) = 0 where g(b,e) # g(b, e).

For the bleu and nl2cmd FEHs we use a threshold of 0.75 for functional equivalence.
For the tfidf and mxbai-embed FEHs we calculate the cosine similarity of the resulting
embeddings and use a threshold of 0.75 for functional equivalence. For the llama-3.1-8b-inst,
gpt-3.5-t-0125 and gpt-4-0613 FEHs we pass the tasks and commands to each model using
the prompt in Figure A.1. For the exec + tfidf and exec + mxbai-embed FEHs, we pass the
stdout of command execution to the models, calculate the cosine similarity of the resulting
embeddings and use a threshold of 0.75 for functional equivalence. Finally, for the exec +
llama-3.1-8b-inst, exec + gpt-3.5-t-0125 and exec + gpt-4-0613 FEHs, we pass the tasks,
commands and stdouts of command execution to each model using the prompt in Figure
A.2. We use a temperature of zero and a static seed value of 123 for all LLMs, resulting in
deterministic outputs. Table 4.2 lists our results. Figure 4.1 and Figure 4.2 are visualizations
of the data from the table. We discuss these results in Chapter 5.

Table 4.2: Evaluation of Bash functional equivalence heuristics. Heuristics were tested on
a dataset comprising 300 pairs of equivalent commands and 300 pairs of non-equivalent
commands. We find execution paired with LLM evaluation significantly increases recall. Bold
indicates the highest F1 score and accuracy as well as the lowest evaluation time.

Heuristic Precision Recall F1  Accuracy Time (s)
nl2cmd [4] 0.98 0.20 0.33 0.60 1.55
bleu [61] 0.99 0.39 0.56 0.69 0.13
thdf [41] 0.99 046 0.63 0.73 0.36
exec + tfidf [16] 0.99 0.65 0.79 0.82 267.54
mxbai-embed [54] 0.84 0.88 0.86 0.85 8.31
exec + mxbai-embed (Ours) 0.97 0.83 0.90 0.90 276.24
llama-3.1-8b-inst [55] 1.00 0.05 0.10 0.53 601.46
exec + llama-3.1-8b-inst (Ours) 0.88 0.74 0.80 0.82 505.72
gpt-3.5-t-0125 [57] 1.00 0.37 0.54 0.69 272.06
exec + gpt-3.5-t-0125 (Ours) 0.98 0.60 0.75  0.80 489.88
gpt-4-0613 [17] 1.00 0.51 0.68 0.76 417.92
exec + gpt-4-0613 (Ours) 0.99 0.91 0.95 0.95 588.42
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Figure 4.1: Evaluation of Bash functional equivalence heuristics. The hashed section of each
bar indicates the accuracy improvement from passing command execution outputs to the
heuristic, as opposed to just the commands. We find execution allows all of our heuristics to
achieve better accuracy than the baseline Bleu accuracy.
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Figure 4.2: Bash functional equivalence heuristic runtime versus accuracy. The use of an
execution environment and an LLM both increase the computational cost of a heuristic. We
find the exec + mxbai-embed heuristic achieves a good balance of runtime and accuracy.
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4.3 Translation Methods

We evaluate the impact of parsing, constrained decoding, in-context learning and in-weight
learning on the NL2SH performance of the Llama, Qwen and GPT model families. Addi-
tionally, we include the performance of Anish Joshi’s Bash Scripting Assistant, a fine-tuned
version of CodeLlama model [62], to demonstrate how our methods compare to previous work
[36]. All models are evaluated using version 0.3.6 of the InterCode-ALFA benchmark with
the execution + mxbai-embed FEH. Our results are summarized in Table 4.3.

We use the prompt in Figure A.3 for the baseline evaluation. For the constrained decoding
evaluation, we use the prompt in Figure A.4 and constrain the first tokens of the model
output to a list of Bash utilities, as described in Section 3.3.2. For the parser evaluation, we
use the prompt in Figure A.4 and pass model outputs to a markdown parser, as described
in Section 3.3.1. For the in-context learning evaluation, we use the prompt in Figure A.5.
Finally, for the in-weight learning evaluation, we use the prompt in Figure A.4 and the
fine-tuned models described in Section 3.3.4. We use a temperature of zero and a static seed
value of 123 for all model evaluations, resulting in deterministic outputs. Table 4.3 lists our
results. Figures 4.3, 4.4, 4.5, and 4.6 are visualizations of the data from the table. We discuss

these results in Chapter 5.

Table 4.3: Impact of constrained decoding, parsing, in-context learning and in-weight learning
on the NL2SH performance of Llama, Qwen and GPT models. Accuracy is measured using
the exec + mxbai-embed FEH. Translation method can improve performance up to 32% over
the baseline, but model size remains the dominant factor. The highest accuracy in each row
and column is indicated with bold and an underline, respectively. The CodeLlama model is
included as a baseline from previous work.

Model Base CD Parse ICL IWL
llama-3.2-1b-instruct 0.12 0.19 0.32 0.34 0.37
llama-3.2-3b-instruct 0.17 0.39 0.49 047 047
llama-3.1-8b-instruct 0.46 0.51 0.53 0.56 0.40

qwen2.5-coder-0.5b-instruct  0.10  0.05 0.35 0.36 0.27
qwen2.5-coder-1.5b-instruct 0.21  0.06 0.50 0.44 0.19
qwen2.5-coder-3b-instruct 0.26 0.06 0.58 0.50 0.51
qwen2.5-coder-7b-instruct 0.61 0.08 0.62 062 0.51

gpt-3.5-turbo-0125 0.58 - 0.67 0.69 -
gpt-40-mini-2024-07-18 0.71 - 0.72 0.71 -
gpt-40-2024-08-06 0.74 - 0.73 0.73 -
gpt-4-0613 0.68 - 0.68 0.73 -
code-llama-7b [36] 0.54 - - - -
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Figure 4.3: Impact of constrained decoding on the NL2SH performance of Llama and Qwen
models. Accuracy is measured using the exec + mxbai-embed FEH. Constrained decoding
improves the performance of the Llama models but significantly degrades the Qwen models.
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Figure 4.4: Impact of parsing on the NL2SH performance of Llama, Qwen, and GPT models.
Accuracy is measured using the exec + mxbai-embed FEH. Parsing improves the performance
of all models except for GPT-4 and GPT-40. Parsing has the largest impact for models in

the 0.5B to 3B parameter range.
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Impact of In-Context Learning (ICL) on Model Accuracy
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Figure 4.5: Impact of in-context learning on the NL2SH performance of Llama, Qwen, and
GPT models. Accuracy is measured using the exec + mxbai-embed FEH. Parsing improves
the performance of all models except for GPT-40-mini and GPT-40. ICL has the largest

impact for models in the 0.5B to 3B parameter range.

Impact of In-Weight Learning (IWL) on Model Accuracy
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Figure 4.6: Impact of in-weight learning on the NL2SH performance of Llama and Qwen
models. Accuracy is measured using the exec + mxbai-embed FEH. IWL significantly
improves the performance of the 1B and 3B parameter Llama models, but otherwise has
inconsistent results, likely due to our hardware constraints limiting the size of LoRA adapters.
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Chapter 5

Discussion

5.1 Dataset Validation

Our first research question aims to validate NL2SH datasets to ensure models are evaluated
using valid translations. Manual verification of the InterCode dataset identified over half of the
instruction-command pairs as erroneous. Using our corrected version of the InterCode dataset,
the gpt-3.5-t-0125 and gpt-4-0613 models achieve 22% and 20% higher accuracy, respectively,
as shown in 4.1. Since we hold all other benchmark and model variables equivalent, this
increase in performance can be attributed to our corrected test dataset. The models are able
to achieve better performance because they are no longer penalized for failing incorrect test
cases. We find that human verification of test data is important for reliable evaluations.

Since the InterCode dataset was sampled from the NL2Bash dataset, and the InterCode
dataset contained a large percentage of errors, there is a risk the NL2Bash dataset also
contains a significant percentage of erroneous data. This is concerning because the NL2Bash
dataset is commonly used to train NL2SH models [27, 29, 31, 36, 37|.

Manual creation and verification of our test dataset took over 100 hours, highlighting the
need for more efficient means to verify larger datasets, such as our training dataset. One
interesting method for automated verification suggested by Vendrow et al. [63] is the use
of model consensus. For each case in a dataset, if a broad set of models arrive at the same
translation, then the translation is more likely to be correct. If the models disagree, then the
translation is either a difficult case, or it is incorrect. This method could be used to reduce
the number of cases that require manual verification. We suggest this method as means to
verify our training dataset in future work.

With regard to our training dataset, we are confident the data filtering process described
in Section 3.1 removed invalid translations. Further, we postulate the tldr-pages is a large

source of clean data due to its crowd sourced nature. Fine-tuning the Llama and Qwen
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models using our training dataset results in an average performance increase of 11%. This is
evidence that our training data contains valid translations. If the training data was of poor
quality, then we would expect fine-tuning to degrade model performance on average. Further
efforts to validate NL2SH training datasets would be a valuable contribution to the field.

5.2 Functional Equivalence Heuristics

Our second research question aims to design an FEH that accurately measures the quality
of model translations. We find that command execution paired with LLM evaluation of
command outputs can determine the functional equivalence of Bash commands with 95%
accuracy. The ability of LLMs to condition command outputs on natural language inputs is
an advancement that was not possible with previous heuristics. Further, command execution
improves performance across methods, and the use of an LLM significantly increases recall.
Broadly, LLM evaluation of execution outputs is a promising advancement for measuring the
functional correctness of generated code and more investigation is warranted.

In accordance with Maveli et al. [45], we find that without execution, current LLMs are
poor arbiters of functional equivalence, achieving similar performance when compared to
conventional evaluation methods. This is because current LLMs fail to understand code
semantics |64, 65]. Non-execution methods fail because two commands can be syntactically
similar and yield different results when executed. For example, changing a single flag can result
in vastly different command outputs. Further, two commands with no syntactic similarity can
yield identical results when executed. For example, the awk and sed utilities can accomplish
identical text processing tasks but use different domain-specific languages, requiring different
syntax. Notably, the low recall of bleu and nl2cmd FEHs indicates these methods cannot
identify cases where syntactically different commands are functionally equivalent.

Our improvements to FEH accuracy come at the cost of runtime, as shown in Figure 4.2.
The use of an execution environment and an LLM both increase the computational cost of a
heuristic. Command execution incurs a fixed cost, while LLM evaluation incurs a variable
cost that increases as the size of the evaluation model increases. One bottleneck with our
execution environment is that Docker containers must be run sequentially. This is because a
container must be reset after each command to ensure that the state of the system is not
altered by previous commands.

An improvement in future work could be to design an execution environment that allows
for parallel execution of containers. This would reduce the time required to run our benchmark.
We find the exec + mxbai-embed heuristic achieves a good balance of runtime and accuracy.

Further, the mxbai-embed model can be run locally on our hardware and does not incur
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additional monetary cost due to the use of an API. For these reasons, we use the exec +

mxbai-embed heuristic for our model evaluations.

5.3 Translation Methods

Our third research question aims to improve the accuracy of NL2SH models as measured by
a reliable benchmark. We find that constrained decoding, parsing, in-context learning and
in-weight learning can improve model performance by up to 32%. Our evaluation shows that
the number of model parameters has the largest impact on performance.

We find that constrained decoding is model dependent, with performance increases for
Llama models and significant performance decreases for Qwen models. Parsing and ICL
provide performance increases across Llama and Qwen models, with average increases of
21% and 19%, respectively. However, these methods have a decreasing impact as model size
increases. This is evidence that incorrect output format is the dominant failure mode for
small (less than 7 billion parameter) models.

With IWL, llama-3.2-3b-instruct and qwen2.5-coder-0.5b-instruct achieve the baseline
performance of llama-3.1-8b-instruct and qwen2.5-coder-3b-instruct, respectively. Despite
performance gains for small models, fine-tuning decreases the performance of llama-3.1-8b-
instruct and qwen2.5-coder-7b-instruct. This is likely due to computational constraints on
the size of our LoRA adapters, which we are unable to scale with model size.

Due to the strong correlation between model size and performance, our most significant
results are ones where a translation method allows a model to outperform another model in a
larger size class. Notably, with in-weight learning, the accuracy of qwen2.5-coder-0.5b-instruct
is higher than the baseline accuracy of qwen2.5-coder-3b-instruct, a model six times larger in
size. Another notable result is that the accuracy of qwen2.5-coder-3b-instruct with parsing
is higher than the baseline accuracy of code-llama-7b and equal to the baseline accuracy of
gpt-3.5-turbo-0125, which is rumored to be much larger in size.

We find that gpt-40-2024-08-06 achieves SOTA performance on our benchmark, correctly
translating 74% of test cases. From the total of our experiences, we find that NL2SH
translation is a difficult task for current models. A SOTA accuracy of 74% means that
roughly one in four commands is incorrect. In jobs where Bash commands are used frequently,
such as software engineering and research, this is unusably low performance. This low
performance is exacerbated by the risk of incorrect commands, as detailed in Section 5.4.

Further improvements to model accuracy are necessary before models can be used in practice.
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5.4 Ethical Considerations

Due to the low performance of current NL2SH models, using these models in practice could
result in invalid commands that have unintended effects on a system. We recommend that
model-generated commands are never used without prior human verification. Further, we
recommend that users test commands using a sand-boxed environment, such as try [66],
before running them on personal systems. Figure 5.1 shows an example of a dangerous
command observed during model testing. The hallucinated rm -f /dev/null command
corrupted our benchmark’s Docker container. While our benchmark automatically creates
a new Docker container to handle this type of error, the command could have corrupted a

user’s system.

Natural Language Prompt:

Recursively remove all empty folders from the /system/temp folder.

Ground Truth Command:

find /system/temp -type d -empty -delete

Llama3.1-8b-Instruct Command:

find /system/temp -type d -empty -delete -print; rm -f /dev/null 2>&1

Figure 5.1: Dangerous translation observed in testing.

Natural language to Bash translation aims to increase computer accessability by simplifying
interactions with the command-line interface. Unfortunately, good and bad actors can benefit
from increased accessability. Models could be used to generate malicious Bash commands.
This risk is difficult to mitigate because malicious use depends on the intent of the user. For
example, a command to delete files could be used for a legitimate or harmful purpose. We
do not believe current NL2SH models pose any risks beyond those of other readily available

Bash resources.

5.5 Limitations and Future Work

This work presents a verified and expanded NL2SH test dataset. However, due to the time
and effort required to manually configure an execution environment for each command, the
dataset remains small, with only 600 test cases. Future work could combine data from other
sources to increase the size of our test dataset |7, 34].

In contrast to the small size of our test dataset, our training dataset is too large for
manual verification, and we are unable to guarantee its correctness. Future work could

consider automated methods for verifying the correctness of training data, such as the model
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consensus method described in Section 5.1. Further, future work could explore the feasibility
of using synthetic training data.

Our datasets are limited to English prompts and one-line Bash commands. We do not
consider other natural languages or scripting languages. Future work could explore the
translation of other scripting languages, such as PowerShell. They could also consider multi-
line scripts by treating this as a more general natural language to code translation task.
Further, by translating our English prompts into other natural languages, future work could
expand the accessability of our datasets.

Due to the structure of datasets and the formulation of our translation task, our models
do not output an explanation of the produced Bash command, nor support conversational
interactions. In practice, a conversational model could enable a more natural experience. For
example, the LLM could ask a clarifying question or the user could ask the LLM to modify a
translation. Future work could explore conversational interactions with NL2SH models.

Although improved over previous methods, our functional equivalence heuristic has
inherent variability due to the use of an LLM, requiring multiple runs to assess model
performance or seeding to make the model deterministic. The use of an LLM also increases the
computational cost of running our heuristic compared to conventional methods. Future work
could explore methods for increasing the speed and scalability of the execution environment
or LLM used by the heuristic, as discussed in Section 5.2. Future work could also apply our
execution + LLM evaluation heuristic design to other machine translation tasks.

A different approach for natural language to code translation uses a benchmark that
provides feedback to a model [67]. We only evaluate the first command generated by a
model without retries or feedback because this is how a translation model is used in practice.
However, future work could explore the impact of a feedback-based benchmark.

Despite improved model performance with constrained decoding, parsing, ICL and IWL,
the accuracy of LLMs for NL2SH translation remains low. As discussed in Section 5.3
performance improvements are needed before models can be safely used in practice. Future
work could evaluate the performance of reasoning models, such as OpenAI’s o1 and DeepSeek’s
rl [68, 69], on the task of NL2SH translation. Further, reasoning models could be trained
specifically for both our translation and functional equivalence tasks.

Lastly, model accuracy is not the only consideration for NL2SH translation, efficiency is
also important. Future work could for evaluate methods for improving model memory use

and translation speed, such as quantization [70].
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Chapter 6

Documentation Policy

6.1 Background

One application for NL2SH translation models is military cyber operations. Within the
Department of Defense (DoD), members of the cyberspace operations community use Bash for
tasks including network administration, cyber capabilities development, penetration testing,
vulnerability assessment, incident response, and forensics |71, 72]. Broadly, Large Language
Models (LLMs) are valuable tools for a wide range of military tasks [73]. Safe use of these
models, and the datasets used to create them, can be promoted by providing documentation
with user guidance [74]. Despite providing general guidance for the safe use of LLMs, at this
time the DoD does not have a documentation policy for models or datasets [75-78|.

Language model documentation falls under the broader domain of AI safety. In the
DoD, the use of Al in cyberspace is governed by a hierarchy of documents. The overarching
policy is Executive Order 14110 on the Safe, Secure, and Trustworthy Development and
Use of Artificial Intelligence [79]. The publication of Executive Order 14110 resulted in the
development of the Data, Analytics, and Artificial Intelligence Adoption Strategy as well as
the Defense Industrial Base Adoption of Artificial Intelligence for Defense Applications 80, 81].
These three documents provide broad guidance for the safe development and use of Al tools
in military applications. Based on their guidance, the Chief Digital and Artificial Intelligence
Office developed the Responsible Artificial Intelligence Strategy and Implementation Pathway,
which identifies specific lines of effort (LOEs) to meet the DoD’s Al safety goals [75]. Figure
6.1 displays the hierarchy of Al policy documents [79-82].
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Figure 6.1: Hierarchy of DoD AI policy documents.

Civilian models and datasets provide documentation using the standardized framework
of model and dataset cards. These cards (also referred to as system cards, datasheets,
factsheets, and AI nutrition labels) provide information including the developers, license,
size, modality, data source, benchmark results, intended use, out-of-scope use, biases, risks,
limitations, and environmental impact of datasets and models [83, 84]. The DoD recognizes
that civilian model and dataset cards can help address limitations of its Al policy. Line
of effort 3.2.3 of the Responsible Al Strategy and Implementation Pathway states "use Al
Data and Model Cards to publish Al data assets” [82]. Currently, the DoD relies on Al
documentation frameworks provided by the Aether datasheet template and the HuggingFace
model and dataset card templates [83-85]. However, these civilian frameworks do not address
the increased consequences of errors when using Al in high-risk military environments, such
as the use of LLMs in cyber warfare.

The challenge of developing documentation guidelines for datasets and models is a well
studied problem. Creating documentation standards is challenging due to the broad range of
uses for AT models and datasets [86]. Despite this challenge, adopting standards is necessary
to promote accessability and to clarify the intended use of models and datasets [87]. Bender
et al. find that dataset documentation can alleviate issues related to exclusion and bias
[88]. Gebru et al. find that dataset documentation facilitates communication and prioritizes
transparency and accountability [89]. Arnold et al. find that model documentation with

fairness and explainability sections can promote safe model use [90]. Pushkarna et al. highlight
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the necessity of documentation on the origins, development, intent, and ethical considerations
of data and models in high-risk domains [91].

A number of documentation templates are available [83, 84, 92|, as well as toolkits to
simplify the process of populating these templates [93, 94]|. Currently, the most popular
documentation frameworks for models and datasets are the HuggingFace model card and
dataset card [86]. Despite the number of approaches for model and dataset documentation,
no previous work provides a documentation framework that can be directly adopted by the
DoD due to heightened military safety considerations.

Concisely, the open issues of DoD policy regarding language models and datasets are the
following. (1) The DoD does not have policy for documentation of Al models or datasets.
(2) Current civilian standards for model and dataset documentation do not address unique
military safety considerations. Based on these problems, we aim to answer the following
research question. How can the Department of Defense create a documentation policy for
language models and datasets that promotes safe use in military applications? The following
section discusses one potential path the Department of Defense could take for developing a

military-specific documentation policy for language models and datasets.

6.2 Military Documentation Policy

6.2.1 Overview

The DoD uses LLMs for a variety of information processing tasks. Under the DoD’s Data,
Analytics, and Artificial Intelligence Adoption Strategy, model documentation must be
shared in a federated data catalog to promote safe use. The scientific community disagrees
on the level of technical information required to determine if a model is safe for a task.
Under-sharing technical information limits interpretability, while over-sharing poses a risk of
exposing sensitive information. This technical tension has led to a policy impasse regarding
model documentation standards. The DoD’s interim use of industry documentation standards
deepens this controversy due to differing incentives for industry and military information
sharing. We advise the DoD to partner with the federally funded research and development
centers. This trusted research community can review models, advise on documentation,
and find a pareto optimal tradeoff between between data sharing and risk. We recommend
DoD documentation policy require justification of sanitized model information, balancing
information assurance with the necessary level of transparency for the safe use of LLMs in
military applications. Finally, we present documentation for our NL2SH models and datasets

to illustrate how our recommendations can be applied in practice.
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6.2.2 Technical Knowledge: Language Model Safety

LLMs are powerful tools for information processing tasks, such as summarization, code
completion, and question answering [95]. The DoD harnesses these models for a variety of
national security applications, including intelligence analysis, information retrieval, document
summarization and language translation [96]. The DoD’s use of Al for tasks other than
information processing, such as autonomous systems, is outside the scope of this thesis.

Due to the sensitive nature of certain DoD tasks, the safety of language models is of
heightened concern in military environments [79]. For example, LLMs have a tendency
to "hallucinate’ and generate false information, which could compromise the integrity of a
summary or translation [97]. The potential harm of a hallucination is greater when the
information is acted upon in a military environment, which could result in loss of life,
equipment, or strategic advantage. Due to increased potential for harm, the DoD is working
to ensure a high standard of safety for LLM use, as outlined in the Responsible Artificial
Intelligence Strategy and Implementation Pathway [82].

The question of LLM safety is technical in nature because it requires an understanding
of a model’s capabilities and limitations. The current industry standard for showcasing
model capabilities is to demonstrate high performance on downstream tasks [55]. For
example, OpenAl demonstrates the multilingual capabilities of the GPT-4 model by reporting
performance on the Multilingual Massive Multitask Language Understanding benchmark
[44, 98]. Broadly, this definition of safety relies on model accuracy on a benchmark within
some threshold.

However, members of the scientific community argue that a low failure rate on test cases
is insufficient for determining model safety. They contend that model interpretability is
necessary to understand why a model performs well on certain tasks and poorly on others.
Further, they show that interpretability can identify potential biases and edge cases that
remain hidden in benchmarks [99, 100|. This definition of safety relies on understanding the
model’s internal mechanisms and training data. Moreover, this definition requires greater
depth in documentation than the performance-based definition of safety.

An interpretability-based safety standard is best aligned with the DoD’s goals for respon-
sible AT use. The Political Declaration on Responsible Military Use of Artificial Intelligence
and Autonomy commits to models that are "developed with methodologies, data sources,
design procedures, and documentation that are transparent to and auditable by their relevant
defense personnel” [101]. This commitment aims to avoid ’black box’ models, where model
inner-workings are opaque to users [102]. Despite general consensus on an interpretability-
based definition of safety in the military, the depth of documentation needed to meet this

standard is a point of contention.
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6.2.3 Technical Tension: Interpretability and Security

To understand how LLM documentation varies, we examine practices outside the military
community. OpenAl makes their current models accessible to the public via an application
programming interface (API) and releases an explanation of model capabilities with examples,
performance on benchmarks and external evaluations [103]. Meta releases similar information
for their llama model family, and additionally, releases the training code, architecture and
weights of their models [55]. Exhaustive documentation is common practice for the academic
community, but far fewer models are created by academia than industry [104, 105].

Based on these practices, we define the following documentation continuum, ranging from
the least to the most complete documentation: examples of capabilities — performance on
benchmarks — external evaluation reports — black box model access — training code —
model architecture and parameters — training data. Figure 6.2 illustrates this continuum,
using the NIPR-GPT [106], ReALM [107], Sparrow [108], GPT-4 [44], AlphaFold [109],

Llama3 [55], and OLMo2 [105] models as examples. Typically, documentation is cumulative.
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Figure 6.2: Model documentation continuum.

The technical question of model safety can be restated as: which point on this continuum
is necessary to adequately characterize a model used for a particular task? Returning to
the military context, under-sharing and over-sharing information at the extremities of this
continuum both pose risks. Under-sharing, such as only releasing claims of model capabilities
without evidential examples or benchmark performance, may lead to misapplications and
fail to meet the goal of safe use. Over-sharing information, such as releasing training data
and model weights, could expose sensitive information. The problem of exposing sensitive
information is notable because DoD information handling is nuanced.

In the DoD, information exists within organizational boundaries, also known as "silos”.
Personnel within an organization can access information in their silo, but not in others.
Generally, information is restricted to those who require it for their job [80]. Training

language models requires massive amounts of data [57]. In current DoD use cases, this
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requires collecting data across organizational boundaries [106]. The resulting model is
accessible to many users, but each user is only authorized to access a small subset of the
training data, if any at all. Conceptually, this is similar to a multi-organization report, where
each organization contributes findings from their data to a final report. The final report is
accessible to all organizations, but the data remains siloed.

Strict data access controls prevent the release of training data without sanitization. This
is unfortunate because direct evaluation of training data can provide insights into model
biases [88]. Without access to training data, language model interpretability frameworks,
such as Neuronpedia, TransformerLens and Lime, allow researchers to probe a model for
biases, examine its inner-workings and elicit some information about why a model produces
certain outputs [110-112|. These frameworks are essential for interpretability-based safety,
but require access to a model’s weights. Given access to a model, information extraction
techniques can be used to reverse-engineer the training data, potentially exposing sensitive
information [113|. Additional adversarial attacks are possible with access to model weights,
allowing for model misuse [114-117].

We can generally assume the users and partners accessing DoD models are trusted
entities. However, regulations controlling classified information and the risk of model misuse
remain valid concerns for over-sharing documentation. Unfortunately, sharing more model
information gives a stronger assurance of safety, but also poses a greater risk of exposing
protected information. The tension between model interpretability and information assurance

is the driving force behind the political impasse over DoD documentation standards.

6.2.4 Policy Impasse: Documentation Standards

DoD model documentation standards must balance transparency with the protection of
sensitive information. Documentation policy is motivated by line of effort (LOE) 3.2.3 of the
Responsible Al Strategy and Implementation Pathway. LOE 3.2.3 proposes regulation where
documentation templates are used when publishing DoD Al assets. Specifically, LOE 3.2.3
states "Use AI Data and Model Cards to publish Al data assets in the DoD federated data
catalog” |82]. Policy addressing this LOE was planned for FY24, but is still in development.

The ambiguity of LOE 3.2.3 raises a number of questions, especially for those unfamiliar
with the DoD or those lacking background on the Responsible Artificial Intelligence Strategy

and Implementation Pathway. We aim to address these questions, succinctly.

1. What are AI Data and Model Cards? - Data and model cards (also referred to as
system cards, datasheets, factsheets, and Al nutrition labels) provide information such

as the developers, license, size, modality, data source, benchmark results, intended use,
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out-of-scope use, biases, risks and limitations of datasets and models [83, 84|. This is

how the information on our documentation continuum is published.

2. What is the DoD federated data catalog? - The DoD federated data catalog is a
centralized database, accessible to all DoD personnel as well as authorized government

agencies, defense contractors and partners [118].

3. Why are model cards appropriate for publishing assets? - Model cards are widely
used in the academic community, with a number of studies finding that their use
promotes accessability, clarifies the intended use of models, and supports Al safety
efforts |74, 87-91].

4. Who creates the model card template? - This is the responsibility of the Chief Digital
and Artificial Intelligence Office (CDAO) within the DoD [82].

5. Who fills in the template to create the model card? - Technical experts, likely the model
creators, fill in the model card template [82].

6. Who reads the model card? - DoD personnel read the model card to understand how to
use the model, similar to a set of instructions. DoD partners read the model card for

safety auditing or for potential adoption for their own applications [80].

7. What information is on the model card template? - This question is the crux of the
policy controversy because the model card template will become a defacto mandate for
the depth of model documentation [82].

An important note is that this policy controversy does not take the form of two separate
actors, with different incentives, fighting for a policy that best suits their interests. Instead,
this controversy is driven by two differing incentives within a single organization, the DoD.
This could be solved by the DoD changing its Al safety standards to allow for a lower level of
transparency or by changing classification standards to allow for relaxed information sharing.
However, we find this unlikely due to the deeply entrenched nature of these standards and
the lack of response in the form of change with other similarly disruptive technologies [79].

Determining the correct amount of information to share is difficult, with risks for both
under-sharing and over-sharing. Notably, the Harvard Kennedy School’s Documentation
Framework for Al Transparency lists this as an open research question, specifically asking,
"What information should be included in the documentation and what level of detail should be
provided?" [119]. Currently, the DoD recommends using the Aether template from Microsoft
[85] or the HuggingFace model card template [83] to meet LOE 3.2.3 [75]. The interim use of

two differing industry documentation templates raises a number of concerns.
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6.2.5 Interim Policy Concerns
Fragmented Standard-Setting

Our first concern with the application of industry documentation templates to DoD Al assets
is the fragmentation of documentation standards. Standard setting in this domain is defined
by market-based setting with a private locus of regulation, resulting in multiple firms creating
different documentation standards. Figure 6.1 shows a variety of documentation templates
proposed by industry and academia. Due to the varying levels of information provided in each
template, the DoD risks incomplete documentation by selecting a single industry template.
Further, selecting multiple industry templates would result in non-standard documentation

across assets.

Table 6.1: Documentation templates proposed by industry and academia.

Citation Model Documentation Dataset Documentation
Mitchell et al.[87] Model Cards -

Sanseviero et al.[83]  HuggingFace Model Cards -

Arnold et al.[90] Fact Sheets Fact Sheets

Google AI|92] Google Model Cards -

OpenAI[103] System Cards -

Wadhwani et al.[93] TensorFlow Model Card Toolkit -
Tagliabue et al.[94] DAG Model Card Toolkit -

Bender et al.|88] - Data Statements
Gebru et al.[89] - Datasheets
HuggingFace|[84] - HuggingFace Dataset Cards
Microsoft|85] - Aether Datasheet
Pushkarna et al.[91] - Data Cards
Holland et al.[120] - Nutrition Labels

Market Incentives

Our second concern with the application of industry documentation templates to DoD Al
assets is that industry documentation is driven by competitive market factors. AI model
makers, such as OpenAl, have incentives to leave out information in model documentation
that could be valuable to competitors. This is reflected in their documentation templates,
which lack information on training processes and data sources[121]|. Further, model makers
have incentives to leave out information that reveals shortcomings of their models because this
information could discourage consumers from using their product[122]. These information
asymmetries are expediently justified by the need to protect intellectual property. However,

inclusion of data sources, training techniques, and model limitations is essential for the safety
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evaluation of AI models in military applications. The DoD should not adopt a documentation

standard that is censored by market incentives.

Heightened Risk

Our third concern with the application of industry documentation templates to DoD Al
assets is that these templates do not address unique military safety considerations. Civilian
models are not intended to be used in military applications due to heightened risk in military
environments|[123]. Industry documentation lacks the thorough evaluation of failure modes
required for the use of models in military applications. Due to this shortcoming, the use of

industry documentation standards could result in unsafe use of DoD Al assets.

Military-Specific Documentation

The incomplete nature of industry documentation templates and their lack of safety consider-
ations for high risk applications make them unsuitable for DoD use. While the interim use of
industry templates is acceptable, we emphasize the need for a military-specific documentation
template to meet LOE 3.2.3. The impasse over LOE 3.2.3 should be resolved so that industry
templates can be replaced in a timely fashion. The creation of military-specific documentation
requires the technical expertise to examine models using interpretability frameworks and
the ability to handle sensitive training information, such as classified data. Luckily, trusted
entities with deep technical expertise already exist, the Federally Funded Research and
Development Centers (FFRDCs). We advise the DoD to partner with the FFRDCs to create

military-specific documentation for AI models.

6.2.6 Third Party Institutions

Writing documentation that explains how to safely use a model requires a deep understanding
of how the model was created, what it was trained on, and how it works [119]|. To perform
this technically-based policy analysis, we suggest the FFRDCs because they are analysis
groups whose specific mission is to support government [124]. We believe the FFRDCs
are well suited for this task because they have technical expertise in the field of language
models, maintain security clearances, operate independently from market pressure, and have
established relationships with the DoD [125, 126]. We find that the DoD needs assistance to
create model documentation because they have not demonstrated the technical expertise to
do so independently, as discussed in Section 6.2.7.

The use of the FFRDCs shifts the technical responsibility of creating a military-specific
documentation template from the DoD. The DoD can task the FFRDCs to create a complete
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documentation template, and fill out the template on a per-model basis. Specifically, the
DoD can send exhaustive information about a model to the FFRDCs, who then evaluate
the model and data using interpretability frameworks, saving all their work. The FFRDCs
can then create a model card, sanitizing the documentation to meet necessary standards
for publication in the DoD federated data catalog. The creation and archiving of complete
documentation is important even if the released documentation is sanitized because full
documentation preserves knowledge for internal use and can be used for auditing purposes.
In cases where the FFRDCs deem that model documentation needs to be sanitized, their
external evaluation still provides an additional safety assurance. This means use of the
FFRDCs will always increase the level of documentation on our continuum.

In cases where sanitization is required to protect sensitive information, we recommend
that the DoD mandates justification for removed information. This serves two purposes, to
show that information was purposely omitted and to describe the rationale. For example, if a
model’s training data contains classified information, a model card could state "Training data
examples and sources are not included in this model card due to a risk of exposing classified
information”. Although inclusion of this justification may seem obvious, it is not common
practice for current models [106].

Concretely, our recommended solution to the policy impasse is as follows. The content of
the DoD model card template must balance transparency with the protection of sensitive
information. Further, filling out the template requires a deep technical understanding of a

model and its training data.

1. The DoD tasks the FFRDCs to create an exhaustive, military-specific documentation
template for AI models.

2. The DoD sends models and training data to the FFRDCs for evaluation.

3. The FFRDCs evaluate the models and data using interpretability frameworks to gain
a deep understanding of their capabilities and limitations, archiving their complete

findings.
4. The FFRDCs fill out the DoD documentation template on a per-model basis.

5. The FFRDCs sanitize model documentation on a per-model basis, adding justification

for removed information.

6. The DoD publishes the sanitized model documentation in the DoD federated data

catalog and respond to special requests that require consulting the complete findings.
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6.2.7 NIPR-GPT Evaluation

We evaluate the US Air Force’s (USAF) NIPR-GPT model to illustrate how our recommen-
dations can be applied in practice. NIPR stands for Non-Secure Internet Protocol Router
Network and is a USAF private network for exchanging unclassified information. GPT
stands for Generative Pre-trained Transformers, a class of language models [57|. The current
NIPR-GPT model is a fine-tuned version of the Llama-3.3-70B-instruct model from Meta Al
[106]. The model was released in 2023 and is designed for processing unclassified Air Force
documents and is mainly used for summarization, drafting and coding assistance [127]. The
NIPR-GPT team provides some guidance for using the model, but their documentation lacks
any information about training datasets, benchmark results or model biases. Further, their
documentation is not in a standard model card format.

On our continuum, the NIPR-GPT model documentation is at the first point, only giving
a brief examples of capabilities. This does not meet DoD safety standards. In fact, it
does not even meet the interim industry standards for documentation. We find the lack of
documentation surprising and limiting for the purposes of our evaluation. We recommend
the NIPR-GPT team partners with an FFRDC, sharing their code, model and training data.
The FFRDC can provide a safety analysis of the model and write a model card for the DoD

federated catalog, promoting responsible model use.

6.3 Model and Dataset Documentation

In lieu of a DoD documentation template, we write documentation for our NL2SH models
and datasets using the HuggingFace model and dataset card templates [83, 84|. Additionally,
we include a section in our documentation titled "Considerations for use in high-risk envi-
ronments” to address safety considerations that could apply to a military context. Notably,
none of our models achieve a usable level of accuracy, especially in high-risk environments,
as discussed in Section 5.3. We make this clear in our documentation to prevent misuse.

Documentation for our NL2SH models and datasets can be found at the links in Table 6.2.
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Table 6.2: Model and dataset documentation links.

Model/Dataset Name

Documentation Link

NL2SH-ALFA Dataset
InterCode-Corrections Dataset
Qwen2.5-Coder-0.5B-Instruct
Qwen2.5-Coder-1.5B-Instruct
Qwen2.5-Coder-3B-Instruct
Qwen2.5-Coder-7B-Instruct
Llama-3.2-1B-Instruct
Llama-3.2-3B-Instruct
Llama-3.1-8B-Instruct

huggingface.co/datasets/westenfelder /NL2SH-ALFA
huggingface.co/datasets/westenfelder /InterCode-Corrections
huggingface.co/westenfelder /Qwen2.5-Coder-0.5B-Instruct-NL2SH
huggingface.co/westenfelder /Qwen2.5-Coder-1.5B-Instruct-NL2SH
huggingface.co/westenfelder /Qwen2.5-Coder-3B-Instruct-NL2SH
huggingface.co/westenfelder /Qwen2.5-Coder-7B-Instruct-NL2SH
huggingface.co/westenfelder /Llama-3.2-1B-Instruct-NL2SH
huggingface.co/westenfelder /Llama-3.2-3B-Instruct-NL2SH
huggingface.co/westenfelder /Llama-3.1-8B-Instruct-NL2SH
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https://huggingface.co/datasets/westenfelder/NL2SH-ALFA
https://huggingface.co/datasets/westenfelder/InterCode-Corrections
https://huggingface.co/westenfelder/Qwen2.5-Coder-0.5B-Instruct-NL2SH
https://huggingface.co/westenfelder/Qwen2.5-Coder-1.5B-Instruct-NL2SH
https://huggingface.co/westenfelder/Qwen2.5-Coder-3B-Instruct-NL2SH
https://huggingface.co/westenfelder/Qwen2.5-Coder-7B-Instruct-NL2SH
https://huggingface.co/westenfelder/Llama-3.2-1B-Instruct-NL2SH
https://huggingface.co/westenfelder/Llama-3.2-3B-Instruct-NL2SH
https://huggingface.co/westenfelder/Llama-3.1-8B-Instruct-NL2SH

Chapter 7

Conclusion

In this thesis, we explore applications for LLMs in NL2SH translation and benchmarking.
We identify issues with current benchmarks, including inaccurate datasets and unreliable
functional equivalence heuristics. To address these problems, we correct and expand NL2SH
datasets and create a new heuristic to determine the functional equivalence of Bash commands.
We assess our heuristic and find that Bash command execution paired with language model
evaluation of command outputs can determine the functional equivalence of commands
more accurately than previous heuristics. Using our dataset and heuristic, we evaluate
how constrained decoding, parsing, in-context learning and in-weight learning impact the
performance of Llama, Qwen and GPT models. We find that parsing and in-context learning
reliably improve the performance of open and closed-source LLMs for the task of NL2SH
translation. Additionally, we consider the applications of NL2SH models in military contexts
and reason that proper documentation promotes safe model use. We find that writing
documentation requires a balance between transparency and security, which are often in
conflict. We advocate for the DoD to leverage the FFRDCs to create military-specific
documentation for language models on a per-model basis, prioritizing openness and providing
justification for sanitization when necessary. Ultimately, we find that NL2SH translation
remains a difficult task for LLMs, and improvements are needed in this field before models
can be safely used in practice.
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Appendix A

Translation Prompts

Functional Equivalence Heuristic Prompt: LLM

You will be given a task and two Bash commands. The first command is the ground truth. If
the second command accomplishes the task, return true. Otherwise, return false. Only output
true’ or ’false’. Task: natural_language_prompt, Ground Truth Command: ground_truth
_command, Model Command: model_command.

Figure A.1: Prompt for evaluating the functional equivalence of Bash commands.

Functional Equivalence Heuristic Prompt: Execution + LLM

You will be given a task, two Bash commands, and the output of the two Bash commands. The
first command is the ground truth. If the second command accomplishes the task, return true.
Otherwise, return false. Only output ‘true’ or ’false’. Task: natural_language_prompt, Ground
Truth Command: ground_truth_command, Model Command: model_command, Ground Truth
Command Output: ground_truth_command_output, Model Command Output: model_command
_output.

Figure A.2: Prompt for evaluating the functional equivalence of Bash commands after
execution. Note the addition of command outputs compared to the prompt in Figure A.1.
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Translation Prompt: Baseline

Your task is to translate a natural language instruction to a Bash command. You will receive
an instruction i English and output a Bash command that can be run in a Linuz terminal.
You will not output markdown or other formatting. You will not include additional information.
natural_language_prompt

Figure A.3: NL2SH translation prompt used in the baseline evaluation.

Translation Prompt: Parser, Constrained Decoding and In-Weight Learning

Your task is to translate a natural language instruction to a Bash command. You will receive
an instruction i English and output a Bash command that can be run in a Linuz terminal.
natural_language_prompt

Figure A.4: NL2SH translation prompt used in the parsing, constrained decoding and in-
weight learning evaluations.
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Translation Prompt: In-Context Learning

Your task is to translate a natural language instruction to a Bash command. You will receive an
instruction in English and output a Bash command that can be run in a Linux terminal.

Show logged-in users info
w

Print the contents of "zx.sh"
cat xx.sh

Change owner to "root" and group to "www-data" of "/foobar/test_file"
chown root:www-data /foobar/test_file

delete all the text files in the current folder
find . -type f -name "*.tat" -delete

find all the files in the /path folder and delete them
find /path -type f -delete

Print the exit status of the last executed command
echo §¢

Display a tree of processes
pstree

Display information about all CPUs
Iscpu

Make an HT'TPS GET request to example.com and dump the contents in ‘stdout’
curl https://example.com

Display system memory
free

List all files, including hidden files
Is -a

Print a sequence from 1 to 10
seq 10

Get the properties of all the user limits
ulimit -a

List the name and status of all services
service —status-all
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Translation Prompt: In-Context Learning, Continued

Display a calendar for the current month
cal

Show the environment
env

create directory TestProject
mkdir TestProject

Query the default name server for the IP address of example.com
nslookup example.com

Print Hello World
echo "Hello World"

List all bound commands and their hotkeys
bind -p

Display the openssl version
openssl version

Print current time, uptime, number of logged-in users
uptime

Print file system disk space usage

df

List all configuration values available
getconf -a

Delete empty folder ‘nonsense  dir’.
rmdir nonsense_ dir

natural_language_prompt

Figure A.5: NL2SH translation prompt used in the in-context learning evaluation.
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