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Figure 1: SPARTA finds a good mask using this formulation and shows Sparse Fine-Tuning improves DP-SGD dynamics.

Abstract

Differentially private stochastic gradient descent (DP-SGD) is broadly
considered to be the gold standard for training and fine-tuning neu-
ral networks under differential privacy (DP). With the increasing
availability of high-quality pre-trained model checkpoints (e.g.,
vision and language models), fine-tuning has become a popular
strategy. However, despite recent progress in understanding and
applying DP-SGD for private transfer learning tasks, significant
challenges remain — most notably, the performance gap between
models fine-tuned with DP-SGD and their non-private counterparts.
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Sparse fine-tuning on private data has emerged as an alternative
to full-model fine-tuning — recent work has shown that privately
fine-tuning only a small subset of model weights and keeping the
rest of the weights fixed can lead to better performance. In this
work, we propose a new approach for sparse fine-tuning of neural
networks under DP. Existing work on private sparse finetuning
often used fixed choice of trainable weights (e.g., updating only the
last layer), or relied on public model’s weights to choose the subset
of weights to modify. Such choice of weights remains suboptimal.
In contrast, we explore an optimization-based approach, where our
selection method makes use of the private gradient information,
while using off the shelf privacy accounting techniques. Our numer-
ical experiments on several computer vision models and datasets
show that our parameter selection method leads to better prediction
accuracy, compared to full-model private fine-tuning or existing
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private sparse fine-tuning approaches. Our code is available here:
https://github.com/mazumder-lab/SPARTA/tree/main

CCS Concepts

« Security and privacy — Privacy protections.
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1 Introduction

Real-world datasets often contain sensitive or personal informa-
tion, such as financial or healthcare information, that needs to be
protected from bad actors. In fact, the responsibility of protecting
such sensitive information has been encoded into the law by regu-
lations such as the EU’s General Data Privacy Regulation (GDPR)
and the California Consumer Privacy Act. This poses challenges
for modern machine learning systems that depend on large-scale
datasets to deliver good predictive performance. As a result, recent
years have seen a growing interest in privacy-preserving machine
learning. Among numerous privacy-preserving machine learning
frameworks [27, 34], differential privacy (DP, [10]) is widely ac-
cepted as the gold standard for providing rigorous privacy guaran-
tees [11]. Loosely speaking, DP ensures that an adversary cannot
learn about any individual training data sample by examining the
learned model. A significant body of work has been dedicated to
studying the theoretical and algorithmic aspects of machine learn-
ing under DP [11, 31].

Modern computer vision systems make use of the immense ex-
pressive power of deep neural networks (DNNs). The main workhorse
for training DNNs under DP is differentially private stochastic gra-
dient descent (DP-SGD, [1]). DP-SGD introduces two major modi-
fications to an SGD algorithm: per-sample gradient clipping and
noise injection. Gradient clipping is implemented in DP-SGD to
limit the influence of each training sample on the resulting model,
and noise injection ensures that information about any individ-
ual is sufficiently obscured in the final model. Here, we assume
that each user contributes a single example to the training data,
which ensure example-level DP is equivalent to user-level DP. Un-
fortunately, these two steps (clipping and noising) can result in
significant predictive performance degradation compared to non-
private SGD [21, 30, 36], especially for models with a large num-
ber of parameters—DP-SGD suffers from the curse of dimensional-
ity [3, 33, 39]. For example, everything else being equal, the expected
norm of the noise injected in DP-SGD is proportional to Vd, where
d is the number of model weights. Computer vision tasks often rely
on DNNs with the number of parameters in tens or hundreds of
millions [16, 35, 40], where the application of DP-SGD might come
with significant loss of model utility.
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In practice, large models that are trained on publicly available
datasets are often fine-tuned on private data to perform well on
specific tasks. Private fine-tuning of pre-trained networks has been
shown to perform well in practice [13, 23]. Since publicly pre-
trained models commonly perform well on general machine learn-
ing tasks, it is natural to ask if every parameter of the pre-trained
model has to be fine-tuned to obtain a good performance on the
private data task. Fine-tuning a small subnetwork of a large model,
or sparse fine-tuning, can help to reduce the utility loss of DP-SGD,
by reducing the amount of the noise that needs to be injected in
DP-SGD updates. Luo et al. [26] were one of the first to demon-
strate private and sparse fine-tuning of large pre-trained models
can perform comparably to full-model training and/or fine-tuning.
A long line of follow-up work [2, 6, 8, 28] has studied the problem
of sparse fine-tuning under differential privacy, and developed sev-
eral algorithmic approaches that can perform better than whole
network fine-tuning.

Parameter Efficient Fine-Tuning (PEFT) is a way to reduce the
number of trainable parameters while preserving the model’s util-
ity. In general this line of work has two branches: The first one is
focused on freezing the existing model weights and introducing
additional parameters to be tuned. This increases the model size
and can make the inference slower, but has been shown to per-
form extremely well. Examples of such work are LoRA [18] tuning,
Prompt tuning approaches [19], Adapter tuning [17], etc. This line
of work is very popular in the field of Large Language models. The
second group of PEFT methods concentrates instead on choosing
the weights to update among the already pre-trained and existing
weights. Examples of this work include tuning only the last layer,
bias-term only fine-tuning, and others. While there has been work
showing that the first group of PEFT for DP-SGD improves the
utility (e.g. Li et al. [24], Yu et al. [38] show that LoRA does better
than full fine-tuning), in this work we explore if the same holds for
the second group. Our results suggest that choosing the weights
to fine-tune with DP SGD is beneficial and confirms the folklore
knowledge that fewer but "better" parameters for DP-SGD results
in better utility.

It is also worth noting that we consider DP-SGD as a baseline
for our experiments (showcasing improved utility by introducing
sparse fine-tuning), but our proposed method can be applied to
newer generation algorithms for DP like DP-MF [7].

In what follows, we discuss our approach and contributions, and
then review the related work.

Summary of approach and contributions: We propose SPARTA:
Sparse & PrivAte Row—-gradient Thresholding Algorithm, an end-
to-end sparse differentially private fine-tuning optimization frame-
work. SPARTA is modular and can be adapted to existing DP training
libraries—we present an implementation of SPARTA in Opacus [37].
Our experiments on a wide range of fine-tuning tasks show how
SPARTA improves the utility in DP fine-tuning over existing fine-
tuning approaches, either sparse or dense. We build our framework
on three major pillars:

Optimization formulations: Prior work has shown that the choice
of the fine-tuning subnetwork plays an important role. Therefore,
starting from the first principles, we present an optimization for-
mulation, to simultaneously (1) choose the fine-tuning subnetwork;
and (2) fine-tune the weights of the selected subnetwork. Our


https://github.com/mazumder-lab/SPARTA/tree/main
https://doi.org/10.1145/3711896.3736842

SPARTA: An Optimization Framework for Differentially Private Sparse Fine-Tuning

optimization-based approach to selecting the fine-tuning subnet-
work is different from the previous work that used a fixed selection
of weights to tune (such as last/first layer) or relied on publicly
available model weights.

Approximate algorithms: Our joint selection and fine-tuning opti-
mization problem involves a combinatorial structure which can be
computationally challenging. To this end, we propose a first-order
approximate algorithm to obtain good feasible solutions to our op-
timization. Our numerical experiments show that our algorithm is
able to identify subnetworks such that private fine-tuning on them
outperforms private fine-tuning of the whole network or commonly
studied fixed subnetworks (such as last layer, or first-and-last layer).
Privacy accounting: Our approximate algorithm makes use of the
(private) fine-tuning data. We show that existing off-the-shelf pri-
vacy accountants can be used to keep track of the privacy budget of
our joint selection and training procedure. In particular, we show
that the privacy cost of our subnetwork selection is the same as the
cost of one additional epoch of DP-SGD, a numerically insignificant
overhead in practice.

Our contributions can be summarized as follows: (1) We present
an optimization-based approach to jointly select and fine-tune sub-
networks of large pre-trained models under differential privacy.
As our optimization formulation is computationally challenging
to solve, we present an approximate algorithm to obtain good so-
lutions to our joint optimization framework. (2) Given that our
subnetwork selection uses private gradient information, we study
the privacy overhead of our selection method. We show the privacy
overhead of our proposal is the same as one epoch of DP-SGD. (3)
Our numerical experiments on several computer vision fine-tuning
tasks show that our selection method outperforms existing sparse
DP fine-tuning methods (e.g., last or first-and-last layer fine-tuning)
and whole network fine-tuning.

Related Work: Sparse DP fine-tuning. In this paper, we focus on
sparse DP fine-tuning which has received significant attention in
the recent years. Most existing approaches rely on the pre-trained
network for the choice of trainable subnetworks, or use fixed sub-
networks. For example, [26] choose to train the classifier and nor-
malization layers, and a fixed percentage of the weights that have
the largest magnitude in the pre-trained model. [8, 28] discuss fine-
tuning only the last layer of the network, while [6] proposes to
fine-tune the first and last layer of the pre-trained network. [2]
proposes to first reduce the size of the pre-trained network through
pruning the less important weights. They also propose to only up-
date a subnetwork of the pruned network for further dimension
reduction. Another approach is by [5], which propose to only fine-
tune the bias terms. Overall, approaches discussed here fall under
two broad classes: (1) They use a fixed selection of subnetworks,
such as last layer; or, (2) To select the trainable subnetwork, they
make use of publicly available model weights, either from the pre-
trained network or the weights that have been updated via DP-SGD
and can be released publicly. As neither of these approaches use
private information, they broadly do not need additional privacy ac-
counting. However, not making use of the private information can
potentially lead to subnetwork selections that result in sub-optimal
prediction performance—as demonstrated by [6], the performance
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of sparse DP fine-tuning can improve with a better choice of the
trainable subnetwork.

2 Preliminaries

Before discussing our method, let us briefly review some notation
and important concepts that we will use throughout the paper.
Notation: Let W € R¢ parameterize the network weights, where d
is the network dimension. We assume that the private fine-tuning
dataset contains n observations, and let £;(W) for i € [n] de-
note the fine-tuning loss, corresponding to the i-th data point. De-
fine L(W) = 31, L;(W)/n to be the overall fine-tuning loss. For
veRYand k > 1, we let arg Top -k(v) € {0, 1}9 be such that the
Jj-th coordinate of arg Top -k(v) is equal to one, if and only if v;
is among the coordinates of v with k largest magnitudes. We also
let I(-) denote the indicator function; for example, I(x = y) = 1
if x = yand I(x = y) = 0 otherwise. Also, for g € Rd, denote
lg| € R the vector of elementwise absolute value entries of g;
thatis |g| = (|g1], .. -, [gql). Finally, let I denote the identity matrix
(of size d), and N (0, 6I) a sample from a d-dimensional Gaussian
distribution with zero mean and covariance ¢°1.

Differential Privacy: We present a formal definition of DP, which
relies on the notion of neighboring datasets that typically differ in
one record (See the discussion in [31] for more details).

Definition 2.1 (DP, Dwork [10], [1]). Given the privacy parameters
(&,6) € Rt xR*, a randomized algorithm A(-) is said to satisfy the
(&, 6)-DP property if

P(A(D) € K) < eP(A(D’) € K) +6,

for any measurable event K € range(A) and for any pair of neigh-
boring datasets D and D’.

We note that in Definition 2.1, the probability is taken over
the randomness of the algorithm A. Stronger DP guarantees are
measured by smaller (¢, §) values. A large body of work has been
dedicated to developing algorithms for learning under DP [11]. In
this work, we focus on DP-SGD (although our proposed approach
can be applied on top of other DP-learning algorithms like DP-
MF [7].)

DP-SGD: Abadi et al. [1] propose DP-SGD as a modification of
stochastic gradient descent for DP learning. In DP-SGD, stochastic
data minibatches are used to update the model weights. For a fixed
sampling probability 0 < g < 1, at iteration ¢, a random minibatch
(or lot) By C [n] is drawn, such that each data point is chosen to be
in B; with probability g independent from other data points. Let
W denote the network weights at iteration ¢ of DP-SGD, and let
gt = V.L;(W?) be the gradient of the loss of the i-th data point,
at iteration t. For every data point i € By, the per-sample clipped
gradient is calculated as

where C > 0 is the clipping threshold. This step ensures the in-
fluence of i-th sample is limited in the resulting model. The noisy

llg"*ll2

sti_ ot
b — B 1’
g g /max{ .
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batch gradient is then obtained as

e_ 1
qn

g Z G4+ N(0,0%CD) |, (1)
i€B;

for some suitable noise multiplier o > 0. The Gaussian noise is
injected here to ensure the overall mechanism remains private.
Finally, the weights are updated as W*! = W’ — 5, §* for some
learning rate n; > 0. The work of [1] discuss how to calculate the

overall privacy guarantees given the values of g, 0.

Subsampled Gaussian Mechanism (SGM): The noisy gradient
update (1) of DP-SGD is a special case of an SGM, defined below.

Definition 2.2 (SGM, [29]). Let f be a function mapping sub-
sets of [n] to RY. Suppose f has a global sensitivity of C > 0:
L (S)=f(S)|l2 < C for any two adjacent S,S” C [n]. The Sampled
Gaussian Mechanism (SGM), parameterized with the sampling rate
0 < ¢ < 1 and the noise variance 6® > 0 is defined as

SGq6,c(S) = f(S) + N(0, Cc%6%1),

where each element of S is sampled independently at random with
probability g without replacement.

Given this definition, DP-SGD can be thought of as a composition
of a series of SGMs. Although [1] discusses privacy accounting for
DP-SGD, as it turns out, similar privacy accountants can be designed
for general SGMs. For example, the Opacus’ [37] default privacy
accountant [14] can keep track of the privacy budget of composition
of SGMs (of which, DP-SGD is a special case).

3 An Optimization Formulation for Sparse
Fine-Tuning

In this section, we discuss a general optimization framework for

sparse fine-tuning of DNNs. We first study the non-private setting

to develop our framework, then we discuss how our framework
can be applied under DP constraints.

3.1 Non-Private Formulations

We start with the non-private setting. Suppose W14 denotes the
current model weights. This can be the pre-trained network, or a
slightly fine-tuned model (e.g., for a few epochs). We let m € {0, 1}
be a mask that indicates which model weights will get updated. If
m; = 1for i € [d], the i-th weight receives gradient updates and
gets fine-tuned. If m; = 0, the i-th weight stays the same as the
current weight. Thus, we can parameterize the fine-tuned DNN
as Wy g + m © W where © denotes the Hadamard product, and W
are the (fine-tuned) weights we optimize over. We would like to
minimize the fine-tuning loss, £(Wgq+m ©W). This minimization
however, is jointly over m (i.e., which weights to fine-tune) and W
(i.e., what the fine-tuned weights should be).

For additional modeling flexibility, let us assume we select groups
of model parameters to be trainable in our subnetwork selection
procedure. As we discuss later, this group selection structure helps
when we study the private setting. Formally, suppose the network
weights are partitioned into g > 1 non-intersecting groups, given
as G1,--+,Gq C [d]. For every group G;, we either set all the
weights belonging to this group to be trainable, or none of them to
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be trainable. We assume that this grouping is fixed and is given a
priori. In the extreme case, each group can contain a single model
weight, implying that we can set individual weights to be trainable
or not. We let z € {0, 1}9 be the indicator that specifies if a group of
weights is trainable or not. If z; = 1 for some j € [g], then all the
weights in G; are set to be trainable, m; = 1 for all i € G;. We can
also control how many groups of variables are set to be trainable by
constraining Z?:l zj < k where k is the budget on the number of
trainable groups. Thus, we can define the set of all possible masks
with the budget of k trainable groups as

A= {(m,z):m € {0,119 z € {0,1}9, )

q

ZZ]' <k m<zjViegGj,j=1,-- ,q}.

J=1

Using these principles, we arrive at our optimization-based ap-
proach for subnetwork selection:

min L(Wyg +moOW) st (m,z) €A. (3)
W,m,z

Here, we are jointly selecting the weights and the (sparse) mask
to minimize the fine-tuning loss. The constraint (m, z) € A ensures
the masks we obtain from (3) are sufficiently sparse.

Remark 3.1 (Differences from neural network pruning). We note
that Problem (3) is different from the DNN pruning problem. In DNN
pruning [4, 12, 15, 22], the goal is to choose a sparse subnetwork
that leads to small training error, when every other network weight
is set to zero. In Problem (3) we do not set any weights to zero,
rather, we freeze some weights and do not update them during
training.

Problem (3) is non-convex and has a combinatorial structure.
This makes solving it computationally challenging. Therefore, we
use a linear approximation to £L(Wyq + m © W), and we add an
additional regularization term, as this approximation is only valid
locally, to ensure that the fine-tuned weights Wyq + m © W do
not move too far away from the current weights Wyq. Specifically,
letting W = W4 + m © W, we approximate using a second-order
Taylor expansion of the loss function .£. To this end, for any W we
can write

~ ~ T ~
LW) = LWoia) + (W =Woig)VLWoig) + 5 IW = Worgll,
(4)
where V£ denotes the gradient of the loss function, and 7 > 0 is
the regularization coefficient we discuss later.

Under this approximation, by substituting (4) into (3), we obtain
an approximation to Problem (3) as

min g'(m @ W) + —|m © W|2 st. (mz) € A (5
W,m,z 2

where g = VL(W,)q)-

We now discuss how good solutions to Problem (5) can be found.
Note that Problem (5) has the same minimizer as Problem (6) given
as:

(6)

min [[moW +g/7l% st (m,z) € A.
W,m,z
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Upon inspection, we note that the optimal solution to Problem (6)
can be found in closed-form. Define v € R? such that

0= ), giVielql ™
iegj
Then, it is easy to see that
W= —2, z = arg Top -k(v),
T
mi = ]I(szl,iegj)ViE[d]. 8)
Jjelql

However, under privacy constraints, it is more appealing to
consider an upper bound to Problem (6) in Problem (9)—we will
discuss privacy cost accounting for Problem (9) in Section 4:

min ||moOW + g/f||§ s.t. (m,z) € A. 9)
W,m,z

Note that the optimal solution to Problem (9) changes the group
scoring function vj to be the £;-norm of the gradient of the group
Jj € [g]. The optimal solutions to Problem (9) are therefore given
by

o= ) lail Vi € [q],

i€G;j
w=-2 ;=
=-=, Zz=argTop-k(v),
T
mi = I(¢; = 1,i € Gj) Vi € [d]. (10)
jelql

In other words, to solve Problem (9), we need to sort the coor-
dinates of v based on their magnitude, and select to train the
groups corresponding to the k largest ones. We can use the up-
date in (10) iteratively to carry out sparse fine-tuning, by updating
Wyiq < Wyiq + 11 ©W. Here, 1/7 can be thought of as the step size.
In fact, if we allow all groups of variables to be trainable, that is,
k = g, and set n; = 1/, then (10) simplifies to ordinary (S)GD.

3.2 Privatizing (10): A first attempt

The update (10), however, uses the private gradients g and therefore
does not satisfy differential privacy. A first natural idea would be to
use the noisy and clipped gradients available from DP-SGD in (10) to
ensure the whole mechanism remains private. However, especially
in high privacy regimes (small ¢), the norm of noise can dominate
the norm of the gradient — the updates (10) would not perform
better than randomly choosing which model weights to update. We
demonstrate this below by a numerical example.

Example 3.2. Similar to the ablation study conducted in Section 5,
we consider DP fine-tuning on the CIFAR10 dataset [20] of the
ResNet18 network [16] that has been pre-trained on CIFAR100 [20]
with ¢ = 1,6 = 107>. We use 5 independent runs for the error
bars. We use (10) to obtain a mask for fine-tuning where g is sub-
stituted with DP-SGD gradients averaged over an epoch. That is,
g = ZtTZ 1 g' /T, where Ty, is the number of iterations in an epoch
and g’ is in (1). We do not use grouping, G; = {i} for i € [d] and
we allow 20% of the weights to be trainable by choosing k = 0.2d.
The additional details of this procedure can be found in Algorithm 2
in the Appendix. We carry out sparse and private fine-tuning with
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DP-SGD on the resulting mask. At the end, we achieve an out-
of-sample accuracy of 77.89 + (0.05)%. However, under the same
setting, if we fine-tune the whole network with DP-SGD using a
completely random mask, we achieve an out-of-sample accuracy
of 77.84 + (0.17)%.

As we observe in Example 3.2, using DP-SGD gradients for mask
selection does not result in an improvement over a random choice
of the mask. Motivated by this, we introduce SPARTA, that performs
the privacy accounting in a more clever fashion and selects a mask
that results in better DP-SGD dynamics — under the same setup as
Example 3.2, SPARTA achieves an out-of-sample accuracy of 78.81 +
(0.12)%.

4 SPARTA: Sparse and Private Fine-Tuning

In this section, we introduce SPARTA, our end-to-end sparse DP
fine-tuning procedure. We discuss how the mask we obtain from
our optimization-based approach can be released under privacy
constraints. The update in (10) shows that to select a particular
group of model weights such as G; to be trainable, the correspond-
ing coordinate of » has to be large. This implies that the weights i in
group G; have to have large absolute gradients, on average. In other
words, the knowledge of v suffices to obtain s in (10). Luckily, as
we discuss below, estimating the group aggregate information v
under privacy constraints is rather straight-forward.

To this end, suppose a data batch B; is selected at iteration ¢, and
let

gt = VLW,

be the gradient of a data point i € B;. Suppose we are using DP-
SGD with the clipping constant of C > 0 and the noise standard
deviation ¢. Define

to be the absolute value of the clipped gradient. Let

t,i
ut,l — |gt’l|/max{1, ”gC”Z

il = Z ubl + N (0, 2C2I).

i€B;

(11)

The vector i@’ is an estimate of the absolute value of a batch gradient
that can be publicly released, achieved by clipping the absolute
value of per-sample gradients and then adding Gaussian noise. In
particular, if C = 00,0 = 0, we have &’ = 2ieB, |g%%|. Next, we
consider the vector ¢ € R? with

~t _ ~t
0 = Z i; .
iEgj
This is a “clipped and noisy” version of the vector v in (7), calculated
on the batch B;. Consider Proposition 4.1.

(12)

Proposition 4.1. The vector it in (11) is an SGM as defined in
Definition 2.2.

Proposition 4.1 shows that obtaining @ (and &' consequently)
has the exact same privacy cost as a step of DP-SGD (with the
clipping constant of C and the noise parameter o) if one uses a
DP accountant that considers SGMs and their compositions, for
instance, [14] which is the default in Opacus. Therefore, we cal-
culate and average o' over multiple batches By, - - - , By, for some
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Tp > 1 to obtain an estimate of v such as o = ZtTZl o' /Ty,. For every
batch B;, we include the privacy cost of one DP-SGD step in the
privacy accountant, which ensures each &’ can be publicly released.
As each 9! and consequently & can be publicly released, we replace
v with o in (10) and obtain a mask:

(13)

= Z I(2;=1,i € Gj) Vi € [d].
Jjelql

The mask that is obtained from (13) can be released publicly with
no additional privacy cost, as it is a result of composition of SGMs.
We note that, however, if we use some data batches to calculate
m, we cannot use the same data batches to calculate the DP-SGD
gradients. Therefore, if we use Tj, batches of data to obtain a mask,
we have to carry out Tj, fewer steps of DP-SGD to obtain the same
DP guarantees as if we did not use any data to find a mask.

The procedure we use in practice is shown in Algorithm 1. Ini-
tially, we fine-tune the pre-trained model using DP-SGD for Tj
epochs, to make sure the model gradients are informative (note
that the last-layer in vision tasks is randomly initialized so initial
gradients may not be reliable for mask selection). Then, we stop
DP-SGD for an epoch, and instead use the data batches to obtain a
mask via (13). Next, we continue DP-SGD training on the subnet-
work indicated by m for another T — Ty — 1 epochs. As discussed
above, this procedure has the same privacy guarantees as if we run
DP-SGD for T epochs. This is formalized in Proposition 4.2.

z = arg Top -k(9), m;

Proposition 4.2. Under privacy accountant [14] (or any accountant
studying SGMs), Algorithm 1 has the same privacy guarantees as T
epochs of DP-SGD.

4.1 Reasoning behind algorithm design choices

We can now answer three important questions regarding our fine-
tuning procedure:

Why we use grouping: Our discussion above illustrates the bene-
fits of using group selection. If there are multiple weights in G; for
some j € [q], in order to calculate 55 in (12), we average multiple
coordinates of it?. Therefore, the noise in coordinates of &t cancel
each other when calculating o—it is less costly to publicly release a
measure that is aggregated over multiple model weights. We study
the effect of grouping numerically in Section 6.

Why we do not use DP-SGD gradients for mask selection: We
note that the noise cancellation effect would not happen if we use
the absolute value of noisy and clipped gradients of DP-SGD in (11),
that is, defining @’ as

gt + N (0,62 CT)),

i€B,

' =

where g% is the clipped gradient.

Why we use the approximation in (9) rather than (6): We note
that under Problem (9), we need to release the absolute values of
gradients (rather than the squared gradients that would be required
for Problem (6)), which is more straightforward to write as an SGM.

4.2 Implementation Details

Finally, we discuss some implementation details of SPARTA.
The choice of groups: The motivation of group selection discussed
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Figure 2: row grouping operation on a 2D convolutional
Layer.

above does not impose any structure or constraints on how the
groups are pre-chosen. In practice, we use row-grouping as the
introduced row-structure can be exploited for efficiency in sparse
fine-tuning (see Section 7). The row-grouping is a per-layer group-
ing scheme that reshapes a high-dimensional tensor, representing
layer weights, into a 2-dimensional tensor and selects rows of this
matrix as groups. This is illustrated in Figure 2 on a 2D Convo-
lutional layer matrix with cjp, cout are the number of inputs and
output channels respectively and kg, kyy the kernel dimensions.
Per-layer sparsity budget: We mostly discussed an overall spar-
sity budget for the number of trainable groups, given by k in (2).
However, we note that our framework is flexible and can handle
other types of sparsity constraints. In practice, we would like to
ensure that a portion of each layer receives fine-tuning updates.
Therefore, if we would like that at most s% of the mask to be nonzero,
we select the mask so that for each layer at most s% of the weights
are trainable.

Algorithm 1 SPARTA
Input: Wy (pre-trained weights), Ty = 10 (mask finding epoch), T = 50
(#epochs)
Train Wpyq for T epochs with DP-SGD.
// In practice, we do DP-BitFit during the first T, epochs.
u=0
for each Poisson-sampled batch B; (1 epoch) do
it += Yiep, 19| /max {1, [ g |l2/C} + N(0,C*0*T)
// Private gradient absolute value update

0j = Yieg; ti Vj € [q]

z = arg Top -k(o)

m; = Zje[q] ]I(fj =1i€ g]) Vi e [d]

// Select and fix the sparse mask

DP-SGD training W = L(Wyq + m © W) for T — Ty — 1 epochs.
// Differentially Private Sparse fine-tuning.

5 Mask selection ablation Study

We perform additional ablation studies on the ResNet18 network [16]
that has been pre-trained on CIFAR100 [20]. We consider DP fine-
tuning this network on CIFAR10 [20] with (e, §) = (1,107°). The
performance on the downstream task without privacy is 94.10% [26].
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We optimize the model with a learning rate classifier_lr= 0.1
for parameters of classification layer (which is randomly intialized)
and a learning rate 1r= 0.01 for the remaining parameters. The
mask finding epoch Ty = 5 for the ablation study and the remaining
hyperparameters are similar to the ones introduced in Section 6
(T =50, C = 1, batch_size = 500, etc.) We use 5 independent runs
for the error bars in the ablation study. Specifically, we consider
the following alternatives:

(1) Oracle Mask-(non-private) where we use true (unclipped
and not noisy) gradients averaged over an epoch to solve Problem (9)
without any grouping. Training is still done with DP-SGD. We show
the details of this procedure in Algorithm 3. This procedure is not
(¢,0)-DP, but allows us to characterize the best possible perfor-
mance of DP-SGD, if we had infinite privacy budget for choosing
the mask using our optimization formulation introduced in Equa-
tion (3).

(2) DP-SGD Gradients which is mask selection procedure similar
to Oracle Mask—(non-private), but instead of using true gra-
dients, we use those available from DP-SGD to ensure that the
end-to-end procedure satisfies DP. This is the same procedure as in
Example 3.2, and is shown in Algorithm 2.

We show the results for these methods in Table 1. We see that Oracle
Mask—-(non-private) has the best accuracy but this procedure does
not satisfy DP. However, we can deduce that the best accuracy we
can expect from DP-SGD with a good mask is 79.26%. As soon as
we use DP-SGD gradients for mask selection in DP-SGD Gradients,
we see a significant drop in accuracy which shows that a simple
implementation of mask selection using DP-SGD gradients does
not lead to significant improvements. On the other hand, SPARTA
leads to a better performance compared to DP-SGD Gradients.
This shows the success of our mask selection procedure that makes
use of grouping, under DP constraints. We opt for a row-grouping
for simplicity and the hardware speedups enabled by this group
structure (see Section 7).

Ablation study conclusion: The ablation study shows that our
optimization formulation in Problem (9) is a good direction towards
improving the utility of DP-SGD training by leveraging sparse fine-
tuning. Naively using privatized gradients to solve this problem is
not the correct idea given the high-privacy regime which makes
ranking a large number of data points with too much noise a hard
task. Instead, we propose grouping these data points to increase the
signal-to-noise ratio. This allows to rank less number of data points
with less noise variance. Our approach is robust to the choice of
grouping and row-grouping is a heuristic that works well in prac-
tice and can result in speedups with an improved implementation.

Table 1: Ablation study for ResNet18 on the DP finetuning
task CIFAR100/CIFAR10 with (¢, §) = (1,107°) that led to the
development of SPARTA.

Method Name Grouping Accuracy
Oracle Mask—(non-private) X 79.26 + (0.14)%
DP-SGD Gradients X 77.89 £ (0.05)%
Random-Groups X 77.84 + (0.17)%
SPARTA v 78.81 % (0.12)%

2096

KDD ’25, August 3-7, 2025, Toronto, ON, Canada

Accuracy vs Trainable Parameters

Last

DP-BitFit

All

Ours

MP

Oracle (non-DP)
Luo et al. (2021)
First & Last

791

78

Hi + oo o

~
N
N

N

Accuracy

~
o
s

75 A
T

744 ;

T
0%

T T T T T
20% 40% 60% 80% 100%

Percentage of Trainable Parameters

Figure 3: Profile of Accuracy/Percentage of trainable param-
eters for ResNet18 under (¢, ) = (1, 10_5) DP-guarantees.

To further understand the role of sparsity, we profile the perfor-
mance of SPARTA with different sparsity patterns and compare with
other sparse fine-tuning methods (some of which are introduced
in Section 6) under the same setting (hyperparameter choices and
privacy guarantees) in Figure 3.

6 Experiments

In this section, we study the performance of SPARTA and compare
with the state of the art methods for sparse fine-tuning. The imple-
mentation is done with Opacus [37] with default settings (privacy
accountant, batch sampling, etc.).

Datasets and models: We explore several computer vision ar-
chitectures including vision transformers (in particular DeiT) and
Wide-ResNet. In terms of vision transformers, we study tiny, small,
and base variants of DeiTs [35], pre-trained on ImageNet [9]. Ad-
ditionally, we consider the Wide-ResNet architecture WRN-28-10
pretrained on ImageNet-32. The considered fine-tuning tasks are
CIFAR10/100 [20].

Competing methods: We consider full fine-tuning (All), last layer
(Last) fine-tuning following [8], a mask selection based on the mag-
nitude of public pre-trained weights MP [26], as introduced in Algo-
rithm 4, and DP-BitFit [5]. We follow the same hyper-parameter
tuning procedure discussed in Appendix 6 for SPARTA, as well as
the competing methods. The entire last layer and group normal-
ization parameters are trainable parameters. This minimal number
corresponds to (Last). Adding bias terms to the trainable set corre-
sponds to (DP-BitFit). For SPARTA and MP [26], the last layer, group
normalization and bias terms are trainable; and the mask selection
happens on the convolution/linear parameters.

Details on Hyper-parameters: In all of our experiments, we use
a fixed § = 107> and varying values of ¢ € (2,4, 8) for our (e, §)
guarantees corresponding to a high to moderate privacy regime.
We fix the percentage of trainable parameters in SPARTA to 20%,
the number of epochs T = 50, the mask finding epoch Ty = 10, the
clipping constant C = 1 and the batch_size = 500. We use SGD as
optimizer with fixed momentum = 0.9 and no weight decay. We
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mask selection procedure
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PEFT Sparse Fine-tuning frozen pre-trained weights DP-SGD trainable.

Figure 4: Efficient implementation of sparse DP-SGD fine-
tuning of our proposed row-grouping scheme.

use a cosine annealing scheduler in all experiments with a linear
warm_up = 0.02 - corresponding to one epoch. All the models used
have been pre-trained on their corresponding public datasets with
group normalization. For the transfer learning task, we randomly
initialize the Last Layer since the output dimension changes. The
learning rate 1r= 0.01 for all experiments.

For the mask selection procedure based on the magnitude of the pre-
trained weights as introduced in Luo et al. [26], we use a percentage
of trainable parameters equal to 20% (similar to the percentage of
trainable parameters reported for SPARTA) instead of the reported
p = 1% because it gives a better performance on our considered
model/dataset/privacy combinations.

Results: Table 2 shows that SPARTA performs better than all layers
fine-tuning, confirming that sparse fine-tuning under DP can im-
prove the prediction accuracy. We also see that SPARTA performs
better than existing sparse DP fine-tuning methods, which shows
the benefits of our optimization-based approach to sparse subnet-
work selection.

7 Improved Implementation for Hardware
speedups

Our introduced row-grouping scheme yields a structure in terms
of fine-tuning that can be exploited for hardware speedups. We
propose an improved implementation where the trainable groups
are stacked together as a separate matrix that receives private
gradient updates, whereas the initial pre-trained weights W4
remain fixed. For instance, the introduced implementation as shown
in Figure 4 results in a 15% wall-clock time speedup compared to
standard full fine-tuning for the DeiT Base model using sparse
fine-tuning with the number of trainable parameters set to 1%—
benchmarked on an L40 and A100 GPU.

8 Discussion and Limitations

The numerical experiments support that sparse fine-tuning can
be valuable in DP, and that algorithmically finding a mask that
results in a performance boost is achievable thanks to SPARTA. The
framework we propose comes with a few limitations. Even though
we propose default values for Ty = 10 and the sparsity pattern
k/q = 20% used in the experiments Section 6, the optimal way
to find these values is to perform a hyperparameter search. That
being said, SPARTA seems to be robust to changes in these hyper-
parameters; SPARTA is a smart interpolation between All layers

EEEEEEEEEEEE
.:D:. HHHH T == pritegradiens
(NN
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finetuning (SPARTA reduces to All layer fine-tuning if k/q = 100%)
and DP-BitFit (SPARTA reduces to DP-BitFit if k/g = 0%). The hy-
perparameters control whether SPARTA performs like All layers
fine-tuning or DP-BitFit fine-tuning (see Figure 3 and Figure 5).

We believe that our findings can be further used to improve the
utility of other PEFT methods which introduce additional trainable
parameters like LoRA [18] for DP-learning. An adaptation to our
optimization formulation (3) can be introduced for rank-selection in
DP-LoRA [25]. A similar subspace selection procedure (as opposed
to row-group selection in this paper) can be applied to select a LoRA
rank without expensive hyperparameter tuning.

9 Conclusion

We explore the effect of sparse fine-tuning on DP-SGD dynam-
ics and present a simple and portable mask selection procedure
that could be plugged on top of standard DP-SGD (and DP-SGD
like algorithms) in neural network private fine-tuning to improve
the utility of vanilla DP-SGD. The introduced structure in sparse
fine-tuning can further be exploited to obtain hardware speedups
compared to standard DP-SGD full fine-tuning of the model.
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Privacy Dataset Model SPARTA All Last MP [26] DP-BitFit [5]  Non-Private
DeiT Tiny ~ 92.82+(0.06)%  90.38+£(0.13)%  85.65+(0.02)%  92.69+(0.03)%  92.24:(0.04)% 97.20%
crpappe  DeiTSmall  9571x(0.04)%  9429(0.10)7%  90.13x(005)%  9555+(0.04)%  95.19:(0.03)% 98.14%
DeiT Base  96.80+(0.03)%  96.28+(0.09)%  92.38£(0.05)%  96.70+(0.05)%  96.29+(0.02)% 98.53%
WRN-2810  96.42+(0.04)%  95.63+(0.05)%  96.262(0.03)%  96.30£(0.05)%  96.26%(0.04)% 97.76%
€e=2
DeiT Tiny 69.58+(0.10)%  61.22+(0.36)% 58.10+£(0.09)%  69.01+(0.25)%  69.53%(0.13)% 84.86%
clpaRigy DeiTSmall | 75.87+021)7%  7121x(022)%  6457£0.07)%  75.32£(0.05)%  75.26%(0.16)% 88.15%
DeiT Base  79.91+(0.11)%  78.23+(0.12)%  66.44+(0.11)%  79.64+(0.10)%  78.24+(0.08)% 90.53%
WRN-2810  73.59£(0.09)%  70.16£(0.20)%  73.40£(0.07)%  73.10£(0.11)%  72.84%(0.13)% 85.11%
Deit Tiny 93.33+(0.03)%  92.30+(0.15)% 85.70+(0.02)%  93.15+(0.02)%  92.25+(0.04)% 97.20%
cpappe  DeitSmall  95.96x(0.04)%  95.53£(0.06)7%  90.15£(0.07)%  95.78+(0.03)%  95.23%(0.01)% 98.14%
Deit Base  96.98+(0.03)%  96.83+£(0.07)%  92.37+(0.05)%  96.80+(0.05)%  96.30(0.02)% 98.53%
WRN-2810  96.65+(0.02)%  96.21£(0.03)% 96.31£(0.04)%  96.44+(0.05)%  96.32::(0.04)% 97.76%
€e=4
Deit Tiny  70.22+(0.13)%  64.74+(0.21)%  58.23£(0.10)%  69.91£(0.20)%  69.73(0.10)% 84.86%
ClEaRige  DeitSmall | 7651£(016)%  73.99x(021)%  64.64%(0.05)% 7621:(0.16)%  7531%(0.11)7% 88.15%
Deit Base 80.37+(0.09)%  79.69£(0.09)%  66.57+(0.09)%  80.03+(0.11)% 78.38+(0.08)% 90.53%
WRN-2810  74.24+(0.11)%  72.46+£(0.21)%  73.62+(0.08)%  73.85+(0.07)%  73.19:£(0.09)% 85.11%
Deit Tiny ~ 93.75£(0.05)%  92.92+(0.15)%  85.71%(0.03)%  93.27+(0.04)%  92.27+(0.05)% 97.20%
cpapre  DeitSmall  96.12+(0.07)%  95.89H(0.07)7%  9017£(0.07)%  95.85+(0.02)%  95.25%(0.02)% 98.14%
Deit Base 97.05+(0.03)%  97.99+(0.05)% 92.33+(0.07)%  96.85+(0.03)%  96.30+(0.03)% 98.53%
WRN-2810  96.70+£(0.02)%  96.33£(0.03)%  96.33£(0.03)%  96.49£(0.06)%  96.33%(0.04)% 97.76%
€e=38
Deit Tiny  70.54+(0.14)%  65.91£(0.23)%  58.27+(0.08)%  70.20+(0.20)%  69.82+(0.11)% 84.86%
ClEaRige  DeitSmall | 7672£017)%  7471:(0.18)%  64.66£(0.05)% 7649:(0.14)%  7537(0.11)7% 88.15%
Deit Base  80.40£(0.10)%  80.12(0.07)%  66.69+(0.10)%  80.11£(0.10)%  78.51%(0.08)% 90.53%
(

WRN-2810  74.49+(0.17)%  73.11+(0.21)%  73.70£(0.13)%  74.28+(0.09)%  73.42%(0.16)% 85.11%

Table 2: Numerical results for fine-tuning vision models with varying ¢ values and a fixed § = 107> (¢, §) DP-guarantees for
different sparse fine-tuning methods.
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A Experiments
A.1 Experimental Setup

All experiments were carried out on a computing cluster. Experiments were run on an Intel Xeon Gold 6248 machine with 20 CPUs and a
single NVIDIA V100 GPU. Our machine is equipped with 170GB of CPU RAM and 32GB of CUDA memory. For our experiments, we use the
PyTorch and the Opacus Library [37] to implement all neural network models and the DP training.

A.2 Ablation Study Details

Here, we discuss the details of the algorithms used in our ablation study in Section 6. In particular, we show the workflow for DP-SGD
Gradients in Algorithm 2 and the workflow for Oracle Mask-(non-private) in Algorithm 3. Generally speaking, these two algorithms
follow the same workflow as Algorithm 1, but the mask selection is different for each of them. Oracle Mask—(non-private) uses the true
gradients, which implies the algorithm will not satisfy DP, but this allows us to understand how good our mask selection procedure is.
DP-SGD Gradients uses DP-SGD gradients for mask selection, which allows us to understand how important grouping is in SPARTA.

Algorithm 2 Selection via DP-SGD Gradients

Input: Wy 4 (pre-trained weights), Tp = 10 (mask finding epoch), T = 50(#epochs)
Train W4 for Ty epochs with DP-SGD.
u=0
for each Poisson-sampled batch B; (1 epoch) do
it += Yjep, g~ /max {1, |g""|l2/C} + N (0,C%6I)
// Absolute value of DP-SGD gradients
m = arg Top -k(it) // Select the sparse mask
Continue training W — L(Wyjq + m © W) with DP-SGD for T — Ty — 1 epochs.

// Sparse Fine-Tuning, use Clipping C and noise variance o?.

Algorithm 3 Oracle Mask-(non-private)

Input: W4 (pre-trained weights), To = 10 (mask finding epoch), T = 50(#epochs)
Train W4 for Ty epochs with DP-SGD.
u=0
for each Poisson-sampled batch B; (1 epoch) do

it += Yjep, 9]

// Averaged true gradients
m = arg Top -k(i1) // Select the sparse mask (non-privatized selection)
Continue training W +— L(Wy)q + fir © W) with DP-SGD for T — Ty — 1 epochs.
// Sparse Fine-Tuning, use Clipping C and noise variance o°.

Algorithm 4 MP [26]

Input: W4 (pre-trained weights), T = 50(#epochs)
tin = arg Top -k(|W1al)
// Select the sparse mask using the magnitude of public pre-trained weights W;14
Train W +— L(Wyq + m © W) with DP-SGD for T epochs.
// Sparse Fine-Tuning, use Clipping C and noise variance o?.

A.3 Effect of ¢ on Accuracy/Percentage of trainable parameters profile

One motivation of sparse fine-tuning in the context of DP-SGD is that each trainable parameter is updated with an independent (to
other parameters) noise. In this subsection, we further explore this idea by demonstrating the profile of Accuracy/Percentage of trainable
parameters for the DeiT Tiny network for ¢ = 2 and ¢ = 8. It shows that in a lower signal-to-noise ratio, with ¢ = 2 corresponding to a
high privacy regime, it seems more suitable to use a smaller number of trainable parameters compared to a high signal-to-noise ratio, with
& = 8 corresponding to a moderate privacy regime. Our explorations have shown that pushing these boundaries a lot further would lead
to DP-BitFit and All layer fine-tuning to out-perform mask selection approaches (including Oracle Mask-(non-private) which has an
infinite privacy budget for mask selection) for extremely low and extremely high (approaching non-private regime) ¢ values respectively.
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Figure 5: Profile of Accuracy/Percentage of trainable parameters for DeiT Tiny under (¢, §) = (2,107°) (left) and (¢, §) = (8,107°)
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