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A person looks back on a memory of The user uses Al to edit the image or create The Al-edited image or video causes the
something they experienced. a video, enhancing it to appear more positive. user to form a false memory of the event.

- Mister Police, | remember
that there was no one at
the time beside me, my girl

friend, and my dog.

L/
_ k\
A crime scene

A person takes a photo or video Al filter unintentionally removes a crucial object due As a result, the person misremembers the
to capture a scene. to misinterpreting it as irrelevant or background. event based on the altered image.

Figure 1: Illustration of how Al-edited media can create false memories. The top row depicts a person using Al to enhance an
image or video to make it more positive. Over time, the person revisits the image without recalling that it was edited, leading to
the development of a false memory of the event. The lower section depicts a situation where AI inadvertently modifies an
image, eliminating bystanders from the frame as part of an automatic filter without retaining the original version (a feature
already available in Google Photos and other camera apps). Later, when the individual reviews the photograph—potentially
related to a crime scene—they develop a false recollection that matches the edited image rather than the actual event, leading
to false witness testimony. This figure highlights the impact of AI-generated edits on human memories, demonstrating how
subtle changes can distort recollection.
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or deviate from reality. In a pre-registered study, 200 participants
were divided into four conditions of 50 each. Participants viewed
original images, completed a filler task, then saw stimuli corre-
sponding to their assigned condition: unedited images, Al-edited
images, Al-generated videos, or Al-generated videos of Al-edited
images. Al-edited visuals significantly increased false recollections,
with Al-generated videos of Al-edited images having the strongest
effect (2.05x compared to control). Confidence in false memories
was also highest for this condition (1.19x compared to control). We
discuss potential applications in HCI, such as therapeutic memory
reframing, and challenges in ethical, legal, political, and societal
domains.
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1 Introduction

If a device existed that could help reframe your worst day in a more
positive light, would you choose to use it? Memory-editing tech-
nologies have been a central theme in science fiction, prominently
featured in works such as Eternal Sunshine of the Spotless Mind,
Men in Black, Total Recall, and Inception [79]. However, techniques
for altering human memories are not confined to the realm of fic-
tion, as they represent a heavily studied area within psychology
and cognitive science [74].

False memories, which refer to recollections of events that ei-
ther never occurred or are significantly distorted from reality, have
been a major focus in psychology research. The study of false
memories is vital because they can distort witness testimonies,
disrupt legal processes, and lead to faulty decision-making based
on incorrect information. Given these broad implications, under-
standing how false memories form is a critical area of investigation
[29, 58, 59, 62, 86, 107]. Unlike typical forms of misinformation
[105], false memories are particularly insidious because the indi-
vidual genuinely believes they recall accurate events, making them
resistant to correction and potentially more influential in shaping
beliefs and behaviors [56, 60]. Moreover, false memories can serve
as a seed for making people more susceptible to additional false
information [42, 92], creating a cascading effect that further distorts
perceptions of reality and complicates efforts to establish accurate
historical or personal narratives.
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Research in cognitive psychology has demonstrated that hu-
man memories are remarkably malleable. Landmark studies by Lof-
tus and colleagues [61, 62] revealed how both verbal questioning
and visual stimuli can significantly influence and even create false
memories of events that never occurred. For instance, experiments
showed that subtle changes in wordings during interviews could
alter participants’ memory of witnessed events, while exposure to
manipulated photographs could lead to the formation of entirely
false childhood memories [96]. These findings have had profound
implications for understanding human memory’s susceptibility to
external influences

However, these studies have predominantly been conducted in
controlled laboratory settings, where images are manually edited
by researchers and interviews are carefully planned. The process
also involves human intervention in establishing trust, guiding par-
ticipants, and presenting the manipulated images, which inherently
limits the scope and scale of false memory induction. With recent
advancements in artificial intelligence (AI), however, these limita-
tions are beginning to change. The automation and accessibility of
Al editing tools enable manipulation at unprecedented scale and
sophistication, significantly expanding the possible impact of false
memories on individuals. Moreover, this study explores new ground
by examining how Al-generated videos derived from static images
may further amplify memory distortion effects - an increasingly
relevant concern as more types of Al tools become widely available.

This unprecedented proliferation of Al-driven image editing and
video manipulation technologies has raised significant concerns
regarding the integrity of consumed information. We argue that AI-
generated content contributes to misinformation by distorting our
understanding of the present (e.g., deepfakes) as well as reshaping
how we remember the past. Al-generated media can potentially
create false memories and lead individuals to recall past events
differently than they actually occurred and were initially experi-
enced. The implications of these technologies span both personal
and societal domains, as illustrated in figure 2.

On a personal level, there has been a notable trend, particularly
on social media platforms such as TikTok, of users employing Al
to animate photographs of deceased family members, simulating
interactions with departed loved ones. On a broader scale, the
potential for Al-generated content to influence collective memory
and historical narratives poses significant challenges to societal
understanding and cohesion, potentially altering public perceptions
of past events and shaping future decision-making processes. For
example, Al-edited images of public gatherings or protests could
subtly alter the perceived scale or mood of these events, gradually
reshaping how participants and observers remember their personal
experiences and consequently influencing the collective memory
of significant social movements.

A crucial distinction must be made between deepfakes and Al-
edits, as both leverage generative Al but differ significantly in their
real-world implications and how people encounter them. Deep-
fakes typically involve the creation of entirely fabricated audio
or video content, often for malicious purposes such as spreading
disinformation. In contrast, Al-edits modify existing content, sub-
tly altering genuine memories or experiences. This distinction is
important, as people may be more vigilant against obviously fake
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Figure 2: The figure illustrates how Al-generated content can potentially create false memories, particularly through Al-altered
videos on social media platforms like TikTok. A recent trend on these platforms involves using AI to animate photos of
deceased relatives, creating simulated interactions. These artificial experiences may blur the line between genuine memories
and digitally fabricated ones, potentially affecting how people remember their loved ones.

content but less aware of slight modifications to their own experi-
ences or memories. While initial research has primarily explored
the effects of deepfakes on false memory formation in political
contexts [54, 73, 91], this study specifically focuses on exploring
the effects and implications of Al-edited content.

While Al-edited content poses risks for distorting memories, it
also holds potential for positive applications for human memory.
Al-assisted memory modification could help individuals process
traumatic experiences more effectively, potentially reducing symp-
toms of conditions like post-traumatic stress disorder (PTSD) or
depression. In addition, AI could assist in the creation of more com-
forting or positive recollections by emphasizing moments of joy or
success. For example, AI might be used to enhance a photo from
a difficult period by adjusting the atmosphere—making a gloomy
day look sunny or adding vibrant details to a faded memory.

he use of Al in memory alteration raises significant ethical ques-
tions and requires careful consideration of potential long-term
psychological effects. The balance between therapeutic benefit and
the integrity of personal memories must be carefully weighed in
any application of such technology.

Motivated by both the potential risks and promising applications
of Al-edited content in memory formation, this study investigates
the effects of Al-edited images and videos on the formation of
false memories. Specifically, we aim to assess whether exposure
to Al-edited visuals can influence individuals’ recollections of past
experiences. Particularly, this paper explores the following research
questions:

(1) To what extent do Al-edited images influence participants’
memories of the original scenario, and how does this com-
pare to participants in a control condition who view unedited
images?

(2) Does the conversion of images into Al-generated videos
further exacerbate the formation of false memories, both
in terms of the number of false memories reported and the
confidence participants have in these memories, compared
to static Al-edited images and the control condition?

(3) How do different types of Al editing (e.g., changes to ob-
jects, people, or the environment) affect the severity of false
memories?

(4) What factors, such as familiarity with Al filters, memory
efficacy, skepticism, age, gender, and education, moderate
the severity and frequency of false memory formation when
participants are exposed to Al-edited media?

In this pre-registered experiment involving 200 participants, sub-
jects were initially shown a set of 24 images designed to serve as
base memories. After completing a filler task, participants were
divided into four groups: one group viewed the original, unedited
images (control), another viewed Al-edited images, a third group
viewed Al-generated videos of the unedited images, and the final
group viewed Al-generated videos of the Al-edited images. The Al
modifications included changes such as adding, removing, or alter-
ing objects, people, or environmental elements, thereby shifting the
original context and meaning of the images (e.g., increasing military
presence or removing visible effects of climate change). For video
conditions, these images were transformed into dynamic videos
using image-to-video Al further altering their interpretation.

Our results demonstrate that Al-edited images and videos led
to a significant increase in false recollections of the original sce-
nario, with participants recalling incorrect details when exposed
to the altered visuals, compared to the control condition. Notably,
Al-generated videos of Al-edited images had the most profound
effect on the number of reported false memories (2.05x compared to



CHI *25, April 26-May 1, 2025, Yokohama, Japan

control). The confidence in false memories was also higher for AI-
generated videos of Al-edited images (1.19x compared to control).
Our study included a weighted score analysis and group homogene-
ity checks to validate the experimental design.

Additional analyses exploring the effects across different types
of image content (daily life, news, documentary) and elements
edited by AI (people, objects, environments) consistently showed
increased false memories with Al manipulation, with people-related
edits having the highest absolute number of false memories (AI-
generated videos of Al-edited image condition induced 45.3% false
memories of all memories reported) and environmental-related ed-
its gaining the most dramatic increase (2.6x compared to control). A
mixed-effects regression model identified age as a small but signifi-
cant factor in false memory formation, while other demographic
and cognitive factors showed no significant relationship.

This study contributes new empirical evidence on how gener-
ative Al-based visual editing influences false memory formation,
with a particular focus on the novel aspect of Al-generated videos.
While previous research has explored how manually edited images
can create false memories [62, 96], our work specifically examines
the distinct challenges posed by Al-edited media and the transfor-
mation of static images into videos. Through our findings, we aim to
inform ongoing discussions about the implications of increasingly
accessible Al editing tools and their potential effects on memory
and perception, as well as touch on the societal, political, and legal
aspects of memory alteration through Al technology.

Our research indicates that “externalizing” human memories,
a concept long explored in Human-Computer Interaction (HCI)
[17], by storing them as digital files like photos or videos, may
fundamentally alter how we naturally remember things—especially
when Al is involved in modifying these externalized memories.
This study highlights the critical responsibility of HCI researchers
and practitioners in guiding the design and ethical implementation
of Al technologies that could profoundly impact human cognitive
functions. As Al increasingly influences how users interact with
and interpret digital content, it is essential to understand how these
systems can unintentionally distort memory and alter perception
and recollection of reality. To summarize, this paper contributes
to the discussion of false memories in the context of HCI and AI
along the following dimensions:

e Empirical Evidence on Al-implanted False Memories:
We report on one of the first evidence-based studies showing
that Al-generated images and videos significantly increase
false memory formation, with Al-generated videos of edited
images having the greatest effect.
Impact of AI on Memory Recollection: We demonstrate
that exposure to Al-edited media not only increases false
memories but also boosts participants’ confidence in these
inaccurate recollections.
Effect of Different AI Edit Types: We explore how various
Al edits (e.g., changes to people, objects, and environments)
influence the severity of false memories, finding that edits
involving people have the most pronounced effect.
o Applications, Implications, and Mitigation Strategies:
We examine both potential benefits (e.g., therapeutic memory
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reframing) and risks (e.g., distorted testimony, misinforma-
tion) of Al-edited media, while proposing HCI strategies to
mitigate these risks through ethical design interventions and
public awareness campaigns.

2 Related Work

This study builds upon and extends a rich foundation of interdisci-
plinary research at the intersection of cognitive psychology, human-
computer interaction, and Al Our work synthesizes and advances
knowledge from three primary domains: false memory research,
the study of Al-generated misinformation, and HCI research.

2.1 Memory Augmentation and Vulnerability in
HCI

HCI research has long explored ways to augment and support
human memory through technology, tracing back to Engelbart’s
pioneering vision of computers as extensions of human cognitive
processes [17]. This work spans from early wearable "remembrance
agents" [82] to modern life-logging technologies [13, 32], and ex-
tends to specialized applications like memory aids for older adults
[11] and AR-based memory cues [2]. Recent advances in Al have
enabled more sophisticated memory assistants, from conversational
agents that infer memory needs in real-time [108] to Al-assisted
journaling tools [46].

However, research has shown that externalizing memories through
technology can leave users vulnerable to manipulation [16, 33, 83].
When memories are stored digitally, they become susceptible to
both intentional and unintentional alterations. This vulnerability
is particularly concerning as Al tools make image manipulation
increasingly accessible and automated. The integration of Al into ev-
eryday memory augmentation technologies creates a double-edged
sword: while offering powerful tools for memory enhancement,
these systems may inadvertently make our memories more suscep-
tible to distortion.

2.2 Al-generated Media and Misinformation

In recent years, the rapid advancement of Al technologies, partic-
ularly large language models [12] and generative visual models
[103], has led to their widespread integration into work processes
and daily life. This integration raises critical questions about the po-
tential impact of Al on human cognition, particularly in the area of
misinformation (the spread of falsehoods regardless of intent) and
disinformation (deliberately misleading content or propaganda).

Researchers have identified an increase in Al-generated disin-
formation campaigns [28, 44] and the factors that make them dis-
ruptive to people’s ability to discern true and false information
[6, 18, 27, 30, 31, 47, 75, 85]. These factors include authoritative
tone [43], persuasive language [27, 43, 95], and targeted personal-
ization [90]. Al-generated content has also been shown to influence
people’s attitudes [38, 45, 95].

The concern about Al-generated misinformation is amplified by
the known yet unresolved tendency of Al models to hallucinate or
generate false information, either intentionally or unintentionally
[15, 35, 102, 105]. Further, initial studies have provided evidence
for the potential of Al systems to influence memory formation. In
a separate study, a social robot that provided users with incorrect
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information before a memory recognition test had an influence
comparable to that of humans. The study found that even though the
inaccurate information was emotionally neutral and not inherently
memorable, 77% of the falsely provided words were incorporated
into the participants’ memories as errors [36].

The spread of misinformation on social media has become a
major concern, prompting extensive HCI research. Studies have
explored user interactions with misinformation [64, 66], the role
of visual content [53, 98], and various interventions to combat
it [34, 37]. AT’s role in misinformation detection and mitigation
has gained attention. Research has examined Al-based credibility
indicators’ effects on news perception [65] and the potential of
using layperson judgments to combat misinformation [19].

Studies have revealed risks associated with Al-generated content
[40] and explored Al-powered tools for fact-checking and misinfor-
mation detection [68]. Research has also examined the characteris-
tics of Al-generated misinformation compared to human-created
content [106].

Researchers are exploring novel approaches to leverage Al in
combating misinformation, including the development of intelli-
gent tools that encourage metacognitive skills "in the wild" [94].
The intersection of Al and misinformation presents both oppor-
tunities and challenges for the HCI community. Future research
should focus on developing robust, transparent, and user-centered
Al systems to support users in navigating the complex information
landscape while addressing the implications and potential unin-
tended consequences of Al-driven interventions.

2.3 False Memories Research

Research by Loftus and colleagues has established false memories
as a crucial area of psychological research [55, 57, 58, 61, 62]. Their
investigations into memory malleability and the misinformation
effect have significantly influenced our understanding of memory
processes, with far-reaching implications across psychology, law,
and education [55, 57, 63].

A seminal study revealed the profound impact of linguistic fram-
ing on eyewitness memory, demonstrating that the choice of verbs
in questioning could markedly influence participants’ speed es-
timates of a car accident they had witnessed [61]. The "Lost in
the Mall" experiment demonstrated the feasibility of implanting
entirely fabricated childhood memories [62]. A recent replication,
utilizing a larger sample size, corroborated and extended these find-
ings, reporting a 35% false memory rate compared to the original
study’s 25% [72]. These results not only reinforce the robustness of
the initial findings but also underscore the potential ramifications
for eyewitness testimony in legal contexts.

In the context of visually induced false memories, visual stimuli
can generate false memories of fictitious events [26, 84, 88, 97].
Methods include presenting scenes with omitted elements [71], per-
sonal photos [52], and narrative instructions [96]. One study found
50% of participants developed false memories after viewing fake
childhood photos and guided imagery, highlighting implications
for clinical and legal professionals [96].

Research on false memories has expanded to encompass vari-
ous technological domains. The advent of immersive technologies
has introduced new challenges in memory research, with studies
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demonstrating the occurrence of source confusion between reality
and VR experiences [4]. Researchers have developed frameworks
categorizing XR Memory Manipulations (XRMMs) based on their
impact on memory processes, emphasizing the ethical concerns and
potential opportunities associated with manipulating perception
and memory in XR environments [5]. Additionally, vulnerabilities
in chatbot memory mechanisms that allow for the injection of mis-
information alongside personal knowledge have been demonstrated

(1].
3 Methodology

This study examines how Al-edited images and videos influence the
formation of false memories. Specifically, we aim to assess whether
exposure to Al-modified visuals affects individuals’ recollections of
the original scenario. In a pre-registered between-group experiment
(AsPredicted #188511 - not yet public for anonymity), 200 partici-
pants were initially shown 24 baseline images. After a filler task,
they viewed Al-altered versions of the images depending on their
randomly assigned condition (50 participants per group). Examples
include changing ethnicity, time of day, or military presence, as
seen in Figure 4. In two conditions, the static images were con-
verted into 5-second videos using a generative Al tool. Participants
then answered 24 questions, one per image, to assess their memory
of the originals. The following section details the study design,
experimental conditions, and protocols.

3.1 Study Design Rationale

We particularly designed the study to simulate situations where
individuals encounter Al-edited media in everyday contexts, partic-
ularly through social media and news platforms. In these scenarios,
images are often anonymously altered or automatically edited by
Al filters, frequently without the user’s knowledge. The study also
examines cases where others in the user’s social circle, such as
friends or family members, might edit personal images on behalf of
the user without fully informing them of the details. In the "Future
Research" section, we recommend exploring the impact of Al on
false memories when people edit images themselves. We hypothe-
size that individuals may eventually forget they made these edits,
potentially resulting in an effect similar to the scenarios described
earlier. Our study’s design incorporates key elements reflective of
how people currently interact with digital content, offering insights
into the potential risks associated with Al-manipulated media.

3.1.1  Al-Enhanced Media is Ubiquitous. The increasing integration
of Al-powered image and video editing tools has spread to widely-
used applications like Instagram, TikTok, and news websites, and
increasingly to phone cameras themselves. For example, features
like Google’s “Best Take” [23] can remove unwanted elements or
combine the best parts of multiple shots seamlessly. Apps such as
Apple Photos, Google Photos, and Samsung’s Galaxy Al offer built-
in Al tools that allow users to easily edit, remove, or alter photo
features with just a few simple steps. Users are frequently exposed
to content that has been altered, many times even without their
knowledge. Additionally, generative Al models, such as OpenAI’s
Sora, Luma’s Dream Machine, and Kling, are increasingly used
to animate static images into realistic-looking videos. Our study
reflects this reality by introducing both static (Al-edited images) and
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Figure 3: This figure illustrates the study procedure for our experiment examining how Al-generated images and videos
can induce false memories. Participants first viewed original images to establish baseline memories, then were exposed to
Al-modified versions after a filler task. These modifications included changes like increased military presence or removed
climate change indicators. Finally, participants’ memories of the original images were assessed through a series of questions,
allowing researchers to measure the impact of Al-edited visuals on recall accuracy.

dynamic (Al-generated videos) content, highlighting the various
forms in which individuals might encounter altered depictions
of events in their daily lives. Additionally, we explore scenarios
where Al-generated videos are created based on Al-edited images,
representing a multi-layered approach to content generation.

3.1.2  Use of Al Labels in Media. As social media platforms start to
implement labels that indicate whether content has been altered
or generated by Al research shows that notification systems can
improve user awareness of content authenticity [78]. In our study,
we included an "enhanced image" label across all conditions to serve
as a baseline for participants’ engagement with the visual materials.

3.1.3  Minimal Verification by Users. While in the real world, in-
dividuals have the ability to fact-check or search for original im-
ages to verify what they see, research indicates that most people
do not take the time to do so [69]. Instead, they often trust the
media they encounter, especially when it appears realistic and au-
thoritative [22, 70]. Our study mirrors this behavior by presenting
participants with edited media without requiring them to verify
their authenticity.

3.1.4 Confidence in False Memories. One critical real-world issue
is the cumulative effect of false memories. Once individuals have
formed a false memory, such as believing a political figure said cer-
tain words, they may be more persuasive in influencing themselves
and others that the memory is authentic [60, 62] and become more
vulnerable to additional misinformation [42, 92]. Our study inves-
tigates not only whether false memories form from Al-enhanced
media but also how confident individuals are in these false memo-
ries.

3.1.5 Risk of False Memories in Sensitive Scenarios. False memo-
ries formed through Al-altered content can have dangerous con-
sequences. For instance, an Al-edited video could falsely depict a
President committing a crime, leading individuals to believe they
witnessed such an event. This kind of misinformation could fuel
conspiracy theories or political unrest. While our study uses exam-
ples that are representative of what individuals might realistically
encounter in daily life, we deliberately avoided using misleading
content that could cause harm or incite dangerous reactions. We
achieved this by carefully selecting our content: avoiding distor-
tions that could cause reputational damage, using images of political
figures from countries with minimal impact on US politics, and ex-
cluding any harmful ideologies or extremist content to minimize
potential negative influences on participants.

3.2 Stimulus Sets and Experiment Conditions

Our study employed a diverse set of visual stimuli to investigate
participants’ perceptions and reactions to various types of media.
The stimulus set comprised four distinct categories: unedited im-
ages, Al-edited images, Al-generated videos from unedited images,
and Al-generated videos from Al-edited images:

e Control (unedited images): Contains 24 copyright-free
images curated by researchers. The image set includes news
images, such as politicians shaking hands with other lead-
ers; personal pictures, such as views taken from a trip; and
documentary pictures, such as a NASA astronaut portrait
and polar bears. An example of the stimulus set is shown in
Figure 4.

o Al-edited images: From the complete set of 24 images, we
designated 12 images for Al editing using Adobe Photoshop
Al where details were either removed, added, or altered.
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These edited images served as our primary dataset for ana-
lyzing the effects of Al manipulation on memory formation.
The remaining 12 images were maintained in their original
form across all conditions, serving as internal controls to
verify that participants showed consistent response patterns
when viewing identical images regardless of their experi-
mental condition as discussed in Section 4.4. As shown in
Figure 4, edits are categorized into 3 groups: Targeting people
(changing the woman’s expression, changing the runner’s
ethnicity, changing the gender of a person in the group),
targeting the environment (removing the ice melt, changing
the time of day, changing the background setting), and tar-
geting objects (adding a military vehicle, removing military
uniforms, and adding a stop sign).

o Al-generated videos of unedited images: Luma’s Dream
Machine is used to convert the unedited image set into videos,
primarily relying on the default auto-generation mode to
create realistic motion based on the existing content in the
images. For most images, no additional prompts were pro-
vided. However, for a few images where the system struggled,
we added supplementary prompts to guide the model while
maintaining the same intended outcome. The video length
is 5 seconds. Example frames of the videos are shown in
Figure 4.

o Al-generated videos of Al-edited images: Similar to Al-
generated videos of unedited images, we used Luma’s Dream
Machine to convert the Al-edited image set into videos. The
video length is 5 seconds. Example frames of the videos are
shown in Figure 4.

Participants were initially presented with the original, unedited
image set, followed by one of the stimulus sets from the four condi-
tions. The stimuli were delivered through a customized web inter-
face with "next" and "previous" buttons, allowing participants to
navigate through all 24 visuals. However, once they had completed
viewing the original set, they could not go back and revisit it. The
web interface was embedded within Qualtrics.

We employed a two-by-two design to compare static and dy-
namic Al-altered content, as well as unedited and Al-edited visuals
to investigate their influence on the formation of false memories.
Participants were randomly assigned to one of four conditions
corresponding to four sets of stimuli.

3.3 Measurement

Participants were presented with a Memories Test Questionnaire
consisting of 24 questions regarding their memory of the original,
unedited images. Each question included a picture with the key
detail of interest masked, while still providing enough context
for participants to understand which image was being referenced.
Example questions are shown in Figure 4.

These questions assessed whether participants recalled specific
details from the images, such as objects, people, or environmental
elements (e.g., “Did you remember seeing the bride smiling in the
original picture?”). The participant could either answer agree, dis-
agree, or unsure. In addition, participants rated their confidence on
a 7-point scale from 1 (extremely lacking confidence) to 7 (extremely
confident).
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For the moderating factors, to measure Al Filter Familiarity,
participants indicated their familiarity with using image or Al filter
technologies on a 7-point scale (1 = Not familiar at all, 7 = Very
familiar). Frequency of Forgetting, adapted from [104], assessed
participants’ general memory performance, with responses ranging
from 1 (Major problems) to 7 (No problems). Memory Efficacy
was measured using a subset of items from [3], where participants
rated their ability to remember visual and verbal information, such
as recalling names and objects, on a 7-point scale (1 = Strongly
disagree, 7 = Strongly agree). Finally, Skepticism was assessed
using a scale adapted from [21], where participants rated their
agreement with statements reflecting distrust in official information
(e.g., “The official media provides false information”) on a 7-point
scale (1 = Strongly disagree, 7 = Strongly agree).

3.4 Experiment Protocol

The experiment was conducted via Qualtrics with 200 participants
(1:1 female:male ratio) recruited from CloudResearch. All partici-
pants were U.S. residents, aged 20-73 years (M=38, 5.d.=12.25). After
signing a consent form disclosing possible deception, participants
were informed they would view images and their "filtered" versions,
followed by feedback questions.

Following an initial attention check, participants viewed 24
unedited images for two minutes in a swipeable Instagram-like
interface, completed a two-minute Pac-Man filler task, and then
viewed a second set of images labeled "Al-enhanced image" based
on their randomly assigned experimental condition. The 2-minute
viewing time for 24 images was selected to allow participants to
process each image while preventing detailed memorization that
would be unnatural in real-world scenarios. The 2-minute filler task
(Pac-Man game) served to clear working memory without being so
long as to induce significant natural forgetting.

A second attention check was administered. Participants then
completed 24 memory test questions about the original images,
with each question accompanied by a masked version of the image
to aid recall without revealing edited features. The questions, bal-
anced between positive (added elements) and negative (removed el-
ements) prompts, assessed whether Al-edited information had been
incorporated into participants’ memories (e.g., "Did you remember
seeing military presence in the picture?"). The study concluded
with demographic questions and a post-survey measuring potential
moderating factors including Al filter familiarity, memory efficacy,
tendency for forgetting, skepticism, and education level.

3.5 Analysis

In order to evaluate the impact of Al-edited media on participants’
memory, we conducted 3 analyses, each designed to address dif-
ferent aspects of our hypothesis. The analyses were structured as
follows:

(1) Primary analysis aiming to test the main hypothesis regard-
ing the overall effect of each condition on memory. Three key
metrics were observed: (1) The Number of reported false,
uncertain, and non-false memories (i.e., how many times
participants recalled incorrectly, were unsure, or recalled
the original image correctly). (2) The Confidence levels as-
sociated with each type of memory (false, uncertain, and
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Figure 4: The stimulus set consisted of four distinct categories: unedited images, Al-edited images, AI-generated videos from
unedited images, and Al-generated videos from Al-edited images. The edits were further divided into three subgroups based
on the type of change: People, Objects, and Environment. In the questionnaire, masked versions of the images were used to

facilitate recall without revealing the edited features.

non-false). (3) A Weighted score, calculated by assigning
values to each memory type (false: -1, uncertain: 0, true:
1) and multiplying them by the corresponding confidence
levels, then summing these products.

(2) Subgroup analysis examining the number of false memory
occurrences across conditions in the subgroups separated by
two conditions, i.e., image content and subject of edit, to
uncover any category-specific effects of generative content
on memory.

(3) Moderating Factors exploring the effect of moderating
factors on the number of false memory occurrences using a
mixed-effect regression model.

We classified participants’ memories as false, uncertain, or non-
false based on their responses (agree, disagree, or unsure) to specific
questions about details of the original images. If a participant an-
swered a question incorrectly, it was marked as a false memory. A

correct answer was classified as a non-false memory, and if the par-
ticipant responded with “unsure,” it was categorized as uncertain.

For each test, we first assessed if the normality assumption was
met for each outcome variable distribution using the Shapiro-Wilk
test. If the normality assumption was not met, we performed a
Kruskal-Wallis test followed by a post hoc Dunn test using the
Bonferroni error correction. If the normality assumption was met,
we then conducted a homogeneity test using a Levene test to assess
whether the samples were from populations with equal variances.
If the samples were not homogeneous, we ran a Welch analysis of
variance (ANOVA) and a Tukey’s honestly significant difference
test (Tukey’s HSD). If the samples were homogeneous, we ran a
basic ANOVA test with a Tukey post hoc test.
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You will be given 3 minutes to view 24 original images.
Please make sure to look at all the images.

You will be given 3 minutes to view 24 enhanced images with filters applied.
Please make sure to look at all the images.

*Please answer the following questions regarding the original images

Did you remember seeing the bride smiling in the original picture?

“How confidence are you with the answer?

O e

O osagree

Original Image

Edited Image

Questionaire

Figure 5: Survey interface components. From left to right: (1) Original image viewing instructions, (2) Al-enhanced image
viewing instructions, (3) Questionnaire about original image details and confidence assessment. The sample images depict a
wedding scene. The questionnaire prompts participants to recall specific details and rate their confidence in their memory.

3.6 Approvals

This research was reviewed and approved by the [Anonymized]
Institutional Review Board, protocol number [Anonymized]. The
study was also preregistered at AsPredicted (#188511 - not yet
public for anonymity).

4 Result of Primary Analysis

The results show that Al-edited images distort participants’ memo-
ries of the original images, leading them to report more false mem-
ories and higher levels of confidence in the false memories while
converting the images into videos further increases the number of
reported false memories. The statistics are illustrated in Figure 6.

4.1 Number of Recalled Memories by Categories

Shapiro-Wilk tests revealed non-normality across all four experi-
mental conditions (P-value ranging from 3.238e-5 to 5.79e-4). We
employed one-way Kruskal-Wallis tests to analyze variation.

4.1.1  Number of False Memories. As illustrated in the first column
of Figure 6, the test indicates significant differences in the num-
ber of reported false memories between the conditions, H=34.157,
P=1.836e-07, P<0.05. The Al-edited images induced significantly
more false memories than the unedited images (1.67x), while AlI-
generated videos of Al-edited images amplified the number of false
memories, leading to a 2.05x number of reported false memories.
However, Al-generated videos from unedited images result in 1.25x
compared to control. Statistics: control, M=18.878, s.d.=14.164, num-
ber of reported false memories out of 12 (#)=2.265; Al-gen videos
of unedited images: M=23.667, 5.d.=18.055, #=2.840; Al-edited im-
ages: M=31.373, 5.d.=15.965, #=3.765; Al-gen videos of Al-edited im-
ages: M=38.667, 5.d.=18.838, #=4.640. Post hoc Dunn test with Ben-
jamini-Hochberg (FDR) correction: control vs. Al-edited images,
P=2.5e-4; control vs. Al-gen videos of Al-edited images, P=7.654e-
08; Al-gen videos of unedited images vs. Al-gen videos of Al-edited
images, P=6.153e-05.

4.1.2 Number of Uncertain and Non-false memories. There were no
significant differences in the number of reported uncertain memo-
ries between conditions as shown in the second column of Figure 6,
H=0.903, P=0.825, P>0.05. Meanwhile, in the third column, the test
indicates significant differences in the number of reported non-
false memories between the conditions with H=30.448, P=1.111e-
06, P<.0071. All three edited sets introduce a lower number of
reported non-false memories, i.e., 0.88x, 0.82x, 0.67x, in Al-gen
videos of unedited images, Al-edited images, and Al-gen videos
of Al-edited image conditions, respectively, compared to control.
Statistics: control, M=66.156, s.d.=18.929, number of reported non-
false memories out of 12 (#)=7.939; Al-gen videos of unedited im-
ages: M=58.167, 5.d.=19.543, #=6.980; Al-edited images: M=53.922,
5.d.=20.032, #=6.471; Al-gen videos of Al-edited images: M=43.833,
5.d.=18.545, #=5.260. Post hoc Dunn test with Benjamini-Hochberg
(FDR) correction: control vs. Al-edited images, P=0.005; control
vs. Al-gen videos of Al-edited images, P=5.594e-8; Al-generated
videos of unedited images vs. Al-gen videos of Al-edited images,
P=5.086e-4; Al-edited images vs. Al-gen videos of Al-edited images,
P=0.0078.

4.2 Confidence in Recalled Memories

Shapiro-Wilk tests revealed non-normality across all four experi-
mental conditions (P-value ranging from 6.709e-12 to 1.167e-10).
We employed one-way Kruskal-Wallis tests to analyze variation.
The results are illustrated in Figure 7

4.2.1 Confidence of False Memories. As shown in the first column
of Figure 7, the results indicate significant differences between the
conditions, H=8.581, P=0.0354, P>0.05. Al-gen videos of Al-edited
images and Al-edited images, respectively, induce a 1.19x and 1.1x
increase in the level of confidence in false memories vs. control.
Statistics: control, M=4.536, s.d.=2.041; Al-gen videos of unedited
images: M=4.383, 5.d.=2.220; Al-edited images, M=5.027, 5.d.=1.092;
Al-gen videos of Al-edited images: M=5.412, s.d.=1.449. Post hoc
Dunn test with Benjamini-Hochberg (FDR) correction: control
vs. Al-gen videos of Al-edited images, P=0.0139; Al-gen videos of
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Figure 6: The percentage of reported false, uncertain, and non-false memories (i.e., how many times participants recalled
incorrectly, were unsure, or recalled the original image correctly) were analyzed using a one-way Kruskal-Wallis and post hoc
Dunn with FDR. P-value annotation legend: **, P<0.01; ***, P<0.001; ****, P<0.0001.
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Figure 7: The confidence of recalled memories in three categories (false/uncertain/non-false) were analyzed using a one-way
Kruskal-Wallis and post hoc Dunn with FDR. P-value annotation legend: *, P<0.05.

unedited images vs. Al-gen videos of Al-edited images, P=0.0150;
Al-edited Images vs. Al-gen videos of Al-edited images, P=0.0235.

4.2.2  Confidence in Uncertain and Non-False Memories. The tests
indicate no significant differences in the confidence in uncertain and
non-false memories, the numbers are illustrated in the second and
third column of Figure 7. Statistics: Uncertain Memories, H=0.726,
P=0.867, P>0.05; Non-false Memories, H=5.012, P=0.170, P>0.05.

4.3 Weighted Score

To combine multiple metrics into a single score, we calculated
the weighted score focusing on participants’ memory recollection
performance by multiplying the score assigned to each memory

type (False = -1, Uncertain = 0 !, Non-False = 1) by the partici-
pant’s confidence level for that memory (ranging from 1 to 7). The
Shapiro-Wilk test results for all groups show P>0.05, indicating
that the data in each group is normally distributed. The Levene
test result (P=0.683) suggests homogeneity of variances across the
groups. The one-way ANOVA test yielded a highly significant result
(F=14.577, P=1.312e-08, P<0.001), indicating substantial differences
among the group means. Statistics: control, M=32.061, s.d.=21.989;
Al-gen of unedited images, M=24.760, 5.d.=22.801; Al-edited images:
M=15.803, 5.d.=21.476; Al-gen videos of Al-edited images, M=3.040,
5.d.=24.933.

'While this scoring approach prioritizes definitive memory performance assessment,
we acknowledge that uncertain responses may carry valuable information about
implicit memory processes such as partial recollection or intuitive recognition, which
warrants dedicated investigation in future research.
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Figure 8: The weighted score of recalled memories based
on number and confidence was analyzed using a one-way
ANOVA and post hoc Tukey. P-value annotation legend: *,
P<0.05; **, P<0.01; ***, P<0.001.

The subsequent Tukey’s post hoc test revealed significant dif-
ferences between several pairs of groups, particularly between the
control and both Al-edited images (P=0.003) and Al-gen videos
of Al-edited images groups (P=0.001), as well as between Al-gen
videos of unedited images and Al-gen videos of Al-edited images
groups (P=0.001), and between Al-edited images and Al-gen videos
of Al-edited images (P=0.03). These findings suggest that the AI
editing interventions, especially those involving static Al image
edits and combination with Al video generation, have a significant
impact on the measured variable compared to the control condition.

4.4 Group Homogeneity Analysis

Our experimental design incorporated internal controls by main-
taining a subset of identical images across conditions. Specifically,
in the Al-edited images group, 12 of the 24 images were identical
to those in the control group. Similarly, in the Al-generated videos
of Al-edited images group, these same 12 images were presented
as Al-generated videos, matching those in the Al-generated videos
of unedited images group. This design element allowed us to ex-
amine participant responses to identical stimuli across different
experimental conditions.

Following the same procedure as our main analysis, we con-
ducted statistical tests. The Shapiro-Wilk test results for normal-
ity were as follows: control (W=0.934, P<0.001), Al-gen videos of
unedited images (W=0.935, P<0.001), Al-edited images (W=0.937,
P<0.001), and Al-gen videos of Al-edited images (W=0.942, P<0.001).
The Kruskal-Wallis tests examining responses across conditions
yielded P-values ranging from 0.425 to 0.927. The analysis revealed
consistent response patterns across experimental conditions, with
no detected differences in how participants processed this subset
of identical stimuli, supporting the homogeneity of our test groups.
The results of the Kruskal-Wallis test are shown in Table 1.
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Condition H Statistic P-Value
Number of False Memories 1.359 0.715
Number of Uncertain Memories 1.961 0.581
Number of Non-False Memories 0.502 0.918
Confidence in False Memories 1.073 0.784
Confidence in Uncertain Memories 2.791 0.425
Confidence in Non-False Memories 0.460 0.928

Table 1: Group Homogeneity Checks for Primary Analysis
Using Kruskal-Wallis Tests

5 Results of Additional Analysis

5.1 Number of false memories based on
different types of image contents

The stimulus set is categorized into three distinct subgroups, repre-
senting different domains of visual media consumption. Daily life
photos capture contemporary informal situations and objects from
personal perspectives, reflecting familiar scenes people encounter
regularly. News images are defined as photographs taken primar-
ily for current event reporting by professional photojournalists in
recent years, focusing on timely coverage of events and public fig-
ures. Documentary and archival materials encompass photographs
taken with anthropological or scientific intent or images that serve
as historical records. ? Image categorization was performed inde-
pendently by two researchers, with any disagreements resolved
through discussion or removal of ambiguous images. Each of these
subgroups in our test set contains four images, resulting in a total
of 12 images across the three categories. We apply the main anal-
ysis procedure to each of these subgroups based on the number
of reported false memories, aiming to evaluate the consistency of
Al effects across these diverse content types. As illustrated in Fig-
ure 9, the results demonstrate a consistent pattern in the effects of
Al-generated content. Statistics: Daily Life, H=12.884, P=0.00489,
P<0.005; News, H=27.712, P=4.174e-06=P<0.05; Documentary and
Archive, H=23.617, P=3.003e-05, P<0.001.

In all three groups, there is a clear trend of increasing false
memories from unedited images to Al-generated videos of Al-edited
images. This similarity in trends suggests that the impact of Al-
generated and Al-edited content on memory recall is robust across
different types of visual stimuli, whether they depict everyday
scenes, current events, or historical content, indicating that the
observed effects of Al manipulation on memory are not limited to
a specific type of visual content but appear to be a more general
phenomenon.

5.2 Number of false memories based on type of
subject edited by Al

As part of an exploratory analysis with descriptive statistics, we
categorized the edited content into three subgroups based on the
subject of the edit: people (alterations to facial features, changes
in race or ethnicity, and adjustments to body shape or posture),

2While some images may share characteristics across categories (e.g., a NASA pho-
tograph could be considered both news and documentary), examining these distinct
contexts arguably remains valuable as they represent different modes of visual media
engagement and information consumption.
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Figure 9: The number of reported false memories in three subgroups were analyzed using a one-way Kruskal-Wallis and post
hoc Dunn with FDR. P-value annotation legend: *, P<0.05; **, P<0.01; ***, P<0.001; ****, P<0.0001.
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Figure 10: The percentages of reported false memories by
subjects of edit.

objects (the addition or removal of items from scenes, or changes
to existing objects within the image), and environments (modifica-
tions to backgrounds, lighting, weather conditions, or architectural
elements). The number of false memory reports across these differ-
ent categories of Al-generated edits showed a consistent pattern
of increasing false memories. Yet, the impact of AI manipulation
varies across the different subjects of edit. While people-related
edits consistently produced the highest absolute number of false
memories, environmental edits showed the most dramatic increase
in false memory reported due to image edits, especially in the most
complex condition of Al-generated videos of Al-edited images (2.6x
of control in Al-gen videos of Al-edited images condition, compared
to 2.4x and 2.3x in people and object edits respectively).

Statistics: People: control, M=19.048, 5.d.=22.335; Al-gen videos

of unedited images, M=24.000, s.d.=24.980; Al-edited images, M=41.830,

5.d.=29.405; Al-gen videos of Al-edited images, M=45.333, 5.d.=29.635.

Objects: control, M=15.646, s.d.=24.376; Al-gen videos of unedited

images, M=18.667, 5.d.=25.957; Al-edited images, M=20.915, 5.d.=21.854;

Al-gen videos of Al-edited images, M=36.667, s.d.=24.267. Environ-
ment: control, M=9.524, 5.d.=19.048; Al-gen videos of unedited im-
ages, M=16.000, s.d.=21.333; Al-edited images, M=24.837, 5.d.=24.560;
Al-gen videos of Al-edited images, M=33.333, 5.d.=30.551.

5.3 Moderating Factors

We employed a mixed effects regression approach to investigate
how variables such as gender, age, education, familiarity with AlI-
filter technology, and cognitive factors (frequency of forgetting and
memory efficiency) relate to the number of false memories. Table 2
provides the result of the regression model. The result suggests that
age has a significant negative relationship (P=0.01) with the number
of false memories, yet the effect is small (Coef-=-0.031). Meanwhile,
other factors do not show significant relationships in the model.

6 Discussion

6.1 AlI-Edited Content Boosts False Memories
with Alarming Confidence

Our findings provide evidence suggesting the effect of Al-edited and
Al-generated media on human memory distortion. Participants ex-
posed to Al-altered images exhibited a markedly higher propensity
to report false memories compared to those who viewed unedited
control images. This effect was even more pronounced when partic-
ipants were presented with Al-generated videos based on Al-edited
images, suggesting that dynamic Al-edited media significantly am-
plified the distortion of memory, effectively embedding false details
deeper into participants’ recollections.

Perhaps the most disconcerting aspect of the study’s results is
the high degree of confidence participants reported in their in-
accurate recollections. The Al-edited images not only led to the
formation of false memories but also instilled a misplaced sense
of certainty in these fabricated recollections. This effect is maxi-
mized with Al-generated videos of edited images, which caused the
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Coef. Std.Err. z  P>|z] [0.025 0.975]
Familiarity with AI-Filter Technology 0.040 0.087 0.454 0.650 -0.131 0.211
Age -0.031 0.012 -2.583 0.010* -0.055 -0.008
Gender (Male compared to Female) -0.040 0.291 -0.138  0.891 -0.610  0.530
Gender (Other compared to Female) 0.021 2.063 0.010 0.992 -4.022 4.065
Education Level 0.103 0.119 0.862 0.389 -0.131  0.336
Cognitive Load -0.133 0.119 -1.121 0.262 -0.366  0.100
Memory Efficiency -0.069 0.058 -1.194 0.232 -0.182  0.044
Skepticism toward Media and Institutions -0.021 0.015 -1.376  0.169 -0.051  0.009

Table 2: The mixed effects regression model result. P-value annotation legend: *, P<0.05

most significant increase in both false memory formation and the
associated confidence levels.

The implications of these findings are far-reaching and poten-
tially alarming. The combination of false memories and high confi-
dence levels creates a particularly dangerous scenario, as individuals
are more likely to believe and act upon incorrect information they
perceive as true. This phenomenon could have consequences in
various contexts, from eyewitness testimonies in legal proceed-
ings to the spread of misinformation in social and political spheres.
Moreover, the study raises important questions about the nature of
memory itself and how easily it can be manipulated by advanced
Al technology.

6.2 The Impact of Different Types of Edits:
People, Environment, and Objects

This study explored the impact of different types of Al-generated
edits—specifically changes to people, environments, and objects,
on the formation of false memories. The pattern in the results sug-
gests that while people-related details are generally harder to recall,
possibly because of their complexity, they are less susceptible to
additional distortion from Al manipulation. Environmental manip-
ulations, such as altering the time of day or modifying landscape
elements, proved particularly potent in distorting recall when sub-
jected to Al editing and video generation. Object-related edits fell
between these two extremes. The data underscores the varying sus-
ceptibility of different image elements to Al-induced false memories,
with contextual/environmental changes showing the most striking
relative increase. These findings highlight the complex nature of
Al manipulation techniques and human memory across different
aspects of visual information, suggesting that while human subjects
may be naturally more challenging to remember accurately, envi-
ronmental details, despite their lower base rate of false memories,
show greater relative vulnerability to Al-induced distortions. These
findings on both the prevalence of false memory recall and the sus-
ceptibility of memories to manipulation have crucial implications
for real-world applications, particularly in eyewitness testimony.
This underscores the urgent need for further research to understand
and mitigate the negative effects of false memories and memory
manipulation, as further discussed in Section 6.5.1.

6.3 Moderating Factors

Interestingly, the mixed-effects regression model shows that age
has a statistically significant negative effect on Al-induced false

memories, indicating that younger individuals are more suscepti-
ble to such influences. This finding warrants further investigation
into the underlying mechanisms. One possible explanation could
relate to the higher exposure of younger individuals to technology,
including Al-filtered media. The mere exposure effect suggests that
people tend to develop a preference for things they are more familiar
with [10], which could lead to increased trust or decreased skepti-
cism toward Al-generated content among younger users. However,
with older adults increasingly adopting technology and becoming
more proficient in its use [20, 41], we may also observe a parallel re-
duction in skepticism among older users in the near future. Another
explanation could involve the different modes of interaction with
technology across age groups. Younger individuals may allocate
their attention differently when consuming information, potentially
making them more susceptible to false memory formation. Nonethe-
less, it is crucial to emphasize that while the age-related difference
is statistically significant, the effect size is relatively small, which
suggests caution against overstating its practical implications.

Familiarity with Al-filter technology, while positively correlated,
does not have a statistically significant moderating effect, suggest-
ing that mere exposure or understanding of the technology may
not provide protection against false memory implantation. This
aligns with the earlier explanation of the inverse relationship be-
tween familiarity and skepticism, wherein increased trust may lead
to greater susceptibility to false memories. Other variables, such
as education level, cognitive load, and memory efficiency, do not
show significant moderating effects, meaning these individual dif-
ferences do not strongly influence the likelihood of developing false
memories in response to Al-edited media. Interestingly, skepticism
toward media and institutions, though negatively correlated, also
lacks statistical significance, suggesting that even individuals with
a more critical view of media may still be vulnerable to Al-induced
memory distortions. This suggests that false memory formation
operates beyond a simple “trust vs. mistrust” framework [76, 87]:
anyone, regardless of their background or expertise, could poten-
tially fall victim to false memories when exposed to altered media.
In practical terms, this means that Al-altered media presents a chal-
lenge to all segments of society. Educational campaigns may need
to focus not just on technological literacy but also on promoting
awareness of how our cognitive systems process and reconstruct
information, making us all prone to forming false memories in
certain contexts.



CHI *25, April 26-May 1, 2025, Yokohama, Japan

6.4 The Impact of Label

All Al-edited visuals in our study were presented with a label in-
dicating Al alteration, similar to notification systems being imple-
mented on social media platforms. Despite these labels, we observed
significant false memory formation in the Al-edited conditions.
While our study was not designed to directly compare the effec-
tiveness of different labeling approaches, this observation aligns
with prior research showing that passive notifications alone may
be insufficient to mitigate cognitive biases from manipulated me-
dia [19].

The persistence of false memories despite labeling suggests that
such notifications, while informative, may not sufficiently alter the
cognitive processing of visual material. When individuals encounter
plausible altered content, they may integrate it into their existing
memory frameworks regardless of accompanying labels. This points
to a potential need to shift from purely informative labels to designs
that actively provoke critical engagement with content. Future
research could explore this direction by investigating how different
label designs might impact false memory formation, particularly
focusing on approaches that encourage active reflection on content
authenticity.

6.5 Negative Implication of Al-implanted False
Memories

Our study has shown that Al has the capacity to manipulate human
memory by altering images or videos, creating false recollections
that may not align with reality. In Human-Computer Interaction,
the implications of these Al-implanted false memories are signifi-
cant, posing both challenges and opportunities, as shown in Figure 2.
This section explores the negative implications of Al-implanted
false memories in HCI and discusses potential mitigation strategies,
while the next section explores the beneficial use cases for such
phenomena.

6.5.1  Wrongful Legal Accusations. In the legal domain, Al-generated
false memories pose significant risks for justice systems, particu-
larly as altered media can rapidly spread through social platforms
and influence witness recollections. The case of Steve Titus, who
was wrongfully convicted of rape in 1980 based on a witness’s in-
creased confidence in their initially uncertain identification [100],
demonstrates how memory distortion can lead to devastating legal
consequences. Today, with Al-manipulated content capable of go-
ing viral instantly, the potential for distorting public perception and
witness memories is even more extreme. Social media platforms
can amplify manipulated content through memes, posts, and vi-
ral sharing, often simplifying or sensationalizing events in ways
that can shape public understanding and potentially influence legal
proceedings.

The spread of Al-edited media presents unique challenges in
courtroom settings, where witness testimony often plays a pivotal
role in case outcomes. Witnesses exposed to manipulated content
may unknowingly incorporate false details into their testimonies,
with their confidence potentially inflated by repeated exposure
to misleading narratives online. Even subtle alterations to images
or videos, such as placing individuals in misleading contexts or
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manipulating crime scene details, can rapidly circulate online and
affect both public perception and witness recollections.

6.5.2  Public Misinformation Spread. Al-edited false memories pose
significant risks for manipulating public perception of historical
and societal events at scale. For instance, Al could alter footage of
a peaceful protest by introducing elements of conflict, potentially
causing viewers to falsely remember the event as violent—even if
they previously saw the original footage or were present.

The 2024 presidential election campaign illustrates these con-
cerns, where crowd sizes at political events have drawn atten-
tion [24, 93] alongside worries about Al image manipulation [7, 89].
Event attendees who later encounter subtly modified visuals might
experience shifts in their original memories, potentially affecting
their perceptions of candidate popularity or policy support. These
distorted recollections could influence voter preferences based on
manipulated depictions rather than reality.

The ramifications of such misinformation are profound and far-
reaching. It could lead to widespread public confusion, distorting
not only individual memories but also our collective understanding
of historical events. This manipulation of shared memories has
the potential to polarize societal beliefs and exacerbate existing
social divisions, especially when disseminated widely on social
media platforms and other digital channels. Moreover, the prolifer-
ation of Al-edited media is eroding trust in visual content, leading
to increased skepticism toward all images and videos, including
authentic ones.

6.5.3 Reinforcement of Biases and Stereotypes. Al-generated false
memories can reinforce existing biases and stereotypes by subtly
altering images or videos to fit preconceived notions. For example,
Al editing could inadvertently modify media to emphasize negative
stereotypes about specific groups, which can lead to false memories
that perpetuate harmful narratives. This is particularly dangerous in
the context of racial, gender, or cultural bias, where Al-manipulated
media could fuel prejudice and discrimination. The reinforcement of
biases through Al-generated false memories is a critical concern that
intersects with issues of social justice and equality. Al systems, if not
carefully designed and monitored, can inadvertently perpetuate and
amplify societal biases. For instance, an Al system trained on biased
data might systematically alter images to conform to stereotypical
representations of certain groups, leading to a feedback loop that
reinforces these biases in human memory and perception.

6.5.4 Mitigating Al-implanted False Memories. Current strategies
for addressing Al-implanted false memories—including detection
tools, regulatory frameworks, and notification systems—remain
vital but underutilized. These foundational measures need to be
widely implemented, particularly in high-stakes contexts like polit-
ical campaigns and legal proceedings. However, these approaches
alone may be insufficient. Rather than relying on automated detec-
tion and passive alerts, we need to develop mechanisms that actively
encourage users’ critical engagement with content [78]. This chal-
lenge requires combining protective measures with HCI solutions
that encourage critical analysis. Solutions should address both in-
dividual and societal needs, promoting digital diversity [8, 51, 80]
while helping users evaluate content authenticity. Future work
must unite psychology, HCI, and Al experts to understand how Al



Synthetic Human Memories: Al-Edited Images and Videos Can Implant False Memories and Distort Recollection

Enhancing Self-Esteem

"N
|

Therapeutic Memory Reframing

CHI 25, April 26-May 1, 2025, Yokohama, Japan

G, “/

Public Misinformation Spread

Figure 11: Examples of the potential implications of Al-generated media. The first scenario, “Enhancing Self-Esteem,” shows
how AI can be used to improve personal memories, boosting confidence by enhancing positive recollections. The second
scenario, “Therapeutic Memory Reframing,” illustrates the use of Al to alter memories of past events, reframing distressing
moments in a more positive light for therapeutic purposes. The third scenario, “Public Misinformation Spread,” demonstrates
how AI can manipulate information in public media. For instance, a student may have seen an accurate NASA climate change
video in a classroom, but later, their memory could be updated with an Al-generated false video from social media showing no
evidence of climate change, altering their perception of the issue.

affects perception and develop interfaces supporting active analysis
of increasingly complex interactions.

6.6 DPositive Use Cases of AI-Generated False
Memories

While Al-generated false memories pose significant risks, explor-
ing their potential benefits under controlled, ethical conditions
is equally important, particularly in mental health and personal
development contexts.

6.6.1 Therapeutic Memory Reframing. Al might assist in alter-
ing distressing memories for patients undergoing psychological
treatment, providing a powerful tool for mental health profession-
als [39, 48, 67, 101]. Specifically, Al could enhance therapeutic mem-
ory reframing techniques [39, 48, 67, 101]. As shown in Figure 2, AI
could assist in modifying distressing elements in photos or videos
associated with traumatic memories, helping patients build less
emotionally charged associations under professional supervision.
This technique might be particularly beneficial for patients suffer-
ing from Post-Traumatic Stress Disorder (PTSD), phobias, or other
anxiety disorders.

6.6.2 Enhancing Self-Esteem. Al-edited images could also support
self-esteem enhancement and personal development. Building on
existing research in AR-enhanced confidence for public speak-
ing [50] and creativity [49], Al could subtly enhance images of
past achievements or create motivational visualizations, as demon-
strated in Figure 2. For example, when an individual recalls this
enhanced version of their past public speaking, it could potentially
boost their confidence in these future scenarios. This application
aligns with visualization techniques used in sports psychology and
personal development [14, 81, 99].

While these applications show promise, their implementation de-
mands rigorous ethical consideration and oversight. Any use of
Al-generated false memories, must prioritize transparency and in-
formed consent. The goal should remain focused on supporting
healing and growth rather than memory manipulation without
compromising an individual’s agency or authentic experiences.

6.7 Limitations and Future Research

Our study provides insights into Al-edited media’s impact on mem-
ory formation, though several limitations warrant promising direc-
tions for future research.

6.7.1 Long-term exposure and Memory Persistence. One primary
limitation of this study is its reliance on relatively short-term expo-
sure to Al-altered media. Participants were exposed to the manipu-
lated images and videos for a limited time, which may not fully re-
flect real-world scenarios where individuals are repeatedly exposed
to such content over extended periods. Moreover, as demonstrated
in Loftus’ research, false memory implantation often involves grad-
ual and repeated suggestion rather than a single exposure. How-
ever, our study reveals that even brief exposure to these types of
stimuli induces a significant false memory effect. Previous stud-
ies [9, 25, 62, 77] suggest this effect would likely intensify with
increased exposure duration or frequency. In addition to memory
formation, studying how memories persist over time and resist
correction is vital for a more comprehensive exploration of the
phenomena.

6.7.2 Expanded Demographic and Sample Sets. Another limitation
is the constrained nature of our sample set, both in demographics
and dataset size. Demographically, the study was confined to U.S.
participants aged 18-100, despite efforts to ensure diversity within
these parameters. In terms of stimuli, our study employed only
24 pre-selected images rather than participants’ personal photos,
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potentially limiting both the representativeness of Al-generated
content and ecological validity, as memories of personal experiences
are typically richer and more complex. Future research should
address these constraints through a dual approach: expanding to a
more globally diverse sample with a larger, more varied image set,
while also conducting parallel studies using participants’ personal
photos, leveraging Al tools’ ability to efficiently process personal
images at scale.

The study focused primarily on visual media (images and videos),
but Al is capable of generating and manipulating other forms of
content, including audio and text. Future research should inves-
tigate the impact of Al-edited auditory cues (such as fabricated
sound environments) and textual content (like Al-edited personal
narratives) on false memory formation. This could provide a more
holistic understanding of how different modalities of Al-generated
content affect human cognition. A follow-up study should also test
what difference it makes whether it is the person themself or some
other entity that does the editing. This exploration of agency in
Al-assisted editing could reveal important insights into the mech-
anisms of false memory formation and the role of perceived au-
thorship in memory implantation. Additionally, our study did not
fully explore memory failures related to forgetting, particularly in
cases where Al editing removed elements from images rather than
adding new ones. Future work should examine this distinct type of
memory distortion.

Further, our experiment was conducted in a controlled setting,
which may not fully capture the complexity of real-world scenarios
where individuals encounter Al-generated content. Future studies
could employ more naturalistic designs, such as field experiments
or ecological momentary assessments, to examine how Al-altered
media affects memory in everyday life. This could include studying
the impact of Al-generated content on social media platforms or in
news consumption.

6.7.3  Ethical Considerations. The ethical implications of Al-generated

false memories warrant further investigation. Future research should
explore the long-term psychological and social consequences of liv-
ing in an environment where memories can be easily manipulated
by AI This includes studying informed consent and transparency in
Al-altered content exposure, developing robust safeguards against
intentional misuse in political and personal contexts, and examin-
ing privacy implications for both training data and personalized
false memory generation. Additional focus areas should include the
psychological impact in therapeutic settings and ensuring equitable
access to protective measures.

7 Conclusion

This research demonstrates the significant impact of Al-edited me-
dia on human memory distortion. The results reveal that exposure
to Al-altered images substantially increases the likelihood of false
memory formation, with participants exposed to such content ex-
hibiting a markedly higher propensity to report inaccurate recol-
lections compared to those who viewed unedited control images.
This effect was even more pronounced when participants were
presented with Al-generated videos based on Al-edited images,
suggesting that dynamic Al media significantly amplifies memory
distortion. Perhaps most concerning, participants reported high
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levels of confidence in their false memories, particularly in the
Al-generated video conditions.

These findings have far-reaching implications across various
domains, including legal proceedings, political discourse, and mis-
information. However, the study also highlights potential positive
applications of this technology, particularly in therapeutic con-
texts. Al-generated content could be used to reframe traumatic
memories or enhance self-esteem when applied ethically and under
professional supervision. These findings underscore the need for
a balanced approach to Al development that maximizes benefits
while mitigating risks.

Moving forward, this research calls for increased awareness
and stricter regulations regarding the use of Al in media creation
and dissemination. Future research should focus on developing
more effective interventions to mitigate the risk of Al-induced
false memories, including improved content labeling systems and
public education campaigns. Additionally, interdisciplinary collab-
oration between Al researchers, cognitive scientists, ethicists, and
policymakers will be crucial in addressing the complex challenges
posed by AT’s influence on human memory and perception. Ul-
timately, this study serves as a compelling foundation for better
understanding and navigating the intricate relationships between
AT and human cognition, both now and in the future.
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(9) Did you remember seeing two black guys running in the

picture?

(10) Did you remember seeing military presence in the picture?

(11) Did you remember seeing a military bodyguard in the pic-
ture?

(12) Did you remember seeing a military vehicle in the picture?

(13) Did you remember seeing only one former US president in
the picture?

(14) Did you remember seeing this guy in a mask?

(15) Did you remember seeing guys in hazmat suits walking with
a suitcase?

(16) Did you remember seeing coffee mugs on the table?

(17) Did you remember seeing that all the land was covered by
snow (no ocean water)?

(18) Did you remember seeing a woman in this group shot?

(19) Did you remember seeing the guy wearing a military uni-
form?

(20) Did you remember seeing a city in the picture?

(21) Did you remember seeing an adult in the picture?

(22) Did you remember seeing a woman in the picture?

(23) Did you remember seeing a table in the middle?

(24) Did you remember seeing a small bicycle in front of the

boys?

e Agree
e Unsure
e Disagree

How confidence are you with the answer?

o 1-Extremely lacking confidence
e 2-Very lacking confidence

e 3-Somewhat lacking confidence
e 4-Neutral

e 5-Somewhat confident

e 6-Very confident

e 7-Extremely confident

8.2 Al filter familiarity

e What is your level of familiarity with using image filter
technologies or Al filter technologies? (1-Not familiar at all,
7-Very Familiar)
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8.3 Frequency of forgetting

Participants self-reported memory problems, using a scale ranging

from 1 (major problems) to 7 (no problems), as adapted from [104].

e How would you rate your memory in terms of the kinds
of problems that you have? (1= Major problems to 7= No
problems)

8.4 Memory Efficacy

A self-report measure of memory ability (Self-Efficacy Level) taken
from a subset of [3].

(1) If someone showed me the pictures of 16 common everyday
objects, I could look at the pictures once and remember the
names of 2 of the objects.

(2) If someone showed me the photographs of 10 people and

told me their names once, I could identify 2 persons by name

if I saw the pictures again a few minutes later.

1-Strongly disagree

2-Disagree

3-Somewhat disagree

4-Neither agree nor disagree

5-Somewhat agree

6-Agree

Pataranutaporn et al.

e 7-Strongly agree

8.5 Skepticism

The scale to measure naive skepticism in the adult population is
taken from [21].

(1) The official media provides false information

(2) Idistrust the information provided by government authori-
ties

(3) The World Health Organization (WHO) hides its true inter-
ests

(4) The world press manipulates information

(5) Social networks call those who tell uncomfortable truths
crazy

(6) The rich manipulate press

(7) International organizations only deliver information that

benefits them

1-Strongly disagree

2-Disagree

3-Somewhat disagree

4-Neither agree nor disagree

5-Somewhat agree

6-Agree

7-Strongly agree
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