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Abstract

We define the notion of a classical commitment scheme to quantum
states, which allows a quantum prover to compute a classical com-
mitment to a quantum state, and later open each qubit of the state in
either the standard or the Hadamard basis. Our notion is a strength-
ening of the measurement protocol from Mahadev (STOC 2018).
We construct such a commitment scheme from the post-quantum
Learning With Errors (LWE) assumption, and more generally from
any noisy trapdoor claw-free function family that has the distribu-
tional strong adaptive hardcore bit property (a property that we
define in this work).

Our scheme is succinct in the sense that the running time of the
verifier in the commitment phase depends only on the security
parameter (independent of the size of the committed state), and its
running time in the opening phase grows only with the number
of qubits that are being opened (and the security parameter). As a
corollary we obtain a classical succinct argument system for QMA
under the post-quantum LWE assumption. Previously, this was
only known assuming post-quantum secure indistinguishability
obfuscation. As an additional corollary we obtain a generic way of
converting any X/Z quantum PCP into a succinct argument system
under the quantum hardness of LWE.
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1 Introduction

A commitment scheme is one of the most basic primitives in clas-
sical cryptography, with far reaching applications ranging from
zero-knowledge proofs [5, 11], identification schemes and signa-
ture schemes [9], secure multi-party computation protocols [6, 12],
and succinct arguments [19]. There is a long history of studying
commitments to classical information, both in the classical and
post-quantum worlds, and recently, Gunn et al. [13] systematically
explored commitments to quantum states, using quantum mes-
sages. In this work, we initiate the formal study of commitments
to quantum states using classical messages. Specifically, we study
the existence of classical commitments to quantum states, where
all messages (the commitment and the opening) are classical, and
the receiver is a classical machine. This setting models a likely
future where classical devices will have access to powerful (possibly
untrusted) quantum devices. The goal of this work is to provide the
foundations needed for these classical devices to use the (untrusted)
quantum devices effectively.

Our major contributions are a definition of a classical commit-
ment to quantum states, including a sensible notion of a classical
opening of a committed quantum state; a construction based on
the post-quantum Learning With Errors (LWE) assumption; and
a construction of a succinct commitment to quantum states (anal-
ogous to Merkle hashing in the classical setting [17]), also under
post-quantum LWE.! As an immediate application, we obtain a
succinct classical argument system for QMA based only on post-
quantum hardness of LWE, improving on previous work which
required indistinguishability obfuscation [1]. To our knowledge,
our work constitutes the first work to define a notion of a binding
classical commitment to quantum states, and to give a construction
that achieves it.

Our construction builds directly on the seminal measurement
protocol of Mahadev [16], which was used by her to construct
the first classical argument system for QMA. Loosely speaking, a
measurement protocol is a way for a classical verifier to request
a quantum prover to measure each qubit of a quantum state (of
the prover’s choice) in the X or Z basis, with the guarantee that
the prover’s opening must be “consistent with a quantum state”
This motivates our definition of a classical opening of a quantum
state: the receiver should be able to request the sender to open
each qubit of the committed state in either the X or Z basis. (One
!More generally, our constructions are based on the existence of a (noisy) claw-free

trapdoor function family with a distributional strong adaptive hard-core bit property,
which in particular can be instantiated under the LWE assumption.
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could imagine asking for openings in more general bases, but these
two seem to be a desirable minimum.) However, a measurement
protocol does not automatically give rise to a commitment, for
several reasons. First, there is a major structural difference: in a
measurement protocol, all phases of the protocol—even the keys
chosen in the initial setup—may depend on the choice of opening
basis! (Indeed, in Mahadev’s protocol, the keys consist of either
“2-to-1” or “injective” claw-free functions depending on the basis to
be measured.) This is far from what we would like in a commitment:
the initial “commitment” phase should be completely independent
of the basis in which the receiver ultimately chooses to request an
opening.

Thus, the first step to building our construction is to convert
Mahadev’s measurement protocol into something having the syntax
of a commitment?, and henceforth we refer to this modified protocol
as Mahadev’s “weak” commitment®. In the most basic version of
this protocol, a quantum sender holding a qubit in state |i/) interacts
with a classical receiver, sending a classical message that commits
to [). Later, the sender is requested by the receiver to “open” the
committed qubit in either the standard or the Hadamard basis.
To open, the sender performs an appropriate measurement and
returns the outcome, which can be decoded by the receiver (using a
cryptographic trapdoor), to obtain an outcome from measuring |¢/)
in the appropriate basis.

A commitment scheme must be binding, meaning that the sender
cannot change their mind about the committed state once the com-
mitment has been sent. It turns out that the modified Mahadev
scheme is a “weak” commitment because it partially satisfies the
binding property: it is binding in the standard basis, but not at all
binding in the Hadamard basis. In fact, the sender, after committing
to |+), can always freely change the committed state to |—) without
ever being detected! Relatedly, in the modified Mahadev scheme,
the receiver performs a test on the opening in the standard basis
case, and only accepts the opening if it is valid, but performs no
test in the Hadamard case.

Motivated by this observation, we show that a simple twist on
Mahadev’s weak commitment is truly binding (in a rigorous sense
which we define) in both bases. We elaborate on our binding defi-
nition in Sections 1.1 and 2, and on our construction in Sections 1.2
and 2, and below only give a teaser. In our construction, the sender
first commits to |¢/) under Mahadev’s weak commitment, generat-
ing a commitment string yo and a (multi-qubit) post-commitment
state [¢/1). It then coherently opens this state in the Hadamard basis—
that is, it executes a unitary version of the opening algorithm, but
does not perform the final measurement, instead producing a quan-
tum state |¢);). Finally, the sender applies Mahadev’s weak com-
mitment again to the state |¢/;), qubit-by-qubit, obtaining a vector
of commitment strings 3 and a post-commitment state |¢/»). The
strings (o, ) now constitute a classical commitment to the state
|¢). To open this commitment in the Hadamard basis, the sender
simply applies the standard basis opening procedure for the second
Mahadev commitment, yielding a string z which the receiver will

2Technically, we do this by always using the “2-to-1” mode of the claw-free function.
Moreover, we do not even rely on the existence of a dual-mode (as was done by
Mahadev [16]), and simply use a “2-to-1” claw-free family.

3We refer to it as a weak commitment since (as we elaborate on below) it does not
have the desired binding property.
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test and decode using the commitment vector 3. By the standard-
basis binding of Mahadev’s commitment, we are guaranteed that
the decoded outcome from z—assuming the test passes—yields the
same result as measuring |¢;) in the standard basis, and by con-
struction, this gives a Hadamard-basis opening of [¢), which it can
then decode using the commitment string y,. But how do we open
the commitment in the standard basis? It is far from obvious that
this is even possible! For this we exploit specific features of the
Mahadev scheme—in particular, the fact that the opening procedure
is “native”: Opening in the standard basis constitutes measuring the
registers in the standard basis, and opening in the Hadamard basis
constitutes measuring the registers in the Hadamard basis. This fact
is useful both to argue that the opening is correct and to prove that
the binding property is achieved. We note that in our new scheme
the verifier tests the validity of both the standard basis opening and
the Hadamard basis opening, and decodes both openings using the
cryptographic trapdoor.*

Our basic construction for a single qubit can be extended to
states with any number of qubits to get a non-succinct commitment
to a quantum state. We next ask whether our commitment scheme
can be made succinct: can the sender commit to an ¢ qubit state,
and open to a small number of these qubits, by exchanging much
fewer than ¢ bits with the receiver? Here, already in the case of
“weak” commitments, there is a significant technical obstacle with
just the very first message from the receiver to the sender: openings
in Mahadev’s scheme can leak information about the secret key, so
each committed qubit must use a fresh secret key to maintain any
security at all. This means that, already in the initial key-exchange
phase, the receiver must send the sender > ¢ bits. We show that,
surprisingly, the “strong” binding property of our commitment,
together with specific properties of the underlying (noisy) trapdoor
claw-free family, allows us to overcome this barrier. Namely, we
show that strong binding, together with specific properties of the
underlying (noisy) trapdoor claw-free family, implies that the open-
ings do not leak information about the key in our scheme, allowing
us to use the same key for all committed qubits. We emphasize
that, even to obtain a succinct “weak” commitment, or a succinct
measurement protocol, the only route we know of using standard
(post-quantum) cryptographic assumptions is through our strongly
binding commitments! We view this as an interesting indication of
the possible usefulness of our strong binding property in further
applications.

As a teaser for how exactly the leakage occurs, and how we avoid
it, for now we remark that in the Mahadev weak commitment, the
adversary can cause the receiver to generate outputs of the form
d’ - s, for known vectors d’ of its choice, where s is the secret. This
means that the output for sufficiently many qubits may leak the
secret s. For an honest sender, this would not be an issue because
the vectors d’ would be obtained by a quantum measurement with
unpredictable answers, and thus have high min-entropy. We show
that in our scheme, even dishonest senders are forced to produce d’
with (sufficient) min-entropy, because of the additional tests done

“We mention that in Mahdadev’s scheme, the verifier only tests the validity of the
standard basis opening, and this test, as well as the decoding, is done publicly (without
the trapdoor). The verifier uses the trapdoor only to decode the Hadamard basis
opening, which it did not test.
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in our opening procedure. This is what prevents the outcomes from
leaking information about s.

Reusing the key directly only gives us a short first message,
which yields a “semi-succinct” commitment, in which messages
from the receiver are short, but messages from the sender are long.
In fact, this already yields an application of our results: a fully-
succinct classical argument system for QMA which is secure as-
suming post quantum security of LWE. We obtain this by following
the template of Bartusek et al. [1], but replacing their use of Ma-
hadev’s measurement protocol with our succinct commitment.

THEOREM 1.1 (INFORMAL). There exists a (classical) succinct inter-
active argument for QMA under the post-quantum Learning With
Errors (LWE) assumption.’

This improves on the result of [1] in terms of cryptographic
assumptions: they required the assumption of post-quantum indis-
tinguishability obfuscation (iO) to succinctly generate ¢ keys for
Mahadev’s protocol, whereas our protocol only requires the post-
quantum security of LWE. It is currently not known how to deduce
post-quantum iO from any standard cryptographic assumptions,
whereas LWE is the “paradigmatic” post-quantum cryptographic
assumption.

To construct a succinct argument system for QMA, the approach
we and [1] both follow is to construct a semi-succinct argument
system, and then make it fully succinct by composing with (state-
preserving) post-quantum interactive arguments of knowledge [8,
15]. It turns out that the same tools let us construct outright a
fully succinct commitment scheme: for this to be meaningful, we
imagine that the sender only opens to a small number of qubits
chosen by the receiver, rather than to all of the qubits. In classical
cryptography, succinct commitments are natural partners of PCPs,
as they enable a verifier to delegate the task of checking a PCP to
the prover. While quantum PCPs do not currently exist, we hope
that our succinct commitment can be paired with a suitable future
PCP to design interesting protocols.

1.1 The Definition

Defining a non-succinct commitment scheme. Our definition of a
(non-succinct) commitment scheme is a natural extension of the
classical counterpart. It consists of a key generation algorithm
Gen that takes as input the security parameter 1* and a length
parameter 1¢ and outputs a pair of public and secret keys (pk, sk);
a commit algorithm Commit that takes as input a public key pk
and an f-qubit quantum state o and outputs a classical string y
and a post-commitment state p, where y is the commitment to
the quantum state a;° an open algorithm Open that takes as input
the post-commitment state p and a basis choice b = (by,...,b;) €
{0,1}¢, where b; = 0 corresponds to opening the i’th qubit in the
standard basis and b; = 1 corresponds to opening the i’th qubit
in the Hadamard basis, and outputs an opening z € {0, 1}(‘1"0"’(’1);
and the final algorithm Out that takes as input a secret key sk, a
commitment string y, a basis choice b € {0, 1} and an opening z,

>More generally, assuming the existence of a (noisy) trapdoor claw free function family
with a distributional strong adaptive hard-core bit property, which we elaborate on
later on.

5We note that both the length of pk and the length of the commitment string y may
grow polynomially with the length ¢ of the committed state o.
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and outputs the measurement result m € {0, 1}¢ or L if the opening
is rejected.’

We mention that the above syntax yields a commitment scheme
that is privately verifiable in the sense that sk is needed to decode
the measurement value m from the opening value z. While it would
be desirable to construct a commitment scheme that is publicly
verifiable, where Gen only generates a public key pk, and this
public key is used by the opening algorithm to generate the output
m along with an opening z which can be verified given pk, we
believe that this public key variant is impossible to achieve. This
impossibility was formalized on the quantum setting (i.e., where
the commitment is a quantum state) by [13], and we leave it as an
open problem to prove the impossibility in the classical setting.

We require two properties from our commitment scheme: com-
pleteness and binding. We note that for commitments to classical
strings it is common to require a hiding property. We do not require
it since one can easily obtain hiding by committing to the commit-
ment string y using a classical commitment scheme (that is binding
and hiding).

e Correctness. The correctness property asserts that if an
honest committer commits to an ¢-qubit state o then for
any basis choice b € {0, 1}, the algorithm Out, applied to
the opening string z generated by Open, yields an output m
whose distribution is statistically close to the distribution
obtained by simply measuring o in the basis b.

Binding. Loosely speaking, the binding property asserts
that for any (possibly malicious) QPT algorithm Commit*
that commits to an £-qubit quantum state, there is a single
extracted quantum state 7 such that for any QPT algorithm
Open* and any basis (by, ..., by), where b; = 0 corresponds
to measuring the i’th qubit in the standard basis and b; = 1
corresponds to measuring it in the Hadamard basis, the out-
put obtained by Open*(by, ..., b;) is computationally indis-
tinguishable from measuring 7 in basis (by, . . ., by), assuming
Open® is always accepted. We relax the requirement that
Open* is always accepted, and allow Open™ to be rejected
with probability § at the price of the two distributions being

O(V6)-computationally indistinguishable. We elaborate on
the binding property in Section 2. We note that our definition
of binding is nontrivial only for senders that are accepted
with a high success probability. By repeating the protocol
sequentially O(1/§-log(1/8)) times we can ensure that if all
the openings are accepted with probability > § then a ran-
dom one of these openings is accepted with probability 1 —§.
While this is weaker than classical notions of binding com-
mitments (which apply to any sender that is accepted with
non-negligible probability), it is sufficient for constructing a
succinct argument system for QMA.

Comparison with Mahadev’s measurement protocol. Our com-
mitment scheme is stronger than that of a measurement protocol,
originally considered in [16] and formally defined in [1]. Beyond the
syntactic difference, where in a measurement protocol the opening
basis must be determined during the key generation phase (and the

7We note that in the actual definition we partition this algorithm into two parts: Ver
and Out where the former only outputs a bit indicating if the opening is valid or not
and the latter outputs the actual opening if valid. This partition is only for convenience.



STOC 25, June 23-27, 2025, Prague, Czechia

key generation algorithm takes as input the basis b € {0, 1}¢), our
binding property is significantly stronger. A measurement proto-
col guarantees that any (possibly malicious) QPT algorithm Open*
must be consistent with an £-qubit state, but different opening
algorithms can be consistent with different quantum states.

Defining a succinct commitment scheme. The syntax for a succinct
commitment differs quite substantially from the syntax of a non-
succinct commitment described above. First, Gen only takes as
input the security parameter 1 (and does not take as input the
length parameter 1°); in addition, Commit is required to output
a succinct commitment of size poly(1). However, there is a more
substantial difference which stems from the fact that, similarly
to the non-succinct variant, we require a succinct commitment
to have a binding property that asserts that one can extract an
£-qubit quantum state = such that the output distribution of any
successful opening is indistinguishable from measuring z. Since
in this setting we consider opening algorithms that only open a
few of the qubits, there is no way we can extract an £-qubit state
from such algorithms. As a remedy, we add an interactive test phase.
This test phase is executed with probability 1/2, and if executed
then at the end of it the verifier outputs 0 or 1, indicating accept or
reject, and the protocol terminates without further executing the
opening phase, since the test protocol destroys the state. We note
that Mahadev’s measurement protocol has a non-interactive test
phase which is executed with probability 1/2. In our setting this
test phase is interactive. It is this interactive nature that allows us
to extract a large state from a succinct protocol.

1.2 The Construction

Our construction: the single qubit case. We construct the com-
mitment scheme in stages. We first construct a single-qubit com-
mitment scheme; this scheme is inspired by the construction from
Mahadev [16]. We elaborate on it in Section 2, but give a very
high-level description here. First, let us recall Mahadev’s weak com-
mitment for a single qubit. In this scheme, the sender receives a
public key that enable it to evaluate a two-to-one trapdoor claw-free
(TCF) function f : {0,1} X X — Y .2 For every image y € Y, there
are exactly two preimages, which have the form (0, x,) and (1, x1),
where xo, x; € {0,1}", but any such pair (called a “claw”) is cryp-
tographically hard to find. In Mahadev’s scheme, to commit to a
qubit in state [/} = Xpe (01} @b |b), the sender first prepares

AL

be{0,1} xeX

and then measures the last register to obtain a random outcome y.
The resulting state is the (n + 1)-qubit state:

D @ lb)x)

be{0,1}
To open this in the standard basis, the honest sender measures
in the standard basis and returns (b, x3,); the receiver checks that
f(b,xp) =y, and if so, records a measurement outcome of b. In-
tuitively, this constitutes a “binding” commitment in the standard
basis because it is impossible for the sender to know both x, and xy,
8We mention that under the LWE assumption we only have a “noisy” TCF function

family, which was constructed in [4]. We do not go into this technicality in the
introduction and overview sections.
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and thus impossible to flip between them. To open in the Hadamard
basis, the honest sender measures in the Hadamard basis; a short
calculation shows that the outcome is a random string d € {0, 1}
where the probability that d - (1, xy ® x1) = 0 (mod 2) is exactly
equal to |ap+a;|? /2, the probability that a Hadamard basis measure-
ment on the original state |/) would have yielded +. The receiver
uses the cryptographic trapdoor to compute d- (1, xo ®x;) (mod 2)
as the measurement outcome of the opening, and performs no test.
This is not at all a binding commitment: indeed, the “commitments”
to a Hadamard basis states |+) look like

) %um o) & [1) 1)),

and one can easily map from one state to the other by applying a
Pauli Z operator to the first qubit.

We now describe our modification to convert this weak com-
mitment (denoted commityy ) into a binding commitment: simply
apply a Hadamard transform to the post-commitment state, and
then weakly commit again to the resulting n-qubit state, applying
the Mahadev scheme qubit by qubit, with a new TCF function f;
for each qubit.

D Ib)
b

|y commityy — o Z ap b, xp)
b

>, Bald

de{0,1}n+1

®(n+1)
'_)H

dl, x;’dl > - dn+1, X;l+1!dn+1 > .
Here, d; denotes the jth bit of d, and x}’b denotes the corresponding
preimage of y; under the TCF function f; (so fj(b, x;.’b) =y;).

Let us see how to open this commitment. It will be easier to
start with the Hadamard basis: to open in this basis, the sender
measures their state in the standard basis, and returns the string
(di,x1,...,dn+1, Xns1). The receiver checks that each (d;, x;) is a
preimage of the corresponding y;, and then records the measure-
ment outcome as (di, ..., dp+1) - (1, %0 ® x1). To open in the stan-
dard basis, the sender measures their state in the Hadamard basis,
obtaining a (long) string z, and the receiver converts this into a
measurement outcome by applying the Mahadev procedure for the
Hadamard basis. Specifically, it first splits z into equal blocks of
size n + 1, and applies the Mahadev Hadamard procedure on each

block, to get n + 1 bits my, ..., Myy1.

> Zne1)

= (mp =21 (Lx[g®x7),.. .,

z=(z1,..
Mpy1 = Zny1 (1’xr’l+1,0 ® x;1+l,1))

Now;, this corresponds to the outcome of opening the weak com-
mitment of },; f; |d) in the Hadamard basis. But this state in turn
was equal to the Hadamard transform of }j, ap |b, xp). Thus, the
outcomes my, ..., Mp41 should look like the outcome of measuring
> ap |b, xp) in the standard basis: that is, like a preimage of y
under the TCF function f! Thus, the receiver tests the outcomes by
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checking that

f(ml, ..

o mn+1) = Yo,

and if this passes, it records m; as the measurement outcome.

At an intuitive level, what makes this commitment scheme bind-
ing is that the receiver performs a test in both bases. More formally,
we show binding in two parts: (1) there exists a qubit state con-
sistent with the openings reported by the sender, and (2) for any
two opening algorithms, the openings they generate are statisti-
cally indistinguishable. The proof of (1) uses standard techniques
from the analysis of Mahadev’s protocol—in particular, the “swap
isometry” as presented in [20], but the proof of (2) is new to our
work. Our arguments are based on the collapsing property of the
TCF functions used to generate y, . ..,y (in the Hadamard basis
case), and yo (in the standard basis case). (Jumping ahead, we note
that in the succinct setting the situation is reversed. We can obtain
(2) basically “for free” from the non-succinct setting, whereas the
proof of (1) incurs most of the technical burden in this work.)

Our construction: multiple qubits, and succinctness. From the
single-qubit scheme described above, we construct a non-succinct
multi-qubit commitment scheme, by committing qubit-by-qubit,
and thus repeating the single-qubit construction ¢-times, where ¢
is the number of qubits we wish to commit to. This transformation
is generic and can be used to convert any single-qubit commitment
scheme into a non-succinct multi-qubit one. We emphasize that in
the resulting £-qubit scheme, both the public key and the commit-
ment string grow with ¢, since the former consists of ¢ public-keys
and the latter consists of £ commitment strings, where each cor-
responds to the underlying single-qubit scheme. We then convert
this scheme into a succinct commitment scheme. This is done in
two stages:

(1) Stage 1: Reuse the same public key, as opposed to choosing
¢ independent ones. Namely, the public key consists of a
single public key pk corresponding the underlying single-
qubit commitment scheme. To commit to an £-qubit state,
commit qubit-by-qubit while using the same public key pk.
We refer to such a commitment scheme as semi-succinct since
the public key is succinct but the commitment is not.

We note that while this construction is generic, the analysis
is not. In general, reusing the same public-key may break
the binding property. We prove that if we start with our
specific single-qubit commitment scheme then the result-
ing semi-succinct multi-qubit scheme remains sound. We
recall, that as mentioned above, if we start with Mahadev’s
single qubit weak commitment protocol and convert it into a
multi-qubit weak commitment while reusing the same pub-
lic key, then the resulting measurement protocol becomes
insecure. The reason is that a malicious sender may generate
openings d in the Hadamard basis that cause the receiver’s
“decoding” outcomes d - (1, x9 @ x1) to leak bits of sk—recall
that the receiver must use the secret key to decode, as xo
and x; cannot be computed efficiently without it. Indeed,
the TCF function family that we (and Mahadev) use is the
LWE-based construction due to [4], which has the property
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that d - (1,x0 ® x1) = d’ - s, where s is a secret key9 and
d’ can be efficiently computed from d and xo. Once enough
information about the secret s has been revealed, the scheme
is no longer a secure measurement protocol, let alone a se-
cure commitment: with knowledge of s, it becomes easy to
distinguish the outcomes of the commitment from outcomes
of measuring a true quantum state! Thus, to argue the secu-
rity of our semi-succinct scheme, we must exploit specific
properties of our single-qubit scheme. Indeed, we crucially
use the binding property of our scheme to show that the
openings z reported by a successful sender must always
have high min-entropy, which in our construction implies
that d’ has min-entropy. We then use a specific property of
the underlying TCF function family from [4], which we call
the “distributional strong adaptive hardcore bit” property.
Roughly, this property ensures that if the opening d has min-
entropy then d - (1, xo @ x1) (which in their construction is
equal to d’ - s) does not reveal information about sk.

Stage 2: Convert any semi-succinct commitment scheme
into a succinct one. This part is generic and shows how
to convert any semi-succinct commitment scheme into a
succinct one. Our transformation is almost identical to that
from [1], who showed how to convert any semi-succinct
interactive argument (which is one where only the verifier’s
communication is succinct, and where the prover’s communi-
cation can be long) into a fully succinct one. We elaborate on
the high-level idea behind this transformation in Section 2.

1.3

We show how to use our succinct commitment scheme to construct
succinct interactive argument for QMA. As a simpler bonus, we
also use it show how to compile a hypothetical quantum PCP in
“X/Z form” into a succinct interactive argument. For the X /Z PCP
compiler the idea is simple: In the succinct interactive argument the
prover first succinctly commits to the X/Z PCP, then the verifier
sends its X/Z queries and finally the prover opens the relevant
qubits in the desired basis. The succinct interactive argument for
QMA is more complicated, and follows the blueprint from [1, 16].
We elaborate on this in Section 2.1.

Applications

1.4 Related Works

Our work is inspired by the measurement protocol of Mahadev
[16], which has the same correctness guarantee as our commitment
scheme. However, a measurement protocol (as was formally defined
in [1]) does not require binding to hold; rather it only requires that
an opening is consistent with a qubit. This qubit may be different
for different opening algorithms. Indeed, the measurement proto-
col of Mahadev, as well as the ones from followup works, are not
binding in the Hadamard basis. Mahadev uses this measurement
protocol to construct classical interactive arguments for QMA. Ma-
hadev’s measurement protocol, which was proven to be secure
under the post-quantum LWE assumption, is a key ingredient in
our construction.

°In their construction the public key is an LWE tuple (A, As + e). The secret key is
actually a trapdoor of the matrix A but revealing the secret s is sufficient to break
security.
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Mahadev’s measurement protocol is not succinct. In a followup
work, Bartusek et al. [1] constructed a succinct measurement proto-
col, by using Mahadev’s measurement protocol as a key ingredient,
and thus obtaining a succinct classical interactive arguments for
QMA. However the security of their protocol, and thus the sound-
ness of the resulting QMA argument, relies on the existence of a
post-quantum secure indistinguishable obfuscation scheme (in ad-
dition the post-quantum LWE assumption). We mention that Chia,
Chung and Yamakawa [7] also construct a succinct measurement
protocol, which they use to obtain a succinct 2-message argument
for QMA. However, in their scheme the prover and verifier share
a polynomial-sized structured reference string (which requires a
trusted setup to instantiate), and their security is heuristic.!”

We improve upon these works by constructing a succinct classi-
cal commitment scheme for quantum states that guarantees binding
(which is a stronger security condition than the one offered by a
measurement protocol), based only on the post-quantum LWE as-
sumption. As a result, we obtain a succinct classical interactive
arguments for QMA, under the post-quantum LWE assumption.
Our analysis makes use of techniques developed in [1, 16, 20], in
addition to several new ideas that are needed to obtain our results.

We mention that our work, as well as all prior works mentioned
above, require the receiver (a.k.a the verifier) to hold a secret key sk
which is needed to decode the prover’s message and obtain the
measurement output. We mention that the recent work of Bartusek
et al. [2] considers the public-verifiable setting, where decoding can
be done publicly. They construct a publicly verifiable measurement
protocol in an oracle model, which is used as a building block in
their obfuscation of pseudo-deterministic quantum circuits.

So far we only focused on prior work where the verifier (and
hence the communication) is classical. We mention that recently
Gunn et al. [13] defined and constructed a quantum commitment
scheme to quantum states, where both parties are quantum. In their
setting, the quantum committer sends a quantum commitment
to the receiver, and later opens by sending a quantum opening.
The receiver then applies some unitary operation to recover the
committed quantum state. This is in contrast to the classical set-
ting where the receiver is classical and cannot hope to recover the
committed quantum state, and instead only obtains an opening in
a particular basis (standard or Hadamard). We mention that the
quantum commitment scheme from [13] relies on very weak cryp-
tographic assumptions, and in particular, ones that are implied by
the existence of one-way functions.

Finally, simultaneously and using different techniques from this
work, a succinct argument system for QMA based on the assump-
tion of quantum Fully Homomorphic Encryption (QFHE) was achieved
by [18]. While both papers use common techniques from [1] to go
from semi-succinctness to full succinctness, the core techniques are
essentially disjoint. In particular, [18] does not use commitments to
quantum states, but instead directly analyzes the soundness of the
KLVY [14] compilation of a particular semi-succinct two-prover
interactive proof for QMA. We leave it as an interesting open ques-
tion for future work whether their result can yield an alternate
construction of our primitive of quantum commitments.

1)ore specifically, their scheme uses a hash function h, and it is proved to be secure
when h is modeled as a random oracle, but the protocol description itself explicitly
requires the code of A (i.e. uses h in a non-black-box way).
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2 Technical Overview

In this section we describe the ideas behind our commitment schemes
and their applications in more depth yet still informally. Our first

contribution is defining the notion of a classical commitment scheme
to quantum states. Let us start with the non-succinct version, and in

particular the single-qubit case. As mentioned in the introduction,

such a commitment scheme consists of algorithms

(Gen, Commit, Open, Out)

where Gen is a PPT algorithm that takes as input the security
parameter 1* and outputs a pair of keys (pk, sk); Commit is a QPT
algorithm that takes as input a public key pk and a single-qubit
quantum state o and outputs a classical commitment string y and
a post-commitment state p; Open is a QPT algorithm that takes as
input the post-commitment state p and a bit b € {0, 1}, where b =0
corresponds to a standard basis opening and b = 1 corresponds to
a Hadamard basis opening, and outputs a classical opening z; and
Out is a polynomial-time algorithm that takes as input the secret
key sk, a commitment string y, a basis b € {0, 1} and an opening z
and it outputs an element in {0, 1, L}.

We require the scheme to satisfy a correctness and a binding
property. The correctness property is straightforward and was
formalized in prior work [1]. It is the binding property that is tricky
to formulate and achieve.

Defining Binding: the single qubit setting. In the classical set-
ting, the binding condition asserts that for any poly-size algorithm
Commit* that generates a commitment y (to some classical string),
and for any two poly-size algorithms Open} and Openj, the proba-
bility that they successfully open to different strings is negligible.
In the quantum setting the analogous property is the following: For
any QPT algorithm Commit* that generates a commitment y (to a
quantum state), and for QPT algorithms Open] and Open (that are
accepted with probability 1) and every basis choice b € {0, 1}, the
output distributions of Openj and Open} are statistically close or
computationally indistinguishable. This is indeed one of the prop-
erties we require.'! But this property on its own is not enough. We
also need to ensure that the opening is consistent with some qubit.
Namely, we require that there exists a QPT extractor Ext such that
for every QPT algorithm Open™ (that is accepted with probabil-
ity 1), Ext given black-box access to Open* can extract from Open*
a quantum state = such that for every basis b € {0, 1} the output of
Open® is computationally indistinguishable from measuring 7 in
basis b. We mention that this latter condition was formalized in [1]
as a security property from a measurement protocol.

We construct a commitment scheme that achieves the above two
properties. However, to make this definition meaningful we must
consider opening algorithms that are accepted with probability
smaller than 1. Indeed, we consider opening algorithms that are ac-
cepted with probability 1 —§ and obtain O(Vg)-indistinguishability
in both the requirements above. We note that we can assume that

11]umping ahead, we note that our non-succinct commitment scheme achieves statis-
tical closeness and our succinct commitment scheme achieves computational indistin-
guishability. We mention that Mahadev’s scheme [16], as well as its successors [1], do
not satisfy this property since these schemes offer no binding on the Hadamard basis.
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Open® is accepted with probability 1 — § by repeating the commit-
ment protocol Q(1/9) times (assuming the committer has many
copies of the state they wish to commit to).

The multi-qubit setting. So far we focused on the single-qubit
setting. When generalizing the definitions to the multi-qubit setting
we distinguish between the non-succinct setting and the succinct
setting, starting with the former. The syntax can be generalized to
the non-succinct multi-qubit setting in a straightforward way by
committing and opening qubit-by-qubit. Generalizing the binding
definition to the multi-qubit setting is a bit tricky. In particular,
recall that we assumed that Open® is accepted with high probability
when opening in both bases. As mentioned, this is a reasonable
assumption since we can require the committer to commit to its
state many (Q(1/9)) times, then open half of the commitments
in the standard basis and half of them in the Hadamard basis. If
any of them are rejected then output L and otherwise, choose a
random one that was opened in the desired basis b and use that
as the opening. Generalizing this to the £-qubit setting must be
done with care to avoid an exponential blowup in ¢. Clearly, we
do not want to assume that for every basis choice (by,...,b;) €
{0,1}¢, Open* successfully opens in this basis with high probability,
since we cannot enforce this without incurring an exponential
blowup. Yet, in order for our extractor to be successful, we need to
ensure that Open”™ succeeds in opening each qubit in each basis with
high probability. To achieve this, without incurring an exponential
blowup, we require that Open* succeeds with high probability
to open all the qubits in the standard basis (i.e., succeeds with

(b1,...,bp) =(0,...,0)) and succeeds with high probability to open
all the qubits in the Hadamard basis (i.e., succeeds (by,...,by) =
(1,...,1)). This can achieved via repetitions, as in the single qubit

setting. Specifically, in this setting we ask 1/3 of the repetitions
to be opened in the 0¢ basis, 1/3 to be opened in the 1¢ basis, and
the remaining 1/3 to be opened in the desired (by,..., b,) basis.
Jumping ahead, we note that the extractor Ext uses Open® with
basis (b, ..., b) to extract the state . We refer the reader to the full
version of the paper for the formal definition.

Our construction for the single qubit case. We start by describing
our commitment scheme in the single-qubit case. Our starting point
is Mahadev’s [16] measurement protocol. Her protocol is binding in
the standard basis but offers no binding guarantees, and in fact fails
to provide any form of binding, when opening in the Hadamard ba-
sis. Moreover, in her protocol the opening basis must be determined
ahead of time and the public key pk used to compute the commit-
ment string depends on this basis. Specifically, her protocol uses a
family of (noisy) trapdoor claw-free functions, where functions can
be generated either in an injective mode or in a two-to-one mode.
The public key of the commitment scheme consists of a public key
corresponding to an injective function if the verifier wishes to open
in the standard basis, and corresponds to a two-to-one function if
the verifier wishes to open in the Hadamard basis.

We first notice that it is not necessary to determine the opening
basis in the key generation phase. In fact, we show that one can
always use the two-to-one mode, irrespective of the basis we wish
to open in. Moreover, we show that this “dual mode” property is
not needed altogether. This observation is quite straightforward
and was implicitly used in the analysis in prior work [1, 20].
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Our first instrumental idea is that we can obtain binding in both
bases if we compose Mahadev’s weak commitment twice! Namely,
to commit to a state o, we first apply Mahadev’s measurement
protocol, denoted by Commityy, to obtain

(y, p) <« Commity(pk, o).

As mentioned, this already guarantees binding when opening in
the standard basis, but fails to provide binding when opening in the
Hadamard basis. To fix this we make use of the fact that Mahadev’s
measurement protocol has the property that the Open algorithm
always measures the post-commitment state in either the standard
basis or the Hadamard basis. We apply to the post-commitment
state p the unitary that computes Hadamard opening Open(-, 1),
which is simply the Hadamard unitary H®("*1), where n + 1 is the
number of qubits in p (n being the security parameter associated
with the underlying NTCF family), and we commit to the resulting
state. Namely, we compute

p' — H®"V[p] and (y,p") < Commitw(pk’, p),

where pk and pk’ are independent keys,'? and where throughout
our paper we use the shorthand

Ulpl =UpU"

to denote the application of a unitary U to a mixed state p.

To open the commitment in the Hadamard basis, we just need
to measure p’ in the standard basis. Binding in the Hadamard basis
follows from the fact that p’ was committed to via the classical
string y’, and from the fact that Mahadev’s measurement protocol
provides binding in the standard basis. However, it is no longer
clear how to open in the standard basis, since the original post-
commitment state p is no longer available, and has been replaced
with p”’. Here we use the desired property mentioned above, specif-
ically, that algorithm Open generates a standard basis opening by
measuring the state in the standard basis, and generates a Hadamard
basis opening by measuring the state in the Hadamard basis. This
implies that measuring p in the standard basis is equivalent to
measuring p’ in the Hadamard basis.

The reader may be concerned that we may have lost the binding
in the standard basis, since opening in the Hadamard basis is not
protected. But this is not the case, since it is the commitment string
y that binds the standard basis measurement, and the commitment
string y’ that binds the Hadamard basis measurement.

Multi-qubit commitments. One can use this single qubit commit-
ment scheme to commit to an £-qubit state, by committing qubit-by-
qubit. This results with a long commitment string of size ¢ - poly(1)
and with a long public key, since the public key consists of ¢ public
keys (pky, ..., pk,), where each pk; is generated according to the
single qubit scheme. As mentioned in the introduction, our main
goal is to construct a succinct commitment scheme. Following the
blueprint of [1], we do this in two steps. We first construct a semi-
succinct commitment scheme where the commitment string is long,
but the public-key is succinct. We then show how to convert the
semi-succinct scheme into a fully succinct one.

2Using different and independent public keys pk and pk’ is important in our analysis.
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Semi-succinct commitments. In our semi-succinct commitment
scheme we generate a single key pair (pk, sk) < Gen(1%) corre-
sponding to the single-qubit scheme, and simply use pk to commit
to each and every one of the qubits. The question is whether this is
sound. Let us first describe the main issue that comes up when try-
ing to prove soundness, and then we will show how we overcome it.
The issue is that our commitment scheme is privately verifiable, and
thus a QPT algorithm Open®, which produces an opening z, does
not know the corresponding output bit m = Out(sk,y, b, z) since
sk is needed to compute m. Therefore, perhaps a malicious QPT
algorithm Open™ can generate z in a way such that m leaks informa-
tion about sk. In particular, perhaps Open® can generate £ openings
Z1,...,2p such that their corresponding outputs my, ..
pletely leak sk.

Recall that our binding property consists of two parts: The first
asserts that for any QPT algorithm Commit* that commits to an
£-qubit state via a classical commitment string y, it holds that for
any two QPT opening algorithms Open] and Open; and any basis
choice (by, ... .b), the output distributions produced by these two
opening algorithms are (computationally or statistically) close. In
our construction we get statistical closeness, and hence the closeness
holds even if sk is leaked. Indeed, the proof of this property in the
semi-succinct setting is the same as the proof in the non-succinct
setting. The issue is with the second part: Given sk, the distributions
generated by Ext®P*" and Open* are no longer computationally
indistinguishable. Diving deeper into our scheme and its analysis,
we note that the standard basis outputs produced by Ext®P*"" and
Open® are actually statistically close, and it is the Hadamard basis
outputs that are only computationally indistinguishable.

We next examine the leakage that the decoded messages my, . . .
may contain about the secret key, and argue that even given this
leakage, the Hadamard basis outputs produced by Ext°P®"" and
Open® remain computationally indistinguishable. To this end, we
will need to use additional properties about Mahadev’s measure-
ment protocol, and thus recall it in Section 2.1 below. Jumping
ahead, we mention that one property that we rely on is the fact
that in Mahadev’s protocol, Out does not use the secret key when
generating standard basis outputs (and the secret key is only used
to generate Hadamard basis outputs).

Recall that in our commitment scheme, the secret key consists
of two parts, (sk, sk’), since we apply Mahadev’s protocol twice
(where sk is for a single qubit state and sk’ is for an (n + 1)-qubit
state). We mention that when opening in the standard basis, the
output m can only leak information about sk’. This is the case
since to open in the standard basis, we first use sk’ to generate
a standard basis opening z for Mahadev’s protocol, and then use
Mahadev’s Out algorithm to decode z, which as mentioned above,
can be done publicly without the secret key sk (since it is a stan-
dard basis opening). Importantly, we show that the computational
indistinguishability of the Hadamard basis opening only relies on
the fact that sk is secret, and does not rely on the secrecy of sk’.
Thus, the remaining problem, which is at the heart of the technical
complication, is the leakage of the Hadamard basis openings on sk.
We note that in Mahadev’s protocol, the Hadamard basis openings
may leak the entire sk. What saves us in our setting is the fact that
we tie the hands of the adversary when opening in the Hadamard

., my com-

> My
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basis. To explain this in more detail we need to recall Mahadev’s
measurement protocol.

2.1 Mahadev’s Measurement Protocol

As mentioned, Mahadev’s measurement protocol [16] uses a noisy
TCF family.'* In this overview, for the sake of simplicity, we describe
her scheme assuming we have a noiseless TCF family, which is a
function family associated with algorithms

(Gentcr, Evalrcr, Invertrcr)

where Genrcr is a PPT algorithm that takes as input the security
parameter 1* and outputs a key pair (pk, sk); Eval is a poly-time
deterministic algorithm that takes as input the public key pk, and
a pair (b, x) where b € {0,1} is a bit and x € {0, 1}" (where n =
poly(4)), and outputs a value y, and Eval(pk, ) is a two-to-one
function where every y in the image has exactly two preimages of
the form (0, x¢) and (1,x;); Invertrcr takes as input the secret key
sk and an element y in the image and it outputs the two preimages
((0,x0), (1,x1)).

In what follows we show how Mahadev uses a TCF family to
construct a measurement protocol. The following protocol slightly
differs from Mahadev’s scheme, and in particular the basis choice is
not determined during the key generation algorithm. The measure-
ment protocol consists of algorithms (Gen, Commit, Open, Out)
defined as follows:

e Gen is identical to Genrcr; it takes as input the security
parameter 14 and outputs a key pair (pk, sk).

Commit takes as input pk and a single-qubit pure state |¢/) =
a |0) + a1 |1) and generates

[') = a9 [0, x0) + a1 |1, x1)

such that Eval(pk, (0,x%¢)) = Eval(pk, (1,x;)) =y, and out-
puts y as the commitment string.
Open takes as input the post-committed state |/”) and a basis
b € {0,1}; if b = 0 it returns the outcome z of measuring
|’} in the standard basis, which is of the form (b, x3), and
if b = 1 it returns the outcome z of measuring |¢’) in the
Hadamard basis.
e Qut takes as input (sk,y, b,z), and if b = 0 it checks that
Eval(pk, z) =y and if this is the case it outputs the first bit of
z, and otherwise it outputs L. If b = 1 if outputs z- (1, X ®x)
where ((0, %), (1,x1)) = Invertrce(y).
Recall that, as explained in the introduction, Mahadev’s measure-
ment protocol is not fully binding. The issue is that a cheating
prover can produce any opening in the Hadamard basis, and will
never be rejected. For instance, a cheating prover could commit to
|+) honestly, apply a Z to the first qubit of the post-commitment
state, and then open to |-).

2.2 Our Single-Qubit Commitment Scheme

We convert Mahadev’s protocol into a binding commitment scheme
by adding another step to the commitment algorithm, as described
in the beginning of Section 2. More specifically, our commitment

13 As mentioned above, her work, as well as followup works, use a dual-mode TCF
family; we avoid this technicality.
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scheme consists of algorithms (Gen, Commit, Open, Out) defined
as follows:

e Gen(1%) generates n+2 TCF keys (pk;» ski)ieqo,1,...n+1}» Where
each (pk;, sk;) « Genrcp(1%), and outputs
pk = (pky, pky, - . ., pk,4q) and sk = (sko, pk;, ..
e Commit(pk, /) operates as follows:
(1) Parse pk = (pky, pky, ..., pk,.q)-
(2) Apply Mahadev’s measurement protocol to commit to
[) = a0 |0) + a1 |1) w.rt. pky; i.e., generate

., skn41).

|¢/> = |O,X0> + o |1,X1>
such that Eval(pk,, (0,xo)) = Eval(pk,, (1,x1)) = yo.
(3) Compute
HE Dy = > Bald),
de{o1}m+1

(4) Use Mahadev’s measurement protocol to commit qubit-
by-qubit to the above (n + 1)-qubit state, w.r.t. public keys
pky, ..., pk,,; to obtain the state

> Ald[Kg) -

de{0,1}n+1

’
Xn+1,dn+1 >

and strings yy, . .., yn+1 such that for every i € [n + 1],

Eval(pk;, (0,x],)) = Eval(pk;, (1,x],)) = yi.

(5) Output (yo,¥1,---,¥n+1), and (for simplicity) rearrange
the post-commitment state to be

> Bafdix)-

de{0,1}n+1

’
dp4a, Xn+1,d,,+1 >

e Open takes as input the post-commitment state p and a
basis b € {0,1}. If b = 1 (corresponding to opening in the
Hadarmard basis) then it outputs the measurement of the
state p in the standard. If b = 0 (corresponding to opening
in the stanadard basis) then it outputs the measurement of
the state p in the Hadamard basis.

e Out takes as input the secret key sk = (sko, sky, ..., skpt1), 2
commitment string y = (yo, V1, ..., Yn+1), @ basis b € {0, 1}
and an opening string z € {0, 1} and does the following:

(1) If b = 1 then parse

Z= (dls X;,dl’ R dn+1s X;,d1)
and check that for every i € [n + 1] it holds that
yi = Eval(pk;, (d,—,x;)di)).

If all these checks pass then output d - (1,x¢ @ x;), where
((0,x), (1,%1)) = Invert(skoyo). Otherwise, output L.

(2) If b = 0 then parse z = (z1,...,2Zn+1), and for every i €
[n + 1] compute

((0,x74), (1,x;,)) = Invert(sk;, y;) and m; =z; - (1, %], ®x];)

If Eval(pk,, (my, ..
erwise output L.

.,Miy1)) =y, then output my, and oth-
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Analyzing the leakage. We next analyze the leakage that a cheat-
ing QPT algorithm Commit* and a cheating QPT algorithm Open®
obtain by, given pk = (pk,, pky, ..., pk,,;), generating a commit-
ment string y = (y1,...,yr), where each y; = (yi0, Vit -- > Yin+t1)s
a basis (by,...,b,) and an opening z = (zy, ..., Z;), and obtaining
outputs m; = Out(sk,y;, b;, z;) for every i € [£]. Denote by

I={i: bj=0} and J={i: b; =1}.

We distinguish between the leakage obtained from {m;};c; and that
obtained from {m;};c;. As mentioned above, {m;};e; only leaks
information about sky, . .., sk,+1, since sk is not used when com-
puting {m;};. p,=. For i € J, it holds that

m; =d; - (1, %0 ® X;1),
where
((0,%10), (1,x3,1)) = Invertrce(sko, yi0)

and

zi = (i1, Xy g5 st X g g, )-

This may leak information about sko. In particular, if we use the
underlying (noisy) TCF family from [4], along with an adversarially
chosend = (dy, ..., d,) then {m;};c; may leak part of the secret key
which breaks the indistinguishability between the output produced
by Open* and ExtOPe""

We get around this problem by arguing that in our scheme if
z is accepted then it must be the case that the “important” bits of
d have min-entropy w(log 1).!"* For this we rely on the fact that
the underlying TCF family has the adaptive hardcore bit property,
which the (noisy) TCF family from [4] was proven to have under the
LWE assumption. We actually need the stronger condition that the
“importants” bits of d have min-entropy w(log 1) even given some
auxiliary input (which comes into play due to the fact that we are
opening many qubits). We prove this for the specific NTCF family
from [4]. Specifically, we prove that under the LWE assumption,
the NTCF family from [4] has a property which we refer to as the
distributional strong adaptive hardcore bit property. We argue that
this property, together with the min-entropy property of d, implies
that the leakage obtained from d; - (x;0 @ x; 1) is benign and does
not break the indistinguishability between the output produced by
Open* and ExtOPe”,

In more detail, for Mahadev’s measurement protocol, the proof
that the Hadamard outputs of Ext®P*"" and Open* are computation-
ally indistinguishable relies on the adaptive hardcore bit property,
which states that for every QPT adversary A,

PEIAGPK) = (b33, d.d - (130 ©31))] < 5 + negl()

where ((0,%0), (1,x1)) = Invert(sk, Eval(pk, b, x)). We need to ar-
gue that this holds even if A gets as auxiliary input a bunch of
elements of the form

(bi, Xip;» di - (1, %40 ®X51)).

While in general this is not true, we prove that it is true for the
(noisy) TCF family from [3], if each d; has w(log A) min-entropy
(even conditioned on (dj, ..., d;—1)), under the LWE assumption.

4WWe emphasize that this is not the case for Mahadev’s scheme, since in her scheme
every Hadamard opening d is accepted.
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2.3 Succinct Commitments

As mentioned in the introduction, our main result is a succinct
commitment scheme, where Commit commits to an £-qubit state
by generating a succinct classical commitment string that consists
of only poly(A) many bits, and Open generates an opening to any
qubit i € [¢] in any basis b € {0, 1}, where the opening consists
of only poly(4) many bits. Importantly, the guarantee we provide
is that even if Open™ only opens to a few qubits, we should still
be able to extract the entire £-qubit quantum state from Open*.!®
This seems impossible to do, since how can we extract information
about qubits that were never opened? Indeed, to achieve this we
need to change the syntax.

We add to the syntax an interactive test phase. Similar to the
test round in Mahadev’s protocol, our test phase is executed with
probability 1/2, and if it is executed then after the test phase the
protocol is terminated and the opening phase is never run. This is
the case since the test phase destroys the quantum state. Impor-
tantly, we allow the test phase to be interactive. It is this interaction
that allows us to extract a long £-qubit state from Open*. Loosely
speaking, in this test phase, we choose at random b « {0, 1} and
ask the prover to provide an opening to all the £-qubits in basis b°.
To ensure that the protocol remains succinct, we ask for the open-
ings to be sent in a succinct manner, using a Merkle hash. Then the
prover and verifier engage in a succinct interactive argument where
the prover proves knowledge of the committed openings. For this
we use Kilian’s protocol and the fact that it is a proof-of-knowledge
even in the post-quantum setting [8, 21]. Then the verifier sends
the prover the secret key sk and the prover and verifier engage in
a succinct interactive argument where the prover proves that the
committed openings are accepted (w.r.t. sk). This is also done using
the Kilian protocol.

In addition, we allow the commit phase to be interactive. This
allows Commit to first generate a non-succinct commitment y, and
send its Merkle hash, denoted by rt. Then the committer can run a
succinct proof-of-knowledge interactive argument, to prove knowl-
edge of a preimage of y. Importantly, the proof-of-knowledge must
be state-preserving, which means that we can extract y without
destroying the state. Such a state-preserving proof-of-knowledge
protocol was recently constructed in [15]. This interactive com-
mitment phase allows us to reduce the binding of the succinct
commitment scheme to that of the semi-succinct one. This part of
the analysis is similar to [1].

2.4 Applications

We construct a succinct interactive argument for QMA and a com-
piler that converts any X /Z PCP into a succinct interactive argu-
ment, both under the LWE assumption. For simplicity we do not
use our succinct commitment scheme to construct these succinct
interactive arguments. Rather we use our semi-succinct commit-
ment scheme to construct a semi-succinct interactive argument. We
then rely on a black-box transformation from [1] which shows a
generic transformation for converting any semi-succinct interactive
argument for QMA into a fully succinct one.'®

5This guarantee is important for our applications, as we will see in Section 2.4.
16We mention that this transformation was used (in a non-black-box way to convert
our semi-succinct commitment scheme into a succinct one.
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An important point to note is that the argument systems we
construct have negligible soundness, even though the binding guar-
antee of our commitment only holds for provers with a probability
close to 1 of being accepted. We do this by applying sequential rep-
etition to our semi-succinct protocol to drive down the soundness
error, before applying the black-box transformation of [1]. A draw-
back of this approach (shared with all known succinct argument
systems for QMA) is that the honest prover must hold polynomially
many copies of the QMA witness state, or the X/Z PCP state.

The formal statements of these results are contained in the full
version of the paper.

Compiling an X /Z PCP into a semi-succinct interactive argument.
Our compiler uses a succinct commitment in a straightforward way.
The succinct interactive argument proceeds as follows:

(1) The verifier generates a key pair (pk, sk) « Gen(1%) cor-
responding to the underlying semi-succinct commitment
scheme.

(2) The prover commits to the X/Z PCP |x) by generating a
classical commitment string y «— Commit(pk, |x)). It sends
y to the verifier.

(3) With probability 1/2 the verifier behaves as the PCP verifier
and chooses small set of indices (i1, . . ., ix) along with basis
choices (b1, . . ., by); with probability 1/2 the verifier chooses
arandom b « {0, 1} and sends b to the prover.

(4) If the prover receives a bit b then it opens the entire PCP in
the standard basis if b = 0 and in the Hadamard basis if b = 1.
Otherwise, if the prover receives a set of indices (iy, . .., ik)
along with basis choices (by, ..., bx) then the prover opens
these locations in the desired basis.

Completeness follows immediately from the completeness of the
underlying semi-succinct commitment scheme. To argue soundness,
fix a cheating prover P* that is accepted with high probability. We
rely on the soundness property of the underlying commitment
scheme to argue that there exists a QPT extractor that extracts
a state |7*) from P*, such that on a random challenge produced
by the PCP verifier (for which P* succeeds in opening with high
probability), the output of P* is close to the the outcome obtained
by measuring |7*) directly, which implies that |z*) is an X /Z PCP
that is accepted with high probability, implying that the soundness
property holds.

Semi-succinct interactive argument for QMA. To obtain a semi-
succinct argument, we follow the blueprint of Mahadev [16]. Namely,
we first convert the QMA witness into one that can be verified by
measuring only in the X /Z basis. For this we rely on a result due
to Fitzsimons, Hajdus$ek, and Morimae [10] which shows how to
convert multiple copies of the QMA witness into an £-qubit state
|7) that can be verified by measuring it only in the X/Z basis. Im-
portantly, this state can be verified by measuring it in a random
basis (b1, ..., bs) < {0,1}*. Armed with this tool, the semi-succinct
interactive argument proceeds as follows:

(1) The verifier generates a key pair (pk, sk) corresponding to
the underlying semi-succinct commitment scheme.

(2) The prover converts its (multiple copies) of the QMA witness
into a state |7) by relying on the [10] result, and computes
y « Commit(pk, |r)).
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(3) With probability 1/2 the verifier chooses at random a seed
s € {0,1}* and sends s to the prover, and with probability
1/2 the verifier chooses a random b « {0, 1} and sends b to
the prover.

(4) If the prover receives a bit b then it sends the opening of the
commitment in the basis b’. If it receives a seed s then it uses
a pseudorandom generator to deterministically expand s to
a pseudorandom string (bs, . .., b;) and sends an opening of
the commitment in basis (b, ..., by).

(5) The verifier uses its secret key to compute the output corre-
sponding to this opening. If any of the openings are rejected
it rejects. Otherwise, in the case that it sent a seed, it accepts
if the verifier from [10] would have accepted.

To argue soundness, fix a cheating prover P* that is accepted with
high probability. We first rely on the soundness property of the
underlying commitment scheme to argue that the QPT extractor
extracts a state |7*) from P*, such that for any choice of basis b =
(b1, ..., by) for which P* succeeds in opening with high probability,
the output corresponding to these openings are computationally
indistinguishable from measuring |7*) in basis b. By the soundness
of the underlying scheme [10] we note that for a random basis
(b1, ..., br), the state would be rejected with high probability. Hence
it must also be the case if the basis is pseudorandom, as otherwise
one can distinguish a pseudorandom string from a truly random
one.
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