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Problem Set 4

MIT students: This problem set is due in recitation on Day 13.

Reading:Chapters 10 and 11

Both exercisesand problemsshould be solved, but only the problemsshouldbe turnedin.
Exercisesareintendedo helpyou masteithe coursematerial. Eventhoughyou shouldnotturnin
the exercise solutions, you are responsible for materiagic by the xercises.

Mark the top of eachsheetwith your name,the coursenumbey the problemnumbey your
recitationinstructorandtime, thedate ,andthenamesof ary studentsvith whomyoucollaborated.

MIT students: Eachproblemshouldbedoneonaseparatshee{or sheetspf three-holgpunched
paper

Youwill oftenbecalleduponto “give analgorithm”to solve a certainproblem.Your write-up
shouldtake the form of a shortessay A topic paragraprshouldsummarizethe problemyou are
solving and what your results afehe body of your essay should pige the follaving:

1. A description of the algorithm in English and, if helpful, pseudocode.

2. At leastoneworkedexampleor diagramto shav morepreciselyhow your algorithmworks.
3. A proof (or indication) of the correctness of the algorithm.

4. An analysis of the running time of the algorithm.

Rememberyour goalis to communicate Graderswill beinstructedto take off pointsfor corvo-
luted and obtuse descriptions.

Exercise 4-1. Do exercise 10.1-6 on page 204 of CLRS.
Exercise 4-2. Do exercise 10.2-4 on page 208 of CLRS.
Exercise 4-3. Do exercise 10.3-4 on page 213 of CLRS.
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Exercise 4-4. Supposewne hashelementsof a setU of keys into m slots. Shaov thatif |U| >
(n — 1)m, thereis asubsebf U of sizen consistingof keys thatall hashto the sameslot, sothat
the worst-case searching time for hashing with chaining is)O(

Exercise 4-5. Do exercise 11.3-3 on page 236 of CLRS.

Problem 4-1. Comparisons among dynamic sets

For eachtype of dynamicsetin thefollowing table,whatis the asymptoticrunningtime for each
operation listed, in terms of the number of elemefits n

For operationghathave not beenexplicitly defined,considethow youwould implementthe oper
ationgiventhe datastructure.You do not needto give the algorithm,justtherunningtime. State
ary assumptions that you mak

Assume that the hash tables resatellisions by chaining with doubly liek lists.
unsorted singly sorted doublyy min-heap, | hash table, hash table,

linked list, linked list, | worst-casel worst-case| average-case
worst-case worst-case

SEARCH(L, k)
INSERT(L, x)

DELETE(L, x)

SUCCESSOR(L, )
MINIMUM (L)
MAXIMUM(L)

Problem 4-2. k-universal hashing and authentication

Let H beaclassof hashfunctionsin whicheachhashfunctionh € H mapstheuniverseU of keys

to {0,1,...,m — 1}. We saythatH is k-universalif, for every fixed sequencef k distinctkeys
<x(1), @ x(k)> andfor ary h choseratrandomfrom , thesequencéh(a:(l)), h(z®@),..., h(a:(k))>
is equallylikely to beary of them” sequencesf lengthk with elementsiravnfrom {0, 1,...,m — 1}.

(a) Shaw that if the &mily H of hash functions is 2-uvérsal, then it is umersal.

(b) Supposehattheuniversel isthesetof n-tuplesof valuesdravnfromZ,, = {0,1,...,p — 1},
wherep is prime. Consideranelementr = (xg, z1,...,z,-1) € U. For ary n-tuple
a = (agp,ay,...,a,—1) € U, define the hash function, by

he(z) = (i ajxj) mod p .

j=0

Let H = {h,}. Thisis thefamily of hashfunctionsshavn in lectureto be universal.
Shaw thatH is not 2-universal. (Hint: Find a key for which all hashfunctionsin H
produce the samealue.)
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(c) Supposeahatwe modify H slightly from part(b): Forarny a € U andfor ary b € Z,,

(d)

define

n—1
hyy(2) = (Z a;r; + b) mod p .
=0

andH' = {hg’b}. Arguethat H' is 2-universal. (Hint: Considerfixedz € U and

y € U, with z; # y; for somei. Whathappenso 4, ,(x) andh;, ,(y) asa; andb range
over 7,?)

Supposehat Alice and Bob secretlyagreeon a hashfunction & from a 2-universal
family H of hashfunctions. Each. € ‘H mapsfrom a universeof keys U to Z,,
wherep is prime. Later, Alice sendsa messagen to Bob over the Internet,where
m € U. Sheauthenticatethis messagéo Bob by alsosendingan authenticatioriag
t = h(m), andBob checkghatthepair (m, t) herecevessatisfies = h(m). Suppose
thatanadwersaryinterceptsm, t) enrouteandtriesto fool Bob by replacingthe pair
with a differentpair (m/,t'). Arguethatthe probability thatthe adwersarysucceeds
in fooling Bob into acceptingm/, t') is at most1/p, no matterhow muchcomputing
power theadwersaryhas,evenif theadwersaryknows the family H of hashfunctions
used.



