
1.264 Lecture 17 

Web security, part 2 
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Certifying authorities and public keys 

How to obtain public keys 
Can’t keep all possible recipient keys on your system 
Can’t ask recipient to send it to you, because he she might be 
spoofer 
Don’t (can’t?) have large public database: 

Costs, performance for hundreds of millions of keys a concern 

Certifying authorities (CAs) 
Commercial entities, whose public keys are in your browser 
Ask user to send you their digital certificate, signed by a CA, 
before you communicate with them 
From certificate, you verify their identity and get their public key 
CA encrypts the certificate and its hash with the CA’s private key 
User (you) decrypts the certificate with the CA public key and 
check the hash to make sure the certificate has not been altered 



/

Obtaining a digital certificate for your server 

1. Generate a public private key pair on your system 
2. Keep private key and send “certificate request” to CA: 

Includes public key and identifying information about you 
3. Pay CA fee 
4. CA verifies your identity, cursorily or extensively 
5. If you are ok, CA creates certificate body with your public key 

and ID info: 
Server (“site”) certificate has URL 
Browser (“personal”) certificate has name and email address 

6. CA generates message digest from certificate and signs it with 
its private key, creating the actual certificate 

7. CA sends certificate to you. 
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Root CAs and certificate chains 

Root CAs have certificates on browser or Web server 
Must believe Microsoft, Netscape and your system vendor are ok 

Root CAs can sign other CA’s public keys 
Signature includes the root CA’s certificate 
Chains of certificates can be created 

Last certificate contains certificates of every CA in the chain, so it 
can be traced back to the original root CA 
You use first CA’s public key to get 2nd CA’s public key, which you 
use to get 3rd CA’s public key, etc. 
Chains typically used in intranets today to verify browsers via a 
chain of servers 
SET and digital payment schemes also use chains 

It’s reasonable to generate and administer your own 
public and private keys when number of sites is limited 
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Certificate problems 

Events invalidating public private key pair 
Theft, change of ID info, compromise of key 
Disk corruption (private key is encrypted via password on disk) 
Certificate revocation list (CRL) intended but often not implemented 

Technically, should check against CRL before communicating 

Certificates generally expire in a year, but that’s a long time… 

Privacy is impossible, because you are identified to other party 
Diffie-Hellman algorithm allows encryption w o authentication 
D-H is susceptible to ‘man in the middle’ attacks: 

A BC ("man in 

middle")
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Secure IP: IPsec 

At what layer (1,2,3,4 or 7?) does SSL work? 
TCP IP (and IP itself) are not secure 

Never intended for current use 
IPsec allows encryption of TCP IP headers and or data 

IPsec requires replacing TCP IP stack of every PC accessing 
server 
No one wants the support costs of this; it will happen slowly 
IPSec is very similar to SSL but encrypts IP packets (which 
contain HTTP and HTML traffic) 
IPSec must work in many more situations and is much more 
complex 

Keys, certificates, etc. make up Public Key Infrastructure 
(PKI). Certificates are X.509 standard, PKI is various others 
This entire lecture has been essentially about network 
security 

We now turn to server and client security briefly 
Server security is mostly a matter of configuration and care 
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Firewalls 

Without firewalls, weakest PC on internal network can be 
attacked and compromised, and in turn compromise others 

Attacker replaces some PC operating system calls with his her 
own, or wreaks other havoc 
Almost impossible to monitor all PCs for suspicious activity 

Firewalls place special machine between internal network and 
Internet 

Direct traffic from PCs to Internet not allowed; all traffic via 
firewall 

Firewall runs stripped-down version of Windows or UNIX 
No unnecessary services, no untrusted software 
Logs of all activity 
Application level proxies inspect packets (intrusion detection) 

Layer 7: HTTP (port 80) proxy can search for and disallow binary 
payloads 
Layer 3 and 4: Packet-level proxies look at headers, destinations… 
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Firewall configuration 

Firewall: 
Filters based on TCP IP headers (source, destination…) 
Disallows direct connections across firewall (proxy) 
Application level firewall inspects packet contents 

E.g., scans email for viruses, HTTP for binaries 
Audit 

Internet FirewallDMZ LANFirewall

Workstations

Mail server

DNS server Web server Mail server
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Current Security Issues 

Denial of service (DoS), distributed denial of 
service (DDoS) 

Packet floods (TCP-SYN, ACK, RST; UDP; ICMP-ping) 
Source of flood is often a compromised system 
IP spoofing (fake IP source address) is often used 
TCPv4 is not designed with security protection features 
‘Kits’ exist on Internet to generate such attacks 

User interface to select target, type of attack, machines to 
compromise if possible 

Microsoft systems targeted more than UNIX now; UNIX 
was primary target earlier 
Chat (IRC) used to control agents, spread attacks 
High degree of automation in DoS attacks 
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Current Security Issues, p.2 

DNS attacks (BIND) 
Solution is to run latest version of DNS 

CGI script holes 
Most example scripts on Net have security holes 
Don’t use CGI 

Remote procedure calls (COM, CORBA, other) 
Disable if not using; move to SOAP 

Microsoft IIS Web server 
Some recommend switching to Apache Tomcat 
Microsoft needs to patch all the vulnerabilities 

Sendmail (UNIX) runs with root privilege 
Upgrade to latest version. Was written as grad student pro ect 

NFS, mountd, shares for mounting remote disks (UNIX, Win) 
Gives root privilege (UNIX), default read-write permissions (Win) 

Accounts with weak or no passwords, including root Admin 
IMAP, POP email protocols have weak security 
SNMP has weak security (default password ‘private’ rarely 
reset) 

Can let hacker control routers. 
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Types of threats 

All these weaknesses are exploited by: 
Worms: Program copies itself to other machines and 
propagates itself 
Viruses: Program alters or infects existing programs or 
files, which then propagate it 
Tro ans: Program that neither copies nor replicates, but 
directly damages the attacked system. Typically spread by 
email. 
Definitions at http: www.symantec.com avcenter refa.html 
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Security Initiatives 

Proof-carrying code, proof-carrying authorization 
Server-sent code contains safety proof that code complies to a 
stated security policy 
Client has proof validator 

Smart cards, biometrics for authentication 
Can be defeated fairly easily still (fake fingers, iris copies…) 

Advanced Encryption Standard (AES) or Ri ndael algorithm, 
to replace DES 

128 to 256 bit symmetric key algorithm. See nist.gov 
Firewalls with cryptographic analysis of programs 

ZoneAlarm is free and effective 
Intrusion detection 

Analyze network traffic, examine individual packets within data 
stream to identify threats from authorized users, hackers who 
have thwarted control systems 
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Security Realities 

People are the ma or issue 
Tiger team results 
Simple passwords, on post-it notes. Etc. 

Security in most systems is weak 
Even with certificates, encryption, PKI, etc., if a 
password is weak, you can get someone’s certificate 
Most software has a lot of bugs, and some can be 
exploited by attackers. Unless software is correct, 
security is hard to do. 

Security is based on 
Prevention: client, server, network configuration 
Detection: firewall and other analysis 
Response: software, hardware, configuration changes 

Security always has a large performance hit 
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Summary 

Public key infrastructure (PKI) for network security 
Certificates, encryption, certificate authorities, IPsec (future) 
Expensive currently 
Multivendor implementations don’t work well 
Expected to improve over the next few years 

Move to XML, XSL, XSchema, and de-emphasis of 
JavaScript, applets, etc. for client security 

XML can be sent and received symmetrically by clients, 
servers 
Uses port 80 (HTTP) which is a fairly safe (restricted) protocol 

Continued improvement in server operating systems for 
server security, and client systems for client security 

CERT (www.cert.org), other security services continue alerts, 
fixes 
Windows, Linux automated updates 


