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Enhanced ability to infer sibling genotypes 

𝑝 𝑆𝑖𝑏2𝐴𝐴 𝑆𝑖𝑏1𝐴𝐴 =  𝑝 𝑆𝑖𝑏2𝐴𝐴 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖 𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|

9

𝑖=1

𝑆𝑖𝑏1𝐴𝐴) 

=   
𝑝 𝑆𝑖𝑏2𝐴𝐴 ∩ 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖 

𝑝 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖 
 𝑝 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖 

9

𝑖=1

𝑆𝑖𝑏1𝐴𝐴) 
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=   
𝑝(𝑆𝑖𝑏2𝐴𝐴 ∩ 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙  𝑐𝑜𝑚𝑏. 𝑖)

𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)
 𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|

4

𝑖=1

𝑆𝑖𝑏1𝐴𝐴) 

 =  
𝑝 𝑆𝑖𝑏2𝐴𝐴 ∩ 𝐴𝐴𝑀𝐴𝐴𝐹  

𝑝 𝐴𝐴𝑀𝐴𝐴𝐹 
 𝑝 𝐴𝐴𝑀𝐴𝐴𝐹  𝑆𝑖𝑏1𝐴𝐴 

+  
𝑝 𝑆𝑖𝑏2𝐴𝐴 ∩ 𝐴𝐴𝑀𝐴𝑎𝐹 

𝑝 𝐴𝐴𝑀𝐴𝑎𝐹 
 𝑝 𝐴𝐴𝑀𝐴𝑎𝐹 𝑆𝑖𝑏1𝐴𝐴  

 + 
𝑝 𝑆𝑖𝑏2𝐴𝐴 ∩ 𝐴𝑎𝑀𝐴𝐴𝐹  

𝑝 𝐴𝑎𝑀𝐴𝐴𝐹 
 𝑝(𝐴𝑎𝑀𝐴𝐴𝐹|𝑆𝑖𝑏1𝐴𝐴)

+  
𝑝 𝑆𝑖𝑏2𝐴𝐴 ∩ 𝐴𝑎𝑀𝐴𝑎𝐹 

𝑝 𝐴𝑎𝑀𝐴𝑎𝐹 
 𝑝(𝐴𝑎𝑀𝐴𝑎𝐹|𝑆𝑖𝑏1𝐴𝐴) 

=  1  𝑝2 +  
1

2
  𝑝𝑞 +  

1

2
  𝑝𝑞 +  

1

4
  𝑞2  

= 𝑝2 + 𝑝𝑞 +
𝑞2

4
 

= 𝑝2  +𝑝𝑞 +
𝑞2

4
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Measuring the information content of Sibling genotype data  
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Λ𝐼𝑛𝑑 1 ,𝐼𝑛𝑑 2  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒𝑠

𝐼𝑛𝑑1𝐴𝐴

Λ𝐼𝑛𝑑 1 ,𝐼𝑛𝑑 2  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒𝑠 =
𝑝 𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑠𝑖𝑏𝑙𝑖𝑛𝑔𝑠 

𝑝 𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑 

=
𝑝 𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑆𝑖𝑏1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 

 
𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒) ∩ 𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑 )

𝑝(𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑)  

=
 𝑝 𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙  𝑐𝑜𝑚𝑏. 𝑖 𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|9

𝑖=1 𝑆𝑖𝑏1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)

 
𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒) ∩ 𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑 )

𝑝(𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑)
 

=

  
𝑝(𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)

𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)  𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|9
𝑖=1 𝑆𝑖𝑏1  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)

 
𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒) ∙ 𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∙  1 −

1
𝑁 

𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∙  1 −
1
𝑁 

 

≅
  

𝑝(𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)
𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)  𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|9

𝑖=1 𝑆𝑖𝑏1  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)

𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)
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Λ Ind 1 ,Ind 2  genotypes

Λ

Sib2 Sib1 Maximizing MAF Log(ΛInd1,Ind2 genotypes) 

AA AA 0.01 3.407 

Aa AA 0.01 3.699 

aa AA 0.01 3.389 

AA Aa 0.99 1.396 

Aa Aa 0.01, 0.99 1.407 

aa Aa 0.01 1.396 

AA aa 0.99 3.389 

Aa aa 0.99 3.699 

aa aa 0.99 3.407 
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Confirming sib-ship with two non-matching sets of SNP genotypes 

𝑝 𝑠𝑖𝑏𝑠 𝑚𝑎𝑡𝑐  𝑎𝑡 𝑀 𝑙𝑜𝑐𝑖 

          =
𝑝 𝑚𝑎𝑡𝑐  𝑎𝑡 𝑀 𝑙𝑜𝑐𝑖 𝑠𝑖𝑏𝑠  𝑝 𝑠𝑖𝑏𝑠 

𝑝 𝑚𝑎𝑡𝑐  𝑎𝑡 𝑀 𝑙𝑜𝑐𝑖 𝑠𝑖𝑏𝑠 𝑝 𝑠𝑖𝑏𝑠 + 𝑝 𝑚𝑎𝑡𝑐  𝑎𝑡 𝑀 𝑙𝑜𝑐𝑖 ! 𝑠𝑖𝑏𝑠 𝑝 !𝑠𝑖𝑏𝑠 

=
 𝑝 𝑏𝑜𝑡 𝐴𝐴 𝑠𝑖𝑏𝑠 + 𝑝 𝑏𝑜𝑡 𝐴𝑎 𝑠𝑖𝑏𝑠 + 𝑝 𝑏𝑜𝑡 𝑎𝑎 𝑠𝑖𝑏𝑠  𝑀   

1
𝑁 

 𝑝 𝑏𝑜𝑡 𝐴𝐴 𝑠𝑖𝑏𝑠 + 𝑝 𝑏𝑜𝑡 𝐴𝑎 𝑠𝑖𝑏𝑠 + 𝑝 𝑏𝑜𝑡 𝑎𝑎 𝑠𝑖𝑏𝑠  𝑀  
1
𝑁 + 𝑝 𝑚𝑎𝑡𝑐|! 𝑠𝑖𝑏𝑠 𝑀  1 −

1
𝑁 
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Modeling a series of SNP inferences using a binomial distribution 

𝑝 𝑘, 𝑛, 𝑝 =  
𝑛
𝑘
 𝑝𝑘(1− 𝑝)𝑛−𝑘

(𝐹 𝑘; 𝑛, 𝑝 = 𝑃 𝑋 ≤ 𝑘 =   
𝑛
𝑗 𝑝𝑗 (1 −𝑝)𝑛−𝑗  𝑘

𝑗 =0
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HapMap CEPH and global population SNP genotypes and allele frequency data 
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Validating the sibling genotype probability vector using parental genotypic 

data 

Error reduction calculation 
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Scoring metric for calculating correct fraction of inferences 
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Results 

Validation of SNP genotype inference using HapMap trio data 
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Deriving propensity to disease from sibling SNP data 

Γ𝑆𝑖𝑏 2 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 |𝑆𝑖𝑏 1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 =
probability with sibling knowledge

probability without sibling knowledge

=
𝑝 𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑆𝑖𝑏1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 

𝑝 𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 

=

  
𝑝(𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)

𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)  𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|9
𝑖=1 𝑆𝑖𝑏1  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)

𝑝 𝑆𝑖𝑏2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 

Γ 𝐴𝑎 |𝑆𝑖𝑏 1𝑎𝑎
=

𝑝 𝑆𝑖𝑏2𝐴𝑎 𝑆𝑖𝑏1𝑎𝑎 

𝑝(𝑆𝑖𝑏2𝐴𝑎)
 

=
p2 + pq 

2pq

=
p + (1 − p)

2(1 − p)

=
1 − p

2 − 2p
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Γ 𝑎𝑎 |𝑆𝑖𝑏 1𝑎𝑎
=

𝑝 𝑆𝑖𝑏2𝑎𝑎 𝑆𝑖𝑏1𝑎𝑎 

𝑝(𝑆𝑖𝑏2𝑎𝑎)
 

=
p2  +  pq + q2

q2

=
p2  +  p 1 − p + (1 − p)2

(1 − p)2

Γ 𝑎𝑎 |𝑆𝑖𝑏 1𝑎𝑎
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∙

 

Discussion
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≈
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Conclusions 
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Ability to infer SNP genotypes from parental or child data 

𝑝 𝐶𝑖𝑙𝑑 𝐴𝐴 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴) =
𝑝(𝐶𝑖𝑙𝑑 𝐴𝐴∩ 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴)

𝑝(𝑀𝑜𝑡𝑒𝑟 𝐴𝐴)
 

=   
𝑝((𝐶𝑖𝑙𝑑 𝐴𝐴∩ 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴)|𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑖)𝑝(𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑖)

𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴 
 

3

𝑖=1

 

 =  
𝑝 (𝐴𝐴𝐶 ∩ 𝐴𝐴𝑀 |𝐴𝐴𝐹)𝑝(𝐴𝐴𝐹)

𝑝 𝐴𝐴𝑀 
 +  

𝑝 (𝐴𝐴𝐶 ∩ 𝐴𝐴𝑀 |𝐴𝑎𝐹)𝑝(𝐴𝑎𝐹)

𝑝 𝐴𝐴𝑀 
 

+  
𝑝 (𝐴𝐴𝐶 ∩𝐴𝐴𝑀  |𝑎𝑎𝐹)𝑝(𝑎𝑎𝐹)

𝑝 𝐴𝐴𝑀 
  

=
 1  𝑝4 +  

1
2 

 2𝑝3𝑞 +  0 (𝑝2𝑞2)

 𝑝2 
 

=  𝑝2 +  𝑝𝑞  

= 𝑝2 +𝑝𝑞  . 
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𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴 𝐶𝑖𝑙𝑑 𝐴𝐴 =
𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴∩ 𝐶𝑖𝑙𝑑 𝐴𝐴 

𝑝 𝐶𝑖𝑙𝑑 𝐴𝐴 

=
𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴∩ 𝐶𝑖𝑙𝑑 𝐴𝐴 

𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴 
 

 

=
𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴∩ 𝐶𝑖𝑙𝑑 𝐴𝐴 

𝑝 𝐶𝑖𝑙𝑑 𝐴𝐴 
 

= 𝑝(𝐶𝑖𝑙𝑑 𝐴𝐴|𝑀𝑜𝑡𝑒𝑟 𝐴𝐴) 
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Child  Known Parent Prior Prob. Posterior Prob. Error Reduction 

AA AA p2 p2 + pq |p2 – [p2 + pq]| 

Aa AA 2pq pq + q2 |2pq – [pq + q2]| 

Aa AA q2 0 |q2| 

AA Aa p2 ½p2+½pq |p2 – [½p2+½pq]| 

Aa Aa 2pq ½p2+pq+½q2 |2pq – [½p2+pq+½q2]| 

Aa Aa q2 ½pq+½q2 |q2-[½pq+½q2]| 

AA aa p2 0 |p2| 

Aa aa 2pq p2 + pq |2pq – [p2 + pq]| 

Aa aa q2 pq + q2 |q2-[pq + q2]| 

Likelihood ratio test statistic for paternity and information content 
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Λ𝐼𝑛𝑑 1 ,𝐼𝑛𝑑 2  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒𝑠

Λ𝐼𝑛𝑑 1 ,𝐼𝑛𝑑 2  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒𝑠 =
𝑝 𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙  𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛𝑠𝑖𝑝 

𝑝 𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑 

=
𝑝 𝐶𝑖𝑙𝑑 𝐴𝐴 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴)

 
𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒) ∩ 𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑 )

𝑝(𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑢𝑛𝑟𝑒𝑙𝑎𝑡𝑒𝑑)  

=
 
𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴∩ 𝐶𝑖𝑙𝑑 𝐴𝐴 

𝑝 𝐶𝑖𝑙𝑑 𝐴𝐴  

 
𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒) ∙ 𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∙  1 −

1
𝑁 

𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∙  1 −
1
𝑁 

 

=

  
𝑝((𝐶𝑖𝑙𝑑 𝐴𝐴 ∩𝑀𝑜𝑡𝑒𝑟 𝐴𝐴)|𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑖)𝑝(𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑖)

𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴 
 3

𝑖=1

 
𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒) ∙ 𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∙  1 −

1
𝑁
 

𝑝 𝐼𝑛𝑑1𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∙  1 −
1
𝑁
 

 

≅

  
𝑝((𝐶𝑖𝑙𝑑 𝐴𝐴 ∩𝑀𝑜𝑡𝑒𝑟 𝐴𝐴)|𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑖)𝑝(𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑖)

𝑝 𝑀𝑜𝑡𝑒𝑟 𝐴𝐴  3
𝑖=1

𝑝(𝐼𝑛𝑑2𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)
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Deriving paternal and child propensity to disease from SNP data 

Γ 𝑐𝑖𝑙𝑑  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 |𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙  𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 =
probability with paternal knowledge

probability without paternal knowledge (control)
 

=
𝑝 𝑐𝑖𝑙𝑑 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 

𝑝 𝑐𝑖𝑙𝑑 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 

=

  
𝑝(𝑝𝑎𝑡𝑒𝑟𝑛𝑎𝑙 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 ∩ 𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)

𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖)
 𝑝(𝑝𝑎𝑟𝑒𝑛𝑡𝑎𝑙 𝑐𝑜𝑚𝑏. 𝑖|3

𝑖=1 𝑐𝑖𝑙𝑑 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒)

𝑝 𝑐𝑖𝑙𝑑 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 
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Risk of re-identification analysis of mutation data 

Introduction 

De novo germline mutations 
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𝑞𝑖 = (𝑟𝑟𝑒𝑔𝑖𝑜𝑛 ,𝑡𝑦𝑝𝑒 ) ∙ 𝑃𝑠𝑢𝑏 −𝑡𝑦𝑝𝑒



Mutation type and region-specific data sources 
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Wild type  G  T  A  C  Total  

Guanine  --  2228 7140 2290 11658  

Thymine  1481  --  1045  3609 6135  

Adenine  2947  734  --  1048  4839  

Cytosine  1619 4785 1376 --  7780  

Wild type  G  T  A  C  Total  

Guanine  --  1009  1028 0  2037  

Thymine  224 --  325  0  549 

Adenine  0  273  --  0  339 

Cytosine  499 3178  727  --  4817  

Wild type  G  T  A  C  Total  

Guanine  --  *** 7140 *** 7140  

Thymine  ***  --  ***  3609 3609 

Adenine  2947  ***  --  ***  2947 

Cytosine  *** 4785 *** --  4785 
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Probability of finding a match in rare mutation alleles 

𝜇𝑖 = 𝑝 𝑚𝑎𝑡𝑐  𝑜𝑚𝑜𝑧𝑦𝑔𝑜𝑡𝑒 𝑚𝑖𝑛𝑜𝑟 + 𝑝(𝑚𝑎𝑡𝑐 𝑒𝑡𝑒𝑟𝑧𝑦𝑔𝑜𝑡𝑒)

=  𝑞𝑖
2 2 +  2(𝑝𝑖) 𝑞𝑖  

2

≅  2(𝑝𝑖) 1− 𝑝𝑖  
2

+ 𝜀

≅  2𝑝𝑖−2𝑝𝑖
2 

2
+ 𝜀

≅ (4𝑝𝑖
2) + 𝜀

Probability that two people are the same given a match at M mutant base pairs  
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𝑝 𝑠𝑎𝑚𝑒 𝑚𝑎𝑡𝑐 =
𝑝(𝑚𝑎𝑡𝑐|𝑠𝑎𝑚𝑒)𝑝 𝑠𝑎𝑚𝑒 

𝑝(𝑚𝑎𝑡𝑐|𝑠𝑎𝑚𝑒)𝑝 𝑠𝑎𝑚𝑒 + 𝑝 𝑚𝑎𝑡𝑐 ! 𝑠𝑎𝑚𝑒 𝑝 !𝑠𝑎𝑚𝑒 
 

 

=
1  

1
𝑁 

1  
1
𝑁 +   𝜇𝑖

𝑀
𝑖=1

  1 −
1
𝑁 

Likelihood of identifying an individual out of 10000 genotyped at that locus 
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+𝜀

+𝜀

𝑝 𝑠𝑎𝑚𝑒 𝑚𝑎𝑡𝑐 =
𝑝(𝑚𝑎𝑡𝑐|𝑠𝑎𝑚𝑒)𝑝 𝑠𝑎𝑚𝑒 

𝑝(𝑚𝑎𝑡𝑐|𝑠𝑎𝑚𝑒)𝑝 𝑠𝑎𝑚𝑒 + 𝑝 𝑚𝑎𝑡𝑐 ! 𝑠𝑎𝑚𝑒 𝑝 !𝑠𝑎𝑚𝑒 
 

 

=
1  

1
𝑁
 

1  
1
𝑁 +   𝜇𝑖

𝑀
𝑖=1

  1 −
1
𝑁 

=
1  

1
104 

1  
1

104 +  1.54 ∙ 10−14  1 −
1

104 

= 0.99999 ≅ 1
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𝑝 𝑛 = 1 − !𝑝 𝑛 , 𝑎𝑝𝑝𝑟𝑜𝑥𝑖𝑚𝑎𝑡𝑒𝑑 𝑏𝑦 1 − 𝑒
 

−(𝑛 𝑛 −1 )

2(1 .54𝑥10 14 )
 

𝑝 10000 = 0.000000325;

14,599,883 𝑝𝑒𝑜𝑝𝑙𝑒 𝑟𝑒𝑞𝑢𝑖𝑟𝑒𝑑 𝑓𝑜𝑟 50% 𝑐𝑎𝑛𝑐𝑒 𝑜𝑓 𝑎 𝑚𝑎𝑡𝑐
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Chapter III: Anonymization of data for transmission and disease 

surveillance 

A Context-Sensitive Approach to Anonymizing Spatial Surveillance Data: 

Impact on Outbreak Detection 

Abstract
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Introduction 

Background 
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Methods 

A. Overview 



Privacy and Identifiability in Clinical Research, Personalized Medicine, and Public Health Surveillance 

Cassa, Christopher A.   Page 99 

B. Population-Density Based Gaussian Spatial Skew  

C. Census Block Groups 
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D. Gaussian Randomization 

 

E. Anonymization Algorithm 



Privacy and Identifiability in Clinical Research, Personalized Medicine, and Public Health Surveillance 

Cassa, Christopher A.   Page 101 

Anonymization Multipliers and Factors: 

𝐴𝑔𝑒-_𝑏𝑎𝑠𝑒𝑑 𝑝𝑜𝑝.𝑑𝑒𝑛𝑠𝑖𝑡𝑦  𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟 =  
𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑎𝑔𝑒_𝑔𝑟𝑜𝑢𝑝 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦

𝑝𝑎𝑡𝑖𝑒𝑛𝑡′𝑠 𝑏𝑙𝑜𝑐𝑘 𝑔𝑟𝑜𝑢𝑝 𝑎𝑔𝑒 𝑑𝑒𝑛𝑠𝑖𝑡𝑦

𝑇𝑜𝑡𝑎𝑙 𝑝𝑜𝑝.𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟 =  
𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑡𝑜𝑡𝑎𝑙 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦

𝑝𝑎𝑡𝑖𝑒𝑛𝑡′𝑠  𝑏𝑙𝑜𝑐𝑘 𝑔𝑟𝑜𝑢𝑝 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦

Age Population Density vs. Total Population Density 

𝐶𝑜𝑚𝑏𝑖𝑛𝑒𝑑 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟

=  𝑨𝒈𝒆 𝒑𝒂𝒓𝒂𝒎𝒆𝒕𝒆𝒓 ∙  𝐴𝑔𝑒_𝑏𝑎𝑠𝑒𝑑 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟 

+   𝟏− 𝑨𝒈𝒆 𝒑𝒂𝒓𝒂𝒎𝒆𝒕𝒆𝒓 ∙ (𝑇𝑜𝑡𝑎𝑙 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟)
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Overall Anonymization Parameter:  

𝑂𝑣𝑒𝑟𝑎𝑙𝑙 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟

= [𝒄] ∙ [ 𝐴𝑔𝑒 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟 

∙  𝐴𝑔𝑒_𝑏𝑎𝑠𝑒𝑑 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟 

+   1 −𝐴𝑔𝑒 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟 ∙  𝑇𝑜𝑡𝑎𝑙 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟 ]
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F. Test data sets 
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G. Measuring Clustering Detection Performance 

≤
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H. Estimate of k-Anonymity  



𝜋𝜎2
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I. Outlier Assessment and Percentage of Points Meeting Anonymity Thresholds 

J. Client Tool and GUI for Remote De-Identification of Data  

http://sourceforge.net/projects/patientanon/
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Results 

A. Distribution of Location Skew 
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B. Average Distance Moved vs. Estimate of k-anonymity  
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C. Sensitivity of Spatial Clustering Detection 
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D. Outlier Assessment and Percentage of Points Not Meeting Anonymity 

Thresholds 
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Discussion 
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Conclusion 
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Optimal discrete anonymization using linear programming techniques  

Abstract 

Background 
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LP De-identification 
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∈

∈

∈

0 ≤ 𝑃𝑖𝑗  𝑓𝑜𝑟 𝑎𝑙𝑙 𝑖 𝜖 𝑨 𝑎𝑛𝑑 𝑗 𝜖 𝑩

 𝑃𝑖𝑗𝑗 = 1 𝑓𝑜𝑟 𝑎𝑙𝑙 𝑖 𝜖 𝑨
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ξ

𝑃𝑖𝑗 ∙
𝑛𝑖

𝑁
≤

𝑛𝑖 ∙𝜉

𝑠
∙   

𝑛𝑘

𝑁
∙ 𝑃𝑘𝑗𝑘𝜖𝐴  𝑓𝑜𝑟 𝑎𝑙𝑙 𝑖 𝜖 𝑨 𝑎𝑛𝑑 𝑗 𝜖 𝑩

ξ ≥

𝑁 =  𝑛𝑟𝑟𝜖𝐴

∈

ξ

ξ
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∈ ∈

  𝑑𝑖𝑗 ∙𝑛𝑖 ∙𝑗𝜖𝐵𝑖𝜖𝐴 𝑃𝑖𝑗

𝑁

ξ

≤
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 𝑛𝑖𝑖𝜖 𝐼𝑗
 ≥

𝑠

𝜉

ξ

∈

ξ
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∈ ∈

ξ

ξ

𝑝 𝑝𝑎𝑡𝑖𝑒𝑛𝑡 𝑞 𝑌 = 𝑗 ≤
𝜉

𝑠

∈

𝑝 𝑝𝑎𝑡𝑖𝑒𝑛𝑡 𝑞 ∩ 𝑋 = 𝐿(𝑞) 𝑌 = 𝑗 

𝑝 𝑝𝑎𝑡𝑖𝑒𝑛𝑡 𝑞|𝑋 = 𝐿 𝑞 ) ∙ 𝑝(𝑋 = 𝐿(𝑞) 𝑌 = 𝑗 

𝑝 𝑝𝑎𝑡𝑖𝑒𝑛𝑡 𝑞 𝑋 = 𝐿(𝑞) =
1

𝑛𝐿 (𝑞 )



Privacy and Identifiability in Clinical Research, Personalized Medicine, and Public Health Surveillance 

Cassa, Christopher A.   Page 129 

𝑝 𝑋 = 𝐿(𝑞) 𝑌 = 𝑗 ≤ 𝑛𝐿(𝑞) ∙
𝜉

𝑠

∈

𝑝 𝑋 = 𝑖 𝑌 = 𝑗 ≤ 𝑛𝑖 ∙
𝜉

𝑠

∈ ∈

∩

𝑃𝑖𝑗 ∙ 𝑝(𝑋 = 𝑖) ≤ 𝑛𝑖 ∙
𝜉

𝑠
∙  𝑃𝑘𝑗 ∙ 𝑝(𝑋 = 𝑘)𝑘∈𝐴

∈ ∈

𝑝(𝑋 = 𝑖) =
𝑛𝑖

𝑁

∈  𝑛𝑟𝑟𝜖𝐴

𝑃𝑖𝑗 ∙
𝑛𝑖

𝑁
≤

𝑛𝑖 ∙𝜉

𝑠
∙  

𝑛𝑘

𝑁
𝑃𝑘𝑗𝑘 ∈𝐴  𝑓𝑜𝑟 𝑎𝑙𝑙 𝑖 ∈ 𝐴 𝑎𝑛𝑑 𝑗 ∈ 𝐵

∈ ∈
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ξ

ξ

Application 

Stringent De-identification of Locations

≤ ≤
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≤
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Comparison to Aggregation
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≤
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Cluster Detection 
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Effect of Underlying Population Density
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County name ρ ∗ 
LP method d † Zip 5 ‡ Zip 3 § 

ξ/s¶ = 
10E-1 

ξ/s = 
10E-2 

ξ/s = 
10E-3 

ξ/s = 
10E-4 

ξ/s  
d 

(m) 
ξ/s  d (m) 

Franklin 
County, MA 39.3 0.00 0.00 89.6 4736 

2.80E-
03 2640 

1.20E-
05 13226 

Plymouth 
County, MA 276.2 0.00 0.00 62.0 1908 

5.50E-
04 3123 

8.90E-
06 19115 

Middlesex 
County, MA 687.1 0.00 0.02 31.5 1105 

6.50E-
04 1770 

4.90E-
06 10793 

New York 
County, NY 25846 0.00 0.08 4.3 172 

1.10E-
03 519 

1.20E-
04 3866 

∗ρ = population density expressed in people per square kilometer 

  †d = expected distance for strategy in meters 
     ‡Zip 5 = aggregation by five-digit zip code 

     •Zip 3 = aggregation by first three digits of zip code 
    ‣ξ = re-identification probability, s = number of records in the data set 

  

Discussion 
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ξ
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ξ

ξ −
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Chapter IV: Reverse Identification Potential of Authentic and 

Anonymized Geographical Data  
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Exploiting Repeatedly Non-deterministically Anonymized Spatial Data 

to Re-identify Individuals: A Vulnerability and Proposed Solutions  

Abstract  
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Background  
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Methods 

Geographical test data sets  
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Population-adjusted 2-dimensional Gaussian skew  
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Re-Identification through averaging  
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Results  

Re-Identification of points anonymized using Gaussian and randomized skew 
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Discussion  

Re-Identification of data anonymized with Gaussian and randomized skew 
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𝐻 𝑋 = − 𝑝 𝑥 log 𝑝(𝑥)
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𝐻 𝑋, 𝑌 = −  𝑝 𝑥, 𝑦 log𝑝(𝑥,𝑦)

𝑦∈𝑌𝑥∈𝑋
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Anonymization Type Standards and Meta-Data 
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Availability of Anonymization Modules 
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Privacy and Identifiability in Clinical Research, Personalized Medicine, and Public Health Surveillance 

Cassa, Christopher A.   Page 184 

Improve anonymization toolkits to include secured upload, integrated 

geocoding, and interchangeable algorithm type
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