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One Motivation

® Key promise of the genome sequencing projects was an era
of “personalized medicine

® 99.9% of all human genomes are identical, but the
remaining 0.1% produces the entire variability within the
human population

® Research projects are collecting phenotypes about patients
and correlating them with the precise variations present in
the patients’ individual genomes
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Points to be Made

Conventional methodologies to obtain large phenotypically
annotated populations are not adequately productive.

Concerns about privacy and disclosure of genotype and phenotype
data arec real but addressable sociologically, technologically and

legislatively.

Patient/consumer populations are ahead of the healthcare and
research establishment in thinking about these challenges.

Methods for giving patient control of health data disclosure provide
a mechanism for gathering research data, and

Harnessing the volunteerism of our populations is an important and
promising solution today.
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Clinical genomic research depends on large, well-
phenotyped populations but...

® There are several challenges
v In size of populations required
v" In obtaining the phenotypes
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Example: PPARy Pro12Ala and diabetes
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Series of screenshots removed due to copyright reasons. Please see: http://spin.nci.nih.gov/
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Series of screenshots removed due to copyright reasons. Please see: http://spin.nci.nih.gov/
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® Real Risks
® Cultural-specific perceptions
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Risks: There is no perfect anonymity

® Sweeney
® Altman

Figure removed due to copyright reasons.
Please see:

Figure in Lin, Z., A. B. Owen, and R. B. Altman. "Genetics. Genomic research and human
subject privacy." Science 305, no. 5681 (July 9, 2004): 183.
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® The decision to share genetic data affects other people.
DNA 1s shared with immediate family members, extended family,
and ethnic groups

® (Carelessness.

Figure removed due to copyright reasons.
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The cat is already out of the bag

® Most people are not fully aware of the degree to which

their blood samples can be and are used by the
pharmaceutical industry

v" When they learn, some wonder if they should participate in
the profits that result from their samples.

® Insurance companies, hospitals routinely share data for
reimbursement and research.
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Perceptions of Risk Vary

® Culturally and personally determined.

® Not surprisingly, the level of concern for health privacy
shows a distribution (Just as many other phenotypes!) in
the population
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Figure removed due to copyright reasons.
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Implanted RFID

® ISO standard representation of data
® FDA approved

® 16 bytes of healthcare identifiers

® Implanted in the right triceps

® MRI safe

® Airport security safe

® John’s RFID identifier is linked at CareGroup to
his medical history
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California

Figure removed due to copyright reasons.
Please see:

Strassman, Marc. New bioactivist group calls for universal, voluntary individual genome sequencing for all

California residents. Menlo Park, CA. Etopia Media News Networks, September 6, 2004.

12B2



iceland

Figure removed due to copyright reasons.
Please see:

Annas, G. J. "Rules for research on human genetic variation--lessons from Iceland."
N Engl J Med 342, no. 24 (Jun 15, 2000) 1830-3.
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® An Alpha-1 patient has one of

the most obvious genetic discrimination cases in the
country ...Patient, who lost a 30-year-old brother to
Alpha-1, was identified as having the disorder ... As
a preventative treatment her doctor put her on a
plasma augmentation therapy used to slow the
progression of lung damage. Shortly after receiving
the bill for her first treatment, her employer, who self-
insured, abruptly fired her, in spite of the fact that
she continued to perform her job, in a manner, which
her employer had always referred to, as exemplary.
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The problem:

» Highly mobile patients
* No formalized data
exchange

* Mobile patients

e Disparate providers
» Incompatible medical data storage

Lack of unified view of patient record
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Standards in Healthcare

Figures removed due to copyright reasons.

Solving this 1n a centralized fashion 1s another major risk
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Solution: PING

Personal Internetworked Notary and Guardian
Personally controlled records

Ubiquitous

Open standards

Open source

Web interface

Public key infrastructure

XML-based data
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Overall Proposed solution

® Seek out volunteers who exist on the end of the
spectrum near the exhibitionists.

® Potential damages can be outlined, but the subjects
will elect to take the risk in the hopes of helping to
save lives

® \olunteers would donate DNA sequence data as well
as molecular and cellular phenotypic data
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Modest (?) Necessary Desiderata

Actions by policy makers and legislators could clear the field for
these studies.

v illegal to act upon the health information contained in research
databases would send a simple message to those considering
mining these data:

= you can do it, but you are not allowed

Researchers who curate genetic databases should have some protection
of activities,

v" as long as they follow an agreed set of operating guidelines.
v Guidelines would not guarantee privacy (a standard that 1s too
high),
v guarantee reasonable physical security and data quality.
Patients should be granted explicit control over the disclosure process.
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Real test

® Create pilot studies to test the feasibility of asking
patients to accept lower levels of privacy guarantees.

® Require the development of new consents.

® Studies would also limit the disclosed data to include
only those subsets of information that the patient is
willing to share.

® At the same time, policy makers would provide some
protections for the patients and the researchers
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In Summary

® \Why should you fear this idea?

® \Why should you rejoice that it's beginning to be
implemented?

® \What should you tell your mom about it?

® \What's your most interesting discovery?
v Oncogenesis recapitulates ontogenesis

® \What's your most recent discovery?
v It's all over after 40.

12B2




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /DetectCurves 0.100000
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /PreserveDICMYKValues true
  /PreserveFlatness true
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /ColorImageMinDownsampleDepth 1
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /GrayImageMinDownsampleDepth 2
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /CheckCompliance [
    /None
  ]
  /PDFXOutputConditionIdentifier ()
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings to create PDF documents suitable for reliable viewing and printing of business documents. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice




