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In this note we examine a special class of wiretap channels and
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1. Introduction

The concept of the wiretapr channel was first introduced by Wyner [1].

The model which he proposed is shown in figure 1.
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Figure 1. General Wiretap Channel.

It is a form of degraded broadcast channel, with the new idea that one
information rate is to be maximized and the othexr minimized. The object is
to maximize the rate of reliable communication from the source to the
legitimate receiver, subject to the constraint that the uncertainty of the
wiretapper, after he receives his data g?, is no less than some given
cuantity. The wiretapper knows the encoding scheme used at the transmitter
and the decoding scheme used at the legitimate receiver, and is handicapped
only by the greater noise present in his received signal. Thus, while the
objective is the same as in cryptography, the technigue used to achieve

privacy is very different.

In this note, we make use of Wyner's basic result for discrete memory-

less wiretap channels to analyze a special class of channels.




II. Preliminaries

Referring to figure 1, the source is ergodic and has a finite alphabet.
. k . N ' ’
The first k sourxce outputs 4 are encoded into an N-vector X which is the

input to the main channel. The legitimate receiver makes an estimate g? of Ak

—

N - ) ) B _
based on y , the output of the main channel, incurring a block error rate

P = Pr{é_k # :s_k} ' - (1)

XF is also the input to the wiretap channel and the wiretapper has average
residual uncertainty H(§FL§§) after observing the output z of the wiretap

chahnel.

We define the fractional equivocation of the wiretapper to be
k| N k
A =H(S|Z2)/HESD : : (2)

and the rate of transmission to the legitimate receiver to be

R = 0S5/ o (3)

Note that A = 1 implies that the wiretapper's a posteriori uncertainty

about the source output is egual to his a priori uncertainty. Thus when




A = 1, the wiretapper is no better informed after he receives his data than
he was before. The pair (R*, d@*) is said to be achievable if for all £ > 0

there exists an encoder-decoder pair such that

R>R -€ . : , ‘ (4a)
A>at-c | | (4p)
Pe L E. {4c)

Wyner's basic result on the achievable (R,d) region is the following:
Theorem 1 (Wyner)

. Let px(-) be a probability distribution on the input of the main chan-

nel. Define p(R), R > 0 to be the set of Py such that I(X;Y¥) > R. For

0 <RX CM where CM is the capacity of the main channel, let
T'(R) = max I(X;Y|2) (5)
pXSD(R)

Then the set of all achievable (R,d) pairs is given by

R*={(R,d)]OiR_<_CM, 0<d<1l, R&<T(R} (6)

In Section III, we analyze the class of channels for which I'(R) is

constant [2].




III. Constant I'(R) Channels.

A useful characterization of constant I'(R) channels is given by the
following theorem:
Theorem 2.

T'(R) isconstant if and only if p; maximizes I(X;Y) - I(X;Z) where p§

-is a capacity achieving distribution on the main channel.
Proof:

We first note that we can rewrite I(X;Y]Z) as

H(x|2) - H(X]|Y,2) : (7)

I(X;Y|2) =
= H(X|2) - H(X|Y) , ' (8)
= I(X;Y) - I(X;2) ' (9

where in (8) we have used the fact that X,Y and 2 form a Markov chain.

If p; maximizes I(X;Y) - I(X;Z), then

T'(R) = I_,(X;Y) - I «(X;2) _ (10)
' Py Py

since p;ep(R) for 0O< R S-CM' Therefore I'(R) is a constant.

Conversely, Suppose p; does not maximize I(X;Y¥Y) - I(X;Z). Let the
maximizing distribution be denoted by pé, and let IP,(X;Y) = Rl’ Then, it
X
is clear that F(Rl) > F(CM). This shows that '(R) cannot be a constant.Q.E.D.

w2 now give a necessary condition forT(R) to be constant for a special class

sf discrete memorvless wiretap channels.




Theorem 3.

Let the main channel be a discrete memoryless channel (DMC) with K
inputs, and the wiretap channel be some othesr DMC. Suppose that I(X;Y¥) is
maximized at a unigue input distribution §§ = ("), p"(2),...,p* (K)) where

all the components of p; are strictly positive. Then a necessary condition for

T(R) to be. constant is that p; should be a maximizing distribution for I(X;2).
Proof.

First we note that I(X;Y) and I(X;Z) are both concave functions of the

input probability assignment Py to the main channel [3, theorem 4.4.2].

K : K-1
We handle the equality constraint igl p(i) = 1 by substituting l-iglp(i)

for p(K) in the expressions for I(X;Y) and I(X;Z). Thus we can consider
maximizing I(X;Y) and I(X;2) which are now functions of K-1 variables subject

only to the inequality constraints p(i) > O.

By hypothesis, I(X;Y) has a maximum at p; and p§ > 0. Therefore

I (X;Y)

ap (i) *
Py

=0, 1<i<Kl (11)

Now assume that p; does not maximize I(X;Z). Then there exists at least

one je[l, K-1] such that

31(X;2)
Py

"Thus, by moving away from p; along the direction of p(j)', the difference between

‘Mote that this is always pcssible since we assured that all the components of
£X are strictly positive.




I(X;¥) and I(X;Z) can be made to increase (at least initially). Therefore, p;

does not maximize I(X;Y)-I(X;Z) and by theorem 2, this implies that I'(R) is not

t .
cons antA 0.E.D.

Remark:

Theorem 3 can be extended in a straightforward manner to cover the case

where i(x;Y) is maximized at non-unique but strictly positive input distributions.

An example of a wiretap channel for which I'(R) is not constant is one in

which the main and wiretap channels are as shown in figures 2(a) and 2(b)

respectively.
o 1 o o st
X -0l Y Y %1 z
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Figure 2.

(a) Main Channel
(b) Wiretap Channel
(c) Cascade of main ané wiretap Channels.

The cascade of these two channels is equivalent to a binary symmetric

crannel (BSC)with a crossover probability of 1/11 as shown in figure 2(c). The




rmaximum of I(X;¥Y) occurs when Pr{X=0} = 0.54. On the other hand, because of

the symmetry of the channel from X to 2, I(X;Z) is maximized when Pr{x=0} = 0.5.

. Thus, by theorem 3, F(R) is not constant.

We now prove a result which gives a sufficient condition for a wiretap channel

to have a constant I'(R).

Theorem 4.

Suppose that I(X;Y) and I(X;Z) are simultaneously maximized by an input

distribution pz. Then I'(R) is constant (and equals CM—CMW), where C

MW is ﬁhe‘

capacity of the cascade channel.

Proof.

p; achieves the maxima of I(X;¥) and I(X;Z) and hence corresponds to a

stationary point of I(X;Y) - I(X;Z2) = I(X;YIZ).

In lemma 1 below, it is shown that I(X; Y]Z) is a concave function of the
input probability distribution. Therefore, the stationary point p§ also
maximizes I(X;Y) - I(X;Z). Finally, use of theorem 2 proves that I'(R) is

constant.

"Also T'(R) = I 4(X;Y) - I _x(X;2) (13)
Py Py

It

u " Cor Q-E.D. B ' (14)

Corollary: Suppose that the main channel is a symmetric DMC [3, p. 24] and the

cascade of the main and wiretap channels is also a symmetric DMC. Then I'(R) is

constant (=CMfCMW).

)

renf.

It is well known [3, theorem 4.5.2] that for a symmetric DMC, capacity

1% achieved by using the inputs with egual probability. This fact, in conjuction




with theorem 4, proves that ['(R) is constant. Since CN and CMW can be easily
5t 6 :

evaluated in this case, I'(R) is readily found.

Remark: The corollary can be used to yield I'(R) for many wiretap channels, e.g.>
(1) main and wiretap channels are BSC's (2) main channel is a BSC and wiretap

channel is a binary erasure channel.

We conclude this section by proving the following lemma.

- Lemma 1.

—>-me| DMC b DMC foomon
X Y Z

Figure 3. Cascade of two DMC's

Let X, Y and Z denote the inputs and outputs of two cascaded DMC's as il~
lustrated in figure 3. Then I(X; Y]Z) is a concave function of the input

probability assignment.

Proof.

 Suppose Qo and 21 are two arbitrary probability distributions on X. Let

i
L

(x; ¥|2) (15)

I
9
and

(16)

I
=

I (x; Y|2) 3
2 1

LY

Let 6e(0,1) be arbitrary and Q = GQO + (1-—-‘3)_@_l and denote the corresponding

mutual information by I. Then we want to shcw that




-.10 -

oI, + (1-0)I; < I. (17)

Consider an auxiliary random variable U which takes on values in

{0,1} with probabilities

pr{u=0} = @, pr{u=1} = 1-6, 7 (18)

We now take and gl to be conditional probabilities conditioned on

2,

U: if U=0, the input probability distribution is and if U=1, the-

Q5
input distribution is 21' So U,X,Y and Z form a Markov chain and in

particular the following equalities hold:

plzly,x,0) = p(z|y) : - (1%a)

ply|x,u) = ply|x) | . (19b)
p(2|x,u) = p(zlx) ’ | (19¢c)
p(z|x,y) = p(z|y) : (194)

plzly,x,w)ply|x,u)

Now p(y|z,u,x) = S==SEEos 0
= P(zéii?i¥lx) using (19a,b,c) : (21)

(z]y, %) p(y|x)
2lso plylz,x) =& Ip(z[x) e
110210 £ NP (23)

plz|x)

From (21) and (23) we conclude that




It

plylz,u,x) = ply]z,x). ' ' (22)

Hance

H(¥|Z,0,%) = H(Y]|Z,%). (25)

The left hand side of (17) is I(X;Y!2,U) and the right hand side

of (17) is I(X;¥|2z). So it remains to show that

1(x;¥|z,0) < I(x5¢]2). - o (26)
I1(X;Y]z,U) = H(Y|Z,U0) - H(Y|Z,U,X) 4 (27)
H(YlZ,U)'E_H(YIZ)>since conditioning can only decrease entropy. (28)

Substituting (25) and (28) in (27) we obtain
I(x;¥]2,0) < H(Y|Z) - H(Y|]Z,%) _ (29)

I(x;:¥|2).

(30)

IV. Conclusion

We have shown that the complete achievable (R,d) region for
"symmetric" wiretap channels can be easily evaluated explicitly.
Necessary and sufficient conditions for tne function I'(R) to be constant
have been derived and should §rove useful in evaluating the set of all

achievable (R,d) pairs for many channels.
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