United States Code
Title 17

§ 1201 Circumvention of copyrlght protection systems
[creared by the ngztal Millennium Copyrzgkt Act of 1998]

(a) Violations regarding circumvention of technological
measures.

(1) (A) No person shall circumvent a technological measure

that effectively controls access to a work protected under this
title. The prohibition contained in the preceding sentence shall
take effect at the end of the 2-year period beginning on the date
of the enactment of this chapter [enacted Oct. 28, 1998].
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(2) No person shall manufacture, import, offer to the public,
provide, or otherwise traffic in any technology, product,
service, device, component, or part thereof, that--

(A) is primarily designed or produced for the purpose of
circumventing a technological measure that effectively controls
access to a work protected under this title;

(B) has only limited commercially significant purpose or
use other than to circumvent a technological measure that
effectively controls access to a work protected under this title;
or

(C) is marketed by that person or another acting in concert
with that person with that person's knowledge for use in
circumventing a technological measure that effectively controls
access to a work protected under this title.

(3) As used in this subsection--

(A) to "circumvent a technological measure" means to
descramble a scrambled work, to decrypt an encrypted work, or
otherwise to avoid, bypass, remove, deactivate, or impair a
techrological measure, without the authority of the copyright
owner; and

(B) a technological measure "effectively controls access to
a work" if the measure, in the ordinary course of its operation,
requires the application of information, or a process or a
treatment, with the authority of the copyright owner, to gain
access to the work.

{b) Additional violations.

(1) No person shall manufacture, import, offer to the public,
provide, or otherwise traffic in any technology, product,
service, device, component, or part thereof, that-

{A) is primarily designed or produced for the purpose of
circumventing protection afforded by a technological measure
that effectively protects a right of a copyright owner under this
title in a work or a portion thereof;

(B) has only limited commercially significant purpose or
use other than to circumvent protection afforded by a
technological measure that effectively protects a right of a
copyright owner under this title in 2 work or a portion thereof;
or .

(C) is marketed by that person or another acting in concert
with that person with that person's knowledge for use in
circumventing protection afforded by a technological measure
that effectively protects a right of a copyright owner under this
title in a work or a portion thereof.



(2) As used in this subsection-- ,

(A) to "circumvent protection afforded by a technological
measure” means avoiding, bypassing, removing, deactivating,
or otherwise impairing a technological measure; and

(B) a technological measure "effectively protects a right of
a copyright owner under this title" if the measure, in the
ordinary course of its operation, prevents, restricts, or
otherwise limits the exercise of a right of a copyright owner
under this title.

(c) Other rights, etc., not affected.

(1) Nothing in this section shall affect rights, remedies,
limitations, or defenses to copyright infringement, including
fair use, under this title. '

(2) Nothing in this section shall enlarge or diminish
vicarious or contributory liability for copyright infringement in
connection with any technology, product, service, device,
component, or part thereof.

(3) Nothing in this section shall require that the design of, or
design and selection of parts and components for, a consumer
electronics, telecommunications, or computing preduct provide
for a response to any particular technological measure, so long
as such part or component, or the product in which such part or
component is integrated, does not otherwise fall within the
prohibitions of subsection (2)(2) or (b)(1)-

(4) Nothing in this section shall enlarge or diminish any
rights of free speech or the press for activities using consumer
electronics, telecommunications, or computing products.
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(f) Reverse engineering.

(1) Notwithstanding the provisions of subsection (a)(1)(A), a
person who has lawfully obtained the right to use a copy ofa
computer program may circumvent a technological measure
that effectively controls access to a particular portion of that
program for the sole purpose of identifying and analyzing those
elements of the program that are necessary to achieve
interoperability of an independently created computer program
with other programs, and that have not previously been readily
available to the person engaging in the circumvention, to the
extent any such acts of identification and analysis do not
constitute infringement under this title.

(2) Notwithstanding the provisions of subsections (a)(2) and
(b), a person may develop and employ technological means to
circumvent a technological measure, or to circumvent
protection afforded by a technological measure, in order to
enable the identification and analysis under paragraph (1), or
for the purpose of enabling interoperability of an independently
created computer program with other programs, if such means
are necessary to achieve such interoperability, to the extent that
doing so does not constitute infringement under this title.

(3) The information acquired through the acts permitted
under paragraph (1), and the means permitted under paragraph
(2), may be made available to others if the person referred to in
paragraph (1) or (2), as the case may be, provides such
information or means solely for the purpose of enabling
interoperability of an independently created computer program
with other programs, and to the extent that doing so does not
constitute infringement under this title or violate applicable law
other than this section.




(4) For purposes of this subsection, the term
"interoperability” means the ability of computer programs to
exchange information, and of such programs mutually to use
the information which has been exchanged.

(g) Encryption research. _

(1) Definitions. For purposes of this subsection--

(A) the term "encryption research” means activities
necessary to identify and analyze flaws and vulnerabilities of
encryption technologies applied to copyrighted works, if these
activities are conducted to advance the state of knowledge in.
the field of encryption technology or to assist in the
development of encryption products; and

(B) the term "encryption technology” means the
scrambling and descrambling of information using
mathematical formulas or algorithms.

(2) Permissible acts of encryption research. Notwithstanding
the provisions of subsection (a)(1)(A), it is not a violation of
that subsection for a person to circumvent a technological
measure as applied to a copy, phonorecord, performance, or
display of a published work in the course of an act of good
faith encryption research if-- _

(A) the person lawfully obtained the encrypted copy,
phonorecord, performance, or display of the published work;
(B) such act is necessary to conduct such encryption

research; '

(C) the person made a good faith effort to obtain
authorization before the circumvention; and

(D) such act does not constitute infringement under this
title or a violation of applicable law other than this section,
including section 1030 of title 18 and those provisions of title

18 amended by the Computer Fraud and Abuse Act of 1986
[18 USCS § 1030(a)-(c), (e), (D].

(3) Factors in determining exemption. In determining
whether a petrson qualifies for the exemption under paragraph
(2), the factors to be

considered shall include--

(A) whether the information derived from the encryption
research was disseminated, and if so, whether it was
disseminated in a manner reasonably calculated to advance the

 state of knowledge or development of encryption technology,

versus whether it was disseminated in a manner that facilitates
infringement under this title or a violation of applicable law
other than this section, including a violation of privacy or
breach of security;

(B) whether the person is engaged in a legitimate course of
study, is employed, or is appropriately trained or experienced,
in the field of encryption technology; and

(C) whether the person provides the copyright owner of the
work to which the technological measure is applied with notice
of the findings and documentation of the research, and the time
when such notice is provided.
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