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Abstract

Traditionally, most packet-switched networks have only one wireless hop: the link between
the end users and their access point. However, there is increasing interest in using wireless
links to rcach the edge of the network. Having more than one wireless link is a game
changer. Network layer architecture is predicated on the assumption that the lower layers
are reliable, but this comes at a high cost in terms of data rate on a band-limited, lossy
wireless channel. This cost is tolerable over one underutilized link, but when the network
demands high-capacity wireless links, it may be time to rethink the way the packet-switched
network interacts with its underlying infrastructure.

The aim of this thesis is to provide a general model that can be used to frame a wide
variety of cross-layer coding problems. We do not explicitly consider the channel code,
medium access, or modulation; instead, we leverage the maturity of these fields to observe the
general effect they produce on higher layers. We focus our model on applications where delay
is constrained, which forces us to consider coding results in the regime where code length is
non-asymptotically large. In trying to extend our analysis to multi-hop flows, we develop an
analytical tool that can be useful in wider applications. This tool simplifies certain network
flows to a distribution on the amount of information available to the destination; it is a step
towards characterizing network information flows in the non-asymptotic regime. Finally, we
will use the model to design encoding schemes, given practically-motivated constraints.
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Chapter 1
Background

Up until very recently, networks have largely been considered to be wircline structures,
possibly with a wireless link comprising the last hop to the user. As a consequence, the field
of wircless communications has been somewhat insulated from the work on higher layers of
the network. The goal of wircless communications has simply been to provide a low error
rate, usually at the cost of data rates. This cost may be prohibitive for certain applications.
For example, Google and DARPA! both have programs to deliver service to denied areas via
mobile, airborne relays. In addition to all of the inauspicious characteristics of terrestrial
wireless backhaul channels, the channels connecting these mobile units are further debased
by power constraints, imprecise antenna alignment, and Doppler fading. The use of wireless
networks has highlighted the inefficiencies of the traditional role of wireless architecture in
a larger network, and we are beginning to see work that merges the properties of noisy links
with the behavior of packet-switched networks - cross-layer modeling.

Most cross-layer work thus far has focused on configuring structures at each layer to op-
timize network performance. Cross-layer optimization has been investigated, but generally
depends heavily on the underlying model and the objective function over which the opti-
mization occurs. It should come as no surprise, then, that since the proliferation of the idea
of network coding (first proposed by Ahlswede et al.. in [1]) the body of work on two-layered
coding covers a continuum of varied models. The differences between these models can be
subtle but consequential.

For example, we may consider two papers published three years apart in two journals
in the field of wireless communication, by Berger et al. [2] and Courtade and Wesel [3].

Both papers address the question of how best to allocate redundancy beween two coding

"We refer to Google’s Project Loon and DARPA’s Mobile Hotspot program.
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layers operating over a fading channel. While [2] concludes that the optimal way to combat
severe fading is to use a stronger network code, [3] concludes that optimality demands
stronger channel codes when fading is severe. The discrepancy is due to differences in model
construction and the objective function used in each paper and is illustrative of the difficulty
of deriving general results from a cross-layer model.

In light of the difficulties involved in trying to glean insight from two layers of coding,
we propose a model and set of associated tools whose generality lends itself to use in a wide
range of circumstances. Using tools we tailor for this model, we envisage how to negotiate
design trade-offs in a system with practically-motivated constraints; in particular we consider

an end-to-end delay constraint.

1.1 Literature Review

This thesis borrows from findings in different arcas of rescarch. The references have been

loosely grouped into the following categorics based on their primary relevance to this work.

1.1.1 Related Work on Network Coding

From Chapter 3 onward, random linear network coding (RLNC) will be central to the analysis
in this thesis, and coding at the packet level features heavily in our approach to cross-layer
modeling. The work of Ahlswede et al. in [1] introduced the idea of network coding and
proved that it could achieve network capacity by satisfying the max-flow min-cut theorem.
In the wake of [1], Li et al. proved in [4] that linear network codes were a sufficient subclass of
network codes to achieve capacity, again by showing that the max-flow was achicvable using
this subclass. Koetter and Médard provided a framework for analysis of linear network
coding based on linear algebra in [5]. This algebraic framework offered a more succinct
way of describing encoding and re-encoding operations than the routing-centered view it
supplanted. Ho et al. in [6] further established that randomly generated linear codes were
capacity-achicving with high probability.

While [1, 4, 5, 6] cast network coding as an alternative to traditional routing, Cai and
Yeung, two of the authors of the original network coding paper in [1], also began early
on looking at the error-correcting properties of these codes in [7]. Their observations have
spurred a whole other line of investigation of network coding as a competitor to rateless

erasure codes [8].
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RLNC has been investigated by many to determine what, if any, quality-of-service gains
it offers. We mention only a few works here. Ghaderi et al. in [9] and Eryilmaz et al. in [10]
both showed that network coding (and rateless codes) reduce the number of transmissions
required to broadcast data to scveral sources when used in conjunction with automatic
repeat request (ARQ). Ghaderi et al. interpreted this result to mean that nctwork coding
provides increased reliability, while Eryilmaz et al. observed that this reliability translates
into shorter delay on average. In a similar vein, Rezaee et al. consider in [11] a retransmission
scheme where feedback in a broadcast wireless network is scheduled based on the expected
time of transmission for all destinations. Heterogeneity among channels is determined to be
detrimental to quality of experience, but the number of users is not found to be detrimental

under homogeneous conditions.

1.1.2 Related Work on One-Hop Cross-Layer Optimization

Many works have considered the performance of RLNC when used in conjunction with
channel coding, and we mention a few of them here. Although their work predates the
discovery of RLNC, Barg et al. in [12] considers concatenated codes where the outer code
is a random linear code over some large finite field. The work involves finding exponential
bounds on the probability of error of these codes.

Vehkapera and Médard in [13] propose a two-layer concatenated code framework with
a total delay constraint, where crror exponents for random coding, derived from [14], are
used to analyze both inner and outer codes. This framework investigates a throughput-delay
tradeoft, clarifies the embedding of error functions in a multi-level approach, and models the
fact that data may be lost at either layer. The main result is presented as a solution to
the question of optimal erasure-coding rate, but the model used is the progenitor of the onc
presented in this thesis.

In [15}, Koller et al. consider RLNC operating over packets that arc cach protected by
random error-correction code and transmitted over a binary symunetric channel (BSC) for
a one-hop broadcast network. The expected number of transmissions required to decode is
minimized, and it is noted that this optimization problem is not equivalent to optimizing
the expected number of accurate bits per transmission.

Berger et al. in [2] focus on a flat block-fading channel, where perfect channel decoding
is assumed for all rates below capacity and perfect packet-erasure coding is assumed when a
fixed overhead requirement is met. The tradeoff between spectral efficiency and end-to-end

probability of error is explored; one particularly useful insight is the investigation of this
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trade-off with few choices of physical layer transmission modes.

Courtade and Wesel in [3] also assume perfect channel and erasure coding as in [2], but
consider both fast and slow flat block-fading with a delay constraint. This paper employs a
Gaussian approximation of end-to-end outage probability, and optimizes code rates at each
layer for power consumption under end-to-end rate and reliability constraints. Numerical
solutions indicate that allocating some redundancy to a rateless erasure code improves perfor-
mance, but that the optimal erasure code rate is bounded away from zero as the transmission
time increases.

Swapna et al. in [16] work on RLNC over K packets broadcasting to n uscrs over
independent time-correlated erasure channels. They conclude that K must scale as O(log(n))
to ensure non-zero throughput. Under such conditions, the mean and variance of total
transmission time depend on channel correlation.

A slightly different perspective is considered by Wu and Jindal in [17]. Instead of erasure
correction, the authors use ARQ in conjunction with error correction over a block-fading
channcl. The authors optimize for goodput, and find that the resulting error rate for most
realistic operating conditions is on the order of 10%. While this is certainly a different setup
than is considered here, the results are very germane to those in Chapter 5, and indicate
that physical layer error tolerance can be relaxed when used in conjunction with a varicty

of packet-level crasurc correction measures.

1.1.3 Work on Network Coding for Larger Networks

While [12, 13, 15, 17] elucidate different facets of the cross-layer problem, they all consider
only single-link networks where generalization to larger topologies is nontrivial. Taking that
one step further, {2, 3, 16] all consider a wireless broadcast, but the wireless component of
the network is still only a single hop. We also recognize some works that consist of multiple
hops, albiet not necessarily wireless oncs.

Dana et al. in [18] considered the use of linear network coding in networks consisting
of wirelessly connected nodes, assuming the destination node has side information detailing
the network link on which each packet loss occurs. Constructing a network model based on
correlated erasure links and broadcast from one node to its neighbors, the authors found the
capacity of such networks and showed that linear network codes achicved it.

Lun et al. in [19] propose a framework to translate a lossy unicast or multicast network
into a lossless packet network with only point-to-point arcs (for wireline) and hyper-arcs (for

wireless). Assuming that the number of packets is large and that the arrivals of packets
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at cach node are independent Poisson processes, the probability of RLNC decoding error
is characterized by the delay, rate, and the network capacity. The average throughput of
each individual link becomes the sole figure of merit characterizing system performance, but
this result requires that the number of packets be large and packet arrivals form a Poisson
process; additionally, delay is based entirely on the depth of the network, independently of
propagation time. Unlike [18], no side information is required to achieve capacity. Lower
layers are not considered in [19], but we will rely heavily on its results in Chapter 4 as we
consider coding over several links.

While [19] does not consider the practical constraint of buffer size at intermediate nodes,
Haeupler and Médard show in [20] that RLNC is still capacity-achicving even if intermediate
nodes may only store one coded packet. As in [19], this result only describes the behavior of
the long-term average. Xiao et al. in [21] investigate the delay in packet erasure networks
where RLNC is used in a rateless fashion, and the delay is optimized based on the tradeoff
between codeword lengths on physical layer and on network layer. The most interesting
aspect of [21] for this thesis is the technique of bonding together all of the links in the
minimum cut and modeling them as one link with a resultant erasure rate. While we will
also try to simplify networks in Chapter 4, our approach will consider more than the minimum

cut and describe more than the average network behavior.

1.2 Outline and Contributions

In Chapter 2, we introduce and justify our two-layer network model, defining language and
notation that will be used throughout this thesis. A table of all the parameters is provided,
along with the performance metrics derived from the model. Chapter 3 presents analytical
expressions to approximate the error probability of our network code. In particular, we focus
on a single link when there is some finite constraint on delay. The end of the chapter briefly
discusses the performance of each of these approximations. In Chapter 4, we extend our
error analysis to more complicated network topologics and introduce a method of reducing
simple but nontrivial networks to smaller equivalent structures. Finally, in Chapter 5, we
study how to design a two-layer coding scheme using our model. We motivate an example
setup with limited physical-layer configurations and maximize over our choice of two code
rates for both a single link and a relay network. The maximum-achieving configurations are
analyzed to gain intuition about the role each code plays in error mitigation. The results

indicate that it can be preferable to allow a high rate of physical-layer decoding error when
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erasure-correction is used.

The focal point of this work is the model itself. To the best of the author’s knowledge,
it is not found in any other work; its closest relative is probably in [13], from which it was
adapted. The chief insight of the model contained in this thesis is presented in Chapter 5,
where we can scc how the addition of erasure coding affects the performance of the network
and the operating point of error-correction codes.

In addition to these chief contributions, the network reduction procedures detailed in
Chapter 4, which are developed here from first principles, may be of interest in system
design or further research into packet-erasure networks. The original motivation was to
combine network links like components of a circuit to reach a sort of “Thévenin equivalent”

network; perhaps future work will be able to complete this task for arbitrary networks.

A Word About Notation

We will be dealing with a large number of parameters in the following chapters. There will
be a few notational conventions that should help clarify things. Physical layer (PHY) pa-
rameters will be denoted by Greek letters, which may be a jarring departure from traditional
coding notation involving k, n, and R. Capital letters will be used for random variables;
lower case versions of these letters will denote realizations of the random variables. Bold
capitals will be used for matrices, and any character with an arrow over it denotes a vector.
Sets and metrics will use bold or script fonts. All of this is done in an attempt to avoid using
multiple subscripts when analyzing time-indexed random variables occurring at several links

simultaneously.
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Chapter 2

The Two-Layer Network Model

Part of the difficulty in developing useful cross-layer models is that we cannot assume that
the layers interface as cleanly as we can when considering one layer in isolation. We begin
to address this problem by noting that network properties generally propagate up the stack,
while the lowest layers are often agnostic of what is happening above them. It makes sensc,
then, for us to start at the PHY layer before building up from there.

We generally adhere to standard information theory vocabulary at the PHY layer. Our
encoder accepts a certain quantity of information, called the message, from the higher layer,
and encodes this into a codeword. The number of times the channel is used to transmit a
codeword is called the block length. This gives us a concept of a PHY rate! as the amount
of information transmitted in one channel use.

The primary unit of information at the network (NET) layer is the packet. We model
packets as elements of some large finite field; to all operations at this layer, packets should
appear atomic. Some percentage of each packet may be required for a header, containing
overhead like addressing or decoding information; we call the rest of the packet the payload.
Each segment of data over which the NET encoding operation is performed is called a
generation; a generation is analogous to the message at the PHY layer. The NET encoder
adds redundancy to produce a number of coded packets larger than the generation size in
packets. We measure redundancy at this level with the NET rate, a dimensionless quantity
comparing the generation size in packets to the number of coded packets output. The NET
rate only holds any real meaning over one link, since this comparison changes from link to

link with the number of coded packets.

1Or perhaps spectral efficiency, as our notion of the PHY-layer includes both forward error correction
and modulation.
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Figure 2.1: Two-layer encoding process. Each generation of data is segmented into k pieces,
which are coded using an erasure-correction code into packets. Headers are appended to the
packets, then the packets are framed and handed off to the medium access control (MAC),
which will perform error correction and mapping to a signal constellation.

At the boundary of the two layers of each link a certain number of packets are framed
into a message and passed to the PHY to be coded into a single codeword. The number of

packets framed by a codeword does not necessarily have to be an integer.

2.1 Model Parameters

We now assign notation to the quantities described above. As before, we commence with
the lower layer, then discuss the higher layer as a separate model entirely, and finally join

the two.

2.1.1 Physical Layer

We allow for a general treatment of PHY codes and modulation schemes, using the following

definitions:

e H: the channel model being used; a constellation of output symbol distributions con-

ditional on input
e M: the output alphabet of the encoder

e v: the number of channel uses comprising one codeword; block length

20



e p: the rate of the encoder in bits per channel use.

If we denote the encoding operation with the function f(-), then we have a mapping for our

encoder,

f(): FP = MY, (2.1)
and a similar map for decoding, featuring the addition of the singleton set {c}, indicating
an erasure,

) : MY TFY U {e} (2.2)

2.1.2 Network Layer
At the NET layer, our encoder is treated with equal generality, captured by five parameters:

e (. length of packet in bits

e 7)1 the percentage of the packet occupied by the payload

e k: generation size in packets

e n: number of coded packets generated for each generation

e &: probability of packet erasure.

As with the PHY layer, the encoder is described with an unspecified function g(-),
g(): (F5)" = (F5)". (2:3)
or, in the case where packets are transmitted on two links,
g(): (F5)" > {(B)", (F))"}. (2.4)

If our destination node pools coded packets from all links in the set Z, then our decoding

operation would be

Son,
i€l

g ) (FL U feh)e e (B (2.5)

It should briefly be mentioned that £ is not only a function of the PHY-layer settings,
but also may be dependent upon the size of the packets themselves. For example, we may be
concerned with a multiple access model where longer packets translate to a higher incidence

of collision. We will discuss the structure of £ in greater detail later.
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vy symbols vy symbols

Figure 2.2: Flow chart of a two-hop network where the delay constraint restricts the number
of symbols sent on link 7 to v; over the corresponding channel H;.

2.1.3 Code Coupling

We require that the PHY be capable of marking erroneously decoded packets as erasures, us-
ing a cyclic redundancy check or some other error-detection method. Coupling the encoding
functions given in (2.1) and (2.3), we see that the NET encoder simply spits out a string of
bits that then feeds the PHY encoder. The bit strings may be different lengths, however, so

we compose our encoding operations by indicating the correct number of codewords needed,

nt f(2) nt
17

W s (B 15 (B 25 (B5)% 75 (M), (2:6)
where ¢(-) is an isomorphism that repartitions the bit string passed from the NET encoder
to the PHY encoder. We require that % be an integer in (2.6), but we could also substitute
[%-‘ and append padding bits to the output of the NET encoder.? Furthermore, we can

generalize the mapping in (2.6) to reflect heterogeneity among point-to-point links in the

network. If 7 is the set of links over which the source node can transmit, we can say that
vk 9C) smp : o pay s Fil) v M :
W= (F;)" = (Fg)er  — § (B3P )we = (M )uei, i€Z;. (2:7)

Merging the two models at either layer provides a nearly complete picture, but there are
some refinements needed to facilitate analysis. First, let us define a parameter that captures

packet loss due to NET-layer effects like collision, congestion, buffer overflows, ete.; we denote

2In this case, ¢(-) can be a one-to-many mapping.
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this p,.> Also, we have £ bits per packet and vp bits per codeword (or per message), so we
can define a framing paramecter,

AV)

o 7’[ packets per codeword (2.8)

to characterize succinctly the virtual channel that the NET-layer code sees. In the next
scction, we will briefly consider the effect of « on error propagation.

As the title of this thesis suggests, our primary concern is to study scenarios where the
delay is constrained, meaning that the destination must attempt to decode each generation
after a set amount of time. This does not mean that we constrain the average amount of
time it takes to decode each gencration. Given a real system with a set bandwidth and
signal constellation, any delay constraint given to us in units of time could be converted into
a constraint on the number of channcl uses our PHY code is permitted per generation. If
this channcl-use constraint is 7, then from our composite mapping in (2.6), we derive that
nt/p < 7. This relationship between n, £, and p leads us to make two observations about the
interaction between these paramcters. First, the choice of £ and n should be constant across
the network; this will keep us from needing to decode both layers at every node, as shown in
Figure 2.2. Second, our upper bound on n for any link grows with p; there is not necessarily
a tradc-off of redundancy between the two layers because & can be set independently of n.1

Code coupling is the aspect of the model that truly makes it cross-layer. In Chapters 3
and 4, we will look at links that assume 1-to-1 code coupling, but a richer set of interactions
will be used in our cross-layer design in Chapter 5. Summarizing, we have added the following

paramecters to flesh out our delay-constrained model:

e o packet framing parameter
e 7: cnd-to-end delay constraint in channel uses

e p;: rate of packet loss due to NET-layer effects.

2.2 Performance Metrics

We now consider the question of characterizing the probability of decoding error at each layer

as a function of the parameters defined in Section 2.1. Additionally, we define goodput, which

3p, is inherited from [13]
I this regard, our work differs from previous works that formulate an optimization problem based on
allocating a fixed amount of redundancy across layers, c.g. [3].
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serves as a measure of usable data and inherently reflects the trade-off between NET-layer

rate and probability of error.

2.2.1 Layered Error Probability

Treating each layer in isolation, we consider the problem of finding the probability of error in
terms of that layer’s paramcters. If W € F.” is the message given to the PHY-layer encoder,
and W € Fo? U {e} is the estimate of the message after decoding, our probability of error is
given by

]P’{W#W}:]P’{W:e}:pe(u,p,H),5 (2.9)

where p. (v, p, H) is a deterministic function that is specified by the exact choice of f(-) and
f7(), and may in fact be unknown.

Likewise, at the NET layer we have a generation of data V € (F5)* and corresponding
decoder estimate V € (F{ U {e})k. If we denote the set of edges in the flow between our
source and destination node &, then let 77 = (ny,...,n|) and { = (&,...,&eg|) be vector

representations of the parameters of the links in £, probability of end-to-end error is thus,
]P{V#V} - P (Aﬁé) (2.10)

Again, we use an unspecified deterministic function that depends on choice of g(-) and g=1(-).
The parameter £ is difficult to manipulate, however, as £ is actually a function itself. PHY

error probability, p;, and packet length will determine &:
¢ £ P {Packet erasure} = P, ({,p;, p. (v, p, H)) . (2.11)

Substituting (2.11) into (2.10), we obtain a function describing error over just a single-link

network:

P {f/ " V} = P, (k,n, P, (£,py, pe (v, p. H))) . (2.12)

Although (2.12) only reflects the dynamics of encoding over a single link, we may represent
the error probability as a function of many links, each with a different PHY code - in fact,
this will be covered in detail in Chapter 4. For now, we restrict ourselves to the notation in
(2.12).

Note that choice of framing parameter, «, can have an impact on the probability of packet

SThe first equality holds only with perfect crror detection (usually via cyclic redundancy check).
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erasure, as shown in Figure 2.3. In the simplest case, where o« = 1, one packet fits into onc
codeword, and uncorrelated decoding errors at the PHY translate into a discrete, memoryless
virtual channel for the NET layer. When « is an integer greater than 1, a decoding error at
the PHY layer results in the erasurc of all «v coded packets contained within that codeword.
This integer case is nearly as analytically simple as the 1-to-1 case, but the virtual packet
erasure channel will have a particular kind of memory. This is shown in Figure 2.3a.

If « is a non-integer, we intuit that this will somewhat raise our rate of packet loss
above the baseline derived from p, (v, p,H). To see this, note in Figure 2.3b that a packet
is divided between two codewords, one of which has been erroneously decoded. There is no
error correction between the two layers, so the entire packet must be marked as an crasurc.

Likewise, setting o < 1 will also raise our rate of packet erasure. If a packet spans
multiple codewords, as in Figure 2.3c, then any one erroneously decoded codeword will
corrupt the entire packet. For encoders that are decoupled, then, it seems sensible to sct
« > 1; additionally, in a network with a sct &€ of links where each link ¢ € £ may have a
different PHY code, it is advisable that £ < min;{r;p;}. This is not often the case in practice,
because 77 can be nearly 1 when the packets are large.

It follows from our discussion of « that when o # 1, the probability that a particular
packet is erased may depend on the erasure of other packets or vary from packet to packet,
even when H is discrete and memoryless. Thus, using £ in (2.11) is actually abuse of notation,
as a scalar may not fully characterize the distribution of packet arrivals. However, we will
often construe our virtual erasure channel as memoryless and time-invariant, so a scalar §

for each link will suffice.

2.2.2 Goodput

To examine the trade-off between throughput (the amount of data per generation) and error,

we consider the quantity of information to be successfully decoded at the destination:
I' £ IE [bits of information received per generation] . (2.13)

In the event of successtul decoding, the destination receives k packets containing nf bits of
information each. Let us assume that an incorrectly decoded generation of data provides the

destination with no data. Then,

[ =kt (1 iy {f/ ” v}) = knt (1 — P, (k,n, Py (€, pe, pe (v, p,H)))) - (2.14)
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(a) a € Zt

Packets

Codewords

(b) a>1,¢ Z+

Packets

Codewords

(c)a<1

Packets

Codewords

Figure 2.3: Illustrations of error propagation from the PHY layer to the NET layer for
different values of the framing parameter, .

Although there are many possible names for I' we could use, such as “effective rate”,
and “throughput”, we opt to use the term goodput. The expression in (2.14) illustrates some
of the intricacies of cross-layer optimization. I' contains no fewer than eight parameters
and conveys how much information is decoded per generation, but it is still unclear what
relevance a generation has to more traditional measures of delay like time or channel uses.
When an end-to-end delay constraint 7 is imposed, however, we could use %F as a measure

of average information delivery rate.

Note that we are considering a lower-bound case by assuming that no information is
decoded when V #£ V. Disregarding the idea of partial data reception, however, permites us

to avoid some of the difficulties that come from evaluating the expectation in (2.13) when
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-} | PHY encoding operation

NET encoding operation

PHY channcl model; distribution of output
symbols, conditional on inputs

number of packets before encoding
packet length

PHY encoder output alphabet

number of packets after encoding
probability of packet erasure not due to
PHY-laycr decoding

o packet loading ratio

i percent, of packet that is payload

block length of PHY code

rate of PHY code

probability of packet erasure

Bl =
=

§3§fwa~

M R

Table 2.1: Global list of parameters for two-layer encoding scheme.

the receiver stores information between frames.®

2.3 Chapter Summary

To recapitulate, we have considered a general model of a two-layer digital communication
system. This model is skeletal; we build an outline based on first principles. The abstraction
of the functions for probability of error enable this model to be a basis upon which different
coding schemes or optimization strategies can be compared. For convenicnce, a list of all of
the parameters defined is given in Table 2.1, and the placcholders for different error events
are given in Table 2.2.

In particular, the embedded functions in (2.12) indicate that, given a set of constraints
and an objective function, designing a two-layer system is a far different process than single-
layer optimization. For example, if we choose to limit our total channel uses and decide
to minimize our overall probability of error P,, our selection of p is difficult: increasing p
increases n, which lowers P,, but increasing p also increases p., which in turn increases F..

This model may be reduced to a more recognizable model at either layer. For example,

let us select parameters to reduce our framework to a standard channel coding problem over

SSometimes, average information rate is computed as the amount of information in a generation divided
by the expect amount of time until decoding is possible, which is not necessarily equal to (2.13). For example,

[15].
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a binary symmetric channel. Let M = {0, 1} (or, equivalently, Fa). For a,b € M, define the
channel,
1-46, a=5b

3, o/w

H . Pga(bla) = {

Let p, =0, 0 = 1, ¢ =vp, k=1, n=1n=1, and g(z) = 2. All we have left arc
the typical PHY parameters: rate, blocklength, and encoding operation. Then the reduced
coding operation can be represented with the mapping,
Vs T 18 .

Also, our crror functions are now Fo(1,1, P,(-)) = P,(vp,0,p.(-)) = p(v, p, H), so all that is
left is the PHY channel-coding problem.

We can also adjust our model to only represent the network coding problem. Let n =
E+A, M={0,1}, p =1, v = nl, f(z) = z, operating over a perfect channel H. Let p,
reflect the stcady-state probability of packet erasure, then let A be the amount of redundancy

in packets. The encoding operation is now described by
Vi (B (R4,

which represents the network coding construction. These two example cases show that our

new model is compatible with single-layer applications.

pe(v, p, H) probability of PHY decoding error

P, (€, p,pe(+)) | probability of packet erasurc
P. (k,n, P,(-)) | probability of NET decoding error

Table 2.2: Error functions for the two-layer encoding scheme.
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Chapter 3

Error Approximations for Random

Linear Network Coding

In Chapter 2, we outlined a model for a single-link nctwork with two layers of coding,
treating probability of error as generally as we could. In this chapter, we consider exclusively
the NET layer probability of error while using a random linear network code (RLNC) over
a virtual channel with independent and identically distributed (iid) packet erasures. In
particular, we derive functions to approximate P, over a single link using techniques from
combinatorics, large deviations theory, the central limit theorem (CLT), and recent results on
channel coding in the finite block-length regime. We will briefly investigate whether large-
deviation or CLT-based approaches produce better approximations of true probability of
error in different rate regions, finding that the CLT produces a better approximation around
capacity, but not at low rates. Perhaps surprisingly, we show that the finite blocklength

result can be derived quickly by combining the CLT with the basic structure of a RLNC.

3.1 Combinatorial Results for Random Linear Network
Coding

Before exploring our error approximations, a brief exposition of RLNC will serve to highlight

useful properties of the code. Although RLNC is general enough to model multiple flows

of information occurring within the same network, we limit our scope to a single flow. Our

treatment of the material is descended primarily from [19].
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3.1.1 Introduction of Random Linear Network Coding

At the sourcc node, we begin with k messages, each represented as a vector of length ¢, over
field F,, the set {v1,vs, ..., vk }. Since, as presented in Chapter 2, a packet consists of £ bits,

and because an clement in Fy can be represented in log, g bits, we sce that,

14
¢ ¢
>0 orf, = | ——|. 3.1
N o
To generate a coded packet, k coeflicients {ay,as,..., a5} are drawn according to a uni-
form distribution over F,, and the coded packet is constructed by a linear combination of
{v1,v9, ..., vk }:

T = a1v] + agvy + - - - + Q. (3.2)

th

If we think of each packet v; as the i column in a { x k matrix over F,, which we denote as

V, then we can think of the construction of n coded packets as the linear opcration,
VG =X, (3.3)

where G is a k x n random matrix over F, with each element drawn iid from a uniform

distribution, so that X is a horizontal concatenation of the n coded packets, x;,zo, ..., 2,.

Across the link, the coded packets that have not been erased arc received, giving a subset
of m < n packets from {z,...,z,}. We assume that all of the coeflicients are known at the
receiver, either because they were sent with the packet, or because we used a pseudorandom
number generator to make them, and the seed is known at the receiver.! Then we can replace
G in (3.3) with G’ and X with X', where the prime indicates that erased payloads (in X)
and encoding vectors (in G') are replaced with 0. If rank(G') = k, we are able to recover V
through Gaussian elimination. If a coded packet increases the rank of G’, meaning that the
coding vector of the packet is linearly independent of the coding vectors already seen by the

destination, then we may refer to the packet as a degree of freedom (DoF).

In the sections that follow, we will not distinguish between different types of erasures (i.e.
whether they originate from PHY decoding or NET-layer effects), using a virtual channcl

with iid packet erasures of probability € and the property that

P {\7 £ V} = P {rank(G’) < k} (3.4)

! Using the pseudorandom number generator seed is really only feasible over a point-to-point connection.
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to derive explicit expressions for P.(k,n,&). In general, the assumption of an iid erasure
channel is inaccurate for a number of reasons. An iid wireless channel is already an idealized
model, but even if we make that assumption, the choice of & may remove the independence
of packet erasures as discussed in Scction 2.2.1. Additionally, NET layer erasures resulting
from buffer overflow or congestion are not generally iid, because it takes some time for a

buffer to empty or traffic flows to reroute.

3.1.2 Combinatorial Results for Error

An exact expression for probability of error of the code described above has been given in
previous works (for example, [19]), but we find it helpful to include the derivation here as
well, as our arguments in this and later chapters will be contingent upon the structure of
RLNC. Let S be the number of packets to be successfully received at the end of the link,
and let D be the number of DoF available at the decoder. Note that D = rank(G').

Because our channel is iid, S follows a simple binomial distribution:

P{S = s} = (f) (1-€)re=, se{0,1,...,n}. (3.5)

Given knowledge that S = s, we know that our G’ has n — s columns that are all zero; thus,
we only nced to find the probability that a & x s submatrix of G’ has rank k. We can think
of this as the probability that each row of that submatrix is linearly independent of the rows

above it:

k1 i
(L — g s>k

P{D =k|S=s}= Hl:o "), ° = , (3.6)
0 s < k

so that

P{D =k} = iP{S =stP{D =k|S = s}
-y (Z)(l - &)85”‘51—1(1 ). (3.7)

This formulation is exact, but it is also cumbersome to compute. We can relax it a little

by applying an upper bound on probability of success given by Liva, Paolini, and Chiani in
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[22]. The result from their paper states that,

1 i—8 —8—
l—q—qk_3<H(1’q“ & =g et (3.8)

We apply the second inequality to obtain a lower bound for probability of error,

n

P.=1-P{D=k} > 1-)_ (’:)(1 oL T e (3.9)

s=k

This lower bound is tight when g is large, which can be seen by taking the ratio of the R.H.S

of (3.8) to the L.H.S:
{2 qk—s—l B q—k+s+1 - (3 10)
s Ei—lqkﬁs q—k+.s+1 am q_g_l

This will be the standard against which we compare our other approximations, none of which
depend explicitly on ¢. Figure 3.1 indicates the scale of the difference between the upper
and lower bounds on P, given in (3.8).

Difference between upper and lower bound

1 1 1 1 1
0 01 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Dimensionless Rate (k/n)

Figure 3.1: Difference between upper and lower bounds on P. from (3.8) where n = 50 and
€ =0.1; for ¢ = 28, the maximum value is 2.8 x 1075.

3.2 Large Deviations Results

To apply well-known results from the theory of large deviations, we begin with the same
model as in our combinatorial approach, but make some simplifications. Previously, we were
concerned with whether the span of the coding vectors received at the destination was equal

to ]F‘;“; now we assume that any & coding vectors selected at the buffer of our destination will
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be linearly independent, so that any k& or more coded packets will be sufficient to decode,
i.e. that P{D = S} = 1. We justify this assumption by recalling the L.H.S of (3.8), which
lower-bounds P{D = k|S = s} and is very close to 1 when ¢ is large or s is much larger than

We start by tracking the failure of each packet to cross the link. Let
X; & 1{packet i is erased}, (3.11)

so that {X;, 1 <4 < n}isaniid random process where cach X has the Bernoulli distribution

() = £ =1
px”{pg r=0 (3.12)

Then, the number of packets received is n — > | X;. Since we assume that any k packets

will allow us to decode,

- 1 — n—k
PezP{n—ZXi<k}:P{ng¢> - } (3.13)
1=1 =1

The standard Large Deviations Theory result is that for any sequence of iid random variables
1Yi, i = 1},

1 ie3
PLENTY >y p = e POl 3.14
PORES 14

i=1
The definition of the exponent E[y] depends on the value of v relative to the support of Y.

Since the sum of n realizations of Y cannot exceed the sum of n of the maximum possible

realization of Y,

0 v < E[Y]
E(y) =19 ¥*(v) EY]<~y<sup{y:py(y) >0} , (3.15)
Undef. o/w

where 1y (A) is the cumulant generating function (CGF) of YV, defined as
Yy (A) £ logE [e"] (3.16)
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and 7 (y) is the convex conjugate of the CGF, defined as

Dy (7) £ sup My — Py (V). (3.17)

A€R

Now we seek to apply (3.14) to the sequence { X} to find an approximation for probability
of error. We see from (3.13) that we should sct v to % The convex closure of the support,
of X is [0,1],s0 E (”—;’3) is defined when 0 < =% < 1; it is unknown in the trivial case when
k =0, but when k£ = n,

";k’zog]E[X],

so K (";k) = 0. The next step is then to compute 9% (";k) for 0 < ”T“k < 1.

We start by finding the CGF of X, 1x()); also note that exp(ix(\)) yields the moment
generating function (MGF) of X:

Yx(A) =logE [e’\x] = log (ge’\ +1-¢). (3.18)

To find the supremum indicated in (3.17), we need the derivative of the CGF. Then,

0

P = E3Y log E [e*¥]

B 1 0 AX

T E[eM] 51[*: [e }
1 0 \x
TR {5 }
E [Xe)‘x}

E [eAX]

_ &
1 -¢

=

(3.19)

where the third equality follows from the lincarity of the expectation operator. Then our
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supremum-achicving value A* is found as follows:

a (n—k
0= n ( - A — I/JX(/\))

¥

A=)
n—=k
1 /> )\* g
l/))&( ) n )
geN - n—k
EeXMH1—-¢6 n )
1+ 1_567/\ -
n—k’

(i) ()
EM(EIED)

Re-writing (3.17) using (3.20), we sec that,
—k\ n—k
5 (n ) _nokyo Ox (V).
n

() (25 () () -
#() e () 05 [ oo

The result in (3.21) holds so long as E[X] < =% < 1. Since E[X] = £, this is cquivalent
to the condition that 0 < £ <1 —¢. The R.H.S of (3.21) is equal to the divergence of two

Bernoulli distributions D(£'||€), evaluated where £ = U;—’”— Following these results back to
(3.14) and (3.15), we obtain

e

o n—k

P, a0 (3.22)

where

n—k 0 if £>1-¢
E<nn ):{ %IogK%)(";k)}—bg[%} ;f0<f—'i§1—£' (3.23)

Note that for rates above capacity, the best exponent we can get in (3.22) is 0. The
exponent in (3.23) has the property that & and n need not be known individually; all that
matters is the ratio k/n. However, if the two parameters are both known, we can get a

slightly better approximation by taking out the slack in the strict inequality in (3.13). Since
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>~ X, will take on integer values,

PEQP{n—iXi<k}:P{n~i)ﬁ-§k—l}
i=1

= {%i}nglgii}. (3.24)

Since (3.22) and (3.23) hold for any k, we can circumvent applying (3.14) to a new ~ by

simply substituting £ — 1 where we see k, obtaining
P, ~ enE(n—:-H)’ (3.25)

where

E (2=ktl (3.26)

n

0 fE>1-¢+1
T log [(ﬁ) (n—k+1)] —log [ntl—e)] L eke]pal
n £ k—1 k—1 n . — n

Figure 3.2 shows (3.26) evaluated for different erasure probabilities and rates.
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Figure 3.2: Large deviations exponents for various channels as functions of NET rate; n =
500
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3.3 Central Limit Theorem-Based Results

As an alternative method of approximating error, we turn to some recent results pertaining
to codes with finite blocklengths., While the large deviations results also apply to codes
with finite blocklengths, the term “finite block-length” itself refers to a collection of results
[23, 24] on channel capacity. In [23], Hayashi explored the second-order coding rate of
several channels, building on the work by Strassen [25] that applies the CLT to channel
coding. In [24], Polyanskiy, Poor, and Verdu, also recalling Strassen, explored more channels
and provided the fundamental limit of a channel code in the non-asymptotic regime.?

We apply one of the results from [24] concerning the finite blocklength of discrete, memo-
ryless channels, and modify it to relate our probability of error to the NET-layer rate. Thesc
non-asymptotic results are built around a random variable called the information density,
which is a log likelihood ratio of the conditional and unconditional probabilities of the chan-
nel output. Channel capacity and channel dispersion are related to the first and second
moments, respectively, of information density for particular distributions on the channel in-
puts. After delving into the finite blocklength results, we perform a direct application of the

CLT to approximate crror.

3.3.1 Finite Blocklength Approximation

We define our input alphabet (the set of coded packets we could conceivably send on the
channel) as .\A. Our channel cither delivers these packets intact or erases them, so the output
alphabet of the channel is B = AU {¢}. The input alphabet size will not ultimately matter,
so we will just say that |A|= m. Finally, our iid packet erasure channel can be represented

as a conditional probability measure Pga : A x B — [0, 1], given by the following function:

1-¢& whenb=ua
Ppia{bla} =< ¢ when b=e . (3.27)
0 o/w

The channel we have is thus a m-ary crasure channel® (m-EC), and it is commonly known

to have capacity C = (1 — &) logm .

2[24] itself is encyclopedic; the combined number of lemmas and theorems contained reaches several dozen.
3Customarily this would be a Q-ary erasure channel, but we use a different variable to avoid confusion
with the Q-function.
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To introduce the notion of channel dispersion, we first define information density:

Ppa{B|A}

AL A
i(A; B) = log Po{B}

(3.28)
where Pg is an output distribution resulting from the composition of Ppg|4 on an input
distribution P,; thus, i(A; B) is a derived random variable. Although not typically defined
as such, we see that Shannon capacity is a function of the first moment of information density:
C = supp, E|i(A; B)]. If we define I as the set of all capacity-achieving distributions on A

for our channel, then we can define the channel dispersion as

Ppia{B|A}

Vinin £ min Var (i*(4; B)) = min E [log2 Po{B)
B

Pjell Pa€ll

} -~ 2, (3.29)

which is a somewhat simplified version of what is presented in (239-244), (270) of [24]. For
the m-EC, the only capacity-achieving distribution on A is uniform, so we get the output

distribution

O (3.30)

b=c.

Now, we can quickly find that

E {logz %‘iﬁ} =Ea4 [IEB[ A [logQ % | AH

_E, {(1 - €)log? (%) +¢log” @]

= (1 =¢)log?m, (3.31)

which produces the m-EC channel dispersion

Vinin = [(1— &) = (1 — €)% log®m = (£ — €%) log® m. (3.32)

At this point we should introduce Theorem 53 from [24], which states that, for a binary
erasure channcl and a P, € (0, 5], the maximum achievable message alphabet size M*(n, F,)

obeys the cquation

log M*(n, P.) = nC — /nV,,,Q ' (P.) + O(1), (3.33)
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where Q7! is the inverse Q-function. Although (3.33) describes a binary erasure channel
instead of an m-EC, we know from Theorem 49 in [24] that (3.33) is achievable for a m-EC.

Proof of the converse is given in the Appendix.

For a m-EC, M*(n, P,) = m*", where k* need not be an integer. Evaluating (3.33), we

see that

log M*(n, P.) = k*logm = nC — \/nV,, @ ' (P.) + O(1)
=n(l — &) logm — /n(€ — £2)log (m)Q™"(P,) + O(1)

Rearranging, we obtain the following expression for probability of error in terms of k*:

k* 1
11—@(1_5_7+0ﬁxﬁ>. (3.35)

so that

VE—E

By removing the o(1) term, we derive an approximation of error for rates around capacity,

so that for £ < 1 — ¢ (this inequality is needed to satisfy the assumptions on (3.33)),

1-¢— &
P.~=Q 42"\5 i (3.36)
VE—§
Having been derived for codes achieving capacity, it might seem this approximation deteri-
orates as % drops well below capacity. In fact, the difference between (3.36) and our tight
combinatorial bound in (3.9) actually decreases with rate for the case shown in Figure 3.3a.
However, Figure 3.3b depicts the absolute value of the log ratios between each approximation
and the combinatorial bound. We see that the CLT approximation becomes less useful as

an order-of-magnitude estimation of P. as rate gets farther from capacity.

3.3.2 Central Limit Theorem Approximation

Although the finite block-length approach is based on second-moment analysis, like Shan-
non’s original notion of capacity, it does not indicate the structure of the capacity-achicving

code. This leads us to consider a more straightforward approach to a second-order error
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approximation involving the structure of RLNC just as we did in Section 3.2. We let X;

retain its definition and distribution from before, and note that
E(X]=¢ and o%=¢— ¢ (3.37)

Again we use the property that, for RLNC,

Pe=]1”{n—iX,~ <k}. (3.38)

=1

Applying the CLT to this observation, we can see that in the limit, probability of error can

be found using a normal CDF:

o A i 2
-2 ,JLH;OH”{R ZXf—k}

— lim ]P’{Z?:l Xi —nE[X] _ n(1-E[X]) - k}

Vno% - V/no%
& (n(l ~ B[]~ k) (3.30)

n—o0

2
noy
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so that for large but finite n,

1-&-0

1—¢-— &%
=Q|——2vVn|. 3.40
() o

This result is the same as we obtained in (3.36), but the approach is much simpler than
calculating the first and second moments of information density, which we are required to
do for the finite block-length approach. The strength of the Polyanskiy, Poor, and Verdnd
approach is that it uncovers a limit fundamental to the channel, but for the specific case of

RLNC we see that we can get the same result with less computation by simply applying the
CLT.

3.4 Chapter Summary

In this chapter, we outlined four methods of getting an estimate for probability of error using
RLNC over packet crasure channels. We found that simply applying the CLT to our packet
crasures yielded the same result as calculating the finite blocklength capacity using channel
dispersion.

To determine whether the large deviations- or CLT-based approach is more accurate in
any particular region, we have plotted some sample curves for each along with the tight
combinatorial lower bound from (3.9) in Figures 3.4, 3.5, and 3.6. We can see that, for large
n and rates well below capacity, the large deviations approximation follows the combinatorial
bound very closely. However, for the region right around capacity, the CLT approximation
seems to always be the closer of the two; this property will have interesting consequences
in Chapter 5. Figure 3.5 shows to some extent the effect of a smaller field size on these
approximations, as the probability of error for any rate increases slightly. Figure 3.6 Is
interesting in that the large deviations and CLT approximations intersect, which shows
clearly the regions in which each approximation is closer to the combinatorial bound.

Finally, we should reiterate that these approximations are derived by simply defining the
cvent that a threshold number of iid events has occurred and evaluating the probability of
that event. The same methodology could be applied to an ideal maximum-distance separable
(MDS) code with an iid probability of symbol error. For an ideal MDS code of distance d,

if " X, indicates the number of errors in a codewords, probability of error is given by
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P{>_ X; > d/2}. If these errors are iid, we can apply the results derived in this chapter by
just substituting d/2 for k.
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Chapter 4

Network Reduction

In the last chapter, we derived several explicit functions to approximate the probability that
D, the number of DoF to arrive at the destination, is less than sufficient for decoding for
a point-to-point connection. In this chapter, we consider larger networks. Since RLNC
affords the ability to re-encode at intermediate links, generating additional redundancy to
compensate for packet losses that have already been incurred, the analysis is not a simple
generalization of point-to-point systems.

Recall from Section 3.1.1 that coded packets are a linear combination of our uncoded
packets; that is that

Ty = A1V + a; 9V + o A kU (41)

Re-encoding is virtually the same operation as the original coding, except the input consists
of the already-coded z; vectors. These are prescribed a random cocfficient from F, and added

together; for example, we could get

Y = blil,’l + bQ.’L’Q
= b1 (ar,1v1 + arove + - + @ pvg) + by (@ vy + A Vy + -+ 4 A9k UL)

— (b](lL] + bgagyl)/l)l + (bl(“,z + bQ(LQ’Q)'UQ +---+ (b]a]J; + bgag’k)l)k, (42)

We see that re-encoding yields more lincar combinations of our original packets, and the new
coded packets have the same properties as the original coded packets.

We make a couple of assumptions to begin our network analysis. We assume that our
re-encoding operations are non-degenerate; if the coding vectors of the packets received at
any node span a subspace U of Fs, then the new vectors of the re-encoded packets also span

U. Furthermore, we assume that lincar dependence is never an issue when we have received
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at least k packets; across any link, we will hold that the encoding vectors of any k packets

span .

4.1 Tandem Link Equivalence

Initially, we assume that, on any path from our source node to our destination node, no
two links are transmitting the same generation of data at the same time. If all of the coded
packets containing information about onc generation of data have been transmitted across
one link before any coded packets are sent on the next link in a series, the distribution of D
is easy to find. In Section 4.1.2, we will argue that our method is valid even when links send

the same generation of data concurrently.

4.1.1 Reduction Operation

Our network consists of two directed links connecting three nodes, as in Figure 4.1. We call
these links 1 and 2. Link 7 € {1, 2} permits us to send n; packets per generation. Now define
a random variable describing the number of successfully transmitted packets over the link in
a generation:

S; £ #{packets received on link 7}. (4.3)

Assuming that we have an explicitly defined channel model, we can obtain a probability

mass function (PMF) for S;, which is described by the vector X € [0, 1]+, where

—

Ails] =P{S;=s}, se€{0,1,...,n}. (4.4)

We also find it useful to define another vector representing the complementary cumulative
distribution function (CCDF) of S;, A¢ € [0, 1]™+1;

T

Aels] = P{S; > s} = qu;[j], se{0,1,...,n;}. (4.5)

At this point, we recall the assumptions involving the lincar independence of coding
vectors and re-encoding. Referring to Figure 4.1, we recognize that the span of the coding
vectors available at the destination is a subspace of the span of the coding vectors available
at node R. Each packet arriving at R (up to the k' packet) adds another degree of freedom

and increascs the dimension of the subspace spanned by the coding vectors in R’s buffer.
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Figure 4.1: Basic two-link tandem network

At the destination, however, the largest set of linearly independent coding vectors available
cannot exceed the number of DoF available at R or the number of packets received on the
second link. Thus, the number of DoF available at the destination is the minimum number
of packets received across either link.

For precision, let us formalize this notion. We will redefine
D £ #{DoF at destination node}, (4.6)

and note that,*
D = min{S,, S2}. (4.7)

To find the distribution of D, we note the following property:

P{D > s} =P[{S1 = s} N{S: = s}
=P{S; > s}P{S; > s}, s€{0,1,...,k}, (4.8)

where the second equality follows from the independence of the two links. We have now
found the CCDF of a single link equivalent to the two tandem links. We can re-write this

using our vector notation:
Kogls] = KslslRsls], s €{0,1,..., k). (49)

Note that increasing the value of k to k' > k will not affect the values of K%Q[S] for s < k.
Additionally, for generation size k, Afq[k] is the probability of decoding success across the
tandem link. Thus, by evening the length of constituent vectors A{ and A§ by either zero-
padding the shorter one or truncating the longer one - we denote this operation with an
apostrophe (/) - we obtain a vector representing end-to-end reliability for any generation
size, given by

Nog =00 md,, (4.10)

1Really, D = min{Sy, 5o, k, }, but our choice of k will not affect the derivations to follow, and when D
exceeds k, we are able to decode anyway:.
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where © denotes element-wise multiplication of two vectors, known as the Hadamard prod-
uct. We justify truncating the longer CCDF when performing this operation because for

s > n;, then P{S; > s} =0, so the truncated K%Q captures the entire support of D.

4.1.2 Simultaneous Transmissions

If, instead of waiting at the intermediate node of Figure 4.1 to receive all information before
transmitting, we begin forwarding DoF to the destination as they arrive, we cannot say that
(4.7) holds with cquality. Rather, we know that,

D S min{Sl,Sg} (411)

and would like see how tight this inequality is. Because of the delay constraint, we must
investigate this question in the non-asymptotic regime, so we describe Sy, S, and D as
arrival processes, using Sy (t), Sa2(t), and D(#) to indicate the value of these processes at time
t. Let us also define a stochastic process to represent the slack in (4.11), taking values in
7,

Y (t) £ min{S(t), Sa(t)} — D(t). (4.12)

There are two distinct cases we need to consider. Case 1 is when S;(t) < Sy(¢). In this
case,

Y(t) = Si(t) — D(t). (4.13)

We can see that Y'(t) increases every time a packet is delivered successfully on the first link
and decreases when a packet is delivered successfully on the second link. If packets arrive
at the same rate on each link, then Y (¢) could be described by the countable-state Markov
chain in Figure 4.2. So long as & > &, the Markov Chain is positive recurrent, and the drift
is in the direction of the zero state. If packets arc transmitted on link 1 at a higher rate
than on link 2, the Markov chain no longer holds, but the cvents corresponding to changes in
the value of Y(t) remain the same: namely, increases in S;(t) and S,(¢). So long as packets
arc successfully delivered on link 2 faster than on link 1, we would expect the distribution
of Y(t) to have a small tail. Otherwise, we would intuit that we arc no longer intcrested in

Case 1.

Case 2 is when Sy () > S(t). In this case, the following equation holds,
Y (t) = Sy(t) — D(b). (4.14)
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Figure 4.2: A countable-state Markov chain depicting the state of Y () = Si(¢) — D(t), where
LG=1-¢&.

When a packet is successfully delivered on link 2, Sy(¢) increases. If the delivered packet
contains new information, then D(¢) also increases. Thus, Y (¢) only increases if a packet is
delivered on link 2 whose coding vector is already in the span of the coding vectors that have
already been delivered to the destination. In the worst-case scenario, when D(t) = S)(t),
any packet delivered on link 2 will not increase D(t). Thus, Y (f) only increases when Sy(t)
increases if and only if

ERLY = 51, (4.15)

Combining (4.14) with (4.15) and the condition that Y (¢) > 0, we see that Y (¢) can only

increase when

Y(t) = min{S,(t), Sa(t)} — D(t)

= Sy(t) — D(t)
= So(t) — 5i(t) > 0, (4.16)
so that,
Ss(t) = Silt)- (4.17)

This contradicts the assumption that S)(t) > S»(t); thus, in Case 2, Y (t) = 0.

Since we need not worry about Case 2, the only time (4.11) may not be met with equality
is when S; < S,. Under these circumstances, we cannot say that P{Y (¢) = 0} converges in
probability, but the fact that Y'(¢) forms a positive recurrent Markov Chain indicates that
as infinitely many packets are sent, Y (¢) will reach 0 infinitely more times. If we solve for

the steady-state distribution m; = tlim P{Y (t) = i} of the Markov Chain depicted in Figure
—

&6\
= (88 ., 418
. (5152) - ( )
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so that by solving

o0

¥ mye=1, (4.19)

i=0
we obtain that B
: §1&
o= lim P{Y(t) =0} =1 - =—=. (4.20)
t—oo &1&
This shows that, while Y (#) does not converge in probability to 0, the tail of the distribution

diminishes exponentially.
4.2 Parallel Link Equivalence

(n1,&1)

Encode . Decode

(n21 62)

Figure 4.3: Basic two-link parallel network

Now we consider the scenario of two links in parallel, as shown in Figure 4.3. This problem
can be regarded as a kind of dual to the tandem link problem. We carry over much of the
terminology from the previous section; for link 7, let n; be the number of packets we can send
for one generation and let S; be the number of those packets that are successfully received.
Also, let D again indicate the number of DoF received at the destination. Previously we
assumed that any k& packets received across one link would have linearly independent coding
vectors; here we extend this assumption so that any k packets selected arbitrarily from links

1 and 2 will have linearly independent coding vectors. Thus,
D=858;455. (4.21)

Because S; and S; are independent, this means that we can derive a distribution for D

by convolving the distributions of S} and Ss:

P(D = s} = 3 B{S, = jP(S = 5 — j}. (422)

J=0
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Using vector notation to represent the convolution gives us the more compact form,
XEQ = Xl * XQ, XEQ S [07 l]nlJr”szl. (423)

Notice that we can casily switch between X and A¢ using linear operators. From (4.5),
we see that, if we consider X as a column vector, then we can obtain A¢ through the linear
equation,

A¢ = U, (4.24)

where U, is an n x n upper triangular matrix where all nonzero entries are 1. U, is full-rank
and invertible, so we are able to execute the reverse operation though the following lincar
equation,

A= U A (4.25)
The inverse of U, has an equally simple structure: every entry in the main diagonal is a 1,
and every entry in the diagonal above that is —1. To see this, instead of inverting U,,, we

just recognize that

—

X|s| = P{S; = s}
= P{S; > s} —P{S; > s+ 1}
= A%[s] — As + 1]. (4.26)

Then we can re-write (4.23) in terms of the complementary cumulative distribution functions

(CCDFs)

3

T = Unonant [(U210) ¢ (URS)] . Apgefom ot aan)

4.3 Network Throughput

The reduction operations outlined in the previous two sections will allow us to simplify some
networks down to a single probability distribution. For example, the distribution of DoF
received at the destination node of the relay network presented in Figure 4.4 is found by first
reducing the tandem links in the upper path, then combining the result with the lower path.

Given a delay constraint in seconds, 7, and the distribution of D, we can calculate E[D],
the expected number of DoF received at the destination node after 7 seconds. It is simple

to compute E[D], given that we already know the CCDF of D. Becausc D takes on values
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Figure 4.4: Relay network

in a subset of Z*, we can use the following calculation of expectation:

E[D]:id-P{D:d}

d=0
e il —P{D < d}
d=0
= diﬁg)[d]
-3 Bl 50
- zd: AS[d] - 1. (4.28)
d

Additionally, having the CCDF of D allows us to select a rate that achieves a certain con-
straint on probability of error, which is a common objective for practical communication

system design. For any € € (0, 1], we code together k} packets, where k¥ is

k* 2 max{k : P{D >k} >1—¢} = max{k : AS[k] > 1 —¢}. (4.29)

4.3.1 Relation to Cut-set Capacity

Let us define the quantityE[TD] as the time-limited throughput of the network. As we let
7 — oo, we can show that this time-limited throughput converges to the cut-set capacity
of a network. To see this, let us imagine the same network in two different ways. Let our
network G be a set of nodes V and links £ with source node v, and destination node v,.
Furthermore, let us assume that the links £ are arranged so that the flow from v, to vy is
a collection of tandem and parallel link structures, so that the reduction operations defined
in Sections 4.1 and 4.2 can be iteratively applied to produce a single distribution on D. Let

packet arrivals across each link i € £ be iid with erasure probability &;. Let ¢ be fixed across
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G. Let each link ¢ € £ have PHY-layer rate of p; bits per second.?

In the first scenario, there is no delay constraint, so we find the cut-set capacity as
described in [19]. Each packet contains ¢ bits of information, and the PHY-layer code on
link ¢ has rate p; bits per second. Thus, data is transmitted at the rate of £ bits per second,
and & (1—¢;) is the average rate that data flows across link ¢, Vi € £. The min-cut-max-flow
theorem tells us that the capacity of the flow from v, to v, is determined by the minimum

cut; if = C V is the minimum cut-set, then capacity of the flow from v, to vy is given by

Co= 7Y p1-¢) (4.30)

1CE

In the second scenario, we have a delay constraint of 7 seconds and want to find the
value of @ by iteratively reducing parallel and tandem links. As mentioned in Chapter 2,
n; < 7p; /L. Ignoring integrality constraints, we let n; satisfy this relationship with equality.
The operations achieving the network reduction could be distilled to representing D as a
function of two operations, min{S;, S;} and S; +.S; for 4, j € £. We now scale all S; by % to
derive % Note that

T

P{ﬁ > s} — P{S; > s7} . (4.31)

In Chapter 3, we used the variable X to track packet losses on any link; X = 1 if the packet
is erased. We reusce this notation, but since we have multiple links, we distinguish links with

a superscript, using {X](-i) i€ &, 1< j <n;}. Since S; is the sum of all packets not crased,
SO ‘
Si=n—y X (4.32)
i=1

For cach link 7 € £, the sequence {XJ(.'i)} is 1id, so for any € > 0 we apply the weak law of

large numbers,

Nn;—00

1 Uz ) ]
: (2) i _n.
lim PP mZ;XJ. ~EXY)|>ep=0n (4.33)
=

We see that this could be re-written using .S;; furthermore, because n; = 2, we can replace

In Chaptler 2 we define p in bits per channel use, but multiplying p by the bandwidth produces the rate
in bits per second.



our limit in n; with a limit in 7. We also use the fact that E[X®] = & to obtain

lim IP’{ Gl B >e} =0
;=00 T
lim ]P’{ S —(1-&)| > } =0
n;—o0 n;

7S,
limIP’{ SZ~(1—§,;) >e}—0
T—00 Tp’i

Since p; and £ are both strictly positive,

lim IP’{ & —
T—C0

T

Pi
7(1 - &)

> %e} ~0. (4.34)

Thus we sce that % converges in probability to £(1 — ;). For our two network reduction

operations, then,

S, S, .
tim min { 2,2 Dning(1 - 6.0, ) (4
and
lm (242) = La-g)+n0-g). (4.36)

At the end of the network reduction, we have the cut-sct,

lim 7= sz &) (4.37)

€S

By the law of large numbers, the ensemble average of g converges in probability to its mean,
so the R.H.S of (4.37) must be the value of E [2]. Since this is equal to (4.30), we see that

the time-constrained method is equal in the limit to the method applied in [19].

4.3.2 Impact of the CCDF

Compared to viewing a link as a bit pipe, deriving a CCDF at the destination provides more
information about how a coding scheme affects the overall goodput of the system. If the
PHY schemes on the individual links are fixed, then K% can be interpreted as the reliability,

which we define to be 1 — P,, given as a function of k, since A% [k] is the end-to-end error
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Figure 4.5: CCDFs of two network links with the same average rate but different packet
constraint and erasure probability.

probability when we use a network code of generation size k. Additionally, we might find
that two links might have different distributions despite having the same expected rate.
To motivate the use of the CCDF over the average rate alone, consider two links, 1 and
2, over which n; and n, channel uses are permitted, respectively, for each generation of data.
For these links, let the average number of successtully-delivered coded packets per generation
on each link, E[S;] be equal:
ni(l — &) =na(l — &2). (4.38)

Without loss of generality, let n; > ngy, so that £ > &. However, since Var(S;) = n;&(1—&),
then S; has a higher variance than S;. As a result, the slope of the CCDF of S, around
s = E[S;] = E[S,] will not be as steep as the slope of the CCDF of S5, as shown in Figure
4.5. For operating points with P, < 0.5, this means that link 2 is the more desirable link, as
this configuration has a smaller probability of decoding error than the configuration of link
1.

4.4 Chapter Summary

In this chapter we have discussed how to apply our two-layer model to simple networks con-
sisting of more than one point-to-point link. We have introduced a method of consolidating
two fundamental network structures so that we can derive a full distribution for the arrival
of DoF to the destination node from just two parameters of the PHY layer: rate and era-

sure probability. This will permit us to construct objective functions for the optimization of
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the network in non-asymptotic scenarios where the delay constraint is small, such as video
streaming or real-time data analysis. Furthermore, the PHY-layer architecture will deter-
mine a CCDF that is independent of k, preserving the decoupled nature of our two encoders.
We should note, however, that our network reduction operations will not simplify arbitrary
networks to a single distribution. Figure 4.6 depicts a very simple network that cannot be
simplified in this way; no two links form a purely parallel or tandem structure, because of
link 3. If we try to combine links 1 and 4, there is no way to account the flow of information
1 — 3 — 5. No pair of links can be reduced without altering the number of DoF available
at the head or tail of another link.

Re-encode

Encode 3 . Decode
o8
Re-encode

Figure 4.6: A simple network on which our network reduction operations fail
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Chapter 5
Design Applications

In this chapter, we consider the design of wireless systems using our work presented in
the previous chapters. We defined a model in Chapter 2, developed some approximation
techniques to make analysis simpler in Chapter 3, and found a way to extend our analysis
over multiple links in Chapter 4. As before, we consider the design of an encoder when
there is a delay constraint. The fundamental limit of a flow is the min-cut, but just as
channel capacity cannot be achieved for finite-blocklength codes, network capacity may not
necessarily be achievable with finite delay constraints. The design problem we consider
involves picking the best code from a limited number of options on cach layer, which is a
relevant problem for many wireless systems, where transceivers use channel-state information
to select a transmission mode from a small number of choices. Simulating this process with
our model involves optimizing for the design criterion of our choice over code rates subject
to constraints imposed by the model and by the available options for codes. Decoupled
encoders are a subsct of joint network-channel coding, so the design problem considered here
should not be confused with optimization of a two-layer encoding scheme over all codes,
rates, modulation schemes, etc.; we are not investigating fundamental limits.

As in Chapter 2, (2.14), we arc going to primarily consider goodput as the design objec-
tive:

I = knt (1 iy {v“' 4 v}) — kgt (1 — P, (k, 1, Py (6,00, pe (v, p, 1)) - (5.1)

We could also design for E[D], the end-to-end number of DoF, but there are some issues
with using this quantity as our objective. First, E[D] doesn’t prescribe a generation size k,
so it only characterizes the PHY. Second, as discussed in Section 4.3.2; the configuration
achieving maximum E[D] may not be the configuration producing the maximum reliability

for rates below capacity.
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The next important question concerns which parameters we are free to choosc. Again,
we are concerned with scenarios involving delay constraints, so we assume some limit on 7.
We also assume that our PHY-layer code has some fixed blocklength, and that network-level
parameters such as packet length and percent overhead are fixed as well. For a single link,
this leaves us to solve an optimization problem over two parameters: p and k. Over a larger

nctwork, we have to choose p; for all ¢ € £; for simplicity we may use the vector

p={p1,...pe). (5.2)

One advantage of fixing v is that n is determined by our choice of p, so that we avoid having

to optimize over both n and v.

5.1 Concavity Arguments for General Design Problem

In this thesis, the design problems we consider arc small enough to solve using exhaustive
search, but brute force is not a viable option when the network is comprised of many links.
If the number of choices for PHY rate on link 7 is given by r;, then there are on the order
of []r: points that must be considered. If we hope to solve design problems for larger
netzvevf)rks, we have to be able to usc a more efficient optimization technique. The problem
imposes natural integrality constraints on k& and n, so we relax these constraints for all of the
following arguments. In the relaxed problem, we show that I and E[D] are concave functions
of k and p’ over networks that are reducible by our parallel and tandem link operations, and

a good convex solver can be used the find solutions.

5.1.1 Concavity of I in &

We want to prove the convexity of P.(k,n,£). RLNC works over an erasure channel, the
capacity of which is 1 — £, so we will only consider rates less than this. With n fixed, this
means that k is defined over the interval [0,n(1 — £)]. The first step is to prove that, for
any distribution on D, specified by the values of (n;,&;) pairs in the network, P.(k, 7, 5) is

convex in k.

Proposition 1. For a distribution P, on D that is non-decrcasing in d over the interval
[0,E[D]], P.(k,7,6) =P{D < k} is convex in k over the support of Pp in that interval.
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Proof. Let dPp be the Radon-Nikodym derivative of the distribution of D, and let
ki < k < ky < E[D], where ky, k, ks € support{D} and,

k=0k +0ky, 00,1, 0=1-0. (5.3)

Because the PMFE of D is non-decreasing in this interval, the average value of Pp over the

range of k; to & will be lower than the average value of Pp over the range of k to ks:

1 k—1 1 ko—1
1Pp < 1Pp. 5.4
k—kl/,ﬂ ( D_kz—k/k o (5-4)

Multiplying both sides by M we obtain
k'g —k ok—1 b — kl ko—1
dP dPp,. 5.5
k‘z_kl/kl [)_Ag—klf D (5.5)
Additionally, we may manipulate (5.3) to obtain
AZQ —k = k— k,'l
0 = and 6= ) 5.6
k’z — :lCl an kQ — k?] (O )
Applying these identities to (5.5), we may obtain:
k—1 _ ‘1\?2 1
9/ dPp < (9/ dPp (5.7)
ki k
B k—1 _ ko —1
0+ 0) / dpPp < 6/ dPp (5.8)
Jk k
k—1 kll—l _ 1 ko—1 ki—1
/ dPD —/ (lPD S 7, (/ dPD — / dPD) (59)
0 0 0 0
P{D <k} <OP{D < k;} + 0P{D < ky}. (5.11)
This last statcment satisfies the definition of convexity. O

Proposition 2. I' is concave over k € (0,a), where a = > {n;(1 — &)} and II is the
i€l
minamum cut-set.



—

Proof. For simplicity, we use an abbreviation P,(k, 7, &) = h(k).

or o
3% = 75 (k1L = AR
= 1— h(k) — kK'(k), (5.12)
so that,
9T , L
oz = 2 (k) = ki (k) (5.13)
< 0. (5.14)

—

Where the last inequality follows because h'(k) > 0 and "(k) > 0, as P.(k, 7., £) is monotonic
and convex (by Proposition 1) in k. O

We have proved that I' is concave, but we must qualify that as concavity over the support
of D. The assumptions of the proof describe only distributions where the PMF of D is strictly
increasing below E[D]. This excludes some distributions that are not pathological, or even
unlikely in the system we have outlined. For example, consider the case when the framing
parameter @ = j > 1 packets per codeword. Only every ;' integer is in the support of D,
so strict monotonicity below E[D] docs not hold over all integers. In this case, restricting a
maximization problem to the subsct of integers evenly divisible by j is justifiable: we will

only receive packets in multiples of j.

5.1.2 Concavity of ' in p, One Link

Convexity of end-to-end probability of error in the PHY-layer rate requires more examination
than convexity in the NET-layer rate; first let us consider one link in isolation. Note that n
increases with p, and p. also increases in p as we trade off rate for probability of decoding
error at the PHY layer. Since an increase in n will lower probability of error, whilc an
increase in £ will raise probability of error, it is unclear what effect an increase in p will have
on P.(k,n,€). Let us characterize n(p), £(p), and P.(k,n,§):

L. n(p) is affine non-decreasing in p once we relax the integrality constraint,
2. £(p) is convex non-decreasing in p, owing to the time-sharing principle,

3. P.(k,n, &) is convex non-increasing in n and convex non-decreasing in £, owing to the

time-sharing principle.
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We expect that many explicit formulations of F.(k,n,£&) will be jointly convex in n and &,

but this is hard to argue based on first principles

Proposition 3. F.(k,n,£) is convex in p € [0,Cy) for large but finite delay constraints
where € < 1/2 and Cy is the Shannon capacity of the channel H.

Proof. From items 1-3 above, we obtain the following relations:

?PESO, O.PEZO, (()—n>07 ?—520,

on 9 dp Op (5.15)
P, PP &*n D€ e

P B Z 0) . 2 07 A 5 07 ) 2 0

on? 0€? op? dp?

We apply the chain rule to find the second derivative of P. with respect to p:

OP. 9P, 9n P, ¢

_ % 5.16
dp an dp + IE Dp’ (5.16)

0*P, 0D, (on\* 0P, 9*n L PP (0 ? L ORO¢ 0P 0gon (5.17)
op?  on? \0p On 0p* 0% \ Op 0& Op? OndE dp Op '

All of the terms in (5.17) arc non-negative by the relations in (5.15) except the last one; the
2 A
onog

constraint, then we can approximate error using the CLT as we did in Section 3.3.2, then

sign of

is yet unknown. If n is large, a reasonable cnough condition with a large delay

we see that

(5.18)

P.(k,n, &) = Q (M) .

n(l—&)¢

Since the Q-function decreases monotonically in its argument, we only need to prove for

Fn.€) = n(l—&) —k o°f

, that < 0. We first take the partial derivative w.r.t. n, then &,
obtaining

n(l — E)g (')naf -

ng) =nt2 L8 , 5.19
f(n, &) =n : n Toc ( )
Of 1 . 1-€ 1 ., &
5;—571 1/2 —§ +§n 3/2 (1_5)5
= o1 i) + o0 (e, (5.20)

so that d_f is the sum of two functions g;(€) and ¢,(&) weighted by positive coefficients. Now
n
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we just need to find the derivaties of these two functions:

o\ 172
o= (5) i) = (- &)
. —-1/2 ,
wo=5(*55)  (F) 6A(6E) = (€ — € 2(1 - 20),
91(§) 0, 9:(€) <0.
(5.21)
2 2
Thus, di(;g < 0, so that gngeﬁ >0 and (5.17) is > 0.
L]

5.1.3 Concavity of I' in p;, Multiple Links

Proposition 4. For any network G(V,E) consisting of sets of parallel and tandem links, I’
is concave in p; € [0,Cy,), Vi € €.

Proof. Recall from Chapter 4, (4.27) that A¢[s] = P{S; > s} and, thus, for any choice of
generation size k,

P{S; > k} = Xﬂk] =1—=F.i(k,n{p:),&(p:)), (5.22)

where P, ;(k,n(p;),€(p;)) denotes the probability of decoding error for a single-link net-
work equivalent to link 7. Because we have shown, in the proof of Proposition 3, that
P,i(k,n(p;),E(p:)) is convex in p;, then A¢[s] is concave in p; for any choice of k and s < k.
Let us consider two links in tandem and in parallel. To make the dependencies on p; explicit,
let us represent AC[ ;] by the indexed function fi{(p;); similarly, we say for the second link

that A;[ ] = gs(p2).
Proving the convexity of P.(k,7(p), ﬁ(ﬁ)) in either p; or p; is simple for tandem links;

given a choice of k,

—

L= P (k,1i(0),€(7)) = filp)gelpa),
P (k0.6 = = fulp)anlen) + 1. (5.23)

In either variable we simply multiply a concave function by a negative coefficient and add a

constant, producing a convex function.

Parallel links are a bit less obvious. The number of DoF we receive is given by D = S, +55.
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Then,

P{S, + Sy > k} = P{S, = j}P{S, > k — j}

J

=Y [P{S) = j} — P{S; = j + 1} P{Sy > k — j}

= > Uilor) = firaon)] ge-s(p2). (5.24)

Because the CCDFs are monotonically decreasing, f;(p1) — fj+1(p1) > 0 for any choice of

p1, thus the sum in (5.24) is the sum of concave functions, and is itself concave. Then,

r, (k,ﬁ(ﬁ), 5(5)) 1 P{S, + Sy >k} (5.25)

is convex in each p;.

We derive an end-to-cnd probability of error by applying the reduction operations for
tandem and parallel links iteratively. As we go about removing links from the network, the
property of joint convexity is carried over to the resulting probability of error cven as the

number of links grows, so that finally we obtain

—

Pk, ii(7),6(7)) = 1~ N [], (5.26)

which is convex in g. Consequently,

I =tk (1 — Pk, (), g(ﬁ))) — kK [k (5.27)

is concave. O

Proposition 4 does not imply joint concavity in g = (p1, p2), but we can show that
finding the maximizing point in the polyhedron P = {p': p; € [0,Cy,), Vi € £} can be done
by finding the maximizing value of each p; separately. From (5.27), this is equivalent to
finding the values of p; that minimize P,. For tandem links, we obtain the gradient from
(5.23):

ol 0Pl
P= (2=
VI < dp1” Op2 >

— (felpD)ge(p2), filp)ai(pz)) - (5.28)
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Because f(p;) and g(p2) are nonnegative, any value p} = argmin P.(k, py, p2) is independent
pE0,Hy)

of pe, as f'(p}) = 0 or P, will be monotonic in p;, so that either p; = 0 or p; = Cy, will
achieve the minimum. The same argument holds for convexity in py. For parallel links,

differentiating (5.24) gives the gradient

VP, =~ <Z [9:(02) = g301(p2)) Fiei (1), D [Fi(p1) = Frva(py)] gz_j(pz)> - (5.29)

J J

Again, since g;(p2) — gj+1(p2) and f;j(p1) — fi+1(p1) must be nonnegative, we apply the same
reasoning that we applied to (5.28) and see that for both operations, P, can be maximized
in p; and ps independently.

We have, then, proved the convexity of the relaxed end-to-end error probability in p; and &
without defining explicit functions for error probability at either layer. It is important to note
that we have not proved joint convezity. The supremum of the support of k£ (erasure channel
capacity) is a function of p, which makes joint convexity difficult to prove. Consequently,
using the gradient or Newton’s method to minimize P, might only produce a local minimum.
However, we can still use well-known tools for convex optimization in each variable to reduce

the complexity of the design problem.

5.1.4 Concavity of E[D]

If we plan on using E[D] as the target function, this also has similar concavity properties

as [; this will be easy to show, sincc we have already characterized the constituent terms of
E[D].

Proposition 5. For a network G(V, ) consisting of sets of parallel and tandem links, E[D]
is concave in p; € [0,Cy.), Vi € E.

—

Proof. Proposition 4 states that P., (k, 7(0),£(f)) is a concave function of p; € [0,Cy,), Vi €
E. Then from (4.28),

I |

Il

2N

Z ( A:E)) -1 (5.30)
k

This is a finite sum of concave functions, and thus is itself concave. ]
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5.2 Design for a Single Link

We consider a single link over a BSC channel; the PHY layer uses a Reed-Solomon (RS)
code to detect and correct errors, while the NET layer uses RLNC to code over erasures. In
addition to channel effects, there is a steady state probability p; that an incoming codeword is
dropped owing to collision or congestion (this codeword may contain more than one packet).
We assume limited access to the RS encoder: the block length is set at v = 255, but we have
a choice of 7 payload sizes so that our rate can very necarly be p € {1/8,...,7/8}. At the
NET layer, our choice of & must be a positive integer < n. We assume a fixed value of 7 and
we make £ = 255 bytes, or 2040 bits, to keep things simple (this keeps «v an integer for any
choice of p). We let 7 = 326,400 channel uses', which allows, at the lowest RS code rate, 20
packets.

To perform the optimization, we cvaluate max I" at every value of ¢ for a BSC(d). This
maximum is not the solution to the rclaxatioﬁ discussed in Section 5.1; we now observe
integrality constraints. We calculate [' three times at cach point, using each of the approxi-
mation techniques given in Chapter 3 to evaluate probability of error. To find the PHY-layer
decoding error, we use a simple formulation for RS error: if any of the bits comprising a
symbol are received in error, the symbol is received in error. Thus, symbol error probability
is given by p, = 1 — (1 — §)l°8+1_ Ag given in any channel-coding reference such as {26,

Sec. 6.5], probability of error is then given by

pev,p,8) = > C)p.ﬁ(l—pﬁ)””. (5.31)
=[5 ]

This function is a heuristic approach, based on our previous discussion. Thus, our choice of
v may not be that which yields the best I

Figures 5.1, 5.2, and 5.3 track the maximizing values of p and k/n as functions of the
channel, along with € and I'. The plotted value of I' is computed using the tight combinatorial
lower bound (given in (3.9)), so that the performance of a design based on cach of the
approximations from Chapter 3 can be compared against the performance of a design based
on a more accurate computation of goodput.

These figures indicate a system behavior that is quite different from single-layer design
problems, or even cross-layer optimization problems where p is continuous. In the top plot of

each figure, the PHY code rate behaves as expected; redundancy is increased as the channel

'With a double-sided 10 MHz band, this amounts to just over 65 ms.
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degrades. On the second line, we see the erasure probability; the different p, values produce
different, ranges of tolerable PHY-layer error rates in each of the figures. The sharp spikes
right before the PHY rate switches over indicate regions where the coarse granularity of code
rates impairs crror-correction capability. The third line shows us how the RLNC responds
to these packet crasurc rates. There appears to be a “target” rate around 1 — p; that is
optimal when the RS code can manage its error. The last line shows that the effect of the
sawing motion of the RLNC rate is to smooth goodput when the PHY transitions from one
RS code to another. Notice that goodput is nearly linear in BSC crossover probability and
thus roughly proportional to capacity.

Figure 5.1 is of particular interest as a special case, because here p; = 0. Even when
all errors are due to channel effects, NET-laycer coding can compensate for poor granularity
of PHY-layer rates. In effect, the use of RLNC can make a cheap off-the-shelf wireless

transmitter perform like a high-end wireless transmitter.

5.3 Design for Relay

Our design problem for a relay network is very similar to the single-link scenario. Now we
have a different p, on each link. We have the same choice of 7 payload sizes for our RS code of
length 255 so that our rate can very ncarly be p; € {1/8,...,7/8} on each link i € {1, 2, 3}.
At the NET layer, our choice of k must again be an integer < n. As before, 7 is fixed,
¢ = 2040, but this time we change 7 to 816,000% (this raiscs the number of codewords to 50
for the purpose of making the figures more readable). Instead of varying the severity of the
BSC underlying cach link, we fix p, and BSC crossover probability ¢ on each link. In this
model, most choices of p, and ¢ will produce an obvious choice for each p; so that designing
the encoder for I', E[D] or k¥ results in the same system. However, we present results from
a hand-picked case where different design objectives yield different choices of p;. As before,
integrality constraints are observed.

Figure 5.4 depicts the CCDF's of packet arrivals across each link for each possible choice
of RS code rate. The number of the link corresponds to the numbering in Figure 4.4; that
is, links 1 and 2 form a tandem set that is in parallel with link 3. The values of § and p,
are arbitrary; we simply present a case where, based on the function for p.(v, p,d) given in
(5.31), we see diversity in the CCDF's of D resulting from different design objectives. Notice

that, over links 1 and 3, two CCDF's overlap as discussed in Section 4.3.2. Link 1 is not in

2For a 10 MHz double-sided band, that is 163 ms.
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Figure 5.1: Single-link optimization results over a BSC when p; = 0. The abscissa indicates
the crossover probability of the underlying channel.
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Figure 5.4: The approximate CCDFs of S; for i € {1, 2, 3} for the relay optimization problem
with link channels as described above each plot. These curves are approximate CCDF's
because a is not necessarily 1 on any link, so the exact CCDFs are stepped, making the
graphs more difficult to read. The curves shown are obtained by taking smoothing the
discontinuities of each CCDF.
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the min-cut, but since K‘b = ﬂf ® K;‘, the shape of the tail of the resultant CCDF will be
affected by which of the two curves is selected. Additionally, notice that all of the possible
CCDFs of link 2 are spaced closer together, far to the left of the same respective curves for
link 1. This is because there is a high probability of packet loss over link 2, for which no
choice of p, can compensate.

Turning our attention to Figure 5.5, we observe that differences in 7 and E for different
choices of p have led to a different distribution on D depending on whether E[S;], E[D], or
I is to be maximized. Designing for E[S;] over each link leads to high variance (and slightly
higher mean) distributions of packet erasure, so the result is different from what we obtain
when we design for E[D], which only selects the high variance option on link 3. Neither
of these procedures prescribe a value for k; optimizing for I' does prescribe a k, and the
operating point maximizing I" requires the low-variance option on both links 1 and 3; the

associated resultant CCDF is again distinct.
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Figure 5.5: CCDFs reflecting the optimized relay code design for several different objective
functions. Note that the steps in the function are uneven because the two parallel links are
delivering a different number of packets in each codeword.

5.4 Chapter Summary

In this chapter, we have outlined a design problem constructed to resemble a link or set

of links over which we are using limited® medium access control equipment with accurate

3Read “inexpensive”.
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channel state information. Using the channcl state information, we pick values of p; and k
that give us the maximum T" possible for this configuration.

What we have seen for this test-case problem is intuitive. Firstly, the PHY-layer code
does not, have to produce a probability of decoding error that is negligible; there is no need
for p. to be several orders of magnitude smaller than p;. Secondly, the optimal NET-layer
code rate does not decrease monotonically as the channel worsens; it palliates for the errors
from the PHY when it has to, mitigating failure in the regions where no available choice
of PHY mode performs well. Thirdly, the most impaired cut still has the most significant
impact on end-to-end performance, despite the differences between our construction and the
onc in [19]. Finally, the second-order effects need to be considered if we are trying to satisfy

an cnd-to-end error constraint.
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Conclusion

To summarize, we proposed a model of two-layer network behavior intended to subsume
many different scenarios. After that, we considered how to evaluate code performance with
some analytically tractable error approximations over a single link. Expanding our scope,
we introduced some tools to take these approximations and apply them to rcal, multi-link
wireless networks?: these tools work well for a couple of fundamental network structures.
Finally, we studied a design problem based on our model that evaluates the accuracy of our

approximations and incorporates our tools for simplifying networks.

A Tale of Two Papers

In the introduction to this thesis we used two papers, [2] and [3] by Berger et. al. and
Courtade and Wescl, respectively, to illustrate how “optimal” cross-layer behavior depends
heavily on what the model used and the notion of optimality. Let us see if, using the contents
of this thesis, we can give heuristic explanations for why these two papers reveal seemingly
conflicting descriptions of optimal behavior.

Similarly to this thesis, most of the discussion in [3] involves a constraint on transmission
time for a chunk of information, but in the section on asymptotic results, the authors conclude
that, “rateless packet-level codes (e.g. Raptor codes) are not well-suited for fading channel
applications”. This conclusion is reached by minimizing transmit power given rate and
reliability constraints - relating this to our setup in Chapter 5, the problem would be to
find the worst BSC possible at which we could achieve some minimum rate and maximum
probability of crror - and letting the delay constraint go to infinity (and rate constraint to
zero). Because the optimal error-correction code rate is bounded away from zero while the

PHY ratc goes to 0, Courtade and Wesel conclude that additional redundancy should be

4 Although, there is nothing fundamentally flawed about using them for wireline networks, so long as

RLNC is being used.
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added to the PHY code instead of the NET code.

This conclusion is in line with our intuition about cross-layer systems. In the asymptotic
regime, the rate of PHY decoding errors will be small; as long as the code is below capacity,
probability of error will decrease as blocklength increases. Packet losses are only being
generated by PHY-layer decoding errors, so as long as the rate of these errors is small, an
erasure code will not produce any substantial performance gain.

By contrast, in the abstract of [2], Berger et. al write, “For severe fading channels,
such as Rayleigh fading channcls, the tradeoff leans towards more redundancy on crasure-
correction coding across packets, and less so on error-correction coding within cach packet.”
The authors consider a different optimization problem: maximizing reliability given a rate
constraint. This optimization procedure is performed numerically. As the fading becomes
worse (somewhat analogous to the deterioration of our channel), more redundancy is allo-
cated to the NET-layer code. Again, we can reconcile this with our observations in Section
5.2. As fading worsens, the achievable region of rate/reliability pairs shrinks, so the mini-
mum achievable probability of decoding error increases for any rate constraint. When the
PHY rate is constrained so that the minimum p, is on the order of 107!, it becomes more
effective to give up on the PHY-layer code and compensate with the NET-layer code, as we
observed in the sawing motion in Figures 5.1-5.3.

If we could isolate the central point of the last 5 chapters, it would be this: operate a
given code in the steep portion of the curve characterizing the trade-off between throughput
and probability of error. Shannon said that capacity is the border between reliable and
unrcliable communication; as we scale back blocklengths from infinity, we see that the tran-
sition between regions of high and low probability of error is sharp, but not discontinuous.
There is a region where a small decrease in throughput corresponds with a large decrease in
probability of error; coding on two layers allows us to slightly shift this region for any given

code.
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Appendix:
Proof of Converse for m-EC Capacity in the Finite Block-
Length Regime

To prove the converse, we will first need the following lemma, which is an adaptation of [24,
Theorem 38].

Lemma 1. For a m-EC with erasure probability £, the average error probability of an
(n, M, €) code satisfics

>y l(Z)E"(l—&)""(1—"37) (1)

s=|n—log,, M|+

even if the encoder knows the location of the erasures non-causally.

Proof. If we have a uniform distribution on channel inputs A € {1,..., M}, channel outputs
B e {1,...,J}, and decoder decision C € {1,..., M}, then we can bound the average
probability of correctly decoding a message,
P{C = A} < J (2)
S Vh
as in [24, (188)-(191)], which holds regardless of the symbol alphabet.
If the encoder knows a priori the location of erasures, an observed codeword with z

n—z

crasures can take on m™ ™ possible values. Thus, the probability of error given z erasures is

lower bounded by max{0,1 — ""X;z }. Each message can be represented as log,, M symbols

over a field of cardinality m, so an crror only occurs z > |[n — log,, M| + 1. Since erasures

follow a binomial distribution, (1) follows. O
We also state the Berry-Esseen Theorem used in [24].

Theorem 1 (Berry-Fsseen). Let X;,i=1,...,n be independent with

i = ElX] (3)
op = Var|X;] (4)
t; = E[|X; — pu]’] (5)

=30 ©)
=1
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Then for any —oo < A < 00

Additionally, we state (584) from [24], which says that for all s =0,...,n

(Mea-g— <L )

where the existence of a constant Gy is guaranteed by [27]. Now we are ready to prove the

converse.

Poof of converse for (3.33) for an m-EC. Note that Lemma 1 holds for any (n, M, €) code.
Therefore, selecting an M that violates Lemma 1 will give us an upper bound on M*. From
(9), we see that,

n

n
Z (71) gq(l . g)n_STl’LTL_S_IOg"‘ M < Z %mnslogm M
S [

s=|n—log,, M]+1 s=|n—log,, M]+1

= i[m}g z": m=?*

s=|n—log,, M|+1

n [n—log,, M|

Gim" s s
S D SR S

s=0 s=0

Gym™ [(m—nlogm M| _ yy—n
- My/n ( m—1 )
. Gym™ (m—n+logm M+1 _ m—n)
-~ Myn m—1

. G1 mM —1
“a1vi (1)
_ G (m=a
‘\/_ﬁ<m—1>
<24

=

76



Based on (10), we choose to define an M such that

log,, M =n(l — &) — /n&(1 — Q™! (E + ﬁ\/?_l—&) : (11)

where B is the Berry-Esseen constant associated with a binomial distribution, which is to
say that % is the R.H.S of (8) when X; ~ Bern(£). To be more explicit, if S is the number
of erasures, then from (8), we obtain

P{S—mu<io) Q)< o8 Ot (12)

Vi g
For this proof, the actual value of ¢; is irrclevant. We simply note that it is constant for

choice of . For our definition of S and choice of M,

n

2 O (1= 6" 2 P(S > n— log,, M}

s=|n-log,, M|
= P{S —nu > n(l - 5) - logm A‘/[}

_ ]P{S np > \/nE(1—E)Q ! <6+ B+—3Gl>}

n

=P{S —nu> oA}, (13)

where 0 = /né(1 — &) and A = Q! (6 + B%ﬂ“) From (12), we obtain

—P{S —npu < Ao} + Q) < (14)

s

Applying this to (13), we verify that

S (e gzt )

s=|n—log,, M|

Further bounding (15) with (10), we obtain

2 <7Z> A % " 2. (Z) (=& m e loen M (16)

s=|n—log,, M]+1 s=|n—log,, M]|+1
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Combining the summations we are left with an extra term, so that

[(”) £ (1~ 5)”“5] -
8 s=|n-log,, M|

> (Deu-e (1- 57

s=|n—log,, M|+1
Applying (9) again produces

> @esu —g (1 -

s=|n—log,, M]

)”*75“

)o

which violates Lemma 1. Thus, we conclude that

log,, M <n(l-¢)

WQ(

—VnE(1=6Q7'(¢)

where (19) follows from Taylor’s formula.
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