
Secure Communication through Free-space
1F T111N1LOG

Using Quantum Illumination
JUL 15 2014

by

Jiwon Yune LIBRARIES

Submitted to the Department of Electrical Engineering and Computer
Science

in partial fulfillment of the requirements for the degree of

Master of Engineering in Electrical Engineering and Computer Science

at the

MASSACHUSETTS INSTITUTE OF TECHNOLOGY

June 2014

@ Massachusetts Institute of Technology 2014. All rights reserved.

Author .......................... Signature redacted
Department of Electrical Engineering and Computer Science

May 27, 2014

Signature redacted
Certified by.........................

Dr. Franco N . Wong
Senior Research Scientist

Thesis Supervisor
A A

Signature redacted

A ccepted by ........ .............................
Prof. Albert R. Meyer

Chairian, Master of Engineering Thesis Committee



2



Secure Communication through Free-space Channel Using

Quantum Illumination

by

Jiwon Yune

Submitted to the Department of Electrical Engineering and Computer Science
on May 23, 2014, in partial fulfillment of the

requirements for the degree of
Master of Engineering in Electrical Engineering and Computer Science

Abstract

Secure communication based on quantum illumination (QI) provides high-speed direct
communication in the presence of loss and noise and is secure against passive eaves-
dropping. Recently, the QI based communication protocol has been demonstrated
in a fiber channel. In this thesis, we extend the QI secure communication protocol
to a free-space propagation channel. Unlike a fiber channel, a free-space channel is
susceptible to air turbulence. Because a single spatial mode of light is essential in the
QI protocol, if the beam path is affected by air turbulence, the power and phase may
fluctuate, which can affect the interferometric measurement performance of QI. In
order to fix this issue, we have designed and implemented a servo system to stabilize
the coupling of the free-space propagating beam into a single-mode fiber. The servo
system utilizes the X and Y tilts of a single piezoelectrically driven mirror mount,
together with a quadrant detector, to stabilize the beam location at the collimation
optics of the free-space path. To demonstrate the QI-based secure communication
with a free-space path, we use a heat source to simulate air turbulence. We have
demonstrated that the free-space secure communication using quantum illumination
is still possible in an environment with air fluctuation, by using a servo system to
counteract the deleterious effect the effect from air turbulence. Without air tubulence,
we have demonstrated that BERA e 5.8 x 10- for a free-space channel implemented
in the Bob-to-Alice path or Alice-to-Bob path with Ns a 5.6 x 10--4. When we
introduce a heat source at a known setting, the effective attenuation h for the Bob-
to-Alice or Alice-to-Bob channel transmissivity is found to be 0.63. Without the servo
system, BERA drops to 2.40 x 10-4 and 9.8 x 10-3 for the free-space Bob-to-Alice
and Alice-to-Bob channels, respectively, for the same amount of Ns. With both heat
source and the servo system on, we have successfully operated the QI-based secure
communication protocol and obtained the same level of Alice's BER as that without
the heat source.

Thesis Supervisor: Dr. Franco N.C. Wong
Title: Senior Research Scientist
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Chapter 1

Introduction

Quantum illumination (QI) was first proposed by Seth Lloyd in 2008 [1]. He intro-

duced a method to reduce the effective noise and detect the target of interest using

quantum entanglement in the presence of high level of loss and noise. The idea of

utilizing quantum entanglement was not new at the time; quantum entanglement

has captured physicists' and engineers' attention for many years. Entangled photons

possess greater correlation between the pair than classical physics allows, and that is

essential for applications such as quantum cryptography [2], quantum computing [3],

and quantum metrology [4]. Unfortunately, quantum entanglement is fragile; it is sus-

ceptible to degradation due to noise and loss. Applications of quantum entanglement

are often carried out in a well-controlled environment, where noise, absorption, air

turbulence, and such are minimal. In contrast, Lloyd's proposal is remarkable because

it enables us to apply quantum entanglement even in a noisy and lossy environment.

The concept of quantum illumination has been studied by several groups since

Lloyd's proposal. In 2008, Tan et al. published a paper which works out a full

Gaussian state treatment of quantum illumination [5]. In a paper published in 2009,

Shapiro and Lloyd prove that the single-photon quantum illumination scheme can

outperform a coherent-state classical source of the same average photon number [6].

In the same year, Shapiro published a paper on how to defeat passive eavesdropping in

direct communication with quantum illumination [7]. Experimental demonstrations

were made in 2013. In early 2013, Lopaeva et al. demonstrated a target detection
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scheme using quantum illumination [8]. Later that year, Zhang et al. of our group

demonstrated an entanglement-based secure communication using quantum illumina-

tion [9J.

Noise

Loss

Noise

Loss

Figure 1-1: Basic schematic of quantum illumination.

The basic principle of quantum illumination is rather simple as shown in Fig. 1-1.

Entangled light, consisting of multimode signal and idler beams, are prepared using

spontaneous parametric downconversion (SPDC) in a nonlinear crystal. In the case

of target detection, the signal beam is transmitted to the target of interest, whereas

the idler beam is retained for joint measurement. If the target is present, the signal

light is reflected and the detector performs a joint measurement with the retained

idler light. In the case of secure communication, the signal light is transmitted from

Alice to Bob, and the idler light is retained by Alice. The signal is message-encoded

by Bob who masks the message with noise before being sent back to Alice. Alice

then decodes the message by a joint measurement between the received signal and

the retained idler. For both cases, the experiments are done in an environment with

a large amount of noise and loss, such that the signal and idler beams are no longer

quantum entangled at the joint measurement apparatus. However, target detection

and secure communication using quantum illumination still provide improvements

over classical inputs because the previously-entangled light yields a correlation that

cannot be achieved with classical input light for the given loss and noise.
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Zhang et al. demonstrated secure communication in a fiber channel [9]. This

thesis extends Zhang et al.'s work to a free-space channel. Unlike a fiber channel, a

free-space channel is susceptible to performance degradation due to air turbulence.

Because a single spatial mode of light is essential in the QI protocol, if the beam

path is affected by air turbulence, the power and phase can fluctuate., which in turn

can affect the interferometric measurement performance. In order to fix this issue,

we need a servo system that can stabilize the beam path. The servo system utilizes

the X and Y tilts of a single piezoelectrically driven mirror mount, together with a

quadrant detector, to stabilize the beam location at the collimation optics of the free-

space path. To demonstrate the QI-based secure communication with a free-space

propagation channel, we have implemented a heat source to simulate air turbulence

and measured the experimental performance. This demonstration is an important

first step toward QI-based quantum communication in free space, such as satellite

communication or naval communication.
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Chapter 2

Secure Communication Protocol

5PDC p

DLF

CMWDM

OPA DMCWM
.~ ~~~ ~ .c ........ .....

DL

Eve v

Figure 2-1: Experimental setup with fiber channels. SPDC: spontaneous parametric
downconverter; DM: dichroic mirror; C: fiber collimator; CWDM: coarse wavelength-
division multiplexer; BS: beam splitter; Attn: attenuator; EDFA: erbium-doped
fiber amplifier; DL: delay line; PC: polarization convtoller; PM: phase modulator;
AAG: adjustable air gap; Pol: polarizer; DCF: dispersion-compensating fiber; DSF:
dispersion-shifted fiber; TEC: thermo-electric cooler; OPA: optical parametric ampli-
fier; D: photodetector. Figure reproduced from Ref. [9].

This chapter discusses how the QI-based secure communication protocol is de-

signed and analyzes the theoretical model, as shown schematically in Fig. 2-1 and

Fig. 2-2, respectively. Note that the models and derivations used in this chapter are

based on Ref. [9] and its supplemental material. Alice prepares the entangled beam

and sends the signal light to Bob. Bob encodes the message using binary phase-shift

keying, injects noise to the encoded signal beam, and sends it back to Alice. Eaves-

dropper Eve tries to tap the Alice-to-Bob and Bob-to-Alice channels, which will be

19



discussed later in this chapter.

The single-mode signal and idler annihilation operators are denoted by {&si } and

{a, }, respectively for Alice's spontaneous parametric downconverter (SPDC). The

losses in Alice, Bob, and Eve's terminals and the propagation channels are denoted

by the transmissivities KI, KA, K 1, KB, 4, K 2, KA Kd, KE, and K". The corresponding

vacuum-state auxiliary modes are represented by {j, 2) A, 1, VB, f) 18, , di VE,

i4}. Bob's binary phase-shift keying (BPSK) modulates the signal by either 0 or

7r radian, which are represented by the superscripts t. Note that the modes Alice

and Eve measure are denoted by &a and hl, respectively. GA and GB represent Al-

ice's optical parametric amplifier (OPA) gain and Bob's erbium-doped fiber amplifier

(EDFA) gain, respectively.

a 

A.c .

K A

A

E + a- ~ ?

dK E

Eve

Kb S

Bob

Figure 2-2: Theoretical model for tQJ-based secure communication. BPSK: binary
phase-shift keying. Figure reproduced from Ref. [9].

2.1 Entanglement generation

Alice prepares maximally entangled signal and idler photons, using a spontaneous

parametric downconverter (SPDC), a 20 mm type-0 phase-matched MgO-doped pe-

riodically poled lithium niobate (MgO:PPLN) crystal, in which the pump, signal, and

idler photons are all polarized along the crystal's z axis. The crystal is continuous-

20



wave (cw) pumped at 780 nm:

Ap = 780 nm. (2.1)

The generated signal and idler photons have wavelengths at 1550 nm and 1570 nm:

As = 1550 nm (2.2)

A, = 1570 nm. (2.3)

The signal and idler pairs are generated at the same time and dictated by conser-

vation of energy: hwp = hws + hw1 . Hence, the pairs are time-and-energy entangled.

The phase mismatch condition between the pump, signal, idler photons, and the

crystal lattice is given by

Akz = Ep - ks - I - kpp ,(2.4)

where kpp is the momentum transferred to the output photons from the crystal. Note

that the refractive index of crystal is dependent on the input wavelength and tem-

perature. When the phase is exactly matched (Ak2 = 0), there is a maximum power

transfer.

In terms of the theoretical model, the Alice's SPDC produces the signal-idler mode

pairs, which the signal and idler annihilation operators {&s, } and {r ,} act on.

When the pump power is about 136 mW, the SPDC generates on average a source

brightness of Ns = 0.001 signal and idler photons per mode. The bandwidth of the

generated signal and idler photons is 2 THz, and there are 4 x 106 mode pairs per data

bit. After the signal and idler pairs are generated, a dichroic mirror separates the

pairs from the pump beam at 780 nm and coupled to a single-mode fiber. A coarse

wavelength-division multiplexer (CWDM) seperates the signal beam from the idler

21



beam. The pump and idler beams are retained for joint measurement. For the idler

beam, Alice uses a dispersion-shifted fiber (Corning LEAF fiber), whose length is

chosen to match the Alic-to-Bob-to-Alice propagation delay seen by the signal beam.

2.2 Message Encoding

The signal beam is transmitted to Bob through a single-mode fiber (SMF). After he

makes a polarization correction, he encodes his message by binary phase-shift keying

(BPSK). He encodes his message bits at a rate of 500 kbits/s; the per-bit duration

T is 2 pts. The message bit 0 corresponds to 0 radian shift in phase, whereas the

message bit 1 corresponds to -r radian shift in phase. Per information bit, there are

M = TW ~ 4 x 106 signal-idler mode pairs, where W ~ 2 THz is the band limit

imposed by the 16-nm bandwidth of the CWDM. Each of the signal-idler mode pairs

are independent and identically distributed. In this experiment, BPSK is driven by

a pseudorandom bit sequence from a bit-error rate (BER) tester.

In terms of the theoretical model, {&s2 } is the annihilation operators for the signal

light that reaches Bob. Then, propagation and detection loss are accounted for {&S2 },

and we get the following:

&S3  =VhB aS2 + V/1 -- B VB, (2.5)

where rB and V^ are the transmissivity and vacuum-state auxiliary mode for Bob's

terminal. For each signal mode, the BPSK modulator is modeled by the following

annihilation-operator relation:

a =4 &S4 (2.6)

where represents the phase-shift (and the common bit value) applied to all M signal

modes.
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2.3 Noise Injection

After the BPSK stage, Bob sends the signal light through an EDFA, whose measured

gain is approximately 1.34 x 10'. The EDFA is used to boost the signal amplitude

and to inject noise to mask the message. Bob's EDFA is modeled by the following

annihilation-operator relation:

a,,= G BQ&' GB -~ 1& IE (2.7)

where &tE is a thermal-state spontaneous-emission mode. Its amplified spontaneous

emission (ASE) noise at the amplifier's output has per-mode average photon number

NB ~ 1.46 x 104, which is calculated from the following equation:

NB (GB - 1 aSEaSE > +1 (2-8)

2.4 Joint Measurement

After the EDFA stage, Bob sends the signal beam back to Alice through a single-

mode fiber. Then, she decodes the message bits by a joint measurement between the

returned signal beam and the retained idler beam using a low-gain optical parametric

amplifier (OPA) followed by direct detection. The signal and idler are combined using

a CWDM, and they are combined with the pump beam using a free-space dichroic

mirror. Alice couples the combined beams into a 20 mm MgO:PPLN crystal that

serves as the OPA. At the OPA, the cross correlation between the phase-modulated

signal and the idler is converted to amplitude modulation in the output idler. Af-

ter filtering out the output idler from the rest of the beam, the message bits are

directly detected by a photodiode, and we determine their bit values of 0 or 1 based

on threshold-decision logic implemented in the BER tester. Zhang et al. used an

avalanche photodiode (APD) with 45% efficiency which includes coupling and filter
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insertion loss.

2.5 Eavesdropping

One possible scheme for (passive) eavesdropping is to tap the Alice-to-Bob and Bob-

to-Alice channels and perform a joint classical-state measurement. In this measure-

ment, Eve taps 50% of light in the Alice-to-Bob channel and taps 10% from the

Bob-to-Alice channel. As a consequence, Alice and Bob suffer approximately 16.4

dB loss from the Alice-to-Bob channel and approximately 4.1 dB loss from the Bob-

to-Alice channel, both including SMF coupling loss, fiber-optic component insertion

loss, and Eve's tapping. Because Eve can only perform classical joint measurement,

Alice's cross-correlation signature between the returned signal and retained idler is

much stronger than Eve's.

2.6 Result of the Fiber Channel Communication

Table 2.1 lists the experimentally-determined parameter values for obtaining the bit-

error-rate (BER) data with the fiber channel. The symbols in the table correspond

to those in Fig. 2-2.

From a basic communication model of quantum illumination, one derives the

mode-pair photon statistics. The detailed derivation can be found from [9] and its

supplemental material. Alice's continuous-wave spontaneous parametric downcon-

verter initially generates a single signal-idler mode pair {&so, tI, } in the maximally-

entangled, zero-mean, jointly-Gaussian state PSI. We can compute its density opera-

tor by computing the covariance matrix PsI:
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Table 2.1: Experimentally-determined parameter values for the fiber communication
channels [9].

25

Parameter Symbol Value
Alice's fluorescence bandwidth W 2 THz

Alice's signal transmissivity KA 0.74
Alice-to-Bob transmissivity K1 0.50

Bob's pre-EDFA transmissivity KB 0.43
Bob's BPSK modulation rate R 500 kbit/s

Bob's BPSK bit duration T 2 p s
Bob's EDFA gain GB 1.34 x 104

Bob's EDFA per-mode ASE NB 1.46 x 104

Bob's post-EDFA transmissivity K' 0.39
Bob-to-Alice transmissivity K2 0.90
Alice's return transmissivity ' 0.41
Alice's idler transmissivity KI 0.39

Alice's OPA gain - 1 GA - 1 1.86 x 10-5
Alice's detection efficiency Kd 0.45

Alice's modulation-depth efficiency r^ 0.52
Alice's number of mode pairs M 4 x 106
Eve's return transmissivity KE 0.013
Eve's mixing ransmissivity r/E 0.99
Eve's detection efficiency ' 0.5

Eve's modulation-depth efficiency 0.17
APD noise figure FAPD 3.0

Electronics-noise variance O.2_ 6.0 x1-



PsI = K[dso&~soso]T[&sodo&soaaso]) (.

Ns

0

0

VNs(Ns + 1)

0

Ns

VNs(Ns + 1)

0

0

VNs(Ns + 1)

Ns

0

QNs(Ns + 1)

0

0

Ns

Note that Ns is the source brightness, average number of signal-idler photon pairs per

mode. With this density operator, the input-output operator evolutions associated

with the beam splitters, BPSK, and EPFA models, we can determine Alice and

Eve's single-mode photon-counting statistics. The statistics are Bose-Einstein with

variances that satisfy

2

o2

= (all ̂ :I))((& I If )

=: N(N:' + 1),

= ( 
~) ((61a Ea)+ 1)

= Ni(N: + 1),

(2.11)

(2.12)

(2.13)

(2.14)

where NI and NI are Alice and Eve's average photon numbers, respectively. Their

average photon numbers can be found, while considering the effect of imperfect dis-

persion compensation and sub-optimal mode-pair coupling. For Alice we have

26
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and
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= InaIa)

= IdGA(,1 a1 ) + d(GA -1) + I(GA -1)(^st$l

i 2rlNd/GA(GA - 1) Re((&i 1&s')),

(a )= KAI G+NS,+

(t:tsi s) =' nK2K'BGBKBxlKANs + K' K2K'NB,

- +\bI~AI~2hBGBIiB/~1I~ANS(NS 1).

Combining the above results we obtain,

N! =KdGAKINS + rld(GA - 1) + d(GA - 1)(W'c2I'BGBKB1IANs + 'A2K2K'BNB)

2rYIA GA(GA - 1)xK'I 2h'BGBKBI1I"ANS(NS + 1). (2.20)

Similary for Eve, we obtain

NI* = 'E(I - r1)KANs + K'(1 - ?E)IKE(1 - r2 WBGBKBrlrANs

+(I - TIE)KE(l - I2)KBNB

2rV>' rAE(1 ~ r7E)(1 - 1)2A (IE(1 - K2)KBGBKBK1Nj. (2.21)

From above, we have derived the per-mode conditional variance for Alice and Eve's

27
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(2.17)

(2.18)
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ideal receivers, au and ai, when Bob's BPSK modulation is 0 radian or 7r radian.

However, we also have to consider Alice and Eve's avalanche photodiodes' noise figure

FAPD and electronic-noise variance a of their detection systems. Moreover, Alice's

OPA receiver has a per-mode conditional variance or = 0.202 , which comes from

pump-power fluctuations. With these conditions, we can find their total per-mode

conditional variances

(Do)2 = FAPD (ouA + Uo) + Oc (2.22)

and

(0tot)2 = FAPD U2 +2 . (2.23)

The experimentally-determined parameter values are listed in table 2.1. With these

values, we can find Alice and Eve's BER:

MA Ns(Ns+1)
BERA -- %tot ), (22

0A++A-_

VMENs (.5BERE tQ t tot). (2.25)
OE+ +OE-

Note that Q refers to the tail integral of the standard Gaussian probability density,

and (A and (E refer to the transmission efficiencies for Alice and Eve, respectively.

For calculating the transmission efficiencies, we have used

(A INs(Ns +1) = N + - N-, (2.26)

ENs = N+ - N-. (2.27)

Fig. 2-3 is a collection of BERA and BERE of various cases, as described in its

caption. The dotted blue line is the theoretically predicted BERA when Alice uses

a maximally entangled photon source and an ideal OPA receiver. The ideal case as-
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Figure 2-3: Plots of BERA and BERE as functions of source brightness Ns for 500
kbit/s communication. Blue-dotted line: BERA for ideal OPA receiver; Blue solid
line: BERA for actual OPA receiver; Green-dotted line: BERE for ideal receiver;
Green solid line: BERE for actual receiver. Error bars represent the experimental
data collected with the parameter values in table 2.1. [9]

sumes that there is no loss of modulation depth due to residual dispersion or subop-

timal mode-pair coupling, unity detection efficiency, unity APD noise figure, no OPA

pump-power fluctuations, and no electronics noise, whereas the actual case with the

experimentally determined parameter values (table 2.1) is drawn with the solid blue

line. The dotted green line is the theoretically predicted BERE when Eve employs an

ideal interference receiver. For Eve, it does not matter whether Alice generated her

photons with a maximally entangled SPDC source or a maximally correlated classical

source. The solid green line is for the actual case where the parameters are listed in

the same table. Note that if Alice uses a maximally correlated classical source to

generate the photon pairs, her BERA measured with an ideal receiver would be the

same as BERE for the ideal case.

We can observe from Fig. 2-3 that the experimental results are in excellent agree-
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ment with theory. Moreover, using quantum illumination, Alice's performance far

exceeds that of Eve for Ns < 1. For example, when Ns = 7.81 x 10- with Alice's

OPA gain GA - 1 = 2.48 x 10-, we obtain BERA = 1.78 x 10-6, but BERE ~ 50%.

In Fig. 2-4, 25 bits of OPA receiver output of Alice (blue) and Bob's corresponding

modulation waveform (red) are shown with the electronic signal from OPA being AC-

coupled. We can easily observe that Alice's received message can be easily decoded

with high signal-to-noise ratio.

1

W)

0) 0o.

-1 [~

-20 0
Time (ps)

Figure 2-4: Trace of 25 bits of OPA receiver output (blue) and
modulation waveform (red). 19]

20

Bob's corresponding

A large performance gap between an entangled-state input and a classical-state

input in a lossy and noisy channel is possible even though the joint state of Alice's

returned and retained photons is classical. According to [9], we can achieve such a

condition by having

NB > Nthreshold -= A'1KBGB- (2.28)

For this case, we have that Nthreshold - 2.14 x 103 and NB = 1.46 x 104, which

exceeds Nthreshold by 8.3 dB. This ensures that, by having entanglement, Alice can

obtain immunity to Eve's passive eavesdropping.
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Chapter 3

QI-based Secure Communication with

a Free-space Link

The first demonstration of secure communication using quantum illumination was

done completely through the optical fiber channels [9]. Although Zheshen et al.

implemented a small free-space gap that is about 10 cm in length located after the

EDFA as shown in Fig. 2-1, the gap was in Bob's side. Quantum illumination is

a protocol that requires an interferometric measurement. Hence, the path lengths

for signal and idler have to be matched precisely. The small free-space gap is only

used for the fine path length adjustment for the signal beam. Other than that, the

Alice-to-Bob and Bob-to-Alice channels use only optical fibers.

In this chapter, we discuss how to replace the communication channel between

Alice and Bob with a free-space channel. Free-space communication is essential when

optical fibers are physically impossible to connect between two parties. Satellite

communication and naval communication are typical scenarios where we need to use

free-space channels. Unfortunately, there are many factors that need to be considered

for free-space communication. Unlike an optical fiber which guides the beam within

a confined mode, a free-space channel can be significantly affected by environment.

For example, in the case of naval communication, an ocean can be heated by the

sun and produces temperature gradients along the beam path. Water vapor and

wind can affect the beam path as well. In addition, the ship's movement must be
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precisely tracked to maintain the communication link. All of these can significantly

affect the communication performance because the QI protocol uses a single spatial

mode for transmission and reception. Moreover, as the beam passes through a tur-

bulent environment, the path length can fluctuate and must be stabilized for the QI

interferometric measurements.

In the following sections, we will discuss steps takes to implement a free-space

channel for QI secure communication. We have designed a servo system to stablize

the free-space communication between Alice and Bob. The servo system consists of

multiple components; each will be closely analyzed. We have implemented a heating

plate to simulate a free-space turbulent link. This heating plate will be used to test

how good the servo system is.

3.1 Free-space Channel Communication via Quan-

tum Illumination

CWM
............j....

Fiber Channels

S.,CWDMA

A ceBob.

Figure 3-1: Fiber channels between Alice and Bob.

In the fiber-channel implementation of QI-based secur communication, there are

two optical fibers connecting between Alice and Bob, as shown in Fig. 3-1. One is

from Alice to Bob, and the other from Bob to Alice. We replace each of these fiber

channels separately and examine how air fluctuation affects the communication in

each case.

Fig. 3-2 is the proposed method for correcting the beam angle for the Alice-to-Bob
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Figure 3-2: Servo system design for the Alice-to-Bob free-space channel. For the
experiment, we have set the following distances: 15 cm from Alice's collimator to air-
turbulence zone; 80 cm from the piezo mirror to Bob's collimator; the total distance
between Alice's and Bob's collimators is 1.2 m. Note that the figure is not drawn to
scale.

channel. For this channel, the servo system is placed at Bob's side. For controlling

the servo loop system, we use a wavelength-division multiplexer (WDM) to combine

a signal beam at 1550 nm and a control beam at 1310 nm at Alice. We cannot use

the signal beam for servo control because its power is too low for the servo quadrant

detector.

Alice sends the combined beam through an area of air turbulence which is gen-

erated by a heating plate. When the beam path is affected by air fluctuation, the

direction of propagation tilts by some small angle, and a small deviation in angle can

significantly affect the coupling into the fiber. Once the combined light reaches Bob,
a dichroic mirror separates the two beams. The dichroic mirror reflects the control

light of 1310 nm to the position sensing photodetector, whereas the signal light passes

through and goes into the fiber coupler.

We use a quadrant detector as the position sensing detector. The quadrant de-

tector locates the position of the beam and sends the positional error signals to the
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piezoelectric adjusters that are attached to the kinematic mirror mount. We use two

of the three piezoelectric adjusters of the mirror mount to change the angle of the

reflected beam along the horizontal and vertical directions. Based on the signals

coming from the quadrant detector to the signal filter, the mirror tilts and corrects

the angle of the beam to stabilize the coupled power. More detailed analysis on each

component comes later in this chapter.

3.2 Fiber Coupling

Fiber coupling is not a simple task. In order to optimally couple light into the fiber,

the light and the fiber must be mode-matched. Therefore, in principle, we need to

have at least four degrees of freedom, assuming that the size of the beam matches

to that of fiber. For this particular design, the air fluctuation generated by the heat

plate will displace the beam from the optimal position. However, we assume that

the effect is not too severe, such that it does not move the beam too far from the

optimal position. Both the angle and the position of the beam will be shifted by the

turbulence, but the fiber collimator has a large enough acceptance angle that we can

stabilize the coupled power by simply correcting the tilting angles of the piezo mirror.

In the experimental setup, the free-space communication distance between Alice and

Bob is approximately 120 cm.

When we implement the Bob-to-Alice free-space channel, the heat plate is located

15 cm from Bob, and the piezoelectric mirror mount is located 80 cm from Alice.

A WDM combines the control beam (1310 nm) and the signal beam (1550 nm) on

Bob's side. According to the specification sheet, the WDM has 0.22 dB and 0.11 dB

insertion loss at 1310 nm and 1550 nm, respectively. For both Alice and Bob, we use

Thorlabs F230FC collimators. Each collimator is anti-reflection coated for 1550 nm

and has a focal length of 4.67 mm with a numerical apperture (NA) of 0.53. For both

sides, we use uncoated lenses of 15 cm focal length to collimate the beam. For this

experiment, the beam size is about a few hundred pm, but the beam size should be

much larger for greater propagation distances. With no turbulence, the fiber coupling
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efficiency is 1.91 mW / 2.13 mW ~ 89% when we use the fiber coated at 1550 nm.

The loss mainly comes from the WDM insertion loss and the uncoated lenses.
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Figure 3-3: Wavelength vs. transmission at 180 angle.

Fig. 3-3 shows the light transmission of the dichroic mirror (PN: BLP01-1319R-

25) as a function of wavelength ranged from 1240 nm to 1380 nm at 18' of the

incident angle. The data is provided by the manufacturer, Semrock. If the angle

of incidence is beyond 20', too much of 1310 nm light leaks into the fiber coupler,

which is undesirable because some unexpected interference can occur. In our setup,

the dichroic mirror is at 18', because of the space needed for component placement.

At this angle, it can filter out most of the 1310 nm beam in transmission. We have

measured that 0.2 pW/200 pW ~ 0.1% of the 1310 nm light is coupled into the signal

fiber.

3.3 Servo Loop Design

Now, let us take a look at the feedback system. As shown in Fig. 3-4, it consists of a

quadrant detector, its reader, a mirror mount with piezoelectric adjusters, their volt-

age drivers, and additional signal-conditioning filters. The following is the description
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Figure 3-4: Block diagram of the servo loop system; red line symbolizes the light
signal, and blue line symbolizes the electric signal; quad-detector: quadrant detector;
QD reader: quandrant detector reader.

on how it operates. We first optimize the fiber coupling of the signal light at 1550

nm. The control light at 1310 nm is reflected from the dichoric mirror and aimed at

the center of the quadrant detector.

3.3.1 Quadrant Detector and Reader

The quadrant detector is manufactured by Thorlabs. It is made of InGaAs substrate

and has the wavelength range of 1000 to 1700 nm. One can monitor the location of

the beam on the computer using software provided by Thorlabs. The schematic of

the quadrant detector is shown in Fig. 3-5.

The quadrant detector is connected to the quadrant detector reader. The detector

is comprised of four photodiodes Q1, Q2, Q3, and Q4. The detector sends the amount

of detected light on each photodiode to the reader, and the reader generates positional

error signals in the horizontal and vertical directions based on the following equations:

AZerror

Ayerror

= (Q2 + Q3) - (Q1 + Q4),

= (Q1 + Q2) - (Q3 + Q4).

(3.1)

(3.2)
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Figure 3-5: Schematic of quadrant detector

Note that Q1, Q2, Q3, and Q4 are the amounts of light on the corresponding photo-

diodes in terms of voltage. The total amount of light on the detector can be found

easily by summing all those values, SUM = Q1 + Q2 + Q3 + Q4. Moreover, the

actual position of light can be calculated by the following formulas:

X Lx Axerror

2 SUM '
= ALy yerror (34)

2 SUM'

where AL and ALY are the horizontal and vertical lengths of the detector, respec-

tively. For this component, AZLx and ALY are the diameters of the detector, which is 3

mm. Because the size of the detector is only 3 mm, the control beam must be focused

and should not exceed 0.5 mm in diameter for the servo system to work properly. If

the beam is too large compared to the size of the detector, the reader will not be able

to accurately measure the location of the beam and the position sensitivity drops.

One should be careful when focusing the beam, because this detector can be damaged

by a high incident power of light. The damage threshold is about 100 mW/cm2.
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3.3.2 Piezoelectric Adjusters and Drivers

The signal from the reader is fed to the piezoelectric drivers. The drivers are simple

voltage amplifiers which drive the piezoelectric adjusters of the mirror mount. We

use two drivers for the horizontal and vertical directions, and the operational voltage

range is from 0 to 150 V. The piezoelectric adjusters are located inside the mechanical

adjusters of the mirror mount. The mechanical adjusters have the angular range of

5 , whereas the piezoelectric adjusters have the range of 500 prad.
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Figure 3-6: Change in angle as a function of the piezo control voltage.

Fig. 3-6 shows the plot of angular deflection as a function of the applied voltage to

the piezoelectric adjusters. We can obserse a hysteresis response of the piezoelectric

adjuster, which is typical for piezoelectric materials.

3.3.3 Operational Modes

Our system has two operational modes, open-loop and closed-loop modes. When in

the open-loop mode, the reader does not generate any error signal. When in the close-

loop mode, the error signals are generated and fed into other electronics components,

such as piezoelectric drivers. Then, the piezoelectric drivers change the angles of the
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mirror mount and modify the location of the beam. From the computer software,

one can optimize the closed-loop operation by tuning various parameters. These

parameters are feedback gains in the horizontal and vertical directions, proportional

gain, and integral gain. The horizontal and vertical feedback gains allow us to control

the gain for each direction independently. The proportional gain is the multiplication

factor to the error signals, whereas the integral gain is to set how fast the feedback

reacts. If the system is not optimized, we can observe some arbitrary oscillations or

positive feedback effects, but when it is optimized, we can see that the location of the

beam quickly stablizes to the center.

The delay time TD that the signal takes to make one round trip of the system

is measured to be 200 ps. The unity gain frequency of the whole system f.i is

approximately ' ~ 450 Hz.

Now, let us analyze the bandwidth of the system. According to the specification

sheet, in the open-loop mode, both the detector and the reader have bandwidths of

150 kHz and 100 kHz, respectively. However, for the closed-loop mode, the bandwidth

of the reader reduces to 1 kHz. Furthermore, the piezoelectric adjusters have a

bandwidth of order of 100 Hz, as measured by the response of tilted angle as a

function of input voltages at various frequencies. The overall bandwidth of the system

is limited by the piezoelectric adjusters. Hence, this system is not suitable for any

operation beyond that range.

3.3.4 Feedback Signal Conditioning

After a few trial-and-errors, we have found that without any additional filters the gain

in low frequency range is not enough for our system. Therefore, we have implemented

additional filters into the system. Those filters are placed between the quadrant reader

and the piezoelectric drivers. One of the additional components we implemented is a

6 dB inverting amplifier. It is applied to both the horizontal and vertical directions

and multiplies the input signal by 4.

The other filter is a low-pass step filter which serves as an integrator. The

schematic of the filter we use in the setup is shown in Fig. 3-7. This is a simple
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Figure 3-7: Low-pass step filter circuit model.

RC circuit which has two corner frequencies. For the low frequency range, it has 0

dB gain, whereas for the high frequency range, it has a very low gain. The advantage

of this circuit is that we set the two corner frequencies independently by choosing

appropriate values for resisters and capacitors. Roughly, the lower frequency corner

is set by RO and CI, while the upper frequency corner is determined by RI and C1.

Moreover, the phase shift returns to 0 beyond the second corner frequency. Hence, we

do not need to worry about how the filter would affect the total phase of the system

at high frequencies. For this experiment, we set the lower corner frequency at 10 Hz,

the higher corner frequency at 100 Hz, and the slope to be -6 dB/octave. The bode

plots and the corresponding values for electrical components can be found from Fig.

3-8.
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3.3.5 Results

Air fluctuation is generated by a heating plate. The device we use is manufactured by

Corning and has an adjustable temparature setting. When the heating plate is on, the

air above the plate is also heated up. The generated temperature gradient produces

air flow in some random manner, and the beam passing through the heating area is

affected and changes its direction. We first measured the coupled power without heat

and servo. Then, we introduced the heating plate and measured the coupled powers

for the open-loop and the closed-loop operations.

Our feedback system is to maximize the fiber coupled power by adjusting the

direction of beam propagation from the piezo mirror to the quadrant detector. Typical

time traces of the fiber coupled power without and with the feeback are shown in Fig.

3-9. The heating plate is set at level 2.5, which is the hottest temperature that the

servo-loop can operate successfully. The traces are measured at the output port of the

free-space channel. As shown in Fig. 3-9a, when the servo-loop is inactive, the light

coupled to the output collimator frequently fluctuates, and the coupling efficiency

can drop by 20% at the maximum. Note that in these plots the optimal coupling

is at the photodetector voltage 3.3V. When the servo-loop is on, although there are

small fluctuations in the coupling efficiency, the fiber coupling mostly maintains at

the optimal level (Fig. 3-9b).

We can also look at the fiber-coupled output spectrally, as shown in Fig. 3-10.

The blue line represents the spectrum of coupled power when there is no heat applied.

When the heating plate is on (green line), we see that the coupled power fluctuates

mostly in the low frequency region. At 3 Hz, the fluctuation increases by 20 dB

compared to when there is no heat. The effect of heat becomes insignificant beyond

20 to 25 Hz. Let us take a look at the closed-loop mode. When the feedback system is

active, we see that the fluctuation at low frequency is reduced and becomes closer to

the curve representing the no-heat no-servo case. At 3 Hz, the servo-loop has reduced

the fluctuation by 15 dB. With Fig. 3-9, we conclude that we can significantly improve

the fiber coupling in the presence of air fluctuation. This setup is used for the QI-
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based secure communication demonstration.

3.4 Path Matching

Because of the addition of the free-space channel, the total distance in the Alice-to-

Bob-to-Alice channel has been increased. The free-space channel is measured to be 1.2

m in length. We also have a WDM and an additional single mode fiber that connects

from the output of the free-space channel back to the experimental setup. Those

lengths are measured to be 3.3 m and 3 m, respectively. For path matching, we have

made a LEAF fiber with a length of approximately 7.11 m by fiber splicing technique

and implemented on the idler's side. We can finely adjust the length of the signal

channel by putting the output coupler of the free-space channel on a translation stage.

For this experiment, dispersion effect due to the added fibers is not compensated.

Until now, we only discuss the replacement of the Alice-to-Bob channel. For the

Bob-to-Alice channel, it is essentially the same as the Alice-to-Bob channel, except

that Alice and Bob are reversed in Fig. 3-2. For this case, the servo loop is placed on

Alice's side.

3.5 Part Numbers and Settings

Table 3.1 lists the manufacturers and part numbers for the various components in the

servo system. Table 3.2 lists the parameter values for the quadrant detector reader.
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Component Part Number
Quadrant Detector Thorlabs, PDQ30C

Quadrant Detector Reader Thorlabs, TPA101
Piezo Driver Thorlabs, TPZOO1

Kinematic Mirror Mount Thorlabs, Polaris-K1PZ
Inverting Amplifier SRS, SIM954

Heat Plate Corning, PC-200
Collimator Thorlabs, F230FC-1550

Mirrors Thorlabs, BB05-E04
Dichroic Mirror Semrock, BLP01-1319R-25

Table 3.1: Table of the manufacturers and part numbers of the system components.

Parameter Value

Proportional Gain 100
Integral Gain 85

X Feedback Gain 0.9
Y Feedback Gain 0.8

Table 3.2: Table of the parameter values for the quadrant detector reader.
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Figure 3-8: Bode plot of low-pass step filter; RO 1 kQ, R1 = 0.1 kQ, R2 = 100 kQ,
and C1 = 10 pF. Note that the unit is in Hz and dB.
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Figure 3-9: Time trace on the photodetector voltage for the open- and closed-loop
modes
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46

-60

-70

-80

-90

0-

0
L]
n>

- No-heat, open-loop
.Open-loop with heat

. Closed-loop with heat

I

II I I I I I I I

-look

-11 01



Chapter 4

Experimental Results

For this thesis, we changed several experimental components from the experiment

done by Zhang et al. [9]. We replaced the APD diode with a PiN diode. Moreover,

there are multiple experimental parameter values that we changed for better perfor-

mance. Those changes are discussed in this chapter. The experiment was done in the

following order. We first replaced the fiber channel from Bob to Alice with a free-

space channel. We performed a BER measurement with various source brightness Ns

values. After that, we turn on a heat source to generate air turbulence. We test and

measure the effect of the servo loop that we designed in chapter 3. Then, we do the

same measurements for the Alice-to-Bob channel.

4.1 Changes in the Experimental Parameter Values

in the Free-space Communication

Compared to the APD detector, a PiN diode has a much lower noise level. For a PiN

diode, Alice's total per-mode conditional variance becomes

(ot)2 = 012 + oL + a2 (4.1)

where the electronics-noise variance or is now 0.1, compard with 0.006 for the APD.

Fig. 4-1 shows the improved BERA compared to that measured with an APD detector.
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For this measurement, GA -1 = 4.0 x 10-4. We observe that the BERA has improved

significantly, at least, by an order of magnitude. For example, when Ns = 2.69 x 104,

BERA has improved from 3.52 x 10-3 to 4.75 x 10- , which is 18.7 dB improvement

in BER.

-1

Lu

0

-i

-f

- 8 -7 -6 -5 -4
log1 (Ns)

-3 -2 -1

Figure 4-1: Plots of BERA and BERE as functions of source brightness Ns
kbit/s communication. Red solid line: BERA measured with a PiN diode.
curves are the same as in Fig. 2-3.

for 500
Other

For the experiment with the free-space channels, we have made a few changes

shown in Table 2.1. The modifications are shown in Table 4.1.

4.2 Results of the Free-space Communication

The experimental measurements for the free-space Bob-to-Alice and Alice-to-Bob

channels were done in the same way as described in chapter 2, except that we have

decreased Bob's BPSK modulation rate to 180 kbit/s. The rate reduction was nec-

essary because, given the simulated turbulence and uncompensated dispersion of the
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Parameter Symbol Value
Bob's BPSK modulation rate R 180 kbit/s

Bob's BPSK bit duration T 5.56 ius
Alice's OPA gain - 1 GA 1.8 x 10-4

Alice's modulation-depth efficiency 0.18
Alice's number of mode pairs per T M 1.11 x 107

Electronics-noise variance O_ 0.1

Table 4.1: Modifications in experimentally-determined parameter values for free-space
QI-based communication.

additional fibers, the system could not be operated for long periods at the higher

rates. As a consequence, the values for bit duration T and mode pairs per bit M have

changed. In this experiment, Alice's modulation-depth efficiency gA was reduced due

to the additional uncompensated dispersion. The corresponding changes are listed in

Table 4.1.

4.2.1 Analysis on the Bob-to-Alice Channel

We first replaced the free-space gap that was initially used for fine distance adjustment

with a 1.2 m free-space channel. After we compensated the distance caused by inser-

tion of the free-space channel on the idler side, we performed the BER measurement.

The result is shown in Fig. 4-2.

Because the number of mode pairs per bit has increased from that of 500 kbit/s,

Alice's and Eve's BER curves for ideal OPA receivers have shifted to the left com-

pared to those at 500 kbit/s. For example, when Ns is 10', Alice's calculated

BER decreases from 1.5 x 10-3 (500 kbit/s) to 10- (180 kbit/s), which is almost

two orders of magnitude decrease in error rate. However, the measured BER in-

creased. For Ns = 3.16 x 104, Alice's BER increased from 1.11 x 10-5 (500 kbit/s)

to 5.4 x 10-3 (180 kbit/s). This observed degradation in performance comes from the

decrease in Alice's modulation-depth efficiency. However, in spite of Alice's perfor-

mance degradation, Alice still can enjoy the advantage of quantum illumination for

secure communication, because Eve's BER (not measured) is still much higher than

Alice's. For Ns = 3.16 x 10-4, Eve's BER of her ideal receiver is approximately 32%,
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Figure 4-2: Plots of BERA and BERE as functions of source brightness Ns for 180
kbit/s communication when is replaced the Bob-to-Alice channel with a free-space
channel. Blue-dotted line: BERA for ideal OPA receiver; Blue solid line: BERA for
actual OPA receiver measured with a PiN diode; Red-dotted line: BERE for ideal
receiver.

which is about a thousand times greater than Alice's. Although the measurement of

eavesdropping was not performed, we expect that Eve's eavesdropping performance

would be much worse than her predicted BER for her ideal receiver.

Now, let us consider the effect of heat in the free-space channel. We do not

currently model the effect of heat and relate it to the many studies of atmospheric

turbulence [11]. Here we make a single assumption that the effect of heat decreases

the fiber-coupled power that can lead to performance degradation. Let us denote

h(t) to be the attenuation factor caused by the heating plate. Note that h(t) is a

function of time, as the attenuation factor change over time. Moreover, we use this

factor to account for other effects other than the power fluctuation. For example,

when the signal beam is diffracted by air fluctuation, the amount of signal with the

same phase may vary, thus causing an effective drop in power. Accurately modeling
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of such effect is too complicated for this thesis work. For now, let us assume that

h(t) can represent all those unknown effects. In the current model, the transmissivity

value for the Bob-to-Alice channel is K2. For modeling the effect of heat, we replace

the Bob-to-Alice transmissivity K 2 with K'

K2 =h(t) K2. (4.2)

This equation suggests that the Bob-to-Alice transmissivity is further attenuated by

the effect of heat. From our analysis in chapter 3, we know that the effect of heat

has a very low frequency range. From Fig. 3-10, we have observed that the effect is

significant only under 25 Hz. This range is much lower than Bob's BPSK modulation

rate (180 kbit/s). Hence, we can effectively replace the time-dependent attenuation

factor h(t) with a constant h. The simplified Bob-to-Alice transmissivity becomes

K' =h K2. (4.3)

When the servo system is in the closed-loop operation, we can minimize the effect

of heat on the Bob-to-Alice transmissivity. As suggested in Fig. 3-9, the power fluc-

tuation can be effectively suppressed using our feedback system. For the closed-loop

operation, we can effectively neglect the effect of heat, and hence, the new Bob-to-

Alice transmissivity can be assumed to be the same as the original

2 = K2 (4.4)

Fig. 4-3 shows Alice's calculated BER for the open-loop (black dashed) and closed-

loop (blue solid) (h = 1) operation. The open circle is the measured point for the

open-loop operation, whereas the green filled diamond is the measured point for the

closed-loop operation. By fitting the curves, we can extract the attenuation factor

T ~ 0.63. This value is smaller than the power measurements we observed in Fig.

3-9a. In the time trace plot of Fig.

3-9a, the power fluctuation does not drop by more than 20%. This suggests that

the power fluctuation is not the only factor for the attenuation in the Bob-to-Alice
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Figure 4-3: The effect of heat on the free-space Bob-to-Alice channel. Black dashed
line: calculated open-loop operation with heat (open circle at measured point); Blue
solid line: calculated closed-loop operation with heat (filled diamond at measured
point).-

effective transmissivity.

We can see that introducing heat in the Bob-to-Alice channel does not affect

Alice's BER much. For Ns ~~ 5.59 x 10--4, Alice's mean BER for the open-loop

and closed-loop operations are 5.75 x 10--4 and 2.40 x 10-4 , respectively. The signal

coming from Bob is already highly amplified by the EDFA. Hence, even if some loss

is introduced over the channel, it does not affect the signal-to-noise ratio (SNR).

Although the attenuation affects Alice's BER, it is not so critical.

4.2.2 Analysis on the Alice-to-Bob Channel

The measurement on the free-space Alice-to-Bob channel is done similarly to the

Bob-to-Alice channel. First, we measured Alice's BER without introducing any heat

in the channel. Because we have only replaced the location of the channel, the result
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Figure 4-4: Plots of BERA and BERE as functions of source brightness Ns for 180
kbit/s communication when is replaced the Alice-to-Bob channel with a free-space
channel. Blue-dotted line: BERA for ideal OPA receiver; Blue solid line: BERA for
actual OPA receiver measured with a PiN diode; Red-dotted line: BERE for ideal
receiver.

must be the same as the Bob-to-Alice channel, and it is confirmed by Fig. 4-4.

Modeling the attenuation in the Alice-to-Bob channel can be done similarly as

that for the Bob-to-Alice channel. For this case, we replace Ki. For the open-loop

operation,

(4.5)

and for the closed-loop operation,

(4.6)K'i = K 1 .

Because we use the same heating plate setting for both Alice-to-Bob and Bob-to-

Alice measurements, we expect that h ~ 0.63. The experimental measurements are
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shown in Fig. 4-5. Compared with the Bob-to-Alice case, we see that the same amount

attenuation in the free-space channel affects the BER more severely in the Alice-to-

Bob case. For Ns ~ 5.58 x 10-, Alice's mean BER for the open-loop operation is

9.8 x 10-3, and for the closed-loop operation, 4.90 x 104. The gap between the open-

loop and closed-loop operation is larger than that for the Bob-to-Alice measurement.

-1-

-2-

Lu

0
-4-

-5-

-6-

-7
-8 -7 -6 -5 -4 -3 -2 -1

logi 1(N S)

Figure 4-5: The effect of heat on the free-space Alice-to-Bob channel. Black dashed
line: open-loop operation with heat (open circle at measured point); Blue solid line:
closed-loop operation with heat (filled diamond with measured point).

From the theoretical model, we can understand why the free-space Alice-to-Bob

channel suffers more from the effect of heat. If we lose the signal beam from the

Alice-to-Bob channel, the number of signal photons that is encoded by the BPSK is

reduced, and hence, the SNR for the Alice-to-Bob channel will be lowered. Such effect

is undesirable for low BER. However, the Bob-to-Alice channel is different because it

comes after the EDFA. The EDFA injects a large amount of noise to the signal beam

and is the main source of noise, but it also amplifies the signal as well. Therefore,

the SNR remains more or less the same with additional loss in this channel. There
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is some information loss from the Bob-to-Alice channel due to heat, but it is not as

critical as the loss in the Alice-to-Bob channel.

4.3 Further Experimental Optimization

There are more tasks to be done, because the experimental setup was not fully opti-

mized. The first step is to compensate the dispersion effect. As mentioned previously,

we did not compensate the dispersion effect at all for the insertion of a free-space chan-

nel. With the implementation of 1.2 m of free-space, we also implemented 4 meters

of a normal single-mode fiber on the signal beam. A normal single-mode fiber has 17

ps of dispersion per bandwidth (nm) per length (km), where the bandwidth is given

by the bandwidth of CWDM. Hence, the dispersion on the signal beam is

17 ps/nm/km x 16 nm x 0.004 km = 1.09 ps. (4.7)

The amount of dispersion is large compared with the two-photon wavefunction time

of 0.22 ps [9]. In order to compensate for the extra length on the idler side, we have

implemented 7.11 m of a LEAF fiber, which has 4 ps of dispersion per bandwidth

(nm) per length (km). For the idler, the dispersion effect is

6 ps/nm/km x 16 nm x 0.00711 km = 0.455 ps. (4.8)

The sum of the dispersion effects is 1.56 ps. This effects can be compensated by inser-

tion of 1 meter of dispersion compensating fiber (-120 ps/nm/km) to the signal side

and 1 meter of LEAF fiber to the idler side. If the dispersion effect is compensated,

we can expect an increase in Alice's modulation-depth efficiency and possibly allow

us to increase the modulation rate.

We have often observed that the BER detector frequently lost synchronization

with the lock-in amplifier during the measurement in the close-loop operation. The

lock-in amplifier stabilizes the relative phases between the OPA pump, Alice's retained

idler, and the modulated light she receives from Bob. Although the exact reason for
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the lost synchronization is unknown, we need to fix this issue in order to make the

system more robust. Although this needs to be verified, it might be caused by the

piezoelectric mirror. During the closed-loop operation, the piezoelectric mirror tilts

its angle very quickly to stablize the fiber coupling. However, the lock-in amplifier

is only designed to stabilize small rapid changes in phase or slow large changes due

to thermal fluctuation of the fibers. Our suspicion is a large-amplitude phase change

introduced by the mirror is too fast for the lock-in amplifier, and that causes the

BER detector to lose its synchronization. We have observed in time traces that show

out-of-sync received signals with a -phase shift relative to the message phase. This

issue needs to be handled in order for higher rate and reliable operation.

Lastly, for this experiment, we have only implemented one piezoelectric mirror.

For a longer distance communication and scenarios of more severe air turbulence, we

need at least four degrees of freedom to correct the angle and the position of the beam.

Study on how to implement more than one piezoelectric mirror needs to follow.

4.4 Conclusion

The previous QI-based secure communication using only a fiber channel shows that

the QI protocol operates well in a noisy and lossy environment [9]. We have ex-

tended the fiber-based communication system to a free-space communication setup.

In this experiment, we have demonstrated that the free-space secure communication

using quantum illumination is still possible in an environment with air fluctuation by

using a servo system to correct beam pointing deviations caused by air turbulence.

Moreover, by analyzing the free-space Bob-to-Alice and Alice-to-Bob channels, we

can also conclude that the implementation of the servo system is more crucial for the

Alice-to-Bob channel.
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Appendix A

MATLAB Code for the free-space

Alice-to-Bob Channel Analysis

I modified the code that was originally written by Zheshen Zhang. The function

errorbartick can be found from MathWorks website.

clear all

close all

power.exp-openloop = 125/85*[851;

powerO = 200;

Ns-exp-openloop = power-exp-openloop/powerO*7.81e-4;

lgNs-exp-openloop = loglO(Ns-expopenloop);

BER-exp-openloop = [le-3*mean([3.2 4.2 10.6 9.6 8.5 11.0 20.1

19.0 9.8 9.1 2.0])];

lgBERexp_ openloop = loglO(BER-exp-openloop);

std-exp-openloop = [std(1e-3*[3.2 4.2 10.6 9.6 8.5 11.0 20.1 19.0 ...
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9.8 9.1 2.0])];

lgstd-exp-openloop = [std(loglO(le-3*[3.2 4.2 10.6 9.6 8.5 11.0 20.1 ...

19.0 9.8 9.1 2.0]))];

power.exp-closedloop = 125/85*[85];

powerO = 200;

Ns-exp-closedloop = power-exp-closedloop/powerO*7.81e-4;

lgNs-exp-closedloop = loglO(Nsexp-closedloop);

BER-exp-closedloop = [le-4*mean([4.00 3.3 6.00 3.00 2.01 4.00 4.06 ...

4.6 8.71 9.03 5.00])];

lgBER-exp-closedloop = loglO(BER-exp-closedloop);

std-exp-closedloop = [std(le-4*[4.00 3.3 6.00 3.00 2.01 4.00 4.06 4.6 8.71

9.03 5.00])];

lgstd-exp-closedloop = [std(loglO(le-4*[4.00 3.3 6.00 3.00 2.01 4.00 4.06 ...

4.6 8.71 9.03 5.00]))];

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%XXXXXXX

kappaI = 0.39;

kappa_1 = 0.5;

kappa_2 = 0.9;

kappaGA = 0.74;

kappa-GB = 0.4324;
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kappaBB = 0.39;

kappaBA = 0.4084;

kappaGE = 1;

kappaBE = 0.013;

GOPA = 1.00018;

kappaE = 0.99;

P_EDFA = 3.5e-3; % for one polarization

Optical-BW = 2e12; % bandwidth of the down-converted light is 2 THz

E = 0.8*1.6e-19; % photon energy at 1550 nm

N_S = logspace(-8,0,1000);

lgNS = loglO(NS);

BitRate = 180e3; % transmission bit rate

T = 1/BitRate; % observation time of one bit

M = OpticalBW*T;

GAPD = 6.7; % gain of the APD at 57 V bias voltage

GAMP = 1e7; % gain of the electronic amplifier after the APD

GE = GAPD*GAMP; % gain of Eve's detector

QE = 0.7*0.8*0.8;

FdB = 3.4;

F = 10^(.1*FdB);

XN_B = PEDFA/OpticalBW/E;

N_B = 10^-.427/125e9/E/1000/2/.8;

GEDFA = (2*NB+1)/F;

eta-d = 0.19;

eta-dE = .17;
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varelecnoisePM = 0.1; %0.042;

r = 0.2;

rE = 2; % Eve's total noise is F*sigma^2_E

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX%

NAOPM = GOPA*kappaI*NS+(GOPA-1)*kappaGA*kappa_1*kappaGB*kappaBB ...

*kappa_2*kappaBA*GEDFA*NS+(GOPA-1)*kappa_2*kappaBB ...

*kappaBA*NB+ (GOPA-1) +2*eta-d*sqrt (GOPA* (GOPA-1) *kappa_ I ...

*kappaGA*kappa-GB*kappaBB*kappaBA*kappa_1 ...

*GEDFA*NS.*(N-S+1)*kappa-2);

% Alice's average photon number per mode for bit 0

NA1_PM = GOPA*kappaI*NS+ (GOPA- 1) *kappaGA*kappa 1 *kappa-GB*kappaBB ...

*kappa_2*kappaBA*GEDFA*NS+(GOPA-1)*kappa_2*kappaBB ...

*kappaBA*NB+ (GOPA-1) -2*etad*sqrt (GOPA* (GOPA-1) *kappaI ...

*kappaGA*kappaGB*kappaBB*kappaBA*kappa_1 ...

*GEDFA*N_S.*(NS+1)*kappa_2);

% Alice's average photon number per mode for bit 1

NAOPM = NAOPM*QE;

NAlPM = NA1_PM*QE;

varNAOPM = NAOPM.*(NAOPM+1);

varNA1_PM = NA1_PM.*(NA1_PM+1);

var-pump-noise = varNAOPM*r;

sigmaNAOtot = sqrt(var-elecnoisePM+(r+)*varNAOPM);

sigmaNAltot sqrt(varelec noisePM+(r+1)*varNA1-PM);
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sigmaNA-tot = 1/2*(sigmaNAOtot+sigmaNA1_tot);

BERAliceth = qfunc(sqrt(M)*(NAOPM-NA1_PM)/2./sigmaNA-tot);

lgBERAliceth = loglO(BERAlice-th);

00000/00///00///00///00///00///00///00

NAOPMideal = GOPA*kappaI*NS+(GOPA-1)*kappaGA*kappal*kappaGB*kappaBB ...

*kappa_2*kappaBA*GEDFA*NS+ (GOPA-1) *kappa_2*kappaBB ...

*kappaBA*NB+(GOPA-1)+2*sqrt(GOPA* (GOPA-1) *kappaI ...

*kappaGA*kappaGB*kappaBB*kappaBA*kappa_1 ...

*GEDFA*NS.*(NS+1)*kappa_2);

% Alice's average photon number per mode for bit 0

NA1_PM-ideal = GOPA*kappaI*NS+(GOPA-1) *kappaGA*kappa_1*kappaGB*kappa-BB ...

*kappa_2*kappaBA*GEDFA*NS+ (GOPA- 1) *kappa_ 2*kappaBB ...

*kappaBA*NB+(GOPA-1)-2*sqrt(GOPA*(GOPA-1)*kappaI ...

*kappaGA*kappaGB*kappaBB*kappaBA*kappal1 ...

*GEDFA*NS.*(NS+1)*kappa_2);

% Alice's average photon number per mode for bit 1

varNAOPMideal = NAOPMideal.*(NAOPMideal+1);

varNA1_PMideal = NA1_PMideal.*(NA1_PMideal+1);

sigmaNAOtot-ideal = sqrt(varNACPM-ideal);

sigma-NAltotideal = sqrt(varNA1_PMideal);

sigmaNA-totideal = 1/2*(sigmaNAOtot-ideal+sigmaNA1_totideal);
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BERAliceideal = qf unc (sqrt (M)* (NAOPM_ ideal-NA1_PM_ ideal) /2. /s igmaNA_tot_ ideal);

lgBERAliceideal = loglO(BERAlice-ideal);

X%%%%%%%%%X%%%%%%%X%%%%X %%%%%%%%%%%%%

NEOPMideal = kappaE*kappaGA* (1 -kappa- 1) *kappaGE*NS+ (1 -kappaE) ...

*(1-kappa_2)*kappaBB*GEDFA*kappal*kappaGA*kappaGB ...

*kappaBE*NS+(1-kappaE)*(1-kappa_2)*kappaBB*kappaBE ...

*NB+2*sqrt(kappaE*(1-kappaE)*(1-kappaW)*(1-kappa_2) ...

*kappaGA^2*kappaGB*kappaBB*GEDFA*kappa_1 ...

*kappaGE*kappaBE)*NS;

% Eve's average photon number per mode for bit 0

NE1_PMideal = kappaE*kappaGA* (1-kappa_1)*kappaGE*NS+(1-kappaE) ...

* (1-kappa_2)*kappaBB*GEDFA*kappal*kappaGA*kappaGB ...

*kappaBE*NS+(1-kappaE)*(1-kappa_2)*kappaBB*kappaBE ...

*NB-2*sqrt (kappaE*(1-kappaE)* (1-kappa_1)*(1-kappa_2) ...

*kappaGA^2*kappaGB*kappaBB*GEDFA*kappa_1 ...

*kappaGE*kappaBE)*NS;

% Eve's average photon number per mode for bit 1

varNEOPMideal = NEOPMideal.*(NEOPMideal+1);

varNE1_PMideal = NE1_PMideal.*(NE1_PMideal+1);

sigmaE-ideal = 1/2*(sqrt(varNEOPM-ideal)+sqrt(varNE1_PM-ideal));

BEREve-ideal = qfunc(sqrt(M)*(NEOPMideal-NE1 PMideal)/2./sigmaE-ideal);

lgBEREveideal = loglO(BEREveideal);

XXX%%%XXXXX%%X%%XXXXXX%%%%%

A = 0.63; % attenuation
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kappa_1 = A * 0.5;

NAOPMheat = GOPA*kappaI*NS+(GOPA-1)*kappaGA*kappa_1*kappaGB*kappaBB ...

*kappa_2*kappa-BA*GEDFA*NS+ (GOPA- 1) *kappa_2*kappaBB ...

*kappaBA*NB+(GOPA-1)+2*eta-d*sqrt (GOPA* (GOPA-1)*kappaI ...

*kappaGA*kappaGB*kappaBB*kappaBA*kappa-1 ...

*GEDFA*NS.*(NS+1)*kappa_2);

% Alice's average photon number per mode for bit 0

NA1_PMheat = GOPA*kappaI*NS+(GOPA-1)*kappaGA*kappa_1*kappaGBkappaBB ...

*kappa- 2*kappaBA*GEDFA*NS+ (GOPA-1) *kappa- 2*kappaBB ...

*kappaBA*NB+(GOPA-1) -2*etad*sqrt (GOPA* (GOPA-1)*kappaI ...

*kappa-GA*kappaGB*kappaBB*kappaBA*kappa_1 ...

*GEDFA*NS.*(NS+1)*kappa_2);

% Alice's average photon number per mode for bit 1

NAOPMheat = NAOPM-heat*QE;

NA1_PMheat = NA1_PM-heat*QE;

varNAOPMheat = NAO_PM_heat.*(NAO_PM_heat+1);

varNA1_PMheat = NA1_PM_heat.*(NA1_PM_heat+1);

var-pump-noise = varNAOPMheat*r;

sigmaNAtotheat = sqrt(var-elecnoisePM+(r+1)*varNAOPM-heat);

sigmaNA1ltotheat = sqrt(var-elecnoisePM+(r+1)*varNA1_PMheat);

sigma-NAtotheat = 1/2*(sigmaNA0_tot-heat+sigmaNAltotheat);

BERAlicethheat = qfunc(sqrt(M)*(NAOPMheat-NA1-PM-heat)/2./sigmaNAtotheat);

lgBERAlicethheat = logtO(BERAlice_th_heat);
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%%%%%%%%%%%%%%%XXXXX %%%%%%%%%%%%%

%loglog(NS,BERAlice-th);

%axis([min(NS) max(NS) 10^-7 10^0])

figure

hA = plot(lgNtS,lgBERAlice ideal, 'b: ',lgNS,lgBEREveideal, 'r:', ...

lgNS,lgBERAlice-thheat,'k--');

hold on;

h_A_th = plot(lgNS,loglO(BERAlice-th),'b');

h-openloop = errorbar(lgNs-exp-openloop, lgBER-exp-openloop, lgstd-exp-openloop, 'o');

errorbar-tick(h-openloop,0.1,'UNITS');

hclosedloop = errorbar(lgNs-exp-closedloop,lgBER-exp-closedloop, ...

lgstd-exp-closedloop,'d','MarkerFaceColor','g');

errorbartick(h-closedloop,0.1,'UNITS');

axis([-8 -0.5 -7 0])

xlabel('loglO}(NS)','Fontsize',30)

ylabel('log_{10}(BER)','Fontsize',30)

set(gca,'Fontsize',20);

set(hA,'Linewidth',1);

set(hA,'Markersize',15);

set(h-openloop,'Markersize',8);

set(h-openloop,'Linewidth',1);

set(h-closedloop,'Markersize',8);

set(h.closedloop,'Linewidth',1);

print(gcf,'-depsc','BER-vs-pumppower-loglog.eps')
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