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Abstract

ML systems are shaped by human choices and norms, from problem conceptualization
to deployment. They are then used in complex socio-technical contexts, where they
interact with and affect diverse populations. However, development decisions are
often made in isolation, without deeply taking into account the deployment context
in which the system will be used. And they are typically hidden to users in that
context, who have few avenues to understand if or how they should use the system.
As a result, there are numerous examples of ML systems that in practice are harmful,
poorly understood, or misused.

We propose an alternate approach to the development and deployment of ML
systems that is focused on incorporating the participation of the people who use
and are affected by the system. We first develop two frameworks that lend clarity
to the human choices that shape ML systems and the broad populations that these
systems affect. These inform a prospective question: how can we shape new systems
from the start to reflect context-specific needs and benefit justice and equity? We
address this question through an in-depth case study of co-designing ML tools to
support activists who monitor gender-related violence. Drawing from intersectional
feminist theory and participatory design, we develop methods for data collection,
annotation, modeling, and evaluation that prioritize sustainable partnerships and
challenge power inequalities. Then, we consider an alternative paradigm where we
do not have full control over the development lifecycle, e.g., where a model has al-
ready been built and made available. In these cases, we show how deployment tools
can give downstream stakeholders the information and agency to understand and
hold ML systems accountable. We describe the design of two novel deployment tools
that provide intuitive, useful, and context-relevant insight into model strengths and
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limitations. The first uses example-based visualizations and an interactive input
editor to help users assess the reliability of individual model predictions. The sec-
ond, Kaleidoscope, enables context-specific evaluation, allowing downstream users
to translate their implicit knowledge of “good model behavior” for their context into
explicitly-defined, semantically-meaningful tests.

This dissertation demonstrates several ways that context-specific considerations
and meaningful participation can shape the development and use of ML systems. We
hope that this is a step towards the broader goal of building ML-based systems that
are grounded in societal context, are shaped by diverse viewpoints, and contribute
to justice and equity.
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Chapter 1

Introduction

ML systems are increasingly used across a variety of domains where they influence
consequential decisions. In medicine, ML systems aim to aid with early disease de-
tection, treatment decisions, or outcome prediction [I73 B17]. In hiring, automated
screening tools analyze video interviews or questionnaire answers to filter applicants
[272]. In criminal justice, actuarial risk assessment tools provide scores to judges
that inform bail decisions [305], 864]. In content moderation, automated tools filter
comments by their likelihood of containing offensive speech [282]. In social services,
algorithms allocate housing resources or predict which children may be victims of

neglect or abuse [113].

Today, there is growing awareness of harmful consequences that can arise from
such systems. Recent work has shown, for example, how ML systems have system-
atically deprioritized Black patients in the medical system [250], reinforced racist
stereotypes via search engines results and advertising [246], or overlooked resumes
from female job applicants [259]. In other cases, issues arise as a result of the way

these systems are used by people. For example, Collins |71] describes the off-label use
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of risk assessment tools deployed in Kentucky’s criminal justice system. The term
“off-label” is borrowed from medicine, where it indicates a drug being used in a way
that has not been approved by the FDA. In the criminal justice example, the tools
were developed to guide decisions about how to rehabilitate inmates during incarcer-
ation. However, in practice, they were also used to influence sentencing decisions,
potentially justifying increased incarceration on the basis of personal characteristics.

While people also make mistakes or have implicit biases, machine learning systems
can cause larger-scale and more systematic consequences, because they can inflict the
same kind of harm “rapidly and repeatedly” [60]. Moreover, while there are avenues
to contest or question human decision-makers, the broader population affected by
ML systems are often left without effective means to understand, probe, or push
back on important decisions [34), [32§].

In this dissertation, we frame the harmful consequences of ML systems as a fail-
ure to consider context. Specifically, there are many development decisions —e.g.,
problem definition, sampling and annotation methods, categorization schemes, opti-
mization functions—that are typically made without deeply considering the needs
of the deployment contexts in which the system will be used. Different deployment
contexts —e.g., geographies, populations, institutions, physical or virtual commu-
nities— have different norms, goals, and data distributions, and therefore, desired
model behavior differs across them. For example, an annotation method that involves
crowd workers labeling social media data does not meaningfully consider online com-
munities where phrases or emojis take on different, context-specific meanings [260].
Or, choosing to use past diagnoses as ground-truth training labels for a diagnostic
system does not meaningfully consider a context where the system will be used to
predict a condition that has been systematically under-diagnosed.

This disconnect is exacerbated by the fact that there are often few avenues for

26



downstream populations to understand or question ML systems. For example, the
typical user-facing system might simply display a probability score or the model’s
prediction. Abstraction is useful, and if a system is working well, we do not need to
overload people with unnecessary information. However, when there is a concern,
we are currently lacking useful deployment tools—e.g., visualizations, guidance for
users, ways of probing the model, fine-grained evaluations —to surface and dig into
context-relevant issues.

Together, these two issues— development decisions being disconnected from de-
ployment contexts, and the implications of those decisions being hidden — can lead
to harmful systems with few avenues for questioning or push back (Figure [1-1)).

Development decisions are made without taking into

account the needs of the deployment contexts in which the
system will be used.

development decisions user-facing system deployment contexts
- —
O D @ik - © &
i [ L] B - O

Current user-facing systems can hide this disconnect.

Figure 1-1: We describe two problems that, together, can lead to harmful down-
stream consequences of ML systems. First, development decisions (e.g., sampling,
categorization schemes, annotation methods, optimization functions, et cetera) are
often made without taking into account the deployment context(s) in which the sys-
tem will be used. Second, the user-facing system that people in deployment contexts
see often hides that disconnect, failing to surface potential issues and leaving those
populations with few avenues for questioning or pushback.

My thesis address both of these issues. First, we ask: when we approach building

new systems, how can we shape development decisions to be better suited to down-
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stream deployment contexts? we then ask: for existing systems, how can we design
deployment tools that communicate useful and relevant information about model
limitations to people in a particular deployment context?

My overall approach to addressing these questions is centered around increas-
ing the participation of broader populations — particularly those who interact with
and are affected by a system in a particular deployment context —throughout the

development, evaluation and use of ML systems (Figure [1-2)).

Connect development decisions to deployment contexts
with participatory methods

development decisions deployment tools deployment contexts
. — Y
GO0 -~ BESC0s - Ok
@ e | @, Q =0 ~ ag s

Design deployment tools for understanding
context-relevant model limitations

Figure 1-2: In the thesis, we address the two issues described in Figurethrough in-
creasing participation at different parts of the ML lifecycle. First, we show how, with
participatory design, we can make development decisions in a way that is grounded
in the needs of downstream contexts and stakeholders. Then, we show how we can
design deployment tools that work with downstream users to surface semantically-
meaningful, context-relevant insights into model strengths and limitations.

First, Chapter [2| provides a framework to better understand the many develop-
ment decisions that are made throughout the ML lifecycle, and their downstream
implications. Chapter [3] switches to focus on deployment contexts, characterizing
the diverse populations who interact with ML systems and the heterogeneity of their

needs.

28



Chapter [ then considers the case of conceptualizing and building a new sys-
tem, asking the more prospective question of how each development decision could
be shaped to serve specific downstream contexts. The case study we consider is
one where the team developing the system (including myself) has a large amount
of control to shape the development process, and a collaborative relationship with
downstream stakeholders across different deployment contexts. In this ideal scenario,
we show how ML systems can be designed from the start with participatory methods

to reflect context-specific needs as well as benefit justice and equity.

However, this process also requires significant time, effort and customization to
design (or to update, if/when user needs evolve over time). Increasingly, existing
datasets or models are publicly available and ready to use in different applications
or systems. In these cases, we argue that we can still intervene at deployment,
building deployment tools that give downstream stakeholders the tools and agency

to understand context-relevant strengths and limitations of an ML system.

In Chapters [5] and [6], we describe the design, implementation and evaluation
of two such deployment tools that work with users in deployment contexts to sur-
face relevant insights into an existing ML system. The interactive mechanisms and
visualizations in these tools are designed to align with users’ existing conceptual
models of their context and enable more direct and intuitive analyses. we show how
certain techniques—e.g., grounding model evaluation in real data with which users
are familiar, or semantically grouping examples in a learned embedding space—help
facilitate insights that are grounded in higher-level context-relevant concepts. We
evaluate both systems with real-world case studies and users, while also distilling
the broader conceptual workflows and methods that are widely applicable to a range

of application domains.
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1.1 Overview

This section provides a more in-depth description of the work in the dissertation.

1.1.1 Frameworks for formalizing development decisions and

deployment contexts

Chapter [2] presents a novel framework of the development decisions that are made
throughout the ML lifecycle. For each kind of decision, we illustrate downstream
implications it can have and ways in which, if not suited to a deployment context, it
can cause harm. The framework is shaped by two key observations: 1) data is not a
pre-existing artifact, but the product of a complex process driven by human choices
and norms, and 2) there are many other choices outside of the data (e.g., model
definition and deployment decisions) that have important implications. As a result,
the framework’s depiction of choices throughout the ML lifecycle is more granular
and comprehensive than prior work, which often groups issues with the data into one
category (“dataset bias”) or excludes decisions about things such as model architec-
ture or output visualizations. The framework helps us understand the context and
choices that are often hidden when a system is deployed, and informs analyses and

design in the chapters that follow.

Chapter [3| explores how to design for specific deployment contexts by focusing on the
people who interact with and are affected by an ML system. We introduce a frame-
work that characterizes these diverse stakeholders. The framework is comprised of
two components. First, it decomposes stakeholder expertise into two dimensions that

describe the types of knowledge a stakeholder may possess (i.e., formal, instrumen-
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tal, and personal knowledge), and the contexts in which this knowledge manifests
(i.e., machine learning, the data domain, and the milieu). Second, it distills stake-
holder needs using a three-level typology of long-term goals (e.g., building trust in
the model), shorter-term objectives that target these goals (e.g., justifying actions in-
fluenced by the model), and immediate tasks that stakeholders perform to meet their
objectives (e.g., assessing prediction reliability). While prior frameworks often infer
users’ needs from their expertise (e.g., ML experts need to debug models), this chap-
ter generates a rich intersection of users and design needs. We use the framework
to analyze existing work, revealing groups of stakeholders (e.g., people with deep
personal knowledge/lived experience) who are underserved by existing deployment

tools, and explore how this might inform future designs.

1.1.2 Prospectively incorporating context with participatory

methods

Chapter {4] considers the scenario where a new system is being conceptualized, and
asks how each step of the ML lifecycle can be proactively shaped to fit the deploy-
ment context. We also ask how these systems, beyond simply serving their intended
context, can actively benefit justice and equity. To approach these prospective design
questions, we draw from the theoretical framework of intersectional feminism, which
provides a conceptual model for how inequality is structure and reinforced. This
conceptual model informs several concrete design principles (e.g., embrace pluralism
or challenge power), methods (e.g., sustained participatory design), and choices (e.g.,
prioritizing the participation of groups who sit at the intersection of multiple forms
of oppression).

We explore this approach through a case study of co-designing datasets and
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ML models to support the efforts of activists who collect and monitor data about
feminicide—gender-based killings of women and girls. We characterize different fem-
inicide monitoring organizations as distinct contexts that sit at the intersection of
different systems of power and oppression. We then use the framework of data fem-
inism [95] as guide for how to conduct each stage of the ML lifecycle in a way that
centers these different contexts. We illustrate several resulting methodological con-
tributions, including 1) a data collection process in which we iteratively identify and
incorporate context-specific examples that target model weaknesses, 2) annotation
and modeling methods that incorporate sociohistorical context and explicitly focus
on intersectional identities, and 3) a three-stage evaluation process—with quanti-
tative, qualitative and participatory steps—focused on real-world, context-specific

usefulness.

1.1.3 Designing better deployment tools

While the case study in Chapter {4 considers a scenario where there is a large amount
of control over the whole ML lifecycle, this is often not the case in practice. Collecting
high-quality, representative datasets can be prohibitively difficult or time-consuming,
and pre-trained models are increasingly available. Or, we might develop a system
for a particular context as in Chapter [ but the needs of the context might change
over time.

In these cases, current user-facing systems leave people in a specific deployment
context without the information or agency to understand if a particular system meets
their needs, and how it should be used. Chapters 5 and [6] propose deployment tools
to bridge this gap. We present two novel systems that provide useful, intuitive

insights into model strengths and limitations tailored for specific groups of users.
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Chapter [o| presents two interface modules that help users with formal domain
knowledge intuitively assess a model’s reliability on a case-by-case basis. To help
users better characterize and reason about a model’s uncertainty, the system displays
raw and aggregate information about a given input’s nearest neighbors. Using an
interactive editor, users can manipulate this input in semantically-meaningful ways,
determine the effect on the output, and compare against their prior expectations.
In a user study with physicians, participants were better able to align the model’s
uncertainty with domain-relevant factors and build intuition about its capabilities
and limitations (as compared to a baseline feature importance visualization).

Chapter [0] presents Kaleidoscope, a system for performing user-driven, context-
specific evaluations of ML models. Kaleidoscope helps users translate implicit knowl-
edge of “good model behavior” for their context into explicitly defined tests. Using
Kaleidoscope’s iterative workflow, users identify important examples using data from
a chosen context, generalize them into semantically-meaningful concepts, and spec-
ify and test model behavior on those concepts. This workflow enables a bottom-up,
iterative, and exploratory approach—starting with a small number of concrete ex-
amples and then iteratively generalizing to a larger set—rather than a top-down
one that requires formally defining sets of interest upfront. In doing so, it enables
users with personal knowledge to understand models in terms of concepts that are
more conceptually-meaningful to their context than existing methods of grouping

examples.

1.1.4 Conclusion

Chapter [7] summarizes the contributions of the thesis and discusses areas for future

work to explore.
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1.2 Contributions

In summary, the contributions of this thesis include:

e A novel framework of development decisions and their implications throughout
the machine learning lifecycle [310]. The framework provides a terminology
and conceptual model to tease apart problems that have different underlying
sources, which then informs if and when different mitigation techniques are
appropriate. The framework provides a granular and comprehensive view on
where harm can arise throughout the ML lifecycle, allowing us to recognize

sources of harm that may have previously been overlooked.

e A novel framework characterizing the stakeholders of ML systems [313]. The
framework highlights stakeholders that may be underserved with existing de-
ployment tools — e.g., users with deep personal knowledge — as well as the
heterogeniety of their needs. The framework lends clarity to how we might start

to design systems and deployment tools to better serve broader populations.

e A case study of co-designing context-specific datasets and ML models for ac-
tivists who monitor gender-based violence [315]. This work serves as a first
example of translating sustained participation “based on mutual benefit, reci-
procity, equity and justice” [300] to the context of ML—from problem concep-

tualization to dataset collection to system evaluation.

e A system that helps users with formal domain knowledge understand model
reliability on a case-by-case basis, via example-based visualizations and an
interactive input editor [314]. In contrast to existing methods that describe

model behavior in terms of low-level features, the system helps users to reason
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more intuitively about model relability in terms of high-level, domain-relevant

concepts.

e Kaleidoscope, a system that facililtates context-specific, semantically-meaningful
and user-driven evaluation [316]. Kaleidoscope allows users to answer questions
about model behavior in terms of high-level concepts that would be difficult or

impossible to answer with standard evaluation methods.

Together, this work demonstrates many ways in which context-specific consid-
erations and meaningful participation can shape the development and use of ML

systems.
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Chapter 2

Sources of Harm throughout the ML

Lifecycle

In this chapter, we identify important choices throughout the ML lifecycle and the
downstream implications they can have. In particular, we highlight the harm that
can arise when these choices are made without adequately taking into account the
context in which the system will be used. In later chapters, we discuss how to “take

into account” deployment contexts, and develop methods and systems to do so.

2.1 Introduction

A common refrain is that undesirable behaviors of ML systems happen when “data
is biased.” Indeed, a recent comment by a prominent ML researcheif] set off a heated
debate — not necessarily because the statement “data is biased” is false, but because

it treats data as a static artifact divorced from the process that produced it. This

Thttps://twitter.com/ylecun/status/1274782757907030016?s=20
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process is long and complex, grounded in historical context and driven by human
choices and norms. Understanding the implications of each stage in the data gener-
ation process can reveal direct and meaningful ways to prevent or address harmful
downstream consequences.

And it is not just the data. The ML pipeline involves a series of choices and
practices, from model definition to user interfaces. Each stage involves decisions
that can lead to undesirable effects. For an ML practitioner working on a new
system, it is not straightforward to identify if and how problems might arise. Even
once identified, it is not clear what the appropriate application- and data-specific
mitigations might be, or how they might generalize over factors such as time and
geography.

Consider the following simplified scenario: a medical researcher wants to build a
model to help detect whether someone is having a heart attack. She trains the model
on medical records from a subset of prior patients at a hospital, along with labels
indicating if and when they suffered a heart attack. She observes that the system has
a higher false negative rate for women (it is more likely to miss cases of heart attacks
in women), and hypothesizes that the model was not able to effectively learn the signs
of heart attacks in women because of a lack of examples. She seeks out additional
data representing women who experienced heart attacks to augment the dataset,
re-trains the model, and observes that the performance for female patients improves.
Meanwhile, a co-worker hiring new lab technicians tries to build an algorithm for
predicting the suitability of a candidate, using a sample of resumes and human-
assigned ratings as training data. He notices that women are much less likely to
be predicted as suitable candidates than men. Like his colleague, he tries to collect
many more samples of women to add to the dataset, but is disappointed to see that

the model’s behavior does not change. Why did this happen? The sources of the
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disparate performance were different. In the first case, it arose because of a lack of
data on women, and introducing more data was helpful. In the second case, using
human assessment of quality as a label to estimate true qualification allowed the
model to discriminate by gender, and collecting more labelled data from the same
distribution did not help.

This chapter provides a framework and vocabulary for understanding distinct
sources of downstream harm from ML systems. This framework can be used in dif-
ferent ways by a variety of stakeholders, including those who build, evaluate, use, or
are affected by ML systems. We demonstrate how issues arise in distinct stages of
the ML life cycle, and provide corresponding terminology that avoids overly broad
and /or overloaded terms. Doing so facilitates a methodical analysis of the risks of a
particular system, and can inform appropriate if and how different mitigation tech-
niques are appropriate. The framework can also help practitioners anticipate issues
and design more thoughtful and contextual methods for data collection, development,
evaluation, and/or deployment. Beyond those involved in model development, an un-
derstanding of how and why issues arise throughout the ML life cycle can provide a
valuable guide for external stakeholders, such as regulators or affected populations.

Throughout the chapter, we refer to the concept of “harm” or “negative conse-
quences” caused by ML systems. Barocas et al. [22] provide a useful framework
for thinking about how these consequences actually manifest, splitting them into
allocative harms (when opportunities or resources are withheld from certain people
or groups) and representational harms (when certain people or groups are stigma-
tized or stereotyped). For example, algorithms that determine whether someone is
offered a loan or a job [86l 272] risk inflicting allocative harm. This is typically
the type of harm that we think and hear about, because it can be measured and is

more commonly recognized as harmful. However, even if they do not directly with-
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hold resources or opportunities, systems can still cause representational harm; e.g.,

language models that encode and replicate stereotypes.

Section 2.2 follows with a brief overview of the ML pipeline that will be useful
background information as we refer to different parts of this process. Section 2.3
details each source of harm in more depth with examples. Section 2.4 provides
a more rigorous presentation of our framework for formalizing and mitigating the

issues we describe. Finally, Section 2.5 is a brief conclusion.

2.2 Machine Learning Overview

Machine learning is a type of statistical inference that learns, from existing data,
a function that can be generalized to new, unseen data. ML algorithms make per-
sonalized Netflix or YouTube recommendations, power Siri’s stilted conversation,
provide live transcriptions on our video calls, auto-tag the people in our photos, de-
cide whether we are offered job interviews, and approve (or not) tests at the doctor’s
office. In each of these examples, an ML algorithm has found patterns in a (usually
massive) dataset, and is applying that knowledge to make a prediction about new

data points (which might be photos, medical records, resumes, etc.).

In this section, we briefly describe the typical life cycle of an ML system. We
describe each step generally, as well as how it might occur in a running hypothetical
example: a machine learning-based loan-approval system. In the running example,
we describe each step as it typically happens (not necessarily as it should). In the
next section, we analyze the implications of each step and problems that may be
introduced. Figure depicts these steps. Later, in Section 2.4, we provide a more

rigorous formalization of these steps.
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Figure 2-1: Top half: The data generation process begins with data collection. This
process involves defining a target population and sampling from it, as well as identi-
fying and measuring features and labels. This dataset is split into training and test
sets. Data is also collected (perhaps by a different process) into benchmark datasets.
Bottom half: A model is defined, and optimized on the training data. Test and
benchmark data is used to evaluate it, and the final model is then integrated into
real-world context(s). This process is naturally cyclic, and decisions influenced by
models affect the state of the world that exists the next time data is collected or
decisions are applied. In red, we indicate where in this pipeline different sources of
downstream harm might arise.

Data Collection

Before any analysis or learning happens, data must first be collected. Compiling
a dataset involves identifying a target population (of people or things), as well as
defining and measuring features and labels from it. Typically, it is not feasible to

include the entire target population, and instead, features and labels are sampled
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from a subset of it (here, we refer to this subset as the development sample). Often,
ML practitioners use existing datasets rather than going through the data collection
process.

Example. For a loan approval system, a team in charge of data collection could
choose the target population to be people who live in the state in which the system
will be used, people who have previously applied for loans, people with credit cards,
etc. The sample that ends up in the dataset will be a subset of this target population
and will depend upon the sampling method (e.g., sourcing information from public
records or surveying people). There is also the question of what to actually measure
or collect about these people: perhaps things like their debt history, the number of
credit cards they have, their income, their occupation, etc. Some of these variables
will be chosen to serve as labels: for example, information about whether the person

received and/or paid back a loan in the past.

Data Preparation

Depending on the data modality and task, different types of preprocessing may be
applied to the dataset before using it. Datasets are usually split into training data
used during model development, and test data used during model evaluation. Part
of the training data may be used as wvalidation data that will be used to compare
different modeling techniques or hyperparameter choices against each other.
Example. For the loan approval system, preprocessing might involve dealing
with missing data (e.g., imputing missing credit history values via interpolation),
simplifying the feature space (e.g., grouping occupations in broader categories like
“physician” rather than encoding detailed specialities), or normalizing continuous

measurements (e.g., scaling income so it lies on a 0-to-1 scale). If a resulting dataset
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included 1000 examples (e.g., data collected from 1000 people), 600 examples might
be used for training, 100 as a validation set during training, and 300 for post-

development testing.

Model Development

Models are then built using the training data (not including the held-out valida-
tion data). Typically, models are trained to optimize a specified objective, such as
minimizing the mean squared error between its predictions and the actual labels. A
number of different model types, hyperparameters, and optimization methods may
be tried at this point; usually these different configurations are compared based on
their performance on the validation data, and the best one chosen.

Example. The team developing the loan approval model would first need to
instantiate a particular model (e.g., a dense, feed-forward neural network) and define
an objective function (e.g., minimizing the cross-entropy loss between the model’s
predictions and the label defined in the training data). Then, in the optimization
process, the model will try to learn a function that goes from the inputs (e.g., income,
occupation, etc.) to the output (e.g., whether the person paid back a previous loan).
They might also train a number of different models (e.g., with varying architectures

or training procedures) and choose the one that performs best on the validation set.

Model Evaluation

After the final model is chosen, the performance of the model on the test data is
reported. The test data is not used before this step, to ensure that the model’s
performance is a true representation of how it performs on unseen data. Aside from

the test data, other available datasets — also called benchmark datasets — may
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be used to demonstrate model robustness or to enable comparison to other existing
methods. The particular performance metric(s) used during evaluation are chosen

based on the task and data characteristics.

Example. Here, the model developed in the previous step would be evaluated
by its performance on the test set. There might be several performance metrics to
consider — for example, loan applicants might be concerned with false negatives (i.e.,
being denied a loan when they actually are deserving), while lenders might care more
about false positives (i.e., recommending loans to people who don’t pay them back).
In addition, the model might be evaluated on existing datasets used for similar tasks
(e.g., the dataset from the U.S. Small Business Association described in Li et al.

213)).

Model Postprocessing

Once a model has been trained, there are various post-processing steps that might
be needed. For example, if the output of a model performing binary classification
is a probability, but the desired output to display to users is a categorical answer,
there remains a choice of what threshold(s) to use to round the probability to a hard

classification.

Example. The resulting model for predicting loan approval likely outputs a
continuous score between 0 and 1. The team might choose to transform this score
into discrete buckets (e.g., low-risk of defaulting, unsure, high-risk of defaulting) or

a binary recommendation (e.g., should/should not receive a loan).
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Model Deployment

There are many steps that arise when deploying a model in a real-world setting. For
example, the model may need to be changed based on requirements for explainability
or apparent consistency of results, or there might need to be built-in mechanisms to
integrate real-time feedback. Importantly, there is no guarantee that the population
a model sees as input after it is deployed (here, we will refer to this as the use
population) looks the same as the population in the development sample.
Example. In order to deploy the loan approval system, the team will likely need
to develop a user interface that displays the result and the recommended action.
They might need to develop different visualizations of the model’s reasoning and
results for lenders, applicants, regulatory agencies, or other relevant stakeholders.
And they may need to incorporate mechanisms for applicants to seek recourse if

they believe the model recommendation was inaccurate or discriminatory.

2.3 Seven Sources of Harm in ML

In this section, we will go into more depth on potential sources of harm. There are
several possible organizational principles for creating such a taxonomy. For example,
Ntoutsi et al. [247] distinguish issues caused by data generation, data collection,
or institutional bias; and Mehrabi et al. [228] group types of bias based on how
they interact with the data, the algorithm, or the user. Here, with the goal of
focusing on sources of harm, we choose to use the different stages in the ML life
cycle for organizational structure; the sources of harm we describe roughly map to
the processes described in Figure 1. Each subsection will detail where and how in

the ML life cycle problems might arise, as well as a characteristic example. These

45



categories are not mutually exclusive; however, identifying and characterizing each
one as distinct makes them less confusing and easier to tackle.

We use the term “bias” to describe these problems primarily because of prece-
dence, acknowledging that it is a heavily overloaded term that is used to describe a
range of issues across different fields. Here, the biases we describe refer to distinct
sources of harm in an ML system, and can be thought of as breaking down vague
terms like “algorithmic bias” or “data bias” into more useful and granular concepts.
Types of bias described in other works might map onto our framework depending
on where in the ML life cycle they manifest. For example, “cognitive bias,” in crowd
annotators of a dataset would fall under the umbrella of our “measurement bias”
(Section 2.3.3), because it describes an issue that arises during the process of mea-
suring labels in a dataset. Similarly, Friedman and Nissenbaum's “preexisting bias”
[126] might map to our “historical bias” (Section 2.3.1) when it describes existing

societal stereotypes that are reflected in datasets.

2.3.1 Historical Bias

Historical bias arises even if data is perfectly measured and sampled, if the world as it
is or was leads to a model that produces harmful outcomes. Such a system, even if it
reflects the world accurately, can still inflict harm on a population. Considerations of
historical bias often involve evaluating the representational harm (such as reinforcing

a stereotype) to a particular group.

Example: Word Embeddings

Word embeddings are learned vector representations of words that encode semantic

meaning, and are widely used for natural language processing (NLP) applications.
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Recent research has shown that word embeddings, which are learned from large cor-
pora of text (e.g., Google news, web pages, Wikipedia), reflect human biases. One
such study [130] demonstrates that word embeddings reflect real-world biases about
women and ethnic minorities, and that an embedding model trained on data from
a particular decade reflects the biases of that time. For example, gendered occupa-
tion words like “nurse” or “engineer” are highly associated with words that represent
women or men, respectively. A range of NLP applications (e.g., chatbots, machine
translation, speech recognition) are built using these types of word embeddings, and

as a result can encode and reinforce harmful stereotypes.

2.3.2 Representation Bias

Representation bias occurs when the development sample under-represents some part
of the population, and subsequently fails to generalize well for a subset of the use

population. Representation bias can arise in several ways:

1. When defining the target population, if it does not reflect the use
population. Data that is representative of Boston, for example, may not be
representative if used to analyze the population of Indianapolis. Similarly, data

representative of Boston 30 years ago will likely not reflect today’s population.

2. When defining the target population, if it contains under-represented
groups. Say the target population for a particular medical dataset is defined
to be adults aged 18-40. There are, of course, minority groups within this
population. For example, people who are pregnant may make up only 5% of
the target population. Even we sample perfectly, and even if the use population
is the same (adults 18-40), the model will likely be less robust for those 5% of

pregnant people because it has less data to learn from.
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3. When sampling from the target population, if the sampling method
is limited or uneven. For example, the target population for modeling an
infectious disease might be all adults, but data might be available only for the
sample of people whose condition was considered severe enough to bring in for
further screening. As a result, the development sample will represent a skewed
subset of the target population. In statistics, this is typically referred to as

sampling bias.

Example: Geographic Diversity in Image Datasets

ImageNet is a widely-used image dataset consisting of 1.2 million labeled images [89].
ImageNet is intended to be used widely (i.e., its target population is “all natural
images”). However, ImageNet does not evenly sample from this target population.
Approximately 45% of the images in ImageNet were taken in the United States, and
the majority of the remaining images are from the rest of North America or Western
Europe. Only 1% and 2.1% of the images come from China and India, respectively.
As a result, Shankar et al. [296] show that the performance of a classifier trained
on ImageNet is significantly worse at classifying images containing certain objects or
people (such as “bridegroom”) when the images come from under-sampled countries

such as Pakistan or India.

2.3.3 Measurement Bias

Measurement bias occurs when choosing, collecting, or computing features and labels
to use in a prediction problem. Typically, a feature or label is a proxy (a concrete
measurement) chosen to approximate some construct (an idea or concept) that is

not directly encoded or observable. For example, “creditworthiness” is an abstract
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construct that is often operationalized with a measureable proxy like a credit score.
Proxies become problematic when they are poor reflections or the target construct

and/or are generated differently across groups, which can when:

1. The proxy is an oversimplification of a more complex construct. Con-
sider the prediction problem of deciding whether a student will be successful
(e.g., in a college admissions context). Fully capturing the outcome of “suc-
cessful student” in terms of a single measurable attribute is impossible because
of its complexity. In cases such as these, algorithm designers may resort to a
single available label such as “GPA” [190], which ignores different indicators of

success present in different parts of the population.

2. The method of measurement varies across groups. For example, con-
sider factory workers at several different locations who are monitored to count
the number of errors that occur (i.e., observed number of errors is being used as
a proxy for work quality). If one location is monitored much more stringently
or frequently, there will be more errors observed for that group. This can also
lead to a feedback loop wherein the group is subject to further monitoring

because of the apparent higher rate of mistakes [21), [T11].

3. The accuracy of measurement varies across groups. For example, in
medical applications, “diagnosed with condition X” is often used as a proxy
for “has condition X.” However, structural discrimination can lead to sys-
tematically higher rates of misdiagnosis or underdiagnosis in certain groups
[237, 266, 162]. For example, there are both gender and racial disparities in

diagnoses for conditions involving pain assessment [57, [161].
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Example: Risk Assessments in the Criminal Justice System

ML-based risk assessment tools have been deployed at several points within criminal
justice settings [I57]. For example, risk assessments such as Northpointe’s COMPAS
predict the likelihood that a defendant will re-offend, and may be used by judges or
parole officers to make decisions around pre-trial release [11]. The data for models
like these often include proxy variables such as “arrest” to measure “crime” or some
underlying notion of “riskiness.” Because minority communities are more highly
policed, this proxy is differentially mismeasured — there is a different mapping from
crime to arrest for people from these communities. Many of the other features used
in COMPAS (e.g., “rearrest” to measure “recidivism” [102]) were also differentially
measured proxies. The resulting model had a significantly higher false positive rate
for black defendants versus white defendants (i.e., it was more likely to predict that

black defendants were at a high-risk of reoffending when they actually were not).

2.3.4 Aggregation Bias

Aggregation bias arises when a one-size-fits-all model is used for data in which there
are underlying groups or types of examples that should be considered differently.
Underlying aggregation bias is an assumption that the mapping from inputs to la-
bels is consistent across subsets of the data. In reality, this is often not the case.
A particular dataset might represent people or groups with different backgrounds,
cultures or norms, and a given variable can mean something quite different across
them. Aggregation bias can lead to a model that is not optimal for any group, or a

model that is fit to the dominant population.
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Example: Social Media Analysis.

Patton et al. [260] describe analyzing Twitter posts of gang-involved youth in Chicago.
By hiring domain experts from the community to interpret and annotate tweets, they
were able to identify shortcomings of more general, non-context-specific NLP tools.
For example, certain emojis or hashtags convey particular meanings that a nonspe-
cific model trained on all Twitter data would miss. In other cases, words or phrases
that might convey aggression elsewhere are actually lyrics from a local rapper [124].
Ignoring this group-specific context in favor of a single, more general model built
for all social media data would likely lead to harmful misclassifications of the tweets

from this population.

2.3.5 Learning Bias

Learning bias arises when modeling choices amplify performance disparities across
different examples in the data [I68]. For example, an important modeling choice
is the objective function that an ML algorithm learns to optimize during train-
ing. Typically, these functions encode some measure of accuracy on the task (e.g.,
cross-entropy loss for classification problems or mean squared error for regression
problems). However, issues can arise when prioritizing one objective (e.g., overall
accuracy) damages another (e.g., disparate impact) [I89]. For example, minimizing
cross-entropy loss when building a classifier might inadvertently lead to a model with

more false positives than might be desirable in many contexts.

Example: Optimizing for Privacy or Compactness.

Recent work has explored training models that maintain differential privacy (i.e.,

preventing them from inadvertently revealing excessive identifying information about
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the training examples during use). However, Bagdasaryan et al. [16] show that dif-
ferentially private training, while improving privacy, reduces the influence of un-
derrepresented data on the model, and subsequently leads to a model with worse
performance on that data (as compared to a model without differentially private
training). Similarly, Hooker et al. [I69] show how prioritizing compact models (e.g.,
with methods such as pruning) can amplify performance disparities on data with un-
derrepresented attributes. This happens because, given limited capacity, the model

learns to preserve information about the most frequent features.

2.3.6 FEvaluation Bias

Evaluation bias occurs when the ways in which a model is evaluated (e.g., the bench-
mark datasets or metrics used) hide harmful effects. Evaluation bias can shape
research directions, encouraging the development and deployment of models that
continue to propagate those harmful effects [91].

Evaluation bias often arises because of a desire to quantitatively compare models
against each other. Applying different models to a set of external datasets attempts
to serve this purpose, but is often extended to make general statements about how
good a model is. Such generalizations are often not statistically valid [286], and can
lead to overfitting to a particular benchmark. This is especially problematic if the
benchmark suffers from historical, representation or measurement bias.

The metrics used to report performance can also contribute to evaluation bias.
For example, aggregate measures can hide subgroup underperformance, but single
measures are often used because they make it more straightforward to compare mod-
els and make a judgment about which one is “better.” Looking at only one type of

metric (e.g., accuracy) can also hide other types of errors (e.g., a high false negative
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rate).

Example: Commercial Facial Analysis Tools

Buolamwini and Gebru [46] point out the drastically worse performance of commer-
cial facial analysis algorithms (performing tasks such as gender- or smiling- detec-
tion) on images of dark-skinned women. Images of dark-skinned women comprise
only 7.4% and 4.4% of the common benchmark datasets Adience and IJB-A, and
thus benchmarking on them failed to discover and penalize underperformance on
this part of the population. Since this study, other algorithms have been bench-
marked on more balanced face datasets, changing the development process itself to

encourage models that perform well across groups [285].

2.3.7 Deployment Bias

Deployment bias arises when there is a mismatch between the problem a model is
intended to solve and the way in which it is actually used. This often occurs when
a system is built and evaluated as if it were fully autonomous, while in reality, it
operates in a complicated sociotechnical system moderated by institutional struc-
tures and human decision-makers (Selbst et al. [294] refers to this as the “framing
trap”). In some cases, for example, systems produce results that must first be inter-
preted by human decision-makers. Despite good performance in isolation, they may
end up causing harmful consequences because of phenomena such as automation or

confirmation bias.
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Example: Risk Assessment Tools in Practice

Algorithmic risk assessment tools in the criminal justice context (also described in
Section 3.3.1) are models intended to predict a person’s likelihood of committing a
future crime. In practice, however, these tools may be used in “off-label” ways, such
as to help determine the length of a sentence. Collins [7I] describes the harmful
consequences of risk assessment tools for actuarial sentencing, including justifying
increased incarceration on the basis on personal characteristics. Stevenson [305]
builds on this idea, and through an in-depth study of the deployment of risk assess-
ment tools in Kentucky, demonstrates how evaluating the system in isolation created

unrealistic notions of its benefits and consequences.

2.3.8 Identifying Sources of Harm

Knowledge of a model’s context and intended uses can inform identifying and ad-
dressing sources of harm. Recognizing historical bias, for example, requires an un-
derstanding of how structural oppression and discrimination has manifested in a
particular domain over time. Issues that arise in image recognition are frequently
related to representation or evaluation bias since many large publicly-available im-
age datasets and benchmarks are collected via web scraping, and thus do not equally
represent different groups, objects, or geographies. When features or labels represent
human decisions (e.g., diagnoses in the medical context, human-assigned ratings in
the hiring context), they typically serve as proxies for some underlying, unmeasurable
concepts, and can introduce measurement bias. Identifying aggregation bias usually
requires some understanding of meaningful underlying groups in the data and reason
to think they have different conditional distributions with respect to the prediction

label. Medical applications, for example, often risk aggregation bias because patients
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of different sexes with similar underlying conditions may present and progress in dif-
ferent ways. Deployment bias is often a concern when systems are used as decision
aids for people, since the human intermediary may act on predictions in ways that

are typically not modeled in the system.

2.4 Formalization and Mitigations

2.4.1 Formalizing the framework
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XN Xn X n
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s: Y. —Y tY->Y ,
KYN - - Yn Y n/
f;lctual
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Figure 2-2: A data generation and ML pipeline viewed as a series of mapping func-
tions. The upper part of the diagram deals with data collection and model building,
while the bottom half describes the evaluation and deployment process. See the text
for a detailed walk-through.

We now take a step towards formalizing some of the notions introduced in the
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previous sections. We do this by describing the ML pipeline as a series of data trans-
formations. This formalization provides a context we then use to discuss targeted
mitigations for specific sources of bias.

Consider the data transformations for a dataset as depicted in Figure 2-2] This
data transformation sequence can be abstracted into a general process A. Let X and
Y be the underlying feature and label constructs we wish to capture. The subscript
indicates the size of the populations, so Xy indicates these constructs over the target
population and X, indicates the smaller development sample, where s : Xy — X, is
the sampling function. X’ and Y’ are the measured feature and label proxies that are
chosen to build a model, where r and t are the projections from constructs to proxies,
ie., X - X and Y — Y’. The function figea : X — Y is the target function (i.e.,
if it could learn using the ideal constructs from the whole target population) but
factual : X" — Y is the actual function that is learned using proxies measured from
the development sample. Then, the function k& computes some evaluation metric(s)
E for factua on data X/ Y (possibly generated by a different process, e.g., Aevar in
Figure . Finally, given the learned function factua, & new input example x, and
any external, environmental information z, a function A governs the actual action d
that is taken (e.g., a human decision-maker taking a model’s prediction and making

a final decision).

2.4.2 Designing Mitigations

There is a growing body of work on “fairness-aware algorithms” that modify some
part of the modeling pipeline to satisfy particular notions of “fairness.” Interested
readers are referred to Narayanan [243| for a detailed overview of different fairness

definitions typically found in this literature, and Friedler et al. [125] for a comparison
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of several of these techniques on a number of different datasets. Finocchiaro et al.
[120] further discuss potential issues and mitigation mechanisms in the context of a
range of application domains. Here, our aim is to understand and motivate mitigation
techniques in terms of their ability to target different sources of harm. In doing so,
we can get a better understanding of when and why different approaches might
help, and what hidden assumptions they make. Understanding where intervention is
necessary and how feasible it is can also inform discussions around when harm can
be mitigated versus when it is better not to deploy a system at all.

To avoid implying that there is a comprehensive or generalizable set of solu-
tions, we do not include a table or checklist of mitigations for different problems
here. Instead, we intend this framework to provide a useful organizational struc-
ture for thinking through potential problems, understanding if and what mitigation
techniques are appropriate, and/or motivating new ones.

As an example, measurement bias is related to how features and labels are gen-
erated (i.e., how r and ¢ are instantiated). Historical bias is defined by inherent
problems with the distribution of X and/or Y across the entire population. There-
fore, solutions that try to adjust s by collecting more data (that then undergoes the
same transformation to X’) will likely be ineffective for either of these issues. How-
ever, it might be possible to combat historical bias by designing s to systematically
over- or under-sample X and Y, leading to a development sample with a distribution
that does not reflect the same undesirable historical biases. In the case of measure-
ment bias, changing r and ¢ through more thoughtful, context-aware measurement
or annotation processes (e.g., as in Patton et al. [260]) might help.

In contrast, representation bias stems either from the target population definition
(Xn, Yn) or the sampling function (s). In this case, methods that adjust r or ¢ (e.g.,

choosing different features or labels) or f (e.g., changing the objective function)
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are probably misguided. Importantly, solutions that do address representation bias
by adjusting s implicitly assume that r and ¢ are acceptable and that therefore,
improving s will mitigate the harm.

Aggregation bias is a limitation on the learned function f that stems from an
assumption about the homogeneity of p(Y’|X”), and can result in an f that is dispro-
portionately worse for some group(s). Therefore, aggregation bias could be targeted
through 1) parameterizing f so that it better models the data complexities (e.g.,
coupled learning methods, such as multitask learning, that take into account group
differences [109} 311]), or 2) transforming the training data such that f is now better
suited to it (e.g., projecting data into a learned representation space where p(Y”’|X")
is the same across groups [360]). Note that methods that attempt to make pre-
dictions independently of group membership [74] likely will not address aggregation
bias.

Learning bias is an issue with the way f is optimized, and mitigations should tar-
get the defined objective(s) and learning process [168]. In addition, some sources
of harm are connected: e.g., learning bias can exacerbate performance dispari-
ties on under-represented groups, so changing s to more equally represent different
groups/examples could also help prevent it.

Evaluation bias is an issue with £, which is a measure of the quality of the learned
function, f. Tracing the inputs to F, we can see that addressing evaluation bias
could involve 1) redefining k (the function that computes evaluation metrics) and/or
2) adjusting the data X’ and Y’ on which metrics are computed. We might improve
k through computing and reporting a broader range of metrics on more granular
subsets of the data (e.g. as in Buolamwini and Gebru [46]). The best groups and
metrics to use are often application-specific, requiring intersectional analysis and

privacy considerations; they should be chosen with domain specialists and affected
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populations that understand the usage and consequences of the model. In a predictive
policing application, for example, law enforcement may prioritize a low false negative
rate (not missing any high-risk people) while affected communities may value a low
false positive rate (not being mistakenly classified as high-risk). See Mitchell et al.
[232] for a more in-depth discussion. Issues with evaluation data X, and Y, stem
from problems within the data generation process in Agyal, €.g., an unrepresentative
sampling function Sey,. Improving s... could involve targeted data augmentation
to populate parts of the data distribution that are underrepresented [64, [66]. In
other cases, it might be better to develop entirely new benchmarks that are more
representative and better suited to the task at hand [91], 177, 14]. Beyond better
metrics or benchmark data, we could also expand evaluation paradigms to include
other ways of measuring and assessing success — e.g., longer-term field studies, or
qualitative feedback from users.

Deployment bias arises when A introduces unexpected behavior affecting the final
decision d. Dealing with deployment bias is challenging since the function h is usually
determined by complex real-world institutions or human decision-makers. Mitigating
deployment bias might involve systems that help users balance their faith in model
predictions with other information and judgements [172]. This might be facilitated by
choosing an f that is human-interpretable, and/or by developing intuitive interfaces

that help users understand model uncertainty and how predictions should be used.

2.5 Conclusion

This chapter provides a framework for understanding the sources of downstream
harm caused by ML systems. We do so in a way that we hope will facilitate productive

communication around these issues; we envision future work being able to state
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upfront which particular type of bias they are addressing, making it immediately
clear what problem they are trying to solve and what assumptions they are making
about the data and domain.

By framing sources of downstream harm through the data generation, model
building, evaluation, and deployment processes, we encourage application-appropriate
solutions rather than relying on broad notions of what is fair. Fairness is not one-
size-fits-all; knowledge of an application and engagement with its stakeholders should
inform the identification of these sources.

Finally, we illustrate that there are important choices being made throughout
the data generation and ML pipeline that extend far beyond just model training. In
practice, ML is an iterative process with a long and complicated feedback loop. We
highlight problems that manifest through this loop, from historical context to the

process of benchmarking models to their final integration into real-world processes.
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Chapter 3

Characterizing ML Stakeholders and
their Needs

In the prior chapter, we show how harm arises when development decisions are
made without considering the deployment context in which a system will be used.
This issue is exacerbated when the implications of these decisions are hidden, leaving
downstream users with few avenues to understand, probe, or push back on the system.
We propose an alternate approach to the development and deployment of ML systems
that is focused on the people in a particular deployment context who use and are
affected by the system. In this chapter, we explore the broad and diverse range of

ML stakeholders, and the heterogeneity of their needs.

3.1 Introduction

To design effective deployment tools, we need to first consider the question: who,

exactly, are the stakeholders involved, and what are they trying to achieve?
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Take, for example, an ML-based medical decision-making system. The physicians
using the system need to be able to align the output with their own clinical expec-
tations and justify their recommendations to patients. Patients, then, need to have
some confidence in the validity of these recommendations, and may want to explain
decisions to family members. Other medical staff need to understand the decision-
making processes insofar as it affects the treatment they administer to the patient.
The developers who created the system should be able to monitor its performance
and understand how to make improvements. Physicians and patients, as well, may
want and be well-suited to provide feedback about on-the-ground errors the system
makes. And there are undoubtedly other people involved in or affected by this sys-
tem, from external legal agencies to all the people whose data went into training the
ML model. When we think about designing deployment tools for this context, it is
critical to understand each of these different stakeholders and what they need out of
the tool.

Throughout the thesis, we use the term “deployment tool” to indicate any insight
into an ML system that is provided to downstream users — including, for instance,
a visualization of the training data, representations of prediction uncertainty, inter-
active tools for probing the model, et cetera. Much of the existing work in designing
deployment tools has been framed as “model interpretability.” Therefore, in this
chapter, we also use the term “interpretability” to describe these tools. However, we
note that we adopt a broader definition of interpretability (that aligns with our no-
tion of deployment tools) than some prior work, which mostly focuses on mechanistic
explanations of a model.

Existing interpretability methods often do not explicitly identify or describe their
intended user. As a result, their outputs inadvertently end up being most under-

standable to the people that build them (i.e., ML researchers or developers). In other
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cases, the recipient of the interpretability system is described generally as a “layper-
son” or “end user”; resulting methods may produce simpler visuals, but experimental
studies have shown that too often these tools are not useful for people in practice
[268, 200, 47, B12]. In our prior example, doctors, patients, and medical staff may
all be considered “end users,” but have significantly different needs and goals when
interpreting, understanding, and reacting to the output of the ML model. Indeed,
when it comes down to it, many organizations say they want to give users insight
into ML systems to improve trust and prevent misuse, but these methods are only
actually used internally by developers [32].

Part of this disconnect stems from the difficulty in identifying and characteriz-
ing different stakeholders and what they need to understand about the system. A
growing body of work has engaged with this problem, proposing an ecosystem of
stakeholders [323], 269], and conducting literature surveys [357, 164, 117, 235] and
interview studies [55, 166 B325] to understand their goals. Resultant frameworks
typically adopt one of two approaches: they either categorize stakeholders by their

bAANAA

expertise (using labels such as “experts,” “novices,” or “non-experts” [357, [164, 235])
or by their functional role in the ecosystem (e.g., “executives” and “engineers” [32],
model “breakers” and “consumers” [166], or model “operators” and “executors” [323]).
Stakeholder needs and goals then follow from these categories. While usefully ad-
vancing our understanding of the stakeholders involved, these initial frameworks
are limited in their descriptive and generative powers [27]. For instance, role-based
frameworks implicitly conflate a person’s expertise with what they need from the
system, with roles often depicted as a relatively static constructs. And expertise-
based categories typically portray stakeholders lying on roughly linear scales that

only account for cognitive notions of expertise and, thus, do not acknowledge the

rich tacit knowledge and lived experience they may possess.
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In response, we introduce a framework with a more granular and composable
vocabulary to characterize the stakeholders of machine learning systems, and their
needs. Our framework comprises two components. First, we decompose stakeholder
expertise into two dimensions that describe the types of knowledge a stakeholder
might possess (i.e., formal, instrumental, and personal knowledge), and the contexts
in which this knowledge manifests (i.e., machine learning, the data domain, and the
milieu). Second, we define stakeholder needs using a three-level typology of long-
term goals, shorter-term objectives that target these goals, and immediate tasks that
stakeholders perform to meet their objectives.

To understand the implications of our framework, we assess its descriptive, evalu-
ative, and generative powers — three properties of interaction models first described
by Michel Beaudouin-Lafon [27]. We code 58 papers describing interpretability sys-
tems or users, and find that our framework is consistently able to describe stakehold-
ers’ knowledge and interpretability needs while adding granularity and drawing new
connections between them. We describe how our framework’s abstractions can allow
us to design more precise application-grounded evaluations [98], including bringing
precision to participant recruiting and providing a structure to operationalize com-
parative studies. And finally, we demonstrate that our framework generates a rich
intersection of user expertise and needs for study, and can also be turned inwards to

facilitate a more reflexive design process.

3.2 Background and Motivation

Researchers have recognized that precisely defining “interpretability” or “explainabil-
ity” is a key challenge for the field [220]. Although some work seeks to develop
formal or technical definitions of interpretability [98] [134] 92|, and though the bur-
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geoning set of interpretability techniques often do not name specific target users or
tasks [278, 365, 359, [15], [106], there is a growing recognition for the need to approach
this problem space in a human-oriented manner. In this section, we motivate our
contribution by surveying prior work and describing the limitations we observe with
current approaches for defining the why and who of machine learning interpretability.

In early definitions, Lipton [220] and Doshi-Velez & Kim [98] identified that the
need for interpretability primarily stems from a mismatch between the formal defi-
nition of the machine learning model, and its output and real-world impact. Lipton
further expanded on this need by enumerating a set of desiderata for interpretabil-
ity including building trust in the model, inferring causal relationships between the
input and output, improving model tranferability and generalizability, providing in-
trospection, and finally to facilitate fair and ethical decision-making. Others have
since contributed to this list in a variety of ways including detailing how different
interpretability methods can be chosen to mitigate particular cognitive biases [334],
proposing taxonomies of questions used to arrive at an appropriate interpretability
method [12], discussing how applications with different contexts or levels of automa-
tion might necessitate different design decisions [298] 216], and grounding the need
for explanations in the social sciences [231].

Most relevant to this chapter is a body of work that seeks to better define in-
terpretability by studying the specific users involved. In surveying this work, we
identified two distinct approaches to doing so. First are a group of papers that
characterize users based on their expertise. For instance, both Yu & Shi [357| and
Hohman et al. [164] classify users on roughly linear scales of machine learning ex-
pertise (from beginner to expert for Yu & Shi, while Hohman et al. adopt the

PoANA4

terms “model developers and builders,” “model users,” and “non-experts”). Similarly,

Mobhseni et al. [235] identify “Al Novices” and “Al Experts” and add “Data Experts”
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to the mix. With all of these schemes, a user’s needs then stem from their expertise.
For instance, novices are typically described as needing educational or teaching tools,
whereas experts require tools for debugging or deploying models, or assessing model
performance.

The second category of papers characterize users based on their functional role
instead. For instance, Tomsett et al. [323] posit an ecosystem of stakeholders includ-
ing model creators, operators, executors and examiners, as well as the decision and
data subjects that are affected by the model or whose data the model was trained
with, respectively. Similarly, through semi-structured interviews, Bhatt et al. [32]
identify four categories of stakeholders (executives, ML engineers, end users, and oth-
ers) while Hong et al. [I66] identify model builders, breakers, and consumers. Across
this work, the role a person inhabits within an organization (or the role they play
during the human-Al interaction) determines their interpretability needs. For ex-
ample, model creators/builders/engineers are said to want introspection of the level
of individual instances and features, model operators/breakers may wish to monitor
the performance of the model including authoring test cases, and finally model ex-
ecutors/executives/consumers want to be able to have confidence and trust in the
model. Cai et al. [55] and Tonekaboni et al. [325] follow this approach of role-based
needfinding as well by interviewing clinicians.

While both expertise-oriented and role-oriented frameworks have usefully brought
further definition to the problem of machine learning interpretability, we can observe
limitations to their descriptive and generative powers (i.e., the degree to which they
describe ezisting points, and help us identify new points in the problem space, re-
spectively [27]). Role-based frameworks, for instance, do not break the problem space
down into sufficiently granular and composable units. As a result, several roles ap-

pear to implicitly conflate expertise and interpretability needs — for example, model
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“creators” are likely most expert with machine learning, and thus need debugging
tools at the level of individual instances or features; but, one could imagine “audi-
tors” appreciating insight at this level of abstraction even if they lack an equivalent
level of machine learning expertise. Similarly, consider the domain of clinical diag-
noses: model “consumers” could equally describe doctors and patients despite these
users likely requiring different explanations of the model’s output as a result of differ-
ent levels of medical expertise. Here, model “executors” does not provide much more
precision as both doctors and patients are tasked with making decisions informed by
the model — doctors about what treatment to prescribe, and patients about whether
they do indeed wish to proceed with the treatment. Finally, although most role-
based frameworks explicitly note that roles are not mutually exclusive (i.e., a single
role may map to more than one individual, and one person may play several roles),
roles are nevertheless depicted as relatively static constructs. Not only might an
individual user’s role change over time but, even if they remain in the same role(s),
their interpretability needs may change through repeated exposure to and increased
familiarity with the models they are working with, or the situations in which these
models are deployed.

Expertise-based frameworks exhibit similar limitations. In particular, a key con-
cern is how these frameworks portray expertise as a linear scale from “novice” to
“expert.” Several external literatures have articulated concerns with this framing
of expertise. For instance, in critiquing the influential Dreyfus linear model of skill
acquisition [103], Dall’Alba & Sandberg note that “/s/tage models of development ap-
pear to assume we know what skillful performance entails for each area of skill” and
that the “focus on stages wveils more fundamental aspects of development; it directs
attention away from the skill that is being developed” [83]. Moreover, Dall’Alba &

Sandberg point to the fact that such models are primarily concerned with cognitive
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development and fail to acknowledge expertise gained through embodied practice of
a skill [83]. We see a form of this latter critique in the literature on participatory
design as well, which advocates that all stakeholders in a design process possess
valuable expertise through their lived experience and tacit knowledge [304) 200]. Fi-
nally, although recent frameworks usefully consider domain expertise in addition to
machine learning expertise, such a clean decoupling does not account for the ways
expertise may transfer. For example, Cai et al. find that while medical practition-
ers express a desire for an “Al primer”, they are nevertheless able to bring some of
their training and experience working with other clinical technologies to bear — for
instance, in understanding that the output of a model will not be perfect, or in
enumerating “test cases” for an Al assistant [55]. Similarly, as AI/ML-enabled tech-
nologies increasingly permeate every day life, this ubiquity and familiarity will shape
users’ interpretability needs in ways that current expertise-based frameworks leave
unaddressed.

And, across the two types of frameworks, interpretability needs or goals are de-
termined primarily by the category a user falls within. While many frameworks allow
for categories to overlap, this approach nevertheless obscures the fact that many goals
can cut across several roles or expertise. For instance, almost every stakeholder in-
volved will likely want to have trust in the model, and want to be able to assess the
degree to which it may be biased. We see explicit evidence for this for machine learn-
ing experts [164] and data experts [235], model creators and breakers [166], model
operators [55],325], as well as for decision- and data-subjects who may wish to contest
a decision or otherwise seek recourse [8 200]. Similarly, while current frameworks
primarily pose debugging and improving the model as goals model creators, builders,
or any other traditionally-“expert” stakeholders may have, one could imagine that

activists and other groups with non-traditional expertise may also wish to assess the

68



outcome of domain-specific test cases.

In summary, recent work has recognized that better defining the problem space
is a key challenge for machine learning interpretability, and has advanced our un-
derstanding by contributing frameworks for describing the stakeholders involved and
their goals or needs. However, in analyzing the descriptive and generative powers of
these frameworks, we see several limitations. In particular, by not providing a suf-
ficiently granular or composable vocabulary, existing frameworks poorly distinguish
the rich intersection that exists between attributes of the stakeholder (e.g., their ex-
pertise), the role that they may play (e.g., model creator or consumer), and their
ultimate goals or needs with regards to interpretability (e.g., debugging the model,
or building trust).

3.3 A Framework to Characterize the Stakeholders
of Interpretable ML

To develop a more granular and composable vocabulary for describing the stake-
holders of interpretable machine learning, we engaged in an iterative process with
alternating phases to diverge and converge our thinking. In particular, we began
by surveying the literature on interpretability summarized in the previous section,
and extracting passages that described users and stakeholders, as well as their
needs, actions, and goals. To diverge our thinking, we looked to domains out-
side of interpretability and computer science, including the literatures on exper-
tise and pedagogy [121], 112], 355, B354 [341, 33| 187, 153], B36, 154], 83|, critical the-
ory [252], 320, 233], 8, 208], law [332], 358, 159} 69, 100], and participatory action re-

search [142] 175]. To converge our thinking, we reflected on how concepts from these
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external domains could be adapted within interpretability. This reflection process
involved alternating phases of open coding to map external concepts to the passages
we had initially extracted, affinity diagramming to identify recurring groupings and
patterns between codes, analytic memo writing, and weekly hour-long conversations
between all authors.

Our framework comprises two halves. First, it describes the knowledge stake-
holders may possess and the contexts in which this knowledge may manifest. And,
second, it enumerates the long-term goals stakeholders may have, and breaks these

goals down into shorter-term objectives and specific tasks they can perform.

3.3.1 Decomposing Stakeholder Expertise into Knowledge and

Context

Prior work has identified, either explicitly [164] or implicitly via roles [323], [166], 235],
that expertise is a defining attribute of interpretable ML stakeholders. To provide a
more granular treatment of expertise, we adapt models of expertise from Fleck [121]
and Eraut [112] to decompose a singular notion of expertise into three constituent
types of knowledge. Formal knowledge comprises an understanding of codified theo-
ries, embodied in text or diagrams such as those found in textbooks, and is acquired
through a prolonged educational process. Instrumental knowledge is an under-
standing of how to “apply” formal knowledge. It is embodied in the use of tools or
other instruments, and is learnt through demonstration and practice. Finally, per-
sonal knowledge describes information that is entirely embodied in individuals, and
is gained through their participation in specific domains. It is difficult to codify [112]
as it consists of a person’s lived experience (e.g., memories of specific events, self-

knowledge about the way they may react in certain scenarios, etc.) as well as values
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Table 3.1: Examples of how the three types of knowledge manifest in the three

contexts described by our framework.

Knowledge
Context Formal Instrumental Personal
ML The math behind model ar- Familiarity with ML toolkits, Tricks of the trade (e.g., hy-

chitectures, optimization and
training processes, etc.

off-the-shelf models, etc.

perparameter values, feature
engineering, etc.)

Data Domain

Theories relevant to the data
domain (e.g., symptoms and
treatments, case law and legal
precedent, etc.)

Experience  working  with
other related technology
(e.g., medical devices, docu-
ment mining tools, etc.)

Lived experience (e.g., prior
memories of similar events)

Milieu

Sociocultural theories (e.g.,
redlining,  gerrymandering,
mass incarceration, etc.)

Familiarity with broader ML-
enabled systems (e.g., vir-
tual assistants, recommenda-

Lived experience and cultural
knowledge (e.g., values, atti-
tudes)

tion algorithms, etc.)

that may be distributed in the cultures and societies to which they belong.

These types of knowledge manifest in contexts, or the domains or situations that
determine what knowledge is relevant. We identify three contexts: machine learn-
ing, or the knowledge required to research, develop, operate, or deploy machine
learning models; the data domain, or the knowledge necessary to collect, organize,
analyze, and communicate the data the model was trained with or makes decisions
about; and milieus, which refer to the environments that the human-Al interaction
might be occurring within. These environments include both the physical surround-
ings (e.g., a home, bank, courthouse, doctor’s office, etc.) as well as the broader

sociocultural context (e.g., mass incarceration, redlining, gerrymandering, etc.).

Our framework provides a expansive yet precise treatment of expertise in inter-
pretable ML. While prior expertise- or role-based approaches latently encode notions
of formal and instrumental knowledge, by explicitly articulating these concepts, our

framework facilitates teasing apart differences and understanding the implications on
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interpretability design. For example, “model users” [164] and “model breakers” [166]
cover an extremely broad range of possible stakeholders including model architects,
trainers, engineers, data scientists, and machine learning artists [164], as well as do-
main experts, product managers, and auditors [166], respectively. These categories
appear primarily focused on stakeholders’ instrumental knowledge and, by analyzing
contexts, we can separate machine learning instrumentalists (model architects, train-
ers) from data domain instrumentalists (artists, domain experts, product managers),
and those that may span the two (data scientists, auditors). Doing so suggests that
these stakeholder groups may have different interpretability needs that the broader
categories of “model users” or “model breakers” obscure. For instance, perhaps in-
terfaces for machine learning instrumentalists should be articulated in terms of the
components exposed by popular toolkits. Similarly, for data domain instrumental-
ists, how might we analogize interpretability to tools and systems that they already
work with in order to enable expertise transfer (akin to how Cai et al. found medical
practitioners reasoning about uncertainty [55])?

Moreover, our framework explicitly recognizes the personal knowledge stakehold-
ers may have—including “tricks of the trade” a person may have acquired, their
experiences and memories, or the more distributed values of the cultures and so-
cieties they are a member of —as an important consideration when designing for
interpretability. Critically, by placing it alongside formal and instrumental knowl-
edge, our framework identifies it as an equally important form of knowledge. As a
result, one might consider designing for stakeholders’ personal knowledge —for in-
stance, using example-based explanations such that a stakeholder might better “see
themselves” in the data [3], 275, 262]. But our framework also suggests designing
with stakeholders, to better account for personal knowledge that designers do not

have —a position advocated for by various communities including participatory ac-
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tion research [142] & design [304], 200]. For instance, members of the general public
might have different notions of what constitutes an “error” based on their personal
knowledge [150].

Our framework also highlights that interpretability design must attend to more
than the immediate contexts of machine learning and the data domain — explanations
must be situated in stakeholders’ milieu. Here, we draw an analogy to data visualiza-
tion. Researchers and data journalists consider annotations to be a crucial compo-
nent of effective visualization design because it helps readers understand the broader
context associated with the visualized data. As Amanda Cox, former Data Editor
for The New York Times, says, “the annotation layer is the most important thing we
do ... otherwise it’s a case of here it is, you go figure it out [77]. We believe this
property holds true for interpretability as well —it is insufficient for an explanation
to be articulated purely in terms of the model or data if it misses critical aspects
of the milieu. For instance, consider an ML-backed loan evaluation system: expla-
nations in the ML context would articulate the output decision in terms of model
components, while explanations in the data domain might also discuss distributions
in the training or test set and how this may lead to biased output. However, under
our framework, we would consider these explanations to be incomplete if they were
not situated the broader sociocultural milieu — for instance, how disparities in data
distributions have occurred through policies such as redlining, or in the difficulty
ex-offenders have in finding employment.

Finally, by decoupling knowledge and context as two orthogonal dimensions of
the problem space, our framework enables a more systematic analysis of the stake-
holders of interpretability. It eschews prior easily-quantifiable linear scales in favor
of more descriptive treatments of expertise. Designers can work with each dimension

individually — for example, how might interpretability help stakeholders formalize
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Phases of the ML Lifecycle where Interpretability Objectives Occur

Goals & Objectives Development Deployment Immediate Usage = Downstream Impact

G1: Understanding

G2: Trust

0O1: Debug & improve

02: Compliance w/ regulations

03: Act based on output

04: Justify actions

05: Understand data usage

06: Learn about a domain

0O7: Contest decision

Figure 3-1: A visualization of the latent chronology in goals and objectives. Cate-
gories along the horizontal axis are relevant phases of the ML process. Colored cells
indicate the phase in which a particular goal or objective typically occurs. Phases
need not occur linearly, may be iteratively revisited, and many different stakeholders
may be involved at any given phase.

their personal knowledge in the data domain by scaffolding example-based explana-
tion with featured-based saliency methods akin to faded worked examples [13]; or, as
described previously, how might instrumental knowledge in the data domain transfer
to the machine learning context [55]. And, by considering the intersection of the two
dimensions as well, our framework can help us identify the ways in which expertise

recurs in the interpretability ecosystem.

3.3.2 Distilling Stakeholder Needs into Goals, Objectives, and
Tasks
Through our open coding and reflection process, we distilled a three-level typology

of interpretability needs. The first level identifies two long-term goals: understand-

ing the model (G1) and building trust in the model (G2). These goals are
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high-level and difficult to define precisely, but we include them in our framework
because they underlie almost every single piece of work we read. We do not expect
stakeholders to be able to directly accomplish these goals, nor do we imagine that
future methods or systems will address them squarely. Rather, these goals function
like substrates which inform and influence the two lower levels of needs we describe
below. For instance, we expect stakeholders to develop an understanding of mod-
els over time—through repeated exposure and interactions. And much work has
framed trust as something society as a whole needs in order to accept new tech-
nologies [332] 42, 358] — indeed, trust may grow as stakeholders better understand
the model, but may also develop in a proxied or deferred fashion through increased
regulations and standards.

The second level of our typology describes the shorter-term objectives stakehold-
ers might target to achieve their longer-term goals. We give real examples for each
objective, and demonstrate how they can be relevant to a diverse range of stakehold-
ers. These objectives are grounded in stakeholders’ current real-world needs, but
as ML tools continue to be deployed in new domains, we expect this typology will

continue to evolve.

(O1) Debug or improve a model. The objective of improving a system or cor-
recting its mistakes appears frequently in the literature, and is often posed
in terms of the needs of developers [42], 2T5] [158]. For example, Bhatt et al.
[32] describe how internal members of organizations try to use interpretability
techniques to uncover inconsistencies between the model’s logic and their in-
tuition or expectations, in order to guide further improvements. However, it is
critical to acknowledge that developers are not the only stakeholder group to

which this need applies. For instance, Tonekaboni et al. [325] and Zarsky [358]
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(02)

(03)

both highlight the value of allowing a larger group of stakeholders, including
the general public, to provide feedback for improving systems. Indeed, theo-
ries from Participatory Action Research also hold that people on the ground
in a specific context are often much better suited to realize errors and devise
appropriate fixes, as opposed to developers for whom the errors typically have

no direct consequence [142].

Ensure compliance with standards or regulations. Auditing, or ensuring
that the development, deployment, and results of a certain system are compli-
ant with a particular set of standards (whether they are legal, ethical, safety,
or other) is already necessary in other areas such as finance or aerospace, and
is emerging as an important objective for ML systems as well. The introduc-
tion of the GDPR, for example, has established a set of legal standards that
automated systems must comply with. And it is not only external watchdog
agencies or governments that are interested in ensuring such compliance. In-
dividuals or groups within an organization may also have their own internal
standards they want to ensure are met — for example, Raji et al. [273] describe

the design of an internal auditing pipeline.

Understand how to incorporate the model’s output into downstream
actions. Several prior papers mention the need for guidance on whether and
how to incorporate model predictions into further actions— whether that in-
volves relating the model’s output to relevant and actionable decisions, or un-
derstanding how much weight to place on the model’s prediction [166], 325,
42, 132, 215]. This objective emerged as important for a number of different
types of stakeholders, such as doctors using a diagnostic aid [166], 325], people

applying for health insurance that involves automated screening [32], or for
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(04)

(05)

(06)

those subjected to automated decisions more generally [332].

Justify or explain actions influenced by a model’s output. Through
interviews with Intensive Care Unit and Emergency Department clinicians,
Tonekaboni et al. [325] describe clinicians’ desire to justify decisions influenced
by a model’s output to patients or colleagues. Similarly, by interviewing the
head of Al at a bank using automated credit evaluations, Hong et al. [166]
identify the need to justify to customers decisions that were influenced by the
model. In addition to the immediate stakeholders acting on the model output
(executors according to Tomsett et al. [323]), this goal can also stem from
people about whom a decision was made (decision subjects). For example,
Zarsky [358] frames the need to provide someone with an explanation of a
decision or action that affects them as one that is necessary in order to respect

their autonomy:.

Understand how one’s data is being used. Zarsky [358] grounds this
objective in the theoretical premise of information privacy rights, framing it
as an extension of individual autonomy. The need to have control over one’s
personal data has also been broadly accepted in European data protection law.
Hildebrandt [I59] makes a further argument that people should understand not
only what data about them is being utilized, but the potential consequences of
this usage as well. And Buneman et al. [45] distinguish between different types
of data provenance users may be interested in. Clearly, given the prevalence of

data mining, this objective is relevant to a wide range of stakeholders.

Learn about a domain. Through interview studies, both Hong et al. [166]

and Liao et al. [215] describe how stakeholders across different domains use
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(07)

interpretability to generate new hypotheses or insights about a domain. For
example, one participant aimed to use a model predicting surgeons’ future
performances as a tool to better understand what factors drive good perfor-
mance, rather than using it as a predictive system. Hohman et al. [163] fo-
cus specifically on data scientists, describing how interpretability helped them
find “valuable nuggets of information” in the data. Similarly, Doshi-Velez and
Kim [98] identify the use of interpretability to advance scientific understand-
ing. Indeed, there is a growing subfield of machine learning investigating how

interpretability mechanisms can aid in scientific discovery [1].

Contest a decision made based on the model’s output. Citron and
Pasquale [69] posit that the right to challenge a decision affecting oneself should
be ensured under due process, and Doshi-Velez et al. [L00] draw a comparison
to the legal system, where mechanisms for redress serve as a powerful form
of accountability. Wachter et al. [332] also notes that the right to contest an
automated decision is provided in Article 22(3) of the European General Data
Protect Regulation (GDPR). An individual affected by an algorithmic system
may not be the only one who wishes to contest it, either. We can imagine that
external stakeholders like lawyers, judges, or activists may also be interested in

pushing back against model outputs that seem incorrect, arbitrary, or unfair.

The third and final level of our typology identifies the specific tasks a stakeholder

can perform to achieve the goals described above. We break tasks out as a separate

level of the typology to make clear that tasks do not map to objectives in a one-

to-one fashion; rather, the same task may be used to accomplish several different

objectives. For instance, detecting discrimination or other undesirable behavior in

a model’s prediction is likely to be a necessary task for both contesting a decision
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(O7) but also for understanding whether or how to incorporate model output in
downstream actions (O3). Although the task is shared across these objectives, the
specific type of discriminatory behavior a stakeholder may wish to detect, and the
manner in which is it exposed and communicated, may differ based on the domain,
the higher-level objective, and the stakeholder’s knowledge. Here, we describe several
such underlying tasks that we found to recur in the literature and give examples of
how they can be relevant for multiple objectives. As with objectives, we expect this

level of the typology to grow as ML continues to be deployed in new situations.

(T1) Assess reliability of a given prediction. Understanding the reliability of a
given prediction is important for deciding how (or whether) to incorporate the
model’s output into further actions (O3), to prevent harmful outcomes or over-
reliance [362, [47]. Similarly, the ability to assess a given prediction and show,
for example, that it may not have been reliable, is likely to provide important

evidence for contesting a decision (O7).

(T2) Detect mistaken, discriminatory, or arbitrary behavior. The ability
to detect discrimination or other unwanted logic codified in a model is con-
sidered a crucial tool for being able to contest an automated decision (O7)
[100]. Similarly, ensuring that predictions are not being made arbitrarily is
likely necessary to ensure compliance with ethical or legal standards (O2). In
other cases, detecting incorrect reasoning was a way to guide model debugging
and elucidate areas for improvement (O1) [55]. Some papers also frame this
task as its converse, i.e., verifying that predictions are sensible and /or fair (by

some definition) [281].

(T3) Understand the extent of the information the model is using. Under-

standing details and extent of features used emerged as important for explaining
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(T4)

(T5)

actions influenced by the model (O4). Tonekaboni et al. [325], for example, de-
scribe how doctors felt that understanding the clinically relevant model features
that were used was critical to first rationalizing the predictions to themselves,
and then explaining them to patients. Depending on the context, recogniz-

PR3

ing higher-level groups of features (e.g., “demographic information,” “patient
medical history”) may be more understandable and feasible than individual
features. We can also imagine that developing this understanding will also be
an important way for stakeholders to identify what aspects of their personal

data are being incorporated into a specific system (O5) [159].

Understand the influence of different factors on the model’s output.
For stakeholders who are interested in generating new insights about a domain
(06), understanding how different factors influence the output is key. Roscher
et al. [284] provide several examples of deriving scientific or medical insights
by investigating the impact of scientifically-meaningful factors on predictive
outcomes. This task is also important for ensuring compliance with particular
standards or regulations (O2), which may detail when/how it is acceptable to
use certain features. Unlike T3, this task might not provide a comprehensive
view of the features used since it is more focused on the ways that the most

salient features influence the output.

Understand model strengths and limitations. Understanding the model’s
overall potential weaknesses is critical for understanding how to incorporate its
output into further actions (O3). For example, Cai et al. [55] describe how
doctors consistently wanted to know the proposed Al tool’s specific limitations
so that they could anticipate and account for them during decision-making.

Understanding areas of weakness is likely to also be useful for debugging and
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improving the model (O1), e.g., by guiding additional data collection or train-

ing.

Note that specific implementations (e.g., counterfactual explanations [332]) are
not included at the task-level; rather, they are used to implement a particular task.
For example, counterfactual explanations might be one way to implement the task
“detect discriminatory behavior” (T2), and might be more or less appropriate depend-
ing on the stakeholder’s knowledge, their overarching objective, and the surrounding
context. Section 3.4.3 (Generative Power) further discusses the implications our
framework might have on choosing particular methods.

While several prior literature surveys have sought to collate and organize a list
of interpretability needs, our framework makes some key advances to provide a more
nuanced understanding these needs. First, where prior surveys focus primarily on
computer science subdisciplines [164, 235] [117], our framework incorporates these
insights and extends them by looking to the legal literature [332], 159, 358 [69] and
research on participatory action and design [142], [304]. As a result, our framework
is able to surface objectives such as “contesting a decision” (O7) or “understanding
how one’s data is being used” (O5) that prior surveys did not identify.

Second, and more importantly, where prior approaches define interpretability
needs as a function of stakeholder expertise or role, our framework defines these
needs as an independent component of the problem space. As a result, and as the
examples above illustrate, our framework helps reveal that interpretability needs can
cut across several different stakeholders. For instance, model debugging (O1) is one
of the most frequently identified interpretability goals; but, prior work has primarily
categorized it as a need machine learning experts (or model builders and developers)

have. In contrast, our framework identifies that although certain stakeholders may
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not have much formal or instrumental machine learning knowledge, their personal
knowledge may be crucial for identifying or fixing model errors. Similarly, while it
may have previously been tempting to think that contesting a decision (O7) is a
need primarily expressed by decision subjects, our framework highlights that other
stakeholders (including lawyers, judges, and activists) may wish to do so as well to
affect systematic change.

Finally, in contrast to the uniform treatment of prior interpretability surveys, our
framework provides new levels of abstraction for discussing interpretability needs. In
doing so, we can distinguish that these needs form a hierarchy: immediate tasks help
stakeholders accomplish short-term objectives which, over time, achieve long-term
goals. As with other multi-level typologies [41], this structure surfaces the compo-
sitionality latent in this space. For instance, as described above, there is a many-
to-many relationship between goals, objectives, and tasks: one task may apply to
several objectives; many tasks may be required to accomplish a single objective; and,
together, they are all necessary to achieve goals. Similarly, our three-level sequence
allows for describing interpretability needs as sequences of action. For example, to
improve a model (O1), a stakeholder may wish to understand its strengths and lim-
itations (T5) by repeatedly assessing the reliability of individual predictions (T1).
Or, a stakeholder’s trust in the model (G2) may increase or decrease as a result of
better understanding how it works (G1).

While we do not ascribe objectives to specific roles or expertise levels as in prior
work, we note that they nevertheless exhibit a latent temporal structure—for ex-
ample, the need to understand how a model’s output should be incorporated into a
decision (O3) occurs before someone wishing to contest that decision (O7). However,
formalizing this latent chronology is not straightforward since a given objective may

(re)occur at several different stages during the ML process. And, there is a risk of
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unintentionally recapitulating prior stakeholder categorizations as particular roles or
expertise may be implicitly associated with different stages of the ML process.

As a result, the chronology we settle on, shown in Figure[3-1] is more flexible and
refers to broad phases of the ML process. Rather than provide a precise ordering, it is
meant to lend some helpful structure to the many stakeholder objectives. We indicate
the phase(s) in which a particular objective typically occurs, and note that these
phases are likely to unfold iteratively. For example, the development and deployment
stages may be revisited after observing a system’s downstream impact. Furthermore,
many different stakeholders may be involved in each phase. For example, beyond
engineers with formal ML or data knowledge, downstream users with significant
personal knowledge may provide input to the development phase of a particular
system if they report bugs or provide feedback that is used to retrain the model.
We omit tasks from this chronology to preserve the many-to-many mapping between

objectives and tasks.

3.4 Evaluation & Example Applications of the Frame-

work

To assess the implications of our framework, we look to the three powers of interac-
tion models described by Beaudouin-Lafon [27]: the descriptive power, or how much
coverage the framework achieves over existing points in the problem space; the eval-
uative power, or how well the framework helps us compare two points in the problem
space; and, the generative power, or how the framework helps us envision new or
previously unexplored points in the problem space. In addition to an evaluation of

the framework, the evaluative and generative powers also serve as a demonstration
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of ways in which the framework can be used.

We find that our framework is able to describe over 50 existing papers on inter-
pretability, and further provides a more granular treatment of relevant stakeholders.
We then illustrate how our framework gives us a language with which to more care-
fully evaluate interpretability systems. Finally, we demonstrate how our framework
can be used to generate new combinations of personas and needs, how it may sug-
gest ways of designing future interpretability interfaces, and how it may be turned

inwards to facilitate a more reflexive design process.

3.4.1 Descriptive Power

We assess our framework’s descriptive power by using it to characterize the users
and goals described by existing work on interpretable ML. We collected papers using
a mix of explicit keyword searches in academic search engines and libraries (e.g.,
Google Scholar and arXiv), following the citation graph of collected entries, and by
compiling the bibliographies of previous literature surveys [164) [117]. Our final list
of papers span several research contribution types [209, B343] including frameworks
that define interpretability desiderata or key considerations (e.g., Tomsett et al.
[323], Arya et al. [12], Lipton [220]), evaluations of specific interpretability techniques
(e.g., Balog and Radlinski [17], Cheng et al. [67], Cai et al. [51]) and user/case studies
that provide insights into pertinent human factors in interpretability (e.g., Tonek-
aboni et al. [325], Hong et al. [166], Liao et al. [215]). We excluded any papers that
introduced novel interpretability techniques without discussing target users or user-
centric considerations (e.g., [361} [359]). Similarly, we excluded papers that included
only a passing reference to user characteristics (e.g., “interpretability is important

for doctors”) without explicitly discussing them. We aimed to collect a representa-

84



tive sample of current interpretability research directions, going beyond the papers
we used to initially develop the framework, and sought out references across differ-
ent applications, data domains, and computer science disciplines including machine
learning, data visualization, human-computer interaction, and scientific computing.

In total, we selected 58 papers, and each paper was coded by at least two authors
of this paper. Each coder used the framework to identify instances of stakeholder
knowledge types and contexts, as well as goals, objectives, and tasks. When the
coders disagreed on a designation for the entry, they discussed the conflicts until
there was agreement on the code. Where possible, we collected snippets of the papers
corresponding to a description or discussion of stakeholder knowledge or needs. The
outcome of this coding process, including snippetsﬂ is shown in Tables and .

We found that the vocabulary provided by our framework was able to describe
stakeholders and needs that appeared in prior work. All knowledge type-context
intersections and goal/objective/task categories appeared in more than one paper.
The most observed knowledge categories were ML-Instrumental (23 of 58 papers),
Data Domain-Formal (19/58), and Data Domain-Instrumental (17/58), which cap-
ture substantial technical expertise. The most observed objectives were justifying or
explain decisions influenced by model output (04, 21/58) and debugging and model
improvement (O1, 21/58). The most common tasks were understanding factors that
influence the model output (T4, 11/58) and detecting mistaken /arbitrary behavior
(T2, 8/58). We note, however, that there were some goals or objectives that arose
that we were not able to categorize given our current framework, such as persuading
the user [249,293]. We have chosen not to explicitly integrate this into the framework

because it was presented as a need imposed upon a stakeholder by, e.g., the company

!Quotations in the snippets may be paraphrased, and should be interpreted as describing a
common theme in cases where multiple references are grouped together.
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deploying a particular system, while the current needs we describe are driven by the
stakeholder themselves.

Beyond its comprehensiveness, the framework is often able to add an additional
layer of granularity. For example, whereas many papers describe people with various
types of milieu knowledge as “lay users,” we are able to recognize and tease apart
the different types of expertise they possess. In other cases, we are able to provide
consistency and draw similarities between concepts that were previously obscured —
for example, from looking at Table [3.3] we can see that there are many papers that
use different terminology to ultimately refer to the same goal.

In using our framework as a descriptive instrument, we found that users’ per-
sonal knowledge is often the most challenging to define because of the subtle ways it
interacts with its context. For example, personal knowledge in a particular domain
may cross over into the milieu in cases where a decision domain intersects with ev-
eryday functions in society, like finance (“loan applicants", who learn to interact with
banking ecosystems). At the same time, another decision subject such as a medi-
cal patient might acquire personal domain knowledge by learning about a medical
condition that affects them and relating that knowledge to their own symptoms and
experiences. Personal knowledge can be hard to observe by experimenters who are
evaluating and developing systems using traditional processes. However, we believe
developing methods for eliciting this knowledge is an under-explored opportunity for
human-centered design.

Our framework also helps reveal patterns of under- and over-representation of
certain stakeholders and needs in current interpretability research. For example, we
noticed a relative lack of interpretability methods specifically focused on objectives
such as understanding how one’s data is being used (O5) and contesting a decision

based on the model’s output (O7). The papers that did cover these areas were pri-
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knowledge-contexts goals objectives tasks
ML-Formal Gl: understanding OlI: debug or improve T1: assess prediction reliability
ML-Instrumental . .
© 02: compliance w/ regulations

ML-Personal P :
i T2: detect discrimination/mistake
03: understand how to incorporate output

Domain-Formal

Domain-Instrumental 04: justify actions based on output

G2: trust T3: understand features used

Domain-Personal 05: understand data usage

Milieu-Formal

06: learn about domain

~ T4: understand influence of features
Milieu-Instrumental

” 07: contest decision
Milieu-Personal

knowledge code undetermined goal code undetermined obj. code undetermined T5: understand model strengths/limitations

Figure 3-2: A state of an interactive figure that visualizes the results of the anal-
ysis of our framework’s descriptive power (available at vis.csail.mit.edu/pubs/
beyond-expertise-roles/framework-connections). We see how the two halves of
the framework (knowledge-contexts and goals-objectives-tasks) provide a more gran-
ular and composable vocabulary with which to describe 58 papers from the literature
on ML interpretability. Light grey links represent the set of all papers, and connect
codes that appear together. The width of the link corresponds to the number of
papers it represents. We use "code undetermined" to indicate cases where we were
not able to code a particular category (e.g., if a paper did not explicitly specify a
knowledge-context). In the interactive figure, hovering over a code selects all papers
that contain the code, and highlights links to visualize the co-occurrence of other
codes (e.g., "O2" shown here).

marily justifying these needs from a legal perspective, rather than describing systems
or methods to help meet them. Similarly, while users with formal ML and data do-
main knowledge are mentioned frequently, there is significantly less attention paid to
those with formal knowledge in the milieu. These stakeholders, however, are likely
to have a deep understanding of the broader sociotechnical context in which systems
are deployed. Our framework gives us the vocabulary to consciously recognize these

gaps, and subsequently, work towards filling them.

Figure [3-2| uses a parallel coordinates display to summarize the framework’s de-
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scriptive power, and connect its two halves. Axes correspond to the four components
of the framework (knowledge-contexts, goals, objectives, and tasks) and nodes corre-
spond to individual codes used during our qualitative process. Lines connect nodes
to represent papers which contain these codes, with line width encoding the number
of papers. In the interactive version of the figure (available at vis.csail.mit.edu/pubs/
beyond-expertise-roles/framework-connections), hovering over specific nodes selects
all papers that contain the code, and highlights links to visualize the co-occurrence
of other codes. In doing so, the figure demonstrates the composable, many-to-many

nature of our framework.

3.4.2 FEvaluative Power

Our framework’s evaluative power comes from it’s ability to help design more ecologi-
cally valid and appropriately-scoped evaluations of interpretability systems/methods.

Similar to prior work [98], we noticed three methods that are primarily used
to evaluate interpretability techniques when coding the interpretability literature.
The most popular approach does not involve human evaluation. Instead, example
outputs generated by the technique are used to illustrate its performance [138 359,
106, [65], 361, 122] 217] and capabilities including how expressive the technique is [253,
254]. The next-most frequent style of evaluation are user studies conducted with
proxy stakeholders (e.g., sourced from Amazon Mechanical Turk or a similar online
platform) and/or proxy tasks (e.g., guessing a model’s outcome) [268], 67, 511, 205, 356,
218, 97]. Recent work, however, has demonstrated the fallibility of using proxies—
as Buginca et al. [49] describe, proxies induce a different style of cognition, forcing
participants to explicitly attend to explanations and the AI rather than implicitly

incorporating them as part of the overall process.
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The current gold standard evaluative methodologies are application-grounded
studies [98] in which domain experts engage with real-world tasks that include inter-
pretable ML. For example, Bussone et al. [47], Wang et al. [334], and Lundberg et al.
[223] evaluate interpretability methods by asking healthcare professionals to engage
in hypothetical diagnostic scenarios. Although these studies often elicit rich and
relevant feedback about a system’s real-world implications, they remain relatively
rarely used. We posit that this lack of adoption is due, in part, to the difficulty of
designing such studies —there is little principled guidance on how to recruit partici-
pants, particularly when the real-world situation requires specific types of expertise.
Moreover, when comparing interpretability techniques, it can be difficult to design
a task that is equitable for the various conditions. And, even when studies are suc-
cessfully conducted, it can be difficult to understand how the results generalize or
inform future work.

We believe our framework’s vocabulary begins to make addressing these issues
more tractable. In particular, stakeholder knowledge and context offers a more pre-
cise way of defining the participant pool, including identifying vectors along which
it may be acceptable to introduce proxying. For instance, consider an ML-enabled
clinical diagnosis; if it were difficult to recruit a sufficient number of doctors to partic-
ipate in the study, our framework suggests that residents or medical students might
also be viable participants because of their shared formal data domain knowledge
(medicine). Similarly, consider evaluating explanations for loan applications; our
framework helps identify that a study may not be ecologically valid if participants
do not draw from similar pools of personal knowledge of the milieu.

Finally, our three-level typology of goals, objectives, and tasks provides a struc-
ture to operationalize comparative studies. For example, to evaluate the relative

effectiveness of similar interpretability techniques (e.g., the plethora of saliency and
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attribution methods) in a human-centric manner, our framework’s tasks may be the
appropriate level of abstraction to target — they describe operations that can be per-
formed directly and measured through quantitative and qualitative means, and are
thus conducive for A/B testing style experiments. On the other hand, for larger-
scale interpretability systems, it may be more appropriate to target objectives as the
specific sequence of operations a participant performs will likely vary significantly
between conditions; thus, results will likely be generated qualitatively, through ob-

servation and conversation.

3.4.3 Generative Power

Finally, we operationalize our framework to imagine either novel futures or futures
underexplored by the existing work.

Generating new personas. Where prior literature has treated “non-experts”
(i.e., stakeholders without expertise in either machine learning or the data domain)
as a single, homogeneous group, and has designed for them as such, our framework
makes explicit how heterogenous this group may be. By introducing the context of
the general milieu, and considering how instrumental and personal knowledge may
manifest in it, we can generate new stakeholder personas and imagine the implica-
tions on interpretability design. For instance, consider everyday people who have
some familiarity or exposure to coding, or have tinkered with the Maker movement;
we might describe them as having developed mental models for “computational think-
ing,” or instrumental knowledge in the milieu under our framework. As a result of
this knowledge, perhaps they would be more amenable to interpretability interfaces
that promoted interactive question-answering by manipulating inputs. Similarly,

consider someone who has been closely following mainstream media reporting on the

90



propensity of social media recommendation algorithms to radicalize individuals —
our framework would describe them as having rich personal knowledge in the milieu.
Perhaps as a result of this knowledge, this person would be initially suspicious of
an ML model. In this case, instead of starting with a tabula rasa, perhaps an in-
terpretability interface would be initialized with summaries of the model’s strengths
and weaknesses (akin to a model card [232]).

Generating new persona-need combinations. Deriving needs from defini-
tions of stakeholders has led to a relatively rigid set of interpretability needs that are
recognized. But, by decoupling needs from stakeholder attributes, our framework
allows for a much richer intersection of concerns than prior approaches. For exam-
ple, consider the objective of debugging or improving a model (O1) — prior work has
typically viewed this as a need faced by ML experts, and debugging tools are thus
built to primarily serve them. Under our framework, we might describe these prior
target users as having formal or instrumental ML knowledge; but our framework
also exposes other stakeholders who might wish to address this objective as well:
people with personal knowledge in the data domain or milieu. Indeed, this aligns
with theories of personal and formal knowledge in Participatory Action Research.
As Greenwood and Levin say, “/p[recisely because local stakeholders take action in
their own environments, the consequences of errors are both significant to them and
often rapidly apparent” [142]. In contrast, researchers with more formal knowledge
may “rarely know whether they are right or not, as their findings seldom are acted
upon and the practical results from their research rarely have direct consequences for
them.” Feminist standpoint theory [I50] would further posit that what is even con-
sidered an “error” or harmful might differ depending on the stakeholder’s personal
knowledge.

Generating new designs. One might initially consider our framework to be
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silent on how to design for particular stakeholders—for instance, it does not ex-
plicitly prescribe when to use local explanations [278|, saliency maps, or feature
visualization [253, 254]. However, our more granular definitions of expertise allows
us to adapt theories of knowledge development from cognitive science and peda-
gogy. In particular, the cognitive science literature describes a process of “chunking”,
where people organize and think about information in terms of high-level concepts
(or “chunks”) that develop through experience, familiarity, and with increased knowl-
edge [230, 244], [6]. Similarly, the literature on expertise offers several models of de-
cision making that posit two modes: analytic or deliberative thinking that is based
in formal or instrumental knowledge, and intuitive thinking that is based on infor-
mal or personal knowledge. Thus, when designing interfaces for ML interpretabil-
ity, designers could begin by first eliciting and characterizing the knowledge their
stakeholders have, and the associated cognitive chunks and/or modes of thinking.
Standardized instruments —such as the Preference for Intuition and Deliberation
(PID) scale [30] —could also be used. These results could then inform what fea-
tures are used in an explanation (e.g., raw features or higher level combinations of
features that align more with the stakeholder’s cognitive chunks) or what types of
explanations are given (e.g., more intuitive example-based explanations versus more
analytical or mechanistic explanations). Prior work by Wang et al. [334] provides
further guidance on how particular types of explanations can be more/less suited to
different modes of reasoning.

Situating stakeholders’ knowledge and goals within broader societal power dy-
namics can also help inform what sorts of interpretability methods do or do not
work towards subverting existing hierarchies. Indeed, the literature on expertise from
which we derive our framework inextricably links types of knowledge with issues of

power. In particular, as Fleck notes, “the view of knowledge as being disinterested
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or value neutral is idealistic” and “the possession of formal knowledge confers sta-
tus and consequently a measure of power or influence within organizations” [121].
Interpretability can play a key role here, addressing the “pathology of beneficence”
that Yielder describes [354] —where experts have a tendency to make decisions for
people rather than allowing them to decide for themselves—and reducing the abil-
ity of experts to merely “rent” out their knowledge [202]. However, this work must
be conducted carefully for, as Thatcher et al. [320] observes, “/t/he very obscurity
of transformation from individual data point to commodified, aggregate big data also
masks the asymmetrical power relations between users of technology and the almost
exclusively corporate entities which algorithmically collect, link, and analyze the data
points of many users.” Take the example of a mortgage applicant living in a redlined
neighborhood, who wishes to contest the ML-based decision to reject their applica-
tion. Their relative lack of power in this situation may be further compounded if
they have little formal ML or data domain knowledge. We can begin to see, then,
that interpretability methods that put the onus on the individual to change things
about themselves in order to receive a better outcome (e.g., “Had your income been
$3000 higher, you would have received the loan”) help uphold, rather than subvert,
existing hierarchies. Interpretability methods that instead shift their gaze upwards
and focus on alerting affected stakeholders to potentially discriminatory or arbitrary
behaviors by the algorithm might provide much stronger evidence to fight against
the reigning power differentials [20)].

Generating a more reflexive design process. The scope of interpretable ML
should not be imagined by researchers or engineers alone — building interpretability
systems that challenge power hinge on the involvement of stakeholders with different
goals and knowledge. Indeed, people with formal knowledge (e.g., interpretability

researchers, developers and designers, and the institutions within which they work)
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are often precisely the ones in positions of power over those with more personal
knowledge (often those most directly affected by algorithmic systems). The concept
of interest convergence, which stems from critical race theory, holds that those in
power tend to support goals that serve their own interests [252]. In other words,
without actively involving stakeholders whose interests are in opposition to exist-
ing power structures, and considering their input crucial, resultant interpretability
systems will fit the standards and needs of those in power — for example, executives
with a vested interest in maintaining the status quo, or engineers and researchers who
might communicate about model decisions in a way that is not understandable to
people without formal ML knowledge. Involving stakeholders with different interests
first requires reflexivity, or explicitly acknowledging what our own backgrounds and
interests are. However, doing so in the abstract can be difficult. While our frame-
work was primarily designed to describe the external stakeholders of interpretable
ML, we believe it can also be turned to focus internally on the participants of the
interpretability design process. By using it to describe our knowledge and goals,
we can more clearly recognize gaps in our own knowledge and, thus, the additional

people we must deliberately include.

3.5 Limitations and Future Work

In this chapter, we present a framework to characterize the stakeholders of inter-
pretable ML, and their needs. Our framework depicts stakeholder expertise as a
two-dimensional space that describes the knowledge they possess (formal, instrumen-
tal, and personal knowledge), and the contexts in which this knowledge manifests
(ML, the data domain, and the milieu). Our framework also details stakeholder needs

as a three-level typology of long-term goals (understanding the model, and building
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trust in it), shorter-term objectives that build towards these goals (e.g., debugging
a model, or contesting a decision), and finally immediate tasks that stakeholders
can perform to meet their objectives (e.g., assess prediction reliability, and detect
mistakes). In evaluating our framework, we find that it suitably covers a sample
of 58 papers on ML interpretability, and its granular structure reveals gaps in the
literature. Moreover, while speculative, we believe the framework offers the neces-
sary vocabulary to assist in more precisely comparing and conducting user-focused
evaluations of interpretability systems. Finally, we find that the framework offers
a richer intersection of stakeholder expertise and needs than prior approaches, and
that it can be turned inward to facilitate a more reflexive design process.

Our framework takes the next step in better defining who the users of inter-
pretable ML are, and its limitations point to promising opportunities for future
work. In particular, we do not consider our framework to be an exhaustive descrip-
tion of the problem space, but rather a “living” artifact that will grow and adapt
as interpretability matures as a research field. For example, we expect new goals,
objectives, and tasks to be added to the framework as ML is deployed more deeply
in existing domains, and as it reaches new domains. Indeed, when coding the inter-
pretability literature, we found occasional instances of needs that do not precisely
fit into our current framework (e.g., persuasion, adoption). But, more evidence is
needed to determine at what level of the typology these needs fit, and whether they
are specific instances of a more general or fundamental need.

Similarly, while our framework begins to decompose expertise into knowledge
and contexts, the models we base it on provide even more granularity. For example,
Fleck [121] names several additional types of knowledge including informal knowl-
edge, contingent knowledge, tacit knowledge, and meta-knowledge; and Eraut [112]

identifies cultural and tacit knowledge, and the degree to which either have or have

95



not been codified. Under our framework, these different types all lie within personal
knowledge since we did not find sufficient evidence in the interpretability literature to
warrant the additional granularity. The milieu context is similarly broad — covering
physical, social, and cultural contexts in the literature. As additional work on in-
terpretable ML is conducted, these two broad categories may come under the same
pressure we initially identified with prior expertise- and role-based approaches: they
may begin to conflate otherwise independent concerns. By identifying recurring in-
stances of these tensions, we can begin to disentangle them and enumerate other
knowledge types and contexts that are meaningful for interpretability.

Finally, our framework’s model of expertise is grounded only in epistemology, but
the literature on expertise also frames expertise as constructed rhetorically. As Jo-
hanna Hartelius describes, “la/ speaker is only able to exercise expertise and enjoy ex-
pert status to the extent that she can persuade an audience to grant such things” [153].
Rhetoric undoubtedly plays an important role in interpretability, and we can see ev-
idence for this in the adjacent domain of data visualization [75]. Researchers have
argued that the clean, minimalist aesthetic of modern visualizations lends them an
air of authority and certainty [I82] that contributes to their “persuasive and seduc-
tive rhetorical force” [105]. Through close readings of visualizations, researchers have
shown how citing sources and representing uncertainty can signal transparency and
impartiality [I70], and with empirical studies, researchers have demonstrated that
even seemingly-innocuous elements like titles can frame or slant reading visualiza-
tions [194] and impact trust or recall [I95]. How to adapt and replicate these findings
for interpretability is a fertile ground for future work, and interpretability poses its
own unique considerations. In particular, unlike visualizations, the rhetorical per-
formance of an interpretability interface may sometimes be shared with or mediated

by a human (e.g., an “operator” [323] or through reports [166], respectively).

96



Table 3.2: Knowledge types and contexts for interpretability stakeholders, with examples
identified in our literature survey. We found a range of expertise and backgrounds under
our framework, highlighting information that might be lost if XAI designers only consider
a small set of roles like “ML expert" and “non-expert", as we have widely observed in past

work.

Context

Knowledge

Formal

Instrumental

Personal

ML

Data Domain

Milieu

model developers [303], computer science
students [339], machine learning scientists
and researchers [235] [23T] [281], model
builders/engineers [37, 284} [32 [274] [323]
[353] [117], model analyst [I86], general
(15/58)

biologists [303], robotics [32I], scien-
tists [284], doctors [55} 3, [3009)
“enrolled in law school" [207],

, agronomic engineers [37], regula-
tors [32], HR managers who produce expert
estimates [326], energy data operators [31],
“business logic" [323], game theorists [337],

general [I8]
(19/58)

students studying information policy [339],
ethicists [274], bodies like institutional re-
view boards or ethics committees [330], “un-
derstanding requirements arising from social
contexts other than just from usability or hu-
man cognitive psychology"

(4/58)

model users [303], data scientists/ML prac-
titioners [I79) [12] [339], autonomous robot
developers [321], data scientists [32]
[Bl 42], “medical experts’ increasing famil-
iarity with [computer-aided diagnosis] sys-
tems" [55], “domain experts who use ma-
chine learning for analysis" [235] [117], [325],
practitioners [357] [215], optimization exper-
tise [37], students with some ML famil-
iarity [49], greater machine learning com-
munity [134], developers/implementers [274]

[323) (293, (135, [337]
(23/58)

“model novices" interested in applying ML
to specific domains [303], “deep knowledge
of the circumstances for employee reten-
tion" [12], sign-language learners [261], do-
main knowledge to verify ML results quali-
tatively [202], “only specialists in part of the
underlying process" [37], internal financial
auditors [273], clinicians [55] [325],
“increasingly adopt ML for optimizing and
producing scientific outcomes" [284], opera-
tors [323] [356], peer grading in online educa-

tion m, general m 166,
(17/58)

“community hospital small groups, to aca-
demic medical centers" [55], “use AI prod-
ucts in daily life" [235], UX/design prac-

titioners [2I5l [353], data subject [274]
[323], product managers [166], examin-
ers/auditors [323], departments adopting

decision-support technologies [325], use of AT
in government and industry
(10/58)

“intuition of how the network looks" [357],
“IML] researchers’ intuition of what consti-
tutes a ’good’ explanation" [231]

(2/58)

“without accurate mental models, social fac-
tors can rationalize suspicious observations
[about explanations]" [I79], “how well the
system’s conceptual model fits their men-
tal model" [68], mental models of the sys-
tem to generalize the AI behavior [231]
[356], patient/client/decision subject [323]
330}, 337, [281]], “hold preconception
of what constitutes useful explanations for
decisions" [2I5], “prognosticating their pa-
tient’s condition in their personal experi-

ence" [325]
(12/58)

loan applicant [12} [327], “different cultural,
demographic or phenotypic groups" [273],
recommender system users [363] [196], “ac-
tors bring their own points of view and own
priorities" [344], “people employ certain bi-
ases and social expectations" [231], “antici-
pating the situated, user-encountered capa-
bility of Al is difficult" [353], familiarity with
privacy and personal data issues [I17], indi-
vidual fatigue and workflow issues in heath-

care [325], general [326] [293] [19]

(13/58)
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Table 3.3: Goals, objectives, and tasks for interpretability stakeholders.

Our literature

survey identified instances of theoretical and systems work that discuss or address these

needs.

Stakeholder Need

References

G1: Understanding the model

“machine models" [234]1[339], “understand the agent’s behavior and responses enough to participate in the mixed-initiative execution
process" [I35], “to attain scientific outcomes with ML one wants an understanding" [284], “understand the ‘algorithmic decision

model’" [67], general [55][18][134][85][337198]151[356][42] 2491 [51] (16/58)

G2: building trust in the
model

build appropriate trust [[9]1/49], mechanistic interpretation needed for trust building [330],
3], ensure that ML models reflect appropriate values general [20712351[50][1341[231]1
(323118512151 12201 [135] [51 [3561 [(17] 117 [3251 (421 [671 2491 [51] (26/58)

O1: Debug or improve a model

model refinement [303] [I86], help data experts to tune ML parameters for the data [235][357] [309], “identify issues with a model
i imi [164] [337] [249] [287] [292] [321] [339], improve an aspect or part of a system [I117],
34] [32] 2741 [7] 2151 [281] (21/58)

general [6

O2: Ensure compliance with
standards or regulations

adherence to standards and laws like GDPR and “right to explanation" [273][134][7] [98][117] [28T1] [287], forensics [323], justify
clinical validation of ML in medical studies [330], facilitate monitoring for safety standards [337], general [303][42][284] [32] [220] 274]
(17/58)

0O383: Understand how to
incorporate the model’s output
into downstream actions

learn “factors that could be changed to improve their profile for possible approval in the future" [I2], learn how to correct actions based
on model feedback [261], apply own domain-related decision-making using the XAI or not [49], make better or faster decisions [249],
understand impact of prediction on other system components m, understand how to get a desired outcome [3

consequences [281], understand errors for safety-oriented task , directing use in patient or medical work practice

general [326][17] (13/58)

O4: Justify or explain actions
influenced by a model’s
output.

justify the user’s decision-making [303][12][325], reason about data outputs [179], explaining ﬁndings to collaborators [37], “enables the

user to consider contrastive explanations... why one decision was made instead of another" )], explain causes of an event

337115,
recommend treatment options to patient [323], “justify the result" [71[491[3631[51], general @mmm@@ (21/58)

O5: Understand how one’s
data is being used

“disclose what user data is being used in algorithmic decision-making" [235], know how one’s data is being used to make decisions
about others [323], understand why certain user data is collected [363], general [12][68][220] (6/58)

O6: Learn about a domain

learn about sign language and how to use it correctly [261], learning about ML [357], explanation “as a vehicle to generate insights
about the phenomena described by the data" [166][220], learn how to solve a task [203], learn game strategy (Go) [287], learn new
facts/gain knowledge [71[9 , learn design strategies [31] (10/58)

O7: Contest a decision made
based on the model’s output

“when I see things I don’t completely agree with" [55], “present an incontestable subset of reasons to the bank employee" contest

a discriminatory decision [327], general [344][3231[220][337] (7/58)

T1: Assess reliability of a
given prediction

identify and explain an outlier [37], increase or decrease trust in the model based on observed accuracy, relative or not to one’s own
performance [19][356], “to ensure the scientific value of the outcome" [284], assess the AI's judgment [215] (5/58)

T2: Detect mistaken,
discriminatory, or arbitrary
behavior.

“anticipate ethics-related failures before launch" [273], bias or mistake detection [344][28T]
in input data [85], find unknown vulnerabilities and flaws [7][98] (8/58)

2491 287], understand skewness and biases

T3: Understand the extent of
the information the model is
using

data entanglement [273], be informed when the ML is not suitable for particular systems [284], understand “what the system was
sensing to make its inferences" [326][135][67][363] (6/58)

T4: Understand the influence
of different factors on the
model’s output.

explore counterfactuals and how changes to data points affect predictions , understand model prediction mechamsms
“factors influencing their individual decision" -Ej] , “inspect how output changes with instance changes" m , “how dn t in
feature distributions would impact model outcomes" [32], “dld the factor 'race’ influence the outcome of the system" m “feedforward
can help people understand and predict what is going to happen" [5] (11/58)

T5: Understand model
strengths and limitations

understand model error from predictions [I8], know when to trust the prediction or be skeptical [I9]1[166], understand limitations [215],
“clarity around why the model under-performs” [325] (5/58)
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Chapter 4

Applying Participatory Methods
throughout the ML Lifecycle

This chapter considers the case where we are able to shape the development process
for a new system from the start. We ask how, recognizing the many development
decisions throughout the ML lifecycle (i.e., as described in Chapter , how could we
proactively design each step to be suited to specific downstream contexts and stake-
holders? We address this question through an in-depth case study of co-designing
datasets and machine learning models to support the efforts of activists who collect
and monitor data about feminicide — gender-related killings of women and girls.
We use intersectional feminist goals and participatory design as a guide to shape
each development choice described in Chapter [2], from problem conceptualization to
data collection to model evaluation, and highlight several resulting methodological

contributions.
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4.1 Introduction

Work in data ethics or AI/ML fairness often focuses on “mitigating bias” in harmful
systems, building “fair” or “transparent” algorithms, or performing retroactive audits.
While these developments are important, they typically locate the source of injustice
in individual people or specific technical systems, and solutions that emerge often

take the form of “technological Band-Aids” [95], p. 60].

Alternate framings of data and algorithms are emerging that are rooted in con-
siderations of power and justice |87, 88| 05 28] 246], 44]. These trace the root cause
of “biased” systems not to individual programmers or design decisions, but rather,
to the deeper structural inequalities in which data-driven systems are embedded.
Inspired by this framing, and with a feminist lens, we ask the question posed by
D’Ignazio and Klein in Data Feminism: “why should we settle for retroactive audits
of potentially flawed systems if we can design with a goal of co-liberation from the

start?” [95], p. 63]

However, to our knowledge, there are not yet examples of how to apply feminist
and participatory methodologies throughout the entire machine learning (ML) life
cycle, to conceptualize and design ML tools that center and aim to challenge power
inequalities. We target this more prospective goal through a concrete case study that
asks how digital, data-driven tools can support the efforts of activists who collect
and monitor data on the topic of feminicide (or femicide) — broadly understood as
gender-related killings of women and girls. Many of these activist organizations use
news articles to find and record instances of feminicide in their region. This process
typically relies on using search queries that return a large fraction of irrelevant results,
adding to the arduous labor of monitoring this kind of violence [96]. Through co-

design sessions with groups, we conceptualized, built, and deployed an ML-based
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system to deliver more relevant media results to activists on a regular basis, thus
helping to facilitate their monitoring work.

In our initial pilot of the system, we found that it worked well for groups that
broadly monitored all feminicides in a given region. However, the results were con-
sistently not relevant for groups who focused on specific, racialized forms of fem-
inicide (e.g., Black women in the US killed by police). In this chapter, we focus
on our subsequent efforts to perform iterative data collection, modeling and evalu-
ation steps to build out context-specific models for two organizations that monitor
gender-related killing as it intersects with white supremacy, state violence and colo-
nialism. Throughout this process, we take an explicitly feminist approach, both in
our overaching process—which we strive to make iterative, reflexive, contextual, and
participatory—as well as the technology we build. In particular, we draw on four
principles of data feminism that are most salient to our work: challenge power, em-
brace pluralism, consider context, and rethink binaries and hierarchies. We describe
how these goals shaped each stage of our approach, from problem conceptualization
to data collection to model evaluation.

We highlight several methodological contributions, including 1) a data collection
process in which we iteratively identify and incorporate context-specific examples
that target model weaknesses, 2) annotation and modeling methods that incorporate
sociohistorical context and explicitly focus on intersectional identities, and 3) a three-
stage evaluation process —with quantitative, qualitative and participatory steps—
focused on real-world, context-specific usefulness.

At the same time, we acknowledge the ongoing tensions we grappled with, and
areas where our tools currently fall short. In doing so, our contribution is two-fold:
we describe our approach to this specific case study in detail, but also aim to provide

inspiration for how to mobilize intersectional feminist values in technology more
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generally. We conclude with the idea that intersectional feminist and participatory
ML is possible, but that the creators of such systems should consider themselves in
the humble and bounded role of supporting and sustaining activist efforts to shift

power.

4.2 Background and Related Work

4.2.1 Power, Oppression, and Intersectional Feminism

Our work builds on intersectional feminist thought, and stems from the acknowl-
edgement that power is not equally distributed in the world. By power, we refer to
configurations of structural privilege, in which certain groups experience unearned
advantages —i.e., because they control the dominant institutions of law, education
and culture [95] [73] p. 24]. Systems of oppression arise because of the unequal distri-
bution of power, and involve the systematic mistreatment of certain groups of people
by others. There are many dominant and marginalized identities in society, and
forms of oppression manifest differently across them. For example, gender oppres-
sion takes the form of cissexism, heterosexism and patriarchy, while racial oppression
manifests in racism and white supremacy. Other forms of oppression include ableism,
colonialism and classism.

These various dimensions of disempowerment converge in complex and unique
ways for groups and individuals [79]. The concept of intersectionality provides a
contrast to single-axis or additive views of how discrimination manifests. Intersec-
tional feminism is grounded in a long history of Black feminist thought stretching
back to at least the mid-1800s [245] and into the present day [72], and conceptu-

alized in particular by Kimberlé Crenshaw [78] and the Combahee River Collective
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[70]. Intersectionality comprises an analytical framework based on the premise that
different systems of power are interdependent, “mutually constructing one another”
and producing complex social inequalities that fundamentally shape both individual

and group experiences |72, p. 16].

An intersectional view situates all systems of oppression as interlocking axes that
construct what Patricia Hill Collins names the matriz of domination [73]. The matrix
of domination describes four interrelated domains that operate at different scales of
granularity, from interpersonal to institutional, shaping society and human actions.
These include the structural domain, where oppression is organized and codified in
law and policy; the disciplinary domain, where it is enforced through bureaucracy and
hierarchy; the hegemonic domain, in which oppressive ideas are circulated through
culture and media; and the interpersonal domain, which captures the everyday lived
experiences of individuals. Different systems of oppression manifest across each do-
main to different degrees and generate dynamics of subordination and vulnerability
in varying ways. Ultimately, they converge to create very real consequences, such as

the invisibility of violence against women of color [79].

Together, intersectionality and the matrix of domination show that there are not
clean cut distinctions between victims and oppressors; rather, each individual “derives
varying amounts of penalty and privilege from the multiple systems of oppression
which frame everyone’s lives” [73]. This understanding motivates the goal of co-
liberation: the idea that dismantling interlocking systems of oppression is necessary

for everyone’s collective freedom.
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4.2.2 Participatory and Feminist ML

While intersectionality and the matrix of domination are conceptual models for how
inequality is structured and reinforced, expanding participation is often suggested as
a method for rectifying imbalances of power. Sloane et al. [300] survey three main
forms that “participation” has taken in ML. Most frequently, much of ML involves
participation as work, where people (often unknowingly) contribute examples [127]
and annotations [257] to large-scale datasets, e.g., through systems that monitor
activity [264] or scrape web data [90]. This work is typically unacknowledged and
poorly compensated (if at all), and it does not meaningfully integrate user perspec-
tives [29, [140).

More recently, there has been increasing awareness of the importance of more
meaningful community and end user participation during the development of ma-
chine learning systems [I99]. This can take the form of participation as consultation
[300], where stakeholders are consulted at specific points throughout the develop-
ment process for need-finding or feedback [225] 54, 39]. While potentially promising,
this setup is inherently top-down, “designing for” groups rather than committing to
their ongoing inclusion [128, 226], B38]. In contrast, participation as justice involves
more long-term relationships with participants “based on mutual benefit, reciprocity,
equity and justice” [300]. These types of approaches focus on “designing with” com-
munities to ensure outcomes are valuable to diverse and minoritized stakeholders
[152]. Participation as justice—i.e., centering the voices of marginalized groups
throughout the whole ML life cycle —is critical if we want to design for the goal of

co-liberation.

While such participatory approaches have been more widely explored in some

domains (e.g., participatory action research [26], design justice [70], disability justice
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[145], environmental justice [10]), they are fairly rare in practice during ML devel-
opment. Some examples from recent years focus on community-oriented educational
materials: for example, the Algorithmic Equity Toolkit is a set of tools for recogniz-
ing and understanding algorithmic systems co-designed with community stakeholders
[178]. Similarly, “A People’s Guide to AI” [255] aims to create accessible educational
materials about AI tools and their consequences. Others target specific points dur-
ing the development process: e.g., the Contextual Analysis of Social Media (CASM)
approach is a method for data labeling in which community expertise shapes a team-
based annotation process [260]. In our work, we use intersectional feminist thought
as a guide for understanding how to incorporate meaningful participation throughout
the entire ML life cycle, from problem conceptualization to system evaluation and

deployment.

Other work has considered the implications of feminist epistemologies to areas
of ML. For example, Hancox-Li and Kumar [146] apply the frameworks of situated
knowledge and standpoint theory [149] to understand the values implicit in feature
importance methods. Barabas et al. [20] explore how the concept of “studying up”
[242] could be used to reorient ML research questions to better confront power.
Gray and Witt [139] outline a mix of technical, social and cultural interventions that
constitute a feminist data ethics of care approach to ML. And Buolamwini and Gebru
[46] bring an intersectional lens to model evaluation, considering the performance of
facial analysis systems not only across skin tones or across genders, but also across
specific intersections of them. Our own work specifically builds on the framework
laid out in Data Feminism, which introduces seven principles for thinking about and
using data that are “informed by direct experience, by a commitment to action, and

by intersectional feminist thought” [95].
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4.2.3 Feminicide, Counterdata Collection and Media Analysis

The term femicide [271] is broadly understood to mean the gender-related killings
of women and girls [I123]. Latin American feminists have built on this work and
introduced the term feminicidio (feminicide), as a way to capture the systemic na-
ture of this violence and the role of the state in enabling it through either omis-
sion, negligence or complicity [204]. Activists in Latin America have also played
a pivotal role in bringing worldwide attention to the issue of feminicide through
powerful demonstrations and movement-building, and eighteen countries have insti-
tuted legislation criminalizing feminicide [61]. However, policies to ensure adequate
information collection have not followed, and official government data on gender vi-
olence and feminicide remain incomplete, difficult to access, infrequently updated,
contested, and underreported due to stigma, victim-blaming, or matters of legal in-
terpretation [38, 129] 181, 290, B33]. Incomplete or inaccurate records of feminicide
can be understood as missing data, resulting from power imbalances —across all
four domains of the matrix of domination —in the collection environment. Missing
data masks the systemic nature of this violence, allowing it to go unpunished. In
this sense, the lack of information can be interpreted as an active form of “women
disempowerment” [203], in the constructed process of gendered delegitimization that
results from heteroimposed “patriarchal pacts” [9] and normative violence [48]. “In
such a framing, women are set up to be forgettable. Ignorable. Dispensable — from
culture, from history, and from data. And so, women become invisible” [80), p. 21].
This is particularly true for groups at the intersection of patriarchy and other forces
of domination, like settler colonialism. The movement around Missing and Mur-
dered Indigenous Women, Girls and Two Spirit people (MMIWG2) was founded to

challenge the invisibility of this violence.
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When the state and its institutions fail to collect important data, civil society or-
ganizations increasingly step in to fill these gaps, performing counterdata collection
as a way to regain empowerment, legitimization, and visibility [95] 229, [82]. Counter-
data science practices mount an explicit challenge to the data practices (collection,
analysis, deployment, visualization, ethics, values) of mainstream, well-resourced
“counting institutions” such as governments and corporations [94]. As Alice Driver
notes in the case of Mexico, “the most accurate records of feminicide are still kept
by individuals, researchers, and journalists, rather than by the police or a state or

federal institution” [104] p. 7.

In the absence of reliable “official” data sources, anti-feminicide activists in the
field have built significant data acquisition pipelines to support creating databases
of incidents from media reports. From a data perspective, this work is similar to
media analysis projects undertaken in computational social science where informatic
tasks include event detection, content extraction, classification, and entity extrac-
tion. Platforms such as Media Cloud [283] and GDelt [212] aggregate and collate
news stories from the open web to support media research projects. Various projects
support extracting and annotating content from news corpora to identify entities,
dates, and more [119] [167]. Researchers have combined those systems, and built oth-
ers, to study the emergence of protest movements, creating automated classification
systems to analyze their representation in the news [147]. Others have built systems
to automatically detect and extract the names of victims of police killings in the US
[180], and analyze shifts in narrative frames employed by the media to discuss them

I367].
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4.3 Case Study: Data Against Feminicide

The Data Against Feminicide project — co-organized by the Data + Feminism Lab
at MIT, Feminicidio Uruguay, and the Latin American Initiative for Open Data
(ILDA)—is an initiative intended to support feminicide data activists through knowl-
edge sharing, technology development and community building. Since 2020, the
project has conducted semi-structured interviews with 31 monitoring organizations
based mainly in the Americas, with a focus on Latin America. Through these inter-
views, it became clear that most organizations use media articles to identify cases of
feminicide in their regions [96]. However, a consistent issue is that many of the ar-
ticles retrieved via search queries are not relevant. In practice, activists spend much
of their time reading articles that are not instances of feminicide (but that might
describe other violent or traumatizing events) in order to find the minority that are

feminicide, which is both emotionally taxing and time consuming.

Through co-design sessions with groups, we conceptualized, built, and deployed
an ML-based system to deliver more relevant media results to activists on a regular
basis (referred to from here as Email Alerts). The system uses news content from Me-
dia Cloud, an open source platform for analysis of online news [283]. An organization
using the Email Alerts system can customize a search query and set of place-based
media sources to best suit their project needs. Media Cloud then retrieves matching
articles from its continually updated database of global news stories, which are run
through a machine learning model we developed that predicts the probability that
the article will be relevant to the organization. Articles above a particular proba-
bility threshold (which defaults to 0.75) are sorted by the probability of feminicide
and delivered in a daily email digest (matching activists’ existing workflows) and can

also be viewed in an online dashboard.
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Our focus in this chapter is on the development and evaluation of the ML models
used to filter articles. For our initial prototype, we collected and annotated two
datasets of 399 and 424 articles, respectively: the first in English, in collaboration
with Women Count USA (a US-based activist group), and the second in Spanish,
in collaboration with Feminicidio Uruguay (a Uruguay-based activist group). This
data was used to train two language-specific logistic regression models to predict
the probability of feminicide from the text of an article. The English and Spanish
models achieved 84.8% and 81.6% accuracy, respectively, in 5-fold cross-validation.
Further details about data collection, annotation, and model performance for this
initial iteration can be found in D’Ignazio et al. [I10].

Our results with this initial version of the model served as a proof-of-concept that
such a system could reduce the burden of labor for activists in this space. In Spring
2021, we ran a two-month pilot with seven groups to gauge if and how it would
help in practice. The pilot was run simultaneously in Spanish and English, with
four groups based in the United States, one group in Uruguay, and two groups in
Argentina. Among the four English groups, we received dramatically different feed-
back about the model’s performance. Women Count USA, which monitors all US
feminicides, reported that the results were overall very relevant and useful. Another
organization, Black Femicide US, monitors femicides of Black women and reported
mixed but still useful results, with around 4 out of every 10 articles the system
sent being relevant. Both have continued using the system in their work. However,
the system did not source relevant results for two other organizations in particular,
each of which monitor specific, intersectional types of feminicide: 1) Sovereign Bod-
ies Institute (SBI), a group that tracks missing and murdered Indigenous women,
girls, and two spirit people (MMIWG2) and 2) the African American Policy Fo-

rum (AAPF), which monitors police violence against Black women as part of the
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#SayHerName campaign. Feedback from these groups consistently showed a lack of
relevant articles being returned by the system, despite modifying the search queries
to add relevant terms. The groups’ frustration could be heard in comments in focus
groups and weekly surveys—for example, an activist from SBI wrote, “The majority
of articles are not relevant to our focus, which means I'm actually spending more
time than usual trawling through potential additions because I'm reviewing so many
more news articles than usual.” As we reached the conclusion of the pilot, it became
apparent that groups dealing with general feminicides (i.e., all women killed in a
specific region) were much more satisfied with the tools than groups that monitored
more intersectional forms of such violence.

Our participatory development and evaluation processes made it clear that the
model needed to be adjusted to better serve projects with more targeted monitoring
needs. A commitment to intersectionality means that systems should work not only
for the mainstream, majority use case, but also for those on the margins; and it means
acknowledging that this might require dedicating additional time and resources to
these specific intersectional use cases. With agreement from the two groups, we went
through further iterative data collection, modeling and evaluation steps to deploy
new models for their specific monitoring needs. The rest of the chapter focuses
on motivating and describing this development process, the resulting models, and
the underlying theoretical prompts this project creates for those working to create

participatory approaches to machine learning informed by intersectional feminism.

4.4 An Intersectional Feminist Approach to ML

Throughout this project, we strive to take an explicitly feminist approach, both

in the technology we built and our overarching process. To do so, we build on the
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intersectional feminist principles proposed by Data Feminism [95]. In this section, we
focus on four principles that are most salient to our work: challenge power, embrace
pluralism, consider context, and rethink binaries and hierarchies. We describe how
they shaped our research questions, our approach, and the resultant tools we built.
At the same time, we acknowledge the ongoing tensions we grappled with, and areas
where our tools currently fall short. Our goal is both to illustrate our approach to this
specific case study, as well as provide inspiration for how to mobilize intersectional

feminist values in technology more generally.

4.4.1 Challenge Power

Focusing on the problem of gender-related violence might seem like it is inherently
challenging power. However, there are many possible directions within this space
that could be pursued —not all of which challenge power to the same extent. A
deeper examination of how unequal power manifests in each domain of the matrix of
domination guides what we choose to build and who we work with. For example, in
the structural domain, we understand that data about feminicide is missing in large
part because the state and its institutions neglect to collect and report adequate
information about it. Activists who collect counterdata challenge and hold these
institutions accountable, reclaiming power in the process. With an intersectional
lens, we can further understand how unequal power manifests differently for people
or groups fighting multiple, intersecting systems of oppression. In the disciplinary
domain, for example, victim blaming and a failure to investigate are particularly
prominent when the victim is Black or when the case involves police violence [108].
In the hegemonic domain, biased media narratives misgender or ignore trans peo-

ple, disregard Indigenous identity, or stigmatize and blame sex workers for violence
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inflicted on them [346] [306].

Throughout our work, then, rather than support governmental organizations or
large international NGOs, we collaborate with and build tools in service of civil soci-
ety activists. Moreover, to truly challenge power involves not only getting our tools
to work for the broadest, majority group, but also for those on the margins who are
face multiple intersecting oppressions. Here, we choose to work with a range of orga-
nizations monitoring feminicides, including those with specific, intersectional focuses
(e.g., Black women in the US killed by the police). And in practice, throughout the
development process, the problems we focus on center around getting our system
to work equally well for groups monitoring intersectional violence, rather than only

improving upon a singular version that primarily benefits the general, majority cases.

4.4.2 Embrace Pluralism

To embrace pluralism means insisting that “the most complete knowledge comes
from synthesizing multiple perspectives, with priority given to local, Indigenous, and
experiential ways of knowing” [95, p. 125|. Embracing pluralism explicitly calls for
the use of participatory methods throughout the ML process, from project inception
through deployment, in support of “locally informed, ground-truthed insights that
derive from many perspectives.”

This principle fundamentally shapes our research process, which is iterative and
participatory. The project is co-led by three people with diverse backgrounds and
positionalities, including a counterdata activist who helped surface the value of ac-
tivists’ situated knowledge from the start. The ideas we chose to develop were
brainstormed in participatory co-design sessions with two activist groups working

in different contexts, and piloted with seven organizations across four countries. A
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pluralistic process helps enable conceptual pluralism — wherein the framing of the
problem is cognisant of and affirms the value of multiple perspectives rather than
enforcing a single ground truth. For example, while developing our datasets and
models, we collected and annotated data in collaboration with each group, with the
understanding that a case that was relevant to one group might not be relevant to
another, and vice versa. And importantly, our goal is to support the work that

activists are already doing—not to replace or override it.

4.4.3 Consider Context

To consider context means acknowledging that “data are not neutral or objective”
[05, p. 149]. Rather, data— and missing data—are the product of unequal social
relations, and this context is critical for accurate and ethical analysis.

In our project, the importance of context became clear after our first phase of
model development, in which we used the same language-specific feminicide-detection
model for each of the pilot organizations. While some groups (in particular, those
that broadly monitored all types of feminicide) found they were receiving relevant re-
sults, others (those that focused on specific, intersectional cases, such as MMIWG2)
struggled to find any relevant results at all. If we think about the data (which in our
case, are news articles) as being produced within the context of intersecting systems
of oppression, we can understand that the way that different forms of violence are
reported about (as well as if they are reported about at all) can be vastly differ-
ent. For example, cases of MMIWG2 are often under-reported; and when they are
reported, the articles often omit Indigenous identity or other key information [I33].
Cases involving police violence are often written with biased, victim-blaming narra-

tives [108]. In addition, we found that many US-based Indigenous news sources are
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published as PDFs, a model of distribution that wasn’t readily ingestible by Media
Cloud, which was built to support the dominant form of RSS-based syndication and
distribution. As we found, by not considering this context, a one-size-fits-all model
fails on these types of cases.

In subsequent rounds of development and evaluation, we built out different models
for groups that work in different contexts and face different challenges. In part, this
involved iterative, context-specific data collection/annotation in collaboration with
each group. Our evaluation is also multi-step and contextual, acknowledging that
a model that works for one group might not work for another, and that a model
that performs well on a test sample might perform differently once deployed in a

real-world context.

4.4.4 Rethink Binaries and Hierarchies

Rethinking binaries and hierarchies means “challenging the gender binary, along with
other systems of counting and classification that perpetuate oppression” [95] p. 18|.
As mentioned previously, we intentionally work not only with groups that view their
work as recording “feminicide,” but also with those that monitor other types of gen-
dered and racialized violence. We annotate the datasets for each group in accordance
with what they consider relevant, rather than an arbitrary binary gender label.
However, our ability to challenge binaries and categorization schemes is an on-
going limitation of this work. While many activist organizations do include murders
of trans people in their definition of feminicide, for example, these cases tend to be
recorded much less frequently. The reasons for this are complex, but include a lack
of legal protections in the structural domain, misgendering and victim-blaming in

the disciplinary domain, and media bias in the hegemonic domain. LGBTQ+ ac-
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tivists have overcome some of these barriers by relying on community members and
ally networks to identify trans violence. News article-based ML classifiers would not
be as helpful for this work, and may even perpetuate erasure by learning victims’

incorrect genders.

Even beyond gender, choosing categorization schemes to use in each dataset
brought up unresolved tensions. For example, AAPF focuses on recording cases
of Black women in the US killed in police violence. We annotated the corresponding
dataset with “police violence” and “feminicide” labels, but did not include a “race”
annotation due to the difficulty of inferring it from most news articles. As a result,
ML classifiers trained on this data are not able to capture the specific intersectional
cases of interest, and we aren’t able to internally evaluate the model’s performance

on Black women specifically.

4.5 Developing Context-Specific Feminicide Detec-
tion Models

In this section, we describe the methods we used to develop and evaluate context-
specific models for SBI and AAPF. This consists of four main steps: 1) data col-
lection, where we iteratively collect context-specific examples to target model weak-
nesses, 2) data annotation, where we re-annotate data with multiple relevant at-
tributes, 3) modeling, where we explore how to build and combine models that cen-
ter specific intersectional identities, and 4) evaluation, where we define appropriate

metrics of success and how to assess them.
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4.5.1 Data Collection

For SBI and AAPF, we collected additional data and trained models in an iterative
process to target model weaknesses. The data we use are news articles, and a single

example is a string containing the article full text.

Round 1.

The initial pilot model was trained with general feminicide cases as positive examples
and non-feminicides (usually other crimes) as negative examples. While this model
was useful for broadly monitoring feminicide, it was not context-specific, and returned

mostly unrelated cases for groups with a specific intersectional focus.

Round 2.

In the subsequent round of context-specific data collection, we asked groups to send
us articles they had already collected in their existing databases, which we used as
positive examples. In line with embracing pluralism, this entailed a shift from a
predefined notion of “feminicide” to a framing of predicting “relevant cases” for a
particular group. We used a sample of cases from our initial dataset (both general
feminicides and non-feminicides) as negative examples. We then trained models
using this data, and deployed them to the Email Alerts system, to monitor their
performance in a real-world context (i.e., on the thousands of unseen articles pulled
in daily from Media Cloud).

While the returned articles were vaguely relevant to the context (e.g., related
to police violence), we still found that they were not finding the specific cases of
interest. With AAPF, for example, we found that the list of returned articles was

often dominated by police violence against Black men or cases where the police were
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org.’s existing database
of relevant cases

Round 1 Round 2 Round 3
initial, nonspecific dataset + context-specific positives + context-specific negatives

positive specific feminicide cases (from specific feminicide cases (from

general feminicide cases

examples org’s existing database) org.’s existing database)
. P general feminicide cases
negative - . general feminicide cases L N
other, non-feminicide crimes . N + other, non-feminicide crimes
examples + other, non-feminicide crimes

+ context-specific negative cases

false positives relevant
from previous external
model datasets

Figure 4-1: Our data collection process involves iteratively collecting context-
specific positives (e.g., by sourcing ground-truth articles from organizations’ existing
databases) and context-specific negatives (e.g., by identifying and collecting types of
negative examples close to the decision boundary, for which the model is underspec-
ified).

investigating other violence, both of which are much more common in the media than
Black women killed by the police. This shortcoming may be due to an underspecified
decision boundary: while the positive examples we curated from the groups reflected
specific and intersectional cases of interest, the negative examples were much more
general, and did not include many cases close to the decision boundary. In this failure
mode, the model may learn that positive cases involve police violence, but nothing

drives it to learn the more specific intersectional identities of interest.

For SBI, we noticed a similar pattern — many of the highly-scored articles were
generally about MMIWG2 developments (e.g., task forces being formed), rather than
cases of a particular victim. Without context-specific negatives (e.g., MMIWG2-
related articles that don’t describe a particular case of feminicide), the model may

have learned that any MMIWG2 terms indicate a positive article.
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Round 3.

In the next round of data collection, we focused on collecting more tailored negative
examples, using both select external datasets as well as a sample of the previously
unseen false positives returned by the previous model. For AAPF, we focused on
collecting articles about police violence against Black men and cases where the police
were investigating non-police-related violence. We sourced articles from external
datasets such as the Washington Post’s Fatal Force dataset [267], Guardian’s The
Counted dataset [318], and the Whose Deaths Matter? dataset [367], as well as a
sample of the new false positives returned by the prior model. For SBI, we collected
context-specific negative examples of Indigenous non-feminicides (e.g. missing or
murdered Indigenous men, or articles generally related to the MMIWG2 movement
but not referencing a specific case) by sampling new false positives.

The data collection process for both organizations highlights the importance of
targeted data collection to find negative examples: while activists provided lists of
articles that can be used as positives, our work relies on iterative error analysis and

data collection to develop a classifier with high specificity.

4.5.2 Data Annotation

Even given more context-specific data, the model may still be limited by the default
binary classification setup, in which examples either have a positive or negative
label. In the datasets we compiled for AAPF and SBI, a positive label indicates
the intersection of multiple identities and/or attributes. For AAPF, for instance, a
positive example is one where there was police violence and the victim was a Black
woman. For SBI, a positive example is one where the victim is Indigenous and a

woman, girl, or two spirit person. With just a single, positive label, we leave it to
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Feminicide
Y N
Y | 249 168
Police Violence
N | 189 136

Table 4.1: Data breakdown for AAPF.

the model to learn the complex decision boundary delineating examples with these
intersecting attributes.

Moreover, treating all negative examples as equally irrelevant misses the ways in
which they may actually be similar to the positive examples. For example, for AAPF,
a case where police shot a Black man and a case where a white woman was killed
by an intimate partner are both given the same negative label. However, the former
shares the institutional violence and racism present in the positive cases, while the
latter shares the root causes of sexism and patriarchy.

Annotating articles with multiple attributes allows us to build models that ex-
plicitly take into account the ways in which different systems of oppression manifest
and interplay. For AAPF, we re-annotated each example with two labels: “police
violence” and “feminicide”. For SBI, we annotated articles with both “MMIWG2-
related /Indigenous news” and “feminicide or missing victim”. The breakdown of ex-
amples (after additional data collection and re-annotation) in the resulting datasets
is shown in Tables and [£.2] In both cases, the intersection of the two new an-
notations represents a “positive” case. This framing allows us to incorporate this
prior knowledge of the domain into the model architecture rather than expecting the
model to automatically learn the specific intersection of interest. We expand upon

these modeling options in the following section.
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Feminicide or missing victim
Y N
MMIWG2- 217 110
related or
Indigenous N | 201 151
news

Table 4.2: Data breakdown for SBI.

4.5.3 Model Development

Given a context-specific set of examples and multiple annotations, we explored a few
different modeling approaches to identify the intersectional subgroups of interest. In
both datasets, there are two labels: one for whether the article is related to the class
of violence we want to monitor (police violence / missing and murdered Indigenous
people), and one for whether the victim is a woman or girl (or two spirit person, in
the case of SBI). We want to identify cases where both labels are true, i.e. cases of
Black police feminicides for AAPF and cases of missing and murdered Indigenous

women /girls/two spirit people for SBI.

Featurization.

We tested two strategies to embed article full-texts: term frequency-inverse docu-
ment frequency (TF-IDF) and TensorFlow (TF) Universal Sentence Encoder [62].
In TF-IDF, each article is converted to a word count vector, with values being nor-
malized based on their frequency across the training dataset. Rare (< 5th percentile
frequency) and common (> 95th percentile) words are excluded, along with stop
words. Meanwhile, TF’s sentence encoder is a Transformer-based model [329] trained

on unsupervised text from Wikipedia and news corpuses, and supervised data from
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the Stanford NLI (SNLI) corpus. The model outputs general-purpose embeddings
with a variety of higher-order text features, and has been shown to perform well on
tasks such as identifying semantically similar sentences.

We acknowledge limitations of both these approaches. Since TF-IDF only relies
on word counts, it has trouble disambiguating the victim, perpetrator, and other
people mentioned in an article. For example, TF-IDF would yield a similar featur-
ization for an article describing a female victim or an article describing a female
perpetrator, since both of those articles would typically have high counts of she/her
pronouns. Though the sentence encoder can theoretically distinguish these cases by
accounting for interactions between words, it may have other flaws: e.g. (1) it is
trained on a very general text distribution, so it may ignore or poorly handle the
language specific to our intersectional article set; (2) it condenses each article into a

512-dim embedding vector, which may lose relevant semantics and context.

Classifiers.

We used logistic regression (LR) due to its quick training iteration times with our
rapidly evolving datasets and limited computational resources.
We tested three different modeling approaches to predict the intersectional labels

which combined two annotations. These approaches are summarized below:

1. JOINT: In this approach, we train a single LR on the AND of the two labels.
Positives are articles with both labels TRUE, while all others are negatives.
Because this approach treats all victims not in the specific category of interest

equally as negatives, JOINT is equivalent to a single-label baseline.

2. HYBRID: We train two LRs independently on all articles, one for the feminicide

label and one for the police violence / Indigenous-related label. These two
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predictors’ outputs are then combined into a single intersectional prediction
by using the product of their probabilities (multiplying worked better than

addition or other weighting schemes).

3. CONTEXTUAL HYBRID: This model is similar to HYBRID in that we multiply
the predictions from two LRs, one for each label. However, the feminicide
predictor is made contextual, in that we only train it on the articles where
the auxiliary label is TRUE. For example, the contextual model for police
feminicides works by training one LR on all articles to identify police violence,
and combining it with another LR trained only on the police violence articles

to distinguish police feminicides from non-feminicide police violence.

We trained classifiers in Python with the scikit-learn package [263]. The LR

models use L2-regularization, with the strength optimized via 5-fold cross-validation.

4.5.4 Model Evaluation

Our evaluation methodology consists of three main stages: 1) 5-fold cross-validation
on our current datasets; 2) a monitoring phase where team members assess model per-
formance on unseen, possibly out-of-distribution data in the real-world deployment
context, and 3) an extended, participatory evaluation with the partner organization.
The aim of this multi-level approach is to ensure that the models actually serve ac-
tivists’ needs in deployment, but also to build a degree of confidence in the models
before requesting partner feedback, to avoid unintentionally over-burdening them.
In Stage 1, we compute internal validation performance by averaging across
5 training-validation splits of the dataset. In Stage 2, we deploy models to the

Email Alerts system, using the same queries and media source configurations as each
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partner organization to reflect the actual deployment context. We then internally
monitor the results returned by the system each day for approximately two weeks.

Our quantitative evaluation metrics for Stages 1 and 2 include the Area Under
Precision-Recall and Receiver Operating Characteristic curves (AUPRC, AUROC),
and Precision@K where K = 50 and 100. Precision@K measures how many of the
articles ranked in the top K are indeed positives, where the ideal ratio is 1. This
metric is especially relevant to the downstream use case, where we would want to
surface as many relevant cases as possible for an activist that only has bandwidth to
look at a limited set of articles.

We proceed to Stage 3 once the results of Stages 1 and 2 indicate an improved
set of models. In this stage— which is currently ongoing — activists incorporate the
new models into their regular workflows. Each week, we check in to gauge their
feedback, both qualitatively (through semi-structured discussion) and quantitatively

(through a small set of survey questions focused on result relevance).

4.6 Results

Here, we describe both quantitative and qualitative observations for Stages 1 and 2
of our evaluation. Stage 3 is currently ongoing, and is a longer-term evaluation in
which each organization integrates the system into their workflow over a two-month
period. While this is a necessary and important part of a feminist and participatory
evaluation process, the analysis and results from this stage comprise a separate and
significant contribution outside of the scope of this work.

We also note that “success” can manifest in different ways beyond typical met-
rics — for example, in the extent to which trust is built with partner organizations,

power and resources are shared, community is built, or future work is imagined [95].
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AUPRC | AUROC | Precision@50 | Precision@100
JOINT 0.881 0.913 1 0.97
HYBRID 0.902 0.931 0.98 0.96
CONTEXTUAL HYBRID | 0.921 0.944 0.98 0.99

Table 4.3: AAPF model comparison.

AUPRC | AUROC | Precision@50 | Precision@100
JOINT 0.894 0.941 0.98 0.96
HYBRID 0.913 0.954 0.96 0.95
CONTEXTUAL HYBRID 0.92 0.959 0.98 0.97

Table 4.4: SBI model comparison.

In our project, beyond these three evaluative stages, we were humbled by both AAPF
and SBI’s willingness to extend their partnership with us, despite the initial tool not
meeting their needs. Both participated as panel speakers in a community event our

team organized for feminicide activists and spoke to the value of the collaboration

2.

4.6.1 Stage 1l

After our additional data collection and annotation steps, we performed an internal
quantitative evaluation of the different model architectures for both SBI and AAPF
with 5-fold cross-validation.

We found that for the classifiers predicting the auxiliary label (e.g., police vio-
lence / Indigenous-related), TF-IDF featurization worked better than the Universal
Sentence Encoder embeddings. For example, for AAPF, the police violence predic-

tor was able to identify police violence from words alone: many of these articles
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describe the officers involved and police-specific types of force, while they do not in-
clude words about domestic violence or other types of civilian assaults. Similarly, for
SBI, cases explicitly framed as MMIWG?2 typically include the exact phrase “missing
and murdered,” which can be identified effectively via word counts. Thus, a word
count-based featurization (TF-IDF) was sufficient.

The reverse was true for the feminicide predictors, where the Universal Sentence
Encoder was more effective than TF-IDF. We speculate that this is due to the relative
complexity of this task, which involves disambiguating entities in the text, and the
difficulty of using only word counts to so. The sentence embeddings may contain
some additional information, e.g., to distinguish the perpetrator’s gender from the
victim’s. There were fewer false positives of female perpetrators killing male victims
when we used embeddings, which supports this hypothesis.

Therefore, for the HYBRID and CONTEXTUAL HYBRID models for both organi-
zations, we used TF-IDF featurization for the police violence and Indigenous-related
predictors, and sentence embeddings for the feminicide predictors. JOINT only uses
one featurization, so we compared TF-IDF and embeddings and found that the latter
worked better for both organizations. The Stage 1 results for AAPF and SBI are
shown in Tables [4.3] and [4.4] .

For both organizations, CONTEXTUAL HYBRID achieves the highest aggregate
metrics (AUROC, AUPRC), as well as the highest Precision@100, which is a par-
ticularly relevant metric for an activist’s use case (minimizing false positives in a
finite number of top-scoring articles). Importantly, both hybrid models performed
better than JOINT, which is the baseline in which we train one model on a single la-
bel representing the intersectional cases of interest. The improved performance over
JOINT highlights that incorporating multiple annotations yields better intersectional

performance.
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Further, CONTEXTUAL HYBRID’s success over base HYBRID underscores the im-
portance of considering context. Because the feminicide predictor in the former is
trained only on articles related to the context (e.g., only police violence articles), we
can interpret it as predicting the probability of feminicide conditioned on context.
It both reaffirms and is able to utilize our prior knowledge that these intersectional

cases manifest and are written about in unique ways.

4.6.2 Stage 2

For the next phase of evaluation, we launched projects on the Email Alerts system
with the CONTEXTUAL HYBRID models trained for both AAPF and SBI. For both
projects, we found improved performance when compared with the model created
before targeted data collection, which returned almost no relevant cases (i.e., only

false positives) over the two-month pilot.

AAPF

While the articles returned were overall much more relevant than the previous, gen-
eral model, many were still false positives, despite few false positives on our internal
dataset. Specifically, of the 37 cases returned between 12/07/21 and 12/24/21, 12
described cases of Black women killed by the police. This finding reflects an inherent
difficulty in logging feminicides, especially for an intersectional subgroup: though
many Black women are unfortunately killed by police, these victims are a small frac-
tion of the overall amount of violence that involves Black victims, women, and/or
police. Additionally, Black women victims are systemically under-covered by most
media outlets [342]. Compared to our relatively balanced training dataset, real-world

news media displays extreme skew towards the “negative” article class, and hence it is
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nearly impossible to match internal metrics in deployment settings. While straight-
forward, this was an humbling realization to frame our expectations during practical

evaluation.

We tried to improve our model by learning from this stage. Many of the false
positives made logical sense: for example, there were feminicides committed by civil-
ians where the article described police arriving at the scene, or cases of female police
officers killing Black male victims (such as female officer Kim Potter killing Daunte
Wright, which had an ongoing trial during our observation period). We collected 30
such false positives and added them to our dataset, and retrained the hybrid models.
Interestingly, their internal performance decreased, with CONTEXTUAL HYBRID’S
AUPRC dropping by 6%, implying that these challenge examples were difficult for
the model to adapt to. Despite lower metrics, there was some adaptation: when

actually deployed, we observed fewer new false positives.

SBI

The returned articles from 12/01/21 to 12/15/21 were overall much more relevant
than the previous, general model, with 17 out of 20 related to MMIWG2, and 10
out of 20 describing specific cases of MMIWG2. The false positives that appeared
included a few cases where Indigenous men or boys were killed, but female relatives
were also involved or quoted in the article. Other false positives included articles
where the MMIWG2 movement was referenced outside of the context of a specific
feminicide case. As we iteratively improve our models through collecting additional
context-specific positives and negatives, we imagine adding a representative set of
such false positives to our dataset to target those model weaknesses, mirroring our

process for AAPF.
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Overall, for both organizations, this stage yielded important insights: (1) During
internal validation, a worse-performing model on a more challenging dataset may
yield more relevant articles in practice. This connects back to considering context in
model evaluation as in model development, since a model that appears to perform
well in a lab setting may perform worse once deployed in its real-world context,
and conversely, a model that performs more poorly in a lab setting may actually
yield strong results when deployed in situ. (2) Our models have the most trouble
disambiguating the roles of different entities in an article, which suggests that we
might want to explore other featurization options (such as including hand-crafted

linguistic features in addition to a learned sentence embedding [347]) in future work.

4.7 Discussion

In this chapter, we describe the process of building an ML-based system with feminist
and participatory methods from the start. While prior approaches to addressing
harmful ML systems have focused on post hoc technical fixes or considering user input
at discrete points in the development process, we instead pose the more forward-
facing question of how to conceptualize and design ML systems in support of co-
liberation. We consider a concrete case study in which we co-designed datasets
and machine learning models to support the efforts of activists who collect and
monitor data about feminicide. We focus on our efforts to create ML models to detect
instances of feminicide from news media that work well not only for the majority
cases, but also for groups that monitor specific, intersectional forms of gender-related
violence.

Guided by the framework of data feminism, we demonstrate how intersectional
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feminist goals shaped each stage of our process, from problem conceptualization all
the way to evaluation and deployment. For example, we highlight how the goal of
challenging power led us to work with a diverse group of counterdata activists; how
the goal of considering context motivated our iterative data collection process and
CONTEXTUAL HYBRID model architecture; or how the goal of embracing pluralism
influenced our multi-stage evaluation focused on practical relevance for each group.
We found that the resulting models return more relevant results for two intersec-
tional monitoring organizations than a general model that does not take context into
account.

Through this process, we distill some practical lessons learned from approaching
ML with an intersectional feminist lens. A commitment to intersectionality means
that systems should work not only for the mainstream, majority use case, but also
for those on the margins. In contrast to dominant values of speed and efficiency, this
requires dedicating (possibly a lot of) additional time and resources towards these
more specific use cases. Project plans can be developed from the start to anticipate
this additional time, reduce the sense of urgency which often leads to overlooking
marginal identities, and appreciate the opportunity to build trust and community
with impacted groups [I74]. In addition to taking longer, a truly participatory
process necessarily must be iterative and ongoing. While we discuss the results
of a particular set of models here, we also understand that they are imperfect, that
the needs of our partner organizations may evolve, and that the data we deal with
may also shift substantially as reporting around feminicide changes. We have already
begun additional rounds of data collection, development and evaluation, and imagine
this as an ongoing process — not in pursuit of a “perfect” model after which we declare
the project finished, but towards a sustained, trusted collaboration in which we can

continually support activist efforts.
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Looking forward, we consider the interplay between generalizability and context-
specificity. As part of the overarching Data Against Feminicide project, we are
onboarding 20 more monitoring organizations into the Email Alerts system. We
imagine that there are likely to be other groups for whom our existing set of models
will not work well —in particular, those who focus on subcategories of gender-related
violence that sit at the intersection of many forces of domination (e.g., trans violence,
feminicides of sex workers, or Indigenous land defenders). The number of relevant
cases reported in the news media for these subcategories is also likely to be relatively
small compared to the actual numbers of feminicide. While these forms of violence
are important to understand on their own, and while we will likely need to build
separate, context-specific models for each focus, many aspects of our approach are
generalizable. For example, the iterative process of collecting context-specific posi-
tives (beginning with cases the groups have already identified) and context-specific
negatives (based on iteratively identifying areas for which the model is underspeci-
fied) is generalizable to many contexts in which the positive cases of interest comprise
a highly-specific type of example.

We also acknowledge the tensions brought up by our current approach. For ex-
ample, while we annotated AAPF’s data with “police violence” and “feminicide”, we
did not include a race annotation even though their focus is specifically on Black
women. While technologies exist to infer race (e.g., from names or photos), they are
often ethically fraught. As a result of excluding this information from the dataset,
the model cannot learn the specific intersectional identity of interest. In the case of
SBI, due to the difficulty of inferring Indigenous identity, we primarily used articles
that were explicitly framed as an MMIWG2 case — which means our classifier may
miss out on relevant articles that fall outside of this framing. More generally, we

see an unavoidable tension in this work between classifying people with rigid cate-
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gorization systems (e.g., race, gender) and the inherent fluidity of these categories
[2911, 183]. Staying with this tension is part of data feminism’s commitment to re-
thinking binaries and hierarchies. It is also one of the reasons that our system locates
the ultimate decision-making power to determine whether an article is relevant in

the human activists themselves.
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Chapter 5

Example-Based Interface Modules for

Assessing Model Reliability

Chapter [ considers a scenario where we are able to design each step of the ML
lifecycle. However, doing this process well (or updating it, as user needs evolve) can
be prohibitively difficult or time-consuming. Existing datasets or pre-trained models
are increasingly available. In these cases, we can try to anticipate and prevent
downstream harm with deployment tools. These tools aim to provide people in a
particular deployment context with the relevant information and agency to judge the
reliability and limitations of an existing system for their context. In this chapter,
drawing on the framework laid out in Chapter [3] the interface modules we introduce
support users with formal and instrumental domain knowledge to intuitively assess

prediction reliability.
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Figure 5-1: An example of the proposed interface for an electrocardiogram (ECG)
case study. The output of the machine learning model consists of raw and aggregate
information about the input’s nearest neighbors. With the editor in the bottom left,
the user can apply semantically-meaningful manipulations to the input and see how
the output changes.

5.1 Introduction

In this chapter, we introduce two interface modules to facilitate an intuitive assess-
ment of model reliability for users with formal and/or instrumental domain knowl-
edge. First, we use nearest neighbors (NN) to ground the model’s output in examples
familiar to the user [276]. Alongside the overall distribution of neighbors, a unit vi-
sualization depicts individual examples, encoding their class and similarity to the
original input according to the model. An interactive overlaid display provides a
raw visualization of the examples for more detailed comparison. Second, we intro-
duce an interactive editor for probing the model. Users can apply transformations
corresponding to semantically-meaningful perturbations of the data, and see how
the model’s output changes in response. Using these modules together, users can
iteratively build their intuition about the model’s strengths and limitations. By in-
teractively examining individual neighbors, they can investigate questions such as

whether variation amongst the neighboring examples is expected for the domain, or
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if it indicates unreliability; whether the commonalities amongst neighbors align with
domain knowledge; or whether these neighbors reveal limitations or biases in the
data. Similarly, by interactively modifying the model’s input, users can pose and
test hypotheses about the model’s reasoning, checking that its behavior aligns with
domain expectations— for example, ensuring that the model is not overly sensitive
to small input modifications that should be class-preserving.

These interface components must be tailored to the model’s domain— for in-
stance, different data modalities will require different visualizations of nearest neigh-
bors, and the tools the input editor offers must map to domain-specific operations —
but the principles that underlie their design are general-purpose. We briefly illustrate
how our interface modules can be instantiated in a diverse range of data domains
(including natural language passages on Twitter, and image classification with Im-
ageNet and Quick, Draw!) but devote the bulk of our attention to a medical case
study of classifying electrocardiogram (ECG) heartbeats with different types of ir-
regularities.

This case study allows us to perform an application-grounded evaluation [98] with
representative real-world decision-makers who have prior knowledge and investment
in the domain. We conducted think-aloud studies with 14 physicians, observing
the way they interacted with our interface as well as a feature importance baseline
[279]. When working with the baseline, participants often rationalized incorrect
predictions — for example, back-tracking on their initial assessment and seeking out
things in the input that justified the model’s incorrect prediction. In contrast, the NN
visualizations help participants grasp prediction reliability — for example, by being
able to determine whether variations between neighbors was the result of natural
ambiguities in ECG data, or whether it reflected the model not learning the right

representations for the task. Moreover, by exploring neighbors from different classes,
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participants were able to relate the model’s uncertainty to clinically-relevant concepts
to guide decision-making — for example, pulling out higher-level pathologies that
differed amongst neighbors from different classes to understand why the model’s
prediction would be split between those classes. Finally, participants used the input
editor to iteratively form hypotheses about the model’s reasoning and test them,
using the results to investigate how the model worked and whether its reasoning was
clinically sensible.

Our proposed interface modules contribute to the growing work on designing
human-centered interfaces for ML systems that highlight both model strengths and
weaknesses, and that encourage critical engagement with the system. We highlight
several important design goals to this end, including grounding visualizations in
examples familiar to the user, enabling comparison across examples, and allowing
interactive probing of the model. We align visual components and modes of inter-
action with users’ existing conceptual models of the domain, and show that this

facilitates more intuitive understanding of the model and its reliability.

5.2 Related Work

5.2.1 Interpretability Methods for Human Understanding

To understand the discord between proposed interpretability methods and their suit-
ability for real-world users, we draw from well-established theories in cognitive psy-
chology that describe how people think about problems and organize information
using different “cognitive chunks” [230]. The framework proposed in Chapter [3|lends
further insight into how these “chunks” might differ across users with different types

of knowledge. For example, a physician with formal domain knowledge might think
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about diagnostic decisions in terms of medical concepts that are higher-level than
individual features, or relate features to each other in more complex ways than in-
dependently ranking them by importance. This idea manifests in theories of HCI
stating that effective and engaging interfaces should allow users to view and interact
with them in a way that feels direct —i.e., the visualizations and interactive mecha-
nisms available to users should align with their cognitive chunks. Specifically, [I71]
describe “the gulf of execution,” arising from a gap between the available mechanisms
of an interface and the user’s thoughts and goals, and “the gulf of evaluation,” arising
from a gap between the visual display of an interface and the user’s conceptual model
of the domain. Our aim is to narrow both of these gaps.

To this end, example-based (also referred to as instance-based) interpretability
methods, which produce explanations in terms of other input examples, are of par-
ticular interest. Research in cognitive psychology and education supports the idea
that people often use past cases to reason about new ones when solving problems
[4] and that utilizing examples can help people understand complex concepts, build
intuition, and form better mental models [277), 276].

Different types of example-based explanations for ML models have been proposed.
Many of these are computed post hoc, i.e., they are generated after a prediction
is made to try and explain that prediction. For example, counterfactual examples
[332, [138] use gradient-based methods to generate the closest example(s) to the input
that are predicted to be a different class (defining appropriate measures of “closeness”
is an open question). Influence functions [192] try to trace a model’s predictions back
to the data it was trained on, identifying the examples that were most influential
to the prediction. Normative explanations [52] present users with a set of training
examples from the predicted class. Xie et al. [351] include both counterfactual and

normative explanations in the context of radiologic image diagnosis, and find that
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providing specific examples can help physicians understand model results. There
are limitations of these approaches as well; for example, technical constraints make
quickly generating influential examples quite difficult in practice [24, [32], hidden
assumptions about actionability in counterfactual explanations can be misleading
[23], and normative explanations can be confusing when there is intra-class variation
[351].

Others compute example-based explanations by modifying the inference process
of a trained model to produce predictions based directly on similar training examples.
For example, [59] and [297] use a trained neural network model to improve a KNN
classifier, either through using the model to create a weighted similarity function or
through computing similarity in the embedding space of the model, respectively. The
class label making up the majority of nearest neighbors can be interpreted as the
prediction, and the nearest neighbor examples used as an explanation. Recently, [25§]
extended this methodology to compute neighbors using embeddings from multiple
layers of a neural network, demonstrating additional uses for improving the model’s
robustness and confidence estimates.

In our proposed interface, we compute neighbors using the method of Caruana
et al. [59]; this could be easily extended to calculate neighbors in a weighted input
space [297], or to use embeddings from multiple layers of the neural network [25§].
Similarity could also be calculated with other, domain-specific metrics; e.g., Fang
et al. [I14] retrieve similar sensor data examples using a symbolic time series repre-
sentation. Prior work has focused on developing optimal ways for the trained neural
network to inform a KNN classifier, implying that the nearest neighbors would then
serve as an explanation. Here, we focus on a relatively unexplored part of this claim,
investigating how the resultant output should be presented to the user in an interac-

tive interface to narrow the gulfs of execution and evaluation. We explore a specific
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case study to more clearly define the ways in which this type of example-based ex-

planation can improve trust and understanding for users.

5.2.2 Interactivity and Visualization for Interpretability

For interpretability to be useful in practice, effectively communicating information
to the user is a critical step. In a literature review of interpretability systems and
techniques, Nunes and Jannach [248] found that the vast majority of papers presented
explanations in a natural-language-based format (e.g., a list of feature weights).
Other types of visualizations include simple charts (e.g., bar plots indicating feature
importances) [279] or highlighting sections of the input (e.g., displaying important
pixels of an image in a different color or opacity) [308, 206]. With respect to example-
based explanations, the visualizations used are often a table of features if the data is
tabular [332] 239, [340} [163] or a list of images if the data is image-based [192] [185] 52].
Here, we explore visual encodings that convey more information and allow for more
interaction than does merely listing examples.

Other work specifically focuses on visualizations of latent embeddings within a
neural network model. Many of these utilize 2 or 3D plots to visualize distance
between different examples in the embedding space [221], 35, [I55]. Liu et al. [221]
additionally visualize examples along 1D vectors corresponding to user-defined con-
cepts, and Boggust et al. [35] provide the ability to compare embeddings of two
different models by viewing and interacting with the two plots side-by-side. Partic-
ularly relevant to our work, some of the visualizations of text embeddings proposed
in [I55] aim to display a given word’s nearest neighbors in an embedding space.
They plot the nearest neighbors as points along a 1D axis that encodes distance, and

provide the ability to compare the nearest neighbors across different embeddings.
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With respect to interactivity in these interfaces, prior work has primarily studied
using human feedback to modify or filter the information that is shown [184] 198} 1301
53]. Here, our goal is instead to provide users with a way to probe the model and test
hypotheses about its behavior. The tool described in Wexler et al. [340] similarly
allows modifying the input to observe how a model’s output changes. Unlike our
work, it is intended primarily for users with formal ML knowledge.

Like these prior works, our approach aims to facilitate understanding by allowing
users to visualize and interact with examples from the data. However, while they
are primarily intended for general exploration of what a model has learnt, or for
uncovering underlying structure in data, the goal of our interfaces is to help users

assess the reliability of predictions on a case-by-case basis.

5.3 Interface Modules for Intuitive Model Assess-

ment

We introduce two kinds of interface components for intuitively assessing the reliabil-
ity of ML models. In Sec. we outline the goals that guide our designs. The
proposed modules utilize general ideas that can be customized to different domains.
We illustrate them primarily with a concrete instantiation of an ECG beat classi-
fication task introduced in Section [5.3.2] We then describe the visual components
of each module: a display of the model’s output in terms of an aggregate and an
individual-level view of nearest neighbors (Section [5.3.3), and an editor with which
users can interactively modify model inputs and observe how the output changes in
response (Sec. [5.3.4). In Section we walk through specific ways that users

can interact with the interface modules to more intuitively assess the model and its
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predictions. Finally, in Section [5.3.6| we briefly sketch instantiations of our approach

for two other domains.

5.3.1 Design Goals

To facilitate intuitive assessment of model behavior, our overarching goal is to narrow

the gulfs of evaluation and execution for the users of our interfaces [I71]. We identify

several sub-goals to this end, which motivate our design:

G1.

G2.

Ground visualizations in examples. To narrow the gulf of evaluation, the
visual components of our interface should facilitate reasoning that aligns with
users’ existing conceptual models. We draw from research suggesting that rea-
soning through prior examples can aid in problem-solving [4], understanding,
and mental model-building over time [277, 276]. For users who are more fa-
miliar with the application domain than the mechanisms of ML models, using
examples is likely to facilitate more intuitive reasoning than approaches based
on model components or individual features (consider reasoning about anatom-
ical structures in an x-ray versus individual pixels). Therefore, we aim to use

examples as the building blocks of our visualization.

Facilitate comparisons across examples. To further facilitate interaction
aligned with users’ existing modes of thinking, we are motivated by literature
suggesting that contrastive reasoning (i.e., reasoning based on what makes a
particular case different than similar cases) is an important way that people
understand and explain things [231], 219]. Building on this, we aim to make it
straightforward for users to compare specific examples in terms of meaningful
high-level concepts in the data, enabling them to build understanding with

contrastive reasoning.
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G3.

G4.

Visualize distributions over predicted classes. Often, the output of ML-
based systems consists only of a single predicted class, which may convey a
false sense of certainty and prompt over-reliance [I131], 210]. Conveying model
uncertainty can help users align model behavior with their understanding of
inherent challenges or ambiguities in the task [54], [324]. Indeed, research on
human trust suggests that in addition to conveying assurances of certainty, ac-
knowledging when systems are uncertain is also an important factor in building
effective trust [I72]. Providing a probability score along with the prediction is
one way to convey uncertainty, though understanding how to interpret abstract
probability values is itself challenging for many. Instead, we aim to visualize
the output from the model as a distribution over classes at multiple levels of
granularity. For example, visualizing an overall probability distribution along-
side the specific examples belonging to each class may help users better grasp
the sources of the model’s (un)certainty and reconcile it with their own under-

standing of the task.

Enable interactive probing of the model in terms of domain-relevant
concepts. Prior work interviewing ML stakeholders has found that one way
to build trust is to provide users with ways to confirm that the model is using
sensible logic that aligns with their expectations [32, 166, 214 [324], 54]. To fa-
cilitate this process, we are motivated by the call to design for “contenstibility,”
i.e., to make questioning and probing the model an integrated part of the sys-
tem, rather than an “out-of-band activity” [241), [160]. Interactive capabilities
for exploring and querying the model can encourage this kind of engagement —
prompting a back-and-forth process where users develop hypotheses and test

them, confirming that the model’s behavior aligns with their domain knowl-
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edge or uncovering unexpected issues. To minimize the gulf of execution, it is
also important that users can form such queries in terms of domain-relevant

and semantically-meaningful concepts.

5.3.2 ECG Beat Classification Case Study

Our design goals and proposed interfaces are general-purpose and intended to be
adapted for different domains. Here, we present a specific case study, classifying
electrocardiogram (ECG) beats, to concretely instantiate and evaluate our ideas.
This task allows us to perform an application-grounded evaluation of our system
using a realistic task that people (i.e., physicians) are familiar with [98] 43]. ECG
beat classification, in particular, is an area where machine learning has been widely
applied and yielded good performance [288], 366}, [176].

The specific task we implement is classifying a single ECG heartbeat into one of
four categories: normal, supraventricular ectopic, ventricular ectopic, or fusion. The
latter three classes are different types of arrhythmias, or heart rhythm problems. We
use a preprocessed version of the MIT-BIH Arrhythmia Dataset [236] available on
Kaggle [115]. Each sample in the dataset is an individual heartbeat sampled at a
frequency of 125 Hz, and padded to a maximum length of 1.5 seconds. The available
dataset contains a fifth class, “unknown,” which we exclude here.

We replicate the convolutional neural network (CNN) classification model from
Kachuee et al. [I76]. We do not use data augmentation since we are interested in
seeing whether our visualizations can elucidate that certain classes are underrepre-
sented. The model was trained for ten epochs on the training set (n = 81,123),
resulting in a final overall accuracy of 98.3% on the test set (n = 20,284). The

breakdown of classes and performances on each is in Table 1.
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Class % of Examples | Test Set Accuracy
Normal 89.3% 99.6%
Supraventricular Ectopic 2.7% 70.5%
Ventricular Ectopic 7.1% 95.7%
Fusion 0.8% 70.4%
Overall — 98.3%

Table 5.1: Classes used in the ECG beat classification task, along with their distri-
bution in the dataset and the model’s test set performance.

5.3.3 Grounding Model Output in Nearest Neighbors

The NN module displays the model’s output for a particular example in terms of
its nearest neighbors in the data. The nearest neighbors are computed similarly
to prior work [258| 297, 59]: Given a neural network model trained to perform the
classification task (the classification model), we first define an embedding model,
whose output is the activations of one of the model’s hidden layers (see Figure
. We use this to embed all the training examples. Then, for a given new input
example, we embed it and return the most similar training examples in this learned
representation space.

Computing nearest neighbors in the learned embedding space of the classification
model provides the advantage of harnessing the classification model’s representational
capacity. Since this learned space encodes higher level features relevant to the task,
these features are taken into account when calculating similar examples. This step
is particularly important to our goal of narrowing the gulf of evaluation [171] since
it provides a way for users to understand the model’s output in terms of higher-level
concepts that align with how they think about the task. The model output can then

be visualized in terms of the nearest neighbors.
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Figure 5-2: To compute nearest neighbors, we extract an embedding model from the
original classification model, where the output is a learned representation (i.e., the
activation of a hidden layer). We use it to embed the training data examples and
rank them by similarity to the input in this learned embedding space, returning the
most similar.

Different visual components display the nearest neighbors at varying levels of
granularity, which together address our design goals G1, G2 and G3. They include
an aggregate view of the neighbors’ class labels, a unit visualization of individual
neighbors that encodes their class and distance from the input, and a display of the

raw input examples associated with each neighbor.

ECG Case Study. For the ECG beat classification task, we use the CNN
classification model described in Sec. [5.3.2] and we define the embedding model as the
output of the activations from the final hidden layer (a 32-dimensional vector). We
use Euclidean distance in this space to rank the embeddings of the training examples
by their similarity to a particular input. We retrieve the 50 nearest neighbors for

visualization.

Figure [5-3| shows example ECG beats in the interface. Throughout the interface,
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Figure 5-3: Examples of the NN module. On the left is the input signal, and on the
right is a histogram of class labels for the 50 nearest neighbors. In the center, each
dot represents an individual nearest neighbor, ordered by similarity to the input.
The plot above overlays the signals in the selected region. (a) shows an example
where the neighbors are very consistent, and (b) shows an example where they are
much noisier.
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color encodes class labels (e.g., orange waveforms, dots, and bars correspond to
ventricular ectopic examples). The aggregate view is a histogram of class labels
present in the nearest neighbors, ordered by class frequency to identify the majority
class and distribution of other classes. The exact count of each class appears on hover
for each bar in the histogram. The unit visualization of individual neighbors is a series
of dots arrayed horizontally and ordered by similarity to the input. Users can see, for
example, within the nearest neighbors, if certain classes are more similar to the input.
When prototyping this component, we also considered designs that encoded the
absolute similarity (e.g., placing two neighbors that were more similar nearer to each
other). However, we decided against this, since the absolute similarity (i.e., Euclidean

distance in the learned embedding space) is not a value that is meaningful or familiar
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to the user. Additionally, the distribution of these values is more complicated to
visualize, since the distances between neighbors are inconsistent. In our prototypes,
for example, there were often clusters of points that densely overlapped and did not
facilitate selecting and viewing individual examples.

To visualize the raw input examples, users can brush over specific segments of the
ordered dots. The brush is initialized to the first five neighbors, since these represent
the most similar examples. Because the ECG data is signal-based, we choose to
visualize the neighbors by overlapping signals on a single plot that appears above
the brush. This allows users to visually assess consistency amongst the neighbors. If
the neighbors are consistent, the overlaid plot will look very similar to a single signal;
if they are more varied, the overlaid plot will appear comparably noisy. Outliers are
also visible, since they appear as a distinct waveform that does not follow in the same
pattern as the other signals. By moving and adjusting the brush to cover specific
segments of the neighbors, users can home in on and compare examples from specific

classes or individual outliers.

5.3.4 Interactively Editing Model Inputs

To address our final design goal (G4), the editor module allows users to apply mean-
ingful transformations to the input and re-run the modified input through the model
to see how the output changes. For example, users can apply transformations that
they expect to be class-preserving and check whether the model’s output changes
drastically.

The available transformations should help narrow the gulf of execution in the in-
terface by providing transformations that align with users’ existing ways of thinking

about the data and task. For example, in a dataset of photographs, a transformation
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that inverts colors is not something that would occur naturally and probably does
not reflect users’ mental models of the domain. We also would not want to provide
transformations like editing individual pixels, which operate at a much lower-level
than a person looking at an image would consider. To come up with transformations
that are data-specific (meaning they reflect how users think about modifying a spe-
cific type of data, like images or ECG signals), relevant to the task (meaning they
reflect higher-level factors that users consider important to the task at hand), and
aligned with the target users’ level of understanding, we emphasize the importance

of working with domain experts and other intended end users to design them.

ECG Case Study. For the ECG beat classification task, the editor consists
of four transformations, which we arrived at through discussion with a cardiologist:
amplify, dampen, stretch, and compress. These transformations can be applied to
the entire input signal, or to specific user-defined regions using the brushing func-
tionality. Together, they allow for a large space of possible adjustments to the input
signal. There are other options that could be explored here, such as automatically
detecting certain important sections of the signal (e.g., “P wave” or “QRS complex”)

to transform instead of having users select them manually.

Once the transformation has been applied, a new row appears below the original
output, displaying the new output. The color encoding as well as highlighting on
hover enables tracing how the class distribution changes overall, while links between
neighbors that are shared across rows enables tracking how individual examples shift
in similarity. The editing toolbar is pictured in Figure |5-4] and an example of the

output after several transformations is in Figure
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Signal adjustments:

Stretch Compress

Amplify Dampen

1.5s Undo Reset

Click and drag to select a specific part
of the signal for transformations.

Figure 5-4: The editing toolbar allows users to apply specific transformations or
combinations of transformations to the input signal. The transformations can be
applied to the entire signal, or to a specific user-selected region. This allows users to
select and transform clinically-meaningful segments of the signal (e.g., “stretch the

QRS complex”).

5.3.5 Enabling an Integrated Workflow

Using the ECG case study, we expand upon several specific ways that a user can
interact with the interface modules to assess a model’s reliability, understand why it

is uncertain, and check whether its reasoning aligns with domain knowledge:

Assessing consistency among nearest neighbors to understand prediction

reliability and data limitations

Users can assess the reliability of the prediction in multiple ways. First, the aggregate
distribution of class labels can convey the model’s uncertainty in the prediction (i.e.,
the majority class label). For example, if 45 neighbors are normal, this conveys more
certainty about the prediction than if only 25 neighbors are normal, and the rest are
spread out across other classes.

Second, by viewing the class labels of the unit visualization representing indi-
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Figure 5-5: As transformations are applied, new rows appear with the transformed
input and corresponding output. Links between each row indicate neighbors that are
shared. Links originating from a row’s selection are more visible, while the rest are
more transparent. Users can get a general sense of how much the nearest neighbors
change (by assessing the overall density of links) as well as the specific movements
of particular neighbors or sets of neighbors.
vidual neighbors, users can see how similar the neighbors from non-majority classes
are to neighbors from the majority class. For example, if there are 40 neighbors
labeled normal and 10 neighbors labeled fusion, are those 10 the most similar to the
input? Or do they appear closer to the latter end of the nearest neighbors? If the
neighbors from the non-majority class are the 10 most similar, this might indicate
further unreliability of the prediction.

Third, visualizing the variance or consistency amongst the waveforms themselves
can give insight into whether the input example is well-represented in the training
data and whether the model is picking up on sensible high-level features common in

the neighbors. For example, if the overlaid plot of nearest neighbors shows examples

that are very consistent and similar to the input in semantically meaningful ways
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(see Figure for an example), it implies that the input is well-represented in the
training data and that the model is picking up on the right concepts for this input.
On the other hand, if the plot of nearest neighbor signals shows examples that are
non-overlapping or not similar to the input (see Figure for an example), it
implies that either examples similar to the input are not well-represented in the
training data, or that the model is not learning the right features and therefore not

finding those similar examples.

Investigating neighbors from non-majority classes to characterize predic-

tion uncertainty

Typically, a classification model outputs a probability score indicating its certainty.
Probability scores can alert the user to some uncertainty in the model, but they don’t

give the user any additional information to understand why the model is uncertain.

In the NN module, one way the model’s certainty is conveyed is through the
aggregate distribution of class labels. Beyond this, though, the user can further
investigate why the model is uncertain by viewing and comparing examples from
non-majority classes. Brushing over specific selections of dots representing individual
neighbors allows the user to better compare neighbors from different classes. Consider
the example in Figure [5-6; 30 of the neighbors have the class label supraventricular
ectopic, and 20 have the label normal (these counts are visible upon hover in the
aggregate histogram). In Figure , brushing over the first 15 neighbors reveals
that most of them follow the same general pattern and look similar to the input. The
3 normal neighbors in this selection also seem to follow this pattern — so some of the
model’s uncertainty is arising from the fact that in the training data, there are normal

beats that can look similar to supraventricular beats. In Figure brushing over
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Figure 5-6: The user can home in on different examples to better understand the
model’s uncertainty. The view of the first 15 neighbors in (a) suggests that some of
the model’s uncertainty is arising from the fact that normal beats can look similar to
supraventricular beats. Viewing the normal neighbors in (b) suggests that another
reason for uncertainty is ambiguity around whether the input has a significant T-
wave (the spike at the beginning of the signal).

the last 15 neighbors reveals that most of them follow the same general pattern,
but have a more elevated T-wave (the spike at the beginning of the signal) than the
supraventricular ectopic neighbors. A user might reason, then, that the model is split
between supraventricular and normal, and one of the factors driving the uncertainty

is whether or not the input has a significant T-wave.

They could then use their domain knowledge to reason about how to proceed.
In this example, they might examine the input and decide that the T-wave is sig-
nificantly depressed, making the input more similar to the supraventricular ectopic
examples, and more confidently proceed with supraventricular ectopic as the correct
class. Or, they might decide that the different classes present in the neighbors reflect

legitimate ambiguities about what the correct beat type is, and choose to consult a
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second option or run additional tests.

Comparing examples and labels against domain expectations to prompt

critical questioning around the data

If neighboring examples or their labels do not align with the user’s expectations,
it can prompt questions from the user about the details of the data and how it
was collected or labeled, areas that are too often not considered after a model’s
deployment. Seeing the signals themselves facilitates this type of critical thinking
for people who are likely more familiar with the data and what it should look like
than they are with concepts like feature weights.

In the ECG case study, for example, the data was annotated by physicians who
had access to additional information about the beats preceding and following the
input. As a result, there are some examples in the dataset that look extremely
similar but are labelled differently (perhaps because of the information available
during annotation that the model does not see). In some cases, this leads to nearest
neighbors that have different classes but look very similar (see Figure . Viewing
the neighbors for a particular example can prompt questions about how the data was
annotated and the subsequent limitations of the model, which would likely not arise

if users were not able to view and compare specific similar examples.

Applying input transformations to check if model reasoning aligns with

domain knowledge

Checking if the model’s reasoning aligns with prior expectations of domain experts
is important for building trust, especially in the clinical domain [324] [54]. The editor

module allows users to form hypotheses about how particular transformations should
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Figure 5-7: An example of neighbors that look similar but have different labels,
caused by a difference in the additional information available during annotation
versus at test-time. Alerting users to such cases through viewing nearest neighbors
can help prompt questions about the data, the annotation process, and limitations
of the model.

change the model’s output, and build confidence and intuition around the model’s
reasoning by seeing if these hypotheses hold. For example, the beat in Figure [5-§ is
initially classified as supraventricular ectopic. The user might hypothesize that since
one indicator of supraventricular ectopic beats is narrowness, and this particular beat
is narrow, this is what the model is picking up on. Therefore, stretching the beat
should change the model’s output, making it shift more towards normal. The user
can apply this transformation in the editor to test their hypothesis. In this case, the
model’s output does change to reflect more normal neighbors, confirming both the
original hypothesis and that the model’s behavior aligns with the user’s expectations

from a clinical perspective.

Applying transformations to assess the model’s sensitivity to small per-

turbations

Aside from specific hypotheses about how a particular series of transformations
should change the output, a user can gauge the reliability of a particular predic-
tion by performing ad hoc sensitivity analyses. If the output changes drastically

when the input is slightly tweaked, this can alert users to the fact that the predic-
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Figure 5-8: An example of using the editor to check if the model’s reasoning aligns
with domain expectations (i.e., stretching out a supraventricular ectopic beat should
shift the prediction towards normal).

tion is precarious and encourage them not to be overly reliant on it. On the other
hand, if the output is relatively stable, this can be an additional indicator of model

reliability:.

5.3.6 Instantiations for Other Domains

Although we have focused on the ECG case study thus far, our design goals and
interface components are general and can be adapted for other domains. To do
so, one must identify appropriate domain-specific operations to use in the input
editor and approaches to visualize and compare nearest neighbors. Here, we briefly
demonstrate how our contributions can be applied to two alternate domains: text
passages from Twitter and images from ImageNet [90] and the Quick, Draw! datasetﬂ.

To identify meaningful transformations for the input editor, we can build on exist-

ing work in data augmentation [116],[299] and image generation [25]. For example, for

thttps:/ /quickdraw.withgoogle.com/

155



Twitter data, the editor could allow users to edit the text directly, or to apply a range
of NLP data augmentations— for example, replacing selected words with synonyms,
antonyms, or hashtags. These transformations could be computed using predefined
thesauruses, word embedding models, or techniques like back-translation [116]. De-
pending on the user group, the method of computing augmentations might be pre-
defined, or open to user specification. We show a mockup of an editor for Twitter
data in Figure [5-9a] For image data, on the other hand, users might apply tradi-
tional affine or color-based transformations (e.g., rotate, crop, saturate) as well as
edit meaningful high-level concepts in the example. For instance, Bau et al. [25]
show how activating specific sets of neurons in a generative model can allow users to
edit an image with object-level control (e.g., realistically replacing a user-specified
section of an image with trees). Drawing from their web-based demoﬂ, we mock up

a potential editor for natural images in Figure [5-9b]

Tweet adjustments:

Image adjustments:  object brushes 1

door cloud

Dear @united, if your seats are broken on your planes, maybe
send a message to passengerd before they get to the airport so
they can choose a different airline.

Highlight to select a specific word or phrasa for transfio on; ciherwise, the fransformation

willl be applied to a randomiy sebacted section. You may edit the sentanca diractly. grass sky brick
Replace word(s) with: Other edits:
Color & shape transformations
synonym | antonym insert hashtag random deletion -
a0 0 0 ¢
hashtag random rephrase random insertion
(a) (b)

Figure 5-9: Mockups of the editor module for (a) textual data from Twitter, where
edits might consist of replace words, rephrasing the example, or random insertions,
and (b) natural image data, where edits could include color and shape transforma-
tions or object-level painting as in GANpaint [25].

To facilitate comparing NNs and assessing variance, different data modalities

require different techniques. We build on insights from Gleicher et al. [136], who

Zhttp://gandissect.res.ibm.com /ganpaint.html
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identify juxtaposition, superposition, and explicit encodings as fundamental build-
ings blocks used for visual comparison. While our ECG case study primarily uses
superposition (i.e., overlaying signals), instantiations of the NN interface for other
data modalities might employ different techniques. For image-based data, for ex-
ample, side-by-side juxtaposition of examples might be better. In Figure 5-10| we
show a screenshot of an interactive prototype we built for the Quick, Draw! dataset

(consisting of crowdsourced drawings).

nnnnnnnnnnnnnnnnnnnn

13
onion blueberry onion blueberry oniol onion onion

- 00000000

blueberry blueberry blueberry blueberry blueberry blueberry blueberry  onion

Figure 5-10: An interactive prototype of the NN interface for the Quick, Draw!
dataset juxtaposes neighbors side-by-side instead of overlaying them. Input editor
operations include drawing, erasing or adding shapes. In this figure, for example,
we show how using an “erase” tool to remove inner rings from the input image (an
onion) changes the neighbors to almost all blueberries instead, suggesting that the
model has learned a correlation between inner circles and the onion class.

Other data modalities might combine visual techniques suggested by Gleicher
et al. —for instance, an instantiation of our interface with natural language data
might employ both juxtaposition (i.e., viewing examples separately) as well as ex-
plicit encodings. WordTree [335], for example, visualizes textual data in a tree-like

structure that illustrates commonalities amongst sentences as well as areas of high
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variance, and Tempura [349] groups sentences with templates that replace specific
tokens with abstract linguistic ones. Similarly, Strobelt et al. [307] evaluate a palette
of techniques for highlighting text which could be adapted to indicate word-level

differences between nearest neighbors.

5.4 FEvaluative Studies with Medical Professionals

To understand how effectively our interface modules help users build intuition for ML
model reliability, we return to our ECG beat classification case study to conduct an
application-grounded evaluation [98] with domain experts and a simplified task. We
recruited 14 participants through our personal and professional networks: 3 fourth
year medical students (P1-P3) and 11 physicians (P4-P14). The studies were certified

by our institution as exempt from IRB review under Category 3.

5.4.1 Study Design

In order to study the effect of each of our modules independently, each participant
experienced three conditions. The first two conditions were randomly ordered be-
tween our NN visualization (without the editor) or a baseline feature-importance
visualization, to understand the impact of example-based explanations on building
intuition about the ML model. To understand the impact of interactively editing in-
puts, participants experienced a third condition featuring the NN visualization with
the input editor. We chose to use feature importance as our baseline since it is a
widely researched alternative to example-based explanations [107, 32]. The baseline
condition, shown in Figure[5-11] emulates the design of our NN visualization. Feature

importance is calculated using LIME [279], a commonly-used open-source method.

158



LIME results are shown as highlighted regions that overlay the waveform, in line
with existing approaches for visualizing ECG feature importance [240, 322]. We plot
the feature importance values that are both above the 80th percentile and part of
a continuous segment of neighboring important features, to align with physicians’

existing ways of thinking about regions of an ECG signal.

MOdEl prediction: normal supraventricular ectopic

ventricular ectopic fusion

Important Sections of Signal:
Predicted beat type: P 9

M;
With probability:

1.5s

Figure 5-11: The baseline visualization consists of the predicted beat class, the prob-
ability with which that class was predicted, and highlighted segments of the beat
considered most important for the prediction.

Each condition was pre-populated with 12 input beats chosen from the test set
and equally distributed among the four classes. We select beats such that 30% in
each condition have incorrect predictions (for the baseline condition, the prediction
is the class with highest probability; for the NN condition, the prediction is the class
that makes up the majority of the 50 nearest neighbors). These incorrect predictions
were aligned with the model’s actual performance (e.g., we did not include incorrect
predictions for normal beats since there are very few of those; we included more
incorrect predictions for supraventricular ectopic since the model’s performance for
that class is poor).

All studies were conducted using video conferencing. Participants were informed
that their participation was voluntary, that they could decline to continue at any
point, and that their identities would remain anonymous in any research output.

Audio and video was recorded with their consent. The average study length was 52
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minutes. Participants were compensated with a $30 gift card.

At the start of each study, participants were told which four categories of beats
they would be working with including the granular information about beat types
included with the original dataset (e.g., there are multiple pathologies that fall under
the umbrella of “ventricular ectopic”). We described that they would see ECG beats
one-by-one, along with output from a machine learning model that had high overall
performance. Participants were asked to imagine a scenario where their workplace
had adopted such a tool for beat classification, and they were both trying to consider
the model’s output to make the best decision about a particular beat, as well as get
a general sense of how the model worked. We introduced each interface as using
a separate model to mitigate participants carrying over preconceptions from prior
conditions. For each condition, participants were given a brief demo and were then
sent a link to open the interface on their computer and asked to share their screen.
We prompted them to click through the beats and, for each one, think out loud
about how they were coming to a decision about the beat’s class, how they were
incorporating the model’s output, and whether their perceptions about the model
changed. At the end of each condition, we debriefed participants with questions
about their general impressions of the model’s capabilities, the interface, and the

strengths and weaknesses of both.

5.4.2 Quantitative Results

We recorded the percent of cases in which participants agreed with the model (versus
when they disagreed or were not sure). For cases in which the prediction was correct,
the agreement rate was similar across conditions; however, when the prediction was

incorrect, we found that participants were less likely to accept the model’s prediction
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when they were using the NN interface, with or without the input editor (Table
. Often in these cases, they did not explicitly “disagree” with the model, but
wanted additional information about the signal and/or patient before committing to
an answer. We expand on how our interface prompted these additional considerations

in the following section.

Pred. Accuracy Baseline NN NN + Editor
Correct 0.64 (0.2) 0.7 (0.16) 0.67 (0.12)
Incorrect 0.73 (0.23) 0.48 (0.27) 0.5 (0.24)

Table 5.2: The mean agreement rate for correct predictions (8 per condition) and
incorrect predictions (4 per condition). The standard deviation across participants
is in parentheses.

5.4.3 Qualitative Observations

After conducting the studies, we rewatched all the video recordings and pulled out rel-
evant quotes or actions by participants. We then iteratively annotated and grouped
these quotes by themes using a combined inductive and deductive approach [40]. We
found that when using our tools, visualizations of neighboring signals allowed partic-
ipants to reason about the model’s output in terms of clinically-meaningful concepts,
and examining variation in these signals helped participants to build intuition about
prediction reliability. By inspecting the class histogram, ordering of neighbors, and
neighboring signals, participants were able to relate the model’s uncertainty to rel-
evant challenges of the task. Finally, participants used the editor to confirm if the

model’s reasoning was sensible and to guide decision-making.
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Nearest neighbors enable reasoning with clinically-relevant concepts

Visualizing nearest neighbors enabled participants to reason about the model in terms
of clinically-relevant concepts by generalizing and comparing across neighbors. They
would often notice a particular morphology present in the neighbors that helped
them understand the model’s behavior and whether it was clinically sensible. One
participant, pointing to a pattern present in all the neighboring signals, said “Yeah,
ventricular. It’s this elevation and this space that’s making it think ventricular” |[P4].
Another described, “The model is right — with ventricular ectopic, the QRS spike
should be broad, which is present in all the similar examples” [P13|. Overall, ten
participants [P1, P3, P4-P5, P7-9, P12-14] reasoned about the model using high-level
clinically-relevant concepts that they observed in the neighbors, such as “depression
in the signal” |P13|, “slope right after the P-wave” |P7|, “presence of a T-wave” |P§|,
or “P-R interval” [P5].

In some cases, participants were unsure why neighbors were considered similar, or
disagreed with their class labels. For example, one participant said, “these [neighbors/
are supposed to be ventricular ectopic... I think they’re normal. I don’t know what
to make of this [output]/” |P2]. Such cases may be partly because annotators had
access to additional information about surrounding beats during annotation that
was not available to study participants. Without this information, it can sometimes
be unclear why a beat has the class label that it does. While the model’s output
was confusing in these cases, visualizing neighbors did prompt additional questions
about the data and labeling process. For example, one participant asked, “Some of
these normal ones look like they could be abnormal, so I'd want to know why they
were called normal and what that was based on” [P6]. Another further hypothesized,

“Most likely this data was correctly annotated [...] but it [the model] is not using all
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that information here” [P2].

In contrast, with the baseline condition, participants often had difficulty extract-
ing higher-level, clinically-relevant concepts from the feature importance visualiza-
tion. For example, echoing a sentiment shared by many, one participant said, “I don’t
see how these blue [highlighted| areas are super helpful here... what are they trying to
get at?” [P7]. Another participant, who struggled trying to connect the explanation
to the predicted class, said “I don’t understand how they go from this [pointing at
highlighted areas| to saying that there’s some aspect of a ventricular beat in there”
[P12]. Some others had difficulty figuring out what about the highlighted section
was important — for example, one participant asked, “Why is it highlighted here, is
it looking at the height of this, is it looking at width? And why only this part?”
[P1]. In some cases, the highlighted areas did align with participants’ expectations,
though connecting these sections back to the prediction was not straightforward.
One participant noted, for example, “Sometimes it was highlighting things I would
also consider, but I still thought its prediction was wrong. I don’t have any intuition
on that. I guess it’s finding some features. I would want to know what those features

are, see whether they’re useful, if they have any intuitive correlation” [P2].

Visualizing variation helps assess prediction reliability

All participants said that they did not place as much weight on the model’s prediction
when there was a lot of variance in the overlaid signals. Participants felt more
confident in their answers when the overlaid signals were very consistent and similar.
They were also able to distinguish between variation that was acceptable given the
task and domain (e.g., “This input isn’t as picture perfect, so it makes sense that the

model shows some variation in the overlaid examples” |P4]) compared to variation
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that was an indicator of unreliability (e.g., “/The model’s output| isn’t giving me
much information right now. If I was given this result I wouldn’t just listen to the

machine, I would want additional information” [P4]).

When using the baseline condition, most participants only felt reassured when the
predicted probability was very high and the prediction aligned with their own. When
this was not the case, we observed that participants had trouble understanding how
to incorporate the probability score. As a result, they often rationalized incorrect
predictions —even when it went against their initial instincts. For example, one
participant saw an abnormal beat, started to say it was abnormal, but then changed
her mind after looking at the predicted class, which (incorrectly) was normal: “J
don’t think this 1s normal... well actually seeing that the machine thinks normal...
I guess it has a small QRS and the T-wave has a normal slope. Okay, I’ll put this
in the normal category” |P7]. Seven participants |[P2-4, P7, P9-11] went through
similar processes of rationalizing an incorrect prediction after having expressed an

inclination towards the correct class.

Even when they did not rationalize an incorrect prediction, participants often
struggled with building intuition about the probability score or highlighted sections.
For instance, one participant thought out loud, “I don’t know, it seems high probability
for a weird looking one like this. And I don’t know if it makes sense what it’s looking
at here and calling important. I'm not confident about this” [P1]. Similarly, another
said “I’d say this is definitely supraventricular, but the model’s not giving it a high
probability. I'm really not sure why that would be” [P11]. Eight participants [P1-2,
P5-7, P11, P13-14] expressed similar difficulties in reasoning about the reliability of

the prediction in the baseline interface.
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Nearest neighbors help characterize uncertainty and incorporate it into

decision-making

In the NN visualization, a wide distribution of nearest neighbors classes is one sign of
model uncertainty. In such situations, participants consistently homed in on differ-
ences using the overlaid plot of waveforms and aligned these differences with clinical
concepts. For example, one participant viewed a beat where neighbors were split
between supraventricular ectopic and normal, noting “For supraventricular ectopic
one thing you look for is whether or not it has a P-wave. It’s unclear in the input.
These [brushing over supraventricular ectopic examples| are probably saying it isn’t
a P-wave. And these [brushing over normal examples| have the P-wave so they’re

probably saying that the input does also and that’s why it should be normal” |P5].

Similarly, participants often connected the distribution of nearest neighbors to
natural ambiguities in the task. For example, one participant noticed some ven-
tricular ectopic beats present in a fusion beat’s neighbors — “Given that fusion is
itself a combination of ventricular ectopic and normal, it makes sense that there’s
uncertainty here, and that there are some yellow [ventricular ectopic| ones that look
similar” [P8]. Rather than distrusting the model, the ability to contextualize its
uncertainty helped participants rationalize and move forward with its output. For
instance, regarding neighbors split across classes, another participant said “I would
be exactly split like the model is between supraventricular and ventricular ectopic.
The fact that the model is also split between those two makes me feel better, and I

would do further testing [in person/ to differentiate which one it is” [P4].

Beyond making sense of the presence of multiple classes in the nearest neighbors,
participants were also able use this information along with their domain knowledge

during decision-making. In many cases, upon viewing neighbors from the different
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Figure 5-12: For this beat, one participant looked through some of the normal neigh-
bors (a), comparing them to some of the supraventricular ectopic neighbors (b).
They reasoned that the normal examples, though they made up the majority of
neighbors, were not more similar in clinically-meaningful ways to the input than the
supraventricular ectopic examples. As a result, they were able to arrive at the correct
classification (supraventricular ectopic).
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classes, participants would realize that one of the classes was not actually similar to
the input and, as a result, feel more confident in disregarding it. For example, for
the beat shown in Figure[5-12| one participant said “This is supraventricular ectopic.
[The modelf is calling it normal, but the normal ones don’t look so similar. The pink
ones [supraventricular ectopic| look more like it because they also don’t contain a
P-wave” |P14]. In other words, they were able to relate variation in the neighbors to
clinical concepts (normal neighbors with a P-wave, supraventricular ectopic neighbors
without), hypothesize why the model is uncertain (it isn’t sure whether the input
example contains a P-wave), and use their own domain knowledge to determine how
to proceed (the input does not actually have a P-wave, so go with supraventricular
ectopic). Eight participants went through thought processes to better understand the
model’s uncertainty and reconcile it with their knowledge of the domain knowledge
[P4-8, P10, P13-14].

In contrast, when the model appeared less certain to those using the baseline (i.e.,
a lower probability score), participants had difficulty reasoning about why. Many said
they did not know why the probability was relatively low, or provided explanations
based on their own knowledge as opposed to information from the feature importance

visualization.

Editing inputs helps check model reasoning

Ten participants used the editor to formulate and test hypotheses about what would
happen to the output after applying certain transformations [P4-9, P11-14]. They
used this functionality as a way to “sense check” the model’s reasoning, and were
more confident if it aligned with their expectations (and vice versa). For example,

one participant described using the editor to feel more confident in the model’s
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Figure 5-13: One participant hypothesized that the model was picking up on the
narrowness of this beat in giving the prediction of ventricular ectopic, and thus
stretching it would cause the neighbors to shift towards normal. After applying the
stretching transformation, and seeing that the nearest neighbors did change to be
more normal, they felt more confident in the model’s reasoning for this beat and in
classifying it as ventricular ectopic.

prediction for a beat (shown in Figure , which had mostly ventricular ectopic
neighbors: “I'm not that confident with ventricular ectopic, and this looks almost
normal. It’s a Little narrow, which is partly what ventricular means, so I think that’s
why this is saying ventricular and if I were to stretch it it would be normal. [Stretches
the signal] And that’s exactly what happened. That makes me more confident that
this s more ventricular ectopic rather than normal. Just because that’s exactly what
my thought was and that’s exactly what happened when I did it” [P9]. The same
participant mentioned later on, “This is how I think of things. If I can predict what’s
going to happen I'm more likely to be confident in the decision.”

Sometimes, however, participants applied a transformation but were not able to
understand why the nearest neighbors changed as they did, or how to incorporate

the observed change into downstream decision-making [P2, P4-5, P8, P10|. This
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situation typically occurred when the participant applied a transformation that they
expected would shift the neighbors towards one of the non-normal beat classes, but
instead skewed the neighbors towards normal —which may be due to the model
having learned worse representations for under-represented classes. On one hand,
this unexpected behavior prompted participants to rely less on the model’s output in
these cases — which, since the model is less accurate for these classes, is appropriate.
At the same time, however, these instances were not able to offer participants useful
insight into the model’s reasoning.

In other cases, participants applied several transformations separately to try and
gauge the sensitivity of the prediction to small changes, as a way of assessing model
reliability [P1, P3, P6-7, P10-11]. Sometimes several small transformations provided
positive reinforcement — “Okay, this makes me more confident. When it’s normal,
and then you do all these [transformations/, I think it should mostly stay normal,
which it 1s. It’s consistent so this all makes sense and I feel good with the machine”
[P1]. Other times, these transformations helped alert participants to the model’s
unreliability — “Seeing it switch so quickly from supraventricular ectopic to normal
does affect my perception of whether it [the model] is good at telling those apart” [P3)].

With respect to the model’s behavior more generally, some participants expressed
an increased understanding in how the model worked after using the editor and
observing what transformations tended to lead to a large change in the output. One
participant noted, “Doing these transformations is making me think about how this
program works. .. I can tell that the narrowness of a beat affects the decision a lot for
example” |P8|. Participants did not typically use the editor when the neighbors were
consistent (both in terms of the shape of the signal and their class labels), because
they did not feel the need to check the model’s reasoning. Other times, they chose not
to use the editor because they could not think of a specific hypothesis they wanted
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to test —this was particularly true for the participants who were medical students,
who often expressed that they “didn’t know enough” but that someone with more

experience might know what to test.

5.4.4 Study Limitations

With this study, our focus is on evaluating the proposed interpretability and visu-
alization techniques. Thus, our interface is simpler than something that would be
used in a clinical setting— for example, in practice, a physician would typically view
a strip of beats from multiple leads, rather than one beat in isolation, and often with
a grid overlaid to better measure distances. For our purposes, however, these sim-
plifications follow best practices of application-grounded evaluations [98] and would
not materially change our qualitative observations about intuition-building and rea-
soning with high-level concepts. In some cases, these differences in displaying beats
made participants more unsure about a beat’s classification — however, this limita-
tion applies equally to the baseline condition, so our quantitative observations about

relative accuracies continue to hold.

5.5 Discussion and Future Work

In this chapter, we present two interface modules that facilitate intuitive assessment
of a machine learning model’s reliability. Our work is motivated, in part, by inter-
pretability needs elicited in prior work. For example, studies have found that commu-
nicating model limitations and uncertainty is important for building trust |54 [324],
but that people have difficulty understanding the meaning of predicted probability

scores and incorporating them into decision-making [47]. Other work has described
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the importance of users being able to “sense check” a model’s decision as a way to
build trust [32), [165] 214], but there have been few proposed methods or interfaces
for doing so. In response, our interface modules are designed to allow users to inter-
actively probe the model and to reason about its behavior through familiar examples
grounded in domain knowledge. Users can explore a given input’s nearest neighbors
in the training data to better understand if and why the model is uncertain, and
what high-level features the model is learning. They can further manipulate the
input using domain-specific transformations to test hypotheses about the model’s
behavior or its sensitivity.

Think-aloud studies with 14 medical practitioners suggest that our interfaces suc-
cessfully achieve our design goals by helping participants reason about and interact
with the model’s output in ways that align with their existing conceptual models
of the domain. The studies demonstrate how grounding interpretability in real ex-
amples, facilitating comparison across them, and visualizing class distributions can
help users grasp the model’s uncertainty and connect it to relevant challenges of the
task. Moreover, by looking at and comparing real examples, users can discover or ask
questions about limitations of the data—and doing so does not damage trust, but
can play an important role in building it. We also find that our interactive input ed-
itor, which offers semantically-meaningful and domain-specific transformations with
which to probe the model, provides an effective way for users to sense check the
model’s reasoning. Participants in our study described the hypotheses they were
testing in terms of higher-level features corresponding to their domain knowledge.
In contrast, the baseline— which implemented a commonly-used feature importance
method [279] —did not facilitate the same sorts of investigation. We found that
this baseline interface demanded a large a mental leap from participants in order to

understand how the highlighted sections of the waveform contributed to a high /low
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predicted probability.

Our results also point to limitations with the current design of our interface com-
ponents and suggest opportunities for future work. We find that when the nearest
neighbor waveforms looked significantly different than expected, participants had
difficulty reasoning about why the model thought the neighbors were similar. We
posit that part of participants’ confusion was caused by the uneven distribution of
beat classes in the training data, which affects the quality of nearest neighbors. For
example, supraventricular ectopic beats comprise only 2.7% of training examples;
thus, the model was neither able to precisely distinguish this beat from others, nor
were there sufficient similar examples to fill the list of neighbors. However, this possi-
bility of under-representation in the training data did not occur to participants when
seeing low-quality neighbors. Aside from collecting sufficient data to compute better-
quality neighbors, this result suggests the need for transparently communicating the
model’s training data distribution and its implications. If a user is then presented
with output where the neighbors do not appear to make sense, they may be better
equipped to understand why this might be the case. Indeed, we found that when we
described this phenomena to participants after the conclusion of the study, they were
able to understand why under-representation would affect the nearest neighbors. Cai
et al. [54] similarly found the need for an “AI Primer” for users to explain, in part,
“Al-specific behavior that may be surprising.” Our observations suggest specific use
cases of and types of information to include in such a primer.

In other cases, participants found it difficult to apply transformations using the
input editor because the space of possible hypotheses was too open-ended. Here,
methods that generate counterfactual examples (i.e., similar example(s) that are
classified differently) [332], [138], 238] might provide useful inspiration. These meth-

ods automatically generate modified inputs by finding small transformations that
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yield different predictions, but because they do not require any user intervention,
they can return unrealistic examples that cannot be probed further. However, such
methods could usefully bootstrap our input editor. For example, automatically gen-
erated examples could help constrain the space of possible hypotheses to only those
transformations that cause the greatest change in the model output. Users could then
bring their domain knowledge to bear on selecting semantically-meaningful examples

to either visualize directly or as a starting point for further transformation.
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Chapter 6

Semantically-Grounded, User-Driven

Model Testing

In this chapter, we describe a deployment tool that enables context-specific, semantically-
meaningful, and user-driven model evaluation. This work shares a similar motivation
to Chapter B} to help users understand model strengths and limitations that are rel-
evant to their context. However, drawing from the terminology in Chapter [3], these
tools are designed to facilitate different tasks. The interface modules in the prior
chapter help users assess the reliability of a given prediction, while the system intro-
duced in this chapter is aimed at evaluating overall model strengths and limitations.
In addition, the tools are designed to support different stakeholder groups. Here, re-
sponding to a gap revealed in Chapter [3[s analysis of existing work, we ask how users
with extensive personal knowledge can bring that expertise to bear. The system we
propose stems from the idea that users with personal knowledge in a particular do-
main are best suited to evaluate a model for that context, and provides a workflow

and interactive user interface to facilitate this process.
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6.1 Introduction

There is increasing recognition that evaluations of machine learning (ML) systems
should be grounded in context [125, 172]. Context is a broad term, and might
denote geographies, physical or virtual communities, organizations, institutions, or
more. Stakeholders in different contexts have different lived experiences, types of
knowledge, and goals [313] 95 ©93]; and what constitutes a “model failure” can differ

across contexts [151] 207].

Consider the example of content moderation, which we use as a running case
study throughout this chapter. Different online communities deal with different
types of harassment or trolling, and enforce a wide range of rules/norms [63, [118].
For instance, some subreddits ban talking about specific topics, such as guns or diet
advice, while others do not. Specific phrases or emojis might appear to be offensive
in one context, but correspond to inside jokes or meanings in another [260]. As
automated moderation tools become increasingly available [345 21T] [148], how can
the users and/or moderators of an online community understand where a particular

system succeeds/fails for them, and assess whether it is suited to their context?

There is currently little infrastructure for users in a particular context to pose or
begin to answer these questions. Standard evaluations on static benchmark datasets
are often misaligned with real-world deployment contexts, due to issues such as dis-
tribution shift [296], 270], shortcut learning [132], underspecification [84], or poor
subgroup performance [46]. Evaluations that focus on specific subgroups [232], other
metrics [143, 256], or new benchmark datasets [352) 177, [193] are also limited, since
they are rigidly defined with respect to predefined subgroup labels or metrics. Some
work has incorporated context into model evaluation by compiling context-specific

evaluation datasets from scratch with specific groups of users (e.g., Chapter , or
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proposing complex causal models of societal context from first principles [224]. The
resulting evaluations are valuable, but they require significant time, effort, and cus-
tomization to design (or to update, if/when user needs evolve over time).

To address this gap, we present Kaleidoscope, a workflow and interactive user in-
terface for performing user-driven, context-specific evaluations of ML models. Kalei-
doscope leverages users’ implicit expectations of “good model behavior” in a given
context, and helps them translate these behaviors into explicitly defined tests.

Using Kaleidoscope’s iterative workflow, users identify important examples us-
ing data from their own context, generalize them into semantically-meaningful con-
cepts, and specify and test model behavior on those concepts. This workflow enables
a bottom-up approach, where users can start with a few examples of a particu-
lar concept and generalize them into a large, representative example set by adding
semantically-similar examples retrieved in a learned embedding space. The process
is designed to be iterative and exploratory—rather than requiring a precise definition
of the concept upfront, its bounds can become more complete and precise as users
find and add new examples.

Users can then specify and evaluate model behavior on these example sets by
defining and running tests. We distill two axes used to specify model behaviors: the
behavior type (e.g., specific model outputs, invariances, or shifts) and its granularity
(e.g., whether it pertains to a single example set, aggregate comparisons between
two example sets, or pairwise comparisons after applying a transformation to each
example in an example set). Specifying tests makes desired model behaviors trans-
parent, and running them surfaces insights into model strengths and limitations in
terms of domain-relevant concepts. In doing so, these tests can serve to build trust
by making anticipated behaviors explicit (i.e., facilitating contractual trust [172]).

To evaluate Kaleidoscope, we conduct a two-part evaluation. First, using the
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Cognitive Dimensions of Notation heuristic framework [141], we contrast Kaleido-
scope’s conceptual affordances against template-based and domain specific language
(DSL-based) grouping methods for natural language tasks to better understand their
tradeoffs. We find that Kaleidoscope results in more semantically-meaningful exam-
ples and tests, as opposed to lower-level or syntactically-focused tests. In addition,
other methods require formally defining slices of data upfront. Instead, Kaleidoscope
allows users to switch between exploratory and confirmatory analyses, clarifying the
bounds of their hypotheses and creating slices of data that may have been difficult
to precisely define a priori.

We also conduct a user study with 13 Reddit users/moderators who used the
system to assess two pretrained ML models for content moderation. The iterative
process of finding and adding similar examples to build example sets was intuitive
and exploratory. Participants typically started with a specific idea of the concept
they intended to represent in an example set, but as they found and added examples,
this idea sometimes expanded (as they discovered new phrases to search for or types
of examples to add), became more precisely defined (as they began to delineate
which similar examples did and did not belong), or split into multiple concepts (as
they realized implicit subgroups within their initial idea). Resulting example sets
represented concepts, drawn from personal experience or specific subreddit rules, that
participants considered important (e.g., “LGBT attacks,” “colorism,” “disrespectful
comments”). Each contained diverse examples that would be difficult or impossible
to specify via templates or a DSL. Tests built off of these concepts revealed insights
into model behavior that helped participants reason about if the model would work
well in their context, and how it should be used.

Kaleidoscope contributes to a growing body of work that aims to gives users the

agency to probe automated systems. In particular, the system helps users translate
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their implicit expectations of model behavior into concrete, domain-relevant tests.
Our results indicate that Kaleidoscope facilitates meaningful insights into model
behavior, and suggest promising directions for future work in context-grounded model

evaluation.

6.2 Related Work

In response to shortcomings of overall evaluation metrics, some work has proposed
documenting performance across data subgroups [232}, 81, 177, [352]. Typically, these
include predefined demographic subgroups such as race, gender, or age. Other work
has proposed a range of different evaluation metrics—e.g., notions of fairness, ro-
bustness to noise/corruptions, miscalibration, privacy, or the presence of undesirable
learned correlations [84] 331, 289, 256, 143, 302, 222, 193].

Importantly, these evaluation paradigms are typically aimed at developers, and
rely on several assumptions. First, they assume a prior: definitions of success. For
example, D’Amour et al. [84] perform a number of stress tests that measure metrics
outside of accuracy. However, these require customized datasets and specific, prede-
fined tasks (e.g., testing a model’s robustness to corruptions with ImageNet-C [156] ).
Second, they assume access to static, labeled subgroups. In many cases, however, the
types of examples users in a particular context care about comprise higher-level con-
cepts [230] that are not already labeled in the data (e.g., x-rays with tricky diagnoses
[54], aggressive comments [63], arrythmias with broad QRS spikes [314]). Identify-
ing these sets of examples manually is difficult and time-consuming. And finally,
they assume that desired model behavior is consistent across different deployment
contexts. As is increasingly recognized, though, expectations and norms can differ

widely across stakeholders and contexts (e.g., a comment considered aggressive in
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one community might be fine in another [260, 20T]).

Some recent work has tried to address these issues and perform more context-
grounded evaluations of ML systems by designing application-specific evaluation met-
rics or datasets with specific groups of users [260, 315, 295]. The resulting evaluations
are valuable, but their design is highly bespoke. Without a guiding framework or
surrounding infrastructure, redesigning this process from scratch in different con-
texts (or updating it for existing contexts, if user needs evolve over time) requires
significant time and effort. Kaleidoscope helps fill this gap, providing a workflow and
interactive system that can support context-specific evaluations.

Other work has similarly proposed frameworks for creating custom slices of data
for evaluation. Many of these have been proposed for natural language process-
ing (NLP) applications, which we also focus on. For example, Errudite proposes a
domain-specific language (DSL) for finding and grouping instances based on linguistic
features [348]. Robustness Gym similarly allows users to construct subpopulations
based on linguistic features [137]. Checklist enables generating slices of examples
using user-defined templates (e.g., I like {blank}, where blanks are filled with
suggestions from a language model) or transformations (e.g., take an existing set
of generated examples and replace proper nouns) [280]. While their goals are re-
lated to ours, these systems are designed for developers with technical expertise to
identify or generate syntactically-focused groups of examples, and test universally-
desirable linguistic capabilities (e.g., “does the model understand negation?”) rather
than for end users to specify context-specific behavior on semantically-meaningful
slices of data (e.g., “does the model flag comments about diet advice?”). Moreover,
Kaleidoscope’s generalization process enables interative discovery, while other sys-
tems typically require users to precisely define the examples of interest upfront. We

perform a more detailed comparison between the design affordances of template- and
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DSL-based methods versus Kaleidoscope in Section [6.4}

Unlike the deployment tool proposed in Chapter 5| which focuses on helping users
assess the reliability of a specific prediction during usage, our work here is motivated
by the shortcomings of existing evaluation methods. As we describe in Chapter
[} evaluation bias arises when the metrics or data used to assess a model hides
harmful effects. We address this issue here by providing ways for downstream users
to evaluate the model in terms of relevant and semantically-meaningful concepts for
their context. In addition, Kaleidoscope’s iterative and exploratory process helps
draw out the expertise of users with extensive personal domain knowledge (while

Chapter [5| focuses on users with formal or instrumental domain knowledge).

6.3 Kaleidoscope

In this section, we describe the steps of Kaleidoscope’s iterative workflow and how
we instantiated them in an interactive user interfacdl To make these sections more

concrete, we first introduce a running case study that we utilize throughout.

Identification I Generalization ——  Specification and Testing
Goal: find meaningful examples Goal: generalize identified examples Goal: specify and test desired model
into higher-level concepts behavior using defined concepts

Figure 6-1: Kaleidoscope’s workflow consists of identifying meaningful examples,
generalizing them into larger, diverse sets representing important concepts, and using
these concepts to specify and test model behavior.

'Our code for both Kaleidoscope’s underlying workflow and the UI is available at
https://github.com/harinisuresh /test-cases.
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6.3.1 Running case study: Content Moderation

We use a running case study through the rest of the chapter to reason about and
instantiate the system with real examples, and illustrate the implications that dif-
ferent contexts can have on model evaluation. In particular, choosing a case study
for which ML-based tools are currently being developed and deployed makes these
analyses more concrete, allows us to recreate a realistic evaluation by using publicly
available models and real-world data, and enables a user study with participants

familiar with the domain [99].

Social media platforms and other online forums are an increasingly common venue
for discourse, and often, online harassment. A recent Pew Research Center survey
found “/1% of Americans have been personally subjected to harassing behavior on-
line, and an even larger share (66%) has witnessed these behaviors directed at others”
[265]. Recent efforts have tried to use technology to help with comment moderation
efforts —for example, by building machine learning models to identify posts or com-
ments that violate rules [148, 58|, [36, 211]. These moderation systems can be used

in a variety of ways, from helping human moderators prioritize what to look at, to

allowing readers to filter which comments they see.

Content moderation is a prime example of a domain in which norms (and conse-
quently, desired model behaviors) differ widely across different contexts. For exam-
ple, Reddit has over 2 million subreddits, each of which has their own set of rules
[63, T18]. Even when rules are shared (e.g., “be civil”), the ways in which they are
interpreted can vary (e.g., the comment “Thank you for exposing your Jewishness!”
has high inter-rater variability for toxicity [319]). Here, we consider the question
of how users or moderators of a particular online community can understand the

strengths and limitations of an automated moderation system and assess whether it
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is suited to their context.

We use Kaleidoscope to look at two publicly available content moderation algo-
rithms: (1) the original Detoxify model released by Unitary (a company that builds
moderation tools), trained on Wikipedia comments with crowdsourced toxicity rat-
ings [148]; and, (2) the offensive language identification model released by TweetNLP
(an NLP library providing a range of models built with Twitter data), trained on
tweets with crowdsourced ratings for offensiveness [58]. We chose the Detoxify model
because it is the most highly downloaded comment moderation model (with around
2.08 million downloads) on Huggingface [345], a platform for open source models.
We chose the TweetNLP model as a contrast because it is trained on a different data
distribution, and we were interested to see if the system could reveal ways in which

the two models exhibit different behavior.

Kaleidoscope requires data from which users build sets of examples. Ideally, this
should be data sourced from the target deployment context. In the content modera-
tion example, we consider datasets from different subreddits (i.e., each subreddit is
a specific context). We create these datasets with comments that are both unmod-
erated (i.e., still available on Reddit) and moderated (i.e., had been removed by a
moderator). We obtained the unmoderated comments by scraping Reddit with the
PushShift APIP] and the moderated comments from a dataset collected in prior work
[63]. We subsampled each subreddit dataset to 15,000 examples (10,000 unmoderated
and 5,000 moderated).

Zhttps:/ /reddit-api.readthedocs.io/
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6.3.2 Iterative Workflow

Kaleidoscope involves an iterative workflow in which users define meaningful context-

relevant concepts and test model behavior on them (Figure [6-1)).

Identification

In the identification stage, users identify a few exemplars of a particular concept
they wish to define. Users familiar with the deployment context might draw on prior
experience to either create the exemplar(s), or query all examples for a particular
word, phrase or regular expression and choose from the results. For example, consider
a user who wants to test how well the model moderates xenophobic attacks. They
might use a particular comment they have seen as an exemplar, or search for all
comments containing the word “immigrant,” choosing a few that match their intent.
The search process might also be more exploratory—for example, our interactive user
interface includes a 2D projection of all comments in the dataset, where users can
rapidly mouse over areas or clusters to identify different groups of examples. This
stage allows users to employ a bottom-up approach—starting with a small number
of concrete examples and then iteratively generalizing to a larger set—rather than a

top-down one that requires precisely defining the full slice of interest upfront.

Generalization

In the generalization stage, a few examples are expanded into a larger set of examples
that represent the higher-level concept. For example, in the identification stage, a
user might identify the single comment “immigrants don’t belong here,” as violating
a norm disallowing xenophobic attacks. In the generalization stage, they would

expand this comment into a set of different comments from the dataset that capture

184



the general concept of “xenophobic attacks.”

Kaleidoscope enables generalization using iterative content-based retrieval. A
user starts with their identified example(s), using them as a seed to search for similar
examples. A set of the most similar examples are retrieved using a distance metric
in a learned embedding space, and clustered by similarity. Computing distance and
retrieving examples in a learned embedding space facilitates finding semantically-
related examples (as opposed to generalizing using low-level or syntactic features).
Users can then select and add entire clusters or individual examples that fit the
desired concept to an example set. This process may repeat multiple times, with an
expanding set of seed examples.

Facilitating the generalization process is critical, since manually generating a
larger set of examples is both time-consuming and difficult. While users might be
able to identify an example of an important concept, synthesizing many diverse
examples representative of the true data distribution is a much harder cognitive task
[144).

The iterative process also allows users to switch between exploratory and confir-
matory analyses. A user might start off with an initial idea of a concept (“xenophobic
attacks”) and a loosely defined mental model of what this concept encompasses. As
they iteratively explore similar examples in the dataset, the bounds of this concept
might evolve and become more precisely defined, or the concept might split into
multiple (e.g., “anti-Semitic attacks” and “anti-Asian attacks”). They might keep
adding similar examples, or step back and cast a more exploratory net by searching
all examples for a different word or phrase. Switching between these modes allows
users to both discover and instantiate a wide range of concepts.

The steps of the workflow need not be linear; during the generalization process

for a particular concept, a user might come across distinctly different examples that
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become exemplars for other concepts (e.g., while generalizing “xenophobic attacks,”
they might come across an example mocking someone for being offended—this might
then seed a different “insults about being sensitive” example set). While we have been
illustrating these steps with the content moderation case study, they only require
a meaningful representation space in which to compute distance, and some way to
visualize the resulting examples. As a result, the workflow can be applied to different
application domains or data modalities by selecting a relevant embedding space, and

drawing from data visualization techniques from that domain to display examples.

Specification and Testing

In the specification and testing stage, users specify and examine model behavior on
the defined concepts. Specifying desired model behavior serves an important role in
transparency and trust. Prior work has formalized human-Al trust as contractual—
i.e., trust is built on an explicit, context-specific contract that specifies the expected
behavior of the systems [I72]. The model behaviors defined in the testing stage can
serve as part of such a contract. Importantly, these behaviors are built on top of
concepts defined in the generalization phase that align with users’ existing mental

models of the domain.

We distill two distinct axes used to specify model behavior (see Table . The
first axis is the behavior type, which describes desired values or shifts in model
outputs. For example, Kaleidoscope provides three behavior types: 1) specifying the
desired model output, 2) specifying a desired invariance in model outputs, or 3)
specifying a desired directional change in model outputs. The first behavior type
looks at static model outputs, while the latter two behavior types look at shifts in

model outputs.
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Behavior Type Granularity

Definition

Example in words

mean({I[f(4;) = g]}/2])

The model should predict that zeno-
phobic attacks (A) should be moder-
ated.

mean ({f(A)}2)) — mean({f(B:)}2)) < e

The model’s predictions should not
significantly differ between zenophobic
attacks (A) and sewist attacks (B) .

mean({f(A;) — F(HAN)IAL) < e

The model’s predictions should not
change significantly after adding “lol”
to each example in xenophobic attacks

(A) -

Output —

Invariance Concept-level
Instance-level

Directionality Concept-level

mean({f(Ai)}Li‘o) — mean({f(B;) Lil) >exd

The model should predict that zeno-
phobic attacks (A) are more likely
to be moderated than civil discussion
(B) .

Instance-level

mean({f(Ai) — f(H(AD)}2Y) < exd

The model’s predicted probability of
moderation should increase after re-
placing “you” with “you prick” in civil
discussion (A) .

Table 6.1: Model Behavior Specification. Output tests check whether the predictions
of a model f on example set A align with a desired output § (Row 1). Concept-level
tests compare two example sets A and B, and check whether the distribution of model
predictions significantly differs between the two (Rows 2 and 4). Instance-level tests instead
compare example set A, and a user-specified transformation ¢ of A, which is applied to
each member of the input example set (Rows 3 and 5). Directionality tests also involve
a specified direction d € {—1, 1}, indicating whether the difference should be positive or
negative. Both invariance tests and directionality tests are governed by a threshold e at
which the distributions of model predictions may be deemed significantly different, and can
be determined by a statistical test (e.g., a t-test). We also require that the p-value of the
statistical test is less than a set threshold.
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The second axis, granularity, applies to behavior shifts, and describes whether the
comparison being made is at the concept-level or instance-level. Concept-level
shifts consider two example sets, and ask whether model predictions change on aver-
age between them. Instance-level shifts ask whether there is an average pairwise
change in predictions after applying a transformation to each example in an example
set. Concept-level shifts are tested via an unpaired t-test, and instance-level
shifts via a paired t-test.

For instance, an output test might specify that the model should flag exam-
ples in the “xenophobic comments” example set as moderated. A concept-level
invariance test might specify that model outputs should not be significantly differ-
ent between an “anti-Asian comments” example set and an “anti-Semitic comments”
example set. And an instance-level invariance test might specify that model
outputs should not change significantly after replacing “Jewish” with “Asian” for each
example is the “anti-Semitic comments” example set.

We include both instance-level and concept-level shifts, since they play dif-
ferent but important roles and entail different tradeoffs. Prior testing frameworks
have primarily examined instance-level shifts (assessing if model outputs change
after applying a transformation to the data) [280] 348, [331]. Instance-level tests
are useful because they test hypotheses explicitly by constructing counterfactual ex-
amples where the input stays constant outside of a defined transformation. However,
these tests might produce out-of-distribution or unrealistic examples. For example,
offensive anti-Semitic comments likely look different than offensive anti-Asian com-
ments in complex ways, which would not be accurately captured by simply replacing
the word “Jewish” with “Asian.”

Concept-level tests try to account for this by comparing two realistic, inde-

pendent distributions of data. With concept-level shifts, however, it is difficult
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to precisely attribute the cause of a shift in model behavior. For instance, if in the
data used to create example sets, anti-Semitic comments are usually much shorter
than anti-Asian comments, and we find that the model is more likely to flag them
as moderated, it is unclear whether this is because of their content or their length.
Findings from concept-level tests can still be valuable if the data used to create
example sets reflects the actual data distribution and correlations in a particular
context, since they provide a lens into the correlations the model would exploit in
deployment.

Kaleidoscope provides a selection of model behaviors (e.g., outputs, invariances,
directional changes) and transformations for testing instance-level shifts (e.g.,
replacing/adding/deleting words). At the same time, by identifying these higher-
level axes and how they fit together, the system is flexible to adding many different

types of behaviors and/or transformation functions as they are developed.

6.3.3 Interactive User Interface

We implement an interactive user interface to facilitate Kaleidoscope’s iterative work-
flow, and make the system approachable for users with domain knowledge (but not
necessarily programming experience).

The interface consists of three main panes (see “Overall View” in Figure [6-2)):
identification and generalization primarily happens in the leftmost pane, where users
can explore and find examples (B) to add to new or existing example sets (A). Spec-
ification and testing happens on the rightmost pane (D), where tests are displayed.
The middle pane (C) contains a 2D projection plot where examples can be moused
over or selected. Color and shape encodings highlight examples and/or model pre-

dictions when an example set or test is expanded.
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Figure 6-2: Kaleidoscope’s interactive user interface, and how different parts of the iterative
workflow happen within it. See the text for a step-by-step walk-through.



As an illustrative example, we walk through creating an example set represent-
ing criticisms or abuse directed at moderators (a concept that is typically moderated
across many different subreddits) using data from r/news. Screenshots from this pro-
cess are displayed in Figure [6-2], and in the following sections, numbers in parentheses

reference specific screenshots.

Identification

To start, a user could either write a seed example (e.g., based on prior experience) or
find one in the dataset. To find one, they can use the search bar to search all examples
for the word “mods,” which they imagine will appear in many relevant examples. In
the Search and Explore section, the system returns all comments containing the word

“mods” clustered into three groups by similarity (1).

To cluster examples, the system uses K-means clustering in a learned embedding
space. The embeddings are computed by the Universal Sentence Encoder [62], a
publicly-available transformer-based language model. The points in each cluster are

highlighted in the projection plot, and the top words in each appear below (1a).

Displaying the result in clusters helps users parse high-level structure in the re-
turned examples. The top words provide an additional summarization of each cluster
to help with this sensemaking. Skimming through the examples and top words can
help a user get a sense for the types of examples in each cluster: the first with
longer rants or discussions about mods, the second with anti-Islamic insults against
mods, and the third with more general short, hostile statements against mods. A
user’s domain knowledge could guide which examples to select to seed an example
set, or whether the examples returned comprise distinct enough types that we might

actually want to create multiple example sets (e.g., anti-Islamic criticism as well as
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general criticism).

In this case, if they believe that examples from the latter two clusters should be
treated similarly, they can select the examples from both to seed a new example set
named “insulting mods” (2). This example set now appears in the list of example

sets, and contains the set of examples they chose.

Generalization

They can now click to select all (or a subset of) these examples (3). This creates the
selected set, or examples used to retrieve other, semantically similar examples from
the data. These similar examples are populated in the Search and Explore section
(4).

The system finds similar examples by using Euclidean distance with embeddings
from the Universal Sentence Encoder. It computes the mean embedding of all ex-
amples in the selected set, and finds the most similar examples to that mean vector.
The returned similar examples are also clustered, and a user can follow a similar
process as before—getting a high-level sense of each cluster, and then choosing to
either add entire clusters, or specific examples, to the example set.

As they add more examples to the “insulting mods” example set (5), these exam-
ples are automatically added to the selected set (6). The similar examples continue
to update to display ones similar to all of the now-selected examples (repeating 4,
5 and 6). Searching by semantic similarity reveals examples that do not necessarily
contain the specific search terms we might have thought about. For example, re-
turned similar examples include “I just came from /r/undelete and holy hell is the
censorship here is bad,” and “So why the fuck would you delete the mass upvoted

post that was originally posted?” These are comments implicitly about or addressed
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to moderators, that we would not have found with a string or regular expression
match.

As we iteratively find and add examples, our mental model of the example set
and concept evolves and becomes more precise. Initially, the user may have had
the broad idea of capturing insults against mods. Looking at real examples (both
individual and higher-level clusters), lends clarity to bounds of this concept (e.g.,
they chose to focus on shorter, aggressive insults, as opposed to longer discussions)
and what it includes (e.g., specific attacks about censorship, anti-Islamic rhetoric,
comparisons to other subreddits).

They can also switch between exploration and confirmation. Iteratively finding
and adding similar examples is utilizing a particular type of example they have
confirmed is relevant. In this process, however, they might see a phrase or word that
spurs them to zoom out and return to an exploration stage, searching all examples
for a different phrase to see how else it appears in the data. For instance, they might
notice the word “censorship” appearing in some of the returned examples, and use
that as a search query to search all examples, casting a broader net before drilling
down again. Similarly, they could use the projection plot to select the broader area
around where points in the example set are located. This populates the Search and
Explore section with those examples, and allows them to find examples we might
have missed.

As the user continues to iteratively add similar examples, they will typically
observe one of two behaviors: 1) convergence, where similar examples become in-
creasingly similar, until they are not significantly different from the ones already
added, and no longer diversify the example set, or 2) divergence, where examples be-
ing returned are not actually similar in relevant ways. Which behavior they observe

is highly dependent on how well-represented a particular concept is in the dataset
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(i.e., if there were very few examples of insults against mods, the retrieved similar
examples would quickly become divergent). This is also one of the limitations of
our method; while examples are realistic because they are drawn from real data, we
also inherit the limitations of that data. We examine this limitation further in the

discussion.

In the “insulting mods” example, the user might begin to observe a convergence
after 4-5 iterations of adding similar examples, where new retrieved examples seem
repetitive, rather than adding additional diversity. At this point, they have 187

examples, and can choose to create a test using this example set.

Specification and Testing

When they click “Add new test,” a form appears to specify different axes of desired
model behavior. Depending on the behavior type they select (e.g., output, invariance,

etc), different parameter options are provided (7, 8).

To test how well the model moderates these examples, they can create an output
test, specify the desired behavior as moderated, and run the test. In their header,
output tests display the percentage of the examples that have the desired behavior—
in this case, we can see that the model only predicts that 34.2% of these comments
should be moderated. We also provide a more detailed output when the test pane
is expanded (9). This allows users to explore the distribution of predicted proba-
bilities (with a histogram visualization), as well as outputs for individual examples
(with an output log). Brushing over the histogram of predicted probabilities filters
the examples, so a user can examine, for instance, specifically the ones that were
moderated with high probability. Viewing individual examples makes this analysis

concrete, allowing users to investigate, for instance, whether the examples with a
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higher moderation probability actually are more severe violations than the ones with

lower probabilities.

In their headers, concept-level shift tests display the mean difference in pre-
dicted probability across the two example sets in the test, and instance-level
shift tests display the mean pairwise difference across an example set pre- and post-
transformation. Displaying the actual difference (rather than just pass or fail, for
example) provides richer signal into how well or poorly the model does, and helps

compare results across tests.

When expanded, concept-level tests display a probability histogram and ex-
ample log containing both example sets in the test encoded via different colors (10).
This allows users to compare the overall distributions of predicted probabilities, as
well as compare examples from each example set that fall within a given probability
window. The expanded view of instance-1level tests shows a probability histogram
of the pairwise differences between the predicted probability of each example pre-
and post-transformation. The example log displays each example, its predicted prob-

ability before and after the transformation, and the difference in those probabilities

(11).

When a test pane is expanded, the projection plot displays the points in the
example set(s) being tested. Color encodes predicted probability, and shape encodes
example set membership for concept-level tests (10a). This visualization allows users
to see if there are high-level patters in the model’s predictions (e.g., certain clusters

that are highly moderated or not) and drill down into the plot to characterize them.
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6.4 Evaluation: Comparing Conceptual Affordances

In this section, we compare Kaleidoscope to other ML model evaluation systems
that group examples via template- or DSL-based methods. We focus on Checklist
[280] and Errudite [348|, respectively, as examples of these alternate classes of eval-
uation frameworks. To guide our analysis, we draw on the Cognitive Dimensions of
Notation framework [I41I], which includes several axes of comparison (e.g., hidden
dependencies, premature commitment) for systems such as programming languages

or visual interfaces.

Using Checklist, users specify a template (e.g., I really {mask} the flight)
and can fill in the blanks with suggestions from a predefined lexicon or a language
model (LM); or, they can apply perturbations to examples from an existing dataset.
With Errudite, users write filters using a DSL to query an existing dataset based on
linguistic features (e.g., the filter count (token(x, pattern=‘‘PERSON’’)) > 2 would

return examples where there are more than two PERSON entities).

We find that Checklist, Erudite and Kaleidoscope have significant differences
in the amount of premature commitment and the type of hard mental operations

required. They also involve different abstractions and hidden dependencies.

Consider the example of making a test for a content moderation system, to
check whether “political comments” are moderated (a subreddit rule in r/funny).
We first used Checklist to try and test this behavior. We started by manually
defining a custom lexicon of political_figures (“Hillary Clinton,” “Mitch Mec-
Connell,” “The President,” etc.). We used LM suggestions to fill in the template
{political_figure} is a {mask}, saving those suggestions into a descriptive_noun
lexicon. We used LM suggestions again to fill in the template political_figure

is a {mask} {descriptive_noun}, saving them into an adjective lexicon. We then
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used Checklist to generate all combinations of these templates and specified that their
label should be moderated, resulting in 30,600 generated examples. We went through
a similar process to generate another set of examples of the form {political_group}
has {adjective} views on {political_issue} and {political_group} is
{descriptive_noun} where we manually defined sets of words for political_group
and political_issue. This resulted in 8800 generated examples.

Errudite’s DSL involves more formal linguistic abstractions than Checklist’s tem-
plates —e.g., specific entity types or part of speech tags. To try find “political com-
ments” with Errudite, we manually created a list of tokens representing political fig-
ures, as in the prior example, and wrote a filter to find examples containing those enti-
ties (e.g., has_any(token(x, pattern="‘PERSON’)), [“The President’, ...]1)).
This resulted in 124 examples. Some of these examples did not necessarily belong
in “political comments” (e.g., “Donald Trump had a cameo? I must have missed it.”)
but were returned because they contained a matching entity, and there was not a
different attribute with which to filter them out. The DSL allows users to compose
filters into increasingly complex queries (e.g., constraints on the types of entities,
comment lengths, etc), but these are not as useful for our use case, where exam-
ples of interest do not group by these linguistic features, but rather, by higher-level
semantic features that are difficult to precisely formalize.

With Kaleidoscope, we started by searching for a term we expect to appear in lots
of political comments (e.g., “Trump”). The results were grouped into three clusters,
each using the word “Trump” in different contexts: the first containing longer discus-
sions about race, the second about the election, and the third with short, aggressive
insults. We expect knowledge about the context to guide the breadth/granularity of
the example set. Are aggressive insults about political figures distinctly worse than

longer discussions, or would all of these political comments be moderated regardless
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of tone? This could inform whether to seed one or multiple example sets. Here, we
chose a particular set of examples to seed an example set, and then generalized them
into a much larger set by searching for similar examples. Looking at semantically
similar examples revealed other types of relevant examples that we did not think of
from scratch — for example, comments that contained semantically-related phrases

77

or people, such as “make america great again,” “gun-owning republican,” or “Bernie.”
The resulting example set contained 272 examples. We also ended up seeding new
example sets based on related but distinct types of comments that appeared during
generalization (e.g., sets on “detailed political issue discussions” and “insults about
being triggered”).

For each system, this process of creating sets of examples requires a different
set of hard mental operations and hidden dependencies. With Checklist, we needed
to keep track of different sets of words (political_figures, descriptive_nouns,
etc.) and compose them into templates that made sense. It was difficult to generate
diverse template formats, and to assess whether we had specified enough of them.
While templates are already more abstract than actual examples, Errudite’s DSL
involves an additional layer of abstraction. Because of this, trying to keep track of
the mapping from a particular DSL-based filter to the concrete examples specified by
it involves several mental jumps. Kaleidoscope does not use linguistic abstractions
to define example sets—rather, the example set is simply defined by the concrete
examples it contains. Examples are familiar and intuitive to users, and working
with them is straightforward. However, templates and DSLs do create a formal
definition of the example set; i.e., the dependency between a template or filter and
the contents of the resulting example set is explicit. In Kaleidoscope, because the
example set is less precisely defined, we had to keep track of the types of examples

that were included, and continue updating this mental model as we iteratively added
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examples.

Checklist and Errudite also require significantly more premature commitment
than Kaleidoscope. For example, with Checklist, we were able to generate thousands
of examples, but they follow a very specific template which we were required to
formulate at the beginning. Kaleidoscope’s process is more bottom-up—we started
with a general idea of a word that would be present in political comments, and seeing
the distribution of real examples from this context helped clarify the bounds of our
hypothesis. We end up with fewer examples; however, they are more varied, and a
more accurate reflection of how political comments actually look in context.

As a result of these differences, the tests we created also tell us different things.
With Checklist, we had high confidence in the model’s behavior on examples following
the specific templates we wrote, but were uncertain about how this might generalize
to the natural data distribution. With Errudite, examples are drawn from the real
dataset, but the only filter that applied to our use case was a coarse string match
that resulted in a skewed sample—returning some irrelevant examples that contain
query tokens, and missing a lot of relevant examples that do not. We found that the
Checklist tests had 99% and 86% failure rates, and Errudite’s test had an 80% failure
rate (i.e., saying that most political comments go unmoderated). With Kaleidoscope,
our test on political comments had a 66% failure rate. The difference in these results
indicates that the model is more likely to moderate political comments from the
real data distribution. For example, this might reflect the fact that in this context
(the r/funny subreddit), comments about politics are more likely to be aggressive
or insulting. If our goal is context-specific evaluation, Kaleidoscope allows us to
understand the type of behavior we should anticipate in this particular context.

The design affordances of each tool make them suited to different types of anal-

yses. With Checklist and Errudite, it is easier to test a range of general linguistic
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capabilities (e.g., if the model is robust to replacing neutral words with other neutral

words, or if it can deal with sentences that have complex linguistic structures). On

the other hand, Kaleidoscope is better suited to creating topic-oriented example sets
79 (15

(“aggressive comments”, “political comments”) and tests that reflect semantically-

meaningful goals.

6.5 Evaluation: User Study

To understand how real-world users might use Kaleidoscope’s workflow and interface
to assess a model’s suitability for their specific contexts, we conducted a study with
10 users and 3 moderators from Reddit. The study was certified by our institution

as exempt from full IRB approval under category 3 (benign behavioral intervention).

6.5.1 Study Methods

We recruited our participants by posting to r/SampleSize (a subreddit for posting
studies), messaging individual moderators on Reddit, and emailing our institutional
networks. We filtered participants to those who reported spending 5+ hours on Red-
dit per week. For each study, we seeded the system with data from a subreddit that
the participant was familiar with, and two publicly available moderation models.
The system uses the original Detoxify model [I48]| by default, but we told partici-
pants that they could also switch to compare a second model (TweetNLP’s offensive
language classifier [58]) via the settings tab if they wanted. See Section for
more details on these datasets and models.

Each study lasted between 48 and 62 minutes and participants were paid $20.

We spent 15 minutes introducing the project and demonstrating the interface by
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creating an example set of insults against moderators, and testing that it should be
moderated (similar to the example in Section . We then asked participants
to imagine that their subreddit was considering adopting an automated moderation
model, and that their goal was to use Kaleidoscope to better understand the strengths
and weaknesses of this model and assess if it would be suited to their context. As an
initial prompt, we asked them to think about types of comments that came to mind
that would be concerning or in violation of subreddit rules, and that they would want
to make sure an automated moderation system would know how to deal with. Rather
than ask everyone to complete the same tasks, we took this approach to evaluate
Kaleidoscope’s effectiveness for context-specific analysis.

For the majority of the remaining study time, users then continued to use the
system independently to create, modify, and explore example sets and tests. As facili-
tators, we answered simple mechanistic questions about the system and user interface
but did not provide further instructions as to what they should test. We ended with
a short debrief where we asked how participants felt about the model being used in
their context, based on what they had learned about it using Kaleidoscope—e.g.,
whether they thought the model was well-suited or not, and how they thought it
compared to other forms of moderation currently being used.

To analyze the studies, we rewatched all video recordings and extracted quotes
or actions that related to how participants approached creating example sets and
tests, and/or how they reasoned about or reflected on the model. We iteratively
annotated and grouped these into themes — starting with a few a priori hypotheses
about expected user behavior (e.g., that they would discover relevant new search
terms in the retrieved similar examples), but iterating on and modifying them as

we reviewed the data (i.e., a combined inductive and deductive approach [40]). We

highlight prominent themes in Sections -16.5.6|
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6.5.2 Overall usage

Participants created example sets spanning a broad range of topics, based on their
personal experience (e.g., offensive examples they had encountered, or posts of theirs

that had been moderated) or specific subreddit rules. Examples sets that participants

PRI PRANA P44

created included “colorism,” “self-promotion,” “personal attacks,” “covert racism,”
“LGBT attacks,” “sexism,” “civil discussion about race,” and “piracy/torrenting.”
When specifying tests, participants primarily created output tests (four participants
also created tests about behavior shifts).

It took users between 3 and 12 minutes to create an example set, with an average
size of 122 examples. When going through the generalization process of building
out an example set, participants typically added groups of examples (e.g., an entire
cluster of similar examples). They were able to skim the examples and top words to
get a high-level sense of an entire cluster, rather than verifying the relevance of each

example individually.

6.5.3 Iterative generalization enables discovery

To create example sets, participants typically started with a search query of a term
they expected to appear in relevant examples—for example, using the search query
“gay” to find examples to seed an “LGBT attacks” example set. They would then
perform several rounds of finding and adding similar examples, until they found that
new similar examples were either out-of-scope or repetitive. At this point, they often
stepped back and diversified by trying a different but related search query (e.g.,
searching “trans” for “LGBT attacks”), picking some examples, and repeating the
generalization process with these new examples as seeds.

They often discovered these additional search queries through noticing words or
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phrases in similar examples, and realizing that they might reveal a different subset
of the concept at hand. For example, one participant, creating an “attacks against
liberals” example set, initially searched for “liberal,” and started generalizing based
off of some selected examples. One of the returned examples contained the term
“SIW.” which she recognized as a pertinent term that might appear in a range of
other relevant examples, and used it as her next search term. It also prompted other
subsequent, related, search terms (e.g., “snowflake”). Other participants discovered
different spellings of words (e.g., “plrate bay”) or acronyms they hadn’t thought
of (e.g., “BLM”) that they used as additional search terms. Through this iterative
discovery process, participants’ mental models of the concepts evolved and expanded,

covering additional types of examples they had not initially thought about.

6.5.4 Iterative generalization clarifies mental models of con-

cepts

The generalization process lent clarity to the bounds and contents of the concept
in other ways as well—for example, as users delineated which similar examples did
or did not belong in the concept, either at the individual example or cluster level.
A repeated pattern involved participants noticing implicit subgroups within simi-
lar examples and splitting their initial ideal into multiple concepts. For example,
one participant initially intended to create a “racism” example set. While look-
ing at retrieved similar examples, she realized that to her, there was a distinction
between comments that were outrightly offensive and those that disguised racist
sentiments behind lengthy arguments. She ended up creating two example sets rep-
resenting these two subsets of examples. Another participant started to create a

“self-promotion” example set, but noticed several comments returned in the similar
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examples that fit into what she called “general spam” rather than specifically self-
promotion. She ended up creating an additional “general spam” example set seeded
with those examples. These are distinctions that the participants might have had
difficulty identifying upfront — but the generalization process helped draw out this
implicit knowledge. This might be because viewing data from their context makes

reasoning about distinct types of examples familiar and intuitive.

6.5.5 Output tests help reason about context-specific trade-
offs

Running and exploring the results of output tests helped participants reason about
if and how they would use the model in their context. In particular, because tests
operate on semantically-meaningful concepts, participants were able to contextualize
model behavior in relation to existing moderation methods. For example, a mod-
erator of r/TIFU created an example set representing “fake callouts” (claiming that
others’ posts/stories are fabricated—these comments are typically removed in that
subreddit). They created an output test to specify that these posts should be mod-
erated, and found that the model’s performance was 63% (of the 85 examples in the
example set, it predicted 65% should be moderated). While compared to typical ML
standards, this performance is quite poor, the participant was excited by it: “this
could be helpful [...] If it’s flagging that much, you know, that’s outperforming all
the moderators out there and catching stuff they wouldn’t.” Another participant re-
sponded in a similar vein to the model having 80% accuracy on an example set of
disrespectful comments: “It’s not as accurate as I’d hoped, but I’d still use this model.
It’s incredibly hard to moderate on my own, and this could be useful, especially if it

was used in tandem with a human moderator to filter posts.”
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In another case, a participant reasoned about suitability across different contexts.
He created a “piracy” example set, which he felt were an important type of comment
in r/movies that an automated moderation system would need to deal with. How-
ever, he found that the model only moderated 8% of examples in that example set.
He also created an example set on “personal attacks,” and found that the model had
98% performance on it. He subsequently expressed doubt that the model would be
suitable for r/movies, but suggested that it might be helpful for another subred-
dit he moderated, where the bulk of comments that are moderated “are more daft

arguments, blatant insults.”

Participants also found the more detailed reports from each test useful for under-
standing model behavior beyond the percentage correctly predicted. In several cases,
the model appeared to have subpar performance on a particular output test, and ex-
amining the log of individual comments and predictions lent clarity into whether that
performance was acceptable or not. For example, in some cases, when participants
created output tests specifying that an example set should be moderated, they would
look at the specific examples that were not moderated by the model, and find that
they were less severe than the other examples—e.g., “These aren’t really the worst
thing — most of the really bad ones were caught so that’s actually useful.” Partici-
pants felt that an automated moderation system should be used in tandem with a
human moderator, so if it was erring on the side of moderating less (and catching
the most severe violations), they felt satisfied with its performance. In other cases,
examining individual examples and predictions made participants less confident in
the model — for example, if the model’s decision boundary seemed random, did not
agree with participants’ prior expectations, or appeared to be reliant on unimportant

features.
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6.5.6 Testing behavior shifts reveals important model weak-

nesses

Participants who tested shift behaviors also discovered interesting strengths and
limitations about the models that impacted their confidence. One participant, for
example, created an example set of “white supremacist dog whistles,” and found that
adding “thanks for reading” to the end of each comment (via an instance-level
invariance test) decreased the probability of moderation by 21% for the Detoxify
model. The probability of moderation stayed the same using TweetNLP’s model,
which provided useful insight: “I’d want to look into the second model further, since
the first is pretty problematic.” Another created an example set of random, benign
comments, and found that adding “Yes, I'm gay” to the end of each (also via an
instance-level invariance test) increased the probability of moderation by 26.2%
for the Detoxify model and 52.4% for TweetNLP’s model. Together, these tests show

these models entail different weaknesses that our system can help characterize.

Others used concept-level and instance-level shifts together to reveal differ-
ent things about the model. For example, one participant created example sets repre-
senting “homophobic attacks” and “transphobic attacks”. They created a concept-level
invariance test to specify that these two example sets should be treated the same,
as well as an instance-level invariance test with “homophobic attacks,” where
they applied a transformation replacing the word “gay” with “trans” in each com-
ment. The concept-level test revealed that “transphobic comments” were 25.3%
less likely to be moderated than “homophobic comments,” while the instance-level
test reported that predictions were not significantly different after applying the trans-
formation. This difference highlights that the way that “homophobic attacks” and

“transphobic attacks” manifest in this context is different, and that simply replacing
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the word “gay” with “trans” (while the rest of the comment stays the same) does
not fully capture that difference. While the participant considered robustness to
switching the attack target (demonstrated by the instance-level test) a desirable
behavior, they held reservations about the model’s performance if deployed, given the
subpar performance on the concept-level test (which better reflects the real-world

distribution of comments).

6.5.7 Limitations

Participants found certain aspects of the system confusing. A common confusion
occurred when they observed divergent behavior during generalization, typically due
to trying to create a particular example set that was not well represented in the data.
For example, one participant tried to create an example set on “positive LGBT
discussions,” using a dataset from r/funny, but found that the similar examples
kept diverging towards negative comments, which were much more present in that
context. Others were interested in specific topics (e.g., “China” or “celebrity news”)
that were not well represented in the data, and thus difficult to represent in example
sets. Several participants also brought up that it was difficult to evaluate certain
comments without the surrounding context (i.e., what they were written in response
to). We chose not to include this context to mimic the way that the models (which
do not take context into account) would see examples; but in doing so, participants’
experience using the tool felt inconsistent with how they would typically encounter
examples.

In addition, the current study design has limitations. We conducted a qualitative
observational study so that we could observe participants use and think aloud about

the system in real-time. We did not attempt to measure quantitative metrics of trust
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or behavior change as we believe that these metrics will only reflect meaningful signal
after sustained, engaged use with the system. Finally, while Kaleidoscope’s underly-
ing workflow is applicable to different domains and data modalities, our evaluation
only focuses on the content moderation case study. Additional studies are needed
to understand if our observations generalize to other user groups and application

domains.

6.6 Discussion and Future Work

We present Kaleidoscope, an iterative workflow and interactive user interface for
user-driven, context-specific model evaluation. Rather than use static tests sets or
pre-defined data slices, Kaleidoscope presents an alternative paradigm for model eval-
uation that allows on-the-ground users to identify examples of important concepts,
generalize them into larger, representative sets, and specify and test model behavior
with them in semantically-meaningful ways.

Through a comparative evaluation using the Cognitive Dimensions of Notation
framework [I41], we show how other methods to group examples ask users to define
formal definitions of data slices, which requires significant premature commitment
and linguistic expertise. Kaleidoscope’s generalization process instead enables dis-
covery, and is grounded in real examples. In a study with reddit users/moderators,
participants found the interactive process of finding and adding similar examples
intuitive, and created a range of example sets populated with diverse examples that
would be difficult or impossible to specify via a template or DSL. The resulting ex-
ample sets reflect semantically-meaningful, context-relevant concepts (e.g., “covert
racism” or “LGBT attacks”). Kaleidoscope enables specifying and testing a range

of model behaviors using these concepts. Specifying tests makes desired behavior
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transparent, and running them reveals relevant insights into model strengths and
weaknesses that help users reason about how the model would perform in their con-
text.

We note some of the current limitations of our system, and their implications for
future directions. Kaleidoscope trades off precision for flexibility, allowing users to
create example sets that are so varied it would be extremely difficult to define them
via formal linguistic abstractions (e.g., template or DSL). In doing so, however, it also
requires users to keep track of the types of examples they are adding and update their
mental model of the example set. Users can assess coverage by observing whether
retrieved similar examples are continuing to add diversity to an example set, but this
is a heuristic measure (not a guarantee, as in Errudite [348], for example).

We imagine two broad directions for addressing this issue in future work: the
first focused on making it easier for users to assess the contents and boundaries of
example sets, and the second more computational, focused on methods that facilitate
creating example sets with higher coverage. The first direction could draw inspira-
tion from data summarization and visualization [335] [136] 197, [307]—for instance,
highlighting distinct exemplars in the set, or visualizing existing or learned features
of the examples beyond top words (e.g., length, sentiment, tone). The second direc-
tion could explore extensions to our example retrieval method—for instance, rather
than finding and returning the most similar examples, we could find and return sim-
ilar examples that are also different enough from any example already in the set
(e.g., drawing from metrics in coverage-based fuzzing [251]), to encourage creating
example sets with diverse examples.

Because Kaleidoscope’s example sets are grounded in real data, they also inherit
the limitations of the dataset used to seed they system. We intend the system to be

used to evaluate a model for a particular context, and the dataset used to be from
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that context. This helps ensure that users are familiar with the data they see, and
that important concepts in that context are likely to appear in the dataset. However,
as we found in our user study, sometimes users may want to create example sets that
are more hypothetical or less well represented in the natural data distribution. In
these cases, similar examples tend to diverge quickly to examples that are not actually
relevant to the concept at hand. One possibility to address this issue could be to
draw data from other distributions, if we observe that the most similar examples
retrieved in the original dataset are further than a specified threshold. For example,
a participant in our user study had trouble creating an example set representing
“positive LGBT discussions” in the context of data from r/funny, where negative
LGBT attacks are much more common. In this case, Kaleidoscope could potentially
draw data from a different source where these examples would be more common (e.g.,
r/LGBT).

The current work also opens up promising future ideas for model development
and participatory benchmark creation. We were encouraged by the wide range of
different topics, often drawing from their personal experience, that participants in
our user study examined. In the future, we imagine Kaleidoscope could be used to
facilitate calls for participatory or crowdsourced benchmarks [91]. Kaleidoscope is
well-suited to address this need because the system is not only exploratory—it allows
users to define example sets representing higher-level concepts and specify expected
model behavior on them. For example, individuals or groups could specify what
kinds of examples they think fit into a particular concept (e.g., “sexist comments”)
and how they would expect those examples to be treated by a model. These tests
could be compiled and used similarly to a benchmark, for evaluating models and their
future iterations. This approach acknowledges that “ground truth” is often subjective

and dependent on users’ contexts and lived experiences [315, 313, 93] 151, [95], and
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could help make transparent which people or populations are and are not served by
a particular model. Benchmarking methods and datasets drive research agendas and
values in ML [I0T], 1], so this shift has broader implications. Making these processes
more participatory shapes future iterations of models and what is considered state-

of-the-art, pushing them to prioritize domain knowledge and contextual values [191].
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Chapter 7

Conclusion

My view on ML-based systems throughout this dissertation is cautiously optimistic.
I believe there is a future in which such systems contribute to justice and equity, but
arriving there requires us to deeply consider the broader socio-technical context in
which they are embedded. The work presented in this dissertation helps us under-
stand what this context encompasses, why it is important, and how it can shape our

approach to developing and deploying societally-beneficial ML technology.

The importance of considering context comes into play from the very beginning
of the ML lifecycle. In Chapter [2| we identify distinct choices made at each devel-
opment step and demonstrate how each can lead to downstream harms in specific
deployment contexts. This framework helps illustrate how ML systems and datasets
are the result of complex processes driven by human choices and societal norms. It
gives us a structure to unpack this context, which may otherwise remain hidden or

unquestioned.

In deployment, these systems are not used in isolation; rather, they become em-

bedded into society, interacting with and affecting broad and diverse populations. It
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is critical that these stakeholders have the tools, information and agency to under-
stand and hold ML systems accountable. In Chapter 3, we ask who these populations
are, and how we can build deployment tools that serve their needs. We develop a
graunlar, composable framework that characterizes ML stakeholders in terms of the
types of knowledge they possess (e.g., personal knowledge), the context in which it
manifests (e.g., the data domain), and the needs they have from the system (e.g., as-
sessing the reliability of a prediction). This framework informs how we might design
useful, intuitive deployment tools for diverse stakeholders, and reveals groups who
are currently underserved by existing approaches (e.g., people with deep personal
knowledge or lived experience).

In Chapter [l we consider the case where systems can be shaped from the start
with stakeholders in the target deployment context. We ask how we could proactively
design each step of the ML lifecycle described in Chapter [2| to be suited to specific
downstream contexts and stakeholders. We also ask how these systems, beyond sim-
ply serving their intended context, can actively benefit justice and equity. We explore
these questions through an in-depth case study of co-designing datasets and machine
learning models to support the efforts of activists who collect and monitor data about
feminicide. We focus on the process of building context-specific datasets and models
for two activist groups who monitor specific, intersectional types of gender-based
violence. To approach the prospective design of the system, we draw from the theo-
retical framework of intersectional feminism, which provides a conceptual model for
how inequality is structured and reinforced. This conceptual models the informs con-
crete design goals, methods, and choices. Our resulting methodological contributions
include an iterative data collection and annotation process that targets model weak-
nesses, models that explicitly focus on intersectional identities rather than statistical

majorities, and a multi-step evaluation process—with quantitative, qualitative and

214



participatory steps—focused on context-specific relevance.

In Chapters [5] and [6], we focus on a different scenario where we do not have as
much control over the development of a system—for example, if an online forum were
to adopt a publicly-available, pre-trained content moderation tool. We describe how
in these cases, we can design deployment tools that give downstream stakeholders the
agency to understand context-relevant strengths and limitations of an ML system.

In Chapter bl we describe a deployment tool that uses example-based visualiza-
tions and an interactive input editor to help users intuitively assess a prediction’s
reliability. Focusing on users with formal domain knowledge, we align visual compo-
nents and modes of interaction with users’ existing conceptual models of the domain,
and show that this facilitates more intuitive understanding of the model and its reli-
ability. In a user study with physicians, for example, we find that our interface mod-
ules help physicians reason about model uncertainty in terms of clinically-relevant
concepts that are familiar to them.

In Chapter [6] we present Kaleidoscope, a deployment tool that enables user-
driven, context-specific model evaluation. The system helps users with personal
knowledge of the domain translate implicit expectations of “good model behavior”
for their context into explicitly defined tests. Kaleidoscope’s iterative workflow en-
ables generalizing from very few concrete examples into a large, diverse set represent-
ing an important concept. These example sets can be used to test model outputs
or shifts in model behavior in semantically-meaningful ways. Compared to other
methods of grouping examples for evaluation, Kaleidoscope’s generalization process
is more exploratory and flexible — it allows users to define high-level concepts (e.g.,
“diet advice” or “xenophobic comments”) that would be impossible to formalize with
template- or DSL-based methods. Specifying tests makes desired model behaviors

transparent, and running them surfaces insights into model strengths and limitations
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in terms of domain-relevant concepts.

Chapters [5|and @ are grounded in real-world case studies (ECG beat classification
and content moderation, respectively). At the same time, they share the generally-
applicable design goal of grounding insights in higher-level, context-relevant con-
cepts that align with target users’ existing ways of reasoning. We show how specific
techniques—e.g., semantically grouping examples in a learned embedding space, en-
abling direct manipulation of examples—can help realize this goal.

In summary, the contributions of this thesis include:

e A novel framework of development decisions and their implications throughout
the machine learning lifecycle [310]. The framework provides a terminology
and conceptual model to tease apart problems that have different underlying
sources, which then informs if and when different mitigation techniques are
appropriate. The framework provides a granular and comprehensive view on
where harm can arise throughout the ML lifecycle, allowing us to recognize

sources of harm that may have previously been overlooked.

e A novel framework characterizing the stakeholders of ML systems [313]. The
framework highlights stakeholders that may be underserved with existing de-
ployment tools — e.g., users with deep personal knowledge — as well as the
heterogeniety of their needs. The framework lends clarity to how we might start

to design systems and deployment tools to better serve broader populations.

e A case study of co-designing context-specific datasets and ML models for ac-
tivists who monitor gender-based violence [315]. This work serves as a first
example of translating sustained participation “based on mutual benefit, reci-
procity, equity and justice” [300] to the context of ML—from problem concep-

tualization to dataset collection to system evaluation.
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e A system that helps users with formal domain knowledge understand model
reliability on a case-by-case basis, via example-based visualizations and an
interactive input editor [314]. In contrast to existing methods that describe
model behavior in terms of low-level features, the system helps users to reason
more intuitively about model relability in terms of high-level, domain-relevant

concepts.

e Kaleidoscope, a system that facililtates context-specific, semantically-meaningful
and user-driven evaluation [316]. Kaleidoscope allows users to answer questions
about model behavior in terms of high-level concepts that would be difficult or

impossible to answer with standard evaluation methods.

Together, this work demonstrates many ways in which context-specific consid-
erations and meaningful participation can shape the development and use of ML

systems.

7.1 Future Directions

The work presented here motivates several exciting directions for future work, which

I discuss below.

7.1.1 Exploring participatory approaches to ML

The work presented in Chapters 4] [5] and [6] shed light on the different ways in which
“participation” might manifest in ML. In Chapter [4]'s case study, we built out context-
specific datasets and models manually, with participatory design. In Chapters [5| and

[0 we describe systems that facilitate participation during evaluation or deployment.
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These systems are broadly applicable, since they can be applied across new contexts
to provide insights into existing ML tools.

The latter projects show how custom participatory design may not always be
the best-suited approach. In some cases, for example, a generalizeable tool like
Kaleidoscope can have more impact, by facilitating participation across many more
contexts than would be possible if we tried to design bespoke evaluations for each
context individually. At the same time, participatory design in a specific context
is a valuable place to start. It builds a deep understanding of real-world problems
and potential approaches that stem from the knowledge of people closest to the
context. First understanding specific case studies then allows us to draw connections
among them, pulling out shared challenges and repeated processes that can inform
the design of more generalizeable systems.

While we have started to explore these different approaches in the thesis, there
is much work left to understand what participation should look like in practice,
when different participatory approaches are appropriate, and how to make these
approaches widely used in ML.

For example, which parts of a participatory design process can be generalized,
and which parts require human communication and understanding that cannot be
automated? In Chapter 4] we developed a participatory data collection process based
on iteratively identifying patterns in model errors for different contexts. We repeated
the underlying steps of this process with many groups, and we could imagine building
out a workflow and user-facing system that facilitates it across new contexts. On
the other hand, our method for data annotation is based on the type of violence
being described; this requires a socio-historical understanding of the domain and
geography of interest that is difficult to automate or generalize. We could imagine

both building systems to facilitate the processes that are generalizable, as well as
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identifying and justifying the aspects that require careful human consideration.

By better understanding questions like this, we can begin to establish a frame-
work for using participatory approaches in ML. This can inform further case studies,
which can inform the design of systems motivated by shared needs, and so on. Our
hope is that by building up examples, infrastructure, and guidelines around context-
specific and participatory approaches, they will become easier to widely adopt across

domains.

7.1.2 Collective auditing and community-driven development

How do we extend “participation” in ML from a few users to broad and diverse
communities? We can look to instances of community-driven collective action for
inspiration. For example, a tool that automatically parsed and pooled Shipt (a gro-
cery delivery service) workers’ pay stubs helped uncover systematic underpayment
in a new payment algorithm [56]; a browser extension that allowed Youtube users
to submit data about their watched videos helped reveal concrete evidence of the
harmful effects of Youtube’s recommendation algorithm [227]. At the same time,
there are still relatively few instances of this sort of collective auditing, compared to
the prevalence of ML systems. What makes this hard? How could we support this
kind of collective probing and push back on harmful systems? Or, even better: how
could we enable communities to collaboratively conceptualize and create the systems
they believe are important? Future work could characterize the unique challenges
that facilitating collective action entails — for example, combining distributed, het-
erogenous data, enabling community data ownership, or increasing data/ML literacy

— and the resulting design implications.
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7.1.3 Building societally-beneficial technology by incorporat-

ing social science theory

Working towards technology that benefits social justice requires a historical under-
standing of people and society. However, there is often a disconnect between those
implementing systems or developing methods, and those who study theories of jus-

tice, oppression, human psychology, et cetera.

Translating social science theory into concrete implications for ML is difficult.
It requires a deep understanding of two disparate fields in order to draw connec-
tions between abstract theory and specific choices made during ML implementation.
In addition, both epistemologically and methodologically, the social sciences and
computer science differ widely. While generalization and abstraction are important
values in computer science research, social science research deeply values context and
specificity. Similarly, while computer science tends towards quantitative methods,
social science research is more familiar with mixed methods research (qualitative,

quantitative, ethnographic, participatory, et cetera).

While not straightforward to do, there is a lot to be learned from merging these
disciplinary boundaries. For example, the approach suggested in Section 7.1.1 of
starting with specific, participatory case studies that then inform the design of more
generalizeable systems is the result of combining methodological insights from both
computer science and social science research. A common theme throughout this
dissertation has been drawing from social science theory (e.g., cognitive psychology,
pedagogy, feminism) to inspire new research questions, motivate design decisions, or
develop methods. There are many opportunities for future work to develop novel
approaches to incorporate such theory into ML-based systems. For example, how

might frameworks of reparative justice shape the datasets and objective functions
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for algorithms informing public policy? How could notions of gender fluidity from
queer theory shape the ways we represent and process data about people? A re-
search agenda committed to bridging disciplines is a promising step towards the goal

of societally-beneficial, justice-oriented technology.

The work presented here starts to explore this kind of cross-disciplinary work. We
develop frameworks that lend clarity to the human choices that shape ML systems
and the broad populations that these systems affect. We then demonstrate a human-
centered approach to the design of ML systems, describing several ways to incorporate
the expertise of downstream users into the development, evaluation and use of these
systems. In cases where we are designing a new system, we provide a first case study
of using participatory methods to co-design each step of the ML lifecycle in ways
that prioritize context-specific and justice-oriented goals. Then, we consider how we
might generalize some of these insights to new contexts or cases where an existing
dataset or model is being used. We describe the design of two novel deployment
tools that help users understand model strengths and weaknesses in ways that are
semantically-meaningful and relevant to their context. Together, the work in this dis-
sertation takes a step towards the broader goal of building ML-based systems that
are grounded in societal context, incorporate broad and meaningful participation,

and benefit justice and equity.
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