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ABSTRACT

Cyber security was historically a technical subfield of computer science. However, pervasive
computing technology has recently made security a significant concern for management and policy.
In this thesis, | review the academic literature of cyber security, and argue that security as a field
comprises four different subdisciplines: policy, computer science, management, and social science.
Furthermore, collaboration and communication between these fields is lacking, as evidenced by
differing terminology between these fields and few interdisciplinary journal publications. The
remainder of this thesis is devoted to answering the question “How can cyber security professionals,
including academic researchers, better approach cyber security as an interdisciplinary field; and
what are the benefits of doing so?” This thesis recommends two steps the cyber security community
can take towards becoming more interdisciplinary: undergraduate multi-departmental education; and
harmonizing terminology between subdisciplines.

To the first step, | present a novel curriculum design: an interdisciplinary minor in cyber security,
which would equip non-security professionals with basic knowledge of security, and equip security
professionals with skills for approaching security with an interdisciplinary mindset. | create a
balanced curriculum design based on the findings from my literature review regarding the four
subdisciplines of security. MIT’s entire subject catalog was sourced for classes, to design a model
curriculum. While this curriculum proposal was developed for MIT, the design is institution-
agnostic, and | discuss how to apply it to other universities.

Second, to facilitate cross-disciplinary communication, | recommend instituting change at the
higher, professional level. To achieve this, | recommend authors harmonize their jargon usage. This
change would improve idea flow between authors from different disciplines, who work towards
potentially mutually beneficial solutions, but who write for separate audiences in their publications.
To identify areas in need of harmonization, | first examine the extent of differences in keyword
usage in articles from each the four security subdisciplines. I also analyze time-series trends of
terminology usage in cyber security journal articles, and I develop a methodology for authors or
standards bodies to use when deciding whether a word or phrase is appropriately interdisciplinary,
or has been accepted by the general cyber security community.

Thesis Supervisor: Abel Sanchez

Title: Director, MIT Geospatial Data Center (GDC)
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1 Introduction

DISCLAIMER

This chapter is partially based on an edited version of prior work.

© 2016 IEEE. Reprinted, with permission, from R. Ramirez, N. Choucri, “Improving
Interdisciplinary Communication with Standardized Cyber Security Terminology: A Literature
Review,” IEEE Access, Volume 4, 2016

1.1 Motivation

Cyber security is a popular field of study with a growing body of research, though it is still in its
nascence relative to other fields [77,78]. It is rooted in traditional computer science, but has
recently gained prevalence in other fields. Among these are law and business management, as well
as areas of technology that did not originally operate with the Internet, such as smart grids, cars,
and other cyber-physical systems. These areas must deal with new and unanticipated security
vulnerabilities because of their newfound connections to computer systems and the Internet [112].
As a new field that emerged from many old ones and which serves as a unifying concern among
disparate disciplines, cyber security has received little attention in its own independent
formalization, outside cryptography. Instead, research goals and terminology are specified by the
separate fields that depend on security, even as cyber security has become more complex. The
pace of growth of businesses and of cyber security challenges encourages continued ad hoc
approaches to security. The urgency of quickly protecting against cyber-crime may outweigh
careful consideration of research trajectories or collaboration between disciplines. At the same
time, the field is still relatively new, and standardizing certain aspects of it too early could stifle
growth.

Outside of cryptography, cyber security as an academic discipline has been left to organically
evolve. Research directions are often not determined by an overarching agenda, but by what is
being talked about by people in a given subdiscipline, such as policy, even if knowledge of what
other subdisciplines are researching would change that agenda. Standardization is commonplace
in scientific disciplines, beginning with either systematic nomenclature or otherwise standardized
vocabulary [87-89]. Yet there have been very few efforts in cyber security research
standardization, and all of them have been government-led, rather than academically or business-
led [118,119]. Despite its relevance for multiple disciplines, cyber security itself is not very
interdisciplinary. This is largely due to this lack of involvement of the separate fields with each
other.

Increased interdisciplinary communication in cyber security would facilitate the flow of ideas
between parties, leading to invaluable gains in innovation. Such unification would also lend itself
to the community formulating overarching research goals. In this thesis, | facilitate more unified
research by the global multi-stakeholder cyber security community, especially by academia, by



facilitating greater communication among the disparate disciplines that concern themselves with
this area. |1 do so by designing a unifying interdisciplinary undergraduate curriculum for cyber
security, and through identifying trends in terminology standards for authors to consider when
targeting audiences and conducting literature reviews.

1.2 Research Questions

This thesis was motivated by the observed paucity of interdisciplinary research, as well as an
apparent lack of communication across disciplines such as business with computer science, when
approaching cyber security issues. The broad goal of this research is to remedy these
communication barriers that have naturally evolved, or rather, naturally never been broken down.
To formalize the scope of this research inquiry, the following three research questions were
developed:

1. SUBDISCIPLINES What are the different broad categories of cyber security research, how
many are there, to what extent, if any, are they actually segregated, and what specific types
of research comprise these areas?

2. EDUCATION What changes to educating cyber security professionals, whether
researchers or otherwise, can best enable the workforce to address multi-faceted issues of
cyber security now and in the future?

3. TERMINOLOGY If the observations of siloed-off areas of cyber security research and
innovation are informed in part by extreme differences in the vocabularies, to what extent
does terminology differ between the disciplines, how has it evolved over time, and what
guidelines can authors or standards bodies use when deciding how best to communicate
with broad, interdisciplinary audiences about cyber security?

1.3 Thesis Overview and Organization

Some work on crafting ontologies of cyber security research has been done in the past using both
manual and automated techniques [2, 30, 35, 58, 59, 62, 65, 74, 75]. However, such efforts usually
used relatively few inputs, such as starting with a basic phrase of “cyber security” and performing
automated searches for papers with this term; and therefore, these studies may not have covered
the entire scope of the field of cyber security. This thesis, extends this research to create an accurate
general segmentation of the entire field of cyber security.

The approach taken to assess the subjects covered by cyber security work was to perform a large
system-wide literature review of the field of cyber security. This literature review was designed to
encompass many other literature reviews and scholarly summary articles, and focused on the
current directions the field is evolving towards, thus focusing on many of security’s newer, less
traditional aspects



Next, from this review, the current state of cyber security as a discipline was determined to
comprise four loosely-defined fields that can be described as policy, business, infrastructure, and
general research. Support for this categorization is also given by similar prior research.
Inconsistent terminology usage between the fields, statements from authors and researchers, and
the areas of research covered by these separate fields are used as evidence that these fields, while
allegedly working towards the same goals, are not unified and lack interdisciplinary
communication and idea flow.

Benefits of increasing interdisciplinary communication within cyber security are described herein.
The broader hypothesis underlying this thesis is that not allowing disciplines to grow together (by
not participating in this growth by utilizing concepts from different disciplines), is a regression
towards the mean of one’s own discipline, if one believes that innovation is at the edge (of
disciplines). While there are numerous edges to innovate on that research constantly takes
advantage of, one particular edge — interdisciplinarity — is often overlooked. Interdisciplinarity and
harmonized communication create a new innovation edge for cyber security. To improve
interdisciplinary communication in cyber security, two systemic changes to cyber security idea
exchange methods are proposed and described.

The first such recommendation for improving idea flow is a novel design for an interdisciplinary
Minor in Cyber Security that incorporates the four fields that comprise cyber security. The
curriculum design is described along with details of the ongoing effort to practically implement
such a program at MIT. Additional benefits of such a program beyond giving undergraduate
students and faculty an interdisciplinary perspective of security include combatting the widely-
cited talent shortage in cyber security. Guidelines for applying this curriculum design to other
institutions are also given.

The second recommendation this thesis makes for improving the quality of idea exchange between
policymakers, management, and academia is to harmonize the terminology used when
communicating cyber security concepts. In this thesis, the extent of inconsistencies in terminology
use between the four subdisciplines of cyber security was identified. The benefits of harmonizing
terminology, such as policymaking, literature review efficiency, and search engine optimization,
are then discussed.

This terminology study is intended to serve as a guide for governance bodies or the academic
community when developing standard jargon for cyber security, or to be taken as guidelines for
selecting keywords, titles, and proper technical terms in future cyber security literature searches
or publications. This thesis was written to adhere to these terminology recommendations except in
the use of citations from other articles, which, if conflicting, are indicated with [sic].

Herein | do not attempt to create new standards; rather, my goal is to infer standards based on
inclinations of published works, in order to facilitate research and discourse in the field. | hope to
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clarify emergent standards and avoid overburdening the research field with unintelligible
phraseology.

The specific contributions of this work are sixfold: 1. I identify a large proportion of the emerging
trends in cyber security research; 2. | identify the general silos cyber security research falls into,
and their associated terminology. 3. | point out a long overdue need for greater collaboration
between these isolated silos; and suggest avenues for further research based on my classification.
4. | develop a practical proposal for an undergraduate cross-departmental cyber security minor for
MIT and a design that is applicable to other universities. 5. | propose guidelines to consider when
selecting cyber security words and phrases when communicating or for standards bodies creating
dictionaries. 6. 1 make specific terminology usage recommendations for communicating across
subdisciplines of cyber security, to optimize idea exchange.

This thesis is organized to follow the logic of assessing the state of interdisciplinarity of cyber
security, and to describe how to bring closer together the multiple fields of cyber security that are
addressing the same problems. The organization of this thesis is as follows.

Chapter 2: Literature Review and The Cyber Security Subdisciplines

In chapter 2, the literature review for classifying cyber security is discussed. Articles were selected
for review manually, from results of searches conducted with the MIT libraries Mega-Search.
Given the limitations of human ability, this manual portion of the study was not intended to
construct any detailed ontology of cyber security, but it was designed to cover a broad area, and
was targeted to include other literature reviews, ontologies, and broad articles, as well as
standalone articles from emergent sectors of security. Inferences were drawn to identify many
current trends, and papers were grouped by broad fields. These broad fields are loosely defined,
and are posited to also encompass all research areas that were not explicitly identified. Additional
support for this categorization is given by comparing the results to similar prior research.

Chapter 3: Interdisciplinary Cyber Security Education
Chapter 3 identifies the deficiencies in cyber security education at the interdisciplinary level. The
following observations were made from this research:

1. There exist no interdisciplinary cyber security education programs in the United States

2. There are no top 20 universities with formal undergraduate cyber security programs

3. There are no minors in cyber security at U.S. universities

4. MIT has sufficient, or nearly sufficient existing coursework and infrastructure in place to
create a minor in cyber security that covers the four categories of security

The benefits of a cyber security program that is specifically interdisciplinary are then described.
Such benefits are different from the benefits of existing single-department cyber security education
programs. Namely, the problem of the human factor can be better solved by instilling general
practical knowledge of security in more people. Simple human error is to blame for most security
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breaches [See Chapter 3, references 36-37]. Early, widely available education can circumvent the
problem of computer vulnerabilities slowly spreading to affect previously unaffected disciplines,
like medicine and mechanical engineering, which is inevitable with the progression of the Internet
of Things. By allowing cyber security to be an accessible field of study to anyone, organizations’
overall security posture will proactively be improved, and workers can anticipate and avoid
vulnerabilities more effectively than if they were trained on an as-needed basis in the workforce.

Based on these observations, the ideal interdisciplinary education program was determined to be
a multi-departmental minor for undergraduates. A proposal was developed for creating an
Interdisciplinary Minor in Cyber Security at MIT. Progress of the proposal is discussed.

Chapter 4: Harmonizing Terminology Across Disciplines

Chapter 4 provides guidelines, metrics, and suggestions for unifying the cross-disciplinary
terminology of cyber security research. To achieve this, the myriad keywords taken from the initial
literature review are used as inputs to automated journal database queries, to identify trends in
terminology use. Linguistic origins and time series trends of usage in publications were then
analyzed.

Next, a methodology for researchers to use in the future to identify words and phrases that are
emerging as commonly accepted by the academic security community is proposed and justified.
Suggestions are made for using cyber security words and phrases to optimize author-side search
engine indexing and researcher-side literature review searches. Some general inconsistencies in
cyber security terminology usage are also resolved. Lastly, some areas of security research that are
lagging or emerging are identified based on low numbers of publications in keyword search results.

Chapter 5: Conclusion

Chapter 5 reviews the three thesis questions posed in Section 1.2 and summarizes the findings of
the research. The limitations of the research conducted are presented and future work is discussed.

12



2 Literature Review of The Cyber Security Subdisciplines

DISCLAIMER

This chapter is heavily based on an edited version of prior work.

© 2016 IEEE. Reprinted, with permission, from R. Ramirez, N. Choucri, “Improving
Interdisciplinary Communication with Standardized Cyber Security Terminology: A Literature
Review,” IEEE Access, Volume 4, 2016

The object of this study was to manually identify significant areas of focus in current academic
cyber security research, in order to verify the extent of segmentation of the field into different
disciplines. Articles were selected for review manually from certain searches using the MIT
libraries Mega-Search. Given the limitations of human ability, this manual portion of the study
was not intended to construct any detailed ontology of cyber security, but it was targeted to include
other literature reviews, ontologies, and broad articles, in addition to standalone articles from
emergent sectors of security. Inferences were drawn to identify many current trends, and papers
were grouped by broad fields. These broad fields are loosely defined, and are posited to also
encompass all research areas that were not explicitly identified. Additional support for this
categorization is given by similar prior research.

2.1 Literature Review Method

The intention of this literature review was to assess the state of emerging cyber security research
and explore avenues of cyber security that have not received as much traditional attention as
standard topics of network security, cryptography, and basic system security that a typical
university curriculum in focuses on [105-107]. The manual literature review was performed via a
number of particular searches throughout September 2015 with the MIT libraries revolving around
journal papers containing the word or prefix “cyber” and selected based on breadth of coverage as
candidates for further reading. Selection criteria included priority given to other literature reviews
and papers whose intention was broad characterization of issues, with a slight preference away
from technical papers.

When technical papers were selected for review they were more often cyber-physical security
papers, such as ones on SCADA and PLC security. In addition, some papers from the Columbia
University/Global Commission on Internet Governance (GCIG) 2015 Conference on Internet
Governance and Cybersecurity [sic] were selected independently for review. In addition, the
selection process evolved slightly over time, becoming more restrictive, as is typical with literature
reviews. The selection process for papers that | identified using the MIT libraries online database
is illustrated by the following search parameters, which were chosen to narrow down the articles
selected for the literature review. Successive terms in each search (e.g. “review” followed by
“overview”) were added sequentially in time as the search was revised during the initial article
selection process in September 2015:

13



1. (cyber) AND (review OR overview OR meta-analysis OR survey OR primer OR literature
OR outline OR governance OR international OR global OR sustainable) NOT (bullying
OR psychology OR psychosocial)
2. cyberspace AND ( (review OR overview OR meta OR survey OR primer OR literature OR
outline or sustainable) ) NOT ( (bullying OR psychology OR psychosocial) )
3. (cyber) AND (ontology)
All searches were restricted to academic journal articles or conference papers from the years 2012-
2015. From these searches and the GCIG Conference, 134 candidate papers were selected. Further
manual inspection for breadth of coverage was performed, with preference to topics less
commonly covered in undergraduate cyber security education. Time constraints for reading the
papers also played a somewhat restrictive role in paper selection. 77 papers in total were selected
from this group and were read or skimmed for content [1-74, 121-123]. The number of citations
per paper was not known when selecting papers.

2.2 Literature Review Findings

After reading the selected articles, they were analyzed for commonalities. For the initial stage of
the analysis, the selected papers were grouped into categories corresponding to their general area
of research. The proposed categories are outlined in Table 1 below with summaries detailing all
the encompassed research subjects. These categories are qualitatively described in Section 2.3.

Researchers can consider these categories in the future when creating more formal categorizations
or ontologies of cyber security. The goal of this thesis is not to delineate the formal boundaries of
cyber security, but rather to model the current topics of the field. However, developing a full
machine learning topic model of cyber security was beyond the scope of this thesis, and is left to
future research. The articles selected in this literature review were also few enough in number that
manual review was preferable over topic modeling, to fully understand the nature of the articles’
subjects.

Identifying different areas of cyber security research is an important step in formalizing the
research methodology of cyber security, as it points to which fields security might benefit from
drawing frameworks from in the future. Understanding the scope of research being done also helps
frame research agendas, whether large publicly funded agendas or small, private agendas.

It became evident from this literature review and from the identification of cyber security
categories that there is a communication gap in cyber security which divides traditional
technological research from the public and private sectors’ nontechnical dealings with cyber
security. This communication gap is a large problem impeding progress in this space, because it
results in avenues for cross-disciplinary innovation being overlooked. The remainder of this
chapter describes the identified categories and these overlooked innovation edges, as well as the
causes and consequences of this communication gap.

14



Table 1

Categories of cyber security publications from the literature review

Label General General Extended High-Level Summary*** References
Descriptor* topics
included**
A Public Sector | Global Arguably the most diverse category in this literature 3,7,9,12,
Policy Internet law, | review. Contains papers on cyberspace geography and 13, 14,15,
politics, and | jurisdiction, papers on issues surrounding concepts of 20, 21, 23,
governance cyber war, Internet standards and governance, ot various 25, 26, 34,
other legal issues, including crime problems that have a 36, 39, 41,
very legalistic or political angle. Papers containing broad 43,45, 46,
questions of national security and strategy, the global 49, 51, 52,
multistakeholder community, and many other broad policy | 53, 54, 56,
or international relations questions ate included in this 64, 67, 69,
category. 71,121,
122,123
B Cyberspace Technical Most of the technological publications. While this 5, 8, 16,
Infrastructure | computer literature review focused on the new trend in cyber 17,18, 19,
science security of critical infrastructure, and thus that dominates 24,29, 38,
cyber this category, this category could theoretically include 48, 55, 03,
security anything mathematical, or related to software for, the 66, 70
research, infrastructure of cyberspace. In this review, this includes
hardware, SCADA vulnerabilities and security of cyber-physical (e.g.
software, critical infrastructure) systems, as long as they maintain
networks, some degree of technical rigor such as modeling. It could
CPS, also have included encryption schemes, Internet protocol
cryptography | articles, and more. This category would not include
software or models designed for policy analysis, business
management, criminological or sociological papers, or
broad descriptions of cyber security.
C Business and | Business Articles aiming to call attention to: poor business practices | 1,27, 28,
Operations management, | and other kinds of risks for businesses; cultute and 31, 37, 40,
frameworks, | awareness; and ways to improve these practices (many of | 42, 44, 50,
best practices | which are simply negative statements: e.g. “stop leaving 57, 61, 68
CISOs/CIOs out of the loop”). In addition, this category
encompasses papers that include more in-depth positive
frameworks for maintaining cyber security in a business
through education, access control, supply-chain
management, etc. That is, these frameworks specify what
#0 do as opposed to what 7oz fo0 do. Many of these papers
include not only suggestions for management but also
propose research agendas for cyber security management.
D General General Publications about what cyber-crimes or vulnerabilities 2,4,6,10,
Research cyber-crime, | exist. Includes social science research. This research is 11, 22, 28,
threats, more technical than categories A or C, but is much higher- | 30, 32, 33,
Ontologies, level than in B. Other inclusions in this category are such 35, 47, 58,
social science | “system-wide” topics as “A systematic literature review of | 59, 60, 62,
studies computer ethics issues” 65, 73, 74

Table 1. Descriptions and summaries of proposed categories of cyber security research. Based on
the literature review. [132]
*Not meant to completely encapsulate the category out of context; simply meant as a means of
easily referring to the general categories of journal articles’ research. Categories may have some
overlap; they are intended primarily for organizing the topics found in the literature review, and
for sensitivity rather than specificity. **In this review. *** See section 4 for illustrative summaries
of select papers.
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2.3 Article Summaries by Category

This section describes the articles assigned to each category in more detail to illustrate the different
emergent categories and subcategories of cyber security. Section 2.5 analyzes the general
shortcomings of the state of research in the field. Precisely defining each category is beyond the
scope of this thesis, as | do not wish to circumscribe research with specific definitions.

2.3.1 Public

The “Public” category includes issues of concern to governments. It includes work regarding laws,
international norms, and national security. Global technical standards produced by bodies like as
ICANN and W3C, while often specifying norms, are instead placed in the Infrastructure category.
Also not in this category are topics like business operations and supply chain management, even
if government services benefit from these topics. | discuss those topics in Section 2.3.3, the
Business category.

Harrop et al. (2013) give a short summary of cyber security efforts in the UK and the US. They
attempt to assess their protection measures, some of which address information sharing between
entities on such topics as vulnerabilities and “cyber” incidents [25]. This includes a list of
recommendations used by the UK Center for Protection of National Infrastructure (CPNI) to
ensure security, and describes a number of UK efforts to help businesses and the nation address
cyber security. They go on to describe the state of US cyber security such as the NIST
cybersecurity [sic] framework [83]. They also list the critical national infrastructure sectors of the
two countries.

Pawlak et al. (2013) analyze and compare advances in threat evolution and government security,
concluding that governments need to do more to defend themselves and their states, starting with
basic capacity building [49]. The authors say that nations are in danger of severely lagging behind
trends in cyberspace. They also note, based on another study, eight innovations that will shape the
future cyber security-risk landscape: the cloud, big data, the internet of things, mobile internet, the
neuronal interface, contactless payments, mobile robots, quantum computing, and the
militarization of cyberspace. Lastly, they call for researchers to create a model of how exactly
public and private spheres will collaborate in the future.

Grant et al. (2014) apply the concept of cyber-geography to military operations and come up with
cartographic terms for cyberspace. They also suggest that researchers might be able to use their
ontology to shed light on the attribution problem of being unable to expediently identify malicious
actors through cyberspace [23].

Chertoff et al. (2015) describe the state of Internet jurisdiction law, i.e. the problem of assigning

legal authority to a particular forum when a suit traverses multiple states. They propose four
potential formulations that might clearly and fairly define the controlling jurisdiction in cases [9].
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These formulations are choice-of-law rules that states might adopt based on either: the citizenship
of the subject of the offending information, data, or system; the location where the harm has taken
place; the citizenship of the data creator; or the citizenship of the data holder or custodian.

Lin (2015) compares nuclear and cyber technology and regulation, listing a host of differences,
and a few similarities, between potential problems these two technologies create, which he places
into categories of strategy, operations, acquisition, and arms control [26].

Common to all these articles, including the ones not mentioned here, is a notion of a system of
governments that is lagging behind technology and that may not even be equipped to manage it
well at all. The articles in this category serve as a call to researchers and the global multistakeholder
Internet community alike to unite in search of solutions. They also point out a looming threat to
governments and nations, not only in the form of cyber-attacks, but also in the form of non-
governmental entities taking over management of traditionally government-regulated matters,
such as international communication, national security, and even control over borders and
international law. These problems foreshadow many other problems to come for national
governments, all of which are exacerbated by the existence of the Internet and widespread
computing.

2.3.2 Infrastructure

This category includes most of the articles that address technological problems of cyber security;
specifically, those problems related to the actual infrastructure of cyberspace. This does not
necessarily include solutions to every problem that businesses or academic researchers might
address — for example, a software tool for managing finances is a category C, Business, topic. The
Infrastructure category includes papers that discuss various aspects of cyber security of critical
infrastructure, as well as security issues concerning the operation of cyberspace, such as
cryptography. It also encompasses papers describing methods for intrusion detection, reverse
engineering, and computer forensics, among other issues.

Franke et al. (2014) systematically review 102 papers, drawn from IEEE Xplore, Scopus, Springer
link, and Web of Science, in an effort to create a research agenda in the area of cyber situational
awareness. Topics they cover include game theory, cognition, vulnerability detection, attack
detection, other network analysis, broad primers; a great variety of articles on securing industrial
control systems (ICSs)/SCADA (such as power grids); some concepts of emergency management;
various tools, architectures, and algorithms on a host of topics, including attribution; and many
papers on “visualization,” for cyber situational awareness. They note deficits of articles on
teamwork (in various senses of the word), information exchange, military strategy, and in nation-
wide or other high-level cyber situational awareness, despite cyber situational awareness being
extremely popular with policy-makers [16]. Franke et al. recommend more attention be paid to
these areas; to efforts to deceive attackers; and to confidentiality and integrity. The authors suggest
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that researchers perform experiments to measure how particular solutions contribute to the overall
understanding of a situation; and they enumerate further directions for game-theoretic research;
for data fusion algorithms for low-level and high-level information, like sensors and NLP; and for
empirical work and exercises. Among efforts for cyber situational awareness, ICSs research is
well-endowed with articles.

Genge et al. (2015) provide a detailed description of their “cyber attack impact assessment
methodology,” which has the potential to be a general-purpose tool for assessing attack impacts
on cyber-physical systems [18]. This carries implications for securing cities and countries,
although these applications were not detailed in the paper.

Huang et al. (2015) detail an in-depth cyber-physical network architecture that prevents cascading
failures by=resisting collapse from errors on either the cyber or the physical side both in
simulations and mathematically provably [29].

Gao et al. (2014) review a literature on SCADA implementation and security, providing a
comprehensive reference. They describe two main categories of security issues in SCADA
systems: direct threats (terrorist attacks, etc.) and indirect security threats (e.g. viruses, bugs). Gao
et al. reiterate a common notion that SCADA security cannot be approached like traditional IT
security, as availability and safety are paramount in SCADA systems, and SCADA infrastructure
is less dynamic and less globally networked than traditional IT systems are [17].

Cheminod et al. (2013) provide a literature review about the conceptual state of security for critical
infrastructure and cyber-physical systems. They focus on both the component level and the system
level, including the state of policy enforcement. They also provide a host of resources for industrial
networks, and mention future areas of research in detail [8].

It is clear from these papers that there is no shortage of work being done on cyber-physical systems
security. However, research of the connections and interactions of critical infrastructure with the
rest of cyberspace and society is somewhat behind, as is research of the interaction of cyber-
physical systems security and traditional cyber security. Not integrating cyber-physical security
with concepts concerning other areas of cyber security is a common ailment among these papers.
It is equally important for other STEM fields besides cyber-physical systems, who are now
researching cyber security, to also integrate with traditional “computer science” cyber security
researchers in this manner.

2.3.3 Business

The third proposed category of cyber security focus concerns business practices and other
organizational and human factors affecting cyber security. The following descriptions of articles
give an illustrative overview of the types of articles that fall into this category.
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Messmer (2013) calls attention to the lack of coordination within businesses, many of which are
also lagging behind technologically [42]. She points to the fact that insurance decisions concerning
cyber security are not discussed with C-level information officers as often as they should be. This
problem is easily remedied, but it is a reflection of other organizational shortcomings in the
workforce. CIOs and CISOs might be described as Business actors whose worldviews differ from
the General worldviews of insurance companies.

Khan et al. (2015) notes that the weak links in supply chains are often subject to attack. By
analyzing the literature to identify if supply chain models can incorporate “cyber-resilience,” the
authors provide recommendations for practice. In addition, Khan et al. give a number of research
directions for identifying cyber-risk in supply chains and securing against it [37].

“Cyber-resilience”, and used by Khan et al., is a popular buzzword that contrasts with cyber
security by emphasizing the inevitability of cyber-attacks and the importance of being able to
rebound as a business from such hiccups. However, proper cyber security education among
employees and management is a better solution than implementing buzzwords, and would
eliminate the confusing notion that cyber security does not imply resilience.

Andel et al. (2013) surveyed various cyber programs at universities and retroactively document
how a particular program developed at the University of South Alabama was created. They detail
the goals and objectives and how they created a curriculum that attempts to be comprehensive.
They comment briefly on the problem of naming courses, which reflects this author’s views on the
necessity of a defined vocabulary: they give the example of Cybersecurity vs Cyber Engineering
and the ambiguity of the differences between these two topics [1]. Readers will note, however, that
the former is a much more widely accepted term than the latter; authors should strive away from
using the latter.

Sitnikova et al. (2014) write about “broader Internet security management and governance of the
Internet and the cyberspace.” They take a risk management approach to formulate a
methodological framework for managing cyber security. They base their conclusions on a review
of cases and previous studies, and highlight solutions at various levels of business operations,
considering classic business elements of technology, people, and “processes,” emphasizing that
technology cannot solve all problems [57].

Jaitner et al. (2015) identify domains of science that contribute to the “cyber” field of study. They
also identify points of necessary collaboration (presently implemented or not) across fields
regarding a nation’s cyber readiness. The goal of their paper is to identify areas not fully explored
in academia, and for generating curricula recommendations. They aim to be comprehensive,
drawing knowledge from Russia, and covering math, finance, linguistics, and natural sciences [31].
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All the articles in this category point out that the organizational principles of businesses, and even
of academic fields of study, are not synchronized. There are vulnerabilities in supply chains, in
employee trust relationships, and from social engineering. These papers also illustrate the point to
be covered later about a lack of well-defined terminology and the prevalence of ad hoc phrases to
describe certain, even redundant, aspects of cyber security. Moreover, papers in this category make
clear that technological solutions alone cannot ensure cyber security.

2.3.4 General

The “General” category contains all papers with issues which pervade the entire realm of cyber
security, as well as descriptions of the field in general, and characterizations of cyberspace and
humans’ interactions with it — including most articles from social sciences.

Zhang et al. (2012) give a primer on, empirically, what actual crimes exist in cyber space. They
categorize the crimes and call for action on existing problems such as cyber terrorism, phishing,
and others [72].

Busse et al. (2015) give a helpful introduction to Ontology; specifically, contrasting the various

meanings the word takes on in information science with social sciences. They conclude by stating
“Different disciplines need to grow together more and more. The major challenges of our time
— scientific and social — can only be solved interdisciplinarily. To be successful, it is vital that
we manage to find results of various teams in various disciplines worldwide and to integrate
them reasonably. Ontologies are of vital importance for this: by the power of standardizing
terms, their meanings, and relations; furthermore, by the possibility of integrating different
domain-ontologies; and, last but not least, by supporting the semantic web in search, reasoning
and integration with computer applications. This is why we expect the importance of ontologies
to grow significantly in future” [6].

In short, Busse et al. provide a strong argument for cross-discipline communication and

standardization of vocabulary terms.

Ju An et al. (2010) put forth a cyber security vulnerability ontology for comprehensive use, giving
examples and references [35]. They are among many authors who propose information science-
type ontologies, but do not necessarily scope the use of the ontologies, demonstrate their use, or
make their ontologies publicly accessible.

Jardine (2015) gives an interesting perspective on the state of cyber-crime. He finds that most
vulnerabilities are decreasing (when normalized against the growth of IT), and most attacks are
increasing (whether normalized or not), but are increasing more slowly over time and may soon
be seen to be decreasing (predicting a concave-down trend in attacks). In short, the picture of
cyber-crime is not as bleak as the absolute numbers make it seem when compared to the growth
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of cyberspace [33]. However, Jardine note that the data he used may be imperfect; and trends were
only analyzed from 2008 — 2014. Jardine’s recommendations for the community include: focus on
the user rather than the system (i.e. put more effort into educating and empowering the user, and
continue putting the same effort into the technology of the system); use open-source code, like
SSL, where possible, to find vulnerabilities more quickly (e.g. Heartbleed); create stricter rules for
reasonable disclosure timeframes of zero-day knowledge held by governments; develop
international agreements on norms for web-based attacks; create more cyber-crime insurance or
other ways of spreading costs out; and he recommends that small-to-medium-sized companies
need to invest in IT security and training as much as large companies do; and that cyber security
companies start to collect and represent their data in normalized terms with respect to the size of
their networks, the way Jardine does in his article.

In Chertoff et al. (2015), Michael Chertoff, former Secretary of Homeland Security, gives a primer
on the dark web, the intentionally hidden part of the deep web, unindexed by search engines and
impossible to reach with normal browsers. A traditional search engine sees about 0.03 percent of
the web — the other 99.97% is the deep web. The authors assert that the global community needs
to consider the deep web’s impact when discussing Internet governance. A huge amount of crime
(and a huge diversity of it) is supported in the deep web, and new ways to map and monitor it are
needed. They nevertheless emphasize that the deep web’s existence is good, in some ways, for

everybody [10].

Common shortcomings of papers in this category are a lack of ontological understanding and
scoping of the problems of cyber security, as well as indicators of a lack of a defined cyber security
vocabulary across disciplines. These papers all conclude that the field needs more interdisciplinary
cooperation, and that better characterization of cyber-crime and novel approaches to combating it,
not necessarily technically, are imperative. Lack of consistent vocabulary is not in itself
problematic — Busse et al. go into detail about the differences in the meaning of the word
“ontology” between computer science, philosophy, and psychology — but the importance of such
a paper is not to be understated [6]. To solve this problem in communication, the solution is itself
communication. Standardizing vocabulary offers one outlet for such communication. Explaining
differences in terms is another. Still another is creating businesses out of university research.

2.3.5 Summary of the Four Cyber Security Categories

To summarize all four categories, it is evident from this literature review that there is a long-
standing disconnect between traditional technological research in cyber security and the public and
private sectors’ nontechnical dealings with cyber security. This problem is likely a combined issue
resulting from neither technical researchers nor management in business or government reaching
out to communicate to the other parties. However, there is also a communication problem between
researchers in the same category. Fundamentally, communication among researchers and between
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research fields and other sectors of society stands out as a stymieing problem for cyber security
when the field is broadly analyzed.

It might appear that this thesis takes the supposed benefits of interdisciplinary research and
communication for granted. Indeed, it may worry some readers that authors like Busse et al.
propose such heavy collaboration between disciplines; perhaps it might cause a kind of regression
towards the mean if all disciplines standardized communication. However, that is not what is
proposed in this thesis. | propose only that cyber security workers take additional steps to work
across the identified subdisciplines. Not allowing disciplines to grow together (by not participating
in this growth by utilizing concepts from different disciplines), is itself a regression towards the
mean of one’s own discipline, if one believes that innovation is at the edge (of disciplines). While
there are numerous edges to innovate on that research constantly takes advantage of, one particular
edge — interdisciplinarity — is often overlooked. Interdisciplinarity and harmonized communication
create a new innovation edge for cyber security. This assumption is used as the justification for
the improvements to interdisciplinary cyber security communication presented in this thesis.

2.4 Comparison with Prior Research

After creating this classification of the field of cyber security, | came across some similar prior
work. Delineation of the field of cyber security into four categories has recently been done by other
initiatives as well. In 2015, the European CAMINO Project created the THOR acronym approach
of “(T)echnical”, “(H)uman”, “(O) rganizational”, and “(R)egulatory.” The CAMINO Project
asserts that cyber security can be comprehensively perceived as a combination of these four
dimensions [82]. The THOR approach was put forth with the goal of creating an operational
suggestion for a cyber security roadmap for Europe, and assumes integration of the four categories
they proposed. This contrasts with my methodology of classifying the current state of research,
which (empirically) highlights the lack of cooperation between the different categories, and more
comprehensively describes the categories. In addition, the THOR model does not classify general
research.

2.5 Literature Review Conclusions

The broad literature review | conducted reveals that cyber security is still a nascent and poorly
defined academic field with little educational basis, and few formalized research methods that it
can claim as its own, especially outside of cryptography. Cyber security is currently a primarily
system-level discipline. Furthermore, most of its immediate implications lie outside of academia
or the industry it caters to; it is a global and ubiquitous problem, with misaligned incentives
between academia, industry, and governments.

However, there are some operational measures that can be taken to improve the pace and quality
of security research; among them, is facilitating communication between scholars by standardizing
terminology. It became apparent during the literature review that there is little to no standard
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terminology, especially outside technical cyber security, of which, cryptography is by far the most
formalized; however even the robustness of some practical implementations for private key
encryption, such as AES, are supported not by rigorous mathematical proofs, but by popular
vetting and the test of time [80]. Standardizing terminology when scientific and engineering
practices have not been standardized may prove difficult. Alternatively, it might be a prerequisite
for formalizing the engineering aspects of the field. Chapter 4 explores this more.

Another measure that could better align incentives between stakeholders is to create more
university-level cyber security education. Formalizing the educational requirements for an
academic “cyber security” discipline would help to improve collaboration and communication
between researchers from the four areas of cyber security I identified. If many undergraduate
institutions adopted a comprehensive concept of what “cyber security” as a field is, then future
researchers, policymakers, and businesses can better tackle the ubiquitous system-level problems
described in the articles and literature reviews | summarized in the previous sections (as can
advisory faculty). In Chapter 3, | describe even more benefits (and perhaps more tangible ones)
that creating broad cyber security curricula at universities will give the industry, and | outline the
ongoing effort I am leading to create such an undergraduate program at MIT.

Chapter 4 also follows from this literature review, focusing on the lack of consistency in cyber
security nomenclature, such as, as Choucri, et al. wrote, whether to use “cyber” as a prefix, as in
“cybersecurity” or as an adjectival modifier (i.e. a separate word, as in “cyber security” or “cyber-
security”) [75]. Sometimes even within the same article there is no displayed agreement on this
convention, and authors may vacillate between the two [84].
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3 Interdisciplinary Cyber Security Education

3.1 Proposing a New Interdisciplinary Minor at MIT

This chapter follows directly from the conclusion of Chapter 2 that cyber security is a
multidisciplinary yet fractured academic field. This chapter considers MIT as a case study for
creating a minor in cyber security in order to improve communication across the boundaries of the
four subdisciplines of cyber security identified in Chapter 2. As of this writing, an interdisciplinary
minor in cyber security is an extremely novel construct at universities, there is no interdisciplinary
cyber security education program in the United States. There are also no top 20 universities with
formal undergraduate cyber security programs of any kind. Most importantly for the novelty of
this chapter, there are currently no minors in cyber security in place at U.S. educational institutions.
Despite its novelty, the idea of teaching cyber security as an interdisciplinary field has received
support from both academia and governments, as described in Chapter 2.

Because this research is derived from my effort to create a new program at MIT — the Minor in
Cyber Security — in this chapter, | describe the design of the minor specifically through the lens of
MIT. Understanding MIT’s subjects will help the reader to better follow the material in this
chapter. For a better understanding of MIT’s subjects and their numbering, please consult the MIT
subject listing [176]. In the concluding section of this chapter, | describe how other institutions
can adapt my model of cyber security to their own educational initiatives (Section 3.6.5). In this
introduction 1 first explain how the interdisciplinary nature of cyber security lends itself well to
developing an undergraduate minor program.

The structure of this chapter closely follows that for the official proposal form for an
interdisciplinary (cross-departmental) undergraduate minor in cyber security to MIT’s Committees
on Curricula (CoC) and the Undergraduate Program (CUP). This chapter is hence structured in a
Question and Answer format, following the structure MIT’s Minor Proposal form. | drafted the
rationale for this program on such a form on the CoC website, and it is available for faculty to
modify in the future. At the end of this chapter, | discuss the details of the effort to put this proposal
into action at MIT, and I outline how the ideas in the proposal can be applied at other institutions.
The structure of this chapter is designed to mirror that of the official MIT proposal form (which is
much briefer) in order to aid faculty who would like to develop this program at MIT or elsewhere
in the future. There are many details involved in proposing the rationale of a new minor to MIT’s
bureaucracy, and they cannot be summarized independently from explaining the proposed
curriculum as well. Because of this, | develop the rationale behind the design and necessity for a
Minor in Cyber Security alongside the presentation of the actual curriculum of the minor.

Creating a new minor at MIT requires the support of a body of faculty who agree to maintain the
program. Creating a minor is typically a grassroots effort that requires a mixture of approval from

course instructors and some commitment to faculty to advise students. A minor also requires a

24



department to support administrative costs, which are usually small, and it needs the support of
the deans in the schools that the subjects constituting the curriculum of the minor are based in. The
primary hurdle to overcome when creating a new minor at MIT is getting a few faculty to commit
some of their time to push for its creation. As part of creating this proposal, | have done much
work communicating with faculty and getting them to sign on to the idea, but that crucial aspect
of creating the minor is still a work in progress. However, this proposal assumes that it is a body
of faculty collectively proposing the new program to a committee. As long as the faculty are
committed, there is usually not problem creating such a program at MIT.

3.2 Rationale for an Interdisciplinary Program

Question: Describe the interdisciplinary construct of the program and the rationale for
designing it as such.

Cyber security is quickly being recognized as a concern for business management, end-user safety,
computer science, national and international politics, sociology, law enforcement, healthcare,
financial institutions, the energy sectors, and mathematics. Quantum computation and its
implications for cryptography draw together physicists, chemists, mathematicians, and computer
scientists. The advent of the Internet of Things has caused every area of industry to become one
for concern, with insulin pumps being hacked, and knowledge of both security and the field of
industry being important for mitigating these problems. MIT’s Department of Electrical
Engineering and Computer Science (EECS, or Course 6) already has a large group of subjects with
a medical focus. Other examples of the value of interdisciplinary knowledge for security include
fault tolerance and industrial control systems security in the electrical grid, the oil and gas industry
(chemical engineering), the merging of ideas of system safety from aeronautics (course 16),
targeted cyber-attacks like Stuxnet (nuclear engineering — course 21), and the current challenge of
properly designing and implementing a sustainable cyber insurance program (course 14,
economics).

As argued in Chapter 2, security is inherently interdisciplinary because it aims to augment other
fields, and it therefore embodies. While it is infeasible to expect every security professional to
understand all of these fields that themselves embody entire careers, it is more feasible to expect
students learning about those other fields to in term learn about security.

As | will repeatedly state throughout this chapter, the minor in cyber security is designed to give
interested students exposure to all areas of this interdisciplinary issue, ensuring exposure to both
the fundamental principles of technical cyber security and to the other areas with interdisciplinary
concerns. The design of the minor in cyber security is informed by the fact that cyber security
means more than just cyber, and more than just security. The study of networks, Internet
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regulation, social interaction, global politics, management, system design, and finance are all
affected by and affect this problem called “cyber security.”

A well designed interdisciplinary program would encourage security researchers at MIT to
communicate more, thereby fostering greater idea flow and convergence of terminology and goals
at MIT, which can additional serve as an example for other institutions. Standardizing terminology
directly, as discussed throughout this thesis, is a means of solving this communication problem,
but more fundamentally, it is a symptom of a lack of communication in what is actually a small
community with a shortage of persons in the workforce, or talent.

In my proposal, | assume there are four ways to alleviate the talent shortage: shifting the burden;
automation and outsourcing; distributing knowledge; and broadening educational offerings. One
method to alleviating the talent shortage is for companies to lower their expectations for
specialized professionals, and to instead hire more general software engineers for security work.
Alternatively, jobs can be eliminated by innovative business-to-business products and services — a
growing trend in security that | expect will temper the desire for every organization to have any
dedicated security personnel. Such positions are currently more of a trade skill than a field of
engineering.

A third method for closing the talent gap is for security to be provided by many people in an
organization, distributing the work and knowledge for such tasks, especially among non-engineers.
That is, rather than having dedicated security roles, simply expect security from other people
whose jobs are not focused on security. Still another way is to provide more widely available
educational resources for cyber security, including educating engineers in security policy and
management. | have designed this proposal to enable the latter two means of reducing the talent
shortage (distributing knowledge and broadening educational offerings), since those are the areas
that academia is largely responsible for. | expect that a combination of these four methods is
necessary for individual businesses to have enough cyber security human capital to remain
relatively secure with the growth of IT infrastructure.

3.3 Educational Rationale

Question: Explain the educational rationale for the program, and its context with respect to
the evolving intellectual trends in the relevant fields. Identify alternatives to creating a minor
that you have considered, and how they measured up to your educational objectives.

3.3.1 Motivation and Justification

Cyber security is a growing market with a history of neglect and potential for long-term
application, being one of the faster growing subdisciplines of computer science; and the current
cyber security landscape represents an ad hoc ex post facto patchwork [143,146,148].
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Cyber security is a multidisciplinary issue, with an often misunderstood or contested definition,
requiring input from not only computer science but political science, management, mathematics,
physics, engineering, and economics; and most workers in these areas have little interaction with
workers in the other areas; and the current course 6 curriculum does not allow for such a diverse
course load in a substantive amount; and most students remain unaware of the extent of this
problem and are thus unlikely to decide to pursue it independently [144,145].

Cyber security is the smallest sub-field of computer science taught at MIT, not even being included
in the list of EECS concentration fields, despite 3 cyber security centers being created on campus
in 2015 [149]. Instead, security classes are grouped with systems subjects. This is valuable
guidance for students, but does not fully equip students who want to gain specialized knowledge
in security

3.3.2 Proposal and Applications

With the support of departmental faculty, | propose the creation of a new interdisciplinary
undergraduate minor program, with a focus on foundational computer science and an emphasis on
solving complex systems problems; and specific applications to cyber security; directed largely at
course 1, 6, 14, 15, and 17 students, but designed to be accessible to all students, consistent

with cyber security’s multidisciplinary nature. Alternatives | considered for MIT were:

* The creation of a cyber security major:

This option proved too rigid for the evolving state of the problems facing cyber security,
and hiring needs of businesses. While other academic institutions had little or no support
for programs such as minors in cyber security (they generally only have majors or
certificates or master’s degrees, and next to no non-technical education in these areas) at
the time of the first drafting of this proposal, the proposal was shifted away from a major,
and towards a more versatile area, such as a minor, due to MIT’s role as an institution to
set precedent; the interdisciplinarity of the problem; and cyber security’s academic history
(similar to environmental engineering, which MIT has a minor for).

» The creation of individual classes

This has provided mixed results. Without formal impetus and advertising of the minor as a
concern of the Institute, awareness of such subjects has not spread, nor have many targeted
undergraduate subjects been created, despite professional demand for cyber security
workers with bachelor’s degrees (as well as demand by graduate schools). Many of the
subjects in this proposal are already very popular among students, while others, especially
newer pilot courses, have seen more modest enrollment of between 5 and 20 students. A
minor would allow the most successful subjects to be naturally selected and refined while
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the program continues on, and for topics to be spread between multiple subjects, rather
than requiring faculty engaged in subject construction to cram as many distinct seminars

into a class as possible (which also would result in no depth in the field).

3.4 Program Demand

Question: Describe the professional demand for this program and your general
expectations regarding student enrollment in each of its first five years of operation.

The “talent shortage” in cyber security is estimated to rise to approximately 2 million by 2019,
and cannot be solved by standalone efforts by individual faculty. This shortage is often called
the largest problem for the field, and is often cited by the industry for slowing the progress of
security more than anything else [169].

The human factor is cited as the greatest threat to cyber security, with simple human error and
social engineering often leading to the plurality of reported compromises [174,175]. A
widespread security culture is therefore useful for all professionals.

MIT has recently seen a resurgence of interest in cyber security research, as stated above, but
this interest is largely directed at graduate students and does not sufficiently attract
undergraduates — in fact, undergraduates often are unaware of many pressing issues like cyber
security, either because they do not know if they can work in those areas (due to lack of
Undergraduate Research Opportunities advertising, for example), or because most subjects in
this field are currently upper level undergraduate or graduate subjects, despite interest being
displayed in them [source — personal communication].?

Nevertheless, based on interviews with students, and enrollment numbers sourced from MIT
Subject Evaluations [168], indicate that the average undergraduate enrollment in the subjects
in the curriculum is 92, with a variance of 122. See Table 5 for averages by category. Based
on these numbers, | believe that there is sufficient interest in the subjects that to expect
substantial enrollment in the minor immediately.

In recent years, more undergraduate students have begun to show interest in pursuing research
or careers in cyber security, interests in studying more subject matter in cyber security, or a
desire for more coursework to be made available to students. This includes course 6 students,
course 17 students, and others. In addition, graduate students in MIT departments like IDSS
and Sloan are increasingly displaying interest in cyber security. | expect that the average
graduating class year of interested students will decrease in the next 5 years.

| hope by the fifth year, one-third of students in the program will be from outside course 6.
Like many minors, low enrollment is expected compared to a major. Based on enrollment
statistics for cyber security classes in MIT’s January Term (Independent Activities Period, or
IAP), and the mean number of students who already take the subjects in the proposed
curriculum, 1 estimated an upper limit of enroliment of 50 students in the program in the first

! From consulting with students in course 6-3, Computer Science from the Cybersecurity@CSAIL research group
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4 years (4 years is the expected enrollment window for the statistics of undergraduate
enrollment in these subjects).

Question: Identify any existing MIT programs whose enrollment could potentially be
affected by the availability of this program. Describe the consultation process you have
followed in reaching out to the departments or academic units and faculty responsible for
these programs. How is this proposed program unique from these other programs?

Course 6 is the largest major at MIT, and a minor in Computer Science was recently created during
the development of this proposal. That minor will likely affect dual enrollment in course 6 [172].
A minor in cyber security could also negligibly affect enrollment in course 6. However, since
students in course 6 can minor in cyber security, but cannot minor in Computer Science, | expect
that enrollment in course 6 will go largely unaffected by a minor like this. It might more so affect
enrollment in the minor in Computer Science, either positively or negatively.

Awareness of the minor’s curriculum could encourage even more students to consider studying
some aspect of computer science, such as the minor in computer science. It may also discourage
people who are only interested in cyber security from studying computer science what they believe
to be the most relevant use of computer science. Support for the proposal by the EECS department
would be given with this understanding in mind, so if the proposal makes it to that stage, it would
not be a barrier to creation. 1 would like to conduct a survey of students across the institute to
gauge interest, in order to better understand the effects this could have on enroliment in the minor
in Computer Science. The survey | plan to send out is shown in Table 7.

3.5 Curriculum Design

Question: Describe the program, including its structure and coherence, its educational
objectives, and any other relevant aspects of the overall educational experience. If the
sponsoring entity does not currently offer this type of program (degree or minor), include
the rationale for establishing a program within the unit.

As was discussed in Chapter 2, in order for cyber security professionals to solve the current issues
they are faced with, it is imperative for the academic institutions training them to treat cyber
security as a system-wide effort, involving national security and government, everyday consumers,
and the businesses who serve them; including healthcare, entertainment, and other infrastructure.

For this reason, it is myopic to only consider pure computer systems in the study of cyber security.

In the spirit of multidisciplinarity, appropriate subjects from nearly every department at MIT have
been identified and documented in Table 6, covering issues present or emerging across these
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disciplines; and many of these subjects have been integrated into the proposal, to allow all students
to be aware of applications to their industry [162-165, 177].

By identifying existing areas in industry that are or may be sensitive to cyber security
vulnerabilities, and by creating this minor program, educational gaps can be identified, and new
subjects can be created to fill these gaps. By “educational gaps,” I mean areas of study that were
identified in Chapter 2 (and described in Table 2 and Table 6 as well) that are not taught as specific
subjects at MIT or are not currently included in cyber security curricula at other institutions. These
subjects can be integrated into the minor over time. Hence, while cyber security, as an emerging
discipline and domain of concern, is still growing, its urgency demands education sooner rather
than later, and so some degree of dynamism during its nascence is to be expected. As a leader in
technology and industry, MIT is poised to create curricula for, and identify areas for improvement
in, cyber security education across different sectors. Educational gaps are further described in
Section 3.6.3 at the end of this chapter.

There are 11 institutions designated by the US government as cyber security centers for the DOE’s
new CREDC initiative (Cyber Resilient Energy Delivery Consortium) [151], many of which have
created programs of study in cyber security; and there are a number of other universities recognized
as National Security Agency (NSA)/Department of Homeland security (DHS) NSA/DHS National
Centers of Academic Excellence (CAE) in Information Assurance (1A)/Cyber Defense (CD) [152].

Cyber Security Category Examples of Topics Covered in Category
Policy and political science Internet governance, China's “Great Firewall,”
incompatibility of national jurisdictions with
cyberspace, national security

Business and management Employee culture, The NIST cyber security
framework, supply-chain management, ethics,
cyber insurance, reputation of companies post-
attack, information valuation

Electrical engineering and computer science Robotics and machinery safety, cryptography,
computer systems, network security, hacking,
internet of things, hardware, cyber-physical
systems and industrial control systems, quantum
computing, operating systems, reverse
engineering, system forensics, biometrics, medical
device security

System-wide properties, involving social science, | Cyber-crime, system dynamics, online behavioral
systems engineering, and endogenous and psychology, the deep web and dark web, history
emergent properties of cyberspace of the Internet, game theory, anonymity & privacy
Table 2. Examples of topics from each of the four cyber security subdisciplines. Not exhaustive.
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MIT can learn from examining these programs, to build up its own educational capacity in cyber
security, and MIT can assist in providing an educational model to other universities and institutions
(none of which have a minor in cyber security) by identifying the aforementioned education gaps.
Work in this area for businesses (rather than for universities) is already underway in the MIT Sloan-
based (1C)* group, one of the three new cyber security initiatives at MIT [153]. Despite the breadth
of subjects suggested in Table 2 and Table 3, this does not dilute the organization of the minor, nor
does this diminish its significance. To summarize, this Minor’s benefits are raising awareness of
issues across disciplines, providing credentialing of students to fill the talent gap, and modeling of
new curricula for other institutions to follow.

3.5.1 Outline of the Minor

Chapter 2 recognizes that the current focus of cyber security falls under 4 [167]. Having identified
the currently most relevant cyber security-related subjects at MIT (see Table 6 for these and their
industry applications), as well as of curricula at other universities [154-156], | propose that these
four categories, shown in Table 2, be used as a basis for creating the minor.

Programming Prerequisite (pick 1)

1.00, 6.00, 6.006, 6.009

Required Interdisciplinary Overview Subject

15.580/17.447

Required Technical Subject

1.125 (a graduate subject with an undergraduate equivalent in development)

Electives: Pick a total of four from three categories:

Computational Security (advisor approval required for graduate subjects)

6.005, 6.033, 6.857, 6.858, 6.875

Security Politics

STS.085, 17.445, 17.468, 6.5978, 17.424, Harvard Law 2306, 17.486, 22.814, course 17 special
subjects like 17.5919

Secure Management

14.160, 15.8741, 15.564, 15.565, 15.567 & 15.570, 15.569, 14.27, 15.763, EC.712

Online Sociology

6.207, STS.441, STS.434, STS.086, STS.008, CMS.628, EC.712, 21A.156, 14.31, CMS.614,
MAS.S61

Research and Specialization

18.424, 18.783, Other Computational Security subjects, or any of the following graduate subjects, with
advisor approval: 1.208, 6.241[J], 6.263[J], 6.820, 6.876, 16.420, 16.422, 16.63[J], 18.405, 18.435[J],
18.436[J], 20.451[J], 22.107, IDS.505, MAS.600, MAS.862, 6.443, ESD.162[J], 18.424

Table 3. Compact description and list of classes proposed for MIT’s Interdisciplinary Cyber Security Minor.
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Therefore, based on existing available coursework, and with the intention of encouraging the
creation of additional subjects in the future to benefit students by filling educational gaps, |
propose the curriculum in Table 3 for the undergraduate Minor in Cyber security consisting of
seven subject requirements [147].

A more detailed breakdown of the minor is included in Table 4, which contains subject names
and units, and is formatted for the MIT Catalog (and excludes graduate subjects); and in Table
5, which describes substitutions and graduate subject alternatives that require advisor approval,
as well as term offerings and enroliment statistics.

As is common policy for minors at MIT, a minimum of four subjects taken for the Minor in
Cyber Security cannot also count toward a major or another minor. Students must receive
permission from their minor advisor prior to registering for a class at another institution (such as
at Harvard Law School, where MIT students can cross-register).

3.5.2 Detailed Explanation of Curriculum
This section explains the rationale behind the design of each element of the curriculum.

3.5.2.1 Computer Programming Prerequisite

A programming prerequisite is needed in order to give all students an equal footing within the
minor. However, many MIT courses (majors) already have a programming requirement —
something | would like to voice support for as a General Institute Requirement (GIR). These
subjects were chosen based not only on the literature review and survey, but also on the opinions
of course 6 students, including students in cyber security research labs. In particular, the ability
to handle a class like 6.858 after taking only a class like 1.00 was determined to be positive.
Students might be able to count 6.858 towards the Minor by getting approval from their advisor.
Although graduate-level subjects like 6.858 are not allowed to be required subjects in an
undergraduate minor (and need advisor approval to take), some existing MIT programs also give
students the option of taking a subject whose formal prerequisites are not part of the curriculum
[140]. Subjects with prerequisites that lie outside of this curriculum are listed in Table 5.

Students who are majoring in a course that already includes basic computer programming in the
curriculum should be encouraged (but cannot be required by MIT policy) to take an additional
programming class. They may also substitute a more advanced subject for the standard
prerequisite. Students who are already studying computer science (who are expected to be in the
majority of enrollees, since the plurality of students at MIT are in course 6 [171]) should be
encouraged to take graduate-level security subjects beyond the Minor, since they will likely take
6.00, 6.005, and 6.033 anyway. For other majors, 6.00, 6.005, and 6.033 will be more than
sufficient. This is so that more students are exposed to advanced cyber security concepts that are
included in subjects like 6.033. The reason students in majors without a programming
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requirement should not have to take classes from the Computational Security category is because
those students are less likely to apply their cyber security knowledge directly through interactions
with computers via a programming interface; but the mere exposure to introductory programming
compounded with the rest of the program (which includes additional programming anyway, in
the form of the required technical subject) will efficiently optimize students’ learning about
important cyber security concepts as such concepts pertain to students’ specific areas of interest.

3.5.2.2 Required Subjects

There are two required subjects. The first is a seminar-style overview of topics in cyber security
designed to introduce students to the practical goals of the subject. This class is important because
it cuts across disciplines, exposes students to a number of prominent researchers at MIT and
elsewhere (and simultaneously fosters relations among said researchers), and situates students’
studies in a shared context that they can take with them when taking elective classes. This is
important because by introducing the shared context in an interdisciplinary required subject, the
need for the teachers of elective subjects to drastically change the narrative or the application
focus of their classes is greatly reduced to an extent such that teachers of elective classes can feel
free to either slowly integrate current cyber security content, or their opinions on it, into their
class, or else simply mention at the beginning of the semester that the class is part of the cyber
security minor program and subsequently not dwell on emphasizing how the subject fits in, but
rather leaving that to the students to organically discover. This is important because it promotes
creativity in approaching the broad field of cyber security, and will lead to innovative solutions
from students from all courses.

The second required class is a technical class focused on understanding the challenges facing
real-world enterprise infrastructure, with applications to security as well as to related areas like
data management and machine learning. This accessible course, taught by leading cyber security
researchers, gives students the common minimum skillset necessary to pursue cyber security from
a technical and practical perspective, and experience state-of-the-art computer programming in
action. This serves to provide students with competitive technical credentials and a technical
addition to their broad cyber security worldview.

3.5.2.3 Electives

Next, there are the elective categories. Why are categories necessary at all? For proper breadth
in the field. It is reasonable to assume that students would naturally gravitate, for various
reasons, toward subjects in their own department, e.g. a 6-3 student preferring to take course 6
classes for the minor. This defeats the purpose of exposing the long-overlooked
multidisciplinary nature of cyber security that inexorably affects the field as a whole. Thus,
limiting students (within the minor’s curriculum) to two courses in any given category and
demanding they branch out to other categories with comparable depth ensures a proper
introductory understanding of cyber security. The second through fifth categories are designed
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for breadth (2nd, 3rd, and 4th), and even further depth into the technical study and research of
cyber security (5th), perhaps with specialization in one’s primary field. Students can also be
exposed to research groups from MIT and Harvard that span the four areas of cyber security if
they take subjects from these four categories. This fulfils the goal of the Minor to bring
researchers from the four subdisciplines closer together — especially because course instructors
may have to collaborate as part of the Minor.

The extensive course list comprising the minor further provides students, whether they are
interested in the full minor or not, with a resource on particularly salient coursework available at
the Institute for further study outside of the minor requirements, should it pique their interest to
pursue these issues in even more depth or through a partial foray (aligning with the minor’s
mission of awareness). Thus, it does not restrict study to a broad overview - nor does this author
think the minor provides mere breadth anyway, but sufficient depth on its own; hence, fulfilling
the credentialing aspect intended. In addition, the choices given to students in this proposal reflect
the variety and number of choices available to students in many other minors [141].

In the first category, the “Computational Security” category, are course 6 subjects in “traditional”
computer security such as cryptography and network security; as well as important subjects for
learning the state of cyberspace and cyber security, their history, potential, and research agendas.
This category consists of graduate subjects that typically have about a 70-80% undergraduate
enrollment, and is more geared towards students wishing to immerse themselves in the technical
profession of security. Since these are graduate subjects, they are not allowed to be part of the
official curriculum (described in Table 4, so advisor approval is required to apply subjects in this
category besides 6.005 and 6.033 toward the minor. The 800-level subjects might be appropriate
as capstones for a course 6 student.

The second elective category covers issues of policy, governance, and international security; it is
intended to provide the student with a national and global mindset of cyber security, and to give
them basic tools to solve pressing problems in the political realm. Such problems often propagate
down to the most basic functions and administration of the Internet.

The third category addresses the aspect of cyber security most neglected by academia: business.
One need only read the news for regular examples of cyber security affecting business [157-161].
Managers are oblivious to the problems surrounding IT, and computer scientists are unaware of
the full scope of computer security’s importance in business practice [145]. Awareness of how to
handle information and computing systems in the workforce is an indispensable skill for both
software engineers and managers, regardless of the company size. Many MIT students go on to
build their own companies. There are some estimates that small businesses comprise up to 70%
of all cyber-attack victims [173].
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The fourth category may be less intuitive, or less well served by MIT’s existing coursework; and
it may benefit most (along with EECS) from additional security-focused or system-focused
subjects being created to fill educational gaps. The ability to think of complex systems problems,
and to situate cyber security as one, provides for long-term continued growth for students in an
ever-changing field that was once viewed as quite rigid. Moreover, an understanding of the social
aspects of cyberspace and how the very nature of the ideas behind computers and the Internet
creates properties of the system, such as security flaws and culture, will help professionals and
entrepreneurs to identify further problems and construct meaningful solutions beyond anything a
curriculum might be able to statically lay out. More than any other category, this one encourages
creativity and adaptive approaches to cyber security.

Lastly, the fifth category is geared toward students wishing to pursue technical aspects of cyber
security in more depth in a particular field. Advanced cryptography, industrial control systems,
and healthcare Internet of Things technology are all examples of courses that might be found in
this category. The design of the minor ensures experience in both technical and nontechnical
aspects of cyber security. Moreover, since cyber security is an interdisciplinary field, most of the
subjects in the fifth category will be beneficial for any student enrolled in the program. The
minor’s introductory subjects should aim to make that concept of interdisciplinarity intuitive to
students.

3.5.3 Formal Program Narrative

Figure 1. Program Narrative for a Cyber Security Minor. The description that would be
published in MIT’s Catalog if this minor were created (modeled off the Interdisciplinary
Energy Studies Minor at MIT) [170].

“Cyber Security is a fundamentally multidisciplinary topic. Securing the world’s information and
communications systems requires combining expertise from numerous fields in engineering and
technology, management and social science, and policy. A diversity of disciplinary perspectives is
necessary to equip students to work in this complex, evolving field.

The Cyber Security Minor for undergraduates is an Institute-wide program that complements the
deep expertise obtained in any major with a broad understanding of the interlinked realms of
technology, management, policy, and social sciences as they relate to security and associated
computational challenges. The minor curriculum integrates these four domains in a thoroughly
multidisciplinary program. The Cyber Security Minor Oversight Committee, including faculty
representatives from three Schools, oversees the Cyber Security Minor program.

The Cyber Security curriculum has two components. The first is a core that provides an integrated
perspective on security and associated computational challenges in four domains, including a basis
in computer programming and computational thinking, an advanced technical class (System-Level
Computational Design and Architecture), and a seminar colloquium covering major challenges and
modes of interdisciplinary thinking in the cyber security context, presented by leading researchers
and practitioners. The second component is a customized program of electives that is selected by
each student in close consultation with his or her Cyber Security Minor faculty advisor.”
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Figure 1 and Table 4 give a formal description of the minor as it would appear to students in the
MIT Catalog. These descriptions are an important part of any proposal for a new minor at MIT.

Required Subjects

Select one of the following: * 12
1.00 Engineering Computation and Data Science
6.00 Introduction to Computer Science and Programming
17.447 Cybersecurity 12
Required technical subject: 1.125 12
Electives
Select four subjects from at least three different categories: 48
Computational Security
6.005 Elements of Software Construction 2
6.033 Computer System Engineering 2

Security Politics

17.445 International Relations Theory in the Cyber Age

STS.085[J] Foundations of Information Policy

Secure Management

14.27 Economics and E-Commerce

15.8741 System Dynamics for Business Policy

EC.712 D-Lab: Information and Communication Technologies for Development (ICT) 2
Online Sociology

6.207[J] Networks

14.31 Data Analysis for Social Scientists

21A.156 Introduction to Sociology

CMS.614[J] Network Cultures

CMS.628 Advanced Identity Representation

EC.712 D-Lab: Information and Communication Technologies for Development (ICT) 2
STS.008  Technology and Experience

STS.086[J] Cultures of Computing

Research and Specialization

18.424 Seminar in Information Theory 2
18.783 Elliptic Curves 2
Total Units 84

' Students may substitute a more advanced programming subject, such as 6.006 Introduction to
Algorithms.

? Subject has prerequisites that are outside of the program.

* Counts toward either Secure Management or Online Sociology category, but not both.

* Consult minor advisor about potential substitutions.

Table 4. Formal description of the Cyber Security Minor. Units for the requirements are

shown on right.

36


https://catalog-dev.mit.edu/search/?P=1.00
https://catalog-dev.mit.edu/search/?P=6.00
https://catalog-dev.mit.edu/search/?P=17.447
https://catalog-dev.mit.edu/search/?P=6.005
https://catalog-dev.mit.edu/search/?P=6.033
https://catalog-dev.mit.edu/search/?P=17.445
https://catalog-dev.mit.edu/search/?P=STS.085
https://catalog-dev.mit.edu/search/?P=14.27
https://catalog-dev.mit.edu/search/?P=15.8741
https://catalog-dev.mit.edu/search/?P=EC.712
https://catalog-dev.mit.edu/search/?P=6.207
https://catalog-dev.mit.edu/search/?P=14.31
https://catalog-dev.mit.edu/search/?P=21A.156
https://catalog-dev.mit.edu/search/?P=CMS.614
https://catalog-dev.mit.edu/search/?P=CMS.628
https://catalog-dev.mit.edu/search/?P=EC.712
https://catalog-dev.mit.edu/search/?P=STS.008
https://catalog-dev.mit.edu/search/?P=STS.086
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https://catalog-dev.mit.edu/search/?P=6.006

3.6 Practical Implementation of a Minor in Cyber Security

3.6.1 Accessibility to All Students
Question: Describe how students from a range of majors and different entry points can
complete the minor.

The Minor is designed to ensure students have the minimum programming experience necessary
to understand cyber security, and thus integrates it into the curriculum. Based on interviews with
course 6 students, the fundamental technical subjects in cyber security, (which would be of
greatest concern to students outside of course 6 without rigorous programming backgrounds), are
approachable with only an introductory background to programming. These subjects are graduate
subjects and include 6.857, 6.858, and 6.875 (see Table 5 for subject names).

The proposed subject selection is extensive, and is designed to serve different areas of focus,
interest, and ability. Because subjects in each category are drawn from multiple courses, students
(especially outside of computer science), would approach the study of cyber security from a truly
interdisciplinary viewpoint. Only subjects with minimal prerequisites are included as mandatory
subjects in the curriculum. Some example curriculum roadmaps (a necessity for a successful
proposal for a new minor at MIT) are given in Figure 2.

3.6.2 Long-Term Plans
Question: Summarize any long-term plans for further developing the curriculum and/or
expanding student enrollment beyond the initial years of operation.

The faculty oversight committee will:
e create and maintain a program website.
e work with faculty and staff to devise new undergraduate coursework over time.
e devise a long-term plan for keeping the core seminar and technical subjects current.
e devote resources to advertising the program to the student population.
e expand research and education at MIT in cyber security to ensure continued support for
related initiatives.

3.6.3 Individual Cyber Security Classes at MIT

The required technical subject (currently proposed as an undergraduate equivalent of 1.125) is in
development right now by the professor of 1.125. This new subject may end up being a more
security-focused alternative to 1.00, or a follow-on. In either case, it may then be better to require
6.00 or some equivalent introductory programming subject as the prerequisite, but perhaps not
allow 1.00; and then to have this new class be the required technical subject, whether it is a
replacement for 1.00 or is closer in content to 1.125.
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Figure 2. Example Curriculum Roadmaps
Elective category codes: C = Computational Security, P = Security Politics, M = Secure Management, S

= Online Sociology, R = Research and Specialization; A = Advisor Approval Required

Timeline-based roadmaps

Student beginning program as 1st semester
sophomore

1st semester sophomore 6.00

year

2nd semester 15.580[J]

sophomore year Cybersecurity

1st semester junior year STS.085[J]
(P); 1.125

2nd semester junior 14.31 (S)

year

1st semester senior year 14.27 (M)

2nd semester senior STS.086[J]

year (S)

Student beginning program as 2nd
semester sophomore

2nd semester 21A.156 (S)
sophomore year
1st semester 1.00;
junior year STS.085[J] (P)
2nd semester 15.580[J]
junior year Cybersecurity
1st semester 1.125; 17.445
senior year (P)
2nd semester 15.8741 (M)
senior year

Student beginning program as 1st semester junior

1st semester junior year

6.00; 14.27 (M)

2nd semester junior year

15.580[J] Cybersecurity; CMS.614 (S)

1st semester senior year

1.125; STS.085[J] (P)

2nd semester senior year

15.8741 (M)

Programming
Prerequisite

6.00

Security Politics STS.085[J]
Secure Management 15.8741; 14.27
Online Sociology STS.008

Programming 1.00
Prerequisite

Secure 15.8741
Management

Online Sociology 21A.156
Research & MAS.600;
Specialization 20.451[J] (A)

Programming 6.00

Prerequisite

Computational 6.005; 6.033

Security (or 6.857 (A);
6.875 (A))

Security Politics 17.445

Secure Management 14.27, EC.712
D-Lab

Research & 18.435

Specialization

Programming 6.005 (A)
Prerequisite

Computational 6.8033; 6.858
Security (A)

Security Politics STS.085; 17.445
Research and 6.820 (A);
Specialization 18.783
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As was mentioned earlier, the required subject “Cybersecurity” is a seminar class that covers a
range of nontechnical cyber security topics. This class has only been taught twice as of this
writing, and would benefit from involvement from faculty from an even wider range of
departments (currently it draws on course 6, 15, and 17, as well as from industry lecturers)

Lastly, MIT would benefit from additional technical cyber security subjects, as would many
universities. Examples of such subjects are reverse engineering or anomaly detection and other
applied machine learning. Research Scientists in the Computer and Artificial Intelligence
Laboratory (CSAIL) have been considering creating subjects like these, but course 6, and MIT in
general, does not like to give students “bags of tricks,” [source: personal communication, quoted
from David D. Clark].

3.6.4 State of Development at MIT

Creating a new minor at MIT requires the support of a group of faculty above all else. For this
particular effort, as of this writing, a group of faculty from multiple departments who are willing
to be part of the oversight committee for the Minor has been assembled. | have also spoken with
members of the CoC and CUP on several occasions. The next steps would be for those faculty to
work with one or more departments to secure a commitment for funding for administrative costs
of the program. In order to accomplish this, a “champion” faculty is usually needed. Most faculty
that | have asked to champion the proposal have been too busy to commit to anything other than
simply teaching their current cyber security subjects or advising students in the minor.

The next steps are then to ask the few remaining faculty that | have not asked who are involved
in security teaching and research if they would like to take ownership of this idea at MIT. Once
that is accomplished, letters of approval from the deans from each of the departments of subjects
that are part of the core curriculum are required, along with some kind of commitment from the
course instructors and acknowledgement that enrollment in their subjects may be affected by the
existence of this program. After that, the proposal can move forward to the CoC and CUP, and
with luck may succeed in the 2018 academic year.

3.6.5 Applicability to Other Universities

This chapter explored and detailed many concepts regarding the design of an ideal higher-
education interdisciplinary cyber security program. The presentation of this design in the context
of a specific effort at MIT may make it difficult for non-MIT readers to immediately be able to
apply these design concepts to other universities. In the spirit of providing a model curriculum
design that is applicable to other institutions, | conclude this chapter by summarizing the major
steps to take when creating similar programs at other institutions or creating online courseware.

*  Curriculum designers should read Chapter 2 to understand the scope of cyber security
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» Curricula should be designed by faculty or students from multiple departments

* A review of existing coursework from the entire university should be done, and subjects
should be classified into security categories with the aid of Table 1

* Subjects should be balanced in the curriculum to ensure that students are given programming
experience and some breadth and depth in as many security categories as possible (see Table
2 and Table 6 for some applications to try to cover), with a slight preference for flexibility in
allowing students to design their curricula

» Subjects should be developed or refined to round out the security categories

+ Keep in mind that, although this design can be extended to create or revise majors in cyber
security studies, the primary intention of this design is to make it accessible to as many
students as possible; hence this design is specifically for a minor

This concludes the discussion on how to bring the disparate disciplines of cyber security closer
together in understanding through educational programs. As described in this chapter, there are
many other benefits to creating interdisciplinary cyber security education programs as well; and
the concept of a minor in cyber security is the primary novel contribution of this chapter.

The next chapter continues off from Chapter 2 and discusses the state of terminology
differences between the four categories identified in the literature review. In Chapter 4, |
propose methods for harmonizing security terminology across disciplines. | also propose a few
standard words and phrases by identifying emergent trends in scholarly usage; and I discuss the
benefits of using consistent terminology in scholarly cyber security articles.
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3.7 Appendix
I I I H

Changes saved but not submitted

New Program Proposal

viewing: MIN-6 : Minor in Cybersecurity

Sponsor(s)/Author(s)
Name E-mail Phone

Robert Ramirez - redacted - - redacted -
Stuart Madnick - redacted - - redacted -
Nazli Choucri - redacted - - redacted -
Abel Sanchez - redacted - - redacted -

Effective Catalog

2017 - 2018

Academic Level

Undergraduate

Program Type

Minor

Name of Program

Minor in Cybersecurity

Administrative Department

Electrical Engineering and Computer Science (6)

Is this program Interdisciplinary?

Yes

Does the sponsoring entity currently offer an undergraduate degree?

Yes

Identify all participating academic departments
Department(s)

Electrical Engineering and Computer Science (6)

Civil and Environmental Engineering (1)

Economics (14)

Political Science (17)

Mathematics (18)

Management Programs (15)

Comparative Media Studies / Writing (CMS)

Science, Technology, and Society (STS)

Edgerton Center (EC)

Anthropology (21A)

Figure 3. Proposal Form Cover Page. Image of the current proposal for a minor in cyber
security on the CoC website. Note that “cybersecurity” is spelled as a single word here.
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Table 5. Detailed list of Cyber Security Minor subjects. Latest enrollment in patentheses.
Graduate subjects may be taken w/ advisor approval.
U = undergraduate, G = graduate
F =fall, S = spring, O/E = offered every odd/even year (with respect to the fall semester)
" Subject has 1 external prerequisite or corequisite
 Subject has 2 external prerequisites or corequisites
Programming Prerequisite (pick 1): (average enrollment: 145)
Pre-Approved subjects (starred subjects may not double-count towards a major):
*1.00 Engineering Computation and Data Science (31) — U/S
*6.00 Introduction to Computer Science and Programming (186/131) — U/F/S:
6.006 Introduction to Algorithms (272) — U/FIS
*6.009 Fundamentals of Programming (117) — U/F/S
Or any 9+ unit course 6, 1, or ESD/IDS programming class (advisor approval required)

Required Technical Subject: 1.125 Architecting & Engineering Software Systems (19) — U/F
(currently only a graduate listing exists — undergraduate listing WIP)
Electives: Pick a total of four from three categories:
Computational Security: (average enrollment: 335 undergrad, 195 all)
6.005 Elements of Software Construction (241) — U/S?
6.033 Computer System Engineering (428) — U/S*
6.857 Network and Computer Security (127) — G/S?
6.858 Computer Systems Security (126) — G/F*
6.875 Cryptography and Cryptanalysis (54) — G/S*
Security Politics: (average enrollment: 13)
STS.085[J] Foundations of Information Policy (21) — U/F
17.445 International Relations Theory in the Cyber Age (5) - U/ F
6.5978 Privacy Legislation in Practice: Technology and Law (40) — G/S
17.468 Foundations of Security Studies (10) — G/F
17.424 International Political Economy of Advanced Industrial Societies (5) — G/S
22.814 Nuclear Non-Proliferation (10) — G/S
Harvard Law: Communications and Internet Law and Policy (2306) (20)
Other subjects with advisor approval
Secure Management: (average enrollment: 146 undergrad, 85 all)
14.27 Economics and E-Commerce (16) — U/F/E
15.8741 System Dynamics for Business Policy (~268) — U/F/S
EC.712 D-Lab: Information and Communications Technologies for Development (7) - U/F
14.160 Behavioral Economics — G/F'
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15.564 IT Essentials 11: Advanced Technologies for Digital Business in the Knowledge
Economy (N/A) — G/S
15.565 Digital Evolution: Managing Web 3.0 (24) — G/F
15.567 & 15.570 (both):
15.567 The Economics of Information: Strategy, Structure and Pricing (85) —-G/F
15.570 Digital Marketing and Social Media Analytics (171) — G/F
15.569 Leadership Lab: Leading Sustainable Systems (N/A) — G/F
15.763[J] Manufacturing System and Supply Chain Design (75) - G
Online Sociology: (average enrollment: 32)
6.207[J] Networks (68) — U/S/Of
16.400 Human Systems Engineering (46) — U/F
STS.008 Technology and Experience (16) — U/F
STS.086[J] Cultures of Computing (14) — U/S
CMS.614 Network Cultures (12) — U/F/S
CMS.628 Advanced Identity Representation (N/A) — U/F
21A.156 Introduction to Sociology (25) — U/F
14.31 Data Analysis for Social Scientists (43) — U/S
MAS.S61 Social Physics — G/F
STS.441 Technology and Self: Technology and Conversation (7) — G/F
STS.434 Mobility & Global Society (1)
Research and Specialization: (average enrollment: 17 undergrad, 19 all)
18.424 Seminar in Information Theory (15) — U/F?
18.783 Elliptic Curves (18) — U/S/ET
Other Computer Security Foundations subjects, or any of the following graduate
subjects, with advisor approval
1.208 Resilient Infrastructure Networks (7) — G/FT
6.241[J] Dynamic Systems and Control (21) — G/S'
6.263[J] Data-Communication Networks (7) — G/F/Of
6.820 Foundations of Program Analysis (35) — G/F/Of
6.876 Advanced Topics in Cryptography (15) — G/F/O
16.420 Planning Under Uncertainty (15) — G/F/Of
16.422 Human Supervisory Control of Automated Systems — G/F/O
16.63[J] System Safety (5) — G/F
18.405 Advanced Complexity Theory (23) — G/S/O*
18.435[J] Quantum Computation (76) — G/F
18.436[J] Quantum Information Science (20) — G/S
20.451[J] Design of Medical Devices and Implants (12) — G/S
22.107 Computational Nuclear Science and Engineering (5) — G/S/E
IDS.505 Engineering, Economics, and Regulation of the Electric Power Sector (29)-G/S
MAS.600 Human 2.0 (9) — G/S
MAS.862 The Physics of Information Technology (9) — G/S
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Table 6. Examples of Cyber Security coursework and topics at MIT. Issues in cyber security
with existing relevant coursework at MIT. Only issues with related MIT subjects are listed.

Transportation, City resources, robots, human augmentation, automatic data collection privacy,
national security, nuclear power, e-commerce, business, airlines, developing countries,
cryptography, online culture and identity, interactive environments

Course 1: 1.041, 1.208, 1.234, 1.274 (trains and planes, industrial control systems, supply chain
faults)

Course 2: 2.737, 2.782 (mechatronics, manufacturing faults)

Course 3: 3.154, 3.156, 3.43 (electromagnetic threats and faults, photonics security,
microelectronics hacking)

Course 4: 4.217 (disaster resilience)

Course 6: 6.805, 6.852, 6.857, 6.858, 6.875 (information policy, network security, system security,
cryptography)

Course 9: 9.40 (neuronal networks)

Course 11: 11.205, 11.520, 11.457, 11.477 (GIS, Smart cities, energy infrastructure)

Course 14: 14.27 (e-commerce)

Course 15: 15.564 (business in the digital age)

Course 16: 16.420, 16.63, 16.891 (system safety, space policy)

Course 17: 17.448 (international relations cyberpolitics)

Course 18: 18.436, 18.783 (quantum computing, elliptic curves)

Course 20: 20.451[J] (medical device security)

Course 21A: 21A.156, 21A.504 (sociology, online culture)

Course 22: 22.107 (computational nuclear engineering)

Course AS: AS.401 (national security)

Course CMS: CMS.828 (online identity evolution)

Course EC: EC.712 (IT for developing societies)

Course ESD: ESD.162 (power sector)

Course MAS: MAS.664, MAS.600, MAS.836, MAS.862 (physics and IT, cyborgs, security and the
media, interactive environments)
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Table 7. Survey to undergraduate students at MIT.

Gauging Interest in a new Undergraduate Interdisciplinary Minor in Cyber Security

Students and faculty from course 6 and other departments at the Institute have been developing a
proposal for a new Minor in Cyber Security. The intention of this survey is to gauge potential
enrollment in such a program, awareness of current cyber security subject offerings at MIT, and any
effect this program might have on enrollment in the recently created Minor in Computer Science, or in
course 6. Some of the core subjects in the current proposal for a Minor in Cyber Security are given
below. Many other similarly-themed electives are also included in the proposed curriculum.

Prerequisite:

6.00 Introduction to Computer Science and Programming
Required Subjects:
17.447 Cybersecurity

1.125 Architecting & Engineering Software Systems*

Select four subjects from at least three different categories:

Computational Security**:
6.005 Elements of Software Construction

6.033 Computer System Engineering

Security Politics:
17.445 International Relations Theory in the Cyber Age
STS.085[J] Foundations of Information Policy

Secure Management:

14.27 Economics and E-Commerce

15.8741 System Dynamics for Business Policy

Online Sociology:

6.207[J] Networks
21A.156 Introduction to Sociology

Research:

18.424 Seminar in Information Theory
18.783 Elliptic Curves

*an undergraduate equivalent is being developed
**G-level security subjects like 6.857, 6.858, and 6.875 require advisor approval to count towards
the minor
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* 1. Are you an undergraduate at MIT?
Yes

| No

* 2. What is your expected graduation date?
2017
| 2018
2019
| 2020

2021

* 3. What is your course? Select all that apply.

1 9 21A
2 10 21G
3 11 21H
4 12 21L

5 14 21M
6-1 15 cMs
6-2 16 21W
6-3 17 WGS
6-7 18 22

7 20 24

8 21 STS

* 4. Would you enroll in a Minor in Cyber Security if one existed?
Yes
No
Maybe
Yes, if it had existed sooner
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* 5. Do you plan on enrolling in, are you currently enrolled in, or would you have enrolled
in, the recently created Minor in Computer Science?

Yes

No

* 6. Would the existence of a minor in cyber security discourage you from enrolling in A)
the course 6 Major or B) the Minor in Computer Science?

Yes (major)
No (major)
Yes (minor)

No (minor)

* 7. Having read this description of the proposal for a Minor in Cyber Security, do you
feel more aware of the extent of current Cyber Security-related subject offerings at
MIT?

Yes

No

* 8. In your opinion, did you know what Cyber Security as an academic discipline was
before reading the proposed curriculum?

Yes

No
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4 Harmonizing Terminology Across Disciplines

DISCLAIMER

This chapter is heavily based on an edited version of prior work.

© 2016 IEEE. Reprinted, with permission, from R. Ramirez, N. Choucri, “Improving
Interdisciplinary Communication with Standardized Cyber Security Terminology: A Literature
Review,” IEEE Access, Volume 4, 2016

4.1 Introduction

Chapter 2 commented on a disparity in the jargon used by authors from the different subdisciplines
of cyber security. This disparity is evident in both the differing focuses of the separate fields, as
well as in the differing phraseologies of the fields which were nevertheless used to describe similar
concepts — with conflicts sometimes existing even within a single article [84]. This chapter
expounds on this finding, and further examines the lack of consistency in cyber security
nomenclature. | use the articles from the literature review covered in Chapter 2 as a basis for
analyzing how common domain-specific terms are in recent literature, and how they have evolved
over time. For those who have not read Chapter 2, the four categories of cyber security are Policy,
Infrastructure, Business, and General Research. See Table 1 for details.

The contributions of this chapter are threefold. First, guidelines are proposed for authors and
standards bodies to consider when selecting terms to use in writing (for example, for keyword
indexing, or for communication in general), or for developing standard lexicons in the future.
Examples of guidelines include prevalence and occurrence of terms, linguistics, and the
involvement of governing bodies. Second, some recommendations for using specific words and
phrases in cyber security writing are proposed and justified, based on these guidelines. Third, using
the four general silos that cyber security research falls into, the terminology tendencies of each of
the fields are quantitatively identified, further confirming the initial observation of disparate
disciplines working on similar problems.

This chapter is laid out as follows. Section 4.1 describes the research method, the need for
standardized cyber security terminology, and prior work. Section 4.2 describes the data and
suggest guidelines for future terminology standardization efforts. Section 4.3 presents the
terminology differences between the four categories of cyber security. Section 4.4 applies the
guidelines from Section 4.2 to some of the keywords (often used by journal databases for indexing
purposes, and often author-supplied) that were extracted from the literature review, to propose
terminology standards. Section 4.5 is a broader commentary on other issues of jargon for
describing cyber security and Internet-technology Section 4.6 concludes.

4.1.1 Method
To analyze the most relevant terminology used in the papers reviewed, | extracted all the author-
supplied keywords from the reviewed articles. In addition to author-supplied keywords, some
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terms of interest were also extracted from titles. Scopus and IEEE Xplore were searched for articles
published from 2010 to 2015 to determine the recent incidence of these terms. For added
completeness, the following terms were added to the set of search terms: computer security, cyber
domain, cyber war, cyber bullying, cyber physical, semantic web, semantic web search, cyber
safety, cybernetics, sustainability, darknet, dark web, deep web, surveillance, cryptography,
cryptology, encryption, and cryptanalysis. These searches were performed on Scopus c. 10/7/2015
—10/13/2015, and on IEEE Xplore c. 10/12/2015 — 10/13/2015. The author-supplied keywords
were enclosed in quotes to ensure exact matches (up to capitalization). Scopus and IEEE Xplore
treat hyphens as spaces, so they did not differentiate between “cyber security” and “cyber-
security.” The number of hits for the terms (that is, the number of articles published that include
these keywords) returned by Scopus and IEEE Xplore are graphed on a logarithmic scale in Figure
6. Terms in Figure 6 are sorted alphabetically. Note that, due to the large number of articles indexed
by Scopus, searches of IEEE Xplore returned about an order of magnitude less hits than Scopus,
for most terms.

Table 11 sorts the terms by their number of search hits, and categorize the searched terms based
on their incidence in IEEE Xplore, Scopus, and in total, with respect to powers of 10. Double-
counting in the union of Scopus and Xplore term hits was not accounted for in this study, as only
a general measure of academic use of these terms is important for drawing conclusions. Hits from
the individual databases (Scopus and IEEE Xplore) are considered in conjunction with the totals
when conclusions are suggested herein.

4.1.2 Discussion of Data and Argument for Terminology Standardization

Inspection of Table 11 revealed many terms that will undoubtedly be unfamiliar or seem informal
to most readers. The lack of consistent nomenclature observed in Table 11 is not solely attributable
to the unanswered question of how to properly form compounds and phraes with “cyber,” which
itself is a significant question; the discrepancies extend to whether “cyber” is always the most
appropriate term; why we speak of “e-commerce” and not “online commerce,” why “online
psychology” but “cyber bullying” or (recently) “cyberpsychology” [85].

While these latter terms may seem somewhat familiar to readers, many other terms that one
encounters when reading cyber security articles, especially nontechnical articles, are used rarely
or only a few times, and can often seem ad hoc. Often when they are used, they are not rigorously
defined or properly contrasted with other, perhaps more appropriate terms: should we speak of
“cyber security,” “cyber resilience,” or “cyber safety” [79,82]? Many of these terms, given
different definitions of cyber security, are actually subsumed by it: cyber security has been
categorized into such stages as Identify, Protect, Detect, Respond, and Recover; or Confidentiality,
Integrity, and Availability. Resilience and safety are arguably covered in those categorizations
[83].

In some ways, use of cyber security terminology has begun to resemble the loosely-defined
grammar of online fora, with contributors communicating in a mostly (but not always) mutually
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intelligible language that is just good enough [86]. With the rapid growth of cyber security,
terminology standards that are currently just “good enough” will soon be overdue. Fields such as
healthcare, chemistry, and electrical engineering all devote much effort to standards, including
terminology [87-89]. While cyber security is not as old as these fields, losses from cyber-crime
alone amount to approximately 1% of world GDP, and although this is not yet as large as health
expenditures, that number does not include gains from the growing global dependence on
computers [103-104].

A search of IEEE Xplore’s standards dictionary returns only two records of standards terminology
documents referring to “cyber” [90-92]. The lack of cyber security terminology standards is not
only problematic for consistency of communication, but for comparative studies and validating
research, or developing metrics. Cryptography gives rigorous definitions of whether an encryption
scheme is “secure,” which allows schemes to be compared; but newer branches of cyber security,
as well as broader “cyber” areas of study, are severely lacking in such definitions. Potential
benefits of terminology standardization include the following:

e Creation of precise laws and policies

e Repeatable, mutually intelligible, comparable, and interdisciplinary research

e Preservation and availability of knowledge through indexed and easily searchable
databases

Defining terms and eliminating unnecessary synonyms or ambiguous phrases from scholars’
vocabulary facilitates the creation of precise legal constructs for cyberspace and of industry
standards and best practices, such as the NIST Cybersecurity [sic] Framework, which suggested
standards for ensuring proper cyber security in business operations [83]. If there were more
consensus between academia and the government, NIST Framework could be formally defined,
and we would likely see other similar successful efforts.

The ability for scholars to understand each other is of paramount importance in research. As is true
with the goals of standardized chemical nomenclature, the most important goal of terminology
standardization efforts for cyber security should be ensuring no ambiguity in terms; a secondary
objective should be to minimize alternative names for the same concept.

This second objective would improve database searches for new journal articles. If terminology
constantly evolves, much knowledge can potentially be overlooked, with only the most common
terms being searched for and recognized, and with papers using ad hoc or nonstandard
nomenclature winding up ignored, or not even turning up in search results despite their valuable
contributions. Even if search engines use topic modeling to improve their search results [133], if
the four subdisciplines of cyber security are divergent in their terminology, they might not appear
even in such advanced search algorithms. Therefore, standards would benefit the entire body of
security research, and would ensure accurate and comprehensive searches. Authors who choose
not to adhere to such standards could risk having a negligible impact on the field. There is a strong
incentive, then, to adopt such standards, if a plurality of researchers have already adopted them —
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and in many cases even if they have not yet done so [87]. Adhering to terminology standards (some
of which I suggest below), whether sooner or later, may thus improve authors’ articles’ search
engine prevalence.

4.1.3 Prior Work on Terminology Standards

Standardizing the field of cyber security has been an ongoing process for many years, and, there
have been a number of attempts to create a glossary of terms. The largest of efforts is the NICCS
Glossary of Common Cybersecurity Terminology, a compilation of terms by US CERT from
various lexicons issued by standards bodies [102]. These lexicons have been issued over the years
by organizations like NIST. The East-West Institute has also led two smaller efforts in
collaboration with the United States and Russian governments to create short agreed upon
definitions of some terms, but these terms have been more specific to the defense sector [99-101].
The Cybersecurity 500 website also lists 5 different cyber security glossaries [134-138].

Many of these cyber security lexicons seem themselves ad hoc or outdated, with terms like
“misnamed files” and “mobile code;” and inspection reveals that many of the standards documents
cited in them are over 10 years old [117]. Because its sources are old, NISTIR 7298 includes floppy
disks and other removable media in its definition of “mobile devices,” despite current usage of that
term referring almost exclusively to smartphones. The field of cyber security is still new, but before
10 years ago it was in its infancy, especially from a government perspective, where most of the
source documents cited in these dictionaries originated. Ten to fifteen years ago may have been
too early to standardize cyber security terminology, at least without periodically updating it.
CNSSI 4009, the most cited source used by NISTIR 7298 and the NICCS glossary (the two
primary cyber security glossaries), was revised in 2006, and states that a glossary must be
continuously updated to remain useful, and should keep pace with changes in cyber security [120].
While some of these glossaries have been updated over time, such as SP 800-53, many of these
sources are outdated.

Various terms from papers surveyed in the literature review do not appear in any of these
dictionaries; terms like “big data,” “cyber,” “cyberbullying,” “cyber-physical,” “darknet,”
“internet of things,” “smart grid,” “web,” and “Stuxnet,” many of which have become prominent
in the past 10 years, are notably missing from public sector definitions. Based on the contrasting
terminology used in dated and government-defined dictionaries, | believe it is time that a
coordinated effort took place between academia and industry, with input from governments, to
update a comprehensive and representative cyber security dictionary of terms.

In addition to glossaries, other work related to research standards-setting includes a short and
general research directive for allocating funds for cyber security research, The Cyber Security
Research and Development Act (Nov 2002), which gave the US Office of Science and Technology
Policy the responsibility for coordinating cyber security research and development. Besides this,
there have been many cyber security research initiatives, largely supported by governments, but
no broad industry- or academia-wide efforts to create research standards; rather, these have been
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left to evolve organically [119]. The problem with this approach is that it takes too long; it took
thousands of years for cryptography to evolve organically. Even concerted efforts have focused
not on research standards, but security standards themselves, such as those for control systems, or
for businesses [83, 118]. To my knowledge, a meta-level approach to cyber security (e.g. how to
decide on research goals) has been largely neglected in research.

4.2 Terminology Harmonization Recommendations

In this section | propose guidelines for authors and the global multistakeholder community to
consider when standardizing cyber security terminology. | developed these guidelines by
inspecting the data in Table 11. In the next section | apply the guidelines to the author-supplied
keywords from the articles in the literature review.

4.2.1 Guidelines
To reap the benefits stated above, | propose using the following guidelines when considering
whether to include a cyber security term a universal glossary:

1. Clear linguistic basis as evidenced by etymology and adherence to proper rules of
language.

2. Enjoys popular and historical trends in usage by the global multistakeholder community

Gives meaningful search results

4. Well defined and not ad hoc.

w

As stated in Chapter 1, herein | do not attempt to create new standards; rather, my goal is to infer
standards based on inclinations of published works, in order to facilitate research and discourse in
the field. | hope to clarify emergent standards and avoid overburdening the research field with
unintelligible phraseology. | use these guidelines to present specific recommendations for
terminology in Section 4.2.3 onward. Throughout this chapter, the following metric was used when
suggesting standards: | recommend a term for standardization if it either: 1) explicitly satisfies at
least 2 guidelines and does not explicitly fail to meet the other 2 guidelines; or 2) satisfies at least
3 guidelines. I do not disqualify a term based on any one criteria.

While not all of these requirements may be necessary to recommend a particular term for
standardization, by being strict and conservative in my selection of terms, | aim to satisfy more
than sufficient criteria for acceptance. Future researchers may wish to more precisely incorporate
dictionary terms to avoid the risk of overlooking important terms. In other words, in applying these
guidelines in this exercise, | only sought words and phrases to accept, rather than terms to reject
outright. Nevertheless, in the following sections | do note whether 1 recommend or do not
recommend a given term for acceptance by the community. Acceptance of a term reference to
“acceptance by the community,” and that | therefore recommend it for formal defining or at least
continued widespread use, whereas Non-Acceptance means | recommend using the term only
sparingly, especially in prominent places such as titles or keywords, pending greater acceptance
by the research and multistakeholder communities. This thesis makes no recommendation either
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way about terms that | do not explicitly comment on, insofar as whether | would suggest including
them in a cyber security lexicon at this time.

The above guidelines are for when a term has no close synonyms or competing terms. If competing
terms exist, the term that satisfies more guidelines is proposed; if they satisfy the same guidelines
(such as in the case of two nearly identical terms that are different only in that one uses a “cyber”
modifier and the other uses a “cyber” prefix [explained below]), whichever one satisfies more
guidelines to a greater extent (e.g. greater current incidence, earlier use or greater use over time,
or greater acceptance by the global multistakeholder community) is given as | suggestion for the
standard term.

Further elaboration on the measurement criteria I use in this chapter for each of the above proposed
guidelines follows below (numbered according to the corresponding guideline). Future researchers
may choose to use different metrics to satisfy the same guidelines | suggested.

1. Various linguistic accounts, including journal publications, The Elements of Style, use by
country, and usage in government documents, were consulted for insight into proper English
use and etymology [97].

2. Trends of usage over time from Scopus and IEEE Xplore (or other journal databases) provide
evidence of historical acceptance. To a lesser extent, use by agencies and working groups in
the global multistakeholder community are also examined for consistency with results from
databases. Because the primary goal of this chapter is to propose nomenclature for research,
not for individual working groups or agencies for internal use, the primary sources will be
results returned from academic journal databases. For this guideline | determine when terms
first began to enjoy use among researchers.

3. Meaningful search results for journal database searches is determined by a range of result
incidence which is not too low nor too high; I outline this range below. This range was
empirically derived based on the incidence of a few clearly currently accepted terms or
candidate terms, such as the incidence range of “cryptography” or “cyberspace”. The purpose
of defining such a range is to include all relevant terms, while excluding ad hoc terms and
terms that are too broad to be meaningful outside of more specific contexts, such as
“information.” This ideal range will vary between databases, but is used in this chapter to
determine whether to accept or exclude terms, which is the primary goal of this section. By
adhering to data from a consistent set of databases, it is possible to identify accepted terms.
Because the ideal range will vary, the specific range 1 use should only be reused by other
researchers on the same databases and within the same range of years (2010-2015).

4. The presence of rigorous definitions in journal articles is required to satisfy this guideline.
Even for a popular term, this requirement might not be satisfied. This is also measured by the
number of overlapping or conflicting terms, e.g. online psychology versus cyberpsychology,
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the latter of which is not easily understandable. Definitions (extracted from dictionaries and
journal articles) go beyond proposing words for broad concepts, and rigorously define these
terms. For example, terrorism is a well-accepted term, but the definition of terrorism is highly
contested [93].

4.1.2 Metrics for “Meaningful” Search Results

Guideline 3 requires more formalization to be useful. In Guideline 3 I claim that it is important to
consider searchability of terms when agreeing on a standard dictionary of academic terms. By
searchability, 1 mean that performing a search (that is, with a particular keyword or phrase) gives
meaningful search results, corresponding to articles the searcher was looking for. In other words,
searchability is akin to search engine optimization for journal papers. That is, the intended meaning
of the keywords in any given journal article corresponds to the use of that keyword in papers in
the databases | use for comparison (Scopus and IEEE Xplore). The more appropriate the author-
selected keywords, the more likely the author’s paper is to appear in an appropriate search. As I
stated before, search engines can only do so much on their part to optimize results; at some point,
it becomes the author’s responsibility to use appropriate jargon in their titles, keywords, and
abstracts, to ensure that their publications are located.

As far as search terms go, this metric is useful by itself for helping authors increase their article
visibility when writing a title, abstract, and keywords (and again, search results is not the only
metric | recommend for identifying accepted terms in general). | estimate the optimal range where
candidate standard terms can be found at [100,1000) total hits in Table 11, whereas the extreme
range for candidate terms is [10, 100000). The following paragraphs elaborate on this claim.

In Table 11, terms in category 1 are clearly poor search terms. They have no value as keywords
because of their gross ambiguity and universality. | suggest they never be used as keywords when
writing articles. Similarly, taken as a whole, the terms from Scopus in category 2 give a broad idea
of concepts in cyber security, but individually, these terms can also have many meanings
independent of cyber security (e.g. space, ecosystem, sustainable, and planning). Even “internet”
and “security” are a little too broad for the purposes of identifying a minimal vocabulary (i.e. one
with the strictest inclusion criteria to ensure that all terms selected are unequivocally cyber security
terms; they would be used in article returned by a reasonable search for cyber security publications,
and they would not be used in articles returned by searches in unrelated fields, like biology).

Scopus category 3 contains some words which clearly belong in the field and which would make
for good search terms that only return appropriate publications; for example, terms like cyber,
encryption, network security, and smart grid. However, other terms in category 3, like geography,
supply chain, and ontology, have many applications to other fields, which makes them terms
unlikely to return useful results on their own. Moreover, researchers should not be expected to sift
through 10,000 of more papers to find relevant ones, unless perhaps they intend to do a broad
literature review, such as the one in this paper. While the terms in Scopus category 3 highlight key
high-level aspects of cyber security, like cryptography in actuality, a search for “cryptography” by
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itself will not yield anything specific enough to be of value without analyzing the search results in
more depth. Therefore, this range of incidence is not narrow enough on its own to be of value for
Scopus searches.

The above conclusions similarly apply to IEEE Xplore’s categories 1-4. My recommendation is
that category 3’s upper bound (100,000 hits) only be used as the upper bound for the least specific
keywords an author uses when writing an article.

Scopus category 4 terms are nearly all unambiguously and readily identifiable as specific to cyber
security. However, they still have broad meanings within cyber security, and when used as
standalone search terms they are more appropriate for literature reviews within cyber security.
Nevertheless, they do give meaningful search results. This, may be an appropriate upper bound of
incidence when considering candidate terms as journal article keywords. When adapting these
guidelines for other databases, the same holds true for the range of the terms in category 4 in the
other databases, of course. However, because the 3rd guideline aims to recommend concrete
guidelines to describe minimal set of appropriate cyber security search terms, category 4’s range
is still too high. These terms would, however, be expected to yield very specific meaningful results
in searches when combined with other terms.

Every term in Scopus category 5, perhaps with the exception of the phrase “index terms,” is clearly
a relevant cyber security term. Furthermore, search results for these terms are manageable for
identifying papers of interest. This range’s upper bound (1000) is my recommendation as the upper
bound for the most specific keywords used in journal papers.

Scopus category 6 contains a number of terms like “cyber law,” “cyber insurance,” and
“hacktivist” that do not yield very many search results, even though many may argue that they are
valid vocabulary. However, these terms are not yet universally accepted or distinguishable from
some other concepts in cyber security. “Cyber conflict” is not easily distinguishable from “cyber
war,” and the advantage of using terms like “safety” and “resilience” in place of “security” has not
yet been justified by papers employing such terms [95,96,99]. Furthermore, many readers may
find some of these terms unfamiliar. to maximize visibility and yield results in meaningful
searches, category 6 is not recommended except perhaps as the lower bound for the most specific
terms used as keywords. Category 6 may, however, outline areas where further research is needed.

Category 7 needs no discussion, since | have already identified the ideal range of search hits for a
term. Category 7 is peppered with ad hoc terms of little value (further supported by their low
incidence). Category 7 may be a useful reference to identify emerging research directions, but | do
not recommend that any terms in this category ever be used as journal keywords.

In summary, the optimal range where candidate standard terms can be found is [100,1000) (i.e.
category 5), whereas the extreme range for candidate terms is [10, 100000). To yield the most
meaningful search results when using terms from categories 3 and 4, researchers can combine
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multiple terms from categories 3-6. This key insight can aid future cyber security literature
reviews, and is a valuable contribution of this thesis. To ensure that publications are locatable, |
suggest that at least some easily searchable keywords be used in every article’s author-supplied
keywords; querying databases that index target journals can aid authors in this decision.

When applying these results to future research, it is important to consider the specific terms in the
categories of the ideal ranges, rather than the ranges themselves, since the number of published
articles will continue to grow over time. In addition, these results can be replicated and updated
periodically to assess the state of adoption of terminology by the cyber security community.

Using sub-optimal terms and phrases is certainly an indispensable aspect of the progression of
research. However, when suggesting standard terms and rejecting others, | considered the optimal
range of [100,1000) total hits when assessing whether guideline 3 was satisfied by a given term
(see Table 8, below).

4.2.3 Recommendations for Specific Terms

The keywords extracted from the papers found in the literature review, as well as a dozen other
terms that are important in cyber security, are categorized in Table 8 based on my
recommendations for standard usage. All terms were evaluated using the terminology guidelines
outlined in this paper, and were then sorted into three categories, of either Accepted, Not (yet)
Accepted, or Partially Accepted, based on the degree of their adoption by researchers and other
members of the global multistakeholder community, as determined by the number of guidelines
they satisfied. As stated before, terms that 1) explicitly satisfied at least 2 guidelines and did not
explicitly fail to meet the other 2 guidelines, or 2) satisfied at least 3 guidelines were classified
Accepted.

As stated earlier, I make no explicit recommendation that terms found not to be commonly
accepted never be used. Table 8 only labels words according to their current use in cyber security.
Some words that are not yet accepted by the community include “cyber” by itself (and in its myriad
ad hoc combinations), “cybernetics,” “cyber-risk” and ‘“ontology”. Although some such “not
accepted” terms may be understood by the reader, and may be well-defined in other fields, these
terms are not yet generally understood within most of the cyber security academic and
multistakeholder community. | would advise standards bodies or glossary maintainers not to
include such terms in current glossary updates until they become more universally accepted and
identified with cyber security.

Partially Accepted terms in Table 8 are recommended to be prominently used only occasionally
in papers, such as in the title or author-supplied keywords, with discretion. For example, while
“risk” may be an inappropriate author-supplied keyword, it is an acceptable term for use when
describing topics in cyber security elsewhere in a paper. As stated before, these “partially
accepted” terms only satisfied one of the proposed guidelines, without outright failing to meet the
other three, or met two guidelines but failed the other two.
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Summary of Proposed Terminology Standards

Accepted Not (yet) accepted Partially accepted

CISO academia hierarchical access research strategy accountability

cloud . active air defense impact assessment risk assessment attack

computing

computer abuse | active air defense index terms scientific paper availability

?”t'cal active cyber defense | information exchange secure so_ftware big data

infrastructure engineering

cryptanalysis adaptation tactics mformgtlon secu'rlty'analysw and cascading failure
extraction monitoring

cryptography ami information schema security automation | cio

cryptology anti-forensics information securit security cni

—————— | attack description . y countermeasures _

cyber crime education — computer crime

language security issues

cyber law attribution information structure security . Commor! .

cyber Gikr i sider methodologies vulnerabilities and

operations security ontology exposures

cyber physical classification instrumental crimes :f:rﬂgy solution computer ethics

(s:))//g[eerng)shysmal communication international self-organisation Computer security

cyber security

complex networks

international
cooperation

risk assessment

computer system
security

cyber threat computational part international policy scientific paper context-awareness
. . secure software
cyber war cpss internet security - . cps
engineering
cross-domain . security analysis and .
cyber warfare attacks internet study monitoring cyber bullying
curriculum S . . .
cyberspace jurisdiction security automation | cyber insurance
development
darknet cyber knowledge base security cyber stalking
countermeasures
DDOS cyber assurance knowledge model security issues Cybercrime
deep web securit .
den?al of cyber attacks and law methoglologies Cybersecurity
. countermeasures layered network - dark web
service security ontology
digital signature | cyber conflict learning objects security solution darknet

frames

embedded . . L

cyber domain legal issues self-organisation e-commerce law
computer
encryption cyber education legal rights semantic evidentiary
espionage cyber psychology literature review semantic operability | forensics
hacker cyber readiness mac security semantic security hacktivist/hactivist
ict cyber resilience mapping semantic web search | industrial networks
. meta-adaptation semantic web . .
ids cyber safety ) information

strategies technology

information - . . information

cyber space military operations Slovenia .
technology systems security
internet cyber targeting model-based design social cybernetics insider
intrusion
detection cyber treaty morality of law sovereignty missile defense
system cyber world socialization space risk assessment
malware
national I .
security cybergeography motivation state-level risks
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network

threats

2012

security cybernetics multi-agent systems sustainability security
phishing cybgr-physwal- natlona_ll cyber sustainable securlty
social systems strategies architecture
privacy cyber-risk networked computer system dyna}mlcs security controls
risk systematic literature -
cybers technology ; security patterns
management review
scada cybersafety neutralization syste_m-level self-defense
requirements
steganography | cyberspace security | ontology :Zgberrl?; strategic semantic web
stuxnet cyber-territory ontology architecture management sensitivity analysis
system security | definitional gaps ontology design taxonomy signals intelligence
denial of ontology securit technolo situational
sustainability 9y Y 9y awareness
deterrence ontology-based Terrorism smart grid
disgruntlement context models textbook social-networking
distributed systems N — theoretical .
. organizational justice ; software piracy
security foundation
e-consumer - .
protection papa framework traceability supply chain
ecosystem people u.n. supply chain
management
emerging cyber percolation theory us cyber security act threat

emerging
technology trends

employee computer
crime

physically-aware
engineered systems

vishing

threat environment

web attacks

threat patterns

ethical issues planning web space u.s. cyber
command

expressive crimes olic ropaganda vulnerability

P Poney propag analysis

force policy making psycho dynamism web

geography politics regulation

government .

private sector
response

Table 8. Commonly accepted and not-yet-accepted cyber security terminology [132]. Grouped according to
whether they satisfy the guidelines from Section 4.2.1. Terms were drawn from the author-supplied keywords

from the literature review covered in Chapter 2, and additional cyber security terms were added.

For example, according to Figure 6b, “critical infrastructures” is orders of magnitude more popular
than “critical national infrastructure.” Furthermore, the US CERT Cyber Glossary only defines
critical infrastructure, not critical national infrastructure [102]. Therefore, I recommend that
“critical infrastructure” be used and “critical national infrastructure” or CNI not be widely used,

at this time. Of course, CNI might still become a standard dictionary term in the future.

Table 8 can serve as a quick reference to researchers simply searching for lists of vocabular that
enjoy common use. Consulting Table 8 before one of the dictionaries mentioned early can give
researchers a better idea of whether a term is actually accepted by the security community as of
this writing. For best results, Table 8 should be updated periodically. Future work could include
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developing an online learning system that perpetually updates a glossary of terms according to the
four terminology standard guidelines.

4.3 The Vocabulary of the Four Cyber Security Disciplines

Table 9 categorizes the terms from Table 8 according to the four areas of cyber security identified
in Chapter 2. Table 9 also includes the percentage of papers from each category that use Accepted
and Partially Accepted terms, respectively, as well which papers use both. Accepted and Partially
Accepted keywords are roughly equally distributed across categories, meaning that every category
individually does use a fair amount of accepted terminology. Next, | will summarize the general
terminology of each category.

Public has military terms like “cyber operations” and “espionage”, as well as national security
terms like “CNI” and “Stuxnet”. Infrastructure has technical cyber security terminology like
“cyber physical systems”, “digital signature”, “accountability”, and so forth; Business includes
many business aspects like “cloud computing”, “CISO”, “cyber insurance”, and “computer abuse”.

General has a wide variety of unspecific concepts: “information technology”,
“dark web”, “social-networking”, and “cyber threat”.

computer ethics”,

Proposed vocabulary for harmonization, by category
Category Accepted (A) Partially Accepted (B)
Public cyber crime, cyber operations, cyber | Attack, CNI, Cybercrime, Cybersecurity,
(48.4%, security, cyber warfare, cyberspace, | evidentiary, hacktivist/hactivist, information,
45.2%) DDOS, espionage, internet, national | missile defense, self-defense, signals
(22.6% both) security, Stuxnet intelligence, threat environment, u.s. cyber
command, web
Infrastructure | critical infrastructure, cyber Accountability, Availability, cascading
(60.0%, physical systems, cyber security, failure, context-awareness, cps, industrial
80.0%) DDOS, digital signature, network networks, risk assessment, information,
(60.0% both) security, privacy, scada, Security, security architecture, sensitivity
steganography analysis, situational awareness, smart grid
Business CISO, cloud computing, computer Attack, cio, computer crime, cyber insurance,
(54.5%, abuse, cyber crime, cyber law, cyber | Cybersecurity, e-commerce law, information,
72.7%) security, qyberspace, internet, |n5|§1er, risks, Security, supply chain, supply
(36.4% both) privacy, risk management, scada chain management, threat patterns
General cyber crime, cyber law, cyber Attack, big data, Common vulnerabilities and
(68.4%, security, cyber threat, cyberspace, exposures, computer ethics, computer system
89.5%) DDOS, denial of service, ICT, IDS, | security, cps, cyber stalking, cybercrime,
(63.2% both) information technology, internet, cybersecurity, dark web, forensics,
intrusion detection system, malware, | information, security, semantic web, social-
national security, phishing, privacy, | networking, software piracy, threat,
system security vulnerability analysis, web

Table 9. Proposed vocabulary for harmonization [132]. Terms from Table 8, extracted from the
literature review papers, and the categories of articles from the literature review that they
appeared in. Some words appear in more than one category. Percentages indicate the percentage of
papers that had at least one Accepted or Partially Accepted Term in a given category, respectively,
and which had both.
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Next | present some additional observations from Table 9 regarding which categories certain
popular terms appearing in articles are from.

The Infrastructure category is the only one that doesn’t mention cyber-crime, internet, or
cyberspace. “National security” is shared between the Public and General categories. “Cyber law”
shows up in Business and General, but, interestingly, not in Public. More practical or application-
driven terms like “malware”, “intrusion detection systems”, “forensics”, “big data”, etc. are present
only in General. “Cyber security” shows up in all four categories, as would be expected, and
“information” shows up everywhere as well. “DDOS” is common to Public and Infrastructure.
“Privacy” shows up in every category except for Public, interestingly; and “security” as a
standalone word shows up consistently in all other categories, yet only appears in one paper from
Public. Some other interesting observations include: “attack” is not a term used in any papers in
the Business category. “Cybersecurity” [sic] as a single word shows up everywhere but
Infrastructure, perhaps indicating that that spelling is less common in computer science.
Infrastructure, on the other hand, is the only category with “smart grid.”

In general, as expected, the literature review revealed that articles that use accepted terminology
are lacking, but not entirely scarce; and papers typically use more partially accepted terminology
than accepted terminology (with some papers using both). Articles that can be classified into the
General category use more of both kinds, which is consistent with the definition of this category
— they should use more accepted terminology because they are expected to be understood by a
larger audience. Articles aimed at the Public sector actually use the most non-standard
terminology, which further calls into question governments’ roles as authorities in cyber security
glossaries. Glossaries of cyber security terms should be managed and agreed upon by an
interdisciplinary community, since cyber security is indeed multidisciplinary.

Table 4 provides another illustration of the four categories | derived from the literature review,
and adds support to the notion of their existence. In addition, Table 9 gives some very real evidence
of differences in communication between these four areas. If a larger sample size were taken, of
1000 papers or more — perhaps 10,000 — complete with distributions of which categories terms
more commonly show up in as keywords or title words, it could be used in the formation of
research agendas for improving interdisciplinary cyber security research.

4.4 Specific Nomenclature Conventions

This section elaborates on some of the more prominent cyber security terms in Table 8, and their
associated hindrances to the creation of a standard glossary of terms. It aims to determine
appropriate usage of some important terms and resolve longstanding confusions.

4.4.1 Cyber as a Modifier: One or Two Words?
To resolve the conflict of whether authors should use generally “cyber-" as a separate word (with

or without a hyphen) as in “cyber attack™ or “cyber-crime”, or instead as a prefix of a word as in
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“cyberspace,” the historical incidence of terms containing “cyber” was determined, and linguistic
analyses were performed. This analysis was done for this general nomenclature construct; it is not
applicable to specific terms that are by themselves already commonly accepted (or not accepted).

First, IEEE Xplore was searched for articles containing “cyber” only as a word, and for those
containing “cyber*” as either a word or as part of a word, where the asterisk indicates a wildcard.
The difference between the two terms’ results was taken in order to yield the incidence of only
cyber* as a prefix/part of a word. The usage of “cyber-" as a word and of “cyber*” as a prefix from
1990 to 2015 were plotted after being controlled for the occurrence of “cybernetics.” (Figure 4)
This was done to ensure that only terms relevant to cyber security or the broader “cyber” research
field were accounted for (cybernetics is a separate field related to system dynamics).

The majority of the words that are combined with “cyber” (joined by a space or hyphen) in journal
papers come from just a few phrases: cyber physical, cyber security, cyber-attack, cyber threats,
cyber-crime, cyber warfare, cyber world, and cyber war. Google Ngram also gives other common
terms like cyber space [sic] [94]. The top terms containing “cyber” as determined by Google
Ngram and Figure 6 were also plotted between 1990 and 2015 in Figure 4. Curves that also control
for other more common terms that dominate some of the “cyber” categories, like cyber-physical
and cyberspace, were plotted as well. These curves are bolded and labeled as “controlled.” This
was done in order to compare whether “other” generic terms, including ad hoc terms and terms
that are simply less common, were more commonly used with “cyber” as a separate word or as a
compound word; that is, whether “cyber” as a word or “cyber” as part of a compound is more
commonly used in research articles.

Similarly, Scopus was queried for the most common terms using “cyber.” However, Scopus does
not have a wildcard search parameter as of this writing, so it is not possible to extract the exact
number of terms that use “cyber” in a compound. However, summing the hits for the most
commonly used “cyber” terms (other than cybernetics) for the two types (separate vs. compound
words) yields an approximation of the totals of the two types. These approximations, along with
the hits of some of the most common terms, are plotted Figure 5

The results indicate that both when controlling for and when not controlling for the most
commonly used terms containing “cyber,” use of a separate word for “cyber-" is vastly more
commonplace than is use in a compound word, as of 2009; prior to 2009, both had comparable
incidence. Therefore, it is recommended that “cyber-" (i.c. a separate word) be used in most cases.
In Figure 5, the controlled “cyber-” word (i.e. phrases formed with cyber as a separate word) is
even beginning to overtake the incidence of all (non-cybernetic) compound words; whereas the
use of compound words (outside of the few most common ones) is not gaining additional
acceptance by the academic community. Figure 4 tells a similar story. “Cyber-physical” is by far
the most prevalent term with “cyber” as a separate word, threatening by itself to overtake the
incidence of “cyber” in all compounds. The usage of “cyber” as a separate word far outstrips the
compound usage in total non-cybernetic hits.
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Figure 4. IEEE Xplore incidence of publications that use most common “cyber” compounds [132].

xyjaid ,12qA2 pa||ou0) emyme

PHOMISCAI e
|eaishydiagho

518314} J9GA) e

AL JBA) el

ST0C

vI0C  €10¢ 10T

T10¢

1EMIRA) e
SYIELIRIAA) el
Aunsssiaghy —g—
PlAOM JOQA) e
|eaishyd saqhd

0710 600C 800 £00T 900C

24BJ1EMIA) e
ERLLHEL TR B
18M J3GA) —g—
SY2E11E JOGAD elm
Ainoas 180A) =g

900 ¥00C €00 C0OC 100C 000C 666T

[

S)Y Yo.eas swial |, Jagh), alojdy 333)

(xyyaad) L1aghd MBUIBGAI-UOY el

8661

piom Jaghd pajjonuod

Buih)ngieqh) —g— S1E2.YLISGAD =
MEIIGA) e awuagha

31RLIEM JIGA) el BuA NG 190A) e

202dS JOQAD el ME| JOGA) =

(piom ayesedss) , 19ghd,, 10 -19GA) e

Le6l 9661 G661 o6l €66l C66T 1661 066l

~ - Y - Y - - Y 0

00t

00t

009

008

0001

00cT

00vL

0091

0081

000¢

62



stor  y107 €10 ZIOZ  110Z  OEOZ 60O 8OO  LOOZ 9007 S00¢ v0DOT  EOOT  ZOOZ  T00T  00OZ 6661  BGET /66T 9661  GBBT  v661  E66L  Z66T  I661 0661

0001

0057

000¢

0057

000€

jeaishyd saqho—4—  sanewsaqho snupw xyaud J80M) —e—  Bulkjnguaghr ——  B0edsiaqy——  fjunesiaqhr—g-  spepesaqlo—=  Aundesisqhy (paom) 1aqho —9—

+438A0 SA ¥38AD 10 SNOSIYVANOI ANY SAYOM dOL 40 SINNS SNdOJS

Figure 5. Scopus incidence of journal publications with common words compounded with

“cyber” [132].
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It is clear from Figure 4 and Figure 6 that “cyber-” as a separate word, possibly hyphenated
(according to preference or other convention), should be the standard format for authors to use to
ensure articles’ searchability, i.e. search engine optimization. In database search engines that do
not allow wildcard searches for word prefixes, searching for “cyber” as a separate word is
extremely valuable, as it allows new and unfamiliar terms to be discovered. If a single compound
word is used to search, appropriate articles can be located only by already knowing the exact word
one is searching for (which is sometimes unlikely, given the nascence of the field).

This conclusion is consistent with proposed guidelines 2-4 for standardizing terms, but is not
consistent with the 1% guideline. However, using “cyber” as a separate word is far better than the
alternative, which only satisfies the first guideline. Historically, as can be seen from Figures 1 and
2, “cyber” as a separate word enjoyed less usage than similar compound words. Only around 2008
did it overtake the historical word; however, the separate word’s usage so vastly outpaced the
compound word’s, that it is impossible to resist its current prevalence. Further evidence of this
trend is from dictionary searches: the two results from a search of IEEE Xplore’s standards
dictionary were for “cyber security,” not “cybersecurity”; one was from 1997, and the other was
from 2010 [90-92].

Finally, as was just implied, in order to give it proper treatment under Guideline 1, the linguistics
of cyber should be considered. The Greek root xvfepvirnc is not a compound word, and
“cyberspace” and “cyberwar” can be thought of as portmanteaus of “cybernetics” and “space” and
“war”, respectively [128]. Portmanteaus are nearly always single words, not containing
hyphenated word fragments or word fragments separated by a space. However, unlike many
portmanteaus, the second word is present in its entirety in both of these examples. Alternatively,
since “cyber” is a standalone word that originated as an abbreviation of “cybernetics”, it might
make more sense for it to appear as a separate word in compounds, especially when the full word
it modifies is retained in the phrase. The ambiguous linguistic status of cyber is almost enough for
Guideline 1 to yield little guidance, but the etymology of the word cyber favors a separate word
usage in most forms.

Despite these observations, there are terms that are commonly used in a compound form. Among
these are “cyberspace” and ‘“cybersecurity.” Curiously, cyber security and cybersecurity have
comparable incidences in all of the figures that they appear in, although the separated-word phrase
is still used about twice as often as the compound word. These terms are commented on more in
the next two subsections.

4.4.2 Cyberspace

“Cyberspace” meets the 2"Y and 3™ of the proposed guidelines for standardization, and does not
explicitly fail to meet the 1% and 4" guidelines, and should therefore continue to be used frequently.
“Cyberspace” emerged in 1990 according to Scopus, enjoys popular use, gives meaningful search
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results (see Table 11), and is consistently favored over “cyber space”. It has definitions in
dictionaries, but it might be left open for debate whether there exist truly rigorous definitions for
“cyberspace.” Therefore, I propose “cyberspace” as a commonly accepted term, and | recommend
the spelling “cyber space” never be used.

4.4.3 Cybersecurity Versus “Cyber Security”

“Cybersecurity” meets guidelines 3 and 4, but among journal papers, does not enjoy pluralistic
usage over “cyber security,” and in fact emerged after “cyber security,” which has enjoyed more
popular usage than “cybersecurity” in nearly every year according to both Scopus and IEEE
Xplore’s databases. In addition to this, while two words usually become one after a period of
hyphenation (or separation with a space - journal databases treat hyphenated words as separate
words), the research community does not seem ready to accept cybersecurity as a single word yet
[97]. However, due to their reasonably comparable incidences over time, “cyber security” or
“cybersecurity” are both common and generally acceptable. However, this requires that searches
for papers referring to cyber security include “cyber security” OR “cybersecurity” for complete
coverage. This is of course tedious, and at this stage “cyber-security” or “cyber security” is
recommended as the standard term over “cybersecurity” because it satisfies all four guidelines,
whereas “cybersecurity” only clearly satisfies 2, 3, and 4, and satisfies 2 to a lesser extent than
“cyber security” does. That said, since both terms have been accepted by the community, practical
usage could simply be a matter of personal preference. Researchers should feel free to use
whichever of the two spellings they prefer. In addition, while UK and European English sometimes
appear to favor “cyber security” over “cybersecurity” (often favored by the US government),
regional preferences have blurred recently.

4.4.4 Cryptography, Cryptology, Cryptanalysis

Cryptography refers to the art of designing cryptosystems; cryptanalysis refers to the art of
breaking cryptosystems; and cryptology is the union of cryptography and cryptanalysis [98].
However, “cryptography” and “cryptology” are sometimes used interchangeably, despite these
terms being fairly well-defined in principle. In practice, “cryptography” is used far more widely
than either “cryptanalysis” or “cryptology”, according to Figure 6b. This simply means that in the
field of cryptology, significantly more effort has been devoted to cryptography than to
cryptanalysis or to discussions of the general field. Both “cryptography” and “cryptology” satisfy
all four guidelines for common use.

Given the definition of the words, | recommend that “cryptology” and “cryptography” be used
properly in the future. However, there is, by definition, overlap in the two terms; so in cases of
overlap, the more specific term, which is also the more prevalent term, “cryptography”, should be
used.
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“Cryptanalysis” seems to have fallen into disuse and should therefore not be used as a primary
search term when “cryptography” is a better alternative, given that, by definition, cryptanalysis
seeks to break the cryptosystems of cryptography; that is, cryptography is implied in cryptanalysis,
but not vice versa. Since “cryptography” is the most exclusive, or most essential, of these three
terms, it is recommended that this trend in usage be followed by authors to ensure visibility of
publications. Again, this is not to say that “cryptanalysis™ is a poor word choice. This thesis makes
no claims about the usefulness of words; it only suggests which terms can be readily turned into
universal standards.

4.4.5 Cybercrime and Computer Crime

According to Scopus, “computer crime” first appeared in the literature in 1972, well before any
spelling of “cyber-crime”. Therefore, “computer crime” satisfies guideline 1 and “cybercrime”
fails at guideline 1. However, many organizations in the global multistakeholder community make
reference to “cybercrime,” including Symantec, Interpol, and the U.S. government, though some
stakeholders do refer to “cyber-crime,” non-US countries especially [113, 114]. “Cyber-crime” as
a hyphenated word appeared in the literature a few years before “cybercrime” in the mid-1990s,
but “cybercrime” has in recent years begun to outpace “cyber-crime” in journal article usage. Both
“cybercrime” and “cyber-crime” fall in the ideal search incidence range of [100,1000) hits from
2010-2015 on Scopus and IEEE Xplore combined, but “computer crime” actually has far more
hits, with 11,171 from Scopus alone. Although this is outside the ideal range, it is within the
acceptable range. Thus, “cybercrime” and “cyber crime” meet Guideline 3 for meaningful search
results, and “computer crime” partially satisfies Guideline 3. Lastly, only “cyber-crime” is defined
by EWI or NICCS, satisfying guideline 4 [100-102]. | summarize these conclusions in Table 10,
below. From this, one can see that “cyber crime” (or the hyphenated version) meets the most
guidelines of the conflicting terms. Clearly, cyber-crime (and related phrases) is a term in great
need of standardization, given the varied uses of its forms and synonyms. However, “cyber crime”
passes the tests to be Accepted, while the other two terms are only Partially Accepted. Thus,
“cyber-crime” is my recommendation for harmonizing terminology for maximum idea exchange
across disciplines.

FTable 100 Guidelines satisfiedl

fTerm@@@ 1 2 3 4
Computer O X ? X
crime

X 0 O X
Cyber crime JENNCRNESINES

Table 10. Forms of the phrase “cyber-crime”. X indicates guideline is not satisfied, O indicates satisfied,
? indicates partially satisfied/not failed. “Cyber crime” (or “cyber-crime”) satisfies the most guidelines
[132].
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4.5 Broad Nomenclature Standards

While the previous discussion revolved around keywords extracted from a literature review of
current trends in cyber security, it is by no means a comprehensive analysis, nor can such an
analysis be done in this thesis alone. For this reason, in this section | slightly expand my analysis
and give cursory consideration to some other terminology trends that affect cyber security
communication and idea flow. Attention in the literature has recently been called to the variety of
terms used to describe Internet-related concepts. Various different prefixes have emerged since the
Internet’s creation, and have achieved fluctuating levels of dominance over the years [115,116].
This section attempts to shed light on the uses of these potentially confusing terms, and gives some
recommendations for authors and standards bodies on future usage, although it does not thoroughly
vet these terms using the guidelines laid out in Section 4.2.1.

4.5.1 Internet-Related Prefixes

These words include virtual, digital, e-, cyber, smart, net, and online. If a proper systematic
nomenclature is eventually to be constructed for researchers, the distinction between these words,
if any exists, should be understood, and redundant prefixes should be eliminated. The descriptions
below refer to these words when used as prefixes or modifiers in computing.

1) Virtual

Virtual refers to that which seems real but isn't: simulation (“real” being loosely defined here, as
are all of the terms considered in this subsection). In the field of optics, virtual images are a
phenomenon that results in the appearance of an image where no photons are actually present, i.e.
that which seems real, but is not [124]. Virtual machines act like real ones but aren't. In fact,
"virtual reality” could possibly refer to anything virtual (though obviously it conventionally refers
to the human immersion in a virtual world). Virtual is typically used for things whose purpose is
high-level abstraction. A virtual machine is not made to examine electrical signaling in computing,
but to be operated by a user at the high level, for various purposes. Likewise, a virtual meeting
room cares not about how the meeting takes place; it cares about the contents of the meeting, and
simulating a meeting. This is of course the essence of high versus low levels of abstraction: low
cares about how, high cares only about what.

2) Digital

Digital refers to something real, where the majority of the purpose of its being digital operates at
a low level that is not visible. Alternatively, “digital” can encompass broad concepts with a hidden
implementation, i.e. not something humans can see right in front of them the way they can see
virtual things. Again, here, I use a loose interpretation of “real;” in fact, because of this loose
definition, something can feasibly be both digital and virtual. For example, currency or the pixels
of an image may be implemented at a low, bit level, i.e. digitally. Digital refers specifically to the
digits involved in the implementation — the bits of a computer. Digital processing of currency,

67



images, and so forth, concerns itself with precisely how low level operations are performed. It is
how pixels are programmed and represented, in reality, which makes an image digital.

Bitcoin is then arguably a digital-virtual-currency, and is very concerned with the cryptographic
algorithms involved in “mining” bitcoins. Bitcoin’s digital currency status is, however, as of this
writing, still controversial, so it is unclear how one should classify it. Digital currencies can
typically be transformed between computers and a physical form, whereas virtual currencies
cannot be transformed [125].

A final note on the terms “digital” and “virtual”: Digital currency and virtual meeting rooms are
largely useless without the Internet. However, digital and virtual are not unique to networked
technology. Virtual machines and digital images have no need for the Internet in order to function.
Therefore, virtual and digital may more broadly be considered general “cyber” prefixes rather than
Internets-specific prefixes. Furthermore, there is a clear distinction to be made between virtual and
digital when used correctly. These two terms are primarily applied to words they modify to
distinguish from “regular” versions of the words — e.g., a virtual machine, as opposed to a regular
machine. Because of this, they do not directly contrast with each other, and can sometimes be used
interchangeably.

3) E-

E- means electronic, and refers to people-centric concepts like email, e-commerce, and e-
residency. E- thus carries a distinct Internet and "popular accessibility" air with it. It is very much
a 21% century term. If any of the prefixes in this section is synonymous with Internet, it is e- or
net. E-services or electronic services do not require the Internet to operate, though, but they
generally do require some kind of network functionality. The IETF requires request for comments
(RFC) documents spell email lowercase with no hyphen [126].

4) Cyber

Cyber of course has its history in cybernetics, meaning skilled in steering or governing, and saw
popular adoption and subsequent "official” usage by government and industry. It is a primary focus
of this paper and needs no further introduction. Cyber is very much an Internet-age term, although
it is not an exact synonym for Internet, but is rather typically much broader in scope. | will not
revise the definition of cyber here, since many other articles already define it — although none of
the preeminent glossaries mentioned earlier does so [99-102,117,120]. Curiously, while
“cybersecurity” [sic] saw large adoption as a security term in reference to computers, other terms
(pre)modified by cyber have begun to emerge so quickly in recent years that they seem not to refer
to “cyber” equivalents or corresponding aspects of real world phenomena, but to such phenomena
as aspects of cyberspace; that is, “cyber” has become somewhat more of a possessive term and a
noun adjunct rather than a modifying adjective. For example, it is conceivable that authors now
speak of the security of cyber(space), rather than the cyber (aspect) of security, perhaps
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unknowingly. Lastly, many authors claim that we have passed the “digital” age and are entering
the “cyber” age [81].

5) Smart

Smart is a buzzword that emerged slowly in the 1990s as a reference to technology before taking
off into mainstream vocabulary in the 2000s and skyrocketing in use in the early 2010s.2 | predict
that usage of smart will diminish in the coming age of the Internet of Things, since eventually
appending “smart” to something will be superfluous — people may say, “Well of course it’s smart!
It’s electronic!” when discussing a modifier like this in the future. Therefore, I recommend it be
used with caution and with the knowledge that it may be as obsolete in 10 years as many terms in
the cyber security glossaries of 10 years ago are today.

6) Net

”Net," used as an adjunct noun when modifying another noun, refers explicitly to the Internet or
sometimes another network, as a noun, rather than an adjective like e- does. It is thus the nominal
synonym of Internet, whereas e- is the adjectival synonym. Net, like e-, has a narrow use than
cyber. Unlike with cyber, which is ambiguously a noun or an adjective, in English it does not
matter, in principle if net, as an adjunct noun, forms compounds as one or two words, though in
practice net typically forms single-word compound nouns, such as netizens, NETmundial, and
Netscape.

7) Online

Lastly, online and e- perform exactly the same function, but e- is always a prefix (perhaps
hyphenated, perhaps directly compounded) in a single-word compound, whereas online is a
separate modifier.

8) Information Technology

So far, these discussions have not included information technology (IT) or information and
communications technology (ICT), except that Table 8 shows them as accepted terms. For
instance, Russia sometimes refers to information security, rather than cyber security; and IT has a
different connotation than cyber [129]. The ITU heavily promotes usage of “ICT”, and IT/ICT
security is sometimes viewed as a subset of cyber security focusing only on information and no
other concerns. Nevertheless, the exact definition of ICT is generally highly contested [130-131].
Oftentimes “IT” is considered a physical substrate for cyberspace. In addition, “cyber” is a more
flexible English modifier than “IT” or “ICT”. In my opinion, despite meeting the proposed

2

http://www.scopus.com/term/analyzer.url?sid=7148782FEA989C1354BD1E385A58EF9B.100QkgbljGggLQ4Nw7d
0Z4A%3a60&origin=resultslist&src=s&s=%28TITLE-ABS-KEY%28smart%29+AND+TITLE-ABS-
KEY%28computer%290R+TITLE-ABS-KEY %28internet%29%29&sort=plf-
f&sdt=b&sot=b&sl=76&count=31202&analyzeResults=Analyze+results&txGid=0
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guidelines, “IT” and “ICT” are unstable terms that might become outdated, and, for the time being,
“cyber” should be used instead, where possible. It is important to maintain clear and consistent
language to facilitate knowledge sharing across disciplines. This includes eliminating unnecessary
synonyms or ambiguous terms.

4.5.2 Beyond Cyber Security: A Unifying Academic Discipline Name

While cyberspace is becoming an increasing security concern, it is also becoming ubiquitous as an
aspect of the human experience, which is becoming less separable every year from issues
cyberspace combines. Social engineering is a prime example of cyberspace and cyber security
bleeding into the human psychological realm. It is equally important for scholars to unite in
research surrounding this general “cyber” field, just as they should with security. This conjugation
of cyberspace and physical space, and the constant growth of new cyber terminology, ad hoc or
not, is leading to the formation of a new, broader academic discipline: a so-called Cybermatics
field according to Ma et al. (defined below), which emphasizes creating new terms to describe
characteristics of cyberspace such as “cyber-something” in either real or virtual terms, rather than
seeking to describe characteristics of the real world in terms of computers and cyberspace (such
as security, adapted for cyberspace: cybersecurity [sic]), as was done in the early years of the
Internet. This influx of terms warrants closer inspection and regulation, lest valuable knowledge
generated by scholars go unnoticed by researchers unfamiliar with these ad hoc terms. An equally
troublesome outcome for idea exchange would be for the idea of generating more ad hoc terms to
catch on, rather than for specific terms to be agreed upon by the community. This poses a potential
problem when searching journal databases without knowing the right keywords to search for, as
stated earlier.

Although the term cyber is being used more and more frequently, it is used in a variety of contexts,
both technical and nontechnical in nature. This domain of research and knowledge extends beyond
cyber security and includes general issues of Internet governance and online behavior. Recently,
Ma et al. proposed the term “Cybermatics” to describe this new field that encompasses all things
cyber and cyber-related [81]. This includes both concepts within cyberspace (Ma et al.’s so called
“Cyber World”), such as cyberbullying, and concepts of utilization of cyberspace (“cyber-
conjugated” or “cyberization”), such as cyber-physical systems.

In their paper, Ma et al. first define “cyber entities” as “anything that exists digitally in cyberspace,
either purely synthesized by a computer, or closely correlated and further conjugated with a real
entity in physical, social and mental spaces” [81]. They go on to define “Cybermatics” as a holistic
field which studies cyber entities and their properties, models, and representations, including their
relations and conjugations, and their technologies and applications.

Although the intention of this thesis was to improve interdisciplinary communication within cyber
security, many conclusions drawn from it are shared throughout Cybermatics. Next, | briefly
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linguistically analyze whether Cybermatics is an appropriate name for the even broader “Cyber”
knowledge domain, and propose alternative labels.

1) Etymology Of Cybermatics

| believe it is necessary to standardize a term to unify the academic study of cyber-related concepts.
Ma et al. (2015) give the etymology of their proposed term “Cybermatics” for the new “cyber”
field:

‘The suffix -matic comes from matos in Greek that means “willing to (perform)". The suffix -
ic comes from -ikos in Greek, meaning “behaving like" or “having the characteristics of". The
suffix -ics can be used to form a noun to name a field of study, for instance, mathematics,
automatics, kinematics, systematics, and so forth. The term “cybermatic” can be regarded as
“cyber + matos + ikos”, which may describe a thing willing/able to be, behaving like or having
cyber characteristics. In a linguistic sense, “Cybermatics” can be understood as a field in which
cybermatic things, i.e., various cyber entities existing in cyber-enabled worlds as distinct
phenomena, are studied’ [81].

Given Ma et al.’s description of Cybermatics throughout their paper, it may be possible that the
concept of Cybermatics is an overarching field for all things “cyber” — whether in the “Cyber
World” or whether they are “Cyber-conjugated”. However, the name “Cybermatics” itself is
unlikely to be widely accepted, and at this stage it is too early to confidently predict acceptance by
the community (though I predict it will go overlooked). To facilitate the adoption of an overarching
term, | believe it is helpful for the academic community to choose from a number of candidate
terms. The “academic community” referenced here should consist of all parties with a stake in this
field. While “cyber” has its basis in computer science, its transdisciplinary nature necessitates input
from many bodies.

2) Alternative Academic Discipline Names

I now suggest potential alternative transdisciplinary field names, for consideration by scholars.
only one is. However, considering multiple terms for adoption is a good way to determine the most
appropriate one for standardized usage.

An examination of a large number of academic disciplines revealed some of the following suffixes:
-matics, -ology, -nomics or -nomy, science, -ry, -ic, -istics, -ation, studies, and -graphy [108]. Of
these suffixes, three stand out: “Cyber science”, “Cyberistics”, and “Cybernomics”. “Cyber
science” ironically does not have the futuristic feeling of the other two (or Cybermatics), and its
etymology requires little exploration. I do, however, propose it as a possible field name. It should
be noted, however, that Ma et al. propose Cyber Science as only one subdiscipline of Cybermatics.
For “cyberistics,” istics is made from two suffixes, -ism and —ic, and the latter is used is
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Cybermatics and is etymologically sensible. However, -ism refers to a doctrine, practice, or
system, and derives from Greek -ismos, meaning the practice or teaching of a thing. [109] “Cyber”
is not a practice or doctrine, so this suffix is not appropriate. Of the above three candidates,
“cybernomics” is the most interesting (pronounced like genomics). While genomics derives from
a neologism “-omics,” which has specifically biological applications, the root of economics refers
to law, custom, rule, ordinance, or management [110, 111]. One might speak of the laws governing
cyberspace (artificial or natural), or what might speak of the entirety of activities related to
cyberspace, as the biological —ominics can carry the sense of “all constituents considered
collectively.”

Considering the above linguistic analysis, “cybernomics” could be a reasonable candidate term
encompassing the “cyber” academic discipline, in competition with “Cybermatics”, “Cyber
science”, and indeed, perhaps the frontrunner candidate, “Cyber”. Based on the results of this
thesis, the standalone “cyber” is likely to emerge the winner among these terms because of its
prevalence, but this thesis does not advocate adoption of any particular term. | do, however,
recommend adopting a standard term for this even broader field in the near future, by official
standards bodies, governing bodies, research institutions, and governments, in the same way that
| propose creating an updated, centralized cyber security dictionary.

4.6 Summary

Many authors still use ad hoc terms despite the existence of standards glossaries, and spelling or
phrasing of many terms is still not agreed upon. The lack of collaboration across disciplines
inferred from the literature review emphasizes the need for more comprehensive standard
terminology for both cyber security and broader cyber research. Except when radically new
concepts are written about, greater use of more widely accepted terms is recommended, though
not at the expense of innovation. Authors should, before submitting for publishing, search the
databases for their potential keywords to ensure that all are in the [10,100000) range, and that at
least one is in the [100,1000) range to ensure good searchability. Because the papers reviewed
were necessarily all recently published, and not all from the same year, (2010-2015), it is difficult
to determine any correlation between type of vocabulary used and citations. Future research could
aim to verify whether such a correlation exists — a positive one could bolster efforts toward
adoption of standard vocabulary. However, | believe that regardless, there are compelling reasons
to update existing cyber security glossaries.

| outlined guidelines to use when considering keywords to use in future publications and when
crafting terminology standards, and resolved some long-held misconceptions in spelling and
phrasing. | encourage use of these guidelines and the following recommendations, as well as the
use of the standard glossary projects from EWI, NICCS, and other complementary sources like
NISTIR 7298. These existing dictionaries are, however, mostly constructed by the public sector,
and may or may not reflect academic and private sector areas of study and work regarding cyber
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security. Therefore, greater effort from outside of governments, and collaboration with the greater
global multistakeholder community, is essential when creating or updating cyber security
glossaries.

| proposed a classification of research areas concerned with cyber security, which can be refined
by a more comprehensive study of keywords comprising it. These keywords can be used to craft
research agendas for each area, as well as in crafting cross-disciplinary research agendas for cyber
security. Within the categories | identified, use of standard terminology is fairly common.
However, there is clear room for improvement among authors and working groups. Other possible
categorizations may consist of the common social sectors of civil society, industry, academia, and
the government that many articles cite [127]. | encourage future researchers to delve further into
categorization and ontology creation of cyber security for the formulation of research agendas.

Specific spelling and phrasing conventions should be adhered to in order to ensure visibility of
publications. Most importantly, except in the cases of cyberspace, “cyber” terms should be written
with cyber as a separate word, as in “cyber physical,” possibly hyphenated. While cyber security
is the prevailing spelling, it is reasonable to assume that the single word spelling, cybersecurity, is
still acceptable. Cyber-crime has no definitive spelling, but I predict it will lean toward being
condensed to cybercrime in the future.

Herein | attempted to lay the groundwork for standardizing communication within cyber security.
| believe formalizing cyber security terminology would accelerate the pace of research, improve
policymaking and business practice, and lead to greater integration with the rest of the scientific
community. Additional efforts that may be important to formalizing cyber security as an academic
discipline include the creation of more businesses out of research, the creation of a committee
within an Internet governance body, or the formation of a multistakeholder project to address this,
and systematic efforts by academics to propose, assess, and rigorously define vocabulary based on
the four guidelines given in this thesis. The ultimate goal of such formalization should not merely
be a lexicon of terminology, but methodologies or framework for cyber security research. With
the growing prevalence of cyberspace and the emergence of a so-called Cyber or Cybernomics or
Cybermatics field, it is urgent to bring together the disparate efforts in these areas and share
knowledge, lest it be overlooked and progress delayed.

Disclaimer: [132] was funded by the Cooperative Agreement between the Masdar Institute
of Science and Technology (Masdar Institute), Abu Dhabi, UAE and the Massachusetts
Institute of Technology (MIT), Cambridge, MA, USA - Reference
02/MI/MIT/CP/11/07633/GEN/G/00
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4.7 Appendix

Figure 6.
Logarithmically-scaled Scopus, IEEE Xplore, and combined, number of publication search
results using keywords extracted from reviewed articles, arranged alphabetically [132].

Figure 6a shows publications containing “academia” through *“cpss”

Figure 6b shows publications containing “critical infrastructures” through “cyber threats”
Figure 6¢ shows publications containing “cyber treaty” through “ecosystem”

Figure 6d shows publications containing “embedded computing technologies” through
“information technology”

Figure 6e shows publications containing “insider” through “multi-agent systems”

Figure 6f shows publications containing “national cyber strategies” through “scada”
Figure 6g shows publications containing “scientific paper” through “sovereignty”

Figure 6h shows publications containing “space” through “web space”

Figure 6a. Scopus, IEEE Xplore, & total incidences, of “academia” through “cpss”

Scopus and IEEE Xplore Search Results

1000000
100000
10000
1000

10

10

Scopus M IEEE Xplore ™ Total

74



“critical infrastructures” through

of

)
<6
s}
c
)
=2
oS
b=
<
—d
o
L s

IEEE Xplore,

Scopus

Figure 6b.

“cyber threats”

Scopus and IEEE Xplore Search Results

1000000

M |[EEE Xplore m Total

Scopus

Figure 6c¢. Scopus, IEEE Xplore, & total incidences, of “cyber treaty” through “ecosystem”

Scopus and IEEE Xplore Search Results

1000000

W |[EEE Xplore m Total

Scopus




ing

=)
-
=%
£
=
(5]
=
P
=
=
D
=
=
6e
-
=}
3
D
9
=
2]
=

inci
technolog

Figure 6d. Scopus, IEEE Xplore, & total

ies” through “information

o1€S

technolo

Scopus and IEEE Xplore Search Results

10000000

1000000

M |[EEE Xplore m Total

Scopus

of “insider” through “multi-agent systems”

Figure 6e. Scopus, IEEE Xplore, & total incidences,

Scopus and IEEE Xplore Search Results

1000000

M |[EEE Xplore m Total

Scopus




of “scientific paper” through “sovereignty”

M |[EEE Xplore m Total
W [EEE Xplore M Total

Scopus
Scopus

Scopus and IEEE Xplore Search Results
Scopus and IEEE Xplore Search Results

10000000
1000000
1000000

‘=
=
[
Q
‘s
N
(@)
S
o
-
<
=}
“»
)
- p—
=1 )
o
N
<
=
N
w
-
)
=
o
—_
[
=
(=]
- p—
N
]
cn
—
1S)
)
@
o
c
@
S
o
c
©
+—
o
+—
)
o
°
)
X
L
L
L
)
>
o)
o
o
w
—
©
)
|-
S
)
LL

Figure 6g. Scopus, IEEE Xplore, and total incidences,




1000000

100000

10000

1000

10

10

Scopus M IEEE Xplore m Total

Table 11.
All keywords extracted from publications from the literature review (Chapter 2). Sorted by power
of 10 of the number of publication results returned from searching Scopus and IEEE Xplore [132].

Category
(number of hits) Term (Scopus) Term (IEEE Xplore)
1 (1,000,000+) information risks
2
[100000,1000000) | attack people communication international
availability planning information technology
classification policy
communication regulation
ecosystem risk assessment
force security
international space
internet sustainable
law technology
mapping web
3[10000,100000) | academia network security attack people
accountability neutralization availability planning
attribution ontology classification policy
big data policy making cloud computing privacy
cloud
computing politics cybernetics regulation
complex
networks privacy force security
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cryptography
cyber
encryption
forensics
geography

ict

impact
assessment
information
technology
international
cooperation
jurisdiction
knowledge base
literature review

private sector

risk management
semantic

semantic web
sensitivity analysis
smart grid

social-networking

supply chain
supply chain
management
surveillance
sustainability
system dynamics

information
technology
internet

law

mapping
network security

semantic
smart grid
space
surveillance
sustainable
web

motivation taxonomy
multi-agent
systems textbook
threats
intrusion demi
4 [1000,10000) ami detection system academia knowledge base
computer literature
security iot big data review
context-
awareness knowledge model complex networks malware
cps learning objects computer security motivation
Cpss legal issues context-awareness multi-agent systems
critical
infrastructures malware cps national security
military
cryptanalysis operations cryptography ontology
curriculum model-based
development design cyber risk assessment
cyber attacks national security cyber physical risk management
percolation cyber physical
cyber physical theory systems risks
cyber physical
systems phishing cyber security scada
cyber security propaganda denial of service security issues

cybernetics
cybersecurity
cyberspace

ddos

denial of service

deterrence
digital signature
ethical issues
hacking

ids

information

exchange
information

research strategy
scada

scientific paper
security issues
self-organisation
semantic web
technology
situational
awareness

Slovenia
sovereignty
state-level

steganography
system security
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information
exchange
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extraction
information
security

internet of things
intrusion detection
system

iot

semantic web
sensitivity analysis
Slovenia
social-networking
steganography

supply chain
supply chain
management

sustainability
system
dynamics
system
security

taxonomy
threats




extraction

information systematic
security literature review traceability
information
structure terrorism
theoretical
insider foundation
international
policy traceability
internet of things  u.n.
vulnerability
analysis
industrial
5[100,1000) anti-forensics networks accountability information structure
information information systems

cascading failure
cio

cni
computer ethics

computer system
security

cryptology
cyber bullying

cyber crime
cyber operations
cyber space

cyber threats

systems security
internet security

internet study
layered network

legal rights

missile defense
ontology design

ontology security
organizational
justice

security
architecture
security
countermeasures

ami
attribution

cascading failure
cio

cpss

critical
infrastructures
cryptanalysis
curriculum
development

cyber attacks
cyber conflict

cyber crime

security

insider
international
cooperation
internet security

jurisdiction
knowledge model

learning objects

legal issues
military
operations
missile
defense

model-based design

6 [10,100)

cyber war security ontology cyber space neutralization
cyber warfare security patterns cyber threats percolation theory
cyber world self-defense cyber warfare phishing
cybercrime semantic security cybercrime policy making
semantic web

deep web search cybersecurity politics
espionage signals intelligence | cyberspace private sector
evidentiary software piracy ddos security architecture
government semantic web
response stuxnet deep web technology
index terms threat environment | digital signature situational awareness

emerging systematic literature

web space technology trends review
ethical issues terrorism
hacking textbook
theoretical
impact assessment  foundation
index terms u.n.
vulnerability

industrial networks  analysis

active cyber denial of

defense
ciso

sustainability
disgruntlement
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computational
part
computer abuse

critical national
infrastructure

cyber conflict

cyber domain
cyber education

cyber insurance

cyber law
cyber resilience

cyber safety
cyber stalking

cyber-physical-
social systems

distributed systems
security
e-commerce law
embedded
computing
technologies
emerging
technology trends

hacktivist/hacktivist
hierarchical access
information
schema
information
security education
mac security
ontology
architecture
ontology-based
context models

secure control
secure software

computational part
computer ethics

computer system
security

critical national
infrastructure

cryptology
cyber bullying

cyber domain

cyber law
cyber operations

cyber war
cyber world

cyber-physical-
social systems

mac security
ontology design

organizational
justice

propaganda

research strategy
scientific paper

secure control
secure software
engineering
security automation
security
countermeasures
security
methodologies

security ontology

cyber-resilience  engineering cyber-risk security patterns
security
cyber-risk automation cyberspace security  self-defense
security
cybersafety methodologies dark web self-organisation
cyberspace system-level
security requirements darknet semantic security
denial of
dark web threat patterns sustainability semantic web search
darknet web attacks deterrence software piracy
distributed systems
security sovereignty
espionage state-level
evidentiary stuxnet
system-level
hierarchical access  requirements
information
security education threat environment
international policy  web attacks
web space
embedded
active air employee computing
7[0,10) defense computer crime active air defense technologies
adaptation active cyber emerging cyber
tactics expressive crimes | defense threats
attack
description instrumental employee computer
language crimes adaptation tactics crime
meta-adaptation attack description
cikr strategies language expressive crimes
common
vulnerability morality of law
exposures socialization cikr government response

81




cross-domain
attacks

cyber assurance
cyber attacks
and
countermeasures

cyber
psychology

cyber readiness
cyber targeting
cyber treaty
cybergeography

cybers

cyber-territory

definitional gaps
e-consumer
protection

emerging cyber
threats

national cyber
strategies
networked
computer
technology

papa framework

physically-aware
engineered systems

psycho dynamism
security analysis
and monitoring
security solution
frames

semantic
operability

social cybernetics
systems strategic
security
management

u.s. cyber
command

us cyber security
act 2012

vishing

ciso

common
vulnerability
exposures
computer abuse
cross-domain
attacks

cyber assurance
cyber attacks and
countermeasures

cyber education
cyber insurance
cyber psychology

cyber readiness

cyber resilience
cyber safety

cyber stalking

cyber targeting

cyber treaty
cybergeography
cyber-resilience
cybers
cybersafety

cyber-territory
definitional gaps
disgruntlement
e-commerce law
e-consumer
protection

hacktivist/hacktivist

information schema
instrumental crimes

internet study

morality of law
socialization

national cyber
strategies

networked computer
technology

ontology architecture

ontology security
ontology-based
context models

papa framework
physically-aware
engineered systems

psycho dynamism
security

analysis and
monitoring
Security

solution frames

semantic operability
signals intelligence
social cybernetics
systems strategic
security management

threat patterns

u.s. cyber command
us cyber security act
2012

vishing
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5 Conclusion

DISCLAIMER

This chapter is partially based on an edited version of prior work.

© 2016 IEEE. Reprinted, with permission, from R. Ramirez, N. Choucri, “Improving
Interdisciplinary Communication with Standardized Cyber Security Terminology: A Literature
Review,” IEEE Access, Volume 4, 2016

5.1 Review of Findings and Contributions

This thesis developed arguments for the interdisciplinary nature of cyber security and presented
steps for institutions and individuals to take to benefit from this nature. Three research questions
were used to guide this research. The three research questions are restated below along with the
findings and contributions of the thesis with respect to addressing these questions.

SUBDISCIPLINES What are the different broad categories of cyber security research, how
many are there, to what extent, if any, are they actually segregated, and what specific types
of research comprise these areas?

Cyber security topics were found to fall into four categories that were given the labels Policy,
Infrastructure, Business, and General. These labels are misnomers, however, because each
category is itself too broad to describe in a single word. Labels without semantic meaning might
be a better way to refer to these categories. However, these labels are helpful for describing the
topics of the four categories. This categorization groups topics and issues together based on the
goals and concerns of actors, rather than by their methods. Cyber security as a discipline does not
have many formal methods, and is a system that sits on top of other areas of work. As such, it is
subject to be viewed independently by these groups, even though the concerns of the groups
overlap and, due to pervasive computing, the systems each of these categories is concerned with
also overlap.

The Public category includes issues of concern to governments. It includes work regarding laws,
international norms, and national security. Global technical standards produced by bodies like as
ICANN and W3C, while often specifying norms, are instead placed in the Infrastructure
category.

Infrastructure topics include most technological problems of cyber security; specifically, those
problems related to the actual infrastructure of cyberspace. The Infrastructure category includes
various aspects of the cyber security of critical infrastructure, as well as security issues
concerning the operation of cyberspace, such as cryptography. It also encompasses methods for
intrusion detection, reverse engineering, and computer forensics, among other issues. This does
not necessarily cover technical solutions to every security problem that businesses or academic
researchers might address.
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Business as a category concerns business practices and other organizational and human factors
affecting cyber security. This includes social engineering, supply chain management, business
operations, recruitment and training, and security culture, for example.

The General category contains all issues which pervade the entire realm of cyber security, as well
as descriptions of the field in general, and characterizations of cyberspace and humans’
interactions with it — including most work done in the social sciences. The topic of this thesis can
be classified under the General category.

In 2015, the European CAMINO Project created the THOR acronym approach of “(T)echnical”,
“(H)uman”, “(O) rganizational”, and “(R)egulatory.” The CAMINO Project asserts that cyber
security can be comprehensively perceived as a combination of these four dimensions. These
four dimensions are related to the four disciplines | independently identified, although they are
slightly different. For example, the General and Business categories can include technical
problems and solutions. THOR is also not self-contained; i.e. the design of THOR as a topic of
study cannot be grouped into any of its categories. Human factors also bridge both the Business
and General realms.

The categorization this thesis presents is useful because it intuitively presents and explains the
disparities between the fields, and emphasizes that professionals from these fields do not
typically work together. This disparity is evident in both the differing focuses of the separate
fields, as well as in the differing phraseologies of the fields that are nevertheless used to describe
similar concepts — with conflicts sometimes existing even within a single journal article, as found
in the literature review covered in Chapter 2. These categories are misaligned in incentives,
languages, knowledge bases, and worldviews, which causes actors in distinct categories, such as
researchers and other professionals, to not communicate effectively. This tends to reinforce the
separation between the groups. Addressing this problem at the root through education, to align
knowledge bases and worldviews; and through communication channels, to align language, can
contribute to unifying cyber security initiatives between these groups. This unification can in
turn allow actors to coordinate in solving their common problems, such as ClOs and insurance
companies not communicating, or academics not researching business-relevant security [42].

EDUCATION What changes to educating cyber security professionals, whether researchers
or otherwise, can best enable the workforce to address multi-faceted issues of cyber security
now and in the future?

A review of academic programs in cyber security in the United States was performed.
Considering the majority of the workforce does not focus on cyber security, but nevertheless
benefits from knowledge of it, specific graduate studies programs at universities were
determined to be ineffectual for MIT or for solving the most pressing problems of cyber security.
As such, the specific change to educational practice most needed is argued to be a multi-
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departmental interdisciplinary minor in cyber security studies that encompasses topics from the
four categories of cyber security. This can update the knowledge bases of the workforce
(including workers who do not work on cyber security) and adjust their worldview, to optimize
cyber security given the number of professional security workers. It is important for cyber
security to be a built in, systemic, and widespread practice. This would also alleviate the talent
shortage. It is likely unnecessary for so many people to focus on cyber security specifically, or
for this knowledge to be so specialized, concentrated, and restricted. Rather, cyber security
should be an integrated set of knowledge held by a large number of people.

The effort to create such a program at MIT is well underway, but requires the support of faculty
to formally implement it. If enough faculty support can be garnered, then this minor may be
available to undergraduates starting in Fall 2018. As of this writing, however, the effort is still
in the proposal stage.

For other universities wishing to implement a similar program, Table 1 and Table 3 should be
consulted. Most important for the execution of such a proposal is to design the curriculum to
be broad and multi-departmental. Unfortunately, barriers to communication caused by the
separation of cyber security fields might make it difficult for faculty to coordinate to get such
an initiative off the ground. However, doing so would be an important and necessary step to
breaking the cycle of separation of the four subdisciplines of cyber security.

TERMINOLOGY If the observations of siloed-off areas of cyber security research and
innovation are informed in part by extreme differences in the vocabularies, to what extent
does terminology differ between the disciplines, how has it evolved over time, and what
guidelines can authors or standards bodies use when deciding how best to communicate with
broad, interdisciplinary audiences about cyber security?

Specific recommendations for terminology harmonization include that authors use “cyber” as a
separate word (perhaps hyphenated) in phrases (except for “cyberspace,” which should always
be one word), and should avoid ad hoc constructs. In addition, although “cyber security” can
acceptably be written as either one or two words, two words is more common. That said, within
the field of computer science, cyber security is often simply referred to as “security.”

The vocabulary differences between the four areas of cyber security were shown to be great, but
not so great that they cannot be merged. Within the categories I identified, use of standard
terminology is fairly common. However, there is clear room for improvement among authors and
working groups. As was shown in Figure 4, cyber security terminology has evolved significantly
over time, but may be beginning to standardize. The best guidelines for using cyber security
terminology in communications are to follow Table 8, and to only use words with definitions,
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widespread use, and that yield meaningful search results. Rigorously defining these terms (which
requires formalizing cyber security as a research field) would be a more powerful way to ensure
that communication is standardized.

Many authors still use ad hoc terms despite the existence of standards glossaries, and spelling or
phrasing of many terms is still not agreed upon. The lack of collaboration across disciplines
inferred from the literature review emphasizes the need for more comprehensive standard
terminology for both cyber security and broader cyber research. Except when radically new
concepts are written about, greater use of more widely accepted terms is recommended, though
not at the expense of innovation. Authors should, before submitting for publishing, search
databases for their potential keywords to ensure that all are in the [10,100000) range, and that at
least one is in the [100,1000) range to ensure good searchability.

| outlined guidelines to use when considering keywords to use in future publications and when
crafting terminology standards, and resolved some long-held misconceptions in spelling and
phrasing. | encourage use of these guidelines and the following recommendations, as well as the
use of the standard glossary projects from EWI, NICCS, and other complementary sources like
NISTIR 7298.

5.2 Future Work and Limitations of this Thesis

| proposed a classification of research areas concerned with cyber security, which can be refined
by a more comprehensive study of keywords comprising it (i.e. topic modeling). These keywords
can be used to craft research agendas for each area, as well as in crafting cross-disciplinary research
agendas for cyber security. Other possible categorizations may consist of the common social
sectors of civil society, industry, academia, and the government that many articles cite [127]. |
encourage future researchers to delve further into categorization and ontology creation of cyber
security for the formulation of research agendas.

Identifying different areas of cyber security research is an important step towards formalizing the
research methodology of cyber security. However, one limitation of this research is that
communication pathways cannot be fully opened unless terminology is formally defined.
Because of this, individual actors will likely not be able to harmonize terminology. Rather,
standards bodies and researchers must make security a more formal discipline, the way
cryptography has been formalized, in order for ambiguity in communications to be remediated.

In addition, by design, the four cyber security categories described are only loosely defined.
However, this limits the usefulness of the categories for formally analyzing actor interactions and
incentives, and it causes difficulty when considering why certain actors do not coordinate. For
instance, CIOs and cyber insurance companies do not communicate well [42]. Although this
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could be due to misaligned incentives, it is difficult to decide whether to classify CIOs (or
particular problems they work on) into the Business category or the Infrastructure category; or
whether to place insurers under Business or General. The framework for understanding cyber
security as four separate disciplines is useful for understanding that these disciplines do not
coordinate, but not necessarily for understanding the separate disciplines, because it was
designed to be comprehensive in including topics from all of security, but not to restrict these
topics to single categories. Furthermore, the number of categories may change over time.

Because the papers reviewed were necessarily all recently published, and not all from the same
year, (2010-2015), it is difficult to determine any correlation between type of vocabulary used
and citations. Future research could aim to verify whether such a correlation exists — a positive
one could bolster efforts toward adoption of standard vocabulary. However, | believe that
regardless, there are compelling reasons to update existing cyber security glossaries.

These existing dictionaries are, however, mostly constructed by the public sector, and may or may
not reflect academic and private sector areas of study and work regarding cyber security.
Therefore, greater effort from outside of governments, and collaboration with the greater global
multistakeholder community, is essential when creating or updating cyber security glossaries. For
instance, SANS has a cyber security glossary, but it is much more focused on terms from the
Infrastructure category than any other category. However, collaboration between SANS and other
groups may be a feasible path moving forward [136].

Future work towards harmonizing terminology could include developing an online learning system
that perpetually updates a glossary of terms according to the four terminology standard guidelines
provided in this thesis. Researchers could continually scrape publications and databases for
relevant words and phrases, and future work along this path should more systematically
incorporate dictionary terms, to avoid the risk of overlooking important terminology.

Future applications of this research can also include more on how to optimize security papers for
search engines, and how to optimize security literature review searches. Finally, Category 6 in
Table 11 may outline other new or underserved areas of cyber security research.

Cyber security is a field of many disciplines. Bringing those disciplines together into a cohesive

system will be what moves us past the challenges of today and into a future where security
bridges their gaps and thereby accelerates innovation.
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