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Abstract

In this thesis, we present two lines of research developing tools that, in addition to
being of independent theoretical interest, yield improved protocols for secure out-
sourcing of computation:

Succinct Garbling Schemes.

A garbling scheme is a way to encode a program P and input z as P and #
such that P can be evaluated on Z to obtain P(z), but (P, %) reveals nothing
more than P(x).

We devise an efficient garbling scheme, based on the recent notion of indistin-
guishability obfuscation, in which the RAM running time and space usage of P
on x are each the same as for P on Z.

No-Signaling Multi-Prover Interactive Proofs.

A multi-prover interactive proof (MIP) is a protocol by a which a “verifier”
can ascertain the truth of a mathematical statement by interacting with two or
more “provers” that cannot communicate with each other.

We devise an MIP that achieves better efficiency and stronger soundness guaran-
tees than previous constructions. In terms of efficiency, our MIP allows proving
many statements with roughly the same (small) communication complexity as
is required to prove a single statement. The soundness guarantee is that the
verifier cannot be fooled even by malicious provers that can, in a very limited
sense, collude in their messages to the verifier.

The latter guarantee crucially enables an application to delegation of computa-
tion. Specifically, we obtain a protocol by which a weak device can outsource
expensive computations to a powerful but untrusted server, while being assured
that the computation is performed correctly.

Thesis Supervisor: Shafi Goldwasser
Title: RSA Professor of Electrical Engineering and Computer Science
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Chapter 1

Introduction

An old adage states, “If you need something done right, do it yourself.” In other
words, there is a choice to be made. One can either live an easy life, delegating tasks
to others, or one can have confidence that the tasks are done correctly. One surprising
lesson of modern cryptography is that it is often possible to achieve the best of both
worlds.

This is exemplified in delegation of computation, where the goal is to solve the
following problem. One party (a “client”) wishes to perform a computation (evalu-
ating a function f on an input z) but is highly resource constrained. Imagine that
this computation is expensive and is critically important to get right and/or involves
private data. Specific examples of such computations might include “ Does radar data
indicate an incoming attack?” or “Does a patient’s genetic data indicate increased
risk of disease?”.

There are two trivial yet unsatisfactory approaches by which the client may obtain

f().

o (Direct Computation) The first approach asks the client to compute f(x) on its
own. Depending on the client’s resource constraints, this may be prohibitively
expensive or impossible.

e (Outsourcing) In the second approach, the client sends f and z to a server and
asks for the result f(x). This approach corresponds to using a cloud “compu-
tation as a service” offering, or even simply to using less trusted (e.g., foreign
manufactured) computing chips. The downside of this approach is that a bad
server may return some value not equal to f(z), for example out of laziness,
malice, or incompetence. Just as dangerously, the server might learn private
information about the provided computation.

In this thesis, we construct improved protocols that achieve the efficiency benefits of
outsourcing, while simultaneously achieving the integrity and privacy guarantees of
~direct computation. To do this, we first construct two main technical tools: succinct
garbling schemes and no-signaling multi-prover interactive proofs (MIPs).
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1.1 Succinct Garbling

A garbling scheme G converts programs and input values into “opaque” constructs
that reveal nothing but the corresponding output values. That is, G turns a program
P into a garbled program P and, separately, turns a value x into a garbled input
%, with the guarantees that P(X) = P(z) but the pair (P,%) reveals only P(z).
Originally conceived by Yao [Yao86], garbling schemes are a pillar of cryptographic
protocol design, with numerous applications such as secure two-party and multiparty
computation protocols, verifiable delegation schemes, randomized encoding schemes,
one time programs, and functional encryption.

A drawback of Yao's construction is that the size and runtime of P are proportional
to the size of P when represented as a circuit. This drawback is especially pronounced
in situations where the input z is much larger than the program’s size or RAM runtime
— as in, say, keyword search in a large-but-sorted database — or when the runtime
of the plaintext program varies from input to input. In these situations, the program
P being garbled has a succinct representation, e.g. as a Turing or RAM machine,
and converting P into a circuit incurs an exponential increase in its size.

Because of this drawback, there has been a sequence of work seeking to directly
garble succinctly represented programs with better efficiency. In particular, two goals
are the following:

® (Succinctness) A garbling scheme is succinct if whenever P has description
length ¢, then P has description length poly(¢), and moreover is computable
from P in time poly(¥).

e (Per-Instance Complexity Preservation) A garbling scheme preserves per-instance
complexity if whenever P runs in time T (resp., space S) on an input z, then P
runs in time O(T') (resp., space O(S)) on input X

Goldwasser et al. [GKP*13] construct a succinct garbling scheme for Turing ma-
chines, namely a scheme where the size, runtime and space requirements of the garbled
program are proportional to those of the Turing machine representation of the plain-
text program. The security of their scheme relies on strong extractability assumptions
that, loosely speaking, postulate the existence of an efficient algorithm for extracting
secrets from a certain class of adversaries. Such assumptions are often viewed as
problematic — technically speaking they are not complexity assumptions, as formal-
ized by Goldwasser and Kalai [GK16], nor are they even “falsifiable” assumptions, as
defined by Naor [Nao03] and Gentry and Wichs [GW11].

Another line of work initiated by Lu and Ostrovsky [LO13, GHL*14, GLOS15]
constructs, from standard cryptographic assumptions (by now one-way functions),
garbling schemes for RAM programs that preserve per-instance complexity. On the
one hand, this is a great improvement, as in many cases RAM machines run expo-
nentially faster than any equivalent Turing machine. In particular, RAM machines
can for some tasks run in sublinear time. On the other hand, these schemes all fail
to achieve succinctness. In particular, the size of a garbled RAM program is as large
as its worst-case running time.

10



Garbling schemes for Turing machines that are both succinct and complexity-
preserving were more recently developed based on the assumptions of indistinguisha-
bility obfuscation (IO) for circuits and injective one-way functions [BGL* 15, CHJV15,
KLW15]. The following questions remained open:

Does there ezist a fully succinct garbling scheme for RAM programs? If
so, under what assumptions?

Any advancement on this question directly applies to the many applications of suc-
cinct garbling.

In this thesis, we obtain the following affirmative answer, based on the ITCS 2016
paper “Fully Succinct Garbled RAM” by Canetti and Holmgren.

Informal Theorem 1.1 ([CH16]). If injective one-way functions and indistinguisha-
bility obfuscation for circuits exist, then there is a fully succinct garbling scheme for
RAM programs.

Applications of Succinct Garbling. Succinct garbling schemes have many usages
in secure computation. The basic paradigm is to reduce the amount of computation
that must be performed in a trusted manner. That is, if one needs to securely compute
P(z), one can instead securely compute (P,%) and from there evaluate P(X) in an
untrusted environment. This paradigm is applicable in a variety of contexts: multi-
party computation [IK00], delegation of computation [AIK10], obfuscation [Appl4,
BGL*15, CHJV15], and more.

1.1.1 Memory Delegation

One extension of delegation involves computations that depend on a large amount of
auxiliary information. Consider, for instance, the following scenario.

Alice is a researcher who is embarking on a groundbreaking experiment that in-
volves collecting huge amounts of data over several months and then querying and
running analytics on the data in ways to be determined as the data accumulates.
Alas she does not have sufficient storage and processing power. Eve, who runs a
large competing lab, offers servers for rent, but charges proportionally to storage
and computing time. Can Alice make use of Eve’s offer while being guaranteed
that Eve does not learn or modify Alice’s data and algorithms? Can she do it at
a cost that’s reasonably proportional to the size of the actual data and resource re-
quirements? Repeatedly applying a protocol designed for one-off computations (e.g.,
[GKRO8a, KRR13, KRR14, RRR16|) would result in excessive work for Alice. Specifi-
cally, for each computation she outsources she must run in time (and communication)
proportional to her database size.

These considerations motivate memory delegation, in which after an initial setup
phase each outsourced computation requires a nearly constant amount of work on
Alice’s part.! Fortunately, most garbling schemes, including ours, can be extended
to support memory delegation.

! More precisely, the amount of work is a polynomial in the program size and a security parameter.
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Adaptive Security

The increased functionality of memory delegation brings with it the possibility of a
new, subtle vulnerability. Most garbling schemes are shown to have “static” security:
for any fired input z and program P, the distribution of (P,%) reveals only P(x).
However, in the scenario described above, P may be chosen much later than z, based
on information that has been published in the interim by external parties. In partic-
ular, this admits the possibility that an adversary seeking to learn x may influence
Alice into choosing P in a way that depends on X, thus bypassing static security
guarantees. ‘Although this may seem far-fetched, it is analogous to fruitful efforts by
Allied code-breakers during World War II to manipulate Germans into encrypting
specific messages (e.g., the locations of planted British naval mines).

Adaptive security is considered in [GKR08b, BHR12, HJO" 16| in the context of
(non-succinct) garbled circuits. An adaptive garbling scheme for Turing machines is
constructed in [AS16]. Still, adaptive security had not been achieved in the pertinent
setting of succinct and persistent RAM garbling.

We would like a scheme to allow a user to garble an initial memory, and then
garble RAM programs that arrive one by one in sequence. The machines should be
able to read from and write to the memory, and also produce output. It should be
guaranteed that:

1. (Correctness) Running the garbled programs one after another in sequence
on the garbled memory results in the same sequence of outputs as running the
plaintext machines one by one in sequence on the plaintext memory.

2. (Security) The view of any adversary that generates a database and programs
and obtains their garbled versions is simulatable by a machine that sees only
the initial database size and sequence of outputs of the plaintext programs
when run in sequence on the plaintext database. This should hold even when
the adversary chooses new plaintext programs adaptively, based on the garbled
memory and garbled programs seen so far.

3. (Efficiency) The costs of all operations are comparable to what would anyways
be required in an insecure solution. Specifically, up to polynomial factors in a
security parameter:

e Memory garbling takes linear time.

e Program garbling takes polynomial time (in the size of the program, not
its running time).

e A garbled program’s running time and space usage are the same as those
of the plaintext program.

In this thesis, we show (based on the TCC 2016-B paper “Adaptive Succinct
Garbled RAM or: How To Delegate Your Database” by Canetti, Chen, Holmgren,
and Raykova) that one can construct an adaptively secure fully succinct garbling
scheme for RAM programs, based on nearly the same computational assumptions as
in the non-adaptive case.
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Informal Theorem 1.2 ([CCHRI16)). If indistinguishability obfuscation for circuits
exists, and if either factoring or the discrete log problem is hard, then there is an
adaptively secure memory delegation scheme.

1.2 No-Signaling PCPs and MIPs

A different approach to delegation relies on the powerful machinery of probabilistically
checkable proofs (PCPs), or closely related multi-prover interactive proofs (MIPs).
These protocols primarily achieve verifiability: on input a function f and input z, the
verifier’s output is either f(z) or L. It is possible using fully homomorphic encryption
to generically add secrecy to a delegation scheme, although this may incur a serious
loss in prover efficiency. The main benefit of these schemes is that they can be based
on milder assumptions and have the potential for greater generality and concrete
efficiency.

Probabilistically checkable proofs (PCPs) [BFLS91, ALM"98] allow verification
with very little communication. Specifically, they enable a prover to write a proof
string 7, but the verifier only needs to read very few locations in that proof (chosen
according to a specific distribution) in order to be convinced of the correctness of the
statement. Kilian [Kil92] translated this into an argument system using collision re-
sistant hash families (CRHFs). CRHFs allow a prover to produce a short commitment
to a long string (the PCP proof string 7), and subsequently to credibly reveal specific
locations of the committed string with a short proof. Kilian’s protocol involves the
exchange of 4 messages between the prover and the verifier.

A central question is to what degree a verifiable computation protocol can be
made non-interactive, and under what assumptions. Micali [Mic94] observed that,
following ideas of Fiat and Shamir [FS86], Kilian’s protocol can be made entirely
non-interactive in the random oracle model. However, random oracles do not exist
in the real world. Indeed it was shown by Canetti, Goldreich, and Halevi that there
are protocols that are secure in the random oracle model, but for which replacing the
random oracle by any concrete hash family results in an insecure protocol [CGHYS].
Moreover, even the specific round reduction heuristic of [FS86] is highly suspect. In
particular, Goldwasser and Kalai demonstrated a protocol for which the heuristic fails
for every hash family [GK03].

Biehl, Meyer, and Wetzel [BMW98] proposed an alternative approach for reducing
the message complexity to 2 using any (computational) private information retrieval
scheme. For simplicity, in what follows, we explain their idea in terms of a fully
homomorphic encryption scheme (FHE). This is an encryption scheme that allows
publicly computing Enc(f(z)) from Enc(z) for any function f, in time comparable to
that required just to compute f.

In their proposed delegation scheme, the verifier samples PCP queries qq, ..., g
and sends Enc(q;), ..., Enc(gx) to the prover, with each query encrypted under a dif-
ferent key. The prover generates the PCP string 7, and (using the FHE functionality)
sends back Enc(m,,), ..., Enc(m,, ). The verifier decrypts each answer, and checks that
the returned answers are consistent with a valid PCP string. The intuition behind

13



this construction is that because each query is encrypted under an independently
generated key, a cheating prover should not be able to correlate the answers and will
therefore respond as if according to a predetermined string 7. However, this intuition
is not correct, as was shown by Dwork et al. [DLN*01].

The crux of the problem is that the standard notion of “semantic security” for an
encryption scheme does not actually force an adversary to answer each query locally;
rather, it guarantees that the distribution of answers returned under a subset of keys
does not depend on the queries encrypted under other keys. The latter property
of an answer-generating process is called “no-signaling”, and it is not the same as
locality (e.g., [CHSH69]). It was later shown by Dodis et al. [DHRW16] that there are .
pathological encryption schemes for which this difference actually can be exploited,
leading to an attack on the scheme of [BMW98]. The approach of [BMWO98] is sound,
however, if the underlying PCP is sound against no-signaling provers.

No-Signaling Sound PCPs Kalai, Raz, and Rothblum [KRR14] constructed a
PCP for any polynomial-time computable language £ with soundness against no-
signaling strategies and the following efficiency:

e The verifier runs in nearly linear time, and makes a polylogarithmic number of
queries to the proof string.

e The (honest) proof is a string of polynomial length over an alphabet of poly-
logarithmic size, and is computable in polynomial time.

Combining this with the transformation of [BMW98] yields a delegation protocol for
P.

One extension of delegation concerns computations in which a prover has auxiliary
information, also called a witness, with which the truth of its claim is more easily
verified (say in polynomial time). Protocols in this setting are called NP delegation
protocols.

A trivial solution to NP delegation is for the prover to first send its witness to the
verifier. The problem is then reduced to P delegation, with the following caveats:

e The communication from the prover to verifier is at least the length of the
witness, which may be very large.

e The reduction adds an additional round of interaction to the protocol.

In this thesis, we describe (based on the STOC 2017 paper “Non-Interactive RAM
and Batch NP Delegation from any PIR” by Brakerski, Holmgren, and Kalai) a no-
signaling PCP for “batch NP”.

Informal Theorem 1.3 ([BHK17]). For any NP language L with witnesses of length

m, and for any k, there is a PCP for L* with soundness against no-signaling strategies,
in which the number of verifier queries is m - polylog(k).

14



This in particular yields a 2-message protocol for delegation in which, if a prover
wants to prove many statements, the total communication is roughly the length of
a single witness rather than the sum of the witness lengths. This protocol also has
additional desirable properties, such as RAM efficiency for the prover and adaptive
soundness in the case of P delegation.
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Chapter 2

Preliminaries

We begin with some basic notations.

We write N to denote the set of positive integers. For any non-negative integer
n, we write [n] to denote the set {1,2,...,n}.

When A and B are sets, we write A L B to denote the disjoint union of A and
B.

For a set X and a set Y, Func(X,Y) or XY denotes the set of all functions
from X to Y.

For n € N, X™ denotes the set of n-tuples of elements of X.

X* denotes U;enX°.

For a set S C [n], S = {i1,...,4} with 4y < --- < 4, and a sequence
a = (a1,...,a,) € X" we write ds to denote the tuple (a;,...,a;,). We

use analogous notation for subsequences of infinite sequences (XV). More gen-
erally, if f is a function from X to Y, and if S is a subset of X, we write f(S) to
denote {f(x): xz € S}. If S is an ordered set, f(S) inherits the same ordering.

For a finite set S, we write /g to denote the worst-case length of binary strings
encoding elements of S (typically this will be [log(|S l)w ). We identify S with a

subset of {0, 1}%s.

For a randomized algorithm A, we write A(x;7) to denote the result of running
A on input z with randomness r.

Definition 2.1 (Negligible Functions). A function v : N — [0, 1] is negligible if v(n)
is O(n=°) for every ¢ > 0.

2.1

Ensembles of Circuits and Distributions

Definition 2.2 (Circuit Ensembles). A circuit ensemble is a collection of boolean
circuits {Ch}rer indexed by some “index set” I.

17



Most commonly 7 is the set of natural numbers N, and we sometimes just write
{C»} or {C\}, (possibly with a different variable instead of ) when this is the case.
We will frequently be concerned with the size of C) as a function of .

Definition 2.3. For any function s : N — N, we say that {C\} is a size-s circuit
ensemble if |Cy| = O(s(A\)). The ensemble is said to be polynomial size if it is size-A°
for some c.

Definition 2.4 (Concrete Computational Indistinguishability). For any s € N and
anyd € (0,1), a random variable X is said to be computationally (s, §)-indistinguishable
from a random variable Y if for every size-s circuit C,

| PriC(X) = 1] - Pr[C(Y) =1]| < 6.

For the following definitions, let s : N - N and § : N — (0,1) be arbitary
functions.

Definition 2.5 (Asymptotic Computational Indistinguishability). Two ensembles of
random variables X = {X)} en andY = {Y)}en are computationally d-indistinguishable
(denoted X =5 Y ) if for every polynomial size circuit ensemble {Ax}xen, it holds that

‘Pr [(Ca(X) = 1] = Pr[Ca(vh) = 1]] < 0(6(N)).

We say simply that X is computationally indistinguishable from Y (denoted X =Y)
if X is A\~¢-computationally indistinguishable from 'Y for every ¢ > 0.

Definition 2.6 (Statistical Distance). The statistical distance between two random
variables X and Y, each with countable support, is
1
> 5-‘Pr[X:z]—Pr[Y:z]'.

z&€Supp(X)USupp(Y)

2.2 Basic Cryptographic Primitives

Definition 2.7 (Oblivious RAM [GO96]). An oblivious RAM (ORAM) is a pair of
algorithms (OMem, OProg)! such that

e OMem is a probabilistic algorithm that takes as input a security parameter 1*
and an input x € {0,1}", and outputs a memory configuration X'.

e OProg is a polynomial time algorithm that takes as input a security parameter
1* and a RAM machine M, and outputs a new probabilistic RAM machine M.

1ORAM is sometimes viewed as a transformation only on a RAM machine. When implemented
in this way, a transformed machine first runs for an Q(n)-time setup phase, and therefore cannot
support sublinear time computations.

18



An ORAM is required to satisfy the following correctness, efficiency, and security
properties.

Let M be a polynomial-time RAM machine and let x be an input. Consider
the probability space defined by sampling x' < OMem(1*,z), and define M' =
OProg(1*, M).

Correctness and Efficiency. If M executed on x yields output y within time T,
then with all but negligible (in X) probability, M’ executed on X' must yield y within
time O(T) steps.

Security. Let addr’ denote the sequence of memory addresses accessed by M' when
executed on x'. The distribution of addr’ must depend (up to negligible statistical
distance) only on the space usage of M, and the running time of M on x,

Definition 2.8 (One-Way Function). A function f : {0,1}* — {0,1}* s a é-secure
one-way function if it is computable in polynomial time, and for every polynomial size
circuit ensemble {Ax}aen, it holds that

Pr(f(a") = f(x)] < O(6(N))

in the probability space defined by sampling x < {0,1}* and defining z’ = A\(f(x)).

Definition 2.9 (Puncturable PRFs [BW13, BGI14, KPTZ13]). A d-secure punc-
turable pseudo-random function (PPRF) family is an ensemble F = {Fr} of function
families

Fo={F: {01} - {0, 13"},

each indezed by a key space Ky that without loss of generality is {0,1}¥®) for some
polynomial ¢(-). The PPRF family is required to have associated polynomial time
algorithms (F.Eval, F.Puncture, F.PuncEval) that satisfy the following properties.

Correctness. For all z € {0,1}*, all A € N, all k € K, and all i € N, it holds
that F.Eval(k,x,i) = Fy(x);.

Punctured Correctness. For all S C {0,1}*, allz € {0,1}*\ S, all A € N, all
k € Ky, and all? € N, it holds that

f.PuncEvaI(f.Puncture(k, S),.’L‘,’i) = Fi(x);. (2.1)

For ease of notation, we write Fy,(x); and F.Eval(k, z,1) interchangeably, and we

write k{S} to denote F.Puncture(k,S). We write Fy;sy(x); as short-hand for the
left-hand side of Eq. (2.1).
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Pseudorandomness. For every polynomial-sized ensemble { Ay} of (inputless) or-
acle circuits, it holds that

Pr [Al() = 1] -

U
=1l < .
ki UeFunc({lg,Ii}*,{O,l}*)[A)‘ () =1]} < 0(6(A))
Pseudorandomness at Non-Adaptively Punctured Points. For all ensembles
{S)} of polynomial-length® subsets of {0,1}*, and all polynomial-size ensembles of
oracle circuits { Ay}, it holds that

F;
Pr AR k(S =11 P [A{R{S)) = 11| < 00),
U «Func(S,{0,1}Y)

where Fy|s, denotes the restriction of the function Fy to Sy.

Remark 2.10. Our definition of a puncturable PRF family differs from the usual
definition in that, for a given key k, we do not have any bound on the input or output
length of Fy. Our definition implies the usual one, and is achieved by the construction
of [GGMS86] when combined with a prefix-free code in the natural way.

Definition 2.11 (Collision Resistant Hashing). A length-halving collision resistant
hash family is a distribution ensemble {Hx} en, where Hy is a distribution on circuits
with 2\ input bits and X output bits satisfying:

Efficient Sampleability. There is a p.p.t. algorithm that on input 1* outputs a
sample from Hy.

Collision Resistance. For every polynomial size circuit ensemble {Ay}:
Pr((z # o) A (h(x) = h(x))] < negl()
in the probability space defined by sampling

h + H)\
(z,2") « Ax(h)

Below we define the notion of a computational PIR scheme with polylogarithmic suc-
cinctness, and then proceed to derive a variant that will be useful for our construction.

Definition 2.12. A 2-message private information retrieval (PIR) scheme over al-
phabet T' = Ty, with log || < poly()), is a tuple of p.p.t. algorithms (PIR.Send,
PIR.Respond, PIR.Decode), where:

e (q,5) + PIRSend(1*,i,N): given 1* and some i, N € N such that i < N,
outputs a query string q and a secret state s.

Here by the “length” of a subset S C {0,1}*, we mean }__ ¢ |z|.
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e a < PIR.Respond(q, D): given a query string q and a database D € TN, outputs
a response string a.

e 1 < PIR.Decode(s,a): given an answer a and state s, outputs an elementx € T

We say that the scheme is a polylogarithmic PIR if |a| = poly(),log(N)). We say
that it is (perfectly) correct if for alli < N < 2* and D € T'V it holds that when setting
(¢,s) < PIR.Send(1*,7, N), a +- PIR.Respond(1*, ¢, D), and x <+ PIR.Decode(1*, 5, a),
then x = D3] with probability 1.

We say that the scheme is secure if for any sequence of Ny = poly(A), iy, ¢\ < Ny
it holds that g = ¢, where: (g, s) + PIR.Send(1*,i, N), (¢, s') + PIR.Send(1*,7, N).

It had been shown in [IKOO05] that a succinct 2-message PIR implies the existence
of a family of collision resistant hash functions. Succinct PIR can be constructed
based on the ¢-hiding assumption [CMS99] or based on the existence of leveled fully
homomorphic encryption scheme [Gen09], which in turn can be based on the (polyno-
mial) hardness of approximating short-vector lattice problems (SIVP and GapSVP)
to within a polynomial factor in worst case lattices [BV14].

We define a variant that we call “succinct” PIR, where only a bound on the size
of the database N needs to be known. This notion will be useful for our construction
and can be derived from the standard notion of PIR as we explain below.

Definition 2.13. A succinct 2-message private information retrieval (PIR) scheme
over alphabet I = Ty, with log |T'| < poly()), is a tuple of p.p.t. algorithms (ScPIR.Send,
ScPIR.Respond, ScPIR.Decode), where:

e (q,s) + ScPIR.Send(1*,4): given 1* and some i < 2*, outputs a query string q
and a secret state s.

e a < ScPIR.Respond(q, D): given a query string q¢ and a database D € ['S?",
outputs a response string a.

o = < ScPIR.Decode(s,a): given an answer a and state s, outputs an element
zel.

We say that the scheme is a succinct PIR if |a| = poly()). We say that it is (perfectly)
correct if for alli < 2* and D € IS?" with |D| > i it holds that when setting (g, s) +
ScPIR.Send(1%,7), a « ScPIR.Respond(1*, ¢, D), and z < ScPIR.Decode(1%,s,a),
then x = D[i] with probability 1.

We say that the scheme is secure if for any sequences iy, it holds that ¢ = ¢,
where: (g, s) < ScPIR.Send(1%,1), (¢, s') < ScPIR.Send(1*, ).

Whereas the definition here is syntactically stronger (since N does not need to
be known), succinct PIR can be constructed from any polylogarithmic PIR scheme
as in Definition 2.12. This can be done by considering all databases of size 2!, for
t = 1,...,, and running the query algorithm on all of them in parallel. This will
incur an overhead of A which does not change the polynomial dependence on A.
Furthermore, specific constructions of PIR, e.g. from leveled homomorphic encryption,
can be adapted to the new definition without overhead at all.
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Definition 2.14 (Indistinguishability Obfuscation for Circuits [BGIT01]). A §-secure
indistinguishability obfuscator for circuits is a p.p.t. algorithm iO that takes as input
a security parameter 1* and a circuit C, and outputs a circuit C such that:

Correctness. With probability 1, C and C compute the same function — that is,
for every z, C(x) = C(x).

Security. Let {C(O)} and {Cgl)}/\ be any two polynomial-sized ensembles of cir-

cuits. If for every A, the circuits C)(\O) and C’,(\l) have the same size and compute the
same function (we succinctly denote these conditions by writing C’io) = C’/(\l) ), then
the distribution ensembles {l(’)(l’\ C(O))}/\ and {i(’)(l)‘,C’f\l))}A are computationally
d-indistinguishable.

The security definition of indistinguishability obfuscation given above actually
implies the following useful (and ostensibly stronger) security property.

Claim 2.14.1 (Distributional 10 Security). Suppose that iO is a d-secure indistin-

guishability obfuscator for circuits, and let {CE\O)} and {Cgl)} be two ensembles of cir-
cuit distributions. Let s : N — N be a polynomially-bounded function and € : N — R
be any function such that for all A:

e Both C/(\O) and Cf\l) are distributions on size s(\) circuits.

o When sampling C© C)(\O) and CWV Cf\l), the distributions of the function-
alities® of C(© and CV are €()\)-close in total variational distance.

Then the distributions of C© and CO are computationally (e + 8)-indistinguishable
in the probability space defined by sampling

Cc® ¢
C ) C( )
2.2
CO |O(1’\ C(0 ) (22)
C(l) «—io(1*, cW).

Proof. Suppose for contradiction that for some polynomial-sized circuit ensemble A =
{A,}, it holds for infinitely many X that

Pr[Ay(G©®) = 1] — Pr[A,(CM) = 1]1 > w(e(X) + (V) (2.3)

in the probability space (2.2). Let A denote the set of A for which Eq. (2.3) holds.
For A € A, Eq. (2.3) also holds in a probability space where:

3Note that we are not requiring that C /(\O) and Cgl) themselves be statistically close — indeed, they
may even be disjoint.
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1. C® and C® are each individually distributed as in (2.2), but are jointly dis-
tributed so that
Pr[C® = CW] > 1 — ().

The existence of such a joint distribution is one of many equivalent characteri-
zations of the total variational distance.

2. Conditioned on the values of C(® and C®, the obfuscations C® and C® are
distributed as in (2.2).

In this probability space, let EQv denote the event that C® = C®). It then holds
that

w(e() + (X)) < |PrlAN(C®) = 1] - Pr[A,(CY) = 1]

< Pr[-EqQv] + ‘ Pr[A\(C®) = 1 A EQV] — Pr[A,(CY) = 1 A EqV]

By averaging, there must exist a pair of functionally equivalent size-s(\) circuits C',(\O)
and C’/(\l) for every A € A, such that

Pr[A,(C©@) = 1|CO = ¢O] - Pr[4,(CD) = 1|CV = ¢D]| > w(8(\)).

This contradicts the assumption that iQ is §-secure. O

One stronger and easier to apply notion of security for a circuit obfuscator is that
of differing input obfuscation. Roughly speaking, this notion requires that if it is
difficult to find an input z for which Cy(x) # C(z) for some distribution over circuit
pairs (Cp, C}), then an obfuscation of C; is computationally indistinguishable from
an obfuscation of C;.

Definition 2.15 (Differing-Inputs Sampler [ABG 13, BCP14]). A p.p.t. algorithm
Sam is a differing-inputs circuit sampler if for all polynomial size circuit ensembles
{Ax}, there exists a negligible function v such that:

Pr[Co(z) # Ci(2)] < v(N)
in the probability space defined by sampling

(Co, Cy, aux) + Sam(1?*)
T <« A)\(Co, 01, aux).

Definition 2.16 (Differing-Inputs Obfuscation [ABG*13, BCP14]). O is a differing-
inputs obfuscator for a differing-inputs circuit sampler Sam if (Cy, aux) and (Cy, aux)
are computationally indistinguishable in the probability space defined by sampling

(Co, C1, aux) « Sam(1*)
éo — O(].)‘, Co)
Ci « 0(1*, Cy).
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Boyle, Chung and Pass show that an indistinguishability obfuscator is also a

differing-input obfuscator for functions with only polynomially many differing-inputs
[BCP14].

Theorem 2.17 ([BCP14]). Suppose that for a differing-inputs circuit sampler Sam,
it holds with probability 1 over sampling (Co, C1, aux) <~ Sam(1*) that

{z : Col(z) # Ci(z)}| < p(A)
for some polynomial p.

Then any indistinguishability obfuscator is also a differing-input obfuscator for
Sam.
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Chapter 3

Garbling Schemes and Randomized
Encodings

This chapter is based on the ITCS 2016 paper “Fully Succinct Garbled RAM” by
Canetti and Holmgren. ‘

The construction is in several stages, where each successive stage achieves a
stronger notion of security.” The starting point is the scheme of Koppula, Lewko,
and Waters [KLW15], which can be viewed as a very weak garbling scheme for RAM
machines. This scheme guarantees indistinguishability that a garbling of (Mp,z) is
indistinguishable from a garbling of (M, z) iff the computations have identical tran-
scripts (sequences of internal control states and memory operations). We refer to this
security property as same transcript indistinguishability.

We next generically upgrade any garbling scheme satisfying same transcript indis-
tinguishability into a scheme that satisfies full security. This proceeds in two steps.
First, we construct a garbler that satisfies “same address indistinguishability”, mean-
ing that as long as M, accesses the same sequences of addresses on = as M; does,
then the garblings of My and M; will be indistinguishable.

Finally, we combine any garbling scheme satisfying same address indistinguisha-
bility with an oblivious RAM compiler, a notion originally due to Goldreich and
Ostrovsky [GO96]. Oblivious RAMs were originally developed in the context of hid-
ing the address access patterns of CPUs that act as a “black box”. Although neither
indistinguishability obfuscation nor our “same address indistinguishability” garblers
truly realize this idealization, we are able to show that a specific ORAM, due to
Chung and Pass [CP13], suffices in our setting.

3.1 Technical Overview

The bulk of our technical contribution lies in our construction of a fully secure garbler
from one that satisfies only same address indistinguishability. We use the following
formalization of an ORAM. An ORAM consists of a probabilistic algorithm OMem,
which transforms an input x into an initial memory configuration x’, and a deter-
ministic algorithm OProg, which transforms a RAM machine M into a probabilistic
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RAM machine M.

The main difficulty for us, and the essential difference between RAM machines and
Turing machines, is that in general, oblivious RAMs (ORAM) rely on randomness,
which must be kept secret. In our case, we must reconcile this with the fact that
we can directly garble only deterministic programs. Because we aim to construct a
succinct garbler, we cannot afford to hard-wire a huge amount of randomness.

Our construction instead garbles a RAM machine M” that is equipped with a
PRF F (described by a small seed), and emulates M’, at the it" step using F(7) as
the contents of its random tape. To prove security, we will require that F' is actually
a puncturable PRF (see Definition 2.9), and we will require that the ORAM satisfies a
certain “puncture-friendly” property that in fact implies the usual notions of ORAM
security.

For any fixed M and z, view the sequence @ of addresses accessed by M’ on x’ as
a (deterministic) function of the randomness used by OMem in generating x’ and the
randomness used in the execution of M’. Think of these two sources of randomness
as comprising a single random tape. We require that this function is “blockwise
decomposable”; in the following sense. The sequence @ must be decomposable into
a sequence of (short, equally-sized) blocks of i.i.d. addresses @ = (ay,...,ar), such
that each a; is a function of a small portion of the random tape, and moreover no
two blocks depend on overlapping portions. Suppose that each block consists of 7
sequentially accessed addresses.

To prove this construction achieves full security, we consider for any RAM machine
M and input z, the distribution of (M, X) obtained by garbling M and xz. We present
a sequence of changes to the RAM program M" which change the distribution of
(M, x) only in a computationally indistinguishable way. Through these changes, we
will obtain a distribution that depends only on M(z).

To describe the changing functionality of M”, it will be convenient to describe its
behavior in terms of two types of steps.

e In a real execution step, M"” runs M’ for 7 steps, using the PPRF F' to provide
randomness as described above.

e In a dummy execution step, M"” samples 7 addresses from an appropriate “sim-
ulated” distribution, using a different PPRF G for randomness, and accesses
these addresses.!

We progress through a sequence of distributions in which for some 1, M is the
garbling of a RAM machine M"” that performs T — i real execution steps, followed
by ¢ dummy steps. Our challenge is to show that incrementing ¢ does not noticeably
affect the distribution of (1\71, x). We take a punctured programming approach [SW]
to demonstrating this.

1. Because the (T'—4)™ block of accessed addresses depends on an otherwise unused
part of F', we puncture F' at this part, and use independent randomness in its
place. This change is indistinguishable by the punctured PRF security of F'.

1 The exact type of access is irrelevant; it could be for example be a read, or a write of an arbitrary
value.
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2. We unpuncture F, and instead simply hard-code the addresses @r—; to access in
the (T'—14)™ step. We also puncture G at the places where its evaluations would
have been used in the (T — i)®* step if a dummy step were to be performed.
This change is indistinguishable by the same address indistinguishability of the
base garbling scheme.

3. We change the (T — i)™ step to actually be a dummy step. This change is
indistinguishable by the punctured PRF security of G.

3.1.1 RAM Machines and Computations

In this chapter, we will always use the “CPU circuit” representation of (bounded)
RAMs, as described in Appendix A.2. Recall that this representation includes a
syntactic bound on the worst-case space usage of the RAM machine.

Definition 3.1. A RAM computation is a pair (M, x) consisting of a (bounded) RAM
machine M and an input x.

Classes of RAM Computation Ensembles In all of our constructions, we will
study the asymptotic behavior (efficiency and security) on ensembles of RAM compu-
tations — a collection of computations {(My, Tx)}ren. For the sake of cleanly stating
general results, we several important classes of ensembles.

Definition 3.2. An ensemble {(My,x,)} is polynomial size if for some polynomial
poly, the sizes of both My and x, are bounded by poly(\).

Definition 3.3. For any function T : N — N, an ensemble {(My,z,)} is in TIME(T)
if the running time of My on xy is O(T()N)).

Definition 3.4. An ensemble {(M), x,)} is polynomial time if it is in TIME(X®) for
some ¢ > 0.

3.1.2 Garbling

Definition 3.5. A §-secure garbling scheme for a class 9 of RAM computations is
a tuple of algorithms (KeyGen, GbPrg, GbMem) satisfying the following properties for
every ensemble {(My,z))} € M of RAM computations.

Consider the ensemble of probability spaces defined by sampling

K, + KeyGen(1?*)
M, GbPrg(K,\, M)\) (31)
X) GbMem(KA,x,\).

Let Ty denote the running time of My on z, and let S\ denote the (syntactic) bound
on the space usage of My. In what follows we omit the X\ subscript and instead work
with expressions that are implicitly functions of .
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Correctness. The scheme is correct if with all but negligible (in \) probability, it
holds that M(X) = M (z).

Efficiency. The scheme is efficient if KeyGen, GbPrg, and GbMem are all probabilis-
tic polynomial time algorithms. This property is sometimes also called succinctness,
in contrast to schemes (e.g., [LO13]) in which the running time and output length of
GbPrg are both proportional to the (worst-case) running time of M.

Efficiency Preservation. The scheme is efficiency preserving if
e The running time of M on % is T - poly(\, log T, log S).

e M'’s space usage is (syntactically) bounded by S - poly(A).

Security. The scheme is d-secure if there is a p.p.t. algorithm Sim such that the
distribution of (M, X) in (3.1) is computationally §-indistinguishable from

Sim(1*, M(z), |M|, ||, T, S).

Theorem 3.6. If §-secure one-way functions, §-secure injective pseudo-random gen-
erators, and §-secure indistinguishability obfuscation for circuits exist, then there is
a d-secure garbling scheme for the class of polynomial size, polynomial time RAM
computations.

Sections 3.2 to 3.5 are devoted to proving Theorem 3.6.

3.2 Same Transcript Indistinguishability

We first construct a garbling scheme satisfying a very weak form of security. Recall
that a RAM machine’s computation transcript on an input s is a list of each of the
successive memory configurations and internal control states reached in an execution
on s.

Definition 3.7. A garbling scheme G = (KeyGen, GbPrg, GbMem) for 9 satisfies
same-transcript d-indistinguishability if for all RAM computation ensembles {(Mio), zx)}
and {(Mﬁl),x,\)} in 9N, the following holds.

If for all A, the executions of M/SO) on zy and of M/(\l) on x produce identical tran-
scripts, then the garblings (Mg, X) and (M, X) are computationally 6-indistinguishable
in the probability space defined by sampling

K + KeyGen(1?)

M, « GbPrg(K, M”)
M, + GbPrg(K, M)
X + GbMem(K, ).
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The non-triviality of Definition 3.7 stems from the possibility that two RAM
machines M, and M; may produce the same transcripts only when executed on a
subset of their possible inputs. Moreover, M, and M; may be distinguishable by a
malicious evaluator that tampers with their memories and internal control states.

Theorem 3.8. If §-secure one-way functions, §-secure injective pseudo-random gen-
erators, and 0-secure indistinguishability obfuscation for circuits exist, then there is a
garbling scheme that satisfies same-transcript (T - §)-indistinguishability for the class
of polynomial size, time-T RAM computations.

Theorem 3.8 is implicit in [KLW15]. A stronger version of this theorem (with
marginally stronger assumptions) is proved in Chapter 5.

3.3 Same Memory Indistinguishability

Again assuming that one-way functions exist, we upgrade any garbling scheme that
satisfies same-transcript indistinguishability into one that satisfies a slightly stronger
notion of security, which we call same-memory indistinguishability. A garbling scheme
is said to satisfy same-memory indistinguishability if the garblings of two different
machine-input pairs are indistinguishable as long as they induce the same memory
accesses. Notably, it is possible for the two machines to have differing sequences of
internal control states.

Definition 3.9. A garbling scheme (KeyGen, GbPrg, GbMem) for 9t satisfies same-
memory J-indistinguishability if for all equally-sized ensembles of RAM computations
(M2 23)} and {(MP, z,)} in M, the following holds.

If for each A, it holds that M/{O) (za) = Mk(l)(a:,\) and additionally the two corre-
sponding transcripts differ only on their sequences of internal control states, then the
garblings (Mo,i) and (IVII,)?) are computationally §-indistinguishable in the proba-
bility space defined by sampling

K + KeyGen(1?)

M, + GbPrg(K, M)
M, « GbPrg(K, M")
x < GbMem(K, z,).

3.3.1 Construction

Given a garbling scheme G’ = (KeyGen’, GbPrg’, GbMem') satisfying same-transcript
indistinguishability and a puncturable PRF family 7 = {F,}, we construct a garbling
scheme G = (KeyGen, GbPrg, GbMem) satisfying same-memory indistinguishability.

Construction 3.10. We define G as follows:

o KeyGen(1?) samples K' + KeyGen'(1*) and samples F < Fx, and outputs
K = (1), K, F).
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e GbPrg(K, M) outputs GbPrg'(K', M'), where M’ is a RAM machine defined as
follows.

If M is given by a CPU circuit
C:Q@xW —=Q xO0psy

with initial, accepting, and rejecting states qo, Qacc, and qve n Q, then M’ is
given by the CPU circuit

C,[)" C» 4o, Gacc Qreja F] : Q/ x W — Q/ X OpsA,Wa
defined in Algorithm 1 with Q' oef {0,1}¢ for €' large enough that

Q 2 ({0,1}* x Q) U{gh, Goccr Ghe}

for some arbitrary fized values g4, G, e ¢ {0, 1}* x Q. The initial, accepting,
and rejecting states for C'[X, C, qo, Qace, Grej, F| are respectively defined to be g,
qgcci and q:ej' :

o GbMem(K, z) outputs GbMem'(K’, z).

W N =

N oo

8
9

Input: state ¢/, € @', read memory word Wreaa € W
if g, = g then t := 0; gin := qo;

else
Parse ¢, as (t,c);
gin := F(t) ® ¢

(qouta op) = C(Qina wread);

if gout = acc then return (g, ., op);
if gout = Grej then return (g, op);
Qout *= (t+1,F(t+1) D gou);
return (g, op);

Algorithm 1: CPU circuit C'[X, C, o, Gacc, Grej, F']- Emulates C, but encrypts
the RAM’s internal control state, using the PPRF F' to provide one-time pads.

3.3.2 Proof of Security

Theorem 3.11. If G’ satisfies same transcript §-indistinguishability, for polynomial
size, time-T computations, and if F is a §-secure puncturable PRF family, then G as
in Construction 3.10 satisfies same memory (T - §)-indistinguishability for polynomial
size, time-T computations.

Proof. Let {(M )(\0), z))} and {(M ,Sl), z)} be two polynomial size, time-T'(-) ensembles
of RAM computations that satisfy the preconditions of Definition 3.9. Namely, for
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all A, M /{0) (xy) =M S)(x x), and the two corresponding computation transcripts differ
only in their sequences of internal control states.

To prove Theorem 3.11, we need to show that two distribution ensembles, which
we denote by {RWE\O)} and {RWE\I)}, are computationally (7" - §)-indistinguishable.
Specifically, for b € {0, 1}, define RWE\b) to be the distribution on (M, X) obtained by
sampling

K <+ KeyGen(1%)
M « GbPrg(K, M)
%X + GbMem(K, z,).

We prove the indistinguishability of {RWE\O)} and {RW\"} via a hybrid argument.
Let Ty < T'()A) denote the running time of My on z,. For each ), we define T, hybrid
distributions 7—(&0), . ,HE\TAMU.

Hybrid #{’: For 0 <i < T\ — 1, hybrid #{ is defined to be the distribution on
(M, %) obtained by sampling:
1. K’ + KeyGen'(1"), and F « Fy.
2. M + GbPrg/(K’, M), where M’ is a RAM machine given by CPU circuit
C1A Co, Ch1, G0y Gaces Grejy Ta — 7 — Liout™, F] : Q' x W — Q' x Ops 4w
defined in Algorithm 1 with the following parameters:

e (Cp and C; are the CPU circuits that define the RAM machines M )(\0) and
M®.
® (o is the initial state of M §O), while gacc and g, are the accepting (resp.,

rejecting) states of M{".

)

e If the computation transcript of M )(\1 on xy is

1 1 1 1
(g, 0p3"), . ., (qffrf,op%f),

then out* & (¢, op(TlA)_i), where
Gace if ¢ = qacc
q, - q.l-ej if q = Grej

(Tn =i, F(Ty = 4) © ) ,)  if ¢ & {Gace Grej}

The initial, accepting, and rejecting states for C}[A, Co, C1, qo, Qaccs @rejs Tn — ¢ —
1, out*, F] are respectively defined to be g, g, and g;.

3. X + GbMem'(K’, z).

Theorem 3.11 directly follows from Claims 3.11.1 and 3.11.2 below.
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Input: state ¢/, € @', read memory word Wreaq
if ¢/, = ¢} then t := 0; gin := qo;
else
I' Parse ¢/, as (t,¢);
gin := F(t) ® ¢
if t = t* then return out* ;
if ¢ <¢* then (QOuta op) = CO(Qim wread) ;
if ¢ > t* then (qouta Op) = CVl(Qim wread) ;
if Gout = Qacc then return (¢,.., op);
if gout = Grej then return (g ;, op);
10 ¢l =0+ 1L F(t+1) gour);
11 return (g, op);
Algorithm 2: CPU circuit C}[\, Co, C1, o, Gacc, Grej, t*, OUt*, F]

B W N =

© 0w N o o;m

Claim 3.11.1. The distribution ensembles {H\'} and {RW} are computation-
ally 6-indistinguishable, and likewise {HSP ™V} and {RW{} are computationally
d-indistinguishable.

Proof. This directly follows from the assumption that G’ satisfies same transcript
d-indistinguishability. O

Claim 3.11.2. For all {i\} such that 0 < iy < Ty — 1 for every X\, the distribution

ensembles {HM} and {HA VY are computationally 6-indistinguishable.

Proof. We define hybrid distributions 'H(;"l) and ’Hgf’z) and show that
(P} s (R} s {7} s (MO,

Hybrid ’Hf\i’l): Hybrid 'Hg\i’l) is defined as the distribution on (M, %) obtained by
sampling:

1. K' + KeyGen'(1%), and F « F).

2. M «+ GbPrg'(K’, M"), where the RAM machine M’ is given by the CPU circuit
C4[\, Co, C1, o, Gaces Grejs T — & — 2,0ut*, out™, F| defined in Algorithm 3 with
the following parameters:

e Cy and C; are the CPU circuits that define the RAM machines M /&o) and
M».

e (o is the initial state of M /go)’ while gacc and gy; are the accepting (resp.,
rejecting) states of Mil).

e If the computation transcript of M /SO) on xy is

0 0 0 0
(@, 0p, ..., (qffrf,op(TfL

32



then out* & (¢*, 0pl®, ), where ¢* & (T —i — 1, F(T i~ 1) & o )-

e If the computation transcript of M N ) on z, is

1
(@, 005"), ..., (g5, 0p%)),

then out** & (g**, op(TlA)_i), where ¢** ! (T —4, F(T — i) ®qr_y).
3. X + GbMem'(K’, z,).

Input: state ¢/, € Q', read word Wyeaq
if ¢/, = q; then t := 0; ¢, := qo;
else

Parse ¢, as (t,¢);

if t = t* then return out*;

if t =t*+ 1 then return out* ;

=F(t)dec
if ¢ <t* then (QOuta Op) = CO(qina wread) ;
if t > t*+ 1 then (gou,op) := C1(Gin, Wread) ;
9 if ¢out = Qacc then return (¢, ., op);
10 if gout = Grej then return (g, op);
11 Goue := (L + 1, F(E+ 1) ® Gour);
12 return (g, op);
Algorithm 3: CPU circuit C}[\, Cy, C1, t*, out*, out™*, F|

[~ BN I A VU

® =

Hybrid #@?: Hybrid H®? is defined as the distribution on (M, %) obtained by
sampling:

1. K’ + KeyGen'(1*), and F + Fy.
2. M « GbPrg'(K’, M"), where the RAM machine M’ is given by the CPU circuit

Cy\, Co, C1, G0, Qace, Grej» Th — 1 — 1, out*, out™, F] described in Algorithm 3, with
the following parameters.

e Cy and C) are the CPU circuits that define the RAM machines M §0) and
M(l)

® (o is the initial state of M , while g.cc and g are the accepting (resp.,
rejecting) states of MA .

e If the computation transcript of M il) on x is

( (1) (1))

(1)
(q ’ °Po )a . qu\ ) OPT)‘

then out* & (¢, 0p{¥,_,), where ¢* S T-i-1,FT—-i-Dad’, ).

and out** %f (¢* ,op(TA)_i) where ¢** &f (T -4, F(T—14)® q( ) i)
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3. X « GbMem'(K’, z,).
We need to establish that
(V) ~ {HPV) & {(H) & (1)

The first and third indistinguishabilities follow by reduction to the fixed transcript
security of G’. The second indistinguishability follows by reduction to the pseudoran-
domness of F' at the selectively punctured point Ty — 2. O

This concludes the proof of Theorem 3.11. O

3.4 Same Address Indistinguishability

We now to construct a slightly stronger notion of garbling, which we call same-address
indistinguishability. Roughly, this security property requires that the data in memory
is hidden, but does not require that the sequence of accessed addresses is hidden.
As discussed in the introduction, in applications where the memory access pattern is
known not to leak sensitive information, this notion of garbling has the potential to be
significantly more efficient. In particular, the garbling scheme that we now construct
preserves the efficacy of memory caches, for which real-world RAM programs are
extensively optimized.

Definition 3.12. A garbling scheme (KeyGen, GbPrg, GbMem) for 9 satisfies same
address §- mdnstmguushabnhty {for all ensembles of equally-sized RAM computations
{(MAO),I/\ )} an d{ M/\ ,:v(l )} in 9N, the following holds.

If for each A, M/\ ( Ty ) = Mil) (x&l)) and additionally the two corresponding com-
putation transcripts differ only in the addresses accessed, then the garblings (Mg, Xo)
and (IVIl,fil) are computationally §-indistinguishable in the probability space defined

by sampling Gen(1})
K < KeyGen
M, « GbPrg(K, M)
M, « GbPrg(K, M)
Xo + GbMem(K x&o))
%, < GbMem(K, z{")

3.4.1 Construction

Given a garbling scheme G’ = (KeyGen’, GbPrg’, GbMem’) satisfying same memory in-
distinguishability and a puncturable PRF family {F,}, we upgrade G’ into a garbling
scheme G = (KeyGen, GbPrg, GbMem) satisfying same address indistinguishability.

Overview. Our construction of G essentially applies G’ to a transformed version
of the machine M and a correspondingly transformed version of the input xz. The
transformed machine, which we will denote by M’, differs from M in three ways:
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e M' executes two copies of M in parallel (thereby using twice as much memory).
We think of these two copies as an ‘A’ execution and a ‘B’ execution. We think
of the external storage of M’ as correspondingly consisting of an ‘A’ track and
a ‘B’ track. We implement the ‘A’ and ‘B’ tracks by modifying the memory
alphabet 3 to hold two symbols.

e M’ writes metadata alongside each value to indicate the time and address at
which it is written.

e M’ masks each value it writes: instead of writing (¢,a,v,v) to an address q,
it writes (t, a, Fs(t,a) ® v, Fg(t,a) & v), where F'y and Fp are puncturable
pseudorandom functions.

Construction 3.13. We define G = (KeyGen, GbPrg, GbMem) as follows:

e KeyGen(1?) samples K' + KeyGen'(1*) as well as puncturable PRFs Fy, Fg
from Fy, and outputs K % (1), K', F4, Fp).

e GbPrg(K, M) outputs GbPrg'(K’, M), where M’ is a RAM machine defined as
follows.

If the CPU circuit representation of M is (C, qo, Gacc, Grej) with
C:QxW —Q xO0psyw,
then the CPU circuit representation of M’ is
(C'IN, C, @0, Gaces Grejs Fa, FBl, G0r Gacer Gre)
where:
— The CPU circuit
C' I, C, qo, Gace: Grejy Fa, FB] : Q' x W' — Q' x Ops 4 s

is defined in Algorithm 4 with

QL1 xQxQ

and
W {0, 1P x Ax W x W.

def

def
= ( - (OaQrej7Qrej)~

def
~ 4 = (0,40,90); dhec = (0, Gace, Gace), and gl

e GbMem(K,z) outputs x + GbMem'(K’, x’), where x’ is defined so that its a

word 1s
93:1 déf (O,a, FA(O, a) D zq, FB(O, a) D xa)-
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Input: State (¢, q,(n ), q,(n ) ), read memory word (tread, Greads wr(;?d, wfg)d)

(Gout, Op) = C'(Clm 7FA( read> Gread) ,wféizi)

if gout = Gacc then return (g, ., op);

if gout = ¢rej then return (g, op);

Parse op as (awriteu wwrite);

Op’ (awrlte) (t Awrites FA (ta awrite) & Wwrites FB (t7 awrite) ¥ wwrite));
qout (t + 1 y Qout qout)

return (QOUt’ op )a

Algorithm 4: CPU circuit C'[A, C, Gacc, Grej, Fa, Fi]

N R W e

3.4.2 Proof of Security

Theorem 3.14. Suppose that G' satisfies same memory d-indistinguishability for
polynomial size, time-T computations, and that {F\} is a d-secure family of punc-
turable PRFs. Then G as in Construction 3.13 is a garbling scheme that satisfies
same address (T - §)-indistinguishability for polynomial size, time-T computations.

Proof. Let {(M )‘0), © )} and {(Mil), ()} be two polynomial size, time-T (-) ensem-

bles of RAM Computatlons that satlsfy the precondltlons of Definition 3.12. Namely,

for all \, the executions of M " % on :E( ) and of M il) on acE\ produce computation tran-

scripts that differ only in the sequence of accessed memory addresses. Let T\ = T'()\)
denote the common running time of M ,{0) on xf\o) and of Mil) on x&l). Let Cﬁo) and
Cf\l) respectively denote the CPU circuits of Mio) and M il).

We want to show that two “real world” distribution ensembles, which we denote
by {RW} and {’R,W&l)}, are indistinguishable.

Real world b: For b € {0,1} and A € N, the distribution RWE\b) is defined to be
the distribution on (M, X) obtained by sampling

K ¢« KeyGen(1*)
M «+ GbPrg(M)
X < Gblnp(z).

1. K’ < KeyGen'(1%), and puncturable PRFs Fy, Fg < F).

2. M « GbPrg/(K’, M), where M’ is a new RAM machine defined as follows.

Suppose that the CPU circuit representation of M f\b) is (C, qo, Qacc, Grej)- Then
the CPU circuit representation of M’ is

(Cl[)‘a C, Gacc) Grej) FA» FB]7 q67 q;cc? qllrej)

where the CPU circuit template C’ is defined in Algorithm 4, and:

d
o ¢ = (0,40, 0);
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def

® Goe = (
def

d Q:ej = (07 QrejaQrej)'

0, Gace, Qacc); and

3. X < GbMem'(K', z’), where the a'* word of 2’ is

7, (0,0, F4(0,0) @ (), F(0,0) ® (z)a)-

We show that {RW} and {RW{} are computationally (T'-6)-indistinguishable via
a hybrid argument. That is, we define several hybrid distribution ensembles {’HE\O)},
oy {HP} such that

(RO} ~ (H} ~ - = (HE) = {RW).

Each hybrid is an instantiation of a distribution template Hy[vy, 4, 5, Ca, Cp, 1] that
we define below. The parameters used for each hybrid are listed in Table 3.1.

For v € {A, B}, inputs 24 and zp, CPU circuits C4 and Cp, and ¢ € {0,...,Th —
1}, the hybrid Ha[y,z4,75,C4,Cp,i] is defined to be the distribution on (M,X)
obtained by sampling:

1. K’ + KeyGen'(1?) and Fy, Fg < Fy.

2. M « GbPrg'(K’, M"), where M’ is a new RAM machine defined as follows.
Suppose that the initial, accepting, and rejecting states of C,, are gy, qacc, and
rej- Then M’ is given by the CPU circuit C}[), 7,1, Ca, CB, acc, Grej, Fa, FB] as
defined in Algorithm 4.

3. X + GbMem’(K’, 2’), where the a* word of x’ is

2. (0,0, F4(0,a) ® (x4)a, F5(0,0) @ (5)a)-

Hybrid: | #? [ #D [ #D [#Y [# [ #D | #Y
~: A B A
:UA: .'L‘(AO) l .27;
zg: || 20 | zy)

Ca: c R
Cs: || OV oV
i: 0 | T | 0

Table 3.1: Top-level hybrid experiments in the proof of Theorem 3.14.

We first dispense with the easier claims.

Claim 3.14.1. The distribution ensembles {RW} and {H"} are computationally
d-indistinguishable.
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Juy

N

Input: State (¢,

( q$27 () ™)

if ¢t <i then

(awrlte7 wwnte

q(A)

) =

n aqm

(B)

) read memory word (¢
Co (@i, Py (treat; Gresa) & w04

read,

(4)  (B)
Qreads Wread) Wread

);

// Also execute track &

3

( )

(a

3)
write?

()

w

®)

write

)=

C(

™)

qln 9

F5 (tready aread) @ w
()

)
read

) .
Q0]

(B)

qouh
op’:

else
// Duplicate write to track 7 on track ¥

i opI - (a('Y) (t+ 1’ a\(rx?tw FA(t+ 1,0,(7) ()

write)» write) D Wyrite>
/ .
if qout = Qacc then return (¢,_,op’);

4 ) D wwrite)) )

( (t + ]' awnte’ FA (t + 1 awnte) EB wwnte’ FB (t + 1 awrlte

wnte ’

)

FB (t + 13 Qyrite o

) S Wyyrite

));

~3

[+ )

if qout = grj then return (q,;, op’);

Gowe = (t+1, 0500, a8);

return (g ., op’);

Algorithm 5: CPU circuit C{[),7,,Ca, Cp, Fa, Fg]. qacc and gy denote the
accepting and rejecting states, respectively, of C,. 4 denotes B if v is A, and
vice versa.

©

10

Proof. For each )\, the distributions 'RW&O) and HE\O) are each defined via an experi-
ment that samples

K < KeyGen'(1?)

M « GbPrg'(K, M")

x + Gblnp'(K, ')

(for a different choice of M’ in the two experiments). In both cases though, the
memory accesses made by M’ on z’ are identical. Thus, the indistinguishability of
RW(O and 'H( follows directly from the same memory indistinguishability of the
garblmg scheme G'. O

Claim 3.14.2. The distribution ensembles {'Hf\m} and {RW&U} are computationally
d-indistinguishable.

Proof. Completely analogous to Claim 3.14.1. O

Claim 3.14.3. The distribution ensembles {H\"} and {H"} are computationally

(n - &)-indistinguishable, where n(\) is the (common) length of :)35\0) and :cf\l).

Proof. For each A, we define hybrid distributions ’HE\O’O) and ’HE\O’I) such that (ignoring
parameters)

{H} ~ () ~ (100} ~ (1),

”HE\O’O) is defined nearly identically to ’HE\O), differing only in the CPU circuit used
to define M’. The CPU circuit is still Algorithm 5, but with a parameter choice that
differs as follows:
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° HE\O’O) uses a key for Fp that is punctured at the set of points {(0,a) : a €

{0,1}*}.2
o H? sets Cp = O rather than Cj = .

These changes to M’ do not affect its execution on z’ (i = 0, so Line 3 — the only
place where Fg(0,-) or Cp could potentially be used — is never executed). Thus,
it indeed holds that {HAO 0)} and {7—[&0)} are d-indistinguishable by the same access
0- 1ndlst1ngulshab1hty of G.

H( is similarly defined nearly identically to Hf\l), differing only in that Fjp is
punctured in the same way as above. By identical reasoning, {’Hf\o’g)} and {’Hf\l)} are
d-indistinguishable.

7—[(0 ) and 7—[&0’1) differ only in their definition of ’. Specifically, they use different
values for rp, masked by an appropriate one-time pad generated from Fg(0,-). But
both in #©% and in H"Y, Fg is punctured on {(0,a) : a € {0,1}*}. Thus, by
reduction to the punctured PRF security of Fg (with an adversary that makes n PRF
queries), the distribution ensembles {’HE\O’O)} and {7—[&0’1)} are (n-d)-indistinguishable.

O

Claim 3.14.4. The distribution ensembles {H\"} and {H{} are computationally

(n - 0)-indistinguishable, where n(\) is the (common) length of $g‘0) and a:g\l).

Proof. Completely analogous to Claim 3.14.3. O

Claim 3.14.5. The distribution ensembles {H®} and {H} are computationally
d-indistinguishable.

Proof. This follows directly from the security of G’ — namely, the fact that it satisfies
same memory J-indistinguishability. O

It remains to show the following two claims.

Claim 3.14.6. The distribution ensembles {H\"} and {H®} are computationally
(T - §)-indistinguishable.

Claim 3.14.7. The distribution ensembles {H\D} and {H\} are computationally
(T - 0)-indistinguishable.

We prove Claim 3.14.6, and the proof of Claim 3.14.7 is analogous.

Proof of Claim 3.14.6. For each X\, we show a sequence of Ty + 1 indistinguishable
hybrid distributions 7{(1 0 ,'H&l %) such that:

o HIO =)

2While not guaranteed by Definition 2.9, the puncturable PRF of [GGMS6] is succinctly punc-
turable on such “interval” sets. That is, the size of the punctured key is poly()\) and not 2*. It is
also possible to prove Claim 3.14.3 with a standard puncturable PRF (puncturable only at small
sets of points) with a slightly more complicated argument.
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. HE\LT,\) _ HE\2).
e For each {iy} with 0 < iy < Ty, it holds that {H{"} and {H{"™*V} are
computationally d-indistinguishable.
Hybrid 7{(1 ;. For 0 < i < T, hybrid 7-[ is defined to be the distribution on
(M, %) obtained by sampling:
1. K’ < KeyGen'(1*) and Fy, Fg < Fi.

2. M <« GbPrg'(K', M’), where M’ is a new RAM machine defined as follows.

M' is given by the CPU circuit C)[\, A, ¢, Co, C1, Fa, Fg] defined in Algorithm 5,
where Cy and C; are the CPU circuits defining M ;0) and M §1).

3. X + GbMem(K', '), where z’ is defined so that the a® word of z’ is

7, def (0 a, FA(0,a) & (z &0))a,FB(0, a) ® (l‘g\l))a).

Claim 3.14.8. For every ensemble {iy} with 0 < i) < T\, the distribution ensembles
{(H"™M} and {H VY are computationally 6-indistinguishable.

Proof. For each A, we define two other hybrid distributions 7} (1129 4nd 'H (LixD),

For each b € {0,1}, let the computation transcript of ﬁb) on xf\b) be denoted by

b b b b b
(@, (@, wP)), .., (@2, (@R, wi)).

Recall that by assumption, a(o) = agl) for every t. We will denote this value by a;.
Hybrid ’H(l 20 is defined to be the distribution on (M, X) obtained by sampling:

1. K' < KeyGen'(1*) and Fy, Fg < F.

2. M « GbPrg/'(K’, M), where M’ is a new RAM machine defined as follows.

M’ is given by the CPU circuit Cj[), A, iy, ¢, Co, C1, Fa, Fp{(ix,a:,)}] defined
in Algorithm 6, where Cy and C; are the CPU circuits defining M >(\0) and M S),

and ¢ % FB(zA,a,A) @ w(o).

3. X + GbMem(K’, z'), where ' is defined so that the a'® word of 2’ is

o def (O a, F4(0,a) ® (g:,\ )as F5(0,a) (wf\l))a).

By the fact that G’ satisfies same address d-indistinguishability, the distribution
ensembles {#{"*} and {H{"**} are computatlonally 4-indistinguishable.

Hybrid ’H(l 1) s defined nearly identically to HA 9 the only difference being
that the parameter c is set to (iy, FI(BB) (x,ai,) ® w(l)).
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Input: State (¢, q,(n ), q( )) read memory word (read, Greads w,(;lzj, wfﬁz,)

1 (qg%’ (as;{'?tevw\sxi)te)) C (qln ) (treadaaread) D wr(;/a)d);
2 if t < 7 then
// Also execute track v
3 (qg’)ca (a\(l;yrgtea w\(r\:ynte)) C5 (Qm , F (treada aread) D wSZa)d)
B
a | op'i= (ahe, (t+1, a0k, Falt +1,a0ke) ®wline, Fo(t+1,alke) ® wiin));
5 else if t = 7 then
// Write ¢ to track 7.

6 Cy 1= F»,(t + 1, a\(:x%te) ¥ wxaz'?te’ =q
7 op’ := (a‘w”,?te, (t+1, a'\(Nr?te’ Ca, CB))1
8 else

// Duplicate write to track 7 to track f_y
9 op' = (a\(/yr?tea (t+1, amte, Fa(t+1, a\E\Z’?te) ¥ wwntea Fp(t+1, a\(/vr?te) ¥ w\Evnte));

10 if qg,R = (¢acc then return (¢, op’);

u if QOut = Qrej then return (Q:eja Opl);

12 ¢ = (t+1 qu,quz)

13 return (q,,.,op’);
Algorithm 6: CPU circuit Cj[A,7,%,¢,Ca,Cp, Fa, Fg|. gacc and gy denote
the accepting and rejecting states, respectively, of C,. 4 denotes B if 7 is A,
and vice versa.

By the pseudorandomness of F(B) at the point (iy, a;, ), the distribution ensembles
{7—[ (L “’O)} and {’)'-l(1 1D} are computationally -indistinguishable.
Finally, {H{"*"} and {#{"**V} are computationally é-indistinguishable by the

same address d-indistinguishability of G'. O
Claim 3.14.6 follows directly from Claim 3.14.8. O
Theorem 3.14 follows directly from Claims 3.14.1 to 3.14.7. O

3.5 Full Security

This section constructs a garbling scheme for RAM machines with full security, as
defined in Section 3.1.2, from any garbling scheme that satisfies same address indis-
tinguishability. As sketched and motivated in Section 3.1, this is done by combining
the fixed address garbling scheme with an oblivious RAM (ORAM) scheme. While
this composition may generically fail to achieve full security, we show that it works
if the ORAM satisfies a stronger than usual security requirement, and if the ran-
domness is generated via a puncturable PRF. We also show that existing ORAMs
(unconditionally) satisfy the stronger security requirement.
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Localized Randomness

Our new notion of localized randomness constrains how addr’ depends as a determin-
istic function on the randomness used in generating x’ and in executing M’ on x’.
Let S denote the space usage of the RAM machine M, and let T denote the running
time of M on z.

Formally, we view addr’ as a deterministic function of M, x, S, A, and 7, where
7 is a concatenation of the randomness used in generating x’ < OMem(1*,z) and
the randomness used in executing M’ = OProg(1*, M) on x’. Localized randomness
requires that for all values of S and A, there is some n > 0 and some deterministic
algorithm Simg ) such that for every space-S RAM machine M and every input z,
there exist pairwise disjoint sets Ri,..., Ry C N (where T' = Time(M, z)) such that
for each ¢ € [T7:

e R; has size at most poly(log S, A).

e It holds with all but negligible (in A) probability over a uniformly random choice

th
of 7 that the tuple consisting of the (77 (i— 1)) through (n-i — 1) addresses
in addr’ is equal to Simg (7g,).

We now show that the Chung-Pass ORAM [CP13] satisfies localized randomness.

3.5.1 Locally Random ORAM Construction

Memory Layout For a RAM machine M and input = € {0,1}", the Chung-Pass
ORAM begins by partitioning x into blocks of size a for some constant & > 1. These
blocks are labeled with their addresses, randomly shuffled, and a position map Pos; is
generated, with Pos;(7) storing the shuffled position of block i. For i =1,... log(n),
Pos; is also randomly shuffled in blocks of size a, with Pos;;; storing this shuffling.
For each 7, there is a balanced binary tree 7; of buckets in memory, with each
bucket sized to hold polylog(A) blocks. When Pos;(3) = +, it means that the block
labeled 3 is present in this tree in one of the buckets from the root to leaf ~.

Memory Accesses To obliviously access an address a in this data structure, one
first looks up Posiogn(a) from private registers or a brute-force ORAM. Having com-
puted Pos;(a), one now looks up Pos;_;(a) by reading each bucket on the path to
the Pos;(a)™ leaf in 7T;, searching for the block which is labeled a (or more precisely
la/a’]) and retrieving its contents. This block is not written back to the bucket,
but is instead assigned a new position pos*. Labeled as such, it is inserted into the
root bucket in 7;. Next, and this step is crucial to prevent buckets from overflowing,
the path in 7; from root to a random leaf is traversed, with each block moved to the
leafmost admissible bucket along this path.

Localized Randomness

In order to establish that the localized randomness property is satisfied, we must de-
fine an algorithm Sim, and given a RAM machine M and input x with Time(M, z) =
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T, we must define subsets Ry,..., Ry of the ORAM randomness such that the ad-
dresses accessed on the i access when using randomness 7 are given by Sim(7g,).

Sim takes a random string 7 and interprets it as labeling two leaf nodes in each
tree Tiogn, - - -, T1. For each such leaf node £, Sim outputs the addresses of each bucket
on the path from the root to .

Suppose that M on x accesses addresses ay,...,ap. The set R; is defined by
considering, for each j € {1,...,logn}, k;; = max{k : k <iAar/a? = a;/a’}. Then
R; is defined as the concatenation of, for each 7, the randomness used in choosing the
new positions pos* in 7; on the (k; ;)™ underlying access, as well as the randomness
in choosing the random path along which blocks should be flushed towards the root.

3.5.2 Garbling Scheme Construction

Our garbling scheme is very simple; essentially, we just compose the fixed address
garbler on top of an ORAM scheme with localized randomness. That is, to garble a
machine M, we first transform it via the ORAM, and then apply the fixed address
garbler to that transformed machine.

Construction 3.15. Let (KeyGen', GbPrg’, GbMem') be a garbling scheme that satis-
fies same address indistinguishability, and let (OMem, OProg) be an ORAM scheme
with localized randomness. We define a garbling scheme G = (KeyGen, GbPrg, GbMem)
as follows:

e KeyGen(1*) samples
K’ + KeyGen'(1*)
F « Fy
and outputs K & (1*, K, F).
e GbPrg(K, M) outputs GbPrg'(K', M'), where M’ % OProg(1*, M)¥.

e GbMem(K, z) samples x' + OMem(1*,z) and outputs GbMem'(K',x’).

3.5.3 Security Proof

Theorem 3.16. Suppose that G' = (KeyGen’, GbPrg’, GbMem') satisfies same memory
d-indistinguishability for polynomial size, time-T RAM computations, and that {Fy}
is a d-secure family of puncturable PRFs. Then G as in Construction 3.15 is a (T-9)-
secure garbling scheme for polynomial size, time-T RAM computations.

Proof Overview We proceed through a sequence of hybrid distributions, where
each hybrid distribution uses a different definition of M’. Specifically, in the ‘"
hybrid, M’ is defined to:

1. Act as OProg(1*, M)¥ for Ty — 7 steps,
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2. Perform 7 simulated “dummy” accesses,
3. Output y = M(x) as a hard-coded constant.

To prove that these hybrids are indistinguishable, we make crucial use of the
ORAM'’s localized randomness. Indeed, locality allows us to isolate the randomness
that determines the particular addresses we are trying to change. In conjunction
with our fixed address garbler, which lets us ignore low-level RAM machine details,
we then use the punctured programming method to change the addresses accessed.

Proof. Let {(M,,z,)} be a polynomial size, time-T'(-) ensemble of RAM computa-
tions.

The Real World Distribution {RW,}: We want to show the simulability of the
distribution on (M, %) which is obtained by sampling:

1. K’ «+ KeyGen'(1?), and F «+ F,.
2. M « GbPrg'(K’, OProg(1*, M,))
3. X + GbMem'(K’, OMem(1*, z,)).

Let T = T) denote the running time of M) on x,, let S = S, denote the space
usage of M), and let n = n, denote the length of z,.

The Simulating Distribution {S,}: S, is defined to be the distribution on (M, %)
obtained by sampling:
1. K’ < KeyGen'(1?), and a puncturable PRF G « Fy.

2. M <+ GbPrg/(K’, M’), where M’ is a new RAM machine with CPU circuit
representation

(Cé[Ta G7 M)x(x/\)]a (07 0): (Ta 1)a (Ta 0))
where C} is described in Algorithm 7.

3. X < GbMem'(K’, OMem(1*,0™)).

Input: State (¢, ¢;n), symbol o
Let (¢, ') be integers such that ¢t = ni’ + 5’ for 0 < j' < n;
if i/ < T then
op i= (SIm(G(¥));,0);
return ((t + 1, gin), op)
else return y;

OU B W N =

Algorithm 7: Simulating CPU circuit C[T, G, y].
One can easily check that Sy can be sampled given only M(x), T, S, and n.
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Hybrid 'Hf\i): For 0 < 7 < T\, Hybrid Hf\i) is defined to be the distribution on
(M, x) obtained by sampling:

1. K’ + KeyGen'(1?), and puncturable PRFs F, G < Fy.

2. M + GbPrg'(K', M), where M’ is a new RAM machine defined as follows.

If the CPU circuit representation of My is (C, go, Gace, Grej), then the CPU circuit
representation of M’ is

(Ci [)\, 'i, T)\, O, F, G, y]a Q67 q;cc? q:ej)’

where (7] is defined in Algorithm & and

def
L q(l) é (07Qacc)
def
® Ghee = (
def
i qllfej = (TAvqrej)

o yis q,. if My(7)) =1, and g otherwise.

3. X + GbMem’(K’, OMem(1*, 1)).

T)n Qacc)

Input: State (¢, ¢;,), read memory word wyeaq

1 Let (¢, 7") be integers such that t = ni’ + 5’ for 0 < j' < n;
2 if ¢/ < T\ — i then

3 (QOuta op) = CF(Qm, wread);

4 return ((t + 1, gout), op);

5 else if T —7 <7 < T then

6 op := (Sim(G(?"));,0);

7 return ((t + 1, ¢:n), op)

8 else return y;

Algorithm 8: CPU circuit Cj[\,4,T,C, F,G,y].

It remains to prove the following three claims.

Claim 3.16.1. The distribution ensembles {RW} and {H} are 6-indistinguishable.

Claim 3.16.2. For all {ix} with 0 < iy < T\, the distribution ensembles {H&i*)} and
{'Hg\”l)} are 0-indistinguishable.

Claim 3.16.3. {#™} ~ {S)}

Claims 3.16.1 and 3.16.3 follow immediately from the same address indistinguisha-
bility of G’.

Proof. (of Claim 3.16.2)
We give a sequence of computationally é-indistinguishable distribution ensembles

Oy = {H0} oo (M) = (),
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Hybrid #{"V: Hybrid H\"" is defined to be the distribution on (M, %) obtained
by sampling:

1. K’ < KeyGen'(1*), and puncturable PRFs F, G «+ Fy.

2. M « GbPrg'(K’, M), where M’ is a new RAM machine defined as follows.

The CPU circuit of M’ is given in Algorithm 9, with the following parameters:
hard-coded values p, ¢1,...,¢, and by, ..., b, defined so that S; = {¢1,...,¢p},
and b; = F(¢;). The hard-coded values @ = (ao,...,a,—1) are defined as @ =
Sim(bl, ey bp)

3. X + GbMem'(K’, OMem(1*, z)).

Data: Punctured PRF F’ = F{S;}, puncturable PRF G, underlying
transition function C’, y = M(s), the set S; = {¢1,..., ¢}, bits
bi,...,bp, addresses ay, ..., a,-1, the running time t* = Time(M, s)

Input: State (¢, ¢;n), symbol o

1 Let (7, ') be integers such that t = g7’ + 5’ for 0 < j' < n;
2 Define F” such that F'(z) = {bj ifz= L_j ;
: F'(z) otherwise

if i/ < i then

(Gout; 0P) 1= C"F'(gin, 0);

return ((t + 1, gout), op);
else if i’ =i then return ((¢t+ 1, ¢in), (a;, 1)) ;
else if i < i’ <t* then return ((t + 1, ¢y), (Sim(G(?));, L)) ;
else return y;

® N D ;o W

Algorithm 9: Hybrid transition function C; ;.

Hybrid #{"?: Hybrid H{"? is defined to be the distribution on (M, %) obtained
by sampling:

1. K’ + KeyGen’(1*), and puncturable PRFs F, G < Fy.

2. M « GbPrg'(K', M; »), where the RAM machine M;5’s transition function is

given in Algorithm 9, with the hard-coded values p, ¢1,...,t, and by,...,b,
defined so that S; = {¢1,...,t,}, and each b; is drawn from {0, 1} independently
and uniformly at random. The hard-coded values @ = (ay, . .., a,—1) are defined

as @ = Sim(by,...,by).
3. X « GbMem'(K’, OMem(1?, z,)).
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Hybrid ’Hf\i’s): Hybrid 'Hf\i’g) is defined as the distribution on (M, %) obtained by
sampling:

1. K’ + KeyGen'(1?) and puncturable PRFs F, G < Fy.

2. M GbPrg'(K’, M; 3), where the RAM machine M, 3’s transition function is
given in Algorithm 10, with the hard-coded values @ = (ay, . .., a,-1) sampled
as @ = Sim(by, ..., b,) for uniformly random (by,...,b,) € {0,1}?.

3. X <— GbMem’(K’, OMem(1*, z,)).

N OO s W N -

Data: Puncturable PRF F, punctured PRF G’ = G{4}, underlying
transition function C’, y = M(s), addresses ao, . . ., Gy—1, the running
time ¢* = Time(M, s)
Input: State (¢, ¢;,), symbol o
Let (¢, j') be integers such that t = i’ 4 5/ for 0 < j' < n;
if ¢/ < i then
(QOuh op) = CIF(qina J);
return ((t + 1, gout), Op);
else if ¢/ =i then return ((t + 1, ¢;,), (a;, 1)) ;
else if ¢ <4’ < t* then return ((t + 1, ¢:), (Sim(G(?"));, L)) ;
else return y;

Algorithm 10: Hybrid transition function Cj 3.

Hybrid %E\i’4): Hybrid H(;A) is defined to be the distribution on (M, X) obtained

by

sampling:
1. K’ + KeyGen’(1*), and puncturable PRFs F, G + Fy.

2. M « GbPrg'(K', M’), where M’ is a new RAM machine whose CPU circuit is
given in Algorithm 10, with the hard-coded values @ = (ao, . .., a,-1) sampled

as @ = Sim(G(1)).
3. X + GbMem'(K’, OMem(1*, z,)).

Claim 3.16.4. For any {iy} with 0 < iy < T\, the distribution ensembles {’Hf\m}
and {H*D} are computationally 5-indistinguishable.

Proof. This follows from the same address indistinguishability of G’. O

Claim 3.16.5. For all {iy} with 0 < iy < T, the distribution ensembles {’Hf\i*’l)}

and {7{(;'**2)} are computationally 6-indistinguishable.

Proof. This follows from the pseudorandomness of F' at the (selectively) punctured

points {¢1,...,¢,} in a straight-forward way. O
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Claim 3.16.6. For all {ix} with 0 < iy < T), the distribution ensembles {12y
and {’Hg”’?’)} are computationally 6-indistinguishable.

Proof. This follows from the same address indistinguishability of G’. Indeed, ¢y, ...,
are defined so that changing F(¢;) can only possibly change the addresses accessed at

time Ty —i). But at time T — ¢y, the accessed addresses ay, . .., a,—; are hard-coded
in M’, both in H*? and in H{™. O

Claim 3.16.7. For all {ix} with 0 < iy < T), the distribution ensembles {(HP¥)
and {HE\”A)} are computationally d-indistinguishable.

Proof. This follows from the pseudorandomness of G at the selectively punctured
point T — ¢ in a straight-forward way. O

Claim 3.16.8. For all {ix} with 0 < iy < Ty, the distribution ensembles {9}
and {’Hg\”ﬂ)} are computationally -indistinguishable.

Proof. This follows from the same address indistinguishability of G'. O
This concludes the proof of Claim 3.16.2. a
This concludes the proof of Theorem 3.16. O

3.6 Randomized Encodings

Randomized encodings were first introduced by Ishai and Kushilevitz [IK00] for the
purpose of improving MPC efficiency, and they have since grown to play an important
role in efficient cryptography.

Definition 3.17. A computationally é-private randomized encoding scheme for a func-
tion f : {0,1}* — {0,1}* is a pair of p.p.t. algorithms RE = (Enc, Dec) satisfying
the following properties.

Correctness. For allz € {0,1}* and all \, when sampling % < Enc(1*, z), it holds
with probability 1 that Dec(Z) = f(z).

Security. There is a p.p.t. algorithm Sim such that for all polynomial-sized en-
sembles of strings {z™M € {0,1}*}, the distribution ensembles {Enc(l’\,x("))}/\ and

{Sim(l", f(x(’\)))}/\ are computationally §-indistinguishable.
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Encoder Efficiency. The algorithm Enc(1*, ) runs in time O(n) - poly(\) where
n denotes the length of x. See additional discussion below.

The requirement on encoder efficiency rules out the following trivial perfectly se-
cure randomized encoding scheme for arbitrary (polynomial-time computable) func-
tions. For a given function f, Enc is defined so that Enc(1*, z) is f(z), and Dec is
defined to be the identity function. We therefore say that a scheme is non-trivial if
the complexity of Enc is significantly less than what is required to compute f. In the
above definition, we chose to instead require nearly linear time complexity for Enc,
for two reasons. First, our schemes achieve such efficiency. Second, we find it aes-
thetically preferable to quantify over all polynomial-time computable functions in our
theorem statements, and leave it implicit that a construction is trivial for linear-time
computable functions.

We also could have specified a weaker measure of complexity relative to which
Enc is required to be more efficient than f. For example, Yao garbled circuits [Yao86)
yield, for any polynomial-time computable function f, a randomized encoding scheme
in which the encoder’s parallel running time is small, but the encoder’s total work is
as large as the time comlexity of f.

Theorem 3.18. If injective one-way functions and indistinguishability obfuscation
for circuits exist, then for every polynomial-time computable function f, there is a
randomized encoding scheme for f.

Proof. Follows directly from Theorem 3.6. O

3.7 Verifiable Computation from Succinct Random-

ized Encodings
Suppose that for every polynomial-time computable function f, there is a randomized
encoding scheme for f. For example, Theorem 3.18 shows that this is the case if in-
jective one-way functions and indistinguishability obfuscation for circuits exist. Then

there is a verifiable computation protocol due to [AIK04] for any language £ € P
wherein:

1. The verifier’s input is a string « € {0, 1}*, while the prover has no input.

2. There is a single round (two messages) of interaction: the verifier sends a first
“challenge” message to the prover, and the prover responds with a “proof”
message.

We state the construction for completeness, but omit the proof.

Construction 3.19. Given a language L € P, define a two-party protocol between a
prover P and verifier V as follows.
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Let (Enc,Dec) be any randomized encoding scheme for fp : {0,1}* x {0,1}* —
{0,1}*, defined as ,
def IT wa eL
xT,T) =
fe(z,m) {0 otherwise.

On input (1*, x) with x € {0,1}", V samples r + {0,1}* and & + Enc(1*, (z, 7)),
and sends T to P. Upon receiving &, P responds with ¥ = Dec(Z). V' then accepts iff
r=r.

Remark 3.20 (Efficiency). In Construction 3.19, the verifier’s complexity is equal to
that of Enc. With the randomized encoding scheme of Theorem 3.18, this is n-poly(})

time and O()\) space.
The prover’s complexity is equal to that of Dec. With the randomized encoding

scheme of Theorem 3.18, this is T'(n) - poly()) time and S(n) - poly(\) space.
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Chapter 4

Verifiable Computation

This chapter is based on the STOC 2017 paper “Non-Interactive RAM and Batch NP
Delegation from any PIR” by Brakerski, Holmgren, and Kalai [BHK17].

Efficient verification of computation is one of the most fundamental and studied
tasks in computer science, and in particular it lies at the heart of the P vs. NP
question. In the most basic setting, a prover P proves to a verifier V' that a certain
instance z is in some language L. In a delegation protocol the resources for verification
should be much lower than those required to compute whether z is indeed in L. There
are several variants of this question, each of which has been the subject of intense
research.

One common framing of this question, as proposed e.g. in [Kil92, Mic94, GKR08a,
GGP10], asks whether it is possible to “succinctly” verify TIME(T') computations, i.e.
with verification communication and computation polylog(T).!

Assuming EXP € PSPACE (which is widely believed), this is generally unattain-
able with soundness against computationally unbounded provers. Thus, similar to
most previous work in the literature, we focus on achieving soundness only against
computationally bounded provers (such proof systems are also known in the literature
as arguments). Honest provers are also required to be efficient, in keeping with the
philosophy that security should hold against adversaries who are at least as powerful
as honest parties.

An additional variant is delegation of non-deterministic languages, say in NTIME(T).
Here an even stronger implausibility of unconditional succinct verification applies,
but succinct four-message arguments were constructed by Kilian, using PCPs and
collision-resistant hash functions [Kil92]. If the protocol is additionally required to be
non-interactive, then Gentry and Wichs showed that (under plausible complexity as-
sumptions) one cannot even prove computational soundness with black-box reductions
to falsifiable assumptions [GW11]. In the face of these negative results, Reingold,
Rothblum and Rothblum [RRR16] recently asked whether one can obtain non-trivial
verifier efficiency by amortizing the verification of many NP instances at reduced per-
instance cost, and give such an interactive proof for the special class of unambiguous
interactive proofs.

!Some subtleties arise when formalizing this problem, e.g. the time it takes to read the input z.
These will be discussed below.
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Aside from its foundational value, the question of efficient delegation carries sig-
nificance to applications as well. In many cases, computation today is becoming
asymmetric, with smart devices able only to perform lightweight local computation,
and outsourcing large computational tasks to be performed off-site (e.g. by a cloud
server). The ability to verify that the computation is carried out correctly with-
out investing significant computational resources is obviously useful in this situation.
This serves as additional motivation to explore which classes of computation admit
succinct and efficient delegation schemes, and what amount of communication and
interaction are required in order to accomplish this task.

4.1 Our Results

We construct the first one-message delegation scheme (in a public-key model), under
standard generic hardness assumptions (the existence of succinct computational pri-
vate information retrieval) for polynomial-time computation. In addition, our scheme
obtains a stronger notion of soundness that allows any party to adaptively choose a
computation as a function of the verifier’s public key, and convince the verifier of that
computation’s result. Prior to this work, the state of the art (barring random oracles
or non-standard cryptographic assumptions) was a two-message protocol relying on
super-polynomial hardness [KRR14, KP16]. A recent concurrent work by Dwork,
Naor and Rothblum [DNRI16] achieves two-message protocols under polynomial as-
sumptions, but only for log-space uniform NC circuits.

We also construct the first two-message batch argument system for NP based on
the same assumptions, and achieve a communication complexity proportional to the
length of a single witness. We show that in this setting non-adaptivity is inherent, and
that our attained communication complexity is optimal for schemes whose soundness
has a black-box reduction to a falsifiable computational assumption. We are not aware
of any prior work achieving such a two-message system without random oracles or
non-standard assumptions.

As a main building block in our constructions, we define and construct a “computa-
tionally no-signaling” (CNS) probabilistically checkable proof (PCP), which strength-
ens the definition of a statistically no-signaling PCP [KRR14]. We believe that this
tool may be of independent interest.

4.1.1 Non-interactive Delegation

Let A be a party with a public/private key pair, generated with respect to some
security parameter X\. Let M denote a Turing machine, let z denote an input, and let
T denote the running time of M on z. Assume that ) is chosen so that |z| < poly(})
and assume M is a poly-time machine, so also T < poly(A). At its simplest, our
scheme is the first, assuming only standard cryptographic assumptions, to enable the
following state of affairs.

e One can efficiently (in time poly(7,\)) compute a proof string to convince A of
any true statement “M(x) = y”.
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e No polynomially bounded adversary can, given A’s public key, come up with a
false statement (that M’(z') = ') and a corresponding “proof” which A will
accept.

e A can verify the proof in time poly(\, |z|, |y|) (independent of the runtime of M).
Our scheme has several other desirable properties, which we now outline.

1. RAM Efficiency and Persistent Data. Our adaptive delegation scheme,
following [KP16], works in the following model: Given the public key of the
verifier, the prover can prove the correctness of the computation of any RAM
machine M on any database D. Both the prover and verifier can preprocess
D independently of M in an offline phase. When they are later given M with
running time 7" in an online phase, the prover? runs in time poly(7) and the
verifier runs in time poly(\) for some fixed polynomial poly. In fact, the verifier
needs to store very little state from its preprocessing of D - it just needs to
store a A-bit digest, which we denote by d.?

We note that a RAM computation M? may alter the database D, resulting in
a new database Dpe,y. In many cases it is desirable to delegate computations
on Dy, without repeating the pre-processing. Our scheme supports this, and
in fact allows one to continue such incremental computation indefinitely.

2. Soundness With Dishonest Digests. Our notion of soundness is an adaptive
version of the definition of [KP16]. This definition goes beyond just requiring
that an efficient adversary cannot prove a false statement on any actual compu-
tation, i.e. on any machine M and database D, but additionally requires that
the prover cannot prove contradicting statements even on digests that are gen-
erated maliciously. Namely, a prover cannot find a digest d, machine M, and
two accepting proofs for two different outputs of M?. This means that even if
the verifier has been cheated and given a malicious digest, there is still a well
defined “functionality” associated with this digest for any machine M. This
makes the separation between the offline and online stages even more substan-
tial. This form of adaptive soundness, while it may seem artificial, has been
used in [BBK"16] to construct three-message zero-knowledge arguments with
soundness against provers with bounded non-uniformity.

3. Weak, Generic Computational Assumptions. The soundness of our scheme
relies on the existence of any succinct 2-message (computational) private infor-
mation retrieval (PIR) scheme. Such schemes are known to follow from standard
concrete hardness assumptions such as ¢-hiding or learning with errors.

2The prover is modeled as a RAM machine, rather than a Turing machine, in order to match the
model of the underlying machine M.

30ur digest, as in [KP16], is simply a tree commitment of the database D, and the prover needs
to store the whole tree.

93



Remaining Open Problems. Similarly to previous works, our protocol is vulner-
able to the “verifier rejection problem”: If one can observe whether the verifier rejects
a large number of maliciously crafted proofs, one can then completely learn the ver-
ifier’s secret key and violate soundness. This problem appears inherent in schemes
which, like ours, are based on the PCP-to-argument transformation of [BMW9S]
(described in Section 4.1.3). The second is to achieve computation privacy while
preserving RAM efficiency, i.e. to hide the delegated data and computation from the
prover. Computation privacy can be achieved generically through fully homomorphic
encryption (FHE), but this necessitates converting the prover into a circuit, which
destroys the sometimes exponential efficiency benefits that we obtain for a prover
implemented as a random-access machine (RAM).

It is only known how to address these problems under very strong hardness
assumptions such as indistinguishability obfuscation or cryptographic multilinear
maps. Under such assumptions, publicly verifiable delegation schemes were intro-
duced for deterministic Turing Machines [PR17], as well as schemes that are addi-
tionally computation-private for Turing machine [KLW15], RAM [BGL*15, CHJV15,
CH16, CCHR16], and PRAM [CCC*16, ACC*16] computations. It is not clear, how-
ever, whether secure indistinguishability obfuscators or multilinear maps actually ex-
ist, as current proposals appear to have flaws. Despite their strong assumptions, all
of the aforementioned schemes except [PR17] require two messages, and it was not
known how to achieve a non-interactive scheme from standard assumptions as we do
in this work.

4.1.2 Batch delegation for NP

As mentioned above, we also make progress on the task of delegating NP computa-
tions. In particular, we construct a batch delegation scheme for any NP language, a
problem that was recently considered by Reingold, Rothblum and Rothblum [RRR16].
More specifically, we construct a 2-message (non-adaptive) batch delegation for NP
which allows a prover to prove that n-bit inputs z1, ...,z are all in an NP language
L, where the communication complexity is m - poly(\) with m being the length of a
single witness. Additionally, the verifier runs in time (kn + m) - poly(}).

The security of our scheme is based on the same assumption as our RAM delega-
tion scheme, i.e., polynomial hardness of the underlying PIR scheme.

This stands in contrast to the recent result of [RRR16], which on the positive side
constructs an interactive proof with soundness against computationally unbounded
provers and without assumptions, but which on the negative side requires multiple
rounds of communication, applies only to a restricted “unambiguous” subclass of NP
(or more generally of IP), and achieves worse communication complexity: O(k +
poly(m)) (in particular this grows linearly with £). Our work shows that arguments
for NP enjoy very strong amortization, under standard cryptographic assumptions.

We show that any adaptively sound batch NP delegation scheme with non-trivial
amortized efficiency could be used in a black-box way with our RAM delegation
scheme to obtain a fully succinct non-interactive argument of knowledge (known in
the literature as a SNARK). By the work of [GW11] we know that SNARKs cannot
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be achieved with black-box reductions to falsifiable assumptions, and thus we derive
the same for adaptively sound batch NP delegation. This contribution is described
in Section 4.6.

Adaptive, Computationally No-Signaling PCP

Our main result on PCPs, presented in Section 4.4, is that the PCP of [KRR14]
maintains soundness against adaptive computationally no-signaling provers.

Recall that a classical PCP for a language L is an oracle algorithm V' which, on
input z, makes a few queries to a proof string 7, and outputs either “accept” or
“reject”. If x € L, then there must be a string 7 which causes V to accept with high
probability (this is called completeness), while if x ¢ L, every string m must cause
V' to reject with high probability (this is called soundness). No-signaling variants
of PCPs strengthen the soundness requirement so that even if 7 is a more general
“no-signaling” prover, the verifier must still reject with high probability.

Generalizing the notion of a string (viewed as a deterministic mapping of an index
set I" to an alphabet X), a prover is a probabilistic mapping from an ordered subset
of I to an equal-sized ordered subset of ¥.# A prover is said to be statistically no-
signaling (with respect to parameters k., and €) if for any sets of queries @, Q' of size
at most Kyq., the marginal distribution of prover’s answers on QNQ’ are e-statistically
close whether the prover was asked on ) or on ). A computationally no-signaling
prover is the same, but now we only require that poly(A)-time algorithms cannot
distinguish the two answer distributions with probability better than % + €, where
A is a security parameter. This captures a potentially much larger set of cheating
provers.

Furthermore, our PCP is adaptively sound, allowing the prover to first see the PCP
queries and then adaptively choose the instance x, although the prover is restricted
so that the distribution of x (computationally) does not signal about the queries.
Despite the apparent weakness of this form of adaptivity, we show that it can offer a
new pathway for a malicious prover to prove false statements. Namely, there exists
a PCP which is sound against no-signaling provers, but loses all soundness when a
(no-signaling) prover is allowed to adaptively choose z.

While many parts of our proof mirror that of [KRR14], our proof is somewhat
shorter and more modular due in part to abstractions introduced by [PR17]. The
transition from PCPs to a delegation scheme in Section 4.5 is similar to [KP16],
but the proof is quite different. Along the way, we simplify a significant component
— specifically, in previous works the verifier must delegate an expensive step of its
computation to the prover using the previous protocol of [KR09]. Unfortunately, this
needs to be done in parallel to avoid increasing the round complexity of the argument
system, so they do not use [KR09] in a black-box way, and hairy composition issues
arise. We show instead that the verifier’s expensive step can actually be implemented
efficiently (without any help from the prover)., thus eliminating the problem. We view
this as an additional contribution of our work, deepening our understanding of the

4This definition limits the verifier to make non-adaptive queries, but PCPs typically have this
property automatically.
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interplay of the different components in the proof. See more details in Section 4.1.3
below.

Non-Interactive Delegation and Adaptive Soundness. Several works showed
that it is possible to delegate even non-deterministic computations [DFH12, BCC*17],
and furthermore, the work of [BCCT13] even constructs a non-interactive delegation
scheme for non-deterministic computations, assuming only a common setup. How-
ever, all these works rely on knowledge assumptions. Such assumptions, are not only
not falsifiable [Nao03], but are of a very different nature than standard hardness as-
sumptions. Gentry and Wichs [GW11] showed that for such languages it will be hard
to achieve a non-interactive protocol under polynomial-time standard assumptions.

One would hope that the techniques of [GKR08a, KRR14, KP16] could be adapted
to imply a non-interactive protocol (with setup). Indeed, the first message of these
delegation schemes relies only superficially on the input and on the function being
computed, essentially only (an upper bound on) the time complexity of the compu-
tation needs to be known in order to produce the first message. One would hope
that the first message can be generated once and for all as setup, and would allow for
verification of arbitrary statements.

However, the proof of security is inherently non-adaptive. Namely, even though
the input is not required in order to produce the first message, security is not guar-
anteed when the adversary gets to choose the instance after seeing the first message.
Technically, this is because the proof of security relies on extracting an entire com-
putation table from the adversary, and in order to do this, the adversary is rewound
and made to respond on different queries with regards to the same input. Obviously
this technique is not applicable in an adaptive setting. /

We note that one could try to get adaptive soundness by a “brute force” ap-
proach using complezity leveraging: The observation is that we can always guess the
instance that the adversary will choose with probability 2". Therefore, if we pick
the parameters of the scheme such that we are guaranteed soundness even with this
slowdown, then adaptive security will follow. However, this method, aside from being
exorbitant in terms of communication, computation and underlying hardness assump-
tion, requires that there is a predetermined polynomial upper bound on the length of
the input. This method is therefore completely inapplicable if we intend to support
arbitrary polynomial time computations on arbitrary polynomial length inputs.

4.1.3 Owur Techniques

We make novel technical contributions in two aspects: First, in constructing a PCP

scheme that is secure against adaptive and computational no-signaling cheating provers,
as opposed to non-adaptive and statistical no-signaling provers as in previous work.

Second, in converting such a PCP into protocols for adaptively secure RAM delega-

tion or batched NP delegation. Previous proof techniques were insufficient for this,

even given the enhanced PCPs. We will start by describing the delegation protocols,

assuming we have a PCP at hand. Then, once we realize what properties of the PCP

are actually required for the construction, we will describe the former contribution.
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We will consider PCP systems for 3SAT with a standard completeness property,
and will be interested in their performance against computational no-signaling (CNS)
adaptive provers. A CNS adaptive prover P is a possibly randomized function, that
takes a query set () as input, and outputs a 3CNF formula ¢ as well as a set of
answers A. We require that for every two query sets @, @', and for (o, A) dis-
tributed according to P(Q) and (', A’) distributed according to P(Q’), it holds that
(0, Algno) = (¢, 4|gno), where “~” denotes computational indistinguishability.
Clearly, the honest prover that answers according to a prescribed proof string has
this property (where “~” can be replaced with equality). In the non-adaptive set-
ting, which has been considered in previous works, ¢ is known ahead of time to both
the prover and verifier and is not generated adaptively.

We start with recalling the aforementioned [BMW98] delegation approach: gener-
ate a set of PCP queries {¢;} according to the PCP verifier distribution. Then encrypt
the queries using a homomorphic encryption scheme, each using its own key, and send
the encrypted queries {Ency (¢;)} as the verifier's message. An honest prover will
generate a PCP proof string 7 proving that ¢ is satisfiable, and use the homomor-
phism to compute {Ency (7|s,)}. The verifier can then decrypt and check that the
PCP indeed accepts. We note that the generality of homomorphic encryption is not
needed here, and all we need is to be able to obliviously select an entry out of a string,
which is exactly the functionality provided by private information retrieval.

As for soundness, the important observation of [KRR13] is that any efficient
prover, when converted to a PCP prover, must be CNS, since a non CNS prover
would necessarily violate the security of the encryption scheme: If the distributions
Ay = Algng and Ay = A'|gng are distinguishable, then we can also distinguish be-
tween an encryption of (); = @ \ ' and an encryption of @, = @'\ @, which would
violate the FHE security. This is done by taking the encryptions of the elements of
Qi (where the secret key is unknown), and appending the encryptions of QN Q' under
a known secret key. Then we run the prover on the set of encrypted queries, and
examine the prover’s response using the distinguisher. If the distinguisher says A;,
this means we probably started with @1, and vice versa.

The [KRR14] approach to delegation was to construct a PCP that has soundness
against no-signaling provers (statistical, in their case, but the distinction will not
concern us at this point). Consider a computation, and consider a 3CNF formula
¢ that represents the evolution of this computation. Namely, consider the complete
computation tableau, and assign a variable to each of the bits in it. A proof for a
correct computation thus becomes a matter of proving that ¢ is satisfiable, when
the variables that correspond to the initial state and the output are fixed to the
respective input and output of the computation. Note that if ¢ is satisfiable then
there is exactly one satisfying assignment which corresponds to the correct evolution
of the computation.

The formula ¢ described above corresponds to a translation of the computation
into a circuit. Thus, the prover complexity suffers accordingly (indeed the protocol of
[KRR14] was designed for circuits and not for RAM machines). This was improved by
[KP16], who considered RAM computations. Their approach was as follows: Rather
than considering the state of the RAM memory database at every point in time,
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they only considered a computationally binding commitment to the memory contents.
By using locally updatable commitments (Merkle trees), it was possible to construct
a formula ¢ that describes the evolution of the computation, and in ‘particular the
evolution of the committed memory database, in a compact manner, only requiring
a fixed polynomial number of variables per time step, regardless of the length of
the database. Since the commitments are only computationally binding, it was no
longer true that ¢ only has one satisfying assignment. The guarantee that they get,
however, is that finding two different satisfying assignments will break the underlying
cryptographic primitive (a collision resistant hash function), and therefore cannot be
done efficiently.

In order to use this guarantee, [KP16], following the footsteps of [KRR14], and
using an abstraction due to Paneth and Rothblum [PR17], showed that any success-
ful no-signaling prover against their PCP can be efficiently converted into a partial
assignment generator. A partial assignment generator is an algorithm that takes any
sufficiently small subset of the variables of ¢ and outputs an assignment for these
variables that does not violate any of the clauses in which they appear. The gen-
erator is allowed to give different responses for the same variable, depending on the
other elements in the set, but the assignments have to be no-signaling in an analogous
sense to above: intersecting sets of variables should induce the same distribution on
the values (up to negligible statistical or computational distance). Combining this
with computational binding, they get a way to extract an entire satisfying assignment
for the formula, by starting from the initial state, and filling up the table sequentially
and locally, each time asking about the next variable and the previous variables that
determine its value. The no-signaling property guarantees that the distribution on
each and every variable is independent of the set it belongs to, and computational
binding guarantees that this distribution is in fact constant, otherwise the binding of
the commitment is broken. Thus, assuming that they have a cheating prover that
successfully proves two contradicting statements about the final state of MP, this
translates into two formulae ¢, 2 that correspond to computations with the same
initial state but different final state. Using the assignment generator they can find
the point of divergence in the two computations which will necessarily imply that
they can open a commitment in two different ways, thus breaking the underlying
commitment. '

Adaptivity, At Last. How can we generalize this approach to the adaptive set-
ting? We now consider a PCP whose query distribution is independent of the instance
in question (most known PCPs have this property), and we allow a cheating prover
to choose the formula ¢, for which it wants to provide a proof adaptively, based on
the query set Q. This means that a prover who wants to make our lives harder will
never even output the same formula twice. Indeed, we can generalize the previous
technique, and construct a partial assignment generator, but it will be severely crip-
pled: Upon receiving a set of variables as input, the assignment generator will output
an assignment for these variables together with a formula ¢ to which the assignment
relates. Whereas all output formulae still relate to some RAM computation, we lose

58



our anchor for constructing the computation tableau, namely the uniqueness of the
initial state. The only ray of light in this situation is that the no-signaling property
is still preserved for this assignment generator. Namely the marginal distributions
on subsets of variables need to be computationally indistinguishable, regardless of
the sets in which they are contained, and this indistinguishability holds even in the
presence of the respective ¢’s (in particular, the ¢ distribution itself should be com-
putationally indistinguishable for different values of query sets Q).

To see how to use these properties, let us recall our notion of security. We consider
a prover that is able to adaptively output M,d (where d is an alleged digest, or
commitment to the initial state), together with two possible alleged outputs for the
computation M”, and respective computationally no-signaling (CNS) PCP responses.
This means that even though the adversary might change the formulae ¢, ¢, it is
always the case that it outputs two formulae with the same initial state and different
final state. Therefore, there has to exist a step in the computation where the two RAM
computations diverge. Perhaps surprisingly, we can find this point of divergence even
if the adversary tries to shift it around! The idea is to extend the partial assignment
generator into one that outputs i, @2 at the same time, and allows to make local
tests on variables of both formulae at the same time. This means that we can define
a predicate of the sort “p; agrees with 4 at step i”, denote this predicate by 6;, and
test 6; or even (6; A—0;,) using our assignment generator, since these predicates only
depend on a small number of variables of the original ¢, @o. The critical observation is
that CNS should hold even with respect to the § predicates, since they are efficiently
computable from the variables of ¢, 2. We know that 6, is true and O is false,
therefore from the CNS property, there must exist an 4 such that (6; A —;,,). Having
found this 4, we can look at the specific assignment of the (,, ¢, variables to find the
inconsistency and thus break the binding of the commitment scheme. This allows us
to achieve an adaptive delegation scheme in spite of an elusive prover.

Batch NP Delegation. We show that similar methods also allow us to achieve
2-message non-adaptive delegation protocols for batch NP verification. Specifically,
to prove that all z;,...,z; € L, for some L € NTIME(T), we only require m -
poly (A, log T, log k) bits of communication, where m is the length of a single witness
for L (note that since we are in the non-adaptive setting, we can assume that m is
known ahead of time). Let R, denote the algorithm which takes as inputs z and w,
and decides whether w is a valid witness that x € L.

To see how this is done, let us first consider the degenerate case where k = 1.
In this case the solution is clear: The prover sends the witness w, together with a
short proof of the NP verification process of (z,w) via the former delegation protocol.
We emphasize that we must require adaptive security of the original protocol even to
achieve selective security here, since the computation that is actually being verified
depends on w which is adversarially chosen. We note that this protocol still has
advantages over the trivial verification of (z,w) since its computational complexity is
independent of the specific NP relation. Moreover, we note that prior to this work,
such an NP delegation protocol, even for £ = 1, was known only in the random oracle
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model or under knowledge assumptions.

Opening up the above protocol, we essentially reduce the question of whether w
is a valid witness for « to whether a certain RAM transcript verification circuit Cy
(with a digest of z||w hard-coded) is poly())-partially assignable. The witness w is
sent externally to allow the verifier to construct C,,. In general, the communication
complexity of proving ¢-partial assignability is £ - poly(\), so this protocol obtains a
total communication complexity of m + poly(}).

Now we consider a slight variation on this protocol, where instead of sending w in
the clear, the prover proves partial assignability of an augmented circuit CJ,, which
has O(Jw|) variables, |w| of which are meant to encode a witness w, and the rest
of which are used to compute the digest of w and extend it into a digest of z|w.
Now no external witness needs to be sent; to prove that = € L, it suffices to prove
knowledge of an O(|w|) + poly(A)-partial assignment generator for C’. This requires
communication complexity |w| - poly(A).

But partial assignment generators amortize extremely well. To prove knowledge of
a partial assignment generator for each of the circuits Cy ,. . ., C’;k, it suffices to prove
knowledge of the single concatenated circuit C;, ||---||C;, — given such a “mega’-
partial assignment generator, one can always restrict one’s queries to focus on an
individual sub-circuit. So despite this circuit’s larger size, we still only need to prove
O(Jw|) + poly(A)-partial assignability, which can again be done with communication
lwl - poly(X).

We note that there are several technical hurdles that we need to overcome to make
this idea work. We refer the reader to Section 4.6 for details.

Constructing the PCP

Finally, we attend to the construction of the adaptively sound PCP required for our
protocols as described above. In fact, our PCP is exactly the same as the one used in
[KRR13, KP16]. We prove soundness in the adaptive and computational no-signaling
setting. Namely, we show that adaptive assignment generators (of the type we want)
can be constructed given any computational no-signaling adaptive prover (as opposed
to non-adaptive statistical no-signaling). The overall proof outline remains the same,
and the repetitive parts of the proof are deferred to the appendix. Along the way we
were able to simplify parts of the proof.

Adaptive Soundness: A Counter-Example. In the [KRR14] PCP for proving
that z € L for some poly-time language L, the verifier’s queries are non-adaptive
(they do not depend on z), which gives hope that the PCP might already be sound
against provers which choose = adaptively. However, this <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>