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Abstract

In this thesis, we present two lines of research developing tools that, in addition to
being of independent theoretical interest, yield improved protocols for secure out-
sourcing of computation:

Succinct Garbling Schemes.
A garbling scheme is a way to encode a program P and input x as P and Jz
such that P can be evaluated on i to obtain P(x), but (F, ii) reveals nothing
more than P(x).

We devise an efficient garbling scheme, based on the recent notion of indistin-
guishability obfuscation, in which the RAM running time and space usage of P
on x are each the same as for P on ,z.

No-Signaling Multi-Prover Interactive Proofs.
A multi-prover interactive proof (MIP) is a protocol by a which a "verifier"
can ascertain the truth of a mathematical statement by interacting with two or
more "provers" that cannot communicate with each other.

We devise an MIP that achieves better efficiency and stronger soundness guaran-
tees than previous constructions. In terms of efficiency, our MIP allows proving
many statements with roughly the same (small) communication complexity as
is required to prove a single statement. The soundness guarantee is that the
verifier cannot be fooled even by malicious provers that can, in a very limited
sense, collude in their messages to the verifier.

The latter guarantee crucially enables an application to delegation of computa-
tion. Specifically, we obtain a protocol by which a weak device can outsource
expensive computations to a powerful but untrusted server, while being assured
that the computation is performed correctly.

Thesis Supervisor: Shafi Goldwasser
Title: RSA Professor of Electrical Engineering and Computer Science
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Chapter 1

Introduction

An old adage states, "If you need something done right, do it yourself." In other
words, there is a choice to be made. One can either live an easy life, delegating tasks
to others, or one can have confidence that the tasks are done correctly. One surprising
lesson of modern cryptography is that it is often possible to achieve the best of both
worlds.

This is exemplified in delegation of computation, where the goal is to solve the
following problem. One party (a "client") wishes to perform a computation (evalu-
ating a function f on an input X) but is highly resource constrained. Imagine that
this computation is expensive and is critically important to get right and/or involves
private data. Specific examples of such computations might include "Does radar data
indicate an incoming attack?" or "Does a patient's genetic data indicate increased
risk of disease?".

There are two trivial yet unsatisfactory approaches by which the client may obtain
f(x).

" (Direct Computation) The first approach asks the client to compute f(x) on its
own. Depending on the client's resource constraints, this may be prohibitively
expensive or impossible.

" (Outsourcing) In the second approach, the client sends f and x to a server and
asks for the result f(x). This approach corresponds to using a cloud "compu-
tation as a service" offering, or even simply to using less trusted (e.g., foreign
manufactured) computing chips. The downside of this approach is that a bad
server may return some value not equal to f(x), for example out of laziness,
malice, or incompetence. Just as dangerously, the server might learn private
information about the provided computation.

In this thesis, we construct improved protocols that achieve the efficiency benefits of
outsourcing, while simultaneously achieving the integrity and privacy guarantees of
direct computation. To do this, we first construct two main technical tools: succinct
garbling schemes and no-signaling multi-prover interactive proofs (MIPs).
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1.1 Succinct Garbling

A garbling scheme g converts programs and input values into "opaque" constructs
that reveal nothing but the corresponding output values. That is, g turns a program
P into a garbled program P and, separately, turns a value x into a garbled input
I, with the guarantees that P(R) = P(x) but the pair (P, R) reveals only P(x).
Originally conceived by Yao [Yao86], garbling schemes are a pillar of cryptographic
protocol design, with numerous applications such as secure two-party and multiparty
computation protocols, verifiable delegation schemes, randomized encoding schemes,
one time programs, and functional encryption.

A drawback of Yao's construction is that the size and runtime of P are proportional
to the size of P when represented as a circuit. This drawback is especially pronounced
in situations where the input x is much larger than the program's size or RAM runtime

as in, say, keyword search in a large-but-sorted database - or when the runtime
of the plaintext program varies from input to input. In these situations, the program
P being garbled has a succinct representation, e.g. as a Turing or RAM machine,
and converting P into a circuit incurs an exponential increase in its size.

Because of this drawback, there has been a sequence of work seeking to directly
garble succinctly represented programs with better efficiency. In particular, two goals
are the following:

" (Succinctness) A garbling scheme is succinct if whenever P has description
length f, then P has description length poly(f), and moreover is computable
from P in time poly(f).

" (Per-Instance Complexity Preservation) A garbling scheme preserves per-instance
complexity if whenever P runs in time T (resp., space S) on an input x, then P
runs in time 6(T) (resp., space 0(S)) on input x

Goldwasser et al. [GKP+113] construct a succinct garbling scheme for Turing ma-
chines, namely a scheme where the size, runtime and space requirements of the garbled
program are proportional to those of the Turing machine representation of the plain-
text program. The security of their scheme relies on strong extractability assumptions
that, loosely speaking, postulate the existence of an efficient algorithm for extracting
secrets from a certain class of adversaries. Such assumptions are often viewed as
problematic - technically speaking they are not complexity assumptions, as formal-
ized by. Goldwasser and Kalai [GK16], nor are they even "falsifiable" assumptions, as
defined by Naor [Nao03] and Gentry and Wichs [GW11].

Another line of work initiated by Lu and Ostrovsky [LO13, GHL+14, GLOS15]
constructs, from standard cryptographic assumptions (by now one-way functions),
garbling schemes for RAM programs that preserve per-instance complexity. On the
one hand, this is a great improvement, as in many cases RAM machines run expo-
nentially faster than any equivalent Turing machine. In particular, RAM machines
can for some tasks run in sublinear time. On the other hand, these schemes all fail
to achieve succinctness. In particular, the size of a garbled RAM program is as large
as its worst-case running time.

10



Garbling schemes for Turing machines that are both succinct and complexity-
preserving were more recently developed based on the assumptions of indistinguisha-
bility obfuscation (IO) for circuits and injective one-way functions [BGL+15, CHJV15,
KLW 15]. The following questions remained open:

Does there exist a fully succinct garbling scheme for RAM programs? If
so, under what assumptions?

Any advancement on this question directly applies to the many applications of suc-
cinct garbling.

In this thesis, we obtain the following affirmative answer, based on the ITCS 2016
paper "Fully Succinct Garbled RAM" by Canetti and Holmgren.

Informal Theorem 1.1 ([CH 16]). If injective one-way functions and indistinguisha-
bility obfuscation for circuits exist, then there is a fully succinct garbling scheme for
RAM programs.

Applications of Succinct Garbling. Succinct garbling schemes have many usages
in secure computation. The basic paradigm is to reduce the amount of computation
that must be performed in a trusted manner. That is, if one needs to securely compute
P(x), one can instead securely compute (P, R) and from there evaluate P(R) in an
untrusted environment. This paradigm is applicable in a variety of contexts: multi-
party computation [IK00], delegation of computation [AIK10], obfuscation [App14,
BGL+15, CHJV15], and more.

1.1.1 Memory Delegation

One extension of delegation involves computations that depend on a large amount of
auxiliary information. Consider, for instance, the following scenario.

Alice is a researcher who is embarking on a groundbreaking experiment that in-
volves collecting huge amounts of data over several months and then querying and
running analytics on the data in ways to be determined as the data accumulates.
Alas she does not have sufficient storage and processing power. Eve, who runs a
large competing lab, offers servers for rent, but charges proportionally to storage
and computing time. Can Alice make use of Eve's offer while being guaranteed
that Eve does not learn or modify Alice's data and algorithms? Can she do it at
a cost that's reasonably proportional to the size of the actual data and resource re-
quirements? Repeatedly applying a protocol designed for one-off computations (e.g.,
[GKR08a, KRR.13, KRR.14, RRR16]) would result in excessive work for Alice. Specifi-
cally, for each computation she outsources she must run in time (and communication)
proportional to her database size.

These considerations motivate memory delegation, in which after an initial setup
phase each outsourced computation requires a nearly constant amount of work on
Alice's part.' Fortunately, most garbling schemes, including ours, can be extended
to support memory delegation.

'More precisely, the amount of work is a polynomial in the program size and a security parameter.
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Adaptive Security

The increased functionality of memory delegation brings with it the possibility of a
new, subtle vulnerability. Most garbling schemes are shown to have "static" security:
for any fixed input x and program P, the distribution of (P, R) reveals only P(x).
However, in the scenario described above, P may be chosen much later than x, based
on information that has been published in the interim by external parties. In partic-
ular, this admits the possibility that an adversary seeking to learn x may influence
Alice into choosing P in a way that depends on R, thus bypassing static security
guarantees. Although this may seem far-fetched, it is analogous to fruitful efforts by
Allied code-breakers during World War II to manipulate Germans into encrypting
specific messages (e.g., the locations of planted British naval mines).

Adaptive security is considered in [GKR08b, BHR12, HJO+16] in the context of

(non-succinct) garbled circuits. An adaptive garbling scheme for Turing machines is
constructed in [AS16]. Still, adaptive security had not been achieved in the pertinent
setting of succinct and persistent RAM garbling.

We would like a scheme to allow a user to garble an initial memory, and then
garble RAM programs that arrive one by one in sequence. The machines should be
able to read from and write to the memory, and also produce output. It should be
guaranteed that:

1. (Correctness) Running the garbled programs one after another in sequence
on the garbled memory results in the same sequence of outputs as running the
plaintext machines one by one in sequence on the plaintext memory.

2. (Security) The view of any adversary that generates a database and programs
and obtains their garbled versions is simulatable by a machine that sees only
the initial database size and sequence of outputs of the plaintext programs
when run in sequence on the plaintext database. This should hold even when
the adversary chooses new plaintext programs adaptively, based on the garbled
memory and garbled programs seen so far.

3. (Efficiency) The costs of all operations are comparable to what would anyways
be required in an insecure solution. Specifically, up to polynomial factors in a
security parameter:

" Memory garbling takes linear time.

" Program garbling takes polynomial time (in the size of the program, not
its running time).

* A garbled program's running time and space usage are the same as those
of the plaintext program.

In this thesis, we show (based on the TCC 2016-B paper "Adaptive Succinct
Garbled RAM or: How To Delegate Your Database" by Canetti, Chen, Holmgren,
and Raykova) that one can construct an adaptively secure fully succinct garbling
scheme for RAM programs, based on nearly the same computational assumptions as
in the non-adaptive case.

12



Informal Theorem 1.2 ([CCHR 16]). If indistinguishability obfuscation for circuits
exists, and if either factoring or the discrete log problem is hard, then there is an
adaptively secure memory delegation scheme.

1.2 No-Signaling PCPs and MIPs

A different approach to delegation relies on the powerful machinery of probabilistically
checkable proofs (PCPs), or closely related multi-prover interactive proofs (MIPs).
These protocols primarily achieve verifiability: on input a function f and input x, the
verifier's output is either f(x) or _. It is possible using fully homomorphic encryption
to generically add secrecy to a delegation scheme, although this may incur a serious
loss in prover efficiency. The main benefit of these schemes is that they can be based
on milder assumptions and have the potential for greater generality and concrete
efficiency.

Probabilistically checkable proofs (PCPs) [BFLS91, ALM+98] allow verification
with very little communication. Specifically, they enable a prover to write a proof
string w, but the verifier only needs to read very few locations in that proof (chosen
according to a specific distribution) in order to be convinced of the correctness of the
statement. Kilian [lKil92] translated this into an argument system using collision re-
sistant hash families (CRHFs). CRHFs allow a prover to produce a short commitment
to a long string (the PCP proof string w), and subsequently to credibly reveal specific
locations of the committed string with a short proof. Kilian's protocol involves the
exchange of 4 messages between the prover and the verifier.

A central question is to what degree a verifiable computation protocol can be
made non-interactive, and under what assumptions. Micali [Mic94] observed that,
following ideas of Fiat and Shamir [FS86], Kilian's protocol can be made entirely
non-interactive in the random oracle model. However, random oracles do not exist
in the real world. Indeed it was shown by Canetti, Goldreich, and Halevi that there
are protocols that are secure in the random oracle model, but for which replacing the
random oracle by any concrete hash family results in an insecure protocol [CGH98].
Moreover, even the specific round reduction heuristic of [FS86] is highly suspect. In
particular, Goldwasser and Kalai demonstrated a protocol for which the heuristic fails
for every hash family [GK03].

Biehl, Meyer, and Wetzel [BN'W98] proposed an alternative approach for reducing
the message complexity to 2 using any (computational) private information retrieval
scheme. For simplicity, in what follows, we explain their idea in terms of a fully
homomorphic encryption scheme (FHE). This is an encryption scheme that allows
publicly computing Enc(f(x)) from Enc(x) for any function f, in time comparable to
that required just to compute f.

In their proposed delegation scheme, the verifier samples PCP queries q 1 ,... , q
and sends Enc(qi), ... , Enc(qk) to the prover, with each query encrypted under a dif-
ferent key. The prover generates the PCP string 7r, and (using the FHE functionality)
sends back Enc(rq), ... , Enc(Wqk). The verifier decrypts each answer, and checks that
the returned answers are consistent with a valid PCP string. The intuition behind

13



this construction is that because each query is encrypted under an independently
generated key, a cheating prover should not be able to correlate the answers and will
therefore respond as if according to a predetermined string 7. However, this intuition
is not correct, as was shown by Dwork et al. [DLN+O1].

The crux of the problem is that the standard notion of "semantic security" for an
encryption scheme does not actually force an adversary to answer each query locally;
rather, it guarantees that the distribution of answers returned under a subset of keys
does not depend on the queries encrypted under other keys. The latter property
of an answer-generating process is called "no-signaling", and it is not the same as
locality (e.g., [CHSH69]). It was later shown by Dodis et al. [DHRW16] that there are
pathological encryption schemes for which this difference actually can be exploited,
leading to an attack on the scheme of [BMW98]. The approach of [BMW98] is sound,
however, if the underlying PCP is sound against no-signaling provers.

No-Signaling Sound PCPs Kalai, Raz, and Rothblum [KRR14] constructed a
PCP for any polynomial-time computable language L with soundness against no-
signaling strategies and the following efficiency:

" The verifier runs in nearly linear time, and makes a polylogarithmic number of
queries to the proof string.

" The (honest) proof is a string of polynomial length over an alphabet of poly-
logarithmic size, and is computable in polynomial time.

Combining this with the transformation of [BMW98] yields a delegation protocol for
P.

One extension of delegation concerns computations in which a prover has auxiliary
information, also called a witness, with which the truth of its claim is more easily
verified (say in polynomial time). Protocols in this setting are called NP delegation
protocols.

A trivial solution to NP delegation is for the prover to first send its witness to the
verifier. The problem is then reduced to P delegation, with the following caveats:

" The communication from the prover to verifier is at least the length of the
witness, which may be very large.

" The reduction adds an additional round of interaction to the protocol.

In this thesis, we describe (based on the STOC 2017 paper "Non-Interactive RAM
and Batch NP Delegation from any PIR" by Brakerski, Holmgren, and Kalai) a no-
signaling PCP for "batch NP".

Informal Theorem 1.3 ([BHK17]). For any NP language L with witnesses of length
m, and for any k, there is a PCP for Lk with soundness against no-signaling strategies,
in which the number of verifier queries is m -polylog(k).

14



This in particular yields a 2-message protocol for delegation in which, if a prover
wants to prove many statements, the total communication is roughly the length of
a single witness rather than the sum of the witness lengths. This protocol also has
additional desirable properties, such as RAM efficiency for the prover and adaptive
soundness in the case of P delegation.

15



16



Chapter 2

Preliminaries

We begin with some basic notations.

" We write N to denote the set of positive integers. For any non-negative integer
n, we write [n] to denote the set {1, 2, ... , n}.

" When A and B are sets, we write A Li B to denote the disjoint union of A and
B.

" For a set X and a set Y, Func(X, Y) or X' denotes the set of all functions
from X to Y.

" For n E N, X" denotes the set of n-tuples of elements of X.

" X* denotes UiENX2 .

" For a set S C [n], S = {il, . . ,if} with i1 < - < if, and a sequence
d = (ai,. . . , an) E X , we write ds to denote the tuple (al, ... , ai,). We
use analogous notation for subsequences of infinite sequences (XN). More gen-
erally, if f is a function from X to Y, and if S is a subset of X, we write f(S) to
denote {f(x) : x E S}. If S is an ordered set, f(S) inherits the same ordering.

" For a finite set S, we write fs to denote the worst-case length of binary strings
encoding elements of S (typically this will be [log(S|). We identify S with a
subset of {0, 1fs.

" For a randomized algorithm A, we write A(x; r) to denote the result of running
A on input x with randomness r.

Definition 2.1 (Negligible Functions). A function v : N -+ [0, 1] is negligible if v(n)
is O(n-c) for every c > 0.

2.1 Ensembles of Circuits and Distributions

Definition 2.2 (Circuit Ensembles). A circuit ensemble is a collection of boolean
circuits {C}r,, indexed by some "index set" I.

17



Most commonly I is the set of natural numbers N, and we sometimes just write
{CA} or {CA}A (possibly with a different variable instead of A) when this is the case.
We will frequently be concerned with the size of CA as a function of A.

Definition 2.3. For any function s : N - N, we say that {C4} is a size-s circuit
ensemble if |Cs| = O(s(A)). The ensemble is said to be polynomial size if it is size-Ac
for some c.

Definition 2.4 (Concrete Computational Indistinguishability). For any s E N and
any 6 c (0,1), a random variable X is said to be computationally (s, 6)-indistinguishable
from a random variable Y if for every size-s circuit C,

Pr[C(X) = 1] - Pr[C(Y) = 1] < 6.

For the following definitions, let s : N -- N and 6 : N -+ (0, 1) be arbitary
functions.

Definition 2.5 (Asymptotic Computational Indistinguishability). Two ensembles of
random variables X = {XA}AEN andY = f{Y}cN are computationally 6-indistinguishable
(denoted X 6 Y) if for every polynomial size circuit ensemble { AA}AEN, it holds that

Pr [CA(XA) = 1] - Pr [CA(YA) = 1] < O((A)).

We say simply that X is computationally indistinguishable from Y (denoted X Y)
if X is A-c-computationally indistinguishable from Y for every c > 0.

Definition 2.6 (Statistical Distance). The statistical distance between two random
variables X and Y, each with countable support, is

I- Pr[X = z] - Pr[Y = z.
zESupp(X)USupp(Y) 2

2.2 Basic Cryptographic Primitives

Definition 2.7 (Oblivious RAM [G096]). An oblivious RAM (ORAM) is a pair of
algorithms (OMem, OProg)1 such that

" OMem is a probabilistic algorithm that takes as input a security parameter 1 A
and an input x E {0, }l, and outputs a memory configuration x'.

" OProg is a polynomial time algorithm that takes as input a security parameter
1A and a RAM machine M, and outputs a new probabilistic RAM machine M'.

'ORAM is sometimes viewed as a transformation only on a RAM machine. When implemented
in this way, a transformed machine first runs for an Q(n)-time setup phase, and therefore cannot
support sublinear time computations.
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An ORAM is required to satisfy the following correctness, efficiency, and security
properties.

Let M be a polynomial-time RAM machine and let x be an input. Consider
the probability space defined by sampling x' <- OMem(1A,x), and define M'
OProg(A, M).

Correctness and Efficiency. If M executed on x yields output y within time T,
then with all but negligible (in A) probability, M' executed on x' must yield y within
time 0(T) steps.

Security. Let addr' denote the sequence of memory addresses accessed by M' when
executed on x'. The distribution of addr' must depend (up to negligible statistical
distance) only on the space usage of M, and the running time of M on x,

Definition 2.8 (One-Way Function). A function f : {0, 1}* -+ {O, 1}* is a 6-secure
one-way function if it is computable in polynomial time, and for every polynomial size
circuit ensemble {AA}AEN, it holds that

Pr[f (x') = f (x)] < 0(6(A))

in the probability space defined by sampling x <- {0, 1} and defining x' = Ax(f(x)).

Definition 2.9 (Puncturable PRFs [BW13, BGJ14, KPTZ13]). A 6-secure punc-
turable pseudo-random function (PPRF) family is an ensemble F = {FA} of function
families

FA = {Fk: {O, 1}'* - {O, }N kE C

each indexed by a key space ICA that without loss of generality is {0, 1} (A) for some
polynomial f(.). The PPRF family is required to have associated polynomial time
algorithms (F.Eval, F.Puncture, F.PuncEval) that satisfy the following properties.

Correctness. For all x E {O, 1}*, all A E N, all k E ICA, and all i G N, it holds
that F.EvaI(k, x, i) = F(x) .

Punctured Correctness. For all S C {o, 1}*, all x E {O, 1}* \ S, all A C N, all
k E ICA, and all i E N, it holds that

F.PuncEval(F.Puncture(k, S), x, i) = Fk(x)i. (2.1)

For ease of notation, we write Fk(x)i and F.Eval(k, x, i) interchangeably, and we
write k{S} to denote F.Puncture(k, S). We write Fk{s}(x)i as short-hand for the
left-hand side of Eq. (2.1).
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Pseudorandomness. For every polynomial-sized ensemble { AX} of (inputless) or-
acle circuits, it holds that

Pr [AFkO -1 Pr [AA( 1] < 0 (6(A)).
k+ -KA U<-Func({0,1}*,{o,1}*)

Pseudorandomness at Non-Adaptively Punctured Points. For all ensembles
{SA} of polynomial-length2 subsets of {0,1}*, and all polynomial-size ensembles of
oracle circuits { Ax}, it holds that

Pr [AA IS,(k{S,}) = 1] - Pr [Au(k{Sx}) = 1] 0 0(6),
<-Ik k+- IC,\

U+-Func(SA,{O,1}N)

where FIsA denotes the restriction of the function Fk to S\.

Remark 2.10. Our definition of a puncturable PRF family differs from the usual
definition in that, for a given key k, we do not have any bound on the input or output
length of Fk. Our definition implies the usual one, and is achieved by the construction
of [GGM86] when combined with a prefix-free code in the natural way.

Definition 2.11 (Collision Resistant Hashing). A length-halving collision resistant
hash family is a distribution ensemble {NA}AeN, where WA is a distribution on circuits
with 2A input bits and A output bits satisfying:

Efficient Sampleability. There is a p.p.t. algorithm that on input A outputs a
sample from HA.

Collision Resistance. For every polynomial size circuit ensemble { Ax}:

Pr [(x # x') A (h(x) = h (x'))] < negl(A)

in the probability space defined by sampling

h &- W,\

(x, x') +- A\(h)

Below we define the notion of a computational PIR scheme with polylogarithmic suc-
cinctness, and then proceed to derive a variant that will be useful for our construction.

Definition 2.12. A 2-message private information retrieval (PIR) scheme over al-
phabet F = IF, with log 171 < poly(A), is a tuple of p.p.t. algorithms (PIR.Send,
PIR.Respond, PIR.Decode), where:

o (q, s) +- PIR.Send(1A, i, N): given A and some i, N E N such that i < N,
outputs a query string q and a secret state s.

2 Here by the "length" of a subset S C {o, 1}*, we mean EZxs I4I.
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" a +- PIR.Respond(q, D): given a query string q and a database D (E N, Outputs
a response string a.

" x +- PIR.Decode(s, a): given an answer a and state s, outputs an element x G F.

We say that the scheme is a polylogarithmic PIR if |a| = poly(A,log(N)). We say
that it is (perfectly) correct if for all i < N < 2A and D E ]pN it holds that when setting
(q, s) <- PIR.Send(1, i, N), a +- PIR.Respond(1A, q, D), and x +- PIR.Decode(1, s, a),
then x = D[i] with probability 1.

We say that the scheme is secure if for any sequence of N\ = poly(A), i\, i' < Nx
it holds that q ~ q', where: (q, s) <- PIR.Send(1A, i, N), (q', s') +- PIR.Send(1A, i', N).

It had been shown in [IK005] that a succinct 2-message PIR implies the existence
of a family of collision resistant hash functions. Succinct PIR can be constructed
based on the #-hiding assumption [CMS99] or based on the existence of leveled fully
homomorphic encryption scheme [Gen09], which in turn can be based on the (polyno-
mial) hardness of approximating short-vector lattice problems (SIVP and GapSVP)
to within a polynomial factor in worst case lattices [BV14].

We define a variant that we call "succinct" PIR, where only a bound on the size
of the database N needs to be known. This notion will be useful for our construction
and can be derived from the standard notion of PIR as we explain below.

Definition 2.13. A succinct 2-message private information retrieval (PIR) scheme
over alphabet F = PA, with log |F| < poly(A), is a tuple of p.p.t. algorithms (ScPI R.Send,
ScPIR.Respond, ScPIR.Decode), where:

" (q, s) <- ScPIR.Send(A, i): given IA and some i < 2A, outputs a query string q
and a secret state s.

" a <- ScPIR.Respond(q,D): given a query string q and a database D E <2,

outputs a response string a.

" x <- ScPIR.Decode(s, a): given an answer a and state s, outputs an element
x IF.

We say that the scheme is a succinct PIR if |a| = poly(A). We say that it is (perfectly)
correct if for all i < 2A and D E p 2 with ID| > i it holds that when setting (q, s) +-
ScPIR.Send(A, i), a <- ScPIR.Respond(1A, q, D), and x <- ScPIR.Decode(1A, s, a),
then x = D[i] with probability 1.

We say that the scheme is secure if for any sequences iA, i' it holds that q ~ q',
where: (q, s) +- ScPIR.Send (1A, i), (q', s') +- ScPIR.Send(1A, i').

Whereas the definition here is syntactically stronger (since N does not need to
be known), succinct PIR can be constructed from any polylogarithmic PIR scheme
as in Definition 2.12. This can be done by considering all databases of size 2t, for
t = 1, ... , A, and running the query algorithm on all of them in parallel. This will
incur an overhead of A which does not change the polynomial dependence on A.
Furthermore, specific constructions of PIR, e.g. from leveled homomorphic encryption,
can be adapted to the new definition without overhead at all.
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Definition 2.14 (Indistinguishability Obfuscation for Circuits [BGI+01]). A 5-secure
indistinguishability obfuscator for circuits is a p.p.t. algorithm iO that takes as input
a security parameter 1A and a circuit C, and outputs a circuit C such that:

Correctness. With probability 1, C and C compute the same function - that is,
for every x, C(x) = C(x).

Security. Let Co) and {C 1 )} be any two polynomial-sized ensembles of cir-

cuits. If for every A, the circuits C(o) and C1) have the same size and compute the
same function (we succinctly denote these conditions by writing C(0) -Cl1), then
the distribution ensembles {i0(1-, C(0 ))}A and {i0(lA,C(1 ))}A are computationally
6-indistinguishable.

The security definition of indistinguishability obfuscation given above actually
implies the following useful (and ostensibly stronger) security property.

Claim 2.14.1 (Distributional IO Security). Suppose that i. is a 6-secure indistin-
guishability obfuscator for circuits, and let { C 0) } and { C 1) } be two ensembles of cir-
cuit distributions. Let s : N - N be a polynomially-bounded function and e : N -÷ R
be any function such that for all A:

" Both C(0) and C 1 ) are distributions on size s(A) circuits.

" When sampling C(0 ) +- C(0) and CM1 <- C(1 , the distributions of the function-
alities3 of C(0) and CM1 are e(A)-close in total variational distance.

Then the distributions of U(O) and C(' are computationally (c + ()-indistinguishable
in the probability space defined by sampling

C(O CO)
C (1) +-CM0

C + 1A (2.2)
C(0) _iC(IA, C(0))

( <-) iC0(1 A, C(1)).

Proof. Suppose for contradiction that for some polynomial-sized circuit ensemble A
{AA}, it holds for infinitely many A that

Pr[A(a(0)) = 1] - Pr[A\(C(0) = 1] > w(e(A) + ((A)) (2.3)

in the probability space (2.2). Let A denote the set of A for which Eq. (2.3) holds.
For A E A, Eq. (2.3) also holds in a probability space where:

3 Note that we are not requiring that C( 0) and C(1) themselves be statistically close - indeed, they
may even be disjoint.
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1. C( 0) and CM1 are each individually distributed as in (2.2), but are jointly dis-
tributed so that

Pr[C(0) _ C(1)] 1 - f(A).

The existence of such a joint distribution is one of many equivalent characteri-
zations of the total variational distance.

2. Conditioned on the values of C(') and C1), the obfuscations C( 0 ) and C0l) are
distributed as in (2.2).

In this probability space, let EQv denote the event that C0) - C 1). It then holds
that

w(e(A) + 6(A)) < Pr[Ax((C(0 ) = 1] - Pr[Ax( 1 )) = 1]

< Pr[,EQv + Pr[Ax(CU0 3) = 1 A EQV] - Pr[AA(Cl)) = 1 A EQv]

By averaging, there must exist a pair of functionally equivalent size-s(A) circuits C(0
and C(' for every A E A, such that

Pr[AA(OC(0 ) = 1C(0 ) = C(0)] - Pr[Ax(C 1 ) = 10C) = C()] > w(((A)).

This contradicts the assumption that VO is 6-secure. El

One stronger and easier to apply notion of security for a circuit obfuscator is that
of differing input obfuscation. Roughly speaking, this notion requires that if it is
difficult to find an input x for which Co(x) $ C1(x) for some distribution over circuit
pairs (CO, C1), then an obfuscation of Co is computationally indistinguishable from
an obfuscation of C1.

Definition 2.15 (Differing-Inputs Sampler [ABG+13, BCP14]). A p.p.t. algorithm
Sam is a differing-inputs circuit sampler if for all polynomial size circuit ensembles
{AA}, there exists a negligible function v such that:

Pr[Co(x) 4 CI(x)] < v(A)

in the probability space defined by sampling

(Co, C1, aux) +- Sam(1)
x +- A.(Co, C1, aux).

Definition 2.16 (Differing-Inputs Obfuscation [ABG+13, BCP14]). ( is a differing-
inputs obfuscator for a differing-inputs circuit sampler Sam if (0o, aux) and (C1, aux)
are computationally indistinguishable in the probability space defined by sampling

(Co, C1, aux) +- Sam(1A)
Co +- (lA, CO)
01 +- (1A, C1).
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Boyle, Chung and Pass show that an indistinguishability obfuscator is also a
differing-input obfuscator for functions with only polynomially many differing-inputs
[BCP14].

Theorem 2.17 ([BCP14]). Suppose that for a differing-inputs circuit sampler Sam,
it holds with probability 1 over sampling (Co, C1, aux) +- Sam(1A) that

{I : Co(W) f Ci(x)}p < P(A)

for some polynomial p.
Then any indistinguishability obfuscator is also a differing-input objuscator for

Sam.
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Chapter 3

Garbling Schemes and Randomized
Encodings

This chapter is based on the ITCS 2016 paper "Fully Succinct Garbled RAM" by
Canetti and Holmgren.

The construction is in several stages, where each successive stage achieves a
stronger notion of security. The starting point is the scheme of Koppula, Lewko,
and Waters [KLW1 .5], which can be viewed as a very weak garbling scheme for RAM
machines. This scheme guarantees indistinguishability that a garbling of (Mo, x) is
indistinguishable from a garbling of (M1 , x) iff the computations have identical tran-
scripts (sequences of internal control states and memory operations). We refer to this
security property as same transcript indistinguishability.

We next generically upgrade any garbling scheme satisfying same transcript indis-
tinguishability into a scheme that satisfies full security. This proceeds in two steps.
First, we construct a garbler that satisfies "same address indistinguishability", mean-
ing that as long as Mo accesses the same sequences of addresses on x as M1 does,
then the garblings of Mo and M1 will be indistinguishable.

Finally, we combine any garbling scheme satisfying same address indistinguisha-
bility with an oblivious RAM compiler, a notion originally due to Goldreich and
Ostrovsky [G096]. Oblivious RAMs were originally developed in the context of hid-
ing the address access patterns of CPUs that act as a "black box". Although neither
indistinguishability obfuscation nor our "same address indistinguishability" garblers
truly realize this idealization, we are able to show that a specific ORAM, due to
Chung and Pass [CP13], suffices in our setting.

3.1 Technical Overview

The bulk of our technical contribution lies in our construction of a fully secure garbler
from one that satisfies only same address indistinguishability. We use the following
formalization of an ORAM. An ORAM consists of a probabilistic algorithm OMem,
which transforms an input x into an initial memory configuration x', and a deter-
ministic algorithm OProg, which transforms a RAM machine M into a probabilistic
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RAM machine M'.
The main difficulty for us, and the essential difference between RAM machines and

Turing machines, is that in general, oblivious RAMs (ORAM) rely on randomness,
which must be kept secret. In our case, we must reconcile this with the fact that
we can directly garble only deterministic programs. Because we aim to construct a
succinct garbler, we cannot afford to hard-wire a huge amount of randomness.

Our construction instead garbles a RAM machine M" that is equipped with a
PRF F (described by a small seed), and emulates M', at the ith step using F(i) as
the contents of its random tape. To prove security, we will require that F is actually
a puncturable PRF (see Definition 2.9), and we will require that the ORAM satisfies a
certain "puncture-friendly" property that in fact implies the usual notions of ORAM
security.

For any fixed M and x, view the sequence a of addresses accessed by M' on x' as
a (deterministic) function of the randomness used by OMem in generating x' and the
randomness used in the execution of M'. Think of these two sources of randomness
as comprising a single random tape. We require that this function is "blockwise
decomposable", in the following sense. The sequence a must be decomposable into
a sequence of (short, equally-sized) blocks of i.i.d. addresses a = (a,,... , ar), such
that each ai is a function of a small portion of the random tape, and moreover no
two blocks depend on overlapping portions. Suppose that each block consists of 7
sequentially accessed addresses.

To prove this construction achieves full security, we consider for any RAM machine
M and input x, the distribution of (M, i) obtained by garbling M and x. We present
a sequence of changes to the RAM program M" which change the distribution of
(M, R) only in a computationally indistinguishable way. Through these changes, we
will obtain a distribution that depends only on M(x).

To describe the changing functionality of M", it will be convenient to describe its
behavior in terms of two types of steps.

" In a real execution step, M" runs M' for 7 steps, using the PPRF F to provide
randomness as described above.

* In a dummy execution step, M" samples q addresses from an appropriate "sim-
ulated" distribution, using a different PPRF G for randomness, and accesses
these addresses.1

We progress through a sequence of distributions in which for some i, M is the
garbling of a RAM machine M" that performs T - i real execution steps, followed
by i dummy steps. Our challenge is to show that incrementing i does not noticeably
affect the distribution of (M, i). We take a punctured programming approach [SW]
to demonstrating this.

1. Because the (T-i)h block of accessed addresses depends on an otherwise unused
part of F, we puncture F at this part, and use independent randomness in its
place. This change is indistinguishable by the punctured PRF security of F.

'The exact type of access is irrelevant; it could be for example be a read, or a write of an arbitrary
value.
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2. We unpuncture F, and instead simply hard-code the addresses adTr- to access in
the (T - i)th step. We also puncture G at the places where its evaluations would
have been used in the (T - i)h step if a dummy step were to be performed.
This change is indistinguishable by the same address indistinguishability of the
base garbling scheme.

3. We change the (T - i)th step to actually be a dummy step. This change is
indistinguishable by the punctured PRF security of G.

3.1.1 RAM Machines and Computations

In this chapter, we will always use the "CPU circuit" representation of (bounded)
RAMs, as described in Appendix A.2. Recall that this representation includes a
syntactic bound on the worst-case space usage of the RAM machine.

Definition 3.1. A RAM computation is a pair (M, x) consisting of a (bounded) RAM
machine M and an input x.

Classes of RAM Computation Ensembles In all of our constructions, we will
study the asymptotic behavior (efficiency and security) on ensembles of RAM compu-
tations - a collection of computations {(MA, XA)}xEN. For the sake of cleanly stating
general results, we several important classes of ensembles.

Definition 3.2. An ensemble {(Mx,xx)} is polynomial size if for some polynomial
poly, the sizes of both MA and xX are bounded by poly(A).

Definition 3.3. For anyfunction T: N - N, an ensemble {(M\, x\)} is in TIME(T)
if the running time of M\ on x, is O(T(A)).

Definition 3.4. An ensemble {(M,, xx)} is polynomial time if it is in TIME(Ac) for
some c > 0.

3.1.2 Garbling

Definition 3.5. A 5-secure garbling scheme for a class 931 of RAM computations is
a tuple of algorithms (KeyGen, GbPrg, GbMem) satisfying the following properties for
every ensemble {(M,, x)} E 93 of RAM computations.

Consider the ensemble of probability spaces defined by sampling

K\ <- KeyGen(1A)
Mi\ <- GbPrg(Kx, MA) (3.1)
4 +-- G bMem(K., xx).

Let Tx denote the running time of MA on XA, and let SA denote the (syntactic) bound
on the space usage of M.. In what follows we omit the A subscript and instead work
with expressions that are implicitly functions of A.
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Correctness. The scheme is correct if with all but negligible (in A) probability, it
holds that M(R) = M(x).

Efficiency. The scheme is efficient if KeyGen, GbPrg, and GbMem are all probabilis-
tic polynomial time algorithms. This property is sometimes also called succinctness,
in contrast to schemes (e.g., [LO13]) in which the running time and output length of
GbPrg are both proportional to the (worst-case) running time of M.

Efficiency Preservation. The scheme is efficiency preserving if

" The running time of M on i is T -poly(A, log T, log S).

" M's space usage is (syntactically) bounded by S - poly(A).

Security. The scheme is 6-secure if there is a p.p.t. algorithm Sim such that the
distribution of (M, R) in (3.1) is computationally 6-indistinguishable from

Sim(1A, M(x), |M|, |x|, T, S).

Theorem 3.6. If 6-secure one-way functions, 6-secure injective pseudo-random gen-
erators, and 6-secure indistinguishability obfuscation for circuits exist, then there is
a 6-secure garbling scheme for the class of polynomial size, polynomial time RAM
computations.

Sections 3.2 to 3.5 are devoted to proving Theorem 3.6.

3.2 Same Transcript Indistinguishability

We first construct a garbling scheme satisfying a very weak form of security. Recall
that a RAM machine's computation transcript on an input s is a list of each of the
successive memory configurations and internal control states reached in an execution
on s.

Definition 3.7. A garbling scheme g = (KeyGen, GbPrg, GbMem) for 9J1 satisfies
same-transcript 6-indistinguishability iffor all RAM computation ensembles {(M 0 3, x\)}
and { (M('),x,)} in 9), the following holds.

If for all A, the executions of M(O) on xx and of M(1 ) on x\ produce identical tran-
scripts, then the garblings (MO, 2) and (M1 , 2) are computationally 6-indistinguishable
in the probability space defined by sampling

K <- KeyGen(lA)
M0 +- GbPrg(K, M(0O)
M1 +- GbPrg(K, M(')
R +- GbMem(K, x\).
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The non-triviality of Definition 3.7 stems from the possibility that two RAM
machines MO and M1 may produce the same transcripts only when executed on a
subset of their possible inputs. Moreover, MO and M1 may be distinguishable by a
malicious evaluator that tampers with their memories and internal control states.

Theorem 3.8. If 6-secure one-way functions, 6-secure injective pseudo-random gen-
erators, and 6-secure indistinguishability obfuscation for circuits exist, then there is a
garbling scheme that satisfies same-transcript (T -6)-indistinguishability for the class
of polynomial size, time-T RAM computations.

Theorem 3.8 is implicit in [KLW15]. A stronger version of this theorem (with
marginally stronger assumptions) is proved in Chapter 5.

3.3 Same Memory Indistinguishability

Again assuming that one-way functions exist, we upgrade any garbling scheme that
satisfies same-transcript indistinguishability into one that satisfies a slightly stronger
notion of security, which we call same-memory indistinguishability. A garbling scheme
is said to satisfy same-memory indistinguishability if the garblings of two different
machine-input pairs are indistinguishable as long as they induce the same memory
accesses. Notably, it is possible for the two machines to have differing sequences of
internal control states.

Definition 3.9. A garbling scheme (KeyGen, GbPrg, GbMem) for 9A satisfies same-
memory 6-indistinguishability if for all equally-sized ensembles of RAM computations

{(M 0O, xx)} and {(M(j, x,)} in 93, the following holds.
If for each A, it holds that M1 3('z) = M(1)(x) and additionally the two corre-

sponding transcripts differ only on their sequences of internal control states, then the
garblings (MO, R) and (M1 , k) are computationally 6-indistinguishable in the proba-
bility space defined by sampling

K <-- KeyGen(1A)

Mo +-GbPrg(K, M("))
M1 ,- GbPrg(K, M0)
x <- G bMem(K, xx).

3.3.1 Construction

Given a garbling scheme g' = (KeyGen', GbPrg', GbMem') satisfying same-transcript
indistinguishability and a puncturable PRF family F = {TF}, we construct a garbling
scheme 9 = (KeyGen, GbPrg, GbMem) satisfying same-memory indistinguishability.

Construction 3.10. We define g as follows:

* KeyGen(1^) samples K' <- KeyGen'(1A) and samples F <- F, and outputs
K = (1A, K', F).

29



" GbPrg(K, M) outputs GbPrg'(K', M'), where M' is a RAM machine defined as
follows.

If M is given by a CPU circuit

C: Q x W -+ Q X OPsA,W

with initial, accepting, and rejecting states qO, qacc, and qrj in Q, then M' is
given by the CPU circuit

C'[A, C, qO, qacc, qrej, F] : Q' x W + Q' x OPSA,W,

defined in Algorithm 1 with Q' {0, 1}' for f' large enough that

Q' D ({0, 1}" x Q) LJ {q', qcc, qre

for some arbitrary fixed values q, q c, q {Q,1}^ x Q. The initial, accepting,
and rejecting states for C'[A, C, qO, qacc, qrej, F] are respectively defined to be qO,
q, and qe .

" GbMem(K, x) outputs GbMem'(K', x).

Input: state q' E Q', read memory word Wread E W

1 if q' = qO then t := 0; qin := go;
2 else
3 Parse q', as (t, c);

4 qin := F(t) E c;

5 (qaut, op) := C(qn, wread);
6 if qout = qacc then return (q'ca, op);
7 if qout = qrej then return (q'ej, op);
8 QSut (t + 1, F(t + 1) @ qout);
9 return (qut, op);

Algorithm 1: CPU circuit C'[A, C, qO, qacc, qrej, F]. Emulates C, but encrypts
the RAM's internal control state, using the PPRF F to provide one-time pads.

3.3.2 Proof of Security

Theorem 3.11. If g' satisfies same transcript 6-indistinguishabilityfor polynomial
size, time-T computations, and if F is a 6-secure puncturable PRF family, then g as

in Construction 3. 10 satisfies same memory (T -6)-indistinguishability for polynomial

size, time-T computations.

Proof. Let {(M"x, X\)} and {(M(1 ), xA)} be two polynomial size, time-T(.) ensembles

of RAM computations that satisfy the preconditions of Definition 3.9. Namely, for
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all A, M 0 )(xA) = M( (x\), and the two corresponding computation transcripts differ
only in their sequences of internal control states.

To prove Theorem 3.11, we need to show that two distribution ensembles, which
we denote by {iZVW() } and {RlI) }, are computationally (T -6)-indistinguishable.
Specifically, for b c {0, 1}, define W(b) to be the distribution on ( i) obtained by
sampling

K +- KeyGen(1A)

M - GbPrg(K, M A)
i +- GbMem(K, XA).

We prove the indistinguishability of {-RWO } and {RWV' } via
Let TA < T(A) denote the running time of MA on XA. For each A,
distributions 'H.O) - .

a hybrid argument.
we define TA hybrid

Hybrid R(4): For 0 i < T - 1, hybrid '-) is defined to be the distribution on
(M, k) obtained by sampling:

1. K' <- KeyGen'(1A), and F +-FA.

2. M +- GbPrg'(K', M'), where M' is a RAM machine given by CPU circuit

C'[A, Co, C1, q0 , qacc, qrej, TA - i - 1, out*, F] : Q' x W -+ Q' x OPSA,W

defined in Algorithm I with the following parameters:

" Co and C1 are the CPU circuits that define the RAM machines M(0 ) and

A I.

" q0 is the initial state of M (3, while qacc and qej are the accepting (resp.,
rejecting) states of M(1.

* If the computation transcript of M(1 ) on XA is

(q1) op()),

then out* c (q', opT ), where

q1(1
(ac ,

(Tx - i, F(T\ - i) E q A_J

if q qacc

if q qe

if q {qacc, qrej}

The initial, accepting, and rejecting states for C'[A, Co, C1, q0 , qacc, qrej, TA - i -
1, out*, F] are respectively defined to be q, q'cc, and q' .

3. 5 <- G bMem'(K',XA).

Theorem 3.11 directly follows from Claims 3.11.1 and 3.11.2 below.
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Input: state q' E Q', read memory word Wread

1 if q' = q' then t := 0; qin := qo;
2 else

3 Parse qf' as (t, c);
4 _qin := F(t) (1 c;

5 if t = t* then return out*
6 if t < t* then (qout, op) := Co(qin, Wread)
7 if t > t* then (qout, op) C1(qin, Wread)
8 if qout qacc then return (q'c,, op);
9 if qout q,ej then return (q' , op);

10 q' := (t + 1, F(t + 1) e qout);
11 return (q' ,, op);

Algorithm 2: CPU circuit C'[A, 00, C1, qo, qacc, qrej, t*, out*, F]

Claim 3.11.1. The distribution ensembles {7i()} and {7ZW()} are computation-

ally 6-indistinguishable, and likewise {H -l)} and {ZW } are computationally
6-indistinguishable.

Proof. This directly follows from the assumption that g' satisfies same transcript

6-indistinguishability.

Claim 3.11.2. For all {iA} such that 0 < i, < T\ - 1 for every A, the distribution

ensembles {71()} and { ^ A1) } are computationally 6-indistinguishable.

Proof. We define hybrid distributions W("') and WN~Q2 and show that

Hybrid 71("'1): Hybrid 71(') is defined as the distribution on (M, R) obtained by
sampling:

1. K' - KeyGen'(1A), and F - FT A.

2. M <- GbPrg'(K', M'), where the RAM machine M' is given by the CPU circuit
C2[A, Co, C1, qo, qacc, qrej, TA - i - 2, out*, out**, F] defined in Algorithm 3 with
the following parameters:

" Co and C1 are the CPU circuits that define the RAM machines M and

A *.

" qO is the initial state of M, while qcc and qrej are the accepting (resp.,

rejecting) states of M l.

* If the computation transcript of M(O) on x, is

(qa") Ip O()), ... , (q(0 , opf) ),

32



then out* = (q* opi 1) where q* = (T -i- 1, F(T - i - 1) e q4-1).

e If the computation transcript of M,(1 on x is

then out** 4- (q**, op(- )where q**

3. R <- G bMem'(K', xA).

def I

Input: state qf' - Q', read word Wrea
1 if q' = q' then t := 0; qin := gO;
2 else
3 Parse q' as (t, c);
4 if t =t* then return out*
5 if t = t* + 1 then return out**
6 _in := F(t) E c;

7 if t < t* then (qout, op) := Co(qin, Wread)

8 if t > t* + 1 then (qout, op) := C1(qin, Wread)
9 if qout qacc then return (q' op);

10 if qout = qrej then return (qejop);
1 ' := (t + 1, F(t + 1) E qout);
12 return (q'ut, op);

Algorithm 3: CPU circuit C2[A, Co, C1, t*', out*, out**, F]

Hybrid d(i, 2):

sampling:
Hybrid Wd(i, 2 ) is defined as the distribution on (M, R) obtained by

1. K' <- KeyGen'(1A), and F +- FA.

2. M +- GbPrg'(K', M'), where the RAM machine M' is given by the CPU circuit
C2[A, Co, C1, qo, qacc, qrej, TA - i - 1, out*, out**, F] described in Algorithm 3, with
the following parameters.

" Co and C1 are the CPU circuits that define the RAM machines M(O) and
M(1.

* qO is the initial state of M(O) while qacc and qrej are the accepting (resp.,
rejecting) states of M(1.

* If the computation transcript of M,( on x, is

(q, lopo ), .. , (qT ,,opT.)

then out* - (q* opQ. i), where q* = (T - i - 1, F(T - i - 1) D q

and out** J (q** opTA _), where q** = (T - i, F(T - i) e q, 2 ).
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3. i &- GbMem'(K', x,).

We need to establish that

The first and third indistinguishabilities follow by reduction to the fixed transcript
security of g'. The second indistinguishability follows by reduction to the pseudoran-
domness of F at the selectively punctured point T, - ix. 0

This concludes the proof of Theorem 3.11.

3.4 Same Address Indistinguishability

We now to construct a slightly stronger notion of garbling, which we call same-address
indistinguishability. Roughly, this security property requires that the data in memory
is hidden, but does not require that the sequence of accessed addresses is hidden.
As discussed in the introduction, in applications where the memory access pattern is
known not to leak sensitive information, this notion of garbling has the potential to be
significantly more efficient. In particular, the garbling scheme that we now construct
preserves the efficacy of memory caches, for which real-world RAM programs are
extensively optimized.

Definition 3.12. A garbling scheme (KeyGen, GbPrg, GbMem) for 9N1 satisfies same
address 6-indistinguishability if for all ensembles of equally-sized RAM computations

{(M, 4 ")} and {(M' ,x' )} in 931, the following holds.
If for each A, M(")(x 3) - M(1 )(x(1) and additionally the two corresponding com-

putation transcripts differ only in the addresses accessed, then the garblings (Mo, RO)
and (M1 , R1) are computationally 6-indistinguishable in the probability space defined
by sampling

K +- KeyGen(1A)
Mo +-- GbPrg(K, M(0))
M0 +- GbPrg(K, M(0 )

:Ro <-GbMem(K, (04))
, <-GbMem(K,x,()

3.4.1 Construction

Given a garbling scheme g' = (KeyGen', GbPrg', GbMem') satisfying same memory in-
distinguishability and a puncturable PRF family {FA}, we upgrade g' into a garbling
scheme g = (KeyGen, GbPrg, GbMem) satisfying same address indistinguishability.

Overview. Our construction of g essentially applies g' to a transformed version
of the machine M and a correspondingly transformed version of the input x. The
transformed machine, which we will denote by M', differs from M in three ways:
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" M' executes two copies of M in parallel (thereby using twice as much memory).
We think of these two copies as an 'A' execution and a 'B' execution. We think
of the external storage of M' as correspondingly consisting of an 'A' track and
a 'B' track. We implement the 'A' and 'B' tracks by modifying the memory
alphabet E to hold two symbols.

" M' writes metadata alongside each value to indicate the time and address at
which it is written.

" M' masks each value it writes: instead of writing (t, a, v, v) to an address a,
it writes (t, a, FA(t, a) e v, FB (t, a) e v), where FA and FB are puncturable
pseudorandom functions.

Construction 3.13. We define g (KeyGen, GbPrg, GbMem) as follows:

" KeyGen(1A) samples K' <- KeyGen'(1A) as well as puncturable PRFs FA, FB

from F\, and outputs K = (1), K', FA, FB).

" GbPrg(K, M) outputs GbPrg'(K', M'), where M' is a RAM machine defined as
follows.

If the CPU circuit representation of M is (C, qO, qacc, qrej) with

C : Q x W -+ Q x OPSAW,

then the CPU circuit representation of M' is

(C'[A, C, q0, qacc, qrej, FA, FB], q' I qc, q,

where:

- The CPU circuit

C'[A, C, qO, qaccI qrej, FA, FB] : Q' x W' -n Q' X 0 PSA,wI

is defined in Algorithm 4 with

Q1 def{O}QQ' l II{ A } X Q X Q

and
W' d{0, 1}A x A x W x W.

- Idef d ef - d e

q' =(0, O, qO), q'cc (0, qacc qacc), and qIef = (0, qej, qre).

* GbMem(K,x) outputs x <- GbMem'(K',x'), where x' is defined so that its ath
word is

X' = (0, a, FA(0, a) e Xa, FB (0, a) e Xa).
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Input: State (t, q , q f), read memory word (tread, aread, WeaA WeBad

1 (q.t, op) := C(qff , (AAtre)a, aread)W7Wread);
2 if qout = qacc then return (q'cc, op);
3 if qOut = qrej then return (q'ej, op);
4 Parse op as (awrite, wwrite);
5 op' := (awrite, (t, awrite, FA(t, awrite) G Wwrite, FB(t, awrite) ( wwrite);

q' := (t + 1, qout, qout);
7 return (q' ,, op');

Algorithm 4: CPU circuit C'[A, C, qacc, qrej, FA, FB]

3.4.2 Proof of Security

Theorem 3.14. Suppose that g' satisfies same memory 6-indistinguishability for

polynomial size, time-T computations, and that {FA} is a 6-secure family of punc-

turable PRFs. Then g as in Construction 3.13 is a garbling scheme that satisfies

same address (T - 6)-indistinguishability for polynomial size, time-T computations.

Proof. Let {(M('), x,(')} and {(M\ , X(1)} be two polynomial size, time-T(.) ensem-

bles of RAM computations that satisfy the preconditions of Definition 3.12. Namely,
for all A, the executions of M(0 3 on ) " and of M(1) on x. produce computation tran-

scripts that differ only in the sequence of accessed memory addresses. Let TA = T(A)
(01)denote the common running time of MA(O) on xA and of M(1 ) on X,'. Let C(O) and

C1 respectively denote the CPU circuits of M(O) and M(1 .

We want to show that two "real world" distribution ensembles, which we denote

by {R}V")} and {R)}V( }, are indistinguishable.

Real world b: For b E {0, 1} and A E N, the distribution IWlb) is defined to be

the distribution on (M, S) obtained by sampling

K +- KeyGen(1A)
M +- GbPrg(M)

R +- GbInp(x).

1. K' +- KeyGen'(1A), and puncturable PRFs FA, FB +- T\.

2. M - GbPrg'(K', M'), where M' is a new RAM machine defined as follows.

Suppose that the CPU circuit representation of M b) is (C, qo, qacc, qrej). Then

the CPU circuit representation of M' is

(C'[A, C, qacc, qrej , FA, FB]I q1, 1 qccej

where the CPU circuit template C' is defined in Algorithm 4, and:

, def
*qO = (0, qo, qO);
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def
aqcc = (0, qacc, qacc); and

/ def
q qe = (0, qrej, qrej).

3. R +- GbMem'(K', x'), where the ath word of x' is

, def ( b
X'a =' (0, a, FA(0, a) o (XB))a, FR (0, a) ( (X('))a).

We show that {-RW } and {RW(')} are computationally (T -6)-indistinguishable via

a hybrid argument. That is, we define several hybrid distribution ensembles { }()

,{N6 } such that

{RW/ ~{Ni0 } --- H(6)} { 1)b1

Each hybrid is an instantiation of a distribution template N XA, X, CA, CR, i] that

we define below. The parameters used for each hybrid are listed in Table 3.1.

For -y E {A, B}, inputs XA and XB, CPU circuits CA and CB, and i E {0, . . TA -

1}, the hybrid n[-y, XA, XB, CA, CB, i] is defined to be the distribution on (M, k)
obtained by sampling:

1. K' +- KeyGen'(lA) and FA, FB A- FA.

2. M 4- GbPrg'(K', M'), where M' is a new RAM machine defined as follows.

Suppose that the initial, accepting, and rejecting states of C, are qO, qacc, and

qrej. Then M' is given by the CPU circuit C'[A, 7, i, CA, CB, qacc, qrej, FA, FB as
defined in Algorithm 4.

3. R +- GbMem'(K', x'), where the ath word of x' is

' a (0, a, FA(0, a) @ (XA)a, FB (0, a) @ (XB)a).

Hybrid: W(O) H- 2 H3tA NA NA NA NA
A: A B A

XA: XA XA

XB: XA(0 X (1

CA: CA CA
CB: CA A

Z: 0 TA 0

Table 3.1: Top-level hybrid experiments in the proof of Theorem 3.14.

We first dispense with the easier claims.

Claim 3.14.1. The distribution ensembles {RW 03} and {N(} are computationally
6-indistinguishable.
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Input: State (t, q ,A) qIqB), read memory word (trea, area, W,(A) W(B)
1 (Y - W i n i n ) ar ad ~ read)

(qt, (atte, wri te)) : F7 (tread, aread) ( wread)

2 if t < i then
// Also execute track "Y

3 q~ (a (';Y, C_;,
(qut, ( wte, w rite)) : ( , F(tread , aread) E Wread

4 Op' := (awte, (t + I, ai te, FA(t+1, a, wte) E wre, FB (t + 1,aite) ewrite));
5 else

/Duplicate write to track 7 on track -Y

6 L op':= (ate, (t+i, awrie, FA(t +1, ate) W e, FB(t + 1, ate) EWe

7 if q~t = acc then return (q'cc, op');
8 if q = qrej then return (qe , op');

9 q 1 (Y tYut: (t + 1,I q~u, q~);
lo return (q'ut, op');

Algorithm 5: CPU circuit C'[A, y, i, CA, CB, FA, FBI. qacc and qrej denote the
accepting and rejecting states, respectively, of C,). - denotes B if -y is A, and
vice versa.

Proof. For each A, the distributions IZ/V and W(O) are each defined via an experi-
ment that samples

K +- KeyGen'(1A)
M - GbPrg'(K, M')
S<- GbInp'(K, x')

(for a different choice of M' in the two experiments). In both cases though, the
memory accesses made by M' on x' are identical. Thus, the indistinguishability of
-R)V and W(t) follows directly from the same memory indistinguishability of the
garbling scheme 9'.

Claim 3.14.2. The distribution ensembles {W45)} and {RWl} are computationally
6-indistinguishable.

Proof. Completely analogous to Claim 3.14.1. L

Claim 3.14.3. The distribution ensembles {i(4?} and {W41} are computationally

(n - 6)-indistinguishable, where n(A) is the (common) length of x(0) and x(.

Proof. For each A, we define hybrid distributions W(4'o) and (O<) such that (ignoring
parameters)

R(0'0 is defined nearly identically to W(O), differing only in the CPU circuit used
to define M'. The CPU circuit is still Algorithm 5, but with a parameter choice that
differs as follows:
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W (',) uses a key for FB that is punctured at the set of points ((0, a) : a E
{0, 1}"^}.

" RO') sets CB = C(') rather than CB= (C(.A A A

These changes to M' do not affect its execution on x' (i = 0, so Line 3 - the only
place where FB(0, -) or CB could potentially be used - is never executed). Thus,
it indeed holds that {7-4(')} and {H(O)} are 6-indistinguishable by the same access
6-indistinguishability of g'.

t(O"') is similarly defined nearly identically to W(1), differing only in that FB is

punctured in the same way as above. By identical reasoning, {N(2') } and { R } are
6-indistinguishable.

R(O') and RN' 1O differ only in their definition of x'. Specifically, they use different
values for XB, masked by an appropriate one-time pad generated from FB(0, .). But
both in R(OM and in .2"), FB is punctured on {(0, a) : a E {0, 1}}. Thus, by
reduction to the punctured PRF security of FR (with an adversary that makes n PRF
queries), the distribution ensembles {4('0}) and {42}) are (n -6)-indistinguishable.

Claim 3.14.4. The distribution ensembles { W4) } and { R() } are computationally

(n - 6)-indistinguishable, where n(A) is the (common) length of x and x .

Proof. Completely analogous to Claim 3.14.3. El

Claim 3.14.5. The distribution ensembles { H } and { H ()} are computationally
6-indistinguishable.

Proof. This follows directly from the security of g' - namely, the fact that it satisfies
same memory 6-indistinguishability.

It remains to show the following two claims.

Claim 3.14.6. The distribution ensembles {RN } and { W2) } are computationally
(T - 6)-indistinguishable.

Claim 3.14.7. The distribution ensembles { 7 (3} and { W4 } are computationally
(T -6)-indistinguishable.

We prove Claim 3.14.6, and the proof of Claim 3.14.7 is analogous.

Proof of Claim 3.14.6. For each A, we show a sequence of TA + 1 indistinguishable
hybrid distributions W(O, ... , W(1''T^) such that:

SN(1,O') (1)

2While not guaranteed by Definition 2.9, the puncturable PRF of [GGM86] is succinctly punc-
turable on such "interval" sets. That is, the size of the punctured key is poly(A) and not 2A. It is
also possible to prove Claim 3.14.3 with a standard puncturable PRF (puncturable only at small
sets of points) with a slightly more complicated argument.
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S (1,TA) - (2)

* For each {ji} with 0 < i\ < TA, it holds that {W'3A)} and {N ,iA+1} are

computationally 6-indistinguishable.

Hybrid 761"'): For 0 < i < T,, hybrid lh4"') is defined to be the distribution on
(M, i) obtained by sampling:

1. K' +- KeyGen'(1A) and FA, FB -- Y,.

2. M +- GbPrg'(K', M'), where M' is a new RAM machine defined as follows.

M' is given by the CPU circuit C2[A, A, i, Co, C1, FA, FB] defined in Algorithm 5,
where Co and C, are the CPU circuits defining M(O) and M( 1

3. R +- GbMem(K', x'), where x' is defined so that the ath word of x' is

's d (, a, FA(0, a) T (x,\) FB (0, a) @ (Xz 1 )a).

Claim 3.14.8. For every ensemble {ix} with 0 < i, < T, the distribution ensembles

{7jO'iA} and {N'iAl} are computationally 6-indistinguishable.

Proof. For each A, we define two other hybrid distributions W("AO) and (i'.

For each b E {0, 1}, let the computation transcript of M on I) be denoted by

Recall that by assumption, at) = a) for every t. We will denote this value by at.

Hybrid W('i'"O) is defined to be the distribution on (M, i) obtained by sampling:

1. K' <- KeyGen'(1A) and FA, FB <- -\.

2. M G- GbPrg'(K', M'), where M' is a new RAM machine defined as follows.

M' is given by the CPU circuit C I[A, A, i, c, 00 CC, C FA, FB{(iA, ai2)}] defined

in Algorithm 6, where Co and C1 are the CPU circuits defining M,(' and M ,
and c de F(i, ajA) ( 0)

3. R <- GbMem(K', x'), where x' is defined so that the ath word of x' is

' (0, a, FA (0, a) G()\ ), Fc(0, a) c (?)a

By the fact that g' satisfies same address 6-indistinguishability, the distribution

ensembles {7O'i^)} and {'&^',O)} are computationally 6-indistinguishable.

Hybrid W(4'iA1) is defined nearly identically to (1'iA'), the only difference being
that the parameter c is set to (iA, FB)(ix, ajj e
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Input: State (t, qA), If n)), read memory word (tread, aread, WA), W(B)

ou ite, write := C( Fy(treaI, aread) ( Wready,

2 if t < i then
// Also execute track j

3 (qou, (awite, Wwte)) C(qin, F;(tread, aread) E Wread);

4 op' :=1 (awrte, (t +1, awte , FA(t + 1, a write)e write' B (t + awrite) write));

5 else if t = z then
// Write c to track i.

6 c := F-,(t + 1, a te) e wrte, C. C;
/ ('Y) i 1 ) Cw R ));

7 op' := (a wrte, (t + , arie, CA,
8 else

// Duplicate write to track -y to track j

9 Op: (a rtitee, (t +1arFA(t + ate)e write, FB (t + , t ,b w t)L.i ew ite \ / rt rt write) E write)

10 if q2u =acc then return (q'c ,op');
11 if q 7Y = qrej then return (q'ej, op');

12 q'ut := (t + 1, q2u , qd);
13 return (q'ut, op');

Algorithm 6: CPU circuit C'[A, -y, Z, c, CA, CR, FA, FR]. qacc and qrej denote
the accepting and rejecting states, respectively, of C . denotes B if -y is A,
and vice versa.

By the pseudorandomness of F(B) at the point (ix, ai), the distribution ensembles

{1\' ' } and {7-I(' } are computationally 6-indistinguishable.

Finally, {72'i^')} and {4 +} are computationally 6-indistinguishable by the
same address 6-indistinguishability of g'.

Claim 3.14.6 follows directly from Claim 3.14.8. E

Theorem 3.14 follows directly from Claims 3.14.1 to 3.14.7.

3.5 Full Security

This section constructs a garbling scheme for RAM machines with full security, as

defined in Section 3.1.2, from any garbling scheme that satisfies same address indis-
tinguishability. As sketched and motivated in Section 3.1, this is done by combining
the fixed address garbling scheme with an oblivious RAM (ORAM) scheme. While
this composition may generically fail to achieve full security, we show that it works

if the ORAM satisfies a stronger than usual security requirement, and if the ran-
domness is generated via a puncturable PRF. We also show that existing ORAMs

(unconditionally) satisfy the stronger security requirement.
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Localized Randomness

Our new notion of localized randomness constrains how addr' depends as a determin-
istic function on the randomness used in generating x' and in executing M' on x'.
Let S denote the space usage of the RAM machine M, and let T denote the running
time of M on x.

Formally, we view addr' as a deterministic function of M, x, S, A, and f, where
r is a concatenation of the randomness used in generating x' +- OMem(1A, x) and
the randomness used in executing M' = OProg(1, M) on x'. Localized randomness
requires that for all values of S and A, there is some 71 > 0 and some deterministic
algorithm Sims,. such that for every space-S RAM machine M and every input x,
there exist pairwise disjoint sets R1,... , RT C N (where T = Time(M, x)) such that
for each i E [T]:

" Ri has size at most poly(log S, A).

" It holds with all but negligible (in A) probability over a uniformly random choice

of r' that the tuple consisting of the ( - (i -- 1)) through (, q - 1)h addresses

in addr' is equal to Sims,A(7'R) .

We now show that the Chung-Pass ORAM [CP13] satisfies localized randomness.

3.5.1 Locally Random ORAM Construction

Memory Layout For a RAM machine M and input x E {0, 1}", the Chung-Pass
ORAM begins by partitioning x into blocks of size a for some constant a > 1. These
blocks are labeled with their addresses, randomly shuffled, and a position map Posi is
generated, with Posi(i) storing the shuffled position of block i. For i = 1, ... , log(n),
Posi is also randomly shuffled in blocks of size a, with Posi+ 1 storing this shuffling.

For each i, there is a balanced binary tree 77 of buckets in memory, with each
bucket sized to hold polylog(A) blocks. When Posi(O) = -y, it means that the block
labeled 3 is present in this tree in one of the buckets from the root to leaf Y.

Memory Accesses To obliviously access an address a in this data structure, one
first looks up Posiogn(a) from private registers or a brute-force ORAM. Having com-
puted Posi(a), one now looks up Posi 1 (a) by reading each bucket on the path to
the Posi(a)th leaf in 77, searching for the block which is labeled a (or more precisely

La/a'J) and retrieving its contents. This block is not written back to the bucket,
but is instead assigned a new position pos*. Labeled as such, it is inserted into the
root bucket in 77. Next, and this step is crucial to prevent buckets from overflowing,
the path in 77 from root to a random leaf is traversed, with each block moved to the
leafmost admissible bucket along this path.

Localized Randomness

In order to establish that the localized randomness property is satisfied, we must de-
fine an algorithm Sim, and given a RAM machine M and input x with Time(M, x) =
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T, we must define subsets R1,..., RT of the ORAM randomness such that the ad-
dresses accessed on the zth access when using randomness i' are given by Sim( 'Ri).

Sim takes a random string r and interprets it as labeling two leaf nodes in each
tree 'Tiogn, . . ., 71. For each such leaf node f, Sim outputs the addresses of each bucket
on the path from the root to f.

Suppose that M on x accesses addresses a1, ... ,a. The set Ri is defined by
considering, for each j E {1, ... , log n}, kij = max{k: k < i A ak/a = ai/aJ}. Then
Ri is defined as the concatenation of, for each j, the randomness used in choosing the
new positions pos* in 7T on the (ki, )th underlying access, as well as the randomness
in choosing the random path along which blocks should be flushed towards the root.

3.5.2 Garbling Scheme Construction

Our garbling scheme is very simple; essentially, we just compose the fixed address
garbler on top of an ORAM scheme with localized randomness. That is, to garble a
machine M, we first transform it via the ORAM, and then apply the fixed address
garbler to that transformed machine.

Construction 3.15. Let (KeyGen', GbPrg', GbMem') be a garbling scheme that satis-
fies same address indistinguishability, and let (OMem, OProg) be an ORAM scheme
with localized randomness. We define a garbling scheme = (KeyGen, GbPrg, GbMem)
as follows:

" KeyGen(1A) samples
K' <- KeyGen'(1A)
F +-AF

and outputs K I (1A, K, F).

* GbPrg(K, M) outputs GbPrg'(K', M'), where M' N OProg(1A, M)F

* GbMem(K, x) samples x' +- OMem(1A, x) and outputs GbMem'(K', x').

3.5.3 Security Proof

Theorem 3.16. Suppose that g' = (KeyGen', GbPrg', GbMem') satisfies same memory
6-indistinguishability for polynomial size, time-T RAM computations, and that {T}
is a 6-secure family of puncturable PRFs. Then g as in Construction 3.15 is a (T -6)-
secure garbling scheme for polynomial size, time-T RAM computations.

Proof Overview We proceed through a sequence of hybrid distributions, where
each hybrid distribution uses a different definition of M'. Specifically, in the ith
hybrid, M' is defined to:

1. Act as OProg(1A, M) for TA - i steps,
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2. Perform i simulated "dummy" accesses,

3. Output y = M(x) as a hard-coded constant.

To prove that these hybrids are indistinguishable, we make crucial use of the
ORAM's localized randomness. Indeed, locality allows us to isolate the randomness
that determines the particular addresses we are trying to change. In conjunction
with our fixed address garbler, which lets us ignore low-level RAM machine details,
we then use the punctured programming method to change the addresses accessed.

Proof. Let {(MA, xA)} be a polynomial size, time-T(.) ensemble of RAM computa-
tions.

The Real World Distribution {RV}: We want to show the simulability of the
distribution on (M, i) which is obtained by sampling:

1. K' +- KeyGen'(1A), and F +- FA.

2. M +- GbPrg'(K', OProg(A, MA))

3. i +- GbMem'(K', OMem(1A, XA)).

Let T = TA denote the running time of MA on XA, let S = S\ denote the space
usage of MA, and let n = nA denote the length of XA.

The Simulating Distribution {SA}:
obtained by sampling:

SA is defined to be the distribution on (M, R)

1. K' <- KeyGen'(1A), and a puncturable PRF G - TA.

2. M +- GbPrg'(K', M'), where M' is a new RAM machine with CPU circuit
representation

(C [T, G, IM\(xx)], (0, 0), (T, 1), (T, 0))

where C2 is described in Algorithm 7.

3. R +- GbMem'(K', OMem(1A, 0)).

Input: State (t, qin), symbol -
1 Let (i', j') be integers such that t = i' + j' for 0 < j' < n;
2 if i' < T then
3 op := (Sim(G(i'))', 0);
4 return ((t + 1, qin), op)
5 else return y;

Algorithm 7: Simulating CPU circuit C2[T, G, y].

One can easily check that SA can be sampled given only M(x), T, S, and n.
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Hybrid W-4): For 0 < i < TA, Hybrid W() is defined to be the distribution on
(M, R) obtained by sampling:

1. K' +- KeyGen'(1A), and puncturable PRFs F, G <- FA.

2. M +- GbPrg'(K', M'), where M' is a new RAM machine defined as follows.

If the CPU circuit representation of MA is (C, qo, qacc, qej), then the CPU circuit
representation of M' is

(C'[A, i, TA, C, F, G, y], q, qacc, qre),

where C' is defined in Algorithm 8 and

0 q= (0, qacc)
def

" qcc = (TA, qacc)
/ def

" qrej = (TA, qrej)

Sy is qcc if MA(x\) = 1, and q'ej otherwise.

3. R +- G bMem'(K', OMem(1A, x)).

Input: State (t, qin), read memory word Wread
i Let (i', J') be integers such that t = qi' + j' for 0 < j' <
2 if i' < TA - i then
3 (qout, op) := CF(qin, Wread)
4 return ((t + 1, qo0 t), op);
5 else if T - i <i' <T then
6 op := (Sim(G(i'))y, 0);
7 return ((t + 1, qin), op)
8 else return y;

Algorithm 8: CPU circuit C'[A, i, T, C, F, G, y].

It remains to prove the following three claims.

Claim 3.16.1. The distribution ensembles {ZW()} and {N-42} are 6-indistinguishable.

Claim 3.16.2. For all {ix} with 0 < i,\
{W'+1 )} are 6-indistinguishable.

< T\, the distribution ensembles {W4^)} and

Claim 3.16.3. {w(TA)} ~ {S,}

Claims 3.16.1 and 3.16.3 follow immediately from the same address indistinguisha-
bility of g'.

Proof. (of Claim 3.16.2)
We give a sequence of computationally 6-indistinguishable distribution ensembles
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Hybrid W':
by sampling:

Hybrid 714'1) is defined to be the distribution on (M, R) obtained

1. K' +- KeyGen'(1A), and puncturable PRFs F, G +- FA.

2. M +- GbPrg'(K', M'), where M' is a new RAM machine defined as follows.

The CPU circuit of M' is given in Algorithm 9, with the following parameters:
hard-coded values p, til,... , t, and b1,..., bp defined so that Si = { 1 ,..., t,
and bj = F(t). The hard-coded values a = (ao,..., a,,_ 1 ) are defined as a -

Sim(bi, ... . , b ,).

3. R +- GbMem'(K', OMem(1l , xA)).

Data: Punctured PRF F' = F{Si}, puncturable PRF G, underlying
transition function C', y = M(s), the set Si = {ti, .... , ,}, bits

b,. . . , bp, addresses ao,..., a, 1, the running time t* = Time(M, s)
Input: State (t, qin), symbol -

1 Let (i', j') be integers such that t = qi' + j' for 0 < J' < ;(b. ifx-t-
Define F' such that F'(x) = f

I F'(x) otherwise'
3 if i' < i then

4 (qout, op) := C' '(qj, o-);
5 return ((t + 1, qout), op);
6 else if i' = i then return ((t + 1, qin), (aj, I))
7 else if i < i' < t* then return ((t + 1, qin), (Sim(G(i'))j', 1))
8 else return y;

Algorithm 9: Hybrid transition function C,1 .

Hybrid +' 2):

by sampling:
Hybrid W(i'2) is defined to be the distribution on (M,i) obtained

1. K'+- KeyGen'(1A), and puncturable PRFs F, G +- F,.

2. M <- GbPrg'(K', Mi,2 ), where the RAM machine Mi,2 's transition function is
given in Algorithm 9, with the hard-coded values p, tl, ... , tL and bl,... ,b
defined so that Si = {i, ... , tL}, and each bj is drawn from {0, 1} independently
and uniformly at random. The hard-coded values a = (ao, . . , a_ 1) are defined
as a= Sim(bi,..., bp).

3. R <- GbMem'(K', OMem(1A, x\)).
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Hybrid N('):
sampling:

Hybrid W7i'3) is defined as the distribution on (M, k) obtained by

1. K' - KeyGen'(lA) and puncturable PRFs F, G <- _FA.

2. M +- GbPrg'(K', Mi,3 ), where the RAM machine Mi,3's transition function is
given in Algorithm 10, with the hard-coded values a = (ao, . . . , a,_1) sampled
as a = Sim(bi, ... , b,) for uniformly random (bi, . . . , bp) E {0, 1}P.

3. R +- GbMem'(K', OMem(1A, XA)).

Data: Puncturable PRF F, punctured PRF G'= G{i}, underlying
transition function C', p = M(s), addresses ao,... , a. 1, the running
time t* = Time(M, s)

Input: State (t, qin), symbol -
1 Let (i', j') be integers such that t = ri' + j' for 0 < j < r1;
2 if i' < i then
3 (qOut, op) : C/F
4 return ((t + 1, qOut), op);
5 else if i' = i then return ((t + 1, qin), (aj, I))
6 else if i < i' < t* then return ((t + 1, qj,), (Sim(G(i'))y, I))
7 else return y;

Algorithm 10: Hybrid transition function Ci,3 .

Hybrid ft' 4):
by sampling:

Hybrid N '4 ) is defined to be the distribution on (M, k) obtained

1. K' +- KeyGen'(1A), and puncturable PRFs F, G +- FA.

2. M *- GbPrg'(K', M'), where M' is a new RAM machine whose CPU circuit is
given in Algorithm 10, with the hard-coded values a = (ao,... , a_1) sampled
as a= Sim(G(i)).

3. 5 +- GbMem'(K', OMem(1A, XA)).

Claim 3.16.4. For any {i} with 0 < iA < TA, the distribution ensembles {7.2)}
and { 1 } are computationally 6-indistinguishable.

Proof. This follows from the same address indistinguishability of g'. l

Claim 3.16.5. For all {i} with 0 < 4A < TA, the distribution ensembles {N l}

and {f W ' 2 )} are computationally 6-indistinguishable.

Proof. This follows from the pseudorandomness of F at the (selectively) punctured
points {LI, ... , tp} in a straight-forward way. l
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Claim 3.16.6. For all {i} with 0 < ix < T, the distribution ensembles {fRt ' }

and {- ^',3 } are computationally 6-indistinguishable.

Proof. This follows from the same address indistinguishability of g'. Indeed, ti, ... , tp
are defined so that changing F(tj) can only possibly change the addresses accessed at
time TA - iA. But at time T\ - i\, the accessed addresses ao,. . . , a,_ 1 are hard-coded

in M', both in ? ', 2 and in El7x,3)

Claim 3.16.7. For all {iA} with 0 < i, < T\, the distribution ensembles {- (i,)}
and {> ,,4) } are computationally 6-indistinguishable.

Proof. This follows from the pseudorandomness of G at the selectively punctured
point T\ - i in a straight-forward way.

Claim 3.16.8. For all {iA} with 0 < i\ < TA, the distribution ensembles {(4}

and { W(A+1)} are computationally 6-indistinguishable.

Proof. This follows from the same address indistinguishability of g'.

This concludes the proof of Claim 3.16.2. l

This concludes the proof of Theorem 3.16. 0

3.6 Randomized Encodings

Randomized encodings were first introduced by Ishai and Kushilevitz [IK00] for the
purpose of improving MPC efficiency, and they have since grown to play an important
role in efficient cryptography.

Definition 3.17. A computationally 6-private randomized encoding scheme for a func-
tion f : {0, 1}* -+ {0, 1}* is a pair of p.p.t. algorithms RE = (Enc, Dec) satisfying
the following properties.

Correctness. For all x E {0, 1}* and all A, when sampling i - Enc(1A, x), it holds
with probability 1 that Dec(Q) = f(x).

Security. There is a p.p.t. algorithm Sim such that for all polynomial-sized en-
sembles of strings {x(A) E {0, 1}*}A, the distribution ensembles {Enc(1A, x(A))} and

{ Sim(IA, f (x(,A))) }A are computationally 6-indistinguishable.
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Encoder Efficiency. The algorithm Enc(1X, x) runs in time O(n) - poly(A) where
n denotes the length of x. See additional discussion below.

The requirement on encoder efficiency rules out the following trivial perfectly se-
cure randomized encoding scheme for arbitrary (polynomial-time computable) func-
tions. For a given function f, Enc is defined so that Enc(1A, x) is f(x), and Dec is
defined to be the identity function. We therefore say that a scheme is non-trivial if
the complexity of Enc is significantly less than what is required to compute f. In the
above definition, we chose to instead require nearly linear time complexity for Enc,
for two reasons. First, our schemes achieve such efficiency. Second, we find it aes-
thetically preferable to quantify over all polynomial-time computable functions in our
theorem statements, and leave it implicit that a construction is trivial for linear-time
computable functions.

We also could have specified a weaker measure of complexity relative to which
Enc is required to be more efficient than f. For example, Yao garbled circuits [Yao86]
yield, for any polynomial-time computable function f, a randomized encoding scheme
in which the encoder's parallel running time is small, but the encoder's total work is
as large as the time comlexity of f.

Theorem 3.18. If injective one-way functions and indistinguishability obfuscation
for circuits exist, then for every polynomial-time computable function f, there is a
randomized encoding scheme for f.

Proof. Follows directly from Theorem 3.6.

3.7 Verifiable Computation from Succinct Random-
ized Encodings

Suppose that for every polynomial-time computable function f, there is a randomized
encoding scheme for f. For example, Theorem 3.18 shows that this is the case if in-
jective one-way functions and indistinguishability obfuscation for circuits exist. Then
there is a verifiable computation protocol due to [AIK04] for any language L E P
wherein:

1. The verifier's input is a string x E {O, 1}*, while the prover has no input.

2. There is a single round (two messages) of interaction: the verifier sends a first
"challenge" message to the prover, and the prover responds with a "proof"
message.

We state the construction for completeness, but omit the proof.

Construction 3.19. Given a language L G P, define a two-party protocol between a
prover P and verifier V as follows.
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Let (Enc, Dec) be any randomized encoding scheme for ft : {0, 1}* x (0, 1}* -+

{0, 1}*, defined as

def r if x L L

0 otherwise.

On input (1A, x) with x E {0, 1}n, V samples r <- {0, 1} and zr +- Enc(1A, (x, r)),
and sends i to P. Upon receiving J, P responds with i = Dec(Iz). V then accepts iff
r = r.

Remark 3.20 (Efficiency). In Construction 3.19, the verifier's complexity is equal to
that of Enc. With the randomized encoding scheme of Theorem 3.18, this is n -poly(A)
time and O(A) space.

The prover's complexity is equal to that of Dec. With the randomized encoding
scheme of Theorem 3.18, this is T(n) -poly(A) time and S(n) - poly(A) space.
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Chapter 4

Verifiable Computation

This chapter is based on the STOC 2017 paper "Non-Interactive RAM and Batch NP
Delegation from any PIR" by Brakerski, Holmgren, and Kalai [BHK17].

Efficient verification of computation is one of the most fundamental and studied
tasks in computer science, and in particular it lies at the heart of the P vs. NP
question. In the most basic setting, a prover P proves to a verifier V that a certain
instance x is in some language L. In a delegation protocol the resources for verification
should be much lower than those required to compute whether x is indeed in L. There
are several variants of this question, each of which has been the subject of intense
research.

One common framing of this question, as proposed e.g. in [Kil92, Nic94, GK1R08a,
GGP10], asks whether it is possible to "succinctly" verify TIM E(T) computations, i.e.
with verification communication and computation polylog(T).'

Assuming EXP g PSPACE (which is widely believed), this is generally unattain-
able with soundness against computationally unbounded provers. Thus, similar to
most previous work in the literature, we focus on achieving soundness only against
computationally bounded provers (such proof systems are also known in the literature
as arguments). Honest provers are also required to be efficient, in keeping with the
philosophy that security should hold against adversaries who are at least as powerful
as honest parties.

An additional variant is delegation of non-deterministic languages, say in NTIME(T).
Here an even stronger implausibility of unconditional succinct verification applies,
but succinct four-message arguments were constructed by Kilian, using PCPs and
collision-resistant hash functions [Kil92]. If the protocol is additionally required to be
non-interactive, then Gentry and Wichs showed that (under plausible complexity as-
sumptions) one cannot even prove computational soundness with black-box reductions
to falsifiable assumptions [GW11]. In the face of these negative results, Reingold,
Rothblum and Rothblum [RRR16] recently asked whether one can obtain non-trivial
verifier efficiency by amortizing the verification of many NP instances at reduced per-
instance cost, and give such an interactive proof for the special class of unambiguous
interactive proofs.

'Some subtleties arise when formalizing this problem, e.g. the time it takes to read the input x.
These will be discussed below.
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Aside from its foundational value, the question of efficient delegation carries sig-
nificance to applications as well. In many cases, computation today is becoming
asymmetric, with smart devices able only to perform lightweight local computation,
and outsourcing large computational tasks to be performed off-site (e.g. by a cloud
server). The ability to verify that the computation is carried out correctly with-
out investing significant computational resources is obviously useful in this situation.
This serves as additional motivation to explore which classes of computation admit
succinct and efficient delegation schemes, and what amount of communication and
interaction are required in order to accomplish this task.

4.1 Our Results

We construct the first one-message delegation scheme (in a public-key model), under
standard generic hardness assumptions (the existence of succinct computational pri-
vate information retrieval) for polynomial-time computation. In addition, our scheme
obtains a stronger notion of soundness that allows any party to adaptively choose a
computation as a function of the verifier's public key, and convince the verifier of that
computation's result. Prior to this work, the state of the art (barring random oracles
or non-standard cryptographic assumptions) was a two-message protocol relying on
super-polynomial hardness [KRR14, KP16]. A recent concurrent work by Dwork,
Naor and Rothblum [DNR16] achieves two-message protocols under polynomial as-
sumptions, but only for log-space uniform NC circuits.

We also construct the first two-message batch argument system for NP based on
the same assumptions, and achieve a communication complexity proportional to the
length of a single witness. We show that in this setting non-adaptivity is inherent, and
that our attained communication complexity is optimal for schemes whose soundness
has a black-box reduction to a falsifiable computational assumption. We are not aware
of any prior work achieving such a two-message system without random oracles or
non-standard assumptions.

As a main building block in our constructions, we define and construct a "computa-
tionally no-signaling" (CNS) probabilistically checkable proof (PCP), which strength-
ens the definition of a statistically no-signaling PCP [KRR,14]. We believe that this
tool may be of independent interest.

4.1.1 Non-interactive Delegation

Let A be a party with a public/private key pair, generated with respect to some
security parameter A. Let M denote a Turing machine, let x denote an input, and let
T denote the running time of M on x. Assume that A is chosen so that jxj < poly(A)
and assume M is a poly-time machine, so also T < poly(A). At its simplest, our
scheme is the first, assuming only standard cryptographic assumptions, to enable the
following state of affairs.

e One can efficiently (in time poly(T, A)) compute a proof string to convince A of
any true statement "M(x) = y".
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" No polynomially bounded adversary can, given A's public key, come up with a
false statement (that M'(x') = y') and a corresponding "proof" which A will
accept.

* A can verify the proof in time poly(A,, x y1) (independent of the runtime of M).

Our scheme has several other desirable properties, which we now outline.

1. RAM Efficiency and Persistent Data. Our adaptive delegation scheme,
following [KP16], works in the following model: Given the public key of the
verifier, the prover can prove the correctness of the computation of any RAM
machine M on any database D. Both the prover and verifier can preprocess
D independently of M in an offline phase. When they are later given M with
running time T in an online phase, the prover2 runs in time poly(T) and the
verifier runs in time poly(A) for some fixed polynomial poly. In fact, the verifier
needs to store very little state from its preprocessing of D it just needs to
store a A-bit digest, which we denote by d. 3

We note that a RAM computation MD may alter the database D, resulting in
a new database Dnew. In many cases it is desirable to delegate computations
on Dnew without repeating the pre-processing. Our scheme supports this, and
in fact allows one to continue such incremental computation indefinitely.

2. Soundness With Dishonest Digests. Our notion of soundness is an adaptive
version of the definition of [KP 16]. This definition goes beyond just requiring
that an efficient adversary cannot prove a false statement on any actual compu-
tation, i.e. on any machine M and database D, but additionally requires that
the prover cannot prove contradicting statements even on digests that are gen-
erated maliciously. Namely, a prover cannot find a digest d, machine M, and
two accepting proofs for two different outputs of MD. This means that even if
the verifier has been cheated and given a malicious digest, there is still a well
defined "functionality" associated with this digest for any machine M. This
makes the separation between the offline and online stages even more substan-
tial. This form of adaptive soundness, while it may seem artificial, has been
used in [BBK+16] to construct three-message zero-knowledge arguments with
soundness against provers with bounded non-uniformity.

3. Weak, Generic Computational Assumptions. The soundness of our scheme
relies on the existence of any succinct 2-message (computational) private infor-
mation retrieval (PIR) scheme. Such schemes are known to follow from standard
concrete hardness assumptions such as q-hiding or learning with errors.

2 The prover is modeled as a RAM machine, rather than a Turing machine, in order to match the
model of the underlying machine M.

30ur digest, as in [KP16], is simply a tree commitment of the database D, and the prover needs
to store the whole tree.
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Remaining Open Problems. Similarly to previous works, our protocol is vulner-
able to the "verifier rejection problem": If one can observe whether the verifier rejects
a large number of maliciously crafted proofs, one can then completely learn the ver-
ifier's secret key and violate soundness. This problem appears inherent in schemes
which, like ours, are based on the PCP-to-argument transformation of [BMW98]
(described in Section 4.1.3). The second is to achieve computation privacy while
preserving RAM efficiency, i.e. to hide the delegated data and computation from the
prover. Computation privacy can be achieved generically through fully homomorphic
encryption (FHE), but this necessitates converting the prover into a circuit, which
destroys the sometimes exponential efficiency benefits that we obtain for a prover
implemented as a random-access machine (RAM).

It is only known how to address these problems under very strong hardness
assumptions such as indistinguishability obfuscation or cryptographic multilinear
maps. Under such assumptions, publicly verifiable delegation schemes were intro-
duced for deterministic Turing Machines [PR17], as well as schemes that are addi-
tionally computation-private for Turing machine [KLW15], RAM [BGL+15, CHJV15,
CH16, CCHR16], and PRAM [CCC+16, ACC+16] computations. It is not clear, how-
ever, whether secure indistinguishability obfuscators or multilinear maps actually ex-
ist, as current proposals appear to have flaws. Despite their strong assumptions, all
of the aforementioned schemes except [PR,17] require two messages, and it was not
known how to achieve a non-interactive scheme from standard assumptions as we do
in this work.

4.1.2 Batch delegation for NP

As mentioned above, we also make progress on the task of delegating NP computa-
tions. In particular, we construct a batch delegation scheme for any NP language, a
problem that was recently considered by Reingold, Rothblum and Rothblum [RRR16].
More specifically, we construct a 2-message (non-adaptive) batch delegation for NP
which allows a prover to prove that n-bit inputs x1, .. . , Xk are all in an N P language
L, where the communication complexity is m -poly(A) with m being the length of a
single witness. Additionally, the verifier runs in time (kn + m) - poly(A).

The security of our scheme is based on the same assumption as our RAM delega-
tion scheme, i.e., polynomial hardness of the underlying PIR scheme.

This stands in contrast to the recent result of [RRR16], which on the positive side
constructs an interactive proof with soundness against computationally unbounded
provers and without assumptions, but which on the negative side requires multiple
rounds of communication, applies only to a restricted "unambiguous" subclass of NP
(or more generally of IP), and achieves worse communication complexity: O(k +
poly(m)) (in particular this grows linearly with k). Our work shows that arguments
for NP enjoy very strong amortization, under standard cryptographic assumptions.

We show that any adaptively sound batch NP delegation scheme with non-trivial
amortized efficiency could be used in a black-box way with our RAM delegation
scheme to obtain a fully succinct non-interactive argument of knowledge (known in
the literature as a SNARK). By the work of [GW11] we know that SNARKs cannot
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be achieved with black-box reductions to falsifiable assumptions, and thus we derive
the same for adaptively sound batch NP delegation. This contribution is described
in Section 4.6.

Adaptive, Computationally No-Signaling PCP

Our main result on PCPs, presented in Section 4.4, is that the PCP of [KRR14]
maintains soundness against adaptive computationally no-signaling provers.

Recall that a classical PCP for a language L is an oracle algorithm V which, on
input x, makes a few queries to a proof string 7r, and outputs either "accept" or
"reject". If x C L, then there must be a string 7 which causes V to accept with high
probability (this is called completeness), while if x V L, every string -r must cause
V to reject with high probability (this is called soundness). No-signaling variants
of PCPs strengthen the soundness requirement so that even if 7 is a more general
"no-signaling" prover, the verifier must still reject with high probability.

Generalizing the notion of a string (viewed as a deterministic mapping of an index
set F to an alphabet E), a prover is a probabilistic mapping from an ordered subset
of F to an equal-sized ordered subset of E.4 A prover is said to be statistically no-
signaling (with respect to parameters kmax and E) if for any sets of queries Q, Q' of size
at most kmax, the marginal distribution of prover's answers on QnQ' are -statistically
close whether the prover was asked on Q or on Q'. A computationally no-signaling
prover is the same, but now we only require that poly(A)-time algorithms cannot
distinguish the two answer distributions with probability better than 1 + E, where
A is a security parameter. This captures a potentially much larger set of cheating
provers.

Furthermore, our PCP is adaptively sound, allowing the prover to first see the PCP
queries and then adaptively choose the instance x, although the prover is restricted
so that the distribution of x (computationally) does not signal about the queries.
Despite the apparent weakness of this form of adaptivity, we show that it can offer a
new pathway for a malicious prover to prove false statements. Namely, there exists
a PCP which is sound against no-signaling provers, but loses all soundness when a

(no-signaling) prover is allowed to adaptively choose x.
While many parts of our proof mirror that of [KRR14], our proof is somewhat

shorter and more modular due in part to abstractions introduced by [PR,17]. The
transition from PCPs to a delegation scheme in Section 4.5 is similar to [KP16],
but the proof is quite different. Along the way, we simplify a significant component
- specifically, in previous works the verifier must delegate an expensive step of its
computation to the prover using the previous protocol of [KR 09]. Unfortunately, this
needs to be done in parallel to avoid increasing the round complexity of the argument
system, so they do not use [KR09] in a black-box way, and hairy composition issues
arise. We show instead that the verifier's expensive step can actually be implemented
efficiently (without any help from the prover)., thus eliminating the problem. We view
this as an additional contribution of our work, deepening our understanding of the

4 This definition limits the verifier to make non-adaptive queries, but PCPs typically have this
property automatically.
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interplay of the different components in the proof. See more details in Section 4.1.3
below.

Non-Interactive Delegation and Adaptive Soundness. Several works showed
that it is possible to delegate even non-deterministic computations [DFH 12, BCC+ 17],
and furthermore, the work of [BCCT13] even constructs a non-interactive delegation
scheme for non-deterministic computations, assuming only a common setup. How-
ever, all these works rely on knowledge assumptions. Such assumptions, are not only
not falsifiable [Nao03], but are of a very different nature than standard hardness as-
sumptions. Gentry and Wichs [GW1 1] showed that for such languages it will be hard
to achieve a non-interactive protocol under polynomial-time standard assumptions.

One would hope that the techniques of [GKR08a, KRR14, KP16] could be adapted
to imply a non-interactive protocol (with setup). Indeed, the first message of these
delegation schemes relies only superficially on the input and on the function being
computed, essentially only (an upper bound on) the time complexity of the compu-
tation needs to be known in order to produce the first message. One would hope
that the first message can be generated once and for all as setup, and would allow for
verification of arbitrary statements.

However, the proof of security is inherently non-adaptive. Namely, even though
the input is not required in order to produce the first message, security is not guar-
anteed when the adversary gets to choose the instance after seeing the first message.
Technically, this is because the proof of security relies on extracting an entire com-
putation table from the adversary, and in order to do this, the adversary is rewound
and made to respond on different queries with regards to the same input. Obviously
this technique is not applicable in an adaptive setting.

We note that one could try to get adaptive soundness by a "brute force" ap-
proach using complexity leveraging: The observation is that we can always guess the
instance that the adversary will choose with probability 2'. Therefore, if we pick
the parameters of the scheme such that we are guaranteed soundness even with this
slowdown, then adaptive security will follow. However, this method, aside from being
exorbitant in terms of communication, computation and underlying hardness assump-
tion, requires that there is a predetermined polynomial upper bound on the length of
the input. This method is therefore completely inapplicable if we intend to support
arbitrary polynomial time computations on arbitrary polynomial length inputs.

4.1.3 Our Techniques

We make novel technical contributions in two aspects: First, in constructing a PCP
scheme that is secure against adaptive and computational no-signaling cheating provers,
as opposed to non-adaptive and statistical no-signaling provers as in previous work.
Second, in converting such a PCP into protocols for adaptively secure RAM delega-
tion or batched NP delegation. Previous proof techniques were insufficient for this,
even given the enhanced PCPs. We will start by describing the delegation protocols,
assuming we have a PCP at hand. Then, once we realize what properties of the PCP
are actually required for the construction, we will describe the former contribution.
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We will consider PCP systems for 3SAT with a standard completeness property,
and will be interested in their performance against computational no-signaling (CNS)
adaptive provers. A CNS adaptive prover P is a possibly randomized function, that
takes a query set Q as input, and outputs a 3CNF formula cp as well as a set of
answers A. We require that for every two query sets Q, Q', and for (O, A) dis-
tributed according to P(Q) and (s', A') distributed according to P(Q'), it holds that
(so, AlQnQ) ~ (p', A'Qn,), where "m" denotes computational indistinguishability.
Clearly, the honest prover that answers according to a prescribed proof string has
this property (where "a" can be replaced with equality). In the non-adaptive set-
ting, which has been considered in previous works, p is known ahead of time to both
the prover and verifier and is not generated adaptively.

We start with recalling the aforementioned [BMW98] delegation approach: gener-
ate a set of PCP queries {qj} according to the PCP verifier distribution. Then encrypt
the queries using a homomorphic encryption scheme, each using its own key, and send
the encrypted queries {Encpk (qj)} as the verifier's message. An honest prover will
generate a PCP proof string 7r proving that so is satisfiable, and use the homomor-
phism to compute {Encpki (W|,j)}. The verifier can then decrypt and check that the
PCP indeed accepts. We note that the generality of homomorphic encryption is not
needed here, and all we need is to be able to obliviously select an entry out of a string,
which is exactly the functionality provided by private information retrieval.

As for soundness, the important observation of [KRR13] is that any efficient
prover, when converted to a PCP prover, must be CNS, since a non CNS prover
would necessarily violate the security of the encryption scheme: If the distributions
A1 = AlgQn, and A 2 = A'loQn, are distinguishable, then we can also distinguish be-
tween an encryption of Q, = Q \ Q' and an encryption of Q2 = Q' \ Q, which would
violate the FHE security. This is done by taking the encryptions of the elements of
Qj (where the secret key is unknown), and appending the encryptions of Q n Q' under
a known secret key. Then we run the prover on the set of encrypted queries, and
examine the prover's response using the distinguisher. If the distinguisher says A1,
this means we probably started with Q1, and vice versa.

The [KRR14] approach to delegation was to construct a PCP that has soundness
against no-signaling provers (statistical, in their case, but the distinction will not
concern us at this point). Consider a computation, and consider a 3CNF formula
o that represents the evolution of this computation. Namely, consider the complete
computation tableau, and assign a variable to each of the bits in it. A proof for a
correct computation thus becomes a matter of proving that cp is satisfiable, when
the variables that correspond to the initial state and the output are fixed to the
respective input and output of the computation. Note that if p is satisfiable then
there is exactly one satisfying assignment which corresponds to the correct evolution
of the computation.

The formula so described above corresponds to a translation of the computation
into a circuit. Thus, the prover complexity suffers accordingly (indeed the protocol of
[KRRI4] was designed for circuits and not for RAM machines). This was improved by
[KP16], who considered RAM computations. Their approach was as follows: Rather
than considering the state of the RAM memory database at every point in time,
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they only considered a computationally binding commitment to the memory contents.
By using locally updatable commitments (Merkle trees), it was possible to construct
a formula W that describes the evolution of the computation, and in particular the
evolution of the committed memory database, in a compact manner, only requiring
a fixed polynomial number of variables per time step, regardless of the length of
the database. Since the commitments are only computationally binding, it was no
longer true that so only has one satisfying assignment. The guarantee that they get,
however, is that finding two different satisfying assignments will break the underlying
cryptographic primitive (a collision resistant hash function), and therefore cannot be
done efficiently.

In order to use this guarantee, [KP16], following the footsteps of [KRR14], and
using an abstraction due to Paneth and Rothblum [PR17], showed that any success-
ful no-signaling prover against their PCP can be efficiently converted into a partial
assignment generator. A partial assignment generator is an algorithm that takes any
sufficiently small subset of the variables of so and outputs an assignment for these
variables that does not violate any of the clauses in which they appear. The gen-
erator is allowed to give different responses for the same variable, depending on the
other elements in the set, but the assignments have to be no-signaling in an analogous
sense to above: intersecting sets of variables should induce the same distribution on
the values (up to negligible statistical or computational distance). Combining this
with computational binding, they get a way to extract an entire satisfying assignment
for the formula, by starting from the initial state, and filling up the table sequentially
and locally, each time asking about the next variable and the previous variables that
determine its value. The no-signaling property guarantees that the distribution on
each and every variable is independent of the set it belongs to, and computational
binding guarantees that this distribution is in fact constant, otherwise the binding of
the commitment is broken. Thus, assuming that they have a cheating prover that
successfully proves two contradicting statements about the final state of MD, this
translates into two formulae soi, so2 that correspond to computations with the same
initial state but different final state. Using the assignment generator they can find
the point of divergence in the two computations which will necessarily imply that
they can open a commitment in two different ways, thus breaking the underlying
commitment.

Adaptivity, At Last. How can we generalize this approach to the adaptive set-
ting? We now consider a PCP whose query distribution is independent of the instance
in question (most known PCPs have this property), and we allow a cheating prover
to choose the formula so, for which it wants to provide a proof adaptively, based on
the query set Q. This means that a prover who wants to make our lives harder will
never even output the same formula twice. Indeed, we can generalize the previous
technique, and construct a partial assignment generator, but it will be severely crip-
pled: Upon receiving a set of variables as input, the assignment generator will output
an assignment for these variables together with a formula so to which the assignment
relates. Whereas all output formulae still relate to some RAM computation, we lose
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our anchor for constructing the computation tableau, namely the uniqueness of the
initial state. The only ray of light in this situation is that the no-signaling property
is still preserved for this assignment generator. Namely the marginal distributions
on subsets of variables need to be computationally indistinguishable, regardless of
the sets in which they are contained, and this indistinguishability holds even in the
presence of the respective p's (in particular, the p distribution itself should be com-
putationally indistinguishable for different values of query sets Q).

To see how to use these properties, let us recall our notion of security. We consider
a prover that is able to adaptively output M, d (where d is an alleged digest, or
commitment to the initial state), together with two possible alleged outputs for the
computation MD, and respective computationally no-signaling (CNS) PCP responses.
This means that even though the adversary might change the formulae P1, p2 , it is
always the case that it outputs two formulae with the same initial state and different
final state. Therefore, there has to exist a step in the computation where the two RAM
computations diverge. Perhaps surprisingly, we can find this point of divergence even
if the adversary tries to shift it around! The idea is to extend the partial assignment
generator into one that outputs W1, W2 at the same time, and allows to make local
tests on variables of both formulae at the same time. This means that we can define
a predicate of the sort "P1 agrees with P2 at step i", denote this predicate by 02, and
test Oi or even (6b A -,'O+i) using our assignment generator, since these predicates only
depend on a small number of variables of the original PI, W2. The critical observation is
that CNS should hold even with respect to the 0 predicates, since they are efficiently
computable from the variables of (1, W2. We know that 0 is true and OT is false,
therefore from the CNS property, there must exist an i such that (0, A -,'0+1). Having
found this i, we can look at the specific assignment of the W1, P2 variables to find the
inconsistency and thus break the binding of the commitment scheme. This allows us
to achieve an adaptive delegation scheme in spite of an elusive prover.

Batch NP Delegation. We show that similar methods also allow us to achieve
2-message non-adaptive delegation protocols for batch NP verification. Specifically,
to prove that all Xi,...,Xk e L, for some L E NTIME(T), we only require m-
poly(A, log T, log k) bits of communication, where m is the length of a single witness
for L (note that since we are in the non-adaptive setting, we can assume that m is
known ahead of time). Let 7ZL denote the algorithm which takes as inputs x and w,
and decides whether w is a valid witness that x E L.

To see how this is done, let us first consider the degenerate case where k = 1.
In this case the solution is clear: The prover sends the witness w, together with a
short proof of the NP verification process of (x, w) via the former delegation protocol.
We emphasize that we must require adaptive security of the original protocol even to
achieve selective security here, since the computation that is actually being verified
depends on w which is adversarially chosen. We note that this protocol still has
advantages over the trivial verification of (x, w) since its computational complexity is
independent of the specific NP relation. Moreover, we note that prior to this work,
such an NP delegation protocol, even for k = 1, was known only in the random oracle
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model or under knowledge assumptions.
Opening up the above protocol, we essentially reduce the question of whether w

is a valid witness for x to whether a certain RAM transcript verification circuit CXw
(with a digest of xjjw hard-coded) is poly(A)-partially assignable. The witness w is
sent externally to allow the verifier to construct Cx,. In general, the communication
complexity of proving f-partial assignability is f - poly(A), so this protocol obtains a
total communication complexity of m + poly(A).

Now we consider a slight variation on this protocol, where instead of sending w in
the clear, the prover proves partial assignability of an augmented circuit C', which
has O(Iwl) variables, jwf of which are meant to encode a witness w, and the rest
of which are used to compute the digest of w and extend it into a digest of xjjw.
Now no external witness needs to be sent; to prove that x E L, it suffices to prove
knowledge of an O(jwl) + poly(A)-partial assignment generator for C'. This requires
communication complexity jwj -poly(A).

But partial assignment generators amortize extremely well. To prove knowledge of
a partial assignment generator for each of the circuits C',..., C',~k, it suffices to prove
knowledge of the single concatenated circuit C' || -- C - given such a "mega"-
partial assignment generator, one can always restrict one's queries to focus on an
individual sub-circuit. So despite this circuit's larger size, we still only need to prove
O(jwl) + poly(A)-partial assignability, which can again be done with communication
jwi -poly(A).

We note that there are several technical hurdles that we need to overcome to make
this idea work. We refer the reader to Section 4.6 for details.

Constructing the PCP

Finally, we attend to the construction of the adaptively sound PCP required for our
protocols as described above. In fact, our PCP is exactly the same as the one used in
[KRR13, KP16]. We prove soundness in the adaptive and computational no-signaling
setting. Namely, we show that adaptive assignment generators (of the type we want)
can be constructed given any computational no-signaling adaptive prover (as opposed
to non-adaptive statistical no-signaling). The overall proof outline remains the same,
and the repetitive parts of the proof are deferred to the appendix. Along the way we
were able to simplify parts of the proof.

Adaptive Soundness: A Counter-Example. In the [KRR14] PCP for proving
that x E L for some poly-time language L, the verifier's queries are non-adaptive
(they do not depend on x), which gives hope that the PCP might already be sound
against provers which choose x adaptively. However, this is not generally the case.
Assuming one-way functions, there exists a PCP for the empty language with non-
adaptive verifier queries, which is sound against non-adaptive provers but is unsound
against adaptive provers.

We define the PCP verifier (V, V) as follows. Let {fk {0, 1} _4 {0, 1}}kE{o,1}A

be a pseudo-random permutation family with n > 2A and with perfect correctness
(i.e. for every k, fk is a permutation). V makes a single uniformly random query
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q <- {0, 1}'. Given an answer a E {0, I}A and a string x, V outputs "x E L" if
X fa(q), and otherwise outputs "x ( L".

A non-adaptive prover is given an arbitrary x and a uniformly random q - thus
by a union bound, the probability that there exists an a such that fa(q) = x is at
most 2 A-n, which is negligible. On the other hand, an adaptive cheating prover can
choose a uniformly at random, and then pick x = fa(q). x is pseudo-random, so this
is a computationally no-signaling strategy.

Adaptive Soundness of KRR. Nevertheless, we show that the PCP of [KRR14],
which is not so contrived, does have meaningful soundness against adaptive provers.

To see this, we examine the original KRR proof, and see that most of the analysis

provides guarantees which are helpful no matter how x is chosen. Then, we focus

on the part of the analysis that does involve x, and show that we can still obtain an

adaptive partial assignment generator.

The question of whether x E L is first reduced to the partial assignability of a 3-
CNF o with clause indicator function q and variables {VZ}ZCHm, such that the prover

possesses an assignment A: H' -÷ {O, 1} which satisfies p. The PCP contains a low-

degree extension of A, denoted by A, and a multivariate polynomial Po : F3rn 3 -+ F,

defined such that

Po(zi, z 2, z 3, bi, b 2, b3) =- (zi, z2, z3, bi, b2, b3) - (A(zi) - bi) - (A(z 2 ) - b2 ) - (A(z 3) - b3).
(4.1)

Intuitively, this means P(hl, h2, h3,-,-,-) is identicaly 0 iff the values A(hi), A(h 2 ),
A(h 3 ) satisfy any constraints of o.

KRR gives a weak variant of a low-degree test for Po and A, as well as a weak

variant of a test that P vanishes on H3"+ 3 . If the verifier accepts, with non-negligible

probability, then the amplified prover is such that:

" A can be queried at a point z in H' via "majority line interpolation". That is,
one picks A random lines L 1 , . .. , L, such that Li(0) = z, and then query A at the

set (U 1 Li (F \ {0})). Most of the returned sets of points {(t, A(Li(t)))}tEF\{0}
lie on a (unique) low-degree curve -yj, and there is a value v such that -Yi(O) = v
for most i.

" The analogous property is shown for P0 , and in addition the value v is guaran-

teed to be 0.

These checks and their analysis are entirely independent of x, and they therefore hold

even when x is chosen adaptively.

In addition to these checks, the verifier additionally checks that for each of A

independent random choices of (z 1, z 2 , z 3 , bi, b2 , b3 ), Equation (4.1) holds, with respect

to the adaptively chosen x (via iv). We must revisit the analysis of what it means for

the prover to satisfy this check.

We show, mirroring the non-adaptive analysis of KRR, that this check ensures the

existence of an adaptive partial assignment generator. Let C be any clause of the form

Vz1 = bi V V 2 = b2 V V 3 = b3. Imagine picking uniformly lines {Li, : F -+ Fm}ie[3Je[]
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and lines {Lj :F - F3m+3 }, such that the first 3m coordinates of Lj(t) are
(L1 , (t), L 2 ,J(t), L3 ,3(t)), and the last three coordinates of Lj (0) are (bi, b2 , b3 ).

For each t E F \ {0} and any j E [A], the point L2 (t) is independently uni-
formly random, so when querying the amplified prover for A at {Li (t)}t=o and Po
at {Lj(t)}tgo, we know that for most j E [A], it holds that

3

Po(Lj (t)) = (Lj (t)) fJ (A(Li, (t)) - Lj(t)3m+i)

Thus (by setting A > IFI), it holds for most j that for all t C F \ {O}, the above
equation holds. Furthermore Lj, Po a Lj, and A o Lij (for each i E {1, 2, 3}) are all
low-degree, so for these j the above equation also holds for t = 0. In other words,
reading A at zi, z2, and z 3 through majority line interpolation yields values which
satisfy C if C is in p - exactly what is needed from a partial assignment generator.

The full proof of the PCP soundness is deferred to Appendix B.2.

Negligible Soundness Error via Amplification. The PCP of [KRR14] is in
fact a repetition of a more simple PCP. The repetition is required in order to amplify
soundness. In this work we prove a more efficient soundness amplification, which is
also more modular.

Specifically, we present an amplification lemma that applies in general to no-
signaling PCPs, and shows that a polynomial-time prover with noticeable success
probability against a repeated PCP can be transformed into a polynomial-time prover
with success probability almost 1 against a relaxed PCP verifier that only checks
that some of the copies of the repetition verify correctly. This part is completely self
contained (see Section 4.4.3), and is used in a black-box way for the remainder of the
proof.

We remark that in our application to memory delegation, the efficiency of the
soundness amplification is crucial, and indeed retroactively fixes a gap in the sound-
ness proof for the scheme of Kalai and Paneth [KP16]. They state a lemma (at-
tributed as an abstraction of claims in [KRR14]) which implicitly assumes a more
efficient soundness amplification than was actually proved in [KRR14]. In [KRR 14],
the soundness amplification was inefficient - it produced a cheating prover whose
running time was exponential in the size of the proof, even if starting from an effi-
cient prover that cheats with non-negligible probability. As a result, the constructed
partial assignment generator was also inefficient.

This was not a problem when [KRR.14] delegated Turing machine computations,
because the existence of an unbounded partial assignment generator is sufficient for
soundness. When delegating RAM computations as in [KP16], the soundness proof
finds a hash collision from a cheating prover by using the constructed partial assign-
ment generator, which should contradict collision-resistance. However, the length of
a proof in [K RR14] is at least as large as a CRHF image, so the partial assignment
generator's running time (exponential in this length) is large enough to trivially break
any CRHF family.
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Efficiently Computing Low-Degree Extensions. In the verification process, it
is necessary to compute the low-degree extension (LDE) of the 3-CNF so's "clause indi-
cator function". This is the case in our scheme, as well as in previous schemes [GKJ308a,
KRR13, KRR14, KP16, PR17]. A low degree extension of a function is a multivari-
ate low degree polynomial over a finite field whose restriction to a specific subset of
the domain is exactly the original function. Usually the cardinality of the field is
polylogarithmic in the input length. In our setting, we seek an LDE of the indicator
function 0, which takes labels of 3 literals and checks whether the clause they define
appears in p. Recall that the verifier only has M, d, which implicitly defines W, and
in particular it can compute # at any point, but computing the LDE requires a global
view of # that cannot necessarily be computed with the resources of the verifier. Note
that the verifier cannot run in time J7o since this is proportional to the runtime of
the RAM computation.

In previous works [KRR 13, IKRR14, KP16] there was an additional step to the
delegation process, where the computation of the LDE itself had been delegated to the
prover. A fairly complicated proof was required in order to show that the delegation of
the LDE can be composed with the delegation of the computation without increasing
the round complexity. We get rid of this step completely, and show that the LDE can
be computed in time poly(IM , d1,log T).

In a related work, Paneth and Rothblum [PR 17] show that, if : {O, 1}3m -+ {O, 1}
is a clause indicator function for the computation defined by a Turing machine M and
input x, then one can efficiently evaluate a somewhat low (but not minimal) degree
extension q$: R 3 , -+ R for any ring R. To show this, they observe that low-depth
boolean circuits have low-degree ring-independent arithmetic circuits, and thus they
rely heavily on the fact that the domain of # is {0, 1}3m.

However, in this work we cannot use the same setting of parameters. Specifically,
to obtain an efficient prover which relies only on PIR, we need IR1 3 , to be polynomial
in T, but our PCP's analysis requires JR1 > 3m = 3 log T, which is a contradiction.
Instead, we think of the clause indicator function as a function # : H3 , -+ {0, 1},
where H c F is a set with IHI = log T, and m = logT. We compute the minimallog log T~t h iia
degree extension of such a #, using techniques that depend on the structure of our
ring (namely, we show that the formula for # factors well enough for Lagrange inter-
polation to be an efficient technique). See details in Section 4.5.1 (and in particular
in Lemma 4.23).

4.2 Preliminaries

4.2.1 Low Degree Extensions

Let F be a finite field, and let H be a subset of F, and let m be some integer. If f
is a function mapping H -4 {0, 1}, then there exists a unique extension of f into a
function f: Fm -+ F (which agrees with f on Hm ; i.e., fIHm = f), such that f is an
rn-variate polynomial of degree at most ( HI - 1) in each variable. This function f is
called the low degree extension of f.
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Low-Degree Extensions of Strings. If x is a binary string of length n, we
pick H C F such that JHJ = logn and |FJ = polylog(n), and m such that m =
log n/ log log n. By mapping [n] into Hm (in lexicographical order), we can view x as
a function mapping H' -+ {0, 1}, and we define x's low-degree extension accordingly.

Low-Degree Extensions of 3-CNF Formulas. If o is a 3-CNF over a set V of
n variables, then (with some ordering of V) an assignment to these variables is an
n-bit string. As above, such an assignment can be represented by a function mapping
HI -+ {0, 1}, where each variable of p is associated with an element of Hm. We
similarly write a "clause indicator function" q: H3 m x {O, 1}3 -+ {0, 1} for Cp:

(VIV2, V3, bi, b2 , b3 ) { if the clause v, = bi V v 2 = b2 V v 3 = b3 is in o
0 otherwise

In fact, we view q as a function from H3m+3  0 {, 1} by defining the output of
0 as 0 if bi, b2, or b3 is not in {0, 1}. When we refer to the low-degree extension of a
formula (p, we mean the low-degree extension of this clause indicator function 0.

In the following we assume that all algorithms have access to m, the set H and
the field F, and we assume that the elementary field operations over F have unit cost.

4.2.2 Computing The Low Degree Extensions of Read-Once
Branching Programs

In this section we show a general result for computing the low degree extension of
read-once branching programs.

4.2.3 Arithmetic Straight Line Program (ASLP)

Loosely speaking, an arithmetic straight line program (ASLP) is a program, defined
over some ring R, that is composed of a sequence of arithmetic instructions which
can simply add or multiply two registers together.

Definition 4.1. An Arithmetic Straight Line Program (ASLP) for inputs of length
n, over a ring R and with k registers R[1],... , R[k], is a sequence of instructions
A = (ins,..., inST), where each instruction inst takes one of the following forms.
Either:

1. R[i] +- INPUT7j] for some i E [k] and j E [n]; or

2. R[i] =a, where i e [k] and oz E R; or

3. R[i] <- R[j] + R[C] for some i, j, E [k]; or

4. R[i] <- R[j] x R[f] for some i,jJ E [k]; or

5. R[i] +- a x R[j] for some i, j E [k] and a E R; or
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6. OUTPUT &- R[i] for some i E [k].

We assume that there are m different OUTPUT instructions. Every such ASLP A
defines in a natural way a function A : 1Z -+ lZ, where the m different outputs

appear in the order in which they were generated.

When the ring 7Z is clear from the context, we omit it from the notation.

Remark 4.2 (Multiplication by a Constant). Clearly the instruction R[i] +- a x R[j]
can be easily emulated by other instructions. The reason that we add this instruction

explicitly though is that in the context of fully homomorphic encryption, multiplica-

tion by a known constant is much cheaper than multiplication of two encrypted values.

In particular, multiplication by a known constant does not increase the multiplicative

depth (to be defined next) of the ASLP.

We next define the multiplicative depth as the maximal number of sequential

multiplication operations that was used to compute the value of any register.

Definition 4.3 (Multiplicative Depth of ASLP). The multiplicative depth of an ASLP
(ins 1,... , insrT) with k registers is defined as maxie[k],tE[T]{di,t}, where the values {dj,t}

clef
are defined inductively in t as follows. We define di,0  0 for all i, and for t > 0 we

define

0 if inst is R[i] <- INPUT{j] for some j
0 if inst is R[i] +- a for some a

def max(dj,t-i, d,t-1) if inst is R[il R[j] + R[f]

' 1 + max(dj,t_1, d,ti) if inst is R[i] +- R[j] x R[]

dj,t-1 if inst is R[i] <- a x R[j]

di,t_1 if inst is OUTPUT <- R[j] for some j.

Uniformity of ASLPs. We will mainly use ASLPs to describe computations of a

function f 0 (x), indexed by a, on a value x. First, a bounded time and space RAM

machine gets input a E {0, 1}* and outputs an ASLP P, that computes f,. We

call such a combined program a uniform ASLP (see Definition 4.4 for the precise

definition).

Definition 4.4. Let C be a complexity class. A function family {fQ}Qe{o,1}* is com-
putable by a C-uniform ASLP over 7Z with k registers and multiplicative depth d if there
exists a standard word RAM machine in C that on input a E {0, 1}* outputs an ASLP
P, with k(a) registers and multiplicative depth d, such that P0 (x) = f0 (x).

We think of the function fc, as also being parameterized by the description of the

ring and so the RAM machine has explicit access to a full description of 1Z.
Uniform ASLPs can be emulated by RAM machines as follows.

Fact 4.5 (Emulating ASLP by RAM). If a function family {f}QEo,}- is computable
by a TISP(T, S)-uniform ASLP over the ring 7Z with k registers, then {fQ}eGjo,1} is
computable in time upper bounded by O(T) ring operations and in space S+0(k-SR),

where SR is the space to store a single ring element.
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Remark 4.6. The multiplicative depth of an ASLP is upper bounded by the length of
the ASLP. For a TIME(T)-uniform ASLP, the length of the ASLP (and therefore also
the multiplicative depth) are upper bounded by T.

Definition 4.7. A branching program P for inputs of length n over an alphabet H and
output space Y is an acyclic directed graph (V, E) with a designated "source" vertex
s and a positive number of sink vertices t1 , ... , tt such that:

" Each non-sink vertex v is labeled with an index Var(v) E [n], and has |H| out-
going edges {v -+ Succh(v))}heH-

" Each sink vertex t is labeled with an output value yt E Y.

The size |P of P is the number of vertices. The branching program is said to be
read-once if for every path from source to a sink, the vertices on that path are labeled
distinctly.

A read-once branching program is oblivious if it is a layered graph with n +1 layers
and all the vertices v within layer i E [n] are labeled with the same index, which we
simply denote by Var(i). All vertices in the (n + l)th layer are sinks. The width of
an oblivious read-once branching program is the maximal number of vertices of any
layer in the graph.

Evaluating a Branching Program. Given any string x E H", we can iterate the
following simple rule to map any vertex v to an output in Y, which we will denote
by Pv(x).

If at a non-sink vertex v, move to Succxar(v) (v). If at a sink vertex t,
output Yt.

By mapping x to yt, the branching program P can thus be thought of as a function
P = P, : H n Y.

Uniformity of Branching Programs. A function family {fQ}Qe o,11* is com-
putable by a (T, S)-uniform read-once branching program, if there exists a standard
word RAM machine that on input x C {0, 1}* runs in time T(x) and space S(x) and
outputs a read-once branching program P such that P(x) = f,(x).

Low Degree Extension of Read-Once Branching Programs

The following result shows how to efficiently evaluate the low degree extension of
functions computable by a read-once branching program.

Theorem 4.8. Given any read-once branching program B : Hn -+ Y and any field F
that contains H and Y, it is possible to evaluate the low-degree extension B : Fn F
in time dominated by O(|B| - H|2) field operations.

Moreover, viewing B as a function family indexed by B and F, it holds that B is
computable by TIME(|B| - |H|2)-uniform ASLPs of length O(IBI - IH|D and of multi-
plicative depth O(n -log(|H|)).
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Proof. By Fact 4.5, it suffices to show only the moreover clause. Without loss of
generality, we assume that the vertex set V is [S].

1. For each vertex v E V, in reverse topological order (so that we visit sink vertices
first and source vertices last):

(a) If v is a sink vertex, output the instruction R[v] <- y,.

(b) Otherwise, output a sequence of O(1H I) instructions that, loosely speaking,
computes

R[v] <- Z Xh(ZVar(v)) - R[Succh(v)],
hEH

where ^h : F -+ IF is the Lagrange interpolation polynomial for h:

- h'
Xh (z)~ H h - h'

h'EH\{h}

Such a sequence of instructions can be constructed in terms of the ASLP
of Claim 4.8.3.

2. Output the instruction OUTPUT +- R[s].

To show correctness, we must show that the algorithm computes f correctly on H',
and that the algorithm computes a polynomial of degree |H| - 1 in each of Z, ... , Zu.

Let d(v) denote the "depth" of a vertex v: specifically, the length of the longest
directed path from v to a sink vertex.

Claim 4.8.1. If - E Hn, then the above algorithm on input z outputs f(zI, .. , Zn).

Proof. We show that for every vertex v, the vth iteration of the loop on line 1 assigns

the Pv(zI, . . ., zn) to R[v]. This is by induction on d(v). If d(v) = 0, then v is a sink,
and R[v] is assigned yv, which is P (z, ... , zn) by definition.

If d(v) > 0, then R[v] is assigned ZhEH Xh(ZVar(v)) - R[Succh(v)]. But ZVar(v) E
H, so this is simply equal to R[SUCCZVa,)(v)], which by the inductive hypothesis is

PsucczVar(v) M (x).

Claim 4.8.2. The output of the algorithm on input Z1,... , zn E F is degree |H - 1
in Z1, ... , Zn.

Proof. We show that for every vertex v, A(v) has degree IH-1 in each variable. This

is by induction on d(v). If d(v) = 0, then v is a sink vertex and A(v) is a constant

independent of z, ... , z, i.e. has degree 0.

If d(v) > 0, then by definition A(v) = EhEH Xh(ZVar(v)) -A(Succh(v)). For every
h, d(Succh(v)) < d(v), so by the inductive hypothesis A(Succh(v)) has degree HJ - 1
in each of Z1, .. . , Zn. Furthermore, because the branching program is read-once,
A(Succh(v)) is independent of zvar(v) (i.e. it has degree 0 in ZVar(v)). Since ^h has

degree |HJ - 1, it holds that A(v) has degree JH| - 1 in each of Z1,... , Z El
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Finally, we must show that Line 1b can in fact be implemented with O(JH - S)
instructions. This follows from the following claim.

Claim 4.8.3 (Linear-Size ASLPs for Batch Computing Lagrange Interpolation Poly-
nomials). There is an algorithm that takes as input a description of a field F, as
well as a subset H = {h 1,...,h|H|} C F, and in time O(JH|2) outputs an ASLP of
length O(|H|) (and therefore multiplicative depth O(|H|)) that on input 2 E F outputs

(hi (z), ... , XhiJ(z)), where

Xh(ZVUh - 3.'

Proof. The algorithm does the following:

1. Output O(JHJ) instructions that jointly compute all "prefix products"

{ U(z - h) }
j=1 EH|

storing the ith prefix product in register R[i]. Specifically, one such sequence of
instructions is

R[1] <-1
(R[i] <- hi_1)i 2,...,IHI}

R[|H| + 1] <- INPUT[1]

(R[i] - R[|H| +1] - R[i] )

(R[i] + R[i] x R[i - 1)iE{2,...,JHII

2. Similarly, output O(JHJ) instructions that jointly compute all "suffix products"

i+1( - h)} iE[IHI], storing the ith suffix product in register R [HJ + i].

3. Finally, output O(jHJ) instructions that jointly compute and store %4h(Z) in
register R[2|H|+i] for every i E [|H|] by computing R[2|H|+i] <- R[i]-R[IH|+

i] . hh Specifically, one sequence of instructions that accomplishes this
is

1R[21HI + i+ (4.2)
i=i h ) iG[JH|]

(R[2|HI+ i< R[21H|+ i x R[i]) iE[|H|+

(R[2|H| +i] R[2|HI + i] x R[IH|+ i)[HI]
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Remark 4.9. We note that the complexity of computing the O(JHJ) instructions of
Eq. (4.2) is O(|H12). For certain choices of H and F it is possible to compute this
sequence of instructions more efficiently, namely in time equivalent to 0( HJ) oper-
ations over F. In particular, if H is of the form {hi = ho + i 1....H} for some
ho E F, 6 E F \ {O}, then H-I(h - hi) = k -k!, which is computable in 0(1) opera-
tions given f_-'1(hk_1 - hi) = 6 k-1 . (k - 1)!. For a given field F, such sets H exist of
all sizes up to and including the characteristic of F.

This concludes the proof of Theorem 4.8.

In the case of oblivious read-once branching programs, it is possible to achieve
much better multiplicative depth.

Theorem 4.10. Viewing B as a function family indexed by B and F, it holds that B is

computable by a TIME (O(n.(w3+H|2) -uniform ASLPs of length 0(n.(w3+H|))

and multiplicative depth Flog(n)] +| H| - 2.

Proof. Let B be a width w oblivious read-once branching program. We assume
without loss of generality that all the layers of B have width w. Let s E [w] denote
the index of the starting vertex of B within layer 1. Let T = [w] denote the indices
of all the sink vertices within layer n +I1 (recall that we assumed that all the vertices
within layer n + 1 are sinks).

For every i E [n] let Bi : H -4 {0, 1} Xw be a function that on input h E H
outputs a matrix Mi,h {O, 1}WX that is the adjacency matrix corresponding to a
transition of the branching program from layer i to layer i+l when the Var(i)th input
symbol is h. More precisely, the (j, k)th entry of Mih is 1 if there is an h-labeled edge
from the jth vertex in layer i to the kth vertex in layer i + 1; otherwise, the entry is 0.

Consider the function f : F -4 F defined as:

f( ) = E 1 E Xh(Zi) - Bi(h) -y,
te[w| \iG[n] (hEH ) ) s't

where by A(,,t) we refer to the (s, t)th entry of the matrix A.
By inspection, for every z E H", the function f evaluates the branching program

on z. On the other hand, f is an individual degree |HJ - 1 polynomial. Thus, by the
uniqueness of the low degree extension, f -- B.

The uniform ASLP for evaluating f proceeds as follows. For every sink t E [w],
the expression (ie[n] (ZhEH Xh(zi) . Bi(h))) yt is computed by a balanced binary

multiplication tree of depth [log(n)]. Leaves of this tree correspond to a computation
of ZhEH Xh (Zi) -Bi(h). This expression can be computed by a TIM E(O(|Hl 2 ))-uniform
ASLP of length O(IHI) and multiplicative depth JH - 2. Finally, all the results
(corresponding to different values of t E [w] are summed. LI

Remark 4.11. The w 3 term in Theorem 4.10 can be improved to w', where w is the
matrix multiplication exponent.
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4.3 Our Model: Public-Key Delegation for RAM
Computations

In this section we motivate and formally define the model for adaptive non-interactive
RAM delegation.

RAM Computation. We consider the standard model of RAM computation where
a program M can access an initial database D E {0, 1}f. We denote by MD an
execution of the program M with initial database D. For a bit y E {0, 1} and for
a string Dnew E {0, 1}" we also use the notation y <- MD-De- to denote that y is
the output of the program M on initial database D, and Dnew is the final database
contents after the execution. For simplicity we think only of RAM programs that
output a single bit.5

RAM Delegation. Delegation, or verifiable outsourcing, is concerned with a client
that wishes to know the result of some computation without performing it himself.
Thus the computation is delegated to a prover (or worker), that performs the compu-
tation and sends the output back to the client. However, the client wishes to ensure
that the prover indeed sent the correct output, and to this end it sends to the prover
a challenge message, and the prover responds with the output, accompanied by a
proof. One can show that such a proof can only be computationally sound, i.e. the
protocol relies on the computational limitations of the prover.

As for efficiency, denoting the complexity of the computation by T, we would like
the client's work to only depend (poly)logarithmically on T. This goal might seem
beside the point, since the client should at least be able to read the input and have
some description of the function being computed. These could already be super-
polylogarithmic in the T. Indeed, in almost all previous works on Turing machine
delegation, the client's running time was allowed to be linear in the input size n, and
in the description of the computation (which was assumed to be uniform and thus
asymptotically constant).

This approach can be generalized even further when thinking about RAM compu-

tations as in [KP16]. One can think of a uniform RAM machine (w.l.o.g this can even

be a universal machine), where the input and code are stored in the RAM dAtabase

(a.k.a memory or array) itself. In the RAM delegation model, the initial database

is preprocessed ahead of time, so as to produce a succinct digest. Given this digest,
any computation on the given database can be verified in (fixed) polylog(T) complex-

ity. One can consider, as above, a client that constructs the database himself (and

thus runs in time that depends on n and the description of the computation), but

this modeling is significantly adventagous when multiple computations are ran on the

same database, or in an offline-online setting.

,A program that outputs multiple bits can be simulated by executing several programs in parallel,
or by writing the output directly to the database.
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A Public-Key Delegation Scheme. In previous works, the soundness of the pro-
tocol was only guaranteed if the input (which in the RAM setting contains the machine
and the database) was known before the challenge message is sent. If a polynomial
upper bound on the length of the input was known, then complexity leveraging could
have been used to remove this restriction, at the expense of a significant increase in the
communication complexity and significant strengthening of the underlying hardness
assumption (namely, sub-exponential hardness would be needed).

In this work, we present an adaptively secure delegation protocol, where nothing
about the input (machine and database) needs to be known in order to generate
the client's challenge message, not even the input size. This amounts to a significant
qualitative difference in the applicability of the protocol. In fact, the adaptive protocol
can be viewed as public key scheme for delegation of computation. In particular, a
client can generate at their own leisure a public/secret key pair (pk, sk). These keys
are persistent and can be used throughout the life of the system (assuming that an
adversary cannot learn whether maliciously generated proofs are accepted). As usual,
the public key is posted for everybody to use, and the secret key is kept private by the
client. A server can then prove any statement about arbitrary computations using a
client's public key, without the client's involvement. The proof can then be posted for
the client to verify whenever it wants. For the verification process, the client needs
the description of the computation, which is represented by the RAM machine M
and the digest d of the database in the beginning of the computation. It needs to
receive from the prover the final state of the computation, represented as an output y,
a digest d' of the final state of the database, and the running time T, as well as the
proof of correctness pf. As mentioned above, the running time of the verifier can only
depend polylogarithmically on the running time of the computation T. One could
consider a stronger notion where the verification is done using public information,
as opposed to a secret key. This variant does not require any change in the syntax
of our scheme, only in the definition of soundness (i.e. allowing our "secret key" to
be known to the attacker). Unfortunately, we cannot achieve this stronger notion of
security and therefore our definition only considers verification using a secret key.

For correctness, we require that if indeed the initial digest was properly generated,
then the prover can produce an accepting proof using only the client's public key
(and the description of the computation), and that he can do so in poly(T) time,
i.e. the complexity of proving is comparable to the complexity of computing. The
formal syntax of the primitive is given below. Note that we allow a set of public
parameters to be generated ahead of time and can be used by all parties, which will
allow us to strengthen the notion of soundness we can provide. We remark that in our
construction, the public parameters contain only a collision resistant hash function,
which can be generated using public randomness from lattice assumptions or discrete
log.

The Syntax of a Public-Key Delegation Scheme. A public key delegation
scheme consists of a tuple of PPT algorithms

(Setup, ProcessDB, KeyGen, Prove, Verify)
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with the following syntax and efficiency:

" Setup(1A) -+ pp: A PPT algorithm that takes as input a security parameter iP,
and outputs public parameters pp.

" ProcessDB(pp, D) -+ dt, d: A deterministic algorithm running in time IDI
poly(A) that takes as input public parameters pp and database D, and outputs
the processed data dt of size IDI - poly(A) and a digest d of size poly(A). We
will write Digest(pp, D) to denote just d. The processed dt will contain a copy
of D, which we will denote dt.D.

" KeyGen(1A) -+ (pk, sk): A randomized polynomial-time algorithm that takes as
input the security parameter 1A (in unary representation), and outputs a public
key pk and a secret key sk.

" Provedt(pp, pk, M) -+ (y, dnew, T, pf): A deterministic algorithm, that takes as
input public parameters pp, a public key pk and a RAM machine M, it runs in
time poly(T, A), where T = Time(Mdt.D) is the runtime of the RAM machine M
with database dt.D. Prove then outputs the result y of executing Mdt.D, a digest
dnew of the resulting database contents, the runtime T of the computation, and
a proof pf of size poly(A).

" Verify(pp, sk, (M, d, y, dnew, T), pf) -+ b: A deterministic algorithm running in
time IMI -poly(A) that outputs an acceptance bit b.

Soundness. The basic requirement of soundness is that a prover cannot convince
the verifier of a false statement. Our public-key structure allows us to consider adap-
tive security, where an adversary is allowed to choose the computation it wants to
forge on after seeing the public parameters and the public key. No prior work was able
to achieve such a strong notion of security under a standard cryptographic assumption

(especially for unbounded input length).
The weakest flavor of adaptive soundness that we can require is one where a

cheating prover attempts to generate a database D and a RAM machine M, such
that it can convince the verifier of a false output of the computation MD, providing
Verify with an honestly generated digest of D. This corresponds to a setting where the
client himself generated the digest ahead of time and kept it for verification time (or
alternatively the digest had been generated or certified by a trusted party). However,
we can consider (and achieve) an even stronger notion of soundness.

In our final soundness definition, even if the digest d upon which verification is
performed is completely spoofed by the cheating prover (i.e. does not necessarily
correspond to any database), the prover still cannot prove the correctness of two
different outputs with respect to the same RAM machine M and digest d. That is,
the cheating prover gets access to the public parameters and the public key of the
verifier. It will generate a machine M and a digest d, and two different output values
y1, Y2, each alongside a value for the final digest of the computation d', d'. It will
produce proofs pf1 , pf2 , and will try to convince the verifier that there exists a time
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bound T such that applying M to a database whose digest is d results in output y
and digest d' for both i = 1, 2.

We also require that the prover also outputs T in unary to prevent a degenerate
case where the prover claims to have performed a very complex computation that
the security reduction itself cannot recreate. This requirement can be removed, and
the prover can be allowed to prove arbitrary time T < 2 A computations, but only if
we assume stronger (super-polynomial) cryptographic hardness. A formal definition
follows.

Definition 4.12 (RAM Delegation). A non-interactive adaptive RAM delegation
scheme

(Setup, ProcessDB, KeyGen, Prove, Verify)

must satisfy the following properties.

Correctness. For every RAM machine M and database D, such that MD+Dnew 

y, it holds that
Pr [y' = y A d' = Digest(pp, Dnew)] = 1

in the probability space defined by sampling

pp +- Setup(1A)
(pk, sk) +- KeyGen(1A)
(dt, d) +- ProcessDB(pp, D)
(y', d', T, pf) <- Provedt(pp, pk, M)

Completeness. For every RAM machine M and database D such that Time(MD) <
T < 2 A, it holds that

Pr [Verify(pp, sk, (M, d, y, dnew, T), pf) = 1= 1

in the probability space defined by sampling

pp <- Setup(1A)
(pk, sk) +- KeyGen(1A)
(dt, d) <- ProcessDB(pp, D)
(y, dnew, T, pf) <- Provedt(pp, pk, M)

Soundness. For every polynomial size circuit ensemble P* = PA*}A6N,[ Verify(pp, sk, (M, d, y, d', T), pf') = 1 A
Pr Verify(pp, sk, (M, d, Y2, d', T), pf') = 1 A < negl(A)

(yi, d') # (y2 , d')
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in the probability space defined by sampling

pp +- Setup(11)
(pk, sk) <- KeyGen (A)
(M, d, yi, d', pf', Y2, d', pf', iT) - P(pp, pk)

Stronger Notions to Consider for Future Work. As explained above, we can-
not achieve (and therefore do not consider) public verifiability where verification does

not require a secret key. Our notion of security does not even protect against "chosen

proof attack" wherein a cheating prover gets to interact with a verifier and observe its

outputs on maliciously crafted proofs. Indeed, our construction (as well as any other

known construction from standard assumptions) falls short of achieving any type of

security in this setting.

With regards to the definition of soundness, a desirable feature would be to forbid

the cheating prover from proving inconsistent statements on related computations

(as opposed to inconsistencies on the same computation as in our definition above).

Namely, the prover should not be able to prove that f(x) = 0 and also that g(x) = 0

if g := f + 1. An even more ambitious goal would be to require that if a cheating

prover successfully proved a statement with respect to a digest, then there exists a

database that corresponds to this digest. The latter notion would imply an extension

of our proof system to non-deterministic computation.

4.4 Adaptively Sound PCPs

In this section, we present a new notion of adaptively sound PCPs. These are prob-

abilistically checkable proofs [AS98, ALM+98] where a cheating prover is allowed

to first see all of the PCP queries, and only then adaptively choose both the (non-

accepting) input on which it wants to generate a cheating proof, as well as the proof

string itself. Naturally, it is impossible to achieve security against such adaptive ad-

versaries. Therefore, we limit the cheating provers to be computationally no-signaling

(CNS).
Adaptive CNS provers must satisfy the property that for any two sets of PCP

queries Q' C Q (such that Q is not too large), the distributions of answers on Q'

are computationally indistinguishable, even given the respective adaptively selected

inputs. Namely, an adaptive CNS cheating prover, must satisfy that for every such

Q, Q' it holds that

(X, AIQ) ~ (x', A'),

where (x, A) +- Prover*(Q) and (x', A') <- Prover*(Q'). We note that this means that

unlike the conventional definition of PCP, the PCP queries are chosen independently

of the instance. This might seem weird at first glance, but in fact known PCP

constructions usually have this property. All that is required is some upper bound on

the length of the instance, which we take to be 2 A, where A is our security parameter.

For technical reasons, we need to consider cheating provers that are somewhat

more involved. As explained in Section 4.3, to prove soundness of our RAM dele-
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gation scheme, we need to rule out the adversary's ability to come up with a RAM
computation M, a digest d, two outputs Yi, Y2, with corresponding new digests, d1 , d2 ,
together with two valid proofs. As we show in Section 4.5, this translates, via our
construction, to a PCP prover Prover* that given a set of queries Q, produces two
such instances (M, d, yi, di) and (M, d, Y2, d2) (which we will think of as two 3CNFs),
together with answers A1 and A 2, respectively, corresponding to the PCP queries Q.

We thus consider any PCP cheating prover, Prover*, that for any two sets of PCP
queries Q' C Q (such that Q is not too large), outputs (01, cp2, A1 , A 2) <- Prover*(Q)
and (c', ', A', A') <- Prover*(Q'), and we require that

( 01, 02, (A,) I ,) (A2)g ~ (Q', '2 A'/, A')

We note that since the prover is adaptive, working on each of the instances separately
is insufficient: the prover might output pairs of inconsistent instances, but if we look
at the marginal distribution of each element in the pair, these distributions might
even be identical. Therefore, our soundness crucially relies on the cheating prover
outputting two instances together with PCP answers for both.

The notion of soundness that we prove is a refinement of notions presented in
previous works'. We prove that an adaptive CNS adversary that convinces our PCP
verifier with noticeable probability implies a partial assignment generator. A partial
assignment generator is an algorithm that takes as input a set of variables W for a
3SAT formula, and outputs a pair of formulae cp1, P2, together with assignments for
the variables W in both p1, cP2 that does not refute the formulae. Furthermore, the
distribution of the formulae should be computationally indistinguishable from the one
output by the cheating prover, and the partial assignment needs to be (computational)
no-signaling (otherwise the task may be trivial).

To understand why this is a meaningful notion of soundness, recall that a cheat-
ing prover outputs formulae that correspond to inconsistent statements. A partial
assignment generator will allow us to track down the point in the computation where
the two statements diverge, and show that being able to prove divergent statements
allows to break the underlying hardness assumption. See details in Section 4.5. The
crux of our approach is that even though the adversary is allowed to adaptively change
the formulae it's outputting, the no-signaling property guarantees that it cannot shift
around the point of divergence.

Organization of This Section. We start in Section 4.4.1 with the definition of
adaptively sound PCP, and our notion of adaptive cheating provers. Then, in Sec-
tion 4.4.2 we present Theorem 4.19, which states that there exists a PCP system,
that considers adaptive CNS cheating provers, which has (local) soundness guaran-
tees. The PCP construction itself, and parts of the proof, are very similar to [KRR14],
and hence are deferred to the appendix. However, the part of the proof, which con-
sists of a soundness amplification lemma, we change completely and simplify. The
new proof for this is presented in Section 4.4.3.

6 Formally, our theorem is incomparable to that of [KRR14], but its use of computational no-
signaling seems to make it more suited to cryptographic applications.
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4.4.1 Definitions

We start with a variant of the classical definition of a PCP system. The only change
is that the PCP verifier is oblivious - its queries Q do not depend on the instance
x; rather, they depend only on the length of x. As mentioned above, known PCP
constructions have this property.

Definition 4.13. A k(.)-query PCP for an NP language L is a tuple of PPT algo-
rithms (V, V1, P), such that:

" (Completeness) For all A E N and x E L (with witness w) such that |x| < 2A,

(Q, st) +- _ (^
Pr Vl(st, x, rIQ) = 1 11,

7r - P(1 , X, W)

The PCP proof 7r is a string of symbols over some alphabet E. It will be con-
venient for us to view this string as indexed by a set F (w. 1. o.g think of r = [C]
where f is the length of the string), and Q C IF. Alternatively, ,w can be thought
of as a function from F to E.

" (Soundness) For all A E N, x $ L, Ix| < 2A, and all proof strings ,,

Pr [v1(st, x, 7rIQ) = 1 (Q, st) - Vo(lA)

* (Query Efficiency) If (Q, st) - V7 (1A), then IQI < k(A) and the combined run-
time of V and V is poly(A).

" (Prover Efficiency) The prover P runs in polynomial time, where its input is
(1A, x, w).

Remark 4.14. A reader may wonder, since V is not given IxI, how P can achieve
proofs with length polynomial in Ixl, rather than polynomial in the bound on Ix that
Vo knows (which is 2A). In a typical PCP scheme, we assume the verifier and prover
are both given a bound N such that Ixl < N. The prover runs in time poly(N) and
the verifier runs in time poly(log N). From such a PCP, we can achieve the above
"instance-specific efficiency" generically: we just use A schemes in parallel, where in
the ith scheme N = 22. When given x, a prover generates a proof for the scheme in
which N/2 < x < N.

Adaptive CNS Provers. We now consider cheating PCP provers, who are adap-
tive and computationally no-signaling (CNS) provers, as described above.

Definition 4.15 (Adaptive Adversarial PCP Prover). An adaptive adversarial PCP
prover for a language L is a polynomial-sized ensemble {P*} of probabilistic circuits
that take a finite set of queries Q and output strings x0 and x1 that it claims are in
L, together with assignments Ao and A 1 : Q -+ E.
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Definition 4.16 (Adaptive Computationally No-Signaling Prover). An adaptive ad-
versarial PCP prover is said to be kax(-)-wise computationally no-signaling if for all
sets Q'1 C Qx, with |Qx| kmax(A), it holds that

(XO, 31,Ao lQg, IA1|Q,) (x'), ofA', A'1)

in the probability space defined by sampling

(zO, zi, Ao, A1)+ P*(QA)
(X'/ I'1, A', A') +-P*(Q').

Adaptive Local Soundness. As explained above, our notion of adaptive local
soundness relies on the notion of partial assignment generators. A formal definition
follows. From this point and on, we will focus only on proofs for 3SAT (with the
natural witness relation).

Definition 4.17 (Adaptive Local Assignment Generator). An adaptive (f(-), E(-))-
partial assignment generator Assign on variables {V}AeN is an algorithm that takes
as input a security parameter l, and a set of at most f(A) queries W C V\, and outputs
two 3-CNFs (O ,oI) (each on variables V) and assignments AO : W -> {0, 1} and
A 1 W - {0, 1}, such that the following two properties hold.

* Everywhere Local Consistency. For every A, every set W C V\ with JWJ <
f(A), with probability at least 1 - e(A) over sampling

( po, p1, Ao, A,) +- Assign (1', W),

the assignments AO and A1 are respectively "locally consistent" with the formulas
oo and p1. That is, every clause in Wb whose variables v 1, v 2 , v 3 are in W is
satisfied by the assignment Ab(v1), Ab(v 2 ), Ab(v3 ).

* Computational No-Signaling. For every ensemble {WA, WA}AEN of subsets
W/ C W C VA with |WA| < i(A), we have

oo, (p, IAo Iwi, IAiw I ,,ac W'1, W1, A'/, A't

in the probability space defined by sampling

(po, p1, Ao, A1 ) +- Assign(1A, WA)
(W', W', A', A') +-Ass ig n(1,\, W,\)

We say that Assign is an f(-)-partial assignment generator if it is an (f(.), negl(-))-
partial assignment generator for some negligible function negl.

Threshold Verifiers. For the purpose of our construction and proof, we consider
a variant of the common sequential repetition principle, where properties of a PCP
are enhanced by running the verifier several times on the same proof string. In our
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case, the purpose will not be to enhance soundness but rather to prove no-signaling
properties. We would like to consider a case where the verifier accepts even if not all
answers are satisfying, but rather only some fraction. We will require the definition
of a threshold verifier as follows.

Definition 4.18 (Threshold Verifier). Given a PCP verifier V = (V, V1), we define
the t-of-n threshold verifier (V", V t) (where both n and t may be functions of A).

V0 ' takes a security parameter IA and does the following:

1. Compute (Q, sti) _ Vo(iA) for i = 1,...,n.

2. Output (uQi, (Q1, sti), ... , (Qn, istn)).

V t takes input (((Q1,st1),..., (Qn, stn)),x, A) and does the following:

1. Compute yj +- V(sti, X, AQ) for i = 1, . .. , n.

2. Output 1 if at least t of the yj's are 1; otherwise outputs 0.

For the special case where t = n, we write Vn instead of V1 .

4.4.2 An Adaptively Sound PCP with Local Soundness

We show that there exists an adaptively sound PCP with local soundness against
CNS cheating provers. Relating our result to previous work, [KRR14] showed a PCP
in which: if a non-adaptive statistically no-signaling prover convinces the verifier
to accept a 3-CNF o, then there is a (non-adaptive) partial assignment generator
for so. We show that the same PCP provides stronger soundness guarantees. The
cheating prover is now allowed to only be computationally no-signaling, and can be
adaptive (i.e. output the instances on which they attempt to convince the verifier).
Consequently, the partial assignment generator, which results from a cheating prover,
is computationally no-signaling and adaptive.

Theorem 4.19. There is a PCP (V0, j71, P) for 3-SAT satisfying the following sound-
ness property.

For every c > 0 there is a PPT oracle machine Assignc and a polynomial to such
that for all polynomials f, for all poly-sized adversarial PCP provers P* {P}EN
which are (f - to + A 2)-wise CNS, if for all A in an infinite set A,

Pr 1 +- Vj(st, po, A0 ) A (Q, st) +- Vo(1A) A-C

I < - V (st, (p1, A1) ((po, p1, Ao, A,) +- P*(Q)I

then for all A E A, Assignx (PX,-) is an adaptive e-partial assignment generator such
that for any set of variables W, sampling

((po, soi, A0 , A 1 ) +- Assign,\ (IA, W)
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produces a distribution on ( vo, Si) that is computationally indistinguishable from that
obtained by sampling (wo, p1) according to the conditional distribution

(Q, st) +- Vo(1) f 1 (st, Wo, Ao) =1 A
(po, I, Ao, A1 ) +- P*(Q) fi(st, W 1, A 1) = 1.

Moreover, V 1 only uses the LDEs of Po and cp1. Given oracle access to these LDEs,
Vo and V1 's total running time is poly(A) for some fixed (i.e. independent of |po| or

IPil) polynomial poly.

Proof. As explained above, our PCP is identical to the one from [KRR 14]. However,
our theorem requires different guarantees than previous works and we do it in a more
modular manner and prove a new amplification theorem on CNS provers along the
way. We start with a "base PCP" which is formally described in Appendix B. We
denote this PCP by (V, V1, P), and we let k (=polylog(A)) denote the number of
queries made by V. We define our PCP (VO, V1, P) to be (VOO®, V1'\, P), i.e. the
A-repeated (A-out-of-A) version of (V, V1 , P), as per Definition 4.18. Completeness
holds trivially. We thus focus on proving the adaptive computational no-signaling
local soundness property.

To this end, fix any f, and suppose there exists an ( -fo+A)-wise computationally
no-signaling cheating Prover* (where fo is a polynomial that will be determined later),
with a constant c E N such that for infinitely many A's,

Pr [(V x)41,2(st, A1 , A 2 ) = I I A-.

in the probability space defined by sampling

(Q, St) +- V (1);
(yv 1 , P2 ,A 1, A 2 ) <- Prover*(Q);

We show that by lowering the threshold for verification to a small yet super-
logarithmic value, the success probability of a related cheating prover increases to
near perfect. In particular, Lemma 4.20, which is stated and proven in Section 4.4.3
below, implies that there exists a (f -f o+ A2 - A -k)-wise computationally no-signaling
cheating prover, which will be denoted by Prover**, such that for any r = w(log A)
(for concreteness, the reader can think of r = v'_), there exists a negligible function c
such that for infinitely many values of A,

Pr [(V A-r) ' 2(st, A 1 , A 2 ) = 1 - (A),

in the probability space defined by sampling

(Q, st) +- VO (I');

(p, p', A1 , A 2 ) <- Prover**(Q);

Moreover, the distribution of (pa, o') is indistinguishable from the conditional distri-
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bution of (pi, c 2) given that V accepts. Note that since A > k,

f- to + A2 -A - k > f - to.

In what follows we let kmax = f - o.
The remainder of the proof is showing how to construct an assignment generator

out of the amplified cheating prover. This is done using methods that are very similar
to those of [KRR14]. In particular, Lemma B.2 in Appendix B.2 implies that there
exists a probabilistic polynomial-time oracle machine Assign such that Assign Prover"

is an adaptive (f, c')-partial assignment generator with e' = e - poly(A) + negl(A) =
negl(A), which completes the proof of the theorem. D

4.4.3 New Soundness Amplification for No-Signaling PCPs

In the proof of Theorem 4.19, we use a soundness amplification lemma that uses the
notion of PCPs with "t-of-n threshold" verifiers.

Roughly speaking, in our soundness amplification lemma below, we show that if
an adaptive CNS prover convinces a A-of-A threshold verifier with any non-negligible
probability, then there is an adaptive CNS prover which convinces a corresponding
(A - w(log A))-of-A verifier with high probability. Furthermore, the latter prover
produces almost the same distribution of (po, pi) as the first, conditioned on the first
convincing the A-of-A verifier.

Lemma 4.20 (Soundness Amplification). For all k(.)-query PCPs (Vo, V1, P) for
3SAT and all c > 0, there is a PPT oracle algorithm Amplify, such that if there is an
adaptive kmax-wise CNS adversarial prover {PX*} EN satisfying

Pr [V1 ®(st, Wo, Ao) = 1 A Vi®A(st, cpi, A1 ) = i1 > AC

for infinitely many A in the probability space defined by sampling

(QI st) +- VOA (IA) (4-3)(po, 1, Ao, A1 ) +- P*(Q),

then {Amplifyp (IA )}AN is an adaptive (kmax - A . k)-wise CNS adversarial prover

ensemble and for any r = w(log A), there is a negligible function negl such that for
infinitely many A,

Pr [V1 A-r(st, po, Ao) = 1 A V A-r(st, P1, A1 ) = I 1 - negl(A)

in the probability space defined by sampling

(Q, st) <- VO (1 )
(po, Wd, Ao, A 1) <- AmpIifyp\ (IA, Q).

Furthermore, the distribution of (po, P1) in (4.4) is computationally indistinguish-
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able from the conditional distribution of (ypo, (p1) in (4.3) given

ViA(st, po, Ao) = 1 A V10A(st, oi, A1 ) = 1.

Proof. By assumption, there exists a constant c > 0 such that for infinitely many A,
P* convinces V with probability at least A-c. Let A denote this set of A.

We describe the algorithm Amplify,. On an input set of queries Q E kmax-Ak,

Amplify, independently samples (Qi, sti) ÷- Vo®(lA) and (po, p, A9, A') +- P*(Q U
Qi) for i = 1, ... , Ac+l.

Amplify, then outputs ( I(pi, . (Ai.)Q, (Al*)Q) for the first i* such that

Vi®(sti*, 9p., (A .)Q,.) 1 A V1®(sti*, ., (A.)'Q.) = 1.

Call such an i* "good". If no good i* exists, then Amplify, outputs _L (in Claim 4.21.1
below, we show that for A E A, this happens with negligible probability).

Let us first show the "furthermore" of the lemma.

Claim 4.20.1. The distribution of ( po, 91) in (4.4) is computationally indistinguish-
able from the conditional distribution of (Wo, W1) in (4.3) given

V1® (st, po, Ao) = 1 A V1 (st, 1, A 1) = 1.

Proof. Recall that the definition of computational no-signaling says that for all Q' C
QA such that IQA kmax, the distributions

((po, W1, (Ao)IQ, , (A1)IQi)

and
(p ',A', A'/)

are computationally indistinguishable, when sampling

(p'0 pi A'/ A') +-P*(Q' )
(Wo , 91, AoI A1) < P* (Q,)

This is equivalent to the following, seemingly stronger statement:

Corollary 4.21. For all poly-sized auxiliary information auxA and sets Q' Q,
such that |QA < kmax, the distributions

(aUXA , (PO, W1, (Ao) IQ,,I (A,)|IQ,)

and

(aux , Wh eIn A', A')
are computationally indistinguishable, when sampling

(p'0, I A' , A') +-P*(Q' )
( Po, p, Ao, A,) <-P*(QA).
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Consider Amplify', a modified version of Amplify, which samples each (V9, V1, A, A!)
from P*(Qj) instead of from P*(Q U Qj). But, (Vo, V1) are distributed identically in
the conditional distribution of (4.3) given

V0 (st, Go, AO) = 1 A VI® (st, V1, A 1 ) = 1.

as they are in the conditional probability space

(Q St -vo( -\ i A a good i * exists
(So, Vi, Ao, A 1) +- Amplify'j (1A, Q)

We later show (as part of Claim 4.21.1) that a good i* exists with overwhelming
probability, this distribution on (PO, W1) is statistically close to that obtained by
sampling

(Q, st) +- V0 / (lA)
(Vo, Vi, IAo, A,) <- Amplify'PA (Pa, Q)(45

without any condition.
We claim that this distribution on (po, V1) is computationally indistinguishable

from that obtained by sampling

(Q, ISt) +-VOA (IlA) (4-6)
(po, p, Ao, A1 ) +- Amplifyf '(1A, Q)

It suffices for us to show that the distribution on

(stj, I , V1I, (AOI )Q,,I (A'))|qQ)

obtained when sampling (4.3) is computationally indistinguishable from that obtained
when sampling (4.6), because these are all the intermediate values needed to compute
the first good i* and hence the resulting (po, V1). But this indistinguishability follows
from Corollary 4.21, where stj is the auxiliary information.

Claim 4.21.1. For A c A,

Pr [ VlAr (st, po, Ao) = 1 A V A-r(st, V1, A1 ) = 1 ;> 1 - negl(A).

in the probability space defined by sampling

(Q, st) <- V001 )
(Vo, V1, Ao, A,) <- AmplifyP\ (1', Q).

Proof. The probability that the verifier isn't convinced is bounded by the probability
that there is no good i* plus the probability that V1  r (sti-, V 4, (A'i)Q) = 0 or

V A-r(stj-, Vp., (Aj)Q) = 0 for a good i*. We show that both of these probabilities
are negligible.

First, because P* convinces (VA, V"\) with probability Ac and because 7P* is
CNS, the probability that no good i* exists is bounded by (1 - A-c + negl(A))Ac 1 ,
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which is negligible.
For each b E {0, 1}, the probability that Vi A-,(ste, pJ?, (Ai)Q) = 0 for a good i*

is equal to the conditional probability

E~ [Pr [V -'r(St, l., (Ab.)Q) = 0 Qst,

which we claim is negligibly close to

Pr [ - (st, O., (A.)Q) = 0

in the probability
VO0 ®(lx) and (4,
close to Equation
between

and

Vl®(sti*, *, (A *)Q,*) = 1
Vl® (st A )Q,) 1

* =

Vi®A(sti*, oi', (A * )Q.*) = 1

A]]

A]I

(4.7)

(4.8)

space defined by sampling (Q, st) - V00'(lA) and (Qi*, stj*) -
A, A' - P*(Q U Qi*). Equation (4.7) is well-defined and

(4.8) because for any Q, st, we have that the absolute difference

Pr V l(sti*, pi., (Ao)Q,*) = 1 A

Pr [ (sti, oi, (A))Q,,) A I

Pr V"(sti*, (pio, (Aio.)Q,*) =I A Q, St

V (st,*, (Pj., (Ai'.)Q,.) =I

is negligible. This is because:

* P* convinces with probability A- and is kmax-CNS, so

Pr Vl®(sti*, 9., (A*)Q,*) = 1
ViA (st, o, (A*)Q,*) = 1

which is non-negligible; and

Pr V17Ar (st, p , (Ai)Q) = 0
( V1 -r (st, 4o., (Ai.)Q) = 0

A - negl(A),

A ~ V1® (st, p., (Ai )Q,) = 1
V1 ® (sty, pi, (A j*)Q,*) = 1

A )]

is negligible because P* does not learn Q or Qi*; only Q U Qi*. Let us fix Q U Qj*
(but importantly not Q or Qj individually), P*'s responses, and the randomness
used by each instance of V1. Suppose that a fraction p of the answers given by

P* are accepted by both of the corresponding calls to V1. Now

P V1 ®A(sti*, Cpi, (Ai*)Q) = 1
Q,Q, V1®(sti*, (p, (A. )Q) = 1

A ] < P_\,

and by Hoeffding's inequality 7and a union bound,

Pr A-r *Q
Pr > (st, p4., (A*)Q) = 0

q, sps A.q = 0
VI <-
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We claim that one of these bounds is negligible in A. If p < 1 - 1!, then

P < e-09 "). Otherwise, A -r -pA < -r/2 = -w(log A), and so e-2(A-rPA) 2 <

e_ w(loA). These two cases cover (non-disjointly) all possible p.

So the total probability that V A-r is not convinced for a good i* is negligible. By
the definition of conditional probability, Pr [AIB] = Pr [A A B] / Pr [B]. In particular,
we have shown that the probability in Equation 4.8 is negl(A) -A', which is negligible.

Claim 4.21.2. {Amplifyl(1A, -)}AEN is (kmax - A - k)-wise CNS.

Proof. We need to show that for all sets SA and QA with SA C QA and IQAl <
kmax - A, k, it holds that

AmplifyP; (1A, QA)SA ~ Amplifyfx (1A, SA).

We will show this by defining indistinguishable distributions BA and CA, and giving
an efficiently computable randomized function f such that as distributions,

Amplifyp(1AQA)s A f(BA) (4.9)

and
Amplifyp\ (1A, S,\) f f(C,\). (4.10)

Here, = denotes equality of distributions.
Define BA as the distribution on {(i, sti, Qi, PI, pj, (A9)sAuQ, (A!)s.uQj)}' in

the probability space defined by sampling, for each i,

(stiI Qi) <-- V0* ( W)
( !, I A01 A) <- P*(QA U Qi)

Define CA as the distribution on {(i, StjI Qi, sI, cpI, A9, A')}K in the probability
space defined by sampling, for each i,

(stiI Qi) +- V (W)
(sio, pi A, A ) +- P,*(SA U Qi)

Then, f is defined to find the first "good" i*, and output ((p., pi., (A?*)s, (A'*)sS).
Equations (4.9) and (4.10) are then easy to verify.

7Hoeffding's inequality[Hoe63] states that if X1 ,. . . , X, are independent Bernoulli distributions
with parameter p, and H denotes E> Xj, then

Pr [H > (p + E)n] < e-2c2 .

Hoeffding also showed that this inequality holds even if X 1,... , Xn are not independent, but are
chosen uniformly without replacement from a population of {0, 1}'s, a fraction p of which are 1's.
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It remains to show that B, ~ CA. This follows by a simple hybrid argument over
the different i's. Indeed, we just need that for each i,

P*(QA U Qi)SA UQ~ P*(S U Q),

which is guaranteed by the fact that P* is kma-wise CNS. E

This concludes the proof of Lemma 4.20.

4.5 Adaptive RAM Delegation

In this section, we use Theorem 4.19 to construct a RAM delegation scheme. Our
construction is essentially the same as in [KP163: To prove that MD-+D"- + y for
dnew= Digest(Dnew) and Time(M, D) < T, we use the PCP to prove the local satisfi-
ability of a related 3-CNF W = WM,d,y,dne,,T (where d = Digest(D)). The formula o is
defined in Section 4.5.1. It has O(T -poly(A)) variables and verifies a transcript of M
using a CRHF h : {0, 1} 2A _ {01 }A. If MD 74 y, then a collision in h can be found
from M, D, and any assignment to y5. In fact, even a local assignment generator for
W suffices, and this is the property that was used in [KP16].

First, we show how to make the verifier in this scheme run in fixed polynomial
time, independent of Time(M, D). To do this, we show how to take advantage of the
repetitive and local structure of W to efficiently compute its clause indicator func-
tion's low-degree extension 5 (see Claim 4.23). In [KRR14], the verifier delegates
the computation of S using the protocol of [GKR08a]. We note that this is not
straight-forward: [KRR 14] proved the soundness of this composition against statis-
tically no-signaling provers, but the proof does not apply to provers which are only
computationally no-signaling. We consider the verifier's direct computation of q to
be a simplification as well as an optimization to the overall protocol.

Finally, we show adaptive soundness. Here we grapple with the fact that even if
the PCP verifier accepts a 3-CNF p given by an adaptive cheating prover P*, there
is not necessarily a partial assignment generator for W. Rather, there is an adaptive
partial assignment generator Assign which outputs pM,d,y,dnw,T for some distribution
on (M, d = Digest(D), y, dnew). While this does not allow us to reconstruct the full
execution transcript of MD for any single (M, D), we are still able to find a fixed set
of variables W such that by querying Assign(W), we observe a false hash tree proof
(and hence obtain a hash collision) with non-negligible probability.

As mentioned in Section 4.3, we actually achieve a stronger notion of soundness:
no prover can prove two different "correct" (y, dnew) outputs for any adversarially
chosen digest d and machine M (in particular, there is not necessarily a D such
that d = Digest(D)). This is stronger because if d were equal to Digest(D), then
completeness guarantees we can prove the correct result, and hence cannot prove any
incorrect result.
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4.5.1 RAMs as 3-CNF Formulas

[KP16] gives a 3-CNF that succinctly verifies a RAM machine's execution transcript

(under computational assumptions) by using Merkle trees. The following lemma
describes its essential properties.

Lemma 4.22 (tKP16]). There exist deterministic polynomial-time algorithms

MakeCNF, ProcessDB, Transcript, FindCollision,

such that for any hash function h : {0,1}2A -÷ {0, 1}, RAM machine M, digest d,
output y, digest d', and time bound T, MakeCNF(h, M, d, y, d', T) is a 3-CNF p I

i' A WM,T,h A with the following structure:

1. p MT'h has T' = T M| -poly(A) variables. The set of variables V is partitioned
into T+I1 disjoint sets V0 , ... ,VT with identical sets of clauses in WpMTh between
adjacent layers. Each layer V contains (among other things):

" Variables Vj.q whose values encode the RAM machine's local state after i
execution steps.

" Variables V2.d whose values encode a digest of the database contents after
i execution steps.

" Variables V.y whose values encode the output of M if it has terminated by
the it"h step, and encode I otherwise.

2. Wi' has clauses only on V, which enforce that VO.q = M.qo, V.d d, and
Vo.y =1. W' has clauses only on VT, which enforce that VT.y = y and
VT.d = d'.

3. If MD-+D"w - y with (d, dt) = ProcessDB(h, D) and d' = Digest(h, Dnew) and
Time(MD) < T, then Transcriptdt (T, M) outputs a satisfying assignment A for
p in time T - |M -poly(A) such that A(V.d) = d and A(VT.d) = d'.

4. If two locally-consistent assignments A and A' for p, both on Vi U V2+1, agree
on V.q U V.d U V.y but disagree on V+ 1.q U V2+1.d U Vi+ 1.y, then the output of
FindCollision(1T , W, A, A') is a pair (x,x') such that x f x and h(x) = h(x') -
in other words, a collision under h.

Now fix M, d, T, h, y, d', and let W and T' be as above. Let #: V 3 x {0, 1}3 denote
the "clause indicator function" of p. That is,

(V i V2 ,V 3 1bi b2 b3 ) = {1 if the clause (vi = b1 V v 2 = b 2 V v 3 = b3 ) is in W
0 otherwise

Let F be any finite field with a subset H of size log T', and let m be logT' Givenlog log T +

any injective mapping e :V " H', one can view 05 as a function mapping H 3 ,+ 3
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{0, 1}.

3
1 if o contains the clause \ (e-(ij) = bj)

e (z , i2,i , bi, b2, b3) ==j=1
0 otherwise (including if bj ( {0, 1} or ij Img(e))

Using property 1 of Lemma 4.22 above, we prove the following lemma, assuming
that operations on F have unit cost.

Lemma 4.23. There is an efficiently computable and invertible mapping e : V " H"
such that the low-degree extension

: F3m+ 3  F F

of
H : H~+ {0, 1}

is efficiently computable at any point z E F3 +3 in time poly(IM, A).

Proof. We first note that it suffices to efficiently compute the low-degree extension of
q5MT'h because = = 2d + '' + ' and ,'d and poy' are on a small (poly(A))
number of variables W, so their LDEs can be computed in time O(W 3) - poly(A).

The following three claims follow from Theorem 4.8.

Claim 4.23.1. For any h* E H, there is a univariate polynomial Xh* over F with
degree at most |H - 1 such that for all h E H,

(h* (h f1 ifh=h*

0 otherwise

andXh* (x) for x E F can be evaluated in O(|Hf) time.

Claim 4.23.2. For all k > 0 and n > 1, there is an nk-variate polynomial 6 over F
with degree at most IH - 1 in each variable such that for h1, ... , hn E H k,

6(hi, ... ,jhn) = I i i -. .= h

0 otherwise.

and 6 can be evaluated in time O(nk -| H1 2)

Claim 4.23.3. When H k is identified with [fHk] using a lexicographic ordering, there
is a 3k-variate polynomial s of degree at most |H| - 1 in each variable such that for
every x, y, z E Hk,

s(x, y,z) = ifx=yAz=x 1
{0 otherwise.

and s is computable in time O(k 3 .H| 3).
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We now have the necessary tools to prove Lemma 4.23. Let k = [logH1 Ti,
and define e : V " H k x Hmk so that the Jth variable in V maps to (i,j), with
lexicographic correspondences between [T] and Hk and between [JVi ] and H-k. We
will let W denote the size of each layer. Note W = poly(M, A).

Now, recall that the clauses in a are repeated and identical between adjacent
layers. We consider separately the clauses which are entirely contained within a
layer, and the clauses which have variables in both layers. We can assume without
loss of generality that the latter type of clauses have one variable in layer i + 1 and
two variables in layer i.

These clauses can be described by functions

)A : [W] 3 x {0, 1} 3 _4 {, 1}

and
B : [W]3 x {O, i} 3 - {0, 1}

such that o contains the clause

(vt,, 1 = b1 V vt,, 2 = b2 V Vt,3 = b3 )

if and only if g)A(WI, w2 , W 3, bi, b2 , b3 ) = 1. Similarly, (p contains the clause

(ot,,, = bi V vt,W 2 = b2 V vt+i,W3 = b3 )

if and only if 4B(WI, W2 W 3 , bi, b2, b3) = 1.

Now, we claim that q can be evaluated efficiently in terms of the low-degree
extensions ?PA and OB, which themselves take only 6(W 3) = poly(A) time. This
follows from the following formula for 5, where each i3 E Fr is parsed as a tuple

(tj, w) E Fk X Fm-k.

0(Zii, i2, i i, biI b2, b3) = 6(tli, t2,i t3) -) S (WIi, W2, i 3, bi, I 2, b3)

+ s(ti, t2, t3 ) 7P (Wi, w 2, W 3, bi, b 2, b3).

We will next combine this lemma with Theorem 4.19 to obtain an adaptive RAM

delegation protocol.

4.5.2 RAM Delegation Protocol

First, we observe that without loss of generality we can assume a fixed polynomial poly

such that the RAM machines delegated are of size at most poly(A). Otherwise, we can

instead delegate a universal RAM machine, with a preceding sequence of delegated

constant-sized computations that add the desired machine to the persistent database.

For machines of this size, let f(A) = maxi{IVi1}, where {V} are the variables of the

CNF given by Lemma 4.22. Let (V, V, Ppcp) denote the PCP of Theorem 4.19 and let
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k,, (A) = 2f(A) -fo(A) + A2, where fo(-) is defined in the statement of Theorem 4.19.
We will use a succinct PIR scheme (ScPIR.Send, ScPIR.Respond, ScPIR.Decode) as
defined in Definition 2.13.

Construction 4.24. The algorithms (Setup, KeyGen, ProcessDB, Prove, Verify) are de-
fined as below.

Setup Setup(A) samples a collision-resistant hash function h : {O, 1}2x -+ {O, 1}A
and outputs pp = h.

Key Generation KeyGen(1A) samples

(Q st) <- (1

and a random injection
(: Q + [kmax].

It then defines, for each i E [kmax],

S {) ScPIR.Send(lA, q) if ((q) = i for some (unique) q E Q
ScPIR.Send(A, 0) otherwise

KeyGen outputs
pk = ... , qkmax)

and
sk = (st, Q, (, (Si, ... , skmax))

Processing Database ProcessDB is the same as in Lemma 422.'

Proving Provedt(pp, pk, M) outputs (y, dnew, T, (di, ... , dkmax)) after sampling

y - MD-+Dnew

T Time(M, D)
(d', dt') = ProcessDB(Dnew)
p +- MakeCNF(h, M, d, y, d', T)
w <- Transcriptdt(1T, M)
T <- PPCp(1 , p, W)
di <- ScPIR.Respond(4i, 7r) fori 1,... ,kmax

Verifying Verify(pp, sk, (M, d, y, d', T), pf =( 1, .. . , dakax) computes

A:Q-E

where for every q c Q,

A(q) = ScPIR.Decode(s((q), &((q))

'For the curious reader, ProcessDB(D, h) simply computes the hash-tree of D with respect to h,
and lets d be the root.
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and outputs VO(st, A), where 0 is the low-degree extension of the clause indi-
cator function for the 3-CNF o = MakeCNF(h, M, d, y, d', T). Queries to q are
efficiently answerable by Lemma 4.23.

Theorem 4.25. Construction 4.24 is an adaptively secure non-interactive RAM del-
egation protocol.

Proof. Completeness is easy to see; we therefore focus on proving soundness.
Suppose for contradiction that there is a poly-sized prover ensemble {PA}A and a

constant c > 0 such that for infinitely many A (let A denote this set of A),

Pr Verify(h, sk, (M, d, yo, d'O, T), pf) = 1 A > AC

L Verify (h, sk, (M, d, y1, d', T), pf1) 1

in the probability space defined by sampling

h +- Setup(1A)
(pk, sk) +- KeyGen(1A)
(M, d, yo, do, pfo, y 1, d' , pf i17) +- P*(h, pk)

Let HA denote the set of h* such that in the above probability space,

Verify(h,sk,(M,d,yo,d',T),pfo) = 1 Al Ac
Verify (h, sk, (M, d, y1, d'I, T), pf1) = 1 2

By a simple probability argument, the above equations, together with the defini-
tion of HA, imply that for every A E A,

Pr [h E HAI >
h+-Setup(1A) 2

We define the ensemble {PPcP,h(')}X such that on input Q C N (where N is the length
of a proof), it does the following:

1. Pick a random injection ( : Q -4 [kmax] and, for each i E kmax, define

(d, SO) = ScPIR.Send(1A, q) if ((q) = i for some (unique) q E Q
ScPIR.Send(1A,0) otherwise

2. Define a public-key pk = (1i,.. . , qk..).

3. Compute (M, d, yo, d', pf0 , y 1 , d', pf1 , 1') <- P*(h, pk), where Pfb = (I - . -max)

4. Decrypt a +- ScPIR.Decode(si, d ) for each b G {0, 1} and i E {1, ... , kmax}.
Define

Ab :Q-~

so that for every q E [Q],
bAb(q) = a,(q)
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5. For b E {0, 1}, compute ob +- MakeCNF(h, M, d, yb, d', T).

6. Output (po, pi, Ao, A,).

By definition, it follows immediately that

Pr [VI(st, Wo , AO) = 1 A V(st, pi,I A,) ]

in the probability space defined by sampling

(QI st) - V (IA)
((po, I 1, AoI A,) _- PPcP,h(Q

is the same as

Pr Verify(h, sk, (M, d, yo, d' , T), pfo) = 1 A
Verify(h, sk, (M, d, y1, d'1, T), pf1) = I

in the probability space defined by sampling

(pk, sk) <- KeyGen(lA)
(M, d, yo, d', pf0, Y1, d', pf1 , 1T) < P(h, pk)

If h E HA, this probability is at least A-c/2. Furthermore, for each h, PPcP,h&)
produces Po, 91 distributed as

(pk, sk) - KeyGen(lA)
(M, d, yo, d'/ , y1, d/1) +-- P* (h, p k)
SOb - MakeCNF(h, M, d, Yb, d , T)

Claim 4.25.1. For all h, {P~cPh(')A is a max-computationally no-signaling ensem-
ble.

Proof. This follows from the security of the PIR scheme. Suppose otherwise - namely,
suppose there exists Q' C Q such that the distributions of

( oo, (pi, (AO)Q,, (A1)Q,) (4.11)

when sampling (po, (1, Ao, A 1) - PPcP,h(Q) and of

(po), W, Ao, A 1 ) (4.12)

when sampling (po, W1, A0, A 1 ) - PPcP,h(Q) are efficiently distinguishable.
By averaging, there exists some injection ( : Q -+ [kmax] such that using this (

in the definition of PPCP,h still yields distinguishable results. By a hybrid argument,
we can assume without loss of generality that JQJ = IQ'I + 1. In particular, let q*
denote the sole element of Q \ Q' and let i* denote ((q*). Now, given a PIR query
q* = ScPIR.Send(1A, q, N), we show how to distinguish the case when q = q* from the
case when q = 0.
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First, for all i E [kmax] \ {i* }, sample

- { ScPIR.Send(1A, q) if i = C(q) for some (unique) q E Q'

ScPIR.Send(1A, 0) otherwise.

Define 4j. = 4*. Then, compute

(M, d, yo, d'I, , y1, d', cq) <- P*(h, (TA, (pkl, ... pkkmaI, (ph, - , qkmaj))-

For each i E ((Q'), compute

ai +- ScPIR.Decode(si, ).

From this, compute (Wo, pl, AoIQ,, A,IQ) as in PcP,h '
If q were q*, then ( po, 91, AoIQ,, A1 Q,) would be distributed as in (4.11). If it were

0, then it would be distributed as in (4.12). By assumption, these distributions are
efficiently distinguishable, so we have broken the security of the PIR scheme. El

Now, for h E H,, we have a kmax-CNS PCP prover which with probability A-c/2
convinces the PCP verifier to accept two conflicting proofs. Thus, by Theorem 4.19,
there is a PPT oracle algorithm AssignC and a negligible function negl such that for all

A E A and all h G HA, AssignpCP"h ' is an adaptive 2f(A)-partial assignment generator.
Furthermore, for any set of variables V C [T] with VI < 2f(A), when we sample

((po, W1, Ao, A,) - AssignCPP*C'' H V)

we have that the distribution on (po, 91) is indistinguishable from that obtained in the
course of running P*CP,h, conditioned on PPCP,h convincing the verifier. In particular,
there are (with high probability) (M, d, yo, d', yi, d', T) such that:

For each b E {0, 1}, Sb is the formula

M,d M,T,h ,d'

(Pin A(p A out~

We know that any locally consistent assignments to such pairs of formulas must
agree on Vo.q U V.d U Vo.y and with non-negligible probability they must disagree on
VT.q U VT.d U VT.y. Thus, there exists some i such that when querying

(po, pi, Ao, A 1 ) <- Assign C'hOA, VK U i+1),

AO and A 1 are two locally consistent assignments to M, TAh such that AO and A1
agree on Vi.q U V.d U V.y but disagree on Vi+1.q U Vi+ 1.d U Vi+.y.

Thus for h E HA, with non-negligible probability, FindCollision(1 T , WM,T,hI A0, A1 )
outputs a collision in h. Since h E H with non-negligible probability, this violates
the assumption that h is sampled from a collision-resistant hash family. 0
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4.6 Batch Arguments of Knowledge for NP

In this section, we consider batch arguments of knowledge for NP languages, in which
a prover wants to prove that each of X1 , ... , Xk, is in L. We will show a 2-message
protocol where the communication complexity and the running time of the verifier
are both m -poly(A), where m is the size of a witness that a single xi is in L, and as
previously, A is the security parameter.

We emphasize that we only prove non-adaptive soundness of this 2-message pro-
tocol, as opposed to RAM delegation where we proved adaptive soundness and hence
got a non-interactive delegation scheme. Intuitively, the reason for this discrepancy
is that in the case of NP, a polynomial size distinguisher cannot distinguish between
xi E L and xi 1 L, whereas in the case of polynomial-time RAM computations, a
polynomial time distinguisher can do the computation on its own. We elaborate on
this later.

Definition 4.26 (BARKs). A (non-adaptive, 1-message) Batch Argument of Knowl-
edge (BARK) for an NP language L given by the relation RL is a tuple of algorithms
(KeyGen, V, P) satisfying the following properties:

Completeness If X 1 ,. . . , Xk and w... , wk are such that RL(Xi, wi) = 1 for every
i E [k], then it holds that

Pr [V(sk, (XI, .. . , Xk), 7) = 1] 1

in the probability space defined by sampling

(pk, sk) +- KeyGen(1A)
7 +- P(pk, (Xi, ... , Xk), (w1 , ... W, W)

(Non-Adaptive) Proof of Knowledge There exists an algorithm E such that for
all poly-sized P, and all x1,..., Xk, if

1
Pr [V(sk, (xi,..., Xk), 7) = 1] = > p

poly(A)

in the probability space defined by sampling

(pk, sk) +- KeyGen(1A)
7r +- P*(pk)

then E(P*, (X1 , ... ,Xk)) outputs, with high probability, witnesses (w 1, ... ,W)

in time poly(|P,*|, XIJ +... + XkL, -) such that for each i, RL(Xi, wi) = 1.

Remark 4.27. In our construction, the knowledge extractor uses P* as a black-box,
and runs in time poly(X1 I +... + j, j .). For the sake of generality, the definition
above allows for non-black extractors.
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Theorem 4.28. Let L E NP be any language defined by a relation RC such that
x G L if and only if there is a witness w such that RL(x,w) = 1. If a succinct PIR
scheme exists as in Definition 2.13, then there is a BARK for 1 with the following
efficiency:

" The length of a proof 7r when sampling

7 <-- P(q, (XI, . . . , xk), (WI, . W..),)a

is (maxi 1wil) -poly(A). Furthermore the length of q is also (maxi 1wil) -poly(A).

" The total running time of (V, V) is (Zi~ xi| + maxi wiI) - poly(A).

Remark 4.29. If the verifier is given (or has pre-computed) the digests of each xi, the
verifier can actually run in time (k + maxi 1wil) - poly(A).

Remark 4.30. From now on, we write f = 0(g) if there is a polynomial poly such that
f(A) < g(A) - poly(A), departing from the usual convention that 0 hides logarithmic
factors.

Proof Overview. Let us suppose for simplicity that all the xi's have the same
length n, and all wi's have the same length m.

Recall that Theorem 4.19', together with a succinct PIR (as in Theorem 4.25),
allows one to prove for any f and any satisfiable 3-CNF W, that o is e-locally satisfiable
via a 1-message (adaptively sound) protocol with communication complexity 0(),
where the running time of the verifier is 0(f + T;), where T is the time it takes to
evaluate the low-degree extension of #, where q is the clause indicator function of 0.
We denote by q the low-degree extension of #.

It therefore suffices to define a 3-CNF 9,,..Xk such that:

" 'PX, . .,Xk is 0(m)-locally satisfiable if and only if xi E L for every i. Furthermore,
for any i, a witness that xi E 1 can be efficiently extracted from any such partial
assignment generator.

" q5 1,. kX is computable in time 0(kn + m).

First we construct 'ox that is satisfiable if and only if x C L, for a single x, and
we ensure that given a 0(m)-partial assignment generator for 0, one can efficiently
extract a witness w such that RC(x, w) = 1. Once we have done this, we build

PX1,.,Xk = A2 Spx, and give each 9p, a disjoint set of variables. One point that we must
carefully address is that the LDE of the clause indicator function of PXI,. . . needs to
be efficiently computable (i.e. in time 0(kn + m)). This is done in Lemma 4.33.

We first show the existence of such a 9p when m = Q(n). To this end, consider the
RAM machine M which operates on a database whose initial contents are xiiw, and
computes RC(x, w). Let T be a bound on the running time of RL, let h : {0,1 }2A _

{0, 1} be a hash function, and let d be the digest of xflw with respect to the hash

9 1n fact, a weaker variant of Theorem 4.19 without adaptivity suffices.
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function h. Lemma 4.22 constructs a 3-CNF o A P,d A pM,T,h A (pot of a particular
structure,1 0 so that (we show this "local-to-global" argument in Theorem 4.25) given
a poly(A)-partial assignment generator Assign for W and a database D C Digest- 1 (d),
either MD -+ 1 or one can efficiently find a collision in h. Importantly, this holds
even if the database D is chosen adaptively as a (no-signaling) function of the queries
that Assign receives. A stronger version of this "local-to-global" claim is part of
Theorem 4.25.

We define W., as the 3-CNF consisting of p' A W MT'h A (pout, where MTh and

'Pout are the 3-CNFs given by Lemma 4.22 as above, and where Win is a 3-CNF on
V = 6(n + m) new variables, as well as the variables V.d from WMT'h. The first
n + m variables, denoted by VD, supposedly contain x1fw, and the other v - (n + m)
variables are auxiliary variables, denoted by Vux. The clauses of po' ensure that
Vo.d = Digest(VD), and ensure that the first n variables of VD are x.

Now suppose we are given a 0(n)-partial assignment generator g for Wx, and
imagine querying VD U Vux U V0.d U Q for any Q with JQJ poly(A). We can view
this as an adaptive poly(A)-partial assignment generator for OMTh on queries Q,
which by local satisifiability, must sastify the following:

" Define D by the answers on VD. Then D must be of the form xjjw.

* The answers on V must be equal to Digest(xw).

" The answers on Q must locally satisfy WM,Digest(xjlw),h-

By the "local-to-global" argument of Theorem 2 referenced above, it means that
MD -+ 1. Furthermore, the answers on VD directly give us a witness to this fact, so
extractability is straight-forward.

Note that above the locality of the partial assignment generator is 0(m + n).
Note that if m = o(n) then we do not get the efficiency we desire, of locality 0(m).
To obtain our desired efficiency, we think of M as a RAM with two databases, one
which initially holds x and the other which initially holds w. The point here is that
instead of computing the digest of xjjw, 9o will have the digest of x (computed by
the verifier) hard-coded, and will only compute the digest of w. As a result we will
need a 0(m)-partial assignment generator g for W, in order to extract w, as desired.

We proceed with a formal proof of Theorem 4.28.

Proof. Let T(.) and m(.) be polynomials such that there is a Turing machine M
which computes RL(X, w) in time T(Ixl), provided that Jwj < m(jxj). Without loss
of generality, we can think of M as a two-tape machine, where the first tape initially
holds x and the second tape initially holds w.

We begin with the following lemma, which sums up the required modifications to
Lemma 4.22.

,,d'101n Lemma 4.22, the 3-CNF pout = oo checks that the output is indeed y and checks that the
digest of the database at the end of the computation is d'. In our setting, we do not care about d',
and we check that the output of the computation is 1, therefore we omit the notation of y, d' from
(Pout -
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Lemma 4.31. There exist deterministic polynomial-time algorithms

MakeCNF, Transcript, FindCollision,

such that for any hash function h : {0,1}2x -÷ {0, 1}", any input x with digest
dX, MakeCNF(h,x) is a 3-CNF p with the following structure: Let T = T(Ix|) and
m = m(Ix|). Then, W A '' A Aw main A Wout. We will now define each
component.

1. sp has T' = 6(T - |M|+ m) variables. The set of variables V contains T + 1
disjoint sets V0, ... , VT each of size 0(IM|), as well as a set Vit with 0(m)
variables. Each set Vi (for i = 1,..., T) contains (in addition to O(m) auxiliary
variables):

" Variables V.q whose values encode the Turing machine's local state after i
execution steps.

" Variables V.d 1 and variables V.d 2 whose values are the digests of the two
tapes after i execution steps. The first tape initially holds x and the second
tape initially holds w.

" Variables V.y whose values encode the output of M if it has terminated by
the ith step, and encode I otherwise.

Ve2 t has m variables Vwit.w whose values encode a witness that x E L. Veit also
has auxiliary variables Vwit.aux.

2. Wi' has clauses on V, which enforce that V.q = M.q0 , V0.d 1 = dx, and
V.y =1.

3. poh has 6(m) clauses on Vwit U V which enforce that V.d 2 = Digest(h, Vwit.w),

* M,T,h
4. an has clauses only within each V and between Vi and Vi+1- These clauses

are identically repeated between every pair of (Vi, Vi+1).

5. Pout has only one clause on VT, which enforces that VT.y = 1.

Furthermore:

1. If R,(x, w) = 1 then Transcript(x, w) outputs a satisfying assignment A for
W in time T - |M| - poly(A) such that A(Vwit.w) = w. If Rc(x, w) = 0, then
Transcript(x, w) outputs an assignment which satisfies all clauses except for the
one in pout (that is, VT.y = 0).

2. For any two locally-consistent assignments A and A' for sp, both on Vi U Vi+1,
such that:

" AJVi.quVi.d1UV.d 2uVi.y= A'vJi.quV.duV.y (i.e. are equal as functions) but

" Alw+1.quw.1.diuw.1.d2U l..Y A' I1.qun,1.dug+I.y
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it holds that FindCollision(1T , p, A, A') outputs (z, z') such that z z z' and h(z) =

h(z') - in other words, a collision under h.

Proof. (Sketch) An assignment to any layer V contains the two digests corresponding
to the two work tapes of the Turing machine M at computation step i (where initially
the first work tape contains x and the second work tape contains a corresponding
witness w), it contains the memory operations (i.e. reads or writes) that are performed
by M on the ith step, as well as the alleged results of these operations (i.e. the value
read from memory or the value written to memory). This is used to compute the
internal state of M on the i + 1 th step, which in turn is used to compute the updated
digests of the two work tapes in step i + 1. The constraints on Vi use cryptographic
machinery (based on Merkle trees) to ensure that the claimed memory operation
results are consistent with the previous memory digests.

E

Claim 4.31.1. Fix any x and sample a hash function h from a collision-resistant
hash family. Let o be the 3-CNF as in Lemma 4.31, corresponding to x and h. Given
a (non-adaptive) 0(m)-partial assignment generator Assign for W, one can efficiently
obtain a witness w such that RL(x, w) = 1 with overwhelming probability.

Proof. We will show that querying Assign(Vwit.w) yields the desired witness with
overwhelming probability. We know from local consistency and the definition of
(Pi' and W7 that if we query A <- Assign(Vwit U V) and then compute A' +-
Transcript(x, A(Vest.w)), then, as functions,

Alvo.qUvo.diuvo.d 2uvo.y = A' Vo.qUVo.diUVo.d 2UVo.y

with overwhelming probability (and both are equal to (qo, do, dw, I) with overwhelm-
ing probability, where dw is the digest of A(Vwit.w)).

Similarly, by local consistency, and by the definition of Wout, if we query A +-

Assign(Vwit U VT), then A(VT.y) = 1 with overwhelming probability.
We next show that with overwhelming probability A'(VT.y) = 1 where A' +-

Transcript(x, A(Vwit.w)), which implies that RC(x, Vwit.w) = 1. Suppose otherwise,
i.e. that with non-negligible probability A'(VT.y) # 1. Then there is some i such
that when querying A <- Assign(Vwit U Vi U Vi1 ) and A' +- Transcript(x, A(Vwit.w)),
it holds with non-negligible probability that

Alu.quV.diuj.d 2uVj.y =_A'jVj.quVi.djuv.d2uV2 .y

but
Al1i+i.qulirl.diuvj+id 2uV.+.y o A'lii .qu{,q+l.diuvigl.diu7il.y,

where again = denotes equality as functions. This implies that we can efficiently find
a collision in h by using FindCollision, which is a contradiction.

In this argument, we only ever needed to query Assign at 0(m) variables - specif-
ically, we queried the number of variables in Vest plus the number of variables in any
V. Hence, it is only required that Assign is a 0(m)-partial assignment generator. El

97



Corollary 4.32. For any x1 ,. .. , xk, let 1, ... , Yk be as in Lemma 4.31. Given an
0(m)-partial assignment generator for o = Ai SOi, one can efficiently find witnesses
w1,... , wk so that for each i, Rc(Xi, Wi) = 1.

Proof. This follows from the fact that an 0(m)-partial assignment generator for p=

Ai SOi is an 0(m)-partial assignment generator for each pi. El

Lemma 4.33. Let XI, .. . , Xk E {0, 1} be any strings. Let h : {0, 1} 2A -+ {0, 1} be

any hash function. For each i E {1, ... , k}, define

Si = MakeCNF(h, xi).

Let V be the variables of p = Ai Wi.
For any finite field F with |Fl > log VI, and any subset H C F with |HI

[log V1, let m = [log VI log IHI]. There is an efficiently computable and invertible
mapping e : V " H' such that the low-degree extension

q5: F3m+ 3 I F

of the clause-indicator function

q5: H3m+ 3 + {0, 1}

3
1 if p contains the clause V (e- 1 (ii) = bj)

#(ii, i2, i3, bi, b2, b3) =j=1

0 otherwise

is efficiently computable at any point z E F3 ,+ 3 in time 0(kn + m).

Proof. The following claims follow directly from Theorem 4.8.

Claim 4.33.1. Associate Hm with [IHI|] by lexicographically extending an arbitrary
correspondence of H with [IHI]. Then, for any k E [IHI m], we can compute the
low-degree extension of

eq2 :k H3m --+ {O, 1}

eqk (X, Y, Z) = fx-y
1 0 otherwise

in poly(|H|, m) time (assuming field operations have unit cost).

Claim 4.33.2. Associate Hm with [IHI m] by lexicographically extending an arbitrary
correspondence of H with [IHI]. Then for any k e [IHI m], we can compute the low-
degree extension of

s!k : H3m -4 {o, 1}

s (x, y,z) {i= fjew szl>k
0 otherwise

in poly(|H|, m) time (assuming field operations have unit cost).
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Armed with the ability to compute low-degree extensions of eqk and s k, we can
now write the formula for q$: F3m+3 _, F.

Let a = [log1 1 k], let b = [log,., Ti, and let f = [logHI IVWiti1. We will define e
to map the variables of each pj into {i} x Hm-a, where i G [k] is interpreted in Ha
as number in base JH . In particular, the wth variable of layer V in go is mapped to
(i, w, J + f) E Ha x Hm-a-b x Hb. The variables of Vwit are mapped to

H a x Hm~a-1 X {t E H: t < f

in an arbitrary way.

Recall from the statement of Lemma 4.31 that the clauses of each po are highly
repetitive. In particular, there are "small" clause-indicator functions 4 'A and V/B such

that for any i E [k] and any t ;> , o contains the clause

- i I t)) = bi V -'((i, j2, t)) = b2 V e1 ((i, j3, t)) = b3

iff )A(jil, j2, j3, bi, b2 , b3 ) = 1. Also, pi contains the clause

e- 1((i, ji, t)) = bi V e1 ((i j 2, t)) = b2 V e ((i, j3, t + 1)) = b3

iff B 01, 2, 3 , b, b 2, b 3) 1.

Because pwit has 0(m) (efficiently enumerable) clauses, its low-degree extension

Swit can be computed in 0(m) time. lp'd' has poly(A) constraints which take

0(|xj|) time to enumerate, and each of OA and 4 'B is computable in time poly(A).

Thus, Lemma 4.33 follows from the following formula, where each z3 is interpreted as

a tuple (ij, wj, tj) C Fa X Fm-a-b x Fb.

eq~t(ti, t2 , t3)VA(j, j2, ib, b 2 , b 3)+

O(Zi, Z2, Z3, bi, b2, b3) = 6(ii, 12, s)- s2t(t1, t2, t3))BU1, 2, J3, bl, b27 b3)+

owi" (wiI t1, iW2,i 2, W3, t3, bi,7 b3)

+ Z 'dx t(zi, z2, z3, bi, b2 , b3 ).

Now that we have shown how to efficiently compute the low-degree extension

of 0, the construction and proof of Theorem 4.28 proceeds similarly to the proof

of Theorem 4.25. We can now describe our BARK scheme. Let M be the Turing

machine such that x E L nf {0, 1} if and only if there is a witness w E {0, 1}m(n) such

that M(x, w) = 1 in time T(n). Let (V'cp, Vpcp, Ppcp) be the PCP of Theorem 4.19
and let

(ScPIR.Send, ScPIR.Respond, ScPIR.Decode)

be a succinct PIR scheme as defined in Definition 2.13.
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Verifier's Message V(lA, (XI, ... , Xi)) first computes

(QI st) +- VOC,4cP

Let m be the maximum length of any witness corresponding to an xi, and let
m' be the locality in the statement of Claim 4.31.1. Let T be the corresponding
running time of M. Let kmax = m'. -p(A) + A2 , where to(-) is defined as in the
statement of Theorem 4.19.

Vo samples a random injection

(: Q "- [kmax].

It then defines, for each i E [kmax],

- { ScPIR.Send(1A, q) if ((q) = i for some (unique) q E Q
ScPIR.Send(1A,0) otherwise

and sends (41, ... , im,) to the prover.

Prover's Message P((h, q,. .. . , (Xi, ... , Xk), (wi, ... , Wk)) uses (wi, ... , Wk) to
compute a satisfying assignment w to the 3-CNF p = Ai wi, where pi -
MakeCNF(h, M, xi, m(xil), T(Jxi|)). It generates ir +- PCp(1A, y, w) and com-
putes di +- ScPIR.Respond(qi, ir) for i 1,... , M'.

The prover sends (d' ..., 5'm) to the verifier.

Verifier Checks The verifier then computes A: Q -+ E where for every q E Q,

A(q) = ScPIR.Decode(sC(q), aC(q))

and outputs (Vpcp)'(st, A), where 0- is the low-degree extension of Ai Sri, and
queries to b are efficiently answerable by Lemma 4.33.

Extraction First, the security of the PIR implies that any BARK prover P* for
which

Pr [VI(st, r) = 1] ;> E(A)

in the probability space defined by sampling

(q, st) <-- V (I", X1,., Xk)
r <- P*(q)

can be turned into a kmax-wise CNS PCP prover PpcP such that

Pr [Vp1c(st,(p,A) = ] E(A)
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in the probability space defined by sampling

(Q, st <- VPCP ( 1
A +- P*cP

where p = /\i pi and oi = MakeCNF(h, M, xi, m, T). By Theorem 4.19, any
such Ppcp can be turned into an 0(m)-partial assignment generator for p. By

Corollary 4.32, this can be used, for each i, to extract a witness that xi E L.

D

4.6.1 Barrier to Adaptively Sound BARKs

We argue that the non-adaptivity of the above scheme is inherent - namely, it is not

possible to prove adaptive soundness of any BARK with a black box reduction to any

falsifiable assumption. To show this, we sketch a black-box construction of a SNARK

from any adaptively sound BARK. We then rely on the beautiful separation result

of Gentry and Wichs [GW1 1], which shows that SNARKs cannot have a black-box

reduction to falsifiable assumptions.

Our first observation is that a BARK allows one to succinctly prove that a Merkle

digest d is honestly generated, i.e. prove knowledge of D E {0, 1}" such that d =

Digest(D). The prover just needs to prove knowledge of an opening of D[i] that is

consistent with d, for each i E A{1, ... , n}. But simultaneously proving knowledge

of n different witnesses each of length O(log n) is something a BARK can accomplish

with a proof of length O(logrn).

Building on this observation, we build a designated-verifier SNARK as follows.

The SNARK public key consists of a collision-resistant hash function h, as well as a

public key pkRAM for our adaptive RAM delegation protocol. A proof for x consists of

a digest d under h, a proof of knowledge as described above of a witness w e {0, 1}

such that d = Digest(w), and a proof (using the RAM protocol) that the NP relation

accepts (X, w).
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Chapter 5

Memory Delegation

This chapter is based on the TCC 2016 paper "Adaptive Succinct Garbled RAM, or:
How to Delegate Your Database" by Canetti, Chen, Holmgren, and Raykova [CCHR16].

The starting point of our construction is the garbling scheme of Chapter 3. We
briefly recap that construction, and then explain where the issues with adaptivity
come up and how we solve them.
Statically Secure Garbling Scheme for RAMs - an overview. Our Chapter 3
construction consisted of four main steps. We started with a garbling scheme sat-
isfying same transcript indistinguishability, i.e. a garbling scheme which guarantees
indistinguishability of the garbled machines and inputs as long as the entire tran-
scripts of the communication with the external memory, as well as the local states
kept between the RAM computation steps are the same in the two computations. In
other words, if the computation of machine M1 on input xi has the same transcript
as that of M2 on input X2, then the garbled machines M1, M2 and the garbled inputs
V1, 2 are computationally indistinguishable: (M 1, ) = (M2, s 2 ).

The construction of this weak garbling scheme closely follows the scheme of Kop-
pula, Lewko and Waters [K LW15] for garbling Turing machines. The garbled program
is essentially an obfuscated CPU circuit, which takes as input a local state and a mem-
ory symbol, and outputs an updated local state, as well as a memory operation. The
main challenge here is to guarantee the authenticity and freshness of the values read
from the memory. This is done using a number of mechanisms, namely splittable
signatures, iterators and positional accumulators.

The next step extends the construction to a garbling scheme satisfying same ad-
dress indistinguishability, namely a scheme that guarantees indistinguishability of the
garbled machines as long as the sequence of memory addresses accessed is the same in
the two computations. To obtain this security property, we modified the obfuscated
CPU circuit so that it operates on an encrypted local state and encrypted memory
contents.

The final step is to use an obfuscation-friendly ORAM in order to hide the pro-
gram's memory access pattern. Specifically, we use the ORAM of Chung and Pass
[CP13].
The challenge of adaptive security. In obtaining adaptive security, we are able to
follow the same basic approach to bootstrapping security. It turns out that the biggest
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challenge is the first step - obtaining an adaptively secure variant of same transcript
indistinguishability. The challenge involves the positional accumulator, which is an
iO-friendly variant of a Merkle hash tree. This is used to hash the contents of memory
hashed down to a short root (called the accumulator value ac). This value is then
signed by the CPU circuit, together with its current local state, and is kept (in
memory) for subsequent verification of memory accesses. Using the accumulator, the
evaluator is later able to efficiently convince the CPU circuit of the true contents
of an arbitrary memory location. We call this operation "opening" the accumulator
value ac. Intuitively, the main security property is that it should be computationally
infeasible to open an accumulator to an incorrect value.

To be useful with indistinguishability obfuscation, the accumulator needs an ad-
ditional property, called enforceability. In [KlLW15], this property allows to generate,
given memory location L* and symbol v*, a "rigged" public key for the accumulator
along with a "rigged" accumulator value ac*. The rigged public key and accumulator
look indistinguishable from honestly generated public key and accumulator value, and
also have the property that there does not exist a way to open ac* at location L* to
any value other than v*.

The fact that the special values v*, L*, and ac* are encoded in the rigged public
key forces these values to be known before the adversary sees the public key. This
suffices for the case of static garbling, since the special values depend only on the
underlying computation, and this computation is fixed in advance and does not de-
pend on adversary's view. However, in the adaptive setting, this is not the case.
This is so since the adversary can choose new computations - and thus new special
values v*, L* - depending on its view so far, which includes the public key of the
accumulator.

Adaptive Accumulators. We get around this problem by defining and constructing
a new primitive, called adaptive accumulators, which are an adaptive alternative to
positional accumulators. In our adaptive accumulators there are no "rigged" public
keys. Instead, correctness of an opening of a hash value at some location is veri-
fied using a verification key which can be generated later. In addition to the usual
computational binding guarantees, it should be possible to generate, given a special
accumulator value ac*, value v* and location L*, a "rigged" verification key vk* that
looks indistinguishable from an honestly generated one, and such that vk* does not
verify an opening of ac* at location L* to any value other than v*. Furthermore, it is
possible to generate multiple verification keys, that are all rigged to enforce the same

1 To get an idea of why enforceability is needed, consider two programs Co and C1, such that
Co(L*, v*) = Ci(L*, v*), but whose functionality may differ elsewhere, and let C(L, v) be the
program "if L, v are consistent with ac* then run Cb, else output I". Let iO be an indistinguishability
obfuscator, i.e. it is guaranteed that iO(A) iO O(B) whenever A and B are equal sized programs that
have the same functionality everywhere. We would like to argue that iO(Co) ~_ O(C'); however, we
cannot do it directly using a plain Merkle hash tree, since collisions exist and so C6 and C' have very
different functionalities. Positional accumulators get around this difficulty: Using enforceability it
is possible to argue that, when C6 and C' use the rigged public key for the accumulator, the
two programs have exactly the same functionality, and so indistinguishability holds. Due to the
indistinguishability of rigged public accumulator keys from honest ones, indistinguishability holds
even for the case of non-rigged accumulator keys.
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accumulator value ac* to different values v* at different locations L*, where all are
indistinguishable from honest verification keys.

We then use adaptive accumulators as follows: There is a single set of public
parameters that is posted together with the garbled database and is used throughout
the lifetime of the system. Now, each new garbled machine is given a different,
independently generated verification key. This allows us, at the proof of security, to
use a different rigged verification key for each machine. Since the key is determined
only when a machine is being garbled (and its computation and output values are
already fixed), we can use a rigged verification key that enforces the correct values,
and obtain the same tight security reduction as in the static setting.

Adaptive accumulators from adaptive puncturable hash functions. We build
adaptive accumulators from a new primitive called an adaptively puncturable (AP)
hash family. In this primitive a standard collision resistant hash family {W} is
augmented with three algorithms Verify, GenVK, GenBindingVK. GenVK generates a
verification key vk, which can be later used in Verify(vk, x, y) to check that h(x) = y.
GenBindingVK(x*) produces a binding key vk* such that Verify(vk*,x,y = h(x*))
accepts if and only if x = x*. Finally, we require that real and binding verification
keys should be indistinguishable even for the adversary which chooses x* adaptively
after seeing h.

The construction of adaptive accumulators from AP hash functions proceeds as
follows. The public key is an AP hash function h, and the initial accumulator value
aco is the root of a Merkle tree on the initial data store (which can be thought of as
empty, or the all-0 string) using h. We maintain the invariant that at every moment
the root value ac is the result of hashing down the memory store. In order to write a
new symbol v to a position L the evaluator recomputes all hashes on -the path from
the root to L. The "opening information" for v at L is all sibling hashes of the path
from the root to L.

The verification key is a sequence of d = log SI (honest) verification keys for h -
one for each level of the tree. The "rigged" verification key for accumulator value ac*
and value v* at location L* consists of a sequence of d rigged verification keys for the
AP hash, where each key forces the opening of a single value along the path from the
root to leaf L*. Security of the adaptive accumulator follows from the security of the
AP hash via standard reduction.

Constructing AP hash. We construct adaptively puncturable hash function en-
sembles from indistinguishability obfuscation for circuits, plus collision-resistant hash
functions with the property that any image has at most polynomially many preim-
ages. (This implies that the CRHF shrinks at most logarithmically many bits). We
say that a hash function is c-bounded if the number of preimages for any image is no
more than c. To be usable in the Merkle-Damgird construction, we will also need
that the hash functions have domain {0, I}A and range {0, I}A' for some A' < A.
For simplicity we focus on the setting where A = A' + 1. We construct 4-bounded
CRHFs assuming hardness of discrete log and 64-bounded CRHFs assuming hardness
of factoring.

Our construction of an AP hash family can be understood in two steps.
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1. First we construct a c-bounded AP hash family from any c-bounded hash family
{'(A}. This is done as follows: The public key is a hash function h +- ',\. A
verification key vk is 10(V), where V is the program that on input x, y outputs
1 if h(x) = y. A "rigged" verification key vk* that is binding for input x* is
iO(Vx*) where V- is the program that on input (x, y) does the following:

" if y = h(x*), it accepts if and only if x = x*;

" otherwise it accepts if and only if y = h(x).

Since h is c-bounded, the functionality of V and Vx- differ only on polynomially
many (difficult to find) inputs. Therefore, the real and "rigged" verification
keys are indistinguishable following the diO-i0 equivalence for circuits with
polynomially many differing inputs [BCP14].

2. Next we construct AP hash families which are length halving (and are thus not
polynomially bounded) from bounded AP hashing. This is done in the natural
way by extending the hash function's domain using Merkle-Damgird. Suppose
we start with a function h' : {0, 1}+ --+ A, and build h : {0, 1}2A 4 {0, 1}A.
A verification key vk for h is an obfuscated circuit C which takes x and y, and
directly checks that h(x) = y.

The proof of security involves a sequence of hybrids, in which C is modified to contain
a verification key for h'. This implies that in the real world, C must also be padded
to this same size. In other words, the verification key vk must be as large as twice-
obfuscated circuit computing h'. We note that it is possible to avoid this overhead
by instead distributing A different verification keys for h', but we avoid this approach
for conceptual simplicity.

Adaptive Same Transcript Indistinguishability. We return to the challenges
encountered when trying to use the [CH16] construction in our adaptive setting.
With adaptive accumulators in hand, the additional modifications made on the use
of iterator and splittable signatures are relatively local. Since these primitives do not
access the long-lived shared memory, it suffices to generate a fresh instance of each
primitive for each new query.
Adaptive Same Address Indistinguishability. Next we upgrade the next two
layers in the [CH16] construction, namely the fixed-access and fixed-address garbling
schemes, to adaptively secure ones. This is done with relatively local changes from the
original construction. Specifically we include the index and time step in the domain
of puncturable PRF that is used to derive the randomness of the one-time-pad-like
encryption on the state and memory. The technical details can be found in the main
construction.

Adaptive Full Security. Recall that in [CH16] full garbling is achieved by applying
an Oblivious RAM scheme on top of the fixed-access garbling. The randomness for
the ORAM accesses is sampled using a PRF. This leads to a situation where a PRF
key is first used inside a program Mi for some execution i. Later, the key needs to
be punctured at a point that may depend on the PRF values. This leads to another
adaptivity problem.
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We get around this problem by noticing that the Chung-Pass ORAM has a special
property which allows us to guess which points to puncture with only polynomial
security loss. This property, which we call strong localized randomness, is sketched as
follows. Let R be the randomness used by the ORAM. Let Ai = a71 ,..., a'm be a set
of locations accessed by the ORAM during emulation of access i. The strong localized
randomness property guarantees that there exists a set of intervals 11,. .. , Im with
each Iij ; [1, R|] such that:

1. Each a3 depends only on Rj, i.e., the part of the randomness R indexed with
Iij; furthermore, a3 is efficiently computable from Iij;

2. All Iii are mutually disjoint;

3. All Ii are efficiently computable given the sequence of memory operations.

To see that the Chung-Pass ORAM has strong localized randomness, observe that
in its non-recursive form, each virtual access of addr touches two paths: one is the
path used for the eviction, which is purely random, and the other is determined by
the randomness chosen in the previous virtual access of addr. Therefore, the set of
accessed locations is determined by two randomness intervals. When the ORAM
is applied recursively, the sequence of accesses is determined by O(log S) intervals.
Since the number of intervals in the range [1, . . . , IR I] is only polynomial in the security
parameter, the reduction can guess the interval (and therefore the points to puncture
at) with only polynomial security loss.

In contrast, the localized randomness property used in [CH16] differs from prop-
erty 1 above, requiring only that each Ai depends on polylogarithmically many bits
of R. This does not suffice for us, because there are superpolynomially many possible
dependencies, and so the reduction cannot guess correctly with any non-negligible
probability.

Concurrent and independent work. A potential alternative to our adaptive
positional accumulators is to build on the somewhere statistically binding (SSB) hash
of Hubicek and Wichs [HW15] or Okamoto et al. [OPWW15]. SSB hashes have a
similar flavor to positional accumulators, but they allow rigging to be statistically
binding at a hidden location L*. However it turns out that SSB hashes alone do not
suffice for positional accumulators, even in the non-adaptive case! In concurrent
and independent work, Ananth et al. [ACC+16] give a stronger definition of SSBs
which does suffice, and then show that a known construction [OPWW15] satisfies this
stronger property. Their reduction can then be made adaptive by guessing L*, at the
price of reducing the reduction's winning probability by a factor proportional to the
database size. In all, their construction uses a somewhat stronger assumption than
ours (DDH vs. discrete log) and their security reduction is somewhat less efficient
than ours.

RAM Machine Concatenation

For RAM machines M1,..., Mt, we let M1;...; Mt denote the RAM machine which
on input x, sequentially executes M, through Mt, and then outputs whatever Mt
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outputs.

5.1 Adaptive Garbled RAM Definition

Syntax. A garbling scheme for RAM programs is a tuple of p.p.t. algorithms
(Setup, GbPrg, GbMem, Eval).

Setup(1A) takes the security parameter A in unary and outputs a secret key K.

GbMem (K, x) takes a secret key K and an input x, and then outputs a memory
configuration x.

GbPrg(SK, Mi, T, i) takes a secret key SK, a RAM machine Mi, a running time
bound T, and a sequence number i, and outputs a garbled RAM machine M.

Eval(M, ): takes a garbled RAM M and gabled input and evaluates the
machine on the input, which we denote M(z).

We are interested in garbling schemes which are correct, efficient, and secure.

Correctness. A garbling scheme is said to be correct if for all p.p.t. adversaries A
and every t = poly(A)

Pr [M (st_ 1) = Mt(st_ 1) > 1 - negl(A),

in the probability space defined by sampling

(So, S) +- A(PA)
SK +- Setup(1A, S)
o <- GbMem(SK, so)

for i = 1, ... , t
Mi, Ti <- A ( o, 7 1,... A-_1)
MI +- GbPrg(SK, Mi, T, i)
si = NextMem(Mi, si-1)
9i = NextMem(Mi, i-1),

where

" E T < poly(A), Isol < S < poly(A);

" Space(Mi, si_ 1) < S and Time(Mi, si_ 1) < T for each i.

Efficiency. A garbling scheme is said to be efficient if:

1. Setup, GbPrg, GbMem and Eval are probabilistic polynomial-time algorithms.
Furthermore, GbMem runs in time linear in the length of x. We require suc-
cinctness for the garbled programs, which means that the size of a garbled
program M is linear in the description length of the plaintext program M.
The bounds T and S are encoded in binary, so the time to garble does not
significantly depend on either of these quantities.
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2. With A/i and 9i defined as above, it holds that Time(Mi, si-1) = O(Time(Mj, si-1))
and Space(M, gi-1) = 0(S) (hiding polylogarithmic factors in S).

Security. We define the security property of an adaptive RAM garbler as follows.

Definition 5.1. Let 9RAM = (Setup, GbMem, GbPrg, Eval) be a garbling scheme.
We define the following two experiments, where each Mi is a program with time and
space complexity T and S that is evaluated with memory si-1 and y = Mi(si_1),
si = NextMem(Mi, si-1), and T = Time(Mi, si_1).

Experiment REALA (1A)

(So, S) -- A( IA)

K +- Setup(1A, S)

0 +- GbMem(SK, so)

(M1, IT') - A(so)

1 1 <- G bPrg(SK, M1, TI, 1)
for i = 1 to f = poly(A)

(Mi.1, IT'+') +- A(]Ci)

M(+ 1 +-- GbPrg(K, Mi+1, Ti+1, i + 1)

Output : b - A(k+1 )

Experiment IDEA LA( 1 )

(so, S) +- A(1A)

s0 +-- Sim(l,1180s1)

(M1, ITi) +- A(go)

](1 <-- S i M(yi, TO)
for i = 1 to f = poly(A)

(Mit , T:+') - A(1)
Al-+1 +-- Sim(yi+1, ti+i)

Output : b' <- A(lk+1)

The garbling scheme gR7AM is c-adaptively secure if

Pr[1 <- REALA(1)] - Pr[1 +- IDEALA(lA)] < 6.

5.2 c-Bounded Collision-Resistant Hash Functions

We say that a hash function ensemble W = {-A}AEN with W-tx = {hk
is c(-)-bounded if

: DA - Rx- kE+C

Pr [Vy E RA, #{x: h(x) = y} c(A)] > 1 - negl(A)

That is, with high probability, every element in the codomain of h has at most
c(A) pre-images. In our adaptively secure garbling scheme, we need c(.) to be any
polynomial (smaller is better for the security reduction), and we need DA = {0, 1}A'
and RA = {0, I}'-1 for some A' = poly(A). For both of the constructions in this
section, we obtain constant c(.).
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The starting point for our constructions is the construction of Damgird [Dam89]
that uses a claw-free pair of permutations (r0 , 71) on a domain D\. In this construc-
tion, for some fixed yo, a hash function h is defined so that

h(x) def oo a)y)

Unfortunately, while this construction allows one to directly construct arbitrarily-
compressing hash families, it in general may not be poly(n)-bounded even if n is
chosen so that the hash family compresses by a constant number of bits (i.e., n =
log DI x+ 0(1)). .

However, a slight modification of this construction allows us to take any injective
functions tin : {0, 1}" - Dx and tout : Dx " {0, 1}m, and produce a 2k-bounded
collision-resistant function mapping {0, 1}n+k -+ {o, 1}m. As long as such injections
exist with m - n = 0 (log A), this yields a poly(A)-bounded collision-resistant hash
family.

Theorem 5.2. If for a random A-bit prime p, it is hard to solve the discrete log
problem in Z*, then there exists a 4-bounded CRHF ensemble R = {WA}xeN where
7,x consists of functions mapping {0, 1}A+ 1 + {o, 1}A.

Proof. Let p be a random A-bit prime, and let g and h be randomly chosen generators
of Z*. Our hash function is keyed by p, g, h. It is well-known that the permutations
ro(x) = gx and wi(x) = gxh are claw-free. It is easy to see there is an injection

tin: {0, 1 }' -+ Z* and an injection tout : Z* 4 {0, 1}'. Define a hash function

f : {O, l}>1 x {o, i} x {0, 1} -+ {0, 1}

a, b, c --+ tout(lrc('7b(tin(a))))

Clearly given x f x' such that f(x) = f(x'), one can find a claw (and therefore find
logg h), so f is collision-resistant. Also for any given image, there is at most one
corresponding pre-image per choice of b, c, so f is 4-bounded. L

Theorem 5.3. If for random A-bit primes p and q, with p = 3 (mod 8) and q - 7
(mod 8), it is hard to factor N = pq, then there exists a 64-bounded CRHF ensemble
N = {NA}AEN where W, consists of functions mapping {0, 1}"+' _+ f {O 2-.

Proof. First, we construct injections to : {0, 1}2A4 -+ [N/6] and ti : [N/6] -+ Z*n
[N/2], using the fact that for sufficiently large p and q, for any integer x E [N/6], at
least one of 3x, 3x + 1, and 3x + 2 is relatively prime to N. ti(x) is therefore well-
defined as the smallest of {3x, 3x + 1, 3x + 2} n Z*. Let tin : {, 1}2>A4 -ZN n [N/2]
denote t, o to. Let tout denote an injection from Z* -+ {O, 1 12X

Next, we use a construction of claw-free permutations due to Goldwasser, Micali,
and Rivest [GMR.88]. Specifically, in this construction the permutations 7ro and 7i are
defined such that iro(X) = X2 (mod N) and 71(x) = 4X 2 (mod N), where the domain
of 7ro and 7r is the set of quadratic residues mod N.
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Now we define the hash function

f : {O, I}2A-4 x {O, 1} 5 
-+ {0, 1}2A

f (XI, y) = (tout 0 7rY5 0 ... 0 T,)(tin(x) 2 mod N)

This is 64-bounded because for any given image, there is at most one pre-image
under tout o 7rY5 0 ... 0 7y, per possible y value. This accounts for a factor of 32.
The remaining factor of 2 comes from the fact that every quadratic residue has four
square roots, two of which are in [N/2] (the image of tin). The collision resistance of
X - tin(x) 2 (mod N) follows from the fact that the two square roots are nontrivially
related, i.e., neither is the negative of the other, so given both it would be possible
to factor N.

Notation. For a function h : {0, 1}+1 -+ {0, 1 }A, we let h0 denote the identity
function and for k > 0 inductively define

hk : {O, }xA+k + {0, I}A
hk(X) = h(xillhk-1(x 2 1 - - IX+k))

5.3 Adaptively Puncturable Hash Functions

We say that an collision-resistant hash family W = {Nx} is adaptively puncturable if
there are algorithms Verify, GenVK, and ForceGenVK such that:

Correctness
For all x, y E {0, 1}* and all h C 7\, it holds with probability 1 that

Verify(vk, x, y) = 1 ,- y = h(x)

in the probability space defined by sampling vk <- GenVK(1A, h).

Forced Verification
For all x, z* E {0, 1}'* and h E N, it holds with probability 1 that

Verify(vk, x, h(x*)) = 1 -> x = x*

in the probability space defined by sampling vk <- ForceGenVK(A, h, x*).

Indistinguishability
For all polynomial-sized circuit ensembles {A 1 } and {A()},it holds for some
negligible function v that

Pr [A(' (s, vkb) = b < - + v(A)
2
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in the probability space defined by sampling

h +- W,\

(x*,I s) +-- A(' (h)
vko +- GenVK(1A, h)
vk +- ForceGenVK(1A, h, x*)
b +- {O, 1}

Theorem 5.4. If iO for circuits exists and there is a poly(A)-bounded CRHF en-
semble mapping {0, l}-\H' -4 {, 1}, then there is an adaptively puncturable hash
function ensemble mapping {0, 1}2A to {0, 1}A.

Let W = {7i,} be a poly(A)-bounded CRHF ensemble, where W,\ is a family of
functions mapping {0, 1}1+1 -+ {, 1}. We define an adaptively puncturable hash
function ensemble F = {.FA}, where FA is a family of functions that map {O, 1}2A to

{0, 1}A.

Setup
The key space for FA is the same as the key space for 'HA.

Evaluation
For a key h E RA and a string x E {0, 1}2A, we define

fh(x) = hA(x)

Verification
GenVK(1A, fh) outputs an iO-obfuscation of a circuit which directly computes

f1 if fA(x)=y
0 otherwise

ForceGenVK(1I, fh, x*) outputs an iC-obfuscation of a circuit which directly
computes

1 ify fh(x*) A y = fh(x)
X, Y 1 if (x, y) = (x*, fA(x*))

0 otherwise

Verify(vk, x, y) simply evaluates and outputs vk(x, y).

Claim 5.4.1. No p.p.t. adversary which adaptively chooses x* after seeing h +- WA

can distinguish between GenVK(1', h) and ForceGenVK(1A, h, x*).

Proof. We present A+1 hybrid games HO,... , H,\. In each game h is sampled from WH,
but the circuit given by the challenger to the adversary depends on the game and on
x*. In hybrid Hi, the challenger computes y* = h' (x*) and y,\i = h'-'(x+ 1 - x*I).
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The challenger then sends iO(Ci) to the adversary, where Ci has y*, yx\i, and
X* .. , xi hard-coded and is defined as

I if y 2y*Ay=hA(x)
Ci (x,y) = 1 ifyx=y*Ax=x*A ... A xi = x* A h-'(xi+1|| 1 1 .. XA) = YA-

0 otherwise

The challenger sends iO(Ci) to the adversary.
It is easy to see that CO is functionally equivalent to the circuit produced by

GenVK, and A is functionally equivalent to the circuit produced by ForceGenVK.
So we only need to show that Hi ~ Hj+1 for 0 < i < A. We give a sequence of
indistinguishable changes to the challenger - specifically, changes which affect the
circuit C that the challenger obfuscates and sends to the adversary. The result of
these changes will be to transform the functionality of C from that of Ci to that of
Ci+1.

1. We first change C so that when y = y*, it computes the intermediate value
y - h..-.- (Xi+21 .. --X2A) and outputs 1 if:

e h(xii 1y') = y,

* For all 1 < j < i, xi = x*-

When y f y*, the behavior of C is unchanged.

This change preserves functionality (we only introduced a name y' for an inter-
mediate value in the computation) and hence is indistinguishable by iO.

2. Now we change C so that instead of directly checking whether h(xi+ lly') =yx-_,
it uses a hard-coded helper circuit V = iO(V), where

V : {0, 1} x {0, 1}- x {0, i}A - {0, 1}

V(a, b, c) = ifc=h(alb)
10 otherwise

This is functionally equivalent and hence indistinguishable by iO.

3. Now we change V. The challenger computes yAi-_ - h\-'-1 (i+ 2l X -IXA)
and y.-i = h(x* 1 flyA-i-1), and define

1 if C =$ YA_ A c = h(alb)
V(a, b, c) = 1 if (a, b, c) = (x*+1, yA-i-l, yA-i)

0 otherwise

with yA-i, yAi_, and x*+1 hard-coded. The old and new V's are indistinguish-
able because:

113



" By the collision-resistance of h, it is difficult to find an input on which
they differ.

" Because 7Wx is poly(A)-bounded, they differ on only polynomially many
points.

" i0 is equivalent to diO for circuits which differ on polynomially many
points.

C is now functionally equivalent to Cj+j.

5.4 Adaptively Secure Positional Accumulators

In this section we define and construct adaptive positional accumulators (APA). We
use this primitive for memory authentication in our garbling construction. A garbled
program will be an obfuscated functionality where one input is a succinct commitment
ac to some memory contents, another is a piece of data v allegedly resulting from a
memory operation op, and another is a commitment ac', allegedly to the resulting
memory configuration. Informally, APAs provide a way for the garbled program to
check the consistency of v and ac' with ac (given a short proof),

As described so far, Merkle trees satisfy our needs, and indeed our construction
is built around a Merkle tree. However, we require more. As in the positional accu-
mulators of [KLW 15], we need a way to indistinguishably "rig" the public parameters
so that for some ac and op, there is exactly one (ac', v) with any accepting proof.
We deviate from [KLW13] by separating the parameters used for proof verification
from those used for updating the accumulator, and allowing the rigged (ac, op) to be
chosen adaptively as an adversarial function of the update parameters.

We now formally define the algorithms of the APA primitive.

SetupAcc(1A, S) -- PP, aco, storeo
The setup algorithm takes as input the security parameter A in unary and a
bound S (in binary) on the memory addresses accessed. SetupAcc produces as
output public parameters PP, an initial accumulator value aco, and an initial
data store storeo.

Update(PP, store, op) -+ store', ac', v, 7r

The update algorithm takes as input the public parameters PP, a data store
store, and a memory operation op. Update then outputs a new store store', a
memory value v, a succinct accumulator ac', and a succinct proof 7r.

Verify(vk, ac, op, ac', v, r) -+ {0, 1}
The verification algorithm takes as inputs a verification key vk, an initial accu-
mulator value ac, a memory operation op, a resulting accumulator ac', a memory
value v, and a proof 7. Verify then outputs 0 or 1. Intuitively, Verify checks the
following statement:
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r is a proof that the operation op, when applied to the memory config-
uration corresponding to ac, yields a value v and results in a memory
configuration corresponding to ac'.

Looking ahead, Verify will be run by a garbled program to authenticate the
memory values that the evaluator gives it.

SetupVerify(PP) -+ vk
SetupVerify generates a regular verification key for checking Update's proofs.
This is the verification key that is used in the "real world" garbled programs.

SetupEnforceVerify(PP, (opI, ... k, op)) - vk
SetupEnforceVerify takes a sequence of memory operations, and generates a ver-
ification key which is perfectly sound when verifying the action of oPk in the
sequence (op, ... , opk). This type of verification key is used in the hybrid gar-
bled programs in our security proof.

An adaptive positional accumulator must satisfy the following properties.

Correctness
Let op, ... , ope be any arbitrary sequence of memory operations, and let v*

denote the result of the ith memory operation when (opo, . . ,oPk-1) are sequen-
tially executed on an initially empty memory.

Correctness requires that, when sampling

PP, aco, storeo +- SetupAcc(1A, S)
vk <- SetupVerify(PP)

For i= 0,...,k:
storej+1 , aci 1 , vi, wri +- Update(PP, stores, op )
bi <- Verify(vk, aci, opi, aci+1, vi, ri)

it holds (with probability 1) that for all j E {0, ... , k}, v. = v and b. = 1

Enforcing
Enforcing requires that for all space bounds S, all sequences of operations

opO,... ,oPk-1, when sampling

PP, aco, storeo +- SetupAcc(1A, S)
vk <- SetupEnforceVerify(PP, (op,... , OPk-1))

For i=0,...,k -1
storej+1, aci 1 , vi, 7ri <- Update(PP, store, opi)

it holds (with probability 1) that for all accumulators a^c, all values V, and all
proofs 7r, if Verify(vk, ack_1, oPk-1, ac, , 7r) = 1, then (v-, a'c) = (Vk_1, ack)

Indistinguishability of Enforcing Verify
Now we require that the output of SetupVerify(PP) is indistinguishable from
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the output of SetupEnforceVerify(PP, (op1,..., op)), even when (opi,..., op)
are chosen adaptively as a function of PP.

More formally, for all p.p.t. A, and A2,

1
Pr [A2 (s, vkb) = b] < + negl(A)2

in the probability space defined by sampling

PP, aco, storeo +- SetupAcc(lA, S)

(OPO, ... , OPk_1), s +- A1 ,(1 PP)
vkO <- SetupVerify(PP)
vki +- SetupEnforceVerify(PP, (opo,.. ., OP_1i))
b +- {0, 1}

Efficiency
In addition to all the algorithms being polynomial-time, we require that:

" The size of an accumulator is poly(A).

" The size of proofs is poly(A, log S).

" The size of a store is O(S)

Theorem 5.5. If there is an adaptively puncturable hash function ensemble R =

{NA}AEN with RA = {Hk : {O, 1}2A a {, 1}A}kE,c4, then there exists an adaptive
positional accumulator.

Proof. We construct an adaptive positional accumulator in which stores are low-depth

binary trees, each node of which contains a A-bit value. The accumulator correspond-

ing to a given store is the value held by the root node. The public parameters for the

accumulator consist of an adaptively puncturable hash h : {0, 1}2A a {O, 1}A, and

we preserve the invariant that the value in any internal node is equal to the hash h

applied to its children's values. It will be convenient for us to assume the existence

of a 1, which is represented as a A-bit string not in the image of h. Without loss of

generality, h can be chosen to have such a value.

Setup(A, S) -+ PP, aco, storeo

Setup samples h <- R,\, and sets PP = h, aco = h(IIII), and storeo to be a root

node with value h(LI ).

Update(h, store, op) -+ store', ac', , I7r
Suppose op is ReadWrite(addr - v'). There is a unique leaf node in store which

is indexed by a prefix of addr. Let v be the value of that leaf, and let 7r be the

values of all siblings on the path from the root to that leaf.

Update adds a leaf node indexed by the entirety of addr to store if no such node

already exists, and sets the value of the leaf to v'. Then Update updates the

value of ancestor of that leaf to preserve the invariant.
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SetupVerify(h) -- vk
For i = 1,.. . ,log S, SetupVerify samples

vki +- GenVK(A, h)

and sets vk = (vki ... , vkiogs).

Verify((vk, . . . , vklog s), ac, op, ac', v, (wI,. .. , Wd)) -+ {0, 1}
Define Zd := v. Let bi ... bd, denote the bit representation of the address on
which op acts. For 0 < i < d, Verify computes

_ h(wi+1||zi+i) if bi+ 1 = 1

h(zi+lilwi+i) otherwise

For all i such that bi = 1, Verify checks that vki(wi+1 |lzi+1, zi) 1. For all i
such that bi = 0, Verify checks that vki(zi+1 |lwi+ 1 , zi) = 1. If all these checks
pass, then Verify outputs 1; otherwise, Verify outputs 0.

SetupEnforceVerify(h, (op1 , .. ., op)) -- vk
Computes the storek_1 which would result from processing opi, . ., op_- . Sup-
pose 0 Pk accesses address addrk E {0, 1 } gS. Then there is a unique leaf node
in storek_1 which is indexed by a prefix of addrk; write this prefix as b, ... bd.

For each i E {,... , d}, define zi as the value of the node indexed by bi --- bi,
and let wi denote the value of that node's sibling. If bi = 0, sample

vki +- ForceGenVK(1A, h, zillwi).

Otherwise, sample
vki <- ForceGenVK(1A, h, wi zi).

For i E {d + 1, . . ,log S}, just sample vki +- GenVK(1A, h).

Finally we define the total verification key to be (vki,... , vkiogs).

All the requisite properties of this construction are easy to check.

5.5 Fixed-Transcript Garbling

Next we present the first step in our construction, a garbling scheme that provides
adaptive security for RAM programs that have the same transcript. The notion ex-
tends the first stage of Canetti-Holmgren scheme into the adaptive setting. The con-
struction employs the adaptive positional accumulators, in addition to minor changes
to the other primitives.

We define fixed transcript security via the following game.

1. The challenger samples SK +- Setup(1A, S) and b +- {0, 1}.
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2. The adversary sends a memory configuration s to the challenger. The challenger
sends back GbMem(SK, s).

3. The adversary repeatedly sends pairs of RAM programs (M?, Mj) along with a
time bound T, and the challenger sends back MP +- GbPrg(SK, Mf, T, i). Each
pair (Mi0 , Mj) is chosen adaptively after seeing b/_1.

4. The adversary outputs a guess b'.

Let ((M1
0, Mj), ... , (Me, Ml)) denote the sequence of pairs of machines output by

the adversary. The adversary is said to win if b' = b and:

* Sequentially executing MP,... , Mj on initial memory configuration s yields the
same transcript as executing Mi,..., Ml.

" Each Mib runs in time at most T and space at most S.

Definition 5.6. A garbling scheme is fixed-transcript secure if for all p.p.t. algo-
rithms A, there is a negligible function negl so that A's probability of winning the
game is at most 1+ negl(A).

Theorem 5.7. Assuming the existence of indistinguishability obfuscation and an
adaptive positional accumulator, there is a fixed-transcript secure garbling scheme.

Proof. Our construction follows closely the fixed-transcript garbling scheme of [CH 16],
using our adaptive positional accumulator in place of [KLW1 5]'s positional accumu-
lator. Let {FA} denote a puncturable PRF family.

Setup(1A, S) -+ SK: sample

(Acc.PP, aciat, storeinit) <- Acc.Setup(1A, S)
(Itr.PP, itrinit) <-- Itr.Setup(1A)
F <- F

and set SK = (Acc.PP, aCinit, storeinit, Itr.PP, itrinit, F).

GbMem(SK, s) -+ : GbMem updates the APA (acinit, storeinit) to set the underlying
memory to s (via a sequence of calls to Update) and let aco, storeo denote the re-
sult. It then generates (sk, vk) +- Spl.Setup(1A; F(1, 0)), where (1, 0) represents
the initial index number i and initial time-step number 02. Finally, GbMem
computes oo <- Spl.Sign(sk, (1, 1, aco, ReadWrite(0 -> 0))). Here the first I
represents an initial local state q0 for M1, and the second I represents an initial
iterator value itro. GbMem outputs 9 = (uo, aco, storeo).

GbPrg(SK, Mi, Ti, i) - M2 : GbPrg first transforms Mi so that its initial state is 1.
Note this can be done without loss of generality by hard-coding the "real"
initial state in the transition function. GbPrg then computes CO +- iO(C),
where Ci is described in Algorithm 11.

2Looking ahead, all the intermediate (sk, vk) key pairs are generated by applying F to the (index,
time-step) tuple.
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Input: Time t, state q, iterator itr, accumulator ac, operation op, signature

u, memory value v, new accumulator ac', proof 7
Data: Puncturable PRF F, RAM machine Mi with transition function 6i,

Accumulator verification key vkAcc, index i, iterator public parameters

Itr.PP, time bound T
1 (sk, vk) +- Spl.Setup(1A; F(i, t));
2 if t > T or SpI.Verify(vk, (q, itr, ac, op), a) = 0 or

Acc.Verify(vkAcc, ac, op, ac', v, 7) = 0 then return I;
3 out <- 6i(q, v);

4 if out E Y then
5 (sk', vk') +- Spl.Setup(1A; F(i + 1, 0));
6 return out, Sign(sk', (I, 1, ac', ReadWrite(0 + 0))
7 else
8 Parse out as (q', op');

9 itr' +- Itr.Iterate(Itr.PP, (q, itr, ac, op));
10 (sk', vk') <- Spl.Setup(1A; F(i, t + 1));
11 return (q', itr', ac', op'), Sign (sk', (q', itr', ac', op'))

Algorithm 11: Transition function for M, with memory verified by a signed
accumulator.

Finally, GbPrg defines and outputs a RAM machine Mi, which has CO hard-
coded as part of its transition function, such that Mi does the following:

1. Reads (aco, ao) from memory. under the names (ace, o-)). Define opo =

ReadWrite(0 * 0), qo = -, and itro = I.

2. For t = 0, 1, 2, .. :

(a) Compute storet+1, act+,, Vt, Wrt +- Acc.Update(Acc.PP, storet, opt).

(b) Compute outt +- Oi(t, qt, itrt, act, opt, -t, vt, act+,, 7rt).
(c) If outt parses as (y, -), then write (act+,, -) to memory, output y, and

terminate.

(d) Otherwise, parse outt as (qt+i, itrt+1 , act+,, opt+,), ~t+, or terminate if

outt is not of this form.

We note that GbPrg can efficiently produce Ni from C, and Acc.PP. This

means that later, when we prove security, it will suffice to analyze a game in

which the adversary receives Ci instead of Mi.

Eval(M, ) The evaluation algorithm runs Al on the garbled memory , and outputs

mps).

Correctness and efficiency are easy to verify. We show that the challenger in the

real security game is indistinguishable from one for which the adversary's view is

independent of b. We present a sequence of hybrid games H0 , ... , Hf+i, and show

that all p.p.t. algorithms A have negligibly different advantages in adjacent games.

In each hybrid, the memory query is answered as in the real game.
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Hybrid HO In hybrid Ho, we add a "B"-track for execution to C. Instead of just
checking that ((q, op, ac, itr), -) is accepted under vk , we also allow it to be accepted
under vkf3, which is derived from a different puncturable PRF FR. In this second
case, we proceed as before except that we compute with So instead of 6i, and we sign
the eventual outputs using sk+ 1 instead of sk +1.

The indistinguishability of this change follows by O(t) applications of the indistin-
guishability of punctured keys, together with the security of iO. In particular, we can
add any functionality we want (by IO) under an always-rejecting vk ,O verification

key, and then indistinguishably replace vkij with vkB. We start by modifying the

last time step, and work backwards because under vki,, we use the signing key skij+1
By working backwards, we avoid the issue that vk0 is not indistinguishable from

k if also given skB.
vif a

Hybrids Hi In hybrid Hi for 1 < i < f + 1, the first i - 1 program queries are
answered differently. For 1 < j < i - 1, the circuits Cj have hard-coded the transition
function for M9 instead of Mb. The challenger computes sj = NextMem(M(s_1)),
and hard-codes the corresponding accumulator ac, into the circuit Cj. The resulting
circuit is illustrated in Algorithm 13.

It remains to show that Hi ~ Hi+,. This is shown using the techniques of [K LW 15].
The main difference is that in our setting the positional accumulator needs to be
adaptively secure.

1. We hard-code vkA and vk B and puncture FA and FB at {(i, 0)}. This change
preserves functionality and is hence indistinguishable by iO.

2. We replace vkA% and vkB0 by keys punctured on the sets M\{(qi,o, itri,o, aci,o, opi,o)}
and {(qi,o, itrio, aci,o, opi,O)} respectively. These changes are indistinguishable by
the (selective) indistinguishability of punctured keys.

3. We modify the way that the accumulator verification key vkAcc is generated -
namely, we generate it as the output of SetupEnforceVerify(PP, (op,O)) instead of
SetupVerify(PP). This guarantees that if Acc.Verify(vkAcc, aci,o, opiO, ac', v, 7)
1, then ac' = aci,1 and v = vi,o. This is indistinguishable by the positional

accumulator's indistinguishability of enforcing setup. We note this holds even
though opi2 O and aci,O may be chosen adversarially after observing the positional
accumulator's public parameters.

4. At time 0, we use 60 instead of 6 (on both tracks A and B). By the hypoth-
esis that MA4 and MAf have the same transcripts, we know that 5o (qi,o, vi,o) =
6' (qi,o, vi,o). Because in steps 2 and 3 we have already made our verification
keys perfectly binding, this change is indistinguishable by VO.

5. The verification key for the accumulator vkAcc is generated normally as the out-
put of SetupVerify(PP) instead of SetupEnforceVerify(PP, (opiO)). This is again
indistinguishable by the positional accumulator's adaptively enforcing setup.
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6. We modify C so that at time 0, instead of deciding to sign with ski or skp1
based on which branch we are in, we decide by looking at (q, itr, ac, op). Namely,
we use sk A if and only if (q, itr, ac, op) = (qi,o, itri,o, aci,o, opiO). This is function-
ally equivalent because of how we have punctured the verification keys vk A and
vkiO, and hence is indistinguishable by iO. Note the 'A' branch and 'B' branch
are now identical.

7. We generate Itr.PP using SetupEnforce so that itr' = itri,1 if and only if the tuple
(q, itr, ac, op) is equal to (qi,o, itri,o, aci,o, opiO). This change is indistinguishable
by the iterator's (selective) setup indistinguishability.

8. Instead of choosing whether to use skA or skfB based on the value of (q, itr, ac, op),
we choose based on the value of (q', itr', ac', op'). This is functionally equivalent
because itr' is equal to itri 1 (and in fact (q', ac', op') is equal to (qi,, aci,1, opi,))
if and only if (q, itr, ac, op) is equal to (qi,o, itri,o, aci,o, opio), and therefore this
change is indistinguishable by the security of 0.

9. We generate Itr.PP normally, which is indistinguishable by the iterator's (selec-
tive) indistinguishability of setup.

10. Instead of checking whether the signature o- on (q, ac, itr) verifies under one
of vk ̂  (which is punctured at M \ {(qi,o, itri,o, aci,o, opiO)}) and vk B (which is
punctured at {qi,o, itri,o, aci,o, opi,0}), we only check that it verifies under the un-
punctured vk A . This is indistinguishable by the splittable signature's splitting
indistinguishability property.

11. We unpuncture FA and FB at (i, 0) and un-hardcode vk A and vk B. This is
functionally equivalent and hence indistinguishable by iO.

12. We repeat steps 1 through 11 for timestamps 1 through the worst-case running
time bound T instead of just for timestamp 0 as was described above. In this
way, we progressively change the computation from using J9 (MP's transition
function) to 6i (M's transition function), starting at the beginning of the
computation.

5.6 Fixed-Access Garbling

Fixed-access security is defined in the same way as fixed-transcript security, but the
left and right machines produced by A do not need to have the same transcripts for
A to win - they may not have the same intermediate states, but only need to perform
the same memory operations.

Definition 5.8 (Fixed-access security). We define fixed-access security via the fol-
lowing game.

1. The challenger samples SK <- Setup(1A, S) and b +- {0, 1}.
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Input: Time t, state q, iterator itr, accumulator ac, operation op, signature
-, memory value v, new accumulator ac', proof 7r

Data: Puncturable PRFs FA and FB, RAM machine Mi with transition
function j, Accumulator verification key vkAcc, index i, iterator public
parameters Itr.PP, time bound T

1 (skA, vkA) +- Spl.Setup(lA; FA(i, t));
2 (skB, vkB) +- Spl.Setup(1A; FB(it));

3 if t > T or Acc.Verify(vkAcc, ac, op, ac', v, 7) = 0 then return I;
4 if Spl.Verify(vkA, (q, itr, ac, op), -) = 1 then track:='A';
5 else if SpI.Verify(vkB, (q, itr, ac, op), o-) = 1 then track:='B';
6 else return 1
7 out +- 6i(q, v);
8 if out E Y then
9 (sk', vk') <- Spl.Setu p(IA; Ftrack (i + 1, 0));

10 return out, Sign(sk', (I, -, ac', ReadWrite(0 -+ 0))
11 else
12 Parse out as (q', op');
13 itr' <- Itr.Iterate(Itr.PP, (q, itr, ac, op));
14 (sk', vk') +- Spl.Setup(1A; Ftrack(i, t + 1));
15L return (q', itr', ac', op'), Sign (sk', (q', itr', ac', op'))

Algorithm 12: Transition function for hybrid Mi, with memory verified by
an accumulator.
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Input: Time t, state q, iterator itr, accumulator ac, operation op, signature

0-, memory value v, new accumulator ac', proof 7r

Data: Puncturable PRFs FA and FB, RAM machine M9 with transition

function 69, Accumulator verification key vkAcc, index i, iterator

public parameters Itr.PP, accumulator ac8,, time bound Ti.

1 (skA, vkA) +- Spl.Setup(A; FA(i, t));
2 (skB, vkB) -- Spl.Setup(lA; FB (i, t));
3 if t > T or Acc.Verify(vkAcc, ac, op, ac', v, 7r) = 0 then return I;
4 if Spl.Verify(vkA, (q, itr, ac, op), a-) = 1 then track:='A';
5 else if Spl.Verify(vkB, (q, itr, ac, op), a-) = 1 then track:='B';
6 else return I;
7 out +- 6,(q, v);

8 if out E Y then

9 (sk', vk') <- Spl.Setup(lA; Frack(i + 1, 0));
10 return out, Sign(sk', (1, 1, ac,,, ReadWrite(0 4 0))
11 else
12 Parse out as (q', op');

13 itr' +-- Itr. Iterate (Itr. PP, (q, itr, ac, op));
14 (sk', vk') +- Spl.Setup(1A; Ftrack(i, t + 1));
15 L return (q', itr', ac', op'), Sign(sk', (q', itr', ac', op'))

Algorithm 13: Response to Jth program query, with hard-coded final accu-

mulator value.
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2. The adversary sends a memory configuration s to the challenger. The challenger
sends back GbMem(SK, s).

3. The adversary repeatedly sends pairs of RAM programs (Mi0 , Ml) to the chal-
lenger, together with a time bound 1T, and the challenger sends back M +-
GbPrg(SK, Mi", Ti, i). Each pair (M0 , M|) is chosen adaptively after seeing

4. The adversary outputs a guess b'.

Let ((Mf, M),..., (Me, Mjl)) denote the sequence of pairs of machines output by the
adversary. The adversary is said to win if b' = b and:

" Sequentially executing M10, ... , My on initial memory configuration s yields the
same transcript as executing Mi,..., Mi, except that the local states can be

different.

" Each Ml runs in time at most T and space at most S.

A garbling scheme is said to have fixed-access security if all p.p.t. adversaries A win
in the game above with probability less than 1/2 + negl(A).

To achieve fixed-access security, we adapt the exact same technique from [CH16]:
xor-ing the state with a pseudorandom function applied on the local time t. The PRF
keys used in different machines are sampled independently.

Theorem 5.9. If there is a fixed-transcript garbling scheme, then there is a fixed-
access garbling scheme.

Proof. From a fixed-transcript garbling scheme (Setup', GbMem', GbPrg', Eval'), we
construct a fixed-access garbling scheme (Setup, GbMem, GbPrg, Eval).

Setup(1A, S) samples SK' +- Setup'(1A, S), sets it as SK.

GbMem(SK, s) outputs s' <- GbMem'(SK', s).

GbPrg(SK, Mi, T, i) samples a PPRF F, outputs j +-- GbPrg'(SK', Mi{, T, i), where
Mj is defined as in Algorithm 14. If Mi's initial state is qo, the initial state of
Mj is (0, qo E F (0)).

Eval(M, s) outputs Eval'(M', 9').

We introduce hybrid games Hj through HO, starting with the real security game,
and ending with one in which the adversary's view is independent of b. In hybrid Hi,
the jth query (M2, Mj) is answered with M,1' if j < i and M? otherwise. It remains
to show that hybrid Hi is indistinguishable from H+1.

To show this, we introduce intermediate hybrids {Hjj}jjo,...,T, each of which

differs from Hi only in the answer to the ith query. In Hij, the answer to the ith

machine query is answered by GbPrg'(SK', M4j, Ti, i), where the machine M, is
defined in Algorithm 15. Informally, Mjgj executes MAI for the first T - j steps, and
executes the next j steps with machine M2.
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Input: State (t, cq), memory symbol -
Data: RAM machine Mi, puncturable PRF F

1 q +- cq E Fi(t);
2 out <- MI(q, o);
3 if out C Y then return out;
4 Parse out as (q', op);
5 return ((t + 1, q' e F(t + 1)), op);

Algorithm 14: Mj, the modified version of Mi which encrypts its state.

Input: State (t, cq), memory symbol -
Data: RAM machines M?, Mi, punctured PRF Fj' = F {T - j}, hard-coded

state q*, hard-coded ciphertext c*, bit b
1 if t=Ti -j then q & q*;
2 else q <- cq e F|(t);
3 if t < T - j then Mi - Mi;
4 else Mi <-M?;
s out +- Mi(q, o-);
6 if out E Y then return out;
7 Parse out as (q', op);
8 if t = T - j - I then return ((t + 1, c*), op);
9 else return ((t + 1, q' D F'(t + 1)), op);

Algorithm 15: Mj executes Mf for tj - j steps, and then executes Mf.
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Claim 5.9.1. Hi Hi,o and H 1I e Hi,T .

Proof. This follows from the underlying fixed-transcript garbling.

Claim 5.9.2. For every j G (0, ... , T - 1}, Hij , Hij+1

Proof. We introduce another intermediate hybrid Hij,o, in which c* = q T _ (D F(T -

j). The indistinguishability of Hij and Hi,j,o follows from the pseudorandomness of
the (selectively) puncturable PRF F on T - j. The indistinguishability of Hi,j,o and
Hjj+1 follows from the underlying fixed-transcript garbling. So we have shown that
Hij - Hi,j,o ~ Hi,j+1-

This completes the proof of Theorem 5.9. EZ

5.7 Fixed-Address Garbling

Fixed-address security is defined in the same way as fixed-access security, but the left
and right machines produced by A do not need to make the same memory operations
for A to win - their memory operations only need to access the same addresses.
Additionally, the adversary A now provides not only a single memory configuration
SO, but two memory configurations s8 and s'. The challenger returns GbMem(SK, sb).
In keeping with the spirit of fixed-address garbling, we require s8 and s' to have the
same set of addresses storing non-E values.

Definition 5.10 (Fixed-address security). We define fixed-address security via the
following game.

1. The challenger samples SK +- Setup(1A, S) and b <- {0, 1}.

2. The adversary sends the initial memory configurations s0, s' to the challenger.
The challenger sends back b +- GbMem(SK, sg).

3. The adversary repeatedly sends pairs of RAM programs (Me, M|) to the chal-
lenger, together with a time bound 1 T, and the challenger sends back M" +-
GbPrg(SK, M, Ti). Each pair (M?, M|) is chosen adaptively after seeing
M jb

4. The adversary outputs a guess b'.

Let ((s8, s), (M7, Mi),..., (Mij, M,)) denote the sequence of pairs of memory config-

urations and machines output by the adversary. The adversary is said to win if b' = b
and:

* {a:sg(a) $ e} = {a : s'(a) e}.

* The sequence of addresses accessed and the outputs during the sequential exe-
cution of MO,.. . , M2 on initial memory configuration s' is the same as from
executing Mi,..., M on s,.
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" Each Mi runs in time at most T and space at most S.

" *MM = IMil, i = 1, ... , f.

A garbling scheme is said to have fixed-address security if all p.p.t. adversaries A
win in the game above with probability less than 1/2 + negl(A).

Our construction of fixed-address garbling is almost the same with the two-track
solution in [CH16], with a slight modification at the way to "encrypt" the memory
configuration. In [CH16], the memory configurations are xor-ed with different punc-
turable PRF values in the two tracks, where the PRFs are applied on the time t and
address a. In this work, the PRFs are applied on the execution index i and time
t, not on the address a. This is enough for our purpose, because in each execution
index i and step t, the machine only writes on a single address (for the initial memory
configuration, the index is assigned as 0, and different timestamps will be assigned
on different addresses). By this modification, we are able to prove adaptive secu-
rity based on selective secure puncturable PRF, and adaptively secure fixed-access
garbling.

We note that, even if the address a is included in the domain of PRF, as in [CH16],
the construction is still adaptively secure if the underlying PRF is based on GGM's
tree construction. Here we choose to present the simplified version which suffices for
our purpose.

Construction 5.11. Suppose (Setup', GbMem', GbPrg', Eval') is a fixed-access gar-
bling scheme, we construct a fixed-address garbling scheme (Setup, GbMem,
GbPrg, Eval):

Setup(1A) samples SK' <- Setup'(A) and puncturable PRFs FA and FB.

GbMem(SK, s) outputs ' <- GbMem'(SK', s'), where

s (a) f(0, -a, FA(0, -a) G so(a), FB(0, -a) D so(a)) if so(a) # e
otherwise

GbPrg(SK, Mi, T, i) outputs i{ +- GbPrg'(SK', Mj, T, i), where Mj is defined as
in Algorithm 16. If the initial state of Mi was qo, the initial state of Mi' is
(0, qo, qo).

Eval(MI, ) outputs Eval'(I', ).

Theorem 5.12. If (Setup', GbMem', GbPrg') is a fixed-access garbling scheme, then
Construction 5.11 is a fixed-address garbling scheme.

Proof. We give a sequence of hybrid games, starting with the real game H', and
ending with one in which the adversary's view is independent of b. We show that
the adversary's advantage differs negligibly in each pair of adjacent games. This
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Input: State (tq, qA, qB), memory symbol (ii, tin, CA, CB)
Data: RAM machine Mi, puncturable PRFs FA, FB

1 out +- Mi(qA, FA(iin , tin) e CA);

2 if out E Y then return out;
3 Parse out as (q', ReadWrite(addr' -+ v'));
4 op' := ReadWrite(addr' F- (i, tq, FA(i, tq) D v', FB(i, tq) G v');
5 return (tq + 1, q', q'), op';
Algorithm 16: Mj: Modified version of Mi which encrypts its memory twice

in parallel.

will imply that in the real security game, all adversaries have advantage at most

1/2 + negl(A).
The hybrid structure follows closely from [CH16]. Purely for ease of informal

exposition, we think of the machines Mi, ... , M, as being concatenated into one RAM

machine M = Mb with running time at most T. Recall that in our construction, if

Mb would write v to address a at time t, then M writes (FA(t) @ ob, FB(t)) to a. Our
hybrids make the following changes to the way in which the challenger generates M

and s0 :

1. 0 is now defined as

(FA(-a) @ s'(a), FR- a) @ so(a)) if s'(a) $ c
so (a) =000

E otherwise

This is indistinguishable by the puncturable PRF security of FR, because the

contents on "B"-track are not decrypted at all in the real garbled program.

2. Let vt,. . ., br denote the values that Mb would write when executed on sb. For

= 1, ... , T, we have a hybrid in which:

* On timesteps t < i, A writes (FA(t) e vi, FB(t) E vO).

* On subsequent timesteps, M writes (FA(t) D v', FB(t)).

Here, the addresses which M accesses are determined by the implicit internal

execution of Mb.

These hybrids are indistinguishable by puncturable PRF security together with

fixed-access security: one can freely puncture FR at i and hard-code its value

because no other point in the computation uses F (i).

3. Now that Mb and Mo are both being implicitly executed in parallel, we deter-

mine where A writes by following Mo. This is indistinguishable by fixed-access

security because Mo and Mb access the same addresses.

4. Symmetrically to step 1, we define another sequence of hybrids for i = T,... , 1,
in which:
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* On timesteps t < i, M writes (FA(t) e B, FB(t) e vO).

* On subsequent timesteps, M writes (FA(t), FB(t) @ vp).

5. Finally, we remove Mb from A altogether. As it is no longer used, this change
is indistinguishable by security of the fixed-access garbling scheme. Thus, in
this hybrid the adversary's view is independent of b.

Formally we define the hybrids with full exposition.

Hybrids Hi,,oO In Hj,z,b,0, where the subscripts represent the execution index i E
{ 1, 2, ..., f}, timestep z E {O, 1, ... , T}, initial memory configuration on track-"A" and
"B" being the encryption of sb and so.

1. The challenger samples SK' +- Setup'(1A, S) and b +- {0, 1}.

2. The adversary sends the initial memory configurations s8, 1 to the challenger.
The challenger sends back 9',ObO + GbMem'(SK', s'OO), where s'o,o,b,o(a) is
constructed as:

(o, -a, FA(O, -a) e sb(a), FB(O, -a) e s8(a)) if Sg(a) E
0, OAOk,) 6otherwise

3. The adversary sends pairs of RAM programs (M10, M1), ... , (Me, M,) to the
challenger, each pair chosen adaptively after seeing the garbling of previous

programs. In the RAM machine M'o defined by algorithm 17, for the first zprgas nthe ulin mory i,z,,b,O Mbbae rtesteps, the resulting memory configurations of M' evaluated on sare written
on track A, those of MP evaluated on si_1 are written on track B; for the next
T - z steps, the resulting memory configuration of M!' on s is written on
both tracks.

The response of the challenger is the fixed-access garbling of machine Mj,z,b,O,
set up in different ways depending on the relation of j and i:

(a) For j E {1, ... , i - 1}, the challenger sends back

jj,T,b,O +- GbPrg'(SK, M,T,b,O, );

(b) For j = i, the challenger sends back

M!z,,o< GbPrg'(SK,M,,,,

(c) For j E {i + 1,. . . , f}, the challenger sends back

,o- GbPrg'(SK, Mobo, j).

4. The adversary outputs a guess b'.
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Input: State (tq, qA, qB), memory symbol (iin, tin, CA, CB)

Data: i, z, RAMs Mi', M.0 , PPRFs FA, FB
1 OUtA <- M'(qA, FA(iin, tin) e CA);
2 if OUtA C Y then return outA;
3 Parse OUtA as (q' , ReadWrite(addr' '-+ v'));
4 iftq<z then
5 OUtB +- Mf (qBFB(iin, tin) cB);

Parse OUtB as (q' , ReadWrite(addr' - v')
op' ReadWrite(addr' i-4 (i, tq, FA(i, tq) e V', FB(i, tq) (

8 else

9 op' :=ReadWrite(addr' -- (i, tq, FA(i, tq) (D V'7, F(i, tq) ')

10 return (tq + 1, q' , q' ), op';

Algorithm 17:MiO

Lemma 5.13. Hb - H1,o,b,o.

Proof. The initial memory configurations in Hb and Ho,o,b,o differ in the "B"-track.
Because M," and M1obo don't "decrypt" the contents in the "B"-track, sb(a) C
FB(0, -a) and so(a) e FB(O, -a) are indistinguishable by the pseudorandomness of
FB on (0, -a), a E {a : s0 (a) # E}.

The RAM machine Mjb and MjO, ,O'have the exact same functionality and are ac-

cessing the same memory configuration, so the garbling of them are indistinguishable

following the fixed-access security.

Lemma 5.14. For i E {2, ... , f}, Hi_1,Tj_,b,o - Hi,o,b,o.

Proof. This follows directly from the underlying fixed-access security. E

Lemma 5.15. For i E {1, 2, ..., }, z E {0, 1, ... , Ti - 1}, H ~ Hi,z+l,b,O-

Proof. For each i and z, we introduce one more intermediate hybrid Hi,z,b,0,0, where

the adversary receives

S ,0,TjO , ,b,O --- , M V-1,TI_,b,O' Al,z,b,0,0, i+1,',b,O, , ,O,b,O-

The RAM machine Miz bO is defined by Algorithm 18. The hard-coded ciphertext
c* in Hi,zb,0,0 is FB(i, z) E v'. The difference of Hi,, and Hi,z,b,o,o are

1. The ith RAM machine Mizb,o versus Miz .

2. In the other RAM machines, FB is also punctured on (i, z). Note that this won't

change the functionality of M1j,bo, ... , Mi-,T _j,,,O, Ml+AO,b, ', since
the first i - 1 machines won't read or write with index i, and the last f - i ones

won't read "B"-track or write with index i.
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Input: State (tq, qA, qB), memory symbol (iin, tin, CA, CB)
Data: i, z, RAMs Mf, Mo, PPRFs FA, F = FB{i, z}, ciphertext c*.

1 OUtA <-- Mj(qA, FA(ign, tin) e CA);
2 if OUtA C Y then return outA;
3 Parse OUtA as (q'4, ReadWrite(addr' - v')
4 if tq < z then
5 OUtB OR- My(qB, F (iin tin) e CB);
6 Parse OUtB as (q', ReadWrite(addr' -+ v'

7 op' := ReadWrite(addr' - (i, tq, FA(i, tq) @ V' , FB(i, tq) e v');

8 else if tq = z then
9 OUtB <- Mf'(qB, FBiin, tin) e CB);

10 Parse OUtB as (q', ReadWrite(addr' - v)

11 op' := ReadWrite(addr' -+ (i, tq, FA(i, tq) evC', C*);
12 else

13 Lop' :=ReadWrite(addr' F-- (i, tq,F F(Z', tq) (D V', FB'(Z, tq) ( V'4);

14 return (tq + 1, q' , q1), op';

Algorithm 18: Mi,z,b,o,o-

Note that Hi,z,b,o,o I Hi,z+1,b,o by the underlying fixed-access garbling. If we

define c* = FB(i, z) e v4, the RAM machines has the same functionality with those

in hybrid Hi,z,bO. By the pseudorandomness of the punctured PRF FB on (i, z),
Hi,2,b,0,0 a Hi,z,0. This shows that Hi,,,O Hz,,o,o H,z+1,b,o

Combining Lemmas 5.13 to 3.15, we obtain that Hb e H,o,b,o . He,o,b,o
H,T,,b,O.

The rest of the proof can be done symmetrically: First, instead of returning OUtA,

return OUtB, by the underlying fixed-access garbling. Then switch the computation

on "A"-track from running Mb on s into running Mo on s0 , and prove the indis-

tinguishability of them analogously via the puncturability FA and the underlying

fixed-access security. Finally b is not in the view of the adversary. L

5.8 Full Garbling

In order to construct a fully secure garbling scheme, we will need to make use of an

oblivious RAM to hide the addresses accessed by the machine.

5.8.1 Oblivious RAMs with Strong Localized Randomness

An ORAM is a probabilistic scheme for memory storage and access that provides

obliviousness for access patterns with sublinear access complexity. It is convenient

for us to model an ORAM scheme as follows. We define a deterministic algorithm

OProg so that for a security parameter 1A, a memory operation op, and a space
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bound S, OProg(1A, op, S) outputs a probabilistic RAM machine Mp. More gener-
ally, for a RAM machine M, we can define OProg(1A, M, S) as one which executes
OProg(1A, op, S) for every operation op output by M.

We also define OMem, a procedure for making a memory configuration oblivious,
in terms of OProg, as follows: Given a memory configuration s with n non-empty ad-
dresses a,... , a,,, all less than or equal to a space bound S, OMem(1A, s, S) iteratively
samples

and
= NextMem(OProg(lA, ReadWrite(aj - s(aj)), S), s'- 1 )

and outputs s'.
Correctness An ORAM is said to be correct if for all memory operations opi, ... , opf
accessing addresses less than or equal to S, it holds with high probability that

(Mop,; ... ; mop,) (E') = (opi; ... ; Opf) (EN)

That is, when one sequentially executes M.Ip, . . . , Mop, on the initially empty memory,
Mop, outputs the same result as op, when executing op1,. .. , opf from the initially
empty memory.
Efficiency An ORAM is said to have multiplicative space overhead ( : N x N -+ N
if for all memory operations op accessing an address less than or equal to a space
bound S, and for all memory configurations s, it holds with probability 1 that

Space(Mop, s) < ((S, A) - S

An ORAM is said to have multiplicative time overhead 1 : N x N -+ N if for all
memory operations op and all memory configurations s, it holds with probability 1
that

Time(Mp, s) = q(S, A).

Security (Strong Localized Randomness). We now define a notion of strong
localized randomness3 for an ORAM, which is satisfied by the ORAM construction
of [CP13].

Informally, we consider obliviously executing operations opi, . . . , opt on a memory
of size S, i.e. executing machines Mop,;... ; M0p, using a random tape R E {0,1 }N.

This yields a sequence of addresses A = a,1| ... |ldt. There should be a natural way
to decompose each di (in the Chung-Pass ORAM, we consider each recursive level of
the construction) such that we can write di = di,1 ... jdi,m. Our notion of strong
localized randomness requires that (after having fixed op, ... , opt), each dai, depends
on some small substring of R, which does not influence any other ae,,. In other
words:

e There is some ai,, /i E N such that 0 < Oij - aij < poly(log S) and such that
dij is a function of R,..., R3,.

3 This notion is similar but stronger to the "localized randomness" defined in [CH16]
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* The collection of intervals [a,, /I, ,) for i E {1,... , t}, j E {l, . .. , m} is pairwise
disjoint.

Formally, we say that an ORAM with multiplicative time overhead r/ has strong
localized randomness if:

*For all A and S, there exists m and i < 72 < . < Tm with T = 1 and
7m = (S, A) + 1, and there exist circuits Cl,... , Cm, such that for all memory
operations opi,. .. ,opt, there exist pairwise disjoint intervals I, ... Im C N
such that:

- If we write
A,- I.lAt <- addr(MRp;;... ; MR,, eN)

where R = Rill ... |Rt denotes the randomness used by the oblivious ac-

cesses and each Ai denotes the addresses accessed by M,, then (A ,) =
Cj (R,) with high probability over R. Here Rbj denotes the contiguous
substring of R indexed by the interval Ij c [IRI].

- With high probability over the choice of RN\IJ, A 1,. . . , At-I does not de-
pend on RI, as a function.

" Tj and the circuits Ci are computable in polynomial time given 1A, S, and j.

" Ij is computable in polynomial time given 1A, S, opi, .. , opt, and j.

Definition 5.16. An S-ORAM is an ORAM where correctness, efficiency, and se-
curity need hold only if the space bound is at most S.

Claim 5.16.1. For any c, there is a c-ORAM with multiplicative space overhead of
1 and multiplicative time overhead of c.

Proof. This is just the brute-force ORAM which accesses the entire memory for each
underlying memory operation. Since this ORAM is deterministic, the localized ran-
domness property is trivial. El

Claim 5.16.2. There is an ORAM with polylogarithmic time and space overhead and
localized randomness.

Proof. Suppose we have an S-ORAM with multiplicative space overhead ( and time
overhead rq. We show how to build a 2S-ORAM with multiplicative space overhead
('(N) = ((N) + poly(log N, A), and multiplicative time overhead q'(N) = 7(N) +
poly(log N, A). Our base case will be the brute-force ORAM.

Next we construct an ORAM with strong localized randomness.

Construction 5.17 (Chung-Pass). Given a memory operation op = ReadWrite(a -
v') with alphabet E, we construct a RAM machine Mp, which we describe with pseu-
docode: Mp's view of memory has two parts:

e A memory M with ((S) - S addresses, which we think of as a smaller ORAM.
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* A complete binary tree T of depth log S. Each node in T is a bucket with
capacity sufficient to hold A tuples of the form (addr, pos, o, o-1) E [S] x [S] x
E x E.

Mp does the following:

1. Sample a random position pos', and execute pos <- OProg(1A, ReadWrite(L2j 2
pos'), S) on M.

2. On the path from the root of T to the posth leaf, search for a tuple (add r, pos, CO, 0-1)
such that addr = L22J. If such a tuple is found, record co and o-, and then over-
write the tuple with IL.

3. Add a tuple ([I], pos', o', o') to the root bucket, where

, v' if b a (mod 2)

= -b otherwise

4. Traverse a path from the root to a random leaf of T, moving every encountered
tuple (addr, pos, oo, o-) to the deepest node on the path that is a prefix of pos.

5. Return (7a mod 2.

Correctness and efficiency of Construction 5.17 are easy to see, assuming the
following lemma, which is proved in [CP13].

Lemma 5.18. For all memory operations op1,... opt, with high probability, Con-
struction 5.17 will not exceed the capacity of any of its buckets.

Claim 5.18.1. Construction 5.17 has strong localized randomness.

Proof. We show how each of the chunks of addresses accessed by Construction 5.17
are functions of prior contiguous chunks of randomnesses.

" In step 1, we access the addresses that the S-ORAM would access; hence we
get localized randomness for free.

" In step 2, we access all nodes on the path to pos, where pos was retrieved from
the S-ORAM in step 1. pos was chosen at random and written to the S-ORAM
on the last time that M accessed a (or a' with L!"] = L11).

" In step 4, we simply choose a fresh random path and access all of the nodes on
that path. I

Remark 5.19. A more usual definition of obliviousness requires that if two machines
M0 and M, have the same running time, then the addresses accessed by OProg(Mo)
and OProg(M1 ) will be statistically close. Our definition of strong localized random-
ness in fact implies this definition.
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5.8.2 Full Garbling Construction

Theorem 5.20. If there is an efficient fixed-address garbling scheme, then there is
an efficient full garbling scheme.

Proof. Given a fixed-address garbling scheme (Setup', GbMem', GbPrg', Eval') and an
oblivious RAM OProg with space overhead ( and time overhead r. We construct a
full garbling scheme (Setup, GbMem, GbPrg, Eval).

Setup(1A, T, S) samples SK' +- Setup'(1A, ,(S, A) -T, ((S, A) -S) and samples a PPRF

F : {0, 1}- x {0, 1}A + {0, l}'s, where R is the length of randomness needed

to obliviously execute one memory operation. We will sometimes think of the
domain of F as [22.

GbMem(SK, so) outputs ' <- GbMem'(SK', OMem(1A, so, S)).

GbPrg(SK, Mi, i) outputs M +- GbPrg'(SK', OProg(1A, M,, S)F(i,).

EvaI(M, ) outputs Eva'(M', '

Simulator To show security of this construction, we define the following simulator.

1. The adversary provides S, and an initial memory configuration so. Say that so
has n non-E addresses. The simulator is given S and n, and samples SK' <-
Setup'(1A, ((S, A).S) and sends GbMem'(SK', OMem(1A, 0', S)) to the adversary.

2. When the adversary makes a query Mi, 1T, the simulator is given y = Mi(si-1)
and ti = Time(Mi, si-I), where si = NextMem(M, sji_). The simulator then
outputs GbPrg'(SK', Di, i(S, A) - Ti, i), where Di is a "dummy program". As
described in Algorithm 19, Di independently samples addresses to access for t2
steps, and then outputs yi.

Data: Underlying running time ti, output value y2, PPRF Gi, circuits
C1, . .. , Cm guaranteed by localized randomness

1 for t = 1, .. ., t do
2 for k =1,...,m do
3 rk +- Gi(t, k);
4L Access addresses given by Ck(rk)

5 return yi.

Algorithm 19: Pseudocode for a dummy RAM machine which simulates pseu-

dorandom addresses to access using the circuits C1, ... , Cm given in the defi-

nition of localized randomness, and then outputs yi.

The rest of this section is devoted to proving that this simulator is indistinguish-

able from the real challenger.

Hybrid Hi2 We show indistinguishability by giving a sequence of "hybrid" chal-

lengers Hij for i = 1, . . . , f and j = 1, ... ,T, and show that they are all indistin-

guishable. In hybrid Hij, the challenger:
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" Answers the memory query so with GbMem'(SK', OMem(1A, so, S)) as in the
real game.

" For k < i, if the kth query is Mk, 1Tk, then it is answered with the output of

GbPrg'(SK', OProg(1A, Mk, S), 77(S, A) - Tk, k), just as in the real game.

" The ith query Mi, 1T is answered with GbPrg(SK', Ni,, r/(S, A) -T, i), where Ni
is a RAM machine which acts like Mi for the first j underlying steps, and acts

like Di for the rest of the steps. Nij is described more precisely in Algorithm 20.

" For k > i, the kth query Mk, 1Tk is answered with GbPrg'(SK', Dk, r7(S, A) .Tk, k)
for a dummy program Dk, just as in the simulator.

1

2

3

4

Data: RAM machine Mi, Underlying running time ti, output value yi,
PPRFs F and Gi

op := ReadWrite(0 + 0);
for t =1,...,j do

Execute OProg(op)F(it), yielding a result v;
Run one step of Mi with memory input v, yielding a new value for op;

5 for t =j1,...,ti do
S for k ... ,mdo
7 rk= Gi(t, k);
8 Access addresses given by Ck ()

9 return yi.
Algorithm 20: Pseudocode for a RAM machine Nij which starts acting like
a dummy machine after j steps.

H+i,o is identical to the real world, so it remains to show the following three claims:

Claim 5.20.1. Hi,T Hi+1,O.

Proof. This follows directly from fixed-address security, because the semi-dummy
machine Ni,o accesses the same addresses and has the same output as the dummy
machine Di.

Claim 5.20.2. H1,0 is indistinguishable from the simulator.

Proof. This follows from fixed-address security, and from the fact that the set of
non-empty addresses in OMem(1A, s, S) is simulatable given |s o.

Our main claim is the following:

Claim 5.20.3. Hij e Hi,j+1-
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Proof. Recall the definition of an ORAM with strong localized randomness. The
addresses accessed in the oblivious exeution of opi,1 consist of m different chunks
a1 , ... , am. Each ak depends on some contiguous substring of the random tape R,
indexed by an interval Ik, via a circuit Ck. The interval Ik depends on the underlying
operations being executed.

We present m + 1 hybrids Hi,j,m through Hij,o. In hybrid Hij,k, the addresses
a1, ... , ak are generated honestly, and addresses dk+1,... , am are simulated as

Ck+1(rk+1), . .. , Cm(rm)

for pseudorandomly chosen rk+1, ... , rm.
We prove that no adversary A can distinguish between Hij,k and Hi,,k_1 if A first

commits to 2 log(T -R) bits about what it is going to do. Specifically, we suppose
that A initially sends Ik (which depends on the machines M1,... , Mi). In this case,
we can show the indistinguishability of Hi,j,k and Hi,,-1 by making a sequence of
indistinguishable changes.

1. The puncturable PRF F sampled during Setup is punctured at Ik, and has the
values F(Ik) hard-coded in all machines. This is indistinguishable because of
fixed-address security of the underlying garbling scheme.

2. The machine Mj has ak, the addresses accessed in the kth chunk of Mi's j h

operation, hard-coded. This also is indistinguishable because of fixed-address
security.

3. The hard-coded values F(Ik) are replaced by truly random values rk, and alk is
replaced by Ck (rk). This is indistinguishable by the security of the punctured
PRF F.

4. rk is replaced by F(Ik) and F is unpunctured. By localized randomness prop-
erties - namely, no other Ai depends on RIk and II,... , Im are pairwise disjoint
- this doesn't affect the addresses accessed by Mi,. .. , Mj. So this is indistin-
guishable by fixed-address security.

5. C (rk) is replaced by Ck(Gi(j, k)). This is indistinguishable by the puncturable
PRF security of Gi.

It suffices to analyze this semi-selective game because (by a usual complexity lever-
aging technique) if no adversary has advantage c in this game, then no adversary has
advantage 6' = /(TR) 2 in distinguishing Hi,j,k from Hi,k1. Since T, R, and S are
polynomial in the security parameter, if c is negligible then c' is as well. 1:1

D
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Appendix A

The RAM Model

When studying fine-grained algorithmic complexity, the choice of computational model
is important. Most models of computation can simulate each other with polynomial
blow-up in running-time and constant factor blow-up in space usage, but we want to
simulate real-world computations with nearly constant overhead. We therefore focus
on the word RAM model of computation, which is standard in practice.

In this chapter we formally define the RAM machine model that we consider. We
give two equivalent definitions, each of which is convenient in different settings. Our
definitions allow for flexibility in the concrete set of (word) operations that the RAM
supports.

A.1 The Assembly Program Representation

Definition A.1 (RAM Machine). A RAM machine M relative to a finite opera-
tion set' 0 of functions {* : Z;>o x Z>o -+ Z;>o} is a finite list of f instructions
(ins 1,.. . , insf), each taking one of the following forms (for some i, j, k G N).

" Input: R[i] <- INPUT[R[j]]

" Load/Store instructions: One of

- R[i] <- c for some constant c E Z>o

- R[i] <- R[j]

- R[i] +- R[R[j]]

- R[R[i]] <- R[j]

" Word operations: R[i] <- R[j] * R[k] for some operation * C 0.

" Control flow instructions, either

- GOTO i, or

'The set of allowed operations is a common source of variation between different RAM models,
but for us it only matters that the set is finite and each operation is computable in polynomial time.
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- GOTO i IF R[j] } 0.

* Halting instructions: ACCEPT or REJECT.

A.1.1 Execution Semantics

Loosely speaking, the execution of a RAM machine M on a given input string x

proceeds as follows. We start with a memory tape which is set to an infinite sequence

of O's. We use R[i] to refer to the ith memory cell. At each time step, we execute

the relevant RAM instruction. For example, R[i] +- INPUT[R[J]] means that ith

memory cell R[i] obtains the value of the (R[j])-th bit of x. The other operations are

similarly defined in the natural way. Throughout the execution we keep track of a

program counter pc E [f] that points to the current instruction being executed by the

RAM program. The program counter advances linearly, except in the case of GOTO

instructions (or the halting instructions ACCEPT and REJECT). We say that M(x) = 1

(resp., M(x) = 0) if the RAM machine halts at the ACCEPT (resp, REJECT) instruction,
given input x. We proceed to the formalization of the foregoing discussion.

Definition A.2. A configuration of a RAM machine M = (ins 1,..., inse) is a tuple

(pc, T), where

* pc G [f] is a "program counter" indicating the next instruction to be executed,
and

" T: N - Z;>o is the memory contents of M.

If inspc = ACCEPT, the configuration is said to be an accepting configuration. If
insp, = REJECT, the configuration is said to be a rejecting configuration. In either

case, the configuration is said to be a halting configuration.

Definition A.3. The initial configuration of a RAM machine M = (ins 1,..., insf) is
the configuration (1, T0), where 7o(a) = 0 for all a E N.

The following definition formalizes the "evolution" of a RAM machine computa-

tion.

Definition A.4. A non-halting configuration (pc, T) for a RAM machine M =

(insi,. . . , insi) is said to yield the configuration (pc', T') on input x = x,... x , de-

noted (pc, T ) U (pc', T'), if the following holds:

e If inspc is of the form R[i] +- INPUT[R[j]], then

T, (a) fxT(j) if a = i and 1 T(j) < n

T(a) otherwise,

and pc' = pc + 1.2
2The behavior of this instruction on R[j] > n can be used to determine the value of n via a

binary search.
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* If ins pc is of the form R[i] +- c, then

T'(a) = (T(a)
if a=i
otherwise,

and pc' = pc + 1.

e If inspc is of the form R[i] +- R[j], then

(T(j)T'(a) =
IT(a)

if a=

otherwise,

and pc' = pc + 1.

If inspc is of the form R[i] +- R[R[j]], then

T' (a) { T(T(j))
T(a)

if a =

otherwise,

and pc' = pc + 1.

" If inspc is of the form R[R[i]] -R[j], then

T'(a) {T(j) ifa=T(i)
T(a) otherwise,

and pc' = pc + 1.

" If inspc is of the form R[i] +- R[j] * R[k] for some operation * 0 (, then

7(a) T(j)* T(k)
T(a)

if a = i

otherwise,

and pc'= pc + 1.

* If inspc is of the form GOTO i, then T' T, and pc' = i.

e If insp, is of the form GOTO i IF R[j] # 0, then T' ='T, and

,' i
PC = +

PC +1

if T(j) 7 0
otherwise.

When M and x are clear from the context we omit them from the notation and
simply write C -+ C'.
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Definition A.5. If C0 is the initial configuration of M, and if there is a finite sequence

of configurations Co -4 ... -1 CT with CT a halting configuration, then (CO,.. . , CT)

is said to be the transcript of M on x, and we say that M halts at CT on x. We denote

this symbolically by writing Co 4V CT.

Definition A.6. The evaluation of M on x is defined as

1 if M halts at C on x for some accepting configuration C
defM(x) 0 if M halts at C on x for some rejecting configuration C

-L otherwise.

We next define a combined access pattern as the list of all memory and input
locations that are accessed by the RAM program on a given input. Formally, this is
defined as follows.

Definition A.7. If the transcript for a RAM machine M = (ins1,... , inst) on an
input x is ((pcO, 7),... , (pcT, T)), then the combined access pattern (access pattern
for short) of M on x is the concatenated tuple a11 ... aT, where for each t C [T],

" If inspct is of the form R[i] <- INPUT{R[j]], then at is the tuple (j, 7Tt(j), i).

* If inspct is of the form R[i] <- c, then at is the singleton tuple (i).

" If inspe, is of the form R[i] - R[j], then at = (j, i).

* If inspe, is of the form R[i] <- R[R[j]], then at = (j, 7t(j), i).

" If inspc, is of the form R[R[i]] <- R[j], then at = (j, i, T(i)).

* If inspc, is of the form R[i] <- R[j] * R[k], then at = (j, k,i).

" If inspe, is of the form GOTO i IF R[j] $ 0, then at is the singleton tuple (j).

" Otherwise, at is the empty tuple.

A.1.2 Time and Space Complexity

We next define the time and space complexity measures for RAM machines.

Definition A.8. When a transcript (C 0,. . . , CT) exists' for a RAM machine M on

input x, then the running time of M on x is defined as Time(M, x) = T.

Modeling the space usage of a RAM program is a bit trickier. In particular, RAM
programs can, in time 0(t) access the 2t-th memory cell (assuming their instruction
set includes addition). Given that, it may first seem natural to define the space usage
as the number of memory cells that were ever written to by the time the program
halts. That definition is problematic since the program can implicitly use the maximal
memory address used as free space.

3Recall that a machine does not necessarily halt for every input.
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Definition A.9. The space usage of a tape T of a RAM machine is defined as

def
Space(T) = max{i : T(i) 0}.

The space usage or a configuration C = (pc, T) is defined as Space(C) = Space(T).
When a transcript (Co, ... , CT) exists for a RAM machine M on input x, the space

usage of M on x is defined as

Space(M, x) df max Space(C).
iE[T]

So far we have not bounded the amount of information that can be stored in
each one of the memory cells. The standard RAM model allows O(log n) bits of
information per cell, where n is the input length. Likewise, we have not placed any
restrictions on the complexity of the RAM operations. We define a word RAM as
a RAM that uses bounded size words as its memory and whose supported binary
operations are computable in polynomial time. More formally:

Definition A.10 (Word RAM). Let w = w(n) E N. A RAM machine M with
operations 0 is a w(-)-bit word RAM if:

" Each * E 0 is computable (by, say, a Turing machine) in polynomial time (in
the bit length of its input).

" For each x E {0, 1} with corresponding transcript ((pcO, 70), . .. , (pcT, TT)), it
holds that 7t(i) < 2w(n), for all t E {, ... , T} and all i C N.

For natural RAM programs the word size typically either is e(log(S)) or can be
reduced to e(log(S)) without asymptotic loss in running time.

A.1.3 RAM Machines

In this work, a RAM machine M is defined as a tuple (E, Q, Y, C), where:

* E is a finite set, which is the possible contents of a memory cell. For example,

E = {o, 1}.

" Q is the set of all possible "local states" of M, containing some initial state qo.
(We think of Q as a set that grows polynomially as a function of the security
parameter. That is, a state q E Q can encode cryptographic keys, as well as
"local memory" of size that is bounded by some fixed polynomial in the security
parameter.)

" Y is the output space of M.

" C is a circuit implementing a transition function which maps Q x (E U {e}) -
(Q x OE) U Y. Here OE denotes the set of memory operations with E as the
alphabet of possible memory symbols. Precisely, OE = (N x E). That is, C
takes the current state and the value returned by the memory access function,

143



and returns a new state, a memory address, a read/write instruction, and a
value to be written in case of a write.

We write |MI to denote the tuple (fE, fQ, Iy,| C), where fE is the length of a binary
encoding of E, and similarly for fQ and y.

A.1.4 Memory Configurations

A memory configuration on alphabet E is a function s : N - E U{e}. Let Ilsilo denote

{a : s(a) # E} and let llslIm denote max ({a : s(a) # e}), which we will call the
length of the memory configuration. A memory configuration s can be implemented
(say with a balanced binary tree) by a data structure of size 0(Is| ), supporting

updates to any index in o(log ||s||o) time.

We can naturally identify a string x = x, ... x, E E* with the memory configura-
tion sX, defined by

si W xi if i < n

E otherwise

Looking ahead, efficient representations of sparse memory configurations (in which

||s|lo < ||s||.) are convenient for succinctly garbling computations in which the space
usage is larger than the input length.

A.1.5 Execution

We now define what it means to execute a RAM machine M = (E, Q, Y, C) on an
initial memory configuration so E EN to obtain M(so).

Define ao = 0. For i > 0, iteratively define (qj, aj, vj) = C(qi_, sji_(aji_)) and
define the ith memory configuration si as

si(a) =(vi if a = a2

Isi-I(a) otherwise

If C(qti1, st-1(ati1)) = y E Y for some t, then we say that M(so) = y. If there is
no such t, we say that M(so) = 1. When M(so) - 1, it is convenient to define the
following functions:

* Define the running time of M on so as the above t, and denote it Time(M, SO).

* Define the space usage of M on so as maxt-(||sj||m), and denote it Space(M, s0).

* Define the execution transcript of M on so as ((qo, ao, vo),..., (qt-, at_,, t_), y),
and denote it T(M, so).

* Define the resulting memory configuration of M on so as st, and denote it
NextMem(M, so).
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A.2 The CPU Circuit Representation

We often work with RAM programs that are restricted to inputs of bounded length.
We call these bounded RAM machines. These are often conveniently represented via
a small "CPU circuit".

Definition A.11. A CPU circuit is a boolean circuit

C: Q x W - Q X OPsA,W,

where:

" Q = {0, 1} Q for some explicitly given LA. Q represents the set of control states
(along with register contents, etc.) for the RAM machine, and is called the state
set of C.

" W = {0, 1}w for some explicitly given Lw. W represents the set of values
(words) that can be stored in any cell of memory, and is called the word set of
C.

" A = {0, 1}A for some explicitly given LA. A represents the set of addresses that
indexes the RAM machine's memory cells, and is called the address set of C.
The worst-case space usage of C is defined to be 2 'A

* OPsA,W = A x W, and represents the set of atomic memory operations that
can be performed by a RAM machine with address set A and word set W (see
discussion below).

A RAM machine M's CPU circuit representation is a tuple (C, qO, qacc, qrej), where
qo, qacc, and qrej are members of the state set of C. qO is called the initial state of M,
qacc is called the accept state of M, and qrej is called the reject state of M.

In the above definition, the set OPsA,w represents allowed "memory operations".
For simplicity, we allowed only a single type of memory operation, namely a "read
and write" operation. This operation is parameterized by an address a E A and a
word w E W and is represented by the tuple (a, w). The action of this operation is
to (1) write w to the ath memory cell, and (2) return the value that was previously
there. Either a read operation or a write operation can be simulated by two of these
operations.

Definition A.12. Let M = (C, qo , qacc, qre) be the CPU circuit representation of a
bounded RAM machine, where

C: Q x W -+ Q X OPsA,W,

A computation transcript of M on x G W* (which may or may not exist, but is unique
if it does exist) is a sequence

(qo, a0, wo), . . . , (qr, aT, WT)
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such that

" ao = 0 and wo = 0.4

* qT {qacc,qeij}, and for all 0 i < T, qi $.{qacc,qrej}.

" For 1 < i < T,
(qi, (ai, wi)) = C(qi_ 1, Wread),

where Wread E W is defined as follows. If there exists some j E [0, i-1) for which
def

a, = ai_ 1 , then let j* be the largest such j, and define Wread - wJ*. Otherwise,
def

define wread = Xai 1 (or 0 if ai_1 exceeds the length of x).

When a transcript exists, T is said to be the running time of M on x. The memory
transcript of M on x is the sequence ((ao, wo),..., (aT, wT)). The address transcript of
M on x is the sequence (ao, ... , ar).

When a transcript for M on x exists, we say that

M (X) 1 if gT = qacc

0 if qT = qrej.

When no transcript exists, we say that M(x) = I, and that the running time of M
on x is infinite.

A.2.1 Probablistic RAMs

One natural extension of the deterministic RAM machine is the ability to make ran-
dom choices throughout a computation. The precise power of randomness is a topic
of immense interest in complexity, and is well beyond the scope of this thesis. Here,
we simply give syntax for describing probabilistic RAM machines.

Definition A.13. A probabilistic CPU circuit is a boolean circuit

C: Q x W x R Q X OPSA,W,

where Q, W, A, and 0 PsA,w are as in Definition A.11, and

* R= &{0, 1}R for some explicitly given R. R represents a set of possible random

outcomes in a single step of computation, and is called the randomness alphabet

of C.

The CPU circuit representation of a probabilistic RAM machine is a tuple (C, q0 , qacc,
qrej), where C is a probabilistic CPU circuit, and qo, qacc, and qrej are members of the
state set of C. q0 is called the initial state of M, qacc is called the accept state of M,
and qrej is called the reject state of M.

4 This choice is somewhat arbitrary; any initial memory operation could be used instead.
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Let M = (C, q0, qacc, qrej) be a probabilistic RAM machine. The transcript of M
is now a function of a "random tape" r = (ri, r2,...) sampled uniformly at random
from RN. Once the random tape is fixed, the transcript is defined analogously to
Definition A.12.

Definition A.14. Let M = (C, qo, qacc, qrej) be the CPU circuit representation of a
bounded probabilistic RAM machine, where

C: Q x W x R-+ Q xOpsAW,

A computation transcript of M on x c W* with randomness r E RN is a sequence

(q0, ao, wo), (qT, aT, WT)

such that

" ao = 0 and wo 0.

* qT E {qacc, qrej }, and for all 0 < i < T, qi qacc, qrej}.

" For 1 < i < T,
(qj, (ai, wi)) = C(qi_1, Wread, ri),

where Wread E W is defined as follows. If there exists some j C [0, i-1) for which

aj = ai_ 1, then let j* be the largest such j, and define Wread w3*. Otherwise,
defdefine Wread = Xaj (or 0 if ai_ 1 exceeds the length of x).

A computation transcript may or may not exist, but it is unique when it does exist.
When a transcript exists, T is said to be the running time of M on x. The memory
transcript of M on x with randomness r is the sequence ((aowo), ... , (ar,wr)). The
address transcript of M on x with randomness r is the sequence (ao, ... , aT).

When a transcript for M on x with randomness r exists, we say that

M iXr T) f1 if qT = qacc

0  if qT = qrej

When no transcript exists, we say that M(x; r) = _L, and that the running time of
M(x; r) is infinite.

Definition A.15. If
C: Q x W x R-- Q xOpsAW,

is a probabilistic CPU circuit with R = {0, 1}R, if T = 2 t is some implicit time
bound, and if f : {0, 1 } {0, 1}R is any function, then we write Cf to denote a
(deterministic) CPU circuit

Cf : Q' x W - Q' X OPsA,w,

where:
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* Q' = ({o, } x (Q \ {qacc, qrej})) Li {qacc, qrej}

Cf ((t + 1, q'), op) if q' ( {qacc, qrej}
(q', op) otherwise,

where (q', op) :=C(q, w, f (t)).

Definition A.16. If M is a bounded probabilistic RAM machine with CPU circuit
representation (C, qO, qacc, qrej) for a probabilistic CPU circuit

C:Q x W x R QxOpsAw,

if T = 2t is an associated bound on the running time of M, and if f {0, 1 } 1
{0, l}nR is any function, then we write Mf to denote the bounded (deterministic)
RAM machine with CPU circuit representation (Cf, (0, qo), qacc, qrej).
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Appendix B

The Base No-Signaling PCP

Our PCP is the same as in [KRR,14], which in turn is based on the PCP of [BFLS91].
As in the remark following Definition 4.13, we can assume we are given N which

bounds the number of variables of so. First pad 'p so that it has exactly N variables.
Let x = (XI,..., XN) C {0, 1}N denote a satisfying assignment to the variables of 'p.

Let
X : F, -+ F

be the low-degree extension of x (as defined in Section 4.2.1), where F is defined so
that

O(log 2 N) < fF < polylog(N).

Namely, let H = {,1, ... ,log N - 1} and let m =- log N so that N = IH m .log log NI

(For simplicity and without loss of generality we assume that log N and log N are
integers). Since N = |Htm , we can identify [N] and Hm by the lexicographic order on
Hm. Thus, we can view x1,. . . , XN as indexed by i E Hm (rather than i E [N]). We
can hence view x = (XI, ... , XN) as a function x : Hm _i {0, 1} (given by x(i) = xi,
where we identify [N] and Hm ). The low-degree extension of x is the (unique) multi-
variate polynomial

X : Fm -+ F

of degree JH| - 1 in each variable, such that XHm X

Let # : (Hm) 3 x {0, 1}3 -a {0, 1} be the clause indicator function of 'p. That is,
#(ii, i 2 , i3 , bi, b2 , b3) = 1 if and only if the clause (wil = bi) V (wi2 = b 2 ) V (w23 = b3 )
appears in 'p.

In what follows, we think of # as a function q$: (Hm) 3 x H3 -+ {0, 1} where for
every (bi, b 2 , b3) E H3 \ {O, 1}3 and for every (ii, i2 , i3 ) E (Hm) 3 ,

#(ii, i2,i3, bi, b2, b3) = 0.

We denote by f = 3m + 3, and thus #S: H - {0, 11.
Let

be the low-degree extension of # (of degree at most JHJ - 1 in each variable).
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The fact that X : Fm - F encodes a satisfying assignment for p implies that for
every z = (ii, i2, i, bi, b2, b3 ) E (Hm )3 x H3 = H,

O(z) - (X(ii) - bi) - (X(i2) - b2 ) - (X(i3 ) - b3) = 0 (B.1)

Let Po : F'- F be the -variate polynomial defined as follows:
For z = (ii, i2, i3, bi, b2, b3) E (Fm) 3 X F3 

- Fe,

Po(z) - O(z) - (X(ii) - bi) - (X(i 2 ) - b2 ) - (X(i6) - b3 )

Equation (B.1) implies that POI He= 0 (assuming that indeed X encodes a sat-
isfying assignment). Moreover, the fact that X has degree < |HI in each variable,
and q has degree < IHI in each variable, implies that PO has degree < 21HI in each
variable, and hence total degree < 21HI.

Next we define P : F' -* F. For every z = (zI,... , ze) E Fe, let

P1 (z) = E Po (h, Z2, . ., )zih
hEH

Note that P1IFxHe-1 0. More generally, we define by induction P1,..., Pj : Fe -+ F
where for every z = (zi,... , ze) E Fe,

Pi(z) = E Pi_(zi, ... , zi- 1, h, zi+, ... , ze)zih
hcH

Note that P1,... , P_1 have degree < 2 H I in each variable, and hence total degree
< 21HI . Note also that PiFixHe-i - 0, and in particular Pf 0.

The PCP proof for the fact that p is satisfiable consists of the polynomial X
Fm -+ F (which is the low-degree extension of a satisfiable assignment), and the f
polynomials P : F' -+ F, for i = 0,...,f - 1. To these polynomials we add the
polynomial Pf 0. The polynomial P can be removed from the PCP proof (as it is
the 0 polynomial) and is added just for simplicity of the notation. When the verifier
queries P(z) she gets 0 automatically.

Let Dx = Fm be the domain of X, and let Do,..., De be f + 1 copies of Fe,
the domain of Po,..., PF. We view Dx, Do,... , De as the domains of X, Po,..., Pf,
respectively. Denote

def
D = Dx Li Do ... L Di

The set D is the alphabet of queries in the PCP. We will refer to D as the domain of
the PCP.

Remark B.1. The entire PCP proof can be generated in time poly(N).

B.1 The PCP Verifier, V = (V, V1 )
As mentioned above, we assume that the verifier V is not given p explicitly, since we
require the runtime of V to be significantly smaller than pl. Rather, we assume that
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the verifier is given oracle access to b which is the low-degree extension of #, where #
is the clause indicator function of W and is viewed as a function # : H3 ,+ 3 a {O, 1}.I
We also assume that the verifier is given N, the number of variables of p.

Thus, we assume that the verifier has oracle access to honestly generated #. That
is, we assume that V can get the correct value of O(z) for free, for as many points
z E F as she wants.

Notation. We denote by A the security parameter, we denote by a the ith coordi-
nate of a vector a. In particular, for a line L : F -+ Fe, a field element t E F and a
coordinate i E {1, .. . , f}, we denote by L(t)i the ith coordinate of the point L(t) E Ff.
We say that a line L : F - Ff is orthogonal to the ith coordinate if for every t1 , t 2 G F,
we have L(ti)i = L(t2 )i-

The verifier V makes the following tests on the PCP proof (the exact tests are
described below):

" Low Degree Test for X.

" Low Degree Tests for P.

" Sum Check for P.

" Consistency Test of X and P0 .

We note that we will have four types of low degree tests for each Pi, rather than just
one. This is only for the simplicity of the analysis. It would be sufficient to do only
one test, similar to the low degree test for X (but repeated on O(IF12 ) random lines,
rather than a single random line), since all four types of tests that we actually do

(and are formally described below) can be embedded in such a test.
Formally, the verifier V makes the following tests, and accepts if and only if the

PCP proof passes all of them:

1. Low Degree Test for X: Choose a random line L : F -+ F', and query X on
all the points {L(t)} tF. Check that the univariate polynomial X o L : F -+ F
is of degree < m|H|.

2. Low Degree Test for Pi: Type 1 (fixed L(O) i+i): For every i E {o ... , --1}
and every u E F, choose a random line L : F - F, such that L(O)i+i = U.
Query P on all the points {L(t)}tEF, and check that the univariate polynomial
Pi o L : F -4 F is of degree < 2HIe.

3. Low Degree Test for P: Type 2 (orthogonal to the (i+1)th coordinate):
For every i E {0, ... , - 1}, choose a random line L : F - Fe that is orthogonal
to the (i + 1)th coordinate.

Query P on all the points {L(t)}tEF, and check that the univariate polynomial
Pi o L : F -+ F is of degree < 2HI.

'Jumping ahead, we note that when we use this PCP for delegation, we will use it with specific
formulas <p for which the verifier can compute < on his own efficiently (in time polylog(N)).
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4. Low Degree Test for P: Type 3 (fixed L(O)j+1; orthogonal to the
ith coordinate): For every i E {1,...,If - 1}, and every u E F, choose a
random line L : F -+ Ft that is orthogonal to the ith coordinate, and satisfies
L(O)i+1 = u. Query P on all the points {L(t)}tEF, and check that the univariate
polynomial Pi o L : F -+ F is of degree < 21Hlf.

5. Low Degree Test for P: Type 4 (fixed L(O)j; orthogonal to the (i+l)h

coordinate): For every i E {1, ... It - 1}, and every u E F, choose a random
line L : F -+ F orthogonal to the (i + 1)t' coordinate, and satisfies L(O)i = u.
Query P on all the points {L(t)}tEF, and check that the univariate polynomial
Pi o L : F -+ F is of degree < 21Ht.

6. Sum Check for P: For every i E {,.. . , }, choose a random point z -

(zi, .. ., z) E FE. Query P, P_ 1 on all the points

{ (zI, ... , zi 1, t, zi+1 , ... , z)}tE, and check that for every t E F,

Pi (zi , ... , zi_1, t, zi+1, ... , zj) = E P-1(zi, ... , zi_1, h, zi+1, ... , zj)t h
hEH

7. Consistency of X and Po: Choose a random point z = (i4, i2, i3 , bi, b2, b3 ) E

(Fm) 3 x F3 = Fe. Query Po on the point z and X on the points ii, i2, i3, and

check that

Po(z) = O(z) - (X(ii) - bi) - (X(i2 ) - b2 ) - (X(i3 ) - b3 )

Complexity of the Verifier

Note that the total number of queries made by V to the PCP proof, as well as the

total number of queries made by V to the function 5, are both at most k = 6UjF1 2 .

The time complexity of V is polylog(N).

B.2 From Amplified Cheating Prover to Assign-
ment Generator

Lemma B.2. Let (Vo, V1, P) be the PCP from Appendix B. There exists a probabilis-
tic polynomial-time oracle machine Assign and a polynomial to such that for every

negligible e = e(A), every polynomial f, every security parameter A E N, and every

adaptive kmax = f - to-computational no-signaling cheating prover Prover*, if

(Q, st <-_ VOO (I,,);
Pr ((PI I1P2, A1, A 2 ) - Prover*(Q); > i_

t1 +- (V 1 Al) 1 72 (st, A1, A 2 ) g

then Assign Prover* is an adaptive (f, c')-partial assignment generator with

6' = E -poly(A) + negl(A) = negl(A).
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Moreover, the distribution (p'o,'1), generated by sampling

(ps', 1, Ao, A 1 ) +- Assign r*ver (A, W)

is computationally indistinguishable from the distribution of (po, (p1) generated as
above.

Fix fo = A - JFJ2 < poly(A). The probabilistic polynomial-time oracle machine
Assign is defined as follows: For any f < poly(A), any e = e(A) > 0, and any adaptive
kmax-computational no-signaling cheating prover Prover*, where kmax = f - to, such
that

(Q, st) +- Vo(1A);
Pr (W 1 , 2 , A1, A 2) +- Prover*(Q); >1 _1

1 <- (Vr (st, A1, A 2 )

AssignProver*(A, qi,..., qf) does the following:

1. For each i E [e], choose A random lines Li, 1 ,... , Lj,, : F -+ Dx such that for
every j E [A] it holds that Lj,(0) = qj. (Note that qi C Dx.)

2. Run
((i '2,{ (t)} { fa ()(t)}1) <- Prover* ({Lig (t)}jc:[t e py[ d .

3. For every i E [f] and every j E [A] do the following for every v E F:

(a) Define f : F -4 F by setting fv(t) = a')(t) for every t # 0 and setting

fv(0) = v. Similarly, define g' : F -+ F by setting gv(t) a 2?(t) for every
t , 0 and setting gv(0) = v.

(b) If fv is a polynomial of degree < m - JHJ then set v) v. If no such v

exists then set v = 1 . Similarly, if g' is a polynomial of degree < m - I

then set v v. If no such v exists then set v =.

4. For every i E [C], let v - maj{v , . . ., v } and let V = maj{v2,). . .,)1.

5. Output {p', p2, (VI), ... , v 1 ), (Vi , .. f )}

We need to prove that AssignProver* is an adaptive (f, ')-partial assignment gener-
ator with

e = E - poly(A) + negl(A).

Moreover, we need to prove that for any k' < kma, any (q1, ... , qk') E Dk', and any

Q C Dx such that |Q| < f,
(so1, W2) 2

where (W1, W2) denotes the instances that Prover*(Q) outputs, and (W', o') denotes the
instances that the assigner Assignr'e (Q) outputs. The latter follows immediately
by the fact that Prover* is computationally no-signaling, together with the fact that
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Assign Prover* (Q) always runs the prover Prover* with some set of queries Q' C Dx and
outputs the instances (p', p'2) that Prover*(Q') outputs. A similar argument shows
that Assign is computational no-signaling.

It thus remains to prove that Assign satisfies the local soundness condition. The
proof of the latter is quite involved, and is very similar to the proof from [KRR14] .2

Local Soundness. Fix f = f(A) and e = 6(A), and fix an adaptive kmax-wise CNS
cheating prover Prover*, where kmax = - fo, such that

Pr 1 ÷_ (v A-r (st, A 1 , A 2 ) ] > - -

in the probability space defined by sampling

(Q, st) VoA (IA);
(p1, 2, A 1 , A 2) - Prover*(Q);

We assume, without loss of generality that P IH P21 > A. This is without loss of
generality, since otherwise a proof can consist of an entire satisfying assignment.
Roughly speaking, the proof of local soundness can be partitioned into three parts.

We prove local soundness of y'1. The proof of local soundness of W2 is identical.
Denote the computationally no-signaling strategy of Prover* by

{ As}SCD,S<kmaX,

where As is a distribution that generates (p, A) as follows: Run (W1, P2, A1 , A 2 )
Prover*(S), and set p = p1 and A = A1 .

Part 1. We start with the following definition that will be useful in the proof.
Intuitively, a point z satisfies property Z(e', r') if when taking A lines through it,
and sending all these points to Prover*, then with high probability, for most of these
lines, the answers of Prover* correspond to low degree polynomials that "evaluate"
the point z to 0.

Definition B.3. Property Z(E', r'):
Let E' > 0 and r' > 0. Let i E {o,...,}. Let z E Di.

Let L1, ... , LA : F -+ Di be A random lines, such that for every L E { L 1,..., LA},
we have L(0) = z. Let S = {Lj(t)}ex[A],tEF C Di. Let (p, A) ER As.

Define AO : S -+ F by A 0(z') = A(z') for z' f z and A0 (z) = 0.
We say that the point z satisfies property Z(E', r') (also denoted z E Z(e', r')) if

with probability > 1 -6', for at least A - r' of the lines L C {L1 , ... , L\, we have that
A0 o L : F -+ F is a univariate polynomial of degree < 2fJH| (where the probability is
over L1, ... LA, A).

2 Much of the text below is indeed taken from [KRR14].
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Our main lemma about property Z(c', r') is that the property is satisfied, with
small e' and r', for any point z = (zi, ... , zf) e Do such that zi.. . , zt C H. (Intu-
itively, this is analogous to the formula P6 =_ 0, that is satisfied for x E L).

Lemma B.4. There exists a negligible function p =p(A) such that for any z =

(zi,. .. , zi) E Do such that zi, ... , zj C H, we have z E Z(c', r'), where e' = 6Fle+p
and r' = 8fIFIr.

Part 2. In the second part of the proof we show that when taking a large number
of lines through a point z E Dx, with high probability, there exists a value v E F,
such that for most of these lines, the answers of Prover* correspond to low degree
polynomials that "evaluate" the point z to v.

Lemma B.5. There exists a negligible function p = p(A) such that for any z G Dx
the following holds. Let L 1,... , L : F -+ Dx be A random lines, such that for
every L E {L 1,..., LA}, we have L(0) = z. Let S = {Lj(t)}IjEx],tEr c Dx. Let
(o, A) ER AS.

For any v E F, define AV : S -+ F by Av(z') = A(z') for z' :$ z and Av(z) =v. Let
r' = 30|IFjr and let e' = 2|FWc + p. Then, with probability > 1 - e', there exists v C F,
such that, for at least A - r' of the indices j E [A], Av o Lj : F -+ F is a univariate
polynomial of degree less than m|H| (where the probability is over L 1 ,...., L\, A).

Part 3. In the third part of the proof we use Lemma B.4 and Lemma B.5 above to
prove the local consistency guarantee.

Lemma B.6. There exists a negligible function p = p(A) such that the following
holds. Let r' = 9f|FFr and let c' = 7WIFIe + p. Let i1 , i2 , i3 E H' and view i1 , i 2, i3 as
points in Dx.

Let L 1,1 ,... , L, : F -+ Dx be A uniformly random lines conditioned on the con-
straint that for every L E {L1,1 ,... , L1,,}, we have L(0) = ii. Let L2,1,.... L2, : F -
Dx be A random lines, such that for every L E { L 2,1, ... , L2,A}, we have L(0) = i 2. Let
L3,1,... , L3,A : F - Dx be A random lines, such that for every L C {L 3 ,1 ,... L3,A

we have L(0) = i3.
Let S = {L1,(t), L 2,j(t), L3,(t}j[Ajt1F C Dx. Let (Qp, A) ER As. For any i E Dx

and v E F, define A"' : S - F by Aiv(i') = A(i') for i' $ i and Aiv(i) = v.
With probability > 1 - e', there exist v 1, v 2, v 3 C F, such that, for at least A -

r' of the indices j C [A], the following is satisfied (where the probability is over
L ,, . . . , Li,x, L2 ,1 , . . , L2,A, L 3 ,1, .. . , L3,A, y, A):

1. Ai'-v o L1 ,j :F I F is a univariate polynomial of degree < m|H.

2. Ai2 V2 o L 2 ,: F I F is a univariate polynomial of degree < mH.

3. Ai3-+ o L 3,j :F - F is a univariate polynomial of degree < m|H.

4. If p contains a clause of the form (wi, = b1 ) V (wi2 = b2 ) V (w 3 = b3 ), then

(vi - bi) - (v 2 - b2 ) - (v 3 - b3 ) = 0.
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Note that Lemma B.6, together with the computational no-signaling property,
implies local soundness. As mentioned above, we prove this lemma using Lemma B.4
and Lemma B.5 above.

Claim B.6.1. There exists a negligible function p = p(A) = negl(A) such that for
every El q 0, every r1  0, every i E {1, ... , - 1}, and every z E Di, if z E
Zi+ 1(cl, ri) then z E Z'(62, r2), where 62 =,E + 21FIE + p(A), andr2 =zri + 31Fr.

Claim B.6.2. There exists a negligible function p = p(A) = negl(A) such that for
every el > 0, every r1  0, every i E {0, ... , - 1}, and every z E Di, if z E
Zi+(i, ri) then z E Z(62, r2), where 62 = E + 2|Fl6 + p(A), andr2 = ri + 31FIr.

Claim B.6.3. There exists a negligible function p = p(A) = negl(A) such that
for every 61 > 0, every r1 > 0, and every i G {1..., }, the following holds:
Let z = (zi, ... , zi) E F' be a point such that zi E H. For every t E F, let
z(t) = (zi,... , z 1, t, zi+1 , ... , zi) E F. Assume that for every t E F, the point
z(t), viewed as a point in Di, satisfies property Z'(c1 , r1 ). Then the point z, viewed
as a point in Di_ 1, satisfies property Z'(E2 , r 2 ), where E2 = 1 + IFKE + P, and

r2 = 1 + 21Fjr, and -y= .

Before we prove these claims, we prove Lemma B.4 based on these claims.

Proof of Lemma B.4. Recall that we assume that for every distribution As in
the family {As}, every query in S n Di is answered by 0 with probability 1 (since
the polynomial Pf was just the 0 polynomial and was added to the PCP proof for
simplicity of notations). Therefore, any point z E De satisfies property Z'(fe, rf),
where ef = 0 and re = 0.

Combining Claims B.6.1 and B.6.3 we obtain the following claim.

Claim B.6.4. There exists a negligible function p = p(A) for which the following
holds: Let 61 0. Let r1 > 0. Let i E {2,...,}. Let z = (zi,...,ze) E FV be a
point such that zi E H. For every t E F, let z(t) = (zi, ... , zi_, t, zi+1 ,... , ze) E Fe.
Assume that for every t G F, the point z(t), viewed as a point in Di, satisfies property
Z(61 , r1). Then the point z, viewed as a point in Di_ 1, satisfies property Zi-1 (E2 , r2),

where e2 = + 3|FIE + p, and r2 = r + 51Fr, and -y = H

By inductive application of Claim 13.6.4, for any i E {1, ... , f - 1}, any point
z = (zi,..., ze) E Di, such that zi+ 1,... , zi E H, satisfies property Z(Ei, ri), where

ci = + 31|Flc + p and ri = + 511F~r, and 7 = .

In particular, any point z = (Zi, .. . ,ze) E D1 , such that z2 , . . . , Ez E H, satisfies
- (1flc)t < MIFIr

property Z1(e 1 , ri), where E < + < 4 Flc + 2 - p and r1 < < 6IFIr.
Hence, by Claim B.6.3, any point z = (zi,... , ze) E Do, such that z 1, . . . , z E H,

satisfies property Z1 (Eo,ro), where 6o = g + IFle + p < 5f F,6 + 3 - A and ro -

+ 2|F~r < 71FIr.
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Finally, by Claim B.6.2, any point z = (zi, ... , zf) E Do, such that zi, . . . , z C H,
satisfies property Z(e', r'), where e' < 6|F~c + 4f- and r' < 8jFjr.

LI
In what follows we prove Claims B.6.1 to B.6.3.

Proof of Claim B.6.1. Assume that z E Zi+'(E1,r1 ).
Let L1, ... , LA : F -+ Di be A random lines, such that for every L E {L 1, . .. , LA}

we have L(O) = z, and L is orthogonal to the (i + 1)" coordinate. Let L,..., L':
F -+ Di be A random lines, such that for every L' C {L',..., L'} we have L'(0) z,
and L' is orthogonal to the ith coordinate.

Let M1 , ... , MA : F2 -+ Di be A planes, where Mj (ti, t2 ) = Lj (ti) + L'(t2 ) - z
(where the addition/substraction are over the vector space Di = Fe).

Let S = {Mj(ti, t2)}je[kj,tit 2EF C Di. Let (po, A) CR As. Define A0 : S -+ F by
A 0 (z') = A(z') for z' f z and A0 (z) = 0.

We say that Mj is good if the following is satisfied:

1. For every t1 E F \ {0}, the function A0 o Mj (ti, *) : F - F is a univariate
polynomial of degree < 2flH|.

2. For every t2 E F, the function A 0 Mj (*, t2) : F - F is a univariate polynomial
of degree < 2fjHj.

By Claim B.6.5 below (applied with f = A 0 o Mj and d = 2fIH1), if Mj is good
then A 0 o L = A 0 o Mj(0, *) : F -+ F is a univariate polynomial of degree < 2fjHj.

Claim B.6.5. Let f : F2 -+ F be a function. Assume that for every t1 C F \ {0},
the function f(t,*) : F -+ F is a univariate polynomial of degree < d, and for every
t2 C F, the function f(*,t,) : F -+ F is a univariate polynomial of degree < d, where
d < |F|. Then, f(o,*) : F -+ F is a univariate polynomial of degree < d.

Proof. For every t2 E F, the function f(*,t 2 ) : F - F is a univariate polynomial of de-
gree < d. Therefore, there exist a, .. . , ad E F, (where a, ... , ad are the Lagrange in-
terpolation coefficients), such that for every t2 C F, we have f(0, t 2) = Zr- at-f(t, t2).
That is, f(o,) = _ at - f(t,*). Since f(1,), .. ., f(d,) are univariate polynomials of de-
gree < d, their linear combination f(o,*) is also a univariate polynomial of degree
< d. L

We will show that with high probability, at least A - r2 of the planes M E
{M1 , ... , MA} are good (where the probability is over L 1,... L, L', ... , L1, A). By
Claim B.6.5, this implies that with high probability, at least A - r2 of the lines
L' E {L, ... , L'} satisfy that A0 o L' : F -+ F is a univariate polynomial of degree
< 2f|H| (where the probability is over L 1, .. . ,, L , . . . , L, A).

Claim B.6.6. There exists a negligible function p = p(A) (independent of i C [I])
such that with probability > 1 - e1 - 2|FWc - p, for at least A - r1 - 3|Fr of the indices
j C [A], we have that Mj is good.
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Proof. For every t1 E F \ {O}, consider the set of lines {Mj (ti, *)}j[A] and note
that this is a set of A random lines in Di, such that every line L E {M (ti, *)}j-[]
is orthogonal to the ith coordinate, and satisfies L(O)i+1 = zi+1. Hence, by the
computational no-signaling condition, there exists a negligible function P1 = p1(A)
(independent of i E [f]) such that with probability > 1 - E - pi, for at least A - r of
the indices j E [A], we have that A o Mj (t1 , *) F -+ F is a univariate polynomial of
degree < 2fJHJ.

Denote by E the event that the lines Lj, L' are in general position, that is, the
vectors Lj (1) - Lj (0), L (1) - L (0) span a linear subspace of dimension 2 (as vectors
in D = Fe). Note that event E occurs with probability 1 - 1... Moreover, note

that if event E occurs then z ( Mj(ti, *), and hence A0 o Mj(ti, *) = A o Mj(ti, *).
Therefore, if A o Mj(ti, *) : F I F is a univariate polynomial of degree < 2tHI and
event Ej holds, then A0 o Mj (ti, *) F I F is also a univariate polynomial of degree
< 2f|H|.

For every t2 E F \ {O}, consider the set of lines {Mj(*, t2)},e[p] and note that this

is a set of A random lines in Di such that every line L E {M (*, t2)}jE[] is orthogonal

to the (i + 1)th coordinate, and satisfies L(O) = zi. Hence, by the computational

no-signaling condition, there exists a negligible function 1 2 = p12 (A) (independent of

i E [f]) such that with probability > 1 - C - P2 , for at least A - r of the indices j E [A],
we have that A o Mj (*, t2 ) : F -+ F is a univariate polynomial of degree < 2tH . As

above, if event E occurs then z V M, (*, t 2), and hence A 0 o Mj (*, t2 ) = A o Mj (*, t2 ).
Therefore, if A o Mj(*, t2 ) : F -+ F is a univariate polynomial of degree < 2fjH| and

event Ej holds then A 0 a Mj (*, t2 ) : F - F is also a univariate polynomial of degree

< 2t|HI.
Consider the set of lines {Mj (*, 0)}jE[A] and note that Mj (*, 0) = Lj. The fact

that z E Z' 1 (c, ri), together with the computational no-signaling condition, implies

that there exists a negligible function /13 = P3 (A) (independent of i E [f]) such that

with probability > 1 - 6i - p3, for at least A - r1 of the indices j E [A], we have that
A 0 o Mj(*, 0) : F -+ F is a univariate polynomial of degree < 2f|H|.

Recall that each event Ej occurs with probability 1- F , and these events are

independent. This, together with our assumption that

IFe- > IH13 '(- 1 ) > IHI3-3m > A 9
|F|'-I - H - 2 H34

(where the latter inequality follows from our assumption that |H' > A), implies that

S1eA (i F
Pr [Ifj : Ej}J > JIFI] <; JI) _ I )" < A Fl < ( \ )j

Let po = . Note that po = negl(A).

Adding up all this, by the union bound, we obtain that with probability 1- E, -
21FlE - p, where p = /10+/P /1 2 + / 3 , for at least A -ri - 2lFr - Fl > A - ri - 3FIr
of the indices j e [A], we have that:

1. For every t1 E F\{0}, A 0oMj(ti, *) is a univariate polynomial of degree < 2f IHf.
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2. For every t 2 E F\{O}, A0oMj(*, t2) is a univariate polynomial of degree < 2f|H|.

3. A 0 o Mj (*, 0) is a univariate polynomial of degree < 2fIH1.

That is, with probability at least 1 - ei - 21FIE - p, for at least A - ri - 31F~r of the
indices j E [A], we have that Mj is good. E

Proof of Claim B.6.2. The proof of this claim is identical to the proof of Claim B.6.1,
except that we let L',..., L' : F -+ Di be A random lines such that for every
L' C {L 1,..., LA} we have that L'(0) = z (without the requirement that L' is or-
thogonal to the ith coordinate). IZ

Proof of Claim B.6.3. Fix ei > 0, r1  0, and i E {1,.. . , f}. Fix z =

(zI, ... , ze) E Fe such that zi E H. Assume that for every t E F, the point z(t) =

(zi,... , zi 1 , t, zi+1,... , ze), viewed as a point in Di, satisfies property Z'(ci, ri).
Let L 1,. .. , LA : F - F be A random lines, such that for every L E {L 1 ,. .. , Lx},

we have L(0) = 0, and L is orthogonal to the ith coordinate.
Let M1,..., MA : F2 -+ F' be A planes, where Mj(ti, t2 ) = Lj(ti) + z(t2) (where

the addition is over the vector space Fe).
Let S' and S'- be two copies of the set of points {Mj(ti, t2)}epAt1 ,t 2ei C Fe, and

view S as a subset of Di and S'- 1 as a subset of Dj_1. Let S = S U S'-1 C D. Let
(p, A) ER As. Recall that we view A as a function A : S - F, and we denote by
Aj, Ai_ 1 the restriction of that function to S, Si-1, respectively.

Define A? : S -+ F by A?(z') = Ai(z') for z' i% {z(t)}tEiF, and A (z') = 0 for
z' C {z(t)}tEF. Define A_ 1 :Si- -+ F by A9_ 1(z') = Ai-1(z') for z' V {z(t)}tEF and
A? 1(z') = 0 for z' c {z(t)}tEF.

We say that Mj is good if the following is satisfied:

1. For every t1 E F, and every t C F,

AO (M (t 1, t)) = I A1(M (t1, h))th
hEH

2. For at least IHI values t2 E F, the function A9 o Mj (*, t2) : F -+ F is a univariate
polynomial of degree < 2fH j.

By Claim B.6.7 below (applied with f = A9 o Mj, f' = AO_ 1o Mj and d = 2f H I), if
Mj is good then for every t2 E H, the function A0 _1 o Mj (*, t2) : F -+ F is a univariate
polynomial of degree < 2eIH.

Claim B.6.7. Let f : F 2 -+ F and f' : F2 -+ F be two functions. Assume that:

1. For every t1 E F and every t E F,

f (ti, t) = f'(ti, h)th
hEH
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2. For at least |HI values t2 G F, the function f(*t 2 ) : F -* F is a univariate

polynomial of degree < d.

Then, for every t2 E H, the function f(' F -+ F is a univariate polynomial of
degree < d.

Proof. For every h E H, present the function f(*h) F -+ F as a univariate polynomial

(in the free variable y),

IFI-1
f'(y, h) = f'h)(y) = E ah,, - yS

s=O

where ah,, ... , ah,lFI-1 E F. Thus, for every y E F and every t E F,

IF-1 IFI-1

f(*,t)(y) = f(y, t) = E f'(y, h)th = S S ah, ys . th =  E E ah,s . th yS
hEH hEH s=O s=O \hEH

Assume for a contradiction that for some s > d, the polynomial EhEH ah,s . h is not

the identically 0 polynomial, and let s be the largest such index. Since EhEH ah,s . th

is not identically 0, and its degree is < IHI - 1, it gives 0 on at most IHI - 1 values

of t E F. Hence, the polynomial f(*,t)(y) is of degree < s for at most IH I - 1 values of

t c F, which is a contradiction to the assumption that for at least IHI values t E F,

the function f(*,t) : F -+ F is a univariate polynomial of degree < d.

Thus, for every s > d, the polynomial EhEH ah,s . th is the identically 0 polynomial.

That is, for every s > d and every h c H we have ah,s = 0. Hence, for every h C H,

the function f(',h) : F -÷ F is a univariate polynomial of degree < d. E

We will show that with high probability, at least A - r2 of the planes M E

{M1 , ... , } are good (where the probability is over L 1 ,..., L\, A).

Claim B.6.8. There exists a negligible function p = p(A) (independent of i e [V])
such that with probability > 1 - IFIe - - ,, for at least A - 2|FIr - 1 of the

indices j E [A], we have that Mj is good, where -y = .

Proof. First note that for t1 = 0,

AO (M (ti, t)) = I A_1(MA (ti, h))th
hEH

is satisfied trivially (for every j E [A], and every t E F), since A9 o Mj(0, *) and

A _1 o Mj(0, *) are the identically 0 function (by the definitions).
For every t1 E F\ {0}, consider the set of points {M(ti, 0)}jE[\] and note that this

is a set of A random points in Fe, such that the ith coordinate of each of these points

is 0 (that is, all other coordinates of all these points are uniformly distributed and

independent random variables). Hence, by the computational no-signaling property,

there exists a negligible function p, = p1(A) (independent of i E [f]) such that with
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probability > 1 - E - pi, for at least A - r of the indices j E [A], the following is
satisfied for every t E F:

Ai(Mj (ti, t)) = E Ai_1(Mj (ti, h) )th
heH

For every j E [A], denote by Ej the event that the line Lj is in a general position

(as a line in Fe), that is, its image is not just a single point. Note that event Ej
occurs with probability 1 - -- 1. Moreover, note that if event E occurs, then for

every t E F we have that z(t) Mj(ti, t), and hence A?(Mj(ti, t)) = Ai(Mj(ti, t)) and
Ai_ 1(MI(t1 , t)) = Ai_ 1(M (t1 , t)). Therefore, if event Ej occurs and Ai(M(ti, t))

EheH Ai- 1 (Mj (ti, h))th then

AO (Mj (ti1, t)) = O 1 A (Mj(ti1, h) )th
hEH

(and recall that for ti = 0 this is satisfied trivially).
Recall that each event Ej occurs with probability 1 - g_,and these events are

independent. This, together with our assumption that

|F - |H I3- > JH133m > A9

(where the latter inequality follows from our assumption that H|"' > A), implies that

Pr {j : ,Ei} > j F] - < -( )
- FI |1F|-I -- FIf - A8

Denote by po = po(A) = .}, and note that po = negl(A). Adding up all this, by

the union bound, with probability > 1 - |F1e - Flyi - po, for at least A - F~r - FJ >
A - 2|Fjr of the indices j E [A], the following is satisfied for every ti E F and every
t c F:

AO (M (ti, t)) = 3 A_ 1 (M (ti, h))th (B.2)
hEH

For every t 2 E F, consider the set of lines {M(*, t2)}Je[p] and note that this is a
set of A random lines, such that for every L E {M(*, t2)}E[A], we have L(0) = Z(t2),
and L is orthogonal to the ith coordinate. The fact that z(t 2 ), viewed as a point in Di,
satisfies property Z(el, r1 ), together with the computational no-signaling property,
implies that there exists a negligible function P 2 = P2(A) (independent of i E [A])
such that with probability > 1 - e1 - p 2 , for at least A - r1 of the indices j E [A], we
have that A a Mj (*, t2 ) : F -4 F is a univariate polynomial of degree < 2fjHJ.

Since this is true for every t 2 E F, by Claim B.6.9 below, applied with a = el+A2,
we obtain the following for any -y < 1:

With probability > 1 - E_/, for at least iyFI values t2 E F we have that for at

least A - r1 of the indices j E [A], the function A9 o Mj (*, t2 ) : F -+ F is a univariate
polynomial of degree < 2fIH|.
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Claim B.6.9. Let {Vt}tC be a set of events, such that, for every t E F, Pr[Vt] > 1-a.
Then, for any -y < 1, with probability of at least 1- 1'-, at least ylIF| events in {V}tEE
occur.

Proof. Let It be the characteristic function of the event -V. Let I = EtEF It. Thus,
E[I] < aIF1. By Markov's inequality, Pr[I > (1 - y)IIFI] < a/(1 - -y). Thus, with
probability of at least 1 - a/(1 - -y), at least -yIFI events in {V}tEF occur. 0

Recall that with probability > 1 - "+P, for at least yI|F values t2 E F we have
that for at most r1 of the indices j E [A], the function A O Mj (*, t2 ) : F -+ F is not a
univariate polynomial of degree < 2( Hj.

Since in a {O, 1}-matrix with |-yjFj rows and [A] columns, with at most r1 ones in
each row, there are at most IFI- columns with more than yIFI - HI ones (otherwise,
the total number of ones is > 'yIFjri), this implies that with probability > 1 - I1+ ,

for all but at most F1 indices j E [A] we have that for at least jHj of the values

t2 E F, the function A9 a Mj (*, t2) : F -+ F is a univariate polynomial of degree
< 2f|H|.

Combined with Equation (B.2), by the union bound, with probability > 1 - IFIE-
IFlyI - po - 611 , for at least A - 2IFIr - yl of the indices j E [A], we have that:

1. For every t1 E F and every t E F:

A0 (Mj (tII t)) = 1: A0 _1(Mj (ti1, h) )th
hcH

2. For at least IH I of the values t 2 E F the function A? a Mj (*, t 2) : F -+ F is a
univariate polynomial of degree < 2fIHI.

That is, with probability > 1- FI -IFILi-,po- E+/12 for at least A-2FIr- -yIFjr

of the indices j E [A], we have that Mj is good. In particular, for -y = Ji, we have

that with probability > 1 - IFIe - IFly - po 1+2 , for at least A - 2IFIr - of
the indices j E [A], we have that Mj is good.

Setting p = IFIAp+po+ 2 Y, we conclude that with probability > 1-|FIe- - p
for at least A - 2IFIr - " of the indices j E [A], we have that Mj is good. El

By Claim B.6.7, Claim B.6.8 implies that with probability > 1 - IFIe - 1 - P,
at least A - r2 of the indices j E [A] satisfy that for every t2 E H, the function
A9_ 1 oM (*, t2 ) : F -+ F is a univariate polynomial of degree < 2fIH1, (where the
probability is over L 1, ... , L A, A).

Fix t 2 = zi. Consider the set of lines {M 3 (*, t2)}jx] and note that this is a set of
A random lines, such that for every L E {Mj(*,t2)je[A], we have L(O) = z(t2 ) = Z,
and L is orthogonal to the ith coordinate.

Thus, by the above, with probability > 1 - IFIe - - ,, at least A - r 2 of
the indices j E [A] satisfy that the function A?- 1 0 M,(*, t 2) : F -+ F is a univariate
polynomial of degree < 2fjHI. Thus, by the computational no-signaling property,
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there exists a negligible function P3 = P3(A) (independent of i E [A]) such that the
point z, viewed as a point in Di- 1, satisfies property Zi(62, r 2), with e 2 = |FKc - Y -
p*, for p* = [ + P3.

This concludes the proof of Claim B.6.3. L

D

B.3 Proof of Lemma B.5

Proof. Fix z E Dx. Let L1,..., LA: F -+ Dx be A random lines, such that for every
L E {LL, ... , L}, we have L(O) = z.

Let L', ... , L' : F -+ Dx be A random lines, such that for every L E {L',... , L
we have L(O) = z. Let M1 ,. . . , MA : F2 - Dx be A planes, where M (t1 , t2 ) = Lj (t1 )+
L(t2 ) - z (where the addition/substraction are over the vector space Dx = F').

Let S = {Mj(tIt2)}jE[X],t1 ,t2EF C Dx. Let (<o, A) ER As. For any v E F, define
AV : S -* F by Av(z') = A(z') for z' $ z and Av(z) = v.

We say that Mj is good if the following is satisfied:

1. For every t1 E F \ {0}, the function A o M3 (ti, *) : F -+ F is a univariate
polynomial of degree < mIHI.

2. For every t 2 E F \ {O}, the function A A Mj(*, t2) : F -+ F is a univariate
polynomial of degree < m HI.

For every j E [A], let E denote the event that the lines Lj and L' are in general
position; i.e., the vectors Lj(1) - Lj(O) and L'(1) - L'(O) span a linear subspace of
dimension two. Note that each event E occurs with probability 1- 1

Claim B.6.10 below (applied with f = A o Mj and d = mIH 1) implies that if Mj is
good and event Ej holds, then there exists v E F, such that, Av o Lj = Av o M(*,0) :
F -+ F and Av o L = A o M (0, *) : F -* F are both univariate polynomials of degree
< m|H|.

Claim B.6.10. Let f : F2 -+ F be a function. Assume that for every t E IF \ {0},
the function f(t,,*) : F -+ F is a univariate polynomial of degree < d, and for every
t2 E F \ {0}, the function f(*,t 2) : F -+ F is a univariate polynomial of degree < d,
where d < |F|. For any v E F, define fv : F 2 -+ F by fv(ti, t2 ) = f(ti, t2 ) for
(t1, t2) # (0, 0) and fv(0, 0) = v. Then, there exists v C F, such that, f(VO') : F -+ F
and f")o) : F -+ F are both univariate polynomials of degree < d.

Proof. For every t2 E F \ {0}, the function f(*,t2 ) : F -+ F is a univariate polynomial
of degree < d. Therefore, there exist a, ... , ad E F, (where a,, ... , ad are the
Lagrange interpolation coefficients), such that for every t2 E F\{0}, we have f(0, t2) =
Et=1 at - f(t,t 2 ). Since fv(ti, t2 ) = f(ti, t 2 ) for (t1 , t 2 ) # (0, 0), this implies that for
every t 2 E F \ {0} and every v c F, we have fv(0, t 2 ) = Ed=1 at -f(t t2).

Let v = Ed at - f(t, 0). Since fv(0, 0) = v, we now have for every t2 E F
(including t2 = 0), fV(0, t2 ) = 1 at - fv(t, t 2 ). That is, f(*) = 1 at - f(tM). Since
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fi an are) henc univariatet(d,) are identical f( , f(,) and are hence univariate polynomials
of degree < d, their linear combination f(o,* is also a univariate polynomial of degree
< d.

The proof now follows from Claim B.6.5, applied on the function fv (with variables
ti, t 2 switched).

We show (in Claim B.6.11 below) that with high probability, for at least A - 31F r
of the indices j E [A], the event E holds and the plane Mj is good (where the
probability is over L 1, ... , Lk, L', ... , L', A). By Claim B.6.10, this implies that with
high probability, for at least A - 3fF~r of the indices j E [A], there exists v E F
(which may depend on j) such that Av o Lj = Av o Mj (*, 0) : F -+ F and Av o L -
A' o Mj(0, *) : F - F are both univariate polynomials of degree < mIH (where the
probability is over L 1, ... , Lk, Lf,... , L1, A).

Claim B.6.11. There exists a negligible function p = negl(A) such that with proba-
bility > 1 - 2|FWe - p, for at least A - 3|F1r of the indices j E [A], we have that event
Ej holds and Mj is good.

Proof. Recall that each event E occurs with probability 1 - F[, and these events
are independent.

This, together with our assumption that

IFIE-- > IH1 3 #- 1) ;> A13 9

(where the latter inequality follows from our assumption that IHI m > A), implies that

Pr [I{j : , }> F ] < ; J I) _ I 
Ffl F - )kA8 Til I\F I Fi-1 - Y1FV)Al

Denote by yo = tto(A) = () , and note that po = negl(A).

For every ti E F \ {0}, consider the set of lines {M(ti, *)}jE[.\] and note that this
is a set of A random lines in Dx. Hence, by the computational no signaling, there
exists a negligible function p, = p,1 (A) such that with probability > 1 - e -- pi, for at
least A - r of the indices j E [A], we have that A o Mj (ti, *) F -+ F is a univariate
polynomial of degree < mIHI.

For every t 2 E F \ {0}, consider the set of lines {M(*, t2)}jEp] and note that this
is a set of A random lines in Dx. Hence, by the computational no-signaling property,
with probability > 1 - E - pi, for at least A - r of the indices j E [A], we have that
A o Mj (*, t2) : F -+ F is a univariate polynomial of degree < mIH1.

Adding up these facts, by the union bound, we obtain that with probability >
1 - 2|FIe - 2|FI/ui, for at least A - 2iFIr of the indices j E [A], we have that:

1. For every t E F \ {0}, A o M (ti, *) : F -+ F is a univariate polynomial of degree
< mIHI.
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2. For every t 2 E F \ {0}, A o Mj (*, t2) : F -+ F is a univariate polynomial of degree
< m|H|.

That is, with probability at least 1-2|Flc -21Fplu, for at least A -2|F~r of the indices
j E [A], we have that Mj is good.

By setting p = 2F'/p1 + po we conclude that with probability > 1 - 21IFIE - p for
at least A - 3|F~r of the indices J E [A], we have that event Ej holds and Mj is good,
as desired.

So far we proved that with probability at least 1 - 21IFlc - p it holds that for at
least A - 3|IFIr of the indices j E [A] there exists a value v E F (which may depend
on j), such that A' o Lj : F - F and A' o L : F -+ F are univariate polynomials of
degree < m|H|.

To conclude the proof, we need to prove that there exists a negligible function p'
such that with probability at least 1 - 2|FKc - p' there exists a single value v E F
such that for at least A - r' of the indices j E [A] it holds that A' o Lj is univariate
polynomials of degree less than m - JHJ, where r' = 301F~r.

To this end, denote by E the event that indeed there exists v E F, such that for
at least A - r' of the indices j E [A], A' o L, : F -+ F is a univariate polynomial of
degree < mjHj. We need to prove that there exists a negligible function p' such that
Pr[E] > 1 - 2|Flc - p' (where the probability is over L1, . .. , LIN, A).

Denote by E' the event that for at least A - 31FIr of the indices j E [A], there exists
v E F (that may depend on j), such that both Av o Lj : F F and A' o L : F + F
are univariate polynomials of degree < mjHj. By Claim B.6.11,

Pr[E'] > 1 - 2|FIE - p.

Claim B.6.12. Pr[E' | ,E] = negl(A)

Proof. In what follows, to simplify notation, we denote the random lines L .. ., L' by
LA+1,... , L2A, and consider the 2A lines L 1,..., L2A. Note that these are 2A random
lines such that for every j E [2A], it holds that Lj : F -4 Dx and Lj(0) = z.

For every v E F, let J, be the set of indices j E [2A] such that A' o Lj : F -+ F is
a univariate polynomial of degree < mjHj. Note that for every v / V' E F,

J n Jv =0.

If event -,E occurs then for every v C F,

|JvI < 2A - r'.

Denote by J the largest set Jv and by J the complement of J in [2A]. Thus, if event
-E occurs then I J > r'.
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Note that given the sets {J}vEF, the probability that E' occurs is the probability
that when partitioning [2A] randomly into A pairs, for at least A 31FIr pairs the two
indices in the pair are in the same set J,. Assuming that IJI > r', this probability
can be bounded by 2-1'Ir by the following argument:

Choose the partition as follows: First choose randomly A' = r'/2 = 15IF1r different
indices ji,..., j,j in J. Match the indices ji, ... , j, one by one, each to a random
index in [2A] that was still not chosen. Say that jt E {Ji, ... , j,} is good if it was
matched to an index in a set J, such that jt E J. Finally, extend the partial partition
randomly into a partition of [2A] into A pairs. Note that the probability for an index
Jt to be good is at most 2A_,, < 0.51, independently of all previous choices of indices.
Thus, the probability that at least A' - 3IF Ir indices Jt e {ji, . . . , jA,} are good is at
most

-0. 51A'-3Fir < ' F0. 5 1 12FIr = ((5e)3 -0.5112)IF < 0.8< ' = negl(A),

where the first inequality follows from the standard inequality that (n) < ( ), and
the second to last inequality follows from basic calculations.

Thus, Pr[E' -,E] = negl(A). El

We can now bound

1 - 21FIE - p < Pr[E'] < Pr[E' -E] + Pr[E]

Thus,
Pr[E] > 1 - 2IFlE - p - Pr[E' I ,E].

Let p' = p + Pr[E' I -E]. Thus,

Pr[E] > 1 - 21FIIE - p',

and by Claim B.6.12, p' is indeed a negligible function, as desired. L

B.4 Proof of Lemma B.6

Proof. Since ,o is polynomially-sized, it suffices to fix any i1 , i2 , i3 E H' and bi, b2, b3 E
{0, 1} and view ii, i2, i3 as points in Dx. Let L1 ,1 ,... , L1,x : F -+ Dx be A random
lines, such that for every L E {L 1,1,..., L1,} we have L(0) = ii. Let L2,1 ,..., L2,X :
F -+ DX be A random lines, such that for every L E {L2,1 , ... , L2,A} we have L(0) = i2.
Let L 3,1, ... , L3,A : F -+ Dx be A random lines, such that for every L E {L 3,1, ... , L3,A}
we have L(0) = i3 . Let

SX = {L1 ,3 (t), L2,j(t), L3,j(t)}ME[X],tCF

Let z = (i1 , i2 , i3 , bl, b2 , b3 ) E H . Let L'bb, . . . , : F -+ Do be A random
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lines such that for every j E [A] the following holds:

1. L ,b2 , 3 (0) = z.

2. L1,3 : F -+ Dx is the restriction of L' 1, 2 , 3 to coordinates {1,... , m}.

3. L 2,j : F -- Dx is the restriction of L- 1 , 2 ,b to coordinates {m + 1, .. ., 2m}.

4. L 3,j : F -+ Dx is the restriction of Lj 1, 2 , 3 to coordinates {2m+ 1, ... , 3m}.

Let

bi , b2,b3 = $,b2,b3 (t) IjEA],tEF

Let So = {Sb4,b2,b 3 b1,b 2 ,b3E{o,1} and letS SOU SX c D. Let ( o,A) ER As. We
denote A = Ax U A0 , where Ax corresponds to the answers corresponding to the
queries in Sx and AO are the answers corresponding to the queries in S0.

In what follows, for any i E Dx and v E F, we define Ar" : Sx -+ F by
A (i') = Ax(i') for i' + i and A"v(i) = v.

Claim B.6.13. There exists a negligible function p such that with probability > 1 -
7fIFlc - /t, there exist v1,v 2 ,v 3 G F such that for at least A - 9|IF~r of the indices
j C [A], the following is satisfied:

1. Azj 1 'j o L 1, : F I F is a univariate polynomial of degree < m|H|.

2. A"aV2 o L2,j : F -+ F is a univariate polynomial of degree < m|H|.

3. A" I 3 o L3,j: F I F is a univariate polynomial of degree < m|H|.

4. b(ii, i2 ,i, bi, b2, b3) - (vi - bi) (v2 - b2 ) (v3 - b3) = 0.

By computational no-signaling requirement, Claim B.6.13 immediately implies
Lemma B.6. Thus, in the remaining of the proof we focus on proving Claim B.6.13.

Let A oL, : F -+ F be the function defined by A8 O L31,b2 ,b3 (0) = 0 and

A8 O L 1 ,b2 , 3 (t) = Ao a Lo1, 2 ,b(t) for every t = 0. By Lemma B.4, together with the
computational no-signaling property, there exists a negligible function P1 = p1(A),
such that with probability > 1 - 6eVFIE - pi, for at least A - 8f F~r of the indices
j E [A], we have that

A 0 L(1 , 2 , 3 : F -4 F

is a univariate polynomial of degree < 2f|Hj.
By Lemma B.5, together with the computational no-signaling property, there

exists a negligible function [ 2 = P 2(A), such that the following holds:

1. With probability > 1 - 21FIE - A 2 , there exists v, C F, such that, for at least
A - 301FIr of the indices j E [A], we have that A" "' o L' : F -+ F is a univariate
polynomial of degree < mHj.
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2. With probability > 1 - 2|FIlE - A 2, there exists v 2 E F, such that, for at least
A - 13OF Ir of the indices j E [A], we have that A 2 o L : F -+ F is a univariate
polynomial of degree < m Hj.

3. With probability > 1 - 21FIe - At2, there exists v 3 E F, such that, for at least
A - 13FIr of the indices j E [A], we have that Ai3V 3 o L : F -+ F is a univariate
polynomial of degree < mjH.

For every t E F \ {O}, consider the set of points {Lil, 2, 3(t) and note that

this is a set of A random points in Do. Each point L4
1,b2, 3 (t) E F' can be written as

L () = (,(t), L 2,j (t), L 3,j (t), (L 1 ,b2 ,b3 (t)) -2 ' , 2 ,b3 (0) b 1 ,b2 ,b3 ())e

in (Fm) 3 x F3 
-e, where (1, b2,b3 -(t)) _2' 1,b2,b 3 (t))1' , are the last

3 coordinates of Lj1, 2 , 3 (t). By the computational no-signaling condition, there exists
a negligible function P3 = P 3(A) such that for every t E F \ {O}, with probability >
1 - C - P3 , for at least A - r of the indices j E [A], we have

A0 (L 1,b2,b3 (o) = ,2,b3(0)

- Ax(L1,3  (t)) - (Lj1 2 3 (t 2

(Ax(L 2,3 (t)) - (Lbl,b2,b3 ())

-(Ax(L 3,j (t)) - (L 1,b2 3 (t)

For every j C [A] denote by Ej the event that for every w E {1, 2, 3} the line L, 3
is in a general position (as a line in Fm ); i.e., it's image is not a single point. Note
that event Ej occurs with probability at least 1 |F -1 .

Moreover, note that if event Ej holds then for every t E F \ {O} it holds that
L1,j(t) f ii and L 2,j(t) # i 2 and L 3,j(t) $ i3. In particular, Lj ,b2,b3(t) # z. Thus, if
the equation above holds and event Ej holds, then for every v1, v2, v3 C F,

A0 L (Lil6,39 ,269
A8 Li,b2,b3M 0 bj~b3 (t))

(A -X (L1,, (t)) - (Lbl,b2,b3 (t) e-2)

(A i-V2 (L 2 , (t)) - (Ljl 2 ,b3 ())_)

(A -v3(L3,b(t)) - (Lij,b2,b3 (t))e)

Our assumption that HJm > A, together with the assumption that FJ > IH1 3, implies
that

Fm-
1 A2
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which implies that

Pr [{j: -Ej}l > JFl] < ( ) . (F3 )-1
(3eA

- I
< (3)IFI

Let P4  R)' F1. Adding up all this, by the union bound, we obtain that with

probability > 1 - E', where

C' = 6JFIE + ,a + 3(2]Flc + P2) + IFI (E + P3) + P4 7IFVE + p

(and where p = 1pi + 3P2 + FP3 + P4) there exist v1 , v 2 , v 3 e F, such that, for at
least A - r' of the indices j E [A], where

r' = 8&|F~r + 30|Flr + r + |Fl < IF~r,

the following is satisfied (where the probability is over L 1, . . , L, A):

1. A8oL 1 , 2 , 3 : F -+ F is a univariate polynomial of degree < 3 H1.

2. A-""' o Li : F -+ F is a univariate polynomial of degree < mIHI.

3. A12+ 2 o L2, : F -+ F is a univariate polynomial of degree < mlHI.

4. A 131V
3 o L3, : F -+ F is a univariate polynomial of degree < mH.

5. For every t C F \ {o},

AOL bi,b 2 , 3 9U
-Ll A b"(L1(t))

-A a'v2(L,j(t))
- (Lj 1b b)2,3- 2

- (Lj/bb2,b3(t))_-

(A 3-V (L 3,j (t)) - (Li1, 2 , 3 (t)

Note that since both sides of the equation are polynomials
the variable t, the equation must be satisfied for t = 0 as
t = 0, since L6 1b,2,b3 (0) = z = (i1 , i2 , i3 , b 2, b 3 ), we have

of degree < |FI in
well. Substituting

0 = O(z) - (vi - bi) - (v2 - b2 ) - (v3 - b3),

as desired.
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