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Figure 1: Deceptive explanations generated by AI could potentially mislead people with authoritative, logically coherent, and 
seemingly factual information at scale and at a low cost. For instance: (1) False scientific explanations by chatbots linking 
vaccines to climate change, (2) viral AI generated content targeting children with provocative yet false explanations, (3) incorrect 
explanations about symptoms or medical recommendations, or (4) social media bots disseminating false political justifications 
disguised as genuine user comments. 
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Abstract 
Advanced Artificial Intelligence (AI) systems, specifically large lan-
guage models (LLMs), have the capability to generate not just mis-
information, but also deceptive explanations that can justify and 
propagate false information and discredit true information. We 
examined the impact of deceptive AI generated explanations on in-
dividuals’ beliefs in a pre-registered online experiment with 11,780 
observations from 589 participants. We found that in addition to 

∗

being more persuasive than accurate and honest explanations, AI-
generated deceptive explanations can significantly amplify belief 
in false news headlines and undermine true ones as compared to 
AI systems that simply classify the headline incorrectly as being 
true/false. Moreover, our results show that logically invalid ex-
planations are deemed less credible - diminishing the effects of 
deception. This underscores the importance of teaching logical 
reasoning and critical thinking skills to identify logically invalid 
arguments, fostering greater resilience against advanced AI-driven 
misinformation. 

CCS Concepts 
• Human-centered computing → Empirical studies in in-
teraction design; Interaction design theory, concepts and 
paradigms; Empirical studies in HCI. 
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1 Introduction 
Beyond fabricating fake news, AI, particularly large language mod-
els (LLMs), are capable of generating content with “fake explana-
tions” that mimics detailed rationalizations, potentially acting as 
"pseudo-explanations", that are reaching millions of people. Recent 
reports highlight the exposure of children to viral AI-generated 
videos using LLMs to provide false scientific explanations, such as 
claims that ancient Egyptians used pyramids to generate electric-
ity. These videos often receive millions of views as the channels 
continue to grow in popularity [4]. In the medical field, studies 
have demonstrated that LLMs can provide patients with convincing 
but incorrect cancer treatment recommendations [9], and that the 
general public often lacks the requisite knowledge to independently 
verify the truth of such AI-generated medical recommendations 
[79]. These AI-generated narratives can give the illusion of logical 
reasoning while taking advantage of humans’ psychological propen-
sity to more easily believe information associated with explanations 
[103]. If misleading explanations from AI systems lead individuals 
to prioritize false advice over seeking professional guidance, the 
consequences could be severe, potentially compromising patient 
outcomes and public health at scale. 

In standard AI research, the term “explainability” or "explainable 
AI" (XAI) traditionally denotes efforts to make AI’s internal pro-
cesses of arriving at an output transparent or understandable by 
bridging the gap between human and machine reasoning [16, 17]. 
This involves elucidating the algorithms in a way that humans 
can comprehend and often involves explaining specific decisions or 
predictions of the AI system [103]. However, this critical distinction 
becomes blurred in the context of LLMs, which may hallucinate or 
generate explanations that only seem credible but are inaccurate, 
thereby misleading users [95]. 

Despite the potential inaccuracies, these pseudo-explanations 
can still wield a significant psychological impact. Research in psy-
chology highlights that individuals are more likely to accept and be 
persuaded by justifications—even spurious ones—if they appear au-
thoritative, logically coherent or factually sound [29, 36, 51, 56, 83, 
92]. LLMs could capitalize on this human tendency by presenting in-
correct information in a structured and reasoned format that resem-
bles genuine explanation, affecting user belief and decision-making 
without providing a verifiable unpacking of reasoning [7, 103]. Such 
misleading explanations may emerge unintentionally due to “hallu-
cinations,” limitations in model reasoning capabilities [9, 67, 86], or 
"sycophancy," where human feedback during the training of LLMs 

may encourage model responses that match user beliefs over truth-
ful ones [78]. They may also arise through deliberate exploitation 
by bad actors or to generate provocative content for increased social 
media engagement [4]. In particular, exploitation as the pursuit of 
viral content could lead to widespread dissemination of misinfor-
mation, potentially misleading large audiences in the process, and 
posing major risks for public discourse [41]. 

Consider a scenario where a person is reading a breaking news 
headline on social media that claims "vaccine production is the 
leading cause of the climate crisis." The person might, at first, be 
skeptical and attempt to verify the information online. However, 
due to its novelty, there might not be much reporting available, or 
nothing that precisely tells them if the headline is accurate or not. 
Dissatisfied, the person might turn to an AI assistant for answers. 
Here, the LLM could provide a convincing justification, asserting 
that vaccine production contributes to greenhouse gas emissions 
through processes known as lyophilization and chromatography 
that produce carbon monoxide as the by-product, thereby exacer-
bating the climate impact (For the audience of this paper, these 
two processes are used in vaccine development and production, but 
there is no evidence that they contribute significant greenhouse 
gas emissions. This shows how the model might draw incorrect 
conclusions from factually correct information [105]). Despite the 
technical terms and scientific concepts used for justification, the 
person might still remain skeptical and decide to consult a reputable 
medical website such as CDC for further information. Surprisingly, 
the AI assistant challenges the information provided by the website, 
explaining that the site was limited and insufficient in providing a 
comprehensive understanding of the intricate scenario. Instead, the 
AI insists that its explanation is based on the most current scientific 
consensus, supported by leading climate scientists. This leaves the 
person even more confused, but based on the trustworthy tone of 
the AI and the known persuasive nature of explanations — even 
when inaccurate, they may lean towards believing what the AI says. 

Despite these risks, the ways in which AI systems can use ex-
planations to mislead remain largely unknown. One of the reasons 
why the topic of AI-generated explanations and misinformation 
remains unexplored is that the use of explanations as a tactic for 
misinformation goes against the commonly held beliefs that expla-
nations always make AI systems more transparent, trustworthy 
[39, 100], and fair [102, 104]. While researchers have shown that 
honest explanations can assist people in determining the veracity 
of information [1, 13] and improve their decision-making outcomes 
[55], as well as reduce human overreliance on AI systems [89], fur-
ther research is critical to better understand and assess the impact 
of these AI-generated explanations on individuals when they are 
inaccurate. 

This paper characterizes and investigates the effects of AI-generated 
deceptive explanations on human beliefs through a comprehensive 
preregistered online experiment with 11,780 observations from 589 
participants. Participants were presented with 20 true or false state-
ments in random order and asked to rate the perceived truth of 
each on a scale from 1 (“Definitely False”) to 5 (“Definitely True”). 
They then received AI feedback, depending on the experimental 
condition, simulating real-life AI-supported decision-making sce-
narios. We compare AI feedback that include honest classifications, 
deceptive classifications (e.g., labeling a true statement as false or 
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Figure 2: Different levels of AI-generated misinformation: (1) AI-generated false news headlines, (2) AI-generated Deceptive 
Classifications, and (3) AI-generated deceptive explanations. 

vice versa), false explanations (e.g., why a true statement is false 
or vice versa), and honest explanations. After receiving this AI 
feedback, participants had the option to revise their ratings and 
also assess their own knowledge of each topic using the same scale. 
We find that deceptive AI-generated explanations are not only be-
lieved more than deceptive AI classifications without explanations 
but also more convincing than honest explanations (See Fig. 7). In 
particular, our contributions are as follows: 

• We provide empirical evidence that deceptive AI-generated 
explanations are more persuasive than both deceptive classi-
fications without explanations and honest explanations. 

• We demonstrate that personal factors such as cognitive re-
flection and trust in AI do not necessarily mitigate the effects 
of deceptive AI-generated explanations. 

• We show the critical role of logical validity in countering 
the persuasiveness of deceptive explanations, showing that 
logically invalid explanations are deemed less credible. 

• We highlight the importance of teaching and designing human-
AI interaction methods to build logical reasoning and critical 
thinking skills to foster resilience against advanced AI-driven 
misinformation, 

While there is a growing body of literature examining the inter-
section of AI and misinformation [36, 47, 53, 59, 92, 92, 105], this 
paper, to the best of our knowledge, represents the first compre-
hensive attempt to characterize and empirically evaluate the use of 
“explanations” created by AI as a strategy for creating misinforma-
tion. 

Understanding the mechanisms of AI-generated explanations 
and the potential effects of deceptive or misleading explanations on 
human beliefs is crucial in the development of human-AI interac-
tion and explainability methods. These findings challenge current 
approaches to explainable AI and prompt the HCI community to 

innovate in ways that safeguard users against the subtle yet pow-
erful influence of AI-generated misinformation, thereby fostering 
more resilient and informed human-AI partnerships. 

2 Defining AI-generated Deceptive 
Explanations 

Disguised as political commentary, scientific explanations, or on-
line discussions, we define AI-generated deceptive explanations as 
explanations attempting to justify claims about true information 
as false, or that attempt to justify claims about false information 
being true. These explanations can be either logically valid, that is, 
directly supporting the claim or classification, or logically invalid, 
that is, appear as if they support the claim but do not. For examples 
see 4. 

As shown in Figure 1, this phenomenon could manifest in vari-
ous contexts. For instance, an AI-driven conversational agent could 
propagate false scientific claims, fabricating a nonexistent corre-
lation between vaccination and climate change. Another example 
involves the exploitation of large language models to generate 
viral video content aimed at young audiences, disseminating sensa-
tionalized yet erroneous educational and scientific explanations[4]. 
In the medical domain, AI-powered assistance systems may dis-
pense inaccurate explanations regarding symptoms or treatment 
recommendations [9], potentially eroding confidence in profes-
sional medical guidance. Lastly, the deployment of social media 
bots to disseminate fabricated political justifications, disguised as 
authentic user-generated content, poses a significant risk of manip-
ulating public sentiment [26]. 

It is important to note that while humans are capable of pro-
ducing similar deceptive content, the scale and cost-effectiveness 
afforded by language models in generating such explanations war-
rant particular scrutiny. The potential for rapid, widespread dissem-
ination of false explanations generated by AI at a fraction of the cost 
and effort required for human-generated content presents a unique 
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challenge that demands thorough examination and proactive mea-
sures to mitigate its impact on public discourse and decision-making 
processes. 

Placing deceptive AI-generated explanations in the broader con-
text of the AI-generated misinformation landscape, we can iden-
tify three levels of sophistication, each posing unique challenges 
(Fig. 2). The most basic level involves AI systems generating false 
statements like fake news headlines or information without any 
accompanying justification. This type of misinformation is abun-
dant but usually does not contain any elaborate argumentation 
and, rather, merely states a fact [25, 26, 73, 81]. Such content can 
still create confusion and spread misinformation, but discerning 
audiences or fact-checkers may more easily identify it as false due 
to its lack of support and simple argumentative structure. However, 
high-volume dissemination via social media could still lead to wide-
spread belief or panic. The next level involves AI systems providing 
deceptive classifications, labeling false information as true or vice 
versa. For example, news might be labeled in ways that give it false 
credibility or align it with misleading sentiments. This creates more 
challenges for verification because it adds a layer of context that 
needs evaluation. However, the perhaps most subtle and deeper 
level is when AI systems generate deceptive explanations to justify 
and propagate false information. 

The strategies used in deceptive explanations may vary, from 
appealing to authority and using technical language [101] to pre-
senting false or selectively used evidence [59], or logical fallacies 
to garner support. Especially the logical structure of these expla-
nations plays a critical role in their persuasiveness; logically valid 
explanations, even if based on false premises, have been found to 
be very convincing [69] while logically invalid explanations can 
be hard to identify. AI-generated deceptive explanations could be 
weaponized at scale to manipulate public opinion and decision 
making, even with safety measures built into the models [61]. The 
risk lies in how easily such explanations, driven by model limi-
tations or malicious intent, can influence public perception and 
decision-making at a large scale. 

3 Related Work 

3.1 Misinformation and Large Language Models 
Misinformation, particularly in the digital age, poses significant 
challenges due to its rapid dissemination and the difficulty in cor-
recting false beliefs once established [59]. The advent of large 
language models (LLMs) has the potential to magnify these chal-
lenges [52]. LLMs like ChatGPT have demonstrated remarkable 
capabilities in generating human-like text, raising concerns about 
their potential for spreading misinformation at scale [6, 36, 37] and 
changing people’s attitudes [47, 53, 92]. LLM models are known to 
“hallucinate”, i.e. make up, false information [6], and make wrong 
conclusions about data [105]. For instance, LLMs deployed in pop-
ular search engines have accidentally suggested that glue should 
be added to pizza cheese to make it stickier and that bathing with a 
toaster has numerous health benefits. 

In addition, LLMs’ potency for being deliberately used generat-
ing misinformation when prompted by bad actors has been shown 
across studies [37, 70, 97]. Researchers had demonstrated that per-
suasive language used by AI models can influence people’s attitudes 

towards various topics, showing that the effect size of AI-driven 
persuasion can be substantial [92]. Further, researchers have shown 
that LLMs can generate highly realistic but false information about 
political events, public figures, or scientific findings, potentially 
swaying public opinion or creating confusion [6, 105]. This capa-
bility makes LLMs powerful tools for spreading misinformation 
on social media and other digital platforms. For example, Zhou et 
al. (2023) demonstrated that while existing models could classify 
AI-generated misinformation, there was a notable performance 
drop compared to human-generated misinformation [105]. 

In addition to generating false information, studies have also 
shown that LLMs fail miserably at abstract reasoning [5, 35, 44] 
and use causal knowledge accurately in simple reasoning tasks [5]. 
For instance, when providing all the symptoms of aneurysm which 
require immediate attention by emergency services, a language 
wrongly but confidently concluded that this was just a hangover 
[95]. Such hallucinations pose a significant challenge since most 
users are unaware these reasoning errors can happen or simply fail 
at detecting them. These limitations raise pressing concerns about 
not just about how to improve the models’ accuracy and teach AI 
literacy but also raises the question of how to build Human-AI 
interaction methods that limit these effects [14, 80]. 

3.2 Explanations in AI Systems 
The field of Explainable AI (XAI) has emerged as a crucial area of 
research, focusing on developing methods to enhance the inter-
pretability, trustworthiness, and comprehensibility of AI decision-
making processes [20, 54, 89, 103]. As AI systems become increas-
ingly prevalent in supporting judgment and decision-making across 
various domains, the need for effective explainability has grown 
exponentially, especially for everyday users who may lack deep 
technical knowledge [68]. As the reasoning behind AI decisions is 
often abstract and difficult to understand, it is especially crucial 
that AI systems can explain their processes effectively, a [68]. This 
has led to increased research into what constitutes a proper expla-
nation, with the aim of designing and engineering AI-generated 
explanations that are more natural and user-friendly [10, 34, 60, 68]. 

However, recent studies have challenged the assumption that 
explanations inherently lead to better outcomes. If not properly 
designed and well-suited to the context of interaction, AI-generated 
explanations can be ignored, resisted, or over-relied upon by users. 
Researchers discovered that users often do not engage deeply with 
explanations, resulting in superficial understanding and potential 
overreliance on AI systems [21]. This finding aligns with earlier 
research which demonstrated that people can be influenced by 
explanations even when they are logically flawed or irrelevant [56]. 
The way explanations are generated and presented can significantly 
influence users’ beliefs and actions, sometimes in misleading ways 
[24, 33]. People may develop oversimplified heuristics regarding the 
AI’s competence instead of making efforts to analytically consider 
each explanation and evaluate its validity and whether it supports 
the AI’s suggestion [2]. 

To address the problem of over-reliance, researchers have devel-
oped explainability methods that cognitively engage users to think 
about AI classifications [7, 63]. For instance, researchers developed 
and compared three cognitive forcing functions where users had 
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Figure 3: Top: Examples of how an AI system that helps users assess information can give an honest or deceptive explanation. 
Bottom: Procedure for assignment of stimuli domain (trivia items/news headlines, between-subjects), feedback type (AI-
generated explanation/classification, between-subjects), and deceptive/honest, within-subjects). 

limited access to AI recommendations, compelling them to rely on 
their own inferences to make decisions [7]. They found that such 
cognitive forcing functions led to more thoughtful consideration of 
AI-generated explanations and significantly reduced over-reliance 
on the AI system in making healthy decisions about food choices. 
However, users experienced these functions as being more cogni-
tively demanding, which could hinder their desire to use AI systems 
with such cognitive forcing functions in real-life scenarios. Further, 
researchers introduce the novel concept of AI-framed Questioning 
[13], which transforms information relevant to AI classification 
into questions that actively engage users’ thinking and scaffold 
their reasoning process. The results demonstrate that AI-framed 
Questioning significantly increased human discernment of logically 
flawed statements compared to no feedback and even causal AI 
explanations from an always-correct system,. 

This experiment exemplifies a future style of Human-AI co-
reasoning system [12, 13], where the AI becomes a critical thinking 
stimulator rather than a mere decision-maker [13]. This approach 
aligns with the broader goals of XAI by fostering a more balanced 
and thoughtful interaction between humans and AI systems, ulti-
mately leading to better decision-making outcomes and increased 
trust in AI technologies. However, it is important to note that this 
approach could also potentially enable deceptive AI systems to be 

more intimately coupled with the user’s cognitive processes, mak-
ing such deception more difficult to detect. Furthermore, misleading 
questions generated by such systems could lead to false memories 
[8] or other unintended cognitive consequences, highlighting the 
need for careful design and ethical considerations in implementing 
these AI-framed questioning techniques. 

3.3 Psychological Impact of Explanations on 
Human Beliefs and Behaviors 

The psychological impact of explanations on human beliefs and be-
haviors is a well-documented phenomenon. Research in cognitive 
psychology has shown that people are often swayed by the presence 
of explanations, regardless of their quality. For example, Langer et 
al. (1978) demonstrated that people are more likely to comply with 
requests when given a reason, even if the reason is trivial or nonsen-
sical [56]. This phenomenon, known as mindlessness, suggests that 
the mere presence of an explanation can significantly influence be-
havior without critical evaluation. Further studies have shown that 
people often accept explanations that fit well with their existing 
beliefs (explanatory coherence) [87]. The "illusion of explanatory 
depth," suggests that people often overestimate their understanding 
of complex phenomena based on superficial explanations [76]. 
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Additionally, when cognitive resources are limited, individuals 
are more likely to accept simple, coherent explanations without 
scrutiny [82]. These insights highlight that explanations serve more 
as a social feature than a truth-seeking mechanism, where explana-
tions add weight to a claim - and making it seem more agreeable. 

Folkes (1985) extended this line of research by showing that expla-
nations can significantly influence consumer behavior, even when 
the explanations are not particularly informative [29]. Contrary to 
popular belief, these findings exemplify that for some people expla-
nations serve more the role of crediting or discrediting a particular 
statement rather than “enhancing transparency and understanding 
of information”. Explanations, rather, has been highlighted by cog-
nitive scientists as a post-facto mechanism used to justify beliefs 
and convince group-members through discussion, and thus play 
more of a social role than an informative role [42, 58]. This lack of 
critical engagement can make users susceptible to persuasive but 
deceptive explanations. 

Moreover, the "authority bias" can amplify the impact of AI-
generated explanations [66]. People tend to trust information pro-
vided by perceived authorities, including AI and algorithmic sys-
tems [62]. This can make deceptive explanations generated by AI 
systems particularly persuasive, as users may not question the 
validity of the information provided. 

Additionally, repeated exposure to misinformation has been 
shown to increase belief in that misinformation [72]. This phe-
nomenon, known as the "illusory truth effect," suggests that the 
more often people are exposed to a piece of false information, the 
more likely they are to believe it. When AI systems generate and dis-
seminate deceptive explanations repeatedly, they can reinforce false 
beliefs over time, making it even more challenging for individuals 
to discern the truth. 

4 Methods 
In order to study the effects of deceptive AI explanations on human 
beliefs, we conducted a preregistered online experiment with 23,840 
observations from 589 participants rating their beliefs in true and 
false news headlines before and after receiving AI-generated expla-
nations. We designed our experiment to disentangle the influence 
of deceptive AI explanations from merely receiving a deceptive 
(inaccurate) classification of a news headline as true or false with-
out explanation. This was done by randomizing participants to 
receive true and false news headlines accompanied by either de-
ceptive classifications or deceptive classifications with deceptive 
AI explanations (between-subjects). Moreover, we examine the im-
pact of logical validity of the explanation and how personal factors 
and the effects of syntactic and semantic features of the deceptive 
explanations may influence the outcomes. 

For each true and false news headline, an LLM model (GPT-
3) was used to generate an honest and a deceptive explanation 
by prompting the model to complete the following statements: 
“This is false because. . . ” or “This is true because. . . ”. For deceptive 
explanations, the model generated inaccurate explanations stating 
why true statements were false and why false statements were 
true. This was done for both news headlines and trivia statements. 
Examples of the generated classifications with explanations can be 
found in Appendix 9.2. 

4.1 Stimuli Curation 
We created a dataset of headlines each with one honest and one 
deceptive explanation by prompting the Large Language Model 
(LLM) GPT-3 davinci-2 with 12 example explanations randomly 
sampled from the publicly available fact-checking dataset “liar-
plus” [1]. This dataset consists of 12,836 short statements with 
explanation sentences extracted automatically from the full-text 
verdict reports written by journalists in Politifact (see Fig. 4). 

First, 5 honest and 5 deceptive explanations were generated for 
40 true and false headlines by prompting GPT-3 (davinci-2, temp = 
.7 ) with the headline and making it complete the sentences “This is 
FALSE because. . . ” or “This is TRUE because. . . ” (see Fig. 5). Then, 
we further curated the explanations by ranking them by highest 
semantic similarity to the headline and lowest repeated-word fre-
quency. We then picked the highest ranked explanations, confirmed 
the veracity and logical validity of each explanation. The truth ve-
racity was confirmed independently by each of the authors after 
being instructed by a professional fact-checker following standard 
fact-checking procedures [27, 38] and then aligned. The logical va-
lidity was also confirmed by each author independently by decon-
structing the claims of each headline and explanation into premises, 
conclusions and inferences from which the logical validity could be 
determined in an almost mathematical fashion using a Fisher anal-
ysis [28]. During disagreements, authors engaged in collaborative 
discussions to present evidence and resolve discrepancies. Next, to 
simplify our analysis, we then excluded explanations whose verac-
ity did not match the veracity of the headline. Since the resulting 
dataset had an unequal distribution of veracity and logical validity, 
we randomly excluded generated explanations until we had some-
what equal distribution of true and false explanations and logically 
valid and logically invalid explanations for each condition (decep-
tive vs. honest explanations) ending with a stimulus set consisting of 
28 headlines with 1 honest explanation and 1 deceptive explanation 
each (56 total). We then tested for differences across four linguistic 
dimensions (word count, sentiment, grade level, and subjectivity) 
and found no statistical differences between conditions (See the 
GitHub repository (https://github.com/mitmedialab/deceptive-AI) 
for full results). 

The filtering algorithm above ensured high quality and validity 
of the explanations for the purpose of our experiment, since the 
aim was to isolate the effects of deceptive explanations and see 
how they manipulate beliefs even when at their best. Hence, it 
was important to minimize other variables such as irrelevance 
or incoherence of the explanations to get a normalized sample. 
Nonetheless, since the filtering algorithm is automatic, it has no 
selection bias and could potentially reflect how LLMs could be 
used in a controlled manner, either by malicious actors crafting 
algorithms to filter the best explanations to use in misinformation 
campaigns or by organizations using AI for generating honest 
explanations for automated fact-checking. In either contexts, it is 
very likely for there to be a layer of curation or filtering applied to 
create more convincing or high-quality content. 

4.2 Participant Recruitment 
We recruited 596 participants through Prolific, https://prolific.co. 
Participants were required to self-report as US citizens, fluent in 

https://github.com/mitmedialab/deceptive-AI
https://prolific.co
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Figure 4: Examples of generated honest and deceptive classifications and classifications+explanations for whether a news 
headline or trivia statement is true or false. 

Figure 5: Examples of prompt engineering GPT-3 to gener-
ate honest and deceptive explanations for whether a news 
headline or trivia statement is true or false. 

English and rated their fluency in any other languages they spoke. 
589 of these individuals passed an initial attention check task and 
were allowed to proceed. All participants were fluent in English and 
142 had additional fluency in a second language. Our final sample 
had a mean age of 39%, was 50% female, and was 72% white. 

4.3 Task Description 
In a minimal interface, participants asked to discern the truth of 
20 statements. Each participant saw the 20 statements in a random 
order, and rated the perceived truth of each statement (“Do you 
think the statement in the grey box is true or false?”) on a slider scale 
with 1 decimal from 1 (“Definitely False”) to 5 (“Definitely True”). 
After the rating, the participants would receive feedback from an 
AI system and be asked if they want to revise their rating (“Would 

Figure 6: The interface used in the user study 

you like to revise your estimate: Do you think the statement in 
the grey box is true or false?”) on a slider scale with 1 decimal 
from 1 (“Definitely False”) to 5 (“Definitely True”) with the default 
value being same as the previous rating. Participants also rated 
their knowledge on the topic (“How knowledgeable are you on the 
topic of [topic]”) on a slider scale with 1 decimal from 1 (“Not at all 
knowledgeable”) to 5 (“Very much knowledgeable”). The selection 
of statements and generation of AI feedback is further explained in 
section 4.1 and the task interface can be seen in Fig. 6. 

4.4 Randomization 
For the main discernment task, participants were randomly as-
signed to one of two conditions: (i) news headline statements or (ii) 
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trivia item statements (between-subjects); and one of two condi-
tions (i) no explanation (“This is true / false”), or (ii) explanation 
(“This true / false because. . . ”) (between-subjects). The order of 
the stimuli being presented was also randomized. See Fig. 2 for 
examples of items across conditions. 

4.5 Post Task Survey 
After the discernment task, participants were asked to complete 
post-test surveys to measure their critical thinking, and level of self-
reported trust in the agent providing them with explanations. To 
measure the level of critical thinking of subjects, we used cognitive 
reflection test (CRT), a task designed to measure a person’s ability 
to reflect on a question and resist reporting the first response that 
comes to mind [30]. For the CRT we randomly sampled three items 
from the extended CRT [88]. Finally, following Epstein et al. [23], 
to assess trust in the AI agent participants answered a battery of six 
trust questions derived from Mayer, Davis, and Schoorman [64]’s 
three factors of trustworthiness: Ability, Benevolence and Integrity 
(ABI). 

4.6 Consent and Ethics 
This research complies with all relevant ethical regulations and the 
MIT’s Committee on the Use of Humans as Experimental Subjects 
determined this study to fall under Exempt Category 3 – Benign 
Behavioral Intervention. The exemption identification number for 
this study is E-3754. All participants are informed that “This is an 
MIT research project. All data for research are collected anony-
mously for research purposes. We will ask you about your attitudes 
towards information and AI systems. For questions, please con-
tact [Retracted]. If you are under 18 years old, you need consent 
from your parents to continue.” Participants recruited from Pro-
lific were compensated at a rate of $10.82 an hour. At the end of 
the experiment, participants were informed that they had received 
AI explanations that were sometimes factually incongruent in the 
experiment, being told that “In this study, you were asked to col-
laborate with an AI-system for rating the accuracy of statements. 
All feedback in this study was AI-generated. Some of the feedback 
from the AI system was simply deceptive,” where deceptive refers 
to AI explanations that supported factual incongruence similar to 
how LLMs sometimes hallucinate factually incorrect or mislead-
ing information. Future work must explore the limits, ethics, and 
consequences of exposing participants to AI-generated content. 

4.7 Analysis 
In order to gain insights into whether explanations lead to more 
accurate beliefs, we first compare the belief ratings of user with 
AI-generated explanations (honest and deceptive) and no feedback. 
Accuracy was coded by subtracting the belief ratings from the 
ground truth per rating per participants. 

To investigate the relationship between statement ground truth, 
the presence of explanations, and deceptive classifications (X1, X2, 
and X3) and belief (Y1), along with their potential interactions and 
moderator variables, we employed ordinary least squares (OLS) 
regression models. 

We analyzed a total of 23,980 observations of belief ratings 
(12,200 trivia statement observations and 11,780 news headline 

observations) of true and false statements, collected through our 
experiment. The response variable, Y1, represent the participant 
belief, while the predictor variables are as follows: X1 - statement 
ground truth, X2 - presence of AI explanation, and X3 - deceptive AI 
feedback. The moderator variables include the following z-scored 
variables: logical validity, self-reported prior knowledge, cognitive 
reflection test score [30], and trust in AI systems[23, 64]. 

We chose an Ordinary Least Squares (OLS) regression model 
for its analytical rigor in assessing linear relationships and con-
trolling for confounding factors and mediators, making it ideal to 
intricately dissect the effects of AI explanations on belief accuracy 
and to unravel the complex dynamics between statement truth, 
explanation presence, and deception effectively. We assume that 
errors are independent and normally distributed with constant vari-
ance. Interaction terms between the predictors (X1:X2, X1:X3, and 
X2:X3) were included in the model to examine any joint effects of 
the veracity and explainability factors on belief distribution (Y1). 
Belief refers to the participants’ subjective judgments about the 
truthfulness of the statements. We preregistered our analysis at 
https://aspredicted.org/YLK_S3F. 

Our moderation analysis for CRT, need for cognition, trust, and 
prior knowledge was conducting by, for each moderating variable, 
re-running the main analysis model with the addition of the z-
scored moderator and all interactions. Additionally, our moderation 
analysis also examined the 4-way interaction between veracity, 
explanation veracity, explanation type and the moderator. 

We also conducting a moderation analysis for logical validity 
by re-running the main analysis model restricting to the classifi-
cation + explanation condition, with the addition of the z-scored 
moderator and all interactions (limiting to only AI classifications 
with explanation) and examining the 3-way interactions between 
veracity, explanation veracity, explanation type and the moderator. 

We then conducted a moderation analysis for number of premises, 
perceived truthfulness and perceived logical validity running the 
main analysis model restricted to deceptive explanations examining 
the interactions between headline veracity, number of premises, av-
erage perceived truthfulness of the premises and average perceived 
logical validity of the premises. 

Lastly, we conducted a moderation analysis for the word count 
and reading ease by running the main analysis model restricted 
to deceptive explanations and examining the interactions between 
headline veracity, word count, and reading ease of the explanations. 

5 Results 
5.1 Deceptive AI-generated Classifications with 

Explanations are more Persuasive than 
Honest AI-generated Explanations 

To understand the persuasiveness of deceptive AI-generated ex-
planations, we compared the relative persuasiveness of deceptive 
and honest explanations on belief change (i.e. the absolute differ-
ence in rating from before and after seeing an AI classification 
with explanation per item per participant). We find that deceptive 
AI-generated explanations are significantly more persuasive than 
honest explanations on both true and false news headlines (𝛽 = 0.40, 
𝑝 < 0.0001 and 𝛽 = 0.29, 𝑝 = 0.003, respectively, not preregistered). 
Prior research has shown that fake news is shared more often that 

https://aspredicted.org/YLK_S3F
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Figure 7: The results (n = 589) on the impact of AI-generated explanations and deceptive classifications on participants’ belief 
updates for news headlines. The error bars represent a 95 percent confidence interval. The measure of the center for the error 
bars represents the average rating. P-value annotation legend: ns: 𝑝 > 0.05, *: 𝑝 ≤ 0.05, **: 𝑝 ≤ 0.01, ***, 𝑝 ≤ 0.001, ****: 𝑝 ≤ 0.0001 

true news due to factors such as novelty and emotional content 
(fear, disgust, and surprise) [93]. It is likely similar factors are at 
play for deceptive explanations, potentially explaining why they 
were found to be more persuasive than honest explanations. The 
full regression table can be found in Table 3 in the Appendix. 

5.2 Explanations Can Amplify Beliefs in False 
Information 

To ensure our results were caused by explanations and not simply la-
beling information as true or false, we compared the influence of AI 
feedback with and without explanations (deceptive AI-generated 
explanations and deceptive AI-generated classifications, respec-
tively). 

While we found that accurate classifications with and without 
explanations significantly increase beliefs in true information and 
decrease beliefs false information (see Appendix 2), our results also 
show that deceptive AI-generated classifications without explana-
tion, significantly increase belief in false news headlines (𝛽 = 0.71, 
𝑝 < 0.0001) and decreases belief in true news headlines (𝛽 = −1.72, 
𝑝 < 0.0001). In extension, when accompanied by deceptive AI-
generated explanations, beliefs in false news headlines were further 
significantly increased beyond the effects of deceptive classifica-
tions without explanation (𝛽 = 0.32, 𝑝 = 0.009); and beliefs in true 
news headlines were further significantly decreased beyond decep-
tive classifications without explanations (𝛽 = −0.72, 𝑝 = 0.0001). 
These results suggests that the effects of deceptive AI systems 
significantly amplify beliefs in information beyond classifications 

without explanations (Fig. 8). The full results can be found in Table 
2 in the Appendix. 

5.3 Personal factors moderate the influence of 
deceptive AI explanations 

In previous studies, cognitive reflection as measured by the Cogni-
tive Reflection Test [30] has been found to associate with people’s 
ability to correctly identify misinformation [74]. However, when 
receiving AI feedback on the truth and falsehood of news head-
lines, our exploratory results revealed no significant interactions 
with cognitive reflection level and deceptive classifications both 
with and without explanations for false news headlines (𝛽 = −0.09, 
𝑝 = 0.20 and 𝛽 = 0.13, 𝑝 = 0.15, respectively) and true news head-
lines (𝛽 = 0.16, 𝑝 = 0.20 and 𝛽 = 0.25, 𝑝 = 0.15, respectively). This 
suggests that introducing an evaluative AI system framed as a fact-
checking system might override the effects of cognitive reflection 
on truth discernment of news headlines. This may be attributed to 
several factors. First, the presence of information labeled as pro-
vided by “AI” might induce a reliance effect, where individuals defer 
judgment to the technology [62] — even LLMs [77] , potentially 
undermining their reflective capacities [74]. This effect could be 
accentuated by the perceived authority or credibility of language 
based AI systems, which might attenuate the influence of cognitive 
reflection [105]. Additionally, the complexity or novelty of informa-
tion such as new facts they have no knowledge of revealed in AI 
explanation could confuse or overwhelm users, reducing the effec-
tiveness of their cognitive reflection in evaluating the information 
[48]. Lastly, it is also possible that individuals with high cognitive 
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Figure 8: The results (n = 589) on the impact of deceptive AI-generated explanation and deceptive classifications on participants’ 
belief updates for news headlines. The error bars represent a 95 percent confidence interval. The measure of the center for the 
error bars represents the average rating. Left: The individual effects of deceptive AI-generated explanations and deceptive AI 
classifications on belief rating of true and false news headlines. Right: The effects of logically invalid deceptive AI-generated 
explanations on belief rating for true and false news headlines, respectively. The results were analyzed using an ordinary least 
squared linear regression. P-value annotation legend: ns: 𝑝 > 0.05, *: 𝑝 ≤ 0.05, **: 𝑝 ≤ 0.01, ***, 𝑝 ≤ 0.001, ****: 𝑝 ≤ 0.0001 

reflection are already near their maximum ability to discern truth 
from falsehood, resulting in a ceiling effect that leaves little room 
for AI-generated explanations to induce cognitive reflection. 

Trust in AI systems has in previous literature been highlighted 
as an important feature moderating the effects of explanations on 
people’s beliefs [39, 100]. Our results showed a significant effect 
of self-reported trust in AI systems on participants’ belief ratings 
when getting deceptive classifications without explanations (true 
headlines: 𝛽 = −0.64, 𝑝 = 0.0001; false headlines: 𝛽 = 0.38, 𝑝 = 
0.0001). However, we did not find these effects to be significantly 
increased when getting deceptive classifications was accompanied 
with explanations (true headlines:𝛽 = −0.11, p = 0.79; false headlines 
𝛽 = −0.01, p = 0.59), indicating that trust in AI systems does not 
play a role the increased persuasion effects of receiving deceptive 
AI-generated explanations. 

Lastly, research has highlighted prior knowledge as a signifi-
cant predictor of correctly identifying fake news [75]. However, 
it is unclear whether these effects extend to AI-generated decep-
tive explanations. To evaluate these effects, we had participants 
rate their own perception of knowledge about a news headline 
after rating their belief in the news headline. When receiving AI 
classifications without explanations that were truthful (honest), 
self-reported prior knowledge was associated with increased be-
liefs in true news headlines (𝛽 = 0.44, 𝑝 < 0.0001) and associated 
with decreased beliefs in false headlines (𝛽 = −0.11, 𝑝 = 0.001). 
Conversely, when receiving deceptive classifications without ex-
planations, prior knowledge was not found to have any significant 

effects on beliefs in false and true news headlines (𝛽 = −0.05, 
𝑝 = 0.54 and 𝛽 = 0.02, 𝑝 = 0.86, respectively). However, while there 
were no significant effects of deceptive AI-generated explanations 
on true news headlines (𝛽 = −0.19, 𝑝 = 0.19), self-reported prior 
knowledge was associated with significantly increased beliefs in 
false news headlines when receiving deceptive AI-generated ex-
planations (𝛽 = 0.18, 𝑝 = 0.02). This suggests that individuals who 
report themselves as knowledgeable on a news headline might not 
necessarily be more resilient to deceptive AI classifications on true 
news headlines, and, in fact, might even be more susceptible to be-
lieving false news headlines when given deceptive AI explanations. 
One possible explanation for these results could be due to what is 
known as overconfidence bias [49, 96], where those who voice their 
perceived knowledge level to be high tend to overestimate their 
ability. Future research should compare these results with an ob-
jective assessment of people’s prior knowledge to more accurately 
detail the differences.The complete results can be found in Table 7 
(CRT), Table 6 (trust), Table 5 (prior knowledge) in the Appendix. 

5.4 Deceptive AI-generated explanations that 
are logically invalid decrease people’s 
beliefs in false news headlines 

Researchers have suggested that people’s ability to identify logical 
flaws (or logical fallacies) could play an essential role in refuting 
misinformation [11–14]. In order to investigate the influence of logi-
cal validity of deceptive AI-generated explanations, we modeled the 
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influence of logical validity of explanations on participants’ belief 
rating using a linear regression, where logical validity is when the 
truth of the AI-generated explanation necessarily implies the truth 
of the AI-generated classification (logically valid) in comparison to 
where the truth of the classification is independent from the truth 
of the explanation (logically invalid) (See Section 4.1). Limiting the 
data to only ratings where explanations were present, our results 
show that while logically invalid deceptive AI-generated explana-
tions did not have any significant effects on participants’ belief rat-
ing of true news headlines (𝛽 = −0.31, 𝑝 = 0.13), logically invalid 
deceptive AI-generated explanations lead to significantly lower 
belief ratings compared to logically valid deceptive AI-generated 
explanations for false news headlines (𝛽 = −0.35, 𝑝 = 0.02). This 
suggests that participants are more likely to reject deceptive expla-
nations for false news headlines when the explanations are logically 
invalid. One reason for this could be that some participants were 
able to notice the lack of a logical connection between the AI expla-
nations and classification labels, which would align with previous 
work showing that individuals with higher analytical thinking per-
form better on truth discernment tasks [74]. This could hint at the 
potential for teaching logical analysis and critical thinking skills to 
mitigate the influence of deceptive AI-generated explanations for 
false information. An overview of the results can be found in Table 
4 and Fig. 8. 

6 Discussion 

6.1 Deceptive AI Explanations Can Undermine 
Truth and Manipulate Public Perception of 
Information 

Our findings demonstrate that deceptive AI explanations can sig-
nificantly affect people’s truth discernment; deceptive explanations 
lead to increased belief in false headline statements and decreased 
belief in true headline statements. These results demonstrate that 
deceptive AI explanations can be more persuasive than deceptive 
classifications without explanations. Our results contribute to the 
understanding of how the increasing capabilities of these AI systems 
raise concerns about their potential to influence beliefs, deceive, 
and control public opinion at scale through personalized target-
ing [32, 37, 47, 51, 51–53, 85, 92]. Our study’s findings on news 
headlines are particularly relevant to understanding how AI might 
mediate people’s understanding of information and their subse-
quent decision making in the future. Other studies have shown that 
misleading headlines impact readers’ memory, inferential reason-
ing, behavioral intentions, and impressions because readers might 
struggle to update their memory to correct initial misconceptions 
[19]. Furthermore, studies have found that social media users often 
share articles based solely on headlines, without actually clicking 
on the shared URLs [31]. Therefore, our study contributes to the 
understanding of how deceptive AI that manipulates explanations 
of headlines, whether in the form of fake comments or the analysis 
of headlines, can in the future have a negative impact on society. 

6.2 Logical Validity matters for Deceptive AI 
explanations 

Previous research in social psychology has shown that explanations, 
regardless of their quality or veracity, can significantly influence 
people’s actions and beliefs [29, 56, 83]with some evidence that this 
might also extend to AI systems[21]. However, our study reveals 
that the logical validity of these explanations also plays a crucial 
role. Specifically, we do not find that deceptive AI explanations 
concerning false headlines affect individuals when they are logi-
cally invalid. In contrast, deceptive AI explanations regarding true 
headlines impact people’s beliefs regardless of their logical valid-
ity. This suggests that convincing individuals that false arguments 
are true is more challenging and requires a logical explanation (re-
gardless of being honest or deceptive) to be effective. Our findings 
contribute to our understanding of placebic information, highlight-
ing the importance of logical validity in enhancing their credibility. 
Moreover, our results also highlight an opportunity for training 
people’s ability to identify logically invalid arguments to assist 
them in reliably processing misinformation. Previous research has 
already shown promising results from assisting users with logical 
reasoning [12] to novel AI-interaction methods that promote criti-
cal thinking through questioning [14]. Future research may extend 
on this work by investigating the additive effect of teaching logical 
reasoning skills in improving individuals’ ability to discern true 
from false information. 

While the study predominantly explored the role of logical rea-
soning (Logos) in the persuasiveness of deceptive AI-generated 
explanations, it is essential to acknowledge the influence of emo-
tional appeal (Pathos) and credibility (Ethos) in persuasion. Many 
arguments, particularly in highly contested areas such as politics 
or religion, leverage Pathos by appealing to emotions, or Ethos by 
drawing on authority or character to persuade [43]. The authorita-
tive tone of many LLMs has already shown to be persuasive in pre-
vious research. Future research should explore how AI-generated 
explanations that integrate emotional and authoritative appeals 
might impact belief systems differently than those based purely on 
logic. 

6.3 Personal Factors Contribute to the Effects of 
Deceptive AI Explanations 

As we found in our study, various personal factors can play a sig-
nificant role in the effects of deceptive AI explanations on an indi-
vidual’s belief in news headlines. These factors include a person’s 
level of cognitive reflection, trust in AI systems, and perceived prior 
knowledge on the subject matter. We chose our measures very care-
fully, however, we acknowledge the complexity of these concepts 
and the vast variety of alternative existing measures. 

Our study did not find higher cognitive reflection to be associated 
with changes in belief when receiving deceptive AI explanations. 
Previous findings has found cognitive reflection a reliable predictor 
of one’s ability to discern false from true information [74]. However, 
our results suggest that introducing an evaluative AI system that 
gives deceptive explanations might lower this effect. This could be 
due to the novel context introduced by deceptive AI explanations, 
where false rationales and explanations might cloud the reasoning 
process, making people more unlikely to reflect. 
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Regarding trust in AI, our results showed that while trust was as-
sociated with an increased susceptibility to deceptive classifications 
without explanations, was not associated with increased effects of 
deceptive classifications with explanations. This finding suggest 
that, regardless of the individual’s trust in the AI system, when 
faced with both a classification and an explanation, an explanation 
together with general trust doesn’t necessarily make one even more 
likely to believe the classification more. 

Lastly, our study indicated that individuals who perceived them-
selves as more knowledgeable were more associated with believing 
false news headlines when getting deceptive AI explanations. This 
finding could be due to the overconfidence bias [49, 96], where 
those who voice their perceived knowledge level to be high, could 
overestimate their ability to critically evaluate the AI systems’ out-
puts or to identify false information correctly. Alternatively, it could 
also be that they might attribute higher credibility and ligitimacy to 
the information provided by AI systems when they provide explana-
tions if they make the systems be perceived as more knowledgeable 
or expert-like than themselves [15]. 

While our findings indicate that perceived prior knowledge can 
influence the effectiveness of deceptive explanations, prior beliefs, 
especially those tied to personal or ideological values, can also 
play a critical role in belief formation and resistance to misinfor-
mation [18]. For example, for someone who deeply cares about an 
issue, like abortion, they might be generally less likely to shift their 
beliefs. Future studies should examine the impact of prior beliefs 
and their strength on belief change when exposed to AI generated 
explanations. 

6.4 Generalization of Results to Future AI 
Systems 

As exemplified in this study, personal factors mediate the influence 
of explanations on humans beliefs. Extending upon these findings, 
research has shown that prior beliefs about AI systems can sig-
nificantly influence how people integrate or reject AI-generated 
information [22, 71]. Taking this into account, the impact of de-
ceptive AI explanations might vary significantly across different 
cultural and contextual settings. Factors such as political climate, 
prevalent media literacy, and language around AI can influence 
how deceptive explanations are received and believed. For instance, 
research has shown that the choice of terminology significantly 
influences people’s perceptions and reactions towards AI-generated 
content, with different terms leading to varying degrees of accuracy 
in identification and emotional response across different cultural 
contexts [22]. Moreover, while research has shown LLMs to be sig-
nificantly more authoritative, persuasive, seemingly logically valid 
and even preferred over human-authored content, it is unclear to 
which extent the effects of deceptive explanations identified in this 
paper would transfer to human-authored deceptive explanations. 

Second, our study utilized GPT-3, the most advanced language 
model available during the experimental period, to generate expla-
nations. Although more sophisticated models have since surpassed 
its capabilities, our results indicate that even at the GPT-3 level, the 
model was able to produce deceptive explanations that adversely 
affected people’s beliefs. It is important to recognize that while 
more advanced models generally exhibit less hallucination and 

incorporate more robust safeguards for the information they gen-
erate, researchers have repeatedly demonstrated that the safety 
measures implemented in large language models (LLMs) can be 
easily circumvented through techniques such as "jailbreaks" [61, 99] 
or fine-tuning. For instance, an individual fine-tuned a readily avail-
able model on the HuggingFace platform using a dataset of posts 
from an online forum known for hosting harmful and offensive con-
tent, resulting in the generation of more than 30,000 posts on the 
platform [37]. Even recent models designed for advanced reasoning 
capabilities, such as OpenAI’s Q* model, still exhibit hallucination 
but with more sophisticated justifications [50] 

As a result, even with better models becoming available, it likely 
that not only can these be exploited to generate misleading or 
deceptive explanations, even with safety measures in place, but 
they could even be misused to generate deceptive explanations far 
more persuasive and scalable than demonstrated here. As LLMs 
continue to advance and become more sophisticated, it is crucial 
for researchers and developers to remain vigilant in identifying 
and addressing potential vulnerabilities to ensure the responsible 
deployment of these technologies. 

6.5 Is AI-Explanability Not Enough? 
Implications for HCI Research and 
Human-AI Interaction 

The findings of this study have implications for HCI research and 
Human-AI interaction design, particularly in the context of AI-
assisted decision-making systems. As AI-generated explanations 
become more prevalent in user interfaces, understanding their po-
tential for deception and influence on human beliefs is crucial. Our 
results underscore the need for HCI researchers to develop new 
human-centric evaluation frameworks that assess the impact of AI 
explanations on user beliefs and decision-making processes, going 
beyond the traditional focus on model accuracy as a benchmark. 
Future research should focus on creating robust methods to evalu-
ate the veracity and impact of AI-generated explanations in various 
contexts, incorporating interactive human evaluations that capture 
the dynamic nature of human-AI interactions [45, 71, 90, 91]. 

Researchers should explore interface designs and interaction pat-
terns that can help users critically evaluate AI-generated content. 
This may include developing visual cues or interactive elements 
that prompt users to question or verify explanations, especially 
when dealing with sensitive or high-stakes information. For in-
stance, AI feedback can be designed to take a proactive approach 
by asking questions rather than merely providing correct answers, 
encouraging users to engage more deeply with the subject matter 
and develop their own analytical skills [13]. Interfaces could also in-
corporate brief "reflection prompts" that ask users to consider their 
prior knowledge or seek additional information before accepting an 
AI’s explanation. Prior research has, for instance, shown that forc-
ing people to wait before interacting with the AI as this has been 
shown to lead to more critical engagement [98]. Given the varying 
levels of user trust in AI systems, designers should create adaptive 
interfaces that adjust the presentation of explanations based on 
individual user characteristics and interaction history [46].Such an 
adaptation approach could have AI systems deliberately testing the 
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user, ensuring that they remain vigilant and teach them how to 
improve if they fail the tests. 

Our findings on the role of logical validity in mitigating the 
impact of deceptive explanations suggest a new direction for HCI 
research in AI literacy. Researchers should investigate how to effec-
tively incorporate logical reasoning training into user interfaces, 
potentially developing interactive tutorials or in-situ guidance that 
can help users identify logically invalid arguments. This could in-
volve presenting explanations in a step-by-step format, allowing 
users to question or challenge each premise. Designers should also 
consider implementing a "multiple perspectives" feature [40], where 
the system provides alternative viewpoints or explanations along-
side the primary one, promoting a more balanced understanding 
of complex issues. This could also include in-the-moment training 
where the AI challenges the participant during the co-reasoning 
task [12]. 

To enhance users’ ability to detect deceptive explanations, sys-
tems could incorporate educational elements, such as periodic tips 
or interactive tutorials on logical fallacies and critical thinking skills. 
Educational tools like A Mystery for You, a game enhanced by LLMs, 
that interactively promote fact-checking and critical thinking, has 
been shown to help foster skepticism and resilience against misin-
formation [84]. Finally, to address the potential long-term effects of 
exposure to deceptive explanations, designers should explore ways 
to track and visualize users’ interaction history with AI-generated 
content, helping them become more aware of their information 
consumption patterns and potential biases [57, 65]. 

However, while end-user education, AI literacy and interface 
design improvements are important, LLM models are ultimately de-
veloped and released by LLM developers and makers. LLM makers 
might hold some if not all of the responsibility for the technology 
they release into the world. For example, photocopy machines have 
built-in mechanisms that prevent making copies of paper currency. 
Similarly, there could be stronger requirements of LLM makers to 
include safety mechanisms preventing LLM deception before model 
releases, making them liable if these mechanisms are not effective. 
We are already seeing newer models having less hallucinations, but 
they are still “willing” to generate misinformation. For example, 
some (ChatGPT, GPT3) have been found very willing while others 
(Falcon, OPT IML MAX) have been found somewhat willing [94], 
and even willing of producing platform specific versions and deploy 
it automatically [3]. Enforcing stricter regulations and accountabil-
ity measures on LLM developers might put pressure on them to 
enhance the safety and reliability of their models, ensuring that 
they have robust mechanisms in place to minimize the potential 
for misinformation and deception instead of placing the burden on 
users to detect and resist AI-generated misinformation, when in 
fact the creators of these powerful systems are best positioned to 
implement systemic safeguards. 

This research raises important ethical considerations for HCI 
practitioners working on explainable AI systems. As we have demon-
strated, explanations can be weaponized to deceive users. HCI re-
searchers must grapple with the dual-use nature of explanation 
technologies and develop guidelines for responsible development 
and deployment of AI explanation systems. By implementing these 
research directions and design guidelines, researchers and develop-
ers can create AI systems that not only provide explanations but 

also actively support users in critically evaluating and contextualiz-
ing AI-generated information, ultimately fostering a more informed 
and discerning user base. 

6.6 Limitations and Future Work 
This study, while offering valuable insights into the persuasiveness 
of AI-generated explanations, has several limitations that should be 
addressed in future research. First, the experimental setting, though 
controlled, may not fully capture the complexity of real-world 
interactions with AI systems and misinformation. Future work 
should explore these dynamics in more naturalistic environments, 
perhaps utilizing mock social media platforms or news aggregators 
to better simulate authentic user experiences. 

Future research should also compare the persuasiveness of expla-
nations across different AI models and human experts to provide 
a more comprehensive understanding of the phenomenon. Our 
study primarily focused on short-term effects, and longitudinal 
research is needed to examine how repeated exposure to deceptive 
AI explanations might influence user behavior and trust over time. 

Furthermore, while we explored some individual differences, a 
more in-depth investigation of how various user characteristics 
interact with the persuasiveness of AI explanations could yield valu-
able insights for personalized interface design. Our quantitative 
approach, while robust, could be enriched by incorporating quali-
tative data to provide deeper insights into participants’ reasoning 
processes. Future work should consider mixed-methods approaches, 
including post-experiment interviews or think-aloud protocols. 

Lastly, our study focused primarily on the content of explana-
tions, with limited exploration of how different presentation for-
mats or interaction modalities might influence their persuasiveness. 
Future research should investigate how various user interface de-
signs and interaction paradigms could mitigate the impact of decep-
tive explanations and support critical evaluation of AI-generated 
content. For example, presenting deceptive explanations through a 
text interface may affect user perceptions differently compared to 
explanations delivered via voice or an embodied virtual agent. By 
addressing these limitations and expanding on our findings, future 
work can contribute to the development of more robust, ethical, and 
user-centered AI systems, ultimately enhancing our understanding 
of human-AI interaction in the context of misinformation and trust. 

7 Ethical Considerations 
The findings from this research inevitably raise ethical concerns. 
Specifically, there’s an acknowledgment that the insights gained 
from understanding deceptive AI-generated explanations might 
inadvertently aid malicious actors in crafting more convincing 
misinformation. This raises the question: Should such research be 
conducted and shared publicly? To address these serious concerns, 
it is essential to clarify how our research contributes more good 
than harm. 

First, we recognize the potential for this work to be misused. 
While many technological advancements can be exploited for nefar-
ious purposes — paper printers can create counterfeit money and 
the internet can spread false information far and wide, it’s crucial 
to approach AI and its capabilities with a balanced perspective. Just 
as with any other technology, knowing the risks associated with 



CHI ’25, April 26–May 01, 2025, Yokohama, Japan Danry et al. 

AI-generated misinformation and explanations early can aid in pre-
emptively implementing robust ethical frameworks, regulations, 
and educational initiatives for mitigation. The primary intention 
of our research is to preempt and counteract such misuse, equip-
ping stakeholders with the knowledge needed to strengthen AI 
systems against manipulation. Based on our research findings, this 
knowledge involves: 

• Understanding Deceptive Persuasion Mechanisms: The 
study found that deceptive AI-generated explanations were 
significantly more persuasive than honest ones, affecting be-
lief in both true and false news headlines. This reveals how 
AI explanations can skew perceptions, highlighting the need 
for strategies to recognize and counteract such persuasion. 
By understanding these mechanisms, stakeholders can de-
velop better tools and practices for detecting and mitigating 
the effects of deceptive content. 

• Enhancing AI Literacy: Given that logically invalid de-
ceptive explanations decrease belief in false news headlines, 
educational programs can focus on enhancing individuals’ 
ability to identify logical fallacies. This result suggests that 
improving logical reasoning skills can make people more 
resilient to misinformation, and underscores the importance 
of teaching these skills as part of AI literacy initiatives. 

• Designing Robust AI Interfaces: The study’s finding that 
personal factors, such as trust in AI and perceived prior 
knowledge, influence belief changes suggests that AI inter-
faces can be tailored to address these factors. For instance, 
interfaces might include features that prompt users to re-
flect on their own knowledge or challenge trust assumptions, 
thereby encouraging a more critical engagement with AI-
generated explanations. 

• Policy and Regulation: The research indicates that decep-
tive AI-generated classifications, especially when combined 
with explanations, amplify belief in false information. Poli-
cymakers can use these insights to develop regulations that 
require greater transparency and verifiability in AI outputs, 
ensuring users understand the basis of AI-generated claims 
and can critically assess their truthfulness. 

• Promoting Accountability and Stricter Industry Stan-
dards: This research demonstrates that LLMs can produce 
deceptive explanations with significant psychological im-
pact on users, underscoring the importance of accountabil-
ity among LLM developers. Although many developers are Data Availability 
already implementing safeguards aimed at reducing hallu-
cinations, there is an opportunity to further promote these 
efforts by setting stricter industry standards through policy. 
Establishing more rigorous requirements for LLM deploy-
ment could encourage developers to spend more resources 
on enhancing their systems’ ability to detect and address po-
tentially misleading or deceptive content before these models 
are released into the wild. 

8 Conclusion 
Our findings underscore the significant impact that deceptive AI-
generated explanations can have on shaping public opinion and 
influencing individual beliefs. The ability of these explanations to 

not only present misinformation but also provide seemingly logical 
justifications makes them particularly potent tools for misinfor-
mation campaigns. This is especially concerning in the context 
of political discourse, scientific communication, and social media, 
where the rapid dissemination and acceptance of false information 
can have real-world consequences. 

The persuasive power of deceptive explanations, as demon-
strated in our study, highlights a critical vulnerability in the public’s 
ability to discern truth from falsehood when interacting with AI-
generated content. This is compounded by the finding that even 
individuals who consider themselves knowledgeable are not im-
mune to the influence of these deceptive explanations. In fact, our 
results suggest that self-assessed knowledge may even increase 
susceptibility to believing false information when it is accompanied 
by a deceptive explanation. This could be due to a combination of 
overconfidence and the sophisticated nature of the explanations 
that make the misinformation seem credible. 

Moreover, the role of logical validity in the effectiveness of decep-
tive explanations is particularly noteworthy. Our study found that 
logically invalid explanations were less effective in persuading indi-
viduals to believe false headlines, suggesting that enhancing critical 
thinking and logical reasoning skills could be a viable strategy to 
combat the influence of misinformation. This aligns with previ-
ous research emphasizing the importance of education in logical 
fallacies and critical thinking as tools for empowering individuals 
to better evaluate the information they encounter, particularly in 
digital environments where AI-generated content is prevalent. 

While AI has the potential to bring about significant benefits, its 
capability to generate persuasive, deceptive explanations poses a se-
rious risk to informational integrity and public trust. Our study high-
lights the urgent need for comprehensive strategies that address the 
dual aspects of enhancing public resilience against misinformation 
and ensuring responsible AI development and deployment. 
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9 Extended Data 

9.1 Deceptive AI-generated Explanations 
Increase Beliefs in False Headlines and 
Decrease Beliefs in True Headlines 

In order to gain insights into whether explanations lead to more 
accurate beliefs, we first compare how accurately participants rated 
true and false news headlines before (no feedback) and after get-
ting deceptive AI-generated explanations. We coded accuracy by 
subtracting the belief ratings from the ground truth per rating per 
participant. Running an analysis of variance (ANOVA), we found 
that deceptive AI-generated explanations lead to a significantly 
lower accuracy than no feedback (14 percentage point difference, 
𝐹 (2, 10959) = −36, 𝑝 < 0.0001, ANOVA Welch). 

Breaking these results down into beliefs in true and false news 
headlines, we find that deceptive AI explanations significantly in-
crease beliefs in false headlines and significantly decrease beliefs 
in true headlines (𝛽 = −2.44, 𝑝 < 0.001 and 𝛽 = 1.03, 𝑝 < 0.001, re-
spectively), suggesting that deceptive AI explanations significantly 
diminish people’s ability to tell true news headlines from false news 
headlines. 
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Supplementary Figure 1: The results (n = 589) on the impact of honest and deceptive AI-generated explanation and classifications 
on participants’ belief updates for news headlines. The error bars represent a 95 percent confidence interval. The measure of 
the center for the error bars represents the average rating. A: The individual effects of honest AI-generated explanations on 
belief rating of true and false news headlines. B: The individual effects of deceptive AI-generated explanations on belief rating 
of true and false news headlines. 

9.2 List of Stimuli 
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Supplementary Table 1: List of Stimuli shows the news headlines and trivia statements used in the experiment. 

9.3 Statistical Analysis 
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Dependent variable: Belief Rating 

News Headlines Trivia Items 
Constant 1.61∗∗∗ 0.35∗∗∗ 

(0.10) (0.06)
True Statement 2.16∗∗∗ 0.18∗∗ 

(0.13) (0.07) 
Deceptive Explanations 1.03∗∗∗ -0.79∗∗∗ 

(0.14) (0.11) 
Deceptive Explanations * True Statement -2.44∗∗∗ -0.41∗∗∗ 

(0.18) (0.11) 
Observations 6,000 6,000 
Participants 589 610 
𝑅 2 0.33 0.29 
Adjusted 𝑅2 0.33 0.29 
Residual Std. Error 1.12 0.83 
F Statistic 165.97∗∗∗ 115.22∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 1: Linear model with robust standard errors clustered at the participant and headline levels predicting 
belief rating across news headlines. We use a headline veracity dummy variable (0=false, 1=true), and a deceptive explanation 
dummy variable indicating whether the participant received an explanation that was deceptive or honest (0=Honest, 1=Decep-
tive). 

Dependent variable: Belief Rating 

News Headlines Trivia Items 
Constant 1.68∗∗∗ 2.29∗∗∗ 

(0.11) (0.15) 
True Statement 1.94∗∗∗ 1.52∗∗∗ 

(0.14) (0.22) 
Explanation -0.07 -0.02 

(0.06) (0.06) 
Deception 0.71∗∗∗ 1.19∗∗∗ 

(0.10) (0.10) 
Explanation * True Statement 0.22∗∗ 0.11 

(0.08) (0.11) 
Deception * True Statement -1.72∗∗∗ -2.57∗∗∗ 

(0.14) (0.15) 
Deception * Explanation 0.32∗∗ 0.01 

(0.12) (0.15) 
Deception * Explanation * True Statement -0.72∗∗∗ -0.28 

(0.19) (0.22) 
Observations 11,780 12,200 
Participants 589 610 
𝑅 2 0.30 0.22 
Adjusted 𝑅2 0.30 0.22 
Residual Std. Error 1.13 1.27 
F Statistic 109.34∗∗∗ 151.22∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 2: Linear model with robust standard errors clustered at the participant and headline levels predicting 
belief rating across explanation and no explanation AI feedback. We use a headline veracity dummy variable (0=false, 1=true), 
a deceptive classifications dummy variable (0=honest, 1=deceptive), and an explanations dummy variable indicating whether 
the participant a classification with or without explanation (0=No explanation, 1=Explanation). 
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Dependent variable: Belief Rating 

News Headlines Trivia Items 
Constant 0.39∗∗∗ 0.54∗∗∗ 

(0.08) (0.04) 
Deceptive Feedback 0.29∗∗ 0.40∗∗∗ 

(0.10) (0.08) 
Observations 2,336 3,664 
𝑅 2 0.02 0.04 
Adjusted 𝑅2 0.02 0.04 
Residual Std. Error 0.95 0.96 
F Statistic 8.97∗ 24.33∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 3: Linear model with robust standard errors clustered at the participant and headline levels predicting 
change in belief rating between pre- and post AI explanation feedback to compare effects of deceptive and honest explanation 
feedback for true and false news headlines. We use a deceptive classifications dummy variable (0=honest, 1=deceptive) and 
limit the analysis to AI explanations and news headlines observations only. 
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Dependent variable: Belief Rating 

News Headlines Trivia Items 
Constant 1.66∗∗∗ 2.28∗∗∗ 

(0.10) (0.15) 
True Statement 2.04∗∗∗ 1.55∗∗∗ 

(0.13) (0.20) 
Deception 0.92∗∗∗ 1.20∗∗∗ 

(0.09) (0.12) 
Logically Invalid 0.12 0.09 

(0.09) (0.15) 
Deception * True Statement -2.14∗∗∗ -2.69∗∗∗ 

(0.12) (0.16) 
True * Logically Invalid -0.10 0.01 

(0.12) (0.20) 
Deception * Logically Invalid -0.35∗ -0.13 

(0.14) (0.19) 
True * Deception * Logically Invalid 0.31 0.18 

(0.20) (0.31) 
Observations 11,780 12,200 
Participants 589 610 
𝑅 2 0.30 0.23 
Adjusted 𝑅2 0.30 0.23 
Residual Std. Error 1.13 1.26 
F Statistic 103.59∗∗∗ 85.10∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 4: Linear model with robust standard errors clustered at the participant and headline levels predicting 
belief rating across logical validity of explanations, the Explanations, and deceptive AI feedback. We use a logical invalid dummy 
variable (0=logically valid, 1=logically invalid), a veracity dummy variable (0=false, 1=true), a deceptive classifications dummy 
variable (0=honest, 1=deceptive), and an explanations dummy variable indicating whether the participant a classification with 
or without explanation (0=No explanation, 1=Explanation). 
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Dependent variable: Belief Rating 

News Headlines Trivia Items 
Constant 1.72∗∗∗ 2.28∗∗∗ 

(0.11) (0.16) 
True Statement 1.88∗∗∗ 1.49∗∗∗ 

(0.14) (0.20) 
Deception 0.70∗∗∗ 1.20∗∗∗ 

(0.09) (0.10) 
Explanation -0.03 -0.02 

(0.06) (0.06) 
Knowledge -0.11∗∗ -0.11 

(0.04) (0.07) 
Deception * True Statement -1.63∗∗∗ -2.52∗∗∗ 

(0.13) (0.16) 
Explanation * True Statement 0.18∗ 0.14 

(0.09) (0.11) 
Deception * Explanation 0.26∗ -0.00 

(0.12) (0.14) 
True * Explanation * Deception -0.67∗∗∗ -0.27 

(0.18) (0.22) 
True * Knowledge 0.44∗∗∗ 0.35∗∗ 

(0.07) (0.12) 
Explanation * Knowledge -0.07 0.06 

(0.05) (0.07) 
Deception * Knowledge -0.05 0.06 

(0.09) (0.05) 
True * Explanation * Knowledge -0.01 -0.05 

(0.07) (0.10) 
Explanation * Deception * Knowledge 0.18∗ -0.16 

(0.08) (0.10) 
True * Deception * Knowledge 0.02 -0.08 

(0.14) (0.11) 
True * Explanation * Deception * Knowledge -0.19 0.16 

(0.15) (0.16) 
Observations 11,780 12,200 
Participants 589 610 
𝑅 2 0.33 0.24 
Adjusted 𝑅2 0.33 0.24 
Residual Std. Error 1.11 1.25 
F Statistic 90.70∗∗∗ 76.12∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 5: Linear model with robust standard errors clustered at the participant and headline levels predicting 
belief rating across participants’ self-reported prior knowledge ratings (z-scored), explanation and no explanation AI feedback. 
We use a prior knowledge variable, a veracity dummy variable (0=false, 1=true), a deceptive classifications dummy variable 
(0=honest, 1=deceptive), and an explanations dummy variable indicating whether the participant a classification with or without 
explanation (0=No explanation, 1=Explanation). 
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Dependent variable: Belief Rating 

News Headlines Trivia Items 
Constant 1.68∗∗∗ 2.30∗∗∗ 

(0.11) (0.15) 
True Statement 1.96∗∗∗ 1.47∗∗∗ 

(0.14) (0.22) 
Deception 0.81∗∗∗ 1.14∗∗∗ 

(0.10) (0.09) 
Explanation -0.07 -0.03 

(0.06) (0.06) 
Trust -0.03 -0.12∗∗ 

(0.03) (0.05) 
Deception * True Statement -1.87∗∗∗ -2.47∗∗∗ 

(0.14) (0.14) 
Explanation * True Statement 0.20∗ 0.11 

(0.09) (0.11) 
Deception * Explanation 0.25∗ 0.03 

(0.13) (0.15) 
True * Explanation * Deception -0.61∗∗ -0.31 

(0.19) (0.21) 
True * Trust 0.13∗ 0.35∗∗∗ 

(0.05) (0.08) 
Explanation * Trust 0.04 0.05 

(0.06) (0.05) 
Deception * Trust 0.35∗∗∗ 0.38∗∗∗ 

(0.05) (0.09) 
True * Explanation * Trust 0.01 -0.04 

(0.09) (0.09) 
Explanation * Deception * Trust -0.01 -0.05 

(0.09) (0.10) 
True * Deception * Trust -0.58∗∗∗ -0.84∗∗∗ 

(0.10) (0.14) 
True * Explanation * Deception * Trust -0.11 0.10 

(0.15) (0.19) 
Observations 11,780 12,200 
Participants 589 610 
𝑅 2 0.32 0.24 
Adjusted 𝑅2 0.32 0.24 
Residual Std. Error 1.11 1.25 
F Statistic 77.93∗∗∗ 129.30∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 6: Linear model with robust standard errors clustered at the participant and headline levels predicting 
belief rating across participants’ trust in AI systems rating (z-scored), and explanation and no explanation AI feedback. We use 
a trust variable, a veracity dummy variable (0=false, 1=true), a deceptive classifications dummy variable (0=honest, 1=deceptive), 
and an explanations dummy variable indicating whether the participant a classification with or without explanation (0=No 
explanation, 1=Explanation). 
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Dependent variable: Belief Rating 

News Headlines Trivia Items 

Constant 1.68∗∗∗ 2.29∗∗∗ 

(0.11) (0.15) 
True Statement 1.94∗∗∗ 1.52∗∗∗ 

(0.14) (0.22) 
Deception 0.71∗∗∗ 1.19∗∗∗ 

(0.10) (0.10) 
Explanation -0.06 -0.02 

(0.06) (0.06) 
CRT -0.06 -0.08∗ 

(0.03) (0.04) 
Deception * True Statement -1.72∗∗∗ -2.57∗∗∗ 

(0.14) (0.15) 
Explanation * True Statement 0.22∗ 0.11 

(0.08) (0.11) 
Deception * Explanation 0.32∗∗ 0.01 

(0.12) (0.15) 
True * Explanation * Deception -0.72∗∗∗ -0.28 

(0.19) (0.22) 
True * CRT 0.01 0.13 

(0.06) (0.08) 
Explanation * CRT -0.02 -0.03 

(0.03) (0.06) 
Deception * CRT -0.10 0.05 

(0.07) (0.07) 
True * Explanation * CRT 0.13 -0.06 

(0.08) (0.10) 
Explanation * Deception * CRT 0.13 -0.07 

(0.09) (0.09) 
True * Deception * CRT 0.17 -0.14 

(0.12) (0.14) 
True * Explanation * Deception * CRT -0.25 0.19 

(0.17) (0.18) 
Observations 11,780 12,200 
Participants 589 610 
𝑅 2 0.30 0.23 
Adjusted 𝑅 2 0.30 0.23 
Residual Std. Error 1.13 1.26 
F Statistic 65.68∗∗∗ 93.91∗∗∗ 

Note: ∗p<0.05; ∗∗p<0.01; ∗∗∗p<0.001 
Supplementary Table 7: Linear model with robust standard errors clustered at the participant and headline levels predicting 
belief rating across z-scored cognitive reflection test (CRT) score, explanation and no explanation AI feedback. We use a CRT 
variable, a veracity dummy variable (0=false, 1=true), a deceptive classifications dummy variable (0=honest, 1=deceptive), 
and an explanations dummy variable indicating whether the participant a classification with or without explanation (0=No 
explanation, 1=Explanation). 


