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Abstract 

THE COIIPllTBl<UTlLITt IS I 

IIIBKETPLlCE FOB COIIPUTD SERlICBS 

by 

Robert llatthias Frankston 

lbstraet 

B. Frankston 

Co■puters are unique in their ability to be proqra■■ed 
for a vide variety of applicatioaa •. This is in contrast 
vith hardware dedicated to specific tasks such as the 
telephone systea. Because of its flexibil1ty, a co■puter 
syste■ can support, eoncu~rently, NDJ 4i•erse serYices 
that do not require dedicated llar4var-e. Coayersely, these 
serYices act to bring the capabilities of the co■puter to 
the consu■er vho ■iqht otherwise find tile operational 
difficulty of running co■puter. proq-raas too for■idable. 

Since the co■puter is supporting ■any seryices which 
are sold to consu■ers it is natural to aodel the syste■ as 
a •~rketplace for these serYices. Boat conte■porary 
co■puter syste ■s are oriented towards users who run 
progra ■ s. The enYiron■ent for serYicea pats different 
require■ents on the co■puter systeas than do the needs of 
progra■aers, so as to perait all the participants in the 
■arket to ■ake effectiYe use of its facilities without 
requiring dedicated facilities and withost interfering vith 
each other. ls vith any aarketplace, it aut be conYenient 
to do business within its fruevort. 

The reguireaents of such a aarltet.place are not 
satisfied in c,onte■ porary ccaputer systeu. BoveYer, the 
aarketplace -,can· be':,,,· reTe!♦ecl '-~·::1:s- ...... 9 ,;J:Oaputer 
syste■s vi t:h·ctut.' Nit'tanattw-l! :•aa..-.:u:.e~, ••~>~Ae'i use of a 
cc ■ puter recfiiire~"e~lei~:i.• -a-zeaeu•art of the 
user. The e~olril;en °-i,o •· ,,,,aatwRpl1tee . .:4s.,'119Ce•sary if the 
capabilities of co■ puter syste■s are to be ■a4e ■ore widely 
a•ailable than they are nov. 

THESIS SUPEBVISOR: F. J. Corbat& 
TITLE: Professor of Electrical Engineerinq 
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Introduction 

CHAPTER ONE 

INTRODUC!lI0II 

R. Frankston 

coaputer syste•s have evolYed f:n.oa sfap.l,e calculators 

to more sophisticated pre>Ce"ssors ca;pable of' runnincr co11 plex 

programs with large data · bases, to i'llforaation systeas 

serving the diverse needs of aaay usersc., Despite, the 

evolution .c,f hardware ancl st>€tvare. ·· ·in ,-t"hl! i>ast, tvent(J' five 

years, coaputers· are still regattl« t,sy llaltly as esotel!ic 

devices for solving vell-defi:n~a:' prdbol.-:. one a,ppt.oaches 

the computer with a problea, progran· the aseki.ne· ·(or uses 

an existing progra•), fee4s it1; data a:nd, tile .coaputer prints 

the results.· This aode of operat.i.ons iS being su}>eraeded by: 

one in- which the· roles o'f the· .coapttez· and the user are not 

as well-defined, where the user IIOJ:ks .aith tbe coaputer ,to 

find the solution to a problea. BYen the idea that ,Oll'e' aust 

necessarily have a specific proble■ in ■ind is being 

replaced by the vie.v tha"t a eoltPU!ter .of&Ds a colrlection of 

progra•s ,which one aay call 'llpon (through a c-oaaand 

language) to perfor ■ tasks when: reqvested. The,- .tasks may be 

one of those traditionally associa.'t-e4,,, illiJ:.h,,:,lthe co•p,r:te,r ~­

co11piling, statistical. analysis attd repon generation~- or 

they aay be used to co■.unic&..t'& Mi.th. one•s banit, l.ibrary or 

colleagues, to ■anage ho,useho-ld fi;Jluce,., recipes, 

Chaptar 1 Page 7· 1/18/74 



Introduction R. Fra:.,iltston 

scheduling, or shopping. 

These latter applications are not co■■on for a nu■ber 

of reasons. So■e of these are technical -- ve often do not 

have the knowledge to construct prograu,of the required 

sophistication. Sany of the diffi.c:alties a~e not technical, 

but. are the result of designing coapater syste■s for. 

ranning prograas •. But being able to rlUl a-prograa is not 

equivalent .. to, bein~ able ... t-o •n ef~J.,we use of a 

co■pater. The vast · •jority of coapeter ~s, •• opposed 

to prognttaei:s, sa.oald not neecl -to .be co.«:erned 1rit.h the· 

details.of runni119 the prograas. By concentrating on the 

co■puter as a , lloae for progra.■s •• •i- tlte -forest for 

the t1:ees. 'flais thesis vill .distingut&Ja ,l>et-.n the use of 

prograas and tile use of aeEYices oa a .coapll't~ •r~•- '?he 

ai■ is to enaine ooapater systeas as, bas-. f~ pron.ding 

services. 

The e't"clution of coaputesrs froa, prograa1111iaq syst:eas to 

service systems is siailar to the earlier evo1ution froa 

the bare aachines to · those •1titia t:lae uppovt. of 

sophisticated operat.ing syst-s -with t.hei.S' associated file 

syste■s, libraries and other J;eSCMU:Ce ■aaage■ent 

facilities. The serYice enYiranaeat pJDY:bles tlte yendor 

vith the fa..cilities nee4ed to enaol.• hi■ to present his 

Chapter 1 Page 8 1/1&/74 
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services to .his users vithoot re1uit-int~~11c,wled.ge of t:Jae 

co ■plexities of the coaputer systea. The · telephone syste■ 

is an exa■ple of .a coaplex srstea, 4edt.t•d to. a li ■ited 

set of services.. Wllen pla~i•t/ ;&~ telephoae call, -a 

subscriber is usiDCJ a yery· ·coaplic:ate4 c9a■unications 

netvorJt, btat he 11eed only state his-:- regaest in t4tr■s of the 

servtce he is• ask.int for. loraallJ .t.aisr,lar:. d••• ·bJ,, siaply 

"cliali•g" t.lle •••ber of toe phone,,, he-, vi.sl)es,,tor, be -coaaecte4 

to. In additi.on _.to being . sl\ielda4'r froa{-'. ·tile' tectu1ic:al 

co■plexities of tu phone srste■, ,he is·,:alao slieicle4 fro■ 

the financial ce•plesitiea aad-: the- ,poli.tit:St10f leal._,t vith 

■ul tiple t~lepocuae .ao•paaies ... cJ.ll Ile - ,sees .is .,a bill -sta tea. 

in teras of the_.ce.11s that lt.e ■acle,.·,l, ooap11'ter .,systea.-i has 

auch in cQ••oa - 'With ·tile te1,,t.01aeqsJ•t•• ia ,rno•iding 

$eEvices to _, .it•11,av.be~~iber;s. love•••~;, •)p.•l• 1 the;1telephone 

sy~t•• ,is- o,;9ani~d - asoaad a' li.ait.,.kaet1:,.of:.ser•iees; the 

co•p~ter systea.;is an e11viroaaeut in- vuc:h ■any diYei=se 

services can be offered .. ls· ·th•.tel•thooe .. co■panies~haye 

found solu.t.i.oas tt;, the proaleas oi1Ptow:4"dia9 theit specific 

EJervioes, ! the co ■pwter •Jsteaa. ··••st~1ro .. de •• enYironaeat 

that permits solutions to be applie4- t.o a lart4hVariety,of 

services. 

To inYestigat.e·the geuez;al~:pro,llle■s of providinq a 

variety of services within a coaputer system, this thesis 

Chapter 1 Page 9 1/18/74 
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Introduction R. P~ankston 

provides an enhanced aachiae. The aost iaportant 

characteristic of this enYiron■ent is the availability of 

other s;ervices that uy interact :wit·h each ot!Mr- Ill fact, 

the coaputer systea can be viete-4,:as si ■p];J a: co':l'ledtion of 

these ser:Yie@s;. soae ,J:teiJrg basic.,-, .. ·such as the CO'a'pUter 

hardware and f·ile s.:,st~, . ·an.4- < "ot:h.ers ". bei.ng ■ore­

sophisticat·e d. 

l description of a:n• en:,vironnmt fi411'-of£er:iaq coaputer 

ba.$4id ser.-iees is i-ncoaplete -witi:atiu'J!:s; ;aay ~11Si.o:n of' the 

financial:_ or the 

environaent. In the des.ig-n, of 0011Pa,'t=er ··'ll'JlB'te•s the prob'lee 

of buying and selling co■puter serv.ie.-s ha" - -la,'r-gely 'been 

dealt with in an ad hoc fashion. In ■any projects such as 

th~ ARP.Ac ne-t1tork,. they have s-iaply,.blJea,: :-deferred._ But the 

viabil,i;ty of a coap_nter . sys:t:ea. «s-. a aarket:place· for 

service-s depends .largely- on ~• .abi1i ty to transact the 

business of buying and selling :1Elta, s.et~ •. T'o,,da-t:e, •uch 

of the discussion of accounting ,foir. coap1•r, usag-e, ha:s: been 

concerned. v,i:th,: the allocation..~ of, cm,b$•';.b>rj the:· coapu.tet: 

syste■ to it:s users and vi.th the• 1u1e;- ef pricdi,ng' .st£uc1:ures 

to distribute the co•putsr reanurces". according to given 

pclicies. This is not, aovev-er, ; .the a.la t'. of' a f.inancial 

sy$tea for a •arketplace. :rn. ·the:, aarat.place, tile p-roblea 

is one of. faci-1-itating busiIU!t&S bratasacti.mis:., not that of 

Chapit·er 1 Page 11 1/18/74 



Intro4uetion R. F~aatston 

devising appropriate priciag policiea, •:acept to aou that 

pric♦s shoulc1 be · baae4 oa aaaares -ni119f11l to the aser 

of a service. It ia iapertaa't· ~ :pe~ :<rGDY•at:,tonal IRITillg 

and sell.ing t:o be ezten4ecl to .11:he ~Wlslle't'p,lace. · 'It.ere is 

ano'the,r necessary .aspec~ to th■■a ·craes&etiaa- -· the 

aettleaent of 4Jisputea. In t.~·l.: co...-r · .. ayst..-. '~liere 

aay be ■any parties to a 4iapate, the· i-~lla1'.'i0tl 

aanageaent, the prograaaers, an4 t.he aaer of the aystea. In 

a •r~et~ace-;.~h T...iec _:.: •cCIID ..t••..: - . ~r NliT · ot.ber 

ser""icea. ,0U..al.eaa. ,gm.4elhes. . .a N ~ad · .. ·tow ·.aai:qa,i11CJ 

responaibility. trben •rnce ill aott., •USC..ctozy, · tih:e 'Drftt 

becoa•• 111utttractiwe to tll.•· · ._. no . ,,._., ao.t.· .. eaj.oy the 

data ila ~ li Upt.i••.; · , 

~o 4elle:aat~a te · 'the tea:aibj;:l:i.1t J: cof: tJMt:, ;·~•--- : as a 

aarketplace for se12'.Yicea.. ;an , ·itlpl•••t:atiun Will: be 

4eacribe4. ealtics, a •r•-t•• 4e••lopel 1cooparaci•ely b'p· UT 

ana Boa-.rnli, •ill .be --4 aa; 1'iia,chana •for.. 'Acb a"•'•~• 

lhtltica ia •1propr:i.ate beca11• it. , .... test_.a to ·••n•· •• 

• baaia for a.. ,coapu'lle:J:. atilit:y •. tile. d.aplaM.a-4:iion, ot.· ~-

aar:tnplace ·v.i:11 . aarwr ~to haoa~•t•· ~CJAS 

be applie4 to other .. coaputar' ayate•'• TM 

that. 'c:aa 

principle 

ezt.naions t:o lult.ica •ill-• tlle cr-•atioa a1f •••troaaent 

.foi: •er•i.ces u." op.paa:e4 to· progrw, Utcldia9 . a., "f.iaaactal 

ayst••· for cou4-=t.1ag bud.-- J.w,ta;.arketpl.ace.-

Chapter 1 
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Once the framework of the marketplace has been applied 

to a single computer system, it can be extended to a 

distributed computer system such as the ARPA Network. By 

applying the framework of the marketplace to the ARPA 

nP.twork, some of the practical problems encountered in 

trying to offer services via the network can be resolved. 

Chapter 1 Page 13 1/18/74 
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services In a Computer Envircna4nt.'· .R. Frankston 

CH.lPTBR TW.O 

SERVICES II 1 COIIPftBR ·1uw·I:BOB-8UT 

The goals of a co■ puit.et:cystea u1 ata 8&-'V"ir~ent for 

services and those of s-true'tvrctd• :~•••itrg k'Ye liUc~h in. 

c:011.so1r •in that they both represeirt. . .-tteapts :to control -the 

ccaplex•i ty of coaputer syst••• br~•pl°hg 'itlie-,,111,ut.Jides 

or ■odules of. the .sfste•._ B.ach aoctul.e. i4 Yi.eved in· ter•s, of 

its interfaces . with -:othe:t· • ~.:'" :JJ:n' 1ana·1y,s:,r11q · one 

proc.,raa the internal ope1:1a t.i:on tOf: t:tW't. nin~Y i:dli&l :.prog,r-aas 

it calls upon is net :~rta11t.;·~Jt0
: 

0prc,g.ia• ·..aonle · is 

considered to be fully responsible for the service it 

pe:rfoma.s. Though. one aoctul.e. ,,wa~ aAt• 1use 0oiqo.ther, seruces, 

t~ user of the aoale ·· is t:Mr•~ koa· . -~use secon"da,ry· 

services .. While this :appEOtfeh It.as bea i~&IND :U so.a i.,a,,rge. 

progra•aing i:rojects, the ,facil~i-.s ;~•1-~'d tor p~p.e:nJ.y: 

protecting 

The co■pu ter ■arketplace and suuct•rett progrnaing 

share the ta.sic goal ·of •akdmCJ. li<Jr4 ef:!ecti:Ye use) .of the 

coputer syste■ •. 1'be ,desiN : '.Jf:ornao4d&r,itty steas fi.-o ■ · a 

neEd to debug a laECJe progn■ · . b'y analysis of local 

Chapter 2 h.ge 15 
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relationshi~s between progra■s. Por the ■arketplace, 

modularity ■eans that each vendor ·~akes resp.onsibili ty for 

his service th•rehy r•li•'111Dg tbe .;:; •aui•:o~- \ r0011cerns about 

the details of the operation of the service. The ability to 

assign "aepo:NibilitJ. ia i:aportn,it ',ch ,loc:alinag bugs in 

P~<>cv:••·· ON C.tlll . ~---- ------~ • cbug J.•;. in. o••s ·;Olm 

· pi;ograea or aot. ,If DO't:, ,1:llen _ q\lte bll9 •11• eM Iler Jin, ano~ 

aod.ul• esd· 'in stU~clt:.we,: tht--••aa~1,mapona:U>l• -~-· ;the, 

aodu-le caa- be .iafor:aetl. or it .is i-t ith ~dao.a to the 

other ~-. ,ID ,the --·~•C:-..L'U• ;Clear 2Jt~t of 

~~ili;t-J ·tit :,jn•~Y -,tor aaolat1.ia,J; .. , ~•ic~ncn.tad.n" 

servicN · ant for zes•l•'tiGD of' ~tee.· 

If -the coa,put.er,, i• to .._.,.,._,-:;a: --•·if•· pro'Wi.tiaq 

•~•it:ea, u- A4•CJ•ti• •£m,a•~t ::tllS't· 1-.11eMibope4 ~~: tae, 

f.inaacial tranaacti••~: aaaoc~~ 1•--::' ·rtM ... ,.Jt,~illqi ... ·aad. 

-.lliag: of,· '~-c.es UOll9 · . ;tla•,; •pam:bd-'6Dt• · ,ja, .tht 

auketplaCNt,.. . fl!o&te ta-ea 0:t1d;■ply;! ,111aki,a4J:r;.i~ .. i poaibl•-· ·.•·to. 

transact business, the .•»k.-qtl.&Oer,_t ake tti:e ··. ·•le,'.'.ad 

purchase of its services •ery convenient. Tke financial 

syste■ is, effecti••lJ, a systea of reso•rce allocation 

st•plifj.:ed by tlle ,... ·:0f a GOlldtOA ,.,N .... Ee':r(&on•J1 for 

ueh~ ia9, crNO\lz:cea. .7Ualike ·4DJ ~•1~ ~:: accova,tia.<J; 

for the •• cf co•p• ttt . ··,rell011 r~ stJa• .ti11&11!11da.:l ,:S ,atie~ ,Rf. 

tb-e ■artet plac.1 is not ,-.nt •i·91f1y . ~ "•-• ••ns . .of 
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allocating costs of the c:oaputer ;ia.&rdv.are-,,. it aust: permit 

the assignment of value to resouJ:<:NJs. ,g~ited by vendoi;s and 

embodied in the services provided. 

'rhe aarkeitplace puts ,requiaaents on ·serTices other 

Sl>@c.ialists- and · ilOph-i:a::tioate~cr~Dli).,,.: iJt :~il .coa4JE)tiitive 

aarlurt,, it. is i..aporta.nt tbitit the sEtrvic:e11, i)e .attractiwe to 

users. In -addition !to ttul c-halla:c1l~tdics of s.peca.fic 

services., gene:ral 

attractiveness, ·of seniocs .. :;!rha,~lftl.d•: 

- CoaYenience: ltlult is requ~d of; ·, tiJe 11Ser to take 

advan.ta:ge ,, .of tae: sesdce?uflh~ :~.- the usec ,,it:11.ov 

outside·· of ,his .parti.caJ.ialt llllJPMaticm:area;? · 

- : "fr"$-"•-= 
_. L '1, ,; ~" ,....,:, "/ 

- Coapli.♦tte~.:, :1!us.t t~•--'QSe~'" iac_.. ,a-1\J.Itle fierVs.i.--ce$ ·/t:o 

acc:roaplish hi,s -4oalJ? Cui •"•~lialr tae CJQal -tiarough 

the vse :of ca ::S ■al:J;. >nuhe!t .t: ·10£ 9 ;Wem,.tces . ;taa:t ,e.n 

. \ae&niagfdt tio·dlia,, :oa ■Mt" he::ltM1'G-.ON awect•l ·p\ttpose 

la.:n9uage? Is- th-e ser,ice i>a~face 11·ort•1'ed ·tovar4 ~ 

Chapter 2 
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user•s prcble• or avst the -user aake' th-:e<problell aatch 

the -services available? 

- Safety: What risks ■ust the user take in order to use 

the service? Is the ser-.ice·so po..r;fJJl- that .a" ainor 

errot!· can be catas.tiropllic1 ·till tbt :,mrer a .able .to 

predict t lae ,ef f-.et • of hi a ,r~t "lvD099 't:IU!r; · •~bleLpte 

of least surprise~, Qply ·-~' ck)e;a, -F.,.e ::belie.vi.• ,_ .:Of ··~be 

sen ice ·· confor• . to that v1dt:1l : ~• : ,...r: • in% uiUYely 

expects? lfhat asllllranaes cloes t'fle · '1JS8: 1·· tha ve. that .the · 

se1rv-ice, •ill be · saUsfactocy,?. I~ :,::tire?;-;- se~ " is 

unsatisfactory, what' aptHlllt;s 4aea -ttre aser·n•e? · 

'?be aia of~. er-eating an ellYirou&eat , .for. coaputer 

services is to siaplify. 'the a.~~tag --~ aarvkes.·· ::SOiie of 

the technigoes ... ha-.e .heu ✓-..aritioaect·.:.-aj) .. ,.: ~lie, -pri.aary 

technique is t~e decoupling of services by requiring that 

·the T-ettc!or of a ser•:l-cw~~ 'tam,;,,..,_.11e•:,:'re....-,t1'dilitt for 

his serwice at tll.e " .iat.:,faae to ~lle°"n.ice. ,,ll.is<:is a 

prereq11isite·'for .tte ·1c:-rite1\iatJlistie4= ~- '.:Sbcffe.:lcThe<'lllerY-ice is 

convenient if the user· need •t 'be·a•re cH ~stile de'tai:l:s of 

i ■Fleaenting the service. By taking full responsibility for 

his servi-ces ;tu ;yen4or g½Yea: the•?•••~ •• ,-J;l :cle:f:i11ed aeans 

of finding'.,ffO ~O'-•appeal,~to '. WHa aay AaJiecb of·;~ raer.vice 

i·s uusatisfactor,y. The· c!egrff to which a· ·use~ or ,.-ador can 

Chapter 2 PaCJe t8 1/\8/14 
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be liable in such a situation- ca11_ be limited by- contractual 

arranqe-aent be.tween "1:he user and the y.en<lor prior to 

accessing the service. 

The .f in'EleiaJ. system of - t.lte aa.r.ket1tlace also supports 

these market~lace criteri• and i.s ,♦.i~~ in the next 

ch.a,pter. The probleas of · deyelop-in9, ,sta.dards and ~sign 

criteria for •erYice is . a am:h koad#lJe::PC~~•: titan. the 

design of the enYir-on ■eat for SC!rv~es .and is beyond the 

scope. of this tilesi·s. 

The a.vailabilU:y: 

co■petition, is nece-ssary t-o provi:de a •crti:tical. u.ss.tt of 

servi-ce wherein one :is likely to Had ·a. arvi.,ca- apprnpriate 

for- .a particu.!ar Jtask, er .· "one ·mm- ,,-,-£incl a 13et,., of services 

auitable,.for the ta.at. :.SeJEYi<les- aust :-.so be ava'i.J.able, t<> 

be combined for the creation of ■ore po¥.Sda-l s:e..rvi:ees. The 

competition between services in the ■arketplace is a 

primary ■otio·tion for eking ee~ces: a& a~ractj;:~e as 

possible. To pro,vide an envii:,ODM:11~ ,'ill' vA;i.Qh · . .a,-a. :4ell~ices 

can be ■ade available0 ·to th-e ~• ,:;itte a uifQJ:■ ■ann-er, 

it is necessary that the users and ~rvic4Ul share a ~01111on 

pcol of resources. This c_a.n. be clcme, b-,¥ s.ha1:1ing a, $ingle 

co■ puter syste■ or bJ establisb,ing, , pro~ocols fQl' 

coa•unicating .between serYic~ ••it,~i;Q; ca d.istributed 
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ccaputer syste■• In this latter case .. the •rtetplace still 

appears to t be user as a single sha.red cea,puter sys~••• 

Since co■peting serYices are sharing a co■aon coaputer 

syste■,. it is nece.sary. that t.-Jaer:; ; .cB'II:~ J:e:; ~•• . ~at no 

serYice · can in'8rf~ "vita•, airy•.' b.claer,.•~ce,.,~ ~her 

aaliciously er . acci4eatly. · Interfweace: ·:•aa ·occur vh,a.a, a 

database a~ aherecl':, ••• a .proqn~.,.,.fratal.1lll. or e:wea: .._ 

serYi.ce is unaYaUable beca use'qlfae ~-~ 1.a ., e'daa ~JPJ~ the 

capacity of the syste■• 

interfaces ■ast not prevent norul int•ractioas bet.ween 

be able tO' caatt:.dl t:Jaese intKacti!ua:B, • 'lllat , •.tile: :9eJN1or 

can select! ftlf• ·any :access ~ ·hurl •rsiee1 ~:, ao, t:kat -tile 

user c.n1 :pre._.'t: ,. t.tae :Yenclor lla:YimJ; lllili'Wtllm:ilSllfll:: 1 •J:ees& to 

·the .aaer•• ·11-. or,~~ amt,:: \SO.leas. .,m; t>r-.Cb :tlaee .I'd,~ 
, 

of the subsc:rioers.. 

T'he co•pu ter sys-cea a.s ,a . asrta.p].amr ~rs ·fr.oa 'the 

co■~'!: rSfl!lt:ea, '89 -~ :,'prtMJRIUld:ng: 1tllft.J;dll-~ ~· a ·~ DO~ 

doing hi,s own prog~ t:IW sys-. i31lllllJ't, ~ide all 

interface to its senices. fte .par-pGS9' .~ 1,tllbl: iacedace,. 

vhich· is si•ilar to. coa'Yell~'ioaal· eoilillib'14-,ll.:nc.c•aors.; is: to 

si ■pli'fy t:lnt accesa:ing of:, .. sarYiaes ad toi<-:4MU11it: hvsiness 

transacti-ons ·asaoc1w.~d 1fi"'tla ttaese ... fficea t. to be aade 

Chapter 2 PaCJe' 20 1/1;8/14 



Services In a Computer EnYironaen:t R. Fran.Jest-on 

conveniently. Conceptually the user can be viewed as 

accessing the services fro■ a typewriter-like terminal, 

though specialized terminals and interfaces are also 

possible. It is not, however, reasonable for each service 

to have its ovn unique ■ode of access because the user 

would be required to learn the idiosyncracies of accessinq 

each service. Thus the coaputer installation aust provide a 

uniform access interface to services. The user of a service 

can also be another service so that the interfacing 

protocol ■ust also be suitable for use by a progra■ vithcut 

human intervention. 
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The Financial System 

CHAPTER ,:'BREE 

THE PIIAMCilt SYSTE! 

:a. Frankston 

As explain~d in the iatro4"tiGll, a Yiable financial 

syste■ is key to the SllC~,tS$f1Jl. OP4t'°a,tio11; · 9f the 

marketplace. ~he. purpo~ .. of tlJ.e f.i-.anci.al .. sJste ■ is to 

per■it stap4ard .. busi11ess .practiJ••·"· t~ OM~ate, within t.he 

fraaevo+k of tlle ■arketpJace. Jllis tj.JJ•r• .J,;e■,0~he~ gp•l ef 

■aay e~isting coap-.~ef .~41so,,~~• ,ccsnu1ttagJ1:1-rsteas as the 

e ■Fh••is is en the transact:io111, N~#MJttlle -.i,~riluurs, to 

the coaputer syste■. as .oppc:,se•._,~. f9iiOYfiU9>'=· tatk~ost•~ of 

the co■p•ter syste•~. 

, 7:Jie pt:i■.ary .. iegtJiJe■tt•t: "C•tv·1 *•e ~f j.n4aci•l ·. ~,8J8tea, ls 

that users. have ~onfi4eace·l•• j.t .. :C.c,~t.j.4~"• cetui.E"e~.not 

onlJ that the synea be,.~c••• ••4:,.t1a•1,ortlJJ« ... ·l>ut 00 also 

that the syste■ be con•eni•uat aa4l si■pl4a,-e.-~,,~ to use· S<> 

tbat the user c•n be .. at ease. ·-•ltll t,e.§J4'~•• an4',aot •01:ry 

clQout beiag -~t t~~ ,, ■ez;~J. ctf ,a::; tsJs••"s,ttl_a•t -1'9:iffS net 

understaad. Tb.e 44'gree to waio)J . tJl~.<:'-ser ·,OIUl 0 tr11st '. tile 

financial syste ■ depends, in part, on peraitting 1::ke ·•••r 

to apply his existing experience,, vi th the conYentional 

financial syste■ t() the Jl,&W ealil::oa•ent •• vell , as on the 

correctnes$ cf tb.e algorithJts .111-ecl.,aQd ~he integrity of t;ae 
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computational aethods used within the financial system and 

within the services offered. 

It is inevitable that disputes will arise between the 

asers, and Yendor s of ser•ic•s. v•lea-s clispetes a1te resolved 

fairlJi the participant-a ao. aet •••e aay ;recourse within 

t:he ■artetplace- in.; ttl-e ease of u•-tiafact&ry -se!'wice. :rf 

one ■11st,• pay· .,fer a serYice ••e1Fwle1r' -'it". "lifi.s n-ot ··'been 

pro•i·4ed· satisfactorily. tile· rtflts·' 'tn.el'fed ' ia ttsing 

services •• o•tveiflac 'tlley :'.' pot.@iltial ••Hf its~ : 'Central' to 

tle·reso1•tion ot·;41 ... t•s is ·t1e~•e-terlli'4tion,,of no the 

respeastbl• pat'tiH are. foi? · if 0responaflility eaaaot M 

assigned no action can be taken to reseli••· -ri atsp•t•.; Poi 

the vendor. the recourse in a dispute ■aJ be to deny 

farU1n·.:acceas tcFlls &ervU:e. , ... s ...... .,:➔ iaytiffif'-ifti&ncial 

l@YeEaqe~, •• a ·••f ,attaent,tt111til-0 t1eil--sc<tate""resblYea.· 

Tlae f iaancial syfte■ nist . Mt:, al>le '. tei protect ttie·· 11ser•s 

rigflt;.: to •itliiold the pay■eata£'.•,cfot"''.stiYieeil~' 'IB' 1 ,·otld~r 

woEis. ' i the • fiaaacial •f•te• · .. · ,•' is 0a'· · Nr•atit5' of. the 

partiai,ants; pajieats'···are1•net .... '11 &ih11seiYiC4ts!.5(,4are -~t 

ptoYiclecl . wlttrout. ,.,,thl:ti. atttli6tiatiea·.;;,if ·,et.e · iiteteit:ja 

pa1:•i••· 

In day-to-4ay basiness ttiilasaetioas· a 'ntt ■ber of 

conventi«>as liaYe been ~·establlitlte4': · t&· tieilitite ., ,' C(UUIOD ..... .:~. 

·~ 
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occurances such as the buying ana sellil'lg of lie·chandise and 

to p:cotect the interests of' "'participants. When the 

marketplace for· service is within a coaputer system the 

methods for financial transactiens d'if£er•"ft6 ■ conventional 

methods because the transactio&s 7 ao not ''iavol•e· physical 

assets or produce written recotds. ·· '"It "■ay 0'be ,:arcyuea tltat 

'c,ne ·can ·cont'fntl4! to iipply current ~tril:ces of usinq 

vri tten 'riotes eft!n 3 tliough "'flie-. ~si.f.i'lces ;a•re vi thin the 

coaput1€r system. Thi·s•1is"analogbis 0 to f~e!Yin~ a siparat-e 

bill ;_for each 1 'telephone ·call!- ene · •at.al Tlie 'tiu-raen of 

liandlfrtg the 'bt!ls 'forji«tffLsaa'll traiue~iiiffi veula'·eiceed 

the adYa:n·tages of '~- sueti' tangiti!i ·rec8rdst:<itn · ;;fac~i in 

convent.ienal ·traniactioas, the p•eltle■ret "~ 1,:pree•sslnq ■any 

paper transactions is leading· -- te •'ttae,1--·aetilep■eat · of 

electronic· fandd tran*fet syste•s;. ·t '~ ~.: 

The advantag~s ·of a' fi1iat\cii! ,; it9te■'-0 ftesl4Jile4 :fer- the 

'market:plat~·- HF t bat i tee eai- ,..},reit.l-y. s!■pltij -~le:JJSuytn.g and 

selling· of , service$. Iif''desiqiiini, ·;116ela aL •t•te■' one aust 

proYide c·cuntei: parts to t-raditi-01111 :>fiaanciar·- isafeg-uarcls 

such as <Ji Ting the sut,scrlber-eoit>ttol o.-ei: ·· liis -· own·, assets 

(i.e.' n-o paf•ent's vi'th\'ttlt. s1lMW,tt1t•t•s· f'erllisstbn) ; aad 

adequate rect>r4s to gi-we ttie s9-bserilfer tao?~,..-.1v•JJ.~1lt· of 

such conventional ree'6rdsr as 1- t~t.~,'. ieheek'.':st.11bsr and 

ite■ized bills. Above all, of course, the financial syste■ 

Cha'pter 3 
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The Financial system R. Pran·kston 

In the ■arketplace•s financial syste•, one pays for a 

service by transferring ■oney fr011 the ,,rser:•s account with 

the installation to the Yendor•s account. This transfer is 

really authorization to the: insta'1.:lat.ion manaqer to 

consider •oney for■erty bei:ng· beld<JonLib,ehalf of one user to 
thereafter belong to ;anothe·r user. . -1· record• of the 

t ra11saction is kept by the fina,Bdi-al:'- ~f15~1 and functions 

as a· receipt. l bill dan be consWHed .t-lle coDTerse of a 

pa·y ■ent in that it 'is a re'(Jues't ;•a.de'bY 'a 1vendor ·for a 

transfer of ■oney '.fro■:':tlie'-,user•s a-000\iilt ·<tt>i:·the v.endor•s 

aceoun't. For · si■plici ty, ve d~fine a ~and&'r<t: t~ansaction 

as consisting of• a b-ill and i:t.-' associ~d· 'P4liY ■eift. In 

practice, the bill ■ay not be paid, or there ■ay not be an 

explie:it bil·l ·associated with the--l)a.yaeb-4:,. 

As' pointed'· out aboYe ,· · ~He- b\:rrdtnF'~ 1prooess:incf 'the 

bills fro■ ■any ser•ices can ' 1fe · quite hea.,:y."' It is 

tbe-refore necessary · to ■ini:-■i--ze · •anual' ,~slnct' of the 

transactions. rtost transac'tions alfe faSJt,ilf"''~abda:r4 and- can 

be dea-lt with: in a preditt"a.l,l~, ~, o:rt' '"'autoaa:ti<fn.-an~r. 'It is 

only in the &xc-eptional. ·cases ~ha 1: iililterventi'on is 

necessary. 11'hus one aus-1: be able ·.to apec.i:'ff vha,"'t'. action is 

to be taken in •the nor ■a,1, eases a-n~ ·~ co.ndi-~!ilons1 a,re to 

be considerE'<l e-xoepti:'ona1 ,a:Ud ~1iheret1f' requrire hu•an 

attention. Siaple. exa.Jliples o'f , a.'lf'to~lC' . <lec,i;Sions ar.e 
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The. l'inanc.ial syste■ R. 1'raJ1kston 

def a ult li ■i t-s for spendi11g iU.td 11-.~Qi;;~,Et0i _..paJ- a bill 

v-hen it beco ... ,4118• 

If .the . apec-.i,j-ic,atioJt of,·: b:Olhu ~ -td>::. ~-s ~h 

-.-tra~$,&Ction ,is · : i:t.seJ.f -t~ ,, -i:~lk:~~r: --- -~ -il4u~ pf 

a~o•a-tic p~q::e•ing ~f-. tr-.~0¥-ie.,r,~~- ._.. ,~::l)as!c 

-,J.,.t,e;.cf,.(M -~- ~ 0~4.a•~ :tffll~ MO'Mf\,~lf~-, -a: ,~e · 

specificat.,Ao-a _pt.~•' IIJtj.pl\1, tJ;¥ _ <"M;,; -=·~· · •~w 
pi:~s•~~'"trlu.it --•--, #S .._ ;~~l ,et t ~~-ng- -~ · 

,OV.&-c:ltOE• s-,~~•~- scr~iiw.10~~ ~i~-•t. 
•he.- ..,.._.~~ ~-'·~- 'IMT._\lt:'.r A ..... ei.'[c·, -•~•{:,-.... 

- stan4a£.4 tra~U~ sh-1,d ·• s,11~tc1-•i.-:fClt, ~ _il8er& •. 

l standar4 :t.mA88ja•iott- N!CIQ£tl,...._ tuaar:L~ 1lbon1nas 

consisting cf a request for paJIMllt (or . a bill) and tile 

,q~r~~•• .,...,_,,..b~ ~t~CII,~ ~~~~{~---• tile 

t~an•ct .. ~-mcH4,,~coa,1µ..,,a 'Jlll..~'t-~m o..,;_:MA4~~ 

~nder. •Jt~~:cfQ.JllllN.li; . .i;&., ,to -~~c~,,MM•- A •i:Alle 

~eci£i~il:tA-#~~ ::-;lAe ,'.~....,:r :4a,ter~ .Wtii~ payJl81l(t 

is •- to. ;•·:Utt-aatl o ~t.Ja.,,_. --,,._.._....._♦. "'<tCI. ,....-.,-:-~f'lb--iJi 

a■ount. ia ,, .-IWmalllllf the ·cpE~ ~,-- :11'1-,MM~ .,.._. ,,.ea- '.t-lli! 

~rs , ac~~ -..;_- . -..,:\'-iee. ;i:ltfl• ...... , 'fa •• ,~.s ¥M•-~~, . a 

ser.v.\cec .-,,-'tt4-~not _.._,. ~1>'- ,-CGMtJ.~, .. ~ tld,;ll1.i ~ncleeU. 

oless i-t,: .see.- • 1-iis •·lA.•i~~o,.,__ ~r::,k ~ 

~:tifJfeptoq_. h._.,. --.il -)the r,Mf_ • ..,.t... 4-- BR~ti-4· to 
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cancel pay■ent. 

B. Prank st on 

Grouping transactions together into aeeoants provfaes 

the ability to consider clasaes ,'.'of :tfaasactions; Rather 

than considering a'll -pa~ents •t>t, ·11,e;.· dde fte■ one large .. 

account that t'he subserlbet 1Uas ·wittF"t:fte .;installa'.ti8rt; 

smaller accounts : tor spec ff id ''pttrp8se1F;ean' tie'-·•JU·ata'i!-nt!!., :c 

This has the advantage of per■itting li ■its to be placed on 

each of the aecounts so tha·t ·an e.ftetJ<-tiill 1aft thre~el'l' the 

user• s total balance. Associated witkt ·'ea6h account are 

default values for transactions and tota~ li■its for the 

account. 'l'!ore i ■portantlf, the , user~~caJt d41•gate aet'lority 

for ■anaging an. aeconnt. 1· ·ttse'r cft petaf-fcaitrusted vend_or 

access to an account· to .. ·cb'tle~-f,tpeiloclic:':·'j,af■ents. He can, 

however, still li■it the total aaount that the vendors with 

access to tile aecouat eaa w±-1:ihtiiai~ ;'f&f'1edurse,. 'tll'is is 

against a background of contractual arranqe■ents which ■ay 

give the us~r<liga•l <:- rigtits te~0 still) itie!•i•·::;fis .ipatlients if 

the vendor has not satisfied the conditions of the 

contract). Anot ker lldva1t-ta+r ef"'.llaviifhhlt'ijfle0 aetrt1Uitts is 

the structuring of the user's recorda:N<>f-bt he ■ay ■ore 

easily evaluate his financial:po•~~i6n! 

Th'e specification of who can ae: {-1r1tatt'1fith a :user•s 

account. ■ ast ·, ·'be· f otlialited 0·10 ':Ctlfa~ tie _;ds4ti : ••n 4elegate 
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so ■e of the responsibility for ■anaging the a<;Gq'!t't-llitko~" 

giving up full control. The ability to li■it the a ■ount of 

responsibility delegated to another s~~~ih,er siaplifies 

the user• Et task o( aonitori,a<J the "" J)f, --lli~ -acqoun~. ~ 

can defi•e f:i•e roJ.es •hkh a -~•t:ri.~ rC,4"•:MY• with 

respect.• to an accq1J•~ '1\e !H!Ci~lttlJ's .. , -~q~.- to .· an 

acco~~t. -4epenclll oa Ue ~el•• he. iaJ.-:-IHtJ•i~"4 ,'~'.'~,.__,. 

ovaex ·. 

acco11at. •. _ 

lay ··••iae the . -St.tq; .,qt : ,,aa ':~CGOUat.- . by 

-lis'\iag. t~ balPf¥1 -~ .. a.a,. t~-,~~tj.o~ 

•• .,QJ ~'4 ., Wi ~)l -~ti. :~C~---~~ . ,. 

Begae$to:c lay ··••k• . ~•CJ•••t.f i,ipr, d·ll'J¥1lta , f we>•L , tile 

accout._ 

Roles aust also be cl•f~ed wit~_, -,~,,~t :-,.o ,lJ:fa,actioas •. 

within accounts. l subscriber aay be giwen the ability to 

claaage ,,tlie 1 ■9Qn~ ttc1u•~t,t . (i~•• •n1eci~J J'~~~ ~-.cn,--t -,,qf the 

bill)., can~•l t)te Jtill, ••ti.ori•• r,MJ .. I\('.' 1&..-•i~gli.'oa(1h •~ 
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appropriate access to the account 

R. Frankston 

with which the 

transaction is associated), or to si ■ply exaaine the status 

of the transaction. 

The syste ■ of accounts, transaction records and 

controlled access per■its the user to siaplify his ovn 

processing of his financial transactions by being able to 

delegate so■e responsibility for their aanageaent while 

still ■aintaining overall control. Por exa■ple, even when a 

user delegates authority to aake payaent on his behalf, he 

can li■ it the total aaount that can be spent by siaply 

liaiting the balance in the account to which he is giving 

access. Typically he ■ay give access to accountants or 

others providing financial ■anage■ent services. 
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CHAPTER POUR 

AN I !PLEIEM!l!IO)l o.r TBB flY KftPLlCB' 

An i ■ portant criterion i,a_ -_ the -design of the 

marketplace is feasj.bility. To. deao~~s.e: :the £easi.bilitJ 

of the requirements of the coaputer ~,Yices and . the 

framework fer the aa.rketplace an i■ple■entation vill be 

pi.esented. A_ oetailed iaple■en~,itiOll --•~••i :~h&t:i ·points 

be clat:ifiEd, that are •a~a-e in, t.he·.,t:~aJ.; · .de•rip.tion, 

such as the exact ■et hod of reques:ti:JWJ •-" set'>Yiic• a.a\L ·U1e 

exact capabilities of the financial syste■• The ftultics 

syste■ 

Institute of Technology (Project RAC) 

ftassachusetts 

and Honeywell 

.Xnfoi-■ation S-ysteas trill se~-re. •• . tJa92:; buis tor the 

iaplep;Jtta_ticJl. . see. lppudis: ~ .l: .• f.er ,:a __ d•ac~ipt.ion, of 

B•ltictt. 

fh1ltics vas designed to.,, se,eve as·. , :tjae "nsi& f.o-r. a 

coapat.er ut.ili-t,r •nd . thus, c-oa•, ~-loaer to:. -•~ia9 •- the 

reguire■ents of the aarketplace _ \,._H 0::tlec 

generally available. ftultics can be ext.ended without great 

a-odification to ,se.r•e- •a t_he t,-,si• £-or,, j:.Jle , ...tketplace. 

The.re are ot.bex- srste•s th-at. c:c»114 ,-l&tO •r•• 4s.. be..s-is for 

Chapter 4 Page-. .J-3 
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systems and BBl's Tenex syste■• 

In specifying acn i·•pleaent:•t.l.on .-, 'OM ••st· first find 

representaticns for the elennts of the ■odel. 

Specifically'., what • are the: r•pnseata-:tt.a:• for· the 

install:ation aaaager.,, -:tbe nbscri.bers, ·ser1d.ce:a aaa · the 

financial ayat.ea:7 

The. instaJ.lai-GD 11aa1u1er t.atets 011° u.,-rasponsitdli,tles 

of the :hltics syat.ea: adnai~t:or. 1a. ·,aabef:&-11,tta · an 

l serTice is ,•aaeatially any- aellalll•· CIMl■~it.J oa tile 

ec,apater- ayaea. Gn9-i uy s4.apl..yr~e\ ..,. ... Qi· ac· aatt»,~ 

by subscription aa4 then prowide .. the aerTice by. qid119= ~ 

aser access to tke data. lore interestiag are serYices 

whicla act:i~•ly .per~or:• a,<faar:.ti011:~,~-•- r,,; be3~•,naented 

as a pr·09n• fot tk·· d)■,-,wr-. -..~ l:•• , W •• -~Jtllceil 

- one ant always be-:at,,le ,to •twr-• ~espoa&ihlli.tT .. 

TJaere ■aat be ao «Da4wert:ifMMl} •w;lt'ffeota:. S.h:": ai4e 

efof'ena are ~n,tcallr, ~1l• ~l:t.r' of ••.tln9 tuoatcea 
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without clear assignment of respon•ibility. 

- The s\lbscribers • ust pe; pff:>tf!C.t•d., fro■: each 9ther so 

that,; Qne 110uld not nor■•lly be,afifef;te4; l},y th• o;hef'i 

mistakes or atte■pts at pe~etraq.on. 

- The user s}\~ald coa-.idEt~ the, serYi~, t9, l>e "black box" 

and just view it as so■eUJitt ~; t•~es ~•quests; and 

returns results. 

- The representation :: s:i...t:uJJ.d, not. pieyeat a service fro■ 

11sin9 · otll11n: 1:;erYic••· 

·· - Tl,.,=: Yendor:s of ,,se.rv,icef, ~~·lJl.y-~ ,B~.,t~ control 

~ccess to-•. taei +,: •~~~e.s •. • 

- services should be able to operate asynchronously. 

In Multics, these req11irette9i~s ;Can be~ ■e~ .. " l>J running 

each subscriber•,; -prog,;a ■s in. .. .,.. ~~rilter .PP:.eFJ!.$S~•. Each 

process is identified with the subscriber's principal 

identifier (or access naae). , T,hus .. , t~ ,id,:ntity of the 

subscriber ;running a g,iven :P~rQ:~ ~ 1 ~r•i~~~.4t all 

ti■es. 
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conventions ■ ust be establisfied for coaaunicating with 

services. Since, ideally a service can be viewed as simply 

taking requests and retarniig"a result.we· can associate 

with eacl · service il ,. 4aeue of retwits;;·, Per' eacll'1-Juelie-'there 

is (at least) one process that r•ais • tile rettaest.a · and 

perforas the serYice. The details of. the iapleaentation of 

seniees as processes~ aasoeiate4-· wl'tll 4iMIMs ~ts• de&cribed 

in •or•, cte-ta il i • A v,en-ai.Jt-~ a. :.~ · 

Process creation ana coaaaaicatioa between processes · 

Yia q:11eues is· aot· nry esi-stives in- ·••ltics, - costing 

approxiaately a secona of processittt ti• fer-· eae•-process' 

created. l'or ■any services, how•er, ,·this expense is too 

high~ ·tnsteaa of regu,iria'f' it• ••;.1Jr~Slil.,-;' • senice aay 

be a subprocedure in the. user•·• prkNsi,c'f""' are a,naber 

of drawbacks to tlais approacll: 

- Since the procedure is being ran· in the user's 

process, it' is ' cli·~if ice1-te"2 ta-; ~~en-ine, 

respo1rsiMlity, £or asage· or• r'~ces·.::. 

ao has 

- Since the setri.ce ·a11d tile ;:; uet•• "': prdg'ra■s 1shar·e · a 

-cdnw ' _.or,· ·:faore 'i,ts~ _.i.·. •· ;- eoaitoiF- -~ 

space), they can easily coaauaicate 

storage. This use of side effects can obscure the 

Chapter 4 :': 
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interface and th\is-' • ■a ice it..;_ 2 4i.f.fd.ctull, to deteraine 

vllether ,:aaaat1.sfaetor,·t .-.tri.ce,,a•Idle-,.£·tu1.l:t- o.f. the 

Tl!ndor 

- The: user ••·st be ~illi1tq,, «> ta~:- the; ven&or•·s prol}£aa 

sb1ce it· w;t1l. -~an . •i.-th-: tile" s..._, ac::oess, a• tit• user 

hisse-lf 641di- MY tbp.: ~, pe17:foaa .at.ii ... ,.i. in. '1:.he ~- •••r,s 

'ha-~ '&-d· Vi ~OQtf.- uw:: ragraebaw * ~ ......... - .. c .,Dia ,is 

: oft&· ref~ecll ;tO' ... ':tiltt ....... a-=..-,.qw:o~; . ,c_ i< - -· 

,, __ -...~'-&e~U9•fi'tlte1 '•~ haa- a~ ~--llillltl.-,'t:hlJ; ~ 

pr6C.fn•· ~ 11e· oain-· :i ealll.lf· ~ ,.._-, -.i- ~:r.COPJl!Ht o!f:-;°tJae• v ,:progtrata 

-1tetl09&iq "• dl-1 ls,-• raw ~!f ·- CAial .,_.. i:t.G ca,~ 

be iD'CI ~ d· -:f".!01'-' '1a-WC, .:~ ~..--- !ifJl)'.IIIJC dli .:ft,y; Jnsing 

only the aodified copy. 

There are soae partial solutions to tile prob.leas 

rafsed by t'i~liptilkJi''t'd ,crft•4 MitMS'.lis~ ,1f1'thiD a 

'ese-rf's procea&. ,fllw.;~~_,;-_j~JJ• _,_., •dpr"1f,lt■ ~c .. lii<rh 

'fly be·;....... 1tfth "thl b•i•dfd• ... bp$8dld»g Q:e s~wi:ces 

•crt '~Ji, -pi"eg r aiM} O 6 '~ j lstt l•iJ£pt.. ISCaUH•--et.t ~;;tltaltn Glran9 ing 

for •uoJi ia,.~tioa. :<. --~ 1 · "',. . 

- .Tbe"·ese 'i.of ' ~lie lriJlg_snot, ,S-ot410tt•il.nfeJJaitanene.c1pa,1!y 

·to l'Uft . tle · otur~. pa.-y•sc1,:lfr.,caN;,•-'fia 0.a .. ,:rea'triCted 

1/18/14 
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environ•ent and. _thus re■oYe the , probl.9■ Rf ai$t.rus-t in one 

direction. Por uaapile, if· tile Yelldn,-• .-.-,.-ice• is ,pr9vided 

as an inner ring procedure, the user ■ay not cir~,IIJ1Veat the 

vendor's protection, but the vendor aay still ■isuse the 

as~•s access priYilefJe•• S.ince, it ia YCJ ,tif:fi~lt to 

provide aore: thaa one. inaer ring · ;proceftllre,, . iD • . given 

process, this ■edlalli:aa :is: of.·· onJ.~:li11ti,Ce<lt1Atill-t-?-; Jn h-i.s 

doator.al ~belli.8:.- ,, S.c:ltlla.lei::1 1pmJK)sett {>&•· ): .: ~JtaNAJ.a for 

generalia:lu:J: rlJaCJIF, a, •pe?•i:it ·~ ~1UHt• o~, .. ,·~1"il>~., ~ually 

suspicious subsysteas in a given process •. lhile Schroeder•s 

.~ins pmwi4e· A ~bbl --•· ,., o6,:.~i1MJ:~~-,1ces, 

'they 11,,ave 11at, b818,a, ::.i ■pJ.-:DUd, .'. tlM:s' •Ui.l: ~~ :y not be 

explored bcther ·.iJt.,tiut.dellCl:iptia ,Qt 't.Mr i~atioa 

:ri~- ~- .. ~-. .,.,.._ ---~t•-W~~.-~J J: j .. 

The Pinancial Syste■ on Salties 

1Tae f·in.-eia1 · sr•t... is • :spe9:i~ :~'.IY~ ia tlliat it 

is aff.ere6 cby, ts_. lMt•llatha m~..-rt -~ ->JJ· •S4Ml•:•hJ 

aeaJ.ly an ;serw.ic•- aaii.,ttlt••J •••td:ttt• ~•-lkMDt-1 •-'J• 

· repr.eaentaticn claoNJl is :all r·,;i:Qt1~,,.,.r~a9.:,,(~~ ,pl~~•~g•<U 

procedure available in all processes •. J•Jh4~iGs ~keEe are 

eight rings. The inneraost are reser•ed for use by the 

,systea ·anls _,inst;allat:io11Iaacl cana?R• -•tt~•--r~;,l>e •sed in 

all proeesses ewen tlloae that· .. aJrec:als••• 1usi•g ••lti~ 
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rings. The use of an inner ring has :the virtue of being 

si ■ ple and efficient. It also provides a; ·· secure, :f in-ancial 

system though it doesn 1 't .protect tba-t ·. subscriber .against 

errors in progra■s in the finanoi1r1 :syst;ea,: a protection 

that is superfluous since, in general, one cannot ptotect 

against the i-n-a:J.4.ati.on una,Jeaent.: ~ndix, .c :., gi.:ves· 

sa ■ple seotions of the h1tic--s ·1 -P~■ers• flanual 

Accounting Syste■ Supplaettent,1aind1,.• 4'lfli .. w~.,~ferred to for 

■ore detailed description of the interfaces referred to 

below. 

The e-ntry points for progra•s .calling the financial 

syste■ can be divided into three ■ain groups according to 

whether they d-eal l)r-iaarilJ- v:ii'th •ac:caunts.;i ,~"tE'SllSaVtions or 

ser•iees. •-or :a.ccoants, the operations "~t of creation, 

exalii.nat:i~n, ■o<lif'icat.ion :of access . a:aa-·ter ■ination. For 

transactions the operations are: -~i;911J' authorization, 

pay■ent processing and requesting, exa ■ination and 

assign11en·t to a service request. serdce~4qaests ·pa·ss.::the 

specif;i;e-tt··pa;ra .. ters :to the.,serYi-ae. suela<t request might 

also specify a transaction vhicb ~~•e~aeceice ■ay use for 

its bill. The transaction specifies an a■ount authorized 

for pay■ent so that the payaent: :ean INt ■Mfr i■■ediately if 

the vendors price is within the autho.ri:zet>ion range. 
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Accounts- .are collections of_ cl1t,ta re.pr:#&ating. a set of 

balances- anct.zeJ.atic0asbi,ps ,t.i.th _ -otb~r jl®Ol\Ja:t&. Associated 

vith an acco111lt is -- a set of Jl~~ pi-iv:~189~--- 'the 

foll:01Jing i teas are •ia:talned 'fo&:i-Jaec1t- ~t:. 

- 1-t h.alance 

2) payables 

~ is ·a ·&n•: Qt, ~- !Id-, ~n~, ancl .:ll-&:it,s 

~reeeatiq tll• ~C-;i>B ~ai-t., vit.k -;the-

This is a lis-t of traaaactioas · represe.Md!J14!, 

payaeats fro■ tlais accout to another 

3) reeehabl.ws -Tlda. is ·a ,list of .-1.~t.- ~~illcJ: 

p-ayaen~~,- to-·.:ctJt,,ia.- -CfNl--~_,~1:aa -~~­

aoc•1mt • .,_ t,ra-Clbiou _:NJ'·•---~ -M~ ., 

4) ·access. l-is-t Thia is a liS't of - auJtacurtlMtrs M••• ,.aN t:_._ 
accae• .-t,IM!n ,ea.ell.,: -haa.rto:, ,~Jae -.-q,c;o11at~ -!Ile 

oner .. 

accctlUlt •. 

paJ■aster The pay■aster ■ay authorize payaents fro■ 

craapter, 1/1(J/71l 
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the account 
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and cllange -existing 

authorizations if 

■ade. 

pay■ent has not yet been 

requester A user vho has acees$· to:, request pay■ent ■aJ 

-ereate transaetioas,·to-, traasfet a•eu-nts · fro■ 

this account to another ;4cco11at to vlaich; he 

has receiYer acc-.s. , · . 

receiYer Access to transfer pay■ent to this account. 

clerk 1 clerk ■ay .ltst the:,8t4t.._ .of aii account. 

A Jcopy 'of each t.ransaction naco1:d,-2i1S kept· ,vi:th bottt the! 

account to which and the accoldwY~~hich payaent is to 

be ■ade. It can be retrieved by using tile na ■e of either 

of these accouts . · and its . -. uai:qae identim.iter •. .,, .. Th~ 

transaction record consists of a bLll"•and its associated 

payment. 

When creating a transaction, one specifies a vendor's 

account .. ,;. a, USer•·a :'>clCCOUll "'~ &Jt'"' int~.,. (i,..e~;,. 

Enlglish) description of the . -tranamti.on. The vendor ■ay 

then specify the amount of the payment he is requesting. He 

aay change his a•ount so Long a-.s.,the-,·::transa:ction ,is open:-. 

He freezes the ·. r.equessd a•CJ11R-t - :-:llhea he closes the 

transaction. Th•·· •~ spec:t£iat d::119\ ,·aaount to be paid to 

Chapter 4 Page41 
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61' -aaoun t paid 

7) description 

9) access 

Chapter 4 

R. Frankston 

requested, ·the ,a■oulrt autborized and 

the re■a-in-ing 'bala1nce in tire a<Ccount 

for the .giyen units. Pay,u11t will only 

be aad:e if~ ti-aasaction is closed. 

If the accoant .is t:0P41a on ,tile speei•f i,ed 

date,. the, tm1mti1n.,·\•ilcli 'be :->H4e ·,when it 

is olosed.r ;::OltcJe ~r::,0datl•-~is .·passed, 

the authorization a■ount cannot be 

decreased because the aoney has already 

"-:,, '.~ ,.. 
.~t _ _,. -·~- . 

The aaOGUt pa-id je,fai.i, '.~liis .:repL"eseftS 

paya-en t :ivh:MR ·:hff Ned t:t/t&Jtsfe.,red. 

An · fut•lligib>l•n 1:&esc:inption 

. purpose, · of , tile: .:t:ra'IISEtion. 

The naae of the subscriber who ■ay 
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'l'he l,ow level . entries _ into , th:e financial syste■ 

include entries. t-0 Greate · Lacco\lD/tsr create transactions, 

S·pecify access, specify. (Jll&nti:ities for paJ■ents and 

requests, and reildillg the ·eon-tents. of transactions and 

ac.couat.s. Tll.ese ar• descri•ed .. ia ,appendix c. lppendi:z c 

also iaclades it lie entues use& ... ~o.,..,re4Gest. serYices since 

t._Ii.e .. ::£.J;,naaciaJ: ;. aystea •cc::ts as<~ ·cut.erae4iary between 

serYices. 

It isn • t. sufficiea-t. to :spaaii'£y ;tae interfaces to tlae 

financial systea. one- aust also be able to •ke effectiYe · 

1Jse of •~MIi.:: fte a..:i•·'U tile:_, f,iaiuiei.t,1ayste■ u·~o d:eacm. 

than ,-rai.t tR!ll'SfeN of 11G1Mty ... bet.m.,,; msers. I.t. i.s al:'so a 

aeans of proYicting t.lle subscribers to the aarketplace· with 

cQatro.L o•er ."t:i..u ~;f;i.na~al; ,.._.li•'J!II.• In aa .:.•~~ 

where there .az:e '.'....,, ,'traaaC'bi ... :1 ·~11Nri.Bg aaae. effectiYe 

control ■eans not only t•at the subscriber he ••l• to 

ctecide tile ' fate 0£ each traasaattGR., ~Jn1't al.iaQ c.ti..t · ~• i.S;. 

not svaapecl- vitJL.teuihl tllat ,,,...,.14 ;:i.tender Jti■ unable to 

de-al effecti-.u,y. i•ita .iaponant,,,.....-,ations. sou exa■ ples 

of siaple transactions: 

.case- 011e: a· aser :l"trchssea~•· senice and pays in 

advance. This is si■ilar to a conventional cash purchase 

except that a record is aade of the transaction. The user 

Chap-ter 4 
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asks the financial syste■ to aakl!f '1l ·pa:.,■ent to the vendor's 

acco-'i1nt. The user then sends fte ::se~•~ee- request to th>e 

vendor along vi th the identifier of"·~' tn-Jisact'i.on. 

case two: a user purehases-- a· ftrYice b-ut d:oes trot pay 

im■ediately. · The u-ser· 1tat •:fi!.1tlfl-iL,pass pirraffters to the 

serviee aml · the 'servi-ee) will" in ~it" ••1te fF · -reqtieiSt -fOr· 

pay11°ent: to the \J•t-'•s accbittit~'~:Yil:·-·~•r '.t~ !if 'so:, lh~ usei-''' 

must give the vendor'~ccess- t-o, nk-e pa~efl•t'· requests and 

then n-st coatri<le-r the ·nq\1--t: '·to d:eeld•· ri-etlter to aate · 

the- paf"•ent. -1 si■pler prodiaur:e is:' for'"; t~" ·ttser· t-o ~te 

a 't.re.nrict.-ion abt\'.: then gi•~ ttre::tveft<N>r"~e~•s-':,.onty td'.ith~-j 

partieu-lar t·raasaction. Ifc:the \lse't."-'' 1 :expeeti!l1 the"'Ser't'ice to: 

be satisfactory, he ■ay specify a •axi■um payaent f~T th-e· 

transaction and a date on which the pay■ent is to be 

autoaatically aade. :· . Th:a,1 --:,;::: Ufll~sc~·i,t~ service is 

unsatisfactory or the bill is higher than expected, the 

user n-eed' no'1:· be botti-erecl' vitfi:·,,leeidi.tig' olf;pa~t.ent 'for the 

t ran saetion. 

case three: · l' user wHrhet;""to'· pay a: gitoilp- of 'Tendoi-s 

automatica11:J but litit . 't.he" tiftal''petyant.~- Tlis is useful 

in ~aying utility~ bills such' as 0 cjas· ahd' 'eleet'ricity·.' The 

use-r can· ere-ate an- aceo•lt: for 'llH.s· -pu~• aiHt· gi♦e it a 

balance: equiYa4.ent to>· the itlad.M•~allodile - .; p&Jftl'l"ts~ He· 
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can then give t.,e app~pr4,~e-.. Yf\D.~Ji .t ~~i . to, .. •~•~ 

p9y ■ents to tae-..l~es ¥cl . ~s ,. ~ ·]#~ ;,t.o. •; ~~ 

To, aa~,-. aos~ e.~lecti••-. ~- .. O.J;; ,tlae, ~t,t~ce.., kigher 

· level r.011:ti--.c:t• t.~ ~~~~ flat~ ~tHt·&~ 

•~d. :~·, ~C9-~1!' ~IIJt ;, inJ:f!afa~~4Jatf~•k!tn~.: ,;. 9f: 

....,,, of:.th~ kt.4~ ,~~1-,,tef5 ~,#trafN'I ~~ct~s,.,_ 

For. ex•1,1;'1tl#'_ i~~ ~" eJ~C~.f:~· .. · r~lff~ •· •~ ~,­

e.ach tra~q~,o.DS.·· U.. .. ~o•~....-.~aM.:t Mt;~ a.,..,,, .•. · 
def.a\ll..t: .~~Y' -~ ... 't•.f ...-,~D~~~·· A 1l9~,.,,.A.l1-fh' 

p.e.rio..4. ~oc~i.,~pr, ,~., ~:P~ .. ~....-...?:., Mt;~ u£ 

~ u,., .of. cr~t-:· .£roa.;;;'~ - ;~i~I .. •~",'~~ :~,a~-""· 

dtlYel.qped. ,, o,,. ·",; "•r-. .:.)t:-::. 1' : . . " 

~ ~ .. "~-.fcl.,,.J ~~: .~rf~ 1:A><I~"'~ijlc,\, Bf:.~~i 

processor ·tlaat .· is used to· iaYoke progr••• To ~: ~··· 9f,. · 

the aarketplace this is 11nsait.hle · u4 a aore ser•ice 

O;X'.~~ -J•~~f> NJ:: ~8,f@n'1' +f;:;:i .,iaf,_39#8 .,~Tice 

i~;t•~face, ,t~:·~~"' ~ .• J, ... Ml.J.:'fl.f~U.r.rtNtd: ~f~lf:~'1•: · ll~; 

vi.&he~ . to. aae . and, tla•· t ....-~~~ in:1:rt~J. pe,;'i~· .·Jltis;­

iJJ't.4!rf.a,fe.,ial~. ~~- ~~ _,,..B.,,ffl~r, •ffH~ifg- a~ 

a.etatj.pae~. •~••• ,.J~, :; p:r~c.t.~~4 Mais~,j.Ja~1•ffs!IH!l~p-,~§~;; ~ 
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used in conjunction with speai•l.. 'cousuaer (as opposed to 

programmer) oriented terminals. 

To illustrate the characteristics of a consumer's 

interface to the ■arketp~,ce, a script will be presented. 

The. purP.ose of this script ,...,~s to p're••at::·t.lie reaaet' ifi th an 
,,, '._; : .. ! ... rr '~ 

overview of the system as described so far; the example is 

not meant to demonstrate an ideal interface. For simplicity 
. - - - T -

in presenting a. scripi:,. a typ~•tih* llkeciie-rainal vill be 
"!~<' -~,, ' : :., .,-

4 
i-:, ~- .}• <l ,.._, ~ tf -:..::•? ~-1 •;~ J• f\ :: '; 

assumed for the scenario below. The scenario ·· is 
.. fr~:~ 

■o4ess:of 

very 

user 

interaction that might make ta•uhuae,-:,of::",aeni.ee· . ..:;:aach more 

eenv·en'ient-, but · tsr aeant. as &'i sNll; ••••14• =of the use of a 

service through the system. 

The user• s typing is underlined and the computer 

syst_e_.,. -&ll tipe t - •· i;g' : not·• ·_ vwf•"t"U..,_.:. 9¢DIIMJltary on the 
~ -~ ~ -~ i: '. .-,. !; • ~ ; •• ~ :'! ·,.. : ! 'f4 s :') :. 'r~ ·;, ) i..: 

Welcome to the Scenario !larketplace 
Date and time: January 1, 197'.j~u·,~J."~11 edt 
Default account: "Bise Bills" 

// Kost ~a1i:sacbi.ows ,__,..,fauck.1 ~utoraa:~n in co■■on 
. which need not be. ~i~t--,lici'b:l,y each ti ■e. 

I/ The da~e on vhiCh p-.iyaent ''ftiw lllOJ:aily be made 
if ffufurcther -abttir.db,U•".• aAled~_"Ther_..ount of the 
payment vill b& ,r;e,atrsct:atb· b7 ta:.,.alt liaits. 
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// '?his is a serYice .111li.c\ aelM-=-an&~. t11, aser's 
accounts. 

Bills paid recently: 

// Aaount serYice Description 

sso.oo 
118.97 
S 2.34 

levsaagazine 
Blecs-tsic;Co 
llarketplace 

197S Subscription 
'clOY4t1t••1 1?14 ~rY.i.c:,. 
SerYice charge a<>Ye■ber 197, 

Bills ■aturing soon: 
- . ~ . . 

// These are printed as re■inders to. t~e subscriber 
,,so.:tJaa~,•• c••,,;P~l aat-..'\3Joi ~, .. &eui~es 

that were 11nsatisfactory or are incoaplete. 
-) ,, • -: ,,,, .. ·-:~ ,-i ._,, -· ~.;·(: { :~~ :1 :::, )~-: 6 f'l '.> :~~~ -~-;< r::; 1: 0 _~" 

S311.32 Deference Library Ja11aary 3, 1975 
t32.i•2,,,.. •••••l rtregra■ai-.el••111rt:ifli11f175 · .,, -

//

0 1'0:lle•t~-' tsack .. cd·.pay■•ts::,P98'.tO,:;Ue~ ••~~~$:i~r 
in his role as a ••4or. · 

lfo ■ail. 
• ' • • r ',. ~ 2 j -~ •~• ~• ~: 

//Atypical use of tbe ■artetplace is co■aarication 
· wi,tia,1~er ~'--••to:f•.w1ia&M::tH•9tl'~,.s.1~.a 
senice which is s•ll ••~ • tfaat tile user' is 
rarely coaceraed •ill ••.-P•~.r~ offf~S 
directly but instead sets a preclefined li■it and 
does not request uy notification at all of the 
transaction. 

'!"•~,q .~.;'.1· c) _ _, <'~,~-!;• .. , 

Request: b9'1!m);1'!"~ L •.• , ,., '.. .. •. _, : ~ . 

ti.:"'. . .i.. :L ,;, (, _··1 ~J : -- :·~.\iU:) ~)j3. t J j; 3:: j 

// Shopping that does not require actual handling of 
.; :JJ.oois; ,.can: be:•L' "tlODec;.Yia-,.".'t.M:.,....,,.et:t0~~te■ if it 
is .. call!l8Bieat', .~ :eap11CJM .:t~ t~Bt{:·}~•ple, soae 
explicit interaction wit~ the financial systea 
■ust. ~• pUQe,,, sin~ ;:'t..-rs~~1r::?f aoney 
inYol•e4 exceed the u•r•s de€a111.t liaits. Por 

·•the· puJlpOiaes• ,;,d.:; ,tJli.:tt>r,a:c•~~tJ.i:A1¥1 ... ,,eginning 
•:ith; 1'!,'baca caa1u.uuJ.-.. :t,,o 1:Mlllta.¥1'.Ml~l systea as 
CJtfP)satt b>· tfhe ~ .... -i / .U ,. · ···. "'ii .· 
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Do you wish t.o ehaDJ)e your a:ta.uarti· SAoppiJU!J -List? yes 
change, add or delete? ~PID9! 
ite•? .!.ll!_Lli!~ll ,. , 

11: ReaeaMr "that tile purpose .ob,~, scenariol is not 
to demonstrate an ideal interface, but just to 
de■onstrate, ho:11 one :ajJglai't a..1 wL~h: ..-v.1.ees. 

warning: , 1>efa111t. autaori&ata1MF i:mJ ~ .. 00:,.,-
cost of iteas is: S34.39 
'fraasacti.oniu, • gr~4>1.i>-1~. 7 l: .. -1340 

// user authorizes the increased aaount. This does 
_ not; n.ecas.sa.rJily,: _, •• .._...,...., .. ~ate:iSi;pa~t. In 
fact, the user is able to change the aaount at 
any tiaec .uatiil. itlle ll~t\iat•..,_lly teanaferred 
to the vendor's account, but chooses to specify 
tile allOUJ:,·:,..,_r so dat '!dlac lliij.l_-::s 11D!t.£. need••. ;,to 
exaaine the transaction again. (The"*" is used 
in tu· ·· •xeat>l•:: ,t ft:Oi< aan, '-" ,tWrlo tu -.,, ~= ,_ is 
directed to the financial systea, rather than the 
,Sf8rriC:e~ ~~ aecassdi , ,# .:::?.(~ ~:,, ; ~1 ... : ;t f! ~: ~D ':·a p £: 't.L i~ =--~ t _,-;, t- . ,r--; ->. 

Req-uest-: 

Since the financial systea is so central to the 

marketplace, it ■ust be very reliable. It must also provide 

convenient facilities for subscribers to aonitor their own 

use of the ■arket. In addition to the file syste■ integrity 

features of ftultics, records of transactions are kept in 

duplicate, one copy with the account fro■ which pay■ent is 

being made and one with the account receiving payment. In 

each record is sufficient inforaation to locate the other 

copy of the transaction. Since the two copies are on 

opposite sides (i.e. credit and debit) of the account, the 
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providing a checksu■ for the f inancJa;t SfSt~I.I·•. · • journal 

can also ,be aaintained ·· of all ·•· e:Yent&: ef-fecting the 

f inancia.1 .syste•~· This journal is !•P"ta11t . tor updating 

accounts froa · e:arlier, YKS.ioa ·, ia-rile.~ .ra-.nof,,, .cat••topic 
~ . - ' 

failure and for, resolvimy dispa.rLt.ies ,-ta.-.een transaction 

records in tvo accounts. 

,. J _, ·.-) i_ .- <. '""' ~ ,~, ,; 2 ·- .... . , ~ 

-Tll·e user is; ~iJlJU4:d-! hy,. thlef naddllkli:tq-: of records 

of· all his tram:nctiona. ~o . he iktal.lqJ.1)1~, . they all 

contai.ll descr~oa•.of · .dle Si.Ace al 1 the 

t.ransaati.'Dlls .ace oni.i.11e, -tile .. :11su' ~ easi..l.J ll.iSe prograas 
. -· .... _., 

·•' C ll. 

for this aanageaent process. { ~, ,::::«a11~,;:,.~-a,ai suaaa rize 

his payaent:s by categories er other criteria.<f ,-Bavi.ng all 

the _records available is a aixed blessing since 

unauthorized disclosure can be a serious invasion of 
L J;..., •• l~ t. :' •~'/_-; 

privacy. llultics offers the technical aeans of protecting 
\1V : r'(. __ · 

the records, but legal protections ■ust also - be provided 
. - . ., - : ;, r '. ·:_c ; > :~ - • • -, \: s } . 

for ■isuse of the records by the in$tallation ■anager and 

by others vho ■ay have access to read the■• 
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Distributed systems 

CH APT ER .· PIV E 

DISTRIBUTB~ SYSTBIS 

R. Frankston 

A network of co■puter sy•te■s link•d via co■aunication 

lines can be considered as.a single.dietribat:ed sJs.te■• 

Lesser degrees of· distribution are alse · , possible, ranging 

ftoa a ■ultip.rograa■ing syste■ vliere, 1 the:·necessing is 

disitributed bf tie softtvare ,oyet·: a nw■beii:; •of- logical 

processes, ~o separate" coaputer ayst .. s sharing storage 

facilities, to separate coaput•r:· systeas,ii•itb, autonomous 

administrators who cooperate through a s■all set of well 

defined protocols.,,, So far we have e0:t1s14ered onlf .1 the: first 

case, a single . ·aultipEotJS11a■ing·, £f'., · 1and J ., possd.bl.:y 

a11ltiprocessing•} .. syste■ tha;t, is, •i.ewed., as,a hoaogeneous 

environment: for: ct>apater serrlces,.1 y 

To the user requesting a serwice,~.i.t is~.not. i.:aptK:t:ant 

vh.er:e the progrt•,, for tht!c swrice is"" bdaqc ruu,1 a• long as 

the · interface to the . service .· is" fweli·Hfi.n,ea ad,, tae 

pa.raaete-:rs can he passed ·vi tlu',Ut . cmpli.ca,tions. Be·f.o.re 

considering the· ra0aif ications of:, -tst:e.n4i.MJ, the a&rketplace 

to· a distri.bu.tad syste11., v& · • OSrt' first: .ecaaiJle tae r-easons 

for hav-ing. a distributed sya't.ell~, ·. 

Chapter 5 Page 51 



Distributed Syste■s ·· R.i. rrankston 

To the consuaer, it is inconYenient to use ■ultiple 

■arkets. The co ■puter syste■ • ca.Ii be co■pared vith the 

telephone syste ■• A telepboae sallscriber doesn't purchase 

serYices directly fro■ each -phone coapany. Instead he 

subsciribes -t.o one phone coapaaf--: ••ieJa .. pro•ide•d•i• · with 

access. to 't be sa.llscri.bers, of tile o~ll•c . pkone coapaaiesiii ·. TO 

the sub$cr0er., :the· telefbCDe:i'•J•t••-' ::appea12s-: .to be ,,ON 

large. ne-t•~k ,,_ vithoat tJae, co•;iinUott-S" of aaay 

iateraonnectio1us;;aacl 4ifferiJMJ··"tasif•s. •~J• t•e saae,1••••et, 

the sttbscribei;a::-: local- ■arket:•CAlk ser•e, .. aa2a~s .• nry.,istcp 

the , lar1e1: srstes of ■a.rke'tplac--. · · <i • 

Unlike tvo~·••bacribers.· of, a ; telepilene· syste■,,:~ the 

coa■aa·icatio11;: lt,itwe.-.:.a,: ....-:)11>1l4:,· &-:J •••4cr it.1:: not . restrided 

to a.,si,a.,-1.e se•,,of::cee:renilon.s.,:fMs.._ti"1,~e."'.-aa:a••-t••• 

explicitly preseatea by tlae?imser, ;, Ul'<~,_.._. --. &'eSltLta 

explicitly returaed as ■essages, the two parties ■aJ 

coa1111&kata:• •ia.r sta.ard.•, reacn1rc.._ ... ~ tte:::~•OQlle . of the 

re s:tri ctad ~otocol:,,, , fo.r accesaiatd .~ ..-.iCIIS:l ·r:r.For -, . .-saap;J.e. 

t:lte user _:J,'.pt-.seu:0,.ata: to.::-~--a.e.t ~ pe'Jl&iln}:-,.a.:.aeacry 

a.cl-dress to. the nuur. ,flte.cMB~'3-.,aH tua a.a:e&a;·t.Jl4 

data directly i.a Uds' aarat -0-'riJ• , IIW.le ithis, ..,, __ be_, a 

si ■p,le, operatiorlfitla.Jl, u.._, collfi.naa,:bf',·a f-a:i.lnt.1•.,, :cai1P1111ler 

syste■, it is ■ore diff.iaat,t;v,tc, .' .imtJlmit_~ ; !tbd.S: .. ..ilod• .. ,of 

co■■anication to a distributed systea. Por the purposes of 
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discussion, we will restrict coalM'niaatioa between the user 

and the- vendor to. an aoee:ss-,, priato~ol · •1l-b.e:rein .the, user 

passes messages to th-e .vendo:e ua a. 4-aeee of requests for 

the vendor• s serY-ice a0nd the Yen<lor · ,Mpliea by sending 

aessaqes to the 111ter, Y-i:a a aiai'l:&~ g~•• "•sed for re,plies. 

rt should 1>e nuted •tat .·tite ;JIMle ef.ra se2'11.ice i~.aa.y be rpas!Se,d 

ls in a •singl:e systea ·aa,~k-.place, fi,naacial serv.ices 

•ust be p-rovidied. . ls .loa<J as : raae :0can _-.;.:pr-.owtde a_ secure 

environ■ent,·. jn-ter-faces st■tlar t, t-o ~\Iese.,,, sp.ecified · in 

chap-ter four ca-n be pi:a•idecl .faE a·· o••••• ifb•aci4l •$Y~i'te111. 

When there are ,aatonoaou.s•,•~u\ain-utra-t.o~s.,~:ttlae, apg~oacb ,ef 

having-a single Einan<;:ialrsfstea.,cannotr,~,:,H18eivsioee tbe 

. pareicipating . i1u1~allatioa,-.a1te "atatua11,.a,111p~c.iou_.. The 

relationships between the instalil«i-.arr $&S·~antlof<tllS ~to 

that between serYices at a single installation. Each 

, installation ■aiataill&lf,' an accoaat 1'9N••wntiaCJ :. i~IFTStatus 

,vith·:irespec-t t.o, ea eta<: other:,ia,s.taliati••• ,.FleE.,odi~all;J· the 

. installations, aust ■ake ·. ,act11al ·oa••r:~-,,pay ... ta c to re$olYe 

i■balanceg. · 

When a · user authorizes ;payilen4:,, -to tb.e ,Y,eaur, he ts 

telling his. , insta11a~uon,. · tDit au-t-Aori.ze:·•::: pa'faiutt -i., tne 

Yendor • s iast.allatioa to' .tile;_ Yen,tpr;.:_, 'Ifc tJae. TI!illflld-t>r• s 
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i·nstallation aakes this pay.aent .i;t · .is, iut .e~ct.,. trust.>.ing 

'the ttser ".s •,iiJlstallta't~oa..-, te :N.bt :t'he ·· ;payaat when the 

accounts are reaoll•ed. ,this :1'991i1?es that. · ·eacJI. pair:. of 

installa-t:ions -es'tablisl& a credit .rial• p.· ~,Ta•. ,Du-.er 

of such r.elati-oasltips·: gz-ovs witlr 't,lle s.99&ra: :of}:tJut. ·-Mr 

'of .. ,installat.i.,oas~ :; ..-:Tile .·~ ~-..iatiri.lNllic:te t;;;;.tcd; 'f (lla\liy,,:.i,: -soah 

relationships is cu■bersoae. To redace the .. ,·A~., .of 

relationships, an inter■e4iary can be introduced as a 

.clearingkouse . £or , tu :tralisaot.ioaa '. ,.be'blleelf:,inst.-ila:ti ons. 

·Thi'S -cleam11po11se; is -,nlfi.li.iff·.•tiailaE ;,~ct.~• ta-·~ 

installati-on ■aa~•r at a -::ceJ.i1!.tal:ize6z.aazketplace,- ·vi 'th .·its 

,asso~iatea··b•ufi~a~ 0:.Jast as.:thf,lpz.,e.eace-,Jd a,,aarl:ei:gl.ace 

:~~inaacS&lf sya•elli':'.4ocaa · 'aot :·;.p~deaapeei•.lr- a»raliqe■eats 

betveea -V4Ht4ors, Hase,·of tile 'ClHEi-a911 ... isi,al•n•a~J; ;;lnrt 

is a, ,~••uilfe■ea~ -' for , keepl•CJ ri.fclea:ltags,, :will_ ·, :o1tll4'r 

- · 'l'li~ AIIP& 1 ••tntl ia, a•: eaaaf>:1•"· -of c:-fila,: ,--4is.tril•~•d 

,cc■patet · S.TH••·. Il't;. is., rcoaposect: ,of:.:utMo■ouac ieo■;ater­

syste■s lintet:;1 togeither threugil,,":,;a':: ■essage.) $witched 

co■■unicaticn syste■• The i ■portance · of the netaros-kG '. is~,in 

its atte■ pt to define protocols to per■it the cooperation 

a. ■ong u.sers 0£ these 4-tw:erar ~coapater-,, ·srsteas •. • These 

protOC:olsc·ttaYeq s0c:,farc l>eea aainl..T· coaceOMl!i:: vith, th~.,.ose-, of 

, r~soerces"a.t oile coapate~ iRS.taldatial t,&,.fl ...... at aaOJther 
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installation. The netv.ork' has been used lly soae subscribers 

to purchase se:t~dlces- froa ..r~• iniil'tdlftiODS1; 

In order for a user to access a .r~ on a coapu:ter 

systea he aust first 11&ke •n:ran;geaeaCJJ,c1toc~ Ji, for the use 

of these res"Our-ces beforehand.· ??hi.a mqua.a, that :he. eit:her 

have aJl acco:unt., ,vi tit tlta't' coapu.~QimsftS..l;lftton. o~ that :.the 

installation . -proYide a · e:0■11011· --,Cdlmt 'rfloi.r JD4ftl,ot;Jt · ;tf.!Ser-..s 

without charging each one individually. Por ■any users the 

difficulties of ■aking special arrange■ents outweigh the 

advantages to be gained froa such sharing. It is also 

difficult for a service to ■ake transparent use of the 

network, i.e. if a user calls upon a progra■ at his local 

instaliation, the progra ■ cannot aake use oi a service at a 

reaote installation without the user having ■ade prior 

arrangeaents -- the user cannot treat the service as a 

"black box" but ■ust be aware of the services it invokes in 

turn. 

A financial protocol can be established to facilitate 

the use of and payaent for resources at re ■ote 

installations. Each installaticn on the network is, in 

effect, a aarketplace offering services to its subscribers. 

The financial protocol per■its financial systems at two 

installations to request and authorize payaents at the 
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other installati<>h on behalf ofe ~heir subscribers. The 

pi:otocol pro•vides ,both illBta·liui'Cll&: :<Gi~:h·· ·. ca.pabilities 

equivalent to those provided to the subscribers within a 

single installations. The aessa(JJla passed between the 

installa.ti·ons correspond· t.o the , £411.anci.al sys~• · ent.ries 

describsd in a:ft)eJldh c.,,The,, ~. Alm) aer•ice ,,n11aes 

would. of, ,cours~ he; empaadecL'·c:t: iacl11tle! Mle· ~i.fa.cati1>11 

of the inst•lla:t:iPns at. ~1thioh t.he. na.•e,;us, 1ietin•&. _ .· . 
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CHAPTER SIX 

COICLUSIOIS .IND°CO!Hl-iBTS 

The ai ■ of this the$is has beea:t•explbre soae of the 

difficulties that ha Ye inhibited - . :it•e gro.wth - of 

co■ puter-based services and the converse proble■ of how to 

■ake the eapabilitles of eoap•t.Urs' . aTail•l>1• to U$ers. The 

soluticn to · the proble■ . of •aki.iig ao•• effec:tlive us,if:,r,t 

co■puters involvett a· co■linatiollLof,:.coap11•er 't.ee1u1oloqy atid 

huaan -_ engineering. Tile ·•thesis, , tlus;5J:a4dl'•••-- -both 

require•ents for a -coas•lieir· ott.ntea cffp11tet : systea an& 

for'tl\e technology needed,for its'i ■pleae1ttation. 

Supporting ser1'ices •invol•••a ■ocaw tlanr,jast · wtiiting 

computer progra ■s to perform specific applioa-t1en$.;.. tht 

services must be provided within a context that permits the 

user of t:he services: to be uneaeliabere4.,by t.he ~coapltuti ties 

of co■ pu-ter ·systeas · vi 1th out gi•jag,,"'apu~heneon•eaiences that: 

he· is .accuatoaacl, to vi th aore coa••ntional3aer•icea~ It, is 

i ■porta11t that. be· have ceafi4ence' r iic:the,"-hrvices !&tt4, ill 

the ■arketplac:e. ·,·This donfide1&ce-:•:t a.peats 011 r -_ a ~ aser•s 

ability,1:o" :pi:eatet the -effec-ta,of .. dats~-actjdas a1lc1' ,oft: lais 

ability·,to ptotect what be-cc11ai4era5to.:.be •ta;,r&gitc· or: ,at 

least to liait his risks, 
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For the vendor, the ■arketplace ■ust provide an 

incentive for creating serYtces. The ■arketplace, by 

peraitting the veators,, .to:, ·sell,> ser,tces for a profit, 

supplies soae of this incentive. Coapetition within the 

aarket.plac• help• easure"' ·that. Ue·:,eerstoes 1 sol4 will be 

attractiye , to 11sers. 

1>iap11tes •ill:.. iaevit.ai.J.r·. acise, aat.;•ht ,be easy ,to 

resolwe ill':::~o•••• cr•as.. ·•••••••atal, ;tc,1.k.i8';.resol11tioD. is 

t.he 41,ssj.fJIHJlt , •· of . res,onlfi.blUtr .. c:il r: ••84:o~ , i: ■as:t 1tate 

coaplete,,;.1re•Joaaibili'tJ for:, ltis seaYicepll•~tt-,t•r:,proYi4e,a 

si■ph. ·:(-.ad tla•r-r·· att11:•ti••l ,.,.-...,, ... &D4 ••, ,9i we;_. tile 

user so ■eone· wb•.:-a••·•••:c'8H'acron"61Jle tecJuaat.is~ctorJ 

service, even if .t1le ultiaate caue of tlae problea aay be a· 

secea«ary: ... wento•·'.· wlloi:· ;"qppliea1a ~-.dc..:.as•ntice, ·cf:O the 

Basic to a · fre.-; aar:k•*"·'., i&;;ra,~,traatnr*IIJ::"jf iaancial 

systea. D•less. -the nl>~~•••rr,cQ,, 1laa.,e:-, .... •Ueaoe, in:~ the 

finaacial . r •Jnea., .... ¢ ncaaaot.-.,,~Nke,i<tdf .. tieen••••· -::of,::,: tlae 

warke'tplaoe •. , .ls ... ··statet · :,6Mffi. ·,. :rs..,i4•••:r : nc•i~•• 

predictal,ility ,;aa•q-fetJiiL' ·IJr:obaiiilllCJ ..... 0~••·· ,.aseJt~S 

e•per::iene•,, •••• .! ,.coaYentio .. 1:-:J• ... ••- .~ua--..cti•••• 1 · the 

f inaocial,:•Yst•• :.of oth•~•l'••*•l.ac•~ f:i• •••• .. •du :t t• :rallow 

hi■ to ha YE enOllgh o£ an iat•Jti••,. , ... 1 •• ,. .:Of+:: tlHi 
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financial syste ■ ·so as to be able to predict the effects of 

his actions. To protect his rights, a user aust be able to 

selectively- deny payaents to Yendors ,as a vay of prot,esting 

unsatisfact·ory serYice... But· it iS1l't · enough for it to be 

possible for tbe user to exercise con-trol, it aust alsb ·be 

easy to do sc. To prevent the · user ~fl!Ollc bet,ng svaaped by a 

large nuab:er .of· tr..anS&ct~ .. ~ tfi.ftalldi~l :sy)stea:: prov,i8es 

capabilities that per■ii~ hia ~of"'ll~Ollate=J las finaneial 

■ana,ge.aent &nd r&stt:ie't · " his · 'at-~l:m ·dn:1.!y to the 

exceptional. sit.ua~ions1o 

The marketplace, as described in this thesis, is 

feasible to iap,le■ent within . l>~h't-da:y: tecbn-o:loqy. To 

dea:onst rate this f:e&S:-ibi:li-t:y i1' .a 1f, u l•p~nt•:'tion• ~' been 

described· bas«.a- <>n · ffOlleyvell &;g; · .lfui-tt.C'.s "0 :syst.n. " Wh-iu.~ 

chan(Jes. are· requ'i».ed ;tll ·the -~ys~,:z~~ ·· are'-r-elati·vel;y 

minor a·nd do not a.ffect 'bh\8 ba~lc nnct-vite' of ltttltios;;. The 

changes need not even: -inteit:tfere vi·th •nstinq aetboos of 

using the syste ■• The 'iapleaen't&tion -nas been..:...elf.telld-e:6-' to a 

distributed s:,ste■ ·since a0 -:l.a,~e- •~~place ? -~:cl exceed 

the capabilities of a :sing~l:e coaput&llf -inata'.llation .. 

The thesis has,· by n-ecessit.Y:, 1 bee!P' 1iai tea · to those 

topics ia•ecHaitely r~1eYent to ~b-if t.·~lc•~a~to.n · of tbe 

marketplace. flany of. th&. topics"-, .that •"ere •enti.oned were 
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explored only to the degree necessa.ry to establish that- the 

difficulties they- preseat.ed _irere' sw:::t101tnttl>le, but the 

solut:i.ons were enai.ned, 'in onl:,y • a,""~~;f•,,tfa.s.h.i®.,· ft.e 

priae oaissi.on has been· a ful.l.:i1tisc.aa&hoD,:of .the inter,face 

to the consuaer. exce.pt where- aaett-,; i'a-,,uaaples am, v:bere 

used to defia• baste·, ~equ!J;tHMmta. Sr :for,: the- l.iO• · l•e•al 

interfaces. •·Sae o.a-·i•i• •• ,-.t ~Mitnrtd -. ~se-- our 

underst•ndi1119 0:f, vitha sehtwalkti .iBfBUIS ,.,.,._.:been.,- -liaL'ted by. 

the curr~l J ,it:Y~~ ean.1:0-Ui- z br -.:h .~ ,~--. 

Given the environaent of t1,e ■artetala,c.t.t>d.ll!IIHI.S.:ch;., -.in the 

design of the services tlae■selves caa be carried oat. 

Other- topics- Oltit tN°·•t·Dci;Q4e ,£he, -~ •specter 0£ the 

aarle1;P,lace;, tJi:e- .... ~•:i.le41 4. ~• ot .. 1 .~ ~he:t .if.~ 

~Y~••· ;AlHJ.,Mie ·-1:iAi-~iCHWP .Pto'iars:rttDt..a, s..-~.-s b;lt~,.as 

a, bjl~ t"!J-r a •~~?"lie "f1lie9ttll ~ &tQt!cl,:u 4he 

,aarket,.pl•c• inY:.Ql . .a :t.• ,BQbletlt!lt Qlf ,,<~etdJOW!lum:ialg: .· ~he 

aarlt~ a.s • vll.ole --,, 9'boltU.,,~itF'.,_ ",.r.:,e911lat-ecl.,· vut 

constQt.int;a are tlutre on tdle,~la.tb>L:z,...._eaent;. ·and. 

th-e p~obl-e■ !: . :o.f> relAt.iOIUuti.1>•: . ltevee&<.t ;tl.8eI;'S ' ~ ' •ha"t. 

contractu·al &rfaa.99a.eitt& ·•· a~---..: ~f j'.jJtp-li.<:i t. o.r 

co■■on law obligations do tile parties ha•e? The financial 

$Jstea, •u• · bi!t· ~~:fc< ro,..;tr,{i~ ytJ..,_.. i.0 
~, ~~phe) , 

~•en•,:~hqqglt, :; ~.~~nt:. J iA~~ ~'t.; r~.....,-MJJ . .a9~ .. :be 

ve1=y ~eliilll-1~. !h1lUC,6'.,: has~ :P~ a.ttd.CJ,a1itd '811Je,• ~ ~~- ,f.or, .e 
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computer utility but suffers fr~• some of the same errors. 

of omission as this thesis. Por exa■ple, is the system 

sufficiently rel..ialde.; is 'the security. systea appropriate 

for the "real world" ~n tile . ._alu;e c .'i>l!eeching it is 

high? I.'.~ • , . 

Beyond the aet,dl.ed issqes Qf . the ,a&.E'ket.P,l.ace are the 

guestion·s: of • thw iaplicaltiion,,,C!Jf:· tlla,;, ;;aa.rketp,l,ace as a 

■icroeos■ of . an econoq and:. 1:.hv trd.ationship.··:1>et11een the 

■at?ketpl.aoe and society as a •nc,1-.-.,~Whatt~re the ,..£fects of 

■apping ':J6xi~iug- ·institu•tioas !i<SWClf. J:atJ•': r bads,, cre-dit 

burea·us~ insorance, • co■•u•.toaiU.OJl!s ~•JstNa . (.incl.ooi:ag ~tb.• 

post &'f'~ic-e); W'tc, · into .a;,,;coapote• , .:ajne•~ a&rJtet,place. 

sc■e 0£. tae p:&able■s will be i..nteinsic. to· aay. ■arketplace, 

but others ,will arise fro■ t.ke aatare.r ;of ·,th• coap\tt.r 

system. Pot exaslliple, tlae consaaet ::·wo1114 not. be constrained 

by !eographic consiiclarationsr:in :·"'thftcseMtC,:iion,,,of .-ser~ioea., 

Re will ,also !be ,.aliletto',\ise··'cli.e coaputec taa·.All1iate11•edia~y 

between hiaselt and ,tae services lie J.s_ •IJ4ng •. ,.,~He ■ay,. f•r 

example, have a progra ■ which gives hi■ a personal record 

of each ttansaction ~.with a 0 gitea;:;;:ser,ice.;, la·_ri ■portant 

conseqtaence of the lo, capital necessaaJ to create a new 

serYtee is tile 01>enin9 ,of• tlae aarkatflace- to ·ho-rdes ef 

s■a 11 ·: eu trep:ceneurs. Iha t ✓are tae Etd•1nta9•• ,,of o sach,, a,: flea 

aarket.? What· are -the disadva••••••lf liat, "r~gtlations; a~e 
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a p1a:opr iate? 

R. Frankston 

The socia·l effects ,.of such- a:: ::aar~e, ·~-~' chard' >t::o 

foresee ·at 'this- :tiae. •~• aa.n .oaly: tqMtc11h~-" Lt .. i.s, po~~ible• 

that such a ■arketpla·ce can beco■e a significant sQ<;~a;l 

factor since it proYides a very good en•ironaent for aany 

services espeeia11y t)lose .· teat. l ~e 0 ;;QC)lltltQ·a4RAtion 

bet ween people vherie soae> .~n'\:: :r peoce~, . is 

· necessaliy. •tThe ·CU'Til'Jl"t. 'i.sJS,.. of1 .;~iii:¥ ,J:N:ediit c.~c,t.j:l$ 

is an ieaple, · fThv .. aa&et!place · i,s , ;a•.bso ::,,t;ai.ta~~ • •f:<>X' 

serYices .t:)ia-t: - reefU,ire .:si-apl11:1 tnt · .. pe-Jtson~21!114 ip,r~$inq: 

SGCh asi'catalog saoppill<J,'Gr lilllta,-.rr:aerY~~;:k'\Jl qttt--~r 

alsotr:e1'1'·"on 'tfl'•<11tQ1'i ty ·,•oq rJCOaaaniicerl.e .It-~ 8i ~fft ttffl. 

of in~oraatiea.: The effects of lea..-aaat,~gr•phtc ud 

uati:oaal resuictions •. on i•foi:-tioa : sllartu:g "••st - 'not -be 

09erlooked. '!his ,ia an exteasion. of ·:tlJ•. _1.iill,"r..-._.i·o• fitlft't 

■aae rpoasible ,Jly::-1,ehpaones,· :aair.,&isplaaea.,··,, Eill~llJ •.. ,h,t 
are tile 't•Flicatiuiv··ef f)lio~yc,:ta.anlatfle ·•. ;tec:Ju,i.ctJ; 

e•pe:ctise • :as. supplied ltf co■p111:u ltasecl,.,serYice•? 

' ... 

The •a~letplac:e ■odel of tll•J coa.,.ter ., .. 0:SJ~tea is an 

idea whose . t:i■e laas eoae., Tile .cesta0:0fi,.,,'iCO■"t91, 1u,rd1u1re 

are decreasing so tbatr ta• necessar,,·c011911ta•ional PQW4tr .iii 

beco■ing a•ailab-i.,..,: .:Ia· faat., ·· the: ■a!jo:s;,. ·rcoat..: of. ao■P'1te~ 

hardware to4ay is t•• o••~lluth · of .. new,:;s~eseesch a•d •HtPfi;;lJ;t 
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personel. As ■ore hardware is sold, this cost can be spread 

thinner. Software represents a large portion of the expense 

of a computer syste■ and the expertise for developing 

computer services is a scarce resource. The ■arketplace 

framework eases the burden of developaent of computer 

services since it per■ its the - deYelop■ent to be 

decentralized a■ong individual entrepreneurs, alth~ugh 

although the availability of the ■arketplace will not cause 

the problems of i ■ple■enting service to disappear. 
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APPENDIX A 

Description of IUtltics 

R. Frankston 

Multics, as• system, perforas two ■ain functions: it 

distributes coa:puter r.soureea. aaong th&' . users of the 

syste■ and it· provides a•n eniron&IRlt cfor runnitaq· ltr(>graas. 

The resources consist of the -1lard..-e a·ad the softwar.e;. '.l!he 

hardware is aaae ·ap of .processor••. •eaory,.5, ■ass storage, 

coaaunica tions fac.ili. ties ad>~· .otll.er .pe,:i..pkera.1s. !bli•l 

distinct-ion is "aade. b&t._:a--. tu sy1Jtaa1 sott1RlnJ amt tile 

user Aftvare. ~- s,ystea', ooaa:sbl· of ,.a,:.: · -priYi1eqed 

superv-iso-r vhic-h- supportlJ.· the' •irtual.: •--=-T-, eaYir•oaa:ent 

and aamrges, resou-ees, • flMlr• a'Olf►.p~1.pot:.ti-"On~ .. 

The runaing p'rOCJ.ra,ag aEe -Ol!•ani~1utiJ: •?rOCl'IBSes. A 

process is; 4:UJU°iftlent to -. a· ::tta'. -.• Oils a~ .1:rt;a~ in· co•aon 

ope:r;atin']· · systeas-.iJ:t·· is 4e£J..11a · b,:,•:c..aac..eawi:iilta:o:p. "pm~t.. 

(i.e. a location eoanter) awtl<a:;a.-ppt1lg :off:11aaes· in tlM!· 

storage.· -aystE!a to a4fl resses d.11 ,, ~ i.prcx:,ass-es ., -or,,.,· ~he 

a4dr.ess it.self'. 'C-Ollat.st& .-of tn ipal:,.'t1$j.; a., .iselJile~ ~1111.llber and 

an offset tdthi,n th segaentJ..,· •; •g,11ent1.·,ifs. u ",its •-Ball&' 

implies, a piece of ae■ory and generally corresponds to a 

single prograa or a·:4-a.ta. file; Jllllii,ca; llakeir, ne> -di.st"inction 

between- tlhe two. '.l'lf:O p-rocess~ .D&f..ere~ the am seg.lle'll't 
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may know the seg ■ent- by different nn■bers, but will 

reference tbe sa ■e data; if OJNt process changes a word in 

the segaent, the othe·r 1JJ:1>cessesr -ttili.,be· able to read the 

new value i■aediately. 

The st012 g e·- syat••- , correapoah ~ ~:. u.11icti onal 

file sy:a~e■s. The i■po~.t · dicff#.aot, ·· .i•· t-llat . once a 

seg11en:t ,in- t;he atota9e s,atz:ea,, laa:.J>._ rild.-1:.ie·.~eA, -_t~d~} · 

by a procesa . ( ejtaer ,expli.-rit-1,y .. Of iJIP~ittll- :it l>ec'Gn,s , 

pa.rt 0£::: the Gireatl.:-p; cact&k:e:aBabfl.96 ■ •norr,:...af.,., :the ~~es$ ,,!.Nae· 

s:tora_.,. Sf'stelli; conai.~; ~t Si.....,_..,oL.Ud ,.ca•1"•>:,.•f 

sefJINlll~.S. ·cal lad tirecc:ocie:a.. k· ti:qw:tom,r _,. )~COD taia, 

at.her :tl~o~-.. and t.ata.: •.the- . •~ .a,atet :.f,ora9=, a;, nee 

structure .v.d;tir, t,lie:-~~..s: beiJL.t Jli~t---a, ••.: ••~••· 

... - Seijaent-s off UIIDE-,y : f:.OEJI -tile ~·<i:pr p t.b-.1 ~QU"t.c>lled 

shariltg of. idoclation.: ... proG9fls ....... n•µ~ted ~-it· 

ar pdQacipaat ui•aoti£'3lenr d (Gilb,~ ,&4)1 •11atm e- . .Ml{c1o~, .. &9a-., 

t1......... .ue1c,-sr - ·n•"--. · ... ..---i.._ .. · ··. . •-• , · ..._ ·~ - ,· ~ "----· , .... f ,, • ..__..,_ ~ Q...1111.S Dia.~ ~ .... ~. , .• •■..•~ ~- .~~"'~J<:.._•J!,11 "~ "-.tJ,11111:~ft 

i1imiU£-ieEBr and. -llhat: acmess ce•aa::..._ - -,tile ~e,'Jll!lil'B~,-- -'fh:11&-, 

cme, llfAQ:'.clla.,""J dJe,.:.aes~ ... 1la1lUIO'.:t11AM- 9l:'t:lt ~0-h 

&ag11ent vhi.u anotJrtrr;~ ,dSQt,..,.._ duar J.AJ»;A,t. , -- .. 

!lultics ext:a4-s the; cmrcept; l of·-:IIIIQ)ed:daac •4~ prob.le 

st.~_.: fGWJd ion aaay:, f·apn::tidriq:,.,Aa-.-,:iio..oiltr ,:IHli"tt~li 
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system of · :rings. There·· are cutt.elltl'.'f e1'qht rings in 

Multics. The most· pri vileg'ed or ia.1utraost · ring is ring 

zero. In dE-signating ace~ss to . a seg•ent. ~.tu~ may specify 

the rings in which the access· is •••ilal>'le. If. one, for 

era ■pl~r, deSl!IUl~'es a t:rooe4urei rf ~• blf0 ,,,.·tea4ab1:• ill ri.nqs 

less then four, but only- •riUbl♦ in-1:.1_.,.,tessi :thall' tht-ee, 

the uset in £ing tht.ee aa.,y t.hen- llil!IW• tile:! StM}aell..t: aoreill.,Y,ae 

long as•h.e is not aocll·ffing it" •.. ~0~110<1:tr,·1t, he ~list call 

a pr~ra• in ring two or' below:. TiH.s rt~:·::; two:, pr~•• may,; 

then· ehec-lt the user• s .request , f.or y.a.clt.41~-y-::aa~-,: ih e.ffe·et-- . 

extend the hat:.a-wate a-ccas, con4::-r01;, ...,.an:lsa'· l>-f.J ~id-big·· 

arbitrary ■echanisu .y,ia' -sof~are1;• PtJ:ri .._apte,,,:,400'8SS to a. 

data base ■ay be via an inner ring procedure which will 

return aggregate values, but not per■it an individual item 

to be examined. data ite■• The li■itation of inner ring 

procedures is that, if they are ■utually suspicious, not 

■ore than one can be used at a ti■e in a single process. 

Multics ad ■ inistration consists of three levels: the 

system ad ■ inistration, the pr~ject ad■ninistration and 

users. The system ad■inistration is in charge of 

maintaining the syste■ integrity, creating projects and 

registering users. The purpose of registering a user is to 

guarantee that his user naae vill be unique throughout the 

syste■ so that it ■aJ be used as an identifier. 
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Registration., per se. does not.giYe tlle U$tef: access to the 

co■ puter· syste ■• :~ai-& i,t, d011:e ~,'t}l♦,· Pf,f1e¢,ta..A.·'1is-t:rator. 

The project. ad•iaist.rator can-, ileJti.-.U•· •r U~.~ 9{1'-, users . .wllq 

■ay login osint . llis . p~jec:1: 1 s , . na-.- . T)le · p~~j~t. 

adainistra tox ii: respouibJ.,.. u ~" ) ~h• ~-9~~ •s~9~ . bf . 

those~'. on ,t.11i• , P~J:.,u~ ~;. · U¥ · •~9: ·, SPN:ifYu j.nti•id-Gal 

spen4!JHJ. liaits for.,. hi.$· ~rs.,·.,. fJse,:,s •~,.:exc:•F1=i"8_ ~wa~r.ol 

OYer access • 1:o their. J:eSOllrCeB · ~$ ~JMl8 :: ,rhi./;:h: ll~S ~­

■AJ ··"·•hat., 1 aceeJ:JB t,o:· t)le.,. ': Pn ,;~3,11, tJl&>i,~~o 

con:t.rol .Us-t aas.,ciat;e4. ,ai-tll :-il,.,.N9"8~:f11Je,;j.~i~ ••hcitjl: 

u.~.r,s- :f9S;. p.r1:j~ftl '· aay, r.__4_. :-n~·:-,:n ~.ithe. ;SeCJ11,e11t;,.., · 

Tee acceas,aaJ b:e, Aiiff•r••~ £oc·. ~.,,, • ._,., ·. · •, • 
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lPP!HDIX B 

Iapleaentation -0f service Queues on ifu,ltics. 

Chapter four presented a ~l of a- serTice asa queue 

of regHsts ud a, se-r•.e.r for t~: r.e.que--~ Such'· a facility 

can be iaplt:aented wit.fl al'-ta ■al.r. i'cha~u tb !IVJitics. The 

following three faci•li-ties pi:ovi·tle 1.a saffi.:C-ient -basis: 

1. · M:essage seg-.enit!!f.:, , Rsaage seqlleift:s are queues 

aaaajjell by - in'IIW ~1.'1iq ,, ~ i~\fl:"'8:. The are 

iaple•ent-ecl U&ing: · segan~-.;:h ~: ~/ system, 

bot .use:rs'·-aa,y:i on,,1.y a:cc:,,si,, t:IO!■ ~~::--"thsse system 

~>pr~duirea.; ,usexrs,ay ·tla.-,.WJUl!JI: "!tf'o \&ad'. ent.rie::. to 

· ~ ;g'1euef1 i 1-lllf't, 1 t~ 'i!Al· d~ t~c- ovn ,entries; 

and to li:~t,,: r~lftl , "-~ ~~--- "~';l:~r" ,entries. 

secure 

i7dent!fic&~?ion £:of .. .:- flte· uSlftti.:bifWt:~ t:tae ·•ntry. 
1 

2 .• ll!ultiple processes. l!ultics users 11ay currently 

ha•e pl."-o<!esses- createa'·:blf ~r ~alff:V ilpo, uSif-: this 

"':·f-aci-M.Jt,_.,, fill&:._;~ ~da 1,ei·t..-S~tioa!.' of .,'tlJ&J 

p;,:ocess' ''to ·be; oreat:eo· ! ~Z;~,~--sent.W :~ss 

coordi-nator: Yi'a a;ci •-Ba94f··= 1cSe.gaent. ,h~ . absen'tlte 

,oo~..ainat;bt 'SCn.ecJu..lea<the.> ~ss J!O}.:bf&·".Cr-ert" :as, 
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if it vere a job on a batch processing syste■• 

ProcEss creations are def•rred until the nu■ber of 

processes created in tlais , • .,..e~, iJa· · .. below the 

■axi ■u■ allowable. To aake effectiYe use of 

se;rv:.ices,. it is ~-~ t,o.,.... • .tbe resq:,tction 

on the nllJlbeJ: .(n· ~e- ·~ . .-, :,H ~~~•- OJl. 

belu1;1, of• user.,_ rhi• , ~-d.~onrJ.& N•a.ea.'t aainlJ· 

to si■plify resource sc~e:14~«- •. · 

3. :Int.erp,.:~ ieo_.ica..~ " ,c ~ ,J;A~pmcess 

• r : coaaa.._t,ioa -.era.ts ~~1-oa.- ,, ~;ilCACesses by 

-e~.ps::~n4ao:.-.i--..._.t..Ot,:,.~ other. 

Process• •r 90 bl.---• ,: ...,_~:,~>-~ rQJIJd.Jlg} and 

nit to be ----• - ;, •6!,., . .-i-j., ... ~.dtZaaple,, 

a . .,pr~, 1 ~j ;- 90,, I, . . , JIIIIUi,.._t ,:, ;M) .:, read a 

••$Jlill9e &oe. ·• C)'llelle. ,.._ __,.r ps:oceJI&. p.af.s a 

aeaaage:_ ia -~• ~-.,. i~ Q111A: ,,...._,!2,iM, r- ••i ting 

· proc:91181 160' .C4la -~ -r--- -4 ~-• ~ ~age. 

By r••~•9 tJMt , ~~~;# ~·••~ .pL, process 

tbat a 11891.", CilJt, ,1JINI& ~r · .. -..i ~41--t 1\9,t;~ ~J;9,ols for 

aaaagia~ ~ ,'. ,w:oc-...... (lhl!C:IJ: ;:,dWI ~ ,_tlf>iH,q,., tA kill a 

r•aa~ ,procass).,. pzoces ... ·C'Nli ., ~•tflll ._;aeoe•ary to 

perfor• :ser•.ices. A:. ,-~C8;-C~M,,,,._. ..... 1,Hb8~-,cttJ&tting a 
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■esE>age, in a go•u. A.Socia tea,d,,;"t.h tll.1tHpieae .. is,· at least 

one server proces$. Wht911 tae· s.rvic.e 'I· i:-.iest.,: is. pu,t in the 

qneue, .. a wakeup siual is ant-,, to.:,tll•,r~,.-r•ec a~ociated · 

vi th, the queue. If· th-e" se~,ver i'Sf Yt ,_ proeassiruir anJ other 

requ.es~$' at the ti••~.i,it voaldr~i*l••~rea.4,,,aad:,l>egin. 'to:· 

PiOffSfJ tile uae~s~r•eguNtii, If· i~..;,i,a:,kaf, 'ctherreqaesi will 

be Pt~q•ssef} when ··· tile :e1serYer,;,is,-f .1,.U•llHT:>Vi.__.: tllitt:,l?eques~ 

it is busy Frocessing. By co■bining aessage ·segments and 

interprocess vakeups into one facility, the entering of the 

request and the notification to ,he serYer is -a single 

operation. 

After syste■ initialization* there are no active 

servers associated with a gueue. Thus, if-there are any 

pending requests, or when the first request is entered, a 

process ■ust be created to act as a server. The description 

of the process is associated with the queue and together 

they for■ the representation for a service in the ftultics 

storage system. Nore than one process can be associated 

with the queue so that the service ■aJ handle ■ore than one 

request simultaneously. 

An exa ■ i;le of a service in the current !!ultics system 

is the output daemon which takes requests for bulk printing 

and punching. There is one server process for each output 
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device. In the current implementation, these processes are 

creatEd when the system is initialized, or must be created 

explicitly by a operator. It is not, however, necessary to 

create these processes before they are requested. If there 

are not processes available to handle a request (and the 

maximum number of processes specified for the queue have 

not already been created), a new process can be created. 
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lPPEltDIX C 

Functional listing of entri:eif' -icbto the financial system. 

The f inandial syste ■ is 7 ~!.'ftbl.-:: ~-t.~" ·all· other 

services of the aarketplace. · s;1'Bee~ u: ,· iwl1'Sb ceh~ral to the 

operation of tiri{ ■arketpl;'1~i_:'lli8-"-Jltt=1~i~ for most 

transactions betW..n servi~::, -~•t.J.'"'~M"a.ration ■ust 

be given to its i ■ple■entation. Por this reason, the syste■ 

is i ■ple■ented as a •titto~A inner ring procedures within 

Multics. To the progra■■er, this ■eans that the financial 

syste■ is access• by using the ~'"fldl,t:!.elP subroutine 

call ■echanis■• ~nee the sy~fl~ i1ti1Wft':>"'.7l l.Dh'ilt ring, the 

user cannot ■aJAfunauthorizea retere~~~:tti financial 

system datatases:::.:: 2:1.ru100:>.5_tcd l 

The interface1i~C{~'; ~ttt-rJt points) of the financial 

systea can be roughly divided into three categories: those 

that deal pri■~ly with ■a~~~~49 services, 

those which perltft ■anageaent oftlC~/1~<-'those which 

are used to ■ana~ individual ~l1Wc.t.~.£t·: 

The entries·· for requ.eWtl-'nlj'--,~1~at~1 s~1ncluded in 

this appendix because the financiaJ!a~,~- *ts as the 

interface betveeh;- the services._ iW: ~ ·. r-7 ,, :,:<t _ ... -- -- f -
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Entry na ■e 

Ser•ices.-

request serv..ice -· ., . '. ·~ 

·cancel_.sertj. ce_~~gues,;t,..; 

creu~.;..•er•4-~.-t'l••:.... 

~--!l•.i..•ccpat_ 

pt. .... ~--~-~"-'-·?: 
s.-t_~--
·list~ acca•n-ts_ 

i: . 

'c~• .... t.r•~~ 

~~ 11taor~••rUaa:... 

set_~.._.~ ..... •aout 
get_pay-at_st.ata-s_ 
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Na ■ e: account status --- -
This is the prototype for the structure in which the 

status inforaation for an account is returned. This 
infor■ation can be retrie•ed using the entry: 
get_account_status_. 

declare 1 a.ccount..;;st.atus based, .. ~· · ,: :: .,L. 

2 •ersion_nu■ber fixed binary, /* is 1 */ 
2 DU■beJ;,L;O~_.«nltlt11:rtixd.:a.l11&IJ.i:,; .~s. 
2 nuaber_of.:_receiiablea-"'fixect i.inary, 
2 lengtlJ ... :of_acceas_listttl--4 ;:\Q:JMl;J:, 
2 balance fixed c1eci■al(15,2}, 
2 payables 

(0 refer(naaher_of payables)), 
3 traasaction_icl bit p2), 

2 receiYables 
(0 refer(naaber_of_recei•ables)), 

3 trusaction_i4 bit (72) , 
2 access_list 

(0 refer(leagtJa_of_access_list)), 
3 suhscriber_aaae c-Jtar (32), 
3 access ... flacJs ali,...a, 

II cnraer_ac:c:ess bit(1J, 
II payaaster_acceaa bi:t (1), 
II r•9-st_acc•• hit(t), 
II receiYer_access ~it(1), 
4 clert_accesa bit (1t; 
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!s~~: assign_transaction_ 

This entry is used to· giY.e a vendor access to. set the 
requested payment amount in a transaction. It is Cil'lled 
automatically by th~ request_serYice_ entry for the 
transaction id specified (if it is not zero). 

declare assign_transactiori_ entry( char(*), fixed 
bin (71) # char( .. , £ised, td.:u,05)); 

call assign_transaction_ (account_na ■e, 
transaction~i.4# assigme. status);.;· 

1) account_na■e 

2) transaction_id 

3) assignee 

4) status 

lppendix c 

The taaM'. of ~ :_ acount ~ta:illing, the 
transaction to be.' assigned. (input) 

tJnig• iaentUieE' of transactiion beinq 
assipe4:. ( iaput) , -

The na ■e of the subscriber, or service 
to vhicb the traasaction is being 
assigned. (input) 

S'tandard llaltics status code. (outpatf 

I 
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~= close_transaction_ 

This entry is used to close an open transaction. 
Closing the transaction enables paJ1141ftt..1f ~--- ,:l)e-,•de ·, and 
preYents further ■odification of tbe a ■oarit. of pay■ent 
bei.ng reqaetst:$d. ;:·; ·. 1 , , 1, :,·,~, .,• ,.➔ 

declare close_transaction_ (char(.,, bit (72), fixed 
bin(lSU: 

call close_transactiou_ {account_naae, 
.. , , tru~j.~j,4', •ta~-•~:'·:_ -

1)· account_naae 

2) transaction_id 

JJ sut:u 

Appendix c 

:. ~ { ,:~ i) r_ : t;_ ;, s- ~- l: )' ; : tr- .... :• d ._; 

The aa■e of the accqunt in which the .t~-~~· ~-~----11~ 
'l ~ ;_'..~ .~J J • :t ,::,;.. ": Si ~; 5 !"! __ -.1 !:1 r, \i ~ -• 

The unique id of the transaction. 
(lapet}, _ 9;,L,,' .... '· "\: · / 1' 

-.St"u4ad ~••· -• atatus code. Is zero 
i.f,totJ&e t~ is closed uor■ally. 
(M'tpU_~'.U;, :i ,~p 1

• ;;:; 

Page 79 1/18/74 
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b_!~: create_account_ 

The create_account_ procedure creates 
with owner's access to the specified user. 
then use additional financial routines to 
account as desired. 

a nev acc.ount 
The owner would 
initialire:tlte 

J!llil 
-· -

decla r E crea te_acc~:n1M:..E' ·L:\ ~f {~-t•t ·~ char(*), 
char(*), fixed bin (35)) ; 

call,' cxea -'t•i ac~Dt .. :.:> (6CC-b&!l:,!. tlue , 
ovner_na■e, s~atus); 

billing_account, 

1) account_na■e 
'. 

The na■e fot·iti.,tti account assigned by 
the subscriber. This na ■e ■ust be 
unicpae:t~w ~,•ecoants creat~: t>y;: tilt! 
~tJel'. · 1stt'~-~ Multics procedure 
unigue_char~zq--,) be used to create 
unique naaes if necessary). (input) 

2) billing_account The account to which is to 
for the ser•ice charges 
creation and aaint~nance 
account. (input) 

be billed 
for the 
:>f this 

3) owner_na ■e 

4) status 

Appendix c 

The identification of the subscriber 
who is to be given owner's access 
initially. (input) 

Status returned. 
account has been 
(output) 

Page 80 

It is zero if the 
created noraally. 
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!ll§: create_service_queue_ 

This entry• is nse.d to qre•t~ a ~•ic-e. Associated 
vi th each service is a ~g■&At , •i.Jt. tJie, :~~4~ hi~ra;rch:y 
that. is used tOT store tire ~~<Mt.,Oti~, Sft.&Y..- .prcx:;~ 
and as queue of ,a:eqUJtScts .for ~,:Seit~~ 

I . , . , 

declare create .... ~•ic..•~~ .,: ;•~<' ·_ .t char(~), 
char(*}, fixed binary, fixed bin(35)l; 

~. ,.,_ _;~ :.: ~ -- , if ,.,: r ~ '2 :~· ::, £ ~~ ~ ~ :_. 

call create~serv.ice_:qq•Ml:.', .·:;, , ,:~Yice_na■e, 
initial_procedure, nu■ber_of_servers, status); 

1) service_na■e The na■e of the service. It is the 
.,pathnaite, :Q-t: cc tM: ,s~, .Cf~:·in ·the 
au1ti..~ ,attq~, !l.~~d(input) 

2) initial:,_proc,edu-re The :.f irStt xM~it»e .~l.,ed Lvaen the 
se-r•ice 1 s .. y.xoc,,,t5&,-i:s ~~:t.a.. (input) 

3) nuabe1._of_serMrs Th,e aaxi■Gl!hav.aJaer of p~,q,q~$. ;ti..t 
are to ae .,·av,tl.ule si■ultaneously for 
the se~Yic~. :;; CillJwt) 

4) status 

Appendix C 

.standard s,atus code. 
zero. (output) 

Page 81 

Is normally 
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].§.!~= financial_systea_error_ tabl.e_ 

This is the data base in •·error table" format for 
status codes fro ■ the financial systea. Their meaninqs are 
generally cbvious fro■ their .... .,,, ,'fhe:: -· i-1:at-u :"Code 
returned is zero if the subprocedure cfo■pleted its task 
nor ■ally:. 

account na ■e in.valid 
to_accoont_invalid 
fro ■_account_invalid 

An account naae speeifie& in .t;he parameter 
list is invalid. I.f.t-he- o~l~tag pc*graa is not 
permitted to know that an account exists, the 
status code for invalid accoll[\ :t ..,_,ll--be ;<Ji::~ 
even if the account is otherwise valid. · · 

account_already_exists 

Atteapt to create a nev ace-0,1nt. ,with the s~ 
name as an existing account. 

no owner access 
no:clerk:access 
no_access_to_transaction 
no_paymaster_access 
no_receiver_aacesa 
no_access_to_service 

The user does not have .t.M ;ap-prop-~'.!A,te acce~s. to 
complete the request. 

transaction_not_found 

The specified transaction cannot be found in the 
given account. 

transaction_already_closed 

ltte■pt to close a transaction that is alreaiy 
closed-or to change the a ■ount being requested 
after a transaction has been closed. 

area_too_small_to_return_data 

Appendix c 

The area specified for the return of the data 
structure is too saall to contain all of the 
data. The initial portion of the structure 
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containing the size of the rest of the structure 
v ill, hoveYe r, he · fi.lda}. ''iJI ·~ :!IQ 8t.i-ti •·tn ::mser., ■--T 
call the entry again with an area of the 
a ppropria t• siG. 

area too saall to re-ta.TD size - - - - ....-

The area could not eYea contain the heac:kwr ;of, the 
structure. The user sh011lcl supply a nev area·and 
atte■ pt to call the routine anjfnt .. r "~ · .: . 

~ L ' t . ...,,~ 

serYice_not_found 

'!'he specified serrice cannot be · found in the 
direc~ory lderawhy,. 

ser•ice~q11eue~f•ll 

There is no roo■ left in the queue of requests 
for the serYice. : , ··· ·, . 

service_out~ef_ouer 

The ser•ice is uaaYailahle for an unspecified 
reason. 

insufficient_balance 

Appendix C 

The balance of the specified itMt :ta i1tSUffiei.eat 
to satisfy the request. 

The specified serYice request 
in the serYice queue. 

could not be found 

1/181'111 
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]~~§: get_account_status_ 

This entry returns a complete statas a~ an account. 

declare get_account_status_ entry( char(*), pointer, 
pointer, fixed bin(35)); 

call get_account_status~ {acoo••t~name, area_ptr, 
sta-ttas ptr, statas) ; , ., . ' ' - ~':" -. ,-.• _, 

1) account_na■e 

2) a'rea_ptr 

3) status_ptr 

4) status 

Appendix C 

,ir11e ·na■e :Of ·;tta. ad<!oat whose status is 
being requested. (inpu~ 

The area in .,MioJt ··t'JN ,-srta-tus is being 
returned •. ('input) '· 

Pointer to the structure within the 
area ' contaia:iutg the :status. The 
structux:e · ·., 'ts described . in 
"account_status". (output) 

st.ancla~cl ·•fi11ancial systea status code. 
This is zero if.the request coapleted 
noraally. • (ou•pwt) 

Page85 1/18/74 
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IA•~: get_payaent~status_ 

Tkis eatry iJJ . ~,ute4 -to·. retr:i•" '; ,i.llf-~Nt.io11 fro■ a · 
transaction record. To get this inforaatioa,' the subscriber \ 
■ust haye either access to the transactioa or c~erk ~eas 
to the specified account. 

call get_payaeat_atatus_ (account_aaae, 
aaou\.;t.-CJWMte.4, 

all08Dt..,.pai'a_sofar. 
to_acco.nt, status); 

. :"'t .... ecrti-_.iH, ,'.f ,: l. ET,, ,':_·t"[' 

aaout.;..••~ora..a. '' ;,, 
payaent_4ate, froa_account, 

1) accoa■t..;,;naae 

2) transaction_id 

· Tie.• aaae of eitiler accout · containing 
this traa...-tn. (iapat) 

Tlte •i•• ileat.ifier for this 
·. ts•uatrtieai r, AhpwtJ 

3) aaoant_ requested · '.the- aaouat . . •n;,payaeat that baa li,:;an 
req•estect. (o•tpat) 

4) aaount_aathorized 'file aaoant, of payaent tltat has been 
aathorizea. (oatpat) 

5) aaount_paid_sofar The aJtOut t•at Jtas actual been 
transferrea to tile reeeiYia9 accoant. 
(oatpat) 

6) payaent_date 

7) open_indicator 

8) froa_account 

lppeudix C 

Tile. aate oa wllich tile pay■ent. 
authorizatioa .. tares. That is, t.he 
clate tile aat•orisel uoant is to be 
trusfcre4 to tile receiYinq account. 
(oatp•t) 

If the Ya1ue of this indicator is 
'1'b, the accout is still open. This 
aeans that tla• aaout J,eiaq requested 
is sab:tect to claa.nge. (oatpat) 

The account froa which payaent is to 
be transferrea. (oat.pat) 

Pa,cJe: 86 
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9) to_account 

10) status 

Appendix c 

The account that is to receive 
payment. This may be blank if it has 
not be en s pe c i fie d vet • ( out put) 

Standard financial system status 
code. Value is zero if data returned 
normally. (output) 
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~~= .-.get_t:ransactioa..::•tato_ 
,.~ r. , 

This entries returns the status of a transaction. 

declare get_~ransacton_status_ 
ptr, fixed bin(~S)); 

(char(*), bit(72), 

call get_ transaction_status_ (account_;_na ■e, 
transaction_id, transaction_ptr, status); 

1) account_na■e 

2) transaction_id 

The Da ae of an accouat containing the 
transact.ion. (input) 

The 11niqae nae of this transaction. 
(inpat) 

,-· 

3) transaction_ptr Pointer to a structare described in 
•traasaction_statu• in which the 
inforaation is re't•raea •.. (input) 

4) status staa4ar4 fiaaacial syatea status code. 
rs zero if reg-•t coapleted noraally. 



KPH FINANCIAL SYSTEM SUPPLEMENT R. Frankston 

!u~: list_accounts_ 

This en:trJ per■i ts a us.r .. to JJ4lt. a coa.plete list of 
accounts he cvns. 

d.eclare list acccunts , . '(~inur, pointer, 
binari(35)): - ·· 

fixed 

call list accounts (area,_.poi~ter., 
status); -

lis.t: __ ;pointer, 

1) area_pointer 

2t list .... pointer 

lrea into vai.ch tlae list.of accounts is 
retuaed-. ( iapat) 

Pointer to s,tr11c-tur:e cont•ining lis.t of 
accO)mts .. · flae• for .. at of the st-ructure 
is: 

declare 1 acce\lats ks1!4a~.mn:t.•rt ., 
2 n11abeir~Q:f~ae__.ts fixed binary, 
2 account_~ , · 

3) status 

Appendix C 

(* refer (auaber_of_accoun,:.s)) 
, cllaraet.er~;J ,·:.1 

(OJltpatlt, ... 

· 'Stau4at,11 '·•:bltic-s status code. 
noraallf zero. (output) 

Is 
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!u~: list_pending~requests-

This entry returlliS a· li.st of •ll,·regue1rt:sr:'" a. user has 
pending for a given serYice. , ::· :·· ,!-· 

declare list.:.,:..peading_:<r~-· : : . elltrf(dlar (*), 
pointer, pointer, f1•eitbi.b1:1.5J) ; 

ca,11 lis:t._pep!}uuJ.;:.req~•..;;.~ •·" . c." .!(serwi.c:e_na ■e, 
area_pointer, regaest_pointer.iaaU•J; 

1) seryice_naae· tt-he ~ of;:-;.the&:sftr-wice:.•oc-.· · 9.Jiick. the 
reg~r aretu· n1 listed. (inpat) 

••I-re& in °•.h.ift:~ 1:lwe. ret.ar..a 1:1--st · i'i; to 
be auoca te&;., ,fi.QII t) 

3) request~pointer-._ Poia~r to --:~re :d:•:.·1:tt.e following 
:•.f.--:t:" il'l'"'.w~u,tJai 1i·st ·of. requests is 

4) ·status 

'Appettdix C 

ret....a: .i ifi'o::>:::,, <: 

declare 1 requ.st:.~·U.;,st:::MlJe4(~•t_pointer), 
2 fi\Utbet_r94•••,ri_. biaary, 
2 regus~(• afer c.....- r4HJaests}) 

•· ' :fllllllct lfu,lii U:9" 1) ; 'P a . c ,;; «; .· ,· 
~,. -·::- 9.. -;~ -~ .~ i:= •. ~ 1' .-·: {}" 

{oatpat) 

Stan4ard Bultics statas code. 
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!~•g: ■ake_pay■ ent_ 

This entry- is used ta transfer .. aoney "· bet.ween two 
accounts without a prior request: for.i•~t. · Thi.s aeans 
that there is no requested paJ■ent a■ount associated, w:U.h 
the transaction. 

1) 

2) 

3) 

4) 

5) 

declare aake_payaent_ 
bit(72), fixed 
bin (35)) ; 

en.tty ( . ch'¢(*' , char (*) , 
dee (1 S,2t ~ r:, ch-ar (*) , fixed 

call ■ake_payaent_ (f~&ccOWl!t. · ·· to_account, 
transaction_id, a■ount, description, status); 

fro■ account -

to_account 

transaction -
a■ount 

description 

id 

The account f roa, <llllilch 
be transferred. (input) 

the ■oney is to 

Tile .a-,eooUD:t :to iVJd..-cltr the ■oney is to be 
t-ra11sferi:eJt-..; (bputl ,. 

'fbe idea~steD .i. iioc=":~he record of i:.nis 
payaent. (output) 

\the a119wrt· al) ■Ollayi ':to be transferred. 

The description of this transaction. 
ti 1l'P'Q!bt~? ; . i ;; q £, ') ;Vi 

6) status Standard status code. (output) 

Appendix c 
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This eutty 'i.s -ed, to· . reqll88t a., .&erYice,. The int:ernal 
f o-rn t of-• 'it he ' ,peT'Mleter' field: i.'7 Y~ accordd.m]... to tae ·· 

declare reguest_service__ entry ( char(*), 
bi.n(§tJ, . cll8"•l, ,~ :ul Id.a ("11) ,. 

find 
fixed 

:ld.:B(3Slt-;'- ··,,v ;.s .::) 

call reguest_ser•ice. (ser•ice_naae. transaction_id, 
para••~~-.,D1Cja98.t:i..,.i4,_ ll'tl■tfl8t __ ;,c••-··~, , 

1) service_na■e 

· -~ v~_:_-',(::C.:.·:,./) ;;_ ~·:::,_~;s<:f-,L•- ~,t•J: .d":}~ "'"'},:7>'.~-~--.~~ 

la■e of the serri.ce being requested. 
., :.'(d;apll!t): : · ,~ .J ti'.J . r, "",: T 

2) transaction_id The identifier for the transaction 
·:~(ti> Juli<Jlall ;La billimp:~~- :·, 

I ft,.·._.,, ,.,,.aM,-;:l ~,: +rtMM~ioa ls to be 

3) paraaeters 

4) reguest_icl 

5) status 

assoc:i.ate4· with t•• DHJGeS't, a Yalue of 
•• •1.zemir is.r,,••••• .. f, l;f_,.t) r i . _ ... , , :• 

The paraaetera for tke request. The 
._,. - '.if~t:i. e t:t.. s11c2attJrB .is d•f:ir1181};· byq. 

t.be Yeaior o~ tlae ••r•ice •. (inpet) . 

The 1IDi que ia..,._.,. for the. re guest.. 
(oa-t:pat.}-

fte staaaara ■Ill.tics statu coae. It is 
aoraallJ sero.. (oat:pwt:) 
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Nam~: set_access_ 

This entry is used to specif.y the priviliges 
subscribers have; with respect ,,t·o an accon:t ... Tile suoscriber 
must ha v~ owner access 11ith respec.t tto an accownt in 01:aer 
to set acces.s. 

declare set_access_ ••-t:•~Y f char(*) , .1 like 
access_structure, fizea binary(35)); 

call set_access_ 
status); 

(account_na■e, access_structure, 

1) account_na■e The naae of· uhe acoouirt. for which the 
access is bei.D(J.t$pEtci.f.iet .. (input) 

2) access_structure Is a list ... c:d.• • sab.sclritMl,r_s .and their 
access .wka, .;re~fMl<:t•·'tO .:;a·n account. The 
for■ of the structure is: 

3) status 

Appendix c 

declare 1 access.~stD11etere, 
2 length_of_access_list fixed binary, 
2 accessj_Jist like 

accoaat~A:ta:t11S.access_list; 
(input) 

standard !ult:iolf . .· status code. 
normally zero. (output) 

Is 
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J~~§: set_authorization_ 

This_ entry sets· the authori,za:tioa.~. pa~a.et.ers for a 
t ra,nsa:ct.ioa. :It. canot .. se-tc tile .'a.t;Ht:ilWltio• \il&Ja&vt . ·· to •.a 
val·lie less titan ·tlutt alreacty:.1 -:pait\'._t .ift .. atll:e Jac•ospeci;fied ,· 
is reached, the specified aaount will be tra~ :·"'firoa · 
the "fro■" account's balance for the transaction's unit of 
pay■ent. y 

The user ■ast have . pcry• ster. ,a-ocess re la ti Ye to the 
"fro■" account to aae thi-s. entry: .. · ·· 

1) 

2) 

3) 

4) 

S) 

... (; 

declare set_authorization_ (char(*), bit(72), 
claimC*J:·i faeclc biaf'l1)1,i:· fixe4, ·,decf1-5:.2) ,• ·· 
fiWBI ·biaf3S)>,:. ~-

call set_asath:orizatioa_ · · . , . : (account __ n·a11e, 
traasact.i011_:iA.• :eaon,, ~,- status) ; 

account_na■e 

transaction_id 

a■ount 

date 

status 

The na■e of an account containing the 
traJlaact:ieu.i- ·• till~ r 0

, :: • •• · 

The ullicjff <'Me•tifier of the 
traa:saetioa. ·fiinp•t) 

~; L' t T : ' ,!: ) 

The a ■ount of pay■ent to be authorized. 
(inpet)'. c:.: . 

The date when payaent is to be aade. 
(input) 

Zero unless tkere is a failure. in 
which case it is tJae reason. (ou~put) 

lppenaix c 
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Jfll.!: set_request_aaount_ 

.-Nl-u •RXJ< •t•1~h..--....1a-11n.t ';.•ft~1111Atyr..--t..el for a 
traasac--tt~. l't:·t• c.•a1U0 aas I.Ng w:'.)-. tt-aatsattta .,ts 
open. Bodify access is .required on tile traasactioaf-~o de 
this entry. 

!lUU 

4.-~l&t:€1 Sat:l:'eque.!lt:!_•OaRt!J)(m;~ • · ~~t (72) • filCed 
dac(15,2), fixed ~in(35)); 

.,-.~: :)':!: ;~;.r,!¥!9:)_::;!~ __ ylr>;:;·r:-:'. 
call - ·,aM ~f,••~··10,.:i-:.,,tc-'Di>:,taccount na■e, 

transaction_i4, aaount, states); -
J•: !r )-c, ,-~ ,• !~ '"~ ;,• - .~ 

1) account_naae 

2) transaction_id 

3) aaount 

4) status 

·Append i lC C 

, fte, aa-.:,J:.ofsaa,',&eeoaat containing the 
transaction. (iapet) 

,. .. f -;:: !) :~"Jtn ::·· :1 I .{: r ,, :.1 i;., 

The uni(Jllei.:t•- . : of 
(inpat) 

f' -:'"' 

A■oaM!' .i £-, "6-YRat 
(inpat) 

t ·, ,:-. b ~! i•:.... ,_,~ t J · 

the transaction. 

being requested. 

Stan4ard financial syste■ status code. 
(output) 
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JgB~= specify_receiving_account_ 

~Md.s;➔ e,a:tx-y<is,...d'bJ a·,ft!11114oro'11he MS{been .assigned a 
trans.acti'011 to s,pecif~ . t)ie a,;,:ou_t.,, to Mlli~Ja 1>a·J•-e11t is to 
be aade. 

declare specify_receiving_account_ ,·,· entry (char(*), 
f iffd· W:ll':(7~l ..:,-<:•ar:{,.). -fi~"·•bi•rfJ-5i t; 

,.,i ~1 f •: ::: ,:.;_ ~-r;, /: •_; • ~ ~ C> ;_ • ; :~ .,_-. :: 

call specify_recei•inq_accouat_ (account_naae, 
. · .. ' t.ransaction.:.i•.-: c~~---••011nt, stat.as) ; 

1) account_naae 

2) transaction id . -

laae of the account containing the 
. tranaactioa. .;(iltlf)lt) B , ., .' 'f • 

. ,, 

Identification 
. (inp•t) 1 • 

of the trsaction. 

3) receiving_account The na■e o/ the account which is to 
r~,i.ye JtaJ~.,;, '(input) 

4) status 
~ ->·-· :-- i. _; 

Standard Nu1tics status code. 

Appendix c 1./18p,/4 
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!~.!~= transaction_status 
.. .,__ - ,: ~ 

Structure in which the status of a transaction is 
returned by get_transaction_statws_. 

aeclare 1 transaction_statu•,:b,s~w,.£,: 
2 transaction_id bit (72), 
a,~,a1i,tJl•§•o.Nt. ~atutai.c."' l~'!:ffe,"o §.get *I: 
2 receiYing_account cllar(32), /* to acct */ 
2 aaount_reque••.«vfisetia.-r:af,il-• , :??;, 

2 a■ount_pald_aofar fixed 4ect15,2), 
2 a■ouat_aathorized fized aec (15,2), 
2 pay■ent_date fixed bin(71), 

: '! i".' 1f&Y••··--· A•r($2),y::0:r~:d:l o,,,J ;., 
2 receiver_n.aae char (32), /* for reference */ 
i·opea~fi. .. :rli)itt,1)1·,.C ,,:,,a·. 0 :ic..: ,_;;:1,-;· ,, 4 

2 request_Change_access char(32)~ 
2 descri ption_length f '-ttt .M••••dli) ,:, 
2 description char{* refer (deacription_length)) ; 

Page 97 
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