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Abstract

Knowledge graphs have seen a significant rise in popularity and usage in recent years
with many real-world applications taking advantage of their ability to model inter-
linked data easily. In general, many institutions maintain their own knowledge graphs,
however these graphs tend to suffer from incompleteness. This is due to two main
reasons: knowledge is naturally distributed across institutions and institutions are
unable to share sensitive data. With this in mind, federated learning appears to be
a promising solution to this problem as it enables clients to develop a shared global
model without sharing any data. This thesis aims to solve the knowledge graph com-
pletion problem by introducing a federated learning protocol for the state-of-the-art
Knowledge Embedding Based Graph Convolutional Network (KE-GCN) [51]. KE-
GCN was chosen for it’s unification of multiple graph convolutional networks and it’s
ability to provide as much flexibility as possible for clients. As a result, my feder-
ated protocol, Fed-KE-GCN;, is focused on data privacy and flexibility. In addition
to Fed-KE-GCN, this thesis empirically shows that a common approach for differ-
ential privacy for deep learning, Differentially Private Stochastic Gradient Descent
(DP-SGD) [2], is not viable in this domain due to the nature of graph data and the
internal framework of Graph Convolutional Networks.

Thesis Supervisor: Lalana Kagal
Title: Principal Research Scientist
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Chapter 1

Introduction

Knowledge graphs have become an increasingly used data structure to represent hu-
man knowledge with many real-world applications such as recommendation systems,
question answering, and dialogue systems taking advantage [28]. A knowledge graph
is a directed graph that consists of nodes, which are entities such as a person or
place, and directed edges, which signify a relationship between the nodes. Knowledge
graphs are usually represented as triples (head, relation, tail). Both the head and
tail components of a triple are nodes, and the relation component is a directed edge
from head to tail. This structure provides a efficient way to store and model a sig-
nificant amount of interlinked data. However, knowledge graphs tend to suffer from
incompleteness. For example, one of the largest knowledge graphs commonly used in
research, Freebase, has around 71% of person entities lacking a birthplace [12]. As a
result, current literature focuses on knowledge graph completion by inferring missing
facts. Specifically, most literature focuses on link prediction or node classification.
The link prediction task attempts to predict the existence of a link (or relationship)
between two entities. For node classification, the task aims to classify entities in order
to infer characteristics. Both these tasks are typically accomplished by creating low-
dimensional representations of the knowledge graph (knowledge graph embeddings)
or utilizing machine learning models.

The problem of knowledge graph incompleteness inherently stems from knowledge

being naturally distributed among different institutions, and in a lot of cases, insti-
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tutions are unable to share their data. For example, sensitive data, such as medical
or financial data, is highly private and regulated. Even beyond regulated data, in-
stitutions aren’t incentivized to reveal their data directly to other companies due to
the increased privacy risk. Federated learning [48] is a distributed machine learning
paradigm that has seen recent success within this private data dilemma. As a result,
some recent research efforts have taken a federated learning approach to knowledge
graph completion as a way to collaboratively learn over knowledge graphs distributed
across institutions without requiring the actual data to be exchanged. However, most
recent literature is either not compatible with multiple embedding choices or lacks a
flexible implementation that can enable clients to utilize the most desirable model for
their application.

My research addresses the knowledge graph incompleteness problem through the
creation of a federated system with a specific focus on maintaining generalizability.
Specifically, I have implemented Fed-KE-GCN, which is a federated protocol that
takes advantage of basis decomposition and optimal transport to enable the gener-
alizable KE-GCN model to work in a decentralized setting. I chose KE-GCN as my
core model because of its state-of-the-art performance and generalizability, or in other
words, its ability to be compatible and encompass different applications. The KE-
GCN model can fully recover the most popular Graph Convolutional Networks as
well as utilize many different embeddings. The resultant system enables clients and
the server to easily utilize the most suitable model for their respective problems. Fur-
thermore, my federated learning system enables clients to use any uniform embedding
approach as long as all clients utilize the same embedding. In addition to building
a federated protocol for KE-GCN, I empirically show that a common approach for
implementing differential privacy in machine learning models, DP-SGD, is unusable

for ensuring privacy due to the nature of Graph Convolutional Networks.
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Chapter 2

Background

This section provides an extensive foundation of information and context necessary
for understanding the landscape of the knowledge completion problem. I start by
defining knowledge graphs, their properties, and the knowledge completion problem
itself. Next, I describe general approaches to the knowledge competition problem.
I also formally define federated learning and differential privacy both of which my
work utilizes. Lastly, I discuss state-of-the-art approaches and models used in current

literature.

2.1 Knowledge Graphs

As mentioned in Chapter 1, knowledge graphs are directed graphs used to model
interlinked data. At the highest level, knowledge graphs contain nodes, edges, and
labels; knowledge graphs can be represented using Resource Description Framework
(RDF) triples. These triples are in the form (head, relation, tail) where the head and
tail items are nodes and the relation item is the directed edge from head to tail. The
nodes in a knowledge graph represent entities such as real-world objects, events, or
concepts. Labels refer to general information about the individual knowledge graph
components. For example, these labels can be general categories that nodes in the
graph can belong to. Figure 2-1 shows an example of a knowledge graph, and an

example of a triple from this figure would be (Da Vinci, is a, Person). Here, there are
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no specified labels, but an example would be May 12 having the label "date".

— .
{ Da Vinci
(/ R ~—
\ May 12 ) o/
\‘;?”’” )
s/ ™ —

N is friéﬁa‘s“v}}fﬁ"--w., Alice |

— __

Figure 2-1: Knowledge graph example.

Formally, we can define a knowledge graph G that has £ as the entity set and R
as the set of relations within the graph. G consists of triples (h, r, t) such that r € R
and h,t € £. In this case, (h, r, t) is the short form for (head, relation, tail).

2.2 Knowledge Graph Completion

In this section, I define the two most common learning problems on knowledge graphs:
link prediction and node classification.

Given a triple (h,r,t) where h,t € £ and r € R, the link prediction task aims
to find the missing triple in the knowledge graph. In addition, the link prediction
task can be broken down into two subtasks: entity ranking and relation predicting.
For entity ranking, the goal is to find the entity that correctly fulfills the triple.
Specifically, the subtask aims to find the correct entity that fulfills (h, r, ?) or (7,
r, t). The other subtask, relation prediction, aims to find the correct relation that
fulfills (h, 7, t). Figure 2-2 depicts a simple example of link prediction on the example
knowledge graph from Figure 2-1.

In order to complete the link prediction task, the majority of literature aims to

rank triples in a way that valid triples are ranked higher relative to triples not in the
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Figure 2-2: Link prediction task example

graph (called negative triples) [44, 32|. The procedure to create negative triples is to
take every triple in the testing set and replace that triple’s relation with every other
relation in the relation set. As a result, the evaluation for link prediction is based
on where the valid triple ranks among the negative samples. In order to evaluate
link prediction, the two standard metrics used are mean reciprocal rank (MRR) and
hits@QN. Hits@N is simply the ratio of the valid test triples that are ranked in the top
N triples. MRR is defined below where T is the set of test triples.

1 1
MRR = — —_— 2.1
N” Z rank(x) (2.1)
zeT
The entity classification task is a semi-supervised task aimed at classifying en-

tities in order to assign categorical properties. Since this semi-supervised task is a

classification problem, the most common evaluation metric is accuracy.

2.2.1 Transductive and Inductive

There are two settings for both knowledge graph completion tasks: transductive
and inductive. Both settings only differ at the inference stage of the task. In the
transductive setting, the model’s training and inference graph are the same. In other

words, the model is trained on the same graph it will make ultimately make predictions
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for. A consequence of the transductive setting is the model has "seen" all entities
and relations. The inductive setting removes this requirement that the graph must
be same for both training and predicting. Specifically, the inference stage is done on
an unseen graph (differs from training) where relation and entity sets may not be the
same. In general, the majority of literature focuses on the transductive setting as

noted in [15].

2.3 Knowledge Graphs Embeddings

In this section, I describe one of the most important concepts used in many approaches
to the knowledge graph completion problem: the creation of a knowledge graph em-
bedding. I also discuss the three common ways in literature these embeddings are
created. First, I start by defining an embedding below.

Embeddings are one of the most used tools in machine learning and data science.
In general, embeddings don’t have a formal ontology since every embedding will rely
on the type of model training them and the data itself. However, I will define an
embedding as a mapping of discrete data to a low-dimensional vector of continuous
numbers. These low-dimensional vectors should contain important semantics from
the discrete data. In the context of machine learning, these embeddings are typically
learned. A common example that highlights how semantics might be contained within
an embedding is that the more similar two data points are, the closer they are in the
embedding space (in terms of distance). Ultimately, embeddings create meaningful
representations of the data that are memory efficient and usable by various techniques
such as machine learning models.

Since knowledge graphs are naturally sparse with very large adjacency matrices,
statistical relation learning (SRL) has been a common approach to the knowledge
graph completion task, especially the creation and use of low-dimensional embeddings
[26]. In the context of knowledge graphs, the general intuition for using embeddings
comes from distributional semantics where the meaning of something can be derived

from its context. As a result, the embeddings will model entities and relations us-
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ing the contextual information found in the topological structure of the graph and
ultimately extrapolate patterns. The learned embedding space can then be used to
easily infer information and knowledge. One of the main structural patterns that
can be modeled is the inherent relational properties that exist in a knowledge graph:

symmetry, antisymmetry, inverse, and transitive. I formally define these properties

below [38]:

Symmetric:

Definition: A relation r is symmetric if Vz,y : (z,r,y) — (y,7,x)

Example: x=Alice and y=Bob and r="married to". (x,r,y)= Alice is married

to Bob — (y,r,x) = Bob is married to Alice.

Antisymmetric:

Definition: A relation r is antisymmetric if Va,y : (z,r,y) = —(y,r, x)

Example: x=Alice and y=Bob and r="teacher of". (x,r,y)= Alice is a teacher

of Bob — —(y,r,x) = Bob is not a teacher of Alice.

Inverse:
Definition: A relation r; is inverse to ry if Vo, y : (x,79,y) — (y,71, )

_n _n

Example: x=Alice and y=Bob and r; advisor to" and 79 advisee of".

(x,r9,y)= Alice is an advisee of Bob — (y,r;,x)= Bob is an advisor to Alice.

Composition (Transitive):
Definition: A relation r; is composed of relation o and r3 if Va, y, 2 : (x,r9, y) A
(y,r3,2) = (x,7r1, 2)
Example: x=Charlie, y=Bob, z=Alice and r; ="grandfather", ro ="father",

rg ="father". (x,re,y)= Charlie is a father to Bob and (y,r3,z)= Bob is a father

to Alice — (x,r1,z)= Charlie is a grandfather to Alice.

The common methodology for creating an embedding is defining a score function,
fs(h,r t), for the triples and creating an embedding space that maximizes this score

function for true triples over false triples. Specifically, a given triple (h,r,t) in G should
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have a larger score value than false triples (h’, r, t) or (h,r,t'). Thus, the score function
represents the plausibility that the triple is true. One of the most common measures
of these scoring functions is its expressivity which is the degree the embedding can
capture the structural patterns defined above. There are three general categories
of learned embeddings used in recent literature: translational, semantic, and Graph

Convolutional Networks.

2.3.1 Translational Embeddings

Entity and Relation Space

Figure 2-3: Translational embedding example.

Translational embeddings are categorized as embeddings created from a score
function that utilizes distance within the embedding space to determine similarity.
Specifically, these models aim to learn a low-dimensional embedding of the entities
in the graph by utilizing some form of translation between pairs of the entities them-
selves. The intuition for these embeddings is best depicted in a simple example from
one of the most commonly used baselines TransE [4]. The score function for TransE
is fs(h,r,t) = —||h 4+ r — t||. In training, the score function is minimized over true
triples in the graph. As a result, the score function will ultimately model the value of
these vectors such that h+r ~ ¢ if the triple (h,r,t) exists in the graph (it is true). In
Figure 2-3, I depict the result of a single triple with the (head, relation, tail) as h, r,

and t respectively. In this case, t can be viewed as a translation of vector h by vector
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r. All translational embeddings utilize this notion of modeling the distance between

entities and relations as a translation in the embedding space.

2.3.2 Semantic Matching

Semantic matching embeddings are categorized as embeddings created from a score
function that utilizes the similarity of the low-dimensional representation features. A
couple of intuitive examples for calculating the similarity between low-dimensional

features include cosine similarity, inner product, and a bilinear scoring function.

R,

Figure 2-4: Tensor representation with £; € £ and R; € R [§].

To provide a more general framework, most of the semantic matching models are
built on tensor factorization since knowledge graphs can naturally be represented
with tensors. Tensors are multidimensional arrays and can be categorized into first-
order, second-order, and higher-order. These categorizations respectively refer to a
vector, matrix, and any array with an order greater than two. Tensor factorization
is representing a tensor as a series of basic operations on other tensors [19, 29]. In
the context of knowledge graphs, I represent the knowledge graph as a (|€] by |€] by
|R|) tensor as seen in Figure 2-4. In this tensor, the value at an index (i,j,k) is 1 if
(E;, Ry, Ej) is in the knowledge graph, otherwise, it is 0. With this representation,

the score function can be bilinear as shown in Figure 2-5 with the model DistMult
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[47]. Ultimately, the scoring function can be intuitively viewed as calculating the

similarity between h and t dependent on r.

Figure 2-5: Simplified DistMult with a bilinear operation.

2.3.3 Graph Convolutional Networks

The last category of learned embeddings is embeddings derived from Graph Convo-
lutional Networks (GCNs). Recently, these graph models have seen a lot of success
[46, 52, 55| on non-interlinked data. As a result, GCNs have been adapted to work on
interlinked data and has seen state-of-the-art performance [49]. The general frame-
work for GCNs is built on an iterative aggregation and update scheme that aims
to build a continuous representation for a given node [18]. The aggregation stage,
also called message passing, will ultimately build this continuous representation that
contains the individual node’s information as well as all of the local information from
the nodes surrounding it. Specifically for every iteration, the model aggregates all
nodes’ embeddings directly connected to a given node, and updates that given node’s
embedding. In the first iteration, only the immediately surrounding node informa-
tion is shared. However, after the first iteration, a node’s information is passed to
nodes it is not directly connected to. As a result, the graph’s local information is

propagated throughout the individual node embeddings (up to a distance determined
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by the number of iterations), and the graph’s topological structure is encapsulated.
The total number of layers in the model determines how many iterations, also called
hops, will take place. Specifically, the aggregation and update scheme for a generic

GCN is depicted for a single layer as:

l+1 Z hl (22)

u€N (v)

W = o (W my + hy)) (2.3)

where h!l is the embedding of node v at layer 1, N(v) is the set of directly connected
nodes to node v, m! is the aggregation of node v’s neighbors, W' is the learned
parameters of the model, and ¢ is an activation function. In the case of GCNs in the
domain of knowledge graphs, I will utilize the reformulation of this formula presented
in [51].

Specifically, the scoring function is best introduced within the context of the ag-
gregation and update scheme. Here, a scoring function is defined as the inner product
between two node representations for the generic GCN f,(hy, h,) = hTh,. Plugging

this into the scheme, the new aggregation equation becomes:

mi}-‘rl _ Z afS(hiuhiz) o a<zu€N(v) fs(hzuhiz))

onl Ohl (2.4)

u€N (v)

This framework provides a broad and clear view of the structure of the GCN
model. For link prediction, GCNs typically use an encoder and decoder setup as
shown in Figure 2-6. The encoder section is the actual GCN model as described in
the above framework. In order to evaluate the latent representation created by the
aggregation of the neighboring nodes (and the relations to those nodes), the decoding
section is simply a score function from the common embedding techniques. For node
classification, only the GCN model with a chosen score function is sufficient since the
evaluation is simply the labels for the nodes themselves.

Graph Convolutional Networks follow a similar pattern to other deep-learning
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Original KG Encoder Decoder Recovered KG

Figure 2-6: GCN encoder-decoder setup [56].

techniques with a training and inference stage. During training, the model’s parame-
ters for each layer (1W') are updated using the respective loss function and backprop-

agation. Once the model is done training, the model can be used for inference.

2.4 Federated Learning

Federated learning is a privacy-preserving paradigm that aims to collaboratively train
a shared machine learning model over multiple clients’ data without requiring them
to exchange their local data [20]. Formally, I define a federated learning system as a
decentralized environment where N clients wish to collaboratively train a model on a
single server § without having to expose their data to other clients. This is typically
done by having each client train a local model and having the server aggregate these
local model parameters. The aggregation of the parameters can be done directly or
through the aggregation of the local model’s gradients over time. This ultimately
enables clients to leverage other clients’ data for their own local tasks.

One of the most significant challenges for federated learning is the use of non
independent and identically distributed (non-IID) data. With non-IID data, the data
between clients can be extremely varied or come from different distributions. This
is apparent since clients can be diverse institutions that utilize different methods,
and ultimately collect their data in different ways. As a result, the fundamental
centralized learning assumption that the data used for training and testing is IID isn’t
assumed in the federated setting [57]. Furthermore, there is an inherent heterogeneity
in knowledge graph data and graph data for that matter. Specifically, knowledge

graphs can be statistically or structurally heterogenecous. In the statistical context,
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this could simply be a significant difference in the number of nodes and edges. In the
structural context, this could be a different surrounding subgraph for a given entity
in separate datasets [22]. As a result, a model’s accuracy and convergence in this field

tend to be significantly affected.

2.5 Differential Privacy

Differential privacy is a rigorous mathematical definition that quantifies an algo-
rithm’s degree of privacy protection. I formally define differential privacy such that
a random algorithm mechanism A satisfies (¢)-differential privacy for a non-negative
number ¢ iff for all neighboring datasets D and D’ differing by at most one element

and all subsets R of A’s range [14]:
<ef (2.5)

where € represents the privacy budget and a smaller value means better privacy pro-
tection at the cost of accuracy.

In this paper, I will utilize a natural relaxation of differential privacy called Rényi
Differential Privacy [24]. I formally define this relaxation as a random algorithm A
is (o, €)-RDP for a > 1,€ > 0 if for all neighboring datasets X and X’ differing by at
most one element, D, (A(X)||A(X’)) < e where D,(P||Q) is the Rényi divergence of
order o between probability distributions P and ) as shown as:

1 P(z)

DOé(PHQ) logE:ch[Q(x)

= — | (2.6)

2.6 Related Work

In this section, I summarize state-of-the-art approaches in recent literature on the
knowledge graph completion problem and differential privacy for GCNs. The recent
literature can be categorized into four main categories: statistical relation learning,

centralized machine learning, federated learning, and differential privacy.
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2.6.1 Statistical Relation Learning

The creation of knowledge graph embeddings makes up a significant amount of previ-
ous work in this field, and these embeddings can achieve state-of-the-art performance
if tuned correctly. Below are the four most common embeddings used in recent liter-
ature:

TransE [4] models relations as translations between entities in the low dimensional
space. Specifically, optimizing the score function fs(h,r,t) = —||h + r — t||, where
x € {1,2} enforces tail entities to be close to the sum of the head and relation vectors
(h+r ~ t). TransE is the standard baseline model due to its fundamental role in the
literature for embeddings, its simplicity, and its great performance.

RotatE [38] models relations as a rotational translation between entities in this
latent space, and as a result, it is categorized as a translational embedding. Figure 2-7
depicts this rotational translation with a small example. Formally, h,r,t € C? and the
modulus |r;| =1 for all ; € R. The scoring function is defined as fs(h,r,t) = —||h o
r — t||. RotatE is also a standard baseline and has seen state-of-the-art performance

in certain contexts.

A

|hr-t|

Entity and Relation Space
Figure 2-7: RotatE embedding example.

DistMult [47] is a bilinear model with entities represented as a vector h,t € R?

and relations are modeled as diagonal matrices W” € R4, The scoring function
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Table 2.1: Different Embeddings and their inherent ability to model relational struc-
tural properties.

Model Score Sym. | Antisym. | Inv. | Comp.
TransE | —[[h+7r—¢|]| | X v v v
DistMult htW,t v X X X
RotatE | —||hor —t|| v v v v
QuatE h@r-t v v v X

is defined as a bilinear product f,(h,r,t) = hIW,t. The intuition is calculating the
cosine similarity between h - r and t where h - r is defined as ¥;h; - 7;.

QuatE [54| utilizes hypercomplex representations to model entities and relations.
These quaternion embeddings consist of one real component and three imaginary
components. Formally, h,r,t € H? and QuatE works by rotating the head entity by
the relation (h, = h ® r) where ® represents the Hamilton Product. The scoring
function is defined as fs(h,r,t) = h, - t. QuatE can be viewed in two steps, rotating
the head entity by the unit relation quaternion and then taking the inner product
between the rotated head and tail. QuatE is an embedding derived from semantic
matching as the central comparison of the scoring function is an inner product.

Each knowledge graph embedding has a different level of capability for capturing
the possible relationship properties of the graph as noted in the background. These
properties are symmetric, antisymmetric, inverse, and composition. Table 2.1 pro-
vides a summarized view of each embedding with its respective score function and

whether it can express each relational property in its model.

2.6.2 Centralized Machine Learning

The second common approach to the knowledge graph completion problem is using
machine learning models, specifically Graph Convolutional Networks. Below are three
of the best-performing GCNs that utilize a relational parameter to work on knowledge
graphs:

R-GCN [34] is one of the first successful GCNs that is adapted to interlinked
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data by introducing relation-specific transformations to the message-passing formu-
lations. To summarize this key aspect, the R-GCN adds an additional parameter in
the message-passing framework that essentially models relations when aggregating
neighbors. In particular, it is an extension of the vanilla GCN with a relation linear
transformation added to the node representation update equation. The aggregation

and update scheme is depicted below:

mift= > Wi+ > Wi (2.7)
(u,r)EN;pn (v) (u,r)ENout (v)
hyt = o(mtt + Wehy) (2.8)

W-GCN ([35] is another top-performing graph convolutional network that ex-
tends the vanilla GCN to utilize relations by modeling them as learnable weights of
edges. Therefore, the W-GCN essentially treats the complex knowledge graph with
numerous relations as multiple subgraphs that consist of only a single relation type.
The learnable weight enables the W-GCN to weigh the overall value of the subgraph
when creating the node representations. The aggregation and update equations for

the node embeddings are defined as:

mit= > Wlalhl)+ Y W'(alhl) (2.9)

(u,r)EN;pn (v) (u,r)ENout(v)

At = o (mbtt + WAL) (2.10)

where ol is the relation-specific learned parameter.

Comp-GCN [42] introduced learning a low dimensional vector for relations in
addition to nodes. Specifically, Comp-GCN has two aggregation and update schemes.
The first scheme is to update the node representation and is similar to R-GCN where
it contains relation-specific linear transformations within this entity update. The
second scheme introduced in this model is a continuous relation representation which

the model will update with every iteration. However, this second scheme differs since
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it is only a linear transformation update rather than an aggregation of the neighbors.
These schemes also utilize composition operations such as element-wise subtraction,
multiplication, or circular correlation as defined by ¢;, and ¢, in the equations
below:

Entity Update:

mbt = 3" Wlew(hh k) + Y Wik (kL) (2.11)

(u7r)€Ni7’b(v) (U,T)eNout(U)

ALt = o(mh + WAL) (2.12)

Relation Update:
Iy = Wigh, (2.13)

KE-GCN |[51] is the model used in my proposed federated protocol. The KE-
GCN model builds upon the work of Comp-GCN by expanding the relation represen-
tation to be updated in a similar manner to the node representation. Specifically, the
relation representation updates itself with the aggregation of neighbor entity repre-
sentations to gather the semantics of the relations. This is different from Comp-GCN
where the relations are updated by linear transformations. In addition to building
upon Comp-GCN, KE-GCN is defined as a generalizable model since it can fully re-
cover both Comp-GCN, W-GCN, and R-GCN. The overall framework, notion of fully
recovering a model, and how to fully recover these models will be explained in depth

within the methods chapter.

2.6.3 Federated Learning

The total literature on federated learning for knowledge graphs is relatively small, but
all related works commonly aim to bring these knowledge graph embeddings into a
federated setting. I categorize the literature into two sections, one is aggregation over
the embeddings themselves and the other is an aggregation with a model. FedE [6],
and FedR [53| are both protocols that securely aggregate a client’s learned embedding.

29



These learned embeddings are the most common SRL embeddings such as TransE.
For FedE, the secure aggregation is strictly over the entity embeddings. For FedR,
the paper argues FedE contains privacy leakage where an attacker can reconstruct the
client’s knowledge graph from the aggregated entity embeddings. To overcome this,
the model only aggregates the relation embeddings as reconstructing a triple from
just the known relation has a lot more possibilities.

The second category of related works is focused on the design of an aggregation
protocol with some use of a larger deep-learning model. Differentially Private Feder-
ated Knowledge Graphs Embedding (FKGE) [27] is a privacy-preserving embedding
that utilizes PATE-GAN [50] to create differentially private embeddings. Specifically,
PATE-GAN is used to combine pairs of client embeddings such that each client’s
embeddings are impossible to discriminate from each other. However, this complex
setup requires a significant amount of time and resources to train a PATE-GAN model
between pairs of clients every single time there is an update. The second approach in
this category is MaKEr (Meta-Learning Based Knowledge Extrapolation) [5] which
is a Graph Convolutional Network in the federated setting that focused on inductive
tasks. Specifically, the entire goal of the model is to extrapolate as much information

from a knowledge graph such that it can perform on unseen entities and relations.
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Figure 2-8: General architecture for Fed-Align [22].
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My work takes on an approach outlined by Fed-Align [22]| which falls under this
second category of an aggregation protocol for a deep-learning model. The paper
introduces Fed-Align which takes advantage of the internal basis decomposition for
parameters within R-GCNs [39]. For the R-GCN update equation 2.7, basis decom-
position is a technique of learning a common basis for all relations instead of a unique
W, for all relations. At a high level, the use of basis decomposition minimizes the
total number of parameters to learn which is useful as GCNs can become massive as
the number of relations grows. In addition, basis decomposition provides regulariza-
tion over the parameters which prevents overfitting to a specific relation. In addition
to basis decomposition, the paper utilizes optimal transport to enforce convergence
between clients. Both basis decomposition and optimal transport will be discussed in
more in-depth within the methods section, but the general architecture of a Fed-Align

is depicted in Figure 2-8.

2.6.4 Differential Privacy with GCNs

Most of the current literature surrounding the use of differential privacy in GCNs
utilizes a complex approach in order to create differentially private models that protect
against privacy leakage on specific aspects of the graph. In particular, I define two
distinct types of differential privacy for knowledge graphs that protect against a set
of characteristics from leaking in the graph: node-level and edge-level differential
privacy. These types protect node information and edge information in the graph
respectively.

One of the most successful approaches to creating differentially private machine
learning models is Differentially-Private Stochastic Gradient Descent (DP-SGD) [2].
The algorithm is a direct adaptation to Stochastic Gradient Descent to create dif-
ferentially private outputs from a machine learning model by applying a calculated
amount of random noise to the gradients. As a result, the parameters and outputs of
the model are guaranteed to be differentially private.

The first paper for GCNs with differential privacy is the model GAP [33] which

decouples the GCN into three individual segments: the encoder, aggregation, and
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classification segments. By decoupling the GCN into three segments, noise can be
added to each segment individually in order to guarantee different levels of differential
privacy. In particular, GAP guarantees both node and edge privacy if noise is added
to all three segments. In addition, the decoupling enables a more careful analysis
and bounds on the amount of noise necessary since the aggregation module can be
precomputed and stored for use.

The second paper introduces a differential privacy approach for the graph clas-
sification task [25|. Specifically, the paper applies DP-SGD within a Graph Neural
Network for the specific task of graph classification. In this environment, the aim of
the model is to protect entire graphs rather than individual nodes or edges. For this
task, the dataset is a collection of graphs and the goal is to classify each graph into
a category. Using the differential privacy definition, the two datasets D and D’ differ
by one element and in this case, the one element is an entire graph.

The last paper on differential privacy with Graph Neural Networks focuses on
ensuring node-level privacy [10]. The paper carefully bounds the total number of node
occurrences used during training by sampling subgraphs for batches. This enables
a more careful bound on the total amount of noise necessary to ensure node-level
differential privacy since message-passing will pass the added noise to its surrounding
neighborhood. With these subgraphs, the paper applies DP-SGD directly over these
batches.
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Chapter 3

Method

The main contribution of my thesis is a generalizable KE-GCN system that performs
in a federated setting to enable clients to flexibly utilize the most relevant model for
the given task. Being able to provide a model that is generalizable is significant as the
diverse nature of knowledge graphs as datasets cause no single model to be considered
universally optimal. This is shown in the literature as performance varies significantly
for models depending on the dataset. As a result, the core model for my federated
protocol is KE-GCN due to its state-of-the-art performance in the centralized setting
and its ability to fully recover both the R-GCN, W-GCN, and Comp-GCN. This
allows a significant amount of flexibility for clients to choose the best-performing
model for their given dataset and task. For my work, I implemented a federated
learning approach due to the nature of knowledge graph incompleteness stemming
from unsharable sensitive data among institutions and knowledge graph information
naturally being distributed among many institutions. My federated approach enables
an effective way to utilize distributed data while maintaining the privacy of sensitive
data. In addition to a federated learning protocol, my work also focuses on privacy of
the data for the centralized setting. Specifically, I implemented a differential private
KE-GCN model by utilizing the popular DP-SGD as the optimizer for my model. As
a result, my research can be split into 3 main categories: the core KE-GCN model,
the federated learning protocol (Fed-KE-GCN), and a differentially private KE-GCN
(DP-KE-GCN).
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3.1 KE-GCN Model

As mentioned, my core model I used for my work is KE-GCN due to its generalizabil-
ity. In this section, I describe the internal framework of the model, formally define
generalizability, and outline how KE-GCN is generalizable due to its ability to recover

other models.

3.1.1 Framework

As briefly mentioned in the related work chapter, the KE-GCN model [51] is a
graph convolutional network that follows a similar aggregation and update method
as depicted in the Comp-GCN model. The KE-GCN scheme has the same node
update equations with a relation-specific transformation to capture relation informa-
tion within the node embeddings. However, the KE-GCN model expands beyond the
Comp-GCN by utilizing the aggregation and update method for relation representa-
tions in order to fully take advantage of the connection between entities and relations
within the graph. I formally define the node representation aggregation and update

equations for KE-GCN below:

Ofim(hL, bl hl) O f ot (BL, L, L)
+1 __ ”rl i\ Oy Ty ”rl ou vy Oy 1oy
mt= ) r Ohl, Y r Ohl, (3:1)
(u,r)EN;pn (v) (u,1)ENout (v)

R = o (mbT + WRL) (3.2)

where hl is the embedding of entity v at layer 1. Nj, is the set of tuples of nodes
and relations that have an incoming directed edge towards node v. N, is the set of
tuples of nodes and relations that have an outgoing directed edge away from node v.
fin and f,,; are the scoring functions for incoming and outgoing neighbors. Lastly, o,
is the activation function for entity updates. The relation update rule for KE-GCN
can be formally defined as:

Of,(hl hl, hl)
1 2\ o o)
> o (3.3)



Wyt = o (Wi (my ™ + 1)) (3.4)

where Al is the embedding of relation r at layer 1. N, is the set of entity neighbors
that fulfill (h, r, t). Lastly, o, is the activation function for relation updates.

In addition to this framework, the KE-GCN model applies a normalization on the
aggregation such that m’t! in Equation 3.2 becomes ami™ /(| Ny, (v)| + | Nowt(v)]) and
m!™ in Equation 3.4 becomes am!™ /|N(r)|. Here, o is a hyperparameter, and the
goal of this normalization is to prevent exploding and vanishing gradients.

Ultimately, the framework theoretically enables the maximum amount of infor-
mation to be learned from the knowledge graph. This framework encapsulates the

entities, relations, graph structure, and context surrounding both entities and rela-

tions due to the aggregation for both node and relation representations.

3.1.2 Generalizability

Since the main focus of this work is enabling a generalized approach to work in a
decentralized setting, I formally define generalizability as the degree to which an
approach can be applied to a broader context. In this case, it is the ability of a model
to be compatible with (or encompass) different applications. The generalizability of
the KE-GCN is manifested through its ability to recover multiple models by simply
setting key parts within the framework of the model to specific values. In other words,
it is the direct ability to capture multiple frameworks within one approach. This is
a significant and valuable characteristic for the decentralized setting with knowledge
graphs since the datasets typically vary to a great degree. As a direct result, there is
a large variance in the performance of models where typical baselines can outperform
proposed models. By utilizing a model that captures and unifies multiple models, my
work enables clients to optimize the federated protocol for their given task and data.

As demonstrated in the KE-GCN paper [51], I will show how R-GCN, W-GCN,
and Comp-GCN are fully restricted by the generalizable model and how it is fully

recoverable within the unified representation framework. In order to fully recover the
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R-GCN model with the KE-GCN model, the entire relation representation must be
removed by setting k! = 0 within Equation 3.4. In addition, I set both f;,(h!, hl hl)
and fou:(hL, kL, hL) equal to (h.)Th! for Equation 3.1.

In order to fully recover the W-GCN model with KE-GCN, I show that three
values need to be set. In a similar fashion as the case of recovering R-GCN, I remove
the entire relation representation by setting hl. = 0 in Equation 3.4. For Equation 3.1,
Iset fin(hl, bt ) = fou(hl, AL, hl) = (h))Th!. Finally, I set the learned parameters
for KE-GCN in Equation 3.1 to W! = W!al!

Lastly, to fully recover Comp-GCN with the KE-GCN model, I set fi,(hl, kL, hl) =

Gin(hL, R)THL and fou(hL, ht ALY = ¢ous(hL, AL)TA! in the node aggregation Equation
3.1. Next, I set f, = 0 in the relation aggregation equation 3.3. Lastly, the activation
function o, for the relation update Equation 3.4 is simply the identity function. In
addition to fully recovering Comp-GCN, another way that the KE-GCN is more
general than previous models is based on the fact that the scoring function f;, and
fout 18 NOt restricted to any operators. As mentioned in the related works, Comp-GCN
restricted ¢;, and ¢, to be composition operators. For example, TransH [45], TransD

[16], MLP [13], and NTN [37] are all possible scoring functions that are compatible
with KE-GCN, but not Comp-GCN.

3.2 Federated Learning Protocol

This section builds upon the previous section by describing my federated learning
protocol for enabling the KE-GCN to work in the decentralized setting. Within
this section, I explain my use of basis decomposition and optimal transport for the

protocol. At the end of this section, I outline the Fed-KE-GCN protocol step by step.

3.2.1 Basis Decomposition

As briefly mentioned in the background section, basis decomposition is a type of
regularization used to prevent overparameterization and overfitting within R-GCN.

Specifically, basis decomposition for a relational graph convolutional network is a

36



technique where you utilize a shared basis and different coefficients for relations. The
KE-GCN paper [51| mentions a different approach to preventing overparameterization
by setting the linear transformation matrix W! = W' as all relation parameters will
be non-relation-specific. However, my work builds upon the R-GCN concept for basis
decomposition into the KE-GCN model by replacing each unique W,., the parameters
learned for every relation in the knowledge graph, to the shared basis and coefficient
setup. As a result, my implementation results in a reduction in the total number of
parameters as well as enforcing implicit regularization. The regularization is caused
by the sharing of a subset of the parameters for each relation. In particular, the use
of basis decomposition prevents the model from overfitting to a single specific relation

as all relation parameters will share the same basis.

My work takes advantage of basis decomposition to extend the model into the
federated setting as shown in [22]. Specifically, for every layer in the model, T im-
plemented that layer’s relation parameter matrix as a linear combination of a shared

basis and coefficient such that:
B
W= 3 d 35
b=1

e Rd(l+1)xdl .

where 1 is the model’s layer and V! is the basis transformations with

coefficients a’,.

By representing the model’s relation parameter matrices as a linear combination of
basis transformations, my federated protocol aligns every corresponding basis for each
client’s model. This will be discussed more in Fed-KE-GCN protocol, but at a high
level, the protocol aggregates the gradients for each basis in each layer. This is sent to
the server which applies the gradients and sends its own server gradient to all clients.
As a result, the aggregation does not directly rely on the client’s nodes or edges
since the protocol is aggregating the gradients of the parameters for each local model.
Thus, basis decomposition provides a stronger privacy guarantee than aggregating
embeddings as seen in FedE and FedR. In addition, the implementation of basis

alignment provides a natural unifying aggregation of a GCNs numerous parameters.
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3.2.2 Optimal Transport

Using basis alignment by itself is not enough for the protocol to properly perform in
a federated setting as convergence is not guaranteed due to the nature of the graph
data. In order to understand why, I first use definitions from Li et al.[21] that detail
the circumstances necessary to guarantee that federated learning on heterogeneous
data will converge so it becomes apparent why Fed-KE-GCN requires more than basis
alignment for the federated setting. The first definition is based on the notion that
clients will train their model on a local objective. In order to provide flexibility with
training, the paper defines the need for the local objective to be solved inexactly.

Specifically, the paper defines this idea of y-inexact solution below:

Definition 3.2.1 (y;-inexact solution) For a function hy(w;w;) = Fy(w)+5||w—
we||* and v € [0, 1], let w* be a~i-inezact solution of min,hy(w;wy) if ||Vhg(w*; w)|| <
Vel |V i (wy; wy) || where Vhg(w;w;) = VE(w) + plw — wy).

To summarize this definition, it is defining a solution w* to the local objective
Fi(w) as an inexact solution if the gradients are only off by a magnitude ~. This
definition is mostly used to analyze the amount of local computation completed by
clients during every iteration. Specifically, 7. can be viewed as a measure of the
amount of computation done by client k at time t for the local objective. The second

definition describes the dissimilarity between clients in the federated setting.

Definition 3.2.2 (B-local dissimilarity) Denote f(w) as the global objective and
Fi.(w) the local objective for k clients. The local objectives are B-locally dissimilar at
w if By [||[V Fe(w)|] < ||Vf(w)||?B?. Furthermore, denote B(w) = % for
IV f(w)]] #0.

B-local dissimilarity definition can be seen as a generalization of the IID assump-
tion by adding bounded dissimilarity to allow for statistical heterogeneity. As a result,
definition 3.2.2 is used to understand the convergence relationship between the local
and global objectives. In particular, an optimal weight w that satisfies the local ob-
jective can also minimize the global one if and only if f(w) and Fj(w) are similar

enough which is directly measured by the above definition.
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With these definitions and the assumption that there exists a bound on the dis-
similarity, a federated algorithm is guaranteed to converge as proved in Li et al.[21].
For an intuitive explanation, I can utilize the B-local dissimilarity to provide a bound
on the dissimilarity between the global and local objectives such that these two ob-
jectives are considered similar enough. The 7i-inexact solution is used to prove that
clients will ultimately work towards minimizing the local objective across multiple
rounds. If all clients are working towards this local objective and the global objec-
tive is similar enough to these local objectives, then the clients will converge towards
some global solution. These definitions are most likely designed for batched data
where the separability of the data is clear. In this domain, the graph data spread
around clients is usually separated in a stochastic way, and as a result, doesn’t pro-
vide a complete and exclusive set. Thus, the expected value for the weights between
all clients isn’t equal to some stationary weight as desired. In a similar fashion, the
significant variances between local objectives will cause large variance for any prac-
tical B-local dissimilarity usage. Therefore, convergence for graph modeling data is

not guaranteed in the federated setting from the usual standpoint [22].

As a result, I implemented optimal transport (OT) [43] within the loss function of
KE-GCN as a solution to the convergence issue. To start, the weights of a federated
model can simply be viewed as a sample drawn from a distribution. This perspective
is applied to the Fed-KE-GCN’s weights within the protocol. First, I assume there
exists a solution w* or stationary weight for the general minimization problem. If w* is
drawn from some distribution and the global weight of the model is a true estimation
of the stationary w*, then it is expected that the distance between the local and global
weights will converge to 0. In order to achieve this 0 distance convergence between
local and global weights, optimal transport is a common solution [22]. The most
intuitive and common explanation of optimal transport is Earth Mover’s Distance
(EMD) [40] in computer vision. In this case, OT distance is the minimum amount
of mass that needs to be moved in order to turn one pile into another. Here, pile
is a distribution defined for a given metric space. Furthermore, this concept of the

minimum amount of mass to move is also determined by a cost matrix. Optimal
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transport considers the total amount to move as well as how expensive it is to move
that mass. In a simple example, a value at a given index i,j in the cost matrix is
simply the distance between two points i and j. This simple example is the EMD
problem or also called Wasserstein-1 distance |7].

I formally define EMD following the Fed-Align paper[22] by starting with U(r,c),
where r and ¢ are probability vectors with dimensions n and m, as the set of positive

nxm matrices where the rows sum to r and columns sum to c¢ as depicted by:

U(r,c) = {P € R¥""|Pl,, =1, P"1, = ¢} (3.6)

With this set, I can define two multinomial random variables X and Y that take in
values 1,2,...n and 1,2,...m with distribution r and c¢. The given cost matrix M for X
and Y variables describes the cost to move X to Y. Specifically at index i,j in matrix
M, this is detailing the cost to move X=i to Y=j. In addition to the cost matrix,
any matrix P from the set U(r,c) can be identified with a joint probability for XY
such that p(X=i, Y=j) = p;;. With all this in mind, I can now define EMD as an

optimization problem:

EMD(r,c) :=minpecy(e) (P, M) (3.7)

In the case of Fed-KE-GCN, r can be viewed as the basis weights on client A’s
device and c as the basis weights of client B. The EMD will be calculating the total
distance between these basis weights for every index according to a specified cost
matrix. This will be explained in more depth in the Fed-KE-GCN protocol section.

To reiterate, I’ve implemented optimal transport for two significant reasons. The
first and most important is that using optimal transport provides a solution to the
innate issue of divergence for graph-related data in the federated setting. By viewing
these weights as a sample drawn from a distribution, I utilize the existing solution of
optimal transport to help ensure that the local weights of clients won’t diverge from
the global and optimal weights. In addition to providing better convergence, using

optimal transport to calculate distance seems to be a more natural and suitable ap-
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proach to the knowledge graph problem compared to other common distance metrics
such as Euclidean distance and Kullback-Leibler Divergence [36] as OT distance is
symmetric for two distributions. In my case, calculating the distance between two
client’s basis should be symmetrical if the desired goal is for each client’s basis to
approach the same value.

In order to solve the optimal transport optimization problem within a reasonable
time, I use sinkhorn distance which is a faster approximation for computing the

optimal transport problem.

3.2.3 Sinkhorn Algorithm

The Sinkhorn Algorithm is a faster procedure for solving optimal transport problems
[9]. In this case, I utilize Sinkhorn distance in my protocol which is an additional
term added to the original EMD equation. This term is a negative regularization
term that at a high level represents the need to maximize entropy.

1

Sinkhorn(r,c) = minpcy(ye) (P, M) — Xh(P) (3.8)

where h(P) = — z;l,j pijlog(p;;) and A is a positive real number. h(P) is very similar to
an information entropy term, so the addition of this term can be viewed as encouraging
higher entropy transport matrices which translates to the transport matrix being more
uniformly distributed. The solution to the usual optimal transport equation can be
solved with linear programming or any optimizer. This takes O(d3log(d)). With
sinkhorn distances, the procedure instead scales the rows and columns of P until a

valid approximation of the transport matrix is found. This is computed in O(d?) [9].

3.2.4 Fed-KE-GCN Protocol

After describing the design choices for basis decomposition and optimal transport, the
overall Fed-KE-GCN Protocol can be described. To start, I will define the following
conditions necessary to use the protocol. First, all clients must utilize the same

model, and in this case, the same model refers not only to the use of KE-GCN, but
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the internal choice of representation as well as the same dimensions, hidden layers,
and activation functions. Secondly, the protocol requires all clients to utilize the same
scoring function for KE-GCN. It is important to note that this still provides great
flexibility for the server and clients to determine which model (that is recoverable

from KE-GCN) and what scoring function to use for the best results for a given task.

In the protocol, all models utilize basis decomposition such that their parameters
are the linear combination of some shared basis between all relation matrices and
unique coefficients. In each iteration, a global server chooses N clients and has every
client locally update and train their model with their own data. The gradients cal-
culated over these local epochs are collected and sent to the server. Once the server
receives gradients from all the clients, the server aggregates by summing all these
gradients together (for every individual basis). Then the model returns the aggre-
gated gradient to all clients for the clients to use. This overall procedure is outlined

in Algorithm 1.

Every client will locally train their model for a total number of local epochs for
every round of the protocol. Let’s define the local loss function which every client

will optimize:
N L
I
F(w) = |—ZZ T(Vi,Vy) (3.9)
# —

where p is a hyperparameter (usually set to 1), fx(w) is the normal loss function
(cross entropy for classification for example), and the summation is the application of
optimal transport for that client’s basis and the basis of every other client that is in
the same layer. To be more clear, for client 1, I sum the optimal transport distance
between that client’s layer one basis and all other client’s layer one basis. This is
done for each layer and the final loss is the total distance and the actual local loss
from the task. From a less mechanical perspective during training, a client model’s
basis will attempt to converge with the corresponding basis from all other clients as
the model attempts to minimize the distance from the loss function. In addition, the
normal loss term fi(w) will lead to the expected performance convergence towards

the potential global (in this case the stationary) optimum that is desired for machine
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learning.

Algorithm 1 Fed-KE-GCN Protocol
Input: Egiopar; Erocals |4, A, optimizer, Score fn, basis number, N
Server:
epoch < 0
while epoch < Egiop do
Wait while collecting gradients Vw? from client k
if [|[Vw{|| = N then
Vw ¢ + 3V V]
end if
Send Vw to every client
epoch < epoch + 1
end while
Client:
Vwl + 0
Apply aggregated gradient Vw from Server
for epoch=1 to Fj.q do
Calculate local loss Fy from Equation 3.9
Vwy < Calculated gradient from the optimizer
Vuwl + Vuwi + Vuwy,
Apply gradient Vwy
end for
Send w{ (local gradients) to Server
Output: w « W SO wg

3.3 DP-KE-GCN

In addition to the federated protocol, my work implemented DP-SGD for the KE-
GCN to create a differential private graph neural network. To do so, I utilized Tensor-
Flow’s Privacy modules [1| to wrap the optimizer. This optimizer wrapper modifies
the original stochastic gradient descent to be differentially private according to the
DP-SGD paper [2]. The wrapper utilizes 3 hyperparameters: a norm clipping value,
noise multiplier, and micro-batch size. During training, the wrapper’s implementa-
tion will clip the gradients such the maximum L2 norm of each gradient computed
per micro-batch is smaller or equal to this value. By clipping the gradients, I directly

bound the possible influence a single training data point can have on the machine
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learning model. In addition to clipping the gradients, the wrapper will need to add
random noise to the clipped gradients to achieve privacy for the data. The amount
of noise is determined by the noise multiplier hyperparameter which is defined as the
ratio of the standard deviation to the clipping norm. The last factor is the overall
size of a single example which is defined by the micro-batch hyperparameter. For
a given batch, the batch is split into micro-batches which is the smallest unit used
for clipping the gradient. In my case, I define the smallest unit as a node, so the

micro-batch is size 1.
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Chapter 4

Evaluation

In this chapter, I provide an assessment of my work through multiple experiments.
First, I describe the general setup used for all experiments such as the datasets, general
framework, and testing infrastructure. The rest of the sections reveal the experimental
results of my work while providing only the necessary amount of discussion required
for understanding. The main analysis and discussion on the results is in the final
chapter. I categorize my experiments in 3 main sections: basis decomposition in the

centralized setting, Fed-KE-GCN, and DP-KE-GCN.

4.1 General Experimental Setup

In this section, I describe the experimental setup I used for basis decomposition
in the centralized setting, Fed-KE-GCN, and DP-KE-GCN. For the computation
infrastructure, all my experiments were run using the MIT Supercloud system [30],
specifically with Nvidia Volta V100 accelerators and Intel Xeon Gold 6248 processors.

For all my experiments, I utilized four graph datasets: AIFB [3], Wordnet [11],
Freebase [41], and Amsterdam Museum [31]. AIFB is a knowledge graph that models
the organizational structure of the research community at the University of Karlsruhe.
Within this dataset, entities can have additional metadata attached that pertains to
whether the entity is a Person, Publication, Event, Organization, Topic, Project or

Other. This is important as I take advantage of these meta tags to split the data
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Table 4.1: Logistical Information about each dataset.

Dataset | ## Entities | ## Relations | # Edges | # Labeled | Classes
AIFB 8,295 45 29,043 176 4
WN18 40,943 18 151,442 31,943 24
FB15K 14,904 1,341 592,213 13,445 50

AM 1,666,764 133 5,988,321 1,000 11

for federated learning. The Wordnet (WN18) dataset is a knowledge graph derived
from Wordnet 3.0 [23] in the form (synset, relation, synset) where a synset is a set of
synonyms. In the WN18 knowledge graph, each entity is a synset and each relation is
the lexical relation between two synsets. Some examples of lexical relations between
two synsets are hypernym, hyponym, and meronym. A triple example from WN18
would be (dog, hyponym, pit bull) where the word dog is a more general word for
pit bull. The next dataset I used in my experiments is Freebase (FB15k) which is a
knowledge graph that represents real-world objects. This can be viewed as general
facts about real-world things like people, events, and abstract concepts. Lastly, the
Amsterdam Museum (AM) dataset is a knowledge graph that models cultural objects
related to the history of Amsterdam as described by the Amsterdam Museum. For
my experiments, I only use this dataset in the centralized setting due to its size.

Logistical information about each dataset, such as the number of entities, is depicted

in Table 4.1.

For all experiments, I first split the datasets into train, valid, and test sets. To
do so, I follow the same method mentioned in the KE-GCN paper [51] by randomly
splitting the data with a ratio of 10%, 10%, and 80% for train, valid, and test respec-
tively.

For all federated setting experiments, I set the total number of clients to 3 as I ran
into excessive memory usage with more clients. I will further discuss this excessive
memory usage within the discussion section. For splitting the AIFB data between
clients for the federated setting, I first randomly shuffle the labeled nodes in the

training data and evenly split it between all clients. For each client’s test set, I simply
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store the entire AIFB test set with no alterations. For the remaining unlabeled data,
I randomly select 6 types (from Person, Publication, Event, Organization, Topic,
Project, and Other). For each type selected, I sample nodes such that || Xsampiea|| ~
U(0, || Xtype||) from the complete dataset for each client. With all the unlabeled nodes
sampled with this method and the evenly split training nodes, I only add an edge
between two nodes for the client’s base if an edge exists in the full knowledge graph.

In order to split the FB15k and WN18 dataset in the federated setting, I follow a
similar pattern used for AIFB. For each dataset, I first randomly shuffle the training
data, and then I evenly split it among the clients. Next, I store the entire test set to all
clients without making any changes. The difference in setup occurs for the remaining
unlabeled nodes as I don’t have metadata about the types of the nodes. Since there are
no given distinct types, I split the unlabeled nodes into 7 categories such that the sum
of the nodes in all these categories add up to the total number of unlabeled nodes. In
addition, nodes are assigned to these categories in an uneven way in order to provide
a more realistic environment for the federated setting. With these 7 categories, I
follow the same procedure as AIFB where I select 6 categories from the 7 total. For
each category selected, I sample nodes such that || Xsampiea|| ~ U(0, || Xcategory||) from
the complete dataset for each client. With all the unlabeled nodes sampled with this
method and the evenly split training nodes, I add an edge for all edges in the full
knowledge graph if both nodes exist in the client’s base.

4.2 Centralized Setting Results

The first experiment I ran was testing my basis decomposition implementation with
the KE-GCN model in a centralized setting. To do so, I first ran an unchanged KE-
GCN in the centralized setting for the node classification task on the AM, WNI18,
AIFB and FB15K datasets. The results for AM and WN18 are taken directly from
KE-GCN’s paper as noted in the table [51]. After performing a standard hyperpa-
rameter search, I set the model’s hidden dimension size to 32, number of layers to 2,

optimizer to Adam [17], activation function to ReLU, « to 0.5, learning rate to 0.01,
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and the scoring function to TransE. In addition, all centralized experiments were ran
in with full batch training with 500 epochs. After running the regular KE-GCN model,
I ran my implementation of KE-GCN model with basis decomposition with the same
parameters as above and basis size set to 50 (determined by a search over 10, 30, and
50). Lastly, I utilized the KE-GCN model’s generalizability to run R-GCN with basis
decomposition in the centralized setting as well. All of these results are depicted in
Table 4.2. These results show that R-GCN with basis decomposition performed worse
than KE-GCN with basis decomposition. This is most likely due to the additionally
learned relation embedding that KE-GCN uses since the original KE-GCN outper-
forms R-GCN on these datasets. For example, the original R-GCN implementation
got 89.3% and 55.1% accuracy on the AM and WN18 datasets respectively [51].

Model AM WN18 AIFB FB15K
KE-GCN 91.2 £ 0.2* 57.8 £ 0.5% 97.2 75.5
R-GCN with Basis Decomp 87.8 54.1 94.3 67.8
KE-GCN with Basis Decomp 88.9 56.5 94.5 71.8

Table 4.2: Node classification across multiple datasets. The * indicates it was taken
from the KE-GCN paper directly.

4.3 Fed-KE-GCN Results

My second set of experiments are aimed to test the Fed-KE-GCN protocol, which
utilizes basis decomposition and optimal transport. These experiments can be broken
down into two tasks: node classification and link prediction.

Across all node classification experiments, I utilized full batch training, 5 local
epochs, 20 global epochs, and the same set of KE-GCN parameters as used in the
centralized setting. Specifically, I set the model’s hidden dimension size to 32, num-
ber of layers to 2, Adam optimizer [17], ReLU activation function, and « (weight of
entity convolution update) to 0.5. However, the only change is that the best learning
rate was 0.1. With these standard parameters set, I ran every node classification

experiment with three different scoring functions: TransE, DistMult, and RotatE. In
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addition, I conducted these node classification experiments in two settings: Single
and Fed. Both settings use 3 total clients and each client’s data is derived from the
split data procedure detailed in the evaluation setup. The Single setting involves run-
ning the experiment without sharing gradients with the server and without optimal
transport in the client’s loss function. In other words, each client is only training
locally on their data with no external information or help from other clients. The Fed
setting is the full federated protocol with optimal transport and a server aggregating
client gradients. To determine the best-performing basis size, I ran each node classi-
fication experiment with basis sizes 10, 30, and 50. Each of the following tables show
the best-performing results from these parameters. For the first node classification
experiment, I ran the Fed-KE-GCN protocol on the AIFB dataset with a basis size

of 10. These results are shown in Table 4.3.

As shown in the table, the Fed setting performed better than the Single setting
by a significant margin. My hypothesis for this leap of performance is a combination
of the dataset properties and the potential to get stuck at a local optimum in the
Single setting. The AIFB dataset as noted in Table 4.1 is small and only contains
4 classes. In this case, the stochastic approach I used to split AIFB for each client
doesn’t guarantee a final connected graph or all classes to appear in the training
set. As a result, the training set can be unbalanced or lack significant neighborhood
information for the GCN to take advantage of. This can ultimately lead clients to
get stuck at a local optimum. A simple example would be a client always guessing a
single class as it is appears the most in the training set. With the Fed setting, the
introduction of optimal transport in the loss function introduces a new component
that makes it harder to be stuck at a local optimum as all other client’s basis will be
changing. This will force the gradient for the stuck client to change even if it is at a

local optimum for it’s own training data.

The next experiment for the node classification task was on the WN18 dataset.
The best performing basis size was 30 for the TransE and RotatE scoring functions,
however, DistMult’s best performing basis was size 10. The accuracies for Fed-KE-

GCN on the WN18 dataset are shown in Table 4.4.
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Client 1 Client 2  Client 3
Accuracy Accuracy Accuracy
Single  44.444 52.778 69.444

KGE Setting

Transk o 4 44,444 75.000 77778
. Single  41.667 | 47.222 | 61.111
DistMult "2 0" 47999 | 69444 | 63.889
Single  55.556 | 55.556 | 63.889

RotatE " 55.556 | 58.333 | 63.889

Table 4.3: Node Classification Evaluation on AIFB dataset.

Client 1 Client 2 Client 3
Accuracy Accuracy Accuracy
Single 25.776 18.286 13.739

KGE Setting

Transk o4 95204 | 17.875 14.142

. Single  25.878 | 19.753 | 14.357

DistMult - “p 0" 96330 | 20822 | 13.739
Single 22364 | 15.821 11.9

Rotath  “p o0 99485 | 16.881 | 13.273

Table 4.4: Node Classification Evaluation on WN18 dataset.

The last node classification experiment for my Fed-KE-GCN protocol is on the
FB15k dataset. Table 4.5 shows my results with a basis size of 30 for all scoring

functions.

Client 1  Client 2  Client 3
Accuracy Accuracy Accuracy

KGE Setting

e Simgle 30850 [ 39.300 [ 41240
Fed 40.790 | 39.440 | 44.780

. Single  37.320 | 36.430 | 44.570
DistMult —~p 4 36.720 38.040 30.070
Single  41.240 | 39.690 | 44.570

RotatE  “p o0 41440 | 30780 | 44.730

Table 4.5: Node Classification Evaluation on FB15k dataset.

For the link prediction task, my experiments ran into unsolvable memory issues
which is one of the most severe limitations of my protocol. As mentioned before,

these memory issues will be discussed in the next chapter.
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4.4 DP-KE-GCN Results

The last set of experiments I ran was the implementation of DP-SGD with the KE-
GCN model. The differentially private KE-GCN was tested with node classification on
FB15k. These experiments used the same parameters as KE-GCN in the centralized
setting. As mentioned in the method, there are three new hyperparameters: gradient
L2 norm clipping value, noise multiplier, and micro-batch. For this experiment, all
runs used a micro-batch size of 1 as this should provide the best possible accuracy
at the expense of longer computation time. In addition, I set § to T%)oo for all runs
as the standard is to set this external risk factor to 1 divided by the amount of
data points. I ran a standard hyperparameter search over the gradient L2 norm clip
with values (0.0001, 0.00001, 0.000001), noise multiplier with values (0.001, 0.1, 0.25,
0.35, 0.5, 0.65, 0.8, 1.0, 2.0), and learning rate of values (0.001, 0.01, 0.05, 0.1, 0.15,
0.25). In order to properly analyze this experiment, let me define a subset of these
hyperparameters as an unchanged set of norm clipping values and learning rate, and
the entire range of noise multiplier values from 0.001 to 2.0. This ultimately varies
epsilon across the changing noise multiplier, but enables us to analyze the accuracy
change. In general, these subsets should follow an expected trend where a decrease
in privacy (larger epsilon value) leads to increased utility (higher accuracy).

For my results, I chose the best-performing subset which is the best norm clipping
value and learning rate combination. In this case, it was a norm value of 0.0001 and a
learning rate of 0.25. These results are shown in Table 4.6, and it is evident that the
more noise added leads to a smaller epsilon value as expected. In order to better see
the expected privacy-utility trend, I plotted the different calculated epsilon values over
the x-axis, and test accuracy from the node classification on FB15k over the y-axis.
Figure 4-1 shows this plot and depicts the expected privacy-utility trend. Specifically,
as epsilon increases over the x-axis, the overall utility of the model approaches its non-

differential private performance.
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Noise Mult. | Epsilon | Test Acc
0.1 12546 73.16
0.25 2046 65.78
0.35 1066 58.3
0.5 542 46.22
0.65 341 38.1
0.8 241 30.6
1.0 171 24.18
2.0 59 16.36

Table 4.6: DP-KE-GCN results on FB15k with norm clipping value of 0.0001 and
learning rate of 0.25.

DP-KE-GCN on FB15K

60 -

50

40

Test Acurracy

30

20 4

T T T T T T T T T T
59 259 459 659 859 1059 1259 1459 1659 1859
Epsilon Values

Figure 4-1: General privacy-utility trend for node classification on FB15k.
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Chapter 5

Discussion and Conclusion

This section provides specific analysis, interpretation, and discussion of the main
experimental results along with a clear outline of the limitations. The analysis is
structured into the two approaches: basis decomposition with optimal transport and
DP-SGD. In addition to diving into potential causes for the results, I provide future
work and possible solutions to overcoming these limitations faced. Lastly, I give final

remarks about my work and the broader problem of knowledge graph completeness.

5.1 Basis Decomposition and Optimal Transport

Both the centralized setting and Fed-KE-GCN results reveal two main insights. Firstly,
basis decomposition with KE-GCN leads to marginal increases in performance under
certain conditions. Secondly, KE-GCN’s computational load with basis decomposi-
tion and optimal transport is a serious limitation.

To understand the first insight, I will start by analyzing the centralized setting
results first. Ultimately, basis decomposition is a form of regularization that limits
the total number of parameters. The regularization occurs at the relation level as
the learned basis is shared between all relation weight matrices and aims to prevent
overfitting to any specific relation. Like any regularizer for machine learning, the
prevention of overfitting can also simply decrease overall performance for multiple

reasons such as the regularization has too much of an effect. In the case of the cen-
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tralized version in Table 4.2, the KE-GCN model with basis decomposition performs
slightly worse by 3 to 4 percent than the normal KE-GCN results. This is most likely
due to the overall regularization having too large of an effect and underfitting the
data. Furthermore, this hypothesis is also backed up by the fact that the KE-GCN
model uses full batch training and a significant amount of epochs which will attempt
to fit as much to the data as possible. In addition, the KE-GCN with basis decompo-
sition performs marginally better than the R-GCN with basis decomposition which
is a good indication that utilizing basis decomposition with KE-GCN might perform
better in different environments. Beyond the centralized setting results, the federated
learning results also provide more insight into the marginal increases in performance
that basis decomposition and optimal transport can offer. All node classification tasks
reveal a general trend of very slight (less than 1%) increases in performance, however,
it is inconsistent. There are also many cases where performance is slightly decreased,
(and even large decreases in performance with DistMult as the embedding) from the
single setting where clients only train locally. Thus, it appears the potential for basis
decomposition and optimal transport is not the best solution for extending KE-GCN
into the federated setting due to its inconsistency and only marginal increases in

performance.

The second insight from the results is also the most important. There is a serious
computational requirement in order to run KE-GCN with both basis decomposition
and optimal transport that leads to numerous memory issues. These memory issues
prevented me from running more than 3 clients and completing the link prediction
task. My hypothesis for the cause of this limitation is the extensive amount of tensors,
information, and computation that is needed for each client. Specifically, I will break
down all the necessary components with my protocol and how TensorFlow ultimately
optimizes and computes these components. For Fed-KE-GCN, the model utilizes
full batch training as mentioned before so every client will have some potentially
non-negligible amount of training data stored. Since optimal transport is computed
between a client’s basis for a given layer and every corresponding basis for all clients,

this requires storing every basis for every layer for every client. These basis need to
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be stored locally such that the client can access it directly in the loss function. In
addition, the basis is a decent-sized tensor where its dimension is dependent on the
hidden dimension size for the layer and the total basis size. In my protocol, I used
a hidden dimension size of 32, 2 layers, and a basis size of 30. So each client will be
using their own (32,32, 30) total tensor size for each basis as well as storing all other
clients’ basis. In addition to storage, these optimal transport calculation requires
making a cost matrix that details the cost to move a value between every index of
two tensors. So the cost matrix will compare every index of a (32,32) tensor with
another (32,32) tensor creating a (1024, 1024) cost matrix. The total number of cost
matrices grows with every basis as the cost matrix needs to be computed individually
for each pair. In addition to this cost matrix, there are multiple other calculations
occurring within the sinkhorn algorithm in order to get the sinkhorn distance. As a
result, it’s easy to see that the total required memory is significant and grows rather
quickly considering that other memory-intensive tasks such as computing and storing
gradients also need to be done. The question arises about potentially computing the
cost matrix and then immediately deleting it from memory in order to save as much
space for memory as possible, however, the current implementation of KE-GCN is in
TensorFlow. At a low level, TensorFlow creates a static computation graph where
it initializes all the necessary tensors and information needed to train the model.
This is done to for efficiency reasons as TensorFlow can do many behind-the-scenes
optimizations so the model can run fast. As a result, this static computation graph
immediately requires a substantial amount of memory in order to account for all the
above storage requirements. There are two immediate solutions to see if this is the
main memory-causing issue. The first is to convert the model to PyTorch which uses
a dynamic computation graph so this immediate need to account for all memory isn’t
necessary as the computation graph is created along the process and as needed. In
addition, TensorFlow has a way to utilize a dynamic computation graph with eager
execution. However, the current version of TensorFlow with the model is outdated
and requires converting to a more updated version in order to fully utilize the eager

execution method. Beyond infrastructure changes to the model itself, a potential so-
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lution is to distribute the memory burden across multiple nodes in a computer cluster.
Specifically, the federated setting conveniently enables the possibility of running in-
dividual clients on a node and utilizing message passing between nodes in the cluster

to communicate new basis values for example.

5.2 DP-KE-GCN

The experimental results of DP-SGD in the KE-GCN model correctly show the ex-
pected privacy-utility trend. However, the epsilon values are too large to be considered
usable for real-world tasks as the privacy guarantee is too small for real data. The
smallest epsilon I was able to create with my work was 59 as the utility of the model
becomes too low. In most applications, a good epsilon value is in the single digits.
There are several potential reasons why achieving differential privacy in the KE-GCN
model with DP-SGD led to unsatisfactory results.

The first potential reason is centered on the mechanics of DP-SGD and the nature
of graph data. DP-SGD takes advantage of a single "example" to ensure the model
is differential private and maximizes utility. This single example can be thought of as
a single training data point (i.e. an image) for most machine learning applications.
With a single example, DP-SGD limits the total effect that example can have on the
parameters by clipping its gradient using the norm clipping value. By bounding the
total effect the data point can have, the algorithm can add random noise proportional
to this max bound and ultimately ensure a certain level of privacy. For graph data
and specifically Graph Convolutional Networks, there is no clear concept of a single
example in training. In my work, the nodes are considered single examples, however,
these nodes are connected and the KE-GCN model uses neighborhood information
when training so the limit of a single node isn’t bounded. As a result, the ability to
clip the gradient accurately and precisely to maximize privacy and utility is worsened.

The second potential reason for the DP-KE-GCN results is based on the itera-
tive aggregation and update scheme with KE-GCN. As DP-SGD adds noise to the

gradients based on the calculations for a single example, this noise is propagated to

56



the model’s parameters as desired. During training, the model’s parameters are used
to calculate node representations by aggregating all neighboring nodes through hops.
This leads to the injected noise being used for multiple calculations due to the numer-
ous amount of hops. The total amount of noise added is not calculated or tuned for
this framework. As a result, the noise’s impact on accuracy during inference can be

a lot more substantial for the KE-GCN model than other machine learning models.

Both of the above potential reasons can be solved by a well-defined single example
within graph data. Specifically, a well-defined single example would enable a much
more precise clipping of the gradient, and more importantly, a more precise amount
of noise added to limit the effect on utility while also ensuring the correct level of
privacy. An example can be seen in the graph classification task where the data used
is a set of entire graphs [25]. In this case, the single example is an entire graph which

enables DP-SGD to be directly applied to the model.

The last potential reason for large epsilon values for DP-KE-GCN is the combina-
tion of full batch training and having a lot of epochs. By definition, full batch training
uses the entire training set to update the model for each epoch. For my model, this
means all training nodes are utilized during training for every epoch out of the total
500 epochs. This has a significant effect on the privacy guarantees for the model. I
will explain using an intuitive approach as well as provide examples with data. From
an intuitive perspective, the goal of differential privacy is to ensure uncertainty about
whether an individual from the data was used during training from just the output
of the model. In full batch training, this individual is used every time for a total
of 500 times which means its impact on the output of the model will most likely
be significant. In other models that utilize mini-batch training, uncertainty about
whether the individual is used is generated from the fact that an individual may not
be sampled for that batch of training. This induces randomness as well as directly
making the gradients learned an approximation of the true gradient which leads to
more uncertainty within the model’s output. Table 5.1 shows that my model could
achieve immediately lower epsilons values if mini-batch training was used for batch

sizes that are Zi the size of the total training set. The lowest epsilon is drastically
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Full batch ¢ | Mini-batch ¢

12546 6400
2046 483
1066 232
542 104
341 61
241 41
171 27
59 9

Table 5.1: A table comparing the calculated epsilons from the DP-KE-GCN results
and potential epsilon values if a batch size of 1/4 was used.

reduced from 59 to 9. It is important to note that these values are still high, but the
use of mini-batches can contribute to a better potential solution. Furthermore, cre-
ating batches for graph data is a nontrivial task. A potential approach is to generate
normalized cuts such that each subgraph is a single batch and is roughly the same
size. In addition, these normalized cuts would guarantee every node is included in ex-
actly one subgraph which is desired for mini-batch training. However, this approach

could lead to lost neighborhood information as edges must be removed.

5.3 Final Remarks

The knowledge graph completion problem remains a relevant and prominent issue
where effective solutions can greatly enhance many real world applications. The
significance of this problem comes from the utility knowledge graphs offer with their
ability to model human knowledge and interlinked data. Given the sensitive and
distributed nature of knowledge graphs in different institutions, my work focuses on
privacy by exploring a federated learning and differential privacy approach.

My work introduces Fed-KE-GCN, which is a federated learning protocol with
the generalizable KE-GCN model. By using a generalizable model, my protocol
empowers clients to use the most appropriate model and scoring function for their
specific task. Furthermore, the experiments for Fed-KE-GCN provide great insight

into the practical limitations surrounding the use of basis decomposition and optimal
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transport for a federated setting.

In addition, my work also empirically shows that the common differential privacy
approach of DP-SGD for machine learning models is ineffective due to the nature of
graph data, the framework for GCNs, and the use of full batch training in this case.
As a result, my work highlights the need for a more advanced solution in order to
implement an effective differentially private Graph Convolutional Network.

Lastly, my work lays out potential solutions and future work that can be completed
to overcome the limitations of basis decomposition, optimal transport, and DP-SGD
with the KE-GCN. In conclusion, my work contributes to the broader knowledge
completion problem by introducing an approach that highlights the need for flexibility

as well as privacy.
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