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Abstract

Certified control is a safety architecture for autonomous vehicles, in which a safety
monitor checks actions proposed by the main controller before they may be executed
by the actuators. Unlike conventional runtime monitors, the certified control monitor
receives an argument for the safety of the proposed action from the controller (rather
than receiving data from the vehicle sensors directly). In this architecture, the moni-
tor has the potential to do all of the following to a reasonable degree: intervene when
safety is compromised, not intervene when safety is not compromised, and remain
simple enough to be verifiable. First, this work describes the certified control archi-
tecture in detail, including how it achieves those three desiderata, which we argue are
otherwise difficult to achieve simultaneously. Second, we present two novel applica-
tions of certified control: an implementation of LiDAR-based obstacle detection, and
a LiDAR-augmented implementation of visual lane following. Finally, we evaluate
those two systems using simulation and a physical robot car, and demonstrate that
they indeed achieve the three desiderata.
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Chapter 1

Introduction

1.1 Motivation

To begin, we present the following motivating narrative piece-by-piece: autonomous
vehicle (AV) systems require not just safety, but a highly demonstrable confidence in
that safety. Statistical testing is often the standard for establishing such confidence,
but it cannot possibly cover the range of inputs to cyber-physical systems like AVs.
Instead, AV designers can adopt “safety cases” to demonstrate confidence. However,
a safety case requires, among other things, that the software components of the sys-
tem be verified, which is exorbitantly expensive. This motivates the idea of a small
trusted base, often embodied in a safety controller. Such a safety controller must
include a convincing argument that the perception system is accurate, since that
perception system is in the trusted base. This thesis includes work to create such
convincing on-the-fly arguments for the perception system’s accuracy, not through a
safety controller, but through the “certified control” architecture’s monitor, described

later.



1.1.1 The Problem of Safety[]

The problem of safety for self-driving cars has two distinct aspects. First is the reality
of numerous accidents, many fatal, either involving fully autonomous cars—such as
the Uber that killed a pedestrian in Tempe, Arizona [42]—or cars with autonomous
modes—such as the Tesla models, which have spawned a rash of social media post-
ings in which owners have demonstrated the propensity of their own cars to repeat
mistakes that had resulted in fatal accidents. The metric of “miles between disengage-
ments,” made public for many companies by the California DMV [40], has revealed the
troublingly small distance that autonomous cars are apparently able to travel without
human intervention. Even if the disengagement metric is crude and includes disen-
gagements that are not safety-related [5|, the evidence suggests that the technology
still has far to go.

Second, and distinct from the actual level of safety achieved, is the question of
confidence. Our society’s willingness to adopt any new technology relies on our con-
fidence that catastrophic failures are unlikely. But, even for the designs with the
best records of safety to date, the number of miles traveled falls far short of the
distance that would be required to provide statistical confidence of a failure rate
that matches (or improves on) the failure rate of an unimpaired human driver. Even
though Waymo, for example, claims to have covered 20 million miles—a truly impres-
sive achievement—this still pales in comparison to the 275 million miles that would
have to be driven for a 95% confidence that fully autonomous vehicles have a fatality

rate lower than a human-driven car (one in 100 million miles) [19].

1.1.2 An Alternative to Testing

Statistical testing is the gold standard for quality control for many products because
it is independent of the design and development process. This independence is also a
weakness, though, because it denies the designer the opportunity to use the structure

of the system to bolster the safety claim, and at the same time fails to focus testing on

!The text in this section and the following sections, up to and including Section are taken
from the coauthored paper [8]. Other material is attributed in Section
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the weakest points of the design, thus reducing the potency of testing for establishing
near-zero likelihood of catastrophic outcomes.

One alternative to statistical testing is to construct a “safety case:” an argument
for safety based on the structure of the design [43]. The quality of the argument
and the extent to which experts are convinced is then the measure of confidence.
This approach lacks the scientific basis of statistical testing, but is widely accepted
in engineering, especially when the goal is to prevent catastrophe rather than a wider
range of routine failures. For example, confidence that a new skyscraper will not fall
down relies not on expensive testing, but on analytical arguments for stability and
resilience in the presence of anticipated forces.

In software too, there is growing interest in safety cases (or, more generally, as-
surance or dependability cases) [18]. For a cyber-physical system, the safety case is
an argument that a machine, in the context of its environment, meets certain critical
requirements. This argument must cover the specification of the software that con-
trols the machine, the physical properties of the environment, and the behavior of
human users and operators. Each part of this argument needs its own justification,
and together they must imply the requirements. Ideally, the justification takes the
form of a mathematical proof: in the case of software, for example, a verification
proof that the code meets the specification. Some parts, of course, are not amenable
to mathematical reasoning. Properties of the environment, for example, must be

justified by expert inspection.

1.1.3 The Cost of Verification

For software-intensive systems, the software itself can become problematic to justify.
Complex systems require complex software, which inevitably leads to subtle bugs.
Because the state space of a software system is so large, statistical testing can only
cover a tiny portion of the space, and thus cannot provide confidence in its correctness.
So for high confidence, verification seems to be the only option.

Unfortunately, verification is prohibitively expensive. The cost tends to be orders

of magnitude higher than for conventional software development. NASA’s flight soft-
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ware, for example, has cost over $1,000 per line of code, where conventional software
might cost $10 to $50 per line [14]. Verifying a large codebase may not be impossi-
ble, as demonstrated by the success of recent projects to verify an entire operating
system kernel or file system stack, but it typically requires enormous manual effort.
SEL4, a verified microkernel, for example, comprised about 10,000 lines of code, but
required about 200,000 lines of hand-authored proof, whose production took about

25-30 person years of work [23].

1.1.4 Small Trusted Bases

One way to alleviate the cost of verification is to design the software system so that
it has a small trusted base. The trusted base is the portion of the code on which
the critical safety properties depend; any part of the system outside the trusted base
can fail without compromising safety. This idea is exploited, for example, in secure
transmission protocols that employ encryption (and is generalized in the “end-to-end
principle” [36]). As long as encryption and decryption algorithms that execute at the
endpoints of the transmission are correct, one can be sure that message contents are
not corrupted or leaked; the network components that handle the actual transmission,
in particular, need not be secure, because any component that lacks access to the
appropriate cryptographic keys cannot expose the contents of messages or modify

them without the alteration being detectable.

Of course, the claim that some subset of the components of a system form a
trusted base—really that the other components fall outside the trusted base—must
itself be justified. It must be shown not only that the properties established by the
trusted base are sufficient to ensure the desired end-to-end safety properties, but also
that the trusted base is immune to external interference that might cause it to fail (a

property often achieved by using separation mechanisms to isolate the trusted base).
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1.1.5 Runtime Monitors and Safety Controllers

One widely-used approach is to augment the system with a runtime monitor that
checks (and enforces) a critical safety property. If isolated appropriately, and if the
check is sufficient to ensure safety, the monitor serves as a trusted base.

For safety-critical systems, the runtime monitor might be an entire controller in its
own right. This “safety controller” oversees the behavior of the main controller, and
takes over when it fails. If the safety controller is simpler than the main controller,
it serves as a smaller trusted base (along with whatever arbiter is used to ensure
that it can veto the main controller’s outputs). This scheme is used in the Boeing
777, for example, which runs a complex controller that can deliver highly optimized
behavior over a wide range of conditions, but at the same time runs a secondary
controller based on the control laws of the 747, ensuring that the aircraft flies within

the envelope of the earlier (and simpler) design [41].

1.1.6 The Problem of Perception in Autonomous Vehicles

The safety controller approach relies on the assumption that the controller itself is
the most complex part of the system. But in the context of autonomous vehicles,
perception—the interpretation of sensor data—is more complicated and error-prone
than control. In particular, determining the layout of the road and the presence of
obstacles typically uses vision systems that employ large and unverified neural nets.

In standard safety controller architectures (such as Simplex [11,37]), only the
controller itself has a safety counterpart; even if sensors are replicated to exploit
some hardware redundancy, the conversion of raw sensor data into controller inputs
is performed externally to the safety controller, and thus belongs to the trusted base.

This means that the safety case must include a convincing argument that this
conversion, performed by the perception subsystem, is performed correctly. This is a
formidable task for at least two reasons. First, there is no clear specification against
which to verify the implementation. Machine learning is used for perception precisely

because no succinct, explicit articulation of the expected input/output relationship
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is readily available. Second, state of the art verification technology cannot handle
the particular complications of deep neural networks—especially their scale and their
use of non-linear activation functions (such as ReLLU [30]) which confound automated
reasoning algorithms like SMT and linear programming [33].

One possible solution to the difficuly of verifying the percetion system is to ex-
clude perception functions from the trusted base, and to use a runtime monitor that
incorporates both a safety controller and a simplified perception subsystem. Initially,
this approach seemed viable to us, but we came to the conclusion that it is in fact

not. We explain why in the next subsection.

1.1.7 Desiderata for a Runtime Monitor: Choose Two

We enumerate three critical properties that a monitor should obey, and argue that
they are mutually inconsistent.

The first property is that the monitor should be verifiable. That is, it should
be small and simple enough to be amenable to formal verification (or perhaps to
fully exhaustive testing). If not, the monitor brings no significant benefit in terms of
confidence in the overall system safety (beyond the diversity of an additional imple-
mentation, which brings less confidence than is often assumed [37]).

The second property is that the monitor should be honest. It should intervene
only when necessary, namely when proceeding with the action proposed by the main
controller would be a safety risk. Applying emergency braking on a highway when
there is no obstacle, for example, is clearly unacceptable. Even handing over control
to a human driver is problematic, due to vigilance decrement [17].

The third property is that the monitor should be sound. This means that it
should ensure the safety of the vehicle within an envelope that covers a wide range of
typical conditions. It is not sufficient, for example, for the monitor to merely reduce
the severity of a collision when it might have been able to avert the collision entirely.

Unfortunately, these three properties cannot be achieved simultaneously in a clas-
sic monitor design. The problem, in short, is that the combination of honesty and

soundness requires a sophisticated perception system, leading to unverifiable com-
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plexity. It is easy to make a monitor that is sound but not honest simply by not
allowing the vehicle to move; and conversely it is easy to make one that is honest but
not sound by not preventing any collisions at all.

This does not mean that monitors that fail to satisfy all three properties are
not useful-—only that such monitors are not sufficient to ensure safety. Automatic
emergency braking (AEB) systems are deployed in many cars now, and use radar to
determine when a car in front is so close that braking is essential. But because AEB
might brake too late to prevent a collision, it is not generally sound. Responsibility-
Sensitive Safety systems [38], on the other hand, use the car’s full sensory perception
systems to identify and locate other cars and pedestrians, and can therefore be both

honest and sound, but due to the complexity of the perception are not verifiable.

1.2 Certified Control

This thesis presents work related to a new architecture that is designed to achieve
a reasonable compromise of the above desiderata, without a safety controller. The
architecture is a variant on the traditional concept of the runtime monitor. Like a
conventional monitor, our monitor checks actions proposed by the main controller
before passing them on to the actuators; if an action is found to be unsafe, it is
blocked or replaced by a safer action. If the action is found to be safe, the monitor
has essentially ratified a runtime safety case.

Unlike a conventional monitor, however, the monitor does not make this deci-
sion based on its own evaluation of the environment. Instead, it checks a certificate
generated by the main controller, as shown in Fig. [[-I} The certificate contains the
following elements: (1) the proposed action (for example, driving ahead at the current
speed); (2) some signed sensor data (for example, a set of LIDAR points or a camera
image); (3) optionally, some interpretive data. This data indicates what inference
should be drawn from the sensor readings. For example, if the sensor data is an
image of the road ahead, the interpretive data might be the purported lane lines; if

the sensor data is various low-lying LiDAR points, the interpretive data might be an
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approximation of the ground plane.

The generation of the certificate is the responsibility of the main controller, and
is a byproduct of its normal analysis. The certificate is unforgeable due to being a
subset of the signed sensor unit outputs: even a malicious agent could not convince
the monitor that an unsafe situation is safe. The form of the certificate, and the
argument that a successful check ensures safety, are developed at design time. This
development, while possibly time-intensive, enables the concise articulation (shared
with the entire team) of the rationale for the controller’s decisions, which is helpful
for implementation.

This architecture exploits four powerful computer science ideas in a novel combi-
nation and context: (1) the gap between the complexities of finding vs. checking;
(2) the idea of a small trusted base (here, the monitor, sensors, and actuators)
allowing a guarantee of safety without dependence on unreliable components (in par-
ticular the perception system) outside the base; (3) the use of authentication (e.g.,
of sensor data) to guarantee safe transmission through an untrusted channel (namely
the main perception/controller subsystems); and (4) the idea of end-to-end safety
cases whose form is justified at design time, but which are applied on the fly.

The next section describes an example to illustrate the architecture.

1.2.1 LiDAR Application

As an example, consider a certificate that proposes the action to continue to drive
ahead using LiDAR data. In this case, the LIDAR points argue that there is no
obstacle along the path; each LiDAR reading provides direct physical evidence of an
uninterrupted line from the LiDAR unit to the point of reflection. Together, a collec-
tion of such readings, covering the cross section of the path ahead with appropriate
density, indicates absence of an obstacle larger than a certain size.

Compare this with a classic monitor that interprets the LiDAR unit’s output
itself. The LiDAR point cloud is likely to include points that should be filtered out.
In snow, for example, there will be reflections from snowflakes. Performing snow

filtering would introduce complexity and likely render the monitor unverifiable. On
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raw sensor raw sensor
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\/ \/
Low level Low level
controller controller
actuation actuation
commands commands
\/ \/
Actuators Actuators

Figure 1-1: A conventional runtime monitor (left) and certified control monitor
(right). The trusted base is shown in gray.
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the other hand, a simple monitor would not attempt to identify snow, and could set
a low or a high bar on intervention—requiring, say, that 10% or 90% of points in the
LiDAR point cloud show reflections within some critical distance. The low bar would
result in a monitor that violates soundness, failing, for example, to prevent collision
with a motorcycle whose cross section occludes less than the 10% of points. The high
bar would result in a monitor that violates honesty, since it would likely cause an

intervention due to snow even when the road ahead is empty of traffic.

1.3 Related Work

The literature on safety assurance of vehicle dynamics generally focuses on assurance
of the planning/control system, and assumes perception is assured by some other
mechanism.

Some research focuses on numerical analysis of reachable states. For example,
reachable set computations can justify conflict resolution algorithms that safely allo-
cate disjoint road areas to traffic participants [28]. Other work focuses on deductive
proofs of safety. For example, the work of [26] models cars with double integrator dy-
namics, and uses the theorem prover KeYmaera to prove safety of a highway scenario,
including lane changing, with arbitrarily many lanes and arbitrarily many vehicles.
The work of [1,2] demonstrates how these safety constraints can be used for verifica-
tion and synthesis of control policies, including control policies with switching. And
in [26], the authors develop safety contracts that include intersections, and provide
KeYmaera proofs to demonstrate safety.

Responsibility-Sensitive Safety (RSS) [38] is a common framework that assigns
responsibility for safety maneuvers, and ensures that if every traffic participant meets
its responsibilities, no accident will occur. The monitoring of these conditions is
conducted as the last phase of planning, and is not separated out as a trusted base.
The RSS safety criteria have been explored more formally to boost confidence in their
validity [24].

All of these works focus on control, and assume that the perception system is reli-
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able. In contrast, certified control takes the perception subsystem out of the trusted
base. Nevertheless, these approaches are synergistic with ours. In our design, the
low-level controller is still within the trusted base and would benefit from verifica-
tion. RSS provides more sophisticated runtime criteria than those we have considered,
that could be incorporated into certificates (e.g., for avoiding the risk of collisions with

traffic crossing at an intersection).

Several approaches aim, like ours, to establish safety using some kind of monitor.
The Simplex Architecture [31,[37] uses two controllers: a high-assurance controller
and a performance controller, running in parallel. The high-assurance subsystem
is meticulously developed with conservative technologies; the performance subsystem
may be more complex, and can use technologies that are hard to verify (such as neural
nets). The designer identifies a safe region of states that are within the operating
constraints of the system and which exclude unsafe outcomes (such as collisions).
A smaller subset of these states, known as the recovery region, is then defined as
those states from which the high assurance subsystem can always recover control
and remain within the safe region. The boundary of the recovery region is then
used as the switching condition between the two subsystems. [31] extends Simplex
to neural network-based controllers. As noted, this approach does not address flaws
in perception. In contrast, reasonableness monitors [15,|16] defend against flawed
perception by translating the output of a perception system into relational properties
drawn from an ontology that can be checked against reasonableness constraints. This
ensures that the perception system does not make nonsensical inferences, such as
mailboxes crossing the street, but aims for a less complete safety case than certified
control. Similarly, the work of |22]| seeks to explain perception results by analyzing
regions of an image that influence the perception result. These techniques may be
useful to enable the perception system to present pixel regions to the safety monitor

as evidence of a correct prediction.

Other techniques seek to use the safety specifications to automatically stress test
the implementation [10,25,34]. A different approach checks runtime scenarios dy-

namically against previously executed test suites, generating warnings when the car
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strays beyond the envelope implicitly defined by those tests [29]. Certified control is
similar in that the certificate criteria represent the operational envelope considered
by the designers, and outside that envelope, it will likely not be possible to generate

a valid certificate, leading to a safety intervention.

1.4 Contributions

The introductory sections above were taken and lightly modified from the recent
coauthored paper [§]. Parts of Sections [2.2] 2.3.1], and [4.1} 4.5 and [£.7] are also taken,
and more heavily modified, from the paper.

The contributions of this thesis include (1) an implementation of certified control
for LIDAR-based obstacle detection (including design of the certificate, creation of the
monitor and controller subsystems, and signing of sensor data); (2) the augmentation
of LiDAR data, and a ground plane certificate, to a certified control certificate for
visual lane following; (3) evaluation of each of those implementations using a physical
racecar; (4) analysis of the potential and limitations of the certified control approach
in these domains.

Selections from the discussed code are publicly available at https://github. com/

interlock-mit/interlock and https://github.com/jefftienchow/interlock.
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Chapter 2

Certified Control for LiIDAR

2.1 Design

Although certified control can be implemented in a variety of contexts and systems,
we implemented the architecture on a robot car. We designed a LiDAR certificate
that confirms the perception system correctly identifies the lack of obstacles ahead
of the car. The controller produces this certificate, proof of the absence of obstacles
ahead within a certain distance, in an attempt to justify the decision to move forward
at the same speed. Other controller decisions are of course possible, and would require
different proof in the certificate, but we focused only on moving forward. Here we

describe the details of each of the system’s components.

2.1.1 Monitor

To ensure the safety of a controller’s decision to move forward, the monitor checks that
the points in the certificate given to it satisfy four conditions: authenticity, sufficient
distance, sufficient spread, and sufficient density. Authenticity of the points is deter-
mined by the signature verification described in Chapter [3] Sufficient distance would
be determined by the car’s speed: the LiDAR points must be beyond the stopping
distance at the current speed, or else they indicate obstacles which would impact the

car. For our robot car implementation, whose speed remained in a very predictable
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Figure 2-1: Visualization of one considered notion of density: requiring at least one
projected LiDAR point from the certificate to be within each circle on a grid of every-
row-offset circles. The black points show a worst-case choice of LiDAR points by the
controller, which results in circle-sized holes in the certificate of radius greater than
that of the grid circles.

range, we hardcoded an allowable distance. The monitor ignores any points which are
closer than that distance. To achieve sufficient spread, certificate points must span
the size of one lane in front of the car, both vertically and horizontally. The size of
the lane is hardcoded based on the dimensions of the robot car; for a real car, the
width would be based on US highway standards, and the height on standard vehicle
heights.

Density Criteria

We explored many notions of density which the monitor could require of the certificate
points. We considered requiring the certificate to contain one point inside every circle
within a grid of circles projected onto the cross-section of the lane (Fig. ; one
point inside every cell of a matrix imposed on the cross-section of the lane; one point
inside every cell of such a matrix in which every other row is horizontally offset; etc.E|

However, because of the symmetry of these density requirements (i.e. their require-
ments being the same vertically and horizontally), these could not be meaningfully
applied as the monitor’s density check, due to the non-uniform nature of the LiDAR

data. Our car’s LiDAR unit provides only sixteen rows of rotating sensors, each of

'We also considered allowing the controller to give an interactive proof of the density of points,
through a protocol in which the monitor can query the controller about specific suspicious regions
of points. However, this wasn’t obviously superior to a classical proof, and would cost time for the
back-and-forth.
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Figure 2-2: Visualization of a partial LIDAR scan. Light gray grid is a remnant of the
visualization tool. Colored points are LiDAR readings. Notice, as is especially visible
in the top left corner, they form “stripes” across the space, since there are many more
point per scan row than there are scan rows.

which produces thousands of points per scan, so the data is much more dense horizon-
tally than vertically. A visualization of a partial LIDAR scan in Figure illustrates
this property. The density check we employ therefore differs in the two directions.
The monitor considers the certificate sufficiently vertically dense if it includes points
from each of the LiDAR scan rows which fall within the lane. The points are suffi-
ciently horizontally dense if there are no horizontal gaps of a size greater than some

pre-specified parameter max_horizontal_separation.

Since the LiDAR points may fall spatially anywhere in the 3D region, we must
precisely define the notion of horizontal distance. In particular, we want it to be the
case that two pairs of points, each of which contain points collected from two different
LiDAR sensor rays at an angle o apart, have the same “horizontal” distance from one
point to the other, regardless of the data points’ distance from the sensor. That is, the
notion of horizontal distance we care about is that in the angular domain: we want
that the LiDAR sensor did not need to rotate very far further from one point in the
certificate, to hit the next point in the certificate. We do not, on the other hand, care
about the distance from the sensor to the point on the certificate, nor the distance in
the 3D region’s “x” dimension, between the two points. To achieve this definition, the
horizontal density check is performed after a projection of the certificate points onto
a plane oriented like the cross-section of the road ahead, at a set distance away from

the LiDAR unit. This projection enables the use of horizontal distance on the plane
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(the “x” dimension distance) between two points as a proxy for the angular distance

traveled by the LiDAR unit to read those two points.

A Note on Accuracy

A perfectly accurate scheme would project the certificate points instead onto a slightly
curved plane, whose curvature is dependent on specifications of the LIDAR unit. The
flat projection has the undesirable property that a pair of points on the edge of
the plane with the same “x” dimension distance between it as a pair of points in the
center of the plane, actually has slightly greater “angular” horizontal distance between
it than the pair on the center of the plane. However, this discrepancy is slight given
the relatively small size of the lane’s cross section, and an appropriate (slightly larger)

choice of max_horizontal_separation can mask the issue.

Sufficiency of the Criteria

One possible choice of max_horizontal_separation ensures no obstacles of width
3.5cm or greater at a distance of 3.7m ahead, or of width 90cm or greater at 96m
ahead (the 70mph stopping distance)E]. This parameter value is fairly conservative;
it would establish the absence of a car but not a motorcycle in the lane ahead. For
greater safety, one could decrease max_horizontal_separation to require more Li-
DAR points, increasing the certificate size and the time to check it proportionately. In
a production implementation, the required density of LIDAR points in the certificate
should depend on the current velocity, since greater resolution is required to prevent
collision with the same size obstacle at a greater stopping distance.

Together with the spread and distance criteria, an appropriate choice of
max_horizontal_separation guarantees the absence of obstacles of certain sizes
and shapes. To formalize this, consider an oblong obstacle, such as a mailbox, with
approximate height 1 meter and width 0.25 meters, at a 10 meter distance directly in

from of the vehicle. Assume that the vehicle is traveling at a speed which makes that

2 As discussed in the note in Section [2.1.1} these allowable obstacle widths would change slightly
based on whether the obstacle lies within the center of the lane cross section, or near the edge. Our
analysis here assumes obstacles are in the center of the plane.
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distance insufficient for safety. A malicious or faulty controller wishing to justify the
unsafe action to move forward at the same speed has three options for its certificate

creationtt

1. Include all LiDAR points on the obstacle in the certificate

2. Include some LiDAR points on the obstacle in the certificate, but exclude some

others

3. Exclude all LiDAR points on the obstacle from the certificate

The monitor, in each of these scenarios, detects the insufficient evidence of safety,

and rejects the controller’s unsafe proposal to move the vehicle forward:

1. In this case, since the certificate contains points within the lane which fall closer
than the allowable distance (based on the vehicle’s speed), the distance criterion

is not met.
2. Just as above, the distance criterion is not met.

3. If the certificate does not contain enough points to span the entire lane ahead
of it (e.g. it is a degenerate certificate with no points in it, or one which spans

only the obstacle-free portion of the lane), then the spread criterion is not met.

If the spread criterion is met, meaning that the certificate points do extend
to the edges of the lane, then the density criterion must not be met, since
the certificate contains a horizontal gap where the obstacle is. Assuming the
parameter is not well outside of the reasonable conservative range, this gap will

be larger than the allowable max_horizontal_separation.

The controller is thus unable to hide the obstacle from the monitor.

3The only other option is for the controller to include in the certificate points which aren’t in
the LIDAR data from the sensor. Inclusion of those fake points, however, would cause the monitor
to reject the certificate as inauthentic.
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2.1.2 Controller

The controller of a production AV system would house complex algorithms, often
using machine learning. We did only some basic processing, but even this proved suf-
ficient to demonstrate the benefits of certified control and illustrate a complexity gap
between the monitor and the controller. We describe two of the main implementation

components, snow filtering and the algorithm for choice of minimum certificate.

Snow Filtering

The key example of perception we implemented in our controller was the filtering out
of LiDAR points hitting snow.

To do this filtering, we at first implemented statistical outlier removal (SOR).
This technique constructs a k-d tree containing all points in the LiDAR cloud. A k-d
tree is a spatial data structure that allows for efficient querying of nearest neighbors,
among other things. The tree is used to compute the mean and standard deviation
of the distance of each LiDAR point to its nearest k£ neighbors. A threshold T is
then set to be some Ssor number of standard deviations above the mean. Any points
whose mean distance to its k neighbors is above T are filtered out [6].

However, we transitioned to a slightly more sophisticated technique, dynamic
radius outlier removal (DROR), in order to account for the nonuniformity of the
LiDAR data. In particular, LIDAR points become more sparse as the distance from
the sensor increases, since the laser rays emanate from the single sensor point. This
means that a SOR filter would be overly likely to filter out distant points, since they
cannot have as many close neighbors.

DROR takes this nonuniformity into accountf’} After creating the k-d tree like in
SOR, it computes, for each point, the number of neighbors found within some radius.
The radius is dynamic: it depends on the distance of the particular point from the
sensor, the angular resolution of the LiDAR sensor (a constant for the sensor, which

describes the the extent to which the LiDAR rays spread out with distance), and

4 |6] gives a more thorough comparison of the SOR and DROR approaches, and lends more
evidence to the superiority of the latter for LIDAR data.
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a multiplicative parameter Spror E Any points which have fewer than some set

number n of neighbors within this radius are identified as snow and removed.

Visualizations of a fake LiDAR dataset before and after DROR filtering are seen
in Fig. [2-3] The dataset was generated to mimic a real snow environment, with most
of the LiDAR points falling on a semicircular obstacle ahead, but some random subset
of points hitting snow points closer to the car. Notice that the density of snow points
is greater closer to the sensor (single points are drawn with partial opacity to make
this more clear), a phenomenon which one would observe with real data as well, and

which motivates use of the DROR filter.

Of course, the correctness of the described filtering depends on reasonable setting
of the parameters. In DROR, the parameters are Spror and n. We chose a suitable
pair of values for those based on simulated experiments. For example, we generated
fake data containing obstacles of various sizes and shapes, and ensured that the
obstacle was not filtered out as snow. One such dataset is shown, before and after
filtering, in Fig. 2-4 Notice that the filtering was not perfect on this particular
example: it failed to filter out one snow point. But, importantly, it maintained the

contours of the obstacle.

If this experimental tuning method seems somewhat insufficient or unsatisfying
to ensure well-set parameters, we agree. Tuning the algorithm parameters is a tricky
task, yet one upon which the correctness of the algorithm relies entirely! In a produc-
tion system, the parameter setting would be cast in terms of the safety case, i.e. it
would be based on a definition of snow independent of the implementation. However,
one can imagine that such a definition is difficult to formulate, and even complex and
intelligent controllers may not achieve perfectly tuned parameters, making their snow

filtering too (in)sensitive. Our experiment in Section addresses just this.

5We also require, for practical purposes, the search radius to be at least some small minimum
value.
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(a) Before filtering (b) After filtering

Figure 2-3: Results of DROR snow filter on generated dataset.

(b) After filtering

(a) Before filtering

Figure 2-4: Results of DROR snow filter on data with fake obstacle.
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Minimum Certificate Generation

After snow filtering, the controller has a set of candidate LiDAR points for its cer-
tificate: all those which are not snow. Under most circumstances, this will still be
the vast majority of the LIDAR points—many more than might be strictly necessary
to prove safety to the monitor. The controller therefore attempts to reduce the set
further. It implements an algorithm to transform the large candidate LiDAR set into
a final, smaller set for the certificate. We describe the algorithm and argue that it
upholds two guarantees: first, that if the candidate LIDAR set was convincing to the
monitor, then the resulting smaller set should also be convincing, and vice versa; and
second, that it does indeed reduce the number of LIDAR points to close to minimal.

The first part of the algorithm is to eliminate any points which the controller
thinks are on obstacles. In our implementation, this simply includes points which are
too close to the sensor (given the car’s assumed stopping distance). This necessarily
maintains the acceptability of the certificate points, since the monitor checks only
apply to points which are not on obstacles, i.e. are far enough away from the car. A
large and close obstacle would be interpreted as an unacceptable certificate hole by
the monitor whether or not the too-close points are in or out of the certificate.

The second part] of the algorithm is to use knowledge of the monitor’s density
and spread checks to eliminate LiDAR point candidates. To take advantage of the
spread check, the controller may eliminate all candidate points which lie outside the
considered lane-sized cross section ahead.E] To do this, it considers, like the monitor
would, the projection of the points onto the plane of the lane’s cross-section. It
eliminates candidate points outside of the monitor’s desired rectangular spread.

To take advantage of the density check, the controller eliminates candidate points

6Unlike the description here, the actual algorithm implementation is not incremental in this
way—it performs many of the checks on the candidate LiDAR points at the same time, in order to
reduce the number of loops through all the points.

"This suggests that it may have been computationally wasteful to perform snow filtering on the
entire point cloud, if the controller need only create a certificate covering the lane ahead. However,
we expect that performing snow filtering on the whole point cloud yields much better results, since
it allows the thresholds to reflect entire surrounding weather environment. And the controller as is
is fast enough, as seen in Section The exact tradeoff of speed and accuracy of filtering with
different number of LiDAR points could be explored in future work.
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which are redundant in satisfying the density. For horizontal density, it ensures that
there is at most one point within each gap of size max_horizontal_separation. For
this, it goes through the remaining candidate points in each row of LiDAR data in
sorted order, from left to right. It adds the leftmost candidate point to the certifi-
cate. Then, it examines the points which fall within max_horizontal_separation
distance rightward of that point. It adds the rightmost of those points to the cer-
tificate, and rejects the others. It then repeats this process, advancing by steps
of at most max_horizontal_separation rightward, adding at most one point to
the certificate per step. This algorithm is greedy, and could theoretically be im-
proved by employing dynamic programming. Specifically, one can imagine adver-
sarial LiDAR candidate sets in which taking the rightmost candidate point within
max_horizontal_separation distance is unideal, and causes one to have to select
more points later down the line. A more sophisticated algorithm which “thinks ahead"
about that possibility, and explores all possible choices of points, would be superior.
However, the density of the candidate LiDAR points is so high that the advantages
of such an algorithm would be minimal. Additionally, the greedy approach already
gives us significant reduction in the certificate size, with relatively little additional

computation by the controller, as we show in Section

2.1.3 Implementation Notes

The certificate itself is implemented as an instance of a Certificate class in Python2.
Each instance stores the LiDAR points as a NumPy array, and a representation of

the action of whose safety it is meant to prove (e.g. move the car forward).

Another team member’s work to securely isolate the monitor from the controller
is ongoing. The proposal is to run each component in its own Docker container, with

bridge networks between components allowed to communicate.

An architectural diagram of the certified control implementation is shown in Fig-

ure
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Figure 2-5: High-level architecture of the LiDAR certified control system. The trusted
base is again shown in gray. Pathways for authentication of LiDAR points are omitted
for simplicity. More context shown in Figure .

2.2 Experiments

Here we describe two experiments which together show that the robot car implemen-

tation achieves the safety benefits of certified control.

2.2.1 Setup

The experimentation platform was our 1/10-scale remote-controlled robot car (Fig.
@, outfitted with a Velodyne Puck VLP16 LiDAR scanner and a CPU running Linux
with ROS. The above-described Python2 implementations of a controller and monitor
were loaded onto the car and executed in real time. We physically manipulated the

car’s environment to reflect various road conditions.

2.2.2 Well-tuned Controller

When the controller’s filtering parameters are set appropriately, it properly identifies
points as snow and passes a certificate excluding them to the monitor. Assuming snow
is distributed fairly evenly across the lane ahead (and there is not a total “white out”)
the remaining points are still sufficiently dense to establish absence of an obstacle in
the lane ahead, so the monitor should approve the certificate.

We simulated snowy conditions by dropping confetti-like paper in front of the
robot car (Fig. [2-7h). We confirmed that the monitor accepts a certificate when

there is sufficient space between the car and an obstacle ahead, despite the presence
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Figure 2-6: Remote-controlled robot car outfitted with LiDAR unit.

of simulated snow. Fig. 2-7b shows a visualization of the LiDAR point cloud asso-
ciated with the experiment. The green-highlighted points are those in the accepted
certificate, and the purple-highlighted points are those eliminated from the certificate
by the controller, based on snow filtering. The gray grid lines are a remnant of the
LiDAR visualizer, irrelevant here.

This experiment provides evidence that the certified control implementation up-
holds honesty, as defined in Section [I.I.7} it does not intervene when the controller

has proposed a truly safe action.

2.2.3 Over-filtering Controller

As mentioned above, tuning the filtering parameters, or adapting them to the per-
ceived environment, can be difficult. One can imagine even a non-adversarial con-
troller failing to set appropriate parameters, and therefore miscategorizing true obsta-
cles as snow. To demonstrate that the monitor would detect such obstacles even when
the controller fails to do so, we modified the controller so that it would erroneously
filter out some sparse but significant obstacles, such as sparse fallen tree branches

(simulated, for our robot car, with plastic cables in Fig ). As expected, since the
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controller omits points on the obstacle from its certificate, the monitor’s horizontal
density check fails, as there is a gap of size greater than max_horizontal_separation.
The monitor rejects the certificate, and the unsafe action is prevented. Fig shows
the certificate points in red to indicate the monitor’s rejection.

This experiment provides evidence that the certified control implementation up-
holds soundness, as defined in Section [I.I.7} it does intervene when the controller

proposes an unsafe action.

2.3 Evaluation

2.3.1 Experiments

The two snow experiments above show that our monitor is agnostic to the complexity
of selecting points that meet the density criteria but do not represent reflections off
snow particles. This is exactly the benefit certified control brings, since errors in the
algorithm that selects the points are immaterial so long as the final point selection
comprises adequate evidence. As demonstrated by the second experiment, errors
related to overzealous filtering are caught by the monitor.

In addition, as noted, these experiments provide two data points which lie on either
side of the system’s honesty/soundness boundary, indicating that both reasonable
soundness and reasonable honesty are achieved, despite the apparent difficulty of

doing so.

2.3.2 Minimum Certificate Algorithm

We ran the monitor with two versions of the controller—with and without the de-
scribed algorithm for minimizing the certificate—on one timestep of saved LiDAR
sensor output. The timing differences between these are shown in Fig. 2-8f With the
algorithm, the controller did take longer to run, as expected, but the monitor took
wildly less time, due to the reduction of the number of points in the certificate from

almost the entire original LiDAR scan’s 25,000+, to about 70. Since we expect pro-
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(a) Simulating snow with paper con- (b) Certificate points (green) with
fetti excluded snow points (purple, bot-
tom left)

S (d) Certificate points (red) with ex-
(c) Simulating thin obstacles cluded obstacle points (purple)

Figure 2-7: Experiments to test LiDAR certificates against simulated snow (top)
and thin obstacles (below) that may be mistakenly identified as snow by the main
controller
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Time w/o Algorithm (ms) | Time w/ Algorithm (ms)
Controller 6.969 9.646
Monitor 3.264 0.586
Combined 10.233 10.232

Figure 2-8: Comparison of runtimes with and without minimum certificate algorithm.
All times measured on a 2017 Macbook Air with a 1.8 GHz Intel Core i5 Processor
and 8 GB RAM.

duction controllers to have high-performance hardware in order to perform complex
processing, a negligible increase in the controller’s runtime is not concerning, whereas
the significant drop in the monitor runtime is a significant win for keeping the monitor
simple. And, as expected, the monitor’s decision about the safety of the controller’s
action was the same for both runs: the reduction of the certificate size did not affect

its accuracy in proving (un)safety of the action.

These results embody the principle of certified control: by tasking the controller
with making a minimum certificate, which it can do with complex and difficult-to-

verify algorithms, we ensure that the monitor remains fast, simple, and verifiable.

The controller with the minimum certificate algorithm produces a certificate with
size of only 3 kilobytes, on average (without compression). When the controller
and monitor components of the architecture are separated, we can therefore expect

transmission of the certificate between them to be trivially fast.

2.3.3 Complexity Gap

The behavior in all experiments was achieved with a system that demonstrates the
expected complexity gap between the controller and monitor. Even with a controller
performing only basic snow filtering, without machine learning algorithms, the con-

troller implementation requires a factor of almost 30 times more lines of code than
the monitor (Fig. [2-9)).
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Component Lines of Code
(Python2 or Pyrex)
LiDAR monitor Total 82
Controller K-d tree (scipy.spatial) 739
Controller Numpy calls 1325
Controller self-written driver code 167
LiDAR Controller Total 2231

Figure 2-9: Comparison of code sizes for monitor and controller.

2.3.4 Speed

As noted in Fig. 2-8| the final versions of the controller and monitor take approx-
imately 9.646ms and 0.586ms to run, respectively. This gap would only grow in a
production system, as the complexity of the monitor would not need to increase, but
the controller would need much more sophisticated processing to handle perception
and control.

The Velodyne sensor produces a scan approximately every 50 ms (20Hz). There-
fore the current system’s speed is entirely sufficient to allow for an monitor check
on every LiDAR scan. We expect that even further reduction in the speed would
be feasible, if needed, through more extensive use of NumPy processing tools, which

performs array operations in C instead of Python.

2.4 Limitations

Implementation and evaluation of this certified control system helped us identify lim-
itations, some of which are particular to this implementation and could be improved
in future work, and some of which are inherent to the use of LiDAR scanners like

ours. We describe these here.

2.4.1 Blindness of LIDAR

On one hand, LiDAR data is compellingly physical. A single LiDAR point gives

evidence of the lack of obstacles on a line from the sensor to that point. This is a
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strong physical interpretation which other sensors, like cameras (which we explore in
Chapter , don’t afford, and is part of what makes LiDAR such an essential sensor

for AV systems.

However, a LiDAR certificate can provide information only about the shape and
size of obstaclesﬂ But, of course, objects with the same shape and size may present
varying degrees of danger. A harmless paper bag, for example, could occlude the same
region of points in a LiDAR certificate as a falling rock. Our LiDAR monitor cannot
distinguish between certificates with these same-sized holes-it is in this sense “blind”
to certain characteristics. Similarly, a shower of small stones may be indistinguishable

from snow.

2.4.2 Lack of Time Domain Awareness

The above limitation may be partially overcome if the monitor were able to observe
the size and shape of objects as they evolve over time. That is, while a paper bag
may occlude the same region as a rock during one particular time step of the LiDAR
scan, a monitor with information about multiple LIDAR scans may be able to deduce
that the fast-falling and consistently-shaped object is likely a hard obstacle, whereas

the slowly fluttering and almost-transient obstacle is less dangerous.

However, in an effort to remain simple and verifiable, the monitor does not store
any information from past certificates, and thus cannot make observations about the
evolution of certificates. We may in the future add time awareness to the monitor
with as little added complexity as possible. Or, since a production controller would
have awareness of the time domain in order to do its other processing anyway, we
could task the controller with providing an augmented certificate if its chosen action
is dependent on data from multiple time steps. In this way we would leverage the

certified control approach again.

8LiDAR sensors usually also provide reflectivity data; however, this information is not leveraged
in our system and is not thought to be critical to obstacle detection.
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Figure 2-10: Rough sketch of the most difficult-to-detect obstacle shape. View is the
projection of LiDAR scans and obstacle onto a section of plane on the cross-section
of a lane. Black horizontal lines indicate the level at which the LiDAR scans hit. The

red stair-step shape comprises a large continuous obstacle which nonetheless is barely
detected by the LiDAR. unit.

2.4.3 Data Non-uniformity

Another limitation of the system is the non-uniformity of the LiDAR data itself,
mentioned before and illustrated by Figure[2-2] The relative lack of vertical density of
points means that the system (and indeed, any AV system based on the same LiDAR
sensor) is not well-equipped to detect thin horizontal obstacles, like parking arms.
Such obstacles, especially at a great distance, may fall between horizontal scans,
and therefore appear totally hidden to the LiDAR unit. The scan non-uniformity
also makes it easier for thin vertical objects, like metal poles, to be overlooked, as
they appear as narrow groups of relatively disjoint LiDAR points, one group on each
LiDAR scan row.

We anticipate that the most difficult obstacle to detect given the form of the data
would be a stair-step obstacle aligned perfectly out-of-step with the LiDAR scan
rows, sketched in Fig. 2-10] Improvements to LiDAR scanners which allow them
to house more row-scanning units within a small vertical hardware space, or which
allow for varied angling of the row-scanners on different time steps, would mitigate
these problems. Barring those unanticipated hardware improvements, though, these

limitations will be inherent to all LiDAR-based AV systems.
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Chapter 3

LiDAR Sensor Signatures

This chapter details work in relation to the monitor’s authenticity check from Sec-
tion 2.1.1] To ensure that a malicious controller cannot forge a signature, LiDAR
points contained in the certificate must be securely signed by the sensor unit.

The implementations in this chapter are done on a simulated system, rather than
on the physical robot car with implementations as described in Chapter [2, motivating
the separation of its discussion into a different chapter.

We will give some context for this work, briefly introduce four signature schemes,
then evaluate them with a focus on performance. Code for the simulation and for each
of the schemes can be found at https://github.com/capoling/857-1lidar-security.
Work in this chapter was done in collaboration with MIT students Giulio Capolino,
Cynthia Liu, and Carolina Ortega Perez.

3.1 Assumptions

The threat model against which these LiDAR signature schemes are meant to protect
is one in which LiDAR points emanate from a trusted source (the sensor), travel
through an untrusted channel (the controller), and arrive at the monitor. It is assumed
that the controller may be connected to the internet, or is otherwise susceptible
to malicious interference. It is assumed that the controller has high computational

abilities (but not, of course, the ability to break computationally intractable problems
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like the discrete log problem, on which standard cryptographic protocols relyED.

It is assumed that secure bridge networks [4] are the mode of communication
between components within the system, and that these bridge networks only exist
between components expected and allowed to communicate, such that outsiders can-
not send messages to components without infiltrating a particular component. That
is, the monitor is not itself internet-connected, or otherwise able to receive any mes-
sages except for those from the controller. In this way, we mitigate the risk of denial
of service attacks in which a non-adversarial controller’s communication with the
monitor can be blocked by a barrage of outsider messages.

It is assumed that the sensor cannot receive any incoming messages except from
the controller. This eliminates some risk to the sensor, but also introduces some com-
plexity: specifically, for our simple hashing scheme (Section , the sensor and the
monitor require a shared secret. Without two-way communication between these com-
ponents, this shared secret must be achieved via hardcoding into the hardware (done
at vehicle assembly time)ﬂ. If two-way communication between the components were
available, however, a secure key exchange protocol, such as Diffie-Hellman, could be
leveraged. This would be more fault tolerant, since it would enable easy regeneration
of the secret key if a breach were detected.

It is assumed that the monitor and the sensor unit have synchronized internal
clocks (or even a shared clock). In each of the signature schemes, a supposed signa-
ture includes a plaintext timestamp associated with the point. The monitor should, in
addition to the cryptographic checks required for the scheme, confirm that the times-
tamp is sufficiently close to its own internal clock time. Times which are too far from
the current time should be considered stale and rejected. This prevents replay attacks
(in which old properly-signed LiDAR points can be sent again at inappropriate times,
to construct an out-of-date picture of the landscape). The required closeness of time
should be determined based on the speed of transmission from the sensor to the mon-

itor, but we imagine it can be relatively conservative, since successful replay attacks

IThat is, the threat model does not encompass a controller with quantum computing abilities!
2There is precedent for such a scheme: it is analogous to the hardcoding of trusted root certificate
authorities on computers at manufacturing time.
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require the ability to reuse relatively old data in order to fool the controller—one’s
environment while driving does not generally change very quickly. For greater pro-
tection against replay attacks, however, we recommend the use of Stratum-1 clocks
(highly precise clocks often used in AV systems, [44]) which provide guarantees on
the delay between synchronized systems.

Our threat model does not include physical attacks which may affect the sensor
readings. For example, the signatures do not protect against an adversary placing
reflective surfaces on the road, against which LiDAR rays may bounce erratically.

The schemes are meant to achieve verifiable authenticity of the LiDAR points. We
do not require confidentiality, or any other security property, of the points (although

they are achieved by most of the schemes anyway).

3.2 Simulation Setup

We created two simulators for the LiDAR sensor, each mimicking the behaviour of
our Velodyne Puck VLP16 unit. One generates pseudo-random points, within some
preset ranges, and yields groups of them at specified time intervals. The other draws
from real stored data recorded using the robot car. The real data was taken over a
few seconds when the car was in motion. The simulator “replays” the same sensor
outputs that the real setup produced.

Our controller simulator simply chooses a random fixed-sized subset of the gen-
erated LiDAR points to put in the certificate. The simulated monitor accepts the
certificate only if all the points therein are authentid?]

3.3 Signature Schemes

3.3.1 Simple Hashing

The first scheme is a simple hashing scheme in which the sensor and monitor share a

hardcoded secret, s. The signature of a LiDAR point p at a timestamp ¢ is a triple

3In particular, it does not perform the other checks from Section
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of the time, the point itself, and a hash of the concatenation of the point, time, and

secret key{'I}
Sig(p,t) =t,p, H(pl[t||s)
To verify a supposed signature (t,p, hash), the monitor itself computes the hash
of the concatenation of the pieces with its secret key. If the hash matches that in the

triple, it accepts the signed point and time; otherwise, it rejects.

3.3.2 Hashed RSA

We also implemented a signature scheme leveraging the RSA public encryption pro-
tocol |35]. Rather than implementing the “textbook” RSA protocol, we leveraged the
much faster “hash-and-sign” version, in which the message is hashed before encryp-
tion.

More details are in the source, |35, but we briefly recount the scheme as it applies
to our context. The sensor randomly generates a public and secret key, both tuples
(where n is a large prime):

public key < (n,e€)
secret key < (n,d)

The sensor uses its secret key to encrypt the message, which is the hashE] of the
concatenation of a lidar point p with the timestamp f, into a ciphertext c¢. The
signature is the triple as below:

m < H(p||t)
¢+ (m? mod n)
Sig(p,t) = (t,p,c)
To validate a triple (¢, p, ¢), the monitor uses the public key for decryption:

d <+ s mod n

It accepts if d matches H(p||t) (which it also computes).

4Our implementation uses SHA256, but any cryptographically secure hash function is acceptable.
®|| here represents concatenation.
Sfor this scheme, we again used SHA256
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Scheme Time to sign 100 points (ms) Time to sign
and verify 100 points (ms)

Simple Hashing 0.648 1.360

Hashed RSA 501.819 506.064
Ed25519 5.590 18.107
DSS 296.887 805.532

Figure 3-1: Comparison of signature scheme runtimes. Each LiDAR point was rep-
resented as a triple of three coordinates, each with 17 significant figures. All times
measured on a 2017 Macbook Air with a 1.8 GHz Intel Core i5 Processor and 8 GB
RAM. Times do not include simulation time required to generate or load in the points.

3.3.3 Ed25519

Next we implemented Ed25519, also a public-key signature system. Ed25519 is a type
of Edwards-curve Digital Signature Algorithm (EdDSA), which is a digital signature
scheme using a variant of Schnorr signatures using twisted Edward (elliptic) curves
[3]. Tt is designed for speed. Its implementation is much more technical, so is not
described here. Just as before, the message to be signed is taken as the LIDAR point,

concatenated with the timestamp.

3.3.4 Digital Signature Standard (DSS)

Finally, we implemented DSS and its associated Digital Signature Algorithm (DSA),
a Federal Information Processing Standard| for digital signatures. The scheme is a
variant on the widely-used Schnorr signatures. Like all aforementioned schemes, we

sign a timestamp concatenated with the lidar point.

3.4 Evaluation

An average certificate contains 70 points (as stated in Section [2.3.2]). We therefore
conservatively tested each signature scheme on the signing and verifying of 100 points

(although the times would scale approximately linearly for other numbers of points).

"published by the National Institute of Standards and Technology
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Figure shows the resulting time&ﬂ Since the Velodyne LiDAR sensor on our
physical system produces a scan every 50ms (20Hz), only Ed25519 and the simple
hashing schemes were fast enough to comfortably handle the AV performance needs.

In addition to performance, we also desire that the secret keys need not be imprac-
tically long in order to make it computationally difficult for an adversary to find. This
is certainly achieved. Imagine a malicious controller in the simple hashing scheme.
The controller may query the monitor with triples (¢, p, H(p||t||z)), where x is the
controller’s guess at the secret key, for multiple values of x. If the secret key is 120
bits, as it is in our implementation, the controller at worst needs to query for all 2'2°

2120 queries * 3ms

possible keys. With each key taking a few milliseconds, that’s
~ 10% queries * 10712 centuries = 10%? centuries. And that is not even to mention
the fact that the controller would only be able to make such queries while the vehicle
is in operation.

This evaluation shows that multiple signature schemes, including Ed25519 and

even a simple hashing scheme, are sufficient to satisfy the security needs of the LiDAR

certified control system.

8 Although irrelevant to the analysis here, it is interesting to note that, while all schemes in the
figure take longer to sign and verify than just to sign, the discrepancy between those times varies
widely. This is reflective of the varying degrees of computational setup required to verify.
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Chapter 4

Certified Control for Vision

Here we describe the augmentation of an existing vision certified control system with

LiDAR data, and show the resulting improvement in verification of lane line detection.

4.1 Background

A team member designed a vision certified control system, whose certificate includes
the signed image frame from which the lane lines were deduced and the position of the
left and right lane boundaries as second-degree polynomials from a bird’s-eye/top-
down view.

The monitor verifies this certificate with two checks. The first check is geometric.
In this test, the proposed lane lines are evaluated as a pair; if they conform to specific
geometric bounds (such as parallelism, and spacing according to local regulations)
then the lane lines pass this test. The second check is for conformance to the image.
Computer vision techniques are used to determine whether the proposed lane lines
correspond to lane line markings in the image (more details in [§]). If they do, the
lane lines pass this test. The proposed lane lines must pass both checks in order for
the certificate to be accepted.

The team member implemented this vision certificate scheme and evaluated it

against the openpilot |9] lane-detection software system, using real replay data from
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Figure 4-1: An example of a lane-detection failure detected by the monitor. The
green lines represent the proposed lane lines.

Figure 4-2: Physical setup for testing visual lane-following system. Blue lines of tape
on the ground are detected by the simple visual system as lane lines.

a driven car. In several instances, the monitor caught lane detection failures[] An
example of such a detected failure is seen in Fig.

The two-check system was also evaluated with the physical racecar. The controller
used a naive lane-detection algorithm, and colored tape was placed on the floor to
simulate lane lines, as in Figure[d-2] Placing additional tape segments in inappropriate
positions on the ground caused the controller’s lane detector to report bad lane lines;
in all cases, the monitor correctly rejected them.

Despite these successes, the described two-check monitor was still unable to detect
some types of perception failures. Image data lacks the inherent physical properties of
LiDAR data: a single pixel, unlike a single LiDAR point, says nothing about the car’s

environment, absent other context. As a result, the two checks cannot determine if a

'In all failure cases, though, openpilot was able to successfully correct its lane detection within
a few seconds.
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Figure 4-3: An image taken from dashcam footage in which a car using Tesla’s au-
topilot almost ran into a concrete barrier. The malfunction was presumably caused
by the perception system mistaking the reflection along the barrier for a lane line.

lane line is not physically situated on the road. That is, if the controller determines
that there are geometrically plausible and image-conforming lane lines on top of
barriers, say, then the two-check monitor would not be able to catch the mistake.
This scenario is not hypothetical. Erroneous behavior has caused some cars (no-
tably those produced by Tesla, which relies heavily on vision) to swerve toward con-
crete barriers. In these cases, the problem is often that bright lines, that seem to be
lane lines, appear in the camera’s image . These lines are actually bands of direct
or reflected sunlight, like seen in Fig. While these misperceived lane lines may
have passed the geometry and conformance tests, a basic property is being violated:
the detected lane line is not on the ground. This motivates a new type of certificate,

which we now introduce.

4.2 Combined Vision and LiDAR Certificate

In addition to providing the lane line polynomials and the camera image (as before),

the new combined certificate also provides the following;:

1. the set of LiDAR points that lie on the purported lane lines,
2. a representation of the ground plane, and

3. proof of the legitimacy of that ground plane, in the form of a “ground plane
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subcertificate.

The first two components are straightforward. We now describe the motivation

and contents of the third component.

4.2.1 Ground Plane Subcertificate
Motivation

Including ground plane detection in the monitor itself is not possible for two reasons:
the algorithm is too complex to be easily verifiable (and the monitor should remain
plausibly verifiable), and the monitor only has access to the subset of points given
to it in the certificate, not the entire LIDAR point cloud (and accurate ground plane
detection depends on the presence of most or all points).

Therefore we task the controller with the ground plane detection, and have it,
in typical certified control fashion, send a subcertificate with evidence of its proper
conclusion, to the monitor for checking. In this way, the monitor can verify the
accuracy of the computed ground plane without engaging in complex computation

itself.

Contents

The ground plane subcertificate includes (1) some LiDAR points which were collected
from the lowest-angled row of the LiDAR unit (the number of which is a parameter),
and (2) a dense specified-size patch of points which lie on the ground plane. The
patch of points may be anywhere in the spacd’, and represent a planar section of the
road ahead.

Together, these two components are good identifiers of the plane: the certificate’s

low-lying points form a line on the ground plane (where that LiDAR scan row hit the

2The subcertificate is a certificate of its own right, in the certified control sense, as it gives
the monitor proof of accuracy of its ground plane detection algorithm. However, we term it a
subcertificate to indicate that it is only a part of the vision system’s entire certificate.

3even near the lowest row, since the required patch size is big enough that it must span multiple
rows anyway
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ground), and the patch of points defines a 2D region of points on the plane elsewhere.
Mathematically, these two pieces suffice to uniquely define a plane.

A controller which successfully detects the ground plane will be able to compute
such a certificate: low-lying points are expected to hit the ground plane, and, almost
by definition, there must be patches of points that lie on the ground plane elsewhere
in the point cloud. On the other hand, it is difficult for a malicious (or faulty)
controller to generate a valid certificate for a false ground plane. The false plane
would need to contain most of the LiDAR points collected from the low-lying row.
This already restricts the possible certifiable planes to those which intersect that low-
row line segment. A malicious controller would then have to find a dense, planar
patch of points which fall on one of those planes. While this is possible (say, if a
truck in front of the car is hauling a billboard slanted at an angle coincident with
the low-row points), it is unlikely to happen, especially for more than a brief period.
And, in a production implementation, a monitor would not accept a certificate for a
ground plane which is radically different from the previously accepted ground planes,
such as one for which a malicious controller was only suddenly and briefly able to

generate a certificate.

4.3 Controller

We describe how the controller generates the three components of the augmented

certificate from Section 4.2

4.3.1 Lane Line LiDAR Points

First, the controller is tasked with selecting the LIDAR points on the lane lines.
Doing so means, more generally, finding LiDAR points that correspond to some
pixels on the camera’s image. Transforming between the camera and the LiDAR
space, given knowledge of the camera and LiDAR specifications and their mounting
locations on the vehicle, is a matter of trigonometric transformations. (In our imple-

mentation, we make the assumption that the camera and LiDAR are mounted at the
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same location—a physical impossibility, but one which is likely a fair approximation.)
Specifically, if ones knows the vertical and horizontal angles spanned by the camera,
then, given an (x,y) pixel on an image of known pixel dimensions, one can compute
the angle at which that pixel was located, from the perspective of the camera. This
angle would also be, given our assumption, the angle of the LiDAR ray which would
hit the corresponding point in space. Knowing the number of LiDAR scan rows,
the angle that those rows span, and the number of points within each row, one can

identify the closest LiDAR ray corresponding to the image pixel.

In reality, the above approach is somewhat flawed. Due to the nonuniformity of
the LiDAR data, the LIDAR angle associated with a particular image pixel is likely to
fall in the empty space between the LIDAR row scans. Therefore the closest LiDAR
point may still be relatively far away, so this method could yield locations that are
quite distorted. This is especially problematic since scenarios in which we care about
the LiDAR location of lane lines are ones in which precision is key: when, for example,

a barrier is just along the edge of a highway’s lane lines.

Therefore, our controller in fact does some preprocessing (of the trigonometric sort
described above) in order to determine the pixel heights in the image at which the
LiDAR rows fall. Then, given proposed lane lines in the image, it finds all intersections
of those lines with the LiDAR rows. It is then these pixels, which are guaranteed
to fall on LiDAR row scans, which are transformed into the corresponding LiDAR

points. These LiDAR points form part 1 of the certificate from Section [4.2]

4.3.2 Ground Plane Detection

Next, in order to detect the ground plane from the LiDAR point cloud, our controller
runs a random sample consensus (RANSAC) algorithm [13|, augmented with some
constraints on necessary ground plane features. We parameterize the RANSAC algo-
rithm with the number of trials to run (where each trial is a random selection of three

points, and a consideration of the resulting plane), and the closeness required for a
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point to be considered on the plandﬂ. Our implementation uses a required closeness
of 0.1 meters, and runs 20 “viable” RANSAC trials. We define a “viable” trial to be
one in which the candidate plane satisfies the aforementioned, and now described,

ground plane features.

The features are twofold: the plane must be sufficiently low-lying and sufficiently
horizontal (both with respect to the coordinate system of the LiDAR unit, which
is assumed to be mounted flush against the vehicle’s tolﬂ). For example, one very
conservative choice of parameters may require that the plane have tilt less than 14
degrees (24% grade) from a perfectly horizontal planeﬂ and may require the plane to
have height which is below that of the LiDAR unit. While the “height” of an infinite
plane is not generally defined, we use the rough proxy of the height of the highest
of the three points chosen to represent the plane. The inaccuracy of this proxy is

mitigated by the previous requirement on the plane’s tilt.

Results from running RANSAC (with less conservative parameter choices) are
shown in Figure [4-4 Notice that there are more prominent planes in those point
clouds than the ground plane—since the data was collected inside a building, many
points fall on the walls—but the ground plane is nonetheless detected due to the

ground plane feature checks.

The ground plane found using these methods forms part 2 of the certificate from

Section [4.21

4This second parameter is needed because RANSAC, for each candidate plane, determines how
many points in the LiDAR point cloud lie “on” the plane. This number of points is the metric for
the quality of the candidate plane.

5This is typical in AV systems, as it allows the scanner’s range to reach the largest possible
region of interest.

6In the terms of our implementation, this would correspond to a check that the unit normal to
the candidate plane has a projection onto the horizontal plane which has magnitude less than 0.25
units. Or, to avoid computing the unit normal, this can equivalently be thought of as requiring that,
when one projects the candidate plane’s normal vector onto the horizontal plane, the projection has
magnitude less than one fourth of the normal’s magnitude.
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Figure 4-4: Results of four runs of the ground plane detection algorithm on the same
LiDAR scan data, taken inside a building. Blue points are all those in the LiDAR
point cloud. Points which lie close to the detected ground plane are highlighted red.
Each point cloud is shown in a different orientation. The detected plane may also be
slightly different in each, due to the nondeterminism of RANSAC. Note that these
results are especially accurate since we tuned the parameters (e.g. expected height
of the ground plane) based on an understanding of the robot car’s location in the
environment (in particular, its approximate height off the ground).
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4.3.3 Subcertificate Generation

Finally, after detecting the ground plane, the controller must find a dense region of
LiDAR points which fall on the ground plane. The controller attempts to find the
densest such region. We term this densest region the “patch.” The monitor expects a
certain-sized patch[], and this size is known to the controller.

To find the patch, the controller first processes the points that lie on the ground
plane into a k-d tree (like for the snow filtering in Section . Then, it considers
candidate “patch centers:” points which might be the center of the patch. It considers
all possible patch centers in a discretization of a search region. The search region is
the part of the ground plane which falls within some hardcoded z and y rangesﬁ]
(i.e. it is some rectangular piece of the plane). For each candidate patch center,
the controller queries the k-d tree for the number of points in a radius around the
candidate center. The radius is based on the size of the patch which the monitor
expects. The candidate patch center which has the highest number of points near
it is deemed the center of the ideal patch. The points in that patch, along with the
lowest-angled LiDAR row scan points which lie on the ground plane, comprise the

ground plane subcertificate, part 3 of the certificate from Section [4.2]

4.4 Monitor

In addition to the two purely-vision checks described in Section the monitor

checks these conditions when given the LiDAR-augmented certificate:

1. The lane line LiDAR points indeed correspond to the lane lines.
2. Those lane line points lie on the given ground plane.

3. The ground plane is legitimate (as determined by assessment of the ground

plane subcertificate):

"(our testing used about a 0.5 meter squared region)
8We found that these ranges can be large—as large as the LiDAR unit’s reading range, even—
without significant loss of performance.
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(a) The ground plane is sufficiently ground-like (horizontal and low-lying).

(b) The low-lying points given in the ground plane subcertificate are truly from

the lowest scan row of the LIDAR unit, and also lie on the ground plane.

(¢) The points in the patch lie on the ground plane, and are sufficiently dense.
For this we use the same horizontal density check as used for the LiDAR
certificate, described in Section [2.1.1]

4.5 Experiment

We used the same robot car setup as in the LiDAR certificate experiments (Sec-
tion to evaluate the vision certified control system. To simulate the Tesla
barrier malfunction, we lined up two rows of tape to look like lane lines. The tape for
the left line was placed on the ground while the tape for the right lane was elevated on
a platform; from the camera’s perspective, the pair of lane lines looked geometrically
plausible (Fig. . When we ran our combined vision-LiDAR implementation on
this scenario, the monitor correctly rejected the certificate because the points from
the right lane line were not on the ground planeﬂ. Fig. shows a visualization of
the LiDAR points.

4.6 FEvaluation

Evaluation of the original two-check vision certified control system was described
in Section and can be found in more detail in |§8]. Here we only evaluate the
augmented system, including the ground plane subcertificate.

The experiment showed that the augmented system is sufficient to prevent AV
accidents like the Tesla one, in which the controller falsely identifies lane lines on

above-ground objects.

9While running this experiment, we had not implemented the ground plane subcertificate com-
ponent of the vision certificate, so we instead considered the ground plane detection algorithm to be
part of the trusted base. Independent simulation-based testing of the ground plane subcertificate is
described in Section
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Figure 4-5: Robot car perspective on the lane-line setup. Yellow and red dotted line
segments indicate the lane lines indicated by the car’s visual detector. They match
(and occlude) the physical tape barriers. The red solid line is the middle line of the
two lane lines. The right tape line is attached to the table and laptop backs to elevate
it.

Figure 4-6: LiDAR point cloud visualization. Light gray grid is a remnant of the
visualizer; gray and black points are LIDAR points (often ring-like due to the separate
LiDAR row scanners). LIDAR points corresponding to the identified lane lines are in
red or purple: red for those identified to be on the ground plane; purple for those not
on the ground plane.
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In addition to the experiment, we performed some basic testing of the ground plane
subcertificate. We ran the system on one scan of LiDAR data and first confirmed
that a working controller, implemented as described above, produces a ground plane
subcertificate which the monitor accepts. We also confirmed that the monitor does
not accept an invalid subcertificate. We tested two invalid subcertificates: one whose
low-lying LiDAR points are not on the ground plane, and one which does not contain
the required number of low-lying LiDAR points. Checking such an invalid certificate
took on the order of 107® seconds for the monitor, and checking a valid certificate
took on the order of 1072 seconds, on average. On the other hand, the controller’s

generation of the certificates took upwards of 20 seconds in some caseq™|

4.7 Limitations

The integration of vision with LiDAR presents a few unique challenges. First, the
ground plane detector we implemented is not robust to hilly (non-planar) roads or to
uneven road surfaces. Indeed, this is a severe limitation, since the main benefit of a
ground plane detector is that it could allow for the detection of non-planar grounds.
Otherwise, it is unclear what value the detector has beyond a hard-coded ground
plane based on the mounting height of the LiDAR unit and its current orientation.
Improving this algorithm is therefore a high priority for future work.

Even for planar ground plane detection, though, RANSAC is a fairly limited
algorithm. It is nondeterministic, and may require a large number of trials in order
to guarantee with high probability a good ground plane. As we noted, this resulted in
some runs taking over 20 seconds. This is an unacceptable delay for the application
to AVs (although it is perhaps mitigated by the fact that the controller would not
need to entirely recompute the ground plane on every timestep). An improvement
on RANSAC would be an adaptive algorithm, which does not choose a completely
random candidate plane on each trial, but rather uses information about quality of

the previous candidate planes in order to choose a better next candidate.

10The time varies quite widely due to the nondeterministic nature of RANSAC.
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4.7.1 Ground Plane Subcertificate

There are a number of limitations of the generation and checking of the ground plane
subcertificate as well. Some of these take the form of simplifying assumptions which
were made for ease of implementation, but which sacrifice accuracy. For example, the
candidate patch centers considered by the controller all lie on the horizontal plane
whose height is the average height of the points on the ground plane. That is, the
candidate centers are not projected onto the ground plane. Given our assumption
(and enforced requirement) that the ground plane is not very tilted, this may not
affect patch detection hugely, although it prevents the easy extension of the ground
plane detector to especially non-planar grounds. And, on the monitor’s side, the
patch density check only includes the horizontal density check, not yet the vertical
density check included in the LiDAR certificate.

Other improvements take the form of natural next steps. One such step would be
to reduce the size of the ground plane subcertificate by applying the minimizing cer-
tificate algorithm from Section to the patch points. Additionally, as this is the
newest addition to our certified control system, more general testing is needed, includ-

ing testing that the monitor rejects subcertificates which have insufficient patches.
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Chapter 5

Conclusions and Future Work

In this work we detailed two novel applications of certified control: the system for
AV LiDAR-based obstacle detection, and the augmentation of a visual lane following
system with ground plane certificates.

Specifically, we showed that the LiDAR certificate would override a controller
which made improper decisions based on such mistakes as improperly identifying
visual barrier lines as lane lines, falsely filtering non-snow obstacles away as snow,
or otherwise overlooking obstacles of nonnegligible size. Not only did the architec-
ture allow for avoidance of these common and possibly dangerous scenarios, it also
contributed to the simplicity, modularity, and interpretability of the system. Enumer-
ating ahead of time the required contents of a certificate informed the implementation
work, and in effect provided a clear specification for both the controller and the mon-
itor.

Overall, the implemented systems have demonstrated reasonable levels of each
of the three runtime monitor desiderata (Section [I.1.7): the system is honest, as it
does not intervene when a controller performs proper perception, or when purported
lane lines lie on the ground; it is sound, as it correctly intervenes when the monitor
conditions are violated; and it is much more easily verifiable than the alternative
safety controller, shown by the gap in complexity and in lines of code of even simple
implementations of the controller and monitor components.

Given this positive evaluation, we conclude that certified control is a highly viable
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safety architecture for AVs. We can therefore identify promising directions for future

work (some of which other team members already plan to pursue).

Natural extensions to this work include integrating the signature schemes (Chap-
ter |3) with the physical LIDAR unit and our actual controller, rather than just their
simulations; integrating the current implementations into our team member’s pro-
posed Docker container isolation scheme; extending the system to handle controller
actions beyond moving forward (and, more generally, expanding the environmental
awareness of the entire system in this way); and applying the certified control archi-
tecture to other common AV sensorsll

As mentioned before (Section [2.4.2)), work to augment the monitor with time
domain awareness (or, rather, to task the controller with providing relevant data from
previous timesteps) is expected, and could improve both the soundness and honesty
of the system. Also, while certificates are currently interpreted deterministically by
the monitor, a probabilistic interpretation would be preferred.

To enable faster iteration on controller and monitor implementationsﬂ our team
plans to transition our development to the CARLA simulator [7]. CARLA is a dra-
matic improvement on the simple simulators made for LIDAR signature testing (Sec-
tion , since it supports very realistic simulation of sensors (including those other
than LiDAR units), and allows for specification of environment conditions.

Finally, we expect that broader theoretical work in contextualizing certified control
would be of value. The architecture likely has applications outside of AVs, in such
diverse areas as airport security scanning, e-mail spam filtering, and medical scanning
anomaly detection. Investigating existing systems in those domains (and determining
whether expert designers of them already have a mechanism for runtime monitor-like
checks) may illuminate the unique contribution of the certified control architecture,

beyond the AV-related safety improvements we investigated here.

!The time-of-flight (ToF) camera, used for close-range collision detection like during vehicle
parking, is of particular interest.

2and to replace the experimentation with the physical robot car, which may be indefinitely
impossible due to the pandemic
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